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Created / dropped Files
C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic
C:\Users\user\AppData\Local\Google\Chrome\User Data\2b94de4f-9bbd-4e62-9632-98c1e94a8727.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\33eca64c-fb6b-4732-87e7-79ab08091b75.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\3c27e511-1dcc-43ce-81a7-7ac8ba9b8c8e.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\523449f1-6639-4e45-8736-c141a01c472b.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\9e12fdc3-ea8c-43a7-8104-b8d7d7de6757.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Obe36d77-acb2-4556-957d-c84f16cal9fe.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\3ccObcd6-5f8f-4729-8fa5-d976f8523ee7.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\3fcac083-ce72-4acl-b7ad-8012a9225¢28.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4375f01c-ae30-4134-a800-6ff93bc60c95.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\59d43e05-b094-474e-aa07-26f958702850.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\5eef5b45-b73a-4525-9491-86ded1eb053b.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6e5d74e9-54d6-4ee3-9120-f3bf36628a93.tmp
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8baaOac2-0770-4d3b-al4f-5ed2a90629e3.tmp
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\computed_hashes.json
C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_1\ metadata\computed_hashes.json
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
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Worker\CacheStorage\7b539bde8ca0807396a791d6ee4db1189d0e5380\98905483-3512-4dec-a259-elada8947b62\556belbce36d62b7_0 21

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\7b539bde8ca0807396a791d6ee4db1189d0e5380\98905483-3512-4dec-a259-elada8947b62\index
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\7b539bde8ca0807396a791d6ee4db1189d0e5380\98905483-3512-4dec-a259-elada8947b62\index-dir\temp-index 22
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\7b539bde8ca0807396a791d6ee4db1189d0e5380\98905483-3512-4dec-a259-elada8947b62\index-dir\the-real-index (copy)

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service 22
Workern\CacheStorage\7b539bde8ca0807396a791d6ee4db1189d0e5380\index.txt (copy) 22
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service
Worker\CacheStorage\7b539bde8ca0807396a791d6ee4db1189d0e5380\index.txt.tmp 23
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\Database\000001.dbtmp 23
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\Database\CURRENT (copy) 23
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\Database\MANIFEST-000001 23
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\ScriptCache\2cc80dabc69f58b6_0 24
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\ScriptCache\2cc80dabc69f58b6_1 24
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worken\ScriptCache\index 24
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\ScriptCache\index-dirtemp-index 25
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\ScriptCache\index-dir\the-real-index (copy) 25
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\072f0b49-0662-4d62-bb32-
08856aca6f04.tmp 25
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgich\deAGPUCache\data_1 26
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgic\def\Network Persistent State
(copy) 26
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\defledf13c28-3f6¢c-43e8-a91le-
8102917b9727.tmp 26
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\deNGPUCache\data_1 27
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\iNetwork Persistent State
(copy) 27
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\extinmmhkkegccagdldgiimedpiccmgmieda\def\f727a1b8-3262-4e08-97df-
63d91b7¢2839.tmp 27
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\TransportSecurity (copy) 27
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\_crx_nmmhkkegccagdldgiimedpiccmgmieda\Chrome Web Store
Payments.ico (copy) 28
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\_crx_nmmhkkegccagdldgiimedpiccmgmieda\Chrome Web Store
Payments.ico.md5 28
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\_crx_nmmhkkegccagdldgiimedpiccmgmieda\ab59¢196-757b-
48bc-abcd-e9108dc6al3d.tmp 28
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\a7ebc0c7-6cda-4205-abf0-aacc21c6fd56.tmp 29
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\abc76fb7-3756-4e1c-9838-b513802a525f.tmp 29
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\bd39436f-5bc5-46de-9f71-3d99fb0c9dd0.tmp 29
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\d8450db0-5a6f-4c45-84ba-eff45e4ddf5b.tmp 30
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp 30
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldo\CURRENT (copy) 30
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\e88bbe26-09d3-40c1-99bc-7e33d2ed9a25.tmp 31
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ec0a67f9-71cf-4368-b143-64003f7a2c47.tmp 31
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ec88bed7-1242-4bc2-b50f-7€9889450db1.tmp 31
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f0034316-3292-4f79-a6a9-12e3cb06c2c5.tmp 32
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser 32
C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version 32
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy) 33
C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy) 33
C:\Users\user\AppData\Local\Google\Chrome\User Data\aaa39430-1210-48da-915c-dee34e6f7157.tmp 33
C:\Users\user\AppData\Local\Google\Chrome\User Data\afa0d115-6f54-4ae3-ac3a-1516acb8d01c.tmp 34
C:\Users\user\AppData\Local\Google\Chrome\User Data\b64fe383-e677-442c-9790-1bead984b3fd.tmp 34
C:\Users\user\AppData\Local\Google\Chrome\User Data\be78e8cc-c0a5-4210-9b6e-b9a446bb5867.tmp 34
C:\Users\user\AppData\Local\Google\Chrome\User Data\d312eb71-cac4-40dc-9d0a-6e6531127fde.tmp 35
C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_pnacl_json 35
C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_for_eh_o 35
C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_o 36
C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_x86_64_crtend_o 36
C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_x86_64_ld_nexe 36
C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_x86_64_libcrt_platform_a 37
C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_x86_64_libgcc_a 37
C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_a 37
C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_dummy_a 38
C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_lic_nexe 38
C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_sz_nexe 39
C:\Users\user\AppData\Local\Temp\4212_1714627765\manifest.json 39
C:\Users\user\AppData\Local\Temp\6def0d19-3ad6-42ac-b2ea-8479828cfa84.tmp 39
C:\Users\user\AppData\Local\Temp\7ab263al-9cc0-4892-ad6e-a9d2fd3c1fa3.tmp 39
C:\Users\user\AppData\Local\Temp\c353d72b-7c0d-4c8f-b7d9-11b230aebd91.tmp 40
C:\Users\user\AppData\Local\Temp\cea2846e-1c0a-47c9-bbca-001636f84f28.tmp 40
C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\ locales\bg\messages.json 40
C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\ locales\ca\messages.json 41
C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\ locales\cs\messages.json 41
C:\Users\user\AppData\Local\Temp\scoped_dir4212_ 1704560113\CRX_INSTALL\ locales\da\messages.json 41
C:\Users\user\AppData\Local\Temp\scoped_dir4212_ 1704560113\CRX_INSTALL\ locales\de\messages.json 42
C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\ locales\el\messages.json 42
C:\Users\user\AppData\Local\Temp\scoped_dir4212_ 1704560113\CRX_INSTALL\ locales\en\messages.json 42
C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\ locales\en_GB\messages.json 43
C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\ locales\es\messages.json 43
C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\ locales\es_419\messages.json 43
C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\ locales\etimessages.json 44
C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\ locales\fimessages.json 44

Copyright Joe Security LLC 2022 Page 3 of 48



C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\_locales\fi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\_locales\fimessages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\_locales\hi\messages.json
C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\_locales\hr\messages.json
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Windows Analysis Report

https://na4.documents.adobe.com/public/esign?tsid=CBFCIBAA3SAAABLblqZhCIUJU6FeucOhETV6RYBr3..

Overview

General Information Detection Signatures Classification

Sample URL: https://na4.documents.ad
obe.com/public/esign?
tsid=CBFCIBAA3AAABLbI
qZhCIIJU6...ETV6RYBIr3p
6zc-
EYkicTEt2WarWwXEr20g
_PRd3W5v0_Jmux1_Xb9
7kQ7gSvViGWdMDmMKVMN
Xqk&

HTML body contains low number of ...

No HTML title found

Analysis ID: 682149

Infos: & P

[y -0

Score: 1
Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is wl0x64
. G chrome.exe (PID: 4212 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized "about:blank MD5: C139654B5C1438A95B321BB01AD63EF6)
. G chrome.exe (PID: 2344 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-
handle=1604,10036612460066641009,12631264847609634138,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-

handle=1920 /prefetch:8 MD5: C139654B5C1438A95B321BB01AD63EF6)
. G chrome.exe (PID: 5208 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" "https://na4.documents.adobe.com/public/esign?tsid=CBFCIBAA3AAABLDbIqZhCIIJU

6FeucOhETVERYBr3p6zc-EYkicTEt2WarWwXEr20g_PRA3W5v0_Jmux1_Xb97kQ7gSviGWdMDmMKvMNxgk& MD5: C139654B5C1438A95B321BB01AD63EF6)
= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

@ No yara matches

Sigma Signatures

@ No Sigma rule has matched
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Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

There are no malicious signatures, click here to show all signatures

Mitre Att&ck Matrix
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Legend:

q Process
Behavior Graph D

ID: 682149 Signature
URL: https://na4.documents.adobe...

Created File

Startdate: 11/08/2022

Architecture:  WINDOWS UNKNOUN
Score: 1

DNS/IP Info

Is Dropped

Is Windows Process

=
=
|
&
&

started started

Number of created Registry Values

chrome.exe a

chrome.exe .
X :}' Number of created Files

5 B

Visual Basic

WEUAL
e . 5 ERZIC
. .
111 Delphi
———
é:f; Java
=
192.168.2.1 239.255.255.250 /v NetC#or VB.NET
unknown unknown dropped | dropped dropped G C, C++ or other language
unknown Reserved
€» Is malicious
@ Internet

185.94.180.126 91.228.74.166
SPOTX-AMSNL QUANTCASTUS other IPs or domains
Netherlands &= United Kingdom HiE

Screenshots
Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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@ aboutblank X Message x  +

[¢] @ nad.documents.adobe.com/public/userMessage?token=A59DBC66ECETF2734F210B1836E128D1312E52479E1A670A3F336B3 2E45E910

Adobe Acrobat Sign

This document has already been signed.

Language | English: US ~

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source

http.// https://na4.documents.adobe.com/public/esign?
tsid=CBFCIBAA3AAABLbIgZhCIIJU6FeucOhETV6RYBr3p6zc-
EYkicTEt2WarWwXEr20g_PRd3W5v0_Jmux1_Xb97kQ7gSviGWdMDmMKVMNxqk&

Dropped Files

Source

C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_x8
6_64_|d_nexe

C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_x8
6_64_|d_nexe

C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_x8
6_64_|d_nexe

C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_llc_nexe

C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_llc_nexe

C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_llc_nexe

C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_sz_nexe

C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_x8
6_64_pnacl_sz_nexe
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Detection

0%

Detection

0%

0%

0%

0%

0%

0%

0%

0%

Scanner Label

Avira URL Cloud safe

Scanner Label

Virustotal

Metadefender

ReversingLabs

Virustotal

Metadefender

ReversingLabs

Virustotal

Metadefender

Link

Link

Browse

Browse

Browse

Browse

Browse

Browse
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https://www.virustotal.com/gui/file/c6c2d0c2fc3e38a9bfa19c78066439c2f745393f1fd1c49c3c6777f697222c76/detection/f-c6c2d0c2fc3e38a9bfa19c78066439c2f745393f1fd1c49c3c6777f697222c76-1658139681
https://www.metadefender.com/#!/results/file/bzIyMDgwOTQ2RTZ0cGozZzdpR2k4ZHRqcF8/regular/analysis
https://www.virustotal.com/gui/file/2f4a3a0730142c5ee4fa2c05d27a5defc18886a382d45f5db254b61b28ed642b/detection/f-2f4a3a0730142c5ee4fa2c05d27a5defc18886a382d45f5db254b61b28ed642b-1658770783
https://www.metadefender.com/#!/results/file/bzIyMDgwOTNzVkVUQWVWNE9aQWNqMm1udXRT/regular/analysis
https://www.virustotal.com/gui/file/6aa1da6c264e0af4e32a004f4076c7557c6ac6d9c38b0c5de97302d83fa248c3/detection/f-6aa1da6c264e0af4e32a004f4076c7557c6ac6d9c38b0c5de97302d83fa248c3-1654449726
https://www.metadefender.com/#!/results/file/bzIyMDgwOUg3TWc3RVRPWDlRcVhTak5DS0Q5/regular/analysis

Source

Detection

C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_x8 0%

6_64_pnacl_sz_nexe

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches

URLs

Source

http://https://dns.google

Domains and IPs

Contacted Domains

@ No contacted domains info

Contacted URLs
Name

http:if

Detection

0%

Scanner Label

ReversingLabs

Scanner Label

URL Reputation safe

Malicious Antivirus Detection

false

https://9212252.fls.doubleclick.net/activityi;dc_pre=CKirsNPIvfkCFS0jBgAdK3MMeg;src=9212252;t
ype=invmedia;cat=stock00;dc_lat=;dc_rdid=;tag_for_child_directed_treatment=;tfua=;npa=;ord=1;nu

m=6649563850234.023?

http:i/

false

https://9212252.fls.doubleclick.net/activityi;dc_pre=CKWj5NP9vfkCFUe81Qod8gIPgA;src=9212252;t
ype=invmedia;cat=japan000;dc_lat=;dc_rdid=;tag_for_child_directed_treatment=;tfua=;npa=;ord=13

66023289772.076?

URLs from Memory and Binaries

Name

http://https://dns.google

http://https://github.com/google/closure-
library/wiki/goog.module:-an-ES6-module-like-
alternative-to-goog.p

http:/fhttps://www.google.com/intl/en-
US/chrome/blank.html

http:ifhttps://ogs.google.com

http:{/https://www.google.com/images/cleardot.qgif
http://https://cm.g.doubleclick.net
http://https://play.google.com

http:ff
https://payments.google.com/payments/v4/js/integrator
s

http:ff
https://chromium.googlesource.com/a/native_client/pn
acl-livm.git

http://https://googleads.g.doubleclick.net
http:ff

https://sandbox.google.com/payments/v4/js/integrator.j
s

Copyright Joe Security LLC 2022

Source

59d43e05-b094-474e-aa07-26f958702850.tmp.1.dr,
072f0b49-0662-4d62-bb32-08856aca6f04.tmp.1.dr,
727a1b8-3262-4€08-97df-63d91b7c2839.tmp.1.dr,
4375f01c-ae30-4134-a800-6ff93bc60c95.tmp.1.dr, 6e
5d74e9-54d6-4ee3-9120-f3bf36628a93.tmp.1.dr,
edf13c28-3f6c-43e8-a91e-8102917b9727.tmp.1.dr

craw_window.js.0.dr, craw_background.js.0.dr, craw
_window.js0.0.dr, craw_background.js0.0.dr

craw_background.js.0.dr, craw_background.js0.0.dr

59d43e05-b094-474e-aa07-26f958702850.tmp.1.dr,
4375f01c-ae30-4134-a800-6ff93bc60c95.tmp.1.dr,
6e5d74e9-54d6-4ee3-9120-f3bf36628a93.tmp.1.dr

craw_window.js.0.dr, craw_window.js0.0.dr
6e5d74€9-54d6-4ee3-9120-f3bf36628a93.tmp.1.dr

59d43e05-b094-474e-aa07-26f958702850.tmp.1.dr,
4375f01c-ae30-4134-a800-6ff93bc60c95.tmp.1.dr,
6e5d74e9-54d6-4ee3-9120-f3bf36628a93.tmp.1.dr

craw_window.js.0.dr, manifest.json0.0.dr, craw_win
dow.js0.0.dr, manifest.json.0.dr

pnacl_public_x86_64_libpnacl_irt_shim_dummy_a.0.dr

6e5d74e9-54d6-4ee3-9120-f3bf36628a93.tmp.1.dr

craw_window.js.0.dr, manifest.json0.0.dr, craw_win
dow.js0.0.dr, manifest.json.0.dr

Malicious

false

false

false

false

false
false

false

false

false

false

false

Antivirus Detection

e URL Reputation: safe

Link

Link

Reputation

high

high

Reputation

unknown

high

high

high

high
high
high

high

high

high
high
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Name

http://https://www.google.com/images/x2.gif
hitp:/fhttps://accounts.google.com/MergeSession

http://livm.org/):

hitp:/f https://www.google.com

http://https://www.google.com/images/dot2.gif

hitp:/f https://bit.ly/wb-precache
http:ff

https://code.google.com/p/nativeclient/issues/entry%s:

http:/f
https://code.google.com/p/nativeclient/issues/entry

http://https://www.google.de

hitp://https://accounts.google.com

http://https://clients2.googleusercontent.com

hitp:/f https://apis.google.com

http://https://www.google.com/accounts/OAuthLogin?
issueuberauth=1

hitp:// https://www.google.com/

http://https://www-googleapis-
staging.sandbox.google.com

http:/f
https://chromium.googlesource.com/a/native_client/pn
acl-clang.git

http://https://clients2.google.com

http:/fhttps://clients2.google.com/service/update2/crx

World Map of Contacted IPs

[] No. of IPs < 25%
B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
Bl 75% <No. of IPs

Public IPs

Copyright Joe Security LLC 2022

Source

craw_window.js.0.dr, craw_window.js0.0.dr
craw_window.js.0.dr, craw_window.js0.0.dr

pnacl_public_x86_64_pnacl_sz_nexe.0.dr, pnacl_publ
ic_x86_64_pnacl_llc_nexe.0.dr

59d43e05-b094-474e-aa07-26f958702850.tmp.1.dr,
4375f01c-ae30-4134-a800-6ff93bc60c95.tmp.1.dr,
6e5d74e9-54d6-4ee3-9120-f3bf36628a93.tmp.1.dr

craw_window.js.0.dr, craw_window.js0.0.dr
2cc80dabc69f58b6_1.0.dr

pnacl_public_x86_64_Id_nexe.0.dr

pnacl_public_x86_64_Id_nexe.0.dr

6e5d74e9-54d6-4ee3-9120-f3bf36628a93.tmp.1.dr

59d43e05-b094-474e-aa07-26f958702850.tmp.1.dr,
4375f01c-ae30-4134-a800-6ff93bc60c95.tmp.1.dr,
6e5d74e9-54d6-4ee3-9120-f3bf36628a93.tmp.1.dr

59d43e05-b094-474e-aa07-26f958702850.tmp.1.dr,
4375f01c-ae30-4134-a800-6{f93bc60c95.tmp.1.dr,
6e5d74e9-54d6-4ee3-9120-f3bf36628a93.tmp.1.dr

59d43e05-b094-474e-aa07-26f958702850.tmp.1.dr,
4375f01c-ae30-4134-a800-6ff93bc60c95.tmp.1.dr,
6e5d74e9-54d6-4ee3-9120-f3bf36628a93.tmp.1.dr

craw_window.js.0.dr, craw_window.js0.0.dr

manifest.json0.0.dr, manifest.json.0.dr

craw_window.js.0.dr, craw_background.js.0.dr, craw
_window.js0.0.dr, craw_background.js0.0.dr

pnacl_public_x86_64_libpnacl_irt_shim_dummy_a.0.dr

59d43e05-b094-474e-aa07-26f958702850.tmp.1.dr,
4375f01c-ae30-4134-a800-6ff93bc60c95.tmp.1.dr,
6e5d74e9-54d6-4ee3-9120-f3bf36628a93.tmp.1.dr

manifest.json1.0.dr, manifest.json0.0.dr, manifest
.json.0.dr

Malicious

false
false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

false

Antivirus Detection

Reputation

high
high
high

high

high

high
high

high

high
high

high

high

high

high
high

high

high

high
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P Domain Country Flag ASN ASN Name Malicious

204.79.197.200 unknown United States = 8068 MICROSOFT-CORP-MSN-  false
AS-BLOCKUS
91.228.74.166 unknown United Kingdom ] 27281 QUANTCASTUS false
108.139.229.63 unknown United States = 16509 AMAZON-02US false
172.217.168.40 unknown United States =] 15169 GOOGLEUS false
54.72.250.99 unknown United States = 16509 AMAZON-02US false
157.240.17.35 unknown United States =] 32934 FACEBOOKUS false
8.8.8.8 unknown United States = 15169 GOOGLEUS false
185.64.190.80 unknown United Kingdom ] 62713 AS-PUBMATICUS false
15.188.95.229 unknown United States = 16509 AMAZON-02US false
34.255.225.203 unknown United States =] 16509 AMAZON-02US false
104.16.148.64 unknown United States = 13335 CLOUDFLARENETUS false
202.241.208.57 unknown Japan L] 4694 IDCFIDCFrontierlncJP false
142.250.203.98 unknown United States = 15169 GOOGLEUS false
34.250.172.3 unknown United States =] 16509 AMAZON-02US false
108.139.210.94 unknown United States = 16509 AMAZON-02US false
216.58.215.226 unknown United States =] 15169 GOOGLEUS false
34.225.63.196 unknown United States = 14618 AMAZON-AESUS false
52.49.231.213 unknown United States =] 16509 AMAZON-02US false
172.217.168.14 unknown United States = 15169 GOOGLEUS false
239.255.255.250 unknown Reserved 7] unknown unknown false
18.65.64.22 unknown United States = 3 MIT-GATEWAYSUS false
185.199.108.153 unknown Netherlands - 54113 FASTLYUS false
35.244.174.68 unknown United States = 15169 GOOGLEUS false
18.65.64.21 unknown United States =] 3 MIT-GATEWAYSUS false
52.223.40.198 unknown United States = 8987 AMAZONEXPANSIONGB  false
15.236.176.210 unknown United States =] 16509 AMAZON-02US false
54.154.238.203 unknown United States = 16509 AMAZON-02US false
35.244.159.8 unknown United States =] 15169 GOOGLEUS false
185.94.180.126 unknown Netherlands = 35220 SPOTX-AMSNL false
172.64.146.158 unknown United States £S5 13335 CLOUDFLARENETUS false
37.252.172.123 unknown European Union 7] 29990 ASN-APPNEXUS false
18.65.82.67 unknown United States £S5 3 MIT-GATEWAYSUS false
54.77.179.162 unknown United States £S5 16509 AMAZON-02US false
52.17.75.86 unknown United States =] 16509 AMAZON-02US false
108.139.210.107 unknown United States £S5 16509 AMAZON-02US false
34.111.234.236 unknown United States =] 15169 GOOGLEUS false
142.250.203.109 unknown United States = 15169 GOOGLEUS false
142.250.203.100 unknown United States =] 15169 GOOGLEUS false
172.217.168.70 unknown United States = 15169 GOOGLEUS false
18.65.75.43 unknown United States =] 3 MIT-GATEWAYSUS false
172.217.168.35 unknown United States = 15169 GOOGLEUS false
104.17.27.92 unknown United States £S5 13335 CLOUDFLARENETUS false
108.139.210.118 unknown United States = 16509 AMAZON-02US false
18.203.174.165 unknown United States =] 16509 AMAZON-02US false
Private
P
192.168.2.1
127.0.0.1
General Information
Joe Sandbox Version: 35.0.0 Citrine
Analysis ID: 682149
Start date and time: 2022-08-11 06:44:28 +02:00
Joe Sandbox Product: CloudBasic
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Overall analysis duration: Oh 6m 22s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: http://https://na4.documents.adobe.com/public/esign?tsid=CBFCIBAA3AAABLbIqZhCIIJU6FeucOhETV6RYBr3p6zc-
EYkicTEt2WarWwXEr20g_PRd3W5v0_Jmux1_Xb97kQ7gSviGWdMDmKvMNxgk&

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 85, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 21

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: e HCA enabled

e EGA enabled
e HDC enabled
e AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: cleanl.win@43/194@0/46
EGA Information: Failed

HDC Information: Failed

HCA Information:

.

Successful, ratio: 100%
e Number of executed functions: 0
Number of non-executed functions: 0

.

Cookbook Comments: Adjust boot time

Enable AMSI

Browse: https://na4.documents.adobe.com/

Browse: https://na4.documents.adobe.com/public/login

Browse: https://www.adobe.com/special/misc/consumerdisclosure.html

Browse: http://trust.echosign.com/

Browse: https://stock.adobe.com/ro/contributor/207793921/amanda-greene?as_channel=adobe_co
mé&amp;as_source=susi&amp;as_campclass=brand&amp;as_campaign=stock_images&amp;as_audience=u
sers&amp;as_content=contributor_page

e o o o o o o

Warnings

e Exclude process from analysis (whitelisted): MpCmdRun.exe, Conhost.exe, SgrmBroker.exe, conhost.exe, svchost.exe

e Created / dropped Files have been reduced to 100

e Excluded IPs from analysis (whitelisted): 44.234.124.131, 44.234.124.132, 44.234.124.133, 216.58.215.238, 216.58.215.227, 173.194.182.233, 34.104.35.123, 80.67.82.194,
80.67.82.200, 173.222.108.232, 173.222.108.216, 173.222.108.192, 80.67.82.195, 172.217.168.74, 80.67.82.34, 80.67.82.59, 34.197.224.31, 3.230.130.186, 23.211.4.45, 54.227.187.23
52.5.13.197, 52.202.204.11, 23.22.254.206, 23.211.4.250, 23.211.4.169, 172.217.168.10, 34.250.43.187, 34.242.156.102, 54.77.129.48, 52.31.107.150, 34.248.32.199, 52.215.243.107,
151.101.2.49, 151.101.66.49, 151.101.130.49, 151.101.194.49, 209.197.3.19, 69.173.144.139, 69.173.144.165, 69.173.144.138, 104.18.19.126, 104.18.18.126, 54.194.243.238,
54.195.71.107, 34.250.67.152, 104.91.71.140, 104.91.71.143, 23.50.110.236, 80.67.82.74, 80.67.82.96, 80.67.82.81, 18.65.82.15, 18.65.82.4, 18.65.82.92, 18.65.82.20, 80.67.82.105,
80.67.82.90, 2.19.65.45, 192.168.2.3, 34.230.188.216, 44.196.16.187, 142.250.203.99, 80.67.82.67, 80.67.82.19, 151.101.1.167, 151.101.65.167, 151.101.1

e Excluded domains from analysis (whitelisted): auth.services.adobe.com, stls-wwwimages2.adobe.com-cn.edgesuite.net, cn-assets.adobedtm.com.edgekey.net, stls.helpx.adobe.com-

cn.edgesuite.net, clientservices.googleapis.com, ioexchangewebcdnprod.azureedge.net, server.messaging.adobe.com, a1874.dscgl.akamai.net, I-0005.I-msedge.net, use-

stls.adobe.com.edgesuite.net, status.adobe.com, ssl-delivery.adobe.com.edgekey.net, edgeproxy-irl1.cloud.adobe.io, data-status.stage.adobe.com, bam.nr-data.net.cdn.cloudflare.net,

dsum-sec.casalemedia.com.cdn.cloudflare.net, ip46.go-mpulse.net.edgekey.net, a1838.dscd.akamai.net, cm.everesttech.net.akadns.net, data.status.adobe.com.edgekey.net, al711.g.ak

amai.net, documentcloud.adobe.com.i.edgekey.net, od.linkedin.edgesuite.net, p.typekit.net-stls-v3.edgesuite.net, www.pinterest.com.edgekey.net, na4.documents.adobe.com,

edgedl|.me.gvtl.com, wildcard46.go-mpulse.net.edgekey.net, translate.googleapis.com, documentcloud.adobe.com, geo2.adobe.com, a1916.dscg2.akamai.net, h2.shared.global

Not all processes where analyzed, report is missing behavior information

Report size getting too big, t oo many NtCreateFile calls found.

Report size getting too big, t oo many NtOpenFile calls found.

Report size getting too big, t oo many NtQueryVolumelnformationFile calls found.

Report size getting too big, t oo many NtSetinformationFile calls found.

Report size getting too big, t oo many NtWriteFile calls found.

Report size getting too big, t oo many NtWriteVirtualMemory calls found.

e o o o o o o

Simulations

Behavior and APIs

@ No simulations

Joe Sandbox View / Context
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IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Program Files\Google\Chrome\Application\Dictionaries\en-US-9-0.bdic

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

451603

5.009711072558331

false

12288:ZHfRTyGZ6lup8Cfrvq4JBPKh+FBIESBw4p6:NfOCzvRKhGvw]
A78AD14E77147E7DE3647E61964C0335
CECC3DD41F4CEA0192B24300C71E1911BD4FCE45
0D6803758FF8F87081FAFD62E90F0950DFB2DD7991E9607FE76A8F92D0OESI3FA

DDE24D5AD50D68FC91E9E325D31E66EF8F624B6BB3A07D14FFED1104D3AB5FAEF1D7969A5CDEODFBB19CB31C506F7DE97AF67C2F244F7E7EBE10648EA8321
101

false
low

BDic.... ....6..."..Z..49....6.2...{/...3...5....AF 1363.AF nm.AF pt.AF n1.AF p.AF tc.AF SM.AF M.AF S.AF MS.AF MNR.AF GDS.AF MNT.AF MH.AF MR.AF SZMR.AF MJ.AF
MT.AF MY.AF MRZ.AF MN.AF MG.AF RM.AF N.AF MV.AF XM.AF DSM.AF SD.AF G.AF R.AF MNX.AF MRS.AF MD.AF MNRB.AF B.AF ZSMR.AF PM.AF SMNGJ.AF
SMN.AF ZMR.AF SMGB.AF MZR.AF GM.AF SMR.AF SMDG.AF RMZ.AF ZM.AF MDG.AF MDT.AF SMNXT.AF SDY.AF LSDG.AF LGDS.AF GLDS.AF UY.AF U.AF
DSGNX.AF GNDSX.AF DSG.AF Y.AF GS.AF IEMS.AF YP.AF ZGDRS.AF XGNVDS.AF UT.AF GNDS.AF GVDS.AF MYPS.AF XGNDS.AF TPRY.AF MDSG.AF ZGSDR.
AF DYSG.AF PMYTNS.AF AGDS.AF DRZGS.AF PY.AF GSPMDY.AF EGVDS.AF SL.AF GNXDS.AF DSBG.AF IM.AF |. AF MDGS.AF SMY.AF DSGN.AF DSLG.AF GM
DS.AF MDSBG.AF SGD.AF IY.AF P.AF DSMG.AF BLZGDRS.AF TR.AF AGSD.AF ZGBDRSL.AF PTRY.AF ASDGV.AF ASM.AF ICANGSD.AF ICAM.AF IKY.AF AMS
.AF PMYTRS.AF BZGVDRS.AF SDRBZG.AF GVMDS.AF PSM.AF DGLS.AF GNVXDS.AF AGDSL.AF DGS.AF XDSGNV.AF BZGDRS.AF AM.AF AS.AF A.AF LDSG.AF
AGVDS.AF SDG.AF LDSMG.AF EDSMG.AF EY.AF DRSMZG.AF PRYT.AF LZ

C:\Users\user\AppData\Local\Google\Chrome\User Data\2b94de4f-9bbd-4e62-9632-98c1e94a8727.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

95428

3.7454069070949036

false
384:tPzUkmJInmNKcVBzwnNcrNvYE3HEu/HaTGD2rB2IWxnK+ahrtQm5IHFGOsYHOm6UI:haWZp2+gLseX6EW43P6gKg8sNi
3A5414ED688FIA5C7C34F5B93AAD2794

A62BAECF21F33B178860FF3AEB03D2040A6B0935
5850C28880D8C20EF2086A0BAE2D2EE4843BBF74FE7ABE92F06FBC4B53F57750

A077F88ABC1D9181EEE5239D8E895376A50364D1909CA338CE3055ECA3D50B8DEEGEO3F39DC84A25F1083A71CB7AFAS550583151AB6ES73FD565B44A909FEB2:
A

false
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Reputation: low

Preview:

..*..C.\\P.R.O.G.RA~1\M.I.C.R.O.S.~.1\0Offic.el6\GRO.O.VEEX.D.L.L.P.L...%.pro.gram.files.%.\m.icro.s.o.ft .officeloffic.e
ro.ov.eex.dll..Micros.oft .Office..2.0.1.6..*. Micro.s.o.ft .O.neD.r.iv.e. for Bus.ines.s. .Extens.ions...16..0..47.11..1.0
.0.0....*...C.\.P.R.O.G.RA.~1\MI.C.R.O.S.~1\.0.ffic.el6\GRO.O.V.EEX.D.LL...M.icros.o.ft .Corp.ora.tio.n..d8.D..C..\P.ro.g.ram. .F.iles\C.o
.m.m.o.n. .F.i.l.e.s\M.i.cr.o.s.oft .S.h.ared\O.F.FICE.1.6\ms.0shext.dlL.@...U/..%.comm.o.np.ro.gramfiles.%.\m.ic.ro.s.o0.ft .share.d\o.f
fic.e.l6.\...ms.os.hext.dll..M.icros.o.ft O.ffic.e.)..Micros.o.ft .Offic.e..Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1...D...C
.\.P.ro.g.ram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\33eca64c-fb6b-4732-87e7-79ab08091b75.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 220244

Entropy (8bit):  6.069560405268769

Encrypted: false

SSDEEP: 6144:+LLASKYQhO8FbIY30LSO8wlaPITaqfllUOoSiuR7:+oRCLFzhO8MaAkoY

MD5: 9998813953B909F89E077845DC8CI77E

SHA1L: CE4C1314EFE1F8CD91692C798001EF027B6619DF

SHA-256: F81915E2B1A27BI9DA5DDFOD635F055436AC85A15748E86B097393D981C19F9ES

SHA-512: 51AF9675DBBD454F7A9E1AC516AAB6F8425B6196AA6BBBA228E2DDD15F6B92DCB305AB85724F05DAC1C642913442A5C7C360C4E534513017DC93E47FOD7713
7

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":

{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"int":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.660225533641308e+12,"network":1.660193135e+12,"ticks":117604401.0,"uncertainty":4510589.0}},"0s_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+sWixhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BXiFP4bdR Y JjDXn4W2fxYq
Qj2xfYeAnS1vCL4JIXAsdfljw4oXIE4R7I0AAAABIt36FqChftMIb7EtaPWIBXRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639120748"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\3c27e511-1dcc-43ce-81a7-7ac8ba9b8c8e.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 220244

Entropy (8bit):  6.069561556530821

Encrypted: false

SSDEEP: 6144:ZjLA5kYQhO8FbIY30LSO8wl1aPITaqfllUO0SiuR7:ZgRCLFzhO8MaAkoY

MD5: 2C8A2AA4B09ESD19E1BBCC62E29772B9

SHA1L: 54F121DEBADGEA9F795A1F8BDDD6BCEBEBEAG524

SHA-256: D8EEBA283558B6EB7797B67F90FB224A1404FF8FA770C33E0F4845A66FC58DA4

SHA-512: F3000E7D896D43D1D71ECA2A9F9IBIFCD2013CBA9CF62E5FAOEODDSE4FBAEBB2D4AAB72C347CC5C63F1201751136629612910F047E3F2E07E78B0B59A2589B(
2E

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origi ,"shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":

{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.660225533641308e+12,"network":1.660193135e+12,"ticks":117604401.0,"uncertainty":4510589.0}},"0os_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLI5WK194zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAGjLG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BXiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCL4IXAsdfljw40XIE4R7I0AAAABIt36FqChftMOb7EtaPWIBXRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP'},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"'metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\523449f1-6639-4e45-8736-c141a01c472b.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 211801

Entropy (8bit): 6.04204581267578

Encrypted: false

SSDEEP: 6144:t1LASKkYQhO8FblY30LSO8w1aPITaqfllUO0SiuR7:yRCLFzhO8MaAkoY

MD5: 871863B15482171E121D706107382BB6

SHAL: 543901691EB394870868DB96927521D505B83F79

SHA-256: 8658CB772E37D481A0F9819A0C2D616918AF006CB896385A222D232FE1F86026
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SHA-512:

Malicious:
Reputation:

Preview:

D7BDB29A37418277B52D185D00BE6G8CBFC747BD1ESAF5CC202D62E385567E2253467DEY05A77F3A1AC125AFBB349E871429B4B2EESIDOB950D1535338E7894¢
9

false
low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.660225533641308e+12,"network":1.660193135e+12,"ticks":117604401.0,"uncertainty":4510589.0}},"0s_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLI5WKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUvduYrY
iwg8iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAG)LGLdOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxYq
Qj2xfYeAnS1vCL4IXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPwIBXRX5Y944rq1WsGWCcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639120748"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\9e12fdc3-ea8c-43a7-8104-b8d7d7de6757.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

220244

6.069560811843784

false

6144:vyLASkYQhO8FbIY30LSO8wl1aPITaqfllUO0SiuR7:vTRCLFzhO8MaAkoY
B420E17A424980B3F31B24550046CE44
1A94CB50A17E05BD29C8A9B2FEF6FEBB9EAF6F8F
833A94FABFAGEDBE317C17649D26563777EF042DF60FE5A80B39230951E03ECL

E22C0540759679376F3C81298BCOFAF1A9E4034F46A6EB4B24474FE707283EA4E142795CDBDFD8CBASE7EQ09AE77EF32D1E4473B9A75B53A6EEF71634FAF2EA
7

false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"int":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.660225533641308e+12,"network":1.660193135e+12,"ticks":117604401.0,"uncertainty":4510589.0}},"0s_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+sWixhoUVdUYrY
iwg8iJkppNr2ZbBFie9UAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BXiFP4bdR Y JjDXn4W2fxYq
Qj2xfYeAnS1vCL4IXAsdfljw4oXIE4R7I0AAAABIt36FqChftMIb7EtaPWIBXRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Crashpad\settings.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

modified

40

3.254162526001658

false

3:FKXftOXE1n:+ftIE1N

BD4642AD6C750A12D912B20BCB92E14D
C549F0F48FDD4FBC62E51AC26D7E185160CE2123
4FD71FE78DFE203137C89C9FB0734358FF432F2BC83338112DC7B830F9B30F2C

04410D12EF327614C3AF1251C9906BFEB2977211A7F53CBB08A8C01F9465A382CD001E51AB936A0D196D359F1DECDDAEAFSE7D1DBD49CESF4FF91BF5C332B¢
CF

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Obe36d77-acb2-4556-957d-c84f16cal9fe.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5241

4.986079088198762

false

96:nuMOsflpcKlayok0JCKL8P6kn18bOTc7Vuwn:nuElpcct4KzknKV
037F8DFD1F416B6447379F417020834A
F3A55CF74A0A9A9F97340E53FB5A27EF5B40C384
FC94B46114A7FA9COB74E1CE1CF0432ADEE76A6C93100F7924455794731A9176
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SHA-512:
Malicious:
Reputation:

Preview:

3553E34571AB3BE9BCID8BA4BCIBE1A3170CB5DBDBOAI4AEF46488A2132D84F150486F13FD92FA5125102F61D0EB25916785BF968B735985AF6D1002AACE6502!
false
low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13304699131837228","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group™":"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060, "top":1
0,"work_area_bottom":984,"work_area_|left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install*:21843,"data_reduction":{"daily_original_length":["

"o

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\3ccObcd6-5f8f-4729-8fa5-d976f8523ee7.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3:LiL

5058F1AF8388633F609CADB75A75DC9D
3A52CE780950D4D969792A2559CD519D7EE8C727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCO9EBC2A07E61F007BAF58FBF94FF9A8695BDDSCAE7CEO3BBF1E94E93613A00F2
5F21

false

low

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\3fcac083-ce72-4ac1-b7ad-8012a9225c28.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5111

4.982932984111927

false

96:nuXRflpcKlaook0JCKL8P6kn1MbOTQVuwn:nutlpccH4Kzkne
82075B7D7AA9F0943AB85CB340C1754E
4D3875849425FF45F1736B3F1EA64207530F1DBB
D3211830A11CE3018BE7C9AD2177C48703A6D6C661CC7478739AE42CD499COF0

D48A44130953DF8B07AASEFD2B385FEB5CA47E9B64CD736ABF2544805DBA2532C1BC59514C85E0AAE871212CACF3244BF76936528B67C064E6AA513D09BFD44
DD

false
low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13304699131837228","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group":","should_reset_check_default_browser":false,"window_placement":{"bottom™":974,"left":10,"maximized":true,"right":1060,"top": 1
0,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install*:21843,"data_reduction":{"daily_original_length":["

""0" '0","0","0","0","0","0","0","0","0","0","0","0","0" ","0","0","0" "0","0","0","0","0","0" 0","0","0","0","0"
'7355378"),"daily_received_length™:["0","0" "0

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\4375f01c-ae30-4134-a800-6ff93bc60c95.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4219

4.871684703914691

false
48:YXsJjMH+5s57YMHBKsvxMHVzspxMHbsIHt/soBDysKgnsllzMHpDCLsSWJIMHLsSNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH
EDC4A4E22003A711AEF67FAED28DB603

977E551B9ED5F60D018C030BOB4AA2E33B954556
DD2C9F43F622F801FCC213CDESE3E9OEF1D0D26665AE675449A94CEC7EB1D453
84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4ADFB01777D6A5F141623278C1BF74615C5A491092CE3FD160;

false
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Reputation:

Preview:

low

{"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true},{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com","supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350

1454994" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com","supports_spdy":true},

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\59d43e05-b094-474e-aa07-26f958702850.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

4219

4.871684703914691

false
48:YXsJjMH+5s57YMHBKsvxMHVzspxMHbsIHt/soBDysKgnsllzMHpDCLsSWIMHLSNuMg:RG+ZGJG+GTTD7IGpD+G7Gp2GnG4GVhH
EDC4A4E22003A711AEF67FAED28DB603

977E551B9ED5F60D018C030BOB4AA2E33B954556
DD2C9F43F622F801FCC213CDESE3E90EF1D0D26665AE675449A94CEC7EB1D453
84D3930579FD73C7D86144D5CDC636436955BA79759273C740D2D72BC4847F2F7F165BBCA3EB2E4ADFB01777D6A5F141623278C1BF74615C5A491092CE3FD160!
false

low

"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[],"expiration":"13248543677350473","port":443,"protocol_str":"quic"},{"advert
ised_versions":[],"expiration":"13248543677350474","port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":31344},"server":"https://dns.google","support
s_spdy":true} {"alternative_service":[{"advertised_versions":[],"expiration":"13248543501474403","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":
"13248543501474403","port™:443,"protocol_str*:"quic"}],"isolation":[],"network_stats":{"srtt":31656},"server":"https://clients2.googleusercontent.com”,"supports_spdy":true},
{"alternative_service":[{"advertised_versions":[],"expiration":"13248543501454993","port":443,"protocol_str":"quic"},{"advertised_versions":[],"expiration":"1324854350

1454994" "port":443,"protocol_str":"quic"}],"isolation":[],"network_stats":{"srtt":39369},"server":"https://www.googleapis.com”,"supports_spdy":true},

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\5eef5b45-b73a-4525-9491-86ded1eb053b.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5215

4.981918823051225

false

96:nuHOeflpcKlayok0JCKL8P6kn1MbOTc7Vuwn:nuH1pcct4KzknCV
C38D26019C06F234FC2A07D5E70FDFD3
B2DDB7BC513E9EFD80654F592FECI9D5D5450E5FB
8A7789613770249CD2E0C884ECOC8FFE407251E6D09F8F89570EF28CD6C4D4A8

FEBEEADB2A59787AD22C8853A4268DA10B91168DBFOECAG429BEOE22A6E6F8CD11FA1D8C65ADC62COC6E7C04A9BDACED218E6046031E4D08825FA49E4679!
5DB

false
low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13304699131837228","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group":","should_reset_check_default_browser":false,"window_placement":{"bottom™":974,"left":10,"maximized":true,"right":1060,"top": 1
0,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install*:21843,"data_reduction":{"daily_original_length":["*
o","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0","0 "0", "0","0","0","0"
7355378"],"daily_received_length":[ ,"0","0","0","0",

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\6e5d74e9-54d6-4ee3-9120-f3bf36628a93.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2648

4.9103264991281375

false
48:Y2TtwCXGDH3qyvz5syUGsyPRLSFTrESrMHASWALELskSsaJt5sVbBLscgxbD:JTOCXGDHa+zS4grPG51ExYJtObB9gxH
DC5EE6CA8FF1FA86DFEEF9220C5EC97D

0DB81161259F3E2C7331F00AF74099CB46C90D65
DC7D362369C3007CEFFDEE66E81FC3D721F8DCO3FDC974D339B5482DA2CCF872

BAB7485A9C15FE3F97D42975AA8E9BFOF3DC7A5F8553DAFAF3D64376CAOF7550E1281CE378AES5E8B2961438DBAD7F32C8166A1FD0321EB6C4410F46E39D67
B4
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Malicious:
Reputation:

Preview:

false
low

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true}{"isolation":[],"server":"https://ssl.gstatic.com","supports_s
pdy":true},{"isolation":[],"server":"https://fonts.gstatic.com","supports_spdy":true} {"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"serv

er":"https://play.google.com","supports_spdy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://www.googleap
is.com","supports_spdy":true} {"isolation":[],"server":"https://clients2.googleusercontent.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google","suppo
rts_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13307291135248016","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://r

edirector.gvtl.com"} {"alternative_service":[{"advertised_versions":[50],"expiration":"13307291135267753","port":443,"protocol_str

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\8baaOac2-0770-4d3b-al4f-5ed2a90629e3.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5241

4.986392892499199

false

96:nui0sflpcKlarok0JCKL8P6kn18bOTc7Vuwn:nuClpccG4KzknKV
30995AEB7799C9A8A70E0191FD2C46C8
573D3FC958F192F6140913C9472DFFDD4A3FD606
5435403003F5014E8AC51CEF85F020B6D0A33B3E264B57CASDFCB02C0101ECFL
379C1236D1D1B8DFBFE479191B252211881BD619FC33DD95BF4A4B62192535A47974A73795601B45C005C4BA519889F37CESBFAC2F1BA813083C5DEIECEB399
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13304699131837228","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete”:{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group":","should_reset_check_default_browser":false,"window_placement":{"bottom™":974,"left":10,"maximized":true,"right":1060,"top":1
0,"work_area_bottom":984,"work_area_left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install*:21843,"data_reduction":{"daily_original_length":["
0","0","0","0","0"

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metadata\comput

ed_hashes.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

11217

6.069602775336632

false

192:GbylInITwGB7V9Hne4gasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT
90F880064A42B29CCFF51FE5425BF1A3
6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF
965203D541E442C107DBC6D5B395168123D0397559774BEAE4ESBOABC44EF268
D9CBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DAOES9A5397364F67A484B45091BA94E6C69ED18AB681403DFD3F
false

low

{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKYTHjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","|DctR8IMG5KZ
rQKm4kDjUB7FokSJfjo/pmvFowRViaY=","LPxhhJiuUO0lprt0T6flpS7TkaDg7MocrbmzO65xHERI=","nZ9zLb2By96 AKKXALRM+COEu11XUjPIMXEK|iCPdtHE=","w
ifibc1QfMBN2jrtUtLgsCefvuceTpAatmLvull1RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JgEgA=","zd3DV7dbvfNvx1hdhUO01fW5ily52DLNOCFL/ADaEeTI=","
DpjXcO85FFFYIKIFPKGNfFUtdQIOsGwOS5jUckiUwY 14=","gqid6|1+mk/6yWgUECROofI9IMipXgXh2jEN2+CxmPEO=","prDB91X2Mmfg/M/txVMITWBMEGbOGjqBTP7C
MjYqdHs=","yLPAqV4gqoyS/zFKEt3Cn2j0q2v9QOSthVFWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAkO11Jdn/UtbnAmg6TO=","+0Oc6ca+ChKUpTu+0a2ZRXRE+
wG3QJImuYWEVYCs40NI=","3mBGNAIRITANEQkgzU3TEi+5wJOubR5uwtS4/900M7w=","1A9NNawxuhu95H5e ThvflrewJ4QQWhhPNxJXO1C/n68=","E3v\W
LQxzmj+e5QxYbUscllJ5n0ITpw5IBHV1Kph3/KM=","i3I8ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuohGYrHn3llsMHqBbi70gkljEE=","rhl
zZUEvwW2KRAFMms896xFWkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRbOVZrY34aVXF3Fftxs

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_1\_metadata\comput

ed_hashes.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

11217

6.069602775336632

false

192:GbylInITwGB7V9HNne4qasKxXItmLG48gcLg/Pkl:Gb+nldByaFx4toj8VEPT
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MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

90F880064A42B29CCFF51FE5425BF1A3

6A3CAE3996E9FFF653A1DDF731CED32B2BE2ACBF

965203D541E442C107DBC6D5B395168123D0397559774BEAE4E5BOABCA4EF268
DICBFCD865356F19A57954F8FD952CAF3D31B354112766C41892D1EF40BD2533682D4EC3F4DA0ES9A5397364F67A484B45091BA94E6CE69ED18AB681403DFD3F
false

low

{"file_hashes":[{"block_hashes":["A+1PYW3V6CJIbBuQ7aqrgYhyH3bT8PKyBXp3hN2sIpl0=","WSOpQRKYTHjPSIG9Zif2a7TNhy43NDcG1Zg5NvOUbHO=","iDctR8IMG5KZ
rQKm4kDjUB7FokSJfio/pmvFowRVIaY=","LPxhhJiuUOlprt0T6flpS7TkaDg7MocrbmzO65xH6RI=","nZ9zLb2By96 AKKXALRM+COEU11XUjPiMXEK]jiCPdtHE=","w
ifibc1QfMBN2jrtUtLgsCefvuce TpAatmLvul11RIA=","dHjWISIIdjj7MWqg3T8MG58RuuqRXk32vqi/13JgEgA=","zd3DV7dbvfNvx1hdhU01fW5ily52DLNOCFL/ADaEeTI=","
DpjXcO85FFFY9KJIFPKGNfFUtdQIOsGwOS5jUckiUwY 14=","gqid6l1+mk/6yWgUECRofI9IMipXgXh2jEN2+CxmPEO0=","prDB91X2Mmfg/M/txVMITWBMEGbOGjgBTP7C
MjYqdHs=","yLPAqV4gqoyS/zFkEt3Cn2j0q2v9QOSthVFWn8EzCM=","EPQ3jzdrLkAHyvf3920B5Y3aAk011Jdn/UtbnAmg6T0=","+00Oc6ca+ChKUpTu+oa2ZRxRE+
WG3QJIMuUYWEVYCs40NI=","3mBGNAIRITANEQkqzU3TEi+5wJOubR5uwtS4/900M7w=","1A9NNawxuhu95H5e Thvf1rewJ4QQWhhPNxJXO1C/n68=","E3VvW
LQxzmj+e5QxYbUscllJ5n0ITpw5IBHV1Kph3/KM=","i3I18ghdTF9c1ZXNBZmvsID+DV4gxBVN27rj9wsMtRpg=","R8B8qYabnMSILPhrtuOhGYrHn3llsMHqBbi70gkljEE=","rh|
ZUEVW2KRAFMms896xFwkNgPrw6WvmgPn6xrBSa2Y=","LAMXv6sRb0OVZrY34aVXF3Fftxs

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\000003.log

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

38

1.8784775129881184

false

3:FOXIXNQxIX:qTCT

51A2CBB807F5085530DEC18E45CB8569
7AD88CD3DE5844C7FC269C4500228A630016AB5B
1C43A1BDA1E458863C46DFAE7FB43BFB3E27802169F37320399B1DD799A819AC
B643A8FA75EDA90C89ABI8F79D4D022BB81F1F62F50ED4ES440F487F22D1163671EC3AE73C4742C11830214173FF2935C785018318F4A4CAD413AE4EEEF985DI
false

low

dMSbrcooo00amoono0s £S5

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

369

5.304896987505362

false

6:6KD3+q2PWXp+N23iKKdK25+Xgx8chl+IFUtgVjKlorZmwY VjKwRtVkwOWXp+N23U:6Kqva5KkTXfchI3FUtwKII/yKwh5f5KN
39CA4ED1597758B8724A82E3734AEF87

A759DB5635C607890BB593165D7282B783BBFD2E
2F277AD265EAB081B0C7DF4B608ECB5BBDDA4EBADFBD6A597F61FEOE2672DF77

B2E32D80F2571FOBEEDB839E18BB2ED63EE42B96FA593F5B7B952A100A8263C6F7677EDC0362AC74D23B726271B3FE7B2053B8D82581F7DESBC50E19FCFI09(
C

false
low

2022/08/11-06:45:44.777 748 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MAN
IFEST-000001.2022/08/11-06:45:44.823 748 Recovering log #3.2022/08/11-06:45:44.824 748 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB\LOG.old (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

369

5.304896987505362

false

6:6KD3+0g2PWXp+N23iKKdK25+Xgx8chl+IFUtqVjKlorZmwY VjKwRtVkwOWXp+N23U:6Kgqva5KKTXfchI3FUtwKII/yKwh5f5KN
39CA4ED1597758B8724A82E3734AEF87

A759DB5635C607890BB593165D7282B783BBFD2E
2F277AD265EAB081B0C7DF4B60SBECB5BBDDA4EBADFBD6A597F61FEOE2672DF77
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SHA-512:

Malicious:
Reputation:

Preview:

B2E32D80F2571FOBEEDB839E18BB2ED63EE42B96FAS93F5B7B952A100A8263C6F7677EDC0362AC74D23B726271B3FE7B2053B8D82581F7DESBC50E19FCF909(
C

false
low

2022/08/11-06:45:44.777 748 Reusing MANIFEST C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Feature Engagement Tracker\AvailabilityDB/MAN
IFEST-000001.2022/08/11-06:45:44.823 748 Recovering log #3.2022/08/11-06:45:44.824 748 Reusing old log C:\Users\user\AppData\Local\Google\Chrome\User
Data\Default\Feature Engagement Tracker\AvailabilityDB/000003.log .

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\History Provider Cache

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

1627

5.99426182545681

false

48:gC/QUYIqEjIKv938HpLyde8/PzhtOEPG10U2z:gCHYIq2UupLydInzYTnA
179CEBCO0EA33772B7A9249A119BFD51
FC98AAB398BF54BDED2DAF74CD528E7A4BBBD50B
B210C778FB81B68E120D156351145D069DE7BAOEF5C5C917204D07FD27349444

2E7ABC37COFF5F3FF26C332BE1B18FB8C746EEB67AD3062F84FBC01C403B00B8DD4761112BAE88862FA44C72885855F21437B9F5C8DF3CFBFC39E4FDCDDSF!
50

false
low

................. adobe. cbfcibaa3aaablblgzhciljuéfeucOhetv6rybr3p6zc..com..documents..esign..eykictet2warwwxer20g..https..jmux1..message..na4..prd3w5v0..public..tsid..xb
97kq7gsvigwdmdmkvmnxgk.?a59dbc66ech7f2734f210b1836e128d1312e52479e1a670a3f336b32e45e910..token..usermessage*.....C.7?a59dbc66ech7f2734f210b18

36e128d1312e52479e1a670a3f336b32e45e910......adobe...0.,cbfcibaa3aaablblgzhciljuéfeucOhetv6rybr3p6zc......com......documents......esign......eykictet2warwwxer20
..usermessage 1

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Network Persistent State (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

2648

4.9103264991281375

false
48:Y2TtwCXGDH3qyvz5syUGsyPRLsFTrESTIMHASWALELskSsaJt5sVbBLscgxbD:JTOCXGDHa+zS4grPG51ExY JtObB9gxH
DC5EE6CA8FF1FA86DFEEF9220C5EC97D

0DB81161259F3E2C7331F00AF74099CB46C90D65
DC7D362369C3007CEFFDEEG6E81FC3D721F8DCO3FDC974D339B5482DA2CCF872

BAB7485A9C15FE3F97D42975AA8E9BFOF3DC7AS5F8553DAFAF3D64376CAOF7550E1281CE378AES5E8B2961438DBAD7F32C8166A1FD0321EB6C4410F46E39D67
B4

false

low

{"net":{"http_server_properties":{"servers":[{"isolation":[],"server":"https://www.gstatic.com","supports_spdy":true} { isolation":[],"server":"https://ssl.gstatic.com","supports_s

pdy":true} {"isolation™:[],"server":"https://fonts.gstatic.com","supports_spdy":true},{"isolation":[],"server":"https://apis.google.com","supports_spdy":true},{"isolation":[],"serv
er":"https://play.google.com”,"supports_spdy":true},{"isolation":[],"server":"https://ogs.google.com","supports_spdy":true},{"isolation":[],"server":"https://www.googleap
is.com","supports_spdy":true} {"isolation":[],"server":"https://clients2.googleusercontent.com","supports_spdy":true},{"isolation":[],"server":"https://dns.google","suppo
rts_spdy":true},{"alternative_service":[{"advertised_versions":[50],"expiration":"13307291135248016","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://r

edirector.gvtl.com"},{"alternative_service":[{"advertised_versions":[50],"expiration":"13307291135267753","port":443,"protocol_str

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Preferences (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5241

4.986392892499199

false

96:nui0sflpcKlarok0JCKL8P6kn18bOTc7Vuwn:nuClpccG4KzknKV
30995AEB7799C9A8A70E0191FD2C46C8
573D3FC958F192F6140913C9472DFFDD4A3FD606
5435403003F5014E8AC51CEF85F020B6D0A33B3E264B57CASDFCB02C0101ECF1
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SHA-512:
Malicious:
Reputation:

Preview:

379C1236D1D1B8DFBFE479191B252211881BD619FC33DD95BF4A4B62192535A47974A73795601B45C005C4BA519889F37CE8BFAC2F1BA813083C5DEIECEB399
false
low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13304699131837228","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group™":"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060, "top":1
0,"work_area_botto ,"work_area_right":1280,"work_area_top":0}},"countryid_at_install":21843,"data_reduction":{"daily_original_length™:["

":984,"work_area_left"

g 0" "o

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Secure Preferences (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

19792

5.563722742733598

false
384:Vv3tyLI1VXP1kXqKf/pUZNCgVLH2HfDzrULHGZfau4h:GLIjP1kXqKf/pUZNCgVLH2HffrubG4u6
610C614F449EC60EDDAASFDA5EB532E0
755F864C6BE3E670C9EDDB10AOE5S03A685DEDDCE
3CDEA353502137845701F3D5DA245C9FF9204D668A9A95673DFEB88D55BF1A24

3BAFAOF2FEEE12341550A757E122B7EA1EB852E416F98C93CB0268FAQF7768DCIO3E7FAB80890AF3D20213A81BE99548591BC6D612B7742364EE94DCE8572086
E

false
low

{"download":{"always_open_pdf_externally":true,"directory_upgrade”:true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xIsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
tirtf:pub:vsd:mpp:mdb:dot:dotm:xIsh:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso: 7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™:{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal™:"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13304699131194999","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":

{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\7b539bde8ca0807396a791d6ee4db1189d0e5380\9

8905483-3512-4dec-a259-elada8947b62\556belbce36d62b7_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

13813

5.676630037533902

false

384:HBKDZWRLrQVSXj0sQRCjBVF5ieAlvb1Wrno6J+pkrcrU:hOk/QVSXWHKkrl
E509A358625203922E6989861AB4D247
B597772AFD091ECD3904D89B668FI61A0EE3A82A
604A0FBA30FE418D4497932E4BD7FB04DA9C1EAOE4CD6EEFEDA76BC420CDEEEL

A965BDEAB24FE1B3D302740F3B85F610425F0C0024C501E6926F897246406D1EDB1F73COED6BD30EAD81ECFAF96ES58BS8EEAB77CDO0CI4E7ASA9F3C417917BE
16

false
low

O\r..m......\... 6......https://acrobat.adobe.com/home/offline.html?__WB_REVISION__=ababbbc20c0d9163913a45d2c03f9066<!DOCTYPE html>. Copyright (c).2020
Adobe Systems Incorporated. All rights reserved. -->. offline.html -->.<html|>.<head>.<style>.body {. background-color: #fff;. color: #333;. font-family: adobe-clean,
Helvetica, Arial, sans-serif;.  font-size: 16px;. margin: 0;. text-align: center;.}...content{. align-items: center;. display: flex;. height: 100vh;. justify-content: ¢
enter;.}..h1 {. color: #2c2c2c;. font-size: 28px;. font-weight: lighter;. margin: auto;. margin-top: 16pXx;.}..@media (min-width: 375px) {. h1{. margin-top:
32px;. }.}.#service-msg {. color: #707070;. font-size: 14px;. font-style: italic;, ~margin-top: 12px;.}..#lang-picker {. font-size: 12px;. margin: auto;. margin-top
1 72px;.}...lang-choice {.  color: #747474;. cursor: pointer;. display: inline-block;. padding

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\7b539bde8ca0807396a791d6ee4db1189d0e5380\9

8905483-3512-4dec-a259-elada8947b62\index

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
1SO-8859 text, with no line terminators, with escape sequences
dropped

24

2.1431558784658327

false
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SSDEEP: 3:m+lm

MDS5: 54CB446F628B2EA4A5BCES769910512E

SHA1L: C27CAB848427FE87F5CF4DOEOE3CD57151B0D820D

SHA-256: FBCFE23A2ECB82B7100C50811691DDEOA33AA3DA8D176BE9882A9DB485DCOF2D

SHA-512: 8F6ED2E91AED9BD415789B1DBE591E7EAB29F3F1B48FDFASE864D7BF4AES54ACC5D82B4097A770DABC228523253623E4296C5023CF48252E1B94382C43123C
BO

Malicious: false

Reputation: low

Preview: O\ro.M..eiie

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\7b539bde8ca0807396a791d6ee4db1189d0e5380\9

8905483-3512-4dec-a259-elada8947b62\index-dir\temp-index

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 72

Entropy (8bit):  3.381733688549655

Encrypted: false

SSDEEP: 3:A0GjXl/gll/IAZYtillbh+:UggoZYtGm

MDS5: 11FCA613A96F23F58A8E53B01BD4FEES

SHAL: AC16924D9420F91A450280130FE21FBE6BD9B3C5

SHA-256: 40D7B228140AD0C82BD7EF1C482B923A43DA6F7DB81938E4EBE1ICE7BAG56513D

SHA-512: 0C2B72DE1D0771C70FD8374C964E9F11881B0OEB8B4078C1B21967892CB758B155C36AACFA5AA38926C5008281CFCB0077AC0708642B2FC873657F9E58B5E925
Malicious: false

Reputation: low

Preview: @...P..Roy retne............. Tovoconoood bm..kU......... Vooooaocd b..D/.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\7b539bde8ca0807396a791d6ee4db1189d0e5380\9

8905483-3512-4dec-a259-elada8947b62\index-dir\the-real-index (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 72

Entropy (8bit):  3.381733688549655

Encrypted: false

SSDEEP: 3:10GjXI/glNIAZ Ytillbh+:UggozZYtGm

MD5: 11FCA613A96F23F58A8E53B01BD4FEES

SHA1L: AC16924D9420F91A450280130FE21FBE6BDI9B3C5

SHA-256: 40D7B228140AD0OC82BD7EF1C482B923A43DA6F7DB81938E4EBE1ICE7BAG56513D

SHA-512: 0C2B72DE1D0771C70FD8374C964E9F11881BOEB8B4078C1B21967892CB758B155C36AACFA5AA38926C5008281CFCB0077AC0708642B2FC873657F9E58B5E925
Malicious: false

Reputation: low

Preview: @...P..Roy retne...

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\7b539bde8ca0807396a791d6ee4db1189d0e5380\i

ndex.txt (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 141

Entropy (8bit): 5.3288476663749655

Encrypted: false

SSDEEP: 3:6pKeCZcY83Bc2EOF2XdBEdggqX9RzH4V/NRscY8n:Ze102EOFEEdgoYJ

MD5: C26999CDA3FCEA7F2FC86120D9DDO5EB

SHAL: BFDBE2A070165C4C6A159F6DFD3D43618D249E4B

SHA-256: EAGBE10E999C811743ECF9637962DC7E03049E9AD257E9B7197DE843C68FD5D6

SHA-512: 2B86FE804F7F392C9BC06900E88AB1527ED5D17F433D5A2F7C03F31D6694C7A61E347946FE667A777A89AC2E3C97EDD3334E343DCF7609E001535A7890A2B2A
Malicious: false
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Reputation: low

Preview: .0..workbox-precache-v2-https://acrobat.adobe.com/.$98905483-3512-4dec-a259-e1ada8947h62..n"..\.}g..v.adJ.(.0...https://acrobat.adobe.com/

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\CacheStorage\7b539bde8ca0807396a791d6ee4db1189d0e5380\i

ndex.txt.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 141

Entropy (8bit):  5.3288476663749655

Encrypted: false

SSDEEP: 3:6pKeCZcY83Bc2EOF2XdBEdggX9RzH4V/NRscY8n:Ze102EOFEEdgoYJ

MD5: C26999CDA3FCEA7F2FC86120D9DDO5EB

SHA1L: BFDBE2A070165C4C6A159F6DFD3D43618D249E4B

SHA-256: EAGBE10E999C811743ECF9637962DC7E03049E9AD257E9B7197DEB43C68FD5D6

SHA-512: 2B86FE804F7F392C9BCO6900E88AB1527ED5D17F433D5A2F7C03F31D6694C7AG1E347946FE667A777A89AC2E3C97EDD3334E343DCF7609E001535A7890A2B2A
Malicious: false

Reputation: low

Preview: .0..workbox-precache-v2-https://acrobat.adobe.com/.$98905483-3512-4dec-a259-e1ada8947b62..n"..\.}g..v.aJJ.(.0...https://acrobat.adobe.com/

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\Database\000001.dbtmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit):  3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Uv:1qlFUv

MD5: 46295CAC801E5D4857D09837238A6394

SHA1L: 44EO0FA1B517DBF802B18FAF0785EEEA6AC51594B

SHA-256: OF1BAD70C7BD1E0A69562853EC529355462FCD0423263A3D39D6D0D70B780443

SHA-512: 8969402593F927350E2CEB4B5BC2A277F3754697C1961E3D6237DA322257FBAB42909E1A742E22223447F3A4805F8D8EF525432A7C3515A549E984D3EFF72B23
Malicious: false

Reputation: low

Preview: MANIFEST-000001.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\Database\CURRENT (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text

Category: dropped

Size (bytes): 16

Entropy (8bit):  3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Uv:1glFUv

MD5: 46295CAC801E5D4857D09837238A6394

SHAL: 44E0FA1B517DBF802B18FAF0785EEEAGAC51594B

SHA-256: OF1BAD70C7BD1E0A69562853EC529355462FCD0423263A3D39D6D0D70B780443

SHA-512: 8969402593F927350E2CEB4B5BC2A277F3754697C1961E3D6237DA322257FBAB42909E1A742E22223447F3A4805F8D8EF525432A7C3515A549E984D3EFF72B23
Malicious: false

Reputation: low

Preview: MANIFEST-000001.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\Database\MANIFEST-000001

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: PGP\011Secret Key -

Category: dropped

Size (bytes): 41
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Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

4.704993772857998

false

3:5coBAIXQRDKIVjn:scoBY7jn

5AF87DFD673BA2115E2FCF5CFDB727AB
D5B5BBF396DC291274584EF71F444F420B6056F1
F9D31B278E215EBODOE9CD709EDFA037E828F36214AB7906F612160FEAD4B2B4

DE34583A7DBAFE4DDODC0601E8F6906B9BC6A00C56C9323561204F77ABBCODC9007C480FFE4092FF2F194D54616CAF50AECBD4A1E9583CAEO0C76ADEDD7C2!
75B

false
low

...leveldb.BytewiseComparator......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\ScriptCache\2cc80dabc69f58b6_0

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

110893

5.336478960747257

false
3072:44CSUO03KIT1x4aT1xQ1IMzoTIXXT7XTIx3TIxqT1xvgITIX3BRXTIXFT1xwn:rT1leaT1lil+oT1IT19T1sT1BITIDT1rT+
8EBAEABD339B203A779A86C3A1CF7A45

7EB57F6D8E4ABI6907E531D5CA093D5D740F6182
F2AEAOD878F620C12F4ED4E9AB28DD1D2822B35AF1AEDFDD4C49F59BA2567DD2
12E5452A7E9803412577159B47262376FEFBCAD8B742E5127F4F7B94C8FDDB1C1A42D77F494992D14091AC369C1D81B203161E6BD71E86D574B6CAIEQ093FC7E
false

low

O\r.m.......... rSG.....0/*! For license information please see sw.js.LICENSE.txt */.!function(t){var r={};function __webpack_require__(o){if(r[o])return r[o].exports;var a=r[o]={i
:0,l:11,exports:{}};return t[o].call(a.exports,a,a.exports,__webpack_require__),a.I=!0,a.exports}__webpack_require__.m=t,__webpack_require__.c=r,__webpack_requi
re__.d=function(t,r,0){__webpack_require__.o(t,r)||Object.defineProperty(t,r,{fenumerable:!0,get:0})},_ webpack_require__.r=function(t){"undefined"!=typeof Symbo
1&&Symbol.toStringTag&&Object.defineProperty(t, Symbol.toStringTag,{value:"Module"}),Object.defineProperty(t,”__esModule" {value:!0})},_ webpack_require__.t=func
tion(t,r){if(1&r&&(t=__webpack_require__(t)),8&n)return t;if(4&r&&"object"==typeof t&&t&&t.__esModule)return t;var o=Object.create(null);if(__webpack_require__.
r(0),Object.defineProperty(o,"default”,{fenumerable:!0,value:t}),2&r&&"string"!=typeof t)for(var a in t)__webpack_require__.d(0,a,function(r){return t[r]}.bind(null,a));return
o}h__

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\ScriptCache\2cc80dabc69f58b6_1

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

199369

5.783115484640013

false
3072:6IN9fsQMVyQnObGywFnritqu7iwmg/KeFrWFTxdRcMG8VROyyVXAXuhVPAdQwP2e:00+7TM6mrj2S
8080C2EADDF80E3713F7AEFAF25CE24E

94E8F355A65ED0B24C6CC173809B7A74FE129426
4D0906E108AD2CD3E7391F1BA8520F5FFCCIESC850FODC73CE611D947E824FFC

68BOBEBOF7391A08E7279DAB75BFB18DE1DC22780D766D359B44B71DAE7E29E11F059A22D8D655393C6ABA8CI2C653E58576EADFD1BF0492AD905425A8CAT7E
43

__webpack_require__.b$... Da......(S...
.&.%.1..%.0..."....&.9%.%..&.(...&(...&(..&.
Ll

.QbB..
K'...D}8ueceiiinn &.%.*.....&.%.%.&.(...
.......... https://acrobat.adobe.com/sw.js.a......

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\ScriptCache\index

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
1SO-8859 text, with no line terminators, with escape sequences
dropped

24

2.1431558784658327

false
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SSDEEP: 3:m+lm

MDS5: 54CB446F628B2EA4A5BCES769910512E

SHA1L: C27CAB48427FE87F5CF4DOEOE3CD57151B0D820D

SHA-256: FBCFE23A2ECB82B7100C50811691DDEOA33AA3DA8D176BE9882A9DB485DCOF2D

SHA-512: 8F6ED2E91AED9BD415789B1DBE591E7EAB29F3F1B48FDFASE864D7BF4AES54ACC5D82B4097A770DABC228523253623E4296C5023CF48252E1B94382C43123C
BO

Malicious: false

Reputation: low

Preview: O\ro.M..eiie

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\ScriptCache\index-dir\temp-index

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 72

Entropy (8bit):  3.5376346459829513

Encrypted: false

SSDEEP: 3:AKIXTXI/Iv/I9/IXEDglItF/IdPcl: AkNjQD+O

MDS5: 8FBAD73F13889A5354ECE25EF2CB994C

SHAL: 1AFC2611DA79984FB84E19982B5754FA89938326

SHA-256: C985680505CE74F3FD73FEOFDBD5CAD24EC12BA625785F2C3E09CD248F367503

SHA-512: 4D527548AFBC878542A53657DE00C93AD81EDF055AC7C236EA8DSFDEF379D5FE1D3F517C6ECD16466052DEA2AG6BDC00B452D944B895496A7DA14251821B34F
Bl

Malicious: false

Reputation: low

Preview: @...5.@.0y retne.........ccceeeveueee Kooy (v "h8..D/.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Service Worker\ScriptCache\index-dir\the-real-index (copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 72

Entropy (8bit):  3.5376346459829513

Encrypted: false

SSDEEP: 3:AKIXTXI/IV/I9/IXEDglItF/IdPcl: AKNjQD+O

MD5: 8FBAD73F13889A5354ECE25EF2CB994C

SHA1L: 1AFC2611DA79984FB84E19982B5754FA89938326

SHA-256: C985680505CE74F3FD73FEOFDBD5CAD24EC12BA625785F2C3E09CD248F367503

SHA-512: 4D527548AFBC878542A53657DEO0C93AD81EDFO55AC7C236EA8DSFDEF379D5FELID3F517C6ECD16466052DEA2A6BDC00B452D944B895496A7DA14251821B34F
B1

Malicious: false

Reputation: low

Preview: @..5.@.0yretne.......ccccceeveinnnns D CHU (RPN "h8..D/.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\072f0b49-0662-4d62-bb32-

08856aca6f04.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 420

Entropy (8bit):  4.985305467053914

Encrypted: false

SSDEEP: 6:YHPOoNXR8+eq7JdV5qQIsDHF4x70PpgQESDHF4R8HLI2AVQBR70S7PMVKJIW1K3Ky:YHO8sdBsSBEMASBALIlyH7E4f3K33y

MD5: C401B619D9DBEOADABC25A47EE49CFBA

SHAL: C9D3B816DD3FBCD98E9COA32CEC7B501EFCOBBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BESEDBE6D4B3CB82F

SHA-512: BC12F16CB95CBOAD708C6BBDO05EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862
Malicious: false

Reputation: low
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Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve

rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P///[8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\GPUCache\data_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit):  0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEIlIKEthXIIkI2zE:/M/XT02z

MDS5: F50F89A0A91564D0B8A211F8921AA7DE

SHAL: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9BIEFD1B89C17814D7C558FFCOCDEC

SHA-512: BF8CDA48CF1EC4E73FODD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3F4AED2AFB375257CAEED4ABE958265237D6EOAACF35A9EDE7A2E8898
D58

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\Network Persistent State

(copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 420

Entropy (8bit):  4.985305467053914

Encrypted: false

SSDEEP: 6:YHpoNXR8+eq7JdV5qQIsDHF4xj70PpqQESDHF4R8HLI2AVQBR70S7PMVKJIW1K3Ky:YHO8sdBsB6MAsBdLJIlyH7E4f3K33y

MD5: C401B619D9DBEOADABC25A47EE49CFBA

SHA1L: C9D3B816DD3FBCD98E9COA32CEC7B501EFCOBBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BESEDBE6D4B3CB82F

SHA-512: BC12F16CB95CBOAD708C6BBD0O05EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862
Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve

rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"AG"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\gfdkimpbcpahaombhbimeihdjnejgicl\def\edf13c28-3f6c-43e8-a91e-

8102917b9727.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 420

Entropy (8bit):  4.985305467053914

Encrypted: false

SSDEEP: 6:YHPOoNXR8+eq7JdV5qQIsDHF4x70PpgQESDHF4R8HLI2AVQBR70S7PMVKJIW1K3Ky: YHO8sdBsBEMASBALIIlyH7E4f3K33y

MD5: C401B619D9DBEOADABC25A47EE49CFBA

SHAL: C9D3B816DD3FBCD98E9COA32CEC7B501EFCOBBDA

SHA-256: 8F5D75F5EF9876E8D30CE477509F735B50C4D87DBEDB433BESEDBE6D4B3CB82F

SHA-512: BC12F16CB95CBOAD708C6BBD005EF863A8552613E612F1084086E0F8262752E1B5144D044F0D141CE8462CC33343C36B517A5CC778751680485D8F88FB51B862
Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543490879170","port":443,"protocol_str":"quic"},{"adve

rtised_versions":[73],"expiration":"13248543490879171","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P///[8B":"4AG"}}}
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\GPUCache\data_1

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: data

Category: dropped

Size (bytes): 270336

Entropy (8bit):  0.0012471779557650352

Encrypted: false

SSDEEP: 3:MsEIlIKEthXIIkI2zE:/M/XT02z

MD5: F50F89A0A91564D0B8A211F8921AA7DE

SHAL: 112403A17DD69D5B9018B8CEDE023CB3B54EAB7D

SHA-256: B1E963D702392FB7224786E7D56D43973E9BIEFD1B89C17814D7C558FFCOCDEC

SHA-512: BF8CDA48CF1EC4E73FODD1D4FA5562AF1836120214EDB74957430CD3E4A2783E801FA3FAED2AFB375257CAEED4ABE958265237D6EOAACF35A9EDE7A2E8898
D58

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\Network Persistent State

(copy)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 420

Entropy (8bit):  4.954960881489904

Encrypted: false

SSDEEP: 12:YHO8sdvBVSsB6M/BVSsBALJlyH7E4f3K33y:YXsdvjX6gjXdL3yH7n/iy

MD5: FAFEFEEEC722772F9DCOFCE1B52D79B5

SHA1L: 00EECFA3B37113D30E7D43BE4383C540F3D93D4D

SHA-256: D33E13C12004A700F246D8C73709114A881609D658E045D54DE36874728D07F0

SHA-512: 41E61EC89366800FD5F4DD704E53B47DE29411B9088B46349A0A350758D08569C14DCC70CF8D6A6FE6GD049CB6D32F2B091153E8148A1B5857BD7AF134920718I
Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543498399332","port":443,"protocol_str":"quic"},{"adve

rtised_versions":[73],"expiration":"13248543498399332","port":443,"protocol_str*:"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,“network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P////8B":"4AG"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Storage\ext\nmmhkkegccagdldgiimedpiccmgmieda\def\f727a1b8-3262-4e08-97df-

63d91b7c2839.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 420

Entropy (8bit):  4.954960881489904

Encrypted: false

SSDEEP: 12:YHO8sdvBVSsB6M/BYSsBALJIlyH7E4f3K33y:Y XsdvjX6gjXdL3yH7n/iy

MD5: FAFEFEEEC722772F9DCOFCE1B52D79B5

SHAL: 00EECFA3B37113D30E7D43BE4383C540F3D93D4D

SHA-256: D33E13C12004A700F246D8C73709114A881609D658E045D54DE36874728D07F0

SHA-512: 41E61EC89366800FD5F4DD704E53B47DE29411B9088B46349A0A350758D08569C14DCC70CF8D6A6FE6D049CB6D32F2B091153E8148A1B5857BD7AF13492071BI
Malicious: false

Reputation: low

Preview: {"net":{"http_server_properties":{"servers":[{"alternative_service":[{"advertised_versions":[50],"expiration":"13248543498399332","port":443,"protocol_str":"quic"},{"adve

rtised_versions":[73],"expiration":"13248543498399332","port":443,"protocol_str":"quic"}],"isolation":[],"server":"https://dns.google","supports_spdy":true}],"version":5}
,"network_qualities":{"CAASABIAgICA+P////8B":"4G","CAESABIAgICA+P///[8B":"4G"}}}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\TransportSecurity (copy)
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Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

371

5.5205814596761495

false
6:YAQN7OCcLX09RfSHIR8WXWIMUUANIMp5dGsJzhTBse9tOduV/HdB8wXwIimUUANIMX:Y86Y9RAJ9+UANIoTB59tOdutHdN+UANz
3CC815039097532D859CF49E428D6181

EA266AACOBC1DA8BBCFBEIDA319FF8F5FACECOE7
943A92C8E5D949CA4F2BEOC38C4289612F59A7DF8F8648050E26547794D32C11

063C800F699133A69D5AD8B69D4FBFO8COEAD4C8EAF2D91BB8FA7DDB31C2A57A2826EDE479BEAB4EB3746CB8939278F27E04DAS558046B8A2B8802884325398:
B

false
low

{"expect_ct":[],"sts":[{"expiry":1691761609.598792,"host":"M4bfUnCmQAi4PNb3B8al/2+SVIhHKsMfMMT7{zi6ij4=","mode":"force-https","sts_include_subdomains"
:true,"sts_observed":1660225609.598798},{"expiry":1660247208.689914,"host":"d4g8rQwz9jy3qYQqtbnZ3YR1IR2ZzSgXXOORdURCwkc=","mode":"force-https","sts_in
clude_subdomains":false,"sts_observed":1660225608.689918}],"version":2}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\_crx_nmmhkkegccagdldgiimedpiccmgmieda\Chrome Web Store

Payments.ico (copy)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

MS Windows icon resource - 13 icons, 8x8, 32 bits/pixel, 10x10, 32 bits/pixel

dropped

175509

5.489440694064333

false
1536:rKbsLAR2A4VBQV1111111111111Nr366R6faFR+up0y0y2im10sFcgYzQNLIX: rKbsLAR2fe/FZntrsIfX
33EABC19FDF40F3D36B6870EF5861957

CF3EF59C3940B58C314E9F6A1616751553F2D9A2
647D07F37554672865902B2CEE80864B5A5283C372C7263BB1497D5582054E57

47CFEDB1FDBC9BC09905C70F69A5114C64A8FC791BCA480D24972275276F00CEB230C579B4217337F9C69ECB2AB3221A3B549F06E8074D76BCE2F31773FB6YF
5

false

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\_crx_nmmhkkegccagdldgiimedpiccmgmieda\Chrome Web Store

Payments.ico.md5

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

16

4.0

false

3:SeFcn:Sec

61B979ECA159ECACICT7F8F1D6FD43E9D
0373696351FC2172E811DA8393DEC84036FA34A0
ABO5EOAGFF7E8FFF89F924B279D93AFC72ACCES817C4D250C60BB8059CC534303

C95825DA33CBDDFA627D9FF9A5B8371BC5F4E643A09573B6E1E839A83B619F53D878C344030B9701DCBC24D4CECCC016CF4D298D10EESC37D1B5FEC1A516¢€
B6

false
low

F...r.(R.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Web Applications\_crx_nmmhkkegccagdldgiimedpiccmgmieda\ab59c196-757b-48bc-

abcd-e9108dc6al3d.tmp
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Process:
File Type:
Category:

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

MS Windows icon resource - 13 icons, 8x8, 32 bits/pixel, 10x10, 32 bits/pixel

dropped

175509

5.489440694064333

false
1536:rKbsLAR2A4VBQV1111111111111Nr366R6faFR+up0y0y2im10sFcgYzQNLIX:rKbsLAR2fe/FZntrsIfX
33EABC19FDF40F3D36B6870EF5861957

CF3EF59C3940B58C314E9F6A1616751553F2D9A2
647D07F37554672865902B2CEE80864B5A5283C372C7263BB1497D5582054E57

47CFEDB1FDBC9BC09905C70F69A5114C64A8FC791BCA480D24972275276F00CEB230C579B4217337F9C69ECB2AB3221A3B549F06E8074D76BCE2F31773FB6YF
5

false

low

H..,A..J [P

LT#.:3,3,1<.&.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\a7ebcOc7-6cda-4205-abf0-aacc21c6fd56.tmp

Process:
File Type:
Category:

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

17529

5.574111447469867

false
384:Vv3trLI1VXP1kXgKf/pUZNCgVLH2HfDzrU1fau4l:3LIjP1kXqgKf/pUZNCgVLH2HffrUAu3
64B1E31676BC3C6556C0A1361FFF9660
EA3085B9E7A8525E73C3E53CD2DC9331D3FE73EL
7419629E8557C2F28897EA9BC4A6784EB344A4D433B7155850A4C2265CBCAEB7
7655755B27A0908D645239AF3F4049DF9146688D6B74E43CCB49606D3E54D0F07184E2AB62C469240F0AFEOD4D863FBA708794EAAIBE4A97468A8ES5360CAF603
false

low

{"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xIs:xIsx:xIsxm:xlsm:ppt:pptx:pptxm:pptm:mh
turtf:pub:vsd:mpp:mdb:dot:dotm:xIsb:xIl:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™:{"active_permissions":{"api*:["'management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal*:"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13304699131194999","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","i
{"128":"webstore_i

icons":

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\abc76fb7-3756-4e1c-9838-b513802a525f.tmp

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5110

4.9827083781597805

false

96:nugRflpcKlaook0JCKL8P6kn1MbOTQVuwn:nu4lpccH4Kzkne
38F576A9D9D84ADD4A2D25ABCC624120
D7D31E76B8B21C22D08A46713F1398A38456BC7A
DA63416464F54D33C3AED4FD5A73DBE44FDF76F3FBFB7DE44765585B1794C39D
B987680396C4EOBE7AC62852AA23A3316437897F59CBE1D94990FE451B5E6A036579D96163AFB0011F743A7B8DDEF82855904121D6D3700A1E488712DB1C3461
false

low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13304699131837228","alternate_error_pages":{"backup":true},"announcement_notification_ser

vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom

e page ":true,"navi onboard |_group' 'should_reset_check_ default browser :false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060,"top":1
0}},"countryid_at_install*:21843," data reduction”:{" original_length":["

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\bd39436f-5bc5-46de-9f71-3d99fb0c9dd0.tmp
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Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

5083

4.979136687169412

false

96:nudMX1pcKlaook0JCKL8P6Ekn1MbOTQVuwn:nuklpccH4Kzkne
F2330A98966FD54B0D831BF74465D27A
D5B54A5F3147B25432A0B1D36E32F01DIC5BE16A
E3C219E0FAOA1F9DFC22EB6057947B02FC46CC7AEF7387C503F1449472D4C0F4

ED104CE6740533FF27EAC483ED8300FC987918CA9A1B8BEOA81C792188332B2F51725A8011504A6DA242F9E225EACTF184A95A6CF42E69041D18ED2F1FCDDD(
4

false
low

{"account_id_migration_state":2,"account_tracker_service_last_update":"13304699131837228","alternate_error_pages":{"backup":true},"announcement_notification_ser
vice_first_run_time":"13245951485614034","autocomplete":{"retention_policy_last_version":85},"autofill":{"orphan_rows_removed":true},"browser":{"has_seen_welcom
e_page":true,"navi_onboard_group™:"","should_reset_check_default_browser":false,"window_placement":{"bottom":974,"left":10,"maximized":true,"right":1060, "top":1
0,"work_area_bottom":984,"work_area_|left":0,"work_area_right":1280,"work_area_top":0}},"countryid_at_install*:21843,"data_reduction":{"daily_original_length":["

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\d8450db0-5a6f-4c45-84ba-eff45e4ddf5Sb.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with very long lines, with no line terminators

dropped

17703

5.576622970567349

false
384:Vv3tyLI1VXP1kXgKf/pUZNCgVLH2HfDzrUmWau4jX:GLIjP1kXgKf/pUZNCgVLH2HffruMugX
9FA4C695435A65AC2840BBB3657FD3EE
E1FDFEEOB75672188C18BFD95C44FE3FD83FODE7
B3E1F263B09C7A1E7922B865F1ABFE80B4589F8B7969B60CES57D738F0619F3E7

9B623D5521C39FB114ABAS4BFBECECB2E10A06A2B2C6DE460F3EC132C7577A277DB6B398B546C8DE295916254FAD2C101DD89A84661C581131AB54C47BE034
80

false
low

{"download":{"always_open_pdf_externally":true,"directory_upgrade”:true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xIsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh
trtf:pub:vsd:mpp:mdb:dot:dotm:xIsb:xIl:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb”:{"active_permissions":{"a| ","system.display"," ","webstorePrivate"," o ","system.network

management”, ,"system.storage”, ,"system.cpu”,"system.memory",
"],"manifest_permissions":[]},"app_launcher_ordinal*:"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13304699131194999","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\000004.dbtmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

16

3.2743974703476995

false

3:1sjgWIV//Rv:1qIFJ

6752A1D65B201C13B62EA44016EB221F
58ECF154D01A62233ED7FB494ACE3C3D4FFCEO8B
0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABDYA6020840D4C9125EB679ED384170DBCAAC2FA30DC7FA9EESB77D6DF7C344A0AA030E0
89

false
low

MANIFEST-000004.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\data_reduction_proxy_leveldb\CURRENT (copy)

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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File Type: ASCII text
Category: dropped
Size (bytes): 16

Entropy (8bit):  3.2743974703476995

Encrypted: false

SSDEEP: 3:1sjgWIV//Rv:1qgIFJ

MD5: 6752A1D65B201C13B62EA44016EB221F

SHAL: 58ECF154D01A62233ED7FB494ACE3C3D4FFCE0O8B

SHA-256: 0861415CADA612EA5834D56E2CF1055D3E63979B69EB71D32AE9AE394D8306CD

SHA-512: 9CFD838D3FB570B44FC3461623AB2296123404C6C8F576BODEOAABDIA6020840D4C9125EB679ED384170DBCAAC2FA30DC7FAIEESB77D6DF7C344A0AA030E0
89

Malicious: false

Reputation: low

Preview: MANIFEST-000004.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\e88bbe26-09d3-40c1-99bc-7e33d2 ed9a25.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 19792

Entropy (8bit):  5.563920117590454

Encrypted: false

SSDEEP: 384:Vv3tyLI1VXP1kXgKf/pUZNCgVLH2HfDzrUHHGIuau47:GLIjP1kXqKf/pUZNCgVLH2HffrunG2uo

MD5: 761758EAD153382B21FF8F29A1ACAEE2

SHAL: 1E2903F961A2A9C26AA956E60BF443B097619C0OE

SHA-256: 7A3926EC10A698C0109B487C1C4ACDE45898723E044C9B519CFA30E47191B67C

SHA-512: 531978ACE5B8EE32C73CFD32993BC00671793D2E37C0D245E00C04FD20CAF8FCAB10964E7989EEIB1AB43642E4520A75A49614EE23CCEA551F293F0BA05C16!
C

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xIs:xIsx:xIsxm:xlsm:ppt:pptx:pptxm:pptm:mh

turtf:pub:vsd:mpp:mdb:dot:dotm:xIsb:xIl:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™:{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","system.cpu”,"system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal*:"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i
ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13304699131194999","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.
google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ec0a67f9-71cf-4368-b143-64003f7a2c47.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 371

Entropy (8bit): 5.5205814596761495

Encrypted: false

SSDEEP: 6:YAQN7OcLX09RfSHIR8WXWIMUUANIMp5dGsJzhTBse9tOduV/HdB8wXwImUUANIMX:Y86Y9RAJI9+UANIoTB59tOdutHdN+UANz

MD5: 3CC815039097532D859CF49E428D6181

SHAL: EA266AACOBC1DASBBCFBE9DA319FF8F5FACECOE7

SHA-256: 943A92C8E5D949CA4F2BEOC38C4289612F59A7DF8F8648050E26547794D32C11

SHA-512: 063C800F699133A69D5AD8B69DAFBFO8COEADACSEAF2D91BB8FA7DDB31C2A57A2826EDE479BEAB4EB3746CB8939278F27E04DAS558046B8A2B8802884325398¢
B

Malicious: false

Reputation: low

Preview: {"expect_ct":[],"sts":[{"expiry":1691761609.598792,"host":"M4bfUnCmQAi4PNb3B8al/2+SVIhHKsMfMMT7{zi6ij4=","mode":"force-https","sts_include_subdomains"

‘true,"sts_observed":1660225609.598798},{"expiry":1660247208.689914,"host":"d4g8rQwz9jy3qYQqtbnZ3YR1IR2ZzSqXXOORdURCwkc=","mode":"force-https","sts_in
clude_subdomains":false,"sts_observed":1660225608.689918}],"version":2}

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\ec88bed7-1242-4bc2-b50f-7e9889 450db1.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 19792
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Entropy (8bit):  5.563722742733598

Encrypted: false

SSDEEP: 384:Vv3tyLI1VXP1kXqKf/pUZNCgVLH2HfDzrULHGZfau4h:GLIjP1kXqKf/pUZNCgVLH2HffrubG4u6

MDS5: 610C614F449EC60EDDAAIFDA5EB532E0

SHAL: 755F864C6BE3E670C9EDDB10AOE5S03A685DEDDCE

SHA-256: 3CDEA353502137845701F3D5DA245C9FF9204D668A9A95673DFEB88D55BF1A24

SHA-512: 3BAFAOF2FEEE12341550A757E122B7EALEB852E416F98C93CB0268FA9F7768DCI3E7FAB80890AF3D20213A81BE99548591BC6D612B7742364EE94DCE8572086
E

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade":true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xIsx:xIsxm:xIsm:ppt:pptx:pptxm:pptm:mh

trtf:pub:vsd:mpp:mdb:dot:dotm:xiIsb:xll:hwp:show:cell:hwpx:hwt:jtd:zip:iso: 7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™{"active_permissions":{"api":['management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions™:[]},"app_launcher_ordinal":"t","commands":{},"content_settings":[],"creation_flags":1,"events"[],"from_bookmark":false,"from_webstore":false,"i

ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13304699131194999","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.

google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\f0034316-3292-4f79-a6a9-12e3cb06c2c5.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: UTF-8 Unicode text, with very long lines, with no line terminators

Category: dropped

Size (bytes): 19793

Entropy (8bit):  5.563936166134396

Encrypted: false

SSDEEP: 384:Vv3tyLI1VXP1kXqKf/pUZNCgVLH2HfDzrUHHGdXau4U:GLIJP1kXqKf/pUZNCgVLH2HffrUnG4uj

MD5: 8A76EB31458FC6B1CA86331BE13F3C57

SHA1L: E6CA3B7F97E7A5F9345102B8DE359226C2677E93

SHA-256: 8EE16E7228E0CA9DDE7B66F9A88BE3A1C2260A73EBF25705A3AEFCD12DD6B7D5

SHA-512: D7C78023A53565C705EA4A4A787FFBA15DA89633BC8E7EE4AB2F55AF5D1011E4711527C2B3C90E7960840EABB4FBC430996070ED9373D384EB42D4DB90FIDAF
A

Malicious: false

Reputation: low

Preview: {"download":{"always_open_pdf_externally":true,"directory_upgrade”:true,"extensions_to_open":"pdf:doc:docx:docxm:docm:xls:xIsx:xlsxm:xlsm:ppt:pptx:pptxm:pptm:mh

turtf:pub:vsd:mpp:mdb:dot:dotm:xIsb:xIl:hwp:show:cell:hwpx:hwt:jtd:zip:iso:7z:rar:tar:vbs:js:jse:vbe:exe:html:htm:xhtml:tbz2:1z"},"extensions":{"settings":{"ahfgeienlihck
ogmohjhadlkjgocpleb™{"active_permissions":{"api*:["'management","system.display","system.storage","webstorePrivate","system.cpu","system.memory","system.network
"],"manifest_permissions":[]},"app_launcher_ordinal*:"t","commands":{},"content_settings":[],"creation_flags":1,"events":[],"from_bookmark":false,"from_webstore":false,"i

ncognito_content_settings":[],"incognito_preferences":{},"install_time":"13304699131194999","location":5,"manifest":{"app":{"launch":{"web_url":"https://chrome.

google.com/webstore"},"urls":["https://chrome.google.com/webstore"]},"description":"Discover great apps, games, extensions and themes for Google Chrome.","icons":
{"128":"webstore_i

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Browser

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: data

Category: dropped

Size (bytes): 106

Entropy (8bit):  3.138546519832722

Encrypted: false

SSDEEP: 3:tblolrJ51dQxI7aXVdJiGERORIAl:tbdIrmQxZaHIGIOR6!

MD5: DE9EFOC5BCCO012A3A1131988DEE272D8

SHAL: FA9CCBDC969AC9E1474FCE773234B28D50951CD8

SHA-256: 3615498FBEF408A96BF30E01C318DAC2D5451B054998119080E7FAAC5995F590

SHA-512: CEA946EBEADFE6GBEG5E33EDFF6C68953A84EC2E2410884E12F406CAC1EGC8A0793180433A7EF7CE097B24EA78A1FDBB4E3B3DICDF1A827AB6FF5605DA3691
724

Malicious: false

Reputation: low

Preview: C..\.P.r.o.gram. .Files\G.o.0.gle\Chromel\Ap.p.licatio.n\chrom.e..ex.e.

C:\Users\user\AppData\Local\Google\Chrome\User Data\Last Version

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 13
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Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

2.8150724101159437

false

3:YX7:4

C422F72BA41F662A919EDOB70E5C3289

AAD27C14B27F56B6E7C744A8EC5B1A7D767D7632

02E71EB4C587FEB7EEO0CE8600F97411C2774C2FC34CB95B92D5538E7F30DA59
86010ED2B2EEBDCC5A8A076B37703669C294C6D1BFAAEA963E26A9C94B81B4C53EC765D9425E5B616159C43923F800A891F9B903659575DF02F8845521F8DC4
false

low

85.0.4183.121

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

211801

6.042044645958764

false

6144:7LA5kYQhO8FbIY30LSO8wlaPITaqfllUO0SiuR7:YRCLFzhO8MaAkoY
4D3E1FD4BBBA7575AF3538441EAFB94F
3C8394D7F349B6313B85675E23CI9BAADB6FCAET79
75A31B2A74DE7B3C2C300700BA0391437F521464FA15075E920AC931AEDF4396
77D1861949166901A44EAC13C934FEE64A91217C6B548520D29C09F501DDD1E33033713068ADC204F8DAE605F8D3888811DFD8980547749D8EF32A3BA6079D51
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version:"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"int":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.660225533641308e+12,"network":1.660193135e+12,"ticks":117604401.0,"uncertainty":4510589.0}},"0s_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLISWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+sWixhoUVdUYrY
iwg8iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAQjLq1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BxiFP4bdRY JjDXn4W2fxYq
Qj2xfYeAnS1vCLAIXAsdfljw4oXIE4AR7I0AAAABIt36FqChftMIb7EtaPwIBXRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639120748"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\Module Info Cache (copy)

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

data

dropped

95428

3.7454069070949036

false
384:tPzUkmJInmNKcVBzwnNcrNvYE3HEU/HaTGD2rB2IWxnK+ahrtQm5IHFGOsYHOm6UI:haWZp2+gLseX6EW43P6gKg8sNi
3A5414ED688FIA5C7C34F5B93AAD2794

A62BAECF21F33B178860FF3AEB03D2040A6B0935
5850C28880D8C20EF2086A0BAE2D2EE4843BBF74FE7ABE92F06FBC4B53F57750

A077F88ABC1D9181EEE5239D8E8B95376A50364D1909CA338CE3055ECA3D50B8DEEGEO3F39DC84A25F1083A71CB7AFAS550583151AB6E873FD565B44A909FEB2:
A

false
low

At
.1.6.\.....g.ro.ov.eex.dll..Micros.o.ft .Office. .2.0.1.6..*.M.icr.os.o.ft .O.neD.rive. for. B.us.iness. Exte.ns.ions...16..0..47.1.1..10
.0.0....*..C.\.P.R.O.G.RA~1\MIC.R.O.S.~1\0.fficel6\GRO.OV.EEX.DLL..M.icros.o.ft .Co.rp.oratio.n..d8.D..C.:\P.ro.gram. .F.iles\C.o
.m.m.o.n. .F.iles\M..c.r.os.0ft .Shared\O.F.FICE.1l6\ms.0oshext.dl.@...U/..%.comm.o.np.ro.gramfiles.%.\m.ic.ro.s.o.ft share.d\o.f
ficel6.\...msoshext.dll..M.icros.o.ft Offic.e.)..Micros.oft Office. .Shell Extens.ion. Handlers.....16..0..4.26.6..1.0.0.1...D..C
2\P.ro.gram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\aaa39430-1210-48da-915c-dee34e6f7157.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
ASCII text, with very long lines, with no line terminators
dropped

211801

6.042046102450289

false
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SSDEEP: 6144:1LA5kYQhO8FbIY30LSO8wlaPITaqfllUO0SiuR7:JRCLFzhO8MaAkoY

MDS5: 7C20A952F39FE9CD1D21CC623F79D379

SHAL: ECAS5E1E0A412468721DE16C35E44654C20AB88D

SHA-256: EC8B2ED28F8DEB5A85F05B620437E94D90470E8D5CBACFCC6F422973B7D37468

SHA-512: 4D5C05B135FB235E11DA7B7DB00A3182589CBCBD10C2D8EB5D320C5B1903FD7B26A06393CAC94F530265696F3881D516BA32B3B06964D46A2205E05558EA5CK
A

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origi "shortcut_migration_version":"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":

{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.660225533641308e+12,"network":1.660193135e+12,"ticks":117604401.0,"uncertainty":4510589.0}},"0s_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLI5WKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+isWixhoUVduYrY
iwg8iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAG)LG1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxYq
Qj2xfYeAnS1vCL4IXAsdfljw4oXIE4R7I0AAAABIt36FqChftM9b7EtaPwIBXRX5Y944rq1WsGWCcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639120748"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\afa0d115-6f54-4ae3-ac3a-1516acb8d01c.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 211801

Entropy (8bit):  6.042044645958764

Encrypted: false

SSDEEP: 6144:7LA5kYQhO8FbIY30LSO8wlaPITaqfllUO0SiuR7:YRCLFzhO8MaAkoY

MD5: 4D3E1FD4BBBA7575AF3538441EAFBI94F

SHA1L: 3C8394D7F349B6313B85675E23CIBAADBEFCAE79

SHA-256: 75A31B2A74DE7B3C2C300700BA0391437F521464FA15075E920AC931AEDF4396

SHA-512: 77D1861949166901A44EAC13C934FEE64A91217C6B548520D29C09F501DDD1E33033713068ADC204F8DAE6G05F8D3888811DFD8980547749D8EF32A3BA6079D51
Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origin":"","shortcut_migration_version:"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":

{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"int":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.660225533641308e+12,"network":1.660193135e+12,"ticks":117604401.0,"uncertainty":4510589.0}},"0s_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLI5WK1t94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrY
iwg8iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAQjLq1dOS7IKRG21YVXojnHhsRhNbP8/D1zs78mXMAAAAB0450d5v4BxiFP4bdRYJjDXn4W2fxYq
Qj2xfYeAnS1vCLAIXAsdfljw4oXIE4AR7I0AAAABIt36FqChftMIb7EtaPwIBXRX5Y944rq1WsGWcOPFyXOajfBL3GXBUNMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13291230639120748"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\b64fe383-e677-442c-9790-1bead984b3fd.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with very long lines, with no line terminators
Category: dropped

Size (bytes): 220243

Entropy (8bit):  6.069560546343081

Encrypted: false

SSDEEP: 6144:1RLA5kYQhO8FblY30LSO8w1laPITagfllUO0SiuR7:lURCLFzhO8MaAkoY

MD5: E7286AD43CA07C1FA8CECF72A2506C14

SHA1L: 2358A48EDO6E2C7769D05SEDED70C79EDCC6A8208

SHA-256: 8FCB8CE53515267D028CBB5B842D904FFDF15FFEBC8452295258E63CA37E9A562

SHA-512: A5B9045FF12EF6785D1A41603C8D53E0D9CBD210217906027A4C0DC2D674151AFESAF6208B35B8730699F8E766143A7E97F3D89B4B7BEAE478C5CF88D46A2DE
D

Malicious: false

Reputation: low

Preview: {"browser":{"last_redirect_origi hortcut_migration_version™:"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":

{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"intl":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.660225533641308e+12,"network™":1.660193135e+12,"ticks":117604401.0,"uncertainty":4510589.0}},"os_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLI5WK194zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWixhoUVdUYrY
iwg8iJkppNr2ZbBFieQUAAAAAABAAAAAAGAAIAAAABDVAGILG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BXiIFP4bdRYJjDXN4W2fxY(
Qj2xfYeAnS1vCL4IXAsdfljw4oXIE4AR7I0OAAAABIt36FqChftMIb7EtaPwI8XRX5Y944rq1WsGWcOPFyXOajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa

ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"'metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Google\Chrome\User Data\be78e8cc-c0a5-4210-9b6e-b9a446bb5867.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: SysEx File -
Category: dropped
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Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

94708

3.745342520814127

false
384:9PzUkmJInmNKcVBzwnNcrNvYE3HEuU/HaTGD2rB2IWxnK+ahrtQm5uFG0sYHOmMBUNS:RaWZp2+vLseX6EW43P6gKg8sNp
3277273B435B76B8F8F1A7656C1D98BB

818BE06A9AD6EDC424602DBDDC59635AB4CBDIBI1

104156D465939FF678129D33540A16 CF4ECD616931AFB35DD7C3B519A7FC67D7

E81CE5A2223DA377E481E7934339D7188A6CD8291731F624F6F8B239B19ECOF6D26D416F52135B898F2AFED20BD9825F48C83BAC83D39BDF3348A3469B7EB26!

false

low

o TR *..C.\P.R.0O.G.RA~1\MIC.R.O.S.~.1\.0.ffic.e.l1.6\.G.R.0O.0.V.EEEX..D.LL..P..[)..%.p.ro.gram.files.%.\m..c.r.o.s.oft .offic.el\office
.1.6.\......g.r.o.0.v.eeex..dll..Micros.oft .Office. .2.0.1.6..*.Micr.o.s.0.ft .O.n.eD.r.iv.e. for. .B.us.ines.s. .Exte.ns.ions...16..0..47.11.10

.0.0. .C..\\P.R.0O.G.RA~1\M.I.C.R.O.S.~.1\.0ffic.el.6\.G.R.0.0.V.EEEX..D.L.L....M.i.croo.s.o.ft. .C.orp.or.atio.n...d8.D..C..\P.r.o.gram. .F.iles\C.o
.m.m.o.n. .F.i.l.e.s\M.i.coro.s.o.ft .S.h.ared\O.F.FI.C.E.1.6.\ms.oshext.dl.@...U/..%.comm.o.np.r.o.g.ramfiles.%.\m.ic.ro.s.o.ft .share.d\o.f
fic.e.l6.\...ms.os.hext.dll..M.icros.o.ft Offic.e.)..Micros.o.ft .Office..Shell Extens.io.n. Handlers....16..0..4.26.6..1.0.0.1...D...C
.\.P.rog.ram.

C:\Users\user\AppData\Local\Google\Chrome\User Data\d312eb71-cac4-40dc-9d0a-6e6531127fde.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text, with very long lines, with no line terminators

dropped

220243

6.069560526804018

false

6144:IKLASKYQhO8FblY30LSO8wl1aPITagfllUO0SiuR7:ILRCLFzhO8MaAkoY
B877EB1174DF96D142A80AE1FE2FAEDD
24BDOEBFE01E3713F62ADCAOB66C5028416AAFIF
7785B7BA5764E145D5B191F952091290A505BBCBEFF686836EE68F996D607702
FF73634B006978627ACC983DE88415B2BA211C37A7C7ECOD95A754337A172A33CBA9271447371B34298FAF4B7A96F8735DF70C28E079DA2EF3316E36267568CB
false

low

{"browser":{"last_redirect_origin":"","shortcut_migration_version:"85.0.4183.121"},"data_use_measurement":{"data_used":{"services":{"background":{},"foreground":
{}},"user":{"background":{},"foreground":{}}}},"hardware_acceleration_mode_previous":true,"int":{"app_locale":"en"},"legacy":{"profile":{"name":{"migrated":true}}},"ne
twork_time":{"network_time_mapping":{"local":1.660225533641308e+12,"network":1.660193135e+12,"ticks":117604401.0,"uncertainty":4510589.0}},"0s_crypt":{"encrypte
d_key":"RFBBUEKBAAAAOlyd3wEVORGMegDAT8KX6WEAAABLI5SWKt94zTZq03WydzHLCAAAAAAIAAAAAABBMAAAAAQAAIAAAABAL 2tyan+IsWtxhoUVdUYrY
iwg8iJkppNr2ZbBFie9QUAAAAAABAAAAAAGAAIAAAABDVAQjLG1dOS7IkRG21YVXojnHhsRhNbP8/D1zs78mXMAAAABO450d5v4BxiFP4bdRY JjDXn4W2fxYq
Qj2xfYeAnS1vCL4IXAsdfljiw4oXIE4R7I0AAAABIt36FqChftMIb7EtaPWIBXRX5Y944rq1WsGWcOPFyXO0ajfBL3GXBUhMXghJbDGb5WCu+JEdxaxLLxaYPp4zeP"},"pa
ssword_manager":{"os_password_blank":true,"os_password_last_changed":"13245951016607996"},"plugins":{"metadata":{"adobe-flash-player":{"disp

C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_pnacl_json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

507

4.68252584617246

false
12:TjLI7qaVgPPd8bdzQBXefosmc5T9+n6e1Cetm1IXcAWA:TI7jViPOd8WIHMZ6RP15
35D5F285F255682477F4C50E93299146
FB58813C4D785412F05962CD379434669DE79C2B
5424C7B084EC4C8BAOA9C69683E5EE88C325BA28564112CC941CD22E392D8433

59DF2D5F2684FACC80C72F9C4B7E280F705776076C9D843534F772D5SA3D578BEE04289AEE81320F23FB4D743F3969EDF5BAS3FEBBAC8A4D27F3BC53BCF271C
E

false

low

{. "COMMENT": [. "This file serves as a template for the resource info description used by ", . "the NaCl Chrome plugin. It is kept in the NaCl repository to

prevent ", . "hard-coding of NaCl-specific information inside the Chrome repository.”. ],. "abi-version™: 1,. "pnacl-arch": "x86-64",. "pnacl-ld-name": “ld.nexe",
"pnacl-llic-name": "pnacl-lic.nexe", . “pnacl-sz-name": "pnacl-sz.nexe", . “pnacl-version": "5dfe030a71lca66e72c5719ef5034c2ed24706c43".}

C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_x86_64_crtbegin_for_eh_o

Process:
File Type:
Category:
Size (bytes):

C:\Program Files\Google\Chrome\Application\chrome.exe

ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped
dropped

2712
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Entropy (8bit):  3.4025803725190906

Encrypted: false

SSDEEP: 48:b/5D5V5PK82aTS6aTTwODo1DttoyDNSEA:b/hbVic1ZtLDNSE

MDS5: 604FF8F351A88E7A1DBD7C836378AE86

SHAL: 9D8DB9AEIF13D6306E619A4EAADS1EDE91IASFIF3

SHA-256: 947E64BE43E821562CE894F1AFCC3D09CD7FF614C107FC94250CD3EA5C943302

SHA-512: 85B1EDA4C473E00034EE627B7ABB894A77E521BC6A91A91A4A3744CA7511CBOAF10B9723D9ECC2CE3378DD70B659DF842D8C11875958CB77070CFO1ECOALSE
40

Malicious: false

Reputation: low

Preview: $J.1=....0.$<A[..D..A..M..A_ffffff..............

T......@...C...C
...clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-

C:\Users\user\AppData\Local\Temp\4212_1714627765\ _platform_specific\x86_64\pnacl_public_x86_64_crtbegin_o

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped
Category: dropped

Size (bytes): 2776

Entropy (8bit):  3.5335802354066246

Encrypted: false

SSDEEP: 48:b/5D5V5ej5ej5PjDdaTS6aT Tw6DV1DtFouoyDOsTy:b/hbEEVIB1ZFhLDOST

MD5: 88C08CD63DE9EA244F70BFC53BBCADF6

SHA1L: 8F38A113A66B18BAA02E2C995099CF1145A29DAA

SHA-256: 127F903CC986466AA5A13C17DFDD37AC99762F81A794180339069F48986BC7A3

SHA-512: 78D2500493A65A23D101EC2420DC5F0CE8C75EFAC425C28547121643E4FB568E9D827EF2C0OF7068159E043C86B986F29BF92C6BADC675F160B63C7B3512EB95

Malicious: false

Reputation: low

Preview:
e J.$<[,$J1=. 0. 8< fK R | =P Zoioieerr NaCl....x86-64...clang version 3.7.0 (https://chromium.googlesource.com
/a/native_client/pnacl-clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-llvm.git 7251d5b59fca15195¢9
4a3a7da70f0081724448f)............ ZR. X @...C...C....... 8. @...C...C........ T @...C...C......... [Dhoooomn @...C...Ceverin @...C...Cceoevrrrnn. Q...

C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_x86_64_crtend_o

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB relocatable, x86-64, version 1 (SYSV), not stripped
Category: dropped

Size (bytes): 1520

Entropy (8bit):  2.799960074375893

Encrypted: false

SSDEEP: 12:Bvx/ekjIM/NQQMTfRIyp9396QQMTFRICE6WRqDBMTDDW7IEOKShfuEAXwWX6BX2U8b:bDjO/NbmT3296bmT3Twk8qDwh7b7CD8

MDS5: 75E79F5DB777862140B04CC6861C84A7

SHA1L: 4DB7BDC80206765461AC68CECO3CE28689BBEEOC

SHA-256: 74E8885B87ED185E6811C23942FDI9BD1FBAC9115768849AF95A9DECF6644B2EA

SHA-512: FE3F86E926759E71494F2060C4ED3C883EBCAF20CB129A5AD7F142766C33FAB10BSFABC3C7C938E0E895E27EAOACO3CBFESDOEEABF5300A4AD07F67FD96CC
253

Malicious: false

Reputation: low

Preview: ELF. > @@ NaCl....x86-64....... clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git

cel63fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native_client/pnacl-livm.git 7251d5b59fcal5195c94a3a7da70f0081724448f
)...text..comment..bss..group..note.GNU-stack..eh_frame..shstrtab..strtab..symtab..data..note.NaCl.ABI.x86-64.
............................................................................................................................................................... /..I..Ipnacl/support/crtend.c.__ EH_FRAME_END__.

C:\Users\user\AppData\Local\Temp\4212_1714627765\ __platform_specific\x86_64\pnacl_public_x86_64_ld_nexe v

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[shal]=7511538a3a6a0b862c772eace49075ed1bbe2377, stripped
Category: dropped

Size (bytes): 2163864

Entropy (8bit): 6.07050487397106
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Encrypted: false

SSDEEP: 24576:HPHonlwYZJ0ykwVO70wf31yJKzCtxO8RSV4IY +PbeHVxXCtjFV4IBNeSAmfGga+A7:HVSMRwf3SKmIY+PyPvnM2Gg+

MDS5: 0BB967D2E99BE65C05A646BC67734833

SHAL: 220A41A326F85081A74C4BB7C5F4E115D1B4B960

SHA-256: C6C2DOC2FC3E38A9BFA19C78066439C2F745393F1FD1C49C3C6777F697222C76

SHA-512: 8EF8689E00E4B210A30444D18ED6247F364995ABEB2FD272064C3AF671EEDB4DIB8B67CA56F72FEBF8F56896D4EA7TEC4B10CB445FFA1C710C1F312E9DAOEA8
96

Malicious: false

Antivirus: e Antivirus: Virustotal, Detection: 0%, Browse

e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

Reputation: low

Preview:

aCoc...?..".(..2.y.P.D.?<.s..0.u.....$@

C:\Users\user\AppData\Local\Temp\4212_1714627765\ __platform_specific\x86_64\pnacl_public_x86_64_libcrt_platform_a

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: current ar archive

Category: dropped

Size (bytes): 40552

Entropy (8bit):  4.127255967843258

Encrypted: false

SSDEEP: 768:xIP+1fzyUNVU5LmKxeOnjpD5eA/eUnUUxvT:xIP+1ryYMTekpD5eAWjuv T

MD5: 0CE951B216FCF76F754C9A845700F042

SHA1L: 6F99A259CO0CBDAD5AD29EE983D35B6A0835D8555

SHA-256: 7A1852EA4BB14A2A623521FA53F41F02F8BA3052046CF1AA0903CFADOD1ELIA7B

SHA-512: 7C2F9BF90EB1F43C17B4E14A077759FA9DC62A7239890975B2D6FD543B31289DC3B49AE456CA73BI8DEIAC372034F340C708D23D9D3AABOSCCBDABDCS56A63
4E

Malicious: false

Reputation: low

Preview: I<arch>./ 0 0O 0 O 624 [T eBlZ(en e LY LY LY LY LY LY LY LY LY LY LY LY LY Y s fmod.fmodf.memcmp.

memcpy.memmove.memset.__nacl_read_tp.__pnacl_init_irt.longjmp.setjmp.__Sz_fptosi_f32_i64.__Sz_fptosi_f64_i64._ Sz_fptoui_f32_i32._ Sz _fptoui_f32_i64._
_Sz_fptoui_f64_i32.__Sz_fptoui_f64_i64._ Sz_sitofp_i64_f32._ Sz_sitofp_i64_f64._ Sz_uitofp_i32_f32._ Sz _uitofp_i32_f64._ Sz_uitofp_i64_f32._ Sz_uitofp_i64_f64.n
acl_tp_tdb_offset.nacl_tp_tls_offset._ Sz_bitcast_16xil_i16._ Sz_bitcast_8xil_i8._ Sz_bitcast_i16_16xil._ Sz_bitcast i8_8xil._ Sz_fptoui_4xi32_f32._ Sz uitofp_4
xi32_4xf32..e_fmod.o/ 0 0 0 644 2792 CLELF S [ R @@ PH..AVAUATSfl.~M..I.. E...@.

A... D..D1....... 8fl.~.M....l.. E.A....D..D..t.D...D..f..D.=.r. .Y A[AAIAN.@.., $J.I=.. . J.$<A[A..M..

C:\Users\user\AppData\Local\Temp\4212_1714627765\ __platform_specific\x86_64\pnacl_public_x86_64_libgcc_a

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: current ar archive

Category: dropped

Size (bytes): 132784

Entropy (8bit):  3.6998481247844937

Encrypted: false

SSDEEP: 384:HFOMOXYmeKzQUIdedRFvT5p1Ee2HyAIL304:Hf7OXdmWRJIT5p1R2HYyAhO4

MD5: C37CA2EB468E6F05A4E37DF6E6020D0OF

SHAL: EA787E5EADFB488632EC60D8B80B555796FA9FES

SHA-256: C1483ED423FEE15D86E8B5D698B2CDAB89186CE7FFICAE3D5F3F961FD80D7C6E

SHA-512: 01281DE92B281FB29E1ACA96AA64B740B65CC3A9097307827F0D8DBIE1C164C56AFCDFAOBF138EA670A596D55CE2C8D722760744E9FC9343BB6514417BF333E
A

Malicious: false

Reputation: low

Preview: I<arch>./ 0 0O 0 O 942 Sl X H L ALEL MU U~ X (Losooscosossososooaoood L o JOOT Sl FLlll DLKLT
eder]]o.. Xevrenennnn | I VB __clzti2.__compilerrt_fmax.__compilerrt_fmaxf.__compilerrt_logb.__compilerrt_logbf.__ctzti2.__divdc3.__divdi3.__div

moddi4.__divmodsi4.__divsc3.__divsi3._ divti3.__fixdfdi.__fixdfsi.__fixdfti.__fixsfdi.__fixsfsi.__fixsfti.__fixunsdfdi.__fixunsdfsi.__fixunsdfti.__fixunssfdi.__fixunssfsi

. fixunssfti.__floatdidf.__floatdisf.__floatsidf.__floatsisf.__floattidf.__floattisf.__floatundidf.__floatundisf.__floatunsidf.__floatunsisf.__floatuntidf.__floatuntisf.compilerrt
_abort_impl.__moddi3.__modsi3.__modti3.__muldc3.__muloti4.__mulsc3.__multi3.__popcountdi2.__popcountsi2.__popcountti2.__powidf2.__powisf2.__udivdi3.___
udivmoddi4.__udivmodsi4.__udivmodti4.__udivsi3.__udivti3.__umoddi3.__umodsi3.

C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_a

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: current ar archive
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https://www.virustotal.com/gui/file/c6c2d0c2fc3e38a9bfa19c78066439c2f745393f1fd1c49c3c6777f697222c76/detection/f-c6c2d0c2fc3e38a9bfa19c78066439c2f745393f1fd1c49c3c6777f697222c76-1658139681
https://www.metadefender.com/#!/results/file/bzIyMDgwOTQ2RTZ0cGozZzdpR2k4ZHRqcF8/regular/analysis

Category:

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MDS5:
SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

dropped

13514

3.8217211433441904

false

192:uU9v4pXizdrEuxwk3vp20tprpdSGFwDgO:P9v4palvvcOtpFdSGFwmO
4E8BEDA73EB7BD99528BF62B7835A3FA
DCOF263A7B2A649D11FF7B56FE9CFAC44F946036
6B835FD48DF505EB336FF6518CE7B93BBOED854DADAASC1EEED48D420291F62C

46116B8BABC719676D68FD40D2AC82F38A3D13D8A482ADFCEFC32A99170AC3420E52CC33242CCDOFA723ABF4FASEDBBICE16A09C729BFO04AE4AFBB2F67ALL
38B

false
low

I<arch>./ 0 0 0 O 94 [UUORR _pnacl_wrapper_start.__pnacl_real_irt_query_func.__pnacl_wrap_irt_query_func..shim_entry.o/ 0

0 0 644 7392 C.ELF. NaCL....X86-64.......ocverreeriiiriniencinn AL..AL.D...... D...A...t+.u.t"..AD..

..... A......AD.......f.D.<.... . clang version 3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git ce163f
dd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium. googlesource com/a/native_client/pnacl-llvm.git 7251d5b59fcal5195c94a3a7da70f0081724448f).../../
ppapi/native_client/src/untrusted/pnacl_irt_shim/shim_entry.c./mnt/data/b/build/slave/sdk/build/src/out_pnacl/x64.NACL_STARTUP_FINI.NACL_STARTUP_ENVC.
NACL_STARTUP_ARGC.NACL_STARTUP_ARGV.NaClStartupInfolndex.unsigned int.size_t.char. TYPE_na

C:\Users\user\AppData\Local\Temp\4212_1714627765\ __platform_specific\x86_64\pnacl_public_x86_64_libpnacl_irt_shim_dummy_a

Process:
File Type:
Category:

Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

current ar archive

dropped

2078

3.21751839673526

false
24:MOcpdhWE50/bZbmT3296bmT3TwQwDnvD/+R3:MHUECdaTS6aTTwXDvD/+
F950F89D06C45E63CE9862BES9E937C9
9CFAD34139CC428CEOC07A869C15B71A9632365D
945B1C8A1666CBF05E8B8941B70D9D044BAAFB59B006F728F8995072DE7C4C40

FOAFBB800A875EDCC63DEA4986179E73632B3182951A99C8B3D37DB454EFD7CC7192ECASAC87514918A858BAD6DAEABS59548CA2E90EADA9900EF5BOF08EG2
CFC

false

low

I<arch>./ 0 0O 0 O 30 e _pnacl_wrapper_start..// 20 “.dummy_shim_entry.o/./0 0 0

0 644 1840 C.ELF.......... S @.cee@ oo PH..,$J.1=..0.8<..f.Ducc NaCl....x86-64...clang version
3.7.0 (https://chromium.googlesource.com/a/native_client/pnacl-clang.git ce163fdd0f16b4481e5cf77a16d45e9b4dc8300e) (https://chromium.googlesource.com/a/native
_client/pnacl-livm.git 7251d5b59fcal5195c94a3a7da70f0081724448f)............ PAR e Srrrrrrrororononenon o (SN G Hp———— rela.text..comment..bss..group..note. GNU-

stack..rela.eh_frame..shstrtab..strtab..symtab..data..note.NACLABIXBE-64............ccooiiiiiiiiiiiiiii bbb

C:\Users\user\AppData\Local\Temp\4212_1714627765\_platform_specific\x86_64\pnacl_public_x86_64_pnacl_llc_nexe v

Process:
File Type:
Category:
Size (bytes):

Entropy (8bit):

Encrypted:
SSDEEP:
MD5:
SHAL:
SHA-256:
SHA-512:

Malicious:

Antivirus:

Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[shal]=309d6d3d463e6b1b0690f39eb226b1le4c469b2ce, stripped
dropped

14091416

5.928868737447095

false

196608:tKVXp3Qev4dg6ilfHMBKLM2J3jgjnkZ:uqufB

9B159191C29E766EBBF799FA951C581B

D1D4BBC63AB5FC1E4AS4EB7B82095A6F2CES35EE

2F4A3A0730142C5EE4FA2C05D27A5DEFC18886A382D45F5DB254B61B28ED642B

0B4FF60B5428F81B8B1BCF3328CF80CBD88D8CESES8BDBC236B06D5A54E7CF26168A3ABB348D87423DA613AB3F0B4D9B37CB5180804839F1CA158EC2B315DD
00

false

e Antivirus: Virustotal, Detection: 0%, Browse
e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

low

.NaCl....x86-64.

. F.@H..'H.. H...F...F...G...H..H
F.@G..I..1.@!..@G.. G LJLGLUL
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https://www.virustotal.com/gui/file/2f4a3a0730142c5ee4fa2c05d27a5defc18886a382d45f5db254b61b28ed642b/detection/f-2f4a3a0730142c5ee4fa2c05d27a5defc18886a382d45f5db254b61b28ed642b-1658770783
https://www.metadefender.com/#!/results/file/bzIyMDgwOTNzVkVUQWVWNE9aQWNqMm1udXRT/regular/analysis

C:\Users\user\AppData\Local\Temp\4212_1714627765\ _platform_specific\x86_64\pnacl_public_x86_64_pnacl_sz_nexe v

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ELF 64-bit LSB executable, x86-64, version 1 (SYSV), statically linked, BuildID[shal]=4b15de4ab227d5e46213978b8518d53c53celdb9, stripped
dropped

1901720

5.955741933854651

false

12288:gXqUSpBjwQ0208k+7zjidg4deuCAauOILffvCpGy4Wh3BTFmHpq82K2/KsvPyla9d:gafZwcOdNe2auOepCBTFmJIq3Kf8ksr
9DC3172630E525854B232FF71499D77C

0082C58EDCE3769E90DB48E7C26090CE706AD434

6AA1DA6C264E0AF4E32A004F4076C7557C6AC6DIC38BOCSDE97302D83FA248C3
9E9584241A39EED1463D7D4C1B26AE570B839AA315778FF3400C61341EBA43B630307DEIF1532A265CA82EA69BDEAO3ECIDI63ES59A18569C02DAB285449870F!
false

e Antivirus: Virustotal, Detection: 0%, Browse
e Antivirus: Metadefender, Detection: 0%, Browse
e Antivirus: ReversingLabs, Detection: 0%

low

.y.P.D.
D en0..0..2.74..6..7..9..~.~.z.. {..{..

C:\Users\user\AppData\Local\Temp\4212_1714627765\manifest.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

ASCII text

dropped

573

4.859567579783832

false
12:BLqG6yDIMLAMLDIG9hQ181G46XzrXc+EFfNgpaiOc+T5NgXIOcINgXL:BkyImL4mLDIJ18116XsRNqtZeNgXIZIE
1863B86D0863199AFDA179482032945F

36F56692E12F2A1EFCA7736C236A8D776B627A86
F14E451CE2314D29087B8AD0309A1C8B8EB1D847175EF46271E0EB49B4F84DC5
836556F3D978A89D3FC1FO07FCED2732A17E314ED6A021737F087E32A69BFA46FD706EBBDFD3607FF42EDCB75DC463C29B9D9D2F122504F567BB95844F579831
false

low

{."update_url": "https://clients2.google.com/service/update2/crx",.. “description": "Portable Native Client Translator Multi-CRX",. "name": "PNaCl Translator Multi-CRX",.
"manifest_version": 2,. "minimum_chrome_version™: “30.0.0.0",. "version": "0.57.44.2492",. "platforms™:[. {.  "nacl_arch": "x86-32",.  "sub_package_path": "_plat
form_specific/x86_32/". },. {.  "nacl_arch": "x86-64",.  “"sub_package_path": " _platform_specific/x86_64/". },. {.  "nacl_arch™ "arm",.  “"sub_package_pa
th": "_platform_specific/arm/". }. ].}.

C:\Users\user\AppData\Local\Temp\6def0d19-3ad6-42ac-b2ea-8479828cfa84.tmp

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

very short file (no magic)

dropped

1

0.0

false

3Ll

5058F1AF8388633F609CADB75A75DCID
3A52CE780950D4D969792A2559CD519D7EE8BC727
CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0336FC02A82E1839A8

0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCOEBC2A07E61F007BAF58FBF94FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2
5F21

false

low

C:\Users\user\AppData\Local\Temp\7ab263a1-9cc0-4892-ad6e-a9d2fd3cifa3.tmp

Process:

C:\Program Files\Google\Chrome\Application\chrome.exe
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https://www.virustotal.com/gui/file/6aa1da6c264e0af4e32a004f4076c7557c6ac6d9c38b0c5de97302d83fa248c3/detection/f-6aa1da6c264e0af4e32a004f4076c7557c6ac6d9c38b0c5de97302d83fa248c3-1654449726
https://www.metadefender.com/#!/results/file/bzIyMDgwOUg3TWc3RVRPWDlRcVhTak5DS0Q5/regular/analysis

File Type: very short file (no magic)
Category: dropped
Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:LiL

MDS5: 5058F1AF8388633F609CADB75A75DC9D

SHAL: 3A52CE780950D4D969792A2559CD519D7EE8C727

SHA-256: CDB4EE2AEA69CC6A83331BBE96DC2CAA9A299D21329EFB0O336FC02A82E1839A8

SHA-512: 0B61241D7C17BCBB1BAEE7094D14B7C451EFECC7FFCBD92598A0F13D313CCI9EBC2A07E61F007BAF58FBFI4FF9A8695BDD5CAE7CEO3BBF1E94E93613A00F2
5F21

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Temp\c353d72b-7c0d-4c8f-b7d9-11b230aebd91.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit):  7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjJCiUXZSk+QSVh85PxEalRVHmMCcldIR6YYfEp4ABUGDcaKKkirv:k30F4Z4h45P99FId9RBQY BVcaxinfL

MD5: 541F52E24FE1EF9F8E12377A6CCAEOCO

SHAL: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6G

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6BI6A7CCB6D718741BDF7D9A37F53B2EB4B98AALA78BCACFA57D6E763AABI7276C8F9088940AC0476690D4D46023FF4BF52F3326(
88

Malicious: false

Reputation: low

Preview: (S Ne—— (MR SRAT] S— ([ S— \7c.<....... Ft0.8.2'5..gk...%....2...C.F.9.#..e.xQ....... [..L]..3> T 7. (yM...2V.<2.......1.a..02d..... A H...MpB..T.m..Vn Ip..>k.|
1..n.<Fb.f.*Q1..

.k..e.&.1.6r[yuU...%..f.
L2UL W WLLL2L RGHLLW.

C:\Users\user\AppData\Local\Temp\cea2846e-1c0a-47c9-bbca-001636f84f28.tmp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: Google Chrome extension, version 3

Category: dropped

Size (bytes): 248531

Entropy (8bit):  7.963657412635355

Encrypted: false

SSDEEP: 3072:r+nmRykNgoldZ8GjICIUXZSk+QSVh85PxEalRVHmMcIdIR6YYfEp4ABUGDcaKkirv:k30F4Z4h45P99FId9RBQYBVcaxInfL

MD5: 541F52E24FE1EF9F8E12377A6CCAEOCO

SHA1L: 189898BB2DCAE7D5A6057BC2D98B8B450AFAEBB6

SHA-256: 81E3A4D43A73699E1B7781723F56B8717175C536685C5450122B30789464AD82

SHA-512: D779D78A15C5EFCA51EBD6BI6A7CCB6D718741BDF7D9A37F53B2EB4B98AALA78BCACFAS7D6E763AABI7276C8F9088940AC0476690D4D46023FF4BF52F3326(
88

Malicious: false

Reputation: low

Preview: Cr4.............. 0.."0..* H...ood (O RPN \7c.<....... Fto.8.2'5..9k...%....2...C.F.9.#.e.xQ....... [..L]..3> . uT. 7. (yM...2V.<2.......1.a..07d.... A H...\MpB..T.m..Vn Ip..>k.|
1.n.<Fb.f.*Q1.....5..2..{*6....Pp....0bM..1......b1......(UN.'Z.....v.F.W.X4."*eu...b......... \.Fl..b...I5...2J.q......L]....W[TO.6....E......%Z.vFm.9..5!,.~g5.....t...]....+A.....U..
Lko.e. & 16ryu..%. f.... . N.V..<+..|l}{.z.)yn.')....b..508K%.0.9.D.S.F50.<(.>..\N.X.I.2"L.w..7fl~.c4.E...0.0.*H......0...).  .b*$wW\$.q&]zF_2..
52U WLL.2. R WL LK SW.$ ... +MLHZ.N U bl { K@]6.LIP/...] (A L) HL QMG . ix. #.29)..[.2...0K . 1S, Y. %.Ky...0.. {1+~ d. 2
).(6.@7?v.;~..2..c..[0YO..*H.=...* H=...B..........l..2..+Y.l.k.bR.j5SI. 8....... H"i.-l..".Q.{...FOD. .0...|l.. A.L.+.=..kP.L.1..

C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\ _locales\bg\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 796
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Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

4.864931792423268

false
12:1HEJMLKSIWZGGMLKSIwWZ+WYpU34f145Gb+dgoxTyO8ZpU34f1L0frhmJ030yZnLt:1HE7n4gn8WYpYrbhz8ZpotHOGAOf6aD
6F8E288A9AD5B1ED8633B430E2B4D4CA

F671D3D4BEFA431D1946D706F4192D44E29B6F08
Al114E2783D0E9B12155017323BA70838F0F82A71C7EESDC1F115AE36991241F8

OF87F3F0D115B872288949E59ACD3CD41B1FBC64A622D8FDAGD71FAFC5A900D92ADFBBOE7EB926F2A8759BBAA0896D48728FB719BBFS5EF54AC21027328F770
oc

false

low

{.. "app_description": {..  "message": "........ ... cccoeue. .. Chrome".. },.. "app_name":{.. "message": ".................. Chrome".. },.. "craw_app_unavailable™: {..

"message": " ".. }.. "craw_connect_to_network™ {..  "message": "...., ... ... ..t "iap_unavailable™: {..  "message": "
"jwt_retrieve_failed": {..  "message": "The transaction could not be completed.".. },.. "please_sign_in": {.. = "message'

C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\_locales\ca\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

675

4.536753193530313

false
12:1HEJOgbbGGOgbb+WYpU34g3YbiLO+dgyGFoO8ZpU34+puiPmb030yZnLAOfTYABk:1HE5baib6WYpm31Lt0Z8Zp8pxOGAOFKD
1FDAFC926391BD580B655FBAF46ED260

C95743C3F43B2B099FEBEBC5BD850F0C20E820AC
C67898B67F9C9209EAFDA6532B62D5789863CFB855998DD6A70E7775316CEC20

39D95D45C5746DA3BAATAEBA3344EA17D7A7C3569C2A56959FF119261DA08C747A320FCF701AC72B8DBDBF8BF06FD8B239017A282CDDA444F3826D4EC672CI
B4

false
low

{.. "app_description":{..  "message": "Sistema de pagaments de Chrome Web Store".. },.. "app_name™ {.. "message": "Sistema de pagaments de Chrome Web
Store".. },.. "craw_app_unavailable™ {..  "message": "Ara mateix aquesta aplicaci. no est. disponible.".. },.. "craw_connect_to_network": {..  "message": "C
onnecteu-vos a una xarxa.".. },.. "iap_unavailable™: {..  "message": "La funci. Pagaments a l'aplicaci. no est. disponible actualment.”.. },.. “jwt_retrieve_failed" {..
"message": "The transaction could not be completed.”.. },.. “please_sign_in":{.. = "message": "Inicieu la sessi. a Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\ _locales\cs\messages.json

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:

Malicious:
Reputation:

Preview:

C:\Program Files\Google\Chrome\Application\chrome.exe

UTF-8 Unicode text, with CRLF line terminators

dropped

641

4.698608127109193

false
12:1HEJfZGGfZ+WYpU340Bh+dgN/O8ZpU34j05U030yZnLAOFTYWCc:1HEI4AG8WY pdt8Zpg5TOGAOFW
76DEC64ED1556180B452A13C83171883

CFB1E56FD587BCDC459C1D9A683B71F9849058F9
32290D69A90E6BAAC428B10382C99221B12773BB9A184F3BI93DFB48A4F6D7A40

5230A217968D5DC463E2E92D704544311A721E5CEF65C3125CBD8DEBIC0293D3BFB5C820A6011ABF77095FDEE7DAF67D541DC202B0C9CDB0908CBB85D8488!
CB

false

low

{.. "app_description":{.. = "message": "Platby Internetov.ho obchodu Chrome".. },. "app_name":{.. "message": "Platby Internetov.ho obchodu Chrome".. },..
"craw_app_unavailable": {..  "message": "Aplikace v sou.asn. dob. nen. dostupn. .. "craw_connect_to_network": {..  "message": "P.ipojte se pros.m k s.ti."..
},.. "iap_unavailable™: {..  "message": "Platby v aplikaci aktu.In. nejsou k dispozici.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be
completed.".. },.. "please_sign_in":{..  "message": "P.ihlaste se do Chromu.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\ _locales\da\messages.json

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):

Encrypted:

C:\Program Files\Google\Chrome\Application\chrome.exe
UTF-8 Unicode text, with CRLF line terminators

dropped

624

4.5289746475384565

false
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SSDEEP: 12:1HEJIMKKFZGGJIMKKFZ+WYpU340Hu+dgxICZ08ZpU34J4Wu030yZnLAOTYzD:1HErMKIgMKVWYpM6EIL8ZpDNOGAOfID

MDS5: 238B97A36E411E42FF37CEFAF2927ED1

SHA1L: 4E4A7AC90BA24C8F4724D9293FA40CFD4ADABEFEQ

SHA-256: 4977D4A053542FF66967FAED6B06585DD70E68E20BFEB533B66FE3287F9655D9

SHA-512: FD0742D47B5F5AB9AADIBAC3D57F63CB693EO60EECE123A72036C6E92156D099495C7E9E9CCE6DCE3EEBCDDCC4B4C81FB47E4C9559DA3EBA024780FFF10C5
EOA

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Betalinger i Chrome Webshop".. },.. "app_name"™: {. "message": "Betalinger i Chrome Webshop".. },.. "craw_app_u
navailable": {.. ~ "message": "Appen er ikke tilg.ngelig i .jeblikket.".. },.. “"craw_connect_to_network": {.. = "message": "Opret forbindelse til et netv.rk.".. },..
"jap_unavailable™: {..  "message": "Betaling i appen er ikke tilg.ngelig i .jeblikket.".. },.. "jwt_retrieve_failed": {..  "message": "The transaction could not be comp
leted.".. },.. "please_sign_in":{.. "message": "Log ind p. Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\_locales\de\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 651

Entropy (8bit):  4.583694000020627

Encrypted: false

SSDEEP: 12:1HEJQ1ZGGQ1Z+WYpU34pCEMT+dgIMICTO8ZpU34p6FK6030yZnLAOFTYJI6K:1HEZWWY p3Bewv8Zp7k4OGAOfQj

MD5: 6B3E916E8C1991AA0453CBAOOFEDCAAA

SHAL: D6366D15912E40CA107FD42BFE9579C3336A51F9

SHA-256: A62FFAB910E31531758EEE48B2CC71A8857BEC3021DEAD50B668CBA3C8667053

SHA-512: 87EA4311B61F29543B13F3E17DFA919D0C320B4FE370CC152E0B1514BCA79B0ABB526DDCF08621D6EBFA48923EE8FB4C667EFB120A72BD9583EEBEE7BFB80
552

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": "Chrome Web Store-Zahlungen".. },.. "app_name™ {..  "message": "Chrome Web Store-Zahlungen®.. },.. "craw_app_una
vailable™: {..  "message": "Die App ist momentan nicht verf.gbar.".. },.. “craw_connect_to_network": {.  “"message": "Bitte stellen Sie eine Verbindung zu einem
Netzwerk her.".. },.. “iap_unavailable": {..  "message": "In-App-Zahlungen sind momentan nicht m.glich.".. },.. “jwt_retrieve_failed": {..  "message": "The trans
action could not be completed.”.. },.. "please_sign_in":{.. = "message": "Bitte melden Sie sich in Chrome an.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\ _locales\el\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 787

Entropy (8bit):  4.973349962793468

Encrypted: false

SSDEEP: 24:1HEw+aZ+6WYpbWZe80A08ZpCGyDVWIOGAOf+XD:WguYpCZnpEZbGoD

MD5: 05C437A322C1148B5F78B2F341339147

SHA1L: AB53003A678E44A170E73711FBD9949833BBF3AA

SHA-256: A052C32B4FCAC61152EBOADB2C260FB6A8256AD104AA0013DB93E9798D41A070

SHA-512: C36CB9202A34356DD06D377E2A088F428D0BBEBE7D2E54F8380485E9D94A0598D7F651C1E7A2FD55BE481D49C02B0812F2BA335E08611EC85EEO0BD60784A6B¢
0

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "........ ... Chrome Web Store".. },.. "app_name™: {.. "message": "....... ... Chrome Web Store".. },.. “"craw_app_unavail
able™: {.. "message":". ".. },.. "craw_connect_to_network": {.. = "message": "...... .. ... ....... ".. }.. “iap_unavailable": {..
"message”: ".. .ot s v }.. "jwt_retrieve_failed": {..  "message": "The transaction could not be completed.”.. },.. "please_sign_in":
{..  "message": "......... Chrome.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\ _locales\en\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit): 4.483686991119526

Encrypted: false
SSDEEP: 12:1HEJ6GG6+WYpU340uFpR+dgGfFZ08ZpU34aEGFpRO30yZnLAOITYdD:1IHEVSWYpVp0JS8Zp5KpaOGAOfuD
MDS5: 91F5BC87FD478A007EC68C4EBADF11AC
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SHAL: D07DD49E4EF3B36DAD7D038B7E999AE850C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3D9CY

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EEOBD8A9769D929FEEFE84D1015145E6664AB5FEA114DF5A864CF963BFI8AGE
FFD9

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Chrome Web Store Payments".. },.. "app_name": {.. "message": "Chrome Web Store Payments".. },.. "craw_app_unava
ilable": { "message": "App currently unavailable.".. },.. "craw_connect_to_network™ {.. = "message": "Please connect to a network.".. }, iap_unavailable": {..
"message": "In-App Payments is currently unavailable.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },.. "please_sign_in":
{..  "message": "Please sign into Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\_locales\en_GB\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 593

Entropy (8bit):  4.483686991119526

Encrypted: false

SSDEEP: 12:1HEJ6GG6+WYpU340uFpR+dgGfFZ08ZpU34aEGFpRO30yZnLAOTYdD: IHEVSWYpVp0JS8Zp5KpaOGAOfuD

MD5: 91F5BC87FD478A007EC68C4EBADF11AC

SHA1L: D07DD49E4EF3B36DAD7D038B7E999AEB50C5BEF6

SHA-256: 92F1246C21DD5FD7266EBFD65798C61E403D01A816CC3CF780DB5C8AA2E3DICI

SHA-512: FDC2A29B04E67DDBBD8FB6E8D2443E46BADCB2B2FB3A850BBD6198CDCCC32EEOBD8A9769D929FEEFEB4D1015145E6664AB5FEA114DF5A864CFI63BFI8AGE
FFD9

Malicious: false

Reputation: low

Preview: {.. "app_description":{.. = "message": "Chrome Web Store Payments".. },.. "app_name": {.. “"message": "Chrome Web Store Payments".. },.. "craw_app_unava
ilable™ {..  "message": "App currently unavailable.".. },.. “craw_connect_to_network™ {..  "message": "Please connect to a network.".. },.. “iap_unavailable": {..
"message": "In-App Payments is currently unavailable.".. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be completed.".. },.. "please_sign_in":
{.. "message": "Please sign into Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\_locales\es\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 661

Entropy (8bit):  4.450938335136508

Encrypted: false

SSDEEP: 12:1HEJHIbGGHIb+WYpU34ubdDH+dgxbFxTO8ZpU34IPbdIVo030yZnLAOfTY6xjD:1HEvaC6WY pcDeEFxq8ZpNISOGAOfD

MD5: 82719BD3999AD66193A9BOBB525F97CD

SHA1L: 41194D511F1ACC16C1CA828AC81C18C8C6B47287

SHA-256: 4DB9B2721E625C18B9E05C04B31AF5D9694712F1CAAF6219ABE34BB0OSESDB1CY

SHA-512: D4C49B43427799B6292CEED11CACB1D76F7CE43EBF402B43B638A6EB2B414ED0981E386CB8CDFOB51D1BD9552934FE25B2F6392266BB73D8C9A691F65BCEO:
28

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": "Sistema de pagos de Chrome Web Store".. },.. "app_name™ {.. "message": "Sistema de pagos de Chrome Web Store"..
},.. "craw_app_unavailable™: {..  "message": "Esta aplicaci.n no est. disponible en este momento.".. },.. "craw_connect_to_network™ {..  "message": "Con.ctate a
unared.".. },.. "iap_unavailable™ {..  "message": "Los pagos en la aplicaci.n no est.n disponibles en este momento.".. },.. "jwt_retrieve_failed": {.. = "message":
"The transaction could not be completed.".. },.. "please_sign_in":{..  "message": "Inicia sesi.n en Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\_locales\es_419\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 637

Entropy (8bit): 4.47253983486615

Encrypted: false

SSDEEP: 12:1HEJHIbGGHIb+WYpU34ubdDH+dgxbFxTO8ZpU34GLO030yZnLAOITYiJD:1HEvaC6WY pcDeEFxq8Zp4LIOGAOfvD
MD5: 6B2583D8D1C147E36A69A88009CBEBC7

SHAL: 4DADEEB4BE6AA0181825F3371A761ABC5B4D5937

SHA-256: 6659BC3705311D7641A73995DCFEA80C7734F2FAEBBC3787B3892A240348324F
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SHA-512: 37FODBFCC1B5A2B8E4C92C49D2D9DEEF25616421350324F57E0149A45A6CCB437F5E3CBEY7412C4B5DBBF2593783C7DF71E9C25A851AEAEGE4764C545723F4

53

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Sistema de pagos de Chrome Web Store".. },.. "app_name™ {.. "message": "Sistema de pagos de Chrome Web Store"..
},.. "craw_app_unavailable™ {..  "message": "Esta aplicaci.n no est. disponible en este momento.".. },.. "craw_connect_to_network™: {..  "message": "Con.ctate a
unared.".. },. "iap_unavailable™ {.. "message": "En este momento, Pagos En-Apps no est. disponible.".. },.. "jwt_retrieve_failed": {..  "message": "The tr
ansaction could not be completed.".. },.. "please_sign_in":{.. = "message": "Accede a Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\ _locales\et\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 595

Entropy (8bit):  4.467205425399467

Encrypted: false

SSDEEP: 12:1HEJfPGGGIPG+WYpU34Ze7z+dgrw908ZpU34ZwZz030yZnLAOFTYgoLIR:1HEdvqIWYpTeObk8ZpT/OGAOfULIR

MD5: CFF6CB76EC724B17C1BC920726CB35A7

SHA1L: 14ED068251D65A840F00C05409D705259D329FFC

SHA-256: C85800BF45942FCC7FD6B1DF929C25F9CC2A977A6678966BD03D4B6B6IBBIAFD

SHA-512: 53D7D01BB30C0306DE65A79FD9551D2E8C1F71F4F45F71906B009071CB3EOF231E6A50FDD78773E9B4DE94085BC7B97F829842FA21A89A2080D33458B745C46F

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": "Chrome'i veebipoe maksed".. },.. "app_name":{.. = "message": "Chrome'i veebipoe maksed".. },.. "“craw_app_unavail
able™ {..  "message": "Rakendus pole praegu saadaval.".. },.. “craw_connect_to_network™ {.. = “"message": "Looge .hendus v.rguga.".. },.. “iap_unavailable": {..
"message"”: "Rakendt i d maksed ei ole praegu saadaval.”.. },.. "“jwt_retrieve_failed": {..  "message": "The transaction could not be completed.".. },..
"please_sign_in": {..  "message": "Logige Chrome'i sisse.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\ _locales\fi\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 647

Entropy (8bit):  4.595421267152647

Encrypted: false

SSDEEP: 12:1HEJRuzGGRuz+WYpU34ujSBu+dgY08ZpU34J+Bu030yZnLAOfTY5HN: 1IHEFcWYpPNa8ZpD+FOGAOfEHN

MD5: 3A01FEE829445C482D1721FF63153D16

SHA1L: F3EAAADDCO03F943FC88B30B67F534AA13E3336DD

SHA-256: 0BDES54B20845124113383B6EB81E43A0F05E4EBOC44BEE3C1DFACACCS5FEC2836

SHA-512: 3B92B6C86D30FD36AA3CEFF8773BA60C3FC5CC19C693540137044C5838A5503895C770C0336A4D0A3DB5E42F3FB36274D8D3F85B9DCA2F3ECOE974FDDBOBE,
D8

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": "Chrome Web Storen maksut".. },.. "app_name" {.. "message": "Chrome Web Storen maksut".. },.. “craw_app_unavail
able™ {..  "message": "Sovellus ei ole t.II. hetkell. k.ytett.viss..".. },.. "craw_connect_to_network": {.. ~ "message": "Muodosta verkkoyhteys.".. },.. “iap_unavai
lable": {..  "message": "Sovelluksen sis.iset maksut eiv.t ole t.Il. hetkell. k.ytett.viss..".. },.. “jwt_retrieve_failed": {.. = "message": "The transaction could not be
completed.”.. },.. “"please_sign_in":{..  "message": "Kirjaudu sis..n Chromeen.".. }.}..

C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\ _locales\fil\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 658

Entropy (8bit):  4.5231229502550745

Encrypted: false

SSDEEP: 12:1HEJADIbGGADIb+WYpU34hTUT+dgHfZAFFZO8ZpU34hTjzeTO30yZnLAOfTYHfvF:1HEYah6WYp7TUSoxOS8Zp7TOsOGAOfqV

MD5: 57AF5B654270A945BDA8053A83353A06

SHAL: EEEF7A4F869F97CF471A05D345E74F982D15E167

SHA-256: EC002ED92359F67818B49455DFC579E140368E6A004080AF022FD4F57F6B03F2

SHA-512: 5FOAE839FCF3F4EA48FF41A76655AE0F3821564AFD5D42FBBOFBBIA3SESDSF7BB5E9B6F71064588CD441261F644095A44A755C134CE546D506D9A21E488BAFS
2

Malicious: false
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Reputation: low

Preview: {.. "app_description":{..  "message": "Mga Pagbabayad sa Chrome Web Store".. },.. "app_name": {.. "message": "Mga Pagbabayad sa Chrome Web Store"..
},.. "craw_app_unavailable™: {.. = "message": "Kasalukuyang hindi available ang app.".. },.. "craw_connect_to_network": {.. = "message": "Mangyaring kumonekta
saisang network.".. },.. "iap_unavailable™:{.. "message": "Kasalukuyang hindi available ang Mga Pagbabayad na In-App.".. },.. "jwt_retrieve_failed": {..
"message": "The transaction could not be completed.”.. },.. "please_sign_in":{.. = "message": "Mangyaring mag-sign in sa Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\ _locales\fr\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 677

Entropy (8bit):  4.552569602149629

Encrypted: false

SSDEEP: 12:1HEJALfInbGGALf/nb+WYpU340wdgbyb+dgdQjO8ZpU34ITQpGnbyb030yZnLAO8:1HE4HNalHN6WYpNdgpY8ZpSTQWNBOGAh

MD5: 8D11C90F44A6585B57B933AB38D1FFF8

SHAL: 3F9D44EAB807069A32AACA2AAADO2FD892E6CCI0

SHA-256: 599491F8C52B945C16C441ADF45BFD45AFAE046DA07757D97C56AFADE75ED3B5

SHA-512: D7EF7F5AD7EF1A1595825D79B69E2B1E988AD3CF1F3881496FCCD30F241E4E9C6E457F9F5D0F855DE3536DB7A40C3E1C55946B50D3F556F4A35285066A0CD6!
7

Malicious: false

Reputation: low

Preview: {.. "app_description": {.. = "message": "Paiements via le Chrome.Web.Store".. },.. "app_name":{.. "message": "Paiements via le Chrome.Web.Store".. },..
"craw_app_unavailable™: {..  "message": "Application indisponible pour le moment.".. },.. "craw_connect_to_network": {.. = "message": "Veuillez vous connecter . un
r.seau.".. },.. "iap_unavailable™ {..  "message": "Les paiements via I'application ne sont pas disponibles pour le moment.".. },.. "“jwt_retrieve_failed": {..
"message": "The transaction could not be completed.”.. },.. “please_sign_in":{..  "message": "Veuillez vous connecter . Chrome.".. }..}..

C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\ _locales\hi\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 835

Entropy (8bit):  4.791154467711985

Encrypted: false

SSDEEP: 24:1HES07J0JWYp9vnCSVLP8Zp6CsOGAOf8SLM:Wh7qgYplCMLUph1GiSLm

MD5: E376D757C8FD66AC70A7D2D49760B94E

SHAL: 1525C5B1312D409604F097768503298EC440CC4D

SHA-256: 8106D98C4F8DA16DB698444409558E29CC96735E188BFA303C333A5D99231C1D

SHA-512: 673F3F259AF2946E4F49BBED14A2A70D44BFOFDA9D7A71DC9172BA9B7B3C7F7062B16D29682B638D485B0520ED6FI9E7A735F28C7C719B539559005B69FA755!

Malicious: false

Reputation: low

Preview: {.. "app_description":{..  "message": "Chrome ... ..... ...... ".. }.. "app_name":{.. "message": "Chrome ...........".. }.. “craw_app_unavailable™:{.. = "messa
ge"" .. }.. “"craw_connect_to_network": {..  "message": " .. }.. “iap_unavailable": { "message”: "..-
}... “jwt_retrieve_failed": {..  “"message": "The transaction could not be completed.”.. },.. "please_sign_in":{.. = "message": "..... Chrome ... ....

C:\Users\user\AppData\Local\Temp\scoped_dir4212_1704560113\CRX_INSTALL\_locales\hr\messages.json

Process: C:\Program Files\Google\Chrome\Application\chrome.exe
File Type: UTF-8 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 618

Entropy (8bit):  4.56999230891419

Encrypted: false

SSDEEP: 12:1HEJGiimxmbZGGGiimxmbZ+WYpU340BOEuhoplO+dgcapZ08ZpU34GiiZrMrQphK: 1THE4H4TH8WY pNjTta28ZpQVLPOSOGAOK

MDS5: 8185D0490C86363602A137F9A261CC50

SHA1L: 5BD933B874441CEACB9201CCC941FF67BAED6EDCO

SHA-256: A2B2EC359A9DDIDCCCE02859CE1E738BD30FAA4A05F1DC522893FFDF722BBC15

SHA-512: D7629978FC031EA5F716F9C1065FB2FEAB48C15F10CD68830DC966FA1002C03DDC7ACDE314C7D075FI9F3A0A68552A6ACBCCDEE24CF20B6C3DD1BCE6562D0
96E

Malicious: false

Reputation: low

Preview: {.. "app_description": {..  "message": "Pla.anja u web-trgovini Chrome".. },.. "app_name": {..  "message": "Pla.anja u web-trgovini Chrome".. },.. "craw
_app_unavailable™: {.  "message": "Aplikacija trenuta.no nije dostupna.".. },.. "craw_connect_to_network™ {..  "message": "Pove.ite se s mre.om.".. },..
"iap_unavailable": {..  "message": "Pla.anje u aplikaciji trenuta.no nije dostupno.”.. },.. "jwt_retrieve_failed": {.. = "message": "The transaction could not be comple
ted.".. },.. "please_sign_in":{..  "message": "Prijavite se na Chrome.".. }.}..
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Static File Info

@ No static file info

Network Behavior

@ No network behavior found

Statistics

Behavior

@ chrome.exe
@ chrome.exe
@ chrome.exe

System Behavior

Click to jump to process

Analysis Process: chrome.exe PID: 4212, Parent PID: 612

General

Target ID: 0

Start time: 06:45:29

Start date: 11/08/2022

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized “about:blank
Imagebase: 0x7ff7f6290000

File size: 2150896 bytes

MD5 hash: C139654B5C1438A95B321BB01AD63EF6

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: low

File Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.
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File Path

File Path

Old File Path

File Path

Registry Activities

Attributes

Access

New File Path

Offset Length Value Ascii

Analysis Process: chrome.exe PID: 2344, Parent PID: 4212

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

1

06:45:31

11/08/2022

C:\Program Files\Google\Chrome\Application\chrome.exe

false

Options Completion
Completion
Completion
Completion

Count Source Address

Count Source Address Symbol

Count Source Address Symbol

Count Source Address Symbol

"C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --field-trial-handle=1604,10036

612460066641009,12631264847609634138,131072 --lang=en-US --service-sandbox-type=network --enable-audio-service-sandbox --mojo-platform-channel-

handle=1920 /prefetch:8

0x7ff7f6290000

2150896 bytes
C139654B5C1438A95B321BB01AD63EF6
true

true

C, C++ or other language

low

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion
File Path Completion
Old File Path New File Path Completion

File Path Offset Length Value Ascii Completion
Registry Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path Name Type Old Data New Data Completion

Analysis Process: chrome.exe PID: 5208, Parent PID: 612

General
Target ID:
Start time:
Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:
File size:

MD5 hash:

2

06:45:31

11/08/2022

C:\Program Files\Google\Chrome\Application\chrome.exe

false

C:\Program Files\Google\Chrome\Application\chrome.exe" “https://na4.documents.adobe.com/public/esign?tsid=CBFCIBAA3AAABLbIgZhCIIJU6FeucOhETV

6RYBr3p6zc-EYkicTEt2WarWwXEr20g_PRd3W5v0_Jmux1_Xb97kQ7gSviGWdMDmMKvMNxgk&

0x7ff7f6290000
2150896 bhytes
C139654B5C1438A95B321BB01AD63EF6
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Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

true

true

C, C++ or other language

low

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion
File Path Offset Length Value Ascii Completion
Registry Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path Name Type Old Data New Data Completion
Disassembly

@ No disassembly
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