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Windows Analysis Report

vy3mvlAaCZ.exe
Overview
General Information Detection Signatures Classification
Sample vy3mvlAaCZ.exe
Name: MALICI Antivirus / Scanner detection for sub...
Analysis ID: 694561 Yara detected Gandcrab
MD5: . .
1873a210d41acd. Multi AV Scanner detection for subm...
SHAL:
G T Malicious sample detected (through...
SHA256: 34¢779bada9918. )
Yara detected ReflectiveLoader
Tags: exe
Machine Learning detection for sam...
Infos: E Q &‘ -

Found API chain indicative of sandb...

B a

£aane Uses 32bit PE files

=0oq Gandcrab,

srRBa Reflectiveloader Yara signature match

oRBER G0

n a Range: 0-100 Antivirus or Machine Learning detec...
LOLW-N.

nEnma Whitelisted: false One or more processes crash
82BAa i .

- = Confidence: Lo0% Extensive use of GetProcAddress (...

Process Tree

= System is w10x64
e [E1 vy3mvlAaCZ.exe (PID: 4876 cmdline: "C:\Users\user\Desktop\vy3mviAaCZ.exe" MD5: 1873A210D41ACDEF243E921F3810803A)

. @ WerFault.exe (PID: 5556 cmdline: C:\Windows\SysWOWe64\WerFault.exe -u -p 4876 -s 244 MD5: 9E2BBACAD48ECCA55C0230D63623661B)
= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

Initial Sample
Source Rule Description Author Strings
vy3mvlAaCZ.exe ReflectiveLoader Detects a Florian Roth e 0x10bb8:$x1: ReflectiveLoader
unspecified hack e 0x22a82:$x1: ReflectiveLoader
tool, crack or
malware using a
reflective loader -
no hard match -
further
investigation
recommended
vy3mvlAaCZ.exe SUSP_RANSOM  Detects Florian Roth e 0x22246:$: DECRYPT.txt
WARE_Indicator_J ransomware e 0x22298:$: DECRYPT.txt
ul20 indicator
vy3mvlAaCZ.exe JoeSecurity_Gand Yara detected Joe Security
crab Gandcrab
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Source

vy3mvlAaCZ.exe

vy3mvlAaCZ.exe

Memory Dumps

Source

00000000.00000000.245248634.0000000001163000.00000
008.00000001.01000000.00000003.sdmp

00000000.00000000.245248634.0000000001163000.00000
008.00000001.01000000.00000003.sdmp

00000000.00000002.256573776.0000000001164000.00000
008.00000001.01000000.00000003.sdmp

00000000.00000002.256573776.0000000001164000.00000
008.00000001.01000000.00000003.sdmp

00000000.00000000.246907698.0000000001164000.00000
008.00000001.01000000.00000003.sdmp

Unpacked PEs

Source

0.2.vy3mvlAaCZ.exe.1164250.1.raw.unpack

0.2.vy3mvlAaCZ.exe.1164250.1.raw.unpack

0.2.vy3mviAaCZ.exe.1164250.1.raw.unpack
0.2.vy3mviAaCZ.exe.1164250.1.raw.unpack

0.2.vy3mviAaCZ.exe.1164250.1.raw.unpack

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

AV Detection

Rule

JoeSecurity_Refle
ctiveLoader

INDICATOR_SUS
PICIOUS_Reflectiv
elLoader

Description Author
Yara detected Joe Security
ReflectiveLoader

detects Reflective  ditekSHen

DLL injection
artifacts

Click to see the 2 entries

Rule

JoeSecurity_Gand
crab

JoeSecurity_Refle
ctiveLoader

JoeSecurity_Gand
crab

JoeSecurity_Refle
ctiveLoader

JoeSecurity_Gand
crab

Description Author
Yara detected Joe Security
Gandcrab

Yara detected Joe Security
ReflectiveLoader

Yara detected Joe Security
Gandcrab

Yara detected Joe Security
ReflectiveLoader

Yara detected Joe Security

Gandcrab

Click to see the 5 entries

Rule

ReflectiveLoader

SUSP_RANSOM
WARE_Indicator_J
ul20

JoeSecurity_Gand
crab

JoeSecurity_Refle
ctiveLoader

INDICATOR_SUS
PICIOUS_Reflectiv
elLoader

Description Author

Detects a Florian Roth
unspecified hack

tool, crack or

malware using a

reflective loader -

no hard match -

further

investigation

recommended

Detects Florian Roth
ransomware

indicator

Yara detected Joe Security

Gandcrab

Yara detected Joe Security
ReflectiveLoader

detects Reflective  ditekSHen

DLL injection
artifacts

Click to see the 79 entries

Strings

e 0x22a81:$sl: _ReflectiveLoader@
e 0x22a82:$s2: ReflectiveLoader@

Strings

Strings

e 0x10032:$x1: ReflectiveLoader

e Oxf7f6:$: DECRYPT.txt
e 0xf848:$: DECRYPT.txt

e 0x10031:$sl: _ReflectiveLoader@
e 0x10032:$s2: ReflectiveLoader@

Antivirus / Scanner detection for submitted sample

Copyright Joe Security LLC 2022
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Multi AV Scanner detection for submitted file

Machine Learning detection for sample

Spam, unwanted Advertisements and Ransom Demands m [::l

Yara detected Gandcrab

System Summary I m [::l

Malicious sample detected (through community Yara rule)

Data Obfuscation - m [::l

Yara detected ReflectiveLoader

Malware Analysis System Evasion m [::l

Found API chain indicative of sandbox detection

Mitre Att&ck Matrix
Initial . . Privilege Defense Credential . Lateral . . . Command Network Remf)te
Access Execution Persistence Escalation | Evasion Access Discovery Movement Collection Exfiltration and Effects Service Impact
Control Effects
Valid Path 0os Remote Exfiltration Eavesdrop Remotely  Modify
Accounts Native APl  Interceptio  Process Virtualizatio Credential = System Services Archive Over Other Encrypted  on Insecure Track System
n Injection n/Sandbox  Dumping Time Collected Network Channel Network Device Partition
Evasion Discovery Data Medium Communic  Without
ation Authorizati
on
Default Scheduled  Boot or Boot or LSASS Remote Data from  Exfiltration  Junk Data  Exploit SS7 Remotely  Device
Accounts  Task/Job Logon Logon Software Memory Security Desktop Removable Over to Redirect Wipe Data  Lockout
Initializatio  Initializatio ~ Packing Software Protocol Media Bluetooth Phone Without
n Scripts n Scripts Discovery Calls/SMS  Authorizati
on
Domain At (Linux)  Logon Logon Security SMB/Wind Data from  Automated Steganogra Exploit SS7 Obtain Delete
Accounts Script Script Process Account Virtualizatio ows Admin  Network Exfiltration  phy to Track Device Device
(Windows)  (Windows) Injection Manager n/Sandbox = Shares Shared Device Cloud Data
Evasion Drive Location Backups
Local At Logon Logon NTDS Distributed  Input Scheduled  Protocol SIM Card Carrier
Accounts  (Windows)  Script Script Obfuscated System Component Capture Transfer Impersonati  Swap Billing
(Mac) (Mac) Files or Information Object on Fraud
Information Discovery  Model
Cloud Cron Network Network Software LSA SSH Keylogging Data Fallback Manipulate Manipulate
Accounts Logon Logon Packing Secrets Remote Transfer Channels Device App Store
Script Script System Size Limits Communic Rankings
Discovery ation or Ratings

Behavior Graph
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Behavior Graph
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started

C:\ProgramData\Microsoft\...\Report.wer, Linle-endian@

Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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GNLQONH... ZUYYDIDFVF

GIBHWQ, NIRMEKA

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
vy3mvlAaCZ.exe 86% Virustotal Browse
vy3mvlAaCZ.exe 74% Metadefender Browse
vy3mvlAaCZ .exe 96% ReversingLabs Win32.Ransomwar
e.GandCrab
vy3mvlAaCZ.exe 100% Avira TR/Crypt.EPACK.
Gen2
vy3mvlAaCZ.exe 100% Joe Sandbox ML

Dropped Files

@ No Antivirus matches

Unpacked PE Files

Source Detection Scanner Label Link Download

0.0.vy3mvlAaCZ.exe.1150000.4.unpack 100% Avira TR/Crypt.EPAC Download File
K.Gen2

0.0.vy3mvlAaCZ.exe.1150000.2.unpack 100% Avira TR/Crypt.EPAC Download File
K.Gen2

0.2.vy3mvlAaCZ.exe.1150000.0.unpack 100% Avira TR/Crypt.EPAC Download File
K.Gen2
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https://www.virustotal.com/gui/file/34c779bada9918972748153c3f618d6656148748478beec1ec57c7bb5e363593/detection/f-34c779bada9918972748153c3f618d6656148748478beec1ec57c7bb5e363593-1641935730
https://www.metadefender.com/#!/results/file/bzIyMDExNDQ5ZVgyWFp6RF85WUo5WHJTMFE/regular/analysis

Source

0.0.vy3mvlAaCZ.exe.1150000.0.unpack

Domains

@ No Antivirus matches

URLs

@ No Antivirus matches

Domains and IPs

Contacted Domains

@ No contacted domains info

World Map of Contacted IPs

@ No contacted IP infos

General Information

Joe Sandbox Version:

Analysis ID:

Start date and time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes

analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:
Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Copyright Joe Security LLC 2022

35.0.0 Citrine

694561

2022-08-31 23:50:59 +02:00

CloudBasic

Oh 5m 26s

false

light

vy3mvlAaCZ.exe

default.jbs

Detection

100%

Scanner

Avira

Label

TR/Crypt.EPAC
K.Gen2

Link

Download

Download File

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 104, IE 11, Adobe Reader DC 19, Java 8 Update 211

13

o o o o

3

.

.

.

HCA enabled
EGA enabled
HDC enabled
AMSI enabled

default

Timeout

MAL

mal88.rans.evad.winEXE@2/4@0/0

.

.

.

.

.

.

.

.

.

.

Successful, ratio: 100%

Successful, ratio: 99.7% (good quality ratio 91.9%)

Quality average: 80.3%
Quality standard deviation: 30.1%

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Found application associated with file extension: .exe

Adjust boot time
Enable AMSI
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Warnings

e Exclude process from analysis (whitelisted): MpCmdRun.exe, WerFault.exe, backgroundTaskHost.exe, SgrmBroker.exe, conhost.exe, svchost.exe

Excluded IPs from analysis (whitelisted): 20.42.73.29

Excluded domains from analysis (whitelisted): fs.microsoft.com, blobcollector.events.data.trafficmanager.net, onedsblobprdeus15.eastus.cloudapp.azure.com, ctldl.windowsupdate.com,
watson.telemetry.microsoft.com

e Not all processes where analyzed, report is missing behavior information

Simulations

Behavior and APIs

Time Type Description

23:52:00 API Interceptor 1x Sleep call for process: WerFault.exe modified

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_vy3mvlAaCZ.exe_6074d93d852c1785169ec71e797e6a243c122_d0e789f3_15f13808\R

eport.wer @

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Little-endian UTF-16 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 65536

Entropy (8bit):  0.6759231119557786

Encrypted: false

SSDEEP: 96:/0FQKV2fhs1Dg3fDUpXIQcQvc6QcEDMcw3Db+HbHgG/8BRTI30yWZAXGng5FMTPSq:MuKVBHBUZMXYjuq/u7sZS2741tw

MD5: 28BF6D543B57771FB7E9720452B16D63

SHAL: 88E38F939B51683ECAFF3E6FF306049ACDAEA26A

SHA-256: E2B4CF0953B50650AA791849B329648226AB7EA8A25BBOCB27C2FB4A44669B6E

SHA-512: 467EAE0526964E209D78ACD54E4CESBD485695D0AE7FC7D147F5BD609D423E369F898750EE193EFCAES8839D137D610A36E9FIC7A059CBBI7A7B2598B4ECEEF
2C

Malicious: true

Reputation: low

Copyright Joe Security LLC 2022 Page 9 of 39



Preview: .Vers.ion=1..EventTyp.e=APP.CRASH..EventT.im.e=133.06.48.8.7.1.7.4.48.8.0.8.6....R.e.p.ortTy.p.e=2...Coo.ns.ent=1..Up.l
0.2.d.T.i.m.e.=1.3.3.0.6.4.8.8.7.1.8.6.5.1.9.2.9.1....R.e.p.ortStatu.s=524384..Rep.ortldentifier=552176.27.-b.773.-4.da3.-a.c.l19.-b.5d.2b.
e.6.3.f.6.a.6....I.n.t.e.gr.ato.r.R.e.p.ortlde.n.tifier=.0.3.0.c.0.2.7b.-7.c.6.f.-4.e9.e.-b.9.cf-356.4e.d.3.1.8.6.9.4..W.0w.64H.0.5s.t=34404.. . W.0w.6.
4.G.u.e.st.=332...Ns.Ap.pName=vy3dmvlAaC.Z.exe..Ap.p.S.e.s.s.ionG.u.id=.0.0.0.0.1.3.0.c.-.0.0.0.1.-.0.0.1.a.-.8.7.4.8.-.a.3.5.2.c.f.b.d.d.8.0.1...
.T.argetAp.p.ld=Ww..0.0.0.6.09.1.d.d.a.7.1.0.3.h.9.8.a.3.c.9.4.4.5.2.1.1.3.8.3.7.c.b.f.e.9.0.0.0.0.f.f.f.£..0.0.0.0.6.f.a.9.0.a.2.2.9.1.4.8.7.5.9.d.1.2.c.6.3.b.e.e.3.4.
2.e.5.5.f.a.8.8.7.f.6.9.7.6..v.y.3.m.v..Aa.C.Z...exe...T.ar.g.e.tAp.p.

C:\ProgramData\Microsoft\Windows\WER\Temp\WER2C8E.tmp.dmp

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Mini DuMP crash report, 14 streams, Thu Sep 1 06:51:57 2022, 0x1205a4 type
Category: dropped

Size (bytes): 33352

Entropy (8bit):  1.9834403820735447

Encrypted: false

SSDEEP: 96:5y8b8M/8BXAHF8i70FRz62lIKlyhMD+TD7mD8I80iq0e8pDmTDyJAZzmxWXpWIR6:2LBBQGOXCIBhMD+TI8JO+0yxxew;j

MDS5: 6BF66556EA40E861750946DA1CAL17EBY

SHAL: 770F57565404663EDBAF1FE61B5D7CBF49574CAE

SHA-256: 93D723C9C87E976AE4ACCF71B747E3AEB70E1396562107F209836BCA7A480D34D

SHA-512: C3B3A49007FB67B995D5614B2BBC4EE1A72E037DADD64AE7815F4779FF2998B4418F2DB9208B8BB1FBEE1397F12053C0338A7FD715027E820E74DD98002DE7C
6

Malicious: false

Reputation: low

Preview:

C:\ProgramData\Microsoft\Windows\WER\Temp\WER2EB2.tmp.WERInternalMetadata.xml

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, Little-endian UTF-16 Unicode text, with CRLF line terminators
Category: dropped

Size (bytes): 8284

Entropy (8bit):  3.6997139229664695

Encrypted: false

SSDEEP: 192:Rrl7r3GLNiuR6LzgMip6Yq8SUIFOSgmfgdSpCprY89b3asfsvdm:RrisNiY64Mip6 YRSUIbgmfgdSU35f54

MD5: DOA35EB49E1E47EF725FCD5BCE3EFD35

SHA1L: 848EB410587D787F568FC2092F38C75CC6E114F3

SHA-256: 8C32A9103D20BEED8D5A75F215116475954AFBFFB4004978CB1B99EDID545CBF

SHA-512: 3CE994183DCCD10CC7C9CE33891B693013FE968457D0A52697EE8A3846A08B8A58675261A812C7A67B89F59D105B08B4C7D39E74FD78A72429F91CC6AC0942C
Malicious: false

Reputation: low

Preview: .<?2xml version="1.0" en.c.o.ding="UTF-16."2>..<WERR.eportMetadata>...<0.SV.ersio.nlnformation>....<W.in.d.

o.w.s.N.T.V.ers.i.o.n>10..0.</W.indowsNTV.ers.ion>....<Build>17134.</Bu.ild>.....<Pro.du.ct>(0x3.0.)... .W.ind.ow.s. .10. .P.ro.
</P.roduct>....<Editio.n>Professional</Edition>....<BuildString>17134.1.amd64fre.rs4. _releas.e..1804.10.-18.
0.4.</B.u.ildS.tring>....<Revision>1l</Revision>....<Flav.or>Multipro.cess.or Free</Flavor>....<Architecture>.
X.6.4.</Ar.c.hitec.ture> .<L.C.lD.>1.033</LC.lD>...</0.SVersionlnformation>...<Pro.cess.lnformation>....<P.id>487.
GNP 0000

C:\ProgramData\Microsoft\Windows\WER\Temp\WER300B.tmp.xml

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators
Category: dropped

Size (bytes): 4563

Entropy (8bit):  4.44811839040715

Encrypted: false

SSDEEP: 48:cviwSD8zs4tJgtWI97zWgc8sqYjC8fm8M4INWFI+q8FkOXEATULzd:ulTf4HOCgrsqY 7JIIOATULzd

MD5: 2EA7B6A30F53398926F2FOEAEAB296DF

SHAL: 853253305B9A5189B4A441BF37AF50A123ED331A

SHA-256: DF785D764208294D94E6DB8588A742D4E3ABE3B003C53E947A02D910EF71EDO7

SHA-512: B89BBIF629560E08E3A081A17D39A046FD351E769EFC5CIF6834029D64A98A11611B976254D61AF5B882A0F32FCDBFOEAASFE780EF1C70E91834B0D88C14E80!
Malicious: false

Reputation: low
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Preview: <?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">.. <tim>.. <src>..  <desc>.. <mach>.. <0s>.. <arg nm="vermaj" val="10"

I>.. <arg nm="vermin" val="0" />.. <arg nm="verbld" val="17134" />.. <arg nm="vercsdbld" val="1" />.. <arg nm="vergfe" val="1" />..
<arg nm="csdbld" val="1" />.. <arg nm="versp" val="0" />.. <arg nm="arch" val="9" />.. <arg nm="Icid" val="1033" />.. <arg nm="geoid"
val="244" |>.. <arg nm="sku" val="48" />.. <arg nm="domain" val="0" />.. <arg nm="prodsuite" val="256" />.. <arg nm="ntprodtype" val="1"
I>.. <arg nm="platid" val="2" />.. <arg nm="tmsi" val="1672802" />.. <arg nm="osinsty" val="1"/>.. <arg nm="iever" val="11.1.17134.0-
11.0.47" />.. <arg nm="portos" val="0" />.. <arg nm="ram" val="4096" />..

Static File Info

General

File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit):  6.497360445509992

TriD: e Win32 Executable (generic) a (10002005/4) 99.96%
e Generic Win/DOS Executable (2004/3) 0.02%
e DOS Executable Generic (2002/1) 0.02%
e Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.00%
File name: vy3mvlAaCZ.exe
File size: 159232
MD5: 1873a210d41acdef243e921f3810803a
SHA1L: 6fa90a229148759d12c63bee342e55fa887f6976
SHA256: 34c779bada9918972748153c3f618d6656148748478beeclec57c7bb5e363593
SHA512: 2a45638cc994e6e3af3fe3f7ec153235591c5e07893665485a0e564aefcel1f9a8d8dadl46bld7eeabd5c09f3fh4afa56107467013fe4e490800546827af96676
SSDEEP: 3072:15K/BOtoL6SNIMIZHQs0zTS+SMqqDL2/TrKdcG:lcytw/uly TS+xqqDLEHKL
TLSH: EAF38C1971D1A0B2E4F30976D5B8AF12446DFC111BB07CDB72E61A9E19320E3AE39B53
File Content L@ 1..L.IThis program cannot be run in DOS mode...$......V..{o..(c..(co. (o (o G2 (T2 (T (T W (MG G G G G e e
Preview: .PE..L..
Filelcon

Icon Hash: 00828e8e8686b000

Static PE Info

General

Entrypoint: 0x401612

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: EXECUTABLE_IMAGE, 32BIT_MACHINE
DLL Characteristics: DYNAMIC_BASE, NX_COMPAT, TERMINAL_SERVER_AWARE
Time Stamp: 0X5AF0C742 [Mon May 7 21:38:10 2018 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 5
OS Version Minor: 1
File Version Major: 5
File Version Minor: 1
Subsystem Version Major: 5
Subsystem Version Minor: 1
Import Hash: 7848011b763d00cd02658995847dd30b

Entrypoint Preview
Instruction

call 00007FC54071774Fh

jmp 00007FC540716360h

cmp ecx, dword ptr [00413050h]
jne 00007FC5407164E4h
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Instruction

rep ret

jmp 00007FC540717ADBh
int3

int3

int3

int3

int3

mov ecx, dword ptr [esp+08h]
mov eax, dword ptr [esp+04h]
push edi

push ebx

push esi

cmp dword ptr [00427E00h], 01h
jc 00007FC5407166B4h
ja 00007FC5407165E3h
movzx edx, byte ptr [ecx]
mov ebx, edx

shl edx, 08h

or edx, ebx

je 00007FC5407165CFh
movd xmm3, edx

pshuflw xmm3, xmm3, 00h
movlhps xmm3, xmm3
pxor xmmO, xmmO

mov esi, ecx

or edi, FFFFFFFFh

movzx ebx, byte ptr [ecx]
add ecx, 01h

test ebx, ebx

je 00007FC5407164FFh
test ecx, 0000000Fh

jne 00007FC5407164D0h
movdga xmm2, dgword ptr [ecx]
pcmpegbh xmm2, xmmO
pmovmskb ebx, xmm2
test ebx, ebx

jne 00007FC5407164E7h
mov edi, 0000000Fh

movd edx, xmm3

mov ebx, 00000FFFh

and ebx, eax

cmp ebx, 00000FFOh

jnbe 00007FC540716509h
movdqu xmm1, dgqword ptr [eax]
pxor xmm2, xmm2
pcmpegb xmm2, xmm1
pcmpegb xmm1, xmm3
por xmm1, xmm2
pmovmskb ebx, xmm1
add eax, 10h

test ebx, ebx

je 00007FC5407164B4h
bsf ebx, ebx

sub eax, 10h

add eax, ebx

movzx ebx, byte ptr [eax]

test ebx, ebx

Rich Headers
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Programming Language:

Data Directories

Name
IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR

IMAGE_DIRECTORY_ENTRY_TLS

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT

IMAGE_DIRECTORY_ENTRY_IAT

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR

IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name  Virtual Address Virtual Size
text 0x1000 0xc9c7
.rdata 0xe000 0x49d4
.data 0x13000 0x161c4
.reloc 0x2a000 0x1120
Imports

DLL

KERNEL32.dll

USER32.dll

ntdll.dll

Network Behavior

@ No network behavior found

Copyright Joe Security LLC 2022

Raw Size

Oxca00

0x4a00

0x14400

0x1200

o [C++] VS2013 build 21005

e [IMP] VS2008 SP1 build 30729

e [LNK] VS2013 build 21005

Virtual Address
0x0
0x12164
0x0

0x0

0x0
0x2a000
0x0

0x0

0x0

0x0
0x11df8
0x0
0xe000
0x0

0x0

0x0

Xored PE ZLIB Complexity

False 0.5717435024752475

False 0.4021853885135135

False 0.47274064429012347

False 0.7840711805555556
Import

Virtual Size

0x0
0x50
0x0
0x0
0x0
0x1120
0x0
0x0
0x0
0x0
0x40
0x0
0x17c
0x0
0x0

0x0

File Type

data

data

data

data

Entropy

6.680188843446378

4.712898301860252

6.3863967246134115

6.544131886571421

Is in Section

.rdata

.reloc

.rdata

.rdata

Characteristics

IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_MEM_READ,
IMAGE_SCN_MEM_WRITE

IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_MEM_DISCARDA
BLE,

IMAGE_SCN_MEM_READ

GetCurrentProcess, WaitForSingleObject, OpenProcess, Sleep, GetModuleFileNameW, CreateFileW, ExitThread,
GetlLastError, GetProcAddress, ExitProcess, GetModuleHandleA, CloseHandle, GetCurrentProcessld,
GetVersionExW, LoadLibraryA, IstrlenW, TerminateThread, CreateThread, WriteConsoleW, SetFilePointerEx,
VirtualProtect, IsWow64Process, SetStdHandle, GetConsoleMode, GetConsoleCP, FlushFileBuffers,
GetCommandLineA, SetLastError, GetCurrentThreadld, EncodePointer, DecodePointer, GetModuleHandleExW,
MultiByteToWideChar, WideCharToMultiByte, GetProcessHeap, GetStdHandle, GetFileType, DeleteCriticalSection,
GetStartupIinfow, GetModuleFileNameA, WriteFile, QueryPerformanceCounter, GetSystemTimeAsFileTime,
GetEnvironmentStringsW, FreeEnvironmentStringsW, IsDebuggerPresent, IsProcessorFeaturePresent,
UnhandledExceptionFilter, SetUnhandledExceptionFilter, InitializeCriticalSectionAndSpinCount, TerminateProcess,
TlsAlloc, TIsGetValue, TIsSetValue, TIsFree, GetModuleHandleW, EnterCriticalSection, LeaveCriticalSection,
HeapFree, IsValidCodePage, GetACP, GetOEMCP, GetCPInfo, LoadLibraryExW, OutputDebugStringW, HeapAlloc,
HeapReAlloc, GetStringTypeW, HeapSize, LCMapStringW

SetFocus, SendMessageW, CharUpperBuffW, GetForegroundWindow, GetSystemMetrics, GetMessageW,
TranslateMessage, DispatchMessageW, SetForegroundWindow, DefWindowProcW, RegisterClassExW,
CreateWindowExW, DestroyWindow, ShowWindow, keybd_event, UpdateWindow, SetWindowTextW,

GetWindowLongW, SetWindowLongW, SystemParametersinfowW, GetAncestor

RtlUnwind
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Statistics

Behavior

@ vy3mviAaCZ.exe
® WerFault.exe

@

System Behavior

Click to jump to process

Analysis Process: vy3mvlAaCZ.exe PID: 4876, Parent PID: 5488

General

Target ID: 0

Start time: 23:51:55

Start date: 31/08/2022

Path: C:\Users\user\Desktop\vy3mvlAaCZ.exe

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

true
"C:\Users\user\Desktop\vy3mvlAaCZ.exe"
0x1150000

159232 bytes
1873A210D41ACDEF243E921F3810803A
true

true

C, C++ or other language

low

Rule: JoeSecurity_Gandcrab, Description: Yara detected Gandcrab, Source:
00000000.00000000.245248634.0000000001163000.00000008.00000001.01000000.00000003.sdmp, Author
Rule: JoeSecurity_ReflectiveLoader, Description: Yara detected ReflectiveLoader, Source:
00000000.00000000.245248634.0000000001163000.00000008.00000001.01000000.00000003.sdmp, Author
Rule: JoeSecurity_Gandcrab, Description: Yara detected Gandcrab, Source:
00000000.00000002.256573776.0000000001164000.00000008.00000001.01000000.00000003.sdmp, Author
Rule: JoeSecurity_ReflectiveLoader, Description: Yara detected ReflectiveLoader, Source:
00000000.00000002.256573776.0000000001164000.00000008.00000001.01000000.00000003.sdmp, Author
Rule: JoeSecurity_Gandcrab, Description: Yara detected Gandcrab, Source:
00000000.00000000.246907698.0000000001164000.00000008.00000001.01000000.00000003.sdmp, Author
Rule: JoeSecurity_ReflectiveLoader, Description: Yara detected ReflectiveLoader, Source:
00000000.00000000.246907698.0000000001164000.00000008.00000001.01000000.00000003.sdmp, Author
Rule: JoeSecurity_Gandcrab, Description: Yara detected Gandcrab, Source:
00000000.00000000.247365120.0000000001164000.00000008.00000001.01000000.00000003.sdmp, Author
Rule: JoeSecurity_ReflectiveLoader, Description: Yara detected ReflectiveLoader, Source:
00000000.00000000.247365120.0000000001164000.00000008.00000001.01000000.00000003.sdmp, Author

Analysis Process: WerFault.exe PID: 5556, Parent PID: 4876

General

Target ID:

Start time:

2

23:51:56

Copyright Joe Security LLC 2022

: Joe Security
: Joe Security
: Joe Security
: Joe Security
: Joe Security
: Joe Security
: Joe Security

: Joe Security
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Start date: 31/08/2022
Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 4876 -s 244
Imagebase: 0xde0000

File size: 434592 bytes

MDS5 hash: 9E2BBACAD48ECCA55C0230D63623661B

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: high

File Activities

File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Users\user\AppData\Local\DBG read data or list  device directory file | object name collision 1 6D9A1717 unknown
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
C:\ProgramData\Microsoft\Windo read attributes |  device synchronous io  success or wait 1 6D99497A unknown
ws\WER\Temp\WER2CB8E.tmp synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windo read attributes |  device synchronous io  success or wait 1 6D99497A unknown
ws\WER\Temp\WER2C8E.tmp.dmp synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windo read attributes |  device synchronous io  success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windo read attributes |  device synchronous io  success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERInternalMetadata.xml  synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windo read attributes |  device synchronous io  success or wait 1 6D99497A unknown
ws\WER\Temp\WER300B.tmp synchronize | non alert | non
generic read directory file
C:\ProgramData\Microsoft\Windo read attributes |  device synchronous io  success or wait 1 6D99497A unknown
ws\WER\Temp\WER300B.tmp.xml synchronize | non alert | non
generic read | directory file
generic write
C:\ProgramData\Microsoft\Windo read data or list  device directory file | success or wait 1 6D99497A unknown
ws\WER\ReportQueue\AppCrash_vy directory | synchronous io
3mvlAaCZ.exe_6074d93d852c17851 synchronize non alert | open
69ec71e797e6a243c122_d0e789f3_15f13808 for backup ident
| open reparse
point
C:\ProgramData\Microsoft\Windo read attributes |  device synchronous io  success or wait 1 6D99497A unknown
ws\WER\ReportQueue\AppCrash_vy synchronize | non alert | non
3mvlAaCZ.exe_6074d93d852¢17851 generic write directory file
69ec71e797e6a243c122_d0e789f3_15f13808\Report.wer
File Deleted
File Path Completion Count Source Address Symbol
C:\ProgramData\Microsoft\Windows\WER\Temp\WER2C8E.tmp success or wait 1 6D99497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER2EB2.tmp success or wait 1 6D99497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER300B.tmp success or wait 1 6D99497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER2C8E.tmp.dmp success or wait 1 6D99497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER2EB2.tmp.WERInternalMetadata.xml success or wait 1 6D99497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WER300B.tmp.xml| success or wait 1 6D99497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERCA61.tmp.csv success or wait 1 6D99497A unknown
C:\ProgramData\Microsoft\Windows\WER\Temp\WERCA72.tmp.txt success or wait 1 6D99497A unknown
File Written
File Path Offset Length Value Ascii Completion Count Source Address Symbol
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2C8E.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2C8E.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2C8E.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2CS8E.tmp.dmp

Copyright Joe Security LLC 2022

Offset

0

3892

200

4242

Length

32

6

1420

716

Value

4d 44 4d 50 fd fd fd Oe 00
00 00 20 00 00 00 00 00
00 00 fd 56 10 63 fd 05
12 00 00 00 00 00

00 00 00 00 00 00

00 00 06 00 07 55 04 01
0a 00 00 00 00 00 00 00
fd 42 00 00 02 00 00 00
34 0f 00 00 00 01 00 00
47 65 6e 75 69 6e 65 49
6e 74 65 6¢ 57 06 05 00
fd fd fd 1f 00 00 00 00 54
05 00 00 fd 03 00 00 Oc
13 00 00 fd 56 10 63 00
00 00 00 00 00 00 00 fd
08 00 00 fd 08 00 00 fd
08 00 00 01 00 00 00 01
00 00 00 00 30 00 00 0Od
00 00 00 00 00 00 00 02
00 00 00 fd 01 00 00 50
00 61 00 63 00 69 00 66
00 69 00 63 00 20 00 53
00 74 00 61 00 6e 00 64
00 61 00 72 00 64 00 20
00 54 00 69 00 6d 00 65
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 Ob 00 00 00 01 00 02
00 00 00 00 00 00 00 00
00 00 00 50 00 61 00 63
00 69 00 66 00 69 00 63
00 20 00 44 00 61 00 79
00 6¢ 00 69 00 67 00 68
00 74 00 20 00 54 00 69
00 6d 00 65 00 00 00 00
00 00 00 00 00 00

7f 00 01 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd 2b 00
00 00 53 00 00 00 2b 00
00 00 2b 00 00 00 12 16
15 01 Ob 00 00 00 00 00
00 00 00 60 fd 00 fd 43
14 00 fd 43 14 00 fd fd fd
00 05 fd fd 77 23 00 00
00 02 02 01 00 fd fd fd 00
2b 00 00 00 fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd

Ascii

MDMP V¢

UB4GenuinelntelWTVcO
Pacific Standard
TimePacific Daylight Ti
me

+S++ CCwit+

Completion

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 6D99497A
1 6D99497A
1 6D99497A
1 6D99497A

Symbol

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2C8E.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2C8E.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2C8E.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2CS8E.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2C8E.tmp.dmp

Copyright Joe Security LLC 2022

Offset

1620 168
7106 20
7366 256
25170 4096
1788 4

Length Value

fd 11 00 00 00 00 00 00
05 00 00 fd 00 00 00 00
00 00 00 00 00 00 00 00
05 fd fd 77 00 00 00 00

02 00 00 00 00 00 00 00
01 00 00 00 00 00 00 00
fd 43 14 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
fd 02 00 00 fd 10 00 00

10 00 00 00 fd fd fd 77 00
00 00 00 00 01 00 00 fd
1c 00 00

72 02 66 fd 02 fd fd 02 66
3b fd 75 fd 2b fd fd fd fd
42 01 fd Oc 41 fd 4d Ob
55 fd 2b 09 55 fd 8b 4d
42 02 fd 45 fd 66 fd 02 fd
fd 02 66 3b fd 75 fd 2b 55
fd fd fd fd 42 01 fd Oc 41
fd 4d fd 55 fd 2b 09 55 fd
fd 2b fd fd fd fd 55 fd fd fd
fd 04 00 fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd Ob
fd 55 fd fd fd fd fd 4d 08
64 fd 15 18 00 00 00 fd
41 04 fd Of fd 30 00 73 15
fd 42 24 fd 41 Oc 33 fd fd
41 08 01 00 00 00 fd fd
5d fd 04 00 fd 41 Oc 3b
422475 0b fd 41 08 33
fd fd fd 5d fd 04 00 fd 07
00 00 00 fd fd fd fd fd fd
Ob fd 55 fd fd fd 14 53 56
57 fd fd fd 7d fd fd 47 14
00 00 00 04 Of fd 60 01
00 00 33 fd 66 fd 3d 6a
03 fd 7f 01 fd 5d fd fd 5d
fd 76 17 fd 5f 14 fd c1 fd
fd fd fd 00 25 00 00 00 02
fd 5d fd Of fd

fd fd fd 02 00 00 fd 02 00
fd 02 00 00 00 00 00 1e
00 00 00 00 00 00 00 fd
fd 00 00 00 00 00 Oc 13
00 00 14 10 00 00 00 00
00 00 00 00 00 00 00 30
fd 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 70
fd 77 09 04 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00

03 00 00 00

Ascii

wC

w

rff;u+BAMU+UBE(ff;u+UB
AMU+U+UUM
dAOsB$A3AJA;BSUA3JUS
VWG 3f=]]lv_%]

Opw

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 6D99497A

16 6D99497A

415 6D99497A

1 6D99497A

& 6D99497A

Symbol

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2C8E.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2C8E.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2C8E.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2C8E.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2CS8E.tmp.dmp

Copyright Joe Security LLC 2022

Offset

4958

1888

1948

3898

3140

Length Value

716

48

34

752

3f 00 01 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd 2b 00
00 00 53 00 00 00 2b 00
00 00 2b 00 00 00 fd fd fd
fd fd fd fd fd 00 00 00 00
00 60 fd 00 fd fd fd fd 00
00 00 00 fd fd fd 00 fd fd
fd 77 23 00 00 00 02 02
00 00 38 fd fd 00 2b 00
00 00 fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd fd fd fd fd fd fd fd
fd fd fd

14 10 00 00 01 00 00 00
20 00 00 00 00 00 00 00
00 fd fd 00 00 00 00 00 fd
fd fd 02 00 00 00 00 14
06 00 00 fd 37 00 00 fd
02 00 00 fd 18 00 00

Oc 00 00 00

1c 00 00 00 76 00 79 00
3300 6d 00 76 00 6¢ 00
4100 61 00 43 00 5a 00
2e 00 65 00 78 00 65 00
00 00

00 00 61 74 00 00 00 00
00 60 02 00 41 21 03 00
2d 61 fd Oe 7a 10 00 00
fd 04 fd fd 00 00 01 00 00
00 0a 00 01 00 fd 42 00
00 0a 00 01 00 fd 42 3f
00 00 00 00 00 00 00 04
00 04 00 02 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 23 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 40 41 00 00 00
00 00 00 00 00 00 00 00
00 00 00 01 00 0f 00 5a
62 02 00 00 10 00 00 06
fd 0f 00 01 00 00 00 fd fd
13 00 00 00 01 00 00 00
01 00 00 00 00 00 fd fd fd
7f 00 00 00 00 Of 00 00
00 00 00 00 00 04 00 00
00 00 fd fd 02 00 00 00
00 00 30 23 03 00 00 00
00 fd 47 01 00 00 01 00
00 00 00 00 00 fd fd fd fd
00 00 00 00 15 fd 03 00
00 00 00 00 Oc fd 03 00
00 00 00 00 00 00 00 00
00 00 00 00 fd fd 1b 00
00 00 00 00 fd 76 04 00
00 00 00 00 40 fd 1f 00
00 00 00 00 5b fd 04 00
00 00 00

Ascii

2+S++ WH8+

vy3mvlAaCZ.exe

at'Al-azBB?
#@AZbO#GV@(

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

3 6D99497A

1 6D99497A

12 6D99497A

12 6D99497A

1 6D99497A

Symbol

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2C8E.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2CS8E.tmp.dmp

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml
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Offset

29266

32

80

84

122

126

128

172

Length Value

4086

108

78

38

44

08 00 00 00 46 00 69 00
6¢ 00 65 00 00 00 Oa 00
00 00 45 00 76 00 65 00
6e 00 74 00 00 00 00 00
00 00 06 00 00 00 08 00
00 00 01 00 00 00 00 00
00 00 28 00 00 00 57 00
61 00 69 00 74 00 43 00
6f 00 6d 00 70 00 6¢ 00
65 00 74 00 69 00 6f 00
6e 00 50 00 61 00 63 00
6b 00 65 00 74 00 00 00
18 00 00 00 49 00 6f 00
43 00 6f 00 6d 00 70 00
6¢ 00 65 00 74 00 69 00
6f 00 6e 00 00 00 1e 00
00 00 54 00 70 00 57 00
6f 00 72 00 6b 00 65 00
7200 46 00 61 00 63 00
74 00 6f 00 72 00 79 00
00 00 Oe 00 00 00 49 00
52 00 54 00 69 00 6d 00
65 00 72 00 00 00 28 00
00 00 57 00 61 00 69 00
74 00 43 00 6f 00 6d 00
70 00 6¢ 00 65 00 74 00
69 00 6f 00 6e 00 50 00
61 00 63 00 6b 00 65 00
74 00 00 00 Oe 00 00 00
49 00 52 00 54 00 69 00
6d 00 65 00 72 00 00 00
28 00 00 00 57 00 61

03 00 00 00 fd 00 00 00
fd 06 00 00 04 00 00 00
14 05 00 00 fd 07 00 00
05 00 00 00 04 01 00 00
fd 1b 00 00 06 00 00 00
fd 00 00 00 54 06 00 00
07 00 00 00 38 00 00 00
fd 00 00 00 Of 00 00 00
54 05 00 00 00 01 00 00
Oc 00 00 00 10 0Oa 00 00
38 78 00 00 15 00 00 00
fd 01 00 00 fd Oc 00 00
16 00 00 00 fd 00 00 00
fd Oe 00 00

fd fd

3c 00 3f 00 78 00 6d 00
6¢ 00 20 00 76 00 65 00
72 00 73 00 69 00 6f 00
6e 00 3d 00 22 00 31 00
2e 00 30 00 22 00 20 00
65 00 6e 00 63 00 6f 00
64 00 69 00 6e 00 67 00
3d 00 22 00 55 00 54 00
46 00 2d 00 31 00 36 00
22 00 3f 00 3e 00

0d 00 0a 00

3c 00 57 00 45 00 52 00
52 00 65 00 70 00 6f 00
72 00 74 00 4d 00 65 00
7400 61 00 64 00 61 00
7400 61 00 3e 00

0d 00 0a 00

09 00

3c 00 4f 00 53 00 56 00
6500 72 00 73 00 69 00
6f 00 6e 00 49 00 6e 00
66 00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f 00
6e 00 3e 00

0d 00 0a 00

Ascii Completion Count Source Address
FileEvent(WaitCompletio = success or wait 1 6D99497A
nPacket
loCompletionTpWorkerFa
ctorylRT
imer(WaitCompletionPac
ketIRTimer(Wa
T8T8x success or wait 1 6D99497A
success or wait 1 6D99497A
<?xml version="1.0" success or wait 1 6D99497A
encoding="UTF-16"?>
success or wait 1 6D99497A
<WERReportMetadata>  success or wait 1 6D99497A
success or wait 1 6D99497A
success or wait 1 6D99497A
<OSVersionInformation>  success or wait 1 6D99497A
success or wait 1 6D99497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

176

180

262

266

270

310

314

318

400

404

408

470

474

478

Length Value

2

82

40

82

62

134

09 00

3c 00 57 00 69 00 6e 00
64 00 6f 00 77 00 73 00
4e 00 54 00 56 00 65 00
72 00 73 00 69 00 6f 00
6e 00 3e 00 31 00 30 00
2e 00 30 00 3c 00 2f 00
57 00 69 00 6e 00 64 00
6f 00 77 00 73 00 4e 00
54 00 56 00 65 00 72 00
73 00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 42 00 75 00 69 00
6¢ 00 64 00 3e 00 31 00
37 00 31 003300 34 00
3c 00 2f 00 42 00 75 00
69 00 6¢ 00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f 00
64 00 75 00 63 00 74 00
3e 00 28 00 30 00 78 00
33 00 30 00 29 00 3a 00
20 00 57 00 69 00 6e 00
64 00 6f 00 77 00 73 00
20 00 31 00 30 00 20 00
50 00 72 00 6f 00 3c 00
2f 00 50 00 72 00 6f 00
64 00 75 00 63 00 74 00
3e 00

0d 00 0a 00

09 00

3c 00 45 00 64 00 69 00
7400 69 00 6f 00 6e 00
3e 00 50 00 72 00 6f 00
66 00 65 00 73 00 73 00
69 00 6f 00 6e 00 61 00
6c 00 3c 00 2f 00 45 00
64 00 69 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 42 00 75 00 69 00
6¢ 00 64 00 53 00 74 00
72 00 69 00 6e 00 67 00
3e 00 31 00 37 00 31 00
33 00 34 00 2e 00 31 00
2e 00 61 00 6d 00 64 00
36 00 34 00 66 00 72 00
65 00 2e 00 72 00 73 00
34 00 5f 00 72 00 65 00
6¢ 00 65 00 61 00 73 00
65 00 2e 00 31 00 38 00
30 00 34 00 31 00 30 00
2d 00 31 00 38 00 30 00
34 00 3c 00 2f 00 42 00
7500 69 00 6¢ 00 64 00
53 00 74 00 72 00 69 00
6e 00 67 00 3e 00

Ascii

<WindowsNTVersion>10.
0</WindowsNTVersion>

<Build>17134</Build>

<Product>(0x30):
Windows 10 Pr
o</Product>

<Edition>Professional</E
dition>

<BuildString>17134.1.am
d64fre.
rs4_release.180410-
1804</BuildString>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

2

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

612

616

620

664

668

672

744

748

752

816

820

824

858

862

864

910

914

916

956

Length

4

44

72

64

34

46

40

Value

0d 00 0a 00

09 00

3c 00 52 00 65 00 76 00
69 00 73 00 69 00 6f 00
6e 00 3e 00 31 00 3c 00
2f 00 52 00 65 00 76 00
69 00 73 00 69 00 6f 00
6e 00 3e 00

0d 00 0a 00

09 00

3c 00 46 00 6¢ 00 61 00
76 00 6f 00 72 00 3e 00
4d 00 75 00 6¢ 00 74 00
69 00 70 00 72 00 6f 00
63 00 65 00 73 00 73 00
6f 00 72 00 20 00 46 00
72 00 65 00 65 00 3c 00
2f 00 46 00 6¢ 00 61 00
76 00 6f 00 72 00 3e 00

0d 00 0a 00

09 00

3c 0041 00 72 00 63 00
68 00 69 00 74 00 65 00
63 00 74 00 75 00 72 00
65 00 3e 00 58 00 36 00
34 00 3c 00 2f 00 41 00
72 00 63 00 68 00 69 00
74 00 65 00 63 00 74 00
7500 72 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 4¢ 00 43 00 49 00
44 00 3e 00 31 00 30 00
33 00 33 00 3c 00 2f 00
4c 00 43 00 49 00 44 00
3e 00

0d 00 0a 00

09 00

3c 00 2f 00 4f 00 53 00
56 00 65 00 72 00 73 00
69 00 6f 00 6e 00 49 00
6e 00 66 00 6f 00 72 00
6d 00 61 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f 00
63 00 65 00 73 00 73 00
49 00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74 00
69 00 6f 00 6e 00 3e 00

0d 00 0a 00

Ascii

<Revision>1</Revision>

<Flavor>Multiprocessor
Free</Flavor>

<Architecture>X64</Archi
tecture>

<LCID>1033</LCID>

</OSVersionInformation>

<ProcessInformation>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

1

2

1

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Page 21 of 39



File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

960

964

994

998

1002

1076

1080

1084

1174

1178

1182

1224

1228

1232

1314

1318

Length

2

30

74

4

2

90

42

82

4

2

Value

09 00

3c 00 50 00 69 00 64 00
3e 00 34 00 38 00 37 00
36 00 3c 00 2f 00 50 00
69 00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 49 00 6d 00 61 00
67 00 65 00 4e 00 61 00
6d 00 65 00 3e 00 76 00
79 00 33 00 6d 00 76 00
6¢ 00 41 00 61 00 43 00
5a 00 2e 00 65 00 78 00
65 00 3c 00 2f 00 49 00
6d 00 61 00 67 00 65 00
4e 00 61 00 6d 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 43 00 6d 00 64 00
4c 00 69 00 6e 00 65 00
53 00 69 00 67 00 6e 00
61 00 74 00 75 00 72 00
65 00 3e 00 30 00 30 00
30 00 30 00 30 00 30 00
30 00 30 00 3c 00 2f 00
43 00 6d 00 64 00 4c 00
69 00 6e 00 65 00 53 00
69 00 67 00 6e 00 61 00
7400 7500 72 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 55 00 70 00 74 00
69 00 6d 00 65 00 3e 00
33 00 30 00 36 00 38 00
3c 00 2f 00 55 00 70 00
7400 69 00 6d 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77 00
36 00 34 00 20 00 67 00
7500 65 00 73 00 74 00
3d 00 22 00 33 00 33 00
32 00 22 00 20 00 68 00
6f 00 73 00 74 00 3d 00
22 00 33 00 34 00 34 00
30 00 34 00 22 00 3e 00
31 00 3c 00 2f 00 57 00
6f 00 77 00 36 00 34 00
3e 00

0d 00 0a 00

09 00

Ascii

<Pid>4876</Pid>

<ImageName>vy3mvlAa
CZ.exe</ImageName>

<CmdLineSignature>000
00000</Cm
dLineSignature>

<Uptime>3068</Uptime>

<Wow64 guest="332"
host="34404
">1</Wow64>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

2 6D99497A
1 6D99497A
1 6D99497A
2 6D99497A
1 6D99497A
1 6D99497A
2 6D99497A
1 6D99497A
1 6D99497A
2 6D99497A
1 6D99497A
1 6D99497A
2 6D99497A
1 6D99497A
1 6D99497A
2 6D99497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Page 22 of 39



File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

1322

1374

1378

1382

1426

1430

1436

1522

1526

1532

1602

1606

1612

1686

1690

Length

52

44

86

4

2

70

4

2

74

4

2

Value

3c 00 49 00 70 00 74 00
45 00 6e 00 61 00 62 00
6¢ 00 65 00 64 00 3e 00
30 00 3c 00 2f 00 49 00
70 00 74 00 45 00 6e 00
61 00 62 00 6¢ 00 65 00
64 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f 00
63 00 65 00 73 00 73 00
56 00 6d 00 49 00 6e 00
66 00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f 00
6e 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61 00
6b 00 56 00 69 00 72 00
7400 75 00 61 00 6¢ 00
53 00 69 00 7a 00 65 00
3e 00 34 00 35 00 35 00
39 00 32 00 35 00 37 00
36 00 3c 00 2f 00 50 00
65 00 61 00 6b 00 56 00
69 00 72 00 74 00 75 00
61 00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 56 00 69 00 72 00
7400 75 00 61 00 6¢ 00
53 00 69 00 7a 00 65 00
3e 00 34 00 35 00 35 00
38 00 34 00 33 00 38 00
34 00 3¢ 00 2f 00 56 00
69 00 72 00 74 00 75 00
61 00 6¢ 00 53 00 69 00
7a 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 61 00 67 00
65 00 46 00 61 00 75 00
6¢ 00 74 00 43 00 6f 00

75 00 6e 00 74 00 3e 00
3100 31 00 38 00 34 00
3c 00 2f 00 50 00 61 00

67 00 65 00 46 00 61 00
7500 6¢ 00 74 00 43 00
6f 00 75 00 6e 00 74 00
3e 00

0d 00 0a 00

09 00

Ascii

<IptEnabled>0</IptEnabl
ed>

<ProcessVminformation>

<PeakVirtualSize>45592
576</PeakVirtualSize>

<VirtualSize>45584384</
VirtualSize>

<PageFaultCount>1184<
/PageFaultCount>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

1

3

1

1

3

1

1

8]

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\ProgramData\Microsoft\Windo 1696 96 3c 0050 00 65 00 61 00 <PeakWorkingSetSize>4 success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI 6b 00 57 00 6f 00 7200  296704</P
nternalMetadata.xml 6b 00 69 00 6e 00 67 00  eakWorkingSetSize>

53 00 65 00 74 00 53 00
69 00 7a 00 65 00 3e 00
34 00 32 00 39 00 36 00
37 00 30 00 34 00 3c 00
2f 00 50 00 65 00 61 00
6b 00 57 00 6f 00 72 00
6b 00 69 00 6e 00 67 00
53 00 65 00 74 00 53 00
69 00 7a 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo 1792 4 0d 00 Oa 00 success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo 1796 2 09 00 success or wait 8 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo 1802 80 3c 0057 00 6f00 7200  <WorkingSetSize>42967 success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI 6b 00 69 00 6e 00 67 00  04</WorkingSetSize>
nternalMetadata.xml 53 00 65 00 74 00 53 00

69 00 7a 00 65 00 3e 00
34 00 32 00 39 00 36 00
37 00 30 00 34 00 3c 00
2f 00 57 00 6f 00 72 00

6b 00 69 00 6e 00 67 00
53 00 65 00 74 00 53 00
69 00 7a 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo 1882 4 0d 00 Oa 00 success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo 1886 2 09 00 success or wait 3 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo 1892 112 3c 005100 75006f00  <QuotaPeakPagedPoolU  success or wait 1 6D99497A unknown
Ws\WER\Temp\WER2EB2.tmp.WERI 74 00 61 00 50 00 65 00  sage>85256
nternalMetadata.xml 61 00 6b 00 50 00 61 00  </QuotaPeakPagedPool

67 00 65 00 64 0050 00  Usage>

6f 00 6f 00 6¢ 00 55 00

7300 61 00 67 00 65 00

3e 00 38 00 35 00 32 00

35 00 36 00 3c 00 2f 00

51 00 75 00 6f 00 74 00
61 00 50 00 65 00 61 00
6b 00 50 00 61 00 67 00
65 00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo 2004 4 0d 00 Oa 00 success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo 2008 2 09 00 success or wait 3 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo 2014 96 3c 005100 75006f00  <QuotaPagedPoolUsage  success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI 740061 005000 6100 >85216</Qu
nternalMetadata.xml 67 00 65 00 64 00 50 00  otaPagedPoolUsage>

6f 00 6f 00 6¢ 00 55 00

7300 61 00 67 00 65 00
3e 00 38 00 35 00 32 00
31 00 36 00 3c 00 2f 00
51 00 75 00 6f 00 74 00
61 00 50 00 61 00 67 00
65 00 64 00 50 00 6f 00

6f 00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e 00
C:\ProgramData\Microsoft\Windo 2110 4 0d 00 Oa 00 success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml
C:\ProgramData\Microsoft\Windo 2114 2 09 00 success or wait 3 6D99497A unknown

ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml
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File Path Offset Length Value Ascii Completion Count Source Address Symbol
C:\ProgramData\Microsoft\Windo 2120 124 3c00510075006f00 <QuotaPeakNonPagedP  success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI 74 00 61 00 50 00 65 00  oolUsage>12
nternalMetadata.xml 61 00 6b 00 4e 00 6f 00  128</QuotaPeakNonPag

6e 00 50 00 61 00 67 00  edPoolUsage>

65 00 64 00 50 00 6f 00

6f 00 6¢ 00 55 00 73 00

61 00 67 00 65 00 3e 00

31 00 32 00 31 00 32 00

38 00 3c 00 2f 00 51 00

75 00 6f 00 74 00 61 00

50 00 65 00 61 00 6b 00

4e 00 6f 00 6e 00 50 00

61 00 67 00 65 00 64 00

50 00 6f 00 6f 00 6¢ 00

5500 73 00 61 00 67 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo 2244 4 0d 00 Oa 00 success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml
C:\ProgramData\Microsoft\Windo 2248 2 09 00 success or wait 3! 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml
C:\ProgramData\Microsoft\Windo 2254 108 3c 0051 0075006f00  <QuotaNonPagedPoolUs success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI 74 00 61 00 4e 00 6f 00 age>11776<
nternalMetadata.xml 6e 00 50 00 61 00 67 00  /QuotaNonPagedPoolUsa

65 00 64 00 50 00 6f 00 ge>

6f 00 6¢ 00 55 00 73 00

61 00 67 00 65 00 3e 00

31 00 31 00 37 00 37 00

36 00 3c 00 2f 00 51 00

75 00 6f 00 74 00 61 00

4e 00 6f 00 6e 00 50 00

61 00 67 00 65 00 64 00

50 00 6f 00 6f 00 6¢ 00

5500 73 00 61 00 67 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo 2362 4 0d 00 Oa 00 success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml
C:\ProgramData\Microsoft\Windo 2366 2 09 00 success or wait 3 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml
C:\ProgramData\Microsoft\Windo 2372 76 3c 0050 0061006700 @ <PagefileUsage>100761 success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI 65 00 66 00 69 00 6¢c 00  6</PagefileUsage>
nternalMetadata.xml 65 00 55 00 73 00 61 00

67 00 65 00 3e 00 31 00

30 00 30 00 37 00 36 00

31 00 36 00 3c 00 2f 00

50 00 61 00 67 00 65 00

66 00 69 00 6¢ 00 65 00

5500 73 00 61 00 67 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo 2448 4 0d 00 0a 00 success or wait 1 6D99497A unknown
WsS\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml
C:\ProgramData\Microsoft\Windo 2452 2 09 00 success or wait 3 6D99497A unknown
Ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml
C:\ProgramData\Microsoft\Windo 2458 92 3c 0050 0065006100 <PeakPagefileUsage>10 success or wait 1 6D99497A unknown
WsS\WER\Temp\WER2EB2.tmp.WERI 6b 00 50 00 61 00 67 00  15808</Pe
nternalMetadata.xml 65 00 66 00 69 00 6¢c 00  akPagefileUsage>

65 00 55 00 73 00 61 00

67 00 65 00 3e 00 31 00

30 00 31 00 35 00 38 00

30 00 38 00 3c 00 2f 00

50 00 65 00 61 00 6b 00

50 00 61 00 67 00 65 00

66 00 69 00 6¢ 00 65 00

5500 73 00 61 00 67 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo 2550 4 0d 00 Oa 00 success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml
C:\ProgramData\Microsoft\Windo 2554 2 09 00 success or wait 8 6D99497A unknown

ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

2560

2632

2636

2640

2686

2690

2694

2724

2728

2734

2774

2778

2786

2816

2820

2828

2898

2902

Length Value

72

46

30

40

30

70

4

2

3c 00 50 00 72 00 69 00
76 00 61 00 74 00 65 00
5500 73 00 61 00 67 00
65 00 3e 00 31 00 30 00
30 00 37 00 36 00 31 00
36 00 3c 00 2f 00 50 00
7200 69 00 76 00 61 00
74 00 65 00 55 00 73 00
61 00 67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72 00
6f 00 63 00 65 00 73 00
7300 56 00 6d 00 49 00
6e 00 66 00 6f 00 72 00
6d 00 61 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3¢ 00 50 00 61 00 72 00
65 00 6e 00 74 00 50 00
72 00 6f 00 63 00 65 00
73 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f 00
63 00 65 00 73 00 73 00
49 00 6e 00 66 00 6f 00
7200 6d 00 61 00 74 00
69 00 6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 69 00 64 00
3e 00 33 00 34 00 35 00
32 00 3¢ 00 2f 00 50 00
69 00 64 00 3e 00

0d 00 0a 00

09 00

3c 00 49 00 6d 00 61 00
67 00 65 00 4e 00 61 00
6d 00 65 00 3e 00 65 00
78 00 70 00 6¢ 00 6f 00
72 00 65 00 72 00 2e 00
65 00 78 00 65 00 3¢ 00
2f 00 49 00 6d 00 61 00
67 00 65 00 4e 00 61 00
6d 00 65 00 3e 00

0d 00 0a 00

09 00

Ascii

<PrivateUsage>1007616
</PrivateUsage>

</ProcessVmInformation
>

<ParentProcess>

<ProcessInformation>

<Pid>3452</Pid>

<ImageName>explorer.e
xe</ImageName>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 6D99497A
1 6D99497A
2 6D99497A
1 6D99497A
1 6D99497A
2 6D99497A
1 6D99497A
1 6D99497A
3 6D99497A
1 6D99497A
1 6D99497A
4 6D99497A
1 6D99497A
1 6D99497A
4 6D99497A
1 6D99497A
1 6D99497A
4 6D99497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

2910

3000

3004

3012

3060

3064

3072

3150

3154

3162

3214

3218

3226

3270

3274

Length

90

48

78

52

44

Value

3c 00 43 00 6d 00 64 00
4c 00 69 00 6e 00 65 00
53 00 69 00 67 00 6e 00
61 00 74 00 75 00 72 00
65 00 3e 00 38 00 30 00
30 00 30 00 34 00 30 00
30 00 35 00 3c 00 2f 00
43 00 6d 00 64 00 4c 00
69 00 6e 00 65 00 53 00
69 00 67 00 6e 00 61 00
7400 7500 72 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 55 00 70 00 74 00
69 00 6d 00 65 00 3e 00
34 00 350033 00 32 00
3500 32 00 30 00 3c 00
2f 00 55 00 70 00 74 00
69 00 6d 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 57 00 6f 00 77 00
36 00 34 00 20 00 67 00
7500 65 00 73 00 74 00
3d 00 22 00 30 00 22 00
20 00 68 00 6f 00 73 00
74 00 3d 00 22 00 33 00
34 00 34 00 30 00 34 00
22 00 3e 00 30 00 3c 00
2f 00 57 00 6f 00 77 00
36 00 34 00 3e 00

0d 00 0a 00

09 00

3c 00 49 00 70 00 74 00
45 00 6e 00 61 00 62 00
6¢ 00 65 00 64 00 3e 00
30 00 3c 00 2f 00 49 00
70 00 74 00 45 00 6e 00
61 00 62 00 6¢ 00 65 00
64 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f 00
63 00 65 00 73 00 73 00
56 00 6d 00 49 00 6e 00
66 00 6f 00 72 00 6d 00
61 00 74 00 69 00 6f 00
6e 00 3e 00

0d 00 0a 00

09 00

Ascii

Completion

<CmdLineSignature>800 success or wait

04005</Cm
dLineSignature>

<Uptime>4532520</Upti
me>

<Wow64 guest="0"
host="34404">
0</Wow64>

<IptEnabled>0</IptEnabl
ed>

<ProcessVmInformation>

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\ProgramData\Microsoft\Windo 3284 90 3c 0050 0065006100 <PeakVirtualSize>42949 success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI 6b 00 56 00 69 00 72 00  67295</PeakVirtualSize>
nternalMetadata.xml 7400 75 00 61 00 6¢ 00

53 00 69 00 7a 00 65 00
3e 00 34 00 32 00 39 00
34 00 39 00 36 00 37 00
32 00 39 00 35 00 3c 00
2f 00 50 00 65 00 61 00
6b 00 56 00 69 00 72 00
74 00 75 00 61 00 6¢ 00
53 00 69 00 7a 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo 3374 4 0d 00 Oa 00 success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml
C:\ProgramData\Microsoft\Windo 3378 2 09 00 success or wait 5 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml
C:\ProgramData\Microsoft\Windo 3388 74 3c 0056 0069007200 <VirtualSize>429496729  success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI 74 00 7500 61 00 6¢c 00  5</VirtualSize>
nternalMetadata.xml 53 00 69 00 7a 00 65 00

3e 00 34 00 32 00 39 00
34 00 39 00 36 00 37 00
32 00 39 00 35 00 3c 00
2f 00 56 00 69 00 72 00
74 00 75 00 61 00 6¢ 00
53 00 69 00 7a 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo 3462 4 0d 00 Oa 00 success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml
C:\ProgramData\Microsoft\Windo 3466 2 09 00 success or wait 5 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml
C:\ProgramData\Microsoft\Windo 3476 76 3c 0050 0061006700 <PageFaultCount>61137 success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI 65 00 46 00 61 00 7500 </PageFaultCount>
nternalMetadata.xml 6¢ 00 74 00 43 00 6f 00

75 00 6e 00 74 00 3e 00
36 00 31 00 31 00 33 00

37 00 3c 00 2f 00 50 00

61 00 67 00 65 00 46 00

61 00 75 00 6¢ 00 74 00

43 00 6f 00 75 00 6e 00

74 00 3e 00
C:\ProgramData\Microsoft\Windo 3552 4 0d 00 Oa 00 success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml
C:\ProgramData\Microsoft\Windo 3556 2 09 00 success or wait 5 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml
C:\ProgramData\Microsoft\Windo 3566 100 3c 0050 0065006100 <PeakWorkingSetSize>1 success or wait 1 6D99497A unknown
WsS\WER\Temp\WER2EB2.tmp.WERI 6b 00 57 00 6f 00 72 00 22322944<
nternalMetadata.xml 6b 00 69 00 6e 00 67 00  /PeakWorkingSetSize>

53 00 65 00 74 00 53 00
69 00 7a 00 65 00 3e 00
3100 32 00 32 00 33 00
3200 32 00 39 00 34 00
34 00 3c 00 2f 00 50 00

65 00 61 00 6b 00 57 00
6f 00 72 00 6b 00 69 00

6e 00 67 00 53 00 65 00
7400 53 00 69 00 7a 00

65 00 3e 00
C:\ProgramData\Microsoft\Windo 3666 4 0d 00 Oa 00 success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml
C:\ProgramData\Microsoft\Windo 3670 2 09 00 success or wait 5| 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml
C:\ProgramData\Microsoft\Windo 3680 84 3c 0057 00 6f007200  <WorkingSetSize>12160 success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI 6b 00 69 00 6e 00 67 00  6144</WorkingSetSize>
nternalMetadata.xml 53 00 65 00 74 00 53 00

69 00 7a 00 65 00 3e 00
3100 32 00 31 00 36 00
30 00 36 00 31 00 34 00
34 00 3¢ 00 2f 00 57 00
6f 00 72 00 6b 00 69 00
6e 00 67 00 53 00 65 00
74 00 53 00 69 00 7a 00
65 00 3e 00
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

3764

3768

3778

3894

3898

3908

4008

4012

4022

4146

4150

4160

Length

4

116

100

124

108

Value

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f 00
74 00 61 00 50 00 65 00
61 00 6b 00 50 00 61 00
67 00 65 00 64 00 50 00
6f 00 6f 00 6¢ 00 55 00
73 00 61 00 67 00 65 00
3e 00 31 00 31 00 31 00
33 00 3500 3500 32 00
3c 00 2f 00 51 00 75 00
6f 00 74 00 61 00 50 00
65 00 61 00 6b 00 50 00
61 00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢ 00
55 00 73 00 61 00 67 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f 00
74 00 61 00 50 00 61 00
67 00 65 00 64 00 50 00
6f 00 6f 00 6¢ 00 55 00
73 00 61 00 67 00 65 00
3e 00 31 00 30 00 36 00
36 00 37 00 30 00 34 00
3c 00 2f 00 51 00 75 00
6f 00 74 00 61 00 50 00
61 00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢ 00
55 00 73 00 61 00 67 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f 00
7400 61 00 50 00 65 00
61 00 6b 00 4e 00 6f 00
6e 00 50 00 61 00 67 00
65 00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e 00
39 00 30 00 31 00 38 00
3400 3¢ 00 2f 00 51 00
75 00 6f 00 74 00 61 00
50 00 65 00 61 00 6b 00
4e 00 6f 00 6e 00 50 00
61 00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67 00
65 00 3e 00

0d 00 0a 00

09 00

3c 00 51 00 75 00 6f 00
74 00 61 00 4e 00 6f 00
6e 00 50 00 61 00 67 00
65 00 64 00 50 00 6f 00
6f 00 6¢ 00 55 00 73 00
61 00 67 00 65 00 3e 00
37 00 37 00 37 00 36 00
30 00 3c 00 2f 00 51 00
75 00 6f 00 74 00 61 00
4e 00 6f 00 6e 00 50 00
61 00 67 00 65 00 64 00
50 00 6f 00 6f 00 6¢ 00
5500 73 00 61 00 67 00
65 00 3e 00

Ascii Completion

success or wait

success or wait

<QuotaPeakPagedPoolU success or wait
sage>11135
52</QuotaPeakPagedPo

olUsage>

success or wait

success or wait

<QuotaPagedPoolUsage  success or wait
>1066704</

QuotaPagedPoolUsage>

success or wait

success or wait

<QuotaPeakNonPagedP  success or wait
oolUsage>90
184</QuotaPeakNonPag

edPoolUsage>

success or wait

success or wait

<QuotaNonPagedPoolUs  success or wait
age>77760<

/QuotaNonPagedPoolUsa

ge>

Count Source Address

1 6D99497A
5 6D99497A
1 6D99497A
1 6D99497A
5 6D99497A
1 6D99497A
1 6D99497A
5 6D99497A
1 6D99497A
1 6D99497A
5 6D99497A
1 6D99497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Page 29 of 39



File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

4268

4272

4282

4360

4364

4374

4468

4472

4482

4556

4560

4568

4614

4618

4624

4666

4670

Length Value

4

78

4

2

94

4

2

74

46

42

0d 00 0a 00

09 00

3c 00 50 00 61 00 67 00
65 00 66 00 69 00 6¢ 00
65 00 55 00 73 00 61 00
67 00 65 00 3e 00 34 00
3500 30 00 32 00 33 00
32 00 33 00 3200 3c 00
2f 0050 00 61 00 67 00
65 00 66 00 69 00 6¢ 00
65 00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 65 00 61 00
6b 00 50 00 61 00 67 00
65 00 66 00 69 00 6¢ 00
65 00 55 00 73 00 61 00
67 00 65 00 3e 00 34 00
36 00 35 00 36 00 33 00
33 00 32 00 38 00 3c 00
2f 00 50 00 65 00 61 00
6b 00 50 00 61 00 67 00
65 00 66 00 69 00 6¢ 00
65 00 55 00 73 00 61 00
67 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 69 00
76 00 61 00 74 00 65 00
5500 73 00 61 00 67 00
65 00 3e 00 34 00 35 00
30 00 32 00 33 00 32 00
33 00 32 00 3c 00 2f 00
50 00 72 00 69 00 76 00
61 00 74 00 65 00 55 00
7300 61 00 67 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72 00
6f 00 63 00 65 00 73 00
73 00 56 00 6d 00 49 00
6e 00 66 00 6f 00 72 00
6d 00 61 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72 00
6f 00 63 00 65 00 73 00
7300 49 00 6e 00 66 00
6f 00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

Ascii Completion Count Source Address
success or wait 1 6D99497A
success or wait 5 6D99497A

<PagefileUsage>450232 success or wait 1 6D99497A

32</PagefileUsage>
success or wait 1 6D99497A
success or wait 5 6D99497A
<PeakPagefileUsage>46  success or wait 1 6D99497A
563328</P

eakPagefileUsage>
success or wait 1 6D99497A
success or wait 5 6D99497A

<PrivateUsage>4502323 success or wait 1 6D99497A

2</PrivateUsage>
success or wait 1 6D99497A
success or wait 4 6D99497A
</ProcessVminformation = success or wait 1 6D99497A
>
success or wait 1 6D99497A
success or wait @ 6D99497A
</ProcessInformation> success or wait 1 6D99497A
success or wait 1 6D99497A
success or wait 2 6D99497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

4674

4706

4710

4712

4754

4758

4760

4798

4802

4806

4868

4872

4876

5480

5484

5486

5526

5530

5532

Length

32

42

38

62

4

2

78

40

38

Value

3c 00 2f 00 50 00 61 00
72 00 65 00 6e 00 74 00
50 00 72 00 6f 00 63 00
65 00 73 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72 00
6f 00 63 00 65 00 73 00
73 00 49 00 6e 00 66 00
6f 00 72 00 6d 00 61 00
74 00 69 00 6f 00 6e 00
3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f 00
62 00 6¢ 00 65 00 6d 00
53 00 69 00 67 00 6e 00
61 00 74 00 75 00 72 00
65 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 45 00 76 00 65 00
6e 00 74 00 54 00 79 00
70 00 65 00 3e 00 41 00
50 00 50 00 43 00 52 00
41 00 53 00 48 00 3c 00
2f 00 45 00 76 00 65 00
6e 00 74 00 54 00 79 00
70 00 65 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 61 00 72 00
61 00 6d 00 65 00 74 00
65 00 72 00 30 00 3e 00
76 00 79 00 33 00 6d 00
76 00 6¢ 00 41 00 61 00
43 00 5a 00 2e 00 65 00
78 00 65 00 3c 00 2f 00
50 00 61 00 72 00 61 00
6d 00 65 00 74 00 65 00
72 00 30 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72 00
6f 00 62 00 6¢ 00 65 00
6d 00 53 00 69 00 67 00
6e 00 61 00 74 00 75 00
72 00 65 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 44 00 79 00 6e 00
61 00 6d 00 69 00 63 00
53 00 69 00 67 00 6e 00
61 00 74 00 75 00 72 00
65 00 73 00 3e 00

Ascii

</ParentProcess>

</ProcessInformation>

<ProblemSignatures>

<EventType>APPCRAS
H</EventType>

<ParameterO>vy3mvlAa
CZ.exe</Parameter0>

</ProblemSignatures>

<DynamicSignatures>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

8

16

8

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

55670

5574

5578

6132

6136

6138

6178

6182

6184

6222

6226

6230

6324

6328

6332

6438

Length

4

96

40

38

94

4

2

106

4

Value

0d 00 0a 00

09 00

3c 00 50 00 61 00 72 00
61 00 6d 00 65 00 74 00
65 00 72 00 31 00 3e 00
31 00 30 00 2e 00 30 00
2e 00 31 00 37 00 31 00
33 00 34 00 2e 00 32 00
2e 00 30 00 2e 00 30 00
2e 00 32 00 35 00 36 00
2e 00 34 00 38 00 3c 00
2f 00 50 00 61 00 72 00
61 00 6d 00 65 00 74 00
65 00 72 00 31 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 44 00 79 00
6e 00 61 00 6d 00 69 00
63 00 53 00 69 00 67 00
6e 00 61 00 74 00 75 00
7200 65 00 73 00 3e 00

0d 00 0a 00

09 00

3c 0053 00 79 00 73 00
74 00 65 00 6d 00 49 00
6e 00 66 00 6f 00 72 00
6d 00 61 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 4d 00 49 00 44 00
3e 00 41 00 32 00 41 00
42 00 35 00 32 00 36 00
41 00 2d 00 44 00 33 00
38 00 44 00 2d 00 34 00
46 00 43 00 39 00 2d 00
38 00 42 00 41 00 30 00
2d 00 45 00 33 00 34 00
42 00 38 00 44 00 36 00
33 00 35 00 34 00 45 00
38 00 3¢ 00 2f 00 4d 00
49 00 44 00 3e 00

0d 00 0a 00

09 00

3c 00 53 00 79 00 73 00
74 00 65 00 6d 00 4d 00
61 00 6e 00 75 00 66 00
61 00 63 00 74 00 75 00
72 00 65 00 72 00 3e 00
7400 78 00 6a 00 70 00
7100 77 00 2c 00 20 00
49 00 6e 00 63 00 2e 00
3c 00 2f 00 53 00 79 00
7300 74 00 65 00 6d 00
4d 00 61 00 6e 00 75 00
66 00 61 00 63 00 74 00
7500 72 00 65 00 72 00
3e 00

0d 00 0a 00

Ascii Completion Count Source Address
success or wait 6 6D99497A
success or wait 12 6D99497A

<Parameter1>10.0.17134 success or wait 6 6D99497A

.2.0.0.2

56.48</Parameterl>
success or wait 1 6D99497A
success or wait 1 6D99497A

</DynamicSignatures> success or wait 1 6D99497A
success or wait 1 6D99497A
success or wait 1 6D99497A

<SystemInformation> success or wait 1 6D99497A
success or wait 1 6D99497A
success or wait 2 6D99497A
<MID>A2AB526A-D38D-  success or wait 1 6D99497A
4FC9-8BA0-E

34B8D6354E8</MID>
success or wait 1 6D99497A
success or wait 2 6D99497A

<SystemManufacturer>txj success or wait 1 6D99497A

paw, Inc.

</SystemManufacturer>
success or wait 1 6D99497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\ProgramData\Microsoft\Windo 6442 2 09 00 success or wait 2 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo 6446 96 3c00530079007300 <SystemProductName>tx success or wait 1 6D99497A unknown
Ws\WER\Temp\WER2EB2.tmp.WERI 7400 65 00 6d 00 50 00  jpaw7,1</
nternalMetadata.xml 72 00 6f 00 64 00 7500  SystemProductName>

63 00 74 00 4e 00 61 00
6d 00 65 00 3e 00 74 00
78 00 6a 00 70 00 71 00
7700 37 00 2c 00 31 00
3c 00 2f 00 53 00 79 00
7300 74 00 65 00 6d 00
50 00 72 00 6f 00 64 00
7500 63 00 74 00 4e 00
61 00 6d 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo 6542 4 0d 00 Oa 00 success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo 6546 2 09 00 success or wait 2 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo 6550 120 3c 00420049 004f00  <BIOSVersion>VMW71.0 success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI 53 0056 00 65007200 0V.1822721
nternalMetadata.xml 73 00 69 00 6f 00 6e 00  4.B64.2106252220</BIO

3e 00 56 00 4d 00 57 00  SVersion>
37 00 31 00 2e 00 30 00
30 00 56 00 2e 00 31 00
38 00 32 00 32 00 37 00
32 00 31 00 34 00 2e 00
42 00 36 00 34 00 2e 00
3200 31 00 30 00 36 00
3200 3500 32 00 32 00
32 00 30 00 3c 00 2f 00
42 00 49 00 4f 00 53 00
56 00 65 00 72 00 73 00
69 00 6f 00 6e 00 3e 00

C:\ProgramData\Microsoft\Windo 6670 4 0d 00 Oa 00 success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo 6674 2 09 00 success or wait 2 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo 6678 82 3c004f00530049 00  <OSinstallDate>1607335 success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI 6e 00 73 00 74 00 61 00  139</OSInstallDate>
nternalMetadata.xml 6¢ 00 6¢ 00 44 00 61 00

74 00 65 00 3e 00 31 00

36 00 30 00 37 00 33 00
3300 3500 31 00 33 00
39 00 3¢ 00 2f 00 4f 00

53 00 49 00 6e 00 73 00
74 00 61 00 6¢ 00 6¢ 00
44 00 61 00 74 00 65 00

3e 00
C:\ProgramData\Microsoft\Windo 6760 4 0d 00 Oa 00 success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml
C:\ProgramData\Microsoft\Windo 6764 2 09 00 success or wait 2 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml
C:\ProgramData\Microsoft\Windo 6768 102 3c 004f0053004900  <OSinstallTime>2019- success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI 6e 00 730074006100 06-27T14:4
nternalMetadata.xml 6¢ 00 6¢ 00 54 00 69 00  9:21Z</OSlInstallTime>

6d 00 65 00 3e 00 32 00
30 00 31 00 39 00 2d 00
30 00 36 00 2d 00 32 00
37 00 54 00 31 00 34 00
3a 00 34 00 39 00 3a 00
32 00 31 00 5a 00 3c 00
2f 00 4f 00 53 00 49 00
6e 00 73 00 74 00 61 00
6¢ 00 6¢ 00 54 00 69 00
6d 00 65 00 3e 00

C:\ProgramData\Microsoft\Windo 6870 4 0d 00 Oa 00 success or wait 1 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo 6874 2 09 00 success or wait 2 6D99497A unknown
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml
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File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

6878

6946

6950

6952

6992

6996

6998

7032

7036

7040

7136

7140

7142

7178

7182

7184

7208

7212

Length Value

68 3c 00 54 00 69 00 6d 00
65 00 5a 00 6f 00 6e 00
65 00 42 00 69 00 61 00
73 00 3e 00 30 00 38 00
3a 00 30 00 30 00 3c 00
2f 00 54 00 69 00 6d 00
65 00 5a 00 6f 00 6e 00

65 00 42 00 69 00 61 00
73 00 3e 00

4 0d 00 0a 00

2 09 00

40 3c 00 2f 00 53 00 79 00

7300 74 00 65 00 6d 00
49 00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74 00
69 00 6f 00 6e 00 3e 00

4 0d 00 0a 00

2 09 00

34 3c 00 53 00 65 00 63 00
7500 72 00 65 00 42 00
6f 00 6f 00 74 00 53 00
74 00 61 00 74 00 65 00
3e 00

4 0d 00 0a 00

2 09 00

96 3c 00 55 00 45 00 46 00
49 00 53 00 65 00 63 00
7500 72 00 65 00 42 00
6f 00 6f 00 74 00 45 00

6e 00 61 00 62 00 6¢ 00
65 00 64 00 3e 00 30 00
3c 00 2f 00 55 00 45 00

46 00 49 00 53 00 65 00
63 00 75 00 72 00 65 00
42 00 6f 00 6f 00 74 00

45 00 6e 00 61 00 62 00
6¢ 00 65 00 64 00 3e 00

4 0d 00 0a 00

2 09 00

36 3c 00 2f 00 53 00 65 00
63 00 75 00 72 00 65 00
42 00 6f 00 6f 00 74 00
53 00 74 00 61 00 74 00

65 00 3e 00
4 0d 00 0a 00
2 09 00
24 3c 00 49 00 6e 00 74 00

6500 67 00 72 00 61 00
74 00 6f 00 72 00 3e 00

4 0d 00 0a 00

2 09 00

Ascii

<TimeZoneBias>08:00</
TimeZoneBias>

</SystemInformation>

<SecureBootState>

<UEFISecureBootEnable
d>0</UEFI
SecureBootEnabled>

</SecureBootState>

<Integrator>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1 6D99497A
1 6D99497A
1 6D99497A
1 6D99497A
1 6D99497A
1 6D99497A
1 6D99497A
1 6D99497A
2 6D99497A
1 6D99497A
1 6D99497A
1 6D99497A
1 6D99497A
1 6D99497A
1 6D99497A
1 6D99497A
3 6D99497A
6 6D99497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Page 34 of 39



File Path

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER2EB2.tmp.WERI
nternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

7216

7462

7466

7468

7494

7498

7500

7600

7604

7608

7866

7870

7874

Length

46

26

100

4

2

258

4

20

Value

3c 00 46 00 6¢ 00 61 00
67 00 73 00 3e 00 30 00
30 00 30 00 30 00 30 00
30 00 30 00 30 00 3c 00
2f 00 46 00 6¢ 00 61 00
67 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 2f 00 49 00 6e 00
74 00 65 00 67 00 72 00
61 00 74 00 6f 00 72 00
3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f 00
63 00 65 00 73 00 73 00
54 00 69 00 6d 00 65 00
6¢ 00 69 00 6e 00 65 00
73 00 20 00 42 00 61 00
73 00 65 00 54 00 69 00
6d 00 65 00 3d 00 22 00
32 00 30003200 3200
2d 00 30 00 39 00 2d 00
30 00 31 00 54 00 30 00
36 00 3a 00 35 00 31 00
3a 00 35 00 38 00 5a 00
22 00 3e 00

0d 00 0a 00

09 00

3c 00 50 00 72 00 6f 00
63 00 65 00 73 00 73 00
2000 41 00 73 00 49 00
64 00 3d 00 22 00 33 00
30 00 34 00 22 00 20 00
50 00 49 00 44 00 3d 00
22 00 34 00 38 00 37 00
36 00 22 00 20 00 55 00
70 00 74 00 69 00 6d 00
65 00 4d 00 53 00 3d 00
22 00 35 00 36 00 32 00
22 00 20 00 54 00 69 00
6d 00 65 00 53 00 69 00
6e 00 63 00 65 00 43 00
72 00 65 00 61 00 74 00
69 00 6f 00 6e 00 4d 00
53 00 3d 00 22 00 35 00
36 00 32 00 22 00 20 00
5300 75 00 73 00 70 00
65 00 6e 00 64 00 65 00
64 00 4d 00 53 00 3d 00
22 00 30 00 22 00 20 00
48 00 61 00 6e 00 67 00
43 00 6f 00 75 00 6e 00
74 00 3d 00 22 00 30 00
22 00 20 00 47 00 68 00
6f 00 73 00 74 00 43 00
6f 00 75 00 6e 00 74 00
3d 00 22 00 30 00 22 00
200043 00 72 00 61 00
73 00 68 00 65 00 64 00
3d 00 22 00 31 00 22

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72 00
6f 00 63 00 65 00 73 00
7300 3e 00

Ascii

<Flags>00000000</Flags
>

</Integrator>

<ProcessTimelines
BaseTime="2022-09-
01T06:51:58Z">

<Process Asld="304"
PID="4876"
UptimeMS="562"
TimeSinceCreat
ionMS="562"
SuspendedMS="0" Ha
ngCount="0"
GhostCount="0" Cra
shed="1"

</Process>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

3

1

2

1

1

2

1

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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File Path

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

C:\ProgramData\Microsoft\Windo

ws\WER\Temp\WER2EB2.tmp.WERI

nternalMetadata.xml

Copyright Joe Security LLC 2022

Offset

7894

7898

7900

7938

7942

7944

7982

7986

7990

8088

8092

8096

8194

8198

8200

8240

8244

Length

4

38

38

98

4

2

98

40

40

Value

0d 00 0a 00

09 00

3c 00 2f 00 50 00 72 00
6f 00 63 00 65 00 73 00
7300 54 00 69 00 6d 00
65 00 6¢ 00 69 00 6e 00
65 00 73 00 3e 00

0d 00 0a 00

09 00

3c 00 52 00 65 00 70 00
6f 00 72 00 74 00 49 00
6e 00 66 00 6f 00 72 00
6d 00 61 00 74 00 69 00
6f 00 6e 00 3e 00

0d 00 0a 00

09 00

3c 00 47 00 75 00 69 00
64 00 3e 00 35 00 35 00
320031003700 36 00
3200 37 00 2d 00 62 00
37 00 37 00 33 00 2d 00
34 00 64 00 61 00 33 00
2d 00 61 00 63 00 31 00
39 00 2d 00 62 00 35 00
64 00 32 00 62 00 65 00
36 00 33 00 66 00 36 00
61 00 36 00 3c 00 2f 00
47 00 75 00 69 00 64 00
3e 00

0d 00 0a 00

09 00

3c 00 43 00 72 00 65 00
61 00 74 00 69 00 6f 00
6e 00 54 00 69 00 6d 00
65 00 3e 00 32 00 30 00
3200 32 00 2d 00 30 00
39 00 2d 00 30 00 31 00
54 00 30 00 36 00 3a 00
3500 31 00 3a 00 35 00
38 00 5a 00 3c 00 2f 00
43 00 72 00 65 00 61 00
74 00 69 00 6f 00 6e 00
54 00 69 00 6d 00 65 00
3e 00

0d 00 0a 00

09 00

3c 00 2f 00 52 00 65 00
70 00 6f 00 72 00 74 00
49 00 6e 00 66 00 6f 00
72 00 6d 00 61 00 74 00
69 00 6f 00 6e 00 3e 00

0d 00 0a 00

3c 00 2f 00 57 00 45 00
52 00 52 00 65 00 70 00
6f 00 72 00 74 00 4d 00
65 00 74 00 61 00 64 00
61 00 74 00 61 00 3e 00

Ascii

</ProcessTimelines>

<ReportInformation>

<Guid>55217627-b773-
4da3-ac19-
b5d2be63f6a6</Guid>

<CreationTime>2022-09-
01T06:51
:58Z</CreationTime>

</Reportinformation>

</WERReportMetadata>

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

success or wait

Count Source Address

1

1

2

1

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

6D99497A

Symbol

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

Page 36 of 39



File Path Offset

C:\ProgramData\Microsoft\Windo 0
ws\WER\Temp\WER300B.tmp.xml

C:\ProgramData\Microsoft\Windo 0
ws\WER\ReportQueue\AppCrash_vy
3mvlAaCZ.exe_6074d93d852¢c17851
69ec71e797e6a243c122_d0e789f3_
15f13808\Report.wer

C:\ProgramData\Microsoft\Windo 2
ws\WER\ReportQueue\AppCrash_vy
3mvlAaCZ.exe_6074d93d852¢17851
69ec71e797e6a243c122_d0e789f3
15f13808\Report.wer

C:\ProgramData\Microsoft\Windo 8040

ws\WER\ReportQueue\AppCrash_vy
3mvlAaCZ.exe_6074d93d852c17851
69ec71e797e6a243c122_d0e789f3_
15f13808\Report.wer

File Path

Registry Activities
Key Created
Key Path

\REGISTRY\A\{belf411e-38ba-7b6c-52b8-c8471f6bb0al}\Root\InventoryApplicationFile\Permissio

nsCheckTestKey

\REGISTRY\A\{belf411e-38ba-7b6c-52b8-c8471f6bb0al}\Root\InventoryApplicationFile\Permissio

nsCheckTestKey

\REGISTRY\A\{belf411e-38ba-7b6c-52b8-c8471f6bb0al}\Root\InventoryApplicationFile\vy3mvlaac

z.exe|9c7091c0

HKEY_LOCAL_MACHINE\Software\WOW6432Node\Microsoft\Windows\Windows Error Reporting\Debug

\REGISTRY\A\{belf411e-38ba-7b6c-52b8-c8471f6bb0al}\Root\InventoryApplicationFile\Permissio

nsCheckTestKey

Key Value Created

Key Path Name

\REGISTRY\A\{belf411e-38ba-
7b6c-52b8-
c8471f6bb0al}\Root\Inve
ntoryApplicationFile\vy3mvlaac
z.exe|9c7091c0

Programid

\REGISTRY\A\{belf411e-38ba- Fileld
7b6c-52b8-

c8471f6bb0al}\Root\Inve
ntoryApplicationFile\vy3mvlaac

z.exe|9c7091c0

Copyright Joe Security LLC 2022

Length Value

4563

22

44

3c 3f 78 6d 6¢ 20 76 65

72 73 69 6f 6e 3d 22 31

2e 30 22 20 65 6e 63 6f
64 69 6e 67 3d 22 55 54
46 2d 38 2220 73 74 61
6e 64 61 6¢ 6f 6e 65 3d

2279 65 73 22 3f 3e 0d

0a 3c 72 65 71 20 76 65
72 3d 22 32 22 3e 0d Oa
20 20 3c 74 6¢ 6d 3e 0d
0a 20 20 20 20 3¢ 73 72
63 3e 0d 0a 20 20 20 20
20 20 3c 64 65 73 63 3e
0d 0a 20 20 20 20 20 20
20 20 3c 6d 61 63 68 3e
0d 0a 20 20 20 20 20 20
20 20 20 20 3c 6f 73 3e

0d 0a 20 20 20 20 20 20
20202020 20 20 3c 61
72 67 20 6e 6d 3d 22 76
65 72 6d 61 6a 22 20 76
61 6¢ 3d 22 31 30 22 20
2f 3e 0d Oa 20 20 20 20
20 20 20 20 20 20 20 20
3c 61 72 67 20 6e 6d 3d
22 76 65 72 6d 69 6e 22
20 76 61 6¢ 3d 22 30 22
20 2f 3e 0d 0a 20 20 20
20 20 20 20 20 20 20 20
20 3c 61 72 67 20 6e 6d
3d 22 76 65 72 62 6¢ 64
222076 61 6¢ 3d 22

fd fd

56 00 65 00 72 00 73 00
69 00 6f 00 6e 00 3d 00
31 00 0d 00 Oa 00

4d 00 65 00 74 00 61 00
64 00 61 00 74 00 61 00
48 00 61 00 73 00 68 00
3d 00 2d 00 31 00 35 00
36 00 38 00 32 00 39 00
3100 35 00

Offset

0006091dda7103b98a3c9445a11383

Ascii Completion

<?xml version="1.0" success or wait
encoding="UTF-8"
standalone="yes"?><req
ver="2"> <tim> <src>
<desc> <mach>
<os> <arg
m="vermaj" val="10" />
<arg nm="vermin" val="0"
/> <arg
nm="verbld" val="

success or wait

Version=1 success or wait
MetadataHash=- success or wait
15682915

Length Completion

Completion

success or wait

success or wait

success or wait

success or wait

success or wait

Completion

success or wait

Type Data
unicode

7cbfe90000ffff
unicode

00006fa90a229148759d12c63bee34

success or wait

2e55fa887f6976

Count Source Address

1 6D99497A
1 6D99497A
137 6D99497A
1 6D99497A

Count Source Address

Count Source Address

1 6D9B36BF
1 6D9B36BF
1 6D9B36BF
1 6D9B1FB2
1 6D9943D1

Count Source Address

1 6D9B36BF

1 6D9B36BF

Symbol

unknown

unknown

unknown

unknown

Symbol

Symbol

unknown
unknown
unknown
RegCreateKeyEx

W

unknown

Symbol

unknown

unknown
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Key Path Name Type Data Completion Count Source Address Symbol

\REGISTRY\A\{belf411le-38ba- LowerCaselLong unicode c:\users\user\desktop\vy3mvlaacz.exe = success or wait 1 6D9B36BF unknown
7b6c-52b8- Path

c8471f6bb0al}\Root\Inve

ntoryApplicationFile\vy3mvlaac

z.exe|9c7091c0

\REGISTRY\A\{belf411le-38ba- LongPathHash  unicode vy3mvlaacz.exe|9c7091c0 success or wait 1 6D9B36BF unknown
7b6c-52b8-

c8471f6bb0al}\Root\Inve

ntoryApplicationFile\vy3mvlaac

z.exe|9c7091c0

\REGISTRY\A\{belf411le-38ba- Name unicode vy3mvlaacz.exe success or wait 1 6D9B36BF unknown
7b6c-52b8-

c8471f6bb0al}\Root\Inve

ntoryApplicationFile\vy3mvlaac

z.exe|9c7091c0

\REGISTRY\A\{belf411le-38ba- Publisher unicode success or wait 1 6D9B36BF unknown
7b6c-52b8-

c8471f6bb0al}\Root\Inve

ntoryApplicationFile\vy3mvlaac

z.exe|9c7091c0

\REGISTRY\A\{belf411le-38ba- Version unicode success or wait 1 6D9B36BF unknown
7b6c-52b8-

c8471f6bb0al}\Root\Inve

ntoryApplicationFile\vy3mvlaac

z.exe|9c7091c0

\REGISTRY\A\{belf411e-38ba- BinFileVersion  unicode success or wait 1 6D9B36BF unknown
7b6c-52b8-

c8471f6bb0Oal}\Root\Inve

ntoryApplicationFile\vy3mvlaac

z.exe|9c7091c0

\REGISTRY\A\{belf411le-38ba- BinaryType unicode pe32_i386 success or wait 1 6D9B36BF unknown
7b6c-52b8-

c8471f6bb0Oal}\Root\Inve

ntoryApplicationFile\vy3mvlaac

z.exe|9c7091c0

\REGISTRY\A\{belf411e-38ba- ProductName unicode success or wait 1 6D9B36BF unknown
7b6c-52b8-

c8471f6bb0Oal}\Root\Inve

ntoryApplicationFile\vy3mvlaac

z.exe[9c7091c0

\REGISTRY\A\{belf411le-38ba- ProductVersion  unicode success or wait 1 6D9B36BF unknown
7b6c-52b8-

c8471f6bb0al}\Root\Inve

ntoryApplicationFile\vy3mvlaac

z.exe[9¢c7091c0

\REGISTRY\A\{belf411e-38ba- LinkDate unicode 05/07/2018 21:38:10 success or wait 1 6D9B36BF unknown
7b6c-52b8-

c8471f6bb0Oal}\Root\Inve

ntoryApplicationFile\vy3mvlaac

z.exe[9c7091c0

\REGISTRY\A\{belf411le-38ba- BinProductVersi unicode success or wait 1 6D9B36BF unknown
7b6c-52b8- on

c8471f6bb0Oal}\Root\Inve

ntoryApplicationFile\vy3mvlaac

z.exe[9c7091c0

\REGISTRY\A\{belf411le-38ba- Size B 00 6E 02 00 00 00 00 00 success or wait 1 6D9B36BF unknown
7b6c-52b8-

c8471f6bb0al}\Root\Inve

ntoryApplicationFile\vy3mvlaac

z.exe|9¢7091c0

\REGISTRY\A\{belf411le-38ba- Language dword 0 success or wait 1 6D9B36BF unknown
7b6c-52b8-

c8471f6bb0al}\Root\Inve

ntoryApplicationFile\vy3mvlaac

z.exe|9c7091c0

\REGISTRY\A\{belf411le-38ba- IsPeFile dword 1 success or wait 1 6D9B36BF unknown
7b6c-52b8-

c8471f6bb0al}\Root\Inve

ntoryApplicationFile\vy3mvlaac

z.exe|9c7091c0

\REGISTRY\A\{belf411le-38ba- IsOsComponent = dword 0 success or wait 1 6D9B36BF unknown
7b6c-52b8-

c8471f6bb0al}\Root\Inve

ntoryApplicationFile\vy3mvlaac

z.exe|9c7091c0
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Key Path Name

HKEY_LOCAL_MACHINE\SOFT  ExceptionRecor
WARE\WO d
W6432Node\Microsoft\Windows\W

indows Error Reporting\Debug

Disassembly

@ No disassembly

Copyright Joe Security LLC 2022

Type

binary

Data

05 00 00 CO 00 00 00 00 00 00 00 00
05 EF D6 77 02 00 00 00 01 00 00 00
F4 43 14 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00

Completion

success or wait

Count Source Address

1

6D9B1FES

Symbol

RegSetValueEx

w
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