
ID: 695797
Sample Name: PLAY.mal_.exe
Cookbook: default.jbs
Time: 23:17:24
Date: 01/09/2022
Version: 35.0.0 Citrine
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Created / dropped Files
A:\Recovery\WindowsRE\ReAgent.xml.PLAY (copy)
A:\Recovery\WindowsRE\boot.sdi.PLAY (copy)
C:\$Recycle.Bin\S-1-5-18\desktop.ini
C:\$Recycle.Bin\S-1-5-18\desktop.ini.PLAY (copy)
C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-4053062332-1000\desktop.ini
C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-4053062332-1000\desktop.ini.PLAY (copy)
C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-4053062332-1001\$I2EW2MR.pdf
C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-4053062332-1001\$I2EW2MR.pdf.PLAY (copy)
C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-4053062332-1001\desktop.ini
C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-4053062332-1001\desktop.ini.PLAY (copy)
C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-4053062332-1002\desktop.ini
C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-4053062332-1002\desktop.ini.PLAY (copy)
C:\Documents and Settings\All Users\Adobe\Setup\{AC76BA86-7AD7-1033-7B44-AC0F074E4100}\AcroRdrDCUpd1901220034.msp.PLAY (copy)
C:\Documents and Settings\All Users\Adobe\Setup\{AC76BA86-7AD7-1033-7B44-AC0F074E4100}\Data1.cab.PLAY (copy)
C:\Documents and Settings\All Users\Adobe\Setup\{AC76BA86-7AD7-1033-7B44-AC0F074E4100}\abcpy.ini.PLAY (copy)
C:\Documents and Settings\All Users\Adobe\Setup\{AC76BA86-7AD7-1033-7B44-AC0F074E4100}\setup.ini.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft
Help\MS.DATABASECOMPARE.16.1033.hxn.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft
Help\MS.EXCEL.16.1033.hxn.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft
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Help\MS.GRAPH.16.1033.hxn.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft
Help\MS.GROOVE.16.1033.hxn.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft
Help\MS.LYNC.16.1033.hxn.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft
Help\MS.LYNC_BASIC.16.1033.hxn.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft
Help\MS.LYNC_ONLINE.16.1033.hxn.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft
Help\MS.MSACCESS.16.1033.hxn.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft
Help\MS.MSOUC.16.1033.hxn.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft
Help\MS.MSPUB.16.1033.hxn.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft
Help\MS.ONENOTE.16.1033.hxn.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft
Help\MS.OUTLOOK.16.1033.hxn.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft
Help\MS.POWERPNT.16.1033.hxn.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft
Help\MS.SETLANG.16.1033.hxn.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft
Help\MS.SKYPEFB.16.1033.hxn.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft
Help\MS.SKYPEFB_BASIC.16.1033.hxn.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft
Help\MS.SKYPEFB_ONLINE.16.1033.hxn.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft
Help\MS.SKYPEFB_ONLINEG.16.1033.hxn.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft
Help\MS.SPREADSHEETCOMPARE.16.1033.hxn.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft
Help\MS.WINWORD.16.1033.hxn.PLAY (copy)
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C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft
Help\nslist.hxl.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft
OneDrive\setup\refcount.ini.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Oracle\Java\installcache\baseimagefam8.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\
{050d4fc8-5d48-4b8f-8972-47c82c46020f}\state.rsm.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\
{12578975-C765-4BDF-8DDC-3284BC0E855F}v14.21.27702\packages\vcRuntimeAdditional_amd64\cab1.cab.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\
{13A4EE12-23EA-3371-91EE-EFB36DDFFF3E}v12.0.21005\packages\vcRuntimeMinimum_x86\cab1.cab.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\
{19F7E289-17B8-44EC-A099-927507B6F739}v14.21.27702\packages\vcRuntimeMinimum_x86\cab1.cab.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\
{213668DB-2263-4E2D-ABB8-487FD539130E}v14.21.27702\packages\vcRuntimeAdditional_x86\cab1.cab.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\
{33d1fd90-4274-48a1-9bc1-97e33d9c2d6f}\state.rsm.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\
{37B8F9C7-03FB-3253-8781-2517C99D7C00}v11.0.61030\packages\vcRuntimeAdditional_amd64\cab1.cab.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\
{49697869-be8e-427d-81a0-c334d1d14950}\state.rsm.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\
{929FBD26-9020-399B-9A7A-751D61F0B942}v12.0.21005\packages\vcRuntimeAdditional_amd64\cab1.cab.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\
{A749D8E6-B613-3BE3-8F5F-045C84EBA29B}v12.0.21005\packages\vcRuntimeMinimum_amd64\cab1.cab.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\
{B175520C-86A2-35A7-8619-86DC379688B9}v11.0.61030\packages\vcRuntimeAdditional_x86\cab1.cab.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\
{BD95A8CD-1D9F-35AD-981A-3E7925026EBB}v11.0.61030\packages\vcRuntimeMinimum_x86\cab1.cab.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\
{CF2BEA3C-26EA-32F8-AA9B-331F7E34BA97}v11.0.61030\packages\vcRuntimeMinimum_amd64\cab1.cab.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\
{F7CAC7DF-3524-4C2D-A7DB-E16140A3D5E6}v14.21.27702\packages\vcRuntimeMinimum_amd64\cab1.cab.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
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Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\
{F8CFEB22-A2E7-3971-9EDA-4B11EDEFC185}v12.0.21005\packages\vcRuntimeAdditional_x86\cab1.cab.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\
{ca67548a-5ebe-413a-b50c-4b9ceb6d66c6}\state.rsm.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\
{f4220b74-9edd-4ded-bc8b-0342c1e164d8}\state.rsm.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\
{f65db027-aff3-4070-886a-0d87064aabb1}\state.rsm.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\USOPrivate\UpdateStore\updatestore4df22196-a1f2-426c-aa27-062a9f86aba6.xml.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\USOPrivate\UpdateStore\updatestore51b519d5-b6f5-4333-8df6-e74d7c9aead4.xml.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\USOShared\Logs\NotifyIcon.001.etl.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\USOShared\Logs\NotifyIcon.002.etl.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\USOShared\Logs\NotifyIcon_Temp.1.etl.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\USOShared\Logs\UpdateSessionOrchestration.001.etl.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\USOShared\Logs\UpdateSessionOrchestration.002.etl.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\USOShared\Logs\UpdateSessionOrchestration.003.etl.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\USOShared\Logs\UpdateSessionOrchestration.004.etl.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\USOShared\Logs\UpdateSessionOrchestration.005.etl.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\USOShared\Logs\UpdateSessionOrchestration.006.etl.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\USOShared\Logs\UpdateSessionOrchestration.007.etl.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\USOShared\Logs\UpdateSessionOrchestration.008.etl.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
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42

43

43

44

44

44

45

45

46

46

46

47

47

48

48

48

49

49

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\USOShared\Logs\UpdateSessionOrchestration.009.etl.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\USOShared\Logs\UpdateSessionOrchestration.010.etl.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\USOShared\Logs\UpdateSessionOrchestration.011.etl.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\USOShared\Logs\UpdateSessionOrchestration.012.etl.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\USOShared\Logs\UpdateSessionOrchestration.013.etl.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\USOShared\Logs\UpdateSessionOrchestration.014.etl.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\USOShared\Logs\UpdateSessionOrchestration.015.etl.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\USOShared\Logs\UpdateSessionOrchestration.016.etl.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\USOShared\Logs\UpdateSessionOrchestration.017.etl.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\USOShared\Logs\UpdateUx_Temp.1.etl.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\regid.1991-
06.com.microsoft\regid.1991-06.com.microsoft Microsoft Office Professional Plus 2016.swidtag.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\regid.1991-
06.com.microsoft\regid.1991-06.com.microsoft_Windows-10-Pro.swidtag.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Desktop\desktop.ini.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Documents\desktop.ini.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Start
Menu\Programs\Accessibility\Desktop.ini.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Start
Menu\Programs\Accessories\System Tools\desktop.ini.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Start
Menu\Programs\Accessories\desktop.ini.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Start Menu\Programs\Administrative
Tools\desktop.ini.PLAY (copy)
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50
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122
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C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Start Menu\Programs\Java\Get
Help.url.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Start Menu\Programs\Java\Visit
Java.com.url.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Start
Menu\Programs\Maintenance\Desktop.ini.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Start Menu\Programs\Microsoft Office
2016 Tools\desktop.ini.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Start
Menu\Programs\StartUp\desktop.ini.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Start Menu\Programs\System
Tools\Desktop.ini.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Start Menu\Programs\desktop.ini.PLAY
(copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Start Menu\desktop.ini.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Documents\My Music\desktop.ini.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Documents\My Pictures\desktop.ini.PLAY (copy)
C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Documents\My Videos\desktop.ini.PLAY (copy)
C:\Documents and Settings\user\AppData\Local\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application
Data\Google\Chrome\User Data\Default\DownloadMetadata.PLAY (copy)

Static File Info
General
File Icon
Static PE Info

General
Entrypoint Preview
Data Directories
Sections
Imports

Network Behavior
UDP Packets
ICMP Packets

Statistics
System Behavior

Analysis Process: PLAY.mal_.exePID: 6884, Parent PID: 5876
General
File Activities

File Created
File Moved
File Written
File Read

Disassembly
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Windows Analysis Report 
PLAY.mal_.exe

Overview

General Information

Sample 
Name:

PLAY.mal_.exe

Analysis ID: 695797

MD5: 223eff1610b432a…

SHA1: 14177730443c65…

SHA256: 006ae41910887f…

Tags: exe PLAY ransomware

Infos:

Detection

Score: 64

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus / Scanner detection for sub…

Multi AV Scanner detection for subm…

Writes many files with high entropy

Tries to harvest and steal browser in…

Creates a DirectInput object (often f…

Uses 32bit PE files

Installs a raw input device (often for…

Sample file is different than original …

Tries to load missing DLLs

Contains functionality to check if a d…

Contains functionality to read the PE…

May sleep (evasive loops) to hinder…

Uses code obfuscation techniques (…

Detected potential crypto function

Contains functionality to query CPU…

Sample execution stops while proce…

Yara detected Keylogger Generic

Checks for available system drives …

Contains functionality which may be…

Contains functionality to query netw…

Abnormal high CPU Usage

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

PLAY.mal_.exe (PID: 6884 cmdline: "C:\Users\user\Desktop\PLAY.mal_.exe" MD5: 223EFF1610B432A1F1AA06C60BD7B9A6)

cleanup

⊘ No configs have been found

Source Rule Description Author Strings

00000000.00000003.380476408.0000000003100000.00000
004.00001000.00020000.00000000.sdmp

JoeSecurity_Keylo
gger_Generic

Yara detected 
Keylogger Generic

Joe Security

Process Memory Space: PLAY.mal_.exe PID: 6884 JoeSecurity_Keylo
gger_Generic

Yara detected 
Keylogger Generic

Joe Security

Source Rule Description Author Strings

0.3.PLAY.mal_.exe.3100000.2.raw.unpack JoeSecurity_Keylo
gger_Generic

Yara detected 
Keylogger Generic

Joe Security

Process Tree

Malware Configuration

Yara Signatures

Memory Dumps

Unpacked PEs
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AV Detection

Spam, unwanted Advertisements and Ransom Demands

Stealing of Sensitive Information

⊘ No Sigma rule has matched

⊘ No Snort rule has matched

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
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Control

Network
Effects

Remote
Service
Effects

Impact

1
Replication
Through
Removable
Media

Windows
Manageme
nt
Instrument
ation

1
DLL Side-
Loading

1
Process
Injection

1
Virtualizatio
n/Sandbox
Evasion

1
OS
Credential
Dumping

1
System
Time
Discovery

1
Replication
Through
Removable
Media

2 1
Input
Capture

Exfiltration
Over Other
Network
Medium

1
Encrypted
Channel

Eavesdrop
on Insecure
Network
Communic
ation

Remotely
Track
Device
Without
Authorizati
on

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initializatio
n Scripts

1
DLL Side-
Loading

1
Process
Injection

2 1
Input
Capture

2 1
Security
Software
Discovery

Remote
Desktop
Protocol

1
Archive
Collected
Data

Exfiltration
Over
Bluetooth

Junk Data Exploit SS7
to Redirect
Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Domain
Accounts

At (Linux) Logon
Script
(Windows)

Logon
Script
(Windows)

1
Obfuscated
Files or
Information

Security
Account
Manager

1
Virtualizatio
n/Sandbox
Evasion

SMB/Wind
ows Admin
Shares

1
Data from
Local
System

Automated
Exfiltration

Steganogra
phy

Exploit SS7
to Track
Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Local
Accounts

At
(Windows)

Logon
Script
(Mac)

Logon
Script
(Mac)

1
DLL Side-
Loading

NTDS 1
Process
Discovery

Distributed
Component
Object
Model

Input
Capture

Scheduled
Transfer

Protocol
Impersonati
on

SIM Card
Swap

Carrier
Billing
Fraud

Cloud
Accounts

Cron Network
Logon
Script

Network
Logon
Script

Software
Packing

LSA
Secrets

1 1
Peripheral
Device
Discovery

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communic
ation

Manipulate
App Store
Rankings
or Ratings

Replication
Through
Removable
Media

Launchd Rc.commo
n

Rc.commo
n

Steganogra
phy

Cached
Domain
Credentials

1
System
Network
Configurati
on
Discovery

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communic
ation

Jamming or
Denial of
Service

Abuse
Accessibilit
y Features

External
Remote
Services

Scheduled
Task

Startup
Items

Startup
Items

Compile
After
Delivery

DCSync 3
File and
Directory
Discovery

Windows
Remote
Manageme
nt

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-
Fi Access
Points

Data
Encrypted
for Impact

Sigma Signatures

Snort Signatures

Joe Sandbox Signatures

Antivirus / Scanner detection for submitted sample

Multi AV Scanner detection for submitted file

Writes many files with high entropy

Tries to harvest and steal browser information (history, passwords, etc)

Mitre Att&ck Matrix
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Drive-by
Compromis
e

Command
and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Indicator
Removal
from Tools

Proc
Filesystem

1 4
System
Information
Discovery

Shared
Webroot

Credential
API
Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application
Layer
Protocol

Downgrade
to Insecure
Protocols

Generate
Fraudulent
Advertising
Revenue

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

Behavior Graph

ID: 695797

Sample: PLAY.mal_.exe

Startdate: 01/09/2022

Architecture: WINDOWS

Score: 64

Antivirus / Scanner
detection for submitted

sample

Multi AV Scanner detection
for submitted file

PLAY.mal_.exe

3

        started       

192.168.2.100

unknown

unknown

192.168.2.101

unknown

unknown

98 other IPs or domains

C:\Users\user\AppData\Local\...\Databases.db, data

dropped

C:\Users\user\AppData\Local\...\flapper.gif, data

dropped

C:\Users\user\AppData\...\craw_window.js, data

dropped

75 other files (73 malicious)

dropped

Tries to harvest and
steal browser information

(history, passwords,
etc)

Writes many files with
high entropy

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots

Thumbnails
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Source Detection Scanner Label Link

PLAY.mal_.exe 81% ReversingLabs Win32.Ransomwar
e.PlayCrypt

PLAY.mal_.exe 72% Virustotal Browse

PLAY.mal_.exe 45% Metadefender Browse

PLAY.mal_.exe 100% Avira TR/FileCoder.zcerj

⊘ No Antivirus matches

⊘ No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files
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https://www.virustotal.com/gui/file/006ae41910887f0811a3ba2868ef9576bbd265216554850112319af878f06e55/detection/f-006ae41910887f0811a3ba2868ef9576bbd265216554850112319af878f06e55-1661138869
https://www.metadefender.com/#!/results/file/bzIyMDgxMGRnUUZHOUpIN2xyQk1ocUZ4N1JL/regular/analysis


⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No contacted domains info

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

IP

192.168.2.148

192.168.2.149

192.168.2.146

192.168.2.147

192.168.2.140

192.168.2.141

192.168.2.144

192.168.2.145

192.168.2.142

192.168.2.143

192.168.2.159

192.168.2.157

Domains

URLs

Domains and IPs

Contacted Domains

World Map of Contacted IPs

Public IPs

Private
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192.168.2.158

192.168.2.151

192.168.2.152

192.168.2.150

192.168.2.155

192.168.2.156

192.168.2.153

192.168.2.154

192.168.2.126

192.168.2.247

192.168.2.127

192.168.2.248

192.168.2.124

192.168.2.245

192.168.2.125

192.168.2.246

192.168.2.128

192.168.2.249

192.168.2.129

192.168.2.240

192.168.2.122

192.168.2.243

192.168.2.123

192.168.2.244

192.168.2.120

192.168.2.241

192.168.2.121

192.168.2.242

192.168.2.97

192.168.2.137

192.168.2.96

192.168.2.138

192.168.2.99

192.168.2.135

192.168.2.98

192.168.2.136

192.168.2.139

192.168.2.250

192.168.2.130

192.168.2.251

192.168.2.91

192.168.2.90

192.168.2.93

192.168.2.133

192.168.2.254

192.168.2.92

192.168.2.134

192.168.2.95

192.168.2.131

192.168.2.252

192.168.2.94

192.168.2.132

192.168.2.253

192.168.2.104

192.168.2.225

192.168.2.105

192.168.2.226

192.168.2.102

192.168.2.223

IP
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192.168.2.103

192.168.2.224

192.168.2.108

192.168.2.229

192.168.2.109

192.168.2.106

192.168.2.227

192.168.2.107

192.168.2.228

192.168.2.100

192.168.2.221

192.168.2.101

192.168.2.222

192.168.2.220

192.168.2.115

192.168.2.236

192.168.2.116

192.168.2.237

192.168.2.113

192.168.2.234

192.168.2.114

192.168.2.235

192.168.2.119

192.168.2.117

192.168.2.238

192.168.2.118

192.168.2.239

192.168.2.111

192.168.2.232

IP

Joe Sandbox Version: 35.0.0 Citrine

Analysis ID: 695797

Start date and time: 2022-09-01 23:17:24 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 11m 5s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: PLAY.mal_.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 104, IE 11, Adobe Reader DC 19, Java 8 Update 211

Run name: Run with higher sleep bypass

Number of analysed new started processes 
analysed:

9

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal64.rans.spyw.winEXE@1/514@0/100

EGA Information: Successful, ratio: 100%

General Information
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HDC Information: Successful, ratio: 99.1% (good quality ratio 79.4%)
Quality average: 65.4%
Quality standard deviation: 39.1%

HCA Information: Successful, ratio: 99%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Found application associated with file extension: .exe
Adjust boot time
Enable AMSI
Sleeps bigger than 300000ms are automatically reduced to 1000ms

Exclude process from analysis (whitelisted): MpCmdRun.exe, BackgroundTransferHost.exe, WMIADAP.exe, backgroundTaskHost.exe, conhost.exe, svchost.exe
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (wh itelisted): 23.211.6.115
Excluded domains from analysis (whitelisted): www.bing.com, e12564.dspb.akamaiedge.net, client.wns.windows.com, store-images.s-microsoft.com, ctldl.windowsupdate.com, store-
images.s-microsoft.com-c.edgekey.net, arc.msn.com
Not all processes where analyzed, report is missing behavior  information
Report size getting too big, t oo many NtCreateFile calls found.
Report size getting too big, t oo many NtDeviceIoControlFile calls found.
Report size getting too big, t oo many NtOpenFile calls found.
Report size getting too big, t oo many NtQueryAttributesFile calls found.
Report size getting too big, t oo many NtReadFile calls found.
Report size getting too big, t oo many NtSetInformationFile calls found.
Report size getting too big, t oo many NtWriteFile calls found.

⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

A:\Recovery\WindowsRE\ReAgent.xml.PLAY (copy)
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Category: dropped

Size (bytes): 2184

Entropy (8bit): 7.901481767430074

Encrypted: false

SSDEEP: 48:XlU/ucqRTZu0Dd74roScaWn7BR3Olcir034HYxwpKxBSQTxWqYVFbT3i:Xu/ur7u0DN4rohB7BR+Wio3KpKxBS61V

MD5: 9F4D6DDBCC64127D42A165E53513E34C

SHA1: 626A3F2349A8A42BFCC739E24E93EEDE3D7E83A3

SHA-256: DC9724F746D805F7D836B92939634D2AE81F26D0176E0B3AD8319D8F9067D98D

SHA-512: 8FD5508BD3AF7992F298DEB563ADFDBA1F790A2324CF60F23257B3205C103C616512E10851AE3849B78980BE3E34A1F14FAF82CD9B230F0F9AC8A7A8AABBA39
1

Malicious: false

Reputation: low

Preview: 1L.?...KjJ...5...q...2..y.V!.../..o..`.=^....q.jq.0FS.g..ln5.x.!.8%..n'."..8.n...-......#>d....d.x..o..3..%.......y.....K.%.MD_....>.. .7..m.6$......g.Dz.;../.|...@..x.}b|....E..)K....a..8...K.0|.5...
W/..CQ...9...(N.J..d...d_.i.-.._...>..3(..e.8.c...M).D..y..7}B.q.P.4M........9..*].3.........................f.ko....W..~d.}b.......+^Q...4.3(A.Nm....}.{4..{#.Y.u[....... .i?'F.x...~..Jm1[..j|./...8. 
.S.C...K...w.nP.p`Q.`....o........{...:c7mo.s.X.......V.\D.C.E.....u=?...I.... .fC..{. ......$..$.d@.i.P.Y.~l..G.'.....h....Gdk...WP..e......9E.c..-.m....'....=.C..e._.u5...3U.......Sf....N4
....Yd_1.CJ.+...V.K.:e.=...".6.P..]....@..(..S@.._X....;.............*.b...'.j?.. ^.....v.r0{.![.e.C3.y.....y.m6.t..i....@C....q...^ .9..(..mqP.....ie.o....v}..1....C.->g.j.?P.....X,......'..P{...5c.g
..@Y.4P..K..Q..W&.f.....ng."%W.w%....b..aG.2O3....|.<#..}..J.%.%....z.#/.{.Ig.5.%c.....+..Xz.W.C....\O.......*".vv.2.Y.....(..O+.H...go...9....X.....rH.ee..~.D.#N

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 3171384

Entropy (8bit): 7.999942819379644

Encrypted: true

SSDEEP: 98304:BEPpO6hDzvTzAFn29gcVNJswiwOgvjyu2jCgX:BEhO0DzvTcFCgarjOgvjyl+0

MD5: 4520F44B0C1BAE13EC8018DA94C25C60

SHA1: 9FDE0E46B442DD8BCB32AD7061A61364B71A8613

SHA-256: 5FD32D4EE26BF0F9CC89771E464CD422DF36671DF350C415DA74855E815AFFFA

SHA-512: 9EDB8C36ADE8CFB2B2CBC852337594480F46A57E1FF7AF365CACF4701312D1200EE477F3F1F73E4EF8E42B46AC935AC1DDE0E14278549DE4E17FB7CE0F2E92
8E

Malicious: true

Reputation: low

Preview: ..s{.,j....n].b.~..l(C.rO......n.h.....!.o.~. .....e.`.w.=..E...j.....K.f...>...-...D..[m[.~.>h|..C..R.+nH.A|.hJ.-...}/....a.nn.b..ZxL....Vq8....a..].!/.....N...._..r.S3../so......m4....&yV.Y....!sZ..
....~W.2*.f........%FVm...KN....E..t...Q.FKm.....$R..z.......D..ja..{.3Sf.D....i..t.I..e.\.U..B..c..^M**S=*d@...o.Z......Q.d7.~Tc.i.......n.4M..z:J...........K.K.....&.*.*............ .v...K
G...b...1....| ;b.:.X68..._V..Pq.Z^..e.h......|\..Nb.!.7G...@..S.......*W. ...@..xU......8c.....HR$.,..D.5Y.n..W`.>F|..jO.JeFK.p..m.&..z.....h...G.Zc...9...i..\........u.YT.f.d...u..EH;....k
.Q....l$.mW&.R......)^.Q.....C.N.e...z...7I}...[...|....3..1V{/sOus.\......."...t...g....V.5.j..?.C$.....b..c'._.v~.^..@4.V......D....0.5.2,...n._.-~.... g.....HQD..l...2;...,..........?~.<..K`..4lD..
...D.y.L...n.3....$gT.....Z.zN..K.fL..T.u..XX@.3.j...\...Sd8.2......%M.`...AG...}?.^!".`..y..U%.L.n...r..IOL.j....;..%.u..3.|...y..|#...8..^....sr..a......#zy.i.)...<6

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1208

Entropy (8bit): 7.837980272830663

Encrypted: false

SSDEEP: 24:ytvFL8vlRCQsoHKOy+9UjTYF6Z2gunlojV/q8R2V5J+biE:yFF+lRlD5WYPgul6/q8ib+biE

MD5: 84631327BF326193F59D5FBE4805151C

SHA1: 5533A6A3C291C38F6ABECB97DB8D0666673C6863

SHA-256: 2A6E444C7B9ED7F1AFF2732A71B7DAE64C1232C80EFC793AB5B1B5C6682F8B2B

SHA-512: 5BBA6D741C9B11904B79F43BDED9CE9EED77210586AAF9FF16B4F073439BD3DDCB4409CE0405C72324246AB870EC1969B55BF842C893B92A2F2E64AE8C256E
AE

Malicious: false

Reputation: low

Preview: ...8.....g ......MP.|S..z.0...7.?...q.sK>..v..+B.!@d.y..en.8..|Lo...n..F.w... v.bP....~...*.}C@..+....#..%A{5.s=...8B:.,>B6.T..+wn^j\).4.....T..U.|.!.I>.......................... rkG.......A.
{.c.4.A5.].\.}({A..D...!1..2..9u....#SO#....7..n(l..u.....d....V(v.......s..}>.....W.cU.2.#,I.."L^.7Q....@.....J.CX.......F.....(..{.L...+.H.6E.5u[...+q.8.....A.4/&...1....?n.^4.a.w~.}Z....
..2.....U..)....H.E(...m.3.wC...:..e(..#.w..?..2....KEFa.WR..7...&.....1.vG......[_.w.'9o....%.._..O..(....i..^...:U.a.2.......$.\aH..+.1.6.|6o#7q....?m..j..v,...&...w.fF.K...K.=..=`.?...aQ.
..!..8$.8..4#.z...H.GfAT5.e...l.}....~Z.....%..\......xs<.,.:....z...q.g.O..........N.7.....I.x..v......e..)kI6.`.d......M'$.w.......2.:c"3.}p....].I..L<..J..0]..0.w.e.{.Y._............l.1.?..<q..Qq.-
...Y....W.6.V.a.T.\8b..+.>.....n./.i.3f~..%.....C(......2...b.)I(9...x.,..v1.t........'q.......uT\..@.Rg...i.th...X..vP..a...V..B.[~....^..+...mK..... ._.Q...{.?..(.W.....(.t....w^j.{.

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

A:\Recovery\WindowsRE\boot.sdi.PLAY (copy)

C:\$Recycle.Bin\S-1-5-18\desktop.ini

C:\$Recycle.Bin\S-1-5-18\desktop.ini.PLAY (copy)

Copyright Joe Security LLC 2022 Page 16 of 261



Category: dropped

Size (bytes): 1208

Entropy (8bit): 7.837980272830663

Encrypted: false

SSDEEP: 24:ytvFL8vlRCQsoHKOy+9UjTYF6Z2gunlojV/q8R2V5J+biE:yFF+lRlD5WYPgul6/q8ib+biE

MD5: 84631327BF326193F59D5FBE4805151C

SHA1: 5533A6A3C291C38F6ABECB97DB8D0666673C6863

SHA-256: 2A6E444C7B9ED7F1AFF2732A71B7DAE64C1232C80EFC793AB5B1B5C6682F8B2B

SHA-512: 5BBA6D741C9B11904B79F43BDED9CE9EED77210586AAF9FF16B4F073439BD3DDCB4409CE0405C72324246AB870EC1969B55BF842C893B92A2F2E64AE8C256E
AE

Malicious: false

Reputation: low

Preview: ...8.....g ......MP.|S..z.0...7.?...q.sK>..v..+B.!@d.y..en.8..|Lo...n..F.w... v.bP....~...*.}C@..+....#..%A{5.s=...8B:.,>B6.T..+wn^j\).4.....T..U.|.!.I>.......................... rkG.......A.
{.c.4.A5.].\.}({A..D...!1..2..9u....#SO#....7..n(l..u.....d....V(v.......s..}>.....W.cU.2.#,I.."L^.7Q....@.....J.CX.......F.....(..{.L...+.H.6E.5u[...+q.8.....A.4/&...1....?n.^4.a.w~.}Z....
..2.....U..)....H.E(...m.3.wC...:..e(..#.w..?..2....KEFa.WR..7...&.....1.vG......[_.w.'9o....%.._..O..(....i..^...:U.a.2.......$.\aH..+.1.6.|6o#7q....?m..j..v,...&...w.fF.K...K.=..=`.?...aQ.
..!..8$.8..4#.z...H.GfAT5.e...l.}....~Z.....%..\......xs<.,.:....z...q.g.O..........N.7.....I.x..v......e..)kI6.`.d......M'$.w.......2.:c"3.}p....].I..L<..J..0]..0.w.e.{.Y._............l.1.?..<q..Qq.-
...Y....W.6.V.a.T.\8b..+.>.....n./.i.3f~..%.....C(......2...b.)I(9...x.,..v1.t........'q.......uT\..@.Rg...i.th...X..vP..a...V..B.[~....^..+...mK..... ._.Q...{.?..(.W.....(.t....w^j.{.

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1208

Entropy (8bit): 7.809666047769951

Encrypted: false

SSDEEP: 24:hZ59RlecgX3O4TTyO2OpdWxMrNQVHrBcZf4Gy8EKHB0rUZdhM6QC2:X59RlecW3Oqz4L9UK8t0rUZdhRQC2

MD5: 8EB657F0A4AB5F1983B7784363495549

SHA1: 8B4E9B3409BC6CB70AE9A17EC15068C375189088

SHA-256: 91885A6DE4E56089630D8B39124AD08FD918B43CC7653156620B2A3BD28DF3A9

SHA-512: 4D48D9FE83CB94741C4D08454BA3498E1B14AC5147CFB1527137BDDB390409BA5BDC4410DF2B212AEC64C6016E0F4A30F7A35791731C146E0356CC3DACB2CE
93

Malicious: false

Reputation: low

Preview: S~..-Y..L...K..'..M..t... .".m.Z..`.wHIj...7..hJ....s...GQ.3N...G.2V/5...[......m....B.t.~.:.......T....n....uU,......x.^^..|j...6....D...T..U.|.!.I>...........................L!K.....%d...?"....Ub.~A..:.<2....
)a..,.j+M@.....Jq......o...E^aR./S1..w@;.(...4.m...H...Q...M.$.]..Tx..mb b.......G...V.G....$.:....,MEb\..[..4Q.`..{k).[.U..!.TMaW..B5].A..t..]r....$....9GJr~...Mu.HK.............. ..iq...".
.P.Yh.W`NTB.>.w...#$..h....~..3...J.....i)dL..&I.F....8.......k9....bG..i.L...:I..Y+..4.~zP..*.(l...,`%.....{..3p@.L.]i[.M...b...zg...............e.-.......Y....An.tTPT.Rd.b.5...1.7......p.....[.1.=.s
......\]>[_..E...W..}.Xp......./...|.L.[.L...pV..D..M.:..G9..Yl.9Q&.......5.A.d.qI+...c....:.b.{.......PO.D..cQPU'.rv....G.....w..UU\..Y.ZBz..u.E<~.OH..\[2.._U.x.W2........Jm.]..G.]..o..C.G.
.:Q....L.]..T.(..?.RH...E....c...U9..... 2......*P...1.n9...i.....@.....px.......i.j...GA. [..../....;.(..L.(.EB....Sk..i2..dC..e....DN...sv...p...X..FA..wq

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1208

Entropy (8bit): 7.809666047769951

Encrypted: false

SSDEEP: 24:hZ59RlecgX3O4TTyO2OpdWxMrNQVHrBcZf4Gy8EKHB0rUZdhM6QC2:X59RlecW3Oqz4L9UK8t0rUZdhRQC2

MD5: 8EB657F0A4AB5F1983B7784363495549

SHA1: 8B4E9B3409BC6CB70AE9A17EC15068C375189088

SHA-256: 91885A6DE4E56089630D8B39124AD08FD918B43CC7653156620B2A3BD28DF3A9

SHA-512: 4D48D9FE83CB94741C4D08454BA3498E1B14AC5147CFB1527137BDDB390409BA5BDC4410DF2B212AEC64C6016E0F4A30F7A35791731C146E0356CC3DACB2CE
93

Malicious: false

Reputation: low

Preview: S~..-Y..L...K..'..M..t... .".m.Z..`.wHIj...7..hJ....s...GQ.3N...G.2V/5...[......m....B.t.~.:.......T....n....uU,......x.^^..|j...6....D...T..U.|.!.I>...........................L!K.....%d...?"....Ub.~A..:.<2....
)a..,.j+M@.....Jq......o...E^aR./S1..w@;.(...4.m...H...Q...M.$.]..Tx..mb b.......G...V.G....$.:....,MEb\..[..4Q.`..{k).[.U..!.TMaW..B5].A..t..]r....$....9GJr~...Mu.HK.............. ..iq...".
.P.Yh.W`NTB.>.w...#$..h....~..3...J.....i)dL..&I.F....8.......k9....bG..i.L...:I..Y+..4.~zP..*.(l...,`%.....{..3p@.L.]i[.M...b...zg...............e.-.......Y....An.tTPT.Rd.b.5...1.7......p.....[.1.=.s
......\]>[_..E...W..}.Xp......./...|.L.[.L...pV..D..M.:..G9..Yl.9Q&.......5.A.d.qI+...c....:.b.{.......PO.D..cQPU'.rv....G.....w..UU\..Y.ZBz..u.E<~.OH..\[2.._U.x.W2........Jm.]..G.]..o..C.G.
.:Q....L.]..T.(..?.RH...E....c...U9..... 2......*P...1.n9...i.....@.....px.......i.j...GA. [..../....;.(..L.(.EB....Sk..i2..dC..e....DN...sv...p...X..FA..wq

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-4053062332-1000\desktop.ini

C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-4053062332-1000\desktop.ini.PLAY (copy)

C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-4053062332-1001\$I2EW2MR.pdf
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Category: dropped

Size (bytes): 1160

Entropy (8bit): 7.841449223394751

Encrypted: false

SSDEEP: 24:Z+AaJV+2eXHtfsYqYELCB20brDA437oHCSOxfYx61jdgz:52emVYELo2QzsHCb5jdgz

MD5: A6214B797D3A974B785BBA52911016CE

SHA1: 8B23D12AD599F12DB74145BE714A228960048808

SHA-256: CA28EAE4A190E70D92246798E66DE34330915AB18E69E7301170D39A791A34F4

SHA-512: C0493840189AB13B42144641F39675968E98A7EDBC113EF731B2E1C0ADD91B42CC7145FAE9B63B34446E7ABC58A54844CF1C947329F80CBA935542D926AACE76

Malicious: false

Reputation: low

Preview: .*..p...f.\..jd|..}`d.|U..P..%Mwz#.<.L......px.9...IZ...!2h........._.^Z.*.....fxK.G.D&$.....T..U.|.!.I>..............................Z..Be....S.&...#............Y>.*...uT.k....W.>y.........v.8A./..Y.
...C...TD....cZ..C1.KY]...PN.<..fk...D.2W.0...7[...8K..a...9l..........;...+.......1G[\Y.m9.j..C.#.j......)..5:.g...a...ZW&.}s..,.\..SPV..d..K.'.#(....k....kR..mw...d..C.7..k.S.F.......F.nea
}..s....3.b...pvY.p$.....u..8i.wh.P~ME..q.Z2..E...K[....I%..*.f.F.^._h..$.]B......l...jH.9.3...[.:@}.#..g....HH../..4.a..w.Fanm.`..#..{}..pE.g.U#......I..d.r./.D.B.zz.T.\N...:GEX..!..y.....G
:.qoEa.'. ...........%:...}ZP.b....?~.3...NBM..HM.!....x.*......6;o...'KM..AP...vkidk....]~)....-...Z....V.g..`.z}s...........M..+.Y.......T...V..Z....h..i...x...*a2. 4OgY2..r1....;F.'A..?......J.....
l.]$..JI....%hF8.w..9w..#(........7".W9.Q...n...c..P....n..[+U#g{@$..~|...:....c...zF..=.....7....o."Xi.vy...X.QZRZW..z..@..........-]BFO[. ....mx..\.,.z..].UT......Vp..:..z..'

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1160

Entropy (8bit): 7.841449223394751

Encrypted: false

SSDEEP: 24:Z+AaJV+2eXHtfsYqYELCB20brDA437oHCSOxfYx61jdgz:52emVYELo2QzsHCb5jdgz

MD5: A6214B797D3A974B785BBA52911016CE

SHA1: 8B23D12AD599F12DB74145BE714A228960048808

SHA-256: CA28EAE4A190E70D92246798E66DE34330915AB18E69E7301170D39A791A34F4

SHA-512: C0493840189AB13B42144641F39675968E98A7EDBC113EF731B2E1C0ADD91B42CC7145FAE9B63B34446E7ABC58A54844CF1C947329F80CBA935542D926AACE76

Malicious: false

Reputation: low

Preview: .*..p...f.\..jd|..}`d.|U..P..%Mwz#.<.L......px.9...IZ...!2h........._.^Z.*.....fxK.G.D&$.....T..U.|.!.I>..............................Z..Be....S.&...#............Y>.*...uT.k....W.>y.........v.8A./..Y.
...C...TD....cZ..C1.KY]...PN.<..fk...D.2W.0...7[...8K..a...9l..........;...+.......1G[\Y.m9.j..C.#.j......)..5:.g...a...ZW&.}s..,.\..SPV..d..K.'.#(....k....kR..mw...d..C.7..k.S.F.......F.nea
}..s....3.b...pvY.p$.....u..8i.wh.P~ME..q.Z2..E...K[....I%..*.f.F.^._h..$.]B......l...jH.9.3...[.:@}.#..g....HH../..4.a..w.Fanm.`..#..{}..pE.g.U#......I..d.r./.D.B.zz.T.\N...:GEX..!..y.....G
:.qoEa.'. ...........%:...}ZP.b....?~.3...NBM..HM.!....x.*......6;o...'KM..AP...vkidk....]~)....-...Z....V.g..`.z}s...........M..+.Y.......T...V..Z....h..i...x...*a2. 4OgY2..r1....;F.'A..?......J.....
l.]$..JI....%hF8.w..9w..#(........7".W9.Q...n...c..P....n..[+U#g{@$..~|...:....c...zF..=.....7....o."Xi.vy...X.QZRZW..z..@..........-]BFO[. ....mx..\.,.z..].UT......Vp..:..z..'

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1208

Entropy (8bit): 7.823085810910608

Encrypted: false

SSDEEP: 24:qvxV2R/M5qfPr9f8LRE395jO2N3/85JeH2B6URoCn4f2szAXiQnAUJC6pn6xiYGK:qv/2RrfPr9f8LSj0rC2FRoM7szAXisAL

MD5: B7EAB634DC60AFCDCCDBE79322E03A4A

SHA1: 722A6868E3237D7F90A68EAA005992A1D64281D1

SHA-256: B1B8D5A4604442EB93C3072EF237C811EBB70DDA896807214F45D818C1BCF63E

SHA-512: F0E0914F6FBC8D8FD60A1AC11B0070FDCA102F52EDF72C2B7E97A2D609664A71348524E4C4B0273EF111BA343FB19476BE891711C80BFF238BE3A03B92070F1
E

Malicious: false

Reputation: low

Preview: A..Mk|Y<.b.*.,..A../....q.....,..gJ............~i...SI.r.....b.\.K((.:..C....UV.X..z.,.Lr...6..*..g......I..,.v...|......98..~....}ey).......T..U.|.!.I>...........................Y..y5.tH...\.4Y...W9...i.z..[*.
#;..../S....&P.M.5,."ZJAU..9u.G`.d^.i..-..6...>.@...|r..1@...N9..T.N.N.?.y.P..D..O.y..H.`c.....J.yi....._..-.......5..4.Fu...84...u.Z.I)...1....F.."dZ.>fc.[.t......:n........Kk'.ZI2.c......b....r...x.
1. J....JSP*.../+..e......-.3N.U._......N.-h...c\..|l.}....uDy.gZ..#Ah.`...*..B..>.*..WSQG...:.Ou....:L.-i.........^l.......(K.6....... ....4...5M.0...'.p.(a[...6{....\...{>%hl|.\....r.....rk..xJ0..Dc
g.,B{.....*...j....Y2s.7w.9>4D.(3H.m.;M..Q..P."j..g.i.TF....z.3I!...X.....y..K.....7-FO.;..5.M..q.~.......v.\..V.../0nI.*,../.C.........B~.'...9Jz....o.z..*.........)~.....+.{q}.....:.^.x..i.w...H.K.r
V....O.1D.X..8......{DS`_.A...2....C&`..s.}>...~.......v..x.s............*.....\]>.r.....Y.V....a...."....1r.[.y0.u..&..........

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1208

C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-4053062332-1001\$I2EW2MR.pdf.PLAY (copy)

C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-4053062332-1001\desktop.ini

C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-4053062332-1001\desktop.ini.PLAY (copy)
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Entropy (8bit): 7.823085810910608

Encrypted: false

SSDEEP: 24:qvxV2R/M5qfPr9f8LRE395jO2N3/85JeH2B6URoCn4f2szAXiQnAUJC6pn6xiYGK:qv/2RrfPr9f8LSj0rC2FRoM7szAXisAL

MD5: B7EAB634DC60AFCDCCDBE79322E03A4A

SHA1: 722A6868E3237D7F90A68EAA005992A1D64281D1

SHA-256: B1B8D5A4604442EB93C3072EF237C811EBB70DDA896807214F45D818C1BCF63E

SHA-512: F0E0914F6FBC8D8FD60A1AC11B0070FDCA102F52EDF72C2B7E97A2D609664A71348524E4C4B0273EF111BA343FB19476BE891711C80BFF238BE3A03B92070F1
E

Malicious: false

Reputation: low

Preview: A..Mk|Y<.b.*.,..A../....q.....,..gJ............~i...SI.r.....b.\.K((.:..C....UV.X..z.,.Lr...6..*..g......I..,.v...|......98..~....}ey).......T..U.|.!.I>...........................Y..y5.tH...\.4Y...W9...i.z..[*.
#;..../S....&P.M.5,."ZJAU..9u.G`.d^.i..-..6...>.@...|r..1@...N9..T.N.N.?.y.P..D..O.y..H.`c.....J.yi....._..-.......5..4.Fu...84...u.Z.I)...1....F.."dZ.>fc.[.t......:n........Kk'.ZI2.c......b....r...x.
1. J....JSP*.../+..e......-.3N.U._......N.-h...c\..|l.}....uDy.gZ..#Ah.`...*..B..>.*..WSQG...:.Ou....:L.-i.........^l.......(K.6....... ....4...5M.0...'.p.(a[...6{....\...{>%hl|.\....r.....rk..xJ0..Dc
g.,B{.....*...j....Y2s.7w.9>4D.(3H.m.;M..Q..P."j..g.i.TF....z.3I!...X.....y..K.....7-FO.;..5.M..q.~.......v.\..V.../0nI.*,../.C.........B~.'...9Jz....o.z..*.........)~.....+.{q}.....:.^.x..i.w...H.K.r
V....O.1D.X..8......{DS`_.A...2....C&`..s.}>...~.......v..x.s............*.....\]>.r.....Y.V....a...."....1r.[.y0.u..&..........

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1208

Entropy (8bit): 7.8273588178012785

Encrypted: false

SSDEEP: 24:2itGME2sduGq2zKFTB6rMf6+eTPZegp0LOtd9N3+bkd5PR:mMgFwTB6rMf6+eTgQltdv3ckzPR

MD5: 72BA844E1B3C9CF8D157742715BD8FEB

SHA1: 9BA5BA3CA83AA583B7CAE1882C04014C0CC37190

SHA-256: 5C9934247BB3386B6C87AD2B062E4230E69794AE9505AF15ADC581ED0E3A4C76

SHA-512: FEBB5B1A8EA89E14D90D9FFCFDB3C57F05C941BBF9ECAB5A4CC7AC61F99B0E189294ECEC3F2BE362986F82AFB23DFC780CA7358141881C6E73DF645BC64A
A381

Malicious: false

Reputation: low

Preview: .7..|0R30u=\...,T......<_^.:-.......*'....T.L..._...-.E0...?.$d.....T..2.@.w..9I[.....q..,X.....$b..gp......3...L..&...f7......e<..4e:...H...T..U.|.!.I>..........................0...J......&...$6..?..v..L.....M
..Z..K.V.."^+.u...........L4......V.....O+ec:.........G;+H..P.....`.."/..T.p9....2.^I...F.wHxL.L.."D.6.k..!u...K.%<....:s.&.....T@.....7*D.Q...O)o8.jj.M.fzh..Q..ci.IZx.@.. ...hQ...J.Z"P....... 
..Q...qw..U@C.kK..M...Y.....W....$.....V....x..u.6O.,..5...uA.S...!.Vrck... .;.Z.....!K<.`...m...J'.f.......q.?..H.....OA......Bg....q'm..T\.Px.jz..l..R....B.g..lc.j.<.} .._2+..^.. (E}.]r..@.......
7..,+JA.l.VH.4w...K.........9^.....Te../e.h.+.........!A.......se.5".E5..+_.r.'m[Y..f.......I.y.[..F.=F...5..uv.Jn..F.h...).0/../.L.....:.fi..L<......"....)......._,q..&......)Qq...S}.../Q.......c.h..{.I3.d.B;.
^....s{.n".'.|..d.R.`.M.F....tR..W.p....r...........F`..J.........q.J...X..L7Kx.`^Y..........h......'>L*....O.!.n..&.~.j~[...D.n....t.....a.F......YZ..*G..

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1208

Entropy (8bit): 7.8273588178012785

Encrypted: false

SSDEEP: 24:2itGME2sduGq2zKFTB6rMf6+eTPZegp0LOtd9N3+bkd5PR:mMgFwTB6rMf6+eTgQltdv3ckzPR

MD5: 72BA844E1B3C9CF8D157742715BD8FEB

SHA1: 9BA5BA3CA83AA583B7CAE1882C04014C0CC37190

SHA-256: 5C9934247BB3386B6C87AD2B062E4230E69794AE9505AF15ADC581ED0E3A4C76

SHA-512: FEBB5B1A8EA89E14D90D9FFCFDB3C57F05C941BBF9ECAB5A4CC7AC61F99B0E189294ECEC3F2BE362986F82AFB23DFC780CA7358141881C6E73DF645BC64A
A381

Malicious: false

Reputation: low

Preview: .7..|0R30u=\...,T......<_^.:-.......*'....T.L..._...-.E0...?.$d.....T..2.@.w..9I[.....q..,X.....$b..gp......3...L..&...f7......e<..4e:...H...T..U.|.!.I>..........................0...J......&...$6..?..v..L.....M
..Z..K.V.."^+.u...........L4......V.....O+ec:.........G;+H..P.....`.."/..T.p9....2.^I...F.wHxL.L.."D.6.k..!u...K.%<....:s.&.....T@.....7*D.Q...O)o8.jj.M.fzh..Q..ci.IZx.@.. ...hQ...J.Z"P....... 
..Q...qw..U@C.kK..M...Y.....W....$.....V....x..u.6O.,..5...uA.S...!.Vrck... .;.Z.....!K<.`...m...J'.f.......q.?..H.....OA......Bg....q'm..T\.Px.jz..l..R....B.g..lc.j.<.} .._2+..^.. (E}.]r..@.......
7..,+JA.l.VH.4w...K.........9^.....Te../e.h.+.........!A.......se.5".E5..+_.r.'m[Y..f.......I.y.[..F.=F...5..uv.Jn..F.h...).0/../.L.....:.fi..L<......"....)......._,q..&......)Qq...S}.../Q.......c.h..{.I3.d.B;.
^....s{.n".'.|..d.R.`.M.F....tR..W.p....r...........F`..J.........q.J...X..L7Kx.`^Y..........h......'>L*....O.!.n..&.~.j~[...D.n....t.....a.F......YZ..*G..

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 244417608

C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-4053062332-1002\desktop.ini

C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-4053062332-1002\desktop.ini.PLAY (copy)

C:\Documents and Settings\All Users\Adobe\Setup\{AC76BA86-7AD7-1033-7B44-AC0F074E4100}\AcroRdrDCUpd1901220034.msp.PLAY (copy)
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Entropy (8bit): 6.925652381378844

Encrypted: false

SSDEEP: 6291456:FWCpELQzJo3S/buKi8FpgpeNcOf77ntTVU5EAb2XO9R:FWCpELQzWKi8FpgpeNcOf77ntTVU5EAL

MD5: 076F673285A4A8285093979F3C81C3AA

SHA1: 860B78F1ACAC5D8B3749AA059346D6ED21456B74

SHA-256: 2C49C4F446D0641459666711FA45C72E6DF9F4CF609D37455665EDFE3ECF696C

SHA-512: 8C4EB3276F9632AC269B7EFCCD60FEC1A4667284377DF07CDB0CDA1A43B97C3337490A8A1965D1FD6E52C38B3105EB412BE8667C556E3AE5AE8915AF68DE4B
C7

Malicious: false

Preview: ..J....:.DWB.(,.s.\...0.<......VJ..&N..qS...<..)...tR.>]..Z...x..=/.b..R..V.H...I.l[Ey.b.....e.2.B.|.Ui...Pj...|..J.}.f....}c.........=....O....+[..n..2..k.*.h.2....g..=}.`.[...i.c.-....>....@e.5.....j.c..K....
b.U..MF..v...c.d.....o.|...J\..!.g....W...lr.J..#.l...% .U.L.Gu..S....6.q...!P.oas.f...s>.}\S.'d...b.6.B.e..H^..=.Y...n.....W'..@.l.{....C..F..O)(.`..q.*...G..7....IT.Lk.U..cR.|..T^6=R.ho%..
.....J...!..;|):...'..}83.H.c..R.Cx=...=.yW....Q`.K..I....Ldn.M<.[.s.j..D..LOe.a....@...........$.z.9.ZixyZ3G4lf!...'Cui...hCQ....`N.k...{..w..&.T.Aj2k.*e.[....4.\..W.H..?.}...i..?.X..M..y.;
..c...&..xW.7..%r..Z.b.......7..+......p...U.$.>>.".t..$...[.b..B ..TM.]...CT.tkp......^i..)..Y.%...Y.G..,8...{\...D0..Z..v.......t.8...........I..kn..J...G..R...V&,.......k.v.Z[.`..x........N..x...p.
.k..w.;.y%z.z..p....S....._..S..#.T..u.'.o.5W.Z..{..82.9..//_ehG.\.:.J..@.u...{.>.o^&.t.......2...w..oB..!.-........w9..r..d..+6......o.`z..2(.......#..3!

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 175115128

Entropy (8bit): 6.857424497239928

Encrypted: false

SSDEEP: 3145728:iIFJHdDdl9HCH6eRwZ+zU5IZ+zix/5bg5hS:hdXXHCHJeZ+zU5IZ+zix/G5hS

MD5: A9EF01DE624FE631C70FF3207019C0D9

SHA1: 4C9882315D7A51190BE925658212E5FB86979FE9

SHA-256: 595B49F4E3853052987A117CD99C94F985EEBAACB8510346BE5FEFA2CCCD3F7A

SHA-512: 84DDB92FBFEEC786D5EF31E4A68B41E9F179D663EC92AD9AE13791212B2044733216151988A5F5BD184427D61B0C2A6AD71E5E21BA1F99DF7ABF55FE8E0E3F6
F

Malicious: false

Preview: *.+V.vV`.1lx..]..,].;...,...........+.5\...........T.....+.~9:.~.D.. .C.M%.14t.w....u...'AWj..t9.%v..S..\......;.}.Ed....I.d|G...=.oD a.[........8.....s.K..J.O..H.&o^.x.*..'.^o.I..B.....V..(.G........
......c......(.cq..q.]4di..S#.A...i.R...?d.]te......N..F..5.5..>.KO.{...sUA...=`@..B...n..m.4.K.B2.ZUMCi.....\.d.%9G....}..........QO$..U.P...d|.Nx.xq.H.....bX.c.j..H.....>...q...R\j.cJ..N.g
E..MW...&qa...v5....[.Zl7....a..@../..G..#'...j....%..1<...n.....B.....e..V.+]%.`cu...C..~..#x...0.|.N.2...C*....)...)..w..LF.>EF.|.|.~k..V|.;....G........P.x.`b.......WBQ.....G.KC..'..a.d..
q...N.G.Q'..M....M...+...."...A.....".}...T?...)*...G..*n..{'.fz..."....[/.eT.7.h.^..K...a&...]|..LA...(.9Jb..j..%.(j....9........N..(......0.eII.)..3|&..r.nq...y2$T.^...S...{...m^....<^.;#.Y.?v......
j.+Z.......*....MIy..?.2...~...5.u.5.....SSj.b...g....6.|...............+]2U.x...!..9.X.9f..,.(..H..\.V..U+.K<j.Y(.....t.....+-.h..f.l..UD.l.hff....9D.>...r..../...K....b...

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1688

Entropy (8bit): 7.874048756998993

Encrypted: false

SSDEEP:

MD5: 915654CD8D47EEE09B7D231EF16291D7

SHA1: 742A72E54596829216E770F101F53596270A4614

SHA-256: BEE6EF660A83C088F845B881753F5FB56EE1311422E9D3F1B69B993FC6B7D9A4

SHA-512: 894ABAB7EDB098F30C66FC5062A8B6D147646051AFB04FE53B900417F788270A17C4D1F7FB5278AD639FE2D73097FD364FD00A6A7D4E99DA0690ECE77D5F5630

Malicious: false

Preview: LS;'..B!@.........-wv........@ M.D....*1....`}..JI.D....!......Q.T....=%.x.j..."...(s.X....1.......`..rk.....m)..?...|>y..w..L.E..}...........m.k.e....5..J^6c...2.......C..sH.'O.0...)..T...`Y..F.....%
n.L.5h..q8(.zN...x.........$..+....xX.>.dU...l...bL..m`'~.....pg..q..D....N.......{.....L....'.6.j......x.. ..X._..... .......t.r...B..O...c.zf.y....A.$~Q.P.......%!..U.~.N.......7....KS~....k.......`
n.H.5HC....."....]. _..i.]W4.N..F.v.;..f_...rO..#{:M7...b....d..z....fh%.t.{.e.).X.t........Y........!.9..f.."W....k..U5.K1.....8...."/......8..\.5.sL...lX..=._.....*..0....$..=..N.qX|....T..U.|.!.I>.
..........................[.M........@.O+........S.&'...k..6l..v.#g",..A..?+..3......{ls.........%[...@+......7.....g......0.Et%.!..w-...k"...u....w=........ ...>~.i..i;........k.:\.. sb.x{.OF.mr/..[.P.K6..].y?
.._..u.WB...J=... .....y..z...a.cq....$z.9{x.DBQ!v..E.|{.!8.(..N3..@.. /...(,P@.u.X."@@..p%..0.#...~@;..7yf......>.}J...........r....e.&..

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1288

Entropy (8bit): 7.838401423848566

Encrypted: false

SSDEEP:

MD5: 253E08C25096908364CB69770D526524

C:\Documents and Settings\All Users\Adobe\Setup\{AC76BA86-7AD7-1033-7B44-AC0F074E4100}\Data1.cab.PLAY (copy)

C:\Documents and Settings\All Users\Adobe\Setup\{AC76BA86-7AD7-1033-7B44-AC0F074E4100}\abcpy.ini.PLAY (copy)

C:\Documents and Settings\All Users\Adobe\Setup\{AC76BA86-7AD7-1033-7B44-AC0F074E4100}\setup.ini.PLAY (copy)
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SHA1: E58E0096A69ED717A35AA436F27BD6D4FE8FD0B8

SHA-256: 904F63C08479B2F3C52379666B8B5C5507B48CEA2FC4B9646F3C2F8D40BFBDDF

SHA-512: 8B8C0B9C68A9B871C685097F843C5EA8FE7B02C3ED8EEC12542C88F9A459468FE6992B805C128FDDD1F60EB2B20DDA046D2794D184A68C9C4FE320AE41C1E8
CB

Malicious: false

Preview: G.eYs,`5.YNK..9.....6\zZ.N.C)......T10..$`_..N..F..9.....z,..|.../..T.s{....Qu6.6ik:..... u..#...>r.X..%.#.Qq.. ..B.]} ....$..Kt...1t*...JH{....i.....c.$...3+.).nf...!n........e.?'...p..g..9.^db.a.Cr.
..Z...I.......T..U.|.!.I>.............................~T..K..=pA...XSR.....$....l`y.#....}..."e...P#;T4.Ay3B..*n0:..Ms4j...e...l.s.1@......F.t.......?.3.D|.J.+2Na.h.7...q.f...3.%.....!..l..x..i.S0..'.
'.BZVt.K$.|W..'.L.|.vl.z.... N..F'.1.t..d./.m..=n..}.........}.yE.$.V.?..h.3....s6|V>..q}.HKc.B^.UN.r.rP.}.{.Z.$.....0q..1..@..1..@].H.EU.C'...+\.N.E.=..z.P.t.Rd.a...{...4dXI.b..X=....)0....
c.N....A.J...Q...A.BrSM....?.I[.....H.......0....js)...:.......@`..N.....%....l...5Q..(.^........j..<}U.ie.x!....pH._..>.)?.).@B....N...B.$V.!...Oq...&..W {h"..........a.s.9][c.Zd...r8}j...e.. .m~.r..
..6..y1...y46..~D....-Q;....\.c...Q..)...3UE.2..."..z.....6./P1xW/.r..T8p.;..8H...O'.....V(1.C}lo......@...t.}[..?f,FN......[..R.(..<X....D....`X...z.6.......".h`.....

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1496

Entropy (8bit): 7.86804391972879

Encrypted: false

SSDEEP:

MD5: 70E6DD27549154712E6E85B324484324

SHA1: F436FB0617F7213C0D563EAF9A32D45E09C8B67E

SHA-256: 1DE9E05156C7F45DCB2D00C4DBCCEFF19A5C26441BFFDED332C77116184E35D3

SHA-512: 36AEBCD0FBA9F6B79A29EB2242871698CE6F6BEF1A4131725356919BAFACF039C5C835A610C8D42419FD25FA5083DD600BEB5BD3399224595C4AA7470E09425
9

Malicious: false

Preview: .SM......n#.d..j.k}..^..(....RV...K7......%.....<.~.bStj.4U.1.$.9..p.y..8......I..S1I.p....0..M rWC..Q#.{N.0...@.....F.......q.7...U...3.vp..c4.Bv.K.-.n..,......R..uY.D.fO6..H}#..)Eu.D(.1a.4
.*....F..D[)...R{.:E...........H.v.r(S_....;.....`.t.?NMC?....%.o.....i.|Q/...E..|.....|g.y.....*..%.<9..8.:.....;..`.:..M..8 ...Q.......|...........:.^z....;......z0...W.|.Z..9.Z.8.>..).es...f..q+>..p}r$c....h
...t...VL.W.3...T..U.|.!.I>..........................q.(H.(Y..(...I..B...s..Fpi....kW...").....;.../...t.q..p......{..P..f.. .....8.k!.%I...L]X....q........&.....k&...a)l(...!.&.).........T..........Z...{..9.k....$...un.
U)..D.......nu...E.rZ(u.:!....Obi-.^...6..@|........|..T..^.h.I....<0{....V...j*...G[n..6.bc..=.......$.c.Q..................F$H.|.......[F7..A9..XX?......}.=.......1..=b..l.m.."?.2..H?....]87.(.e0...
)..4..o(."..i..n.U.......M5.-t.>.Jp.f.#..SpDn..6H!`...<....s.r*Z@.s.S..x.w.pQ.:|.q..r.g.<..h./.e.`.....Y. ]J.....U..w.K.a.|S:b~.).

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1416

Entropy (8bit): 7.8565102046837

Encrypted: false

SSDEEP:

MD5: E21585C8037F3880A3F717C837CC8C95

SHA1: F1243A6FCBA7D10FE7A4DD0534BC8276BF06E8CC

SHA-256: 2CC0DBD13DDB30C2DC6B3615C6B3339D3D24E253DADF95DC852D042E8D71C404

SHA-512: 7F26BAC26484F758BF0B3F82DE54D94917F16CE2CECB4C6D2C116A9D28BC6E417459EB20BF87CD02A66C88ABEB7A708DD9040375808B1CD8BC5A3F4FE7FAB
D9F

Malicious: false

Preview: =....p.g..)].."(.V..[q...!F P.bp....V.._s_.......).k..,\..E:~....b..........<.R.l.......h.Y.~x.!.S_1..$a......6.*.i.....8(./..iB....o!....7X.pR......z...e.8.{15...;.YB..<v.f.Nt.7@..a.T..qW...k.....5iY
s..#. 8i...i&\:.i....t...~..E.@B...a.h-8...@_V.:.....(..._....M.v.p...../9.$..n..c .....y.`.e..........}..uu.2U....!.H....;..H^...`a......T..U.|.!.I>............................C&2.>...^..E.8.'.*....x.,.....x{.
Ak."@......v..f....b....7`..h.?^.>...[....1l..5.L.3.p....!v*4...........).c....n....T.....L....&.PS..K..]<E>,-..<...U!q+.9..B..s.&!.:.:_..\...........!.B..(.|f..n......o.z....d..R..J..@..7..p.v.........!.3.q.0.
..}..V%.....8.".;.......'....p.zZ...........o....|C.3...*..,j......fm.5.M.....`.....*...l<-.x~.......jt.0.k.........j.sVp...r.V...2.~.}...O(..R.#..;...r.=.5.,-..fq.u....m..K3,cM.H.x...|#m6.o1...j...K7A*.5.....$
...n./......mYW...|...~......$.z.QGs.Eg;B.]!.>.6t.o..b.D..........-.EI..].^.F]..d.-..x.J..[.p..n....Dn..Ba...v....F..V.&z

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft Help\MS.DATABASECOMPARE.16.1033

.hxn.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft Help\MS.EXCEL.16.1033.hxn.PLAY 

(copy)
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Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1416

Entropy (8bit): 7.841130070235249

Encrypted: false

SSDEEP:

MD5: E219A576C0A9C0C1D669F8718EFBB7B7

SHA1: A0D6C5CEEB5CFEC95C48A2B7A025540A7FB96E48

SHA-256: B9110A1BBE1D7B50AD4D1486F95B74153AF70EAF69988E60E8DFB31F1CFCF030

SHA-512: A46B3DD6AA3606FB48440EA54F2620380E644BB9FE6F61831E6EBD59E77FF433B6E5E01806E5BE6886E5A89FBCED898A273E6C7B89706DC85470879CC3DBF56
7

Malicious: false

Preview: #}l>("d.]..ns6T..a..'.$.A.4_...P,.i_....n....U..g..}.A..!c.....O....{.............h..N..P;..#..Di]b.........2........Li...zD..%Z..6......?.....i.W.l.....b..5.%J.!..r..^..,R....s......67{.^...@L.....UY
.t..E...V.....p~G.a...MC...&.C..c.Sj..(.|t./j.A_.....r........@@IN....a$......j-_}.NW.w.f..._S].m....nv.9....Y./...P.7.,x.LW..Q$...n.\Q..d...T..U.|.!.I>..........................n\...T...@......7j...`
.~e.7....l&.G....r....+.......9....:.......`[..{......~.....lg....4..U....B..$r....U....Y.].t..@.~....(X......>..ThT6...2.........jB.=.AO.wY....'.W..`u"c.p..p|O.X...S`T..C.t`...8....[....*i.r3.t...y..i....@.I..
..0..Ff.@*~..S..t.d.X+...(H../1.eR.t...#24..m....6.'.~n.'C...M..Lb...\..E.>O_P..\i5.`...h......B.;.Mq..Z.....H~d.V..3.^.q....g............_..h..t..@.."..A.<.0<R.f:Z.........w.v.-...8........
!.Z7czy.Nn..t....-#..2.S..._...../..3.....2T.4.s"{.{.=:.P%.lt.n......;Y.M..j..@...G.....).M3.i.L.....j.NbFwA..t..F.G....^^....x....~M.$Q..w#...=......

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1432

Entropy (8bit): 7.866838944759726

Encrypted: false

SSDEEP:

MD5: BAB86621F32E0DB18BE8020F03D6E246

SHA1: D8AAE3995AD2120DA9B61F63025B6E8D2F1C4A5C

SHA-256: 67865B78B95916A00A0BAB57938A07E9B47C297434C9A54624F3685EE73F5A7B

SHA-512: 729D03D2E6139CD16A95BF0C89E2F5860B9788F6D632674D40C9230B1D9F815BEAD17AB45AE51098C93D64575BC277F67ABFFE3063E3D325229904AED5B5C900

Malicious: false

Preview: R.gN............4:}?[g.Ru.2.....O..C..C.....l..|..=Z.0....+Tp).66.~..Oh....t]...)..^+(k.%.o....6....~.6..z._.......D.s..3..t^WX 4oX..p'....8..X....'.%S..1+.:..SP4.......x..N....c..9..@Im.e..
.u.t1...<..[9z...*3..._L...7{.M.fh+..q.@..u.r.X..~..i....L.WrNtFI.............-.....^..........X...dS...$Mt.W.O.[#lg..8wA....p6."R....xb......|...."....-L6.Y...T..U.|.!.I>..........................2~0
......L.2.....`.a..r....1.@..o.>.?..,...Z.U..;|h..bD._.+.GK.h..^).../3.qj_..6B.a.=..@.....`E.`B..^.B<.bfx%..[...........Z....>1i4.}x.....F....[/..............x...c.lG.Q.5U."'..lu.-J.k.J.l.t..E....U-.>
.v..../u...o.`?.!.. ._F.:.........W=....oq_.=..[A(.e..x.....~T...W..4..Ww<...;.:c....f.Kv_.L..3....i.@......&,..T..8../.-. .R. .......g..O....;.J/.a.*w....dZp...^.c.L..x.m..7z.u..?..S.-c......kc._...e
..|..+.V.D........+....S"...6C.e.N1.......#A..... .!7...8m.Ks..=.4.....6.f....kA.*.<.......JT..O..g.........DN...BN.....N.Sty.~..P..t...,.d....5...u{....o

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1416

Entropy (8bit): 7.84915129563854

Encrypted: false

SSDEEP:

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft Help\MS.GRAPH.16.1033.hxn.PLAY 

(copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft Help\MS.GROOVE.16.1033.hxn.PLAY

(copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft Help\MS.LYNC.16.1033.hxn.PLAY (copy)
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MD5: 673C90DD58D23B33652BBB84B599B388

SHA1: 4C92C2DA91679FE74A384694C687E261D76B514B

SHA-256: 88432D16F8EF2A7BBDEBD949D85527745575CE124AE9F9790DECF8265EFEF167

SHA-512: 409C35B29AD37FAA5A12BF39EA168A8015D6B788D835CBE873530D2E3CE95AD9A978E23B0B8DFBC9D8023A668F42C5FA6C9A54EECB5345C3FA1E45A4A25BA
0DD

Malicious: false

Preview: ..gB..s.g....Z...".Ji..;fY!I.J.55E..'..Gaj..C....2..p6.../K..H<~j..I.N..jP&-.`S1.Kh@.%.??.....q.[k..U. q......k.3Q..mA..V.[B....[.i........FpE...H..`.m..q.Tj...P04.e...lCb<........D]h.5.-..z
)..J.5,.T.......;.....@Q.......S...r:..F.B......w.Tz...G.#.`&d....*.;.ju..I.....$....G.. .>.".......?.D`7...^E....xc.7.Q.K.!P)..z..J.}6O..:....T..U.|.!.I>...........................>.N...D.uI....t.fz....)#..C].
9.7:zq.p7.`!e.%#v.?I= ..F.U..8.l.@.u....>^.......f.L..J.n...[.....e.<.B.J.l.5..C..m......i....?|i..a@...g...j.9..4..W,..G........2.P./.....Bi.....$M.X..n....[k.d1N._C...+gVI.H....J.|.a....BT
%....J.1.M!....d.....[.3...@.6.pn...O....}.E..`...<..,.Set.....vyL.x.#.2..1'...g..flA....F.$Pa{KJ....%..]r.3..A8.....A.....a....\.P..)..|....}^...4.G.!.....\.]d.....x.=...|.4...9>a.0...._...|......$!d
.h_..U.@.buK>65......7.[.@mo`7z..2I'Z...R/u.a.d"M.:-{.F'.E.......$.9.E..^`..x...7.J.P...w.i.|.+.......}y.Q.B..T..g....as.N.o....9..*;..g....]i.........<.5.....

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1448

Entropy (8bit): 7.84535243496695

Encrypted: false

SSDEEP:

MD5: B5DC987F47270CBF940AFDD4E7677330

SHA1: 35AEBEB316E9DF3D888965B004C79DB6004195EB

SHA-256: 4BD3E8E6763E2549ED561617E9C7A87468270FC60759AC969BA28F47DE0AF280

SHA-512: 4777AB0003CD565F095F5ECCAC7C9ACFA5C2FBB8DFDA0375560DB30BF38A663C3CBAD39D6C5C0B06DF92C09AF6156EDE06E5426A2828B0FF53EA90E0922FE
6CC

Malicious: false

Preview: .a.w..e']N.....B.FMt.y<....'$.F.>.....z..f.K.c'....\X%.....Ad.J.........M...t...N.|.>...S.........1.".zj...y.!/ZF..*......>....4.5...:...g..,5.S.tG...D.$...aF..........!.{..8!<.E..U....~X..7....F .....O/.j.B...
..<.>.V.....5F}a..9N...Gi.3....WQ.+..L..&..<1.....T.+...^o.U40..Sk.h..7.!.f...x..vs@..,#..e...q ..".......P.@....wZ.T...*.......o....xU[c.S..im..i.~.yjg#0JAn...T..U.|.!.I>...................
.........W}e..&y..}.G..H...m...H+E%:..e..Sg....K.=.....6..t..P.R.....w.HA.'S...).7.R..6]h..WIr..[$.E..L?e..L`CO]..KE.W....NF.b[.B..B..O......9.o."x...r. ..BM..M..:.Z.....g.f.T...4.
lnwr....A.{..\.85w.U<..[....=.M9..{4Ey......j.&..5{..?w3~.../j...A....O2.....3.}..g[.c."y.1.gt.U.$V8.....>..KWvx...M...L^..]%@...........9.i...|P.~.v.$..lz..*9g.....OI....z..F..;..(.;......:E!t.~.T| .
..V.b....H.8B(8L...HhZFl...<..'..q..%..)........39P...E.hX..b..3Vf...v1...djQ.c. q.9...YV..8.]~........;8C..Q..G..?C..u..2.r.w..9...'..v}.X.@O..$I...].A.....\.o..%,.A~<.M...t

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1464

Entropy (8bit): 7.865413327899979

Encrypted: false

SSDEEP:

MD5: 37FA42AB4AA141958271002A9AC7BA51

SHA1: 7001DF19C4E85AC44A5F30B322511D1845AE02D8

SHA-256: EE7E124AA1DAEF18D3F60E55EFACE027B907409B6603F4EC1F00F8C250D12548

SHA-512: 931F08872AF8F6D38529B4A8A1DC39A365C4081157CEA77C63341E4E8158EA7E28EABA393F73B1203C2513BE47AE22E99E31F818CCFDB9349E9CD4B38336CD0
7

Malicious: false

Preview: ...-..7..o.2...Q?.O...z.&Y.......%."i.e.j}. .."Qo..<C....h..k..B.<....g1Fi9.m..-.y..P......^..K5...y.s.U..dG.......>C.o.. .v..S.k.......8......Qx~Y._NbF...H..z>.......A/.M.. ..~..2>.e.,.....
.......zX:G.W....O8.V.<..Y.!..>........#..y.=.B.)i)5=.<....."(&...mt.S..._........w...2._gt...P.._..F.o..oe.~.l..........w5y.>.....n......c.....coQAQ/..e.&.x...K.1..\f..M3[..$.U9<..=Y.,.v.W.
....T..U.|.!.I>..........................9...a&.fH>.zc.-V%=.4......;..H.....Q.H...N0.u.....\..Dh..4.N..).r..R.:'CGV..z%...i6{......l...%.......*...By..L...T.,j.Jn]"ULi.H.........i.a+V.:.\...CE.&......
H...p|...O..E{..$....|...E..!S.v...-..>.*.(..F..n.e....X.h2.7...f.J(....).z..a.O#...........x....p.f......U......nS.o.bC._..dp.....rg......YM.[h..q....k.5...kV?..4...MT.J..Pl..+<f....5.....6X....z....
g.......BL..Z...I.a.Hq....p.B+....Z.....d_J)...[...^...L.@A..F.m09.C.....I....4 .:._..S.~..l5.\}.I....rL.."......L....QS"d....-.....h..T....]....,..HY......]....]..E..r.

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft Help\MS.LYNC_BASIC.16.1033.hxn.PLAY

(copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft Help\MS.LYNC_ONLINE.16.1033.hxn.PLAY

(copy)
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Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1448

Entropy (8bit): 7.8519896024483025

Encrypted: false

SSDEEP:

MD5: 13D892EDD653D472EF976F9240AB5257

SHA1: FC099D08CA2D61738A0714B4AF7F16456A0307D8

SHA-256: 3019D8BE6857263AC8F3439D87A24C6CC8490A4474BA86633B3EE4757A0D4763

SHA-512: 6084D7D0F7AF9B12AFF6F22D1A693B6CEE0D653D9A1844E621B8773EDA507B6CE847AA303B092C3D76631F2DEB28BBBA02C3B0C5AC89CA3774226AE9C5AEB
808

Malicious: false

Preview: ...Z.O.r>U)...lL......).L...)`..'.S..RCIkU......6.).G....T=..*}..............<&./b..e....'..).D......W..y.....].p-...Ta..a....&...>....ZIw......&......p..K..b.8]...A.m1.....v.o.........i.14....)..S.....k$.X..P.
.Sg..........N.J....>L..t....l.X.C.......k...w..$.d..G.*..D\...@.h....aG...."X......UF...a.DP.8`|.....jf.u..W1v..4t..CZ...S.w.O.....>./....Yct...QVU....<.v...T..U.|.!.I>..........................ii..E
..E|.e}.%.>/...V.O;.$..<...m.%.Nh.L...&.;X.].^.T..-...X\.E..x2U.>.....g.m.Y...[S:..*&..................+..._.o6......osMJ.u..J~........O...]w2..9..0.W.\.W~..'z-........B.\...v..{.....`....m.G..e...9..
...C...X.v......Tr....{.V.Y......V...)...t...~$.......JjTq,b.....@<......y..b..)..6.=...;..h.25......(".6.JQ...E.m..X.,C.m....../...O~.z..pD....07.`NJ.......0#V.q.GbX.X.K...$?.A]...|7.....Z.
~h.c.H........../[...ZqD.Sy......9WdP.EP..jjw.HH.DgF...:nS....FHq.....k....q....~..Mt.....gw....>27......<.. J..bp9R....QQv..7@..1&......DTb.Y..*.G..D...j

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1416

Entropy (8bit): 7.844357465702022

Encrypted: false

SSDEEP:

MD5: 898137E80B75A3663063101ABFCCEC9D

SHA1: E3C5FEE8C48B33FDDA9BC0DE7DE7433196D68284

SHA-256: F326992CDDB8FEB97E6B12C69D8A096B8884DC214A235C501CD6D2CF1B788B15

SHA-512: 52305B1FB12D1004846373A227E83C65A24FD69B29AB343DD2FAA525BA174AE0473E26872FBDF529658D9649FFE65361C5850789E84A37CEAD4EE9A0B46A278B

Malicious: false

Preview: .Z.g....Q.9"... k.et.M.....\O..v..(H.l%qj.#9..|..Z.~....K..K..WK.i.....y.....2U.G.h..5/hj../.&.0..Pf..jR..E+@....&G....u$....".jW....3.....F.X...qh.V........2....vz.d.!.%hP.g....x........A..
.b..5......@......g...7...P.....cMAt..`...p. \...~..b.h...q....y..$.&..'A.....8*`.[.Z...e3..d..l..l...f.~...6...J.n.}..g..m`t3.../g.\..x...T...J. T....T..U.|.!.I>...........................6_:`.........M..w...n
a07.C..4.E..s..J^..sS?..:6...j..P.....9...`..W....SN-...P.P..P|&0..s.........>O.~d.6.....2VOk....&..`..._..%...Kqia.Y,....L..&/.............a."eL.M..H......%...l......Zo..t.oW.....\U.e...a(=
..i%4....t.g.....t...ux..=.R...n.^kr..Y....5..XB..@....D..O....*.fV.i.F.l."h".cvvhyN.1.1.C.......N~^..<7..p.h#..$..oP.//s....9...Z..fKv;J........3b.....q.....[z.x.d.......~..#...u..-...V~...Q....."..z
.r..'..5u.g...s..0O..h...#..=.C..W)...._*.k n~!W.P.".>...w...p....]...R.{..5........z..t:.X....eB..q..]....Tf.+.L.6..@..w4.o..Ei.w..1.X.Ul..........H.d..r...b.C.

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1416

Entropy (8bit): 7.8592683158986505

Encrypted: false

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft Help\MS.MSACCESS.16.1033.hxn.PLAY

(copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft Help\MS.MSOUC.16.1033.hxn.PLAY 

(copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft Help\MS.MSPUB.16.1033.hxn.PLAY 

(copy)
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SSDEEP:

MD5: 2EB290C53EFB17A0BAAF369BD996E107

SHA1: 59C8DB839B743BA25397F03BFB8A21379D028688

SHA-256: A9DEC77AB887AF3F0046FA0D0AE63682F07A3FA510BAE48C9A3B35E00596FDE9

SHA-512: 75EC1302756E9FD846C53C8FEC1005971FBC3AFF174C63AB7C6563700802B60F2CAAA8D687AF301D1412D2BD2D6501760F1FDA5A85CD9566D683E0F231B2951E

Malicious: false

Preview: .F9S5...{m.g......"..&...&..7@.u.....x.?DAK.....}F......h.....[|3.h...3.x.wR....oD9..M.]..\....zQ.m.f..6\.J.B.'..m1...*0.....}..G.f.ib.^m.6.q.%>.O.....K..!:..b....q..G.9z...S7....a..."..9.GX
t..Re...39.5.{-.i....a.$oc<....T.^7[.M9..*.B.IG...uWB........~...mm.,ik.xe.{..A..m...R....S..`W..xOo;Qi.$......A.P. ......^8D l..).B..3.k..3...T..U.|.!.I>..........................O.....w......@......
0.0...9].l...U6.X.q$.8_..Q.....^O..R..}............|...[j.X...v}..,....`d........a.q"...x....l.~Od.E...w..C.]9D.6....D..%e|`|3....n.t...`.........(.4?.V....Y(.....#=.1.G....z.N..?RP.D9.Q...e......f.=.
B....b.!2..R]...]..r....n.p$H..:......._....ap*......v.....Soi...{.RW.....o...oZD..(...F....T..C.)>..11.....H..G..EZ.H...>Rc1...f.7Zb.'._..X... n.e.Y..+..A.w.E.vacHI...U;.'..b...|tp...y........:..E...
..S6zh.H.{...";.@%4..."..)...q.7!.kh......0.>e.D..d.z...'.'.Ag.....s.z...r-......Dph....M.O.x$.w.....:...f.2%Y...T..C.m>J~.&#....Pn...'...w..._.$f....T.ik

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1432

Entropy (8bit): 7.814722829396364

Encrypted: false

SSDEEP:

MD5: 947AD8EE0630C35CEA67A3646807E22A

SHA1: 4C2ABC1257E52AB7984783C4F666E375F63E1BAB

SHA-256: EEE0C02EEB4BB6CDD3A227E40D6D5AA46D7F9BFAB42B919C915E8B4F75BA8637

SHA-512: 8BB41539078D9BF81538E129ADEEDC5A31974E0487530F0F06C8458472E4A457AA4E51BB22576871B4B1EB72B8D96AAEB939DB85A854F613851AFCA286D00BD
3

Malicious: false

Preview:  t..V...]TX...U.@...L..t.-j..............f../.....b....6"H..........64h.1;6....&.f*1...O..]7...+..,~..?Fy...S.r.`.......@....W.G.1Pm.o.%^B...J....M.....C4..VlO..@..".....$...T.W.p.#..S._.J.tE.n...}..l
@.~..B...c.......7.b._..s...+.xv.?R~u'...j.._.4...(;...Ut..s.x...Mh.[`........%......f.....+1S.@......P.T\K........z..1...2Mf.7.4..Nj;'.)c......A`.D...T..U.|.!.I>..........................r......G..Njk.........
..._'...#b...G%.2..wNg..j1.A......9.(8W.....(..EP.w....%.X.X.K~..q+S.D...._.|@.>.%Y7...".0X.....$]KWJ...o7.!....ov.gg......Ju...I..}+?...|...+...2..%._i.Cz.......ez.YR{./""....j....=...Zg...
.m.....z..\K..E....u.&...(N....W}......s.bC....mU.k..Z.<.O......l.~^=}.*.h...+&t...q....DT..j@&..p..x].{...*..AA4j-E..E...x..g.)....@H....w..BeOI.J%.0.x^6z<......1..4..V.M6{..E{...!%..DNI 
D.Y....f+.Y.Sw@S...H.....-@.m.+....tp6...Hn=U...s+..M...Y.z..y.IN0#......"A~....R..%..Ym..z..^4._..)....#....n...`K.fu....v.p..A..,CL.j.l.;r.F.....A{.:.~x.:..

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1432

Entropy (8bit): 7.84646828989208

Encrypted: false

SSDEEP:

MD5: 750842DC44EB331CB41A2BD2C6D11047

SHA1: EA6394203DF446FA85C6D80B0F4AB8F7E301CE5C

SHA-256: 54E18A0E1D5085709D6E1D02A606E3F3936696414365799DDD5084D874160BAF

SHA-512: D687C5346B56852E78A818C85FD7A0E36EBBAD0C9CE43FE6D24C3D4CABC1F06A8F2F1C3D0C476A70620E4446A647509410A17710B409D31C057E27DEEEDD4F
39

Malicious: false

Preview: N.F.4.....[-...x...Q..]H7K;.2....+"8I]Z..x{~....0.Az|...3...["c@.]aT3.M.%....\.....ZS_.[.....n...$".K\....d.(.VH|^.G..*.r?qq.. [..O.Z...... ...4I;...r|..bG.x..F.qp?o.]..L.....iW<.._eK3......
..>....R..5+x.M.!$.8b...H.-.o...m[.j..Y..m.,...l....@$V2..}...........i..M4+..;.F..1..a.6.G\.,.wH@..gs.(d........9.IbO....w.......v....5..<..jw.Sq..T;h:x.S.....T..U.|.!.I>..........................H9.
I..QI.].....?........P.A.LY...Y.3.d@.....F...^.r{.*n.=x0...d..O..3..H...$}..\...IQ...._u+.X...L..F S.Q6(m.=.K..C].Dg....!.<.R..../......K...j.........k.@..ZB.......]...........d.pq.X.-o.f.m....Z+.Mq..
......."}.[Y.}51'C.......;_.......93.:.6.r...ds.t...........d.G.....?....z .Tl[.......:..:\.Z`.J..../.!y.O.1...5.FVB..R>.`W......>.>.b.!...H)y.........{.....|...........K..-.....t.....mH..q..v=..E.io.z.t..M....
.A.x.m7`......l3]...f .k%..}>$ G...C"......g.5U..N...........o.....n2m..M.h....lPS......jN5.....|{.......lF..$BR.x~}......f63.mX....2+.F6...

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft Help\MS.ONENOTE.16.1033.hxn.PLAY

(copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft Help\MS.OUTLOOK.16.1033.hxn.PLAY

(copy)
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Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1448

Entropy (8bit): 7.85870039886199

Encrypted: false

SSDEEP:

MD5: B4504428EBBEFBA508C3F94F0DEED264

SHA1: 16C994460BE88B2BBC3C1A89A6A1CCCF52B39572

SHA-256: E2D17C8BD49FA993832904B01DD3221909774D60B8353CD3747B18F2E55C88C0

SHA-512: 14AF57C074A58C07AADF1012A4018727DE74CF07FEAF0EC46A1561DC7F0E30A9221395FF310816C868D2287979B16B2CDB298261CDF009BE93F4A493FD871110

Malicious: false

Preview: !.vg..[..C%...<}.....e&R."(/...U...a$.."....C.N..at9Y.U..;........H...=Yh....(v1..[S}.^7J..?...O.(...,.&.q.i.b.....x../|...P....V.<.6..5.A.....{._.#..6......z...5b..U......{.E)Cgy......F@..i.r........
.r..4..(..M.U.....jO...)..4...n.........L..a<....~......u#L.,..T......s..X.n";.}eu@.s.5.@...P...B..8'.....9..{.....+...Q$..H..].......v.I>}6.p.]J-..M.=....;.U....T..U.|.!.I>..........................C.*..|.~]w.
H=s..-.U.bi.(.-.!.Q..D..<...g..:f....w#.....v%u.:.H.'....f.e.%..X...........J....Mf..&{.....0c{..].9.3..Y..C........P~yY.F...=..Ip.....8....B...7..U.....(.(L.B.......w.G..c>..q*.K.j....t.9.Nx5....Bf..
...a.'.oa...;^A...."...,L)...<..~.l....!....G..{kr..qS....*v3z...."U+=.4..Mp .:..r..|'.8]`....j...3.H...<.Q<...%......sq0*...i ,.o..Q.....$z+kt...[..>..!........./....t._.......5...D>....?.....Tfe.....d....o<..
6.|......o...t:G.V...d...>.3...j...xu.]...o.=..1.<W.)[...... {.Eo.k..p...~.u...I....`....a...C.J.r..ZuJ3....u.17......=.w

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1432

Entropy (8bit): 7.87652127413153

Encrypted: false

SSDEEP:

MD5: E8B4FF3E8EE6335D4D3FD044772DCF4F

SHA1: 31BA60430A500DBD6CFB4594A23D090728C23BC2

SHA-256: 5818BDF05F17A902734F351E7CB9CF95E7ACA6AD397CE3B6FB3CF9985CFFF9A0

SHA-512: 8A36530EE31BCEB91AF3B071E3D4D5C8F75C625588ECCB28722916F0A15D47F82CD314B0A24CC47405C7030A4A641D7BCA1972DCE6BA7DBE26A870DAD627E
AD8

Malicious: false

Preview: eJ.LR.U.Dz#..R[......l.%1MA4..#G........Sf`{....U@'.+..L......#.P.g.N.px.Kp..7.G}N;7R@e...)D..o..X.N.....2..#..s.2..@o.t.,...:..|{.o"q...Eqp..z...H............_l../P....l..X.n.y6W=
.:...N.b..zoya..O....I....h......RA.^....[.............k.\TQ.V.c.k.......iN.H.}.y.`........F.^or...N..9.d...-....G.D.3.:+?..E.....<.14....(.R..5.w.U..pA.X..W...l4....XG.. .....T..U.|.!.I>.............
..............m........R..J.6..k{.iI....u..m....8X....'..2.._C1..q...O.gu...Q..c_..ZJ...{X~._S.H.|.*.K....o.<,5....y7?...=,...?:.`.)9..g.\....g.....x:.:.8.^.xF... .q. 4......*If..l.....J+'.....p}v!.(.
3G.....=Ag5?..=t.<.Dv..E...h)..e.]..Sv.dh$..-W..^...zM5.w....:.fnLu....T.@.K.m,}O.i<......{/]D...."...%..R....M....@.mF..r9v.h..f....i.......iF..9...C.He.7j...F........w!...1q.a}._..[.".9]I.
bP.X..F}..$..$..e..~............E..J.K_k.AR...o....v1d.#}(^.s..+i.....r.I......h)..M.....K_......[.0........OO.|..?..t....8.@]7c.V.}..2y`....=...K9....a....f.D..".A....u...u-..V.[hp;..

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1432

Entropy (8bit): 7.859536442968976

Encrypted: false

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft Help\MS.POWERPNT.16.1033.hxn.PLAY

(copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft Help\MS.SETLANG.16.1033.hxn.PLAY

(copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft Help\MS.SKYPEFB.16.1033.hxn.PLAY

(copy)
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SSDEEP:

MD5: 6E9FDAC0A8A1FDED48604D7493ECD4A5

SHA1: 9CA6D88B2027BA3DB40908B7DEAD652E9F5A5683

SHA-256: F6B7DB2A8A15425FBC9D8DA3C9F73399463AF66BBCD869C640F1B33746C8CF93

SHA-512: 9A4FC99A99EAC9B7B0CB00CF21DC04324243E1BFD52EC70F17CE23E0F17422C9535557D5A36ECF466385D94CA36673A0A3D7991D7C1307B6D89499E42299171A

Malicious: false

Preview: ..*.W.G..|.........."..>eu"e....W.....<xb...'.o$j/}z...=.y.`z.[|..X:...,|...v..e.W^.W.@.9..... ..yqP.".T.T.....c........"...5..h.f.N.d...\wv.........N.N.wE\..BD.F.|F ..7'..".....`.v..&o.0..2~.........
....*'d..k.H.v%3Y@o@..zf..z......,.S....:6..9........05=oZ..4.l..@..H...5........J.a.Uj..|.0}q.t-$a.'7...k..tR.O.&)..2.t.....K..{Ceh.E.k..und.`..k.c~.........T..U.|.!.I>..........................5+s0x
....zQ.z.......F@.?..=...fo5......M/.I...b0k6.K=..F`dl......(....B:...|..)....bt4...k.+|.....y.(.v.=..u..N.x....d.k.....YG..../...;.R+.....`/.a.N..6T..y..].-K../S.-kS..8.u.K....(.k....2.;.yx[.]P+...|R
......B.<AY.....y.&.z.1{.4<.>iW.%.<.o"...!(..)...=A...).4 .u......*.Xd.C.p...1o..YmIf...!p.s.....O...b.\.B.2..$..|.....9{...$..]...d.>>.....N..N9g......\@...6..{.....k>...>.R..`5@..>..l..<..
"..\.Q+.*.x...I..2y.3.........y....I..[#../.......qJd..2..i'.......1.{&3.....8E.i@..|.~F.c.a.4.xY..@.&.KM.*...t4..r..)^.O.XWZG..M'B.c~...`....{...3....E...D....t.

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1464

Entropy (8bit): 7.821088873818155

Encrypted: false

SSDEEP:

MD5: 102D4806F41008AC77A2D0EB367FA949

SHA1: 7E4A1ABAC7AE854BA509ADEEFC25E6B71DA0756F

SHA-256: D3D9341175C513D1E122DA7F9551C6EAB5C90E760D18AECDFE3690DFEE80405D

SHA-512: 5F5FC6D9597C35E6EF56849B8B8AC5B1BE8A25202CFB8F09735C1A11D54CA1861D169BD74960EA047F1343A2FA37E00EF0D05F54BE5CC47D99F32769F0F4CD8
0

Malicious: false

Preview: e7oxA,.S.....`..! 5..........uRBu.j.e..G....eM. (.c..?.oY.-]....=.G|....u...V.....y..O.c..h.x.....w.6.....>..j.....+V....}.....C ...^\.... Y.%.....&$...!......}.t.B.ha...OO0.K0.6...|..m.Q70..?xO...1)a
.S...........!/...W=X?K..#...5\."....~=..4.>...!.o? s#....*.Lw.K...^...@W.......F..?{.....$MZ....".t?|6.L.....X...wr....Re.)..An...96..T...y%`..=.F.K.d.......s.fI....W.-..bO.y.e....T..U.|.!.I>........
..................]{.......bX.+.....P.........a8...........E.8....F<.d..J...k[.V.........R.x...$.H..@P..%....dW.c.........R...#L4+.^.-..j.m.XH.... g.h.......N...P&2...p.9..p@8.[T...H...'....A.n..n..{.
....}M].'(.i../...........z.?...*;.G.......k...i...?..v$...X..0..!.p.8..-~....X....r$`c.Qd.6.p.'.1+.ctnQxMKN97X..X...D.$.N..kZC.....1.{.p...[,FHd."...0Un.>..=......ur....2.s...r....yO;.....u..?. ,...#
....J.r.y80.,J2...|..($..a....Z)q.P.W....K.....H# .bruyl5.U....P~R.......N...@......QNaJTNk.gG.h....V.).5.#T.g..;~&.Q...t.i...Y..W....cG....>....El.L

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: PGP\011Secret Key -

Category: dropped

Size (bytes): 1480

Entropy (8bit): 7.856510921499888

Encrypted: false

SSDEEP:

MD5: C36CB1585CC8D853975BC41162F7B693

SHA1: 6C33FB86E19488C389257B5CC32E50EAC4C830A2

SHA-256: 07782C4F92680440FCE0248DF59F0CC9CA0C4178474623C5E0720F511DE0FDE6

SHA-512: 4280D0F3B10634EFE31FCC28803B95878CB455CFD36AFEB036A5AFF2ECCE61F4099AEEFA9A42F57EAF75D7BA68ABDCAF312EB76C4B56F48433061A0A9F73C
A6B

Malicious: false

Preview: ....B-..lP...`...[.SzeZ...E....M.oMJv....s....7)Q.^.Y......3.......Dvt...l.....@.,...Aq.uuD.:..L.....H,).....&.#._...M.Z.s..J..cL.l.....#y+.&.a...,.....}...5{Exk..h...B....tt9...)S.o~..q.O...}...x....
r#.}...>..).g.\?....$...@..VF...*.<s.8...VZt.|?.....I.[H...W......I....M.....(`..._...(..$.;.},H.f`.....;,.M2.-h........c.d82.@.dj\.,7..d.Rd.Q..T.-......._$..3...~.?... ..[.'.=n.L-0.p.....wnh..1....T.
.U.|.!.I>..................................8.......4..G..H..ph..fH.N.'\...$eB..U....G...cR.......U../.^.xx......-yl.)...-};L.e....2....{..T..{....E.....yE$...-Y....$..!.K....m).p.^..Fw...3k..Q..B..-[J.....D.:^.
.....% #...F..Gx.^.4O.$...4...S..6.:.M..y..|`(.g.4c...Q.. ..S..u"1D....S(=t.A.....I.1....Ap....m..[Ur..w04.XN. ..2...".3.d.a.%....3.&.W`J....b.....D\..u..U...I....a......:.R..r.f....Cm.....w.Dx|
[.._..^t..2..D5x.d..z...u..=.C[Q.\..........o..~.p.?}.J=......._.....#\.I."..<.....+.FoPj.......w...%.D.L....c.c..4u.oNe.J._.._<p4...x..X...q.d!1I

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft Help\MS.SKYPEFB_BASIC.16.1033.h

xn.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft Help\MS.SKYPEFB_ONLINE.16.1033.

hxn.PLAY (copy)
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Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1480

Entropy (8bit): 7.870765720216567

Encrypted: false

SSDEEP:

MD5: 8F0B6BC86A929134372F07E2C86B547B

SHA1: E1D1277457F488AEC6054D0194B9C9AB0C12C571

SHA-256: 35A2C988EEF7E8E0281AD24A6BCBD048EB8BFD6ADDD323F249DC1D481B82E57F

SHA-512: 72E18F491F9944D059880E7D67DAAEE36580901C27FDB0B797439012E4F4641F3B25C76B42EB82C5D8AE52BE5273CC873BA5C861821B0FEB1405B2F9CE4DE922

Malicious: false

Preview: .4d.@..........x_.>mr.M.r..aR..Z{..!...=.*...........B...H.....qAf..X...wb.t..T....d.F...b!.]U-..L.>...c.7.....3w.f..).....x@....a.yys.6...DO2.Wbl8O#.E&. .YWo,...........)...8.............|...........
.]?@.....F#...]?'.....\....`..a...Z.4.cEl..5W"(..? (|.y..{..X8..=&.c.P).m.t..:.......@..N^_E4..>M.Jm..... .......#.....o...8..Vh.L.nt...\.3..3T.Z.X.....eD.b..4O0-.m.:...........+.....G....T..U.|.!.I>.
...............................H..Zo`/X.?.M......W.0H6:.#.@.h.A].#l_.A.f...p.[...@/.A{...?..X&c.Y.........@..l.q..?...=".d.q]`h.f.Hs..V.g.......3..)...+.......*.[.......h=m.w..!.}...u"....oP u.....c..
.d...k.S......"..>7...?..<.....Hk!.htf5'.V..n......]{I.1.....rY......s.,..........j.sA.ED.e...<.F..'i..^.y.'.L......S...$#.....R...<..QR.2...mO..m.^t.6:.-.r(..A).c8]}0...z.0..H.....mb.a.M._.i*.Qa}y..O
..:..pe.p.Ge.*./..b0..?...F/.l....ade..2...[.y.Z.9.q..|..A..eS`.......U..t.y_}!.;...u..2.......bs..T.Q.......I.n...a"Xf"u5~.......E..s

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1512

Entropy (8bit): 7.875448275379418

Encrypted: false

SSDEEP:

MD5: 4A743485F17CFC3D0CAE4ED528F4AFA7

SHA1: D4D053912966B6E0A37B6B0DFBE2948C061ABF8A

SHA-256: 3405F040554E016AE7113C9B324595A58BBA4F4223143FC45574B8B08B457035

SHA-512: 40CC46207BC08F83AF8AC6E55956360BD08B3C394768BD8A51D8F791F573B0071B5160C155EE46041035B9F9604FB814155AF85DD2249CFDD77C9D51D04E81A2

Malicious: false

Preview: B......l.|.gVlV.6.l.t....<.JX.d9...>h.....s~R....h-).K<..v.x.4T.Y.X.......K.....2Y..J.Yx.T+....".UH.y.x..F.!r.u.T.P...bk) )%......X...=....ng.]<I.....6X.....`...)eU..]........>..........99#.?.S.......
#.._.N.<~...c.e....P.o.+...Q.....T.#..jcAz..},d.-..........i...r.g1.BV..&rw.....>.P...j.?I....>GN.O.[U..1.OzA..2v.....+....t..0)..{!..'.+%....*z....a...._..`....g....2......z2.......A..N$d..........%@
q...g...1L...........T..U.|.!.I>............................n.(.X...D...cI..'...!A......r...../.....E.r4U.@1.......nLt..E.`s.]....y.r.!..........'...[.>U.Aw..@.8..N.h,.ZF...S.0.`R.;...k.qr.5H...L.N.L..X......'(
..v'C..d..M|9.....r.........7i(.....(.b}51Kp~!...4.......Zv.zF$...`......q..y.........z`..~..D..x=.6.G.5.E(W.'.^.1.Q.:...7..,.>?....U#......vf#=K.<._!.e5..O..g..w...E.........W...tl...S.o......A^4.=(9
n.Q.%D3..Hj<.u@.K.T.+B......nJ3[%'6Z......D..D"l........F.........2.V..#U..|.f.$...4"...r...{*.m...Ke..y.}hX.....5.y...,ze..B.[./..KJ

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1432

Entropy (8bit): 7.858083053598704

Encrypted: false

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft Help\MS.SKYPEFB_ONLINEG.16.1033

.hxn.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft Help\MS.SPREADSHEETCOMPARE.16.1

033.hxn.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft Help\MS.WINWORD.16.1033.hxn.PLAY

(copy)
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SSDEEP:

MD5: 25C88F1AA76540D7965BC53DB915B051

SHA1: 2E2CF19305DA3A346EF4002F0A487189CCA5DA21

SHA-256: 1DF23F20FB094900938E9A0E3F9F80A03BA06D14E7165B6EAE6BBF5F76FC8D53

SHA-512: B7489EE5777FF43B259B031500959F59F069B1A70D91883EB40A6F118D477A65F473D9626ACC482CB66A12A45B921C27A63D03017BC026B909875E78A90164E6

Malicious: false

Preview: ...H.....-}....C1.,.....c.H%i{.O..K..x.%....y.......tiu&.:..:.....#...p.~.Hz..x.[..3.g..D.........*....Vo..A.....x..A..~./:.......k.~.5nC.!k....K.B.A_..+M.....@3......A-fe. g....G^.....W..kFH`p.s.....
....Ni..3.V.J....mq>.t\.2.`.&E#.k...3Z....Fyx*).;...(b=..G]..?.........K)NJ....;<......*Jzq...6:...@....-....b.g....?v.n.5..u...DB..D....\.`.Pj.]..T..U.|.!.I>............................x..j.%..FP.A.j
..p[\..yz.......c_..!..5.......}..`s.`.A..8wgGO..isz.....c.&..b..p...j.....i.r.W...L ._B6.b...A5.n...7;D.."..1.jE~...l.Y..:'..c..F..w...c..I..yW.....?.N<#|h.^G....4.q0.d...J2|@tu...#.x(S......K.7....'
..dz..q6W-.......9..........+.nE......x.....x..[|...=..8.w.NE.oE{......?....E6.??.9 ...d_....&.h....%{-.r-.S.t..y..........=...D.{.m.......*./..1.8.'SW.<O# .D.N`_R..k...h......jH.,1Z..dv...~
7.""7L../u..I.w...`a~|......R.|...~..)....x....?[..P.....]@Q.....#.t...qNA..Q.t .>^.{x/..G....MO......m...[~Ha...]/....yEgP)..9Jo..Q....>7..

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 7336

Entropy (8bit): 7.975258605104679

Encrypted: false

SSDEEP:

MD5: C0F2EE9176DFA80ED34A003A1181A35B

SHA1: 335FD56936DD0FBAE86B4043566370C4F9ACB38C

SHA-256: C907184065F1710D5A1A1DB118ADAF6333689736754D3CFFF67D6A7111CF9C5F

SHA-512: FF79082A1CAFF75C2D8E7FF4B6220E5B6007CD4B12384CDD950593E8AC35AD5DC1556130C00E2DCD6C3229D89E73DDE781E12DC927F4787160DA5784BCEA3B
B4

Malicious: false

Preview: ..}.R.7l.'g..!.....2S.L..T.cr..>.Li....KDr~..'`#....R.._$..$<X......gVV..=.T!..8.S...y..A.......m...Vop.......?.K.I..^..v.3.?p.B....cQ9.(...=.j.Q:.6.U..9.S....[+...a..}..;....J....A..2..gu.@
.>..~eQG7..(.B..V...~..{.#C._.N......E.l.Rre.E....eE.....Tb[.<.3..f..*...T.....@u...T...JI.^.............v~..i./-:...,6.2|.i..Zo..{.P..c.....L........(.....)Ib.f*.......%.ON..(...<%8.u...Gb...b......Q
.}_.@)_.......3..-...<.3........h.s.M.{6"Z....,./Y.-9.....t^U.L.z.b.y..w.7....M.....9..Uw....W...c8.\@..?.....$.<.....N.w....B%....e......";VJ./....T.n...$.....3(..,oR.)....Sj....=_.....)kg.
A.!.4.#6@..G..........Lx6...YU..27..G.7..1.wg....].p_......m..d...B.T.14...z..r7....jdJD.I.8...Y..g...S.lPx._.............T..].....p.5.......(..c-.^.Xn.O.l[T....k+..:..lM....v`..iYS..Ik.PF..
.bu5fC...$......MzJ.{.ru.,..\..e..C......_.......o..;.K.EF.s}L.^RzD..20Bd...a.v.iOHA...P._....(..-...@a..........:?{W.h..z....v.}E..M...8.E.GRF....-..p...eqrU...{D..$0f....

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1096

Entropy (8bit): 7.801465299830693

Encrypted: false

SSDEEP:

MD5: 03575F11A9393686A100B9C37B156C49

SHA1: DB61812D9F3A5D337B2BC5291816721278B57210

SHA-256: A1A5ED78546092288965D44BC58C2F948E4C45E88AAD05F68FFA3C4A32F09779

SHA-512: 62E1E8CC88B8597FB741B3AF7925A802A5272E07C42ACB8F210F203CFF67B58816E8F4C581811814DCE81EC7F6A069FA25E21A6F7A7324CFF25DFB7AC5ED1D9
8

Malicious: false

Preview: .......t..P......W..2....I.*...T..U.|.!.I>............................._+......w...N......U[.....Ed=...}.{.UH....A....."a....q7....,........#.j..........HhV.#X..w9F...?...../s.|).!........hn-df.Nc...b...B.Y.*6.
Q........J&.Z4]2~.04]|r.......6.A..I...U.%:.v|E..]........@^...P$qH...C."g.7Zzu..4...-.lu^F..I.4....6CMZ.Y..(..bm..F5.vwY.8?bQl.7.....*.<..$.....=.;.....0.S..WZ......._N8{...v.GL..
K+T......6.@?.F...h.hWL..;...Mh.U.Z..t:...H..c/.{..4..y.t".........,4...}.mA.....U^.p..A...jU4.\JW.y...X..p...ZKx.BsC....f.......#.!,.dI.&1...WI.......5._...[..g....T.\6o.v.;.h[u..a?..$....2
....YD.r..l.D(AW7...%.-..<.y.V.`....p...Y+..^.>!...B.+M....0.S[G..|."...7.Cb..Z...q.../tu....S..*i....t.p..8.b.-g.?.1.#c.O...g[X..2....x.B3.F..L.V...4sdMa..@..E.S...7...F.h.d`.@t.h...^>..E..
m...).s.v^...I3CKi...dQ.$...q.'.....(.Y..0..@&.j....Ye.4..%t.....q..[.Q.G.:%..~.=..,...........X...8...~.._.....9.YM........6\pC....>.....C..D.x.u..ZS....e..Z.<.....K2.uk..^.Q..DU.\q...>..a....B

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft Help\nslist.hxl.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Microsoft OneDrive\setup\refcount.ini.PLAY

(copy)
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Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 70998744

Entropy (8bit): 7.192133965564286

Encrypted: false

SSDEEP:

MD5: 99BF2E490B1356D8D5AB51C2048F51CF

SHA1: D83FEAB02729D744F492DF1E76CB709AE796D22D

SHA-256: 199D3FBFF63C580D2D9F164BB343664E8A8FD7E4915E45F8294476B52D390AA7

SHA-512: 3B60A7DDD66F749EDFFEA6645540C1192003AF6863667091FC6BF3D23E0CF1B952A89BC6DCAA4F76522392BC1DF91B28F61CB77DB2AC10A4116CA2AE1482E9
F4

Malicious: false

Preview: ._EO.......i1...5.Er...p}..5S..jpz..r..P..#..4.....B...v?ZY[..J.#..,...e?$3...KM.E....{.L...5a.o|.h.o3g..]..)..(.sv.g......h.a.nd.....)...gV.9.....O.L.Yg2....d5c../..>..Fn..p..$..y.J.5..lW..
K.........|.J+..2oT...9.V:.]..c.>O..*.$.X.H..GI.z...,.j..C.......I).a=.8".|..1:yesJ...t...V.".....:$....#"_..j...Qe.kD.l......+Ze.sc1%...@.#...S.n.7...Ic...+.....g.}.........n.....'..IF...qyctH...g ..... 
.s;.T..%@.5......./Z.I.....f.(..........\.X..\x..].9...AG7y"..x:8......U2....L..cE..o...........f1.2.*.6^..;.I_.B.sQy.<O.;....l Rm...1[....E........y+]..C{,.C...e.3^{...o.. ....d.d3.......p..!.?1...)....A..
o.h.}..o....O.a..?......p..dc..~..:...6....[)........44#C<..Y.A..i....-m..&.u..)B....(.|..D.7.F*...i.>"{s...U.a_B..pQ.V..M...'.un.P.U{.)o\....U.0E...cSs=.{.-..*."?......96..&..-37....f.:.gf:>:..a..tg 
.{z.;M......./9M...!...> ..\*.L<.[.|Z6...&.?...C.h.......W...X=.o...[B..4'.(.N.O.k..#......9..4:........Y...<ZT..e.:.\......;x.d...[..k13l.

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1912

Entropy (8bit): 7.904634776120815

Encrypted: false

SSDEEP:

MD5: 033D0113D58676C879743931E39E553E

SHA1: 017B11A55B935C6A83E323B2BEF903DB443BF65F

SHA-256: 4FF7E748A8B8C09C02D6789F1996E5CD0BC56A9817A733468380501586F0C31B

SHA-512: F80EA34210EBB46F4DF6B33FB18B95F86FDDF005CB1FA6B1E897F8070AD6565715B3FAE4A3D8E0D0CAB86F7A51991C96E317F8FDB0A0E490D64429D92A27761
6

Malicious: false

Preview: V[.Eh...W[.e[...d,bWU....K"....j.6D?0D.....q...#...Q......u..>..]8-.....g|.E....S.....c 0...r....3.B....K..\T.....6kn.nHj`..../..vL.1."...\....imY*5.#.....l..>.P.RqL...?...A.E.../?A.oo.x".f.
.Z.vsr..1i.7G.".+y.....n%.....*CT:.....lj..;..(...fk...NTW..%....;.li...n,...c..%&.G...V,x....X..=ur .......zc.{F{...?....7....=.C...,..$H.P....C.*......QWVW..N....n..$H.......[......T..bv..
@..Y..v......4..g.$.$......i.a,9%...I...9..R...`x......u>.......c....lz^F/...j.9[X.......j.J."JGU..o0...7....+...4.sC..k'...GW.>Q...A<M.i.~e.....{....yN.(.bI./.~./...5.......8....3.R.%..O.=H. .V......
_.6.O>..u.w...`..pl.K..1E..J=.~.#./.<w.Z...>.V.E.T.....(T.....p..Z3..<....P..yN.v.@.(s+.........V....C.!zn.....E5..1K.srI..^Lw.)...O..N....w...c.3%...ts..'L.&{.^.W83..gNK....@..y..Tw...g; 
". |.E...R.... ...].`..HP.dY...T..U.|.!.I>..........................Z..*.9.=G..(..0~..L1..I.a...Hrpm....R[."p.d./U.t...k.Ax...3......\..t..Oa...%.\+F..5.7.}H..YH....Z.>3..y.%.f.

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 5730392

Entropy (8bit): 7.998192276134512

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Oracle\Java\installcache\baseimagefam8.PLAY

(copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\{050d4fc8-5d48-4b8f-8972-47

c82c46020f}\state.rsm.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\{12578975-C765-4BDF-8DDC-32

84BC0E855F}v14.21.27702\packages\vcRuntimeAdditional_amd64\cab1.cab.PLAY (copy)
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Encrypted: true

SSDEEP:

MD5: F93141E4711DEF0536A9525CAF2AE8A9

SHA1: 32E35043906EEC39E569EF17EF09E12A3D118E8E

SHA-256: 46BDD48359AA47CD01FEA86360B7DD65C2F23F187CA6F7DF3698092F1E828C6A

SHA-512: 58887D350B03FC4E8D51A65F629CF342A889CA1656418EEAD7E11783D0F3BF076804906C7EC117705C327DA3E188EAA10092F6F25AE37C708C136BD024F31FA3

Malicious: true

Preview: 0s.*EQ.U'.. ..K>.r.c$....G-.V.f...".k..LF(.1..i.u...};A.=+.s...l.p<.W:...@c......uR.dO..|...$n..C.A.....4?....DG..H.P...Y...Jec.S..v.g.].3....K..^.....%.7b{..v`m...%.S.Fl.....}6".....t,a.p..
.7C.y.b...!,`.F.|...>\.O..")..bi.4b........X.I.......U}.;]s.i.9lk.......wX.P..'...(+.. .[SD.T..:.o.._.......t.d..k.....;6..N._.cm....<..cb.....iLUS..U.L..r..P.....l....`&.9..1F.........,_....R.c\.|.....m.k...j.
q"D|..T....o.>.Um..-V.cuQ..l...<..:.....!.....Wp{.....i.@6.fQk...x......c.>t.w..`,dx....j.+.j%...d.. ^o(....w..*..O..2b.Rh`CH..i..G.)..^.ln.}|.(I.....h.Ii..U.......e..O:..1.*.fAj.....pa....,+I....\..l
Na\...R.......d.4?X..6wT>W...C`.gV..m|J3..:.."qO.....2.b.q.S....#...z... ..b^......v.(...81e....K.,.v.{._..&l......q:....xw.j.uL...A] .c.cvv.....(.....\.....tz.&..@,?.'8.....M.....)\.J...u....;t3$.D.!
,.......o;..,]af.B.\.......o.$.#.Xw.Q.~,U...7..(..U.$..Z..?..?"0.1h6p.J...Q.).@.. ......'..Kx.Y....$.Kk%.-X.i....!./.u..<..g.r....*!;~....Z...^J.t+O%

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 998120

Entropy (8bit): 7.99978805820675

Encrypted: true

SSDEEP:

MD5: 6A6E9ED2B6280CFF9B790CA7C89FAC9F

SHA1: D110CA5A10F4C6829CA1F345CB7D11766093929D

SHA-256: BCC54FAA1C69F0AB10E5A32E49C02BBFC31D1B71EB80B93A9AC8E25918440C70

SHA-512: 453DC440786FE6292F200F57A8BB1485DA5597894D0C70F70881E0CB2614129F354E3B9B0C2B9AC1D59B1DAA8BAFEDDA1E7581AA5BF07E0A22BB1B8E61AE0B
FE

Malicious: true

Preview: .w.N....H.znK...+=>.....^5.k..M.6.....q.=.#...~.L..7,..%..-...'.J./.:?p....E.yh......&p.........Z..(..G. .!.....,.Dr..,.@f......2r.0Y...4R5....-...+r.$..H.w.k.,..zW.-..J.x.....G.OY...y7P.3.7
[.W...i.rD.L.f.a....0.3.........r..k.iz.w6...N5CHL...g...E.....<.....c...*...."?X...I..1..q1]....:S.#..@_.9!..4..,Y.O.r..s..D.$..@[s....p....2....".....l.....=..8..`0;......{Y.+YM......|..Vp%.J+......
..s\k.... ....m...o..kz...'..._-.@}.......K.Z...'g....s%..Z..f.~q..._..%..~|.Q,....g.......fy).....>#.._...^........x.7:..A..*..........B|.).>e.!~...xlw..!..ib..M.Y..PH"E...-...@!Tb....,.K(g.;..ok....
..#?.......,.h..v..Y.u..{xB...He......A...P....cv.iu...mR...,.DF.n..#Z.[.C..~..MBR.....5....<..T^j..B."'.."pH......j+k..5^.....k$yt....^o.f.Hf.^J.i."..Z...=..N.N.C..0......}......i..bi..tW..T..(...HC..
<.JZ....>Z?.7;1.fT{Bq...I`...G.AD~c.1.cw.:..Y.4y.NdH..+(P.t.Q.#..DN.}. Y.l.Fs..y.T.R0..l).gEv{.?lP........_'/..be.0d1#'..,R`....Y.d#..X.Q7...o-..l..]..j.A

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: Dyalog APL version 167.40

Category: dropped

Size (bytes): 1375656

Entropy (8bit): 7.99988789095555

Encrypted: true

SSDEEP:

MD5: BD2A015513042A906CF555EE88FF1D3C

SHA1: E48C2BDC7B03C50E14795ACB34098204B67D5B98

SHA-256: 8B51665B139F696D9C11E1EFE234F663DF450470DE3584E6DBEEF140F27E9D36

SHA-512: 472A14F2E9459F1EBD97AA23508BA63DCC3AFE75A0B908BBDEE1F9420F25944DB24A3B16D8C0D643A82B73EFDE0015810720F0D87BA624462D4F973E96F045A
F

Malicious: true

Preview: ...(.Q.].3...i.bU~.ZvPk.0.T.~.6.../Hgd&.(..U..]..9C.I..o2.t.D(._=.a.Nc...[i7....UK.....C....{.o.....XM"......=..R...+..q.).b..J.......(.h"....'..k......e.sn6...g......:a?6.w?&..).OE...(Z.m..
m~.vE7...nL..iF ....$.A.n..&s.(.]zcFQ...Kzq..G...U.9..A...@+.%.......l."t.......71.W./[lQ....Si..y$........>.9#.&j.#.k.I.wnx......P.:.*...kK@!..|.m.<....P(...e.&..S ..m..D./(...f..y.<.Z..L..
.t..L....4s..s..j.O.. Y.C-....^C\....U...63..+....!..'..x..]......EdB?$..T.....i..1.c8..e[4.p>#r..G..OQ.....2...e....0.RL._t.?...*00...6....P.x.<7.I..I.c..(.xU..r.O.......zh..//f...$..R...O&...Q...{..
.nA..(.s.O.Zf...%.[.yu.....>..!../.u00N....a.......7!...gjB.O504P.D,.....%...#.J^vU...UP...z..%..j._%..8...M...8.|..Z....v....[...l...r@.....tzeZ.j....l)m..m..>,?o..Z/._..R..D.....U.m.e.E.UA
...3...LM..&E.H.'F......XK. v.......1..$.2.!.*N]D.......x$.R.iZi...h>.tj/.Do...`.....-s....?._..P[2,*...ul[k...s/2.3.K.....X.P..x..^.j....j....5..,.\...~..T.YS.)-A...{.<...... ..C.

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\{13A4EE12-23EA-3371-91EE-EF

B36DDFFF3E}v12.0.21005\packages\vcRuntimeMinimum_x86\cab1.cab.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\{19F7E289-17B8-44EC-A099-92

7507B6F739}v14.21.27702\packages\vcRuntimeMinimum_x86\cab1.cab.PLAY (copy)
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Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 5207768

Entropy (8bit): 7.9999677828535285

Encrypted: true

SSDEEP:

MD5: 2D154531D08C6534F1FCCC64F74AFCBD

SHA1: 2829B6ACB6F212C1E491EE841CDB457F97E48047

SHA-256: FC0EC919BDA88BFAB71E28912522BA96C8EB94494B0EBD3BA42294E11A88C3A7

SHA-512: BD0E9B647B1268F7D587482EFFE68A7BC0A25EBCAF6C6ECDC3A6DC9A5D2B91FA0EADC787B1B2ED933BC7D21D11F7C5377992AEA7F7AEADC79F555D706C6
ECB08

Malicious: true

Preview: .....uY.3..y..i).`|...)[...Pz[p9?gp.t....7...-95.K..$..u..|S.D...C.x;...#..T....[.b.f.:t...T...9....._...vX..xE)V^.c.....U\N..);..Nl;....-..S.....JCP.....k...{~t6.wX.r...X.."6..N."...........8....H#..
...i.M..i.\...B..nF4..i].J-.{.r.{........v.N.({a..s,...q.#...S;..>{#.(..Id.;m.......'.{..{....%.V....I.]...../^.....l..vr...O......,<..v...>....^.`...p,-..H.s.....X.Da..c?R.u...y0K..W....p..oU.2c>..t9
.f@^...s.m..Q.J"z!...y'N..s60x..0+.&x.'.x.T2.<.......262..!T...{....gdr..n.0...7.}St...\.p......P...j..L.2r...o..4..y..=O..{d.......:.;.Kd.j. .....p.C..y...d{..! :.........Y....n....jrpS...*.S......F.<]....-
..n._..O.t..D......L*k.{.g...>.2..K......W..M..3....arn.g...B.6.5+Z...D.....z.B>.%%.g......k.q.>k.5..e.~3.$..9.c.? ..{b..cyH.Bud..e{N...*.-.... .."....5.Ae...0.<o......y.../~.....*..*j.g.......
....I.S.y)j....-......B1.c.. _..J.+J..t..v.8..Z.pM..q..IS._lU..R|...~.s...R.d.&i.L|......;_$.e.>...x.hB4'^.0...2.....B.o...!..=.R...)..5.T.....o.]TI...

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1896

Entropy (8bit): 7.888880841660045

Encrypted: false

SSDEEP:

MD5: B096DBD7865CC7A779DA795826181521

SHA1: AB0545E501519B13A6E45F1BDAEDB2B48F0527B2

SHA-256: 38C0FA3958DE71ACF24ACF39753EC4DEEED765C9872639045D12DF2BEDB284A8

SHA-512: 3B73A2C5320B8E9A07A98CA02FCE367ABCBD82D22378EF4E5F402E58171257552549026FAC3DB1341BA3FE9D3BD2D309189DC12F1DDEA6DDCAF86B1282B13C
50

Malicious: false

Preview: .K.t.*..CX*...].*.B.......@.y.. G....pP.C.%0.q$....1.....b.."h..1#ve...3s.<.....(.@.......%q.V.......<....1..}/._5.>....W.M..H...\(...%..'4.7l.d.9eD. He.Gg...'...w.M......RfW".+....CB.H.*...
ez..'..l7.u..;.Dn...%Z.....8=#..KA..E2.#;.%N..............y..}.9_.7R....kCj<....!!g.P..n...O...{$.uL.....=.Q..(...K.'.q..Q+8h...^.....|.^..y..}.nx.XV....]......X..w.....e.......a.0...._.o.`jR"..#.3...
.'l...$!.c.sj...&J..7.>.....2K...H.B\.o...V..]Y.9T....Y...F.K.3c..O~.a.t..<cYo.$............%F....vBF..;.BH..,S.......c..,3..5. .....i0+_..8..Yp....(.m7.s.d.L".s.'4../...GY|V3.F..\..3..7.VN'
...]..].^...8.. ...7..N..!...co..c. ....q>.Ez.&&.8\..qm5..*...'"...I..G..Ow.W..[P,...=....:.x4.=../F&Z.]...Z...m....e....j.a.Rx.F.K...^..# /..Hh..#N..a!%..j..X...O....w.....9........E...<....Z...rj.OY
...T..U.|.!.I>...........................NV.e..YP.a..X..B..a.."..\..*XO.diP......@.#.D'..}...H9Y8..v.m.9....ft.D...|.....r.2..v..9.n./.B..kLG.>..`....u.. ...^.

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 5801320

Entropy (8bit): 7.9984013871632325

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\{213668DB-2263-4E2D-ABB8-48

7FD539130E}v14.21.27702\packages\vcRuntimeAdditional_x86\cab1.cab.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\{33d1fd90-4274-48a1-9bc1-97

e33d9c2d6f}\state.rsm.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\{37B8F9C7-03FB-3253-8781-25

17C99D7C00}v11.0.61030\packages\vcRuntimeAdditional_amd64\cab1.cab.PLAY (copy)
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Encrypted: true

SSDEEP:

MD5: C2DAD1017BA52C0A6922BAD338B2ED97

SHA1: 718F72501713CD7E8B0157E1FC697258566AEF37

SHA-256: D3623C96D298FC87FA617009467E365D71B66A9DF62046F2E5D5DAD0D6EC7AF8

SHA-512: 32F088BFDF2C8755A557675EEF5D79847620D3386C44150C91449C5159B929684C3E870B20CD3BC3C3F521592970A84C99BEE42A4BA669272CEA1376F91CA3A1

Malicious: true

Preview: @.W.@[...h.............EX...).&\..9~E.o%.4..7W.+{l..........w.J.X...|I.p...L.*..z....Y........M.Ug..2.S.a.......^./....W]..t.D..t..o..-:...sRI..ll.x.%1..V.......S.].Vxn.gb....m~.TH.s9..5.$b5
......'.........L%.0..lH..Z,L&>.vv..O..e|qr....w.3?P@.t...^...MB...i.xO9..........r.R.f"_..W..l2.....4.[.|.s/......A...*.~...w...)..9..9...}F..W...n.*N..Q..X<.E)...r..s1..FD9.P...\.2...f.1+(j...I..J..
.=....?.S..yh.d.$.%F-=...........53o3=Tmk..iH2Gdk..=.J1j.....rq.*.......G...Q.\e....'..>.u.xB.av..P..._......w....xe...e......[...c...so...p\.$....S{.K...]/..~....\5>a..w.,..0.y|.3...Y.I.cl..Ky....w.-
`..@i..I.3. ...j..~&4....}L..n(A...:.h.....S#BTp..0.K....X....<X.......Z28....b....6.l.p...0.....y.....7J....rJ.0..f.....W&..........*.C.......<EgV..Q..... .......x.k.b..\....u....&..x.z$......,.......!..h./..'
............4i...M....@.g-,....e.1....!.=....{t.=.f.I..-I......a...^P..i.k..l.Q.....(.C]..9...E....Z.6@....^{Jd}H9............zYZ....+:..T......"..

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 2248

Entropy (8bit): 7.92239326399871

Encrypted: false

SSDEEP:

MD5: 2EFE7957C04780D2A4D2D4D91B76EF5A

SHA1: BE032296047C32F5816C698CBD893062C85934FC

SHA-256: 5A7B6864E9F045B9CE4C2D270483B3F49D2F33BE2F4C3D167D528E7F0852E592

SHA-512: 398BEC5B61C630E7E49E6C95CDB01CFA6C65A6F64F7EB29EDC10304ABD6AB76EB2F4DA8ACC37DFD24B436577FB1767EA10BD873A36909805B6ACF011855496
69

Malicious: false

Preview: G<.....a5|"....V._T.....9..xq...2..t..\..p$....../..-.x.d...xZ......+E....C..=.i.p...^...W....X..W8.P'...<.+........~...r].......+./........Ro..-B...Z.9.2...*.3."e....{.....$.....F...!.*c0.v.h....N.i.!{D...:Q..
.r.`.P..f..u..X].k.P.|.r..~.v2@...K....w..{.Q...|F....z..='.l.\.8..V...dp.0s.9.K...7L..Z...*...].x..Q...{G.|....=...:..F..K[..4.q.-..N.0@.(..Q>o8.R.;7V.X~..QU6..6...h.Y....vqv.......P......W
AM....W........o...b[..}UnU.J.?!#Zl."......v.Uk1.5..$.<v.<NI.7i.H...{......j*D....?.%.]..;C._...[Hd......Y../..e.3...c.k5'.(.b...C'.H.......kE@.<.?..[.6...R......j....d>.......y..-.#k...m)....e.z..5..
=q...mj..S.N{Jn.U'..WA?...|........n..0..........w|....hv...S..P.A.^.*.{..M.E.R.....S{..0..).<.vo}...........T.L.h...V...H...L..[f.<......I.~=./......"%..d.._.....@...7..:.8.....+.po.....u...[. ....d+
cN|N0..S..@....R.Q5s$..I.....f.....t.[/;.G'c....v..n8..:Kd......v<.&....ks.....e.W.j.........X.QL.?.?....i./$.)..d.K..0.*.+~.....v.F<..\..^..G.2....

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 5589352

Entropy (8bit): 7.998545828465086

Encrypted: true

SSDEEP:

MD5: 282500AB4DB2CF6CDA452D3312413E29

SHA1: A15795EBC345D72425F094B54A2499CE0739F621

SHA-256: 532578D5F77CADC99AF60E8D7B55158E32FFD900888C8AA6CC690D5F77DFEFFC

SHA-512: FD7F1E9A7BD6622043F894C8BB9801705925447DD9DA847F66DC153B59920E37A3DEAD9C9EF589EA1B51B3EC9734AD82BAC40F4A6285A231AA18AED41C2D6C
F1

Malicious: true

Preview: .kZ....0@......Sg.cl...4..r@.c]fQ.e......?4.o.E.,..!...lx...P.m.%KC..Z.^.2..".(w..p.l7#..M...,9.~a...Z..[..xi..w..*.....Uy....Ul...c.r5.%6GE......u.2..0...Za...d.@.@.....V....o>...:.T.|J..5.
.~...c..#b....%.gnl.Q.d...9't=g..o4..k$>A.U..F......N..N..9....,...$E.Z..i...-[..I;..B..}m...|.@..._...:+J....c'..M.X..$.\'.....^..`t..r*....{..}....v.\.gh..^.O..t.h+..6L....7...{...1.v..^..rSU.s.d&D.
./.J@K...:.:?.F..R..uS.M..Q..R'....*.|&..|.]E8.;..7=E.-.....^R.M.Q..R.y.".s...|.D..tl*....D..6^..;t%...G.'8...G.'............#X..?.]2..F....e...5.%...6fFL..4.].....C..&.?d.JS."?.].d.Bu...p..
...U.Q..H(.Y.%).z........i..:P..J6.e....O.}...t.4.Fj.....%.8Pr..y_./c.N...-/.B\nP..@.h...$I.`7.m{..H....C.8 $..Z...cI.jy..\...^.u...N.f...C....+....G..s.>[R......5...,5"...6.Q.}. u...Z...Q..?...`s...?
..+O....@....Z'.3~n.m...Y..El.^..N......f.Ttt.5=<F....ls.`.\`..+...Q+...G.........SF&i..8C...Q.<..j.R.Q[.G.....B...........s...2.(...\%....bZ.._=.....2..Mf.l.....7......m.*a

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\{49697869-be8e-427d-81a0-c3

34d1d14950}\state.rsm.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\{929FBD26-9020-399B-9A7A-75

1D61F0B942}v12.0.21005\packages\vcRuntimeAdditional_amd64\cab1.cab.PLAY (copy)
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Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1035576

Entropy (8bit): 7.999825934794254

Encrypted: true

SSDEEP:

MD5: F04DF6CF62D556BD6794FAF39305A895

SHA1: FE7984E43633B09E435BC90393D503213EE5DEA8

SHA-256: 6B020E5DA5E519C2ED10FD1DDD087857E457BB8AE69E53EFA8FC234D38D98D27

SHA-512: 35DFA9BA04B761CB2E23D3AEED4A815AB303B86D409D9B791547BC5BE9F0AA0D4246B356FE03370DFA7F8D87A9B52531F55090F7B56B254A840E1113DA4ECF
F9

Malicious: true

Preview: m.t..F8.i?.p..)g2.....' .e.jj~.}.z...}..,.A.{..t*1...M.Y..=5^y}.".zt3...&.f.,g[..?Jx...$......[......9~....:JM....n..?-...]....<^..6..&rI9.$..83Oy...q.x'b.v.~,.:yL.$...ZO........0B[.....x...3u.r...D..
p..$.P.....:.o..~.)..rc.L.7o..G..$....O....b...6B...J).:s.._b.....c8....`/.~y.OS...3|.4/..:.0.6......p$.r.9.Mx..`....T......<.....5..;87......I.a..#;.....R7......{..8..f..5..z....Ln=..:/..{M...Q.V...5
=:P6+dA..<..E.....<.Q.-E.....R..)........t....J..u9q..:h.....#Zdk....Z.c.....G..g..X3aV..B.._M)......tEu.h....n"..a.F.......7H..X.i.o.:Yr.Vlw"jY"..5..H.:x..EE K..f]Acu.0'.......'.H.+..9..C..
c5..Gs...z...hWM.b.`...5.'..._..B....d.>B..[|.+d...\..A...O.Y...^gC../..Y?.Q....]..5.d7..........Zs6.o?.H.hg................vDal.Z...^.v...m....=....-#=.Y.G.....,. ..aLq{p..t..7.z..Z..T.....
..MAvy./..D...7..:.....-.....N[~.b.<..B.r+/.fN%..Y...g..d..^_s..>FN....4.W...pG..1.o....sq.._v)C..h.e.M..>(.......y.2....o.<.^N...5:....[.6Yri.^.I..|

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 5154888

Entropy (8bit): 7.999960263280578

Encrypted: true

SSDEEP:

MD5: 5DE9BB4B9A1842360A5967727E6EB056

SHA1: CD913C346D384F9B42487DEFF28338616351AFA9

SHA-256: ADC6BBE62F96AD18D2F06BC85E61D76DC9C81A955C77FC165E34C78688868D68

SHA-512: 45CC961C42BB06EF6AA7506A658C275AA346E4746DE3B0D5A27FD294D9AE758AE26C81AB6D544B07D85F5FF4BEA51094860562E79CEC941D205254EC3AABC1
8D

Malicious: true

Preview: ..i.(..&..UK.....%.3.pf..k....bf.... .q(.3<'..-..Zt....|.?....k..6,~.....R.../S...e0Sy3;.e.....y..c.>..*....[..=q0Y....j.....[....=.....X..x..d....F..]...n+....T...........C.G.(..`..y.Cd<6..L..P..x.^.
D.Y.&.B.>y=f....,.0..1.@.h.UU.n..y..... ........eAA..<.j.....h.(s..s=.........]......BLT.P.n.M......,.c.Q[O._...o....W..|s.t.^....=.(.=*Of......E..SK....DGb.a.G.......k..y.Fs...!....E...r..j3v....]..L
....+a`]..i.2N..4w.......[........>.l...E.y.."..nR.J..K.o..'..y0J...B....r......]gI.7...V........[.........;..%..*<.*.yo...n1.u...fk.1........!...~fy...4.L...f..nV.c.. ..WO.f..I.....D.]z...]....B..c1......./t.f
.+f.J..'.Y.5@....U.7v2S!..e.=....b]..o..SX..!gG......E...F.B.5..9 .+;W.eOO.......~.r4.....*W.5.....}..<LU...`....bS.........[.dI&Q.g.<.F.6...D$'...g..@.....^...wEM...G.C...q...$/.;..s....j..
U..M.kQh..1....].0....1.....A@~..C.+....T....F..B.....Y...:.m.....P.'.W..zP9...E.. bY....I.I.mU.......V:e..!L.-w...!Y..}.c*#.J.]h.-.......vh0..J..

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 822760

Entropy (8bit): 7.9998186605183745

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\{A749D8E6-B613-3BE3-8F5F-04

5C84EBA29B}v12.0.21005\packages\vcRuntimeMinimum_amd64\cab1.cab.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\{B175520C-86A2-35A7-8619-86

DC379688B9}v11.0.61030\packages\vcRuntimeAdditional_x86\cab1.cab.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\{BD95A8CD-1D9F-35AD-981A-3E

7925026EBB}v11.0.61030\packages\vcRuntimeMinimum_x86\cab1.cab.PLAY (copy)
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Encrypted: true

SSDEEP:

MD5: 31079187545A7A3EEAFD0B0F4610F4FB

SHA1: 16F4EE2A5164FDE356F3B4981E3BB6BC4BA726D7

SHA-256: D9E556A775D5777E938AAFEF9CDFC4C8E7AF22D19E75F45BBD71C89B3AA3C0E7

SHA-512: 86DD17BDB6B1D1A5759346A924DA2F7FF6BB8E033A89B93AD1381BAE57B3AA40DE9786B13757282D94FB6787BEA6A5E0BD6AB36D4BF6B80BBB11C3F954B05
607

Malicious: true

Preview: ...B..@..5.&...M...t..._.f...k../..PB......V..F...2.!eN1...X.<F.......cV...........[*.#-.Fx....p5....H.9..V..../..ru...BRx...g]o].*m..9.....].hST.E.'.:...EU.<...I....k...'.=mt.?..K_..)4{.~!..:.XW.....
..U....)4...<.T.l./...+../..R$.:'.>..}1n.......,.!..2~P ........Rc...6|........r.gp....=.>.]...=....lZbfy;..,......at...,.9........*c.....F...}O.#^-..~...^.X.R+.5....=.../.*..f.'I.....h........R.?>.g..(.x..>q....:..
[M....f..rZ.]...#:..1w?.QJ^...[..4.~.=4..m..37f..FO2E.M.......D....i.6..C....|..S.m...SA..h?X..u."....{.a.)...N..^....M..F.U.6y.....n.t.p..G3...6.muJMT|..T..v.F....?.4..N.w...7.&~...G.V
pt.K.......2...>.J.%.%...:...b...Q...|U.y..\ .}L..tO68.]...+..Ytr..=...a..*B?.....=.*:..qx.$....c...{...W...,.}.|.k....<..Zh.vE3.:...`..%/..l..JK.a..4 ...X.fw...&k....P.TSJ..7..*....s..7..Jx7PM.y,..D.
.D.n.@.&f...a4a...eyO'R.Z.-t.......G....Zh..3M...T.NT..L.*.?`..G...........3....O-.............B1.?........v.3.>B<2.V....Ne..h.rX..

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 2472

Entropy (8bit): 7.918397205752872

Encrypted: false

SSDEEP:

MD5: 52450C7D58698BC47EA5AD032D9487C0

SHA1: BFD16D9F0C1AB91FA920072CE10EBB344740B63D

SHA-256: 98FCB9DBD48059CC38989EE3E9F4D3D45474B77BDBAB0DE77C4E50FD68DCA902

SHA-512: 70ECEBAC5020609F04B222B78FBC41C084C976BFC52C1E84AE37E70C361434F30EC45CF0236DF6AFC49BD257CE299509C23C4ACD7283312BC351F8A205EE22F
0

Malicious: false

Preview: ....i...'&v...........T.!S...).M.VM.o....\B.I.x..j....2.....e.b~.>G......O*~.I.............m.^.......v.:...KvA...X.5;X...^++.'z5.......r)'uT.n.....[.\.dGt']..0.z.Ay....H.......l..P......i9...=.^.(U.#...E...z*..
.:..nU.!....PX....V.Y....b..BV.`[.Y.T.R...L_.&...Q.P.B.g.\.R.u..jR.v^..5...U3n_.-.K.#yP.....Wp..9..W..W...*l.rY.....[Cm.<.\.Q.~..'...7:...4{...=.D............I.......S...~.c..+.Z".......U.\.
.v.........6.."......D.B..#$..........g.. ...{..x*M....X.4.e...)E&.|\..wD./.G,.y"x..:..ge...5[..J.l.i.j.......^.*j{.Jg.,....Cu....>G.t..P6SY....egl.)g7..\.j...9.@........O..M..A.. .....y.#b.)...C..h..
...X.......}.6...\.N..V.........~P...c..,W%.*.@_6..He...W.I......(@..;.C..d..>nW}..l6...d...y.....-~.J....W?.,.W..=..d].z\i...a...XAO.U.........Ox~p,fX....R.{....(-.o]O2...v.*#..s.....2.9kx.
...........x.K.4..-.. ...^..S...+..1v.iy7%_..<<..J!.m6Sl.]e..Fh6............@..n.......}.7.8I....6(.z.1..D..-.+...?.8..*RMp.......G....H.@.G.C..K..(..Y%v....B>..

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1547736

Entropy (8bit): 7.999882127843735

Encrypted: true

SSDEEP:

MD5: AC7BA4508E688E76B331547B98C385AF

SHA1: B40CF4EBBBAD9D1E3FC950A387AEA612F666989A

SHA-256: 35983FBD0BC965E374D6BD1F147B5521DADD7B962E2A7FC16703EE871B5791F1

SHA-512: 235D6B1E0A7CAB5D7C34DE15952ABB285D592A1D3CA7910D81E7CD38DEED3B4524AAF89CBE357B61CFAE9BC69B7D7140D04E687B9BA37C460D90CBCA3143
3B29

Malicious: true

Preview: C..j.d.....j{.9...s.Z.:A...%._k....=.....(:3u.....R.^s..I-...gp...}y<x(..).....,q>.A. ....A..pju6....#.....].uG%.x.K7..my.B...qer..U............"...=U..H....S..H.;..J _-2^I.`....R.V#.f.s.R..K.......?.
.dZ.h..,.N...o....cV....M.T.2.".;....Lm...l<.V.N....Y...G.;....Lp..R...M.y.w..L..<v...`.#.........J...%...|..r....-...P..Q.$.hR..BY.\..)[.~..g`K.s...4 ....K<..c...H..<.,.....&M.PF..RW..?/...
Q.}...WW..P.7..?.|2..y..I[...w....N..%....$..7..`m..Q.$|]......|g'E,6...U.....y..........y`.V.......^...V..l~Qe.2#a...)'.e(@..(r0.Idj:.lB(ZnB......VrC>....XI..8...n.pa8.O...lS.+......GNH'..X
..thT..gsH..<......n...H...-5.... .s"._.....$....C.d..7..s.5.{J.....&P..M.z2.&%.)/+...M.3...c.6....Ds.k.mfF.a..[r.P..WEd\..x9.D5,..A.H.G...b......7R..U|.J}....3.;l.K9..0M../.E....<..d.@..I..
..TJ....Q.E..^!T.]....Ku.U.zc...7.|..c.NF?./.O..-....E..Ja.Ne..x..!..D....8...f:.....8g..cjm.wZ...f.u..vs...X..S..d.x.\.u...........o..E'f"..Ip...t..u..6".u.D.x5..%Q3..Y.l..WQB.O

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\{CF2BEA3C-26EA-32F8-AA9B-33

1F7E34BA97}v11.0.61030\packages\vcRuntimeMinimum_amd64\cab1.cab.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\{F7CAC7DF-3524-4C2D-A7DB-E1

6140A3D5E6}v14.21.27702\packages\vcRuntimeMinimum_amd64\cab1.cab.PLAY (copy)
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Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 4933976

Entropy (8bit): 7.999965056944057

Encrypted: true

SSDEEP:

MD5: 4F349E86E466361963F7CEC319570262

SHA1: EA5EE8C64DC7D35D6EA92E03C4C7A9E8CFD6C234

SHA-256: 9BDCECFCB0613BDB324093C70C4E6234AD02B7E5A4735C4B3332F44F332BE65F

SHA-512: ECD7E66C9A15419F6B3B3F6B03EA0F5276EDE7B8C368216BD6F4303E20D8C621421C68A4DD2CB6EF1BB168934A0CAA7C41FAE0C970406A6A28335901CAEF16
83

Malicious: true

Preview: ...;.c.......[.8.z/.g....?...S.#..T.X..0/.Xt.L.Q....!..^...k.3.-...r..K(Ak..A..<'....L..!...#4.qs.C...`N.!R}....O$8..j.m..R>RO..w....).P........<.g.D.k)...\:..9\.........o~J....M..?(.#;.4T.u.yX^.....K
...JA<../....]..L.[...!...9.F...R(.:...n....KY.........k..h...AG.`[..#).5.IH..Z.1.L^k.P......d...l.y.T.."G..4....l.....'.z.....*...-Lx.5.p;.w.......o.WS,.\XS.. ...."%z[g..p.7.u....J..._......'....0./....Jl...^.
...T..6d.l.*.c....3...x\.... ..L@)d........A. Nb..v.....x.q..$..=.....a ..@..K*.}(.p.#...>.........c.&.'..o..X...4..LPjp9F.7*\....?g/....).O.....^l...T...mZ.R...%[....-Y........N....uJ..1R.}o......\.$#....(. 
7w.S.{T/dp..K.nrU.y[......a...%.Y.6ue.^...j..@._"x....4_...S...ca.yq...\y.L..t......-.o....S.G...2~.V%..Wm..4..[T...E*.;..3.C.df...;#..%.uN.i..P....?...&.....xE..73c.vT........-;7i..q..V......
.QE_....H...&..#..<6...V...d2v.Jf...jK..gd.!~r...G....l....-...i._I......a..b:...hF.J8..09./..H.fa.dN@8...B8.6..$1.&.....wR<..../..v.Hqo..-=.U.Y..Q..d.

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1896

Entropy (8bit): 7.887847781943311

Encrypted: false

SSDEEP:

MD5: 146428A951777E2AD38D58B126B52129

SHA1: 04BF78E77E40CF4709F1B7B9AF7031B2406829B2

SHA-256: CC42FB00680E70EF3A04F9EAF1071E512F165BC24B023C012CBC692DEF470857

SHA-512: 309646B8A8B251EFD2FD159C24D24CAA09715CA938D0E4DC29394592874FD89350FD6897B14393D3E424A61AC9DE0D19F24598CF6CE53F1644679D76C12775C7

Malicious: false

Preview: .k9#.v}...`.Y...dd?.X.Mmt.y^q._.4.T....@.&.<.=L+.!...l;....T..kA^,..!.UO..V.7..A..5Q..&Gc.J$>...#...Ua.0.IF..P.,..*..._|..6.Ao.ZJ.oWg...ZQ($sI...mcm........&c/S55.q...........<...n
..l[IY.2.H.`s9.gb.#UUJ.!..o.ZM..g#)....g.....~~$$..D^.]-.W..7.7.w%....4.]K...l.M|J;.a/..f..@..8...5..4......e.C0.r..E.v.*.k...?....bL@.a..\.....;...^.6.....I.='>N<...G..r....Bc.)D.i9ZK9'*3..
...g.H....^...no...y.nk7?....0>..Zr.z...;.......=.s.M@.De.k9..j...u.."...7....h.....e..T..S...P......IL.L.....s.*...~.@.D..L._..B......o..*....h....0:t.wK.i*.l.? ^Ckk.dT..wuR.....CC.@...q..../.....D..
9.f.C...L.2....~.0h.....V...}[.f...m.........k_.q.8r..-.T....d._...?SU.....\j.?.B8_.....lQ.....5...r^2.....(tYf..q.}...a..fC.%o....cz6.3..%..d..Pz#h'.?.*.>!.r..0.5-...i...."k.|..1..5:..(...7..!1(.f.Q.
.5G.k.!'..G.........8e.........T..U.|.!.I>............................>..G..u.....7.Ak...8.........".Z.V~....I..d...c.....n7...F......NeN.u.Csr........UNw........)....n"E.$."t.p........L>..

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 2248

Entropy (8bit): 7.900285384342696

Encrypted: false

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\{F8CFEB22-A2E7-3971-9EDA-4B

11EDEFC185}v12.0.21005\packages\vcRuntimeAdditional_x86\cab1.cab.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\{ca67548a-5ebe-413a-b50c-4b

9ceb6d66c6}\state.rsm.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\{f4220b74-9edd-4ded-bc8b-03

42c1e164d8}\state.rsm.PLAY (copy)
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SSDEEP:

MD5: 76B5B76651EB293CEFCC82B457D7EB46

SHA1: DFC3EE286A4104F601DAFDD722F96445D649E5BF

SHA-256: 8E24B6FC4C0804B2FD300047C43E1BCFFE1008C8A045B1FE4536083B73C297CF

SHA-512: 90027E6BD35BD260D293E67242AF9756EEA6BA84209C2D91140CEA4053C45B03B3FB46289664EE3A433AD47821729459F342D2BCA921782EA89C1BCAC2E9418F

Malicious: false

Preview: ..t.8.,=.+...kSC.2.l.<SMl..QP..f....../..?...b.....).#!O...Y...M..|.&...r.....0....+-..s..../.D.J..%&.`...c......f......W}&..:.A..V........(.UP.R...Z([w.Ne.,|^.#...@..J.Z..C!|!@7..T....;".eB.i..-ht.,0
.M_6u._W..pBW.05....2.Y>..B..z..j.....8..K{.O.V ......E.U...7..$.'....$!ZU.......<9......Tq,L."{..qp.'.s..~.......d...S-....r..xt...4Z7w.....=...J....[..44..[....@r....W.I..N....`...`.O.d.D.o....tc*..
.P....%...m...gV..;..,y.3.."....WbC.......86..R......V...p\w...yI...fF..??/.....E..Q.........u..N.}r..It..H.H..R\.`.[.....x..`.YK...b..H.d..q..Do....W;t....T).3..B([...%......".*..%x.s.I..a...'.;@"...
..j..Iyx...........N.vr.....tiq.r..Hf......q;.+..C..E.I...\.Bn.6.vO5w..$.aB.....&.v.&.9a..iz.V....y.(v.{.|...Rn}..V......T.RP.].<...AH...c..|M&...M.....}...PI.f.J...=}U...=.*&X.r.#..t.)....[.8E.1.y.@.
j..u"(.....*..l8~.JM...9....J...C~.HK..o-z.j~...6.;..q.@..].L......@..6..Y2J.^..@>.....B...z...,..iD_q.s......0...yv1..>}.7.....,..

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1912

Entropy (8bit): 7.900022421214923

Encrypted: false

SSDEEP:

MD5: BB8A84CEA92AC2ED098874464BEFA2E1

SHA1: 0359F179708669E7012EC4E63197B829E72D87CB

SHA-256: A226D5B7738FAD15758F267D6E5679660D67C81D4A5E75429B4AB39801CC87B3

SHA-512: A76730D899D93F285A4174E5C03C8EE3775060FA0EEFB354DCF79F07B88E38B669AC1EA7BA837198C49A9D13A2B8694B4D6DD9158D2D4D160E1693B98DA5760
8

Malicious: false

Preview: 1y.ts.!..;....;@..hP.$b..m...`.i.!1.@&...r9..r....~c...M..@..E2~$....nPI. .*.g6.P^k..a`4.SF...7...A...A.4C.9L......8`..g.W.......yl..H..FQ...A..5"-@.gx..[..\..<..U.V..t.o.n68b.J4........t..`
s..6...oh....jB..6..5&b....'".....P.,..`.W...`......N......`jA.>......4aq,C......a\..=......O.y}E.HP.".\4.....o.R.....k_..x...z.W..M..........&..HQ)Sp1T...d.9...~g.%.f..a.........KX.w.*s..qZ..??T.....
.\....k.Gy..C.L.q...._.a$..d.3.R.An..mr...J.+.!....4..i..;.>....B4.F...m.l9..I.N.HV6..L...Q.7..?#Br-...YT>...m..Uq2..bF...y....2....22ip..].2.}k.Z:...#........Y..c.+.;...4o.k.E.cGR..'.-;...9
..G)c.X.......h.NW{...~..%Y...C..1.!Ev+.2.F.\...K.W.DO)}...sg4..H........*.Y.-..HM$.v.9......#......-..%......~u...5.qi.|4.\....[e..Jb3.....gD$jh.Dr.p..h...)\.=t..(........@.@G_.4(L.....e..,
`....\...m......3.i..C..../DdQ.?Mn ...T..U.|.!.I>.........................._..Zq.L...Sz.d.zC.z..J=c.uH..%..R.z....g.Y. I.^...:U.-#..B;.8....1..-..5.."..r.. ..`I[.N.X..F..5>...b..

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 3688

Entropy (8bit): 7.946328396412271

Encrypted: false

SSDEEP:

MD5: A3053EA397B077DA899CBCA6879C7626

SHA1: 7E33884202BA04508A750C8CA86BD8469CA73481

SHA-256: 2971834C72792189441456CB7B658BBF0C62D938F27D16F112E8DDC2FDB716A5

SHA-512: FAB91DA6183454058415044DE574A78F2095631F5BB414E2924DBD79031204AA49A30633D55257034B36D43E5A77CF30C9ED080D6C81468FE8115C30A821AF1E

Malicious: false

Preview: ....6....z..T.].......S.G..)...e.s=n..^4..5u.l/.*.I$...A..y.w.Z.....V]U.......}.......G..u.E...9.*V...]..,..w.N..*xE@.=....g?.BX.M...I...U.I...5./Fy...y.=W.A.9.....KvL....u.......5..`U...[.8
.6....U.wZ...\.H-..gV'...;P.s...%..O~T.m..3z.J..< ..Buq.9=.\.5.._S..b.N...0v[..b;.b....7.#]nF...Z.h...#..e.|G....w?..#M....V4it&L..s..Z.`..Xt."w._.ai.y\S..9\.F.v...._,.J0.....".a.@
L.....ZD.Y..k.f...~.k.....a....._7..t.O...y.l..Y..F....q8.Xh......P........U..5.G.B..X..o4l.G..1.;..J..".....tkd..Z.....,..5.=.....t..6I[.2-.v.a.y..#<0...[..|......&.D..../.Qs.h....4..d...H...t.p.7..o
Y..r.o......2.."DS=;6N'..m........E......3.0I..aW.2..l...W...0....%v.<D.../,....!....T..0..q.........k.F@.....G..N..0.T.._"..\!0.{.....G.@pJ&..v....O..b.q.H.R..G...p.S..`...... .A.mF.j.mT....'(.
[.6..[.n5.!76S..^"......e...M.O..2..b...c.d."^.....0s|...d......%..Q...AX.i.....0..../;0..M+...]....j. .i..~4j. `.u#.J#.Nw..).{u C@...I.T./Q.}./....g.2.Y..<d...._......*....f.]....

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Package Cache\{f65db027-a 3-4070-886a-0d

87064aabb1}\state.rsm.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\USOPrivate\UpdateStore\updatestore4df22196-

a1f2-426c-aa27-062a9f86aba6.xml.PLAY (copy)

Copyright Joe Security LLC 2022 Page 37 of 261



Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 3624

Entropy (8bit): 7.938624242181407

Encrypted: false

SSDEEP:

MD5: ED046267EC06A42F90C9DAABFF33FB1D

SHA1: 53674604C880E6F1255C2E7440506B0104E839BF

SHA-256: 1ADC353C944AAFC4ABF79A7849D5C39E48E62C63B7B516DFC36692E788093829

SHA-512: E9833876ACFF92EC1A3296641832BA1E292413C5C21C4A1ABD1B7939C217E323C0D4A941169431D19007E2D5B71A668BA15CF7CAD3D0CAA3B81D9AF0429D006
F

Malicious: false

Preview: .....8....1..k3..qsk..v.4.9.9w....z2%q..A<n.!B.l.RwTw....VV..-.7.%g..%J\....i..p.>6lSL...P'V31._.....A....3S.......s.fE..,-...A..9?...N"kq.aW....z.?...U.u{..rJo.;..$.e.V.P...5q....
.B...K.........b).....-F.4."8........N..w.:?*....L.O....v.9....VW..f....@.Bu..|..}A!.&...Q-n..3f...h.Y...Ez...Q...'.........(.*...8aPr.wFf...4........}....Y.!..l7@...*.D..uz.~@.j5..P.B..........tb=.R.
.L....04.u...|.!N.`b.....j.0....l.1.j...D..l".n.....tlO..`.m...9@h.3(..%.vj,+f...0N../...[n....Mx.H.......:..... #!../...C..dF`.X(.f.%.+..?......r8V......e..?.\..lRQ.q.jVD...{x..m.2......%Q.....jL..^.
...U.w...r.&..+...p..@..2..V.x...>..&..R..g.7.8..?.......`.....x....|.q)3...Y ....SXb8..H~......9.9.;!.>..U.I^..?.Y.\..U}..w.<. Z...B.P_.7Ew)..Vyw....Fs...k...c....t.7.....3p.D.OYs-...{.'.NO
...U.Z..{..%.'.a..Y.%-.>.pVw.Z....!..!.S....&.\....M.{....=...%.v...nZc...v....3\...y'..(.L.J..?...|.$H...u;M.U.dj.ec.'...4z.....~..O....z......Ss8..p.........#.)+.}....p.X

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 9272

Entropy (8bit): 7.980725541493399

Encrypted: false

SSDEEP:

MD5: AA328C45E04A9F0B811AEDA4AB334E5C

SHA1: E57651BF461870FA2239935A7458D6A5AED30D14

SHA-256: 8FF61DED44B07C0D3020A3D33AF6BA627E37851FD5B83685E37F8F7C985B2BB7

SHA-512: 902B119FC47333C9E827E71C8FAADBCB6E8EEAD7B8057CB9D1C75A9DC9BBD46B5B8716ABFD5B7F3B4B18558203DF5C3EDBAE86843AE18849FF2355970A658
DCC

Malicious: false

Preview: .\..!.!.d.J./.a..'.A8'..Ujz.F....n.....>..#...V)....~...[R......\^...B..F.Y...9...!..ev.........A..].....$.Q.u........Ba.pL.h..K.h.....6.{R..#x.%txps...<....C.'4...........\..4..<C.!...p..c|.a...^s-.V..... ...h
..S..F..]_.a.(.3......^`FUdm$.U0z...d.0,:.X.5.H..P...z..l...+.......`....cs......@3..q....g....1..{......S^...;..LiR[...sfG.MT|......S...J...<.(.R]&.....s.r8...`.Ew.<N.C....0.3+.3..ia....w.......I.0.i
%....F..,o..<...C.3.8........X..}...TI.lW...9..2.Z...(Vg.....0.h...`.T.We.....f... ....`.....Kr..Z~h.N.../`....QUzX......0tgDo_...N..O.V/.?*._T......6..( T...h.k....;w......A#v.|......P..#Q..'PVh..\z.
.t...Fv...#.. -.....V....g..Ot..u......e......M.z.!..s..B....`..G..-.zz...E.)....#u......y@.ctQ.....a.......J...........U*...Igy.m..t....f..).a..s?.d..M%..>\.aX...{#&.....U.IM..9"&11m3..Pk..BrXH0...t.
=W...Q....Te.WtZn....I..C...d$...<..)..;.2c.t..t.|....^.X..b.e8.e....H..nDk..k.-M.c6....=.nPb.M..6...od..udG....>A1|9Rz......N..7.6.K

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 9272

Entropy (8bit): 7.9816423468474635

Encrypted: false

SSDEEP:

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\USOPrivate\UpdateStore\updatestore51b519d5-

b6f5-4333-8df6-e74d7c9aead4.xml.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\USOShared\Logs\NotifyIcon.001.etl.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\USOShared\Logs\NotifyIcon.002.etl.PLAY (copy)
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MD5: 539C9EC8D82572D767DBBA37DDFA8059

SHA1: A93C565C9C5BD0796E1538295825A2D62CA43BE1

SHA-256: 674E33381D0E0CCBD947A7BF4160BAC0A541737786AB4E6DB565FF609B26BD55

SHA-512: 4A8F678C372BEDB751A586D414FA069EC5CB5A73713FCD8B8F38FE23FB84CB3C867B01150FA05EDA88E654A87A79F803D3B212965EA80EE560F1F12923354E8
3

Malicious: false

Preview: ..T.....)S(V...lEw.)/;......1..p.....p...8L.k3[J.BA..0WM....l...tl.m..?].B...MG..b+6.y<..'.Wd+..7qt.q.(.U....1.s...v..3..;...?.dE..&~@...8e..Ao`.5_.G.e....3.`.m....=.5..9.........>.*......1(
........1f.6}ux..PBUJc....sM..O2..'/.....Z./+$....vG.'......-....G.j...F|..I......Vl.6....Zr....j)x.!.~....4..].c.=j.H.-=\.8..+..."F.q.=.\..2.&...6.-s..^-.S........"-.E.c.TR...P.T.-...=n.....r.Y...<..
j.eCyg.*9.W.8.I.<.Oj.D!.t..+}...e.h...........U...r<.4N...o$..M.(+.-7.9..oW.E..!>........... .(.G{...4&...}7r....x.ie.......:..c...c.!...:....<.,..7(dWd.t..I.tiOC.7.3X....{@$..n......&9..`.y.e..0....i
..E}=O...G.d.^.Tr.#..P.....P..[^=.t..v......|a..}M..'....Z.....=......(y.0i...\W..M..@>..G.HNi..'K.V..?.cYUO.V......\./.~u.&*!..8-@{*.'d.o.}.....u7!.V.&....4....:AS.|..V.. ...h....?.....tV...f..h.:
<...$\^.....J.P.jD...e..........o..-.A......x.=....g....../Gr.6., ...*$.9.<.g...'..I.C.s..YV ........fo....Z.*.F.U...Ox...mU....W)q....U. ......'....*<.....g..

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 9272

Entropy (8bit): 7.9809322588283385

Encrypted: false

SSDEEP:

MD5: 874C20768D07C1259FFCF88ACAD00185

SHA1: 7EF2C0C5D60408E1E86634804363EC9A2F7EB3E2

SHA-256: 7D297C088FDB48CB6F43335FD991A9F4E4D89D2DD97146411E605CFD6F091C37

SHA-512: 0F1A6125045521FC7C148E42C149F7A785B6ABE3FCC5DD81CF7AE0717CB743EBED0548A37EA0EF60EF63099E2689BBEB7E2DB4A1561983CBDCE424E644C5B0
D1

Malicious: false

Preview: J.^Q.3O<.*T.A.?.Zaz.n.eO[.G#.}....Q....M..f...F.sq..!h....W.....|.u.0.&.[c....wp.....3.^-J.....h...*.;kY5):.[..o...s..?...[...l..`..)H)...g......&6..o.|(o....Y....ff..W|......\...G6P..HEMj<.
.........%F.(.9.Y..).7.....q.......p.X.M9y.=9[.{......*n+b....[N9).~.4[.........Ib..J.=`p..e.A.<.aJ{e.z...u..s..lCx.ke9S..2Mc4Vy$..Ug...)....tK-..".. .~.f..142...[6.....yD.]..6..F:..........;W.
[>..~E....4NW...+.9-..T$.L.&.........lmWN....Y./....cw0*.._..t.....Z....?Q.../..#..Q.<..k...L..J.....s\g<xyS...........!.0.9......%4.J..W......f..$.^t.1,)q^..;5..G........G......x.....f..5.=....x..
.~Nv0.6...s.......g...a'z...q...4i.A.0R;.(.+./.8.#.T....Tp....D.)...J...5..._...{...Jc..H.+.<v.4..c$.O..).i..U..O..x..g....Q...C...g... ...ni..P..../..X........V~.C..h..O3..~....a...vw..~.8...o....F..
.........9.......cy.wz.u..yHS......1..c...T..].^........l.....;..<.m.F.3.a(..S.$.y}.&...[L.rXW....'.<;`.O.....u....YFY.&....^..M.4.j.].m]%d._.....!.;K{.`.Gu}~...'s.6w]OL

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 29752

Entropy (8bit): 7.993326689991698

Encrypted: true

SSDEEP:

MD5: 4C0EAF881DF7DC6FBAECA2847ECC70C6

SHA1: 67A4618C96EE61FB3B781B4E6E0CB03F222B2F3B

SHA-256: E6B104687943C133F7B69DA46C2936A760164CD0CD4352BD523144A98E12313E

SHA-512: BAB62ACFB746A75403C159370B07EA377F0E59E336D0ABBFD17AD4F3EAAC02A4D1B0CAB770EE8FA51ED95A413F9F7F79F5E56722332395FBA8F1E73376B6FB
63

Malicious: true

Preview: .P:.).Rj).......i.0.ek.dkW.....%....$.k..Zs..Jo.[8z.K0.Dt.e....BR.V.......X. .S.I.<.6....t...G...7%#.e...8..[0......;h.....In..X....C..mFf.|...#.*...*PB.kl8.kl^.x. .../.\....^~X....g..uG......Mp....`.
....'bxhsBx..."..x.....r...c.WC..?....^.J._....?.R....=g.`73....k.L._4.....w(CSyf~..[...2f...............>....bR.i........d..Q..g.u..z...v.TC.D..I+....wD..J.N.w.tEm...%..c.i..EF...>.K..7.\..:<(.G.
{~..|..e..kM...^_o...}@6.v.q!..%.........#BKd..@b..B,....I.$....].n....8S..^...h2.XZO~5s..+.I..T.w..G....u..Jy;=....=*.;..s...0....=rgE...o.F.C..bJ*@..H..m..q......*.-\+..".....|....]....k......
..i.6j....w...&.P.J...3.IO..........iH...8...(.X.uyTv.U.Y..M..... ..E..vD........'.t7n........b...'M.<..TM.4...M.'...~.P...M.]....7v.6m(...n;.O.#.k.>Dpe.8....-..8.-.{.8..e<cQ.I]..E.:......'..Z.g..fWq.
-U.....FN..9.../.p.n.L.../k.."..!c[.......z.._D.0vm.....l.>..o.&..ur>8.SY...I....[...-.....x......I.9{.C..5.F......'....5$b.?..6..k...Y..cU.....D..*a.QJ^l....

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\USOShared\Logs\NotifyIcon_Temp.1.etl.PLAY

(copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\USOShared\Logs\UpdateSessionOrchestration

.001.etl.PLAY (copy)
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Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 29752

Entropy (8bit): 7.994365177765801

Encrypted: true

SSDEEP:

MD5: EED8F29575A0047243E4F3F4C73C3CC0

SHA1: 55CB66C472CBB0B095773906923CBEF9F65D9575

SHA-256: 2AFC7C3419E457D2819D32BFA1006C43117076631F46CE07EA48B664BE694CA6

SHA-512: C6B0AA8F76C68C7BBBE92BF7D77E56558683C91EDCD7F2BB62CA7BD70C5BA46A7D8CC67FEBA22A05D788410F30BBCA95E9D441199D3D2FDE537E2205E3423
2F4

Malicious: true

Preview: ....n...H\.r...c.......=..O..oG.v...|....g.%|8.Z....(..^.|...x...\..1 ..\]^.I.....He.(..#....L.'9.M.........n4RC.^.%E..5V\L.{.FN.g.>.q9.t....pfx.>'.....J._.e.9.....@..Y.2..jo.."l...p.......$.._.......
"...N._r:.K.m_..z.5..)h..g.^..+...K.\......a....L.~k;e.2i..R.0.^..w.....~"fM1..W...h...N..6..".s.{.o.\..$..G4.;LF........Y...K/.9.S....i\$.!v..F.bap%5.^...k../.2.Fb(.p..U|5y.Y6.....6.*......
.3..=.8[}tc.P%.4.GM.F[..r.Y.9...3.Qo.K.h.:.....Ku.'.....k<.Z..o{...$.R5. `X.,1.P[.+..Y.%.\.l...0..\.V.F7....z....Og..gfl[.E.....dn.e/f|.V...4..d..xN.>-...e q..SQ.......l.}p..}...........Z.`L...a;....j
...m..9...v"..-.Gj}.! ..d..Es.T.X..e.{....zv.r|\9....RN..:9..#8.........z....O............C.].gl."...T..:L.....byz...\+..\..b)1>..B..Pb..-.^.br".j.......#O.....i.<./#....2!.9..ck..>..(...}5$3a..5....q
m...O...D.m.l~.k...."....K.....~.}...Z......{... [.}.7\......-0it..V..\m>gL..[.............*t.......8.{:....#.$.n$J.G...p..z.0..n.5.........pfDi.........8..tC".....7..I!..

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 5176

Entropy (8bit): 7.9610312245553585

Encrypted: false

SSDEEP:

MD5: 4389EC813692362AE41741C867D4DFCF

SHA1: 0178BB251F806C03BD4106BE393CC60B57A5E2F3

SHA-256: 70C6604C4DC2A774ACBE7BC0A9F31F85810088796A4C10186B06E78F9C1F9459

SHA-512: 520DAFED32171BD8B9A6973E3537BE115E3430F9E428E4FEBCF15C9960018C52E86251FD9F9433007F73C3E4A8BEB6C4EA73C1B8E99F4ADB238ED1BE5727B32
A

Malicious: false

Preview: ..0>_{.....QI..`J.....B.M.y|.JJ/.G..f...G!R.K]...x.*jq.....7.ansp.b*Fe.$^>.`.]M%....)..)..C&....%...q..sp..5..s..I....&.8..o....@.jY.e.X.qo ._.)...!*{.M...I......1....A......9...2..?=...O..\
..J..n.+..D.#.....`@...R*....cc">.6.!Cp......#V..r.z. .'..Cdqr\.qox.5kVk.~N..W-{.A.. ~..._..+...u.P..a.cF.;k..OZ..`...8.3PW..'..sv.a.Y,.'.A.Sv... ]!....o..$....6..z.1l.{*..H .0\.e/.`....(.6.
.J..B.+2iZ.X.O...WV.../..............e|"U...I.[..I.W&B$T....T=@.q...n|..?..KI..R\{../.*.@my}.d.;(./..`.PEc.....W.~..WP..d..,.J..!.v.ma...l...n.>...U.Nv4..hj<.&.y.-..^,.....@*.0.(_m......;...
g....s....cS.....f.....HDY.C....'..L..V=..oS.[b......8..z<.B..Qw....Q.N..F..)./d..n...+...W.(..,...K..!...2u6A.......h...Mw.h..A.+.`L....j...`0!..@3....4'..AH...m7(.x...X.4..+;Sf..A..Q..sw..
.|....v.1.r..{........@..:hS..sk.{..I.z..9..T..K..h./(...q.....$ .L...uL.....1....J?h..R."....#..m.$.`.../.Q.....iO..:,.Sz....7....{.f.h....4.Y...~.."....e..1|.r...YI..4..bZ.i.e.K....R.A^...!...y..;

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 21560

Entropy (8bit): 7.992318893173812

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\USOShared\Logs\UpdateSessionOrchestration

.002.etl.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\USOShared\Logs\UpdateSessionOrchestration

.003.etl.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\USOShared\Logs\UpdateSessionOrchestration

.004.etl.PLAY (copy)
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Encrypted: true

SSDEEP:

MD5: 3A1C75D2ACE5BDDE11B70FE319DE6C3C

SHA1: 17D7BD87F13F8DE51AAE9A90F4390AEFBBC788CA

SHA-256: CD923BA463DB592A8AA8BF8DAED499330BC6EC98C9AE0F3A59FCA78C296CE058

SHA-512: 11981AE0A80F9CF286B67413AD8446DDB944BFBA2D8EC395CD181BC773C3FB9415B79C2F0E773CAB2A1AA2D173681A1D0660BC5DB6BA88BC136AA324485193
DF

Malicious: true

Preview: w..].~.Nwe...?....r^...m$.d;.k..c..(.[oS......dQ..h..`9s.\....=h..C...@I-#e..~.......?=1..X.S.....)K.x.er....J.f..~.VB..Q...`....r.......m...x.....c..B....9.....z..6.].X.!9...1....:..["I}...P...'.....
.W..Y.g3/..S...|...-Y.....Gx...B.G.`j}.C ..Z.......qK.\....g.....ji%...~8HG.G...8...,. ..A..M...x1..@?.knp....-|...=(.E.........3..w.M......e...D.^..4..cC.....-..t4v.?.e.......^Bz..am.4.i.F.
R~Qhv.....Q.........#{Ku..>ut..B)....Q]y...*.j.|......i'V.......|....sD..sWJR....ux.9A..s}!...;.^M.X.eeVc.....k<.c..[...E..@....A..<../..<..&'j(.....=.8y..k).\..\d..;34_[?./..{Q...&...M<.P].)
{.....&Lr.z..c.r.)...dC@...:....... /.".e.E...TO..o.....r....h...o7.'<U../....U....G..2.vX.*.8...;h...b........B.....Ez....g}_q.J..;.b..\.k3.!._./.t....q...S;..1.7.4 .....*...$.a.e.H...[U.Z.*:d4..7.(
.5.B.u....V.$..|uuR..<|..n.......<.M.=.t....j....&.E.JX..!o..<....s..[../k..<.u@.|...]C..a...../....yM.&..`{...B.....R.<.........6.#2..x...._.^.a...z.q.Q.$z.k..#.F.:..

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 21560

Entropy (8bit): 7.991158700155983

Encrypted: true

SSDEEP:

MD5: CC8CE47F39D0B085A17380BC120534DD

SHA1: 4D2FE10B930E2CD4BE119A29C9890D22D35AFD34

SHA-256: B23FE4723CC3902B4218C323AE590643767099F30E677D4B3BB304FED2437BE8

SHA-512: C4178097A57E46D436A8EBB32EB259A363BBF985A97DB2F94715917F2C78FEED5014EFA1A5861F4FD008B40AD7BEF9DFE0C951B6B88C206B4109AA373DA702
B4

Malicious: true

Preview: 5.....d\...\.|.c...Q=.,.9.n..9b........^M..j.>.......8..Ql..[0..C,S....%&.T6.v...;...?.`O.U.g...i.#.z5...g..w...t..i.....#..6..h..)..Lp...>./...u....,-..J..+a..Ee.....@..S..a.V.Ivf.t.W..FN.3...T4..`..
......5z..Z.z.!.:...a.fiL<R.....4.-A.O...C.yw....l.'x>..`..bq.._....h.........>*..Aq.*.d.~..4.C^..p1GY..X..v.9....W.E_..^.h...VII..b.r......bb8|..#*PW`...D....{.=).Q...#...'+T[...)......a.c.
L..`P..V.U.K...0A.u4...J...'>HL"p...+.W.'{.X%...n~..;4.<L...L..n.b...Z./}p.c....<.o!.O2.._uhr^.........!.^20K....H.IAP..:.b......5...r,Z.7..H....vD._7.U..qx.......qL(...3.....z.A@..J..&.b...
y.l.T....a.'....M....D........T#.X4;....Y......,W...e.s.V^.8..=,...7.....B...R.e.@...&hz..k.?2.....=`j.E....e.Q.#J........H.....]i ./.Q...y....W...G<@7......Z=b.,?..|FI.T...-.Oy@H.TP).....P.
.9.O..........&z...Kh..p$.3.td.aD.Eg..+..`l..=.!......?A[.d]pB.w...[.W.._I.q{.GJ......k..%....b.......'A.45=.l..t!;[Zu...D....o..%<...q.2.1.G].k..%.."G....uR...Z....C.*..dly....z

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 9272

Entropy (8bit): 7.9804445165456315

Encrypted: false

SSDEEP:

MD5: 7FF4FBC1AA65635868D53D1753A7E891

SHA1: 78A953185602A7A2A5E3F8F25104A9826E88F3B1

SHA-256: 3B607D13A48D3603D6B09E64903F5347920811EA6C525490123A428E0AAF20CE

SHA-512: 1D4B50B325DB37FBFD40374448BBE16CE93038BE741F9A748A3104ECCA1FC9D39A4EE7AB6138CC2ACA2B07A59E88C6EEAD92ABFF409996AB72EAE70396E75
7BD

Malicious: false

Preview: p.$.@-..2...B..~<..;.Pk..sK=r.........4.)}..b/...cZ\.o...0.87. o..].k....O.&J....Ew.....9[.gY.]..Qw5....a...<?._.g..@<.]...S.<...H#F..T..(<P.T..WQ..0.`..z....f.....(.~g..0....J.,#.......&..2.z..
[+.....Z...h.....@...By..iu`6./.p..97D........B.sb.4h...F.C..H....hD.......K....BS...`47.....#2....b..{.&.....G...>*:.h.Ep:.."B.t.8....$6<.<=]....F,..ne..e+.$.bc..K.\..}_{.9..I.zA._.=.f [.~.@b{.O.
m0+.x.i.(.{1.^_...,..-.n.f".r.@...A.^..\bR......V1.j.#C...H..,..'w.X%..O........Q..o]"^........$..\.-.H....l.Q.....~...5.r1.}...k.2F.....w..YJ..fy..o\ze..........Z.....x))-.....U....|...%..dc....od....-
...`...y...8%..<?..m[..Y.[tV....*,.9...#_^.......=..{......u...zI.\ .WxKT...........'..V3.]C/.%...B.p.T].J.....z..UO...r.!.3.....+..5...C....k.GR..:..7oV.rB.jg.q?....*:..o...VR#..E.9.r....(t.2.a....
U....Qi...y....Dn.."n3.5`..8....A.)."t%1b.i...{.+{|'...(....../...C....h1...zav.~y>a.).......a.Uh..".......^.U.'S......."XaC."..c......WEvs..H...y.v$r..Y.w...i....v5

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\USOShared\Logs\UpdateSessionOrchestration

.005.etl.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\USOShared\Logs\UpdateSessionOrchestration

.006.etl.PLAY (copy)
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Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 5176

Entropy (8bit): 7.960910436974693

Encrypted: false

SSDEEP:

MD5: 9E3CA34E7ADCEDF5EC9FD3E90D920848

SHA1: F7950BC296CBAFBB784D7996FFA790B1B5E80667

SHA-256: 85109D158A6A714E4830ED71BE13EC449338D1928D56997AA799D3F3874E0156

SHA-512: 1FEBF9328DD6A361DB8B8039315C56B56469D59A67ACC8877B93B3A74B52A127E003A9981FEEA9736B0CCD38FE4ABB20B939E9E494B720AF56EAE1CA1E8CC8
E5

Malicious: false

Preview: |y0..+...qeQ.u.3..E..]....z.@.s...Wp:.n.g.e....1.m......46}\+....-.O).....f.\.....F.[M...`...B.V-..|..6.(.'O|..y..T.Q.Y.....}.T...._Lu...B.|M..0..2.B.F2xa^o...U.q.0v...1.?..s3..?...m,k...Uk.
.B...s..n.1.R.....+.HWCmW/..0.......(.v{...G.?.6..+g..*Y....p...F...s......H.,X......"n.y0...jk...v^0.*qeQrQ.`.M...c3.t.c...DNq^.}..+....:.K....}.G...*.?.zSv.(<.c.9..p;.vY......5..}......8.[
....&.;t.^y...5...ekDH....E.A..rVjw."7~..........".....u........y...nVF.{..WL...oU.EC..~..{....J..6.0..P.y..i....E....K.....&..:.[..O.....P..X......H4b.p.w.Z.Pu.C6......r..S ..S.y......q...j..h4.....@
.......\t......6......S4...h... ?....2.J_^.}.|7.Zv......^..=..z.G........?..a....l..b0..-!._n`..T..w..`/..Q2..E..6..Ef{_y.]..R.L!.`^.0.$..R..1=tC.*."*&.dj{.. ........'PJv..i}.0....~. .......m.*At..`..
<FAN..vIq..IO.GM..K..b{.L0...........5..E[R...ey..3..=D^y.w..B..~N{.}l..N......^.ab......l.y_p_,....L0....$"?.S.a=R. ......G...?>%.<.O...S.U...tYCt.........v...p....b.

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 5176

Entropy (8bit): 7.964058567586822

Encrypted: false

SSDEEP:

MD5: B0AC9C7E1E85C483B7307A784598E85E

SHA1: A40B6BAD4BB21F28E2AA65066BD8E0F0517F8796

SHA-256: 59D0BBFF0020F17D46D908D50EFD0D59E2C2433A06C5877BDA9E93ED1F50E319

SHA-512: 3C571A7CAA84396E527E5DF1180E93A9A69EBEEA0D1087081084E0451302AD0EBD51FDEED284D385B9CFF06EEBD702BB4233445FA80B98402476B7BC28C431
C1

Malicious: false

Preview: .....{..S.;..,EU...b.Q.y..g..?..,...O..9Cp.x^..Z M....'d.y..........ne..y.b.M5:.m.CZ...V.r..7..=...-.W..._@scO..En.2..4y.A..-...-.:....../.D..y>.n.0&a. ....}~S....^..iN.^%.w@.S..Z.=..7...T'.
......SA..1.v..ovy=.U.Xtl...>,c..&.x.z.....1...)..$.N~....J)qFs.dj/..t4...4..x.....]p....|._.AW..._.b&E.d.g..K.*.J..m.L.W.x.|.(DAk.P/..l(.1..y,..Z..-..~....Tl_]j.....6.`.;.....6;...:).*..#?.A 
..or.&B6....U..Z3@C.Ku.<.......WX....22..Y..m..U.YZ/6...L..h..r~.d.D....<....y...Z..k........3..+H..].....g#.q.B.....R.".....D........LD......S_.Q..M.N..I..SpR....S.A.y4....?..?K.[........
.....C.;...i..8.l...y.E.16;.t..0.~i.........t/[cU...Q(..z..\.."..-!88.*....... ...p.h. H|._.'.1m.J..mu.....I.CA&.+.....B.N..^6[esH...\.w...n.j..j8..r...$8.H.(_.;......... ....`'.C9t....V..:.Z..JW.hY..
.C....5.mM...]...I..........?..F.].......$.1... .:.....q.....Q v.....tx...;i:..%.....Pd..{.$.u...#.Wp.r.->.....!z...h..Kh..6'........k._d..$.2......{I.a..@Rd..K.....yXv....

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 21560

Entropy (8bit): 7.990640605048819

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\USOShared\Logs\UpdateSessionOrchestration

.007.etl.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\USOShared\Logs\UpdateSessionOrchestration

.008.etl.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\USOShared\Logs\UpdateSessionOrchestration

.009.etl.PLAY (copy)
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Encrypted: true

SSDEEP:

MD5: A2DF46175790D9BA012088C900B43B28

SHA1: B449E880CBFA2E185770E20BE06B7519D5EBBF97

SHA-256: 0ADD976C766A5A13D38ABD8DA9B4387D03D6A2BECCC9F081FA14B9AD90BDC323

SHA-512: CCBB794F84AB06D8F243ED7D9D0D132A6C3ECB152653FFCF7BA792544AEB6759BCD690ABA386E2788F21994B7488BC5692B28E8AD334AE014E4406FC04E5CC
39

Malicious: true

Preview: ..8d.....J.....<..oY....#..{.e.(.....}.3..|.,..yR..Y.;...}1..{...cce.%M[k....w.5..;H..Z.4.....j.W.T...dA.Q.J._..w..]...W..1#..{.W.".}....W.3V...'.u.]......mE..8vC....q...t..^...^...B.H-..........k.~..
i..z....q,.c..0*L.=7i.b....^..a..i..$y.>..b...ss.,...b............mn...>....b.Y..h..+.,.lK...n.k.^.....G.}...4..*.....W..m.er......u..R0|Y..3..H.>..lz'.....8....w.......a.esD...n...K.a...K........`.B.
..HQ{.t.x.C.@.....d......B...m..R.\..K.WR.......K.s;N...^....R..X...T@......_.:OO..x...S..n...O..mf....b..LW..]+4..;Q.-.dL..d.+W...]..+.M....am\..i..........l.#4u.v.J..ZC..%V#...W.
h"b7L..w....>."k.......7kR...r.".iUVM....S{...E..41...vE.`..7....Y..W& ....c?.J..r.g.B.U.c..L%{.g.I2....:_....... ....0...u.{r......:.V....c.Mw...u....{.Cv.>1.6..:...-.v...2.4..z....V{.!.%V....{......
z;.../.....j.J..a....F...X1..Ys.|i.....!..6..Sw.Y..0...7d..}....(.8..1.....#........1 b....Z.....r$C.W2.X......{.........nM........]#..K%.9.T.L.K/G.".(')5......r..r

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 5176

Entropy (8bit): 7.955063360238922

Encrypted: false

SSDEEP:

MD5: F9ABED1A9753622EE996BB87816F8210

SHA1: 898E30F694F3A0473A936D17F2C9DD07D18D04DB

SHA-256: 292C0BB8DB038EEF24AD7F8C4B4596A4C4BE977A689CFB7E08EBBB33A1BF43AF

SHA-512: 37FE930EDB70E82B6DA75EDD03C9AC9E95DAC833FB046C7DB49D60A1E010B35427232C93B752CE6AA8F7110D6D8AF7A9DBE262543A8743E1B3EDA9E4FED8C
832

Malicious: false

Preview: .).V.E)..............q./......,;..0\?...........7.V[...k.....%}F..z...|I]T........{...`.......c.4.@.p<..o.....>}...`,.$.V..%N.D'.B6_c+...D...25r..._..n|..`.g...-...N..\...d...._..j.H}.z.._..S..2..^......4L..:F.
[.z......xvW.e.......l.Q..Ih.nrY.t...l`8B...]...V:.op...K.;7.}.k....}..nX{..R.e.L.8...aZ..(...ns#..nP'.'2q..Z..c.."........i....i.O......}cI......[.S.....l'~Z....k..k`...zE...h..^i...:O.).45..n...b..V.O.....j.8
...e.w.6K.}s.;.Cv..%G.......7.....G&o6Bfr.c..'.).o5.-.a&(...wq..-.......7.QJ./.n.[..`.._..mL......2%P.[.f...}..(R.)N\.y.;...{.@.....~VT'D[.....`.4...K.......*2....g...Q.x.......p\a..N!.....k......jDgo
..X.......w6...k..&...FL...B. .9B..5...mbF.i;3,=.i.,.....-...X6.f...L..W.._......... ..'|....55....S.Z5@..^=.......+:....0.I..DV..ck^.G....x.i.&.v... 2Z..".j....F.....z,....t,.0&......"Z..L..d...V....
..`K...Wl...7.w.1IL!]...V.6....8...G.5@rCI..,p.Y........8.......'..^.a.#...-.."....pP..:<...5K...&..M..1...[.......&?

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 5176

Entropy (8bit): 7.965210024064226

Encrypted: false

SSDEEP:

MD5: 80BA803E9FA0ECFADFB842DA68994EE0

SHA1: 550344BD98C64C3AB9E65BE39A93580EAB5BDE76

SHA-256: 1E733F58417E0B75011A7DE0444EF4C39A55204E465A8DF529767F4C1D93FF83

SHA-512: D9572C7810922B73FD410377226E6D898579F5002752A44662E8023B2611BFA66CF31FA3A54F01FC40031632A8DCD09066D6C1537F83A1F392C78BD3FF4AFFA8

Malicious: false

Preview: ...F6..w.q..@.eE?95. .q1p.Tzj.].+....~..k...........|..\..;..^..><(.q[....':9......"...R,.\..^..E.p.(..s[....9y..bj...<;.Yb...9..[j...#C....;v..8jU...T.k...N.."..iZ..f@.W..:Wc..<....{8c..)I..|..CJ...K
..&........h.r.(...m.9..$.62..nQ_.X..G..)..v..u._.'........'<.....%....h?..Z`......h._......\5....)/....;\*7...f......x....uBa...x.c..N...Rwc$..=./.....8..\..j.[.4......n.............k...S.Ag.N..,$.8.+.:..Z3.o.
]EXI;...D55.k.....Bh..p@..........A.-..$..].I.s..v...Uy@.2.n9.......M...~d..]..!....I...k.C....uQ.E...Q....@.`(.r..$....f.q.E;...x...-h)'.j.....^.(h........u......+..K..%.w...#....0H=].9.;&..C.;.....5
..d.~..+.....i..{xR...............%R..P.^...U.t....m........l....!.lXz.Y.|a..m...%*......)}.F.y!...V.`}Q.t..Y..H.r.Y.AL...h..jp.|}....$..5.?.)pJo..../.%...{.A4.......J..3H....6'..#.M...[.Y-..-%|...t..
...Ah..>...x9...'...,...@Qa...lD.+.GK..sq.Ab.. .2.OV#t.-/@....y....i.=..E.t..<.>8.`.`...~:......X..(.W.WQ...................?.SX..l4...

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\USOShared\Logs\UpdateSessionOrchestration

.010.etl.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\USOShared\Logs\UpdateSessionOrchestration

.011.etl.PLAY (copy)
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Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 5176

Entropy (8bit): 7.9640414184347685

Encrypted: false

SSDEEP:

MD5: 2425DC8BE2FFC73B2F05D05FC88145D5

SHA1: 0E95FC81B48F4DB63A410B4EAB7ED1525371C5BD

SHA-256: 17CADCA1CB52E061B024042C00662512428377FDDECF81FDA8926AA03B5D0B7A

SHA-512: 9D149C92E677C3470FFB48D6FD7F9F0E967C20E8705CFF63C470B1FFA316822D7D8936E2642549DCB10C410E214897936FB1B9F30F9695A1A80AC43B91697BFF

Malicious: false

Preview: X..5..:.[uO..%....M.........i.j.....*....h.)..........v..Jxm'..~.u..17....z...7/......J...x..i....U.J.>...R.4........!.e...H..*...@...Tx..$...WHx...^U..G0...?(......v.L..t...m.$D....fK.s.#f.>?......ZR
...._nb.4mSb.L.=..U...6."..4.Q..UN..qd&....Q...."..:.t....4...Cw.{.*.V....0H...H*s5E.%.pivlC....2.I.`<.....'.6.......E.......?.K.....&X0......j...K.x..|Z.X{.l... +.E+t-H..4`.$.....Z.....'........'....
....1.l.....].....dH.-.]....u."~.uY.'.{.....Y.~..>[.........0.N.:..Ok...A..D.1.a...&.s....*n..|..S.[x.......U(.+.}w.......|..N;.;..R...t.e?o.....[l.....H!.5..YC....v.C=.'.Ii..Q.7....n.e....X...1...y.[ .W.-.."..
P..C5.n..B..}b..3....%.-..f.....#.....)..Cr.$....Yd.. .....d+.. O.9]............p..x9....g=..$Bd.M... .u..(..<.)Z...."..p5V.w.%.@......H.j......,..h.+....%......o..~"..".BH....;Y..... ".B~....Q.r..9!.
.......[..=ghmA.Xx....}....X..77..DM..+7bx{n'...`....)u*U..US....Yx.O .....>C....z....L..v......<..l..3b.Ul!..E.?..8...../...`..:.Z.5.}F

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 5176

Entropy (8bit): 7.9620398928975735

Encrypted: false

SSDEEP:

MD5: 1BFC06087045747749AD135A4819CA79

SHA1: 9826AE64CF195182FD6E9662A8A86FE6352615A5

SHA-256: C80AE09983BED91E104EACBA274FCEA89F7E8A92A0BC3CC7476F9C5371F84301

SHA-512: 8808B8EE25DADDE49EF3F013B56DB240F3282B3985BEF433A0B1249AD880639E584ACCF6A62361A40AC5B3C9F8439989A0EE5E8649D103652AAC74EC0F72D3A
1

Malicious: false

Preview: .h.(y.9V*;.......cp.[.....t.b.....fER.....-.3..G:b.0.7..g......m.&..XO......>}.'..E......o..>j..cL)...>...K.k..9..T.S.....K.N.E$,9F..L.5.T0.T..d.{.f.....Cx..*8.....-.r.+..t\..*......w.s.a.....-.. V5~.
..d..iq..A...P...r.w..,u..M..ah.\.N.....@^.,....;.=...#.nB.'..B.....:....T.J-a.......n.C......|7..A+.;..@;...S.....u...}..2F.L..;..5.....lc.D........tf. .1..$r2..`1[|8..!IZ=7H.;\...k....l..Q...RA..=%.
u.....n{K.b.AO65%..........D.}G....v.4...'..#.8;....jB,...[..!#....K.../..0....R+pu.yE.LC...H..%..wj....@oy.(.?.. -..!.sR^....O......m3..I..e..2F..n.....B.......x%...h..3.lzA..q.Rv?.5.C..W.w
.....>.<.-."s{2...Zb..bn...1.....?...}....x..\.|.V...}.a....(.7E.Qon..e.....i....[....!.{z...q.".X...S...nB .4.za..%g....B.x.W.t..O.^.\.%#.3...QgX3..2?..[.<....\......E.7.d...4...R...%M.r.-o....$...;~
.R#D.?PT`$.(Kc..S-.l)!e.A.=*u .%M.-D&....a..+...A#&^Jg..6.a.]i.y.........Zl0w.z.G.,UO...0....Vc....6..U.."..\...?....n.ku.UM..R.!Q....Y.2....(Px...,G..?-..~...G...

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 5176

Entropy (8bit): 7.960006635129226

Encrypted: false

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\USOShared\Logs\UpdateSessionOrchestration

.012.etl.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\USOShared\Logs\UpdateSessionOrchestration

.013.etl.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\USOShared\Logs\UpdateSessionOrchestration

.014.etl.PLAY (copy)
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SSDEEP:

MD5: 29BFA8201275A92D297E9770F1677145

SHA1: 9302545488AE03D1C67E2DB0F5764738CA8BE9BF

SHA-256: E634C4F88B83DDDFBE6F6BF705F567D8A809B8D2343D012672D18F3CEB285175

SHA-512: F2CE5859E620A18CC0246B2BD1B5A675B2D156699F2C48CE44C316FBFFBADF7820DF8D462EA8CAFB895F672F73BF7776D07288A3209D419D5E3DC3241EF98E4
4

Malicious: false

Preview: .............ck...f.2.v...Eq..0#=,z..z.....!......;.U.z.#.nu>.|.$.zj...8X......@U.T.Y...i.!..*.......ifo.....n.E..jj..44.)0o.r.H>......z./......~....H..S..Y."y7$......?h.G.5*....ZI.^...k1.&.Z..V...7..
{TJ@.....B0..MN.~......v.#.{Q...F...V..{...m.ab..`.?.B< ..mJ%..<.?..#....=.z.Uj_.....g...\.P.C.d.f7..E...z5..g.......1.\...!...)'$.'..R.$.........c.Z,..{.h..I/HH.v.NJ.H.....zs...>......XXT..
..E$.t1q.]d0u.=K...y.../X..CmS.7..Bv^...5.]V>A...$n-}.....B..*h6....q?."/mM.#5.N.0......C.....:8.D@.}/..1..;G...Tz...MQ..Hx...'.!...U.#?...3+P..-.Y.5.....N.%..`..2:...(6.Q...)t.U..
S...5........O.^.).q.@2..7-,....kdA'..h.>4^.D.?J......R9.+.^.V0...'.y.O9M%6...csG.?.MN.p[..h:Dh.G>]n...c.#?.(w.D`....n...V....|.e.t,.gw...Dt!&Jlv..Q.w...i.t...-....B....G..|jC.!o.|
.U...E..._..L#.O.^........@xY].cD.[.ya_I..n;....N...+h.s..m0=..P.....>..e.#.m......<..8.q.CA..<.G......B\K...i.e...l......#.5l.q..O.F.x$..W.:..n.......|....X..g.t.).~.l.....f..{GD.6.:v.r....J..C.

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 5176

Entropy (8bit): 7.964436974522857

Encrypted: false

SSDEEP:

MD5: 6389E8E76516D3D02AE9AFF7B43D1891

SHA1: 01A9ACC0727FA6155E1327B8552854AE98E32C0F

SHA-256: 1497AF30A87AF4787C343DAB261351CDE86B87EA7ECCEDF507803223FCC2D417

SHA-512: B8A2709A73FE68B1E5DF1B4D9E7FF53C004A25D84B475C8B60D96D4718651BE5E2DF0D16C773E6EFF4727F221984D603C441B3C4A65590BB4EA5700ADBFC9D5
9

Malicious: false

Preview: lw.~..2o.O(8.L.r.E.I.KM....e&.Ia..i.O`D.).z5...=>Aav.........lvb..r.....$...dF^)|TA......wl...EV#/....g:K.1t%....9..hE^......xfU5k....._..EA.)....T..o....q."I|...qq.4...o...t........(+...H..
..~6...X..E...j.<...T..P........n..@...Fd'.L....q..i5....g6....=.,,w.dxi....@g...D..4.....5..hF.#..W.A+..U.1...v....W._l$.c.g...A.......h..^...b,..4....';..V(.R....@_..y.=yEod(...dRj.s^......t....P...
./3.+........%.../...k....d.h.~Bo>2...4|m...*....S...?g...up%..sWz.?..w..:T..L.-R.e .....S.....V..#...6..i........B&.+..w@k...!)+..N.~.X..U..]+.FJ.v.`...C..~.\...m..O#.:"s.t.V.c...=,.A...#l.
6..?....W.{..R.)..;..nW.C].).@Ze"f.\...7s..8f.=...V"CX...d..e.....E...2....!O*n.F..........L..........N.b..~).$..(|.,...7...9.....m|...Y..t...h..I.p............y.P.......^b:'K0#....q{....f...k.i.2g.&.
..cG....a.9l.... <.....;...[uH.L[.R`..1:.......(d}:.vk..%x......Q].(...n..AcTbT....?A..y.w.....*.g....K`..*......:....\...1m.@H[..-L.;..R.-.....<.j...L..y.?!7..Q..a>.;.x...f!....?..0.]

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 5176

Entropy (8bit): 7.963827418953566

Encrypted: false

SSDEEP:

MD5: DACE244E5FB7240D0D05AD567B31E086

SHA1: 73948DB2211C2D1976E6CB958403675C68DEDA6B

SHA-256: 3F9D56AC208C37596DB4B31EC37FFF12CB7125FF3672E30B55EE06537B64303A

SHA-512: 625CB26E55BC179AC59E8045F583C05500EC845044AB0EAE1F3A52087B8C6DA80781932166A5B405E9D2E3852E962D088EE197390AABCC20DB4896D42A1570E
A

Malicious: false

Preview: .....^...`..Q.....`[..8....B..H._.1U..m....>..S.(...]...$....._Z.g....q.gP...>I.R...*..z.........T.....T..J...JM.h.W...Q.no....Dr}.<._....JK..y..;.N$..*p{R..T<...4.;7*.?<x...D..K.%.P.Ac{X...
#._i..x.\..[.W6.......;...Y!<~.4.A..;.../..MTZ...)....k...S.`...!5..{..Z...........s.....t..L..Y7.K<E.t"4.1d..-.........gqk.et.....x.G7............+....[T.K../.b(...... ..8..~..y...~.@.i*..3..C....Z4..L?..y...8
5.........I5>E..m....l#......i..A..B6....S@.L7.K.. d..Tm.n......<......7.D.f.......V$..T..X.K....BY..;..........."Glm.dW6@19.w..AB.Y...k...... .}...P.b%.S...V.J..C..}...*"`.l...C'4{#4.......
..%..I.....2.........D.MR#7,nz.P.h.........9...Y.<J...C]Q..i..q..E....t8.."f..../.c.l......y..Bq....nk1:.}..-.....h..........F.).`..3..... u.".9=..!Q..<r...v.J.HkW...1....!..D.........@.}....1.e]N[w..
..p....S....1..pmB..../i.,.L...4TT8W.2.....[3G..-..8..b../..^+.6.O.y+F....d... ._....L.Fl.F....es...$hE.T.....h.^>q._...;3...9c.O.......h:n........~...ZVq9.:$..zP.

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\USOShared\Logs\UpdateSessionOrchestration

.015.etl.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\USOShared\Logs\UpdateSessionOrchestration

.016.etl.PLAY (copy)
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Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 9272

Entropy (8bit): 7.977752249432826

Encrypted: false

SSDEEP:

MD5: CA8861F2BE2222BDAE1DBF79D0A0F344

SHA1: 283D94015CB25FDE80797BF6C8CF68B567755EDD

SHA-256: C7FE06CD2F64D0D514D103EFAF766C50EACD0892D7020E7F4298BD9321E0CA7D

SHA-512: 1E61EB15B79B4A814F9EFBC753E76DA9812E216903B1554793FE654887A17CAB38212A059B0CC4615AD4A64045479C4130B0551F35697450E5B32234A4891C3D

Malicious: false

Preview: o..m....i..W<...G.v)......kC .h.C.203.~..>.y.G/.Pu1.zF..V._.......@..[.F...Q.q>-.x.$.@...... ]/+.S........$+..;`A...>|.-o$'..m.8..$&.I.*...e%...K8C.1..K.o9......=Q....H.....'.O.3..
.^..u/y@.Y..... .}D...c.....".h.V.ML.9;..[..\H`.h....}.0Y..q6K..G......VC.h..n..!.M..u...cI48...:..D...v..K~E......f..7.P.\E.4..?...nq.~}...........>.G.t..g!...c..]...I.3&...ec00...J#j.d..o.W......)-.
..ke'..x....K..O.+....}(....b...P...L....~x7.~..z.:$!...PV...#uSO..U..@.eM^-..P.p.O.....{|...;..^9...........J.M..0z..a.......U....r..u..6.nV.X|..^.sV.....j.n&..bq7....M..E1....@..:.v.5...v.
`...\H..T.9...Ry~.....RZ.QC+(.G.(.Y..|..wE.(*...(S...0s.|R.v...=..vW..OP.K...`..g....~q.......EW.$..*........p.#].PM.&l`...1....=\..v.Kj..w.a...eE.x.K..O@....Y>++ u....(Y.q.....#*..\.#...U..
.3y.?Z..$..d..V)J......T..wx.HR..6T.A.f..(.._+.2.!C.x^:......`q2n.#.o...~,...9...+Y....i....._.,..O.~.....85..<..?#P.T......k.~....Y...J.G...aK.+..C.w.....R.,..|.m.H..k._.]I$...<F(o....c.5g3
.q.on:R*@

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 37944

Entropy (8bit): 7.995359327354051

Encrypted: true

SSDEEP:

MD5: F953CE3AB62CF9D9CE6C493F736AB10D

SHA1: A6BDADE3343961968214C4337DAB884DEDA250FF

SHA-256: 64B907D37CDB5C9EEAC5ABA8DF0C532824471370DF960AD0AD6A01AD05DBB1D4

SHA-512: DE8186F74D5751941C32E16B1EE7726BDA1DC5C4AD31B7B4D9D0CFC60EC2121223DC5979D7817544D84302FC3543AF7A00119A83D86C910C0CEF3783AB69E37
C

Malicious: true

Preview: .Q....]i.b98.~.~...5.7..v.?0c.....8]W.:..{..\..:-).[.C.|o.......Uc....\......cm..c-.20.uK.X=.,.A......j+y .....~..j:}.Js..L..\c|.[,.A...|..Q......l^. ..4Avc.QJ....N..X..r.w.C..RE..$..j.(..Z..j...y....
......}.U.~S..+.......]......[...9.D@..l.U..v..0...gKt.d.C..=w...9..xH@..^.b'..s(Z....Z.........{./.....1.....<`.......Np.$t......9[.]o.9..]t......%J../...=..v...X.P...^x|...DH..d"`.... .........\.[#...<T[.....
#...L.......|...F8..{.oS}.P....g..........(TGsv|y.Zp...9..0...JM.c.8K.3...D.y..u.p@.../....>.....'".xzm....,.)Y...uU.7+.,.)d..C..A4.Ng.on6....<7!(...~ .Xk.t...n.*W0..I.......P....$&....~8.s.. 
C.E.h....G..1D..d.\>Z..gg...Dm...O].DJ..1..'.7p.$Dx..o.9..Bxa.^.'..T.....&.f.0Dj...t'.e.Z%'..m/......,zi}.*.R....5.)&..DD/....c....`..<S.s).fD..;.mN...a<.d..*YpE)!h.j..}75...4.K.K*.8=.....
.g.$kD.V....k+.L..SO.,...7&D G..wd.>.`nq.<V.?.::....b...6s.@/...{..P...:=9.....a.i...T$/_....Q8..rG.n.1.9.b.....[....gA.6.k.....f..Y.6T?.+S...+...c9.

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 2136

Entropy (8bit): 7.9060835757446455

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\USOShared\Logs\UpdateSessionOrchestration

.017.etl.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\USOShared\Logs\UpdateUx_Temp.1.etl.PLAY (

copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\regid.1991-06.com.microsoft\regid.1991-06

.com.microsoft Microsoft O ce Professional Plus 2016.swidtag.PLAY (copy)
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Encrypted: false

SSDEEP:

MD5: FA7F436743EBA19FE1FF34E6BDCAFE3E

SHA1: 8BC10D44C8863759F1BABD010D0E9D94FAD1A96B

SHA-256: A1B8C0BB38FDDD20841E707060A4B30FB7A7433349D2F3BE503FB1F3310BAABC

SHA-512: 4272878257A4E3ABC250C2FCD98B74C85977817D5DC6C4CA28746E6B409644341559F86358C1846BE6DA0CBCA7BD191183501DAD8CDDEEB2E46E74861587663
E

Malicious: false

Preview: .e.n..7..B..G.M.....NR....#...L....K.Ww._h..W.K0..x...7... .!.C............ ..=.....=.u.S..l...c).g.|G.#..##.Gm.;.....z.{.Yw.cmE`..3k.....B.........e....)&.R.9.hy.._.{.@......f.....z..2[ ........~.#..
&ATJ.!.C....4.....+.M..UZ......L.......c#^P$a.M........Io?.W.o..`...m...quh.....^z.sTM...O..w....-.Y...]...>%.?../6.......?.}X.z...r.........sAH...8m.........O.:2._W.lW...*..sC...q..2.W-o"st
....k.%.hh6].q...Z.s#.....*.....8..I.I.tR.....R..}.."...o..+..K.@mZ..C.h.!t..iJ.j..H.KVa.a..%.`9.Y. ..8..z..[..o.U.n0x..........]...y.F..!..B....2....v...7...g.` .y|7....y|^.%.ms:..o..p1.'..0.....#..p
..0.p..vMz...+...e...]...F<.l.....B>|..Lu.o...,..kn...B...UR.t.......i...;{.._X...;......I.,...`...X..../q.......J.b.@.1;...W.$...[ .@.VSY..9'....Y.|...X,.......jh.a8....AFS..X..GD.cX.K....9...v/....=
..\.n..!. .^(..[G7M(bN*z.......g..I.df..c......08y...q-p...Is..s@....@...J.,..6\*..F.#.....z.......?Y..@x.u.>.#....ZQ..IV..\...S.K.......l.O).0.K..

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 2072

Entropy (8bit): 7.910974524461601

Encrypted: false

SSDEEP:

MD5: ED52B3BE4574FF8B05CC68F897BD3E8F

SHA1: 15CE1BD3F39893B3A5D2D30DA8A599A91E9FE303

SHA-256: 7F862D3F1ECF9625FE7C10BC4CB3485368B5243370CE3537C42B3EF20FF00F3C

SHA-512: BB95F266C5766C81F1113BF20001AFFEB9F829B08C305A26B379DA34DAC585B04796748E2B7DEC3DC746F12981ABD1FA98961391AAB195023DFE7BBC4C3B741
7

Malicious: false

Preview: ...!...l...B..O...g.::...Z.40...N.v.U>.....1c.'.....z..... ..+..w.....`...b"..0w4Kt......1.......+.4.OVF.3:...s.....~........y......Z.$.D.a.W.?_.......2j......~'..y ...@.z.V....l....w.J.....8...T..]..
.h..eUK..8.f#:.f+X.|..[....4.J.=.3.5.5.[.0.....REB.O....m...Z....6.....;..9.......y.K'"...JnR.6.....h@..x+..$..K......D....o....h...Eu.....-.M.}...`.4.a.59-...`s..Y.e!.....u..R..#Vh. gd....q....d.0...
.._%.ig.O.T_N...T.......$..?.e...U3.A.5...GL...._$8#=5U......n.(...G]......J..7...u.....Z..u..S...(....".J..>g.fxd..^.RQ...$b..F..p.k.....O.a.z..z.R..2.rmTm.....#}..~An...os.U5....7......&..
.l....-....Zh.....,.#5.Y.......!. ..Wz.D...._"G..s.....&._...<...s^0Z,e..p@.&]Cw2..E........Iw..g.S..K.Z..\...|e'0.r5.z5i.....(Kw.....$8:/ .`....).....q..@u&M.....q..c..l...|m.&.B...g+v...[:........L.
..7.....:h...zX.f.M.y...]..........H.Q.G..e.r].i...p"....d..u.."......F...r...2.t.a.....h.a-T=7.....5=]h..pw.Pqf.U.q2.....Dl.. .=0.?-.'...D.9.....)....*^.#.....,.w..K.

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1240

Entropy (8bit): 7.836229707938324

Encrypted: false

SSDEEP:

MD5: 5B0E4DE08C6577C0A4D8F573B3E355E1

SHA1: 445D7AD38FE3369AA2C48F31DEC79AF0C0A6B5AB

SHA-256: D6AD79C951E05F015FC28CD463053F2C9CB31AF92D653D01868D2E3F075A3FF8

SHA-512: 6BF7381055343649C1092266FCB1C5CE50AE307D6CAEA7DD70BF045AD6A87DCAB03B709690BD544E9926DC800577C6C77152FD1347EB835FB822E8CDF33B0C7
E

Malicious: false

Preview: .....H.~."..Zw.A.v.BJ*.x;.0c.g..{..@72....@G@|Zv......?=..{.30.U."j..D......aJ..W...S..}.z.$.t..n...6.k....`.3..N*@.H......]B8;:.]+R.V...$....1,.._..{.,.....R..r..HC]..U|...+...T..U.|.!.I>..
........................s...F...3.'..f..V..Q."......Yn.B..1.N9.......F..>^i....U...$H.......,..F].62..I..1..qp.....2.5:AJ.s...IZq!.....~..jI.^k...!...o.G.......]....%..... .R...|h.i........3.,.rT..*j.C..7..Q..6@.
(.a",..xY.........'b.u-|'~...+.....y.1.......qA......A^.d..l. ...YM~t).F.B...X._.L../O$.Tt.rw..z...A.`.~..k..).l$a.......A.Bd..?.;..T...w..L.v.hx2.v$V........l....A..~......G..i.j....0......>C..6:Ag
o..&....X..'....<.?~.(M.`U.l.0.....n.VD....XE.q>....uc.z.&....=....do.(s..I..f...O........0[...&NF..[.Q......+..%0.....(..)d.b;J..20...9.'......o!..<8..._.........)a.....|*rxT%o.c...Z.....]/..y..).n.L
....W{.......Gm.@.Xx.>?i..%...as.2;..E.^.J8..@...6.h[Z.L8.1..C......V.).40...w............pbAx......T...T...$..'.en.......gg.;....M.-...6............h.`

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Application Data\regid.1991-06.com.microsoft\regid.1991-06

.com.microsoft_Windows-10-Pro.swidtag.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Desktop\desktop.ini.PLAY (copy)
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Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1352

Entropy (8bit): 7.849673396173478

Encrypted: false

SSDEEP:

MD5: AF94DBEC8F8B87D13FA9C49A07BBD59F

SHA1: 82A44581C9F80DFECA1577E0B14810CA9387A3C0

SHA-256: C2922C4061B15B9B3F719938F6A8D5577EEF6461D20297B69286A5B6AC277FB1

SHA-512: A39B9287AFE68448F1922BEF353DB0CAA9C7410F0AE814EC3301CA6234E65FC7F3F92FFA0BE46ACDDED396D33EB8242E268A5CCE3E8D7E0DFF7D01A2B95B5
681

Malicious: false

Preview: i..!........+...._.....M........6r..~.:..9qrLcT?..u*...;E.a.TI.3.,...[.w.. UB.....v..1..2.6...q.;...x...=.*.........'..Q.{+W...)7..x..j.*H.....g.0rU;..a......&5..I].U...........i......<.|.fa.C.D......^...I"....
..A2V...F.bl...w....[......P.4.d....L.0r.......W&...>..Q.....T..U.|.!.I>............................&.ED"....7)95..QRW.N..4/A3.m.U_...2.E.N.e'+....i....d.j.^.\..:...>j.i.Q...........wrB....[...-5..7....
(.XeO .........Fv.......^......G..K%...{/.P..{.L.....Sxn.<....}.sf.T....X..V..|.|.:pm.......F.Xp$..d+#....M...j......:......vQ.O.v..H:......+.N....p...`Ar.8.:af..4;.H%.@.o...//;..j.G#.`3V.!&.N..4...
.zm..H...LK.Q...B.%o.E..!..q.K..'._(=.......g;y.i....u....+.mi........6.e...y$3.......P...YN..fuL.c.../.....u....}.!..'..........ye.#....6.._..I}......k.Z.'x5.UQ..1..r*o..M.'~....?B...<.}=$.J...E....d
O?.UGwH....})Y...Z.L.j.7....K.....:..A.t,...M..Jny.kq...{*e..h......-)..E...b.'M...nY.5.'.fO.^...H...E.....Y...&.F?{,q....n^....C

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1528

Entropy (8bit): 7.87214955142188

Encrypted: false

SSDEEP:

MD5: 9AA40105840EC0D3266A6C0B474AD6EC

SHA1: E48A4FEEF8B2DA686A05B05B9843E2EDCC481238

SHA-256: 8D2FF47CCD88C296EF4F364CF712FE2DE44F6F895731543EC0512A9F924CB796

SHA-512: B2E8829E5E93B4727FD0B5B0213FCDE72352E6E327F9C809182EDB36BE3424289A8B1475AAF7028F0003CBCF26CA87542483E200D2904DA14590DF226CF1BE99

Malicious: false

Preview: ..(.J$......9dP;...+0.l.|....D;..:9.@&....G.?..z}!.D..@..?.....w..%]..6.....y..,.C./uL=..,(6.$..?...a.w..N......'.;.#.c..Z...<~Wp...}0....$....n2..4B....J..(fM.Y.L........+L.ay..nZ=|..^d........ 
...pFh....Q+)[}R...............l..$I...i..i;.....r.f..6o0..#.!2...)V.:..VN^.h....er.?:)v.&[.,`.0x.......F~%]....V. y 3.<h.K.p.$e. ..X.YP..23..[....$..7~Q......*.~?.Q..H57..B..X.}..[.......O..c...
S...z..g.^].;.9U(.=.....8..~..&{).a..A...?..4Q`j.v=..[...T..U.|.!.I>..........................._0...89.P.B.T..^.bW..BtQ.8..^..+q`..p....S........"s..=....g.U..J..Q....=~.z.4.g.$...8,B.ds?..mG.x...[..9
W.8.*c...q..K.iOV.(5..d..:{..hE.8.......3.O{.0OK..7sW.....Rx....-,...=mh...<*+..O....T.A...4....a.*Y....B......r....._7m.N.;.....R.^.2....t.qf.Q.....kB.a./.6.:...OJ..\_z..2*.0.'.^r.+.M..ghX.
...B......g.........L.K...y.N..J^q1..|.u.t.|...S.EIxb.z....g./..S...x.q..1. #k.S..<f..gC.W.o....cN..}.w..a".A...U'..X.....5...V_!W;%/......../]..KLxj......!.....Bev~P...

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1160

Entropy (8bit): 7.845543767503856

Encrypted: false

SSDEEP:

MD5: DA6A758BC2F753E0D263C00A8AEAA497

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Documents\desktop.ini.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Start Menu\Programs\Accessibility\Desktop.ini.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Start Menu\Programs\Accessories\System Tools\desktop.ini.PLAY

(copy)
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SHA1: 431C6164F20C23FAB6E9495EDB04A42D89DF5088

SHA-256: 67622EF2D1738923B368D861B2EA5C33987BC883541B7DCAC8329D4D677B5025

SHA-512: CB3513E43C52A70EBC82AB1843F7FE352F95715260686A8874943F9DA93BE79D0EAB7C80C82D5DFCD47DD240CEC7088533FC5B7D73FF085B8CC60FBBC89A8E
EA

Malicious: false

Preview: ^J.]?c..Fi>J.3wz.C.+....!..M.l.:...<..z...'...:......{K..+..x:b$h.W.{.~..;...$.k!G.c..tQ.)..~...T..U.|.!.I>............................|.I....\y.|.]..X.d...5..Z..L.kj9............\.Y/5.O....\..!x.#..ZT..I2d.l.m
.C..ap.`.....9.$..m..z...N..6..``..74K.,%....{L.(.A.R.A......I@.....6.'Y)...YwR.pXnOh...k....ps. ..`.1../..G8...e.J..4....y...*..QQ.\..Y..T.......`.Q.cH.[\^.a.... 2..F..a...y{....t...*..(&.P
..P0..E.\...2..g?z...]%.o=..B.d....!q......v.$.T]'C..i.6......H.\R))..Lu.\e...D Bcm..:.+q%9v.......<...../..j.....P...N.g.v5.d....>..... =;.....X..Ha.G.[v.#4.s...~.i.....Vy.....y.y?O~e.4.|........i.i.
RnH..[....b.D..x8Z.r..-.O8r0..f..-....`..........3e.k.+5...6xA.E...hS....}C"p...F>.G.5.A;.IS...E{.qf.....Qj..I.b...*..V*=.Li.N.@.:.cS..1..p.mP...J.........o.8...6..].u3,s....^.xdXh_[..S..V.+
Q.y.!..*6'..*....LR.m.F..k-...E.{.....)...K.m...q/.a.,...C....<Cc;.C$..L.9..K.,............A...8.i.......:.H...7.d_w...7&&.y;.$......ve.0.cS..X>.f....H.P..p.....!6

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 2440

Entropy (8bit): 7.924204299775155

Encrypted: false

SSDEEP:

MD5: 9BBE0248E41922FC2277B5150A468D0C

SHA1: C64C279566CC36961AFF341BC03C560AA42CB57E

SHA-256: 73C79C43739188C3CF8FFCE15DD196BC54460E002B6D1D24F444E66C12DCC5CF

SHA-512: 1D625EE98FD53A5C0BDBAA4A6BD7C95F1A94FE13A789F20C7BD1C2B4E2023863DF0D42DB09D27697E832DB24D22ABCF831F2864D3FF12410DD87CED1D479C5
F5

Malicious: false

Preview: .}tb...&`a. ....y$..E..#.Y......~........m.|.@r]...cn....d.a.$...Ld.c.].....C!n*WS..#..g<...-......M)..S$o..*.%.T......h.o..r...:=../...[s}.Y.5.1.<.1..2.,H.gzN...>....q....+.....T.+..W.i.%..
..L.b.c.f(4u..'.....xU.....hyyf.}.l.....O....x...............{s.%...#qpa..wUh$..=P.8.'...b.G.HR..?.v....{:L2(.s.t.&.z...,O..Tg.'.....L..M.].E...F..bz..L......;.*VP2/^.V.)g.^.'...8..8Z2...L....&.P.....
h..7.1.9...zJ_...<../.w..-d.`..@..-..01.....?k...d...V{....J.c.)J.....y..|.t..A.D.A!^...T^.O.Ia.5<o.r....&.0...^,@...I.2......&!/.uQ........1..76...aO.5.po. s....nb.0L....e4h..j.o....(..P.`....!...y? 
t..C.|d.?.....c..p`.e#.....Q65.,..&.C..83.X.B.dN.....S.)...r..L.4k..H.A...$u.{.{H...EY.s..$j...a.._W%".J.+....Z...v.&..jF.G4..2.d#1.O...(..%d.Xt..u]y.Po..1f...:..%.`.7....Y.x....+....C.!....
.1#;.ez..B.R.........'P...2...{..v....M.3 ..z.......-...>.5.V.....wvG.+<Z.w.$Z.a...R)W..CR...R........f......}.y..%:.......w..g..Jlo....D(..\gxX<n?.y.l._.h.b:.....O.......x.0J..m.

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 3816

Entropy (8bit): 7.955760018314402

Encrypted: false

SSDEEP:

MD5: C8E9B150CC990AA2EF3F9E42679A84FA

SHA1: 6C1E21302B4A1DE11567DB41B72E9EFBA9A5E9C2

SHA-256: E6AA5A0C8CAE4F9BDCF59B033099064B49CF9C1576DB47872FBC1C6E7765F190

SHA-512: E006CBCA8BB8B95E1B5E6FF6DDBA32297A974DCAC732963AA8418A88F3697E29236BEB6E7658EF0F57672B8F515001CD4923BAC53B05B18E9ACC1E74A89000
E1

Malicious: false

Preview: ..S.......%...1..t..8.+.v......W.<.7:....M4_...........L#.....h...]..VV.._\.......Lc.\N....mB.<...A..f.6/..e"..V..k.0..9.N.D..+".,....X...?...Ro.y..q.|...e.j.w...(._......i,.....N8{..JY..w.p.)..Z\.)..
.*U...j..'.......dE........]K..q.A.v.Qq.......4MQ,..f.r.n.`U...5.....v....~...(.WR.^..L..B."7........-=.. ..E.lZ.....n..?0......#....7....w....D$f(..{K..Z.."..e+....x.he....q.u..H.j.B....?.. ....Y_B/.
=..b:.Gj....1=.. @9-3.y{..}....8.YbK..:~.o%Y..Q....=.H.].X.V.q.sKR....}...[.R.{...~.f=H/.:@1.57......;!hg...K.N4..:......C&...U.......'..C:|ziX....D.^F.A1\.T....p...'SZ~.F.....[M.....t..K&Y.
!%......`.......`.].=.b.7vDW..wd..s...D..d......*.APp.....+.G[I.....(.[}U?..Cz.../..<S....a...`r96..$.....ER.."H\P...6._.. '....Kv...=...6R:~.\ra..%..n7.........}..*...4+.4r..z..Xg.........K.'....R7..
.....I..c...q..Y..J...J%C..z..#.EH.O.`.D.Lt..D.:...sy....K..E..7k..u$.0R..k......'.@$........}..#~.9k....g/..p..-.....|.{.:.k.Odt..V..Kf}.1Mr.S..G.;....

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Start Menu\Programs\Accessories\desktop.ini.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Start Menu\Programs\Administrative Tools\desktop.ini.PLAY 

(copy)
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Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1256

Entropy (8bit): 7.83695588511468

Encrypted: false

SSDEEP:

MD5: 57A89A394A7F0399161AB24A627E0CA0

SHA1: 16E5B621C3F67DB4C5A131C720F57964D1556505

SHA-256: 81A7E73C685D4DBC3E0AFD31247F74C3D0ECEC2DACC370DD2C304E290CBD2F09

SHA-512: C75780F924560062AEF155BA660B84A3145A5D79059B50FD3FF2CCD3684DC8FE03239AE3221D4219187BDEDAE65166E13777167A35EE1206A2F702BC836B3AD8

Malicious: false

Preview: ...h.H6%.Y^.y.,.+*.^?.I........y@uiLwn..k.@...........Z.m..d...r6....f...N_.^9...,..)8.%.F?.8&.@.......x.{.......=..w...B.XTk.`P..a.....py}...KR.<......: .....)G.....P8/..b..4J8.3...T..U.|.!
.I>...............................1......X..!..BX.&4........;.9...3-.N..<D....-w.b....8...8u....~.;<...06S.(...+.U....2...P..3+$E..'...Cjw.c0y.|...i...|...v......B..xI.....K.....&...1f..cG.7)..:<.....@C.i...v..
w..*..R...f.C.R.7.c...p(.#..iT{.'8.......V\.>.....R.>..F.]*.U...-..o.[P..../..........oi.7}..d!.....~t=S.y..*...._.g.u..;5.&\|...i^../....S...s.....T2Z.......H...c4.tZ......^i.L/.,~..hd.dY.......`..EG...zI..z.D
Bs.{.KIR..M...Jp.K..w>..\..&....wOf...0//5.c?..Q.%.=.D")..c.'ev..&.G............b..X.=E3.."... l9..Gi...=..R$......Pe..TQ......H.W.......n)....[W:.O_.,Y.o...e....|S.t..t~.[.......y.y..O....u
7..x*6.].>a".0.....A[..>....../f..S)..(.MQn..4.......Z..yW.w['1.P.GZ.}:D..U....Ji.....[...}..).d...n.....-.......xG..f..j)8.m....C.|.<o

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 2280

Entropy (8bit): 7.910648446094838

Encrypted: false

SSDEEP:

MD5: 7D6736E1CCE485E6849B062E8855CB9E

SHA1: 70223E7215B6804707728392DBB3C9093DA631E1

SHA-256: 60DD3EBF88CDE31BDFCF1A2D52B518602D80A9A8C93AECE0F9009DEBE9E6F587

SHA-512: 316533D4F66E61D088EEC0ABE690C0D2A52E250CFB565FB17E062F451B4557593F6679201DA87B8FB40DED3F3E68615A1463EC68ABF37CC664E9D65B2907E6C
5

Malicious: false

Preview: n.EU.Hp..TO*...e.j.b.nZ..O..cKp..).$.wC,..KG.f...........N...|P$....22...\.<.$.-....8.U6.5...k.vG...'J~.I.[...+}.{..!.[0.u)...P..OY..E.6.......H. |.....M..r.8.....]\...7.j..|........n...Nl#{....Lg...<
..Z......6ppH.HIn*...%.}>..X.h....-G;T.a...X..1....wfTK.r.6.i...)sSr..oX..bH..U)...P... ?H0.y....|!tuPh......0...o...X.}.Rr..XJj....(....0...d/n.x.../&M..bLCA..:.%..hL.2.uA>DTX...I....97.P".
b..-.q%.~.B..wp3..Q*..B...|.)g.....4hq.|...s....(S..H...-..v..s..|.XR..'GJ...{y...X...0.....E.j.......)..).}Z.N..l.u..w.He........S.(#..{&..:..G/V.B......].u.I.=K.XW.V[A=).dv......LB.I..}A .
....C....XC.....FJe....D.1[;....4E..7......'..U.^9.bP(.$FE.lD.9mv.KA.I.8...6..h.....A(=v...T.q..*m.#dg.'`}.y~.....mx.?.J.g.....o..........D.0..l.a..$.&n/.@..s.qq......g../._`4aICT:..S.|.....
......:.~....y+o."n...V.....V.b.YI.S.%...Q..U.....q'........h.P2/2.881...G.!f.PR..w.....7?..C...1.71.XA.&_bU...h=...}...,..c[.:'....8...7&..D../[......9..q.w..z.`.7F..........i....Q

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1240

Entropy (8bit): 7.842681093540845

Encrypted: false

SSDEEP:

MD5: D7E0E64A051DDE1DC9F23C23351DE907

SHA1: 15E7F96CDC08F7FC0AECBC3453E1D73100D17C4C

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Start Menu\Programs\Java\Get Help.url.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Start Menu\Programs\Java\Visit Java.com.url.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Start Menu\Programs\Maintenance\Desktop.ini.PLAY (copy)
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SHA-256: 8A8BAAA4A3C99FCE2A1A46F0BDC0157AD9A83DCD3BE994C122996A68D0FDC852

SHA-512: C5B3C1A5A7A396FD14E11A76DA42000D33CF52839C8B1F66F55B8D5583DE80F82964D93E5D66F98854507DD62FC8AD3E5688EB8BE333A01A683ED8AE062E83F
C

Malicious: false

Preview: N+.(a2..i..j...].J6.........Ke..j...}..m.%V.`...^A.M.v_.Y..v.........s....TQ....D.....r.l.....Fq..+.G...M...:]..O..........]F.i.I..9[`.~..z....:3.....ut&`H......7...T..U.|.!.I>............................ .R5..
S..b,..i........f....S.<i...\..[.L.^^ ..?..W..?PI..2a.~...NA.8b.-Z.7.d..F......P...z.-.Ax'.....^.Y..-.q+.}......rO.......l..../).h.[.v{..A...D.-.,..QU.cg...@....?.}}.`........x...T+.`.&/+w+....0P...FX)..1-
.R..E..b.33...."J.K8..a............me..!......>....^I..]1.H.k..X%..m....k.....&H..o..{..d*Gnf..g..K.?.Q[...}.dtP..i.$..NX..V..0.~@..NkGf..t..,.HG...m7..4.4.....a......+.q.z..........c...4GhA.....
....R1F.E .4..,.y.: U..TK.;.X...<V~....OP"Y#.h..|.0.D8...2.)t.-s)..X.H>.wr.W...8(F}'.c._...^...kj...s..2.[..eTI^.S...2..;...Um.Z+...<..XS.@.6.]..G...$.L#..p..#...}.s..$U..)..f...S(>b.u...Y..
..&_6m?V.S<K.W.|O..=.KGp..9.W2s..K.v....Z8..Z5U.S..1.YH..T.A$.k....|wB......u...MN.P..=.....1..MA.........;..^~...U9.."......l."W<.k9.[1>.A...n.

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1560

Entropy (8bit): 7.866758026937131

Encrypted: false

SSDEEP:

MD5: CCAEA2DF92EA357F568177BBACA30B57

SHA1: 0ADA776ED7FDB8EF750B82F74CDB07019C5DF49F

SHA-256: 72CC98B82ABDA23256E12B122FC6D8BC45506AA2D8A69BBD167EAC9F02430E23

SHA-512: 68C6681A6A95A11B2893591CC0C73C9A13C61531026E1D11356E94ABDFEF79BC7B2129C91B7679D444405F06D3535EA409A915BCFE037CD05E94A7EED78CCCD
8

Malicious: false

Preview: \..B.(./s.(/.dD.U...B.s.Z.._.H..JB.b..?.F....'&.......k..1....:j..h_....80n..iD.j....u.x.-....z..s.<,.D.t...}wZO..|..bB.....V..%Pr......f .i.(..>.s.k.......Z.}.o...".'..i./o.l.9.. D....3.T....<.&.7..)
..g.l...D.P\..+J.....H$....e?i.0..yT=....}.%..".g.7.^).l(.....7.X.......7.-6.|....a.......u.(.CQ.~...........67.8.E............. ?.....~.Em.....C..oy..R...xOZ.X.9....0..T..`..Y.o...SFw....&.......Ql$.
M...E..C....t.D`R.o.....u7i.Cw.).]..6......l.8.D...3..1U.o.DC..,... ....T..U.|.!.I>.............................}6.7q.o.ee....r.k.w$B9.....t._.$j."N@7+d...h.h.........IOkD})...........$h!.....0.$...GL
..Z.zG.=..#..fs.rJ.<....../.......I......&X.Z....CJ)SL..._.T"}.Q..).<...<...E.A..E./.{c.c...t=....b... ..f...+EZ..7L^.*..j...*...y.}X..<.....F0^...-.^.';.1....N.. .k".J ....q..a.....9"..?..x.'......s!dL....b..F
...|.....F.|.2....[....l.].Z..ds..fb.H.....;.|....X4`.5.V~`GnP....Ij...gUo}o5J.... >.I.7f.:.".....n...F.=..F....i...4.oV3.J...e.6.wD..Z..A0

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1240

Entropy (8bit): 7.837482266234121

Encrypted: false

SSDEEP:

MD5: A0A9044BE316653614895E02769DD72A

SHA1: 8D049112249A4D71115A778F9279BC41C93DEDE0

SHA-256: 033E38B30C050046A539C0E9C3919757B8CD34E1BA7D8AD7FE639D4E22F4B195

SHA-512: 69EF8ED8E2035A1B5EF5056EE034F3D77BDDACAAFFF4F014F11423DB0AFD2BA299556695D95626E6253DC542EFBA666164C58A27DFC1CD75DA2D71E76F42F4
8A

Malicious: false

Preview: ..=....j6..C...SQ.....q.W..W..e.b?#T...N..9...0.b9.......2 ..b.q;....k.`1..2...(..55=].."..Q.....T..6..N.%........?..X#V^`....s.#o.TLa....l.~..].J8.0.J......#....%]...T..U.|.!.I>......................
....\.k0.w...+..4....}S/n.}...?...y`..Y..d....c..n._w.....^.....t..}^B..P..A...h9(..7e...vF..=..cJq..J5.!.....U...c...M.y.m.R_X.....cvJ....]....V$|&.I..6.).2...@.........2....-o-.u.z<.....b\.^..t....#
l"4.......>GQ.."...|.B..0...huB...m#...&.D...J..u...........0Ml....o........O^.f.....S....>..eZ*..qL.@..-...... ..3..9.K0.........S....fv.8........q.....P...~D.........z.{.z.*..i........g..E.y-..].r..
6uF.pm.m.....T.....!b$.u...l..s......?g..........X.....t.....v.Jj.N....##.h.-?Z...;p).k.12........j:S.]..,RZR.8<......}...}z:.E...)x~2.......c.. ..j...0)mJ.....fE.......sO-z.j.........>.8..D{^P..t2b.....g.....n
c.\(.#.:..&.$.....i/....9|.1.y ..b..'..V.l5..-..e%.,....<`*...2...+}.cG3............+..~..Gj...oz..2+ .*...........d...6ok...-

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Start Menu\Programs\Microsoft O ce 2016 Tools\desktop.ini.PLAY

(copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Start Menu\Programs\StartUp\desktop.ini.PLAY (copy)
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Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1448

Entropy (8bit): 7.870042651813873

Encrypted: false

SSDEEP:

MD5: F6ABB7A487606A3B5F02291D8AD50E09

SHA1: EC25AD06D852A98F2BA93D57CA93B4ED8275AB55

SHA-256: C497CAACA14422B946F10A18A8D9D33AA0F551A56D3035EA55A766DF42E400AF

SHA-512: 042A7F6A9810F46B44FD7A80661C24B0F73F3C21AABDE4FCF77C1B44350F82F86E188F0FD5E761050F3DC2D65C15DB6695930E5BE570B5214AD48A80F6D061F6

Malicious: false

Preview: ...Vz...O.tT)SH.e...>.....R0p...g9P.M.I..y..\O.....0X...b..<......$#....`.K.d.P@Y).d.#.JJ.v.T..L....K.n3D.H..tO..........O..Y.<.6.P.....E.bi.,.f^..1..?r.3..j....+..(.}....E..{...A...K..q........'.'l..
.`......Mi.G...m.`....X5..-C.....p.<..-}d.h|X...!j.?/.2..........,..L=@...0..N......h(,.eW..Y.ng.P.OG.....xj.(h.."xYD.k.6.X.ypf...(....6K.;.Jl7.m..).....nT.3.h......T..U.|.!.I>........................
..V4U&....r\....!..i@...<..S..".DBm.q2..<k..............r..@....9|..2......G................./.t\.g....w.i..p.s[..7./o....+.......(.b`..u.rD.x|V...N.!.)...h.....O..}.s'....G....Q.M...'F.D..8axX...M.1.
d.....N/.5au2.i.^...../Q.[.#...YZ^)J.aF..........]i..]fl%.{0.P...H......)....|...9.p.R..G....|sVz.*.T .........T..s......%...Lg.+(E_..2f..C...d.G.t..\Z.w.x-Rg.DF&`z,.}u.......6..Y..../........G.1..E..
<..I....]1...Jpb...<.4...e.Q....c..f/.e[4B....jg;......;..U......"Y2g..w..`RT.|...O|$2......K.)-ZU...:.....9..Q.g'..Xa.o:w~.!#...D..u.)...l.{3

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1816

Entropy (8bit): 7.879227356949742

Encrypted: false

SSDEEP:

MD5: 16B865E4723C467BB3C33081CCB7ADC1

SHA1: 94368C96BC09703969E4BD8DE041D11534D27CEF

SHA-256: 299DB2B943B9E5D132CF25B4DCFEAC214D40D9C29D2FBC964FCA63FD14D6D6A5

SHA-512: B89CAC30765E2821A782ADC68D991A8426511847477935D2DFAF2D13BA64DC0D5FB90AD5C3BB7190C3817969DDEFB639BE2CE13DADF650E88E65C2049297D40
8

Malicious: false

Preview: ..?..x.Yj.........w'+f.m..& .X...2..J.......".._..T.5..YRB.Yi...8Q.u*......"v..+2..}T....o....G4.....#..09.....W.5$-....b.....r.N.:.......6^L...P.....7r._.Z.>7..P..!a....l(.w.&y.#.f..Q.0...T.)(.{...E.
u.E.....B^^......I~...R1I.ddn".z.A...E.@v{1...9$P.~...M#.@..5X.Q.^wu..vE....K.....I.T....<...9....Ydue$..........H._.N.#.>...k.r#e}.G.?.W.#.......FT$.r..%96V.`..7.p...` l..'l..5*..
.._....bV..=.p...8.......p...#.E..D.P.K..j.m...b._......zT.4......;\.xM.....79.....V...`.EA..o0-O...ta.~..w ..3u.uf..7-.. ^/...T........G..;.1..o....#.D  ....XaL$..,BC".-_.R5..G....`..&05.T.
..^..i..Fa.d.[6H..r.........n.vA@. .Q...bbfi.<.....u..'g.AC2-R.......X......Ph[Y.= .....K1.....Y..F..^.x.NP.c..K..P..).X.pX.<x.L...K@2..S.....hQ}.T...T..U.|.!.I>...........................-?2..w....!.
,.....m.E<..'.).../.9v?...t.m...J@v.*_Uq3...&..i.....r~X.D..:.D.H...!."..q..U.[.2..b.Hiu?..I.......PI=.+.....G..u.0.S.c)..=..kv.?.w..t..Z79.T.c.....Qs.W.......J../Z.q..H.~....p(p......G..

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1240

Entropy (8bit): 7.819328164318204

Encrypted: false

SSDEEP:

MD5: 6A9D096D5617859A458FCBD5ADF1D988

SHA1: ED3F0F5ACDE61D81FCEDCA2ECADE22EDDF9BBF6C

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Start Menu\Programs\System Tools\Desktop.ini.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Start Menu\Programs\desktop.ini.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Application Data\Start Menu\desktop.ini.PLAY (copy)
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SHA-256: DEBAEF40E146FE3E61AFCD52FA8B216D236AD004EED52282EB1DBB1E409B5DE8

SHA-512: 41A5F7C226D670E53965FFB611234A753B1F17FD4223238C18130E06B7930641F8D4E4057BCB9ECE165C47F90883D9CA2CAA3EF254F632CE3A44D857BABB355E

Malicious: false

Preview: 'dx...+{U........-G7.Q+%.d....X_..3..... .>o:.,.0..%v{..*H.....`<...].'.+...........#..K.....u........K..C.*w.a.c.j....7]...RQ...:M...q.....AH...E..VLbN.yH}{p.1.......T..U.|.!.I>......................
.....4.Rc..y#.y)e......^,.^.C...l..Gm.1.f5...*..'........s.7..Ypq.pA...h.f8..P.R...mhI...D..J.?..&,.+.......$.".....a.l...~...`.... ).a..F[.b.k.\...+7..+..u..c..u.v.<.....k..G.....iy........F5.R.f...<
:}.AaX.F..._._..E.;:.Ef...b<....K.....EPG.....W.g...........'.. ...^.&0C.,.Fx..1..^.1......j.....j..Z._V8t._..O..6...A....y.=.C...A......J.&.N.n..K.o..5...w..u...*...[N.....=S...F..m...R...[-d.i...0..
...+?....}....9uJ...d..`....z.....4d....o..6j....V`..V.,y..._..k.;....T...;.6...f.r..G...5....HB..Y)..0%.....Tjxi.^..h($.*/.]...O...h..v..AH.n5......._..x>...De...-xhm...F.D.F....y..+gd....2.. ...u.......n 
....5....>N.Q%.......b!..{.IX...R.;..M....N.T...9..........a......:%.[....//?.F........../YR......E....X.....!.....)i4..H6..J.9.......5..p.

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: COM executable for DOS

Category: dropped

Size (bytes): 1448

Entropy (8bit): 7.852568270849338

Encrypted: false

SSDEEP:

MD5: E9A90AB684F88F7787605EDDFF1FA2DA

SHA1: AB76293517DFE0878CA229D854BD6BF8432B8386

SHA-256: E30FE938F29CEAAB61F7524AE2C0AEDDE707DF47BE89578AC0A9EBF9658026D3

SHA-512: 0462896BED29CE27D46BF30E43EE86AE1ED1EF62AEAC9C438778DBC28ABB41432579AF1FF187313538B97AF124F8178669C7E54FEB681948F0D623AC074BBCA
C

Malicious: false

Preview: .....E.,....d......B.ye..z.3..s..N....q ....R}.....v.XF-.'|W=L+..8(s;/..6........!.wc.k9.'R..^n;...A.E..Et...G3...\....+.F...B>>.....Gp..C...C.0...cn!...!0.%........6.X.^.......[....".3...Xm.....`f.R.
}zP.!...8...>k.6tFj.T.t...g...z.N\..X...R..V5..b.nM..Q..1..._0...N....[....J{/m/.e.W...tWF...7[....'.a..yE..C.7h=>..?.7..z.I..K.j].j...H0.}J_yb..d.j....dJ....${.V`...T..U.|.!.I>..........................
[.0...)..$/..'.*.#x....?4..sU.,l.#<KE.6..&o...!,"-..R..V<2gs....mC2...S>;....Q.a.&[.....S..P,M...y..%...Z..#/Y.0u...;....(.o.J0..1~U..X..%~..g..hwN...D...OZ...q?..'....kRJ.d.Q,...-=..'z.4
)G!.... .....l........EYY...;m..S.u........_].U.....BC.=.....!'....$.*LE.v.7...t7.............'z..t...QLb...-...xQ`]c.~..t...l.M.d.7b..t.....,0....>\...(..?..bB...&h.9E..0):..........C@:S....z......sd..c.,.=. .
.RpL6.z\>.r.[^/.*^...bE.u(!w.6.!_rF..z........:OB .x...=6.....0_.r.G.yE6.6..?..w.a..I!.5...K{../..7fWMO......NVD.......'..5.X.[... .....S..c.7I..jK.Q

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 1448

Entropy (8bit): 7.858946323909682

Encrypted: false

SSDEEP:

MD5: AA6F7D329E6DE8E74992E517F0000CD5

SHA1: F2141BE2617C4415973832030DBA3697C24E026E

SHA-256: 199F56CB72541267B3CFC95472D931FA8980B167F8827DFEFAB8137F11C15B5E

SHA-512: 2DD1ECD7E67B4D8C6482951BCD53B56DCC126D2937905EF36ED16C969A4F1CD91DA0C775780CF9D0D6C4D47F5536B1BA98CF0B745FE125926056C4DCF4B0C3
FC

Malicious: false

Preview: ....TL.._.2...%.gBH3.u..J...?.`..Cd.WvL.r[..w<A.\<........B..7..ut...0...C8.`8.....?(..|.]...E.".C.m.-<Z..D...5....#....K.s.....`.....U.m.........bT.......Sf\.......R.........x...*.jF..#...,...m.....+
..h..^>}..D..3....,..x:V.4].;.J.d....C..7>.( ..S.#5._.1.#@A*.8..b|e..it.$).x.t$..6.w..xaE..e.'....$.I..R]....+....t.*.s%.U....#!P.....e.rk.).U^..R?.!.d....l.c.n.*14......T..U.|.!.I>...................
........`.K..m.[.w..i...dz....z.B.NMiO....,.@3.]..'.W.&...9.diQ4.p........m..@..+.r0.......\....$.QAer........<.yF...*6.N......g..8.....)....G.L.TNut..z...........~.$.S.Y...=...5....P..D..9F.oE.?
*P..qz@......M....#|.6.......Ms .5}...7.t}.WD.3..sL.....wK&.4...a.>.U.\=.C.7.o dQ.x.........t..$.{......Z....?..m.....N.....O....!..Z..8.w...n...Ri....s.u-..^v.<...a.h8..T.v..uA.-..@.y..Ms..M...e
... \.N'5A<.{...P..|....cg._b>/.x?.a..b.pC..../2...[.s...;.".ZAgj.N...8#W(.&...,.C....j/(..|b=IO0`...T...%+...S...|...P...VMI.w.<.......W.+...n..>.K(V.R.....

Process: C:\Users\user\Desktop\PLAY.mal_.exe

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Documents\My Music\desktop.ini.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Documents\My Pictures\desktop.ini.PLAY (copy)

C:\Documents and Settings\All Users\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Ap

plication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\App

lication Data\Application Data\Application Data\Application Data\Documents\My Videos\desktop.ini.PLAY (copy)
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File Type: data

Category: dropped

Size (bytes): 1448

Entropy (8bit): 7.828961300467192

Encrypted: false

SSDEEP:

MD5: CD143AD3D59B89050F07AC69CD0486BD

SHA1: 10FABDB4ADCC641372BEC0354058C8052B63E9A4

SHA-256: 8D2B84B7028E9F1C290D64EE23B985DDD583530E16BEA4C9095ECA1EC4720998

SHA-512: 0FDD62473CE4F9FDF52EBBA857466DA5FD92ADFFBFFA0ACB86465C4FC0DA8E09701AC19A4346EE2127D33CE81AAB80B75B55DBEBECC24FF037CCCC686A10
FADD

Malicious: false

Preview: ..5....j.lV..}....n..o..M.otwM...C.(...9..9Y.9....g|G..`....o].1..04..7/S...)...L.b2I.<P#S.0.v.(^.=.....Av.[...!..h.J+........@.Y..T....4....A..q._^A..%......~.9"<..@..."p..y.t.}......:.Z+._
.%..j..GP.L.1gp....~.....j*.7..........o.^.y..r.B. ....-..$..=....8}....eN.bvp.Z...}.x:..Y.S...[.my.a..;..2fa.5....[.Ag\.Z...|..x.iH.;.'S&.Q..+..&*.r.x`.......)F..;.....d........T..U.|.!.I>.....................
.....W.A.1N.^.[u./.........8>Yt...Y..\.G8H9...!4[....>.7-.Z'......$b..^...%.$.[..7hu.....o^.....;.[s.-.2..4I.....#M;.f..j.O..........%g.TD..MV.>....&.C......!t.vo...7m....p.{7.|3...zD>........:.......
.......Td8...."m..'.3.4..{&....p.m....n......!.....`".>B.O.v7.'....9ri........&=.'.....^....CaL!. @.?.k.yt...u.%>...7m.n5..,:S.zB...AJ...H.o.......:.O?.w...e...(.g.......h=..U..R.H......i.$.........(.
.1....m`...?.......{.!9.2@.X#0."...*.M..n..J.m.*a..5M...S|..x8.y@.W%H&N..=..Sc..............U.V..~.%p..m.~.p..3..='.............e....uMf...`#....u

Process: C:\Users\user\Desktop\PLAY.mal_.exe

File Type: data

Category: dropped

Size (bytes): 8248

Entropy (8bit): 7.975594319449011

Encrypted: false

SSDEEP:

MD5: 8611076229442312FD1B17E703A323A8

SHA1: 8842EAAD76DB36EA9FC69589DAAE2EFB7BE64B70

SHA-256: C0494EE583A959D719BC8F1AA8788BB044A0B772F13CE267C3B8A417A8C2DEC9

SHA-512: 0AA0C7693ECEE2CB9CCC28A24EC022320640C110828D87D98E7886431124D1B589840E2818C76D5947CC8D12109F3EF77A28267AEB3D18B8EBA4D286AF27FA8
C

Malicious: false

Preview: ?.r.J...O....m2.U! ....f.O.!z&T.P...H.@[..{..d..%@..?.:....D.1ri....%}....SgYX49..=%.*.-F5}..g.- 5L.z.W.w...g%<.r].bt`.QF?..3I...:.?.G..#.mpJ.x...............7$.......g..T..J_....H
.o3=.s./tZ.....4..0.O..=..>.n@~R#./.G~Y.:`.'............YIr...y.h..%L...a...x/$ .:H.?.SZ..pO...kt.S.s.....?...f....3.0\.[.;..h+.f;|.L.<y..+lS6=..... /\*....../...7T..~m..B$)K ..w..9..C.....p
e1R......q....'}.%.....<...0}.7<...^..-fA.j[.6.:B0.Z.(H....N..........\F..EZ'...8U.!.."....Y..aRkm..>..=-.v..k.7.....|.....j...zO.P....oV.`K7.fU.8O.%Q..;......b.F...f...d...k.[....s..l...4*Y.:WY*...z.
..y=.s.+....../N.gQw-4...O...2......GQ....1.u.nd.}R.T..}/...;.:....=..}.)8...:U9..d..m.......R...d~......b..i.W.LF.YN....hL?......,"vS.....;......h..fT..ly.b.)....I...L+..T..[...}...Q.F4.)w*...k4.....
/.kZ.]..|.Or,.c.{.\....Jx..Z..r&$..]qEW.j....mKV.b...+...;N..tz...(.....{.p...t..#.VS.].......`.R.o........n2.9m....z.}..Z..F...l.6.&.. I .e5@......@..r..B.......

File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 6.681707525912978

TrID: Win32 Executable (generic) a (10002005/4) 99.96%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.00%

File name: PLAY.mal_.exe

File size: 182784

MD5: 223eff1610b432a1f1aa06c60bd7b9a6

SHA1: 14177730443c65aefeeda3162b324fdedf9cf9e0

SHA256: 006ae41910887f0811a3ba2868ef9576bbd265216554850112319af878f06e55

SHA512: cf8b097e4d8dae444c4759a6588bcc5769694d34675f17fed5ee6d0b7aa52ed44263b0cc73f4ff422182a01ad8d69b18a71110c4fc4e9dd2233e9cfe833cbd36

SSDEEP: 3072:Yrl2uRkddO+iR7OZOQ+dzeIP9mwUGU3l2bxW1/9JnOC/fhKJ2hXh3lmG:22uyqOh2g8U12K9dtEWx17

TLSH: F2047D16A7B1D075E4B6847026E98EF1CE693B320F01C8EF6781176959325E2E135F3B

C:\Documents and Settings\user\AppData\Local\Application Data\Application Data\Application Data\Application Data\Application Data\Application

Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Da

ta\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\A

pplication Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Application Data\Googl

e\Chrome\User Data\Default\DownloadMetadata.PLAY (copy)

Static File Info

General
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File Content 
Preview:

MZ......................@...............................................!..L.!This program cannot be run in DOS 
mode....$........E.X.$...$...$...L...$...L..3$...L...$...L...$...L...$...L...$...L...$...$...$...M...$...M...$..Rich.$.........................

Icon Hash: 00828e8e8686b000

Entrypoint: 0x417ea3

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: EXECUTABLE_IMAGE, 32BIT_MACHINE

DLL Characteristics: DYNAMIC_BASE, NX_COMPAT, TERMINAL_SERVER_AWARE

Time Stamp: 0x62F05D12 [Mon Aug  8 00:47:14 2022 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 6

OS Version Minor: 0

File Version Major: 6

File Version Minor: 0

Subsystem Version Major: 6

Subsystem Version Minor: 0

Import Hash: bfaffd974eb97f13ae5b4b98aa20c81e

Instruction

call 00007F2DB8718A31h

jmp 00007F2DB87185BFh

push ebp

mov ebp, esp

mov eax, dword ptr [0042B004h]

and eax, 1Fh

push 00000020h

pop ecx

sub ecx, eax

mov eax, dword ptr [ebp+08h]

ror eax, cl

xor eax, dword ptr [0042B004h]

pop ebp

ret 

push ebp

mov ebp, esp

mov eax, dword ptr [ebp+08h]

push esi

mov ecx, dword ptr [eax+3Ch]

add ecx, eax

movzx eax, word ptr [ecx+14h]

lea edx, dword ptr [ecx+18h]

add edx, eax

movzx eax, word ptr [ecx+06h]

imul esi, eax, 28h

add esi, edx

cmp edx, esi

je 00007F2DB871875Bh

File Icon

Static PE Info

General

Entrypoint Preview
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mov ecx, dword ptr [ebp+0Ch]

cmp ecx, dword ptr [edx+0Ch]

jc 00007F2DB871874Ch

mov eax, dword ptr [edx+08h]

add eax, dword ptr [edx+0Ch]

cmp ecx, eax

jc 00007F2DB871874Eh

add edx, 28h

cmp edx, esi

jne 00007F2DB871872Ch

xor eax, eax

pop esi

pop ebp

ret 

mov eax, edx

jmp 00007F2DB871873Bh

push esi

call 00007F2DB8718EC3h

test eax, eax

je 00007F2DB8718762h

mov eax, dword ptr fs:[00000018h]

mov esi, 0042CDB0h

mov edx, dword ptr [eax+04h]

jmp 00007F2DB8718746h

cmp edx, eax

je 00007F2DB8718752h

xor eax, eax

mov ecx, edx

lock cmpxchg dword ptr [esi], ecx

test eax, eax

jne 00007F2DB8718732h

xor al, al

pop esi

ret 

mov al, 01h

pop esi

ret 

push ebp

mov ebp, esp

cmp dword ptr [ebp+08h], 00000000h

jne 00007F2DB8718749h

mov byte ptr [0042CDB4h], 00000001h

call 00007F2DB8718CEBh

call 00007F2DB8719352h

test al, al

jne 00007F2DB8718746h

xor al, al

pop ebp

ret 

call 00007F2DB871BF6Ch

test al, al

jne 00007F2DB871874Ch

Instruction

Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IMPORT 0x2a8c4 0x28 .rdata

IMAGE_DIRECTORY_ENTRY_RESOURCE 0x0 0x0

IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

Data Directories
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IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x2e000 0x1638 .reloc

IMAGE_DIRECTORY_ENTRY_DEBUG 0x2a1d0 0x38 .rdata

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x2a208 0x40 .rdata

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x24000 0x104 .rdata

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Name Virtual Address Virtual Size Is in Section

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x22145 0x22200 False 0.613846440018315 data 6.744506431104587 IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_MEM_READ

.rdata 0x24000 0x6e8e 0x7000 False 0.47984095982142855 data 4.945197895884443 IMAGE_SCN_CNT_INITIALIZE
D_DATA, 
IMAGE_SCN_MEM_READ

.data 0x2b000 0x2750 0x1c00 False 0.25948660714285715 data 4.439440123336567 IMAGE_SCN_CNT_INITIALIZE
D_DATA, 
IMAGE_SCN_MEM_READ, 
IMAGE_SCN_MEM_WRITE

.reloc 0x2e000 0x1638 0x1800 False 0.7708333333333334 data 6.423094865560977 IMAGE_SCN_CNT_INITIALIZE
D_DATA, 
IMAGE_SCN_MEM_DISCARDA
BLE, IMAGE_SCN_MEM_READ

DLL Import

KERNEL32.dll GetLastError, GetProcAddress, Sleep, WriteConsoleW, UnhandledExceptionFilter, SetUnhandledExceptionFilter, 
GetCurrentProcess, TerminateProcess, IsProcessorFeaturePresent, QueryPerformanceCounter, 
GetCurrentProcessId, GetCurrentThreadId, GetSystemTimeAsFileTime, InitializeSListHead, IsDebuggerPresent, 
GetStartupInfoW, GetModuleHandleW, RtlUnwind, SetLastError, EnterCriticalSection, LeaveCriticalSection, 
DeleteCriticalSection, InitializeCriticalSectionAndSpinCount, TlsAlloc, TlsGetValue, TlsSetValue, TlsFree, FreeLibrary, 
LoadLibraryExW, RaiseException, GetStdHandle, WriteFile, GetModuleFileNameW, ExitProcess, 
GetModuleHandleExW, HeapFree, HeapAlloc, FindClose, FindFirstFileExW, FindNextFileW, IsValidCodePage, 
GetACP, GetOEMCP, GetCPInfo, GetCommandLineA, GetCommandLineW, MultiByteToWideChar, 
WideCharToMultiByte, GetEnvironmentStringsW, FreeEnvironmentStringsW, SetStdHandle, GetFileType, 
GetStringTypeW, LCMapStringW, GetProcessHeap, HeapSize, HeapReAlloc, FlushFileBuffers, GetConsoleCP, 
GetConsoleMode, SetFilePointerEx, CreateFileW, CloseHandle, DecodePointer

Timestamp Source Port Dest Port Source IP Dest IP

Sep 1, 2022 23:19:42.312827110 CEST 60626 274 192.168.2.3 192.168.2.1

Sep 1, 2022 23:19:42.337165117 CEST 60626 274 192.168.2.3 192.168.2.1

Sep 1, 2022 23:20:07.759740114 CEST 60626 274 192.168.2.3 192.168.2.1

Sep 1, 2022 23:20:07.777781963 CEST 60626 274 192.168.2.3 192.168.2.1

Sep 1, 2022 23:20:30.524529934 CEST 60626 274 192.168.2.3 192.168.2.1

Sep 1, 2022 23:20:30.527321100 CEST 60626 274 192.168.2.3 192.168.2.1

Sep 1, 2022 23:20:50.520207882 CEST 60626 274 192.168.2.3 192.168.2.1

Sep 1, 2022 23:20:50.526673079 CEST 60626 274 192.168.2.3 192.168.2.1

Sep 1, 2022 23:21:12.758860111 CEST 60626 274 192.168.2.3 192.168.2.1

Sep 1, 2022 23:21:12.764676094 CEST 60626 274 192.168.2.3 192.168.2.1

Sep 1, 2022 23:21:34.058525085 CEST 60626 274 192.168.2.3 192.168.2.1

Sep 1, 2022 23:21:34.109307051 CEST 60626 274 192.168.2.3 192.168.2.1

Sep 1, 2022 23:21:53.837146044 CEST 60626 274 192.168.2.3 192.168.2.1

Sep 1, 2022 23:21:53.857904911 CEST 60626 274 192.168.2.3 192.168.2.1

Sections

Imports

Network Behavior

UDP Packets
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Timestamp Source IP Dest IP Checksum Code Type

Sep 1, 2022 23:19:32.799357891 CEST 192.168.2.3 192.168.2.1 cec9 Echo

Sep 1, 2022 23:19:32.799431086 CEST 192.168.2.1 192.168.2.3 d6c9 Echo Reply

Sep 1, 2022 23:19:42.312905073 CEST 192.168.2.1 192.168.2.3 8307 (Port 
unreachable)

Destination 
Unreachable

Sep 1, 2022 23:19:42.337223053 CEST 192.168.2.1 192.168.2.3 8307 (Port 
unreachable)

Destination 
Unreachable

Sep 1, 2022 23:19:57.405159950 CEST 192.168.2.3 192.168.2.1 cdfe Echo

Sep 1, 2022 23:19:57.405203104 CEST 192.168.2.1 192.168.2.3 d5fe Echo Reply

Sep 1, 2022 23:20:07.759836912 CEST 192.168.2.1 192.168.2.3 8307 (Port 
unreachable)

Destination 
Unreachable

Sep 1, 2022 23:20:07.777854919 CEST 192.168.2.1 192.168.2.3 8307 (Port 
unreachable)

Destination 
Unreachable

Sep 1, 2022 23:20:22.446391106 CEST 192.168.2.3 192.168.2.1 cd03 Echo

Sep 1, 2022 23:20:22.446455956 CEST 192.168.2.1 192.168.2.3 d503 Echo Reply

Sep 1, 2022 23:20:30.524578094 CEST 192.168.2.1 192.168.2.3 8307 (Port 
unreachable)

Destination 
Unreachable

Sep 1, 2022 23:20:30.527390003 CEST 192.168.2.1 192.168.2.3 8307 (Port 
unreachable)

Destination 
Unreachable

Sep 1, 2022 23:20:45.756715059 CEST 192.168.2.3 192.168.2.1 cc06 Echo

Sep 1, 2022 23:20:45.756772041 CEST 192.168.2.1 192.168.2.3 d406 Echo Reply

Sep 1, 2022 23:20:50.520282030 CEST 192.168.2.1 192.168.2.3 8307 (Port 
unreachable)

Destination 
Unreachable

Sep 1, 2022 23:20:50.526707888 CEST 192.168.2.1 192.168.2.3 8307 (Port 
unreachable)

Destination 
Unreachable

Sep 1, 2022 23:21:06.824150085 CEST 192.168.2.3 192.168.2.1 cb09 Echo

Sep 1, 2022 23:21:06.824199915 CEST 192.168.2.1 192.168.2.3 d309 Echo Reply

Sep 1, 2022 23:21:12.758925915 CEST 192.168.2.1 192.168.2.3 8307 (Port 
unreachable)

Destination 
Unreachable

Sep 1, 2022 23:21:12.764714956 CEST 192.168.2.1 192.168.2.3 8307 (Port 
unreachable)

Destination 
Unreachable

Sep 1, 2022 23:21:28.139507055 CEST 192.168.2.3 192.168.2.1 ca0c Echo

Sep 1, 2022 23:21:28.139592886 CEST 192.168.2.1 192.168.2.3 d20c Echo Reply

Sep 1, 2022 23:21:34.058574915 CEST 192.168.2.1 192.168.2.3 8307 (Port 
unreachable)

Destination 
Unreachable

Sep 1, 2022 23:21:34.109369993 CEST 192.168.2.1 192.168.2.3 8307 (Port 
unreachable)

Destination 
Unreachable

Sep 1, 2022 23:21:49.144785881 CEST 192.168.2.3 192.168.2.1 c90f Echo

Sep 1, 2022 23:21:49.144834042 CEST 192.168.2.1 192.168.2.3 d10f Echo Reply

Sep 1, 2022 23:21:53.837203026 CEST 192.168.2.1 192.168.2.3 8307 (Port 
unreachable)

Destination 
Unreachable

Sep 1, 2022 23:21:53.857955933 CEST 192.168.2.1 192.168.2.3 8307 (Port 
unreachable)

Destination 
Unreachable

Sep 1, 2022 23:22:08.785002947 CEST 192.168.2.3 192.168.2.1 c812 Echo

Sep 1, 2022 23:22:08.785059929 CEST 192.168.2.1 192.168.2.3 d012 Echo Reply

Sep 1, 2022 23:22:25.656336069 CEST 192.168.2.3 192.168.2.1 c6d6 Echo

Sep 1, 2022 23:22:25.656409025 CEST 192.168.2.1 192.168.2.3 ced6 Echo Reply

⊘ No statistics

Target ID: 0

ICMP Packets

Statistics

System Behavior

Analysis Process: PLAY.mal_.exe PID: 6884, Parent PID: 5876

General
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Start time: 23:18:57

Start date: 01/09/2022

Path: C:\Users\user\Desktop\PLAY.mal_.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\PLAY.mal_.exe" 

Imagebase: 0xae0000

File size: 182784 bytes

MD5 hash: 223EFF1610B432A1F1AA06C60BD7B9A6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Keylogger_Generic, Description: Yara detected Keylogger Generic, Source: 
00000000.00000003.380476408.0000000003100000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security

Reputation: low

File Path Access Attributes Options Completion Count Source Address Symbol

A:\ReadMe.txt read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 AEE2CE CreateFileW

B:\ReadMe.txt read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 AEE2CE CreateFileW

C:\ReadMe.txt read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 AEE2CE CreateFileW

Old File Path New File Path Completion Count Source Address Symbol

C:\Recovery\WindowsRE\ReAgent.xml A:\Recovery\WindowsRE\ReAgent.xml.PLAY success or wait 1 AEBE13 MoveFileW

C:\$Recycle.Bin\S-1-5-21-3853321935-
2125563209-4053062332-10
00\desktop.ini

C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-
4053062332-1000\desktop.ini.PLAY

success or wait 1 AEBE13 MoveFileW

C:\$Recycle.Bin\S-1-5-18\desktop.ini C:\$Recycle.Bin\S-1-5-18\desktop.ini.PLAY success or wait 1 AEBE13 MoveFileW

C:\$Recycle.Bin\S-1-5-21-3853321935-
2125563209-4053062332-10
01\$I2EW2MR.pdf

C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-
4053062332-1001\$I2EW2MR.pdf.PLAY

success or wait 1 AEBE13 MoveFileW

C:\$Recycle.Bin\S-1-5-21-3853321935-
2125563209-4053062332-10
01\desktop.ini

C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-
4053062332-1001\desktop.ini.PLAY

success or wait 1 AEBE13 MoveFileW

C:\bootTel.dat C:\bootTel.dat.PLAY success or wait 1 AEBE13 MoveFileW

C:\$Recycle.Bin\S-1-5-21-3853321935-
2125563209-4053062332-10
02\desktop.ini

C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-
4053062332-1002\desktop.ini.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Recovery\WindowsRE\boot.sdi A:\Recovery\WindowsRE\boot.sdi.PLAY success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Adobe\Setup\{AC
76BA86-7AD7-1033-7B44-AC0F074E
4100}\abcpy.ini

C:\Documents and Settings\All Users\Adobe\Setup\
{AC76BA86-7AD7-1033-7B44-AC0F074E4100}\abc
py.ini.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Adobe\Setup\{AC
76BA86-7AD7-1033-7B44-AC0F074E
4100}\setup.ini

C:\Documents and Settings\All Users\Adobe\Setup\
{AC76BA86-7AD7-1033-7B44-AC0F074E4100}\set
up.ini.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft Help\
MS.DATABASECOMPARE.16.1033.hx
n

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Microsoft H
elp\MS.DATABASECOMPARE.16.1033.hxn.PLAY

success or wait 1 AEBE13 MoveFileW

File Activities

File Created

File Moved
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C:\ProgramData\Microsoft Help\
MS.EXCEL.16.1033.hxn

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Microsoft H
elp\MS.EXCEL.16.1033.hxn.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft Help\
MS.GRAPH.16.1033.hxn

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Microsoft H
elp\MS.GRAPH.16.1033.hxn.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft Help\
MS.GROOVE.16.1033.hxn

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Microsoft H
elp\MS.GROOVE.16.1033.hxn.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft Help\
MS.LYNC_ONLINE.16.1033.hxn

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Microsoft H
elp\MS.LYNC_ONLINE.16.1033.hxn.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft Help\
MS.LYNC.16.1033.hxn

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Microsoft H
elp\MS.LYNC.16.1033.hxn.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft Help\
MS.LYNC_BASIC.16.1033.hxn

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Microsoft H
elp\MS.LYNC_BASIC.16.1033.hxn.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft Help\
MS.ONENOTE.16.1033.hxn

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Microsoft H
elp\MS.ONENOTE.16.1033.hxn.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\ProgramData\Microsoft Help\
MS.MSOUC.16.1033.hxn

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Microsoft H
elp\MS.MSOUC.16.1033.hxn.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft Help\
MS.MSACCESS.16.1033.hxn

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Microsoft H
elp\MS.MSACCESS.16.1033.hxn.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft Help\
MS.MSPUB.16.1033.hxn

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Microsoft H
elp\MS.MSPUB.16.1033.hxn.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft Help\
MS.POWERPNT.16.1033.hxn

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Microsoft H
elp\MS.POWERPNT.16.1033.hxn.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft Help\
MS.SETLANG.16.1033.hxn

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Microsoft H
elp\MS.SETLANG.16.1033.hxn.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft Help\
MS.SKYPEFB_ONLINE.16.1033.hxn

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Microsoft H
elp\MS.SKYPEFB_ONLINE.16.1033.hxn.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft Help\
MS.WINWORD.16.1033.hxn

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Microsoft H
elp\MS.WINWORD.16.1033.hxn.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\ProgramData\Microsoft Help\
MS.SPREADSHEETCOMPARE.16.103
3.hxn

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Microsoft H
elp\MS.SPREADSHEETCOMPARE.16.1033.hxn.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft Help\
MS.SKYPEFB_ONLINEG.16.1033.hxn

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Microsoft H
elp\MS.SKYPEFB_ONLINEG.16.1033.hxn.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft OneDr
ive\setup\refcount.ini

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Microsoft OneDrive\setup\refcount.ini.PLA
Y

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft Help\
MS.SKYPEFB_BASIC.16.1033.hxn

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Microsoft H
elp\MS.SKYPEFB_BASIC.16.1033.hxn.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft Help\
nslist.hxl

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Microsoft Help\nslist.hxl.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft Help\
MS.OUTLOOK.16.1033.hxn

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Microsoft H
elp\MS.OUTLOOK.16.1033.hxn.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Package Cache\{
050d4fc8-5d48-4b8f-8972-47c82c
46020f}\state.rsm

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Package Cache\{050d4fc8-5d48-4b8f-
8972-47c82c46020f}\state.rsm.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\ProgramData\Microsoft Help\
MS.SKYPEFB.16.1033.hxn

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Microsoft H
elp\MS.SKYPEFB.16.1033.hxn.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Package Cache\{
33d1fd90-4274-48a1-9bc1-97e33d
9c2d6f}\state.rsm

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Package Cache\{33d1fd90-4274-48a1-
9bc1-97e33d9c2d6f}\state.rsm.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Package Cache\{
49697869-be8e-427d-81a0-c334d1
d14950}\state.rsm

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Package Cache\{49697869-be8e-427d-
81a0-c334d1d14950}\state.rsm.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Package Cache\{
ca67548a-5ebe-413a-b50c-4b9ceb
6d66c6}\state.rsm

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Package Cache\{ca67548a-5ebe-413a-
b50c-4b9ceb6d66c6}\state.rsm.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Package Cache\{
f65db027-aff3-4070-886a-0d8706
4aabb1}\state.rsm

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Package Cache\{f65db027-aff3-4070-
886a-0d87064aabb1}\state.rsm.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Package Cache\{
f4220b74-9edd-4ded-bc8b-0342c1
e164d8}\state.rsm

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Package Cache\{f4220b74-9edd-4ded-
bc8b-0342c1e164d8}\state.rsm.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.012.etl

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\USOShared\L
ogs\UpdateSessionOrchestration.012.etl.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.013.etl

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\USOShared\L
ogs\UpdateSessionOrchestration.013.etl.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.014.etl

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\USOShared\L
ogs\UpdateSessionOrchestration.014.etl.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.016.etl

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\USOShared\L
ogs\UpdateSessionOrchestration.016.etl.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.015.etl

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\USOShared\L
ogs\UpdateSessionOrchestration.015.etl.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\USOPrivate\Upda
teStore\updatestore4df22196-a1f2-
426c-aa27-062a9f86aba6.xml

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\USOPrivate\
UpdateStore\updatestore4df22196-a1f2-426c-aa27-
062a9f86aba6.xml.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\USOShared\Logs\
NotifyIcon.002.etl

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\USOShared\Logs\NotifyIcon.002.etl.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\regid.1991-06.c
om.microsoft\regid.1991-06.com
.microsoft_Windows-10-Pro.swidtag

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\regid.1991-06.com.microsoft\regid.1991-
06.com.microsoft_Windows-10-Pro.swidtag.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\ProgramData\USOPrivate\Upda
teStore\updatestore51b519d5-b6f5-
4333-8df6-e74d7c9aead4.xml

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\USOPrivate\
UpdateStore\updatestore51b519d5-b6f5-4333-8df6-
e74d7c9aead4.xml.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\regid.1991-06.c
om.microsoft\regid.1991-06.com
.microsoft Microsoft Office Professional 
Plus 2016.swidtag

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\regid.1991-06.com.microsoft\regid.1991-
06.com.microsoft Microsoft Office Professional Plus 
2016.swidtag.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\USOShared\Logs\
NotifyIcon_Temp.1.etl

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\USOShared\L
ogs\NotifyIcon_Temp.1.etl.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\USOShared\Logs\
UpdateUx_Temp.1.etl

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\USOShared\L
ogs\UpdateUx_Temp.1.etl.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.017.etl

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\USOShared\L
ogs\UpdateSessionOrchestration.017.etl.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.001.etl

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\USOShared\L
ogs\UpdateSessionOrchestration.001.etl.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\USOShared\Logs\
NotifyIcon.001.etl

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\USOShared\Logs\NotifyIcon.001.etl.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.004.etl

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\USOShared\L
ogs\UpdateSessionOrchestration.004.etl.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.003.etl

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\USOShared\L
ogs\UpdateSessionOrchestration.003.etl.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.011.etl

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\USOShared\L
ogs\UpdateSessionOrchestration.011.etl.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.007.etl

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\USOShared\L
ogs\UpdateSessionOrchestration.007.etl.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.006.etl

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\USOShared\L
ogs\UpdateSessionOrchestration.006.etl.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.009.etl

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\USOShared\L
ogs\UpdateSessionOrchestration.009.etl.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.008.etl

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\USOShared\L
ogs\UpdateSessionOrchestration.008.etl.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.010.etl

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\USOShared\L
ogs\UpdateSessionOrchestration.010.etl.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.002.etl

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\USOShared\L
ogs\UpdateSessionOrchestration.002.etl.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\Public\Desktop\desktop.ini C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Desktop\desktop.ini.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.005.etl

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\USOShared\L
ogs\UpdateSessionOrchestration.005.etl.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\Public\Documents\desktop.ini C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Documents\desktop.ini.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Package Cache\{
19F7E289-17B8-44EC-A099-927507
B6F739}v14.21.27702\packages\v
cRuntimeMinimum_x86\cab1.cab

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Package Cache\{19F7E289-17B8-44EC-
A099-927507B6F739}v14.21.27702\packag
es\vcRuntimeMinimum_x86\cab1.cab.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Package Cache\{
13A4EE12-23EA-3371-91EE-EFB36D
DFFF3E}v12.0.21005\packages\vc
RuntimeMinimum_x86\cab1.cab

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Package Cache\{13A4EE12-23EA-3371-
91EE-EFB36DDFFF3E}v12.0.21005\package
s\vcRuntimeMinimum_x86\cab1.cab.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Accesso
ries\desktop.ini

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Start Menu\Programs\Accessories\desktop.ini.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Accesso
ries\System Tools\desktop.ini

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Start Menu\Programs\Accessories\System 
Tools\desktop.ini.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Administrative 
Tools\desktop.ini

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Start Menu\Programs\Administrative 
Tools\desktop.ini.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Code 
Cache\js\02f2049f4d076920_0

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Start Menu\Programs\Java\Visit Java.com.url.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft\Windo
ws\Start Menu\desktop.ini

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Start Menu\desktop.ini.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Code 
Cache\js\181db4280bb3db70_0

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Start Menu\Programs\Accessibility\Desktop.ini.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Java\Get 
Help.url

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Start Menu\Programs\Java\Get Help.url.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\StartUp
\desktop.ini

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Start Menu\Programs\StartUp\desktop.ini.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\desktop.ini

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Start Menu\Programs\desktop.ini.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Microsoft 
Office 2016 Tools\desktop.ini

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Start Menu\Programs\Microsoft Office 2016 
Tools\desktop.ini.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Mainten
ance\Desktop.ini

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Start Menu\Programs\Maintenance\Desktop.ini.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Code 
Cache\js\e957e727b4de6e6c_0

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Start Menu\Programs\System Tools\Desktop.ini.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Package Cache\{
F7CAC7DF-3524-4C2D-A7DB-E16140
A3D5E6}v14.21.27702\packages\v
cRuntimeMinimum_amd64\cab1.cab

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Package Cache\{F7CAC7DF-3524-4C2D-
A7DB-E16140A3D5E6}v14.21.27702\packag
es\vcRuntimeMinimum_amd64\cab1.cab.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Package Cache\{
BD95A8CD-1D9F-35AD-981A-3E7925
026EBB}v11.0.61030\packages\vc
RuntimeMinimum_x86\cab1.cab

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Package Cache\{BD95A8CD-1D9F-35AD-
981A-3E7925026EBB}v11.0.61030\package
s\vcRuntimeMinimum_x86\cab1.cab.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Package Cache\{
A749D8E6-B613-3BE3-8F5F-045C84
EBA29B}v12.0.21005\packages\vc
RuntimeMinimum_amd64\cab1.cab

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Package Cache\{A749D8E6-B613-3BE3-
8F5F-045C84EBA29B}v12.0.21005\package
s\vcRuntimeMinimum_amd64\cab1.cab.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Code 
Cache\js\index-dir\the-real-index

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Package Cache\{CF2BEA3C-26EA-32F8-
AA9B-331F7E34BA97}v11.0.61030\package
s\vcRuntimeMinimum_amd64\cab1.cab.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\Public\Music\desktop.ini C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Documents\My 
Music\desktop.ini.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\Public\Videos\desktop.ini C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Documents\My 
Videos\desktop.ini.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\Public\Pictures\desktop.ini C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Documents\My 
Pictures\desktop.ini.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Package Cache\{
B175520C-86A2-35A7-8619-86DC37
9688B9}v11.0.61030\packages\vc
RuntimeAdditional_x86\cab1.cab

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Package Cache\{B175520C-86A2-35A7-
8619-86DC379688B9}v11.0.61030\package
s\vcRuntimeAdditional_x86\cab1.cab.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Package Cache\{
F8CFEB22-A2E7-3971-9EDA-4B11ED
EFC185}v12.0.21005\packages\vc
RuntimeAdditional_x86\cab1.cab

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Package Cache\{F8CFEB22-A2E7-3971-
9EDA-4B11EDEFC185}v12.0.21005\package
s\vcRuntimeAdditional_x86\cab1.cab.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Package Cache\{
213668DB-2263-4E2D-ABB8-487FD5
39130E}v14.21.27702\packages\v
cRuntimeAdditional_x86\cab1.cab

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Package Cache\{213668DB-2263-4E2D-
ABB8-487FD539130E}v14.21.27702\packag
es\vcRuntimeAdditional_x86\cab1.cab.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\ProgramData\Package Cache\{
929FBD26-9020-399B-9A7A-751D61
F0B942}v12.0.21005\packages\vc
RuntimeAdditional_amd64\cab1.cab

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Package Cache\{929FBD26-9020-399B-
9A7A-751D61F0B942}v12.0.21005\package
s\vcRuntimeAdditional_amd64\cab1.cab.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Package Cache\{
37B8F9C7-03FB-3253-8781-2517C9
9D7C00}v11.0.61030\packages\vc
RuntimeAdditional_amd64\cab1.cab

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Package Cache\{37B8F9C7-03FB-3253-
8781-2517C99D7C00}v11.0.61030\package
s\vcRuntimeAdditional_amd64\cab1.cab.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Package Cache\{
12578975-C765-4BDF-8DDC-3284BC
0E855F}v14.21.27702\packages\v
cRuntimeAdditional_amd64\cab1.cab

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Package Cache\{12578975-C765-4BDF-
8DDC-3284BC0E855F}v14.21.27702\packag
es\vcRuntimeAdditional_amd64\cab1.cab.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Oracle\Java\ins
tallcache\baseimagefam8

C:\Documents and Settings\All Users\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Application Dat
a\Application Data\Oracle\Java
\installcache\baseimagefam8.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Adobe\Setup\{AC
76BA86-7AD7-1033-7B44-AC0F074E
4100}\Data1.cab

C:\Documents and Settings\All Users\Adobe\Setup\
{AC76BA86-7AD7-1033-7B44-AC0F074E4100}\Dat
a1.cab.PLAY

success or wait 1 AEBE13 MoveFileW

C:\ProgramData\Adobe\Setup\{AC
76BA86-7AD7-1033-7B44-AC0F074E
4100}\AcroRdrDCUpd1901220034.msp

C:\Documents and Settings\All Users\Adobe\Setup\
{AC76BA86-7AD7-1033-7B44-AC0F074E4100}\Acr
oRdrDCUpd1901220034.msp.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\images
\topbar_floating_button.png

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\images\topbar_floating_button.png.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\images
\topbar_floating_button_close.png

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\images\topbar_floating_button_close.png.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\images
\topbar_floating_button_hover.png

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\images\topbar_floating_button_hover.png.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\images
\topbar_floating_button_maximize.png

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\images\topbar_float
ing_button_maximize.png.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\manife
st.fingerprint

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\manifest.fingerprint.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\images
\topbar_floating_button_pressed.png

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\images\topbar_floating_button_pressed.png.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\manifest.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\manifest.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\bg\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\bg\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\ca\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\ca\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\cs\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\cs\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\da\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\da\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\de\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\de\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\el\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\el\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\en\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\en\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\en_GB\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\en_GB\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\es_419\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\es_419\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\et\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\et\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\es\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\es\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\fi\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\fi\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\fr\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\fr\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\fil\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\fil\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\hi\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\hi\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\hr\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\hr\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\hu\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\hu\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\id\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\id\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\it\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\it\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\ko\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\ko\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\ja\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\ja\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\lt\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\lt\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\lv\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\lv\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\nb\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\nb\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\nl\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\nl\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\pl\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\pl\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\pt_BR\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\pt_BR\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\ro\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\ro\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\pt_PT\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\pt_PT\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\ru\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\ru\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\sl\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\sl\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\sk\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\sk\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\sr\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\sr\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\sv\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\sv\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\th\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\th\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\tr\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\tr\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\uk\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\uk\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\vi\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\vi\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\zh_CN\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\zh_CN\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_local
es\zh_TW\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_locales\zh_TW\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_metad
ata\computed_hashes.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_metadata\computed_hashes.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\_metad
ata\verified_contents.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\_metadata\verified_contents.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Favicons

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Favicons.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\GCM 
Store\000003.log

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\GCM Store\000
003.log.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\GCM 
Store\CURRENT

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\GCM Store\CUR
RENT.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\GCM 
Store\Encryption\LOG.old

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\GCM Store\Enc
ryption\LOG.old.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\GCM 
Store\Encryption\LOG

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\GCM Store\Enc
ryption\LOG.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\GCM 
Store\Encryption\CURRENT

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\GCM Store\Enc
ryption\CURRENT.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\GCM 
Store\Encryption\MANIFEST-000001

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\GCM Store\Enc
ryption\MANIFEST-000001.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\GCM 
Store\LOG

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\GCM Store\LOG
.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol

Copyright Joe Security LLC 2022 Page 80 of 261



C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\GCM 
Store\MANIFEST-000001

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\GCM Store\MAN
IFEST-000001.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
GPUCache\data_0

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\GPUCache\data
_0.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Google 
Profile.ico

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Google Profil
e.ico.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
GPUCache\data_2

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\GPUCache\data
_2.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
GPUCache\index

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\GPUCache\inde
x.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
GPUCache\data_1

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\GPUCache\data
_1.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
GPUCache\data_3

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\GPUCache\data
_3.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\History

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\History.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
heavy_ad_intervention_opt_out.db

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\heavy_ad_inte
rvention_opt_out.db.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
JumpListIconsRecentClosed\83a1e5e2-
01ac-4719-ae04-f0093721c455.tmp

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\JumpListIcons
RecentClosed\83a1e5e2-01ac-4719-ae04-
f0093721c455.tmp.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Local 
Extension Settings\ghbmn
njooekpmoecnnnilnnbdlolhkhi\00
0003.log

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Local Extension 
Settings\ghbmnnjooekpmoecnn
nilnnbdlolhkhi\000003.log.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Local 
Extension Settings\ghbmn
njooekpmoecnnnilnnbdlolhkhi\CU
RRENT

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Local Extension 
Settings\ghbmnnjooekpmoecnn
nilnnbdlolhkhi\CURRENT.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
JumpListIconsRecentClosed\d6cad3df-
fce0-43ed-bb96-ffad9e6c76e6.tmp

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\JumpListIcons
RecentClosed\d6cad3df-fce0-43ed-bb96-
ffad9e6c76e6.tmp.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Local 
Extension Settings\ghbmn
njooekpmoecnnnilnnbdlolhkhi\LOG

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Local Extension 
Settings\ghbmnnjooekpmoecnnnilnnbdlolhkhi\LOG.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Local 
Extension Settings\ghbmn
njooekpmoecnnnilnnbdlolhkhi\MA
NIFEST-000001

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Local Extension 
Settings\ghbmnnjooekpmoecnnnilnnbdlolhkhi\MANIFEST-
000001.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Local 
Storage\leveldb\000003.log

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Local Storage
\leveldb\000003.log.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Local 
Storage\leveldb\CURRENT

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Local Storage
\leveldb\CURRENT.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Local 
Storage\leveldb\LOG

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Local Storage
\leveldb\LOG.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Local 
Storage\leveldb\LOG.old

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Local Storage
\leveldb\LOG.old.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Local 
Storage\leveldb\MANIFEST-000001

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Local Storage
\leveldb\MANIFEST-000001.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Login 
Data

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Login Data.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Login 
Data For Account

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Login Data For 
Account.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Media 
History

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Media History.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Network\Cookies

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Network\Cooki
es.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Network\Network Persistent State

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Network\Network 
Persistent State.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Network\Reporting and NEL

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Network\Reporting 
and NEL.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Network\TransportSecurity

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Network\Trans
portSecurity.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Platform 
Notifications\LOG

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Platform Noti
fications\LOG.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Platform 
Notifications\LOG.old

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Platform Noti
fications\LOG.old.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Preferences

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Preferences.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Network 
Action Predictor

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Network Action 
Predictor.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
PreferredApps

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\PreferredApps.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Platform 
Notifications\CURRENT

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Platform Noti
fications\CURRENT.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Platform 
Notifications\MANIFEST-000001

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Platform Noti
fications\MANIFEST-000001.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
previews_opt_out.db

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\previews_opt_
out.db.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Secure 
Preferences

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Secure Prefer
ences.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Safe 
Browsing Network\Safe Browsing 
Cookies

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Safe Browsing 
Network\Safe Browsing Cookies.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Session 
Storage\CURRENT

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Session Stora
ge\CURRENT.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Session 
Storage\000003.log

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Session Stora
ge\000003.log.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Session 
Storage\LOG

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Session Stora
ge\LOG.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Session 
Storage\LOG.old

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Session Stora
ge\LOG.old.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol

Copyright Joe Security LLC 2022 Page 86 of 261



C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\Session 
Storage\MANIFEST-000001

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Session Stora
ge\MANIFEST-000001.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Sessions\Session_1330515933674
0646

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Sessions\Sess
ion_13305159336740646.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Sessions\Tabs_13305159347206338

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Sessions\Tabs
_13305159347206338.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Sessions\Session_1330515934694
1976

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Sessions\Sess
ion_13305159346941976.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Sessions\Tabs_13305159337222731

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Sessions\Tabs
_13305159337222731.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Safe Bro
wsing\IpMalware.store

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\data_reductio
n_proxy_leveldb\LOG.old.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
data_reduction_proxy_leveldb\M
ANIFEST-000008

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\data_reductio
n_proxy_leveldb\MANIFEST-000008.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension Cookies

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extension Coo
kies.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
DownloadMetadata

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\DownloadMetad
ata.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension Rules\000003.log

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extension Rul
es\000003.log.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension Rules\CURRENT

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extension Rul
es\CURRENT.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension Rules\LOG

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extension Rul
es\LOG.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension Rules\MANIFEST-000001

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extension Rul
es\MANIFEST-000001.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension scripts\000003.log

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extension scr
ipts\000003.log.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension scripts\CURRENT

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extension scr
ipts\CURRENT.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Conte
ntDeliveryManager_cw5n1h2txyew
y\LocalState\Assets\fe85210250
818e9ee95ae906a676be8945009167
8c6867d7eaec9c3d74de2004

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extension Rul
es\LOG.old.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension scripts\MANIFEST-000001

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extension scr
ipts\MANIFEST-000001.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension scripts\LOG

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extension scr
ipts\LOG.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Corta
na_cw5n1h2txyewy\LocalState\Ap
pIconCache\100\{7C5A40EF-A0FB-
4BFC-874A-C0F2E0B9FA8E}_Micros
oft Office_Office16_lync_exe

A:\Recovery\WindowsRE\Winre.wim.PLAY success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension State\LOG

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extension Sta
te\LOG.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Corta
na_cw5n1h2txyewy\LocalState\Ap
pIconCache\100\{7C5A40EF-A0FB-
4BFC-874A-C0F2E0B9FA8E}_Micros
oft Office_Office16_MSACCESS_EXE

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extension Sta
te\CURRENT.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Corta
na_cw5n1h2txyewy\LocalState\Co
nstraintIndex\Input_{c489dd0d-bac7-
4129-ae50-28d7b3fe49ef}\s
ettingsconversions.txt

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extension Sta
te\000003.log.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Holog
raphicFirstRun_cw5n1h2txyewy\S
ettings\settings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.Windows.HolographicFirstRu
n_cw5n1h2txyewy\Settings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.OOBEN
etworkCaptivePortal_cw5n1h2txy
ewy\Settings\settings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.Windows.OOBENetworkCaptive
Portal_cw5n1h2txyewy\Settings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.OOBEN
etworkConnectionFlow_cw5n1h2tx
yewy\Settings\settings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.Windows.OOBENetworkConnect
ionFlow_cw5n1h2txyewy\Settings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Paren
talControls_cw5n1h2txyewy\Sett
ings\settings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.Windows.ParentalControls_c
w5n1h2txyewy\Settings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Peopl
eExperienceHost_cw5n1h2txyewy\
Settings\settings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.Windows.PeopleExperienceHo
st_cw5n1h2txyewy\Settings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Peopl
eExperienceHost_cw5n1h2txyewy\
Settings\settings.dat.LOG1

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.Windows.PeopleExperienceHo
st_cw5n1h2txyewy\Settings\settings.dat.LOG1.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Photo
s_8wekyb3d8bbwe\LocalState\Med
iaDb.v1.sqlite

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.Windows.Photos_8wekyb3d8bb
we\LocalState\MediaDb.v1.sqlite.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Photo
s_8wekyb3d8bbwe\LocalState\Med
iaDb.v1.sqlite-shm

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.Windows.Photos_8wekyb3d8bb
we\LocalState\MediaDb.v1.sqlite-shm.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Photo
s_8wekyb3d8bbwe\LocalState\Pho
tosAppTracing_startedInBGMode.etl

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.Windows.Photos_8wekyb3d8bb
we\LocalState\PhotosAppTracing
_startedInBGMode.etl.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Photo
s_8wekyb3d8bbwe\Settings\settings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.Windows.Photos_8wekyb3d8bb
we\Settings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Photo
s_8wekyb3d8bbwe\LocalState\Med
iaDb.v1.sqlite-wal

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.Windows.Photos_8wekyb3d8bb
we\LocalState\MediaDb.v1.sqlite-wal.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Photo
s_8wekyb3d8bbwe\Settings\setti
ngs.dat.LOG2

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.Windows.Photos_8wekyb3d8bb
we\Settings\settings.dat.LOG2.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Photo
s_8wekyb3d8bbwe\Settings\setti
ngs.dat.LOG1

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.Windows.Photos_8wekyb3d8bb
we\Settings\settings.dat.LOG1.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension State\MANIFEST-000001

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extension Sta
te\MANIFEST-000001.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Pinni
ngConfirmationDialog_cw5n1h2tx
yewy\Settings\settings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.Windows.PinningConfirmatio
nDialog_cw5n1h2txyewy\Settings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.SecHe
althUI_cw5n1h2txyewy\Settings\
settings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.Windows.SecHealthUI_cw5n1h
2txyewy\Settings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Secur
eAssessmentBrowser_cw5n1h2txye
wy\Settings\settings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.Windows.SecureAssessmentBr
owser_cw5n1h2txyewy\Settings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Shell
ExperienceHost_cw5n1h2txyewy\T
empState\StartUnifiedTileModel
Cache.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.Windows.ShellExperienceHos
t_cw5n1h2txyewy\TempState\Star
tUnifiedTileModelCache.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.WindowsAlarms
_8wekyb3d8bbwe\Settings\settings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.WindowsAlarms_8wekyb3d8bbw
e\Settings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.WindowsAlarms
_8wekyb3d8bbwe\Settings\settin
gs.dat.LOG1

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.WindowsAlarms_8wekyb3d8bbw
e\Settings\settings.dat.LOG1.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension State\LOG.old

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extension Sta
te\LOG.old.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.WindowsCalcul
ator_8wekyb3d8bbwe\Settings\se
ttings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.WindowsCalculator_8wekyb3d
8bbwe\Settings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\dasherS
ettingSchema.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\dasherSettingSchema.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\128.png

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\128.png.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.WindowsCamera
_8wekyb3d8bbwe\Settings\settings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.WindowsCamera_8wekyb3d8bbw
e\Settings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.WindowsCamera
_8wekyb3d8bbwe\Settings\settin
gs.dat.LOG1

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.WindowsCamera_8wekyb3d8bbw
e\Settings\settings.dat.LOG1.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\manifest.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\manifest.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\eventpa
ge_bin_prod.js

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\eventpage_bin_prod.js.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\page_embed_scr
ipt.js

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\page_embed_scr
ipt.js.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\af\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\af\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\microsoft.windowscommun
icationsapps_8wekyb3d8bbwe\Loc
alState\HxCommAlwaysOnLog.etl

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\microsoft.windowscommunicationsapps_
8wekyb3d8bbwe\LocalState\HxCommAlwaysOnLog.etl.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\microsoft.windowscommun
icationsapps_8wekyb3d8bbwe\Set
tings\settings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\microsoft.windowscommunicationsapps_
8wekyb3d8bbwe\Settings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Pa
ckages\microsoft.windowscommun
icationsapps_8wekyb3d8bbwe\Loc
alState\HxCommAlwaysOnLog_Old.etl

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\microsoft.windowscommunicationsapps_
8wekyb3d8bbwe\LocalState\HxCom
mAlwaysOnLog_Old.etl.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\am\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\am\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\microsoft.windowscommun
icationsapps_8wekyb3d8bbwe\Set
tings\settings.dat.LOG1

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\microsoft.windowscommunicationsapps_
8wekyb3d8bbwe\Settings\settings.dat.LOG1.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\microsoft.windowscommun
icationsapps_8wekyb3d8bbwe\Loc
alState\HxStore.hxd

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\microsoft.windowscommunicationsapps_
8wekyb3d8bbwe\LocalState\HxStore.hxd.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\microsoft.windowscommun
icationsapps_8wekyb3d8bbwe\Set
tings\settings.dat.LOG2

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\microsoft.windowscommunicationsapps_
8wekyb3d8bbwe\Settings\settings.dat.LOG2.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.WindowsMaps_8
wekyb3d8bbwe\Settings\settings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.WindowsMaps_8wekyb3d8bbwe\
Settings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Pa
ckages\Microsoft.WindowsFeedba
ckHub_8wekyb3d8bbwe\Settings\s
ettings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.WindowsFeedbackHub_8wekyb3
d8bbwe\Settings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.WindowsSoundR
ecorder_8wekyb3d8bbwe\Settings
\settings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.WindowsSoundRecorder_8weky
b3d8bbwe\Settings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.WindowsStore_
8wekyb3d8bbwe\Settings\settings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.WindowsStore_8wekyb3d8bbwe
\Settings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.WindowsStore_
8wekyb3d8bbwe\Settings\setting
s.dat.LOG1

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.WindowsStore_8wekyb3d8bbwe
\Settings\settings.dat.LOG1.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\ar\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\ar\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Xbox.TCUI_8we
kyb3d8bbwe\Settings\settings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.Xbox.TCUI_8wekyb3d8bbwe\Se
ttings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.XboxApp_8weky
b3d8bbwe\Settings\settings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.XboxApp_8wekyb3d8bbwe\Sett
ings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Pa
ckages\Microsoft.XboxApp_8weky
b3d8bbwe\Settings\settings.dat.LOG1

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.XboxApp_8wekyb3d8bbwe\Sett
ings\settings.dat.LOG1.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.XboxGameCalla
bleUI_cw5n1h2txyewy\Settings\s
ettings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.XboxGameCallableUI_cw5n1h2
txyewy\Settings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.XboxGameOverl
ay_8wekyb3d8bbwe\Settings\sett
ings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.XboxGameOverlay_8wekyb3d8b
bwe\Settings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\az\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\az\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.XboxGamingOve
rlay_8wekyb3d8bbwe\Settings\se
ttings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.XboxGamingOverlay_8wekyb3d
8bbwe\Settings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.XboxIdentityP
rovider_8wekyb3d8bbwe\Settings
\settings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.XboxIdentityProvider_8weky
b3d8bbwe\Settings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.XboxIdentityP
rovider_8wekyb3d8bbwe\Settings
\settings.dat.LOG1

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.XboxIdentityProvider_8weky
b3d8bbwe\Settings\settings.dat.LOG1.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Pa
ckages\Microsoft.XboxSpeechToT
extOverlay_8wekyb3d8bbwe\Setti
ngs\settings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.XboxSpeechToTextOverlay_8w
ekyb3d8bbwe\Settings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.ZuneMusic_8we
kyb3d8bbwe\Settings\settings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.ZuneMusic_8wekyb3d8bbwe\Se
ttings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.ZuneVideo_8we
kyb3d8bbwe\Settings\settings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Microsoft.ZuneVideo_8wekyb3d8bbwe\Se
ttings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Windows.CBSPreview_cw5n
1h2txyewy\Settings\settings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Windows.CBSPreview_cw5n1h2txyewy\Set
tings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\windows.immersivecontro
lpanel_cw5n1h2txyewy\Settings\
settings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\windows.immersivecontrolpanel_cw5n1h
2txyewy\Settings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\windows.immersivecontro
lpanel_cw5n1h2txyewy\Settings\
settings.dat.LOG1

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\windows.immersivecontrolpanel_cw5n1h
2txyewy\Settings\settings.dat.LOG1.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Windows.PrintDialog_cw5
n1h2txyewy\Settings\settings.dat

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Packages\Windows.PrintDialog_cw5n1h2txyewy\Se
ttings\settings.dat.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\be\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\be\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\0196354653

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\0196354653.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\0164771190

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\0164771190.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\0409654664

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\0409654664.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\0450125302

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\0450125302.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\0518291756

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\0518291756.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\1206337459

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\1206337459.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\bg\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\bg\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\0982390758

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\0982390758.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\1141274626

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\1141274626.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\1033868256

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\1033868256.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\0666563528

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\0666563528.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\1237160943

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\1237160943.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\bn\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\bn\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\0653671941

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\0653671941.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\1239919175

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\1239919175.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\1287572840

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\1287572840.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\1343496627

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\1343496627.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\1422339599

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\1422339599.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\1927994670

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\1927994670.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\2103954313

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\2103954313.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\2168651637

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\2168651637.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\2265332024

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\2265332024.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\2385760553

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\2385760553.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\2585558601

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\2585558601.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\ca\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\ca\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\2669049752

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\2669049752.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\2843307863

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\2843307863.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\3024948866

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\3024948866.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\3476888679

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\3476888679.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\4478492829

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\4478492829.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\3322604653

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\3322604653.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\3643399760

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\3643399760.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\4736274156

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\4736274156.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\4941266003

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\4941266003.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\5064077962

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\5064077962.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\5281104033

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\5281104033.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\5491630718

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\5491630718.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\5622580005

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\5622580005.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\5713452101

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\5713452101.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\5809130301

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\5809130301.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\6109303877

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\6109303877.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\6092905029

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\6092905029.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\cs\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\cs\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\6213653276

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\6213653276.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\7155756679

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\7155756679.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\7216804956

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\7216804956.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\6329227256

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\6329227256.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\6183211589

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\6183211589.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\6750529025

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\6750529025.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\7245361316

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\7245361316.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\7676687441

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\7676687441.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\7011884383

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\7011884383.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\6422942404

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\6422942404.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\7457734050

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\7457734050.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\8200946536

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\8200946536.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\8182259827

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\8182259827.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\8351801105

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\8351801105.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\cy\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\cy\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\8492240360

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\8492240360.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\8552718761

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\8552718761.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\8784112376

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\8784112376.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\8886835349

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\8886835349.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\8975065801

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\8975065801.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\8995528179

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\8995528179.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\9217021447

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\9217021447.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\9275373402

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\9275373402.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\9329238007

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\9329238007.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\9659692161

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\9659692161.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\9655434068

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\9655434068.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\9422479677

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\9422479677.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\9925478147

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\9925478147.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\da\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\da\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\AdobeARM.log

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\AdobeARM.log.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\ArmUI.ini

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application Data\Temp\ArmUI.ini.
PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\chrome_installer.log

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\chrome_installer.log.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\tmpFB14.tmp

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Temp\tmpFB14.tmp.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\de\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\de\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\en\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\en\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\el\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\el\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\en_GB\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\en_GB\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\es\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\es\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\en_US\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\en_US\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\es_419\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\es_419\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\et\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\et\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\eu\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\eu\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\fa\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\fa\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\fi\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\fi\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\fil\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\fil\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\fr\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\fr\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\fr_CA\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\fr_CA\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\gl\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\gl\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\gu\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\gu\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\hi\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\hi\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\hr\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\hr\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol

Copyright Joe Security LLC 2022 Page 112 of 261



C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\hu\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\hu\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Cache\Cache_Data\index.PLAY

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\hy\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\id\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\id\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\is\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\is\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\it\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\it\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\iw\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\iw\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\ja\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\ja\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Safe Bro
wsing\ChromeUrlClientIncident.
store.PLAY

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\ka\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\kk\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\kk\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\km\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\km\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\kn\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\kn\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\ko\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\ko\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Conte
ntDeliveryManager_cw5n1h2txyew
y\LocalState\ContentManagement
SDK\Creatives\338388\166209956
4.PLAY

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\lo\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\lt\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\lt\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\lv\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\lv\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\microsoft.windowscommun
icationsapps_8wekyb3d8bbwe\Set
tings\settings.dat.LOG1.PLAY

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\mn\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\mr\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\mr\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Te
mp\8492240360.PLAY

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\ml\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
databases\Databases.db.PLAY

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\ms\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\my\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\my\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\ne\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\ne\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\nl\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\nl\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\no\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\no\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\pa\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\pa\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\pl\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\pl\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\pt_BR\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\pt_BR\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\pt_PT\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\pt_PT\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\ro\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\ro\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\ru\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\ru\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\si\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\si\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\sk\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\sk\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\sl\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\sl\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\sr\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\sr\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\sw\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\sw\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\sv\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\sv\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\ta\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\ta\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\te\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\te\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\tr\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\tr\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\th\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\th\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\uk\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\uk\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\vi\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\vi\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\ur\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\ur\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\zh_CN\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\zh_CN\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\zh_HK\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\zh_HK\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\zh_TW\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\zh_TW\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\zu\messages.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_locales\zu\messages.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_metada
ta\computed_hashes.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_metadata\computed_hashes.json.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_metada
ta\verified_contents.json

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\gh
bmnnjooekpmoecnnnilnnbdlolhkhi
\1.14.0_0\_metadata\verified_contents.json.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\craw_b
ackground.js

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\craw_background.js.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\craw_w
indow.js

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\craw_window.js.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\html\c
raw_window.html

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\html\craw_window.html.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\css\cr
aw_window.css

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\css\craw_window.css.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\images
\flapper.gif

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\images\flapper.gif.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Corta
na_cw5n1h2txyewy\LocalState\Co
nstraintIndex\Input_{c489dd0d-bac7-
4129-ae50-28d7b3fe49ef}\a
ppsconversions.txt.PLAY

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\images\icon_128.png.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiim
edpiccmgmieda\1.0.0.6_0\images
\icon_16.png

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application Data\Application Da
ta\Application Data\Application Data\Application Data\Applic
ation Data\Application Data\Application 
Data\Google\Chrome\User Data\Default\Extensions\nm
mhkkegccagdldgiimedpiccmgmieda
\1.0.0.6_0\images\icon_16.png.PLAY

success or wait 1 AEBE13 MoveFileW

C:\Users\user\AppData\Local\Pa
ckages\Microsoft.Windows.Conte
ntDeliveryManager_cw5n1h2txyew
y\AC\BackgroundTransferApi\4373c7f9-
b720-435f-8424-46a6ab6c7
ad7.up_meta

C:\Documents and Settings\user\AppData\Local\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application 
Data\Application Data\Application Data\Application Data\Appl
ication Data\Application Data\Application Data\Application D
ata\Application Data\Application Data\Application Data\Appli
cation Data\Application Data\Application 
Data\Packages\Microsoft.Windows.ContentDeliveryMa
nager_cw5n1h2txyewy\AC\Backgro
undTransferApi\4373c7f9-b720-435f-8424-
46a6ab6c7ad7.up_meta.PLAY

success or wait 1 AEBE13 MoveFileW

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\ReadMe.txt 0 31 50 4c 41 59 0d 0a 74 65 
69 6c 69 67 68 74 6f 6d 
65 6d 61 75 63 64 40 67 
6d 78 2e 63 6f 6d 00 

PLAYteilightomemaucd@
gmx.com

success or wait 1 AEE43A WriteFile

C:\ReadMe.txt 0 31 50 4c 41 59 0d 0a 74 65 
69 6c 69 67 68 74 6f 6d 
65 6d 61 75 63 64 40 67 
6d 78 2e 63 6f 6d 00 

PLAYteilightomemaucd@
gmx.com

success or wait 1 AEE43A WriteFile

C:\ReadMe.txt 0 31 50 4c 41 59 0d 0a 74 65 
69 6c 69 67 68 74 6f 6d 
65 6d 61 75 63 64 40 67 
6d 78 2e 63 6f 6d 00 

PLAYteilightomemaucd@
gmx.com

success or wait 1 AEE43A WriteFile

C:\Recovery\WindowsRE\boot.sdi 317032
0

1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 04 00 00 
00 00 00 00 00 70 fd 4a 
fd 65 fd fd fd fd 4b 7c e5 
37 fd fd 4d 0e 70 fd 5f 45 
71 32 fd 18 fd 05 0d fd 49 
fd fd 1d 56 43 fd 5b 2c 5e 
fd 4c 06 42 fd 4e fd fd fd 
fd 64 68 fd fd fd fd fd 47 
fd fd fd 56 32 51 fd 43 fd 
fd 32 fd 38 22 0f fd fd fd 
fd fd 2a fd 10 48 5a fd fd 
53 fd fd 50 73 fd 47 4e 58 
37 fd fd fd 59 5a 24 fd 7a 
fd fd 7c fd fd fd 2e fd 40 
3e 4f fd f6 4a 6b fd 0e 7c 
06 2e fd 03 42 fd fd 1f 00 
43 0f fd 48 fd 34 fd 60 4a 
fd 22 fd fd 74 6e fd 04 fd 
fd 27 fd 23 fd 3b 2e 1a 02 
47 62 fd fd 62 0c fd fd 4c 
fd fd fd fd fd 76 6c fd fd fd 
fd 70 fd fd fd 66 fd fd 0a 
fd 45 fd 54 26 fd fd 17 fd 
fd fd fd fd fd 49 76 38 4d 
fd fd 10 6c fd fd 0c 

TU|!I>pJeK|7Mp_Eq2IVC
[,^LBNdhG
V2QC28"*HZSPsGNX7Y
Z$z|.@>OJk|.
BCH4`J"tn'#;.GbbLvlpET
&Iv8Ml

success or wait 1 AEE43A WriteFile

File Written
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C:\Recovery\WindowsRE\boot.sdi 0 104857
6

fd 8c 73 7b fd 2c 6a fd fd 
18 fd 6e 5d fd 62 fd 7e 36 
fd 6c 28 43 fd 72 4f fd fd 
fd fd ff fd 6e fd 68 25 fd fd 
fd 07 21 fd 6f fd 7e fd 20 
fd 00 fd fd fd 65 fd 60 fd 
77 fd 3d fd fd 45 fd fd fd 
6a fd 60 fd fd fd 4b 1c 66 
fd fd fd 3e fd fd 1d 2d fd 
fd fd 44 13 fd 5b 6d 5b 07 
7e fd 3e 68 7c fd fd 43 fd 
fd 52 fd 2b 6e 48 fd 41 7c 
fd 68 4a fd 2d fd 1b fd 7d 
2f ea fd fd fd 61 fd 6e 6e 
fd 62 fd 00 5a 78 4c 17 
05 0a 0d 56 71 38 fd fd fd 
fd 61 1b fd 5d fd 21 2f fd 
fd a4 fd 1c 4e 05 fd 5a fd 
5f 19 fd 72 fd 53 33 02 fd 
2f 73 6f 85 fd 0e fd fd 01 
6d 34 fd fd fd 2e 26 79 56 
fd 59 fd fd fd fd 21 73 5a 
ff fd 00 7c fd fd 7e 57 fd 
32 2a fd 66 15 fd fd fd 1b 
fd fd fd 25 46 56 6d fd fd 
cf 4b 4e fd fd fd fd 

s{,jn]b~l(CrOnh!o~ 
e`w=EjKf>-D
[m[~>h|CR+nHA|hJ-
}/annbZxLVq8a
]!/N_rS3/som4.&yVY!sZ~
W2*f%FVmKN

success or wait 3 AEE43A WriteFile

C:\Recovery\WindowsRE\boot.sdi 317035
2

8 04 00 00 00 00 00 00 00 success or wait 3 AEE43A WriteFile

C:\Recovery\WindowsRE\ReAgent.
xml

1120 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0f 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 05 fd 59 
fd 19 25 6a fd 41 4f fd fd 
fd 31 49 fd 29 fd fd fd 20 
13 fd 2d fd fd 1e fd 46 fd 
68 fd 77 fd fd 41 fd fd fd fd 
0c fd 1f fd fd 4a 0b fd 27 
fd fd 23 7c fd 37 95 fd fd 
fd 6c 47 fd 6a 5d 6b 2e fd 
43 fd fd 58 fd fd 60 58 fd 
fd fd 0b 2d fd 07 5b 61 28 
58 1a 74 fd 63 51 65 47 
7c fd fd fd fd 11 1f 0b 4e 
fd fd 44 fd 22 53 12 fd fd 
fd 54 20 fd 1d 4b fd fd fd 
fd 52 fd fd 1e 6e fd fd fd 
fd fd 26 28 70 fd 61 07 fd 
15 5b fd 19 fd 15 2c fd fd 
61 42 72 00 43 8b 0c fd 
fd 61 fd fd fd 33 fd 5f 07 
fd fd fd 2c fd 40 fd 28 fd 
11 5a 05 60 40 5f fd 26 
18 02 fd 50 64 3d 00 56 
fd 34 46 fd 23 fd 10 62 29 
fd 01 fd fd fd fd 

TU|!I>Y%jAO1I) -
FhAJ'#|7lGj]k.CX`X-
[a(XtcQeG|ND"ST KRn&
(pa[,
aBrCa3_,@(Z`@_&PdV4
F#b)

success or wait 1 AEE43A WriteFile

C:\Recovery\WindowsRE\ReAgent.
xml

0 1120 31 4c fd 3f fd fd fd 4b 6a 
4a fd fd fd 35 fd fd fd 71 
fd 0c fd 32 fd fd 79 fd 56 
21 0c 1f fd 2f fd fd 6f 0b fd 
60 fd 3d 5e fd fd fd fd 71 
fd 6a 71 fd 30 46 53 fd 67 
fd fd 6c 6e 35 fd 78 0c 21 
fd 38 25 fd fd 6e 27 fd 22 
43 fd 38 fd 6e fd fd 06 2d 
fd fd fd ad fd fd 23 3e 64 
fd fd fd fd 64 fd 78 fd fd 6f 
fd 4a 33 01 fd 25 fd fd 15 
fd fd fd fd 79 fd fd fd fd fd 
4b fd 25 fd 4d 44 5f 1a fd 
fd fd 3e 1f 0e 20 fd 37 fd 
fd 6d fd 36 24 0b 20 fd fd 
98 fd 67 fd 44 7a fd 3b fd 
11 2f fd 7c fd 2b 85 40 11 
fd 78 16 7d 62 7c fd fd 1a 
18 45 06 fd 29 4b fd fd 1c 
fd 61 fd fd 38 fd fd fd 4b 
fd 30 7c fd 35 8c fd fd 57 
2f fd 19 43 51 0d fd fd 39 
fd 14 fd 28 4e fd 4a fd fd 
64 fd fd fd 64 5f fd 69 fd 
2d 17 fd 5f fd fd 7f 3e fd 
fd 33 28 fd 17 

1L?
KjJ5q2yV!/o`=^qjq0FSgln
5x!8%n'"8n-
#>ddxo3%yK%MD_> 
7m6$gDz
;/|@x}b|E)Ka8K0|5W/CQ
9(NJdd_i-_>3(

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Recovery\WindowsRE\Winre.wim 367239
360

1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 02 00 
02 00 01 00 00 00 00 00 
10 00 fd fd fd fd 02 00 00 
00 00 00 00 00 61 22 fd 
fd fd 60 28 15 3b 1e 7c fd 
fd 7d ac 5b 12 fd fd 54 75 
fd fd 43 76 fd 4c fd fd 1e 
45 fd fd d9 58 35 43 fd 50 
12 08 fd b0 19 7a 5a 7e 
4b fd fd fd fd fd 6c fd 04 fd 
fd 6b fd 0e fd fd 13 fd 08 
57 fd fd fd 74 fd fd 48 61 
72 fd 46 fd 63 58 fd 3b fd 
27 fd fd fd 78 61 20 4c 26 
4c 4f fd 09 fd fd 52 3e 06 
fd fd fd fd 28 fd fd 41 fd 
72 6e 4c fd b7 04 32 64 
fd 7e 6f 42 fd fd fd 35 fd 
2c fd fd 70 3d 1c 3a 0a 
31 22 26 0b 13 fd 78 6a 
73 fd fd 03 fd fd fd fd 5f 
4e 82 57 6a fd 31 fd fd 2d 
7c fd fd 3b 42 79 3f fd fd 
43 34 fd fd 7b 7f 75 32 fd 
5f 07 2e 57 fd 48 4e fd 09 
3d 30 fd 66 39 0b 7b 06 
fd 31 55 fd fd fd fd 11 0a 
0b 

TU|!I>a"`(;|}
[TuCvLEX5CPzZ~Klk
WtHarFcX;'xa L&LOR>
(ArnL2d~oB5
,p=:1"&xjs_NWj1-|By?
C4{u2_.WHN=09{1U

success or wait 1 AEE43A WriteFile

C:\Recovery\WindowsRE\ReAgent.
xml

1152 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Recovery\WindowsRE\boot.sdi 314572
8

24592 17 6e fd fd fd fd 5e fd 3d 
fd 4f 27 28 0f 05 78 55 fd 
49 1c 41 70 fd fd fd fd 7e 
fd 39 fd 6c fd 56 4d 24 fd 
53 fd 66 fd fd 78 46 fd 2d 
2b 5a 40 fd 29 fd 6e fd fd 
fd 6a 05 79 12 fd be fd 06 
3e fd fd 58 20 18 6b 13 
6d 64 5c 7a 5e 74 0a fd 
fd fd 10 fd 51 fd 26 fd fd 
78 59 fd 3d 79 28 16 08 
46 3d 51 76 03 fd 60 29 
fd 05 fd 3e 6b fd fd fd fd 
50 fd 21 5d 57 fd 5a fd fd 
69 4a 19 fd 64 fd fd fd 2c 
5d 11 5d fd 58 fd 1c 29 fd 
06 fd 4a fd fd fd 4d fd fd 
1a 01 fd 0c fd 24 fd 4f 36 
fd 51 66 fd 3a 7c 17 72 
7e fd fd fd 5e fd 4e fd fd 
60 fd 24 06 fd 1f fd fd fd 
3e fd 69 fd fd fd fd 16 fd 
fd fd 7d 08 fd fd 6f fd 21 
fd fd 64 5a 36 fd 27 fd fd 
fd 5d 35 fd 57 79 10 fd 1a 
65 fd 50 11 32 2f 3f 7d 65 
0f fd 73 fd 00 73 3f fd 58 
36 35 fd fd fd 54 fd 3f 7b 
fd 

n^=O(xUIAp~9lVM$SfxF-
+Z@)njy>X 
kmd\z^tQ&xY=y(F=Qv`)>
kP!]WZiJ
d,]]X)JM$O6Qf:|r~^N`$>i}
o!dZ']5WyeP2/?}ess?
65T?{

success or wait 1 AEE43A WriteFile

C:\Recovery\WindowsRE\boot.sdi 317035
2

8 04 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Recovery\WindowsRE\Winre.wim 0 104857
6

4d fd 79 20 fd 64 08 fd 1a 
fd fd fd 63 31 2d fd 23 fd 
fd fd fd fd 42 fd 69 fd 6a 
fd fd cb c1 fd 40 fd 7c fd 
fd 55 39 fd 55 77 34 4d fd 
fd fd fd fd fd 70 4c 52 fd 
29 66 31 3b fd 6c fd 31 
0c 72 3a 67 04 71 fd fd fd 
17 3e 61 fd 33 fd fd fd 52 
15 fd 52 31 2c fd 51 fd 7f 
6a fd 68 7b 48 14 03 fd 
60 fd fd 6c fd fd 22 fd fd 
4c 4e fd 36 61 50 4e fd 
21 5c fd fd ea fd fd fd 24 
fd 77 fd 70 fd 1c 6f fd fd 
76 3f 68 fd 17 fd 43 fd fd 
69 fd 1f 02 fd fd fd fd 6d 
0c fd 5f fd 52 27 71 fd 6a 
fd 16 26 fd 16 6a 14 44 fd 
29 fd fd 2a fd fd 00 13 fd 
55 fd fd f4 40 fd 60 fd 40 
7b fd 1d fd fd fd 4d 45 0e 
fd 6a 3a fd 1e 7b fd 76 2b 
01 50 51 49 05 5a 1a 32 
23 fd fd 28 13 1d 6b fd fd 
2a fd 45 fd 36 61 2d fd 36 
fd fd 0d 51 7d 9f 53 63 fd 
fd fd 66 fc 

My dc1-
#Bij@|U9Uw4MpLR)f1;l1r
:
gq>a3RR1,Qjh{H`l"LN6a
PN!\$wpov?
hCim_R'qj&jD)*U@`@{M
Ej:{v+PQIZ2#(k*E6a-
6Q}Scf

success or wait 1 AEE43A WriteFile

C:\Recovery\WindowsRE\Winre.wim 367239
392

8 02 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Recovery\WindowsRE\Winre.wim 366190
782

104857
6

3d fd 13 fd 49 65 08 fd 5e 
fd fd 26 fd 7b fd fd fd fd 
4b 63 fd fd 73 fd fd 16 fd 
fd fd 02 60 37 59 31 04 
01 ab a1 fd 66 fd 7f 00 fd 
fd fd 6c fd fd fd 15 52 43 
fd fd 2c fd be fd fd 2b 55 
56 fd 34 fd fd fd 2b fd fd 
37 4f 0a fd 19 fd 41 fd fd 
23 fd fd 1a fd 5c fd 1b fd 
fd 6c 07 20 2d fd fd 2f 1a 
75 08 fd fd fd 15 37 5e fd 
fd 7f 38 42 fd 22 fd 6e fd 
5b fd fd 33 fd fd 30 fd fd 
fd fd 21 fd 96 fd 5a 41 7e 
3f fd 0a 64 47 15 12 57 fd 
fd fd 31 fd 38 e2 2c 28 fd 
2b 0f fd 7f fd fd fd fd fd fd 
fd fd fd 20 09 43 fd 5b fd 
04 15 17 3d 6a fd fd 7c 
44 47 fd 1d fd fd fd 00 06 
45 fd 39 1d fd fd fd fd 59 
fd fd 38 79 5b fd fd 3d fd 
34 3b 26 fd fd 93 2d fd fd 
fd 7c 69 61 fd fd 59 53 fd 
fd fd 98 fd fd fd 69 fd 25 
fd 3e 5f 65 fd 

=Ie^&
{Kcs`71flRC,+UV4+7OA#
\l -/u7^8B"n[30!ZA~?
dGW1,(+ C[=j|D
GE9Y8y[=4;&-
|iaYSi%>_e

success or wait 1 AEE43A WriteFile

C:\Recovery\WindowsRE\Winre.wim 367239
392

8 02 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Recovery\WindowsRE\Winre.wim 367239
358

2 3d fd = success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\$Recycle.Bin\S-1-5-21-38533
21935-2125563209-4053062332-10
00\desktop.ini

144 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0f 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 11 4c 21 
4b 02 09 0b fd fd 25 64 fd 
fd 0f 3f 22 fd d8 fd fd 55 
62 fd 7e 41 1d fd 3a fd 3c 
32 fd fd fd fd 29 61 fd fd 
2c fd 6a 2b 4d 40 fd fd fd 
06 fd 4a 71 fd fd 1b fd fd 
fb 6f fd fd fd 45 5e 61 52 
fd 2f 53 31 fd 0f 77 40 3b 
08 28 fd fd 1f 34 fd 6d fd 
fd fd 48 fd fd fd 51 fd fd 
0e 4d fd 24 fd 5d fd fd 54 
78 fd 1e 6d 62 20 62 12 
fd 0b 00 fd fd fd 47 fd fd 
fd 56 fd 47 fd 0d fd 07 24 
fd 3a fd fd fd 0e 2c 4d 45 
62 5c fd fd 5b fd fd 34 51 
fd 60 fd fd 7b 6b 29 fd 5b 
fd 55 fd fd 21 fd 54 4d 61 
57 0d fd 42 35 5d fd 41 
08 fd 74 fd fd 5d 72 0f 1c 
18 fd 24 fd fd 0d fd 39 47 
4a 72 7e 08 fd fd 4d 75 fd 
48 4b fd fd 1c fd 06 fd 

TU|!I>L!K%d?"Ub~A:
<2)a,j+M@Jqo
E^aR/S1w@;
(4mHQM$]Txmb 
bGVG$:,MEb\[4Q`{k)
[U!TMaWB5]At]r$9GJr
~MuHK

success or wait 1 AEE43A WriteFile

C:\$Recycle.Bin\S-1-5-18\desktop.ini 144 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0f 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 20 72 6b 
47 05 fd fd fd fd fd fd 41 
13 7b fd 63 fd 34 fd 41 35 
fd 5d fd 5c 02 7d 28 7b 
41 fd 1e 44 15 fd fd 21 31 
fd fd 32 fd fd 39 75 fd fd 
fd fd 23 53 4f 23 fd fd fd 
fd 37 fd fd 6e 28 6c fd fd 
75 fd 13 fd fd fd 64 fd 09 
fd fd 56 28 76 fd fd 15 7f 
fd 05 fd 73 fd fd 7d 3e fd 
0a fd 13 fd 57 fd 63 55 d9 
32 c1 23 2c 49 1f fd 22 4c 
5e fd 37 51 fd fd fd fd 40 
fd 55 fd fd fd 4a fd 43 58 
fd fd fd fd fd 7f fd 46 fd fd 
14 fd fd 28 fd fd 7b fd 4c 
fd fd fd 2b fd 48 fd 36 45 
fd 35 75 5b fd fd 18 2b 71 
fd 38 fd 15 fd fd fd 41 fd 
34 2f 26 fd fd 2e 31 fd fd 
fd 05 3f 6e fd 5e 34 fd 61 
fd 77 7e 06 7d 5a fd fd fb 
fd fd 1e 32 

TU|!I> rkGA{c4A5]\}
({AD!129u#S
O#7n(ludV(vs}>WcU2#,I"
L^7Q@JCX
F({L+H6E5u[+q8A4/&.1?
n^4aw~}Z2

success or wait 1 AEE43A WriteFile

C:\$Recycle.Bin\S-1-5-21-38533
21935-2125563209-4053062332-10
00\desktop.ini

0 144 53 7e fd fd 2d 59 fd fd 4c 
1f fd fd 4b fd fd 27 1a fd 
4d 09 fd 74 fd fd fd 20 02 
22 fd 6d fd 5a fd fd 60 2e 
77 48 49 6a fd fd fd 37 fd 
fd 68 4a 0c fd ec fd 73 13 
1b 19 47 51 00 33 4e fd 
01 15 47 fd 32 56 2f 35 fd 
fd fd 5b 19 fd 87 0a 18 06 
6d fd fd fd fd 42 fd 74 fd 
7e 17 3a 08 fd fd fd fd 6c 
fd 54 fd 09 fd fd 6e 13 fd 
00 fd 75 55 2c fd fd fd 1d 
02 fd 78 fd 5e 5e 1b 0d 
7c 6a 13 fd fd 36 1b 2f 8c 
9d 44 fd 

S~-YLK'Mt 
"mZ`.wHIj7hJsGQ3NG2V
/5[mBt~:TnuU,x^^|j6D

success or wait 1 AEE43A WriteFile

C:\$Recycle.Bin\S-1-5-21-38533
21935-2125563209-4053062332-10
00\desktop.ini

176 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\$Recycle.Bin\S-1-5-18\desktop.ini 0 144 fd fd fd 38 fd fd fd 09 1e 
67 20 fd fd 0c fd dc c4 4d 
50 fd 7c 53 fd fd 7a fd 30 
fd 11 fd 37 fd 3f 7f fd 02 
71 fd 73 4b 3e fd fd 76 fd 
1f 2b 42 13 21 40 64 fd 
79 fd fd 65 6e 16 38 0d fd 
7c 4c 6f fd fd fd 6e 01 fd 
46 0a 77 15 fd fd 20 76 fd 
62 50 fd 6d fd fd 7e fd 10 
fd 2a fd 7d 43 40 fd fd 2b 
16 fd 19 19 23 fd fd 25 41 
7b 35 fd 73 3d 03 fd fd 38 
42 3a fd 2c 3e 42 36 fd 
54 fd fd 2b 77 6e 5e 6a 
5c 29 fd 34 fd fd fd fd 

8g MP|Sz07?
qsK>v+B!@dyen8|LonFw 
vbP~*}C@+#%A{5s=8B:,
>B6T+wn^j\)4

success or wait 1 AEE43A WriteFile

C:\$Recycle.Bin\S-1-5-18\desktop.ini 176 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\$Recycle.Bin\S-1-5-21-38533
21935-2125563209-4053062332-10
01\$I2EW2MR.pdf

96 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 02 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd fd 10 fd 
5a 06 fd 42 65 fd fd 1d bd 
53 fd 26 e4 fd 09 23 a7 6f 
fd 99 fd fd fd fd fd fd fd fd 
59 3e 1b 2a fd fd 0e 75 
54 11 6b fd fd fd fd 57 fd 
3e 79 fd fd fd fd fd 1e fd fd 
fd 76 1d 38 41 fd 2f fd 17 
59 1a fd 7f fd 43 04 1f fd 
54 44 fd 1f fd fd 63 5a fd 
fd 43 31 fd 4b 59 5d fd 05 
01 50 4e fd 3c 1d fd 66 
6b fd fd fd 44 fd 32 57 2e 
30 fd 11 fd 37 5b 0d e1 
11 38 4b fd fd 61 fd fd 07 
39 6c 14 fd fd fd fd 1c fd 
fd fd 14 3b fd fd fd 2b fd 
0a fd fd fd 6e fd 31 47 5b 
5c 59 fd 6d 39 fd 6a fd fd 
43 1c 23 fd 6a fd 2e fd fd 
1a fd 29 00 fd 35 3a fd 67 
00 06 fd 61 fd fd 07 5a 57 
26 fd 7d 73 fd fd 2c fd 5c 
fd 19 53 50 

TU|!I>ZBeS&#Y>*uTkW>
yv8A/YCTDc
ZC1KY]PN<fkD2W.07[8K
a9l;+1G[\Y
m9jC#j.)5:gaZW&}s,\SP

success or wait 1 AEE43A WriteFile

C:\$Recycle.Bin\S-1-5-21-38533
21935-2125563209-4053062332-10
01\desktop.ini

144 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0f 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 59 fd 
0d 79 35 fd 74 48 fd 00 fd 
5c 13 34 59 fd 2e 18 57 
39 fd fd fd 69 fd 7a fd fd 
5b 2a 00 23 3b 07 fe fd fd 
2f 53 fd fd fd 0a 26 50 41 
4d fd 35 2c fd 22 5a 4a 
41 55 1c fd 39 75 fd 47 
60 fd 64 5e fd 69 fd 01 2d 
fd 15 36 fd fd fd 3e dd 40 
0b 1c 02 7c 72 fd 1f 31 40 
fd fd fd 4e 39 fd fd 54 fd 
4e fd 4e fd 3f fd 79 fd 50 
fd fd 44 fd 1b 4f fd 79 08 
fd 48 0e 60 63 fd fd 00 4a 
fd 4a fd 79 69 fd fd fd fd 
bd 5f fd fd 2d fd fd 0c 11 
fd 17 fd 35 fd fd 34 a7 46 
75 0e fd fd 38 34 fd fd 1f 
75 7a 5a fd 49 29 2e fd 
16 31 86 fd fd fd 46 1c fd 
22 64 5a fd 3e 66 63 fd 
5b fd 74 fd fd 1e fd fd fd 
3a 6e fd fd 

TU|!I>Yy5tH\4Y.W9iz[*#;/
S&PM5,"ZJAU9uG`d^i-
6>@|r1@N9TNN?yPDO
yH`cJyi_-
54Fu84uZI).1F"dZ>fc[t:n

success or wait 1 AEE43A WriteFile

C:\$Recycle.Bin\S-1-5-21-38533
21935-2125563209-4053062332-10
01\$I2EW2MR.pdf

0 96 fd 2a 1c fd 70 fd fd fd 66 
fd 5c fd 1f 6a 64 7c 09 fd 
7d 60 64 fd 7c 55 fd fd 50 
fd fd 25 4d 77 7a 23 03 
3c fd 4c fd fd fd fd fd fd 70 
78 fd 39 1b fd fd 49 5a fd 
7e 96 21 32 68 fd 05 fd fd 
fd 1c fd 9e fd 5f fd 5e 5a 
fd 2a fd fd 03 17 fd 66 78 
4b fd 47 fd 44 26 24 fd 19 

*pf\jd|}`d|UP%Mwz#
<Lpx9IZ!2h_^Z*fxKGD&$

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\bootTel.dat 96 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 01 05 fd 
fd fd fd 78 17 fd 6f fd 40 
78 1b fd 12 fd fd 7b fd 75 
fd 68 6a fd 7b 16 61 12 fd 
fd 59 14 62 73 23 3a fd fd 
fd fd fd fd 54 ee 3b 38 fd 
49 1b fd 1d 33 fd 62 28 
49 14 fd 15 fd 3f fd 6f fd 
fd fd fd fd 58 fd 13 57 fd 
fd 7e 1e 4f fd 6e fd 42 fd 
78 fd fd fd fd 62 fd fd 69 
35 fd 3f 77 2b fd fd 2c 44 
2f fd fd 32 fd 66 45 6e fd 
fd fd fd 64 fd 0f fd 37 07 
61 fd 6f fd fd 5e fd fd 4b 
7d 55 fd fd 07 fd e7 fd 07 
04 fd 0d fd 0b fd fd 1b fd 
35 48 fd fd 29 5c fd 66 fd 
fd fd 44 57 17 fd 21 1c 6c 
3f 76 fd 19 4b 22 7c fd fd 
50 fd 77 fd f9 4d fd 7f fd 
1e 3e 17 73 69 4c fd d2 
fd 40 11 fd 18 3b 21 fd 

TU|!I>xo@x{uhj{aYbs#:T;
8I3b(I?oXW~OnBxbi5?
w+,D/2nd7ao^KU5H)\
fDW!l?vK"|PwM>siL@;!

success or wait 1 AEE43A WriteFile

C:\$Recycle.Bin\S-1-5-21-38533
21935-2125563209-4053062332-10
01\$I2EW2MR.pdf

128 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\$Recycle.Bin\S-1-5-21-38533
21935-2125563209-4053062332-10
01\desktop.ini

0 144 41 fd fd 4d 6b 7c 59 3c fd 
62 fd 2a fd 2c fd 05 41 fd 
fd 2f fd fd fd fd 71 17 fd fd 
fd fd 2c fd fd 67 4a fd 06 
1b fd fd fd fd fd fd fd fd fd 
7e 69 05 fd fd 53 49 fd 72 
1e fd fd fd fd 62 fd 5c 10 
4b 28 28 fd 3a fd 00 43 
14 fd fd fd 55 56 fd 58 0a 
fd 7a fd 2c fd 4c 72 fd fd 
fd 36 fd fd 2a fd fd 67 fd 
fd 09 fd fd a2 49 17 fd 2c 
fd 76 fd fd fd 7c 0c 08 00 
0e 24 17 39 38 fd fd 7e fd 
2e fd fd 7d 65 79 29 0a fd 
1f f1 

AMk|Y<b*,A/q,gJ~iSIrb\K
((:CUVX
z,Lr6*gI,v|98~.}ey)

success or wait 1 AEE43A WriteFile

C:\$Recycle.Bin\S-1-5-21-38533
21935-2125563209-4053062332-10
02\desktop.ini

144 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0f 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 30 fd 07 
01 4a fd 17 fd 0b fd fd 26 
fd fd fd 24 36 fd fd 3f 17 
fd 76 fd fd 4c fd fd fd fd fd 
4d fd fd 5a fd fd 4b fd 56 
fd fd 22 5e 2b fd 75 fd 07 
fd 09 fd fd 0c fd fd fd fd 4c 
34 fd 1a fd fd fd fd 56 fd 
fd fd fd fd 4f 2b 65 63 3a 
7f 1b fd fd fd 1f 0f fd fd 47 
3b 2b 48 05 fd 50 fd fd fd 
19 fd 60 12 07 22 2f 12 fd 
54 fd 70 39 fd 10 fd fd 32 
fd 5e 49 1a fd 2e 46 fd 77 
48 78 4c fd 4c fd fd 22 44 
fd 36 fd 6b 03 fd 21 75 fd 
fd fd 4b 19 25 3c fd 19 04 
08 3a 73 fd 26 fd fd fd fd 
fd 54 40 fd fd 1a fd fd 37 
2a 44 fd 51 1d fd 61 4f 29 
6f 38 33 6a 6a 03 4d fd 
66 7a 68 fd 08 51 fd fd 63 
69 fd 49 5a 78 1c 40 05 
96 20 fd fd fd 68 51 fd 

TU|!I>0J&$6?
vLMZKV"^+uL4VO+ec:
G;+HP`"/Tp92^I.FwHxLL"
D6k!uK%<
:s&T@7*DQO)o8jjMfzhQ
ciIZx@ hQ

success or wait 1 AEE43A WriteFile

C:\$Recycle.Bin\S-1-5-21-38533
21935-2125563209-4053062332-10
01\desktop.ini

176 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\bootTel.dat 0 96 fd 68 fd 0f 76 fd 63 fd 05 
fd 7f fd fd 44 15 45 fd 56 
fd 4c 1b fd 07 70 ad 65 
19 fd 7e 0b d4 1e fd fd fd 
fd 32 fd 07 2f 73 fd 60 65 
50 62 fd 2d 55 44 fd 52 fd 
6f 22 41 28 fd fd 6b fd 2e 
7f 05 fd 62 fd 50 fd fd 66 
fd 7b fd 5b fd 2e fd fd 07 
49 44 fd fd fd fd 2e fd 01 
fd fd 66 

hvcDEVLpe~2/s`ePb-
UDRo"A(k.bPf{[.ID.

success or wait 1 AEE43A WriteFile

C:\$Recycle.Bin\S-1-5-21-38533
21935-2125563209-4053062332-10
02\desktop.ini

0 144 fd 37 fd fd 7c 30 52 33 30 
75 3d 5c 0d fd fd 2c 54 fd 
7f fd fd fd fd 3c 5f 5e 02 
3a 2d 8a fd eb fd 1d 06 fd 
2a 27 fd fd fd 22 54 fd 4c 
0a fd fd 5f fd 1e fd 2d fd 
45 30 fd fd fd 3f fd 24 64 
fd 1e fd fd fd 54 fd fd 32 
fd 40 fd 77 bc fd 39 49 5b 
fd fd 0e fd 15 71 fd 19 2c 
58 10 00 fd fd fd 24 62 fd 
fd 67 70 fd fd fd 0a fd fd 
33 fd fd fd 4c fd fd 26 2e 
fd fd 66 37 fd fd 2e fd fd 
0a 65 3c fd 1a 34 65 3a 
0d 02 11 48 

7|0R30u=\,T<_^:-*'TL_-
E0?$dT2@
w9I[q,X$bgp3L&.f7.e<4e:
H

success or wait 1 AEE43A WriteFile

C:\bootTel.dat 128 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\$Recycle.Bin\S-1-5-21-38533
21935-2125563209-4053062332-10
02\desktop.ini

176 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Adobe\Setup\{AC
76BA86-7AD7-1033-7B44-AC0F074E
4100}\abcpy.ini

624 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 5b fd 
4d fd 7f fd fd 14 fd fd fd 
40 fd 4f 2b fd fd fd fd fd fd 
fd fd 53 fd 26 27 fd a7 00 
6b 11 fd 36 6c fd fd 76 fd 
23 67 22 2c fd fd 41 fd 14 
3f 2b fd fd 33 fd fd 74 1c 
fd 0b 7b 6c 73 fd fd e0 fd 
fd fd 07 fd fd 25 5b fd fd 
fd 40 2b fd fd fd 00 1f 06 
37 0c 0d fd 17 fd 67 fd 05 
1e fd fd fd 30 fd 45 74 25 
fd 21 fd fd 77 2d 14 74 fd 
6b 22 fd fd fd 75 fd fd fd 
fd 77 3d fd fd fd 00 ed fd 
fd 10 20 fd 1c fd 3e 7e fd 
69 fd fd 69 3b fd fd fd a3 
fd 03 fd fd 6b fd 3a 5c fd 
fd 20 73 62 05 78 7b fd 4f 
46 fd 6d 72 2f fd fd 5b 1c 
50 cd 4b 36 13 fd 5d fd 
79 3f 08 fd 5f fd fd 75 fd 
57 42 fd fd fd 4a 3d 1c fd 
fd 20 fd fd 18 

TU|!I>
[M@O+S&'k6lv#g",A?
+3{ls%[@+7g0Et%!w-
k"uw= >~ii;k:\ sbx
{OFmr/[PK6]y?_uWBJ= 

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Adobe\Setup\{AC
76BA86-7AD7-1033-7B44-AC0F074E
4100}\setup.ini

224 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0a 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd fd fd 7e 
54 fd fd 4b 0b fd 3d 70 41 
fd fd fd 58 53 52 0f fd 1f 
11 12 24 fd fd 55 fd 6c 60 
79 fd 23 14 fd 17 fd 7d fd 
12 fd 22 65 fd 09 14 50 
23 3b 54 34 fd 41 79 33 
42 fd fd 2a 6e 30 3a fd fd 
4d 73 34 6a fd fd fd 65 fd 
fd fd 6c fd 73 fd 31 40 1b 
fd fd fd fd fd 46 a0 74 fd 
fd fd fd fd 11 fd 3f fd 33 fd 
44 7c fd 4a fd 2b 32 4e 
61 fd 68 fd 37 fd fd fd 71 
fd 66 fd fd fd 33 fd 25 fd 
18 33 fd 02 21 fd fd 6c fd 
fd 78 fd 73 69 1d 53 30 fd 
fd 27 15 27 fd 42 5a 56 
74 fd 4b 24 fd 7c 57 01 fd 
27 fd 4c fd 7c fd 76 6c fd 
7a fd fd fd fd 20 4e fd fd 
46 27 16 31 fd 74 fd fd 64 
2e 2f fd 6d fd fd 3d 6e fd 
fd 7d fd 03 fd 2e fd 

TU|!I>~TK=pAXSR$l`y#}"
eP#;T4Ay
3B*n0:Ms4jels1@Ft?
3D|J+2Nah7qf
3%!lxiS0''BZVtK$|W'L|vlz 
NF'1td./m=n}.

success or wait 1 AEE43A WriteFile

C:\ProgramData\Adobe\Setup\{AC
76BA86-7AD7-1033-7B44-AC0F074E
4100}\abcpy.ini

0 624 4c 53 3b 27 fd fd 42 21 
40 09 fd 1e fd fd 1e fd 7f 
fd 2d 77 76 a8 fd fd d1 1c 
fd 69 fd 40 20 4d fd 44 fd 
1b fd fd 2a 31 fd fd 32 fd 
60 7d fd fd 4a 49 fd 44 14 
fd 0e 09 21 62 fd fd fd fd 
fd 51 fd 54 07 14 7f fd 3d 
25 fd 78 fd 6a fd fd fd 22 
fd 99 fd 28 73 fd 58 fd 0e 
fd fd 31 fd fd fd fd fd 1f fd 
60 fd fd 72 6b 1b 27 fd 09 
fd 6d 29 fd fd 3f 0f 0a fd 
7c 3e 79 fd fd 77 1a fd 4c 
fd 45 fd 14 7d 10 00 fd fd 
0a fd fd fd fd 09 fd 6d 1a 
6b fd 65 fd fd 04 fd 35 0f 
fd 4a 5e 36 63 fd fd fd 32 
17 fd 02 fd fd fd fd 43 fd 
fd 73 48 fd 27 4f fd 30 fd 
fd fd 29 fd fd 54 fd fd fd 
60 59 12 12 46 13 fd fd fd 
fd 25 6e fd 4c 0e 35 68 
03 fd 71 38 28 fd 7a 4e fd 
fd fd 78 14 fd fd 07 fd 1e 
fd 15 fd 24 fd fd 2b fd cd 
fd fd 78 58 fd 3e fd 

LS;'B!@-wv@ 
MD*1`}JID!QT=%xj"(
sX1`rkm)?
|>ywLE}mke5J^6c2CsH'
O
0)T`YF%nL5hq8(zNx$+x
X>

success or wait 1 AEE43A WriteFile

C:\ProgramData\Adobe\Setup\{AC
76BA86-7AD7-1033-7B44-AC0F074E
4100}\AcroRdrDCUpd1901220034.m
sp

244416
544

1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
02 00 01 00 00 00 00 00 
10 00 fd fd fd fd 02 00 00 
00 00 00 00 00 fd 5d fd fd 
48 5c fd fd 04 1b 11 08 
36 75 fd 5b 7b 38 fd 16 
01 fd 04 51 fd fd fd fd fd 
49 75 4f fd fd 5a 6b fd 4b 
fd 7b 0f fd 2b fd fd 04 fd 
40 fd 7b fd 7f fd fd 38 3f 
fd fd fd fd 75 fd 0b 17 fd 
fd fd 49 fd 5c 85 14 fd fd 
36 fd 4d fd fd fd 63 1f 3e 
42 17 5a fd fd fd 58 fd fd 
41 fd c8 1b fd fd fd fd 01 
1e 3f 71 fd 48 01 50 36 
10 fd 7e fd 06 43 1d fd 19 
75 0c 5d 6f fd 67 28 5b fd 
7a fd 2f fd 5e fd fd 3a 67 
17 fd fd fd fd fd fd 72 fd 
10 fd fd 7e 63 75 fd fd fd 
fd 5e fd fd 74 fd 18 51 37 
fd 79 3e fd fd 46 fd 50 fd 
fd 03 5b fd fd fd fd 64 02 
2d 40 fd 29 41 fd fd fd fd 
5e 3c 43 f4 fd 1e 0d 76 
6a fd 16 fd 7d 09 fd 

TU|!I>]H\6u[{QIuOZkK{+
@{8?uI\6Mc>BZXA?
qHP6~Cu]og([z/^:gr~cu^
Q7y>FP[d-@)A^<Cvj}

success or wait 1 AEE43A WriteFile

C:\ProgramData\Adobe\Setup\{AC
76BA86-7AD7-1033-7B44-AC0F074E
4100}\abcpy.ini

656 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile
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C:\ProgramData\Adobe\Setup\{AC
76BA86-7AD7-1033-7B44-AC0F074E
4100}\Data1.cab

175114
064

1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 05 00 
02 00 01 00 00 00 00 00 
10 00 fd fd fd fd 02 00 00 
00 00 00 00 00 fd fd 43 
4e 03 51 fd 9a fd 2e 6e 
57 fd 66 fd 76 fd fd 5e fd 
fd fd 48 48 05 77 1c 24 
7c fd a1 79 fd 03 fd fd fd 
1f fd 1e fd fd eb 53 fd 39 
78 53 fd fd 28 67 6f fd fd 
11 71 47 39 1f 1a 23 35 
fd 54 26 fd fd 34 fd 6c fd 
3d 78 fd 3d 5e 42 06 44 
fd fd fd 21 fd 07 7b 0c fd 
2f fd 6d 2b 71 fd 5c fd fd 
59 25 fd 70 4c fd 4a fd fd 
5b fd 6e 36 fd fd fd fd 3e 
0a 41 6e fd 7a 01 fd b6 fd 
7a fd fd fd 30 fd fd fd 16 
1f fd fd fd fd fd fd 1b fd 6c 
27 fd 32 25 fd 7f fd 26 22 
fd 38 04 fd 5d fd fd fd 0c 
fd 38 4b 4c fd 26 fd 3b 4b 
7f fd fd 07 fd 5b fd 6b fd 
44 fd fd fd fd fd 39 fd fd 0d 
61 fd fd 07 fd 3a 42 

TU|!I>CNQ.nWfv^HHw$|y
S9xS(goqG
9#5T&l=x=^BD!
{/m+q\%pLJ[n6>Anz
0l'2%&"8]8KL&;K[kD9a:B

success or wait 1 AEE43A WriteFile

C:\ProgramData\Adobe\Setup\{AC
76BA86-7AD7-1033-7B44-AC0F074E
4100}\setup.ini

0 224 47 fd 65 59 73 2c 60 35 
fd 59 4e 4b fd fd 39 fd fd 
fd 03 fd 36 5c 7a 5a fd 4e 
fd 43 29 10 fd 19 c6 09 
90 54 31 30 fd fd 24 60 5f 
0e fd 4e 09 fd 46 fd fd 39 
0d fd 1c fd fd 7a 2c fd fd 
7c fd fd 1b 2f fd fd 54 fd 
73 7b fd fd 02 fd 51 75 36 
7f 36 69 6b 3a fd fd 10 fd 
fd 20 75 11 1a 23 fd fd fd 
3e 72 fd 58 19 fd 25 fd 23 
fd 51 71 fd 2e 20 14 fd 42 
1f 5d 7d 20 fd fd 02 fd 24 
fd 07 4b 74 fd fd 0a 31 74 
2a 16 1a fd 4a 48 7b fd fd 
fd fd 69 fd fd fd fd 2e 63 
fd 24 fd fd fd 33 2b 1c 29 
fd 6e 66 fd fd fd 21 6e fd 
fd fd fd fd fd 1c b4 65 fd 
3f 27 fd fd fd 70 01 fd 67 
1b fd 39 e9 5e 64 62 fd 
61 18 43 72 fd fd 09 5a 
16 fd fd 49 fd fd 00 fd 

GeYs,`5YNK96\zZNC)T1
0$`_NF9z,|/Ts{Qu66ik: 
u#>rX%#Qq. B]} $Kt
1t*JH{ic$3+)nf!ne?'pg9^d
baCrZI

success or wait 1 AEE43A WriteFile

C:\ProgramData\Adobe\Setup\{AC
76BA86-7AD7-1033-7B44-AC0F074E
4100}\setup.ini

256 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Adobe\Setup\{AC
76BA86-7AD7-1033-7B44-AC0F074E
4100}\AcroRdrDCUpd1901220034.m
sp

0 104857
6

fd 1a 4a fd fd 2e fd 3a fd 
44 57 42 10 28 2c fd 73 
fd 5c 2e fd fd 30 fd 3c 0d 
fd fd 1f 02 18 56 4a 18 fd 
26 4e fd 1f 71 53 fd bb fd 
3c 9e fd 29 fd d5 fd 74 52 
13 3e 5d fd fd 5a 0c fd fd 
78 fd fd 3d 2f fd 62 03 1a 
52 9b ac 56 fd 48 fd fd fd 
49 fd 6c 5b 45 79 fd 62 fd 
fd fd 85 19 65 fd 32 fd 42 
fd 7c fd 55 69 fd fd fd 50 
6a fd fd fd 7c fd fd 4a fd 
7d fd 66 fd fd fd 91 7d 63 
0b fd fd fd fd fd fd fd fd 3d 
7f 1c fd fd 4f fd 0d fd fd 
2b 5b fd fd 6e 27 fd 32 fd 
fd 6b fd 2a fd 68 fd 32 fd 
fd fd fd 67 fd fd 3d 7d fd 
60 03 5b 03 89 fd 69 fd 
63 13 2d fd fd 00 1a 3e fd 
fd fd fd 40 65 01 35 fd fd 
fd fd fd 6a 0b 63 fd fd 4b 
fd fd fd fd 62 7f 55 fd fd 
4d 46 fd fd 76 2a fd fd 63 
fd 64 6c 1a fd fd fd 6f fd 
7c fd 

J.:DWB(,s\.0<VJ&NqS<)t
R>]Zx=/b
RVHIl[Eybe2B|UiPj|J}f}c=
O+[n2k*h2g=}`[ic-
>@e5jcKbUMFvcdo|

success or wait 1 AEE43A WriteFile

C:\ProgramData\Adobe\Setup\{AC
76BA86-7AD7-1033-7B44-AC0F074E
4100}\AcroRdrDCUpd1901220034.m
sp

244416
576

8 02 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile
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C:\ProgramData\Adobe\Setup\{AC
76BA86-7AD7-1033-7B44-AC0F074E
4100}\Data1.cab

0 104857
6

2a 7f 2b 56 fd 76 56 60 fd 
31 6c 78 fd 07 5d fd fd 2c 
5d fd 3b fd 0c fd 2c fd fd 
03 fd fd fd fd 1e ac fd fd 
2b fd 35 5c fd fd fd fd 16 
13 fd fd fd fd fd 54 07 fd 
fd fd fd 2b fd 7e 39 3a fd 
7e fd 44 fd fd 20 fd 43 7f 
4d 25 fd 31 34 74 fd 77 fd 
fd fd fd 75 fd 09 fd 27 41 
57 6a 11 fd 74 39 18 25 
76 0e 7f 53 fd fd 5c fd fd 
fd 7f 0f fd 3b fd 7d fd 45 
64 1f 8f fd 2e 49 1f 64 7c 
47 fd fd 19 3d fd 6f 44 20 
61 fd 5b fd fd fd da fd fd fd 
fd 38 fd fd fd f9 fd 73 fd 
4b fd fd 4a 05 4f 1d fd 48 
fd 26 6f 5e fd 78 fd 2a fd 
fd 27 0a 5e 6f fd 49 fd fd 
42 fd fd fd fd 08 56 fd 12 
28 fd 47 fd fd 1c 0f 09 df 
fd 7f fd fd fd fd fd fd 63 fd 
fd fd 05 fd fd 28 fd 63 71 
fd fd 71 fd 5d 34 64 69 fd 
fd 53 23 fd 41 14 34 fd 69 
fd 52 fd fd 0d 3f 64 fd 5d 

*+VvV`1lx],];,+5\T+~9:~D 
CM%14
twu'AWjt9%vS\;}Ed.Id|G=
oD a[8s
KJOH&o^x*'^oIBV(Gc(cq
q]4diS#AiR?d]

success or wait 1 AEE43A WriteFile

C:\ProgramData\Adobe\Setup\{AC
76BA86-7AD7-1033-7B44-AC0F074E
4100}\Data1.cab

175114
096

8 02 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Adobe\Setup\{AC
76BA86-7AD7-1033-7B44-AC0F074E
4100}\AcroRdrDCUpd1901220034.m
sp

243367
952

104857
6

36 fd 0f 7b fd fd fd fd fd 67 
4e fd 5a 70 01 6f fd fd fd 
fd 1e 54 25 47 0d fd 6a 
07 07 fd 08 b2 fd 69 fd 08 
5c fd fd 3f 3e fd fd fd 44 fd 
0c 6f 6d fd 4e 62 fd 40 51 
6c 3c 34 51 0f 32 6a 19 
fd 64 fd fd 0b 3c 4f 52 1c 
1c fd 16 fd 65 3e fd fd 66 
01 36 65 fd fd 4a 30 fd fd 
fd fd 10 44 fd fd 5a fd fd 
fd fd 3d fd 54 fd fd fd 40 
fd 74 fd fd 6a fd fd 1d fd 
07 41 04 1d 7b 49 42 44 
fd fd 3c 08 60 0f fd 39 6a 
6e 46 fd 64 2a fd 7a 27 
4e fd 24 fd 63 76 fd 2d fd 
1a 02 fd fd fd 2b 4d fd fd 
2f 44 37 7c 5c fd 72 fd fd 
3f fd 35 2a fd 03 fd fd 5c 
81 fd fd 2d 42 3d fd 02 53 
63 fd fd 30 fd 4c 2f fd fd 
51 57 44 fd 17 22 fd 22 fd 
fd fd fd 21 fd 4a fd 59 3a 
2a 29 fd 70 16 65 02 fd 
2a 20 34 fd fd 1e fd fd 4d 
fd fd 66 fd 51 23 fd fd 57 
33 fd 68 15 09 46 fd 

6{gNZpoT%Gji\?
>DomNb@Ql<4Q2d<O
Re>f6eJ0DZ=T@tjA{IBD
<`9jnFd*z'N$cv-
+M/D7|\r?5*\-
B=Sc0L/QWD""!JY:*)pe* 
4MfQ#W3hF

success or wait 1 AEE43A WriteFile

C:\ProgramData\Adobe\Setup\{AC
76BA86-7AD7-1033-7B44-AC0F074E
4100}\AcroRdrDCUpd1901220034.m
sp

244416
576

8 02 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Adobe\Setup\{AC
76BA86-7AD7-1033-7B44-AC0F074E
4100}\AcroRdrDCUpd1901220034.m
sp

244416
528

16 36 fd 0f 7b fd fd fd fd fd 67 
4e fd 5a 70 01 

6{gNZp success or wait 1 AEE43A WriteFile
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C:\ProgramData\Adobe\Setup\{AC
76BA86-7AD7-1033-7B44-AC0F074E
4100}\Data1.cab

174065
483

104857
6

fd 12 79 fd fd 4b 42 25 69 
4a 6a 68 fd 7d 03 fd 5e 
47 fd ed fd 7d 22 fd 46 fd 
fd 36 fd fd 5d fd 15 55 67 
5f fd 15 fd 32 fd 59 0c fd 
6b fd 37 50 fd 66 fd 26 fd 
fd fd fd fd 07 fd fd 65 fd 
41 fd 6f fd 2a fd fd 43 fd 
fd 7d 26 48 fd fd 18 fd fd 
33 fd 03 fd 00 fd 2a fd 72 
73 4e e9 18 fd 63 72 7f 
41 52 1b fd 78 fd 3f 22 50 
fd a3 67 fd 53 28 8e fd 26 
fd 78 88 07 05 73 51 fd 
10 02 fd 16 2d fd 11 39 fd 
fd fd fd 42 aa fd 2e 22 46 
fd 4a fd fd fd fd fd 7c fd 2e 
7a 14 fd 27 fd 4d fd fd fd 
fd 02 2c fd fd 35 40 5c 1e 
3e fd 0f fd 52 fd fd 46 fd 
23 fd fd fd 72 fd 26 fd 7b 
fd 24 fd fd 42 3c fd fd fd 
fd 28 60 29 fd 27 fd 0f 69 
2e 03 fd 07 23 fd 71 fd 4c 
0f fd 15 5b fd fd fd 77 37 
fd fd fd fd 65 46 45 fd fd 
fd fd 1f fd 6d fd 43 fd aa 

yKB%iJjh}^G}"F6]Ug_2Y
k7P&eAo*C
}&H3*rscrARx?"PgS(&xs
Q-9B."FJ|
.z'M5@\>RF#r&
{$B<(`)'i.#qL[w7eFEmC

success or wait 1 AEE43A WriteFile

C:\ProgramData\Adobe\Setup\{AC
76BA86-7AD7-1033-7B44-AC0F074E
4100}\Data1.cab

175114
096

8 02 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Adobe\Setup\{AC
76BA86-7AD7-1033-7B44-AC0F074E
4100}\Data1.cab

175114
059

5 fd 12 79 fd fd y success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.DATABASECOMPARE.16.1033.h
xn

432 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0e 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 71 09 28 
48 7f 28 59 fd fd 28 07 fb 
fd 49 fd fd 42 1b 07 fd 73 
fd fd 46 70 69 fd fd 10 fd 
6b 57 11 47 fd 22 29 12 
fd fd 01 fd 3b fd fd 0b 2f 
fd fd fd 74 fd 71 fd fd 70 
fd fd 14 06 fd fd 7b fd 0a 
50 fd fd 66 fd fd 20 ff fd 
26 0b fd 38 fd 6b 21 fd 25 
49 10 fd fd 4c 5d 58 fd fd 
02 fd 71 fd 0d 48 fd fd 19 
fd 17 26 fd 13 fd fd fd 6b 
26 1b fd fd 61 29 6c 28 fd 
1e fd 21 08 26 fd 29 fd 0c 
fd fd fd 1f fd fd 2e 54 fd 
19 fd fd 03 fd fd 0e fd fd 
5a 7f fd fd 7b fd fd 39 fd 
6b 7a fd fd fd 24 fd 15 fd 
75 6e fd 55 29 fd fd 44 fd 
fd 22 13 fd 0c fd 6e 75 0a 
fd fd 45 fd 72 5a 28 75 fd 
3a 21 7f fd fd fd 4f 62 69 

TU|!I>q(H(Y(IBsFpikW");/
tqp{Pf 
8k!%IL]Xq&k&a)l(!&).TZ{
9k$unU)DnuErZ(u:!Obi

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Microsoft Help\
MS.DATABASECOMPARE.16.1033.h
xn

0 432 fd 53 4d 1f fd d9 fd fd 0d 
6e 23 fd 64 fd 07 6a 18 
6b 7d fd fd 5e fd fd 28 fd 
fd fd fd 52 56 0a 78 fd 4b 
37 fd fd fd fd fd fd 25 fd fd 
2e fd 1a 3c 99 7e fd 62 
53 74 6a fd 34 55 fd 31 fd 
24 fd 39 fd fd 70 fd 79 fd 
fd 38 03 fd fd 03 fd 61 49 
fd fd 53 31 49 fd 70 fd fd 
1f fd 30 fd fd 4d 20 72 57 
43 03 fd 51 23 fd 7b 4e fd 
30 fd fd fd 40 fd 1a 16 fd 
fd 46 fd fd 06 fd 1d fd fd 
71 fd 37 fd fd fd 55 fd fd 
0b 33 fd 76 70 03 1d 63 
34 fd 42 76 fd 4b fd 2d 1e 
6e fd fd 2c fd 98 11 fd fd 
fd 52 fd 5c 75 59 11 44 
06 66 4f 36 fd fd 48 7d 23 
fd fd 29 45 75 fd 44 28 fd 
31 61 fd 34 fd 2a fd 0c 13 
fd 46 fd fd 44 5b 29 fd 09 
fd 52 7b 1c 3a 45 fd fd fd 
2e 1e fd fd fd 7f 14 13 48 
18 76 fd 72 28 53 5f fd fd 
fd fd 3b fd fd 5c 03 17 60 

SMn#djk}^(RVK7%.
<~bStj4U1$9py8IS1Ip0M 
rWCQ#
{N0@Fq7U3vpc4BvK-
n,RuYDfO6H}#)EuD(1a4*
FD[)R{:E.Hvr(S_;`

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.DATABASECOMPARE.16.1033.h
xn

464 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.EXCEL.16.1033.hxn

352 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 02 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 11 fd 43 
26 32 fd 3e 03 fd fd 5e fd 
fd 45 fd 38 fd 27 fd 2a fd 
07 1b 14 78 04 2c fd fd fd 
fd fd 78 7b da 41 6b fd 22 
40 fd fd fd 0c fd fd 76 fd 
18 66 fd fd 0f fd 62 fd fd 
fd fd 37 60 7f fd 68 fd 3f 
5e fd 3e fd fd fd 5b fd fd 
0c 1b 31 6c fd 19 35 fd 4c 
fd 33 fd 70 b4 02 fd 02 21 
76 2a 34 fd fd fd 0c fd 12 
fd 1e fd fd fd 29 fd 63 fd 
0c fd fd 6e fd fd fd 07 54 
fd 17 fd fd fd 4c fd fd fd 14 
26 fd 50 53 0f fd 4b fd fd 
5d 3c 45 3e 2c 2d fd 18 
3c fd fd fd 55 21 71 2b fd 
39 fd 00 42 08 07 73 fd 
26 21 fd 3a fd 3a 5f fd 54 
5c 42 e7 fd cf fd 0e 0b fd 
fd fd fd 21 15 42 06 13 28 
fd 7c 66 2e fd 6e fd fd 14 
fd fd fd 6f 02 

TU|!I>C&2>^E8'*x,x{Ak"
@vfb7`h?^>
[1l5L3p!v*4)cnTL&PSK]
<E>,-<U
!q+9Bs&!::_\!B(|f.no

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.GRAPH.16.1033.hxn

352 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 02 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 6e 5c fd 
fd fd 54 01 7f fd 40 2e 2e 
0d 7f fd 16 37 6a fd 12 fd 
60 fd 7e 65 fd 37 fd fd fd 
13 6c 26 fd 47 0c 1c fd 10 
72 fd 14 fd fd 2b fd 1a fd 
fd 4a fd d1 39 fd fd fd fd 
3a 76 09 fd 16 02 fd fd 60 
5b 18 fd 7b 0e fd fd 0a fd 
1a 7e fd fd fd fd fd 6c 67 
fd 07 fd fd 34 01 fd 55 1d 
fd fd 0c 42 16 fd 24 72 fd 
03 fd 1d 55 13 0d fd 02 
59 fd 5d fd 74 fd fd 40 00 
7e fd 4a fd fd 28 58 96 fd 
03 fd fd fd 3e fd fd 54 68 
54 36 fd fd fd 32 e8 fd fd 
f8 fd 0e fd fd fd 6a 42 fd 
3d 01 41 4f fd 77 59 fd fd 
fd 0d 27 fd 57 fd fd 60 75 
22 63 1d 70 fd 0e 70 7c 
4f fd 58 fd fd fd 53 60 54 
0a 09 43 20 74 60 fd 12 
fd 

TU|!I>n\T@..7j`~e7l&Gr+
9:`[{~lg4UB$rUY]t@~
(X>ThT62jB=AOwY'W`
u"cpp|OXS`TCt`

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Microsoft Help\
MS.EXCEL.16.1033.hxn

0 352 3d 6d fd fd 2e 70 06 67 fd 
fd 29 5d 06 fd 22 28 fd 56 
fd fd 5b 71 fd fd fd 21 46 
20 50 fd 62 70 fd fd fd fd 
56 06 1b 5f 73 5f fd 0f fd 
fd fd fd fd 29 e1 6b fd fd 
2c 5c 1c fd 45 3a 7e 16 
07 fd 11 62 fd fd fd fd fd 
fd fd 05 2e fd 3c fd 52 fd 
6c fd 0e fd fd fd 72 fd 68 
fd 59 52 7e 78 9e 21 fd 
53 5f 31 12 95 24 61 10 
fd fd fd 0b 1e 36 fd 2a fd 
69 01 4a fd fd fd 38 28 fd 
2f 06 fd 69 42 fd fd 09 11 
6f 21 fd 17 fd fd 37 58 fd 
70 52 fd fd 18 fd fd fd 7a 
fd fd fd 65 13 38 fd 7b 31 
35 fd fd fd 3b fd 59 42 9b 
fd 3c 76 fd 66 fd 4e 74 fd 
37 40 fd 1f 61 fd 54 fd fd 
71 57 fd fd fd 6b fd 13 fd 
08 fd 35 69 59 73 17 0c 
23 fd 20 38 69 fd fd fd 69 
26 5c 3a fd 69 fd 0e fd 4b 
74 fd 0a fd 7e fd fd 45 fd 
40 42 fd fd fd 61 fd 68 2d 
38 18 fd 

=.pg)]"(V[q!F 
PbpV_s_)k,\E:~b.
<RlhY~x!S_1$a6*i8(/iBo!
7XpRze8
{15;YB<vfNt7@aTqWk5i
Ys# 8ii&\:it~E@Bah-8

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.EXCEL.16.1033.hxn

384 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.GRAPH.16.1033.hxn

0 352 23 7d 6c 3e 28 22 64 fd 
5d 1e fd 6e 73 36 54 fd fd 
61 fd fd 27 15 24 fd 41 fd 
34 5f fd 19 fd 50 2c fd 69 
5f fd fd 2e fd 6e fd fd fd 
0e 55 fd fd 67 1f fd 7d 1f 
41 fd fd 21 63 fd 19 1e fd 
fd 4f fd 04 fd fd 7b fd fd fd 
fd 13 01 fd fd fd fd fd fd fd 
68 fd fd 4e 72 01 50 3b fd 
fd 23 fd fd 44 69 5d 62 fd 
01 fd 0a 1c fd 82 fd fd 32 
0c fd fd fd fd fd fd 1a 4c 
69 fd fd 08 7a 44 fd 0d 25 
5a fd a6 36 fd fd fd fd 37 
08 3f 1c fd fd fd fd 69 fd 
57 fb 6c fd fd fd fd 09 62 
fd fd 35 fd 25 4a fd 21 7f 
1e 72 fd fd 5e fd fd 2c 52 
fd fd 1d fd 73 fd 19 fd 0a 
09 fd 36 37 7b fd 5e fd 97 
fd 40 4c fd 0f fd fd fd 55 
59 0a 74 fd e0 45 fd fd fd 
56 fd 4d fd fd fd 70 7e 47 
fd 61 fd fd fd 4d 43 fd fd 
fd 26 fd 43 fd fd 63 fd 53 
6a 03 2e 28 12 7c 74 08 
2f 6a 

#}l>
("d]ns6Ta'$A4_P,i_.nUg}
A!c
O{hNP;#Di]b2LizD%Z6?
iWlb5%J!r^
,Rs67{^@LUYtEVp~GaM
C&CcSj.(|t/j

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.GRAPH.16.1033.hxn

384 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile
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C:\ProgramData\Microsoft Help\
MS.GROOVE.16.1033.hxn

368 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0c 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 32 7e 30 
fd fd fd fd 1c 42 4c 1d 32 
fd 04 e0 fd fd 60 fd 61 c0 
fd 72 fd fd 12 fd 31 fd 40 
1d fd 6f fd 3e fd 3f fd fd 2c 
fd fd 12 5a fd 55 fd fd 3b 
7c 68 1e fd 62 44 fd 5f fd 
2b fd 47 4b fd 68 fd fd 5e 
29 13 fd fd 2f 33 fd 71 6a 
5f fd 7f 36 42 02 61 15 3d 
fd fd 40 fd 00 fd fd fd 60 
45 fd 60 42 fd fd 5e fd 42 
3c fd 62 66 78 25 fd 7f 5b 
fd fd fd fd 0e fd 19 fd 1c 
17 0c 5a fd fd fd a4 3e 31 
69 34 fd 7d 78 04 fd fd fd 
fd 46 0d 0b fd fd 5b 2f fd 
fd fd fd fd 1b fd fd fd fd 06 
fd fd fd 78 fd fd fd 63 fd 
6c 47 fd 51 fd 35 55 fd 22 
27 fd fd 6c 75 fd 2d 4a 11 
6b fd 4a 18 6c fd 74 fd 1d 
45 fd fd 66 fd 55 2d 1a 

TU|!I>2~0L2`ar1@o>?,Z
U;|hbD_+G
Kh^)/3qj_6Ba=@`E`B^B<
bfx%[Z>1i
4}xF[/xclGQ5U"'lu-
JkJltEU-

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.LYNC.16.1033.hxn

352 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 08 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 3e fd 
4e fd fd fd 44 fd 75 49 fd 
fd 14 fd 74 fd 66 7a fd fd 
1f fd 29 23 77 fd 43 5d fd 
39 fd 37 3a 7a 71 0a 70 
37 1b 60 21 65 fd 25 23 
76 08 3f 49 3d 20 fd fd 46 
fd 55 fd fd 38 fd 6c fd 40 
fd 75 7f fd fd fd 3e 5e fd 
fd 14 fd fd fd fd 66 fd 4c 
fd 19 4a fd 6e fd fd fd 5b 
52 13 fd fd 7f 65 1e 3c fd 
42 fd 4a fd 6c 16 35 fd 2e 
43 17 fd 6d fd 14 7f fd fd 
fd 69 fd fd fd fd 3f 7c 69 
fd fd 61 40 fd fd fd 67 11 
fd 2e 6a 08 39 fd 16 34 fd 
fd 57 2c 12 fd 47 fd 19 fd 
11 fd 08 08 fd 32 fd 50 fd 
2f fd 79 fd fd fd 42 69 fd 
fd fd 1c fd 24 4d fd 58 05 
fd 6e fd a6 fd fd 5b 6b fd 
64 31 4e fd 5f 43 fd fd fd 
2b 67 56 49 1a 48 d7 

TU|!I>>NDuItfz)#C]97:zq
p7`!e%#v?I= 
FU8l@u>^fLJn[e<BJl5.C
mi?|
ia@g.j94W,G2P/Bi$MXn[
kd1N_C+gVIH

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.GROOVE.16.1033.hxn

0 368 52 fd 67 4e fd fd fd 01 fd 
1f fd fd fd 06 fd fd 34 3a 
7d 3f 5b 67 04 52 75 fd 
32 fd fd fd fd fd 4f 04 fd 
43 fd fd 43 fd 7f fd fd 00 
6c fd fd 7c fd 18 3d 5a 06 
30 fd fd 04 fd 2b 54 70 29 
fd 36 36 fd 7e 2e fd 4f 68 
fd 40 fd 06 74 5d 03 fd fd 
29 fd 07 5e 2b 28 6b fd 
25 fd 6f 00 fd fd fd 36 fd 
02 fd fd 7e fd 36 0f 0f 7a 
fd 5f c8 0a fd 08 00 fd fd 
44 fd 73 fd fd 33 97 fd 74 
5e 57 58 20 34 6f 58 fd fd 
70 27 fd fd fd fd 38 1f fd 
58 fd fd fd fd 27 fd 25 53 
fd fd 31 2b fd 3a fd 1c 53 
50 34 19 fd 14 fd fd fd fd 
78 03 fd 4e 0e fd fd fd 63 
08 fd 39 1b fd 40 49 6d fd 
65 fd a9 fd 75 8b 74 31 
1e 14 14 3c fd fd 5b 39 
7a 17 fd fd 2a 33 66 fd fd 
5f 4c fd fd fd 37 7b fd 4d 
fd 66 68 2b fd 0f 71 fd 40 
07 fd 75 fd 72 fd 58 fd 7f 
7e fd fd 69 fd 

RgN4:}?
[gRu2OCCl|=Z0+Tp)66~.
Oht])^+
(k%o6~6z_Ds3t^WX 
4oXp'8X'
%S1+:SP4xNc9@Imeut1
<[9z*3_L7{Mfh+q@urX~i

success or wait 1 AEE43A WriteFile
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Copyright Joe Security LLC 2022 Page 136 of 261



C:\ProgramData\Microsoft Help\
MS.LYNC_ONLINE.16.1033.hxn

400 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0e 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 39 32 fd 
fd 61 26 12 66 48 3e fd 
7a 63 fd 2d 56 25 3d fd 
34 15 fd fd 0c fd e8 3b fd 
fd 48 fd fd 12 fd fd 51 fd 
48 fd fd fd 4e 30 fd 75 fd 
03 0e fd fd 5c fd 0d 44 68 
39 fd 34 fd 4e 65 fd 29 07 
72 fd fd 52 fd 3a 27 43 47 
56 c5 fd 7a 25 fd fd 06 69 
36 7b fd fd 00 fd 1f fd 6c 
fd fd fd 25 fd fd 01 fd 04 
16 fd 2a fd 66 fd 42 79 fd 
fd 4c fd fd fd 54 fd 2c 6a 
fd 4a 6e 5d 22 55 4c 69 
fd 48 fd fd fd fd fd 02 fd fd 
fd 69 fd 61 2b 56 fd 3a fd 
5c 16 fd 0d 43 45 fd 26 fd 
05 18 fd fd fd 48 fd fd fd 
70 7c fd fd fd 4f fd fd 45 
7b fd fd 24 71 b7 fd 01 7c 
fd 0f fd 45 c1 fd 21 53 fd 
76 fd fd fd 2d fd 0a 3e fd 
2a 

TU|!I>9a&fH>zc-
V%=4;HQHN0u\Dh4
N)rR:'CGVz%i6{l%*ByLT,
jJn]"ULi
Hia+V:\CE&Hp|OE{$|E!S
v->*

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.GROOVE.16.1033.hxn

400 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.LYNC.16.1033.hxn

0 352 fd 1e 67 42 fd fd 73 fd 67 
67 fd fd fd 5a fd fd fd 22 
fd 4a 69 fd fd 3b 66 59 21 
49 fd 4a 1b 35 35 45 fd fd 
27 fd db 47 61 6a 01 fd 
43 fd fd 0e fd 32 d1 fd 70 
36 03 fd fd 2f 4b fd fd 48 
3c 7e 6a fd f5 49 fd 4e 06 
fd 6a 50 26 2d fd 60 53 
31 0e 4b 68 40 fd 25 fd 3f 
3f fd fd f2 fd 1a 71 fd 5b 
6b 1e 0c 55 fd 20 71 fd 
4a fd fd fd fd 6b fd 33 51 
fd fd 6d 41 fd 08 56 fd 5b 
42 fd 00 fd 14 5b fd 69 2d 
fd fd 19 fd fd fd fd 46 70 
45 fd fd fd 48 fd fd 60 fd 
6d fd fd 71 fd 54 6a fd fd 
0e 50 30 34 fd 65 fd 0b fd 
6c 43 62 3c fd fd fd fd fd 
0f 7f fd 44 5d 68 13 35 fd 
2d fd fd 7a 29 fd fd 4a fd 
35 2c fd 54 fd 18 11 fd fd 
07 fd 3b 2d 05 fd 15 fd 40 
51 1a fd fd fd fd fd 0e 53 
fd fd 0e 72 3a fd 08 46 fd 
42 fd fd fd 08 07 fd 

gBsgZ"Ji;fY!IJ55E'GajC2
p6/KH<~jINjP&-
`S1Kh@%??q[kU 
qk3QmAV[B
[iFpEH`mqTjP04elCb<D]
h5-z)J5,T;@QSr:FB

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.LYNC_BASIC.16.1033.hxn

384 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 04 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd fd 57 
7d 65 fd fd 26 79 fd 05 7d 
fd 47 fd fd 48 fd fd 13 6d 
fd fd fd 48 2b 45 25 3a fd 
fd 65 08 fd 53 67 fd 0e fd 
fd 4b fd 3d fd 1a 1e fd 02 
36 fd fd 74 06 fd 50 fd 52 
fd fd fd 01 1a 77 0c 48 41 
fd 27 53 fd 19 08 29 fd 37 
fd 52 1c 05 36 5d 68 fd fd 
57 49 72 fd fd 5b 24 fd 45 
fd fd 4c 3f 65 fd fd 4c 60 
43 4f 5d fd 1c 4b 45 19 
57 fd 16 fd fd 4e 46 fd 62 
5b fd 42 fd fd 42 fd 0c 4f 
01 fd fd 13 0f fd 39 fd 6f 
fd 22 78 fd fd fd 72 fd 20 
c0 fd 42 4d f8 fd 4d fd fd 
3a fd 5a f4 fd fd fd fd 67 
fd 66 fd 54 fd fd fd 34 fd 
6c 6e 77 72 fd fd fd fd 41 
c0 7b fd fd 5c fd 38 35 77 
fd 55 3c fd 30 5b 08 fd f6 
fd 3d 05 4d 39 

TU|!I>W}e&y}GHmH+E%
:eSgK=6tPRw
HA'S)7R6]hWIr[$EL?
eL`CO]KEWNFb
[BBO9o"xr 
BMM:ZgfT4lnwrA{\85wU
<[=M9

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Microsoft Help\
MS.LYNC_ONLINE.16.1033.hxn

0 400 fd fd 15 2d fd 04 37 fd fd 
6f fd 32 fe fd fd 51 3f fd 4f 
fd 16 fd 7a fd 26 59 02 12 
fd 8c fd 16 fd 25 1b 22 69 
03 65 fd 6a 7d fd 20 2e fd 
22 51 6f fd fd 3c 43 0b fd 
fd fd 68 fd fd 6b fd fd 42 
fd 3c 0c fd fd 0b 67 31 46 
69 39 fd 6d fd fd 2d fd 79 
fd fd 50 fd fd fd fd 03 fd 
5e 1e fd 4b 35 fd fd fd 79 
fd 73 fd 55 0a fd 64 47 19 
04 19 c1 06 fd 17 3e 43 
fd 6f fd fd 20 fd 76 10 fd 
53 7f 6b fd fd fd 91 fd fd 
00 38 fd fd 0d fd fd fd 51 
78 7e 59 fd 5f 4e 62 46 fd 
fd fd 48 06 fd 7a 3e 0b fd 
0a 0e fd fd fd 41 2f 0e 4d 
fd fd 20 fd 1b 7e fd fd 32 
3e fd 65 fd 2c fd fd 10 fd 
fd 1d 00 fd fd 0f 0a 14 7a 
58 3a 47 fd 57 09 fd 06 fd 
4f 38 c6 56 fd 3c 19 17 
59 fd 21 fd 1a 3e fd fd 1b 
fd fd fd 19 2e 23 05 fd 79 
da 3d fd 42 fd 29 69 29 
35 3d fd 3c 

-7o2Q?Oz&Y%"iej} 
."Qo<ChkB<g1Fi9m-
yP^K5ysUdG>Co 
vSk8Qx~Y_NbFHz>A/M 
~2>e,zX:GWO8V<Y!>.#y
=B)i)5=<

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.LYNC.16.1033.hxn

384 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.MSACCESS.16.1033.hxn

384 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 69 69 fd 
fd 45 fd fd 45 7c fd 65 7d 
fd 25 fd 3e 2f 0f 7f fd 56 
fd 4f 3b fd 24 00 fd 3c 2e 
42 fd 6d 7f 25 fd 4e 68 1d 
4c fd fd 42 26 fd 3b 58 fd 
5d 18 5e fd 54 fd 15 2d fd 
fd fd 58 5c fd 45 fd fd 78 
32 55 fd 3e fd fd fd fd fd 
67 fd 6d fd 59 fd 4f fd 5b 
53 3a fd fd 2a 26 fd fd fd 
fd fd 0b fd fd fd fd 0f 03 fd 
01 fd fd fd 12 2b fd fd fd 
5f fd 6f 36 0f fd fd fd fd 0b 
6f 73 4d 4a fd 75 fd fd 4a 
7e fd fd fd fd fd 0b 8d fd 
4f 86 fd fd 5d 77 32 fd 0a 
39 13 fd 30 fd 57 fd 5c fd 
57 7e fd fd 27 7a 2d fd fd 
fd fd 12 fd fd fd 42 fd 5c 
fd 0d fd 76 fd fd 7b 01 fd 
fd fd 10 60 fd 11 fd fd 6d 
17 47 03 fd 65 fd 1c fd 39 
13 

TU|!I>iiEE|e}%>/VO;$<.m
%NhL&;X]^T-
X\Ex2U>gmY[S:*&+_o6o
sMJuJ~O]w290W\W~'z-
B\v{`mGe9

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.LYNC_ONLINE.16.1033.hxn

432 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile
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C:\ProgramData\Microsoft Help\
MS.LYNC_BASIC.16.1033.hxn

0 384 03 61 fd 77 15 fd 65 27 
5d 4e fd 05 fd fd 00 42 fd 
46 4d 74 fd 79 3c fd 15 fd 
fd 27 24 fd 46 fd 3e 1c fd 
1c fd fd 7a 12 fd 66 fd 4b 
ac 63 27 fd fd fd fd 5c 58 
25 b9 fd fd fd 01 41 64 1f 
4a fd fd fd fd fd 03 fd fd fd 
4d fd 06 fd 74 00 fd fd 4e 
fd 7c fd 3e fd fd fd 53 fd 
fd fd fd 06 17 fd 15 fd 31 
fd 22 db 7a 6a fd fd 1c 79 
fd 21 2f 5a 46 2e fd 2a fd 
fd 09 07 fd 1a 3e fd fd fd 
fd 34 fd 35 fd fd 17 3a fd 
fd 2d 67 fd fd 2c 35 fd 53 
fd 74 47 09 ba fd 44 8b 
24 fd 0e 17 61 46 fd 60 fd 
fd 1c fd 0e fd 1e fd 21 fd 
7b 1c fd 38 21 3c fd 45 fd 
17 55 fd fd fd fd 7e 58 19 
fd 37 7f fd fd fd 46 20 fd 
1f 03 04 00 4f 2f fd 6a fd 
42 fd 04 fd fd fd 3c fd 3e 
fd 56 fd fd 87 fd fd 35 46 
7d 61 0f fd 39 4e fd 09 59 
47 69 fd 33 fd 04 fd fd 57 
51 fd 

awe']NBFMty<'$F>zfKc'\
X%AdJMtN
|>S1"zjy!/ZF.*>45:g,5StG
D$aF!{8!<EU~X7F 
O/jB<>V5F}a9NGi3WQ

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.LYNC_BASIC.16.1033.hxn

416 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.MSACCESS.16.1033.hxn

0 384 fd fd fd 5a fd 4f fd 72 3e 
55 29 00 fd fd 6c 4c fd fd 
fd fd fd 01 29 fd 4c fd 0a 
0a 29 60 19 fd 27 fd 53 
da fd 52 43 49 6b 55 fd 0f 
19 fd fd 1e 36 0d 29 fd 47 
fd fd fd fd 54 3d fd 05 2a 
7d fd 04 fd fd fd fd 09 fd 
fd fd fd 08 fd fd 3c 26 fd 
2f 62 fd fd 65 fd fd fd fd 
27 a3 18 29 36 44 10 fd 
fd fd fd 12 57 fd fd 79 1a 
fd fd 1b fd 5d fd 70 2d 01 
fd fd 54 61 fd fd 61 fd 1f 
fd fd 26 fd fd fd 3e fd fd fd 
10 5a 49 77 fd fd ca fd 11 
fd 26 1d 15 0e fd 1e fd 70 
fd fd 4b 0c fd 62 01 38 5d 
fd 19 fd 41 fd 6d 31 fd fd 
fd fd fd 76 fd 6f fd fd 17 
0a fd 12 fd fd fd 69 14 31 
34 fd 14 fd fd 29 59 fd 53 
fd fd fd fd 19 6b 24 fd 58 
fd 08 50 fd 1a 53 67 15 fd 
fd fd fd 07 fd 18 fd f8 4e 
05 4a 13 fd fd 1f 3e 4c fd 
1f 74 fd fd fd fd 6c fd 58 

ZOr>U)lL)L)`'SRCIkU6)G
T=*}<&/be')DWy]p-
Taa&>ZIw&pKb8]Am1voi
14)Sk$XPSgNJ>LtlX

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.MSOUC.16.1033.hxn

352 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 02 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 36 5f 
3a 60 0f fd fd 05 fd fd fd 
16 44 4d fd 05 77 10 fd 
07 6e 61 30 37 fd 43 02 
fd 34 17 45 fd fd 73 0c fd 
4a 5e fd fd 73 53 3f fd fd 
3a 36 1c 1c 13 6a fd fd 50 
fd fd fd 1d fd 39 fd 1f fd 
60 fd fd 57 18 fd fd fd 53 
4e 2d fd 1d fd 50 fd 50 fd 
fd 50 7c 26 30 17 fd 73 
05 fd fd a8 fd fd fd fd 0e 
3e 4f fd 7e 64 14 36 fd 11 
fd fd 18 32 56 4f 6b fd fd 
19 fd 26 fd fd 60 fd fd fd 
5f 02 fd 25 fd fd fd 4b 71 
69 61 08 59 2c 0a 97 fd 
fd 4c fd fd 26 2f fd 0a fd 
35 fd fd 2e fd 08 fd fd 1f 
fd 61 04 22 65 4c 0a 4d 
fd fd 48 fd fd fd fd fd fd 25 
fd fd fd 6c fd fd fd 0f fd fd 
5a 6f fd fd 74 fd 6f 57 fd 
fd fd 14 05 5c 55 

TU|!I>6_:`Mwna07C4EsJ
^sS?:6jP9`WSN-
PPP|&0s>O~d62VOk&`_
%KqiaY
,L&/.a"eLMH%lZotoW\U

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Microsoft Help\
MS.MSACCESS.16.1033.hxn

416 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.MSPUB.16.1033.hxn

352 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 02 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 4f 19 14 
fd 0a fd 77 fd 0d fd 0e fd 
01 40 fd fd fd fd 0e fd 30 
fd 30 fd fd 05 39 5d fd 6c 
fd 53 fd 55 36 fd 58 12 71 
24 fd 38 5f fd 10 51 fd fd 
b1 fd 06 5e 4f fd fd 52 fd 
fd 7d fd fd 0c fd fd 11 fd 
fd fd fd 18 fd 7c 04 fd fd 
5b 6a fd 58 fd fd fd 76 7d 
14 05 2c fd fd fd fd 60 64 
fd fd fd fd fd 1e 0a 10 61 
fd 71 22 2e fd fd 78 52 fd 
fd fd 6c fd 7e 4f 64 fd 45 
fd fd 88 77 fd 06 43 12 5d 
39 44 fd 36 fd fd ef fd 44 
fd fd 25 65 7c 60 7c 33 
1b 1a fd 1a 6e fd 74 fd fd 
fd 60 79 fd de fd 01 fd fd 
1a fd 28 fd 34 3f d7 56 fd 
fd fd 05 59 28 01 1c fd 17 
a7 23 3d fd 31 99 47 0d 
fd fd fd 7a fd 4e 04 

TU|!I>Ow@009]lU6Xq$8
_Q^OR}|[jX
v},`daq".xl~OdEwC]9D6D
%e|`|3nt`(4?VY(#=1GzN

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.MSPUB.16.1033.hxn

0 352 fd 46 39 53 35 fd 14 fd 7b 
6d fd 67 fd 6e fd 1c 17 1e 
22 0a fd 26 00 fd fd 26 06 
fd 37 40 fd 75 fd a3 1e fd 
a6 78 fd 3f 44 41 4b fd fd 
7f fd 6f 7d 46 fd 12 fd 18 
19 fd 68 1e 06 fd fd fd 5b 
7c 33 fd 68 fd fd fd 33 fd 
78 0f 77 52 0f fd 14 fd 6f 
44 39 6e fd 4d fd 5d 1a fd 
5c 03 fd fd fd 7a 51 fd 6d 
fd 66 fd fd 36 5c fd 4a fd 
42 fd 27 a8 fd 6d 31 fd fd 
fd 2a 30 1a fd fd fd fd 7d 
fd 1e 47 fd 66 fd 69 62 fd 
5e 6d fd 36 67 71 fd 25 
3e fd 4f 04 fd fd fd fd 4b 
fd fd 21 3a 97 0b 62 fd fd 
19 0d 71 1a fd 47 fd 39 
7a fd 18 07 53 37 fd fd 00 
06 61 fd 78 fd 22 05 fd 39 
fd 47 58 74 fd fd 52 65 0a 
fd fd 33 39 fd 35 fd 7b 2d 
fd 69 fd fd fd 0e 61 1c 24 
6f 63 3c fd 08 fd fd 54 fd 
5e 37 5b fd 4d 39 fd fd 2a 
fd 42 fd 49 47 fd 

F9S5{mg"&&7@ux?
DAK}Fh[|3h3xwRo
D9M]\zQmf6\JB'm1*0}Gfi
b^m6q%>O
K!:bqG9zS7a"9GXtRe39
5{-ia$oc<T^7[M9*BIG

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.MSPUB.16.1033.hxn

384 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.ONENOTE.16.1033.hxn

368 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 06 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 72 fd 1c 
fd fd fd fd 47 03 fd 4e 6a 
6b fd fd fd 61 ce fd fd 03 
fd fd 0d fd 5f 27 1f 1b fd 
23 62 fd fd 06 47 25 02 
32 fd fd 77 4e 67 fd fd 6a 
31 fd 41 1b fd fd fd fd 06 
39 fd 28 38 57 1a 13 fd fd 
45 28 0b fd 45 50 fd 77 
18 fd 0c 1c 25 fd 58 e4 58 
fd 4b 7e fd fd 71 2b 53 fd 
44 fd fd 42 fd 5f fd 7c 40 
fd 3e fd 25 59 37 0d fd fd 
22 fd 30 58 fd fd fd 0d fd 
24 5d 4b 57 4a fd b7 fd 6f 
37 fd 21 fd fd fd 18 6f 76 
fd 67 67 fd 1d fd fd fd fd 
4a 75 fd fd fd 49 0b 95 7d 
2b 3f fd 0d fd 7c fd 01 fd 
2b fd fd fd 32 2e fd 25 fd 
5f 69 07 43 7a 0b 00 fd fd 
fd 03 fd 65 7a 00 59 52 
7b fd 2f 22 22 fd fd fd 0b 
6a fd fd fd fd 3d 

TU|!I>rGNjk_'#bG%2wNg
j1A9(8W(E
Pw%XXK~q+SD_|@>%Y
7"0X$]KWJo7!ovggJuI}+?
|+2.%_iCzezYR{/""j=

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Microsoft Help\
MS.ONENOTE.16.1033.hxn

0 368 20 74 fd fd 56 01 fd fd 5d 
54 58 1a fd fd 55 fd 40 fd 
fd fd 4c fd 02 74 03 2d 6a 
dd 13 0d 03 03 03 04 fd 
fd fd fd fd 02 fd 66 fd fd 2f 
74 fd 7f fd fd 62 fd fd fd fd 
36 22 48 fd fd fd fd fd fd 
fd 15 fd 10 36 34 68 fd 31 
3b 36 03 fd 0b fd 26 fd 66 
2a 31 fd fd fd 4f fd fd 5d 
37 2e fd fd 2b fd 04 2c 7e 
fd fd 3f 46 79 fd fd 03 53 
fd 72 fd 60 fd fd fd c8 fd 
01 fd 40 12 fd 7e 10 57 fd 
47 fd 31 50 6d fd 6f fd 25 
5e 42 06 0f fd 4a 1f fd 05 
fd 4d fd fd fd fd fd 43 34 
16 fd 56 6c 4f fd fd 40 fd 
7f 22 07 1b fd 2f fd 24 fd 
fd fd 54 fd 57 fd 70 fd 23 
36 fd 53 fd 5f fd 4a fd 74 
45 fd 6e 16 fd 1a 7d fd fd 
6c 40 fd 7e fd fd 42 fd fd 
fd 63 fd 55 fd fd fd fd 02 
37 fd 62 fd 5f fd fd 73 04 
18 fd 2b 0d 78 76 fd 3f 52 
7e 75 27 fd fd 1c 6a 

 tV]TXU@Lt-
jf/b6"H64h1;6&f*1O]
7.+,~?
FySr`@WG1Pmo%^BJM
C4VlO@"
$TWp#S_JtEn}l@~Bc7b
_s+xv?R~u'j

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.ONENOTE.16.1033.hxn

400 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.MSOUC.16.1033.hxn

0 352 fd 5a 11 67 fd fd fd fd 51 
fd 39 22 04 fd fd 20 6b fd 
65 74 fd 4d 11 fd 05 15 fd 
5c 4f ce fd 76 fd fd 28 48 
fd 6c 25 71 6a 1c 23 39 
fd fd 7c fd fd 5a 2e 7e fd 
fd fd fd 4b fd 0a 4b fd fd 
57 4b fd 69 1a fd fd fd 1a 
79 fd 15 02 fd fd 32 55 fd 
47 fd 68 fd 10 35 2f 68 6a 
fd fd 2f fd 26 04 30 19 fd 
50 66 0f fd 6a 52 fd fd 45 
2b 40 fd fd fd fd 26 47 fd 
fd fd fd 75 24 fd 1e fd fd 
22 fd 6a 57 fd fd fd fd 33 
fd fd fd fd 14 46 fd 58 03 
b9 fd 71 68 fd 56 fd fd fd 
14 fd fd fd fd 32 fd fd 16 fd 
76 7a fd 64 fd 21 fd 25 68 
50 fd 67 fd fd fd fd 78 fd 
fd fd 23 fd fd 02 2e 41 fd 
fd 0c 62 fd fd 35 fd 75 18 
fd 0d fd 40 fd fd fd fd fd 
53 67 fd fd fd 37 fd 1c fd 
50 07 fd 10 0f fd 63 4d 41 
74 fd fd 60 fd 1f fd 70 7f 
20 5c 11 fd 1b 7e 04 10 
62 fd 

ZgQ9" 
ketM\Ov(Hl%qj#9|Z.~KK
WKi
y2UGh5/hj/&0PfjRE+@&
Gu$"jW3FXq
hV2vzd!%hPgx.Ab5@g7
PcMAt`p \~b

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.MSOUC.16.1033.hxn

384 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.OUTLOOK.16.1033.hxn

368 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 06 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 48 39 fd 
49 fd fd 51 49 fd 5d fd fd 
fd be fd 3f fd 3a fd 1a fd 
fd 09 04 50 fd 41 10 4c 
59 e1 fd fd 59 13 33 fd 64 
40 fd fd fd 16 fd 46 6c fd 
fd 5e fd 72 7b fd 2a 6e 01 
3d 78 30 fd 1d fd 64 1a 
04 4f fd 28 33 1a fd 48 0a 
fd fd 24 7d fd fd 5c 09 0f 
fd 49 51 fd 12 fd fd 5f 75 
2b fd 58 1e fd 06 4c 03 fd 
46 20 53 fd 51 36 28 6d 
18 3d fd 4b fd fd 43 5d fd 
44 67 fd fd fd 0e 21 fd 3c 
fd 52 fd fd fd fd 2f fd 65 fd 
02 fd 0d 4b fd ac fd 6a fd 
fd 1c fd fd fd 0d fd 09 6b 
1f 40 fd 1e 5a 42 fd 18 fd 
fd fd fd 4a 5d 13 fd fd 7f 
fd 01 61 1e fd 0c fd 64 fd 
70 71 fd 58 fd 2d 6f fd 66 
11 6d 64 fd fd fd 5a 2b fd 

TU|!I>H9IQI]?
PALYY3d@F^r{*n=x0
dO3H$}\IQ_u+XLF 
SQ6(m=KC]Dg!<R
/Kjk@ZB]dpqX-ofmZ+

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Microsoft Help\
MS.OUTLOOK.16.1033.hxn

0 368 4e fd 46 fd 34 fd 7f fd fd 
45 5b 2d 09 0e fd 78 fd fd 
fd 51 fd fd 5d 48 37 4b 3b 
fd 32 fd fd fd fd 2b 22 38 
49 5d 5a 19 53 78 7b 7e 
fd 12 fd fd 30 01 41 7a 7c 
06 fd fd 33 fd 04 fd 5b 22 
63 40 fd 5d 61 54 33 0f 
4d fd 25 fd fd 09 fd 5c fd 
ea 08 09 fd 5a 53 5f 0c 
5b fd fd fd fd fd 6e c6 03 
fd 24 22 fd 4b 5c fd fd 01 
fd 64 fd 28 fd 56 48 7c 5e 
17 47 fd 03 2a ff 72 3f 71 
71 fd 0e 20 5b eb 7f 4f fd 
5a fd fd fd fd fd 05 20 fd 
fd 7f 34 49 3b fd 0b fd 72 
7c fd fd 62 47 b0 78 12 fd 
46 fd 71 70 3f 6f fd 5d 14 
fd 4c 0f a2 fd fd fd 69 57 
3c fd fd 5f 65 4b 33 fd fd 
4d 10 fd 0a fd 0f 3e fd fd 
0e fd 52 fd fd 35 2b 78 fd 
4d fd 21 24 fd 38 62 fd fd 
fd 48 fd 2d fd 6f fd fd fd 
6d 5b 0c 6a 01 fd 59 fd fd 
6d fd 2c fd 17 fd 6c fd fd 
fd fd 

NF4[-
xQ]H7K;2+"8I]Zx{~0Az|3[
"c
@]aT3M%\ZS_[n$"K\d(V
H|^G*r?qq [OZ 
4I;r|bGxFqp?
o]LiW<_eK3>R5+
xM!$8bH-om[jYm,l

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.OUTLOOK.16.1033.hxn

400 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.POWERPNT.16.1033.hxn

384 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 43 fd 2a 
fd 16 7c fd 7e 5d 77 fd 48 
3d 73 fd fd 2d fd 55 fd 62 
69 fd 28 fd 2d d8 21 fd 51 
fd fd 44 fd fd 3c fd fd 13 
67 fd fd 3a 66 7d fd fd fd 
77 23 fd fd fd fd fd 76 25 
75 fd 3a fd 48 fd 27 fd fd 
fd fd 66 fd 65 90 25 fd fd 
58 fd 04 0e fd fd fd fd 0a 
1f fd fd 4a fd fd fd fd 4d 
66 fd fd 26 7b 07 fd 0d fd 
fd 30 63 7b fd 0b 5d fd 39 
1f 33 05 fd 59 fd fd 43 fd 
1a fd 16 11 fd fd fd 50 7e 
79 59 fd 46 2e fd fd 3d fd 
fd 49 70 fd fd 1b 15 fd 38 
fd 12 fd fd 42 97 fd 08 37 
fd fd 55 fd 10 fd 4b fd 28 
fd 28 4c fd 42 14 fd fd 04 
fd fd fd 77 fd 47 02 fd 63 
3e f6 fd 71 2a fd 4b 17 6a 
fd fd 19 fd 74 fd 39 7f 4e 
78 35 02 fd 

TU|!I>C*|~]wH=s-Ubi(-
!QD<g:fw#
v%u:H'fe%XJMf&
{0c{]93YCP~yYF.=
Ip8B7U((LBwGc>q*Kjt9N
x5

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.POWERPNT.16.1033.hxn

0 384 21 fd 76 67 fd fd 5b fd 11 
43 25 fd 24 fd 3c 7d fd fd 
fd 03 0e 65 26 52 fd 22 
28 2f fd fd 1c 55 fd fd fd 
61 24 08 fd 22 14 1f fd fd 
43 fd 4e fd fd 61 74 39 59 
fd 55 fd fd 3b fd fd 12 fd 
18 fd fd 05 48 fd fd fd 3d 
59 68 fd fe fd fd 28 76 31 
fd 86 5b 53 7d fd 5e 37 
4a fd fd 3f fd 00 00 4f 13 
28 fd fd fb 2c 11 26 25 71 
01 69 fd 62 fd 09 01 fd fd 
78 fd fd 2f 7c 0f 97 fd 50 
fd fd fd fd 56 fd 3c fd 36 
fd fd 35 fd 41 fd fd fd 02 
fd 7b df 5f fd 23 04 fd 36 
fd fd fd fd c5 fd 7a fd fd fd 
35 62 06 fd 55 1d fd fd fd 
fd 9f 7b fd 45 29 43 67 79 
fd fd fd fd 07 fd 46 40 fd 
fd 69 7a 72 fd 03 fd fd fd 
fd fd fd fd 72 fd fd 34 fd 
07 28 fd fd 4d 7f 55 fd 06 
fd fd 11 6a 4f fd fd 0c 29 
fd fd 34 fd fd fd 6e 10 fd 
0b fd fd 01 fd 

!vg[C%<}e&R"
(/Ua$"CNat9YU;H=Yh
(v1[S}^7J?
O(,&qibx/|PV<65A{_#6
z5bU{E)CgyF@irr4(MUjO
)4n

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Microsoft Help\
MS.POWERPNT.16.1033.hxn

416 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.SETLANG.16.1033.hxn

368 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 06 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 0e 6d fd 
18 fd 11 fd fd 19 fd 52 fd 
12 4a fd 36 fd 0d 6b 7b fd 
69 49 fd fd fd fd 75 fd fd 
6d fd fd fd fd 38 58 fd fd fd 
fd 27 fd fd 32 01 fd 5f 43 
31 fd fd 71 fd fd fd 4f fd 
67 75 fd fd fd 51 fd 16 63 
5f fd fd 5a 4a 03 fd fd 7b 
58 7e fd 5f 53 1a 48 fd 7c 
15 2a fd 4b 0c fd 06 fd 6f 
fd 3c 2c 35 fd 12 fd fd 79 
37 3f 12 fd fd 3d 2c fd fd 
fd 3f 3a fd 60 fd 29 39 fd 
fd 67 fd 5c fd fd 09 fd 67 
fd fd 09 fd fd 78 3a fd 3a 
1f 38 12 5e fd 78 46 fd fd 
fd 20 fd 71 fd 20 34 fd 02 
fd 17 fd 2e 2a 49 66 fd 0d 
6c fd 15 fd 04 fd 4a 2b 27 
fd fd 07 fd fd 70 7d 76 21 
fd 28 fd 33 47 fd c5 fd a0 
fd 3d 41 67 35 3f 0b fd 3d 
74 fd 3c fd 

TU|!I>mRJ6k{iIum8X'2_C
1qOguQc_
ZJ{X~_SH|*Ko<,5y7?
=,?:`)9g\gx::8^xF q 
4.*IflJ+'p}v!(3G=Ag5?=t<

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.SETLANG.16.1033.hxn

0 368 65 4a fd 4c 52 fd 55 fd 44 
7a 23 fd fd 52 5b fd fd fd 
01 fd fd 6c fd 25 31 4d 41 
34 fd fd 23 47 7f fd fd fd fd 
fd 08 fd 53 66 60 7b fd fd 
fd fd 55 40 27 0e 2b fd fd 
4c fd fd fd fd fd 12 23 fd 
50 fd 67 fd 4e 34 70 78 
10 4b 70 fd 1b 37 11 47 
7d 4e 3b 37 52 40 65 fd 
fd fd 29 44 fd fd 6f fd fd 
58 fd 4e 0f 04 fd fd 7d 32 
fd 1f 23 fd 10 73 fd 32 07 
fd 40 6f fd 74 fd 2c fd fd 
fd 3a 00 fd 7c 7b 16 6f 22 
71 fd 2e 1a 45 71 70 fd 
14 7a fd 1e fd 48 fd fd fd 
0c 1a 03 fd 33 fd fd 1d fd 
5f 6c fd 0b 2f 50 fd fd 13 
17 6c fd fd 58 fd 6e 0e 79 
36 57 3d fd 3a fd 0a fd 4e 
fd 62 fd 0c 7a 6f 79 61 fd 
fd 4f 13 fd 1c 07 49 fd fd 
fd fd 68 1c a4 fd 0b fd 0f 
52 41 fd 5e 53 fd fd fd 5b 
fd fd fd fd 05 fd fd fd fd fd 
2e fd fd 6b fd 5c 54 51 fd 
56 fd 63 1b 6b fd 

eJLRUDz#R[l%1MA4#G
Sf`{U@'+L#Pg
NpxKp7G}N;7R@e)DoXN
2#s2@ot,:|{
o"q.EqpzH_l/PlXny6W=:
NbzoyaOIhRA^[.k\TQVck

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.SETLANG.16.1033.hxn

400 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile
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C:\ProgramData\Microsoft Help\
MS.SKYPEFB.16.1033.hxn

368 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 06 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 35 2b 73 
30 78 fd fd fd 63 7a 51 08 
7a fd fd fd e3 fd 14 0f 46 
40 fd 3f fd fd 3d 12 fd fd 
66 6f 35 fd 1f fd fd fd fd 4d 
2f cf 49 fd fd fd 62 30 6b 
36 fd 4b 3d fd fd 46 60 64 
6c fd fd fd fd fd 02 28 12 
fd fd fd 42 3a 0a 08 fd 7c 
fd fd 29 be fd fd 13 62 74 
34 fd fd fd 6b fd 2b 7c fd 
fd fd fd 1d 79 fd 28 fd 76 
fd 3d fd 7f 75 fd fd 4e fd 
78 fd 05 fd 00 64 fd 6b fd 
fd 1e fd fd 59 47 fd fd 02 
fd 2f fd fd fd 3b fd 52 2b 
fd fd fd fd 18 60 2f 78 61 
0c 4e fd 1c 36 54 fd fd 79 
fd fd 5d fd 2d 4b fd fd 2f 
53 fd 2d 6b 53 03 10 38 
fd 75 0d 4b fd 12 fd ad 28 
17 6b fd fd 12 1c 32 fd 3b 
17 79 78 5b fd 5d 50 2b 
fd fd fd 

TU|!I>5+s0xzQzF@?
=fo5M/Ib0k6K=
F`dl(B:|)bt4k+|y(v=uNxdk
YG/;R+`/aN6Ty]-K/S-
kS8uK(k2;yx[]P+

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.SKYPEFB.16.1033.hxn

0 368 0b 19 2a fd 57 fd 47 01 fd 
7c fd fd 0c fd fd fd fd 09 fd 
fd 22 fd 1f 3e 65 75 22 65 
fd fd fd fd 57 17 fd fd 00 
fd 3c 78 62 fd fd 0f 27 fd 
6f 24 6a 2f 7d 7a 1a fd 16 
3d fd 79 2e 60 7a fd 5b 
7c fd 1d 58 3a fd fd fd 2c 
7c fd 02 fd 76 fd fd 65 2e 
57 5e fd 57 fd 40 0b 39 fd 
fd 0e fd fd 20 fd fd 79 71 
50 fd 22 fd 54 fd 54 14 fd 
c5 fd c2 63 fd fd fd 1c fd 
2e c3 fd 22 fd fd fd 35 fd 
fd 68 fd 66 fd 4e fd 64 07 
fd fd 5c 77 76 0d fd fd fd 
fd fd fd fd fd 4e fd 4e fd 
77 45 5c fd fd 42 44 fd 46 
fd 7c 46 20 fd fd 37 27 05 
14 22 fd fd fd fd fd 60 0e 
76 fd fd 26 6f fd 30 fd fd 
32 7e fd fd fd fd fd fd 11 fd 
fd fd fd fd 10 2a 27 64 fd 
fd 6b 16 48 fd 76 25 33 
59 40 6f 40 7d fd 7a 66 fd 
fd 7a fd fd 10 fd fd 0c 2c 
fd 53 1c fd fd fd 3a 36 07 
fd 39 fd 1f 

*WG|">eu"eW<xb'o$j/}z=
y.`z[|X:,|ve.W^W@9 
yqP"TTc."5hfNd\wvNN
wE\BDF|F 
7'"`v&o02~*'dkHv%3Y@o
@zfz,S:69

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.SKYPEFB.16.1033.hxn

400 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.SKYPEFB_BASIC.16.1033.hxn

400 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 02 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 5d 7b 1d 
fd fd fd fd fd 3e 62 58 fd 
2b 79 fd fd fd 11 50 65 00 
fd fd fd fd fd fd fd 61 38 fd 
15 fd fd 03 14 0b 1c fd fd 
fd 45 fd 38 08 1b fd fd 46 
3c fd 64 c3 fd 4a fd fd 12 
6b 5b be 56 fd 11 19 fd fd 
00 19 fd fd 52 08 78 08 
0e fd 24 fd 48 f1 fd 40 50 
fd fd 25 4d 1f fd fd 64 57 
fd 63 fd fd fd fd 7d fd fd fd 
fd 52 fd fd fd 23 4c 34 2b 
fd 5e fd 2d fd fd 6a bd 6d 
fd 58 48 fd fd fd fd 20 67 
fd 68 fd 12 fd fd fd fd fd 
4e fd fd fd 50 26 32 fd fd 
fd 70 fd 39 fd fd 70 40 38 
09 5b 54 fd 03 fd 48 fd fd 
fd 27 fd fd fd fd 41 fd 6e 
fd fd 6e 16 fd 7b fd fd 0a 
fd fd 7d 4d 5d fd 27 28 fd 
69 fd 1d 2f fd fd 

TU|!I>]
{bX+Pa8E8F<dJk[VRx$H
@P%dWcR#L4+^-jmXH 
ghNP&2p9p@8[TH'
Ann{}M]'(i/

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Microsoft Help\
MS.SKYPEFB_ONLINE.16.1033.hxn

416 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0c 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 19 fd fd fd 
fd fd 7e fd 38 fd fd fd fd fd 
fd 13 34 fd 00 47 fd fd 48 
1b fd 70 68 fd fd 66 48 fd 
4e fd 27 5c fd fd fd 24 65 
42 fd fd 55 fd fd fd fd 47 
48 14 fd 63 52 13 fd fd fd 
fd 17 fd 55 04 fd 2f fd 5e 
fd 78 78 3f fd fd 15 fd fd 
2d 79 6c 01 29 fd 7f fd 2d 
7d 3b 4c fd 65 fd fd fd 00 
32 fd fd fd fd 7b fd fd 54 
0e fd 7b fd fd fd fd 45 16 
fd fd fd 1c 79 45 24 fd fd 
0a 2d 59 fd fd fd fd 24 fd 
fd 21 2e 4b fd fd fd fd 6d 
29 fd 70 0f 5e fd fd 46 77 
fd fd fd 33 6b 1b fd 51 fd 
fd 42 06 fd 2d 5b 4a fd fd 
fd 05 fd 44 fd 3a 5e fd fd 
fd 07 fd 18 25 20 23 0e fd 
fd 46 fd fd 47 78 fd 5e 13 
34 4f fd 24 fd fd fd 34 fd 
fd 10 53 0d 14 

TU|!I>84GHphfHN'\$eBU
GcRU/^xx-yl)-
};Le2{T{EyE$-
Y$!.Km)p^Fw3kQB-
[JD:^% #FGx^4O$4S

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.SKYPEFB_ONLINE.16.1033.hxn

0 416 fd fd fd 1b 42 2d 16 fd 6c 
50 fd fd fd 60 13 80 dd 5b 
fd 53 7a 65 5a fd fd 01 45 
fd 14 fd 15 4d fd 6f 4d 4a 
76 fd fd fd fd 73 fd fd fd fd 
37 29 51 fd 5e 0f 59 11 fd 
14 fd fd fd 33 fd fd fd fd 7f 
fd fd 44 76 74 fd fd fd 6c 
0f fd 17 fd fd 40 fd 2c fd 
fd 16 41 71 fd 75 75 44 fd 
3a fd fd 4c 1e fd 08 1c fd 
48 2c 29 fd 0e fd fd fd 26 
fd 23 08 5f fd fd fd 4d fd 
5a fd 73 17 fd 4a fd fd 63 
4c fd 6c 07 fd 9d a2 fd 23 
79 2b fd 26 0e 61 fd 06 fd 
2c 07 fd 12 fd fd 7d fd fd 
fd 35 7b 45 78 6b fd 1f 68 
fd fd fd 42 fd 1e fd 10 74 
74 39 fd 15 fd 29 53 fd 6f 
7e fd fd 71 fd 4f 16 fd fd 
7d fd fd cf 78 02 21 fd fd 
72 23 4e 7d fd fd 03 3e 
09 fd 29 fd 67 0a 5c 3f fd 
fd fd fd 24 fd 02 fd 40 fd 
fd 56 46 fd 04 09 2a fd 3c 
73 fd 38 fd fd fd 56 5a 

B-
lP`[SzeZEMoMJvs7)Q^Y
3Dvtl@,A
quuD:LH,)&#_MZsJcLl#y
+&a,}5{Ex
khBtt9)So~qO}xr#}>)g\?
$@VF*<s8VZ

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.SKYPEFB_ONLINE.16.1033.hxn

448 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.SKYPEFB_BASIC.16.1033.hxn

0 400 65 37 6f 78 41 2c fd 53 fd 
1d 5b 11 05 60 fd fd 21 
20 35 fd fd fd 03 fd fd 14 
03 fd fd 75 52 42 75 fd 6a 
fd 65 17 fd 47 fd fd 1b fd 
65 4d 04 20 28 fd 63 86 
fd 3f fd 6f 59 01 2d 5d fd 
fd fd 09 3d 12 47 7c 12 
05 fd 1a 75 07 fd 10 56 fd 
fd 10 0d 17 79 fd 02 4f fd 
63 fd 19 68 fd 78 10 01 fd 
fd 02 77 fd 36 fd fd c2 fd 
a3 3e 0a fd 6a 1d fd fd 0e 
fd 2b 56 fd fd fd 1f 7d fd 
18 05 fd 1b 43 20 fd 8f fd 
5e 5c fd 15 fd fd 20 59 fd 
25 fd fd 16 07 fd 26 24 fd 
05 16 21 11 fd fd fd 14 fd 
7d fd 74 11 42 fd 68 61 fd 
0f fd 4f 4f 30 fd 4b 30 fd 
36 08 fd 47 7c 1c fd 6d fd 
51 37 30 11 fd 3f 78 4f 09 
fd 03 31 29 61 fd 53 fd 10 
fd fd fd fd 14 fd fd 09 fd 
21 2f 15 09 fd 57 3d 58 3f 
4b fd 1c 23 fd 98 fd 35 5c 
fd 22 fd fd b9 fd 7e 3d fd 
fd 

e7oxA,S`! 5uRBujeGeM 
(c?oY-]=G
|uVyOchxw6>j+V}C ^\ 
Y%&$!}tBha
OO0K06|mQ70?
xO1)aS!/W=X?K#5\"~=

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Microsoft Help\
MS.SKYPEFB_BASIC.16.1033.hxn

432 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.WINWORD.16.1033.hxn

368 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 06 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd fd 78 fd 
33 6a bd 25 fd 15 46 50 
fd 41 0e 6a fd 18 70 5b 
5c fd fd 79 7a fd 09 fd fd 
fd fd fd 63 5f fd 2e 21 fd 
04 35 1b fd fd fd fd 0b fd 
7d fd fd 60 73 fd 60 fd 41 
1e fd 38 77 67 47 4f fd c6 
69 73 7a fd 07 fd 7f fd 63 
fd 26 01 fd 62 fd 03 70 fd 
12 1f 6a fd fd 02 fd fd 69 
fd 72 fd 57 0f 0c fd 4c 20 
fd 5f 42 36 fd 62 fd fd 39 
41 35 02 6e fd 19 fd 37 
3b 44 fd fd 22 fd 21 31 fd 
6a 45 7e fd fd fd 6c fd 59 
05 fd 3a 27 fd fd 63 fd fd 
46 fd fd 77 04 19 fd 63 fd 
fd 49 19 10 79 57 fd fd fd 
fd fd 3f 13 4e 3c 23 7c 68 
1c 5e 47 fd fd fd fd 34 fd 
71 30 fd 64 fd fd fd 4a 32 
7c 40 74 75 fd fd fd 23 fd 
78 28 53 

TU|!I>xj%FPAjp[\yzc_.!5}
`s`A8wgGOiszc&bpjirWL 
_B6bA5n7;D"1jE
~lY:'cFwcIyW?
N<#|h^G4q0dJ2|@tu#x(S

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.WINWORD.16.1033.hxn

0 368 1f fd 13 48 fd 0b fd fd fd 
2d 7d fd 09 fd fd 43 31 fd 
2c fd fd fd fd fd 63 07 48 
25 69 7b 14 4f 7f 14 4b fd 
f3 78 fd 25 fd fd fd fd 79 
fd fd fd fd fd fd fd 74 69 
75 26 fd 3a fd fd 3a fd fd 
fd f9 fd 23 fd fd fd 70 6c 
7e fd 48 7a 0c fd 78 fd 5b 
fd fd 33 03 67 fd 0f 44 fd 
fd fd 04 fd fd 05 fd fd 2a 
fd fd fd fd 56 6f fd fd 41 fd 
fd fd fd fd 78 fd fd 41 fd fd 
7e fd 2f 3a fd fd 0b fd fd 
fd fd 6b fd 7e fd 35 6e 43 
00 21 6b 67 fd 02 fd 4b fd 
42 fd 41 5f fd fd 2b 4d fd 
fd 12 fd 05 40 33 fd fd fd 
15 fd 7f 41 2d 66 65 fd 20 
67 1c 13 fd 1d 47 5e 19 
0e fd fd fd 57 fd fd 6b 46 
48 60 70 fd 73 00 fd 0a 
1a e2 fd fd 13 fd 4e 69 2e 
9b 33 fd 56 fd 4a fd fd fd 
fd 6d 71 3e fd 74 5c fd 32 
7f 60 fd 26 45 23 14 6b fd 
0d fd 33 5a fd fd 

H-
}C1,cH%i{OKx%ytiu&::#p
~Hzx[3
gD*VoAxA~/:k~5nC!kKB
A_+M@3A-fe 
gG^WkFH`psNi.3VJmq>t
\2`&E#k3Z

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.WINWORD.16.1033.hxn

400 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.SKYPEFB_ONLINEG.16.1033.hx
n

416 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 06 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 05 fd fd fd 
fd fd 48 fd 06 5a 6f 60 2f 
58 fd 3f fd 4d fd fd fd fd 
bb fd 57 fd 30 48 36 3a fd 
23 fd 40 fd 68 fd 41 5d fd 
23 6c 5f fd 41 fd 66 fd fd 
fd 70 fd 5b fd fd fd 40 2f 
fd 41 7b fd fd fd 3f fd c8 
58 26 63 02 59 fd fd 15 fd 
fd 3d fd 86 fd 40 fd fd 6c 
fd 71 09 fd 3f 01 fd fd 3d 
22 fd 64 fd 71 5d 60 68 fd 
66 fd 48 73 fd 07 56 fd 67 
fd fd fd 26 fd fd fd 33 fd fd 
29 fd fd fd 2b fd 00 fd fd 
10 fd fd 2a 16 5b fd 0b 70 
fd fd fd fd 68 3d 6d 52 77 
43 fd 21 fd 7d fd fd 01 75 
22 fd 18 fd fd 6f 50 20 75 
14 fd fd 1d fd 63 1a fd fd 
64 fd fd fd 6b fd 53 fd fd fd 
fd fd fd 22 fd fd 3e 37 fd 
03 fd 3f 

TU|!I>HZo`/X?
MW0H6:#@hA]#l_Afp
[@/A{?X&cY@lq?
="dq]`hfHsVg3)+*
[h=mw!}u"oP ucdkS">7?

success or wait 1 AEE43A WriteFile
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Copyright Joe Security LLC 2022 Page 146 of 261



C:\ProgramData\Microsoft Help\
MS.SKYPEFB_ONLINEG.16.1033.hx
n

0 416 fd 34 64 fd 40 fd fd 1c fd 
fd fd fd fd fd 02 78 5f 0b 
3e 6d 72 fd 4d fd 72 fd fd 
61 52 04 fd 5a 7b fd fd 21 
fd fd 1f 3d fd 2a 01 fb 09 
07 fd fd fd fd fd 03 fd 42 
fd 14 fd 48 fd fd fd 01 fd 
71 41 66 fd fd 58 3a fd fd 
77 62 fd 74 fd 48 54 fd fd 
09 fd 64 fd 46 fd fd 12 62 
21 18 5d 55 2d fd fd 4c fd 
3e fd 14 fd 63 fd 37 fd df 
fd fd 12 33 77 fd 66 fd 08 
29 fd 17 13 fd fd 78 40 14 
fd 13 fd 61 fd 79 79 73 fd 
36 fd fd 07 44 4f 32 fd 57 
62 6c 38 4f 23 fd 45 26 
07 20 fd 59 57 6f 2c 09 fd 
fd 27 fd 08 07 fd fd fd fd 
29 c4 fd fd 38 fd fd fd 1c 
fd fd fd fd fd fd 1a fd 13 
7c fd fd fd 12 fd 17 fd fd 
07 fd fd 0b 5d 3f 40 bf fd 
1f 0a fd 46 23 fd fd 47 5d 
3f 27 fd 16 fd fd 1b 5c 03 
fd fd fd 60 eb d1 61 fd fd 

4d@x_>mrMraRZ{!=*BH
qAfXwbtTdFb!]U-
L>c73wf)x@ayys6DO2W
bl8O#E& YWo,)8|]?
@F#]?'\`a

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.SKYPEFB_ONLINEG.16.1033.hx
n

448 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.SPREADSHEETCOMPARE.16.1
033.hxn

448 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0c 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 49 6e 
fd 28 fd 58 fd 1b fd 44 fd 
19 fd 63 49 fd fd 27 a3 fd 
fd 21 41 fd 1a 14 fd fd fd 
72 fd fd fd fd fd 2f fd fd 14 
0c fd 45 fd 72 34 55 fd 40 
31 10 fd fd fd 1f 10 fd 6e 
4c 74 fd fd 45 35 60 73 fd 
5d fd 10 fd fd 79 fd 72 fd 
21 fd 1b 01 fd 07 fd fd 14 
fd fd 27 fd fd fd 5b fd 3e 
55 fd 41 77 fd fd 40 fd 38 
fd fd 4e fd 68 2c 0b 5a 46 
fd fd fd 53 fd 30 fd 60 52 
fd 3b fd fd fd 6b fd 71 72 
0d 35 48 fd fd 99 4c fd 4e 
fd 4c 26 fd 58 1f 08 f3 fd 
fd 14 27 28 fd 0a 76 27 
43 fd fd 64 fd fd 4d 7c 39 
fd fd c3 fd fd 72 fd 10 fd fd 
fd 14 17 fd 0c 37 69 28 fd 
fd fd fd fd 28 fd 62 7d 35 
31 4b 70 7e 21 13 fd fd 
34 03 fd fd 

TU|!I>n(XDcI'!Ar/Er4U@1
nLtE`s]
yr!'[>UAw@8Nh,ZFS0`R;
kqr5HLNLX
'(v'CdM|9r7i((b}51Kp~!4

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
MS.SPREADSHEETCOMPARE.16.1
033.hxn

0 448 42 fd fd 64 fd fd fd 6c 2b 
7c 08 67 56 6c 56 fd 36 
fd 6c fd 74 fd fd 1a fd 3c 
fd 4a 58 0a 64 39 fd 0d fd 
3e 68 fd de fd fd fd 73 7e 
52 fd fd fd fd 68 2d 29 fd 
4b 3c fd fd 76 fd 78 fd 34 
54 fd 59 fd 58 fd fd 0f fd 
17 fd 1e 4b fd fd fd 18 fd 
32 59 03 fd 4a 40 59 78 
7f 54 2b fd fd 06 fd 22 fd 
55 48 7f 79 fd 78 03 fd 46 
fd 21 72 ba 75 fd 54 fd 50 
15 fd fd 62 6b 29 20 29 
25 28 61 fd 19 06 fd 58 
81 fd 7f 3d 0c fd fd 17 6e 
67 fd 5d 3c 49 fd 13 fd 16 
fd 36 58 fd 0c fd fd fd 60 
fd fd 04 29 65 55 fd fd 5d 
06 fd fd 99 15 fd fd fd 3e 
fd fd fd fd fd fd 14 0d fd fd 
39 39 23 1b 3f 10 53 fd 
ea fd fd fd fd 07 23 01 fd 
5f c6 4e fd 3c 7e fd fd fd 
63 08 65 12 fd fd 89 50 fd 
6f fd 2b fd a8 fd 51 fd fd 
fd fd 06 54 fd 23 fd fd 

Bl|gVlV6lt<JXd9>hs~Rh-
)K<vx4TY
XK2YJYxT+"UHyxF!ruTP
bk) )%X=ng]
<I6X`)eU]>99#?
S#_N<~cePo+QT#

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Microsoft Help\
MS.SPREADSHEETCOMPARE.16.1
033.hxn

480 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
nslist.hxl

6272 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0a 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 5c fd fd fd 
fd 14 04 5f fd 13 11 08 3c 
2f fd 4e fd fd 41 fd 2e 78 
04 fd fd 73 fd 03 60 fd 14 
70 fd fd 0d 4f d3 1b fd 65 
5a 39 48 6d 24 fd 23 fd 
6c fd fd 33 fd fd 67 fd fd 
10 fd 07 fd 18 4a 6d 75 
2e 00 fd 34 01 7d 33 fd 
6e 45 fd 07 fd 51 3a 40 
5b 62 fd fd 1f 79 fd fd 66 
fd 36 68 45 fd fd 72 5f fd 
4d 2e 98 fd 29 32 fd fd 4d 
78 fd fd 51 21 03 fd 61 d7 
fd 22 fd 85 16 fd 60 22 0b 
fd 13 fd 61 3d 48 fd 23 7f 
fd 5e fd 2c fd fd 50 54 fd 
fd 32 fd 55 fd 73 da 6d fd 
fd fd 51 1a fd fd fd 13 52 
1c fd 1b 10 63 0b fd 0f 14 
fd fd 42 46 fd fd fd 4a 3b 
fd 01 fd fd 2f 5a 5a fd 60 
48 fd 37 fd 42 4d fd 4a fd 
fd 30 fd 3f 

TU|!I>\_</NA.xs`pOeZ9H
m$#l3gJm
u.4}3nEQ:@[byf6hEr_M.)
2MxQ!a"`
"a=H#^,PT2UsmQRcBFJ
;/ZZ`H7MJ0?

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft OneDr
ive\setup\refcount.ini

32 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 07 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 15 fd fd 5f 
2b fd 10 08 fd fd fd 77 fd 
fd fd 4e fd fd 1a fd 7f fd 
55 5b fd fd fd fd 07 45 64 
3d 13 fd fd 7d fd 7b fd 55 
48 fd fd fd 14 41 fd fd 11 
fd fd 22 61 fd fd d1 fd 71 
37 a8 02 fd fd 2c c3 01 fd 
fd 15 fd 0b fd 23 fd 6a 0c 
fd 09 fd fd fd fd fd fd 14 
48 68 56 00 23 58 fd fd 
77 39 46 fd fd fd 3f fd fd 
fd fd fd 2f 73 fd 7c 29 2e 
21 fd fd fd fd 0c fd fd 1f 68 
6e 2d 64 66 fd 4e 63 fd 
12 fd 62 fd d7 fd 42 fd 59 
fd 2a 36 fd 51 fd fd fd fd 
fd 09 fd 17 4a 26 fd 5a 34 
5d 32 7e fd 30 34 5d 7c 
72 fd 08 fd fd 04 fd fd 36 
8b 41 fd fd 49 fd fd 0b 55 
18 25 3a fd 76 7c 45 fd fd 
5d fd fd fd fd fd fd 66 1f 40 
5e 18 fd 18 

TU|!I>_+wNU[Ed=}
{UHA"aq7,#jHhV
#Xw9F?/s|).!hn-
dfNcbBY*6QJ&Z4]
2~04]|r6AIU%:v|E]@^

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft Help\
nslist.hxl

0 6272 fd fd 7d 0e 52 10 37 6c fd 
27 67 fd fd 21 0d fd fd fd 
fd 32 53 fd 4c fd a4 54 18 
63 72 fd fd 3e fd 4c 69 19 
fd fd fd 4b 44 72 7e 0e 0e 
27 60 23 fd fd fd fd 52 fd 
fd 5f 24 fd 1d 24 3c 58 1c 
18 fd fd fd fd 67 56 56 09 
fd 3d fd 54 21 fd fd 38 fd 
53 fd fd 0b 79 fd fd 41 fd 
fd 04 16 fd fd 1e 6d fd fd 
fd 56 6f 70 09 fd 1c 1b 10 
da fd 3f fd 4b fd 49 fd fd 
5e fd fd 76 00 33 fd 3f 70 
fd 42 2e 11 08 7f 63 51 
39 fd 28 fd 1f fd 3d 04 6a 
4e 51 3a fd 36 fd 55 fd fd 
39 fd 53 fd fd fd 13 5b 2b 
fd fd 06 61 fd fd 7d fd 7f 
3b fd fd fd fd 4a fd fd fd fd 
41 fd 2e 32 fd 0c 67 75 
08 40 fd 3e fd 1c 7e 65 
51 47 37 fd fd 28 fd 42 fd 
fd 56 fd fd fd 7e fd 1e 7b 
fd 23 43 fd 5f fd 4e fd 55 
fd fd 0c 17 45 fd 6c fd 52 
72 65 fd 45 fd 0d fd fd 65 
45 fd fd fd fd fd 

}R7l'g!2SLTcr>LiKDr~'`#R
_$$<Xg
VV=T!8SyAmVop?KI^v3?
pB.cQ9(=jQ
:6U9S[+a};JA.2gu@>~e
QG7(BV~{#C
_NElRreEeE

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Microsoft Help\
nslist.hxl

6304 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft OneDr
ive\setup\refcount.ini

0 32 fd fd fd 99 fd fd 1e 74 fd 
fd 50 1b ad fd 04 fd fd 57 
fd fd 32 fd fd 03 0a 49 00 
2a 

tPW2I* success or wait 1 AEE43A WriteFile

C:\ProgramData\Oracle\Java\ins
tallcache\baseimagefam8

709976
80

1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 02 00 
00 00 01 00 00 00 00 00 
10 00 fd fd fd fd 02 00 00 
00 00 00 00 00 fd fd 24 fd 
4f fd fd 14 fd 40 fd 38 fd 
fd 4b 18 51 71 40 2c fd fd 
49 fd fd fd 5d fd 4e fd fd 
37 fd fd fd 07 fd fd 33 48 
fd 10 6c fd 20 fd 41 6c 60 
4c 0f cb 48 fd fd 99 fd fd 
11 5c 3b 6f 5e fd 5d fd fd 
14 fd 79 5a fd fd fd 30 3e 
fd 78 52 06 31 31 1b 46 
fd fd fd fd 09 fd fd fd 32 
44 fd 6e fd fd fd 61 fd fd 
16 6e fd 29 fd 48 fd fd fd 
78 6e fd fd fd fd fd 09 fd 
55 fd 40 fd fd 24 fd 10 fd 
54 3b fd fd 67 fd fd 45 73 
fd 56 5a 15 4a fd 2f fd fd 
61 fd fd 5a 5c fd 11 1c fd 
17 2e 7b 71 fd fd 42 5a 
3e fd 06 0c fd fd 33 36 21 
5e 66 1e 4e 71 58 fd 5b 
71 72 44 2f fd 5d fd fd 83 
fd 39 fd fd fd 0a 76 07 fd 
17 a5 42 fd c7 46 5f 

TU|!I>$O@8KQq@,I]N73
Hl Al`LH\;
o^]yZ0>xR11F2Dnan)Hx
nU@$T;gEsVZJ/aZ\.
{qBZ>36!^fNqX[qrD/]9vB
F_

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft OneDr
ive\setup\refcount.ini

64 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Oracle\Java\ins
tallcache\baseimagefam8

0 104857
6

fd 5f 45 4f fd 00 fd 04 fd 
00 fd 69 31 2e 06 a5 35 
fd 45 72 fd 17 fd 70 7d fd 
16 35 53 fd 00 6a 70 7a 
fd fd 72 01 fd 50 0d fd 23 
fd fd 34 0b fd fd 7f c4 42 
fd fd fd 76 3f 5a 59 5b fd 
fd 4a fd 23 fd fd 2c fd fd 
fd 65 3f 24 33 fd 2e fd 4b 
4d fd 45 fd fd fd fd 7b fd 
4c fd fd fd 35 61 c3 6f 7c 
fd 68 fd 6f 33 67 fd fd 5d 
fd 4c 29 16 fd 28 fd 73 76 
fd 67 fd fd fd fd fd 1c 68 
fd 61 fd 6e 64 fd fd fd fd 
f5 29 0c 03 02 67 56 fd 
39 fd 14 fd 16 fd 4f fd 4c 
fd 59 67 32 fd fd 51 fd 64 
35 63 fd fd 2f fd fd 3e 19 
fd 46 6e fd fd 70 fd fd 24 
fd fd 79 fd 4a fd 35 0b 03 
6c 57 fd fd 4b fd fd 0b 16 
90 fd 09 77 0b 7c fd 4a 
2b fd fd 32 6f 54 fd fd fd 
39 fd 56 3a fd 5d fd fd 63 
fd 3e 4f fd fd 2a fd 24 09 
58 fd 48 14 fd 47 49 97 

_EOi1.5Erp}5SjpzrP#4Bv
?ZY[J#,e?
$3.KME{L5ao|ho3g])
(svghand)gV
9OLYg2d5c/>Fnp$yJ5lW
K|J+2oT9V:]c>O*$XHGI

success or wait 1 AEE43A WriteFile

C:\ProgramData\Oracle\Java\ins
tallcache\baseimagefam8

709977
12

8 02 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile
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C:\ProgramData\Oracle\Java\ins
tallcache\baseimagefam8

699491
02

104857
6

51 fd 1d 32 7c fd 6d fd fd 
fd 61 17 43 3b 5f 1c 49 
0a 45 ee 4d fd 3f 28 1c 
20 67 1b 0b 3e 35 fd 67 
fd 26 83 fd fd 1f 4b 12 4b 
02 fd 06 fd fd 24 fd 0d 55 
3a 86 fd fd fd fd fd 6a 3f 
58 fd fd 6b fd 2c fd 11 21 
fd fd 4e 68 67 44 45 fd 54 
01 36 25 20 66 37 fd 22 
fd 07 04 48 15 fd 62 fd 2a 
fd fd 51 fd 21 fd fd fd 65 
49 fd fd 4a 34 fd 68 2e 82 
fd 03 fd 73 fd fd 3b fd 6a 
fd fd 70 67 78 f2 fd 22 4e 
3a 5f 14 35 4b 1f 7c 09 
5b fd 46 fd fd fd 0e 69 3b 
1c 3c fd 58 01 5d fd fd fd 
fd 54 fd 63 25 4d fd fd 25 
fd 0a fd fd fd fd fd 4f fd 1c 
7f fd 74 2d fd 1a fd fd fd 
5b fd fd 6a fd fd fd fd 0d 
6d 1f fd 1c 05 fd 2e 49 00 
fd fd fd 1a 6a 34 01 60 23 
fd 74 fd 0a 26 5b 7a fd fd 
fd 04 fd 15 79 fd 40 fd fd 
fd 30 fd fd 4e fd fd fd fd 
6d 1d 3d fd 

Q2|maC;_IEM?( 
g>5gK$U:j?Xk,!Nh
gDET6% 
f7"Hb*Q!eIJ4h.s;jpgx"N:
_5K|[Fi;<X]Tc%M%Ot-
[jm.Ij4`#t&[zy@0Nm=

success or wait 1 AEE43A WriteFile

C:\ProgramData\Oracle\Java\ins
tallcache\baseimagefam8

709977
12

8 02 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Oracle\Java\ins
tallcache\baseimagefam8

709976
78

2 51 fd Q success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
050d4fc8-5d48-4b8f-8972-47c82c
46020f}\state.rsm

848 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0c 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 5a fd fd 
2a fd 39 fd 3d 47 fd 13 28 
fd fd 30 7e 07 fd 4c 31 fd 
0a 49 fd 61 06 fd fd 48 72 
70 6d 1b fd 00 07 52 5b 
fd 22 70 fd 64 fd 2f 55 fd 
74 09 fd 1d 6b fd 41 78 fd 
fd fd 33 fd fd fd fd fd fd 5c 
06 fd 74 fd fd 4f 61 fd 15 
fd 25 fd 5c 2b 46 fd fd 35 
e9 37 06 7d 48 fd fd 59 
48 fd fd fd f7 5a 0c 3e 33 
ad fd 79 fd 25 11 66 1c 
46 09 fd 20 fd 09 6a fd fd 
fd 65 fd 1c fd fd fd 39 71 
fd 44 5f 38 10 fd fd fd 0d 
0b 54 fd 46 59 fd fd fd e1 
fd 67 41 fd fd fd 19 33 39 
77 fd fd 11 fd 27 69 fd fd 
fd 49 fd b6 fd 98 70 6d 15 
20 fd fd fd fd 53 fd 0f 78 
6e fd fd fd fd 21 54 fd 12 
fd 20 fd 60 fd 02 cc 2e 01 
fd 3e 41 3a 

TU|!I>Z*9=G(0~L1IaHrp
mR["pd/Ut
kAx3\tOa%\+F57}HYHZ>
3y%fF e9qD
_8TFYgA39w'iIpm xn!T 
`.>A:

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Package Cache\{
050d4fc8-5d48-4b8f-8972-47c82c
46020f}\state.rsm

0 848 56 5b fd 45 68 fd fd fd 57 
5b fd 65 5b fd fd 10 64 2c 
62 57 55 fd 00 fd fd 4b 22 
fd fd fd 07 6a fd 36 44 3f 
30 44 fd fd fd 99 fd 71 fd 
fd fd 23 16 fd fd 51 fd fd 
fd 13 16 13 75 17 fd 3e fd 
fd 5d 38 2d 1b fd 0f fd fd 
67 7c fd 45 fd bf fd fd 53 
1c 1f fd 16 02 63 20 30 fd 
07 0b 72 fd 05 fd 13 33 fd 
42 fd fd fd 0e 4b fd 15 5c 
54 fd fd 1c fd 01 36 6b 6e 
02 6e 48 6a 60 05 fd 69 
0a 2f fd fd 76 4c fd 31 fd 
22 fd fd 0f 5c fd 05 fd 1f 
69 6d 59 2a 35 fd 23 fd fd 
6b fd fd 6c fd 1c 3e fd 50 
fd 52 71 4c fd fd 2e 3f fd 
fd 10 41 fd 45 fd fd fd 2f 
3f 41 fd 6f 6f fd 78 22 10 
66 fd 7f 5a fd 76 73 72 fd 
09 31 69 fd 37 47 fd 22 fd 
2b 79 11 fd 09 1a 09 6e 
25 1a fd fd fd 00 2a 43 54 
3a fd fd 1f fd fd 6c 6a fd fd 
3b a7 fd 28 fd fd 0d 66 6b 
fd 

V[EhW[e[d,bWUK"j6D?
0Dq#Qu>]8-g|ESc 
0r3BK\T6knnHj`/vL1"\imY
*5#l>PRqL.?AE/?
Aoox"fZvsr1i7G"+y
n%*CT:lj;(fk

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
050d4fc8-5d48-4b8f-8972-47c82c
46020f}\state.rsm

880 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
12578975-C765-4BDF-8DDC-
3284BC
0E855F}v14.21.27702\packages\v
cRuntimeAdditional_amd64\cab1.cab

572932
8

1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0d 00 
00 00 01 00 00 00 00 00 
10 00 fd fd fd fd 02 00 00 
00 00 00 00 00 fd fd 14 
30 1a fd 4d fd fd fd fd 20 
fd 4d fd fd 3b 21 34 53 fd 
fd 59 79 4e 2d 08 fd 4d 
5a fd fd fd fd fd 74 56 25 
72 76 72 20 4a 1c fd 43 
5a 75 fd fd fd 44 4f 31 fd 
46 fd fd fd 06 0a fd fd 05 
54 30 fd 34 fd fd fd 45 fd 
fd 03 fd fd 66 fd 14 bd 5a 
51 60 7a 4e fd 09 fd fd 00 
fd 58 fd fd 52 fd fd 0d 15 
fd 30 fd fd 9d fd fd 3c fd 
6a fd 6c 14 6f 64 11 4a 
19 76 1f fd fd 2a fd 1e fd 
28 fd 71 fd 5f fd 39 fd 3c 
20 fd 73 fd fd 58 fd fd 3b 
fd 7f 29 03 7c 08 16 fd 3d 
71 77 fd 5c 77 fd fd fd fd 
4f fd 41 fd 5f 29 fd fd fd 
44 fd 1b 67 fd 56 66 fd fd 
fd fd 23 0e fd 32 fd fd 6b 
5c 43 6c fd 74 fd fd fd 19 
23 0c 61 1f fd 31 64 

TU|!I>0M M!4SYyN-
MZtV%rvr JZuD
O1FT04EfZQ`zNR0<jodJ
v*(q_9< sX
;)|=qw\wOA_)DgVf#2k\Clt
#a1d

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
19F7E289-17B8-44EC-A099-927507
B6F739}v14.21.27702\packages\v
cRuntimeMinimum_x86\cab1.cab

137459
2

1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 04 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 02 00 00 
00 00 00 00 00 06 2d 07 
fd fd fd 60 08 fd 12 29 fd 
6d 13 7d 0f fd fd 6d 25 55 
fd fd 68 18 fd 0c 2d 0e 02 
fd 2e 6b fd 65 1a 52 6e fd 
6c fd 38 fd 6b fd 7e 2f 5e 
fd fd fd 14 46 0f fd fd 7c 
5b fd 42 fd 34 3b 2a fd fd 
43 fd 3b 79 fd fd 2b 5d 6c 
12 2b fd fd fd 25 17 62 fd 
fd 5e fd 2a 67 fd fd fd fd 
fd 2b 72 fd fd 06 58 4f fd 
0e fd fd 6f fd 12 fd fd fd 
38 2d 50 fd fd fd 05 39 fd 
1a 28 34 fd 76 50 fd 0e 
29 fd fd 45 35 fd 50 fd 6a 
64 54 fd 49 fd 78 fd 2f 5d 
0b fd fd fd 41 30 70 fd fd 
2c fd fd 30 5e 0d 19 fd 20 
59 fd 7f fd 53 20 fd fd fd 
67 6f fd fd 5b fd fd fd fd 
3b fd fd b1 48 18 74 1f fd 
49 7e 57 fd 57 fd 78 fd 13 
fd fd fd 68 7e 5b 

TU|!I>-`)m}m%Uh-
.keRnl8k~/^F|[
B4;*C;y]l+%b^*g+rXOo8-
P9(4vP)E5PjdTIx/]Ap,0^ 
YS go[;HtI~WWxh~[

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Package Cache\{
12578975-C765-4BDF-8DDC-
3284BC
0E855F}v14.21.27702\packages\v
cRuntimeAdditional_amd64\cab1.cab

0 104857
6

30 73 12 2a 45 51 fd 55 
27 fd fd 20 fd 01 4b 3e 01 
72 fd 63 24 fd fd da 18 47 
2d fd 56 fd 66 fd fd fd 22 
fd 6b fd fd 4c 46 28 fd 31 
8e fd 69 09 75 fd fd fd 7d 
3b 41 fd 3d 2b fd 73 fd fd 
fd 6c fd 70 3c fd 57 3a fd 
fd 17 40 63 19 fd fd 0d fd 
fd 75 52 2e 64 4f 16 fd 7c 
fd fd fd 24 6e fd 04 43 fd 
41 fd fd 11 10 2e 34 3f a8 
18 fd 0b 44 47 fd fd 48 fd 
50 fd fd fd 59 fd fd fd 4a 
65 63 fd 53 fd fd 76 fd 67 
fd 5d fd 33 fd fd 09 fd 4b 
fd fd 5e fd fd fd 1c fd 25 
fd 37 62 7b 03 fd 76 60 
6d fd 18 1b 25 fd 53 fd 46 
6c fd fd 7f fd 07 7d 36 22 
fd fd fd fd fd 74 2c 61 fd 
70 fd 07 13 37 43 fd 79 fd 
62 fd 1e fd 21 2c 60 1d 
46 fd 7c c1 fd fd 3e 5c fd 
4f fd fd 22 29 fd fd 62 69 
10 34 62 fd 00 fd fd fd fd 
fd 10 58 15 49 fd fd fd fd 
09 fd fd 55 7d 04 

0s*EQU' K>rc$G-
Vf"kLF(1iu};A=+
slp<W:@cuR.dO|$nCA.4
?DGHPYJecS
vg]3K^%7b{v`m%SFl}6"t,
ap7Cyb!,`F|>\O")bi4bXIU}

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
12578975-C765-4BDF-8DDC-
3284BC
0E855F}v14.21.27702\packages\v
cRuntimeAdditional_amd64\cab1.cab

572936
0

8 02 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
13A4EE12-23EA-3371-91EE-EFB36D
DFFF3E}v12.0.21005\packages\vc
RuntimeMinimum_x86\cab1.cab

997056 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 02 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 45 60 
26 05 fd fd 05 fd 3c 43 54 
fd fd 58 52 27 65 fd 01 fd 
fd fd 3a fd fd 92 fd 27 0b 
fd 1d 27 fd fd fd 66 4f 69 
7c 17 fd 77 3b fd 5a fd 78 
fd fd 4b 41 17 fd 23 fd 54 
fd fd fd fd 3b 21 67 77 2e 
5e fd fd fd fd 0a f8 fd 4f 
7d 2d 19 fd 0f 68 fd 4b fd 
fd 1d 5c fd fd c7 18 1a 19 
fd fd 23 fd fd 12 14 3b 57 
fd fd 00 fd 20 fd fd f1 6f 
45 27 3c 73 fd 21 7e 1e 
fd fd fd 5d fd fd 47 4f fd fd 
fd 3d fd fd fd 57 44 fd fd 
5c fd fd 47 fd fd fd fd fd fd 
13 33 fd 0e 2f 4f 35 fd fd 
fd fd fd 74 7f 1c 12 fd 73 
2f 24 15 48 4c fd 95 fd 66 
fd fd 3b 47 02 fd 42 fd fd 
38 1f 47 fd fd fd fd fd 61 
26 fd 27 30 01 07 fd 62 
21 1b 77 06 

TU|!I>E`&
<CTXR'e:''fOi|w;ZxKA#
T;!gw.^O}-hK\#;W 
oE'<s!~]GO=WD
\3/O5ts/$HLf;GB8Ga&'0b
!w

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Package Cache\{
19F7E289-17B8-44EC-A099-927507
B6F739}v14.21.27702\packages\v
cRuntimeMinimum_x86\cab1.cab

0 104857
6

fd 05 fd 28 fd 51 fd 5d fd 
33 12 00 b3 69 14 62 55 
7e fd 5a 76 50 6b fd 30 fd 
54 1f 7e fd 36 fd fd fd 2f 
48 67 64 26 fd 28 fd fd 55 
fd fd 5d fd fd 39 43 fd 49 
14 fd 6f 32 1b 74 04 44 
28 fd 5f 3d fd 61 fd 4e 63 
fd fd fd 5b 69 37 fd fd fd 
0e 55 4b fd fd fd 12 fd 43 
03 fd fd fd 7b fd 6f fd fd fd 
fd fd 58 4d 22 0d fd fd fd 
fd fd 3d 19 1e 52 ce fd fd 
2b fd fd 71 fd 29 fd 62 fd 
fd 4a 0a 07 14 fd 0a fd fd 
28 fd 68 22 fd 1c fd 05 27 
fd fd 6b fd fd fd fd 01 fd 
65 fd 73 6e 36 1a fd fd 67 
fd fd fd fd fd fd 3a 61 3f 
36 fd 77 3f 26 fd 14 29 0a 
4f 45 1c fd fd 28 5a fd 6d 
fd fd 6d 7e 09 76 45 37 
ec fd 18 6e 4c fd fd 69 46 
20 14 fd fd fd 24 fd 41 fd 
6e c4 fd 26 73 fd 28 fd 5d 
7a 63 46 51 fd 0c fd 4b 
7a 71 fd fd 47 1a fd fd 55 
fd 39 fd fd 41 0f 

(Q]3ibU~ZvPk0T~6/Hgd&
(U]9CIo2t
D(_=aNc[i7UKC{oXM"=R
+q)bJ(h"'kesn6g:a?6w?
&)OE(Zmm~vE7nLiF $A
n&s(]zcFQKzqGU9A

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
19F7E289-17B8-44EC-A099-927507
B6F739}v14.21.27702\packages\v
cRuntimeMinimum_x86\cab1.cab

137462
4

8 02 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
12578975-C765-4BDF-8DDC-
3284BC
0E855F}v14.21.27702\packages\v
cRuntimeAdditional_amd64\cab1.cab

468073
9

104857
6

fd fd fd 73 fd 0f fd fd fd 56 
24 6b fd 25 fd 0a fd 21 fd 
fd fd 36 fd 6f 13 53 fd 1e 
fd fd fd 1c 3a fd 45 fd 78 
fd fd 24 4c 1c 36 51 5f fd 
75 fd fd 36 28 10 48 4c 
20 fd 55 43 fd 49 67 fd fd 
3d fd 1c fd fd fd fd 54 37 
0d fd 70 60 fd fd 1b 7d 46 
7e 72 46 fd 4d 59 57 fd 
28 0e 64 c1 61 24 4a 1b 
fd fd 56 fd fd 24 fd 4c fd 
fd 2a 60 7b 7e 6d fd 0b fd 
59 fd fd fd 77 0b 53 fd fd 
fd 50 cf 21 68 78 4c 5f 24 
17 fd fd 0b 61 fd 33 00 08 
42 27 fd 21 1a fd 09 fd 0c 
57 52 fd 61 3f 18 fd 00 fd 
11 7d 38 40 fd fd fd fd 4a 
fd 1d fd fd fd 44 01 fd fd 
fd fd 69 fd 1d 31 fd fd fd 
fd fd 0c fd 62 fd fd fd 28 
11 58 fd fd fd 13 fd fd fd 
fd 3f fd fd fd 29 7f 25 78 
fd fd 61 57 fd 61 6b fd 72 
73 fd 09 8a fd 35 fd fd 2f 
fd 59 fd 77 3a 42 fd 69 fd 
fd fd 

sV$k!6oS:Ex$L6Q_u6(H
L UCIg=T7p
`}F~rFMW(da$JV$L*`{~m
YwSP!hxL_
$a3B'!WRa?}@JDi1b(X?)
%xaWakrs5Yw:Bi

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
12578975-C765-4BDF-8DDC-
3284BC
0E855F}v14.21.27702\packages\v
cRuntimeAdditional_amd64\cab1.cab

572936
0

8 02 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
12578975-C765-4BDF-8DDC-
3284BC
0E855F}v14.21.27702\packages\v
cRuntimeAdditional_amd64\cab1.cab

572931
5

13 fd fd fd 73 fd 0f fd fd fd 56 
24 6b fd 

sV$k success or wait 1 AEE43A WriteFile
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C:\ProgramData\Package Cache\{
13A4EE12-23EA-3371-91EE-EFB36D
DFFF3E}v12.0.21005\packages\vc
RuntimeMinimum_x86\cab1.cab

0 997056 fd 77 1f 4e fd fd e9 fd 48 
fd 7a 6e 4b fd fd 0f 2b 3d 
3e 86 fd fd 1c fd 5e 35 fd 
6b fd fd 4d fd 36 e8 fd fd 
fd fd 71 fd 3d 0e 23 fd 6b 
0d 7e fd 4c 85 fd 37 2c fd 
fd 25 f6 fd 2d fd 05 fd 27 
fd 4a fd 2f fd 3a 3f 70 fd 
fd fd fd 45 fd 79 68 fd fd 
fd fd fd 09 26 70 18 fd fd 
04 fd fd fd 0d fd 5a fd 2f 
28 fd fd 47 fd 20 ca 21 0a 
fd fd fd 18 2c fd 44 72 25 
fd 2c 00 40 66 00 0a fd fd 
fd fd 32 72 fd 30 59 fd fd 
fd 34 52 35 04 fd fd fd 2d 
19 17 1e 2b 72 fd 24 fd fd 
48 fd 77 fd 6b fd 2c fd fd 
7a 57 fd 2d fd fd 4a fd 78 
fd fd fd fd 03 47 8e 4f 59 
1c fd fd 79 37 50 fd 33 fd 
37 5b fd 57 fd fd fd 69 1b 
72 44 01 4c fd 66 fd 61 fd 
fd fd fd 30 fd 33 fd fd fd fd 
fd 37 fd 03 fd 72 03 fd 6b 
fd 69 7a fd 77 36 12 fd fd 
4e 35 43 48 4c fd 

wNHznK+=>^5kM6q=#~L
7,%-'J/:?pEyh&pZ(G 
!,Dr,@f2r0Y4R5-+r$Hwk,
zW-
JxGOYy7P37[WirDLfa03r
kizw6N5CHL

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
13A4EE12-23EA-3371-91EE-EFB36D
DFFF3E}v12.0.21005\packages\vc
RuntimeMinimum_x86\cab1.cab

997088 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
19F7E289-17B8-44EC-A099-927507
B6F739}v14.21.27702\packages\v
cRuntimeMinimum_x86\cab1.cab

104857
6

326016 68 fd 2a 5e fd fd 67 fd 33 
2c 4d 44 fd fd 12 4f fd 1c 
59 fd 2e 2a 00 31 61 37 
fd 43 fd 28 49 6f fd fd 69 
fd 68 fd fd 33 fd 3e fd 1a 
fd 0a fd fd 6e 39 0c fd 47 
7c fd 1b 44 fd 1e fd 15 fd 
27 23 fd 16 fd fd 28 fd 42 
14 fd 0b 41 fd 3e fd fd 36 
fd 73 fd 3b d8 fd 51 fd fd 
31 13 55 84 fd fd 4a 14 
51 fd fd 14 72 fd 54 51 fd 
0b fd fd fd 50 fd 9a fd 1a 
fd 87 76 fd fd 08 64 12 fd 
65 7c fd fd fd fd 37 1b fd 
fd 4c 70 7a fd 20 fd 3a 0d 
35 23 36 fd 24 fd 3d fd 21 
0b 53 fd fd 2d 03 7b fd 1d 
6c 5a 50 3a fd fd 4a fd fd 
0d c6 fd fd 43 04 42 0c 
74 6a 2e fd 01 fd 42 36 fd 
07 fd fd fd fd fd 25 26 72 
fd fd fd fd fd 1a 2f fd fd fd 
6f 5e fd fd e4 16 1f 31 fd 
fd fd fd fd 22 fd fd fd fd 6d 
fd fd fd fd fd 45 fd 4e 7e 
3f 46 3f fd fd 12 fd 14 5e 
29 

h*^g3,MDOY.*1a7C(Ioih3
>n9G|D'#
(BA>s;Q1UJQrTQPvde|7
Lpz :5#6$=!S-
{lZP:JCBtj.B6%&r/o^"mE
N~?F?^)

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
19F7E289-17B8-44EC-A099-927507
B6F739}v14.21.27702\packages\v
cRuntimeMinimum_x86\cab1.cab

137462
4

8 02 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile
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C:\ProgramData\Package Cache\{
33d1fd90-4274-48a1-9bc1-97e33d
9c2d6f}\state.rsm

832 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 08 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 4e 56 
09 65 fd fd 59 50 f1 61 fd 
7f 58 fd fd 42 fd fd 61 fd 
00 22 fd 13 5c fd fd 2a 58 
4f fd 64 69 50 e1 fd fd fd 
fd 1b 40 fd 23 7f 44 27 fd 
fd 7d fd 1a 16 48 39 59 
38 0a fd 76 fd 6d fd 39 fd 
0f 76 51 66 74 fd 44 fd fd 
fd 7c fd fd 16 fd fd 72 fd 
32 fd fd 76 fd fd 39 fd 6e 
fd 2f 1f 42 fd fd 6b 4c 47 
fd 3e fd 0d 60 0c fd fd fd 
75 fd fd 20 fd fd fd 5e fd fd 
5c fd 5a fd 77 0c 46 fd 76 
fd fd 72 3e fd 56 fd fd 1f 
fd 02 fd fd 06 76 fd fd fd 
fd 20 fd 4d 7c 61 fd fd 4e 
fd fd fd fd fd fd fd fd 56 6e 
3b fd fd 57 6a 75 53 fd 49 
fd fd fd 6b fd 4f 22 fd 38 
35 fd 60 fd 2f 40 fd fd 04 
fd 6c 2f 12 fd fd 5b fd fd 
fd 

TU|!I>NVeYPaXBa"\*XO
diP@#D'}H9
Y8vm9ftD|r2v9n/BkLG>`u 
^\ZwFv>Vv 
M|aNVn;WjuSIkO"85`/@l/
[

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
33d1fd90-4274-48a1-9bc1-97e33d
9c2d6f}\state.rsm

0 832 10 4b fd 74 fd 2a fd fd 43 
58 2a fd fd c0 5d fd 2a fd 
42 fd fd 03 fd 07 fd fd 40 
00 79 fd fd 20 47 fd 15 fd 
4d 70 50 02 43 fd 25 30 
fd 71 24 fd fd fd fd 31 1a 
fd fd fd fd 62 fd 03 22 68 
fd fd 31 23 76 65 fd 86 fd 
33 73 12 3c fd fd 04 17 fd 
28 07 40 fd fd fd 1d fd fd 
fd 25 71 fd 56 fd fd fd 1b 
fd 0f fd 3c fd fd fd fd 31 fd 
fd 7d 2f 06 5f 35 fd 3e fd 
fd fd fd 57 fd 4d fd fd 48 
fd fd fd 5c 28 fd fd fd 25 fd 
51 27 34 fd 37 6c 02 64 
fd 39 65 44 fd 20 48 65 fd 
47 67 fd 1d fd 27 8a fd fd 
77 0c 4d fd fd fd 7c 07 fd 
52 66 57 22 fd 2b fd fd fd 
fd 43 42 15 48 fd 2a 13 fd 
fd 65 7a fd 7d 27 fd fd 6c 
37 fd 75 10 fd 3b 00 44 
6e ed fd fd 25 5a fd fd 07 
fd fd 38 3d 23 fd 05 4b 41 
0a fd 45 32 fd 23 3b fd 25 
4e fd 88 fd 09 fd 01 fd fd 
14 fd 

Kt*CX*]*B@y 
GpPC%0q$1b"h1#ve3s
<(@%qV<1}/_5>WMH\
(%'47ld9eD He
Gg'wMRfW"+CBH*ez'l7u;
Dn%Z8=#KAE2#;%N

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
33d1fd90-4274-48a1-9bc1-97e33d
9c2d6f}\state.rsm

864 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
213668DB-2263-4E2D-ABB8-487FD5
39130E}v14.21.27702\packages\v
cRuntimeAdditional_x86\cab1.cab

520670
4

1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 02 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 05 00 00 
00 00 00 00 00 fd fd 25 
21 9a 64 fd fd 2b fd 2c fd 
6b fd 7c fd fd fd 24 79 fd 
fd fd fd 56 5b fd 5f 58 fd 
fd fd fd 2b fd f9 fd fd fd 22 
4c 7d 79 30 45 fd 56 fd 
8e fd fd 35 fd 70 32 54 29 
fd fd 6d 1e 59 51 7f fd 34 
fd 5d 53 07 fd 57 fd fd 46 
fd 4e fd 0a fd fd 47 74 13 
fd 57 fd 74 16 fd fd fd 44 
fd 6b fd 5d fd 52 0b fd 60 
fd f6 24 fd fd 7f fd fd 09 
d6 fd fd 2e fd 7b fd 06 fd 
45 fd fd fd 48 fd 27 fd 3c 
54 fd 5c fd fd fd 2b fd fd 
06 0f fd 28 fd fd 3c 14 fd 
ca 29 fd fd 48 fd fd 05 30 
6f 40 68 fd fd fd 4f fd fd 
25 fd fd 51 fd 77 5f 6f 0e 
00 fd 7f 75 50 5f fd 0b 32 
40 0a 7d 58 fd 54 7c fd fd 
70 fd fd 58 43 0f fd fd fd 
fd fd 19 41 fd 

TU|!I>%!d+,k|$yV[_X+"L}
y0EV5p2
T)mYQ4]SWFNGtWtDk]
R`$.{EH'<T\+
(<)H0o@hO%Qw_ouP_2
@}XT|pXCA

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Package Cache\{
213668DB-2263-4E2D-ABB8-487FD5
39130E}v14.21.27702\packages\v
cRuntimeAdditional_x86\cab1.cab

0 104857
6

fd fd fd fd fd 75 59 fd 33 
fd fd 79 fd fd 69 29 fd 60 
7c fd fd 03 29 5b fd fd fd 
50 7a 5b 70 39 3f 67 70 
fd 74 fd fd fd fd 37 07 c7 
fd 2d 39 35 fd 4b fd 03 24 
fd fd 75 fd fd 7c 53 fd 44 
fd fd fd 43 fd 78 3b fd fd 
1f 23 fd fd 54 fd fd fd 1a 
5b fd 62 fd 66 fd 3a 74 12 
fd 16 54 fd fd fd 39 13 0a 
fd 1c fd 5f fd 1d fd 76 58 
fd fd 78 45 29 56 5e fd 63 
fd fd fd 11 fd 55 5c 4e fd 
02 29 3b fd fd 4e 6c 3b fd 
2e fd fd 2d fd 1b 53 1b fd 
c6 fd fd 4a 43 50 1c fd 08 
fd fd 6b fd fd fd 7b 7e 74 
36 71 77 58 fd 72 fd 12 fd 
58 fd 13 22 36 c8 fd 4e fd 
22 08 fd fd fd fd fd fd fd 8b 
8a fd 38 fd fd 1f fd 48 23 
ea fd 00 fd fd 69 fd 4d fd 
fd 69 fd 5c fd fd 1c 42 10 
fd 6e 46 34 fd fd 69 5d fd 
4a 2d fd 7b fd 72 fd 7b 06 
fd fd fd fd 13 fd 17 76 fd 
4e fd 

uY3yi)`|)[Pz[p9?gpt7-
95K$u|SDC
x;#T[bf:tT9_vXxE)V^cU\N
);Nl;.-
SJCPk{~t6wXrX"6N"8H#i
Mi\BnF4i]J-{r{vN

success or wait 4 AEE43A WriteFile

C:\ProgramData\Package Cache\{
213668DB-2263-4E2D-ABB8-487FD5
39130E}v14.21.27702\packages\v
cRuntimeAdditional_x86\cab1.cab

520673
6

8 05 00 00 00 00 00 00 00 success or wait 4 AEE43A WriteFile

C:\ProgramData\Package Cache\{
37B8F9C7-03FB-3253-8781-2517C9
9D7C00}v11.0.61030\packages\vc
RuntimeAdditional_amd64\cab1.cab

580025
6

1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0c 00 
00 00 01 00 00 00 00 00 
10 00 fd fd fd fd 02 00 00 
00 00 00 00 00 52 fd fd 
4a 76 48 79 24 12 fd fd 
7c 6a fd aa 5e c5 22 7a 
69 1c 6b 77 fd fd fd fd fd 
fd 68 03 fd 7b 75 fd fd fd 
fd 46 46 fd 67 35 40 fd fd 
fd fd 7b fd 57 fd 2c 09 24 
5d 1c 24 fd 5a fd 53 7a fd 
16 3b fd fd 42 29 fd 31 58 
2e fd 54 24 17 fd fd fd 6e 
2e 30 fd 23 1a 1f 64 fd 0c 
fd 2a fd fd 3e fd a5 fd 2e 
10 fd 79 fd 51 fd 2a fd 2b 
fd fd 11 fd fd fd fd fd 17 fd 
4f fd fd 69 fe 28 34 1f 2f 
fd 38 5f fd fd fd 6e 5b 01 
fd 09 46 61 fd fd 37 fd 43 
50 1f 7b fd 68 fd 61 18 fd 
fd f9 2a 07 2c 72 3e fd 2d 
27 33 fd fd 73 fd 63 46 fd 
fd 79 49 37 02 18 fd 64 
5a dc 56 35 39 fd fd fd 77 
75 fd fd fd 07 30 2a fd 54 
fd 18 fd 03 0a fd 

TU|!I>RJvHy$|j^"zikwh{u
FFg5@{W
,$]$ZSz;B)1X.T$n.0#d*>.
yQ*+Oi(
4/8_n[a7CP{ha*,r>-
'3scFyI7dZV59w0*T

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Package Cache\{
37B8F9C7-03FB-3253-8781-2517C9
9D7C00}v11.0.61030\packages\vc
RuntimeAdditional_amd64\cab1.cab

0 104857
6

40 07 57 09 40 5b fd fd fd 
68 02 04 10 07 fd fd fd fd 
fd fd 0e fd fd 45 58 fd fd 
fd 29 fd 26 5c fd fd 39 7e 
45 fd 6f 25 fd 34 fd fd 37 
57 fd 2b 7b 6c fd fd fd 53 
fd 50 fd 03 fd fd 77 fd 4a 
fd 58 fd fd ac 7c 49 fd 70 
fd fd fd 4c fd 2a fd 46 7a 
fd fd fd fd 59 fd 12 fd fd fd 
fd fd fd 4d 17 55 67 fd fd 
32 00 53 ed 61 1c fd fd 
9a fd fd fd 5e 01 2f fd 7f 
fd 0a 57 5d fd fd 74 fd 44 
fd fd 74 fd fd 6f fd 07 2d 
3a fd fd 19 73 52 49 7f fd 
6c 6c 15 78 fd 25 31 fd fd 
56 0f fd fd fd 1a fd 1e 53 
1b 5d fd 56 78 6e fd 67 
62 fd fd 44 fd 6d 7e 09 54 
48 fd 73 39 18 fd 35 fd 24 
62 35 fd 13 fd fd fd fd 27 
17 fd fd fd fd 1f fd fd 2e 4c 
25 fd 30 fd fd 6c 48 fd 09 
5a 2c 4c 26 3e 07 76 76 
11 7f 4f 06 1b 65 7c 71 
72 fd 1b fd fd 77 fd 33 3f 
50 40 0c 74 0f 

@W@[hEX)&\9~Eo%47
W+{lwJX|IpL*z
YMUg2Sa^/W]tDto-
:sRIllx%1VS]Vx
ngbm~THs95$b5'.L%0lH
Z,L&>vvOe|qrw3?P@t

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
37B8F9C7-03FB-3253-8781-2517C9
9D7C00}v11.0.61030\packages\vc
RuntimeAdditional_amd64\cab1.cab

580028
8

8 02 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
213668DB-2263-4E2D-ABB8-487FD5
39130E}v14.21.27702\packages\v
cRuntimeAdditional_x86\cab1.cab

419430
4

101240
0

81 07 fd 3a 5d 59 fd 2e 
78 fd fd fd 02 3a 39 7a 74 
53 fd 7f 3f 2b fd fd 44 fd 
42 47 42 fd fd 0e fd 0a 44 
fd 55 48 29 16 fd fd fd 77 
fd 4d fd 3f 72 fd 17 fd 57 
fd fd 16 4b fd 48 fd fd 06 
09 31 54 4c 3c 6f fd 04 fd 
fd 57 73 5c 07 fd 25 7b 
70 7c fd 65 fd 71 fd 26 fd 
49 2b fd fd 4a fd 0d fd 36 
fd fd fd 28 3e fd 03 fd fd 
3b 03 19 fd fd fd 14 fd fd 
67 71 fd 24 c3 fd fd 7a fd 
fd fd 1f fd fd 66 fd 37 fd fd 
41 fd fd fd fd fd 01 fd 2d fd 
6d 0e 61 13 fd fd 5f fd fd 
32 1d fd 71 32 fd 56 2d 
4e 3c fd fd 41 fd 52 fd fd 
6a 61 fd 6f 25 55 fd 2f 66 
fd 7b 55 fd 35 fd 1b fd fd 
4b 54 fd fd 2f fd 12 fd fd 
79 07 fd fd 71 19 fd fd fd 
fd 5c fd 35 56 3d 6c fd fd 
fd fd fd fd 23 fd 4f fd fd 3e 
fd 14 a8 4c 67 fd 74 16 
14 58 5a fd 5f fd 36 fd 60 
fd 

:]Y.x:9ztS?
+DBGBDUH)wM?
rWKH1T<oWs\%
{p|q&I+J6(>;gq$zf7A-
ma_2q2V-
N<ARjao%U/f{U5KT/yq\5
V=l#O>LgtXZ_6`

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
213668DB-2263-4E2D-ABB8-487FD5
39130E}v14.21.27702\packages\v
cRuntimeAdditional_x86\cab1.cab

520673
6

8 05 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile
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C:\ProgramData\Package Cache\{
37B8F9C7-03FB-3253-8781-2517C9
9D7C00}v11.0.61030\packages\vc
RuntimeAdditional_amd64\cab1.cab

475166
8

104857
6

17 fd 5a 53 fd fd 3c fd 6c 
3a 5a fd fd 6a 1f 51 69 7e 
fd fd 42 fd fd 7a 71 7e fd 
1c fd 3c fd 2b fd fd 67 fd 
09 fd fd fd fd a1 3c fd 06 
fd fd fd 4a 1d 16 2b fd 1f 
fd fd 76 fd 29 fd 55 fd 4d 
fd fd 79 05 7c fd 66 fd 23 
63 fd 42 5d 62 fd fd 33 fd 
fd 5e 2b 4c fd 1c 22 fd fd 
fd 40 45 fd fd fd 79 28 5e 
36 fd 73 28 fd 96 54 71 
10 57 fd fd 4f fd fd 2a fd 
79 71 6f 4e 5d 06 7d 3c 
fd 19 fd 10 44 78 7f fd fd 
43 9c 59 fd 37 1d fd b4 1f 
fd 38 3d 6d fd 37 fd 73 fd 
26 04 23 77 38 fd fd fd 7c 
6d fd fd 56 46 fd 34 fd fd 
1d fd 41 01 fd fd 01 fd 6c 
5b fd fd 7a 71 3d 1c 0b fd 
fd 59 76 22 19 fd 65 fd 4d 
33 50 03 ea 22 19 25 fd 
fd fd 1a fd fd fd 05 fd 43 
fd 52 0f 58 07 fd 04 09 fd 
06 fd 3a 43 79 fd fd 70 fd 
0e fd 53 fd fd 29 

ZS<l:ZjQiBzq~
<+g<J+v)UMy|f#cB]
b3^+L"@E(^6s(TqWO*yq
oN]}<DCY78
=m7s&#w8|mVF4Al[zq=Y
v"eM3P"%CRX:CypS)

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
37B8F9C7-03FB-3253-8781-2517C9
9D7C00}v11.0.61030\packages\vc
RuntimeAdditional_amd64\cab1.cab

580028
8

8 02 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
37B8F9C7-03FB-3253-8781-2517C9
9D7C00}v11.0.61030\packages\vc
RuntimeAdditional_amd64\cab1.cab

580024
4

12 17 fd 5a 53 fd fd 3c fd 6c 
3a 5a fd 

ZS<l:Z success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
49697869-be8e-427d-81a0-c334d1
d14950}\state.rsm

1184 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 08 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 61 fd 3f fd 
fd fd 28 1e 12 fd fd fd 40 
fd fd 50 76 25 26 fd 4f 0d 
fd 46 12 5b 3f 1d fd 70 fd 
56 0c fd fd 43 0a fd fd fd 
0e 3c 69 fd 5a fd 21 fd 26 
fd 73 fd 4f 31 7c fd 1e fd 
fd 60 fd 06 fd 03 3a 7d fd 
24 fd fd 24 fd 22 04 fd 09 
fd 76 fd fd 07 5a 42 fd fd 
fd 4d 15 51 fd fd 1b 05 fd 
2a fd da fd 0f fd fd fd 1d 
06 6e ae 47 fd fd 64 12 fd 
78 fd 47 fd 66 ea fd fd 97 
20 15 14 4c 4a 20 fd 3d 
11 78 13 02 6f 38 fd 20 fd 
57 47 fd 77 27 fd 44 fd 10 
25 20 fd 04 31 ab fd fd fd 
fd fd fd 59 fd fd 1a fd fd fd 
36 fd 7c 15 16 fd fd 31 fd 
fd 62 fd fd 7f 4d 08 6b 6b 
fd fd 5b 2d fd 30 fd 57 0d 
2b fd 6d fd fd fd fd 2e fd fd 
43 

TU|!I>a?(@Pv%&OF[?
pVC<iZ!&sO1|
`:}$$"vZBMQ*nGdxGf LJ 
xo8 WGw'D% 
1Y6|1bMkk[-0W+m.C

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Package Cache\{
49697869-be8e-427d-81a0-c334d1
d14950}\state.rsm

0 1184 47 3c fd fd fd fd 1d 61 35 
7c 22 0f fd 0b 88 56 1b 5f 
54 fd 10 fd 05 01 39 17 fd 
78 71 fd fd fd 32 fd 0a 74 
fd 09 5c 04 fd 70 24 fd fd 
17 fd fd 00 2f fd fd 2d fd 
78 01 64 06 fd fd 78 5a fd 
e7 fd fd 16 7f 2b 45 fd fd 
fd fd 43 fd 22 3d fd 69 fd 
70 18 fd fd 5e fd fd b4 57 
fd 01 03 2e 58 fd fd 57 38 
7f 50 27 fd fd fd 3c fd 2b 
fd 01 02 ca fd 0f 0f fd 7e 
fd a6 fd 72 5d 07 fd fd 0d 
fd fd fd 2b fd 2f fd fd fd fd 
fd fd fd 04 52 6f fd fd 2d 
42 fd fd fd 5a fd 39 fd 32 
fd 0a 0f 2a 2b 33 fd 22 65 
fd 00 04 fd 7b fd 18 fd fd 
16 24 fd fd fd fd fd 46 fd 
fd fd 21 fd 2a 63 30 17 76 
1e 68 2e fd fd fd 4e 40 69 
19 21 7b 44 fd fd fd 3a 51 
0f ed fd 72 fd 60 01 50 fd 
01 66 fd fd 75 fd fd 58 5d 
fd 6b fd 50 2e 7c fd 72 fd 
fd 

G<a5|"V_T9xq2t\p$/-
xdxZ+EC=ip^
W.XW8P'<+~r]+/Ro-
BZ92*3"e{$F!*c0vh.Ni!
{D:Qr`PfuX]kP.|r

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
49697869-be8e-427d-81a0-c334d1
d14950}\state.rsm

1216 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
929FBD26-9020-399B-9A7A-751D61
F0B942}v12.0.21005\packages\vc
RuntimeAdditional_amd64\cab1.cab

558828
8

1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 01 00 00 00 00 00 
10 00 fd fd fd fd 02 00 00 
00 00 00 00 00 1d 0a fd 
4d 1a 2d 1e fd 63 fd 1f 31 
fd 10 d9 22 49 fd 61 c6 
d4 fd fd fd fd fd 0e fd 3a 
53 fd 67 fd fd 79 fd fd 40 
47 01 01 fd fd fd 6d aa 40 
fd 2f 7d 79 58 6b 08 fd fd 
46 fd fd fd fd 1d fd fd fd 
05 fd 2b fd 76 07 fd 04 33 
2f fd 7c fd 06 13 33 fd fd 
1b fd fd fd 05 50 6c 3a fd 
fd fd 6d fd fd fd 5c 77 fd 
7e fd fd 23 54 fd 40 3a 04 
40 fd 68 fd 3e fd fd fd 27 
6d fd 23 fd fd fd 29 6d fd 
09 fd fd fd fd fd fd 21 fd 
23 fd 2a 0f fd 4f 35 fd 70 
7d fd fd 41 fd fd fd fd 27 
6f fd fd 33 2e 32 fd fd fd 
fd fd 48 49 fd d5 fd fd 5d 
fd 1b 21 1a fd fd fd fd 75 
fd 33 fd 1f 00 3b fd 3b 4d 
61 76 fd 5f fd fd 12 7b fd 
d9 

TU|!I>M-
c1"Ia:Sgy@Gm@/}yXkF+
v3
/|3Pl:m~#T@:@h>'m#)m!
#*O5p}A'o3.2HI!u;;Mav_{

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
929FBD26-9020-399B-9A7A-751D61
F0B942}v12.0.21005\packages\vc
RuntimeAdditional_amd64\cab1.cab

0 104857
6

fd 6b 5a 13 fd bb fd 30 40 
01 16 13 7f fd 0c 53 67 
1a 63 6c fd 10 e4 34 fd fd 
72 40 fd 63 5d 66 51 fd 
65 fd fd fd fd 12 fd 3f 34 
fd 6f fd 45 0f 2c fd fd 21 
fd fd fd 6c 78 02 07 fd 50 
fd 6d fd 25 4b 43 fd fd 5a 
fd 5e 03 32 fd 2e 22 fd 28 
77 fd fd 70 fd 6c 37 23 10 
fd 4d 0d fd 83 2c 39 fd 7e 
61 fd fd fd 5a 18 fd 5b fd 
52 78 69 fd 01 77 19 fd 
2a fd fd fd 1c fd 55 79 00 
fd 02 fd 55 6c 58 b7 fd 63 
fd 72 35 fd 25 36 47 45 fd 
fd fd fd fd fd 75 fd 32 fd fd 
30 71 18 fd 5a 61 fd fd 09 
64 14 40 fd 40 0d fd 01 fd 
1e 56 15 fd fd fd 6f 3e fd 
fd fd 3a fd 54 1f 7c 4a fd 
14 35 fd fd 7e 7f fd fd 63 
fd fd 23 62 fd fd fd fd 25 
fd 67 6e 6c fd 51 fd 64 fd 
fd fd 39 27 74 3d 67 fd 14 
6f 34 fd fd 6b 24 3e 41 fd 
55 fd fd 46 b2 1c fd 

kZ0@Sgcl4r@c]fQe?
4oE,!lxPm%KCZ^2."
(wpl7#M,9~aZ[xiw*UyUlc
r5%6
GEu20Zad@@Vo>:T|J5
~c#b%gnlQd9'
t=go4k$>AUF

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Package Cache\{
929FBD26-9020-399B-9A7A-751D61
F0B942}v12.0.21005\packages\vc
RuntimeAdditional_amd64\cab1.cab

558832
0

8 02 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
929FBD26-9020-399B-9A7A-751D61
F0B942}v12.0.21005\packages\vc
RuntimeAdditional_amd64\cab1.cab

453969
6

104857
6

11 fd fd 57 fd fd fd 23 06 
fd 44 4e fd 47 fd 5a 56 76 
fd fd 4f fd fd 54 09 fd 4e 
1d a9 fd 3c 4b 43 7f fd fd 
fd 26 fd 61 5b fd 69 47 fd 
52 fd fd 00 52 c7 fd 20 49 
54 6f fd 6c fd 7e 41 92 fd 
75 fd 70 fd 4c fd fd 1d 49 
d2 fd fd fd 79 47 fd 4d 64 
fd 39 40 7e 46 63 09 fd fd 
fd 3f 4b 73 fd 25 fd 01 fd 
fd 1b 3d fd fd 72 fd 3f 09 
0c fd 7e 49 fd 5f fd fd fd fd 
62 32 78 79 16 6c 2a fd 
fd fd fd 3d 36 fd fd 34 18 
fd 5f 32 fd 1f 38 fd fd fd 
82 fd 6d 42 04 fd fd fd 55 
4d fd 48 5b fd 04 2f b3 24 
fd 3d fd fd 73 4c 60 6a fd 
60 83 67 38 fd 4c 4e fd 
4a fd 37 54 84 05 fd fd 36 
fd 0e fd fd 74 02 2d 1c fd 
25 fd 55 fd 00 fd 66 62 52 
71 fd fd 0b 06 fd fd 4d 28 
fd 6c 38 77 fd fd fd fd 30 
5d fd 62 1d 31 39 3b 80 
fd 30 fd fd 3c fd 

W#DNGZVvOTN<C&a[iG
RR ITol~pLIy
GMd9@~Fc?Ks%=r?
~I_b2xyl*=64_28
mBUMH[/$=sL`j`g8LNJ7
T6t-%UfbRq
M(l8w0]b19;0<

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
929FBD26-9020-399B-9A7A-751D61
F0B942}v12.0.21005\packages\vc
RuntimeAdditional_amd64\cab1.cab

558832
0

8 02 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
929FBD26-9020-399B-9A7A-751D61
F0B942}v12.0.21005\packages\vc
RuntimeAdditional_amd64\cab1.cab

558827
2

16 11 fd fd 57 fd fd fd 23 06 
fd 44 4e fd 47 fd 5a 

W#DNGZ success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
A749D8E6-B613-3BE3-8F5F-045C84
EBA29B}v12.0.21005\packages\vc
RuntimeMinimum_amd64\cab1.cab

103451
2

1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 06 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 00 fd fd 
1a 5c 70 fd 7f fd fd 75 0b 
fd fd fd fd 53 fd fd 12 50 
78 fd 70 fd 17 40 fd fd fd 
2a 57 3a fd fd 73 62 fd 25 
3f 7b fd fd fd 16 fd fd fd 7f 
fd fd fd 2b fd 05 72 0e 3d 
42 1d fd fd 3f 3b 2a 24 fd 
fd 17 19 fd 23 fd 1b 25 fd 
1a fd 63 fd fd 2f 7e fd 54 
fd 90 52 7f 4e fd 2c fd 06 
3d 36 39 2f fd 72 3a 61 fd 
fd fd 10 fd 24 75 24 fd fd 
3e fd fd 71 3f fd fd 2c 45 
fd fd fd fd fd 67 1d 6d 6b 
fd 5c fd fd 79 fd fd 07 27 
70 75 12 fd 4b 62 fd fd 2e 
fd 69 fd 2b fd fd 71 00 83 
14 22 39 5e fd 28 fd 12 fd 
4b 30 fd 1c 5c fd fd fd 6d 
7c fd fd fd df fd 62 1b 7e 
06 fd fd 5a fd 2f 76 3e fd 
fd ee 78 58 26 fd 35 fd fd 
67 

TU|!I>\puSPxp@*W:sb%
?{+rB?;*$#
%c/~TRN,=69/:a$u$>?,E
gmk\y'puK
b.i+q"9^(0\m|b~Z/xX&5g

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Package Cache\{
A749D8E6-B613-3BE3-8F5F-045C84
EBA29B}v12.0.21005\packages\vc
RuntimeMinimum_amd64\cab1.cab

0 103451
2

6d fd 74 0f 05 46 38 fd 69 
3f fd 70 fd fd 29 67 32 fd 
e0 fd fe 15 27 20 fd 65 0c 
6a 6a 7e fd 7d 02 7a fd fd 
fd 7d fd fd 2c 15 41 fd 7b 
07 fd 74 2a 31 05 fd fd 4d 
fd 59 fd fd 3d 35 5e 79 7d 
fd 22 0e 7a 74 33 fd 1d 
03 26 01 66 fd 2c 67 5b 
fd fd 3f 4a 78 fd fd fd 24 
fd fd fd fd b1 fd 5b fd 47 
fd fd 0f fd 39 7e fd fd fd fd 
3a 4a 4d 11 1b fd fd 6e 
a3 fd 3f 2d fd fd 19 5d fd 
fd fd fd 3c 5e 0b fd 36 fd 
05 26 72 49 39 fd 24 fd 8f 
38 33 4f 79 fd fd fd 71 94 
78 27 62 fd 76 fd 7e 2c fd 
3a 79 4c fd 24 fd fd fd 5a 
4f fd fd 1d fd fd fd fd fd 30 
42 5b 00 15 fd fd fd 78 18 
fd fd 33 75 fd 72 fd fd fd 
44 fd fd 70 fd 81 24 fd 50 
fd fd 0b fd fd 3a 03 6f 0d 
fd 7e fd 29 fe fd 72 63 fd 
4c fd 37 6f 7f fd 47 fd 1a 
24 1e fd b0 fd 4f 7f fd 

mtF8i?p)g2' 
ejj~}z},A{t*1MY=5^
y}"zt3&f,g[?Jx$[9~:JMn?-
]<^6&r
I9$83Oyqx'bv~,:yL$ZO0
B[x3urDp$
P:o~)rcL7oG$O

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
ca67548a-5ebe-413a-b50c-4b9ceb
6d66c6}\state.rsm

832 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 08 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd fd 3e 
13 fd 47 01 14 75 16 06 
fd fd fd 37 fd 41 6b 11 fd 
fd 38 02 fd fd fd fd 04 fd 
fd 1f 22 fd 5a fd 56 7e fd 
e6 fd 0e 49 fd fd 64 0c 0f 
fd 63 fd 02 fd fd 0d 6e 37 
fd fd fd 46 fd fd 02 0c fd 
fd 4e 65 4e fd 75 04 43 
73 72 fd fd fd fd 01 fd 02 
fd 55 4e 77 fd c8 fd fd 10 
1a fd fd 29 fd 00 fd 2e 6e 
22 45 fd 24 fd 22 74 04 
70 fd fd fd 15 0f fd 54 fd 
4c 3e fd da fd fd 34 fd 40 
fd fd 6a fd 7f fd 3e 29 fd 
08 fd 1e 45 fd 24 fd 68 fd 
fd fd 3e fd fd 6a 63 fd fd 
2a fd fd 44 3c fd 11 3d 1e 
36 18 fd 6a fd 0b fd fd 71 
78 1d 41 7f 66 fd 4b fd fd 
50 77 0d fd 3d fd 4f fd 7d 
fd 53 fd fd 93 fd 6f 51 1f 
0d 36 01 00 fd fd fd 

TU|!I>>Gu7Ak8"ZV~Idcn
7FNeNuCsr
UNw).n"E$"tpL>4@j>)E$
h>jc*D<=6
jqxAfKPw=O}SoQ6

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
B175520C-86A2-35A7-8619-86DC37
9688B9}v11.0.61030\packages\vc
RuntimeAdditional_x86\cab1.cab

515382
4

1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 08 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 05 00 00 
00 00 00 00 00 3b 53 fd 
fd 77 09 fd 59 78 fd 39 74 
fd fd 41 06 fd fd fd 7d 19 
fd fd 2e fd fd 57 1c 60 fd 
29 22 fd fd fd 10 55 08 70 
fd 1f 05 53 fd 3c fd fd 23 
4d 6e fd fd 45 fd fd fd 18 
2a 76 fd 6c 4f 6f e7 fd fd 
46 67 57 fd 18 03 55 fd 
25 fd fd fd 21 2d fd fd 63 
fd fd 2f 1b 17 5a 32 fd 6a 
fd 1d 45 20 fd 6b 41 fd 4c 
fd fd 1e fd fd fd fd 27 fd fd 
27 40 fd 78 70 fd 32 65 
5c 42 fd fd 7c fd fd 7a 2c 
60 fd 60 fd fd fd fd 29 fd 7f 
31 fd 66 50 7a fd fd fd fd 
29 fd 46 4c fd fd fd 0f 62 
2d fd fd 15 65 05 fd fd 52 
6d 3f fd 15 fd 12 fd 12 fd 
fd 23 fd 04 7d fd 79 fd fd 
65 fd 1d 5c 59 fd fd 90 77 
fd fd fd 62 0d 29 30 5f fd 
fd 74 fd 32 19 fd fd 54 

TU|!I>;SwYx9tA}.W`)"Up
S<#MnE*vlOoFgU%!-
c/Z2jE kAL''@x2e\B|z,
``)1fPz)FLb-eRm?
#}ye\Ywb)0_t2T

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
A749D8E6-B613-3BE3-8F5F-045C84
EBA29B}v12.0.21005\packages\vc
RuntimeMinimum_amd64\cab1.cab

103454
4

8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile
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C:\ProgramData\Package Cache\{
BD95A8CD-1D9F-35AD-981A-
3E7925
026EBB}v11.0.61030\packages\vc
RuntimeMinimum_x86\cab1.cab

821696 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0f 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 44 fd 23 
18 fd 46 fd 61 fd 84 fd 44 
fd 69 27 fd 54 4f fd 7f 64 
fd dd 33 fd fd 47 0e 1d fd 
7f fd 69 10 4a 12 fd 45 76 
48 0b 7e ce 67 78 fd 41 
fd 69 fd fd fd fd 04 fd fd 
4c 38 fd 65 fd 6d fd 09 1e 
5c fd 22 fd fd 6c fd 3d 5c 
fd 44 fd 4b 0a fd fd 4a fd 
0f 21 fd 01 fd 5e fd 38 ed 
62 fd fd a8 7b 77 31 39 
63 32 fd 7f 70 5a fd fd 7b 
fd fd 66 79 0b 71 01 35 
66 54 fd fd 13 71 fd 5e 10 
40 fd fd 55 57 fd fd fd 5f fd 
03 48 fd 45 3a fd 2b 3a 
23 5b fd 75 16 fd fd fd 0c 
fd fd 2e fd fb fd 94 61 fd 
fd 17 fd fd 6d fd 2c fd 11 
fd 73 fd fd fd fd fd fd fd bb 
5a 4c 33 fd fd 6b 0c fd 40 
fd 42 fd 0d fd 4a 60 ad 54 
fd fd 

TU|!I>D#FaDi'TOd3GiJE
vH~gxAiL8
em\"l=\DKJ!^8b{w19c2pZ
{fyq5fTq^@UW_HE:+:#
[u.amsZL3k@BJ`T

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
ca67548a-5ebe-413a-b50c-4b9ceb
6d66c6}\state.rsm

0 832 ac 6b 39 23 fd 76 7d 0b 
fd 0e 60 fd 59 fd 08 fd 64 
64 3f 0f 58 fd 4d 6d 74 09 
79 5e 71 fd 5f fd 34 fd 54 
fd fd fd fd 40 fd 26 fd 3c 
fd 3d 4c 2b fd 21 fd fd 09 
6c 3b fd fd 0b fd 54 fd fd 
6b 41 5e 2c fd fd 21 fd 55 
4f fd fd 56 fd 37 fd fd 41 
1d fd 35 51 fd fd 26 47 63 
0b 4a 24 3e 1e fd fd 23 
15 fd 0f 55 61 fd 30 fd 49 
46 1f fd 50 fd 2c fd 13 2a 
fd fd fd 5f 7c fd 19 36 fd 
41 6f fd 5a 4a 06 6f 57 67 
fd fd 10 5a 51 28 24 73 
49 fd 0c 7f 6d 63 6d fd fd 
1f fd 1a 10 fd fd 26 63 2f 
53 35 35 fd 71 fd fd fd fd 
fd fd fd d0 dd fd fd 3c fd 
fd 06 6e 14 fd 6c 5b 49 
59 f5 32 fd 48 0c 60 73 
39 0b 67 62 fd 23 55 55 
4a fd 21 fd fd 6f fd 5a 4d 
05 fd 67 23 29 fd fd 14 fd 
67 05 fd 08 fd fd 7e 7e 24 
24 fd fd 44 5e fd 5d 2d fd 
57 fd fd 37 fd 37 fd 77 25 
14 15 

k9#v}`Ydd?
XMmty^q_4T@&<=L+!l;T
kA^,!UOV7A5Q&GcJ$>#
Ua0IFP,*_|6
AoZJoWgZQ($sImcm&c/
S55q<nl[IY2
H`s9gb#UUJ!oZMg#)g~~
$$D^]-W77w%

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
f65db027-aff3-4070-886a-0d8706
4aabb1}\state.rsm

848 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0c 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 5f fd 00 
5a 71 fd 4c fd fd 1a 53 7a 
19 64 fd 7a 43 fd 7a fd fd 
4a 3d 63 fd 75 48 1d 52 
25 0f fd 52 fd 7a fd fd fd 
fd 67 fd 59 fd 20 49 fd 5e 
fd 7f fd 3a 55 fd 2d 23 fd 
fd 42 3b fd 38 fd fd 00 fd 
31 fd fd 2d 15 fd 35 fd fd 
22 fd 0b 72 1f 02 20 fd fd 
60 49 5b fd 4e 59 58 0f fd 
46 fd fd 35 3e fd fd fd 62 
fd fd 4a fd fd fd fd fd fd fd 
7b 28 fd fd fd 32 3b 75 4c 
fd 56 0b 36 e4 fd fd fd 65 
fd 66 fd fd 74 58 58 fd fd 
fd fd 40 fd 56 0b fd fd 7a 
fd 3f fd 09 fd 50 fd fd 4d 
fd 27 49 6b 5b 78 fd 0a 
15 fd 65 48 fd fd 2f fd fd 
fd 0a fd fd fd 27 78 77 17 
44 43 22 fd fd fd 55 4e fd 
fd 6b 38 3c 2a 3f 1f 31 34 
fd 70 fd 

TU|!I>_ZqLSzdzCzJ=cuH
%RzgY I^:U-#B;81-5"r 
`I[NXF5>bJ(2;uLV6e
ftXX@Vz?
PM'Ik[xeH/'xwDC"UNk8<
*?14p

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Package Cache\{
ca67548a-5ebe-413a-b50c-4b9ceb
6d66c6}\state.rsm

864 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
B175520C-86A2-35A7-8619-86DC37
9688B9}v11.0.61030\packages\vc
RuntimeAdditional_x86\cab1.cab

0 104857
6

fd fd 69 fd 28 14 fd 26 0c 
fd 55 4b fa 0b fd 15 fd 25 
fd 33 fd 70 66 16 fd 6b 1f 
0b fd fd 62 66 fd fd fd fd 
20 fd 71 28 fd 33 3c 27 fd 
10 2d 9f 8b 5a 74 fd fd fd 
0d 7c fd 3f fd 1d fd fd 6b 
fd 89 36 2c 7e fd 00 fd 08 
fd 52 fd ce 00 2f 53 fd fd 
1d 65 30 53 79 33 3b 0c 
65 fd fd 17 fd fd 79 fd fd 
63 fd 3e fd 0a 2a fd fd fd 
fd 5b fd 0c 3d 71 30 59 fd 
13 1a fd 6a fd fd fd fd fd 
5b 00 fd fd fd 3d fd fd 12 
fd 7f 58 c1 fd 78 fd fd 64 
fd 13 fd fb 46 1d fd 5d fd 
fd fd 6e 2b fd fd fd ac 54 
1b 18 5e fd fd fd fd fd 00 
fd fd 43 fd 47 fd 28 fd fd 
60 fd fd 79 0b 43 64 3c 
36 fd 13 4c fd fd 50 fd fd 
78 fd 5e fd 44 fd 59 fd 26 
fd 42 fd 3e 79 3d 66 fd f9 
fd fd 2c fd 30 fd fd 31 01 
40 fd 68 0e 55 55 fd 6e fd 
fd 79 fd 03 

i(&UK%3pfkbf q(3<'-Zt|?
k6,~R/Se0Sy3;eyc>*
[=q0Yj[=XxdF]n+TCG(
`yCd<6LPx^DY&B>y=f,0
1@hUUny

success or wait 4 AEE43A WriteFile

C:\ProgramData\Package Cache\{
f4220b74-9edd-4ded-bc8b-0342c1
e164d8}\state.rsm

1184 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 08 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 0f 51 fd fd 
38 19 10 fd fd 67 55 35 fd 
fd 77 6d fd 6b 51 fd 5b 5e 
fd 4f fd 7c 21 7f fd 04 7a 
07 6c fd 31 7b 17 23 fd 
25 fd 79 34 fd fd 0a fb 8d 
fd 7c fd 7e fd 76 fd fd 36 
fd fd 6b 3c fd fd fd 53 00 
34 1d fd 15 0c fd fd 7b fd 
7e fd 63 fd fd fd 4d fd 01 
fd 34 fd 02 33 5f 2e 21 19 
e0 19 36 fd 39 1f 46 fd 2a 
fd fd 98 08 fd fd fd 68 05 
0c 1b fd 5c fd fd 20 60 72 
fd 24 66 7e fd 0f 5e fd 3b 
fd fd fd 52 62 fd fd fd 34 
fd 63 3d 6a 7b fd 30 fd 65 
08 5f fd 0a 4d 03 20 65 
20 fd 31 fd fd 30 fd 32 fd 
fd 3a 49 fd fd 10 fd 55 2b 
fd 3f 70 49 11 fd 78 63 40 
2d fd 35 fd 34 66 4c fd 11 
6c c9 fd 12 fd 0a fd fd fd 
74 fd 1a 38 fd 

TU|!I>Q8gU5wmkQ[^O|!z
l1{#%y4|~
v6k<S4{~cM43_.!69F*h\ 
`r$f~^;Rb4c=j{0e_M e 
102:IU+?pIc@-54fLlt8

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
f65db027-aff3-4070-886a-0d8706
4aabb1}\state.rsm

0 848 31 79 fd 74 73 fd 21 fd fd 
3b fd fd 03 fd 3b 40 fd fd 
68 50 fd 24 62 12 10 6d 
fd fd 13 60 fd 69 1c 21 31 
fd 40 26 fd 07 fd 72 39 fd 
fd 72 fd fd fd fd 7e 63 52 
02 fd 4d 1a fd 40 fd fd 45 
32 7e 24 fd 1d fd 0b 6e 
50 49 fd 20 fd 2a ea 67 
36 fd 50 5e 6b 2e fd 61 
60 34 fd 53 46 fd 1f fd 37 
fd fd fd 41 fd 0d 2e 41 fd 
34 43 fd 39 4c fd fd 06 fd 
fd fd 38 60 fd fd 67 fd 57 
03 57 18 0e 28 fd fd 79 
6c fd fd 48 15 fd 46 51 fd 
1b fd 41 fd fd 35 22 2d 40 
fd 67 78 fd fd 5b fd fd 5c 
7f 08 3c 0f 2e 55 fd 56 1e 
fd 74 fd 6f fd 6e 36 38 62 
fd 4a 34 1e b4 1d fd 8e fd 
05 16 74 fd fd 60 73 fd 10 
36 fd fd fd 6f 68 fd fd fd fd 
6a 42 fd fd 36 fd fd 35 26 
62 1e fd fd 1e 27 22 1c fd 
fd fd 14 50 b0 2c 07 fd 60 
fd 57 fd fd 15 60 15 fd 1d 
fd fd 0e 4e fd 05 

1yts!;;@hP$bm`i!1@&r9r
~cM@E2~$nPI 
*g6P^k.a`4SF7A.A4C9L8
`gWylHFQA5"-@gx[\
<.UVton68bJ4t`s6oh
jB65&b'"P,`W`N

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Package Cache\{
BD95A8CD-1D9F-35AD-981A-
3E7925
026EBB}v11.0.61030\packages\vc
RuntimeMinimum_x86\cab1.cab

0 821696 fd fd 0f 42 fd 01 40 11 fd 
35 fd 26 63 fd fd 4d fd e6 
fd 74 fd 0c fd 5f fd 66 fd 
fd fd 6b fd 1e 2f 9e fd 50 
42 fd fd fd fd 06 fd 56 fd 
fd 46 15 fd fd 32 fd 21 65 
4e 31 1e fd fd 58 fd 3c 46 
1a fd 1a 12 fd fd fd 63 56 
fd 01 16 fd fd fd fd fd 11 
00 fd 5b 2a fd 23 2d fd 46 
78 fd fd fd 1d 70 35 0b fd 
fd fd 48 fd 39 fd fd 56 fd 
0a fd 04 2f fd fd 72 75 fd 
fd fd 42 52 78 fd fd 5f 67 
5d 6f 5d fd 2a 6d 02 fd 39 
fd fd fd 15 fd 5d fd 68 53 
54 fd 45 fd 27 fd 3a 05 fd 
fd 45 55 fd 3c fd fd fd 49 
02 fd fd 0f 6b fd 1e fd 27 
0a 3d 6d 74 fd 3f fd fd 4b 
5f fd fd 29 34 7b fd 7e 21 
fd fd 3a fd 58 57 04 14 fd 
19 fd fd fd 55 fd 0b fd fd 
29 34 fd fd de 3c fd 54 fd 
6c fd 2f fd 7f fd 2b fd fd 2f 
06 fd 52 24 fd 3a 27 03 
3e fa fd 

B@5&Mt_fk/PBVF2!eN1
X<FcV[*#-Fx
p5H9V/ruBRxg]o]*m9]hS
TE':EU<Ik'=mt?
K_)4{~!:XWU)4<Tl/+/R$:'
>

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
CF2BEA3C-26EA-32F8-AA9B-
331F7E
34BA97}v11.0.61030\packages\vc
RuntimeMinimum_amd64\cab1.cab

809776 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0b 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 62 46 fd 
07 04 fd 7b 26 fd 75 28 fd 
49 0e fd fd fd 64 4f fd fd 
37 fd 74 53 fd 41 75 4a fd 
ae 67 7f 49 4a 57 6a fd fd 
fd 76 fd fd 6a fd 1d fd e8 
fd 5b fd 40 fd fd 16 fd fd 
5f fd 28 fd fd fd fd fd 27 
12 68 29 fd 5f fd 05 2e 9a 
22 fd fd 24 50 fd fd fd 0e 
fd fd 00 fd 76 22 61 00 64 
fd 32 16 fd 0c 5d fd fd 4e 
fd 57 fd 4a fd 6b 5f 14 32 
fd 4d fd 2d fd fd 03 02 fd 
fd fd 41 fd 0b fd 3e 03 fd 
3e 59 fd 1f 36 fd fd 46 fd 
fd 5d 49 fd 12 00 fd 5e fd 
fd 7e fd 07 fd fd fd 7f fd 
6d 50 23 fd 77 66 fd fd 38 
fd 58 fd 6c 03 25 69 fd 65 
11 09 fd 20 10 fd fd fd fd 
fd fd 77 51 62 fd fd 3c fd 
3d 35 fe 0c 04 fd ca 06 04 

TU|!I>bF{&u(IdO7tSuJgIJ
Wjvj[@_
('h)_."$Pv"ad2]NWJk2M-
A>>Y6F]I^~mPwf8Xl%ie 
wQb<=5

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
B175520C-86A2-35A7-8619-86DC37
9688B9}v11.0.61030\packages\vc
RuntimeAdditional_x86\cab1.cab

515385
6

8 05 00 00 00 00 00 00 00 success or wait 4 AEE43A WriteFile

C:\ProgramData\Package Cache\{
f4220b74-9edd-4ded-bc8b-0342c1
e164d8}\state.rsm

0 1184 fd fd 74 fd 38 fd 2c 3d fd 
2b fd fd fd 6b 53 43 fd 32 
fd 6c fd 3c 53 4d 6c 07 fd 
51 50 fd fd 66 fd fd fd fd 
fd fd 2f fd 1c 3f fd 02 fd 
62 03 fd fd fd fd 29 fd 23 
21 4f fd fd fd 59 fd fd 14 
4d fd fd 7c fd 26 fd fd fd 
72 03 fd fd fd fd 30 fd fd 
fd 12 2b 2d fd fd 73 fd fd 
fd 07 2f fd 44 18 4a fd b0 
25 26 fd 60 fd fd 8f 63 fd 
fd fd 19 fd fd 66 fd fd fd fd 
fd fd 57 7d 26 af fd 3a fd 
41 fd fd 56 fd fd 8a 16 fd 
08 19 fd 28 fd 55 50 1c 
52 fd fd 15 5a 28 5b 77 fd 
4e 65 fd 2c 7c 5e fd 23 fd 
fd 07 40 fd fd 4a 1d 5a fd 
fd 43 21 7c 21 40 37 fd fd 
54 fd fd fd fd 3b 22 fd 65 
42 fd 69 fd 3b 2d 68 74 fd 
2c 30 fd 4d 5f 36 75 fd 5f 
57 11 fd 70 42 57 fd 30 
35 fd fd fd fd 32 fd 59 3e 
fd 19 42 fd fd 7a fd fd 6a 
fd fd fd fd 00 38 fd fd 

t8,=+kSC2l<SMlQPf/?
b)#!OYM|&r0+-
s/DJ%&`cfW}&:AV(UPRZ
([wNe,|^
#@JZC!|!@7T;"eBi-
ht,0M_6u_WpBW
052Y>Bzj8

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Package Cache\{
f65db027-aff3-4070-886a-0d8706
4aabb1}\state.rsm

880 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
BD95A8CD-1D9F-35AD-981A-
3E7925
026EBB}v11.0.61030\packages\vc
RuntimeMinimum_x86\cab1.cab

821728 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
f4220b74-9edd-4ded-bc8b-0342c1
e164d8}\state.rsm

1216 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
CF2BEA3C-26EA-32F8-AA9B-
331F7E
34BA97}v11.0.61030\packages\vc
RuntimeMinimum_amd64\cab1.cab

0 809776 fd fd 0a fd fd fd fd 02 fd fd 
fd 1a fd 28 19 5d 2e fd 68 
fd fd 01 74 65 fd 49 fd 58 
fd fd 38 fd bc 54 33 05 fd 
5a 56 fd 19 fd fd 3c 33 fd 
fd 21 fd 58 fd fd 1e 11 fd 
0a fd fd fd fd 06 18 fd 09 
fd 42 6e fd 0b fd fd fd 54 
fd 59 00 0b 13 fd fd fd fd 
4e fd fd fd fd 60 fd 59 34 
4e fd fd fd 46 2c fd fd 0f fd 
6b fd fd 5b fd 64 6a fd 00 
fd 37 0b 4f fd 71 12 44 1c 
fd fd 29 13 fd fd 26 fd fd 
fd 61 fd 55 fd 76 18 fd 06 
fd 29 fd fd 02 18 16 fd 35 
2a fd 52 7f fd fd 7f 0a 59 
67 fd fd 3a 08 fd 0f fd fd 
16 6b 77 79 39 10 22 28 
fd 4b fd 24 46 fd 4e 00 6e 
5f fd 14 fd 04 fd fd fd fd 
2e 3b fd 6d fd fd 0a fd 5a 
fd 0d 1a fd 1a 57 fd 51 47 
fd 75 fd fd 2b 37 fd 4a fd 
1b 7f fd 6c fd 1b fd fd 59 
fd 01 fd 7d 5a 6a 41 6d fd 
7c fd fd 05 08 24 2a fd 0e 

(].hteIX8T3Z<3!XBnYN`Y
4NF,k[dj
7OqD)&aUv)5*RYg:kwy9
"(K$FNn_.;
mZWQGu+7JlY}ZjAm|$*

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
CF2BEA3C-26EA-32F8-AA9B-
331F7E
34BA97}v11.0.61030\packages\vc
RuntimeMinimum_amd64\cab1.cab

809808 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
B175520C-86A2-35A7-8619-86DC37
9688B9}v11.0.61030\packages\vc
RuntimeAdditional_x86\cab1.cab

419430
4

959520 fd fd 6c 40 19 6b 08 fd fd 
fd fd 66 28 74 fd fd 6d 7f 
11 fd 18 8e fd 49 fd fd fd 
7a fd 55 fd 57 20 52 33 
68 4e 20 20 0d 2b 38 38 
fd fd 08 5a fd 40 3f fd fd 
fd fd fd 4a fd fd 2a fd fd 
02 fd fd 31 21 fd fd fd 72 
fd 19 fd 6d fd fd 25 fd fd 
32 fd 42 05 26 fd 32 4a fd 
22 fd 42 2c 0d 6d 04 41 
44 fd 05 00 6b fd 51 fd fd 
fd 79 fd 4f 5b 7e 0e 73 30 
fd 58 3b fd fd 4e fd 46 fd 
75 fd fd 39 fd 08 43 85 3a 
4e fd fd 44 7a 3e fd 61 fd 
fd 0b 05 fd 52 fd 24 04 4c 
fd fd fd 43 fd fd 4e 18 74 
fd 0d fd 7a fd 44 fd fd 1d 
fd 02 4f 4d fd ee fd fd fd 
02 2c fd 24 04 05 fd 07 fd 
fd 1b 4a 57 fd fd 6c fd 53 
52 4e 50 fd 6c 6e 79 fd 
5e fd fd 70 ca 4e 4e fd fd 
fd 7b fd fd 0a fd 29 69 fd 
60 59 47 fd 42 fd 14 fd 79 
fd 55 37 2f 3f 69 fd 5f fd 
3f 

l@kf(tmIzUW R3hN  
+88Z@?J*1!rm
%2B&2J"B,mADkQyO[~s
0X;Nu9C:NDz
>aR$LCNtzDOM,$JWlSR
NPlny^pNN{)i`YGBy7/?
i_?

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
B175520C-86A2-35A7-8619-86DC37
9688B9}v11.0.61030\packages\vc
RuntimeAdditional_x86\cab1.cab

515385
6

8 05 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile
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C:\ProgramData\Package Cache\{
F7CAC7DF-3524-4C2D-A7DB-
E16140
A3D5E6}v14.21.27702\packages\v
cRuntimeMinimum_amd64\cab1.cab

154667
2

1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 01 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 02 00 00 
00 00 00 00 00 35 fd fd 
70 16 62 3f fd 1a 4f 42 46 
fd fd fd 5a fd 05 24 fd 26 
fd fd fd fd fd 4b 39 29 fd 
fd fd 1d fd 65 fd fd 24 fd 
0e fd 7a 2b 7a 4c 04 7a 
fd fd fd fd 38 10 fd 36 fd 
44 fd 6b 71 51 fd 67 02 fd 
23 6e fd fd 08 fd fd 2e 5c 
56 76 59 fd 7b 7e fd 63 fd 
26 27 c3 fd 71 65 39 7f 
04 4d fd fd 50 5e 4e fd 38 
fd fd fd fd 1c fd 22 34 0b 
fd 2c 11 fd 18 fd fd fd fd 
6c 14 36 36 71 22 44 4a 
fd fd 69 94 fd 22 43 6f 15 
44 16 23 6f 53 fd 3b fd 5e 
fd 45 fd fd 1a fd fd 38 17 
fd fd 7f fd fd 62 fd fd 0a fd 
70 fd 04 66 fd fd 5d 4b fd 
fd 45 39 fd 23 fd fd fd 06 
72 fd 21 02 b0 16 40 fd 
42 7d 05 7a 08 fd 67 5c 
48 35 fd fd 59 fd 67 3c 

TU|!I>5pb?
OBFZ$&K9)e$z+zLz86D
k
qQgn.\VvY{~c&'e9MPN8"
4,l66q"DJ
i"CoD#oS;^E8bpf]KE9#r!
@B}zg\H5Yg<

success or wait 1 AEE43A WriteFile

C:\ProgramData\regid.1991-06.c
om.microsoft\regid.1991-06.com
.microsoft Microsoft Office Pr
ofessional Plus 2016.swidtag

1072 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 07 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 7a 75 51 
33 fd fd 10 7b fd fd fd e0 
1f 3f 02 fd fd 72 fd 58 4a 
41 33 fd fd 7c 7c b6 fd 29 
28 51 46 1e fd 4b fd 42 fd 
fd 68 fd fd 7e 11 fd fd fd 
27 fd 5d c0 fd 75 fd 25 4f 
2a 02 fd fd 5c fd 5e fd fd 
fd 05 64 7d fd 43 21 d4 fd 
fd 2b fd 55 fd fd fd 65 62 
3a fd fd 5e 1f fd fd 4b 70 
fd 5a 28 53 43 7c fd fd fd 
fd 54 50 06 fd 42 fd 39 fd 
fd fd fd 03 fd 71 fd 37 fd 
47 26 2f 57 39 5e fd 42 
74 0f 68 fd 7f 27 fd 71 3d 
fd 4a fd fd fd 2c 00 7d 2b 
57 fd 63 5d 1a fd 6c fd 14 
32 46 73 02 fd 58 fd fd 5b 
43 44 5d fd 6f 44 fd 75 fd 
17 fd 78 29 fd 47 5d 44 
00 fd 2b 8b 63 fd fd fd 0c 
71 fd 29 7f fd fd 2b fd 1d 
fd fd 

TU|!I>zuQ3{?rXJA||)
(QFKBh~u%O*
\^d}C!+Ueb:^KpZ(SC|TP
B9q7G&/W9
^Bth'q=J,}+Wc]l2FsX[CD]
oDux)G]D+cq)+

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
F7CAC7DF-3524-4C2D-A7DB-
E16140
A3D5E6}v14.21.27702\packages\v
cRuntimeMinimum_amd64\cab1.cab

0 104857
6

43 fd fd 6a fd 64 fd 01 fd 
fd fd 6a 7b 0e 39 0a 1e fd 
73 fd 5a fd 3a 41 fd fd 15 
25 fd 5f 6b fd fd fd fd 3d fd 
fd fd fd 1d 28 3a 33 75 fd 
fd fd fd fd 52 fe 5e 73 fd 
fd 49 2d fd fd fd 67 70 fd 
16 fd 7d 79 3c 78 28 04 
fd 29 fd fd fd fd fd 2c 71 
3e fd 41 fd 20 15 fd fd fd 
41 fd fd 70 6a 75 36 fd fd 
fd 15 23 04 fd fd 04 fd 5d 
fd 75 47 25 fd 78 09 4b 
37 fd fd 6d 79 fd 42 fd fd 
fd 71 65 72 fd fd 55 9a fd 
fd fd 1c fd fd 0b fd fd fd fd 
22 fd 19 fd 3d 55 fd fd 48 
b9 fd 10 fd 53 11 fd 48 0b 
3b 03 1f 4a 20 5f 2d 32 
5e 49 fd 60 0f fd fd fd 52 
fd 56 23 fd 66 fd 73 fd 52 
fd fd 4b fd fd fd fd fd fd fd 
3f fd fd 64 5a 05 68 fd 14 
2c fd 4e 1c fd fd 6f fd fd fd 
fd 63 56 fd fd fd fd 4d fd 
54 fd 32 f7 22 1c 3b fd fd 
00 fd 4c 6d fd fd fd 6c 3c 

Cjdj{9sZ:A%_k=(:3uR^sI-
gp}y<x(),q>A 
Apju6#]uG%xK7myBqer
U"=UHSH;J _-
2^I`RV#fsRK?
dZh,NocVMT2";Lml<

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Package Cache\{
F7CAC7DF-3524-4C2D-A7DB-
E16140
A3D5E6}v14.21.27702\packages\v
cRuntimeMinimum_amd64\cab1.cab

154670
4

8 02 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\regid.1991-06.c
om.microsoft\regid.1991-06.com
.microsoft_Windows-10-Pro.swidtag

1008 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0f 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 2c 54 fd 
4a fd 28 fd fd fd 20 1d 6e 
15 55 2a fd 2b fd 69 14 
35 fd fd 36 fd 6f 60 fd 16 
fd fd 61 fd fd 0c 6d fd fd 
fd 4d 54 7b 53 fd 58 bc 
e1 21 1b 17 fd 35 fd 1e 
04 25 fd fd 31 fd fd 14 61 
0a fd 63 68 11 14 03 fd 
48 fd 0f 12 fd fd 01 fd 30 
2e 48 05 fd 5b 1f 3c 0a 
34 56 fd 5e fd fd 6d 00 fd 
31 fd 2c 40 27 fd fd fd fd 
39 fd 6c 07 fd 58 14 fd fd 
fd 56 fd 10 46 fd 3c fd fd 
38 16 fd fd 17 5c fd 2c 7f 
fd 5d fd fd 2d fd fd 1b fd 
fd fd 29 50 6e fd 3b fd fd 
fd fd 1d 77 7e fd fd 0e 56 
3e fd 43 fd 06 fd 25 fd 69 
2e 47 fd 0a 3b 5c fd 1a 
5a fd 64 fd 29 fd 3a fd fd 
12 03 74 48 fd 07 28 1d 
fd fd 39 fd 4d 0c fd 13 fd 
2d 

TU|!I>,TJ( 
nU*+i56o`amMT{SX!51
chH0.
[<4V^m1,'9lXVF<8\,]-
)Pn;w
~V>C%i.G;\Zd):tH(9M-

success or wait 1 AEE43A WriteFile

C:\ProgramData\regid.1991-06.c
om.microsoft\regid.1991-06.com
.microsoft Microsoft Office Pr
ofessional Plus 2016.swidtag

0 1072 fd 65 fd 6e fd fd 37 fd fd 
42 fd fd 47 fd 4d fd ae fd 
fd fd 4e 52 fd 16 fd fd 23 
fd fd fd 4c fd 0b fd fd 4b 
fd 57 77 fd 5f 68 7f fd 57 
fd 4b 30 fd fd 78 fd 04 fd 
37 fd fd c7 20 fd 21 fd 43 
fd fd fd fd fd fd 16 fd 0b fd 
06 fd 20 fd fd 3d fd fd 12 
08 fd 3d fd 75 fd 53 d5 fd 
6c fd fd fd 63 29 fd 67 80 
7c 47 13 23 fd fd 23 23 
09 47 6d 0c 3b fd 12 fd fd 
00 7a fd 7b fd 59 77 fd 63 
6d 45 60 fd fd 33 6b fd fd 
fd fd fd 42 fd 1e fd 03 16 
2e fd fd fd 65 fd 1f 0c fd 
29 26 fd 52 fd 39 fd 68 79 
1e 1d 5f e3 7b d6 40 d3 
fd fd fd fd fd 66 13 8f fd fd 
05 7a fd 08 32 5b 20 3d 
16 fd 12 fd fd 18 fd 7e fd 
23 12 fd 26 41 54 4a 00 
21 fd 43 fd fd fd fd 34 18 
fd fd fd fd 2b fd 4d fd 06 
55 5a 0c fd fd fd 1f fd 4c 
fd 2e 07 fd 

en7BGMNR#LKWw_hWK
0x7 !C ==uSlc
)g|G###Gm;z{YwcmE`3k
B.e)&R9hy_{@fz2[ 
~#&ATJ!C4+MUZL.

success or wait 1 AEE43A WriteFile
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C:\ProgramData\regid.1991-06.c
om.microsoft\regid.1991-06.com
.microsoft_Windows-10-Pro.swidtag

0 1008 fd fd fd 21 fd 00 fd 6c fd 
05 17 42 10 fd 4f 08 fd fd 
67 0d 3a 3a fd fd fd 5a fd 
34 30 fd fd fd 4e fd 76 fd 
55 3e fd 11 1d 07 fd 31 
63 fd 27 11 fd 0a fd fd 7a 
fd fd fd 0c fd 20 fd fd 2b 
fd 0d 77 12 fd 6b 01 01 
60 fd 13 fd 62 22 fd fd 30 
77 34 4b 74 06 fd fd fd 75 
fd 31 fd fd fd fd 12 fd 1e 
2b 07 34 fd 4f 56 46 fd 33 
3a fd fd fd 73 fd fd fd fd fd 
7e fd fd fd 1c fd fd fd fd 79 
7f fd fd 0f fd 1b 5a fd 24 
fd 44 fd 61 fd 57 fd 3f 5f 
1d c3 14 fd fd fd fd 32 6a 
fd fd 01 fd fd fd 7e 27 14 
fd 79 20 19 fd fd 40 fd 7a 
fd 56 fd fd 44 fd 6c 0d fd 
fd fd 77 fd 4a fd fd fd 04 
fd 38 fd fd fd 54 fd fd 5d 
fd fd fd 68 fd fd 65 55 4b 
fd fd 38 8d 66 23 3a fd 66 
2b 58 fd 7c 1a 02 5b fd 
05 15 fd 34 fd 4a fd 3d 1f 
33 fd 35 04 35 fd 5b fd 30 

!lBOg::Z40NvU>1c'z 
+w`b"0w4Kt1
+4OVF3:s~yZ$DaW?
_2j~'y @zVlwJ8
T]heUK8f#:f+X|[4J=355[0

success or wait 1 AEE43A WriteFile

C:\ProgramData\regid.1991-06.c
om.microsoft\regid.1991-06.com
.microsoft Microsoft Office Pr
ofessional Plus 2016.swidtag

1104 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\regid.1991-06.c
om.microsoft\regid.1991-06.com
.microsoft_Windows-10-Pro.swidtag

1040 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
F8CFEB22-A2E7-3971-9EDA-
4B11ED
EFC185}v12.0.21005\packages\vc
RuntimeAdditional_x86\cab1.cab

493291
2

1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 05 00 00 
00 00 00 00 00 fd 17 fd 
03 fd 49 fd fd fd 63 fd fd 
2a 57 79 1e 33 6b a5 fd 
fd fd fd 7f 78 d7 76 fd fd 
3d fd 34 29 10 c8 fd fd 02 
39 fd 4d fd 5a 0e fd fd 25 
06 c4 32 13 5d fd 57 5d 
5d 74 79 fd fd 3f 4c 4c 5d 
fd 31 79 14 6e 3a 68 fd 
18 13 1d 3c 66 fd fd 67 
6a fd fd fd 6f fd 6b 33 fd fd 
fd 48 23 36 4f fd fd 0f 31 
7c fd fd 44 10 fd 43 57 fd 
fd 4b fd 62 fd fd 00 6c fd 
fd 33 33 fd 3f 60 0d 3e fd 
fd 76 1c 07 70 fd fd 31 16 
fd 1e 6d 37 fd 17 fd 47 fd 
fd fd fd 21 fd 83 fd fd 58 
62 fd fd 29 fd fd fd fd fd 7c 
24 09 fd fd fd fd fd 15 50 
fd fd 1e 94 77 fd 38 29 fd 
fd 1f fd 31 fd fd 55 fd fd 
22 25 58 7f c3 56 3f fd 58 
fd 23 61 fd fd 66 

TU|!I>Ic*Wy3kxv=4)9MZ
%2]W]]ty?
LL]1yn:h<fgjok3H#6O1|D
CWKbl33?
`>vp1m7G!Xb)|$Pw8)1U"
%XV?X#af

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Package Cache\{
F7CAC7DF-3524-4C2D-A7DB-
E16140
A3D5E6}v14.21.27702\packages\v
cRuntimeMinimum_amd64\cab1.cab

104857
6

498096 fd fd 6e fd 4f fd fd 0f fd 3b 
fd 2e 1e 17 fd 4f 72 58 70 
2f 45 2d 31 7f 20 23 3b 
50 fd 16 fd fd 3d fd 7c fd 
fd fd 10 55 1f fd 7e 75 64 
fd 63 fd fd 5f 7f 09 fd 11 
fd 1a fd 0c 1d fd 61 58 fd 
fd fd 4e 7b fd fd fd fd 08 
04 33 fd 0d 52 fd fd 27 49 
fd fd 7c fd 36 33 fd fd fd 
3a 14 2d fd fd 0f fd b6 32 
fd 21 fd fd 71 fd fd 26 6b 
31 3d 07 fd 25 fd fd fd 7f 
4a fd 1f fd 0e fd fd 1c 1c 
fd 5d fd 25 fd 20 fd fd 59 
fd fd 5d 3f fd fd fd 15 fd 
04 09 ca 08 63 1d 0b 51 
fd 7b 1b fd fd 75 5f 13 fd 
a8 34 6e 18 2d fd fd 1c 
31 10 fd ec 5e 43 fd fd 40 
fd 2e 18 fd 7a fd 59 65 fd 
02 45 fd 79 fd fd 2c 3c 40 
fd fd 4d fd fd fd 53 43 fd 
4b 62 fd 13 fd fd fd fd fd 
fd fd fd 65 fd 28 34 fd fd 
33 39 fd 6a fd 64 1a 10 fd 
fd 09 fd 43 fd 06 62 fd 4f 
fd fd 3b fd 15 fd 3e fd 

nO;.OrXp/E-1 
#;P=|U~udc_aXN{3R
'I|63:-2!q&k1=%J]% Y]?
cQ{u_4n-1^C@.zYeEy,
<@MSCKbe(439jdCbO;>

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
F7CAC7DF-3524-4C2D-A7DB-
E16140
A3D5E6}v14.21.27702\packages\v
cRuntimeMinimum_amd64\cab1.cab

154670
4

8 02 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
F8CFEB22-A2E7-3971-9EDA-
4B11ED
EFC185}v12.0.21005\packages\vc
RuntimeAdditional_x86\cab1.cab

0 104857
6

fd 17 fd 3b fd 63 2e fd fd 
fd fd fd fd 5b fd 38 fd 7a 
2f fd 67 fd fd fd fd 3f fd fd 
03 53 fd 23 fd fd 54 fd 58 
fd fd 30 2f fd 58 74 fd 4c 
fd 51 fd fd fd fd 21 fd fd 
5e 1c fd fd 6b fd 33 fd 2d 
fd fd 8e 72 fd fd 4b 28 41 
6b 17 fd 41 fd 00 3c 27 fd 
fd fd fd 4c fd fd 21 0f 00 fd 
23 34 08 71 73 c1 43 1f 
fd fd 60 4e fd 21 52 7d fd 
15 fd fd 4f 24 38 17 06 6a 
fd 6d fd fd 52 3e 52 4f fd 
fd 77 fd fd 13 fd 29 fd 50 
fd 00 fd 0a fd fd fd fd 3c 
fd 67 fd 44 fd 6b 29 fd fd 
02 5c 3a fd 2e 39 5c fd fd 
fd 19 fd fd a5 fd fd 6f 7e 
4a fd 15 fd 0d 4d fd fd 3f 
28 fd 23 3b fd 34 54 1b 
75 fd 79 58 5e fd fd fd fd 
fd 4b fd fd 09 4a 41 3c fd 
03 2f fd fd fd fd 5d fd 14 
4c fd 5b 2e 12 fd 21 fd fd 
fd 39 06 46 fd fd 54 52 28 
19 3a 0f fd fd 6e fd fd fd 
fd 4b 59 

;c.[8z/g?
S#TX0/XtLQ!^k3-rK(AkA
<'L!#4qsC`N!R}O$8jmR>
ROw)P<gDk)\:.9\o~JM?
(#;4TuyX^KJA</]L[.!
9FR(:nKY

success or wait 4 AEE43A WriteFile

C:\ProgramData\Package Cache\{
F8CFEB22-A2E7-3971-9EDA-
4B11ED
EFC185}v12.0.21005\packages\vc
RuntimeAdditional_x86\cab1.cab

493294
4

8 05 00 00 00 00 00 00 00 success or wait 4 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\ProgramData\USOPrivate\Upda
teStore\updatestore51b519d5-b6f5-
4333-8df6-e74d7c9aead4.xml

2560 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 09 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 36 75 
fd 12 fd fd 64 fd 71 26 26 
69 2d fd fd fd 2e 4c 48 fd 
56 04 fd fd fd 6e fd 46 5f 
46 fd fd 5f 4e fd 72 fd fd 
60 42 2f 34 5a fd 76 fd 42 
2f fd fd fd fd fd 55 fd fd 28 
fd fd 05 03 77 34 5b fd fd 
7c 29 fd 5c 66 fd fd 0e fd 
28 fd 3d 55 31 fd 71 fd fd 
21 0d fd 65 fd fd fd fd fd 
3f fd 1e 47 05 d3 72 fd fd 
5d 11 fd 5a fd fd fd 7f 01 
7a 18 fd 0d fd 27 59 57 fd 
fd fd 31 3a 48 fd 00 fd fd 
fd 04 fd 28 14 59 fd 7e fd 
fd fd fd 6e fd fd 06 fd fd fd 
fd 78 70 14 63 fd 66 fd 28 
fd fd fd 55 fd fd 6d fd 64 
fd 4f fd 39 fd fd 3f 0b 7e 
21 1e fd 44 6b fd 7c 13 fd 
fd 76 fd 7b fd 0e fd 6c fd 
fd 3b 08 fd fd fd 1f 64 77 
1b 54 

TU|!I>6udq&&i-
.LHVnF_F_Nr`B/4Z
vB/(w4[|)\f(=U1q!e?
Gr]Zz'YW1:H
(Y~xpcfUmdO9?
~!|v{l;dwT

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOPrivate\Upda
teStore\updatestore51b519d5-b6f5-
4333-8df6-e74d7c9aead4.xml

0 2560 fd fd fd fd 68 38 fd fd 34 
fd 31 fd fd 6b 33 fd fd 71 
73 6b fd fd 76 fd 34 fd 39 
05 39 77 fd fd fd 07 7a 32 
25 71 fd fd 41 3c 6e fd 21 
42 05 6c fd 52 77 54 77 
1a fd fd fd 56 56 fd fd 2d 
fd 37 fd 25 67 fd fd 25 4a 
5c 78 fd 0d fd 69 fd fd 70 
fd 3e 36 6c 53 4c fd fd fd 
50 27 56 33 31 0a 5f 13 
fd fd fd 09 41 fd fd fd fd 
33 53 fd fd 1a fd fd 01 fd 
73 fd 66 45 fd 09 2c 2d fd 
59 fd 41 69 fd 39 3f 97 0a 
fd 4e 22 6b 71 d5 61 57 
fd 13 fd fd 7a 02 3f fd 1d 
fd 55 fd 75 7b 05 0a 72 
4a 6f fd 3b fd fd 24 fd 65 
fd 56 fd 50 fd b4 fd 35 71 
0d fd fd 0a fd 42 1e 1d fd 
4b fd fd fd 0a fd fd fd fd fd 
62 29 fd fd 14 0c fd 2d 46 
fd 34 fd 22 38 17 fd 08 12 
fd 19 1d fd 4e fd fd 77 fd 
3a 3f 2a 16 fd fd fd 4c fd 
4f fd fd fd 2e 76 08 39 fd 

81k3qskv499wz2%qA<n!
BlRwTwVV-7
%g%J\ip>6lSLP'V31_A3
SsfE,-A9?N"kqaWz?
Uu{rJo;$eVP5qBKb)-
F4"8Nw:?*LO.v9

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOPrivate\Upda
teStore\updatestore51b519d5-b6f5-
4333-8df6-e74d7c9aead4.xml

2592 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
NotifyIcon.002.etl

8208 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 6e fd 
3a 5f 4c fd fd 12 fd fd fd fd 
76 fd fd 56 fd 4a 32 37 fd 
bf fd 4c 75 38 4f 1a fd fd 
fd fd fd 16 11 fd 35 fd fd 
fd fd 45 fd 07 58 fd 00 71 
67 2e fd 79 fd 46 46 01 
4e fd fd 5f fd 30 42 fd 69 
7d 19 47 0f 47 5e fd 68 fd 
fd 66 0f 6c 7c 17 27 75 fd 
fd fd fd 32 03 fd 33 fd 51 
36 06 3f 37 41 fd 39 fd 33 
0e 4c fd 75 fd fd fd 2f 47 
52 1d 35 2b 7d fd ed 42 
07 fd fd fd 1d 04 4d 63 fd 
fd 59 59 22 fd fd fd fd 06 
1d 79 fd fd fd 35 fd 20 fd 
fd 59 fd 6e fd 5c 17 fd 7c 
00 fd 67 3b 7c fd 1c fd fd 
72 78 fd 69 fd fd 6b 53 14 
fd 2d fd fd 70 fd fd fd 72 
30 fd 5c fd fd 7c 34 55 66 
fd 0c fd 12 5f 16 7d 61 fd 
fd fd 10 

TU|!I>n:_LvVJ27Lu8O5E
Xqg.yFFN_
0Bi}GG^hfl|'u23Q6?
7A3Lu/GR5+}BMcYY"y5 
Yn\|grxikSpr0\|4Uf}a

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\ProgramData\USOShared\Logs\
NotifyIcon_Temp.1.etl

8208 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 45 73 44 
fd 25 6c fd fd 0e 61 09 2c 
4c de fd 29 41 05 7c fd 
00 49 3b fd 01 fd 3f 3b 18 
5f 04 fd fd 71 fd 08 fd 25 
69 19 13 fa 02 fd fd 10 fd 
fd fd 62 fd 4b fd fd fd 06 
fd a2 fd 3d 1b 49 33 fd fd 
2b fd 5e fd 56 fd fd fd fd 
fd fd 70 fd 25 4c 42 72 fd 
fd fd fd 6e 44 1c 23 4d 64 
59 40 fd 67 68 5c 2f 06 fd 
fd 2c 5b 57 62 40 fd fd fd 
fd 25 58 fd 0a 21 fd 1b fd 
fd 41 4e 63 15 6b fd 00 
00 53 fd fd 40 fd fd 4e 58 
fd fd 3a 40 fd fd 17 fd fd 
fd 20 25 fd 4d 40 fd fd 25 
14 2a fd fd 59 fd 4c 75 38 
6b fd fd 40 fd 6c 66 fd fd 
2f 20 fd 21 2e 74 fd 18 fd 
fd 41 00 4c 2c fd fd 64 fd 
fd 31 fd fd 1f 0d 32 fd fd 
5b 72 35 20 fd 50 67 1b 

TU|!I>EsD%la,L)A|I;?;_qi
bK=I3+
^Vp%LBrnD#MdY@g\/,
[Wb@%X!ANcS@NX:@ 
%M@%*YLu8k@lf/ 
!.tAL,d12[r5 Pg

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
NotifyIcon_Temp.1.etl

0 8208 4a fd 5e 51 fd 33 4f 3c fd 
2a 54 fd 41 fd 3f fd 5a 61 
7a fd 6e fd 65 4f 5b 1b 47 
23 fd 7d 16 17 fd fd 51 fd 
fd a0 fd 4d fd fd 66 fd fd 
fd 46 fd 73 71 fd fd 21 68 
fd fd 7f fd 57 fd fd 14 89 
64 7c 1d 75 0f 30 fd 26 fd 
5b 63 fd 1e 01 11 77 70 
fd fd fd 10 1b 33 fd 5e 2d 
4a fd 12 fd 2e 0d 68 fd fd 
fd 2a fd 3b 6b 59 35 29 
3a fd 5b fd fd 6f fd fd fd 
73 07 fd 3f 00 09 fd 5b fd 
fd 15 6c fd fd 60 fd fd 29 
48 29 fd fd 16 67 fd fd fd 
fd fd fd 26 36 fd fd 6f fd 
7c 28 6f fd fd fd 11 59 fd 
fd 1f fd 66 66 17 0b 57 7c 
fd fd fd fd fd 07 5c 0a fd 
fd 47 36 50 fd fd 48 45 4d 
6a 3c fd fd fd fd 05 fd 10 
fd fd 04 25 46 fd 28 fd 39 
fd 59 fd fd 29 19 37 fd fd 
1c 07 fd 71 09 1d fd fd 1f 
fe fd 70 12 58 fd 4d 39 79 
fd 3d 39 5b fd 7b fd 18 fd 
fd fd 0f 2a 6e 2b 

J^Q3O<*TA?
ZazneO[G#}QMfFsq!hW|
u0&[cwp3^-J.h*;kY5):[os?
[l`)H)g&6o|
(oYffW|\G6PHEMj<%F(9
Y)7qpXM9y=9[{*n+

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
NotifyIcon.002.etl

0 8208 fd fd 54 03 13 19 fd 05 29 
53 28 56 88 fd fd 6c 45 
77 0c 29 2f 3b fd fd fd fd 
db fd 31 fd fd 70 fd fd fd 
fd 01 70 fd fd fd 38 4c 0c 
6b 33 5b 4a fd 42 41 fd fd 
30 57 4d 7f 17 fd fd 6c 1e 
fd fd 74 6c fd 6d fd 0e 3f 
5d fd 42 01 fd fd 4d 47 fd 
fd 62 2b 36 fd 79 3c fd fd 
27 fd 57 64 2b fd fd 37 71 
74 fd 71 fd 28 fd 55 fd f6 
fd fd 31 fd 73 fd fd 1b 76 
fd fd 33 7c fd 3b fd fd fd 
3f fd 64 45 fd fd 26 7e 40 
fd fd fd 38 65 0b fd 41 6f 
60 19 35 5f fd 47 fd 65 fd 
fd 16 08 33 13 60 fd 6d fd 
fd fd e9 3d 2e 35 fd 13 39 
fd fd 0f fd fd 1f fd fd fd 3e 
fd 2a 08 0a fd fd 04 fd 31 
28 fd fd fd 1e fd 2e fd fd 
31 66 fd 36 7d 75 78 fd fd 
50 42 55 4a 63 fd fd 08 
51 73 4d fd 06 4f 32 fd 08 
27 2f 06 fd fd 06 fd 5a fd 
2f 2b 24 fd fd 

T)S(VlEw)/;1pp8Lk3[JBA
0WMltlm?
]BMGb+6y<'Wd+7qtq(U1
sv3;?dE&~@
8eAo`5_Ge3`m=.59>*1(.1
f6}uxPBUJcsMO2'/Z/+$

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
NotifyIcon_Temp.1.etl

8240 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\ProgramData\USOShared\Logs\
NotifyIcon.002.etl

8240 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
F8CFEB22-A2E7-3971-9EDA-
4B11ED
EFC185}v12.0.21005\packages\vc
RuntimeAdditional_x86\cab1.cab

419430
4

738608 38 5f fd 05 37 2e fd 03 fd 
fd 09 59 fd 08 4e 30 69 7f 
fd 14 2b 6a 3b 53 bd fd 
1a fd fd fd 07 fd fd 0e 79 
fd fd fd 09 fd 12 4f 57 24 
fd fd 1a e0 33 52 fd 15 fd 
0f 0e fd fd 22 55 2c 79 fd 
7f fd fd 7a fd fd fd 79 17 
fd 2c fd 76 fd fd 7e fd 02 
5f 7c fd fd 43 6d 0f fd 17 
26 22 78 3e 11 fd 7b 66 
7e 7b fd 2e fd fd fd 5f 33 
21 fd 48 0c 14 4e fd 52 
0a fd fd 37 02 fd 08 4d 53 
66 42 2b 53 78 fd fd 63 fd 
5e 0f fd fd fd fd fd fd 59 72 
fd fd 30 12 fd 01 4b 08 fd 
30 03 fd fd fd 1f 55 79 52 
fd fd fd 44 17 51 44 fd 24 
0c fd 14 38 fd 17 fd 3a fd 
65 5f fd fd 65 fd ad fd 16 
3d 6f fd 5b fd 1a 4f fd fd 
28 6b fd fd fd 69 47 fd fd 
fd 0d 4f fd 4b fd 3e 08 fd 
69 77 58 fd 67 6a fd 05 fd 
fd 0a fd fd 33 fd 7b fd fd 
fd 5b 4e 31 fd fd 23 79 

8_7.YN0i+j;SyOW$R"U,y
zy,v~_|Cm&"x>{f~
{._3!HNR7MSfB+Sxc^Yr
0K0
UyRDQD$8e_e=o[O(kiG
OK>iwXgj3{[N1#y

success or wait 1 AEE43A WriteFile

C:\ProgramData\Package Cache\{
F8CFEB22-A2E7-3971-9EDA-
4B11ED
EFC185}v12.0.21005\packages\vc
RuntimeAdditional_x86\cab1.cab

493294
4

8 05 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\USOPrivate\Upda
teStore\updatestore4df22196-a1f2-
426c-aa27-062a9f86aba6.xml

2624 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0b 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 7e fd fd 
05 6d 07 7b fd fd fd fd 10 
fd 76 33 39 fd fd 4d fd 3b 
fd fd 28 fd fd 71 36 fd fd 
5f 44 72 fd 69 08 fd 78 fd 
3a fd fd 1d fd 68 fd fd 2d 
fd 0e 35 27 fd fd fd 57 17 
fd 06 34 fd 37 fd fd 48 3d 
fd fd 4e fd 32 fd fd 2b 49 
30 25 19 4a 3c fd 5b fd fd 
17 fd fd fd 3e fd 01 fd c5 
fd 05 fd fd fd 24 fd fd 2b 
fd fd fd 26 fd f1 71 fd 6b 
0b 3d fd 64 77 1e fd 6a fd 
6f 3c 5a fd fd fd fd 3d 29 
6a fd fd 6a fd 73 7e fd 81 
fd fd fd 20 fd fd fd 4d fd 
40 74 fd fd 1e fd fd 84 8d 
fd 3e 6a fd fd fd fd 74 fd 
fd fd fd fd 58 fd fd fd 22 fd 
fd 32 fd fd 31 fd fd fd fd 
24 76 7c 3d fd fd 26 fd 0a 
4c fd 2c 10 38 1e 17 2d 
59 fd fd 51 

TU|!I>~m{v39;(q6_Drix:h-
5'W47H
=N2+I0%J<[>$+&qk=dwj
o<Z)jjs~ M
@t>jtX"21$v|=&L,8-YQ

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\ProgramData\USOPrivate\Upda
teStore\updatestore4df22196-a1f2-
426c-aa27-062a9f86aba6.xml

0 2624 fd fd fd fd 36 06 19 fd fd 
7a 11 fd 54 a6 5d 07 fd fd 
33 eb fd 2e 53 1e 47 fd fd 
29 fd 8d fd 65 fd 73 3d 6e 
fd fd 5e 34 00 19 35 75 
0c 6c 2f fd 2a 0e 49 24 fd 
fd fd 41 7f fd 79 fd 77 06 
5a 14 1b fd fd fd 56 5d 55 
a8 fd fd fd fd fd 2e 7d 1a 
12 fd fd fd 00 fd 47 fd fd 
75 fd 45 fd fd 19 39 fd 2a 
56 19 fd 14 5d fd fd 2c 18 
fd 77 fd 4e fd fd 2a 78 45 
40 fd 3d 10 fd 08 13 67 3f 
fd 42 58 fd 4d fd fd fd 49 
17 fd fd 55 fd 49 fd fd 1f 
35 fd 2f 46 79 fd fd 03 79 
fd 3d 57 1b 41 fd 39 fd fd 
fd fd fd 4b 76 4c 32 fd 04 
09 75 fd fd 92 fd a3 1d 04 
35 fd fd 60 55 fd fd 17 5b 
10 38 fd 36 fd 09 17 fd 55 
fd 77 5a 16 fd 03 5c 0b 
48 2d fd fd 67 56 27 fd fd 
fd 3b 50 fd 73 fd 1a 1d 25 
17 fd 4f 7e 54 fd 6d fd fd 
33 7a fd 4a fd fd 3c 20 fd 
fd 42 75 71 

6zT].SG)es=n^45ul/*I$Ay
wZV]U.}
GuE9*V],wN*xE@=g?
BXMIUI5/Fyy=W
A9KvLu5`U[86UwZ\H-
gV';Ps%O~Tm3zJ< Buq

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOPrivate\Upda
teStore\updatestore4df22196-a1f2-
426c-aa27-062a9f86aba6.xml

2656 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
NotifyIcon.001.etl

8208 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 14 fd 
43 fd 26 fd 46 20 fd fd fd 
5e fd fd fd fd fd fd 4c 72 fd 
fd d5 5b fd fd fd 4b fd fd 
1b 63 4e fd 00 65 fd fd 2d 
fd fd fd fd 58 fd 79 fd fd fd 
68 fd fd fd 57 3e fd 42 fd 
56 fd 5e fd 0f 5f 65 64 2f 
fd fd fd 30 fd 3c fd 43 fd 
61 fd 40 b0 18 fd 52 fd 52 
fd 4f fd 43 fd 3b fd fd 0f fd 
23 22 37 08 5c fd 3d 30 
76 fd 34 fd fd 60 74 2a 2a 
32 7a 70 5c fd fd 5c fd fd 
65 fd 76 fd 21 3a 11 fd 16 
fd 6f 72 fd fd 09 1b fd 38 
77 fd 3c 30 0b 1a 2b fd fd 
27 45 2c 0b fd fd 3f 76 fd 
4a fd fd 51 fd fd 66 74 06 
fd 6b 35 fd 6b 26 fd fd 1a 
3b fd fd 5a 31 07 fd fd 73 
6e fd 1f fd 0a 4b 2f fd 31 
6d 7c 37 fd fd fd fd fd fd 
48 fd 60 fd 2b 

TU|!I>C&F^Lr[KcNeXyh
W>BV^_ed/0
<Ca@RROC;#"7\=0v4`t**
2zp\\ev!:r8w<0+'E,?
vJQftk5k&Z1snK/1m|7H
`+

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
NotifyIcon.001.etl

0 8208 fd 5c 0a fd 21 1a 21 fd 64 
72 4a fd 2f fd 61 fd 09 27 
fd 41 38 27 fd fd 55 6a 7a 
fd 46 fd 02 fd fd 6e fd 1b 
2d fd fd 3e 01 fd 23 fd fd 
07 56 29 fd fd fd fd 7e fd 
16 fd 5b 52 fd 0e 13 fd fd 
fd 5c 5e fd fd 0b 42 0f fd 
46 fd 59 fd fd fd 39 fd 0c 
13 21 fd 1f 65 76 fd fd fd 
fd 15 a8 fd fd fd 41 b0 5f 
5d 15 fd fd fd fd 24 0b 51 
fd 75 06 0c fd 19 12 08 
19 fd 42 61 fd 70 4c 13 
68 0c 16 4b fd 68 9f 2e 
19 00 16 36 fd 7b 52 fd fd 
23 78 fd 25 74 78 70 73 
fd 1b 0b 3c fd 0d 1f fd 43 
1b 27 34 fd fd fd fd fd ac 
04 fd 18 fd fd 5c fd ee 34 
fd 02 3c 43 fd 21 fd fd fd 
70 13 fd 63 7c fd 61 fd fd 
fd 5e 73 2d fd 56 fd fd fd 
fd fd 20 fd fd ee 68 fd fd 
53 fd fd 46 05 0e 5d 5f fd 
61 04 28 fd 33 fd fd fd fd 
16 fd 5e 60 46 55 64 

\!!dJ/a'A8'UjzFn>#V)~
[R\^BFY9!
evA]$QuBapLhKh.6{R#x
%txps<C'4\4<C!pc|a^s-V 
hSF]_a(3^`FUd

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\ProgramData\USOShared\Logs\
NotifyIcon.001.etl

8240 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.001.etl

28688 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 5c fd fd 7f 
7f fd 77 fd 4f fd 70 fd 78 
41 4d fd fd 72 08 fd 27 fd 
fd 0f 5b fd 0a 63 16 75 4f 
fd fd 41 7a fd 5e fd fd 57 
fd fd 4d fd fd 3d fd fd 50 
51 4c fd fd fd 33 fd fd fd 
37 43 29 74 20 4e 5e 7f 
39 fd 68 fd fd 42 7a 26 fd 
46 fd 27 43 fd 77 45 fd 7b 
fd fd 28 fd fd 2c fd fd fd fd 
58 fd 70 fd 49 7d 32 1a 
62 fd fd fd fd 33 44 3c fd 
07 fd 65 fd 53 fd 3c 3f fd 
67 fd 3b 07 39 23 71 31 
1b 0f 51 05 fd fd 38 3f fd 
fd 65 fd 39 fd fd fd 63 0c 
fd fd 08 13 53 fd 51 fd 26 
32 fd fd 7e fd 2d fd 2c fd 
26 fd 0c fd 46 11 7b fd fd 
46 73 2f fd 6a fd 72 fd 5e 
05 25 03 fd 6e fd fd 5c fd 
fd 44 1a fd 01 11 fd fd 38 
10 fd 3d fd 5d 66 

TU|!I>\wOxAMr'[cuOAz^
WM=PQL37C)t 
N^9hBz&F'CwE{(,XpI}2b
D<eS<?g;9#q1Q8?
e9cSQ&2~-,&F{s/jr^%n\
D8=]f

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.001.etl

0 28688 1a 50 3a fd 29 fd 52 6a 
29 fd 17 fd fd fd fd fd 69 fd 
30 fd 65 6b fd 64 6b 57 
1b fd fd fd fd 25 fd fd fd fd 
24 fd 6b fd fd 5a 73 fd fd 
4a 6f fd 5b 38 7a fd 4b 30 
fd 44 74 fd 65 fd fd fd ed 
42 52 fd 56 fd fd 0b 8e fd 
fd 11 58 fd 20 fd 53 1c 49 
fd 3c fd 36 0f 05 0c fd 74 
06 fd 19 47 fd fd 0a 37 25 
23 fd 65 50 fd fd 38 fd 2e 
5b 30 e1 09 fd fd 10 fd 3b 
68 fd fd fd 0e fd 49 6e fd 
91 58 19 fd fd a4 43 fd fd 
6d 46 66 aa 7c fd fd fd 23 
fd 2a 0d 11 fd 2a 50 42 fd 
6b 6c 38 13 6b 6c 5e fd 
78 22 20 fd 1a 12 2f 2e 
5c fd fd 14 fd 5e 7e 58 6d 
fd fd fd 67 fd fd 75 47 fd 
18 fd 1c fd fd 4d 70 fd fd 
26 fd 60 fd 02 fd fd fd 27 
62 78 68 73 42 78 fd 00 
fd 22 d7 fd 78 fd fd 9e fd 
fd 72 fd fd fd 63 fd 57 43 
fd fd 3f fd 0d 1d fd 

P:)Rj)i0ekdkW%$kZsJo[8
zK0DteBRVX 
SI<6tG7%#e8.
[0;hInXCmFf|#**
PBkl8kl^x 
/.\^~XguGMp`'bxhsBx"
xrcWC?

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.001.etl

28720 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.003.etl

4112 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 41 19 
fd 0f 58 fd fd fd 66 fd 41 
47 1c 63 42 fd fd 68 fd fd 
5b 77 fd 58 fd fd 36 45 fd 
0c fd fd 4a 2d 43 66 1e 
7c fd 64 fd fd 58 fd fd fd 
76 34 fd 2f 43 63 2c fd 5f 
fd fd fd 0b fd 10 16 4c fd 
7d 4b 75 fd 47 fd 78 fd 7d 
fd 63 12 6f 4b 44 fd fd 7a 
fd 38 fd 48 fd 2e 21 fd fd 
2d 1d 55 fd fd 7d 05 78 
75 fd fd fd fd 11 fd 43 8b 
fd 79 fd 7a 6c 6d fd fd 70 
fd 3d fd 50 6e fd 50 fd 47 
fd 23 fd 3e fd 09 fd 03 fd 
44 fd fd 49 fd 33 fd fd 34 
6c fd 0a 24 26 0a 06 0d 
7a 51 08 fd fd fd 7e fd 64 
38 fd a4 5b 0a 1c fd 0d fd 
41 35 fd fd 5e 2c fd 56 25 
01 1f bf 02 e9 22 30 fd 3b 
fd 6e fd 1c fd 

TU|!I>AXfAGcBh[wX6EJ-
Cf|dXv4/C
c,_L}KuG}coDz8H.!-
U}xuCyzlmp=P
nPG#>DI3l$&zQ~d8[A5^,
V%"0;n

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.003.etl

0 4112 fd f9 30 3e 5f 7b fd 02 11 
fd fd 51 49 fd fd 60 4a fd 
fd fd 06 fd 42 fd 4d fd 79 
7c fd 4a 4a 2f fd 47 fd fd 
66 fd 10 fd 47 21 52 fd 4b 
5d fd fd 17 78 06 2a 6a 
71 fd 2e fd 15 fd 37 fd 61 
6e 73 70 fd 62 2a 46 65 
fd 24 5e 3e fd 60 fd 5d 4d 
25 fd 10 fd fd 29 fd fd 29 
fd fd 43 26 fd fd 01 fd 25 
fd fd fd 71 fd fd 73 70 fd 
fd 35 fd 13 73 fd 90 49 fd 
fd fd 04 26 fd 38 fd fd 6f 
fd fd 0b fd 40 fd 6a 59 0d 
65 fd 58 fd 71 6f 20 fd 5f 
fd 29 fd fd fd 21 2a 7b fd 
4d fd fd fd 49 1e 09 fd fd 
fd fd 31 7f fd fd 1b 41 fd 
fd fd fd fd 33 39 fd 0d fd 
32 fd 1a 3f 3d fd fd fd 4f fd 
14 5c fd fd 4a 57 fd 6e fd 
2b fd fd 44 fd 23 11 fd fd 
fd fd 60 40 fd fd 10 52 2a 
fd 08 fd fd 63 63 22 3e fd 
36 fd 21 43 70 fd 05 fd 3a 
7f fd 23 56 fd 7f 72 fd 7a 

0>_{QI`JBMy|JJ/GfG!RK]
x*jq.7an
spb*Fe$^>`]M%))C&%qs
p5sI&8o@jYeXqo _)!*
{MI1A92?
=O\Jn+D#`@R*c
c">6!Cp#Vrz

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.003.etl

4144 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.004.etl

20496 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd fd 0e fd 
08 24 0b 27 41 47 57 4a 
fd 21 fd 3e fd 63 03 fd 32 
fd fd 28 fd 48 fd 67 77 42 
68 09 fd fd fd 2d 49 fd fd 
44 fd fd 12 2d 20 fd 58 fd 
2c fd fd 1b fd fd fd fd 22 
fd fd 5e fd fd fd 52 13 60 
20 fd 75 21 fd 2f 1a 7c 4b 
fd 0a fd 47 5e fd e3 fd 98 
7c fd fd fd fd 70 fd 63 fd 
fd fd 4d 30 fd fd 5f fd fd fd 
0a 3a fd 1f fd 48 fd 67 fd 
fd 31 fd fd 36 fd 4a fd fd 
7d 17 3c fd 09 57 fd fd 62 
fd fd 1d 2f fd fd 00 5c 16 
6c 3a fd 14 fd fd 2f 44 49 
7f 05 fd 1b 55 3d 18 fd fd 
20 fd fd fd fd 41 5a fd 2b 
fd 39 3c fd 4d 68 31 fd 2e 
5a fd fd fd fd dd 4e fd fd 
62 fd fd 33 4d 46 16 fd fd 
5f fd 2d fd 

TU|!I>$'AGJ!>c2(HgwBh-
ID-X,^` 
u!/|KG^|M0_:Hg16J}
<Wb\l:/DIU= 
A+9<Mh1.ZNb3MF_-

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.004.etl

0 20496 77 fd fd 5d fd 7e fd 4e 77 
65 fd fd fd 3f 09 fd fd fd 
72 5e 10 fd fd 6d 24 fd 64 
3b fd 6b 13 a2 63 1c fd 
28 fd 5b 6f 53 17 fd fd fd 
fd fd 64 51 10 1c 68 fd fd 
60 39 73 fd 5c 0c fd 0b fd 
3d 68 fd fd 43 fd fd 0b 40 
49 2d 23 65 fd 7f 7e fd 14 
fd fd fd fd 1d 3f 3d 31 fd 
fd 58 05 53 bc fd fd fd fd 
29 4b 1d 78 fd 65 72 fd fd 
fd fd 4a 1e 66 fd fd 7e fd 
56 42 fd 13 51 1c fd 10 
60 fd fd fd 07 72 fd 0b fd 
fd fd fd 2e 6d 10 fd fd 78 
fd fd 12 fd fd 63 fd 13 42 
fd fd fd fd 39 c5 15 00 11 
fd 7a 2e fd 36 fd 5d fd 58 
fd 21 39 fd 1d fd 31 05 c5 
fd fd 3a fd fd 5b 22 49 7d 
17 fd fd 50 fd fd 05 27 fd 
fd 2e fd fd fd 57 fd fd 59 
1f 67 33 2f fd 67 53 fd fd 
fd 7c fd fd 06 2d 59 5d fd 
fd fd fd 47 78 fd 13 fd 42 
fd 47 09 60 6a 7d 1f 43 
20 fd fd 5a 

w]~Nwe?
r^m$d;kc([oSdQh`9s\=hC
@I-#e~?
=1XS)KxerJf~VBQ`r.mxc
B9z.6]X!91:
["I}P'.WYg3/S|-YGxBG`j
}C Z

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.004.etl

20528 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile
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C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.002.etl

28688 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 5f fd 7b 
7b 3e fd fd fd fd 5c 50 fd 
21 fd 40 29 7c fd 7f fd fd 
fd fd fd fd 73 75 fd fd 55 
1e fd fd fd 36 0e 34 7b fd 
3a 22 5e fd 6a 6f fd fd 1e 
31 fd 6b 25 fd fd fd 62 fd 
fd 1e fd 07 2a fd fd 68 fd 
56 03 09 35 0f 69 fd fd 28 
fd 6c fd 68 fd fd fd 08 fd 
fd fd 35 72 77 17 6a 06 fd 
3b 2a 09 43 07 45 71 30 
4d fd fd fd 69 fd 0d 78 fd 
05 6f 36 2c fd 07 60 3f fd 
61 fd 7d fd 54 fd fd 1d fd 
4d 1e fd 6c 5a 45 1e 5e 
7c fd fd fd 25 fd fd 62 5b 
fd fd fd 4f 5e 1e 1c 53 44 
1a fd fd fd fd fd 3e 4e fd 
23 fd 39 1e 3e 3d 49 fd 
2a fd 30 22 22 26 3e 46 
77 fd 13 fd fd fd fd 71 59 
fd 39 fd 00 42 64 58 13 fd 
fd fd 3c fd 36 fd fd 4a fd 
fd 52 4b 39 

TU|!I>_{{>\P!@)|suU64{:"
^jo1k%
b*hV5i(lh5rwj;*CEq0Mixo,
`?a}TM
lZE^|%b[O^SD>N#9>=I*0
""&>FwqY9BdX<6JRK9

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.002.etl

0 28688 0c 0c fd 10 6e fd fd fd 48 
5c fd 72 fd fd fd 63 fd fd 
fd 1c fd fd fd 3d 04 fd 4f 
fd fd 6f 47 fd 76 fd fd fd 7c 
fd 05 fd fd 67 fd 25 7c 38 
fd 5a fd fd 17 fd 28 fd 1e 
5e fd 7c fd 05 fd 78 fd fd 
fd 5c fd fd 31 20 fd fd 5c 
5d 5e fd 49 fd fd fd de fd 
48 65 fd 28 0a fd 23 fd 80 
10 fd 4c 7f 27 39 fd 4d fd 
fd fd fd 07 fd 19 fd fd 6e 
34 52 43 14 5e fd 25 45 
fd fd 35 56 5c 4c 09 7b fd 
46 4e 11 67 fd 3e 02 71 
39 fd 74 17 fd 0d fd 70 66 
78 fd 3e 27 0c fd fd 41 fd 
4a fd 5f fd 65 fd 39 fd fd 
09 fd fd 40 fd fd 59 fd 32 
a9 fd 6a 6f fd fd 22 6c fd 
fd 06 70 fd fd fd fd fd fd fd 
24 fd fd 5f 11 fd 19 fd fd 
fd 07 22 1a fd fd 4e 13 5f 
72 3a fd 4b fd 6d 5f fd fd 
7a fd 35 fd fd 29 68 fd fd 
67 fd 5e fd 04 2b da 00 fd 
4b fd 5c fd fd fd fd fd fd 61 
fd 18 fd 

nH\rc=OoGv|g%|8Z(^|x\1 
\]^IHe(
#L'9Mn4RC^%E5V\L{FNg
>q9tpfx>'J
_e9@Y2jo"lp$_"N_r:Km_
z5)hg^+K\a

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.002.etl

28720 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.007.etl

4112 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd fd 1b 
5b fd fd 69 11 38 fd 32 1c 
fd cf fd 79 0a 3a 22 37 fd 
0e 68 fd fd 3c 43 fd fd 62 
fd 61 fd fd 00 fd 53 fd fd 
fd 69 fd 02 6d 56 15 fd fd 
48 fd 9f fd 52 1c 12 48 fd 
fd fd fd 2c fd 17 fd fd fd fd 
47 18 fd 3c fd fd fd fd 28 
3f 6e fd fd fd 4f fd 3c 03 
13 46 ef fd 3c 0d fd 0f fd 
fd fd fd 40 fd fd fd 12 fd fd 
34 5c fd 51 69 2e fd 24 fd 
68 fd fd 50 67 fd fd 64 0a 
fd 15 fd 72 fd fd 53 32 59 
7c 4a 4b fd 51 57 78 23 
0f fd fd fd fd 3f fd fd 13 77 
fd 21 33 7e fd 37 32 fd 30 
fd 1c fd 5f 60 3e fd fd fd 
12 05 fd 23 fd 41 0a fd fd 
2f 41 fd fd 20 fd 49 09 fd 
75 fd 92 fd 7b 61 09 4b 
14 42 70 74 2d 7b fd 12 
fd fd 73 

TU|!I>
[i82y:"7h<CbaSimVHRH,
G<(?
nO<F<@4\Q.$hPgdrS2Y|
JKQWx#?w!
3~720_`>#A/A Iu{aKBpt-
{s

success or wait 1 AEE43A WriteFile
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C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.007.etl

0 4112 7c 79 30 03 fd 2b fd fd 1e 
71 65 51 fd 75 fd 33 fd fd 
45 fd fd 5d fd fd fd fd 7a 
fd 40 fd 73 0a 1a 02 57 
70 3a 17 6e fd 67 fd 65 fd 
17 fd fd 31 fd 6d fd c5 fd 
a8 05 fd 34 36 7d 5c 2b 
83 fd fd fd 2d fd 4f 29 fd 
fd fd fd fd 66 fd 5c 0c fd fd 
fd fd 46 fd 5b 4d fd fd 8b 
60 1d fd fd 42 16 56 2d fd 
fd 7c 5a fd 36 fd 28 fd 27 
4f 7c fd fd 79 fd fd 54 fd 
51 fd 59 fd fd 02 64 fd 7d 
fd 54 05 fd fd 1c 5f 4c 75 
fd fd fd 42 fd 7c 4d 0b fd 
30 fd fd 32 fd 42 fd 46 32 
78 61 5e 6f fd fd fd 55 fd 
71 fd 30 76 0f fd 0f 31 fd 
3f fd fd 73 33 fd fd 3f fd fd 
0d 6d 2c 6b fd 1c fd 55 6b 
fd 08 42 fd 01 fd 73 fd fd 
6e fd 31 d7 52 fd 0a fd fd 
fd 2b f2 48 57 43 6d 57 2f 
02 fd 30 fd fd fd fd 13 fd 
fd 28 db 76 7b fd 08 fd 47 
fd 3f fd 36 fd fd 2b 67 fd 

|y0+qeQu3E]z@sWp:nge
1m46}\+-O)f\F[M`BV-
|6('O|yTQY}T_LuB|M02B
F2xa^oUq0v1?s3?
m,kUkBsn1R+HWCm
W/0(v{G?6+g

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.007.etl

4144 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.006.etl

8208 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 3b 02 63 
1b fd 6a fd 64 15 fd fd 09 
25 5f 40 fd 43 03 2f 68 fd 
40 53 fd 7c fd 4b fd fd fd 
15 22 fd 3f fd fd 67 1c fd 
4d fd 1f 6f fd 41 fd 2d fd 
90 77 36 fd 51 2c fd e5 fd 
06 5b 79 55 fd fd fd 53 2c 
fd fd df fd fd 59 fd 74 cf fd 
fd fd 01 fd 67 69 46 fd fd 
39 7d fd fd 2f fd 50 fd fd 
6f fd 23 12 28 fd 38 4b fd 
0b fd 22 0f fd 4d 2c fd 50 
01 fd 0a 68 27 03 27 31 
fd 54 50 fd 2e 7c fd 5c 26 
21 2a 11 fd b7 26 fd 78 
24 fd fd 4c fd 7e 4d fd 48 
0e 53 0a fd fd 68 6b 6f fd 
27 fd fd 10 fd 09 25 fd 6f 
1f 79 08 72 56 65 45 04 
2d fd fd fd 65 fd 68 73 fd 
5a 14 49 fd 19 46 00 04 
66 5d fd fd fd 3a fd 6b b7 
3d 4c 18 4b 2f fd 

TU|!I>;cjd%_@C/h@S|K"
?gMoA-w6Q,
[yUS,YtgiF9}/Po#
(8K"M,Ph''1TP
.|\&!*&x$L~MHhko'%oyrV
eE-ehsZIFf]:k=LK/

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.006.etl

0 8208 70 fd 24 fd 40 2d 11 fd 32 
fd fd fd 42 fd fd 7e 3c fd 
fd 3b fd 50 6b fd 00 73 4b 
3d 72 10 fd fd 0c fd fd fd 
fd fd 34 fd 29 7d fd fd 62 
2f fd fd fd 63 5a 5c fd 6f 
12 fd fd 30 fd 38 37 fd 20 
6f fd fd 5d fd 6b fd 03 fd 
fd 4f fd 26 4a fd fd fd fd 
45 77 fd fd 04 fd fd 39 5b 
fd 67 59 fd 5d fd fd 51 77 
35 fd fd fd 10 61 0b 06 fd 
3c 3f 08 5f fd 67 fd fd 40 
3c fd 5d fd 06 1b 53 1e 
3c fd fd 06 48 23 46 1d fd 
54 fd 19 28 3c 50 1b 54 
fd fd 57 51 18 06 30 0b 
60 fd fd 7a fd 15 16 fd 66 
fd fd fd fd fd 28 fd 7e 67 
fd fd 30 fd fd 7f fd 4a fd 2c 
23 fd fd 1e fd 0e fd fd 26 
19 fd 32 fd 7a 1b fd 5b 2b 
1e fd fd 10 fd 5a 0c 0d fd 
68 fd fd fd fd fd 40 fd fd fd 
42 79 fd 48 69 75 60 36 
fd 2f af 70 11 04 39 37 44 
fd fd fd fd fd fd fd fd 42 fd 
73 62 fd 34 68 fd 01 

p$@-2B~
<;PksK=r4)}b/cZ\o087 o]
kO&JEw9[gY]Qw5a<?
_g@<]S<H#FT(<
PTWQ0`zf(~g0J,#&2z[+Z
h@Byiu`6/p97DBsb4h

success or wait 1 AEE43A WriteFile
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C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.008.etl

4112 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 58 fd 
4c 4a fd 4f 11 2c 49 61 fd 
b7 fd 44 fd 1c 0a fd fd 28 
18 fd 72 41 6d fd 4e fd 1c 
fd 14 47 29 fd 41 fd 36 79 
7c fd fd fd 35 01 24 fd 4b 
00 77 fd fd 3a fd 82 fd 78 
fd 14 fd 34 fd 6b fd fd fd 
4b 20 fd fd 63 fd 2f 74 fd 
6d fd fd fd fd fd fd fd fd d8 
9b fd 1d fd fd 22 fd 53 fd 
51 30 6f fd fd 49 fd fd 0a 
0b 2e fd 6f 6f 33 07 fd fd 
1a 1f 5c fd 36 38 fd 2a 65 
33 fd 72 75 7d 17 fd fd 61 
0f 13 fd fd fd fd fd 76 fd 
32 fd 7b 46 fd 25 08 07 
7c 61 fd fd 35 6a 7a fd fd 
fd fd fd 4c fd fd 3c 71 fd 
7b fd fd 78 6b 61 27 fd fd 
48 75 fd 07 65 fd 15 7c 
74 fd 16 63 fd fd 7a 20 fd 
fd 03 42 0d fd fd 70 ff 4f 
fd fd fd bc 

TU|!I>XLJO,IaD(rAmNG)
A6y|5$Kw:x4kK 
c/tm"SQ0oI.oo3\68*e3ru}
av
2{F%|a5jzL<q{xka'Hue|tc
z BpO

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.006.etl

8240 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.009.etl

20496 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 43 12 17 
fd fd fd 7a 35 fd fd ca fd 
4f fd fd 55 47 fd 0c fd 74 
35 6b fd 68 fd fd fd fd 2f 
fd 47 fd 4e 7b cf fd fd 29 
fd 52 3e 3c fd fd 15 28 3a 
fd fd 50 55 fd 2a 1c 10 fd 
4c 37 38 6d fd 68 31 fd 
3a 42 fd fd fd 4b fd 51 fd 
fd fd fd 13 7f fd 19 fd fd 
00 53 30 2c fd 5b 28 fd 
33 3b fd 6d 14 28 fd 7a fd 
fd fd 5c fd 19 fd 1a 05 fd 
7b 05 58 fd 33 36 fd 76 
16 fd 30 60 71 fd fd 5f fd 
fd 56 02 36 fd fd 68 73 7b 
79 fd 39 fd fd fd 36 2b fd 
6e 62 2d fd fd fd 18 56 62 
43 24 59 15 5f fd 3c 2b fd 
01 44 53 60 21 2b 2c fd 
fd 6a fd 12 4a 18 fd 47 fd 
fd 15 72 1f 3e 42 fd fd fd 
09 34 fd 3b 19 fd fd 2d fd 
fd 15 fd fd db 39 56 5b 

TU|!I>Cz5OUGt5kh/GN{)
R><(:PU*L
78mh1:BKQS0,[(3;m(z\
{X36v0`q_Vhs{y6+nb-
VbC$Y_<+DS!+,jJGr>B4;
-9V[

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.008.etl

0 4112 fd fd 0e fd 15 7b 1c fd 53 
0a 3b c6 fd 2c 45 55 fd fd 
16 62 fd 51 fd 79 fd fd 67 
fd fd 3f 06 fd 2c fd fd 0c 4f 
fd fd 39 43 70 fd 78 5e fd 
fd 5a 20 4d fd 00 fd 06 27 
64 2e 79 fd fd fd fd fd fd 
fd fd fd 01 6e 65 fd 6c 79 
91 62 fd 4d 35 3a fd 6d fd 
43 5a fd b2 fd 56 fd 72 fd 
fd 37 fd fd 3d fd 1c fd 2d 
fd 57 fd a3 fd 5f 40 73 63 
4f 09 fd 45 6e 0b 32 fd 06 
34 79 fd 41 fd fd 2d fd fd 
0f 2d fd 3a fd fd fd 09 fd 
fd 2f fd 44 1c 05 79 3e fd 
6e fd 30 26 61 fd 20 fd fd 
fd e0 7d 7e 53 fd fd 06 fd 
5e 1f 0d 69 4e fd 5e 25 fd 
77 40 fd 53 fd fd 5a fd 3d 
0a fd 37 fd fd fd 54 27 fd 
0c fd 68 1f fd 05 53 41 fd 
fd 31 fd 76 52 1d 6f 76 79 
3d 00 55 0b 58 74 6c fd 
fd 02 3e 2c 63 fd fd 26 8c 
78 fd 7a 04 03 fd 0a fd 31 
fd fd fd 29 fd fd 24 fd 

{S;,EUbQyg?,O9Cpx^Z 
M'd.yneybM5:mCZVr7=-
W_@scOEn24yA--:/Dy>n
0&a 
}~S^iN^%w@SZ=7T'SA1
vovy=UXtl>,c&xz1)$

success or wait 1 AEE43A WriteFile
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C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.008.etl

4144 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.009.etl

0 20496 fd 01 38 64 29 1c fd fd 2a 
4a fd 1f fd fd 02 3c 7f fd 6f 
59 fd fd fd fd 23 7c fd 7b 
fd 65 fd 28 2e fd fd fd 0f 
7d fd 33 fd fd 7c 16 2c fd 
fd 79 52 1e fd 59 03 3b 
06 fd fd 7d 31 fd fd 7b 1a 
fd fd 63 63 65 01 25 4d 
5b 6b fd fd fd fd 77 fd 35 
fd 17 3b 48 97 fd 5a fd 34 
fd fd 12 00 fd 6a fd 57 08 
54 10 fd fd 64 41 fd 51 fd 
4a fd 5f fd fd 77 fd fd 5d 
04 fd fd 57 fd fd 31 23 fd 
fd 7b 12 57 fd 22 fd 7d fd 
02 fd fd 57 fd 33 56 fd f2 
fd 27 fd 75 fd 5d fd fd fd 
09 fd 0d 6d 45 fd fd 38 76 
43 13 fd 0d fd 71 fd cd fd 
74 fd fd 5e c3 fd fd 5e fd 
1f fd 42 0a 48 2d 7d fd fd 
fd b2 fd fd fd 30 fd 6b fd 
7e fd fd 69 fd 1a 7a 8a fd 
fd fd 71 2c fd 63 fd 16 30 
2a 4c fd 3d 37 69 fd 62 fd 
60 fd fd 5e fd 7f 61 fd fd 
69 fd fd 24 79 fd 

8dJ<oY#
{e(.}3|,yRY;}1{cce%M[kw
5;HZ4jWTdAQJ_w]W1#
{W"}W3V'u]mE
8vCqt^^BH-
k~izq,c0*L=7ib^ai$y

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.009.etl

20528 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.010.etl

4112 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 1d 65 
00 50 65 67 1f fd 3f fd 0f 
fd fd fd fd 3e fd fd fd fd 29 
10 fd fd fd 70 fd 30 29 fd 
65 62 6f fd 11 fd 92 fd fd 
fd 7b fd fd fd 36 4c fd fd 
10 59 fd 39 1f fd 11 fd 14 
fd 63 58 fd d0 79 2f d9 fd 
41 1f fd 54 fd 32 10 fd fd 
02 04 fd fd fd cd 76 2a fd 
1a 0f 06 61 45 12 5f fd fd 
75 03 fd 3f fd fd fd 76 53 
fd 29 fd fd 1e fd 2d 6a fd 
4a fd 4a 5c fd 33 fd 3f 42 
fd 44 fd 6c 1d 0e fd fd 41 
fd fd fd 52 63 66 fd fd 32 
31 fd 86 fd 72 fd fd 6b 4f 
08 20 fd fd fd 7c 42 fd fd 
28 1b fd 1c fd 6b 6c 6c 2d 
fd fd 11 fd fd fd fd 3c fd 
11 fd fd 33 fd fd fd fd fd fd 
fd fd fd 02 fd 0f fd fd fd fd 
66 25 7a fd fd a0 fd 43 

TU|!I>ePeg?
>p0)ebo{6LY9cXy/AT2
v*aE_u?vS)-jJJ\3?
BDlARcf21rkO |B(kll-
<3f%zC

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.010.etl

0 4112 03 29 fd 56 fd 45 29 1d fd 
fd fd 13 fd 1f 14 fd 16 fd 
fd 2e fd 71 fd 2f 2e e6 fd 
fd fd 1b 2c 3b fd fd 30 5c 
3f fd 1f fd 03 fd fd fd 18 
03 fd 00 37 fd 56 5b fd fd 
fd 6b fd fd fd fd 7f 25 7d 
46 17 fd 7a 15 fd 06 7c 
49 5d 54 fd fd fd fd fd 0d 
18 fd 7b fd fd 0f 60 fd 16 
fd fd fd e4 fd 63 1b 34 7f 
40 fd 70 3c 18 fd 6f 0f fd 
fd 0b fd 3e 7d fd fd fd 60 
2c 05 24 fd 56 fd fd 25 4e 
fd 44 27 fd 42 36 5f 63 2b 
95 0e fd 44 1a fd 0c 32 
35 72 fd fd 10 5f fd 4d 6e 
7c 0e 1b 60 fd 67 fd fd fd 
2d fd fd fd 4e fd fd 5c fd fd 
fd 64 fd fd 0a fd 5f a9 0d 
6a fd 48 7d 0b 7a fd fd 5f 
7f fd 53 fd fd 32 fd fd 5e 
fd fd 16 03 fd fd 34 4c 1d 
fd 3a 46 fd 5b fd 7a 2e 1c 
00 fd c5 05 78 76 57 fd 
65 fd 16 00 fd fd fd fd 6c 
fd 51 fd 07 49 68 fd 6e 72 
59 0e 74 

)VE).q/.,;0\?
7V[k%}Fz|I]T{`c4@
p<o>}`,$V%ND'B6_c+D2
5r_n|`g-N\
d_jH}z_S2^4L:F[z.xvWel
QIhnrYt

success or wait 1 AEE43A WriteFile
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C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.010.etl

4144 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.011.etl

4112 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 5f fd 15 fd 
2c fd 08 06 fd 26 fd fd 3c 
12 5d 31 3f fd 3c fd 0b fd 
fd 4d fd 69 fd 71 fd fd fd 
7a fd fd 6a 1c 40 65 ab 
60 fd 69 fd fd fd 07 fd fd 
4e fd 62 03 e2 fd fd 4b 35 
fd fd 4a 66 fd 0f 7c 48 4c 
fd 12 fd fd 22 fd fd fd fd fd 
32 1d 48 fd 65 0a fd fd 4f 
74 fd fd fd 7d fd 55 62 fd 
fd 0a 6f 3c fd fd fd fd fd 
61 fd 75 fd 15 07 76 fd 78 
4b 5e fd 39 0f b3 31 5d 
5d fd 47 fd fd 65 50 69 4b 
fd 10 3b 1f fd 30 fd 7d 20 
fd 5d 4b fd fd fd 11 1f 1f 
fd 29 47 fd 14 fd 48 49 fd 
3b 53 fd 51 fd fd 52 71 61 
fd 69 0c 3b cd fd 46 6b fd 
fd a9 55 fd 19 3b 99 63 
5e fd 23 fd 4e 50 32 39 fd 
fd 59 74 fd 21 fd 2e 4d 

TU|!I>_,&<]1?
<Miqzj@e`iNbK5Jf|
HL"2HeOt}UboauvxK^91]
]GePK;} ]
K)GHI;SQRqai;kU;c^#NP
29Yt!.M

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.011.etl

0 4112 fd fd b2 46 36 fd fd 77 16 
71 fd fd 40 fd 65 45 3f 39 
35 1d 20 1f 71 31 70 fd 
54 7a 6a fd 5d 9f 2b fd fd 
07 fd 7e 03 fd 6b fd fd fd 
fd fd fd 0e fd fd fd 1d 7c 
fd 01 5c 10 fd 3b 01 fd 5e 
fd fd 3e 3c 28 15 71 5b 
d1 fd fd 17 27 3a 39 09 fd 
fd 1d fd fd 22 fd fd fd 52 
2c fd 5c fd 11 5e fd fd 45 
fd 70 fd 28 fd 01 73 5b fd 
fd fd fd 39 79 10 1e 62 6a 
fd fd fd 3c 3b 1c 59 62 fd 
03 fd 39 fd fd 5b 6a fd fd 
fd 23 43 4d fd 14 fd 3b 76 
a1 90 38 6a 55 fd fd 10 
54 fd 6b fd fd fd 4e fd fd 
22 fd 05 69 5a fd 1d 66 
40 03 57 fd fd 3a 57 63 fd 
fd 3c 07 9c fd 1e 7b 38 
63 0b af 29 49 fd 93 7c 0f 
fd 43 4a fd fd 0e 4b fd fd 
26 fd fd 0c fd 02 09 fd fd 
68 fd 72 17 28 fd fd fd 6d 
7f 39 fd fd 24 fd 36 32 13 
fd 6e 51 5f fd 58 fd fd 47 
fd fd 29 

F6wq@eE?95 
q1pTzj]+~k|\;^><(q[
':9"R,\^Ep(s[9ybj<;Yb9[j#
C;v8j
UTkN"iZf@W:Wc<{8c)I|C
JK&hr(m9$62nQ_XG)

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.011.etl

4144 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.012.etl

4112 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 27 24 2e 
7b fd 45 fd fd 13 1a 2a fd 
60 70 53 fd fd fd fd fd 79 
fd 16 fd fd fd 77 fd 33 fd 
4c 2c 0d fd fd 58 46 fd fd 
fd fd 7e fd fd 3b 30 21 fd 
55 80 fd 0f fd 6a 00 fd 4c 
fd fd 7c fd 70 00 18 c1 fd 
2f fd 36 fd 2a fd 38 fd 5b 
2a fd 34 fd 23 fd 42 fd 0d 
7c 7d 34 fd 65 fd 24 68 fd 
fd 1f 32 fd fd fd 74 37 39 
77 fd fd 23 fd 73 4d fd fd 
77 46 fd 28 12 06 fd 01 fd 
fd fd 11 75 1a 3c fd 5d ec 
fd 1a fd fd 3f 41 fd 6e 56 
fd fd 7c fd fd 6b 47 fd fd 
fd 37 fd fd 0f 62 fd fd 1e 
0f 74 fd 2a 18 fd fd fd fd 
02 6f fd fd 19 00 27 10 15 
71 fd 5b fd 52 fd 10 15 fd 
75 fd 08 fd 00 fd fd fd 27 
4e 26 fd 11 fd fd 47 0c 20 
fd 

TU|!I>'$.
{E*`pSw3L,X~;0!UjL|p/
6*8[*4#B|}4e$h2t79w#sM
wF(u<]?A
nV|kG7bt*o'q[Ru'N&G 

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.012.etl

0 4112 58 fd fd 35 16 fd 3a 16 5b 
75 4f fd fd 25 0c fd fd fd 
4d fd fd fd 04 fd fd fd 0a 
fd 69 04 6a 1a fd fd 15 fd 
2a 1d fd 17 fd 68 fd 29 1a 
fd 04 fd fd 0e fd fd 00 7f 
76 fd fd 4a 78 6d 27 fd fd 
7e fd 75 fd fd 31 37 fd fd 
05 fd 7a fd fd fd 37 2f fd 
fd fd fd fd bc 4a fd 1f fd 78 
fd fd 69 fd fd 05 fd 55 58 
4a fd 3e 12 0d fd 52 fd 34 
03 03 1d fd fd 1a fd fd 21 
fd 65 19 1e fd 48 fd d4 2a 
fd 30 fd 40 0b fd fd 54 78 
fd fd 24 fd bb fd 57 48 78 
fd fd fd 5e 55 fd fd 47 30 
34 fd fd 3f 28 7f fd fd fd 
07 fd 76 fd 4c fd fd 74 01 
fd b4 6d fd 24 44 fd fd fd 
fd 66 4b fd 73 fd 23 66 fd 
3e 3f 04 fd fd fd 1b 04 5a 
52 fd fd fd fd 5f 6e 62 fd 
34 6d 53 62 11 4c 0e 3d 
fd fd 55 fd fd 04 36 fd 22 
fd e2 34 fd 51 fd 06 55 4e 
fd fd 71 64 26 fd 

X5:
[uO%Mij*h)vJxm'~u17z7/
JxiUJ
>R4!eH*@Tx$WHx^UG0
?(vLtm$DfKs#f>?
ZR_nb4mSbL=U6"4QUN
qd&

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.012.etl

4144 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.013.etl

4112 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd fd 1d 0f 
fd 2c fd 1e 30 78 53 28 fd 
07 0c fd fd fd 06 49 67 fd 
3c 49 fd fd 09 fd d2 19 46 
fd 11 36 fd fd fd 23 fd 6b 
fd fd 65 23 79 8a b7 04 fd 
fd 0a 03 4d 05 fd 27 06 
3a 2a 24 fd fd 43 3f fd 15 
3e 7f 00 fd 00 fd eb 48 65 
53 60 08 fd fd 28 fd 19 3e 
63 77 fd 56 fd fd fd b2 fd 
fd 6a 2a 76 fd 7b fd fd 62 
63 3f fd 7e fd fd fd fd 60 
06 fd fd fd 44 75 fd 15 fd 
2c fd 4a 39 27 04 02 fd 
56 30 fd 01 fd fd fd 57 fd 
fd 1d 0f 06 3f 65 fd 37 fd 
2a fd 7d fd 53 fd 66 27 2e 
3c 78 66 5e 3f 42 fd fd fd 
fd 3d fd 60 fd fd fd 0b 70 
fd fd fd 5b fd d3 5c 62 fd 
12 fd fd 19 6c 0a 2b 47 
05 fd fd fd fd 66 fd fd fd 23 
54 fd fd 21 74 

TU|!I>,0xS(Ig<IF6#ke#yM
':*$C?>
HeS`(>cwVj*v{bc?
~`Du,J9'V0W?e7*}Sf'.
<xf^B=`p[\bl+Gf#T!

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.013.etl

0 4112 fd 68 fd 28 79 fd 39 56 2a 
3b 17 fd fd 1b fd fd 01 63 
70 8d 5b fd fd fd fd fd 74 
0c 62 fd fd fd fd fd 66 45 
52 0a fd fd 0a fd 2d fd 33 
fd 06 47 3a 62 0d 30 fd 
37 fd fd 67 fd fd fd fd fd fd 
6d fd 26 fd fd 58 4f fd 06 
fd 0b 08 fd 3e 7d 05 27 
14 fd 45 fd fd fd 0f fd fd 6f 
fd fd 3e 6a 0c fd 63 4c 29 
fd fd 17 3e fd fd fd 4b fd 
6b fd 13 39 fd fd 54 fd 53 
fd fd fd 40 fd 4b fd 4e 07 
45 24 2c 39 46 fd fd 4c fd 
35 16 54 30 fd 54 fd fd 64 
fd 7b fd 66 fd fd 8a fd fd 
43 78 fd dd 2a 38 10 fd 
11 fd fd 2d fd 72 fd 2b fd 
fd 74 5c fd 0f 2a fd fd fd 
0c e4 fd 77 fd 73 fd 61 fd 
fd fd fd fd 2d 7f 6f 20 56 
35 7e fd be fd 64 1e fd 69 
71 0c fd 41 fd fd fd 50 fd 
05 fd 72 fd 77 0a fd 2c 75 
fd fd 4d fd fd 61 68 fd 5c 
fd 4e fd fd fd 12 fd 40 5e 

h(y9V*;cp[tbfER-
3G:b07gm&XO>}'
Eo>jcL)>Kk9TSKNE$,9F
L5T0Td{fCx*8-r+t\*wsa- 
V5~diqAPrw,uMah\N@^

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.013.etl

4144 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.014.etl

4112 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 2c fd 4e 
fd 69 2d 45 7c fd 0e 73 fd 
fd fd fd fd fd fd 7d 5b 34 
40 35 07 fd fd 70 6e 0b 
28 73 01 50 5e 0b 43 23 
7d fd fd 44 fd fd 21 66 fd 
6f 14 7c 44 fd 7e 85 21 fd 
12 0f fd fd 45 fd fd 6f fd 
24 fd fd fd fd fd 13 fd 35 fd 
1f 36 fd fd 59 60 60 33 ac 
28 72 25 fd fd 50 fd fd fd 
21 7f fd fd 20 7f fd 67 10 
fd 1a fd 6a fd fd 2e fd fd 
fd fd fd 6e fd fd 42 16 fd 
fd 5e 6c 05 fd fd 29 0f fd 
51 10 63 fd 0f fd 37 42 38 
28 fd a7 4c fd 1c 7f 15 12 
46 5b 22 0c fd fd fd fd fd 
78 79 fd fd 1e fd 6b 64 13 
69 60 fd fd 45 fd fd 7d fd 
0b 7b fd 9b fd fd fd fd 23 
25 fd fd fd 0d fd 1d fd 35 
52 fd 73 fd 59 41 fd fd fd 
1e 40 fd fd 01 fd 0d 

TU|!I>,Ni-E|s}
[4@5pn(sP^C#}D!f
o|D~!E$56Y``3(r%P! 
gj.nB^l)Qc7
B8(LF["xykdi`E}
{#%5RsYA@

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.014.etl

0 4112 06 fd fd 15 fd fd fd fd fd fd 
fd fd fd 63 6b 1c fd fd 66 
0e 32 fd 76 fd fd fd 45 71 
07 98 30 23 3d 2c 7a 09 
fd 7a fd fd 1f fd 1a 21 fd 
fd fd 18 fd 2e 3b fd 55 fd 
7a fd 23 02 6e 75 3e fd 
7c fd 24 fd 7a 6a fd fd fd 
38 58 fd fd fd a2 1b fd 40 
55 fd 54 fd 59 fd fd 60 69 
fd 21 1a fd 2a fd 14 fd fd 
fd 13 0d 69 66 6f fd 0b 04 
1a fd 6e 06 45 07 fd 6a 
6a fd 0e 34 34 fd 29 30 6f 
fd 72 fd 48 3e fd 08 fd fd 
fd fd 7a fd 2f fd 10 fd fd 
0c fd 7e d6 fd 13 fd 48 fd 
fd 53 04 fd 59 13 22 79 
37 24 7f 0b fd 01 fd fd 3f 
68 03 47 fd 35 2a fd fd fd 
1f 5a 49 08 5e fd fd fd 6b 
31 fd 26 1b 5a 76 06 56 
2e fd fd 37 fd fd 7b 54 4a 
40 fd 01 fd fd fd 42 30 fd 
fd 4d 4e fd 7e fd fd fd fd 
fd fd 76 17 23 fd 7b 51 fd 
07 fd 46 fd fd 2f 56 fd fd 
7b 1f 1a 

ckf2vEq0#=,zz!.;Uz#nu>|
$zj8X@U
TYi!*ifonEjj44)0orH>z/~H
SY"y7$?
hG5*ZI^k1&ZV7{TJ@B0
MN~v#{QFV{

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.014.etl

4144 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.015.etl

4112 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 32 19 fd 
fd 6b 16 fd 35 fd fd 26 fd 
0d fd 1a 15 fd fd fd 63 fd 
fd fd fd 5f fd 41 4e 4b fd 
30 79 79 4a ca fd 6a fd 
45 fd 36 50 08 72 41 fd 2f 
fd 4f fd 0c 65 6f 2a 0d 28 
79 3e 08 fd fd 03 1d fd fd 
4a fd 41 fd fd 78 fd 2b 3b 
3d fd 67 3c 53 68 2b fd fd 
60 63 fd 2d fd 70 fd 3f 57 
fd fd fd 0b 1c 1c fd 1a fd 
fd 30 79 fd 50 fd 24 fd fd 
fd 4a fd 62 fd fd 7a fd fd 
fd fd fd fd cf 20 fd fd 5a fd 
51 fd 73 0a 57 fd 1c fd 4d 
4a 02 56 7e fd fd fd fd 6c 
fd 0d 63 3c 6c fd fd fd fd 
03 fd 36 34 fd 06 09 5c fd 
06 49 3a fd 1c fd 1b fd 2e 
4d fd 0d fd 18 fd 5e fd 35 
20 fd 4e fd 36 4b fd 48 0b 
7a 4c 3d 25 53 75 fd 49 
fd 4b 37 08 fd fd 

TU|!I>2k5&c_ANK0yyJjE
6PrA/Oeo*
(y>JAx+;=g<Sh+`c-p?
W0yP$Jbz ZQ
sWMJV~lc<l64\I.M^5N6K
HzL=%SuIK7

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.015.etl

0 4112 6c 77 fd 7e fd fd 32 6f fd 
4f 28 38 fd 4c fd 72 fd 45 
fd 49 fd 4b 4d 7f fd fd fd 
65 26 fd 49 61 16 fd 69 fd 
4f 60 44 13 29 2e 7a 35 
fd fd fd 3d 3e 41 61 76 fd 
fd fd fd fd fd fd fd fd 6c 76 
62 fd 0b 72 fd fd fd fd 02 
24 fd fd 07 64 46 5e 29 
7c 54 41 fd fd fd fd fd fd 
77 6c 16 1c 17 45 56 23 
2f 03 0c 0f 9c 67 3a 4b fd 
31 74 25 fd 11 fd fd 39 0a 
0c 68 45 5e 12 13 fd fd fd 
fd 78 66 55 35 6b fd fd 0f 
fd fd 5f fd fd 45 41 13 29 
12 fd fd fd 54 fd fd 6f fd fd 
11 fd 71 1f 22 49 7c fd fd 
fd 71 71 02 34 1b fd fd 6f 
fd 13 fd 74 fd fd fd fd fd fd 
00 fd 28 2b fd fd fd 48 fd 
fd 12 fd 7e 36 07 fd fd 58 
fd fd 45 1a 1f fd 6a 0f 3c 
fd 1f fd 54 fd 3e 50 fd 13 
0b fd 0e fd fd fd 6e 2e fd 
40 fd fd fd 46 64 27 fd 4c 
fd 0f fd fd 71 fd fd 69 35 
06 fd 07 fd 67 

lw~2oO(8LrEIKMe&IaiO`
D).z5=>Aa
vlvbr$dF^)|TAwlEV#/g:K1
t%9hE^x
fU5k_EA)Toq"I|qq4ot(+H
~6XEj<TPn.@Fd'Lqi5g

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.015.etl

4144 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Copyright Joe Security LLC 2022 Page 183 of 261



C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.016.etl

4112 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 52 71 64 
fd 34 03 30 fd 4e 51 fd 2a 
fd fd 25 fd fd fd fd 03 43 
7d fd fd 27 7c fd 05 3b 21 
34 fd fd fd fd 30 56 04 7a 
04 fd 78 17 1f fd 18 79 fd 
fd fd 1e fd 3e 5a 13 5c 6b 
4c fd d6 62 fd fd 7d fd 35 
7a 33 0b 46 82 07 9f fd fd 
23 74 27 4d fd 44 3a 54 
5d 18 fd fd 53 fd 60 1f fd 
fd fd fd 1d 39 2e d9 0c fd 
23 fd fd fd fd fd fd 03 fd 78 
fd fd fd 2e 20 fd 4d fd 2c 
fd 2f fd 06 6a 30 7f 36 3f 
41 17 45 fd fd fd fd 55 fd 
3d 20 fd 16 68 24 4e fd fd 
14 0b fd fd 72 78 73 69 fd 
fd 4d 19 fd 1d fd 3a fd 3b 
41 fd fd fd ef 2f 5e fd 68 
40 fd fd 53 40 fd 1f 2a 34 
fd 6f 69 fd 5a fd 0a 5a 1e 
10 2d fd 

TU|!I>Rd40NQ*%C}'|;!40
Vzxy>Z\k
Lb}5z3F#t'MD:T]S`9.#x. 
M,/j06?AE= 
h$NrxsiM:;Ah@S@*4oiZ
Z-

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.016.etl

0 4112 fd fd 0b fd e5 5e fd fd fd 
60 31 fd 51 fd fd fd fd fd 
60 5b 1e fd 38 fd fd 0d fd 
42 14 04 48 1f 5f fd 31 55 
fd 1f 6d 2e fd fd fd 3e 17 
0b 53 fd 28 00 fd 0b 5d fd 
fd fd 24 fd fd fd fd fd 5f 5a 
fd 67 fd fd d7 fd 71 fd 67 
50 fd 71 fd 3e 49 2e 52 fd 
fd fd 2a fd 04 7a 1b fd fd 
fd 1b 04 0a 0b fd 54 cc 
18 0f fd fd 54 fd fd 4a fd 
fd 0a 4a 4d fd 68 fd 57 fd 
fd fd 51 fd 6e 6f 0b fd fd 
fd 44 72 7d fd 3c 0f 5f fd 
fd fd 09 4a 4b 09 fd 79 fd 
ea 3b fd 4e 24 fd 03 2a 
70 7b 52 fd fd 54 3c 01 
15 fd 34 fd 3b 37 2a a8 3f 
3c 78 0b fd 12 44 fd fd 4b 
fd 25 fd 50 5f 41 63 7b 58 
fd fd fd 23 fd 5f 69 fd fd 
78 13 5c fd fd 5b fd 57 36 
fd 30 13 fd fd fd 00 3b fd 
1d 09 59 21 3c 7e fd 34 
fd 41 fd 2e 3b fd fd fd 2f 
fd fd 4d 54 5a ff fd fd 29 
fd fd 

^`Q`[8BH_1Um.>S(]$_Zg
qgP>I.R*z
TTJJMhWQnoDr}
<_JKy;N$*p{RT<4;7*?
<xDK%PAc{X#_ix\[W6;Y!
<~4A.;/MTZ)

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.016.etl

4144 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateUx_Temp.1.etl

36880 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 58 79 13 
fd fd fd 4c 4a 5e 5c fd 3b 
13 46 29 46 fd fd fd fd fd 
62 fd 57 fd fd 77 78 fd 3f 
08 05 fd 33 fd fd 09 51 fd 
71 65 58 fd 44 74 fd 63 fd 
7d 61 fd 6d 68 07 5a 34 
fd fd fd 3a fd 4f fd 04 fd fd 
fd fd fd fd 1d fd fd 0e fd fd 
43 40 43 fd fd 6f 2b fd fd 
fd fd 64 98 04 fd fd 68 fd 
18 fd 6b 61 fd fd 5c 28 4c 
08 2b fd 31 74 fd 05 fd 77 
04 fd fd fd fd fd fd 5e fd fd 
fd 68 fd fd 54 70 fd 0d 7a 
fd fd 05 fd 75 7b 2a 5b 4b 
23 6d 10 53 13 45 17 10 
6f fd 47 58 fd 26 fd fd fd 
1f 48 fd 22 1a fd 29 49 fd 
2d fd 05 fd db 2e 48 5c fd 
17 fd fd 4a fd 19 43 66 fd 
09 fd 23 33 7a fd 3a 47 fd 
46 fd 65 fd fd 72 1f 28 61 
fd fd 

TU|!I>XyLJ^;F)FbWwx?
3QqeXDtc}a
mhZ4:OC@Co+dhka\
(L+1tw^hTpzu{*
[K#mSEoGX&H")I-
.H\JCf#3z:GFer(a

success or wait 1 AEE43A WriteFile
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C:\ProgramData\USOShared\Logs\
UpdateUx_Temp.1.etl

0 36880 15 51 6f fd fd fd 5d 69 fd 
62 39 38 fd 7e fd 7e 2e fd 
fd 35 0a 37 fd 08 76 7a 3f 
30 63 fd fd fd fd 15 38 5d 
57 fd 3a fd fd 7b fd 8a 5c 
fd 19 3a 2d 29 fd 5b fd 43 
fd 7c 6f fd fd 05 fd fd fd fd 
55 63 91 1b 0e fd 5c fd 
09 fd 1b fd fd 63 6d fd fd 
63 2d fd 32 30 fd 75 4b fd 
58 3d fd 2c fd 41 fd fd fd 
fd 0b fd 6a 2b 79 20 02 fd 
fd fd fd 7e fd fd 6a 3a 7d 
1f 4a 73 07 1c 4c fd fd 5c 
63 7c f2 5b 2c fd 41 fd fd 
fd 7c fd 00 51 fd fd fd fd 
1d fd 6c 5e fd 20 fd fd 34 
41 76 63 fd 51 4a fd 0f fd 
fd 4e 01 fd 58 10 fd 72 fd 
77 fd 43 fd 7f 52 45 fd fd 
24 fd fd 6a 05 28 fd fd 5a 
7f fd 6a 1a fd 16 79 2d fd 
fd 7f fd fd fd fd fd fd 7d fd 
55 12 7e 53 fd 42 2b fd fd 
fd 03 fd 1d fd 5d aa fd fd 
0c fd fd 5b fd 7f fd 39 09 
44 

Q]ib98~~.57v?0c8]W:{\:-)
[C|oUc\cmc-20uKX=,Aj+y 
~j:}JsL\c|[,A|Ql^ 
4AvcQJNXrwCRE$j(Zjy}
U~S+][9D

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateUx_Temp.1.etl

36912 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.017.etl

8208 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 4c 69 fd 
fd 3f 7a fd 60 fd 6a fd 62 
fd fd 00 47 65 fd fd fd fd 
71 1e 74 fd fd 1f 38 fd 75 
1d 14 fd fd 45 57 fd 1e 38 
4f fd fd fd 02 7a 27 1f fd 
fd 01 2d fd 67 46 fd 85 3c 
fd fd 1d fd 0c fd fd 6d fd 
2d fd 3a fd fd 2c 26 fd fd 
fd fd fd 2f 65 fd 4d 2f 77 
72 fd 45 fd 08 76 fd 19 fd 
5d 5f fd 75 76 67 7c 5a fd 
fd 3a fd 6e 30 fd 7a fd fd 
5d fd 76 5d 7b fd fd 15 fd 
4e 03 54 fd fd 15 45 fd ce 
fd fd 7a fd fd fd 4e 7e 62 
01 fd 32 07 fd 01 fd 01 4e 
fd 44 fd 67 fd 35 fd 55 7f 
24 38 57 37 49 3c fd fd 
56 0f fd 49 fd 62 58 fd fd 
50 71 fd 2e 11 fd 08 fd fd 
1c fd 17 a4 fd 1e 4e fd fd 
fd 50 1f 23 fd 21 fd fd 4f 
7e 3f 03 fd 4a 71 fd fd fd 
20 

TU|!I>Li?
z`jbGeqt8uEW8Oz'-
gF<m-
:,&/eM/wrEv]_uvg|Z:n0z]v
]{NTE
zN~b2NDg5U$8W7I<VIb
XPq.NP#!O~?q 

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.017.etl

0 8208 6f fd fd 6d fd fd fd 7f 69 fd 
fd 57 3c fd 03 fd 47 db 76 
29 1d 05 0a 01 fd 1d 6b 
43 20 fd 68 fd 43 97 32 
30 33 fd 7e 89 fd 3e 07 
79 fd 47 2f fd 50 75 31 fd 
7a 46 b1 06 56 1f 5f 1f fd 
fd 1c 7b 29 fd 40 fd 82 5b 
fd 46 fd fd fd 51 fd 71 3e 
2d fd 78 fd 24 fd 40 08 7f 
fd fd 18 fd 20 5d 2f 2b fd 
53 fd fd fd b9 fd fd 79 fd 
24 2b fd fd 3b 60 41 1b fd 
fd 3e 7c fd 2d 6f 24 27 19 
1d 6d 1f 38 fd fd 24 26 fd 
49 08 2a fd fd fd 65 25 fd 
1f fd 4b 38 43 fd 31 fd fd 
4b 1c 6f 39 fd 1c 10 fd 0a 
fd 3d 51 fd fd fd fd 48 02 
ed 01 fd fd 27 13 4f fd 33 
fd 13 fd 5e fd fd 75 2f 79 
40 fd 59 0f 03 fd fd fd 20 
fd 7d 44 fd fd fd 63 fd 18 
05 fd fd 22 fd 68 fd 56 fd 
4d 4c fd 39 3b fd 14 5b 
16 fd 5c 48 60 fd 68 fd fd 
1e fd 7d fd 30 59 0a fd 71 
36 4b 

omiW<Gv)kC 
hC203~>yG/Pu1zFV_@[
FQq>-x$@ ]/+S$+;`A>|-
o$'m8$&I*
e%K8C1Ko9=QH'O3^u/y
@Y }Dc"hVML9;
[\H`h}0Yq6K

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.017.etl

8240 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\Public\Desktop\desktop.ini 176 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 02 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 73 14 fd 
fd 46 0d 1c fd 33 fd 27 fd 
0b 66 18 fd 56 fd fd 51 a5 
22 02 12 fd fd fd fd 59 6e 
fd 42 fd cc 31 fd 4e 39 fd 
10 fd fd fd 14 fd 46 fd fd 
3e 5e 69 10 30 fd fd 55 fd 
fd 18 24 48 fd 18 fd 1a fd 
11 f6 2c fd 06 46 5d 0a 
36 32 fd 6f 49 fd 01 31 fd 
fd 71 70 fd fd fd fd fd 32 
fd 35 3a 41 4a fd 73 fd fd 
fd 49 5a 71 21 fd fd fd 03 
11 7e fd fd 6a 49 fd 5e 6b 
fd 2e fd 21 fd fd 12 6f fd 
47 fd fd 00 03 fd fd fd 5d 
03 fd fd fd 25 fd fd fd 50 
fd 20 fd 52 fd 2e fd 7c 68 
1d 69 fd fd fd fd fd 0a 47 
fd 33 19 2c cc 72 54 fd 
1a 2a 6a fd 43 fd fd 37 fd 
fd 51 18 fd 36 40 fd 28 fd 
61 22 2c fd 05 78 59 be 
fd fd fd fd 

TU|!I>sF3'fVQ"YnB1N9F
>^iU$H,F]
62I1qp25:AJsIZq!~jI^k.!o
G]% R.
|hi3,rT*jC7Q6@(a",xY

success or wait 1 AEE43A WriteFile

C:\Users\Public\Desktop\desktop.ini 0 176 fd fd fd fd fd 48 fd 7e fd 
22 fd 16 5a 77 07 41 fd 
76 fd 42 4a 2a fa 78 3b fd 
30 63 fd 67 fd fd 7b fd fd 
40 37 32 fd fd fd 1d 40 47 
40 7c 5a 76 fd fd fd 09 fd 
fd 3f 3d fd fd 7b fd 33 30 
fd 55 fd 22 6a fd fd 44 16 
fd 00 fd fd 7f 61 4a fd fd 
57 fd fd fd 53 fd fd 7d 0b 
7a fd 24 fd 74 fd fd 6e fd 
0f fd 36 fd 6b 6e 11 fd 03 
60 fd 33 09 fd 4e 2a 40 fd 
48 fd fd fd fd 15 fd 5d 42 
38 3b 3a fd 5d 2b 52 7f 
56 fd 2e fd 24 fd fd fd 1c 
31 2c fd fd 5f fd fd 7b fd 
2c fd fd fd 13 fd 52 fd fd 
72 fd fd 48 43 5d fd fd 55 
7c fd fd fd 2b 

H~"ZwAvBJ*x;0cg{@72
@G@|Zv?={30
U"jDaJWS}z$tn6k`3N*@
H]B8;:]+RV
.$1,_{,RrHC]U|+

success or wait 1 AEE43A WriteFile

C:\Users\Public\Desktop\desktop.ini 208 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\Public\Documents\desk
top.ini

288 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0a 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd fd 26 fd 
45 44 22 05 19 fd fd 37 
29 39 35 fd fd 51 52 57 
0c 4e fd fd 34 2f 41 33 fd 
6d fd 55 5f fd 11 fd 32 fd 
45 fd 4e fd 65 27 2b fd fd 
05 fd 69 fd fd fd 1b 64 fd 
6a af 5e fd 5c fd fd 3a d1 
fd fd 3e 6a fd 69 fd 51 fd 
fd fd fd 14 00 fd fd fd 69 
85 77 72 42 fd fd fd fd 5b 
fd fd 14 2d 35 fd fd 37 fd 
fd fd fd 28 fd 58 65 4f 20 
0b fd 0d fd fd fd fd fd fd 46 
76 0e fd fd fd 24 1e fd 5e 
fd fd fd 68 0f fd 47 fd fd 
4b 25 fd e1 fd 7b 2f fd 50 
fd fd 7b c4 4c fd fd 00 0b 
fd 53 78 6e fd 3c fd fd 1d 
fd 7d fd 73 66 fd 54 fd fd 
fd 17 58 15 fd 56 fd fd 7c 
59 7c fd 3a 70 6d 1a fd fd 
fd fd fd fd 46 fd 58 70 24 
fd 06 64 

TU|!I>&ED"7)95QRWN4/
A3mU_2ENe'
+idj^\:>jiQwrB[-57(XeO 
Fv^GK%{
/P{LSxn<}sfTXV||:pmFXp
$d

success or wait 1 AEE43A WriteFile
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C:\Users\Public\Documents\desk
top.ini

0 288 69 fd fd 21 fd 15 7f fd fd fd 
fd fd 2b fd fd fd 08 5f 7f fd 
fd 07 0f 4d fd 0b fd fd fd 
ea fd fd 36 72 03 fd 7e fd 
3a 03 fd 39 71 72 4c 63 
54 3f fd 2a 75 2a fd fd fd 
3b 45 fd 61 fd 54 49 fd 33 
fd 2c 1b 0a fd 5b 0f 77 fd 
fd 20 55 42 fd e9 fd fd 06 
76 fd 1b 31 fd fd 32 fd 36 
fd fd fd 71 fd 3b fc fd 01 
78 03 18 fd 3d fd 2a fd fd 
fd d9 fd fd fd 10 fd 27 fd 
fd 51 fd 7b 2b 57 14 fd fd 
29 37 fd 1e 78 fd fd 6a fd 
2a 48 fd fd fd fd 0e 67 fd 
30 72 55 3b fd 1e 61 fd 
01 b5 0b fd fd 26 35 12 0f 
49 5d fd 55 fd fd 00 fd fd 
fd fd fd fd fd fd 69 0a fd 
10 fd fd fd 3c fd 7c fd 66 
61 fd 43 fd 44 fd fd fa fd 
fd fd 5e fd fd fd 49 22 14 
a2 40 fd fd 07 41 32 56 
13 fd fd 46 fd 62 6c 04 fd 
fd 77 fd 14 fd fd 5b fd fd 
fd fd 16 

i!+_M6r~:9qrLcT?
u*;EaTI3,[w UB
v126q;x=*'Q{+W)7xj*Hg0r
U;a&5I]
Ui<|faCD^I"A2VFblw[

success or wait 1 AEE43A WriteFile

C:\Users\Public\Documents\desk
top.ini

320 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.005.etl

20496 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 73 60 78 
01 fd 2a fd fd 55 6e 66 fd 
01 fd 14 fd 45 59 fd 45 02 
fd 62 fd fd 2d 35 3f fd fd 
fd 24 fd fd 59 fd 38 18 fd 
1f fd 05 51 fd 51 fd 5a 5c 
30 fd 07 fd fd 0d 68 35 55 
36 8b fd fd fd fd 05 01 fd 
fd 7b fd fd 06 fd 3e 00 4b 
29 00 fd 69 f8 fd 20 fd 62 
61 fd 6f fd 77 fd 67 21 39 
fd 33 fd fd 27 52 6d fd 32 
07 fd fd 0c fd 5b 67 fd 3c 
5d fd fd 44 25 44 4a 56 fd 
fd fd 25 67 fd 19 11 fd fd 
fd 21 fd 0f 14 fd 2f 53 fd 
fd 75 34 fd 2f fd fd 6b 11 
4e 06 15 fd 28 fd fd 30 fd 
04 05 fd 54 fd 46 fd 11 0a 
2f 45 05 fd 52 fd fd 57 50 
fd fd 39 04 fd fd fd 2b fd 
1b 10 47 13 72 fd f7 fd fd 
fd 1d 3c 02 41 fd 34 39 fd 
19 0a fd 57 3b 

TU|!I>s`x*UnfEYEb-5?
$Y8QQZ\0h5U6{>K)i 
baowg!93'Rm2[g<]D%DJ
V%
g!/Su4/kN(0TF/ERWP9+
Gr<A49W;

success or wait 1 AEE43A WriteFile

C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.005.etl

0 20496 35 0f fd fd fd fd 64 5c fd fd 
fd 5c fd 7c fd 63 fd 1a 18 
51 3d fd 2c 04 39 fd 6e fd 
fd 39 62 dc 17 fd fd 12 fd 
fd fd 5e 4d fd fd 6a fd 3e 
10 fd fd fd 0d fd fd 38 fd fd 
51 6c 0b fd 5b 30 fd fd 43 
2c 53 09 05 fd fd 25 26 
06 54 36 94 76 05 fd fd 
3b fd fd fd 3f 3c 60 4f fd 
55 fd 67 fd fd fd 69 fd 23 
fd 7a 35 fd 00 fd 67 0f fd 
77 fd fd fd 74 1e fd 69 fd 
17 fd fd fd 23 fd a1 36 fd 
fd 68 fd fd 29 fd 15 4c 70 
09 fd fd 3e fd 2f fd fd fd 
75 fd fd fd fd 2c 2d fd fd 
4a fd fd 2b 61 fd fd 45 65 
fd fd fd fd fd 40 fd fd 53 fd 
fd 61 fd 56 fd 49 76 66 fd 
74 fd 57 fd fd 46 4e 10 33 
fd fd 18 54 34 01 fd 60 fd 
fd 05 7f fd fd fd fd 35 7a 
fd 18 5a fd 7a 04 21 fd 3a 
fd fd 07 61 fd 66 69 4c 3c 
52 fd fd fd fd fd 34 fd 2d 
41 fd 4f 11 fd c8 43 fd 79 
77 

5d\\|cQ=,9n9b^Mj>8Ql[0
C,S%&T6v;?
`OUgi#z5gwti#6h)Lp>/u,-
J+aEe
@SaVIvftWFN3T4`5zZz!:
afiL<R4-AOCyw

success or wait 1 AEE43A WriteFile
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C:\ProgramData\USOShared\Logs\
UpdateSessionOrchestration.005.etl

20528 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\desktop.ini

176 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 02 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 34 fd 
52 63 fd fd 79 23 fd 79 29 
65 fd fd fd fd 1a fd 5e 2c 
fd 5e fd 43 fd fd fd 6c fd 
e8 47 6d fd 31 fd 66 35 fd 
fd fd 2a 19 fd 27 fd 06 fd 
16 fd fd 1d fd 73 fd 37 fd 
fd 59 70 71 fd 70 41 fd fd 
fd 68 fd 66 38 fd 08 50 fd 
52 fd fd fd 6d 68 49 fd 07 
fd 44 fd fd 4a fd 3f fd fd 
26 2c 0e 2b fd fd fd fd fd 
fd fd 24 fd 22 fd fd fd 01 
04 61 fd 6c 10 fd fd 7e fd 
fd fd 60 fd fd fd 1a 20 29 
44 61 fd fd 46 5b 0b 62 fd 
6b fd 5c 54 fd fd 2b 37 fd 
fd 2b 29 1f 75 fd fd 63 1d 
0b 75 fd 76 1f 3c ea fd fd 
1a 03 6b fd 0b 47 01 a6 
fd fd fd 69 79 fd fd fd fd fd 
1c 15 fd 46 35 7f 52 fd 66 
ce fd fd 3c 3a 7d fd 41 61 
58 fd 46 fd fd fd 

TU|!I>4Rcy#y)e^,^ClGm1
f5*'s7Yp
qpAhf8PRmhIDJ?
&,+$"al~` )aF[bk
\+7+ucuv<kGiyF5Rf<:}Aa
XF

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Accessi
bility\Desktop.ini

384 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0e 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 1b fd fd 
2a a1 fd 2d 47 35 fd fd 78 
fd 06 35 fd 69 fd fd 17 fd 
16 45 63 fd fd fd fd 27 26 
72 38 35 fd fd 7d 21 2c 
45 fd 76 fd fd 06 fd 41 fd 
75 7c 75 fd 68 1d fd 58 7f 
fd 63 fd 10 28 d9 3f 12 6a 
fd fd 61 00 6d 54 fd 28 32 
fd 6a fd 17 71 fd 4f 51 6d 
fd 24 16 fd fd 09 fd fd fd 
39 fd fd fd fd fd 31 69 4a 
0f 4f 03 fd fd 22 fd 7e fd 
49 fd 09 fd 11 00 fd 78 0c 
fd 06 0b 60 fd 5c fd fd fd 
fd 4c fd 73 fd 29 13 fd fd 
1a fd 52 16 fd 28 37 fd 1c 
38 18 fd 1c fd 27 fd 52 fd 
d6 fd fd fd 4f 79 3f 40 68 
fd 2d fd 5d 58 25 fd fd fd 
65 fd fd 39 62 2c 10 fd 24 
61 70 fd fd fd fd fd 06 1e 
74 fd 8c fd 52 6e 2e fd 77 
6b fd 

TU|!I>*-
Gx5iE'&r85}!,EvAu|uhXc
(?
jamT(2jqOQm$91iJO"~Ix
`\Ls)R(78'Oy@h-
]X%e9b,$aptn.wk

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Accesso
ries\System Tools\desktop.ini

96 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0b 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 10 7c 
fd 49 fd fd 05 0d 5c 79 fd 
7c fd 5d fd fd 58 fd 64 fd 
fd fd 35 80 fd 5a fd 07 4c 
fd 6b 6a 39 fd fd fd fd 11 
06 fd fd ef fd 13 fd 5c fd 
59 2f 35 fd 4f fd fd fd 2e 
5c fd 1f 21 78 fd 23 7f fd 
5a 54 fd 39 49 32 64 fd 
6c fd 6d fd 43 fd fd 61 70 
fd 60 fd 2e fd fd fd 39 fd 
24 1d fd 6d fd fd 7a fd 07 
fd 4e fd fd 36 fd fd 60 60 
fd 12 37 34 4b fd 2c 25 
e3 fd fd fd 7b 4c fd 28 fd 
41 fd 52 fd 41 10 09 fd fd 
fd fd 49 40 fd 00 bf fd fd 
36 2e 27 59 29 fd d0 fd 
59 77 52 fd 70 58 6e 4f 
68 fd fd fd 6b fd fd fd 0c 
70 73 fd 20 1d fd 60 fd 31 
19 0d 2f fd fd 47 38 fd 05 
fd 65 16 4a fd fd 34 17 fd 
fd 08 79 fd fd fd 2a fd 

TU|!I>|I\y|]Xd5ZLkj9\Y/5O
.\!x#
ZTI2dlmCap`.9$mzN6``7
4K,%{L(AR
AI@6.'Y)YwRpXnOhkps 
`1/G8eJ4y*

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Accesso
ries\desktop.ini

1376 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0e 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 26 02 40 
fd fd 68 0f fd 11 fd fd fd fd 
fd fd 14 fd 5b fd 5b 09 38 
fd 52 fd fd 11 67 65 7a fd 
23 65 fd 6b fd c2 44 fd fd 
7e fd fd 70 0a fd fd fd 18 
fd 07 fd 32 f4 fd fd fd 4c 
37 fd 28 fd 5b fd 25 48 fd 
5d fd 45 1c 6f 31 13 fd fd 
fd 27 24 1d 40 4d 07 fd 
23 1f 76 3a 54 fd 7a 53 
52 fd 15 21 fd b8 6f 3b fd 
28 56 fd 04 fd fd fd 6c fd 
fd fd 15 4e fd 6b fd fd 69 
01 79 6d 9d fd fd 7a fd fd 
a0 7d 45 7f fd 11 fd 52 fd 
fd 2c 53 fd fd fd fd 74 09 
26 fd fd 07 fd fd fd 16 2e 
fd 7e 48 fd 7f fd fd fd 15 
11 d8 03 fd 11 fd 1a fd 0a 
56 4b 2d 03 fd 6a fd fd 21 
fd 2b 45 fd 59 fd 5d 01 31 
57 3f 66 52 fd fd fd d2 3f 
71 fd 

TU|!I>&@h[[8Rgez#ekD~
p2L7([%H]
Eo1'$@M#v:TzR!o;
(VlNkiymz}ER,St&.~HVK-
j!+EY]1W?fR?q

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Accesso
ries\desktop.ini

0 1376 fd 7d 74 62 fd fd fd 26 60 
61 fd 20 b4 fd 1f 1c 79 24 
11 fd 45 fd fd 23 fd 59 fd 
fd f8 05 fd fd 7e fd fd fd fd 
fd fd 10 fd 6d fd 7c fd 40 
72 5d fd fd fd 63 6e 05 fd 
fd fd 64 fd 61 fd 24 fd 00 
fd 4c 64 fd 63 fd 5d fd fd 
1b fd fd 43 21 6e 2a 57 
53 cd fd 23 fd 18 67 3c fd 
fd fd 2d 15 4b fd 06 01 60 
4d 29 fd fd 53 24 6f fd fd 
2a fd 25 fd 54 fd fd 16 fd 
fd fd 68 fd 6f fd fd 72 1e 
fd fd 3a 3d 0a 08 2f fd d4 
12 5b 73 7d 16 59 fd 35 
fd 31 fd 3c fd 31 fd fd 32 
fd 2c 48 10 67 7a 4e 1e 
fd fd 3e fd 05 fd 1d 71 fd 
fd fd fd 2b fd 06 fd fd 10 
54 fd 2b fd fd 57 fd 69 fd 
25 fd fd 14 fd 4c fd 62 fd 
63 fd 66 28 34 75 0f fd 27 
fd fd fd fd fd 78 55 fd fd fd 
fd fd 68 79 79 66 fd 7d 7f 
6c fd fd fd 15 fd 4f fd fd fd 
fd 78 0d 0a fd 66 fd fd 07 

}tb&`a 
y$E#Y~m|@r]cnda$Ldc]
C!n*WS#g<-
M)S$o*%Thor:=/[s}Y51<
12
,HgzN>q+T+Wi%Lbcf(4u'
xUhyyf}lOx

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\desktop.ini

0 176 27 64 78 0d fd fd 2b 7b 
55 fd fd fd 0e 06 7f fd 1a 
2d 47 37 fd 51 2b 25 60 
64 fd fd fd 1e 58 5f fd fd 
33 fd a5 1b 1b b2 20 fd 
3e 6f 3a fd 2c b6 30 1d 
1b 25 76 7b 39 fd 2a 48 
fd fd 1f fd 15 60 3c fd fd 
17 5d fd 27 fd 2b fd 0c 1b 
fd fd fd fd 13 fd fd fd 23 
0e 02 4b fd fd fd fd 5d 75 
fd fd fd 13 fd fd 0f fd 4b fd 
0a 43 fd 2a 77 fd 61 fd 63 
fd 6a 14 fd 00 fd 37 5d fd 
fd fd 52 51 fd fd fd 3a 4d 
fd fd fd 71 fd 0d fd fd 0b 
41 48 fd fd fd 45 fd fd 56 
4c 62 4e fd 79 48 7d 7b 
70 fd 31 0d f1 fd fd fd 

'dx+{U-G7Q+%dX_3 
>o:,0%v{*H`<]
'+#KuKC*wacj7]RQ:MqA
HEVLbNyH}{p1

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Accesso
ries\desktop.ini

1408 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile
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C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Accesso
ries\System Tools\desktop.ini

0 96 5e 4a fd 5d 3f 63 00 fd 46 
69 3e 4a fd 33 77 7a fd 
43 14 2b fd fd fd fd 21 fd 
fd 4d fd 6c fd 3a 08 fd fd 
3c fd 13 7a 1e fd 1f 27 fd 
fd d5 3a 1c fd 11 fd fd 17 
7b 4b fd fd 2b fd fd 78 3a 
62 24 68 fd 57 fd 7b fd 7e 
1d fd 3b 03 fd fd 24 1c 6b 
21 47 fd 63 07 cc 74 51 
fd 29 fd fd 7e 

^J]?cFi>J3wzC+!Ml:<z':
{K+x:b$hW{~;$k!GctQ)~

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\desktop.ini

208 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Accesso
ries\System Tools\desktop.ini

128 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Accessi
bility\Desktop.ini

0 384 fd 26 fd fd fd 63 62 58 57 
16 79 59 fd fd fd 6a fd fd 
fd 7c 18 4c 68 71 02 52 
fd fd a2 56 68 71 5b 66 fd 
43 0e fd 7a fd 4d 22 fd 6c 
fd 5d fd 01 fd fd fd 63 00 
1d fd fd 44 2c 79 fd fd 1a 
fd 64 67 fd 9e 04 fd fd fd 
6e fd 19 fd 36 fd fd 70 10 
2d fd fd 08 fd fd 04 76 0a 
35 fd 72 fd fd fd fd fd 39 
1a fd fd 0d a2 fd fd 1d 5d 
fd 65 fd fd 36 fd 18 57 fd 
6c fd 67 fd fd 7f fd fd fd 
5d 02 38 11 13 31 fd 49 
06 5c 05 fd 31 3c fd fd 47 
fd fd fd fd 19 0c 85 1f fd 
fd 5d 3b 67 44 fd 2b fd fd 
28 fd 79 fd 7f fd 27 14 fd 
21 fd 10 2b fd fd fd fd 06 
3d fd 1e 0b 7c 7c 6d 0f fd 
fd 2e fd fd fd 0e 43 fd fd 
4d fd 52 fd fd 1d 63 fd 2a 
78 34 78 fd fd fd 39 1c 69 
fd fd 06 55 18 fd 2c 01 5e 
fd 51 6e fd 3b 79 fd 01 fd 
4e fd 43 7b fd fd fd fd 17 
64 4e fd 39 

&cbXWyYj|LhqRVhq[fCz
M"l]cD,yg6p-
v5r9]e6Wlg]81I\1<G];gD+
(y'!+
=||m.CMRc*x4x9iU,^Qn;y
NC{dN9

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Accessi
bility\Desktop.ini

416 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Adminis
trative Tools\desktop.ini

2752 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 06 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 7c fd 58 
fd fd fd 30 2a fd 3d fd 6b 
0a fd 72 d1 fd d3 49 27 
1c fd 61 58 fd fd fd fd 15 
50 0e 65 68 2d 16 28 fd 
60 39 fd fd 28 3c fd 48 5c 
43 29 fd 23 fd 96 fd 51 6a 
37 fd 30 fd fd fd fd fd 87 
fd fd fd 58 fd 3a 58 fd fd 
6c 0d 7b fd 44 fd fd 1a fd 
fd fd fd 48 fd fd 42 37 fd 
67 fd fd 72 75 4a fd 1c fd 
56 fd 10 2a 4b fd 0d 1a 
79 fd fd 64 fd 0a 11 fd 47 
4f 42 fd 65 fd 69 fd 2c 61 
fd fd 3c 44 5f fd 07 fd fd 
3d fd 6f fd 8d 54 2d 3c 27 
1d 75 fd fd 07 3d fd 03 6a 
fd 4a 71 fd fd fd 1e 47 7a 
66 7c 5e fd fd 47 14 fd 23 
fd 2e 2a fd fd fd fd 22 32 
fd 1b fd 1e fd fd 15 36 38 
08 49 48 fd 53 10 fd 22 
6a 1a fd fd 67 0b fd 4e fd 
fd 40 

TU|!I>|X0*=krI'aXPeh-
(`9(<H\C)
#Qj70X:Xl{DHB7gruJV*K
yGOBei,a<D_=oT-
<'u=jJqGzf|^G#."268IHS"j
gN@

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Adminis
trative Tools\desktop.ini

0 2752 fd 19 53 18 0c fd fd 15 11 
fd 25 fd fd fd 31 fd 1a 74 
13 08 38 1e 2b fd 76 0a 
fd fd 06 fd fd 57 fd 3c fd 
37 3a fd fd 13 fd 4d 34 5f 
fd 01 fd 1a 15 09 02 fd 11 
fd fd 4c 23 03 98 fd fd fd 
68 fd 30 c1 5d fd fd 56 56 
fd fd 5f 5c 89 fd fd fd fd fd 
fd 4c 63 fd 5c 4e 95 fd 14 
fd 6d 42 fd 3c fd fd fd 41 
fd fd 66 19 36 2f fd 15 65 
22 fd fd 56 fd fd 6b fd 30 
13 fd 39 01 4e fd 44 fd fd 
2b 22 fd 2c fd fd fd fd 58 
fd fd fd 3f d0 fd fd 52 6f fd 
79 fd 10 71 fd 7c 01 19 fd 
65 fd 6a 17 77 fd fd 2e 28 
50 5f fd 07 fd 0e fd 08 69 
2c fd fd 1c fd 0a 4e 38 7b 
fd fd 4a 59 fd fd 77 fd 70 
fd 29 fd fd 5a 5c fd 29 0e 
fd fd 2a 55 fd fd 1f 6a fd 
fd 27 fd fd fd fd 09 fd fd 
64 45 fd fd 42 fd fd fd 13 
a7 5d 4b fd 06 71 fd 41 fd 
76 fd 51 71 fd 

S%1t8+vW<7:M4_L#h]V
V_\Lc\NmB<A
f6/e"Vk09ND+",X?
Royq|ejw.(_i,N
8{JYwp)Z\)*Uj'dE]KqAvQ
q

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Adminis
trative Tools\desktop.ini

2784 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\desktop.ini

752 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0c 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 2d 3f 
32 01 fd 77 fd fd fd fd 21 
fd 2c 2e 0e fd 08 fd 6d 17 
45 3c 00 17 27 fd 29 17 
1b fd 2f 83 39 76 3f fd fd 
fd 74 fd 6d fd fd 07 4a 40 
76 fd 2a 5f 55 71 33 fd fd 
4a 26 fd 19 69 00 fd fd 10 
fd 72 7e 58 fd 44 0d fd 3a 
fd 44 7f 48 fd fd fd 21 fd 
22 fd fd 71 fd 1d 55 a5 5b 
fd 32 fd 06 62 fd 48 69 75 
3f fd 07 49 fd 01 1b fd fd 
fd fd 50 49 3d fd 2b fd fd 
fd 02 fd 47 fd fd 75 fd 30 
fd 53 1b 63 29 fd fd 3d fd 
0b 6b 76 fd 3f fd 77 fd 0c 
74 fd fd 5a 37 39 fd 54 fd 
63 fd fd fd fd fd 51 73 fd 
57 fd 74 fd 15 fd fd 05 4a 
07 fd 2f 5a fd 71 fd fd 48 
1b 7e fd 01 15 03 70 28 
70 0a fd fd fd fd 02 47 fd 
fd 1a fd 5d fd 2e 3f 18 

TU|!I>-?2w!,.mE<')/9v?
tmJ@v*_U
q3&ir~XD:DH!"qU[2bHiu?
IPI=+Gu0Sc)=kv?
wtZ79TcQsWJ/ZqH~p(p
G].?

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\desktop.ini

0 752 fd fd 3f fd fd 78 fd 59 6a 
fd fd fd fd 14 fd fd fd fd 77 
27 2b 66 0d 6d fd fd 26 
20 0d 58 fd 0e fd 32 fd fd 
4a 18 fd fd fd fd fd fd 22 
19 fd 5f fd fd 54 fd 35 fd fd 
59 52 42 fd 59 69 fd fd 01 
38 51 fd 75 2a fd fd fd fd 
fd 17 22 76 10 19 2b 32 
fd fd 7d 54 fd 7c fd fd 6f 
fd 11 fd 0a 47 34 fd fd fd 
fd fd 23 fd fd 30 39 14 6b 
fd fd 3d 57 fd 35 24 2d fd 
fd fd 1e 62 fd 2e 1e fd 08 
72 fd 4e fd 3a fd 05 fd fd 
fd fd fd 36 5e 4c 1c fd fd 
50 fd 0b 87 fd fd 37 72 fd 
5f fd 5a 06 3e 37 fd a2 50 
14 fd 21 61 11 10 fd fd 6c 
28 fd 77 fd 26 79 fd 23 fd 
66 fd 90 51 fd 30 fd 02 fd 
54 fd 29 28 fd 7b fd 0c fd 
45 2b 75 fd 45 fd 16 fd 03 
fd 42 5e 5e fd 07 0f fd fd 
fd 49 7e fd fd fd 52 31 49 
fd 64 64 6e 22 fd 7a fd 41 
fd fd fd 45 fd 40 76 

?xYjw'+fm& 
X2J"_T5YRBYi8Qu*"v+
2}ToG4#09W5$-
b.rN:6^LP7r_Z>7P!
al(w&y#fQ0T)
({EuEB^^I~R1Iddn"z
AE@v

success or wait 1 AEE43A WriteFile
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C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\desktop.ini

784 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Java\Get 
Help.url

192 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 04 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 19 fd fd 
fd 31 fd fd fd 0b fd fd 58 
fd 08 21 fd fd 42 58 fd 26 
34 fd fd 0d 1c fd fd fd fd 
3b fd 39 fd 0a fd 33 2d fd 
4e 18 fd 3c 44 fd 19 fd fd 
2d 77 fd 62 fd fd 1e fd 38 
0f fd fd 38 75 fd 2d 08 fd 
7e fd 3b 3c fd fd fd 30 36 
53 04 28 fd 17 fd 2b fd 55 
10 fd 1f fd 32 0f fd 03 50 
fd 12 33 2b 24 45 fd fd 27 
fd fd fd 43 6a 77 fd 63 30 
79 fd 7c fd fd fd 69 fd 0e 
fd 7c fd 1e fd 76 fd fd fd 
aa fd fd 42 06 fd 78 49 fd 
fd 12 fd fd 4b fd 7f fd fd fd 
26 fd fd fd 31 66 fd 0e 63 
47 fd 37 29 fd fd 3a 3c 2d 
fd 14 fd fd 40 43 fd 69 fd 
fd 0b 76 0a 19 77 fd fd 2a 
fd 1e 52 fd fd fd 66 fd 43 
18 52 fd 37 fd 63 fd 

TU|!I>1X!BX&4;93-N<D-
wb88u~;<0
6S(+U2P3+$E'Cjwc0y|i|v
BxIK&1fcG7):
<@Civw*RfCR7c

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Java\Get 
Help.url

0 192 fd 06 fd 68 15 48 36 25 fd 
59 5e fd 79 fd 2c fd 2b 2a 
0a 5e 3f fd 49 fd 10 fd fd 
2e fd fd fd 79 40 75 69 4c 
77 6e fd fd 6b fd 40 fd fd 
fd 0c 1f 0f fd fd fd fd fd 5a 
0d 6d 01 11 64 fd fd 2f 72 
36 fd fd fd fd 66 fd fd fd 
4e 5f 2e 5e 39 fd fd 1e 2c 
fd fd 29 38 fd 25 fd 46 3f 
fd 38 26 fd 40 0d 08 fd fd 
fd 3f 05 78 fd 7b fd fd 67 
fd fd fd 5a 3d fd fd 77 fd 
8c fd 42 08 58 54 6b fd 
60 50 fd fd 61 fd fd fd fd fd 
70 79 7d fd 1c 15 4b 52 
fd 3c fd fd fd fd fd fd 3a 
20 fd fd fd 53 ca 29 47 fd 
de fd 0b fd 50 38 2f fd fd 
62 fd fd 34 4a 38 fd 33 

hH6%Y^y,+*^?
I.y@uiLwnk@Zmdr6fN
_.^9,)8%F?
8&@x{=wBXTk`Papy}KR
<: )GP8/b4J83

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Java\Get 
Help.url

224 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Java\Visit 
Java.com.url

192 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 08 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 09 55 53 
fd 1d 24 51 fd fd 65 64 f6 
fd fd 3f fd fd 56 fd fd 2b 
35 2c 02 22 fd 0d fd fd 25 
fd 26 7a 1a 70 fd 78 fd 18 
fd 51 20 13 29 7a 02 fd fd 
7b 20 fd 44 fd fd 56 fd 56 
1e 3d fd fd 63 fd 6e 27 fd 
4d 3d fd fd fd 5c 1e 3f 21 
fd fd 19 10 14 fd fd fd 12 
05 25 fd c9 fd fd fd fd fd 
46 4d 13 23 b5 0f 56 48 
fd 45 5a 51 fd fd 1f 30 fd 
fd 7b 55 fd 6e 65 7a 2b fd 
16 fd fd fd 13 fd 2a 77 fd 
fd 62 fd fd fd 78 fd fd fd 
51 09 79 0e 3c fd 79 fd 
2d 61 57 06 14 15 39 57 
59 4c fd 2d 2c fd 55 a7 1d 
fd 26 66 fd fd fd 11 1f 3b 
d8 fd fd 54 fd 5a 7f 6a 6e 
05 16 59 fd 68 fd fd fd 08 
fd f5 26 29 fd 0b 24 0d fd 
33 fd 74 fd 

TU|!I>US$Qed?
V+5,"%&zpxQ )z DV
V=cn'M=\?!%FM#VHEZQ
0{Unez+*wbxQy<y-
W9WYL-
,U&f;TZjnYh&)$3t

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Java\Visit 
Java.com.url

0 192 61 04 fd 06 7c fd 4a 7b fd 
4d 01 fd 75 c9 c4 62 24 
78 57 fd fd 46 57 5c fd 3e 
4f 64 47 71 4c fd fd fd 77 
15 fd 71 6d 15 16 69 04 
fd 3e fd 0c fd fd 7b 26 fd 
15 2a 02 fd fd fd fd fd 29 
fd 4b fd fd 70 fd fd 27 fd 
fd 2e 00 24 09 fd fd 10 fd 
fd fd fd fd 0a 41 fd fd fd 
11 25 fd 74 fd fd 6e 18 fd 
fd fd 68 fd 14 54 fd 4e 19 
fd 77 7d 0e 7f fd f1 fd 1c 
3e 7e 7e fd 1f fd 0b fd 4a 
09 39 72 12 fd fd fd 76 fd 
74 6d 5c 1c fd fd fd 38 fd 
fd fd 7d fd 0f fd fd 3d fd 3f 
fd 4d 02 fd fd 54 04 60 fd 
7a fd fd 7e fd 06 75 fd fd 
66 31 fd 49 63 fd fd fd fd 
fd 5a 

a|J{Mub$xWFW\>OdGqL
wqmi>{&*)Kp
'.$tnhTNw}>~~J9rvtm\8}=
?MT`z~uf1IcZ

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Java\Visit 
Java.com.url

224 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Mainten
ance\Desktop.ini

176 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 06 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd fd 20 fd 
52 35 fd fd 53 fd fd 62 2c 
fd fd 69 fd fd fd 19 fd 0f fd 
fd 66 fd fd 2e 10 53 fd 3c 
69 10 fd fd 5c fd fd 5b fd 
4c fd 5e 5e 20 fd fd 3f fd 
7f 57 fd fd 3f 50 49 fd 19 
32 61 1a 7e cc fd 07 4e 
41 fd 38 62 07 2d 5a 09 
37 fd 64 fd fd 46 fd fd fd fd 
07 fd 50 fd fd fd 7a fd 2d 
06 41 78 27 1a fd 14 fd fd 
5e 01 59 fd fd 2d fd 71 2b 
fd 7d fd 09 13 fd 00 11 72 
4f fd fd fd fd 1a fd fd 6c fd 
30 fd fd 2f 29 fd 68 fd 5b 
9c 76 7b 95 0d 41 fd fd fd 
44 18 2d fd 2c fd fd 51 55 
fd 63 67 fd fd fd 40 fd fd 
fd fd 3f 16 7d 7d fd 60 fd 
fd fd 12 fd fd fd fd 78 01 
fd fd 54 2b fd 60 c5 26 2f 
2b 77 2b fd 0c fd fd 30 50 
1c 1e 1f 

TU|!I> R5Sb,if.S<i\[L^^ ?
W?PI2a~NA8b-Z7dFPz-
Ax'^Y-q+}rOl/)h[v{AD-
,QUcg@?}}`xT+`&/+w+0
P

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Mainten
ance\Desktop.ini

0 176 4e 2b fd 28 61 32 1d fd 
69 fd fd 6a fd 18 cf 5d fd 
4a 36 1f fd fd 09 fd 07 fd 
fd fd 4b 65 11 fd 6a fd fd 
fd 7d fd fd 6d fd 25 56 9c 
60 00 fd fd 5e 41 19 4d fd 
76 5f 12 59 fd fd 76 fd c2 
01 fd 2e 7f 07 fd 89 73 fd 
fd fd fd 54 51 fd fd 0e 10 
44 fd 1f 07 fd fd 72 fd 6c 
e0 03 fd 7f 14 46 71 fd 0a 
2b 12 47 db fd 5e 4d fd fd 
fd 3a 5d fd 16 4f fd fd 17 
fd 1b fd fd 97 0d fd 5d 46 
fd 69 fd 49 fd fd 39 5b 60 
0e 7e fd fd 7a 0c fd fd a5 
3a 33 fd fd fd fd fd 75 74 
26 60 48 fd 1b fd fd fd 09 
37 

N+
(a2ij]J6Kej}m%V`^AMv_Y
v.sTQD
rlFq+GM:]O]FiI9[`~z:3ut&
`H7

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Mainten
ance\Desktop.ini

208 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile
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C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Microsoft 
Office 2016 Tools\desktop.ini

496 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 02 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 0d fd 0f 
7d 36 fd 37 71 fd 6f fd 65 
65 08 fd 1d fd 72 fd 6b 01 
77 24 42 39 fd fd 7e fd fd 
74 fd 5f fd 24 6a fd 22 4e 
40 37 2b 64 0d 0f fd 68 fd 
68 fd fd fd fd fd 10 fd 0f fd 
49 4f 6b 44 7d 29 fd fd 0f 
fd 00 1c 12 fd fd 03 fd 24 
68 21 fd 1b fd fd 01 30 05 
24 fd fd 77 47 4c fd 1d 5a 
fd 7a 47 fd 3d fd fd 23 01 
fd 66 73 fd 72 4a fd 3c 17 
11 fd fd fd fd 2f fd fd 16 fd 
fd fd fd 49 15 fd fd 1e fd 
16 26 58 fd 5a fd 91 16 fd 
43 4a 29 53 4c fd fd fd 5f 
fd 54 22 7d fd 51 15 fd 29 
6e 3c 0d fd fd 3c fd fd 74 
45 fd 41 fd fd 45 fd 2f fd 
7b 63 fd 63 fd 13 7f 74 3d 
fd fd fd 1d 62 fd fd fd 20 
fd fd 66 15 fd 13 2b 45 5a 

TU|!I>}67qoeerkw$B9t_$j
"N@7+dh
hIOkD})$h!0$GLZzG=#fs
rJ</I&XZCJ)SL_T"}Q)
<<EAE/{cct=b f+EZ

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Microsoft 
Office 2016 Tools\desktop.ini

0 496 5c fd fd 42 fd 28 fd 2f 73 
fd 28 2f 85 64 44 fd 55 fd 
1e fd 42 fd 73 fd 5a 06 fd 
5f fd 48 fd fd 4a 42 fd 62 
fd fd 3f fd 46 fd fd 02 fd 
27 26 10 fd 2e fd fd fd fd 
6b fd fd 31 07 0d fd fd 3a 
6a 12 fd 68 5f fd fd 14 0f 
38 30 6e fd fd 69 44 14 
6a fd 5f 1b fd 75 0a 78 fd 
2d fd fd fd fd 7a fd fd 73 
08 3c 2c fd 44 fd 74 1d 
1a fd 7d 77 5a 4f fd fd 7c 
fd fd 62 42 fd 08 fd fd 16 
56 fd fd 25 50 72 66 fd fd 
fd fd fd 66 20 fd 69 fd 28 
18 08 3e 1d 73 13 6b fd 
fd fd fd fd fd fd 5a 09 7d 
12 6f fd 04 fd 22 fd 27 fd 
fd 69 fd 2f 6f fd 6c fd 39 
07 fd 20 44 fd fd fd fd 33 
fd 54 fd fd fd fd 3c fd 26 
fd 37 fd fd 29 fd fd 67 fd 
6c fd 05 fd 44 f5 50 5c fd 
fd 2b 4a fd fd 68 fd fd 48 
24 fd fd 00 fd 65 3f 69 fd 
30 ae fd 79 54 3d 01 fd fd 
fd 7d fd 

\B(/s(/dDUBsZ_HJBb?
F'&.k1:jh_80niDjux-
zs<,Dt}wZO|bBV%Prf i(>
skZ}o"'i/ol9 
D3T<&7)glDP\+JH$e?
i0yT=}

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\Microsoft 
Office 2016 Tools\desktop.ini

528 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\System 
Tools\Desktop.ini

352 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0e 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 35 55 fd 
fd fd fd 2e 1a fd 4e 04 fd 
0a fd 14 72 4a 54 fd 26 fd 
23 fd fd fd fd 43 fd fd 14 
46 fd 76 25 00 67 31 6c 
10 fd 17 fd fd fd fd 41 5d 
fd fd fd fd 2f fd 69 fd 59 fd 
fd fd 19 41 4d 64 fd 14 50 
fd 36 5c fd 0a fd fd 7b fd 
46 fd fd fd 73 15 fd 13 15 
fd fd 14 fd fd 02 fd fd 05 
fd fd fd b7 fd fd 1d fd 51 
71 63 58 36 fd 4e 72 fd fd 
fd fd fd 68 fd 5a fd fd fd 
6a fd 2b fd fd 15 21 16 00 
fd fd 33 fd 6a 41 79 fd 67 
48 e3 fd 1a fd 3b fd 28 32 
2b fd fd fd fd fd fd 18 02 
6e 04 2e fd 2a fd fd 43 fd 
08 fd 0c fd fd fd 36 4b 1a 
fd 50 fd de 07 fd 07 7c fd 
fd 5f 21 fd fd 31 af 5e fd 
23 

TU|!I>5U.NrJT&#CFv%g
1lA]/iYAMd
P6{FsQqcX6NrhZj+!3jAy
gH;(2+n.*C6KP|_!1^#

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Copyright Joe Security LLC 2022 Page 194 of 261



C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\StartUp
\desktop.ini

176 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 02 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 5c fd 6b 
30 04 77 fd fd fd 2b 0e fd 
34 fd fd fd 01 7d 53 2f 6e 
fd 7d fd 48 fd 3f fd fd 12 
79 60 fd fd 59 0b fd 64 0f 
fd fd 0f 63 7f fd 6e 0c 5f 
77 fd fd fd fd fd 5e fd fd fd 
08 fd 74 fd fd 7d 5e 42 fd 
1e 50 1e fd 41 fd fd fd 68 
39 28 fd fd 37 65 fd e5 ac 
76 46 fd fd 3d 19 fd 63 4a 
71 fd fd 4a 35 fd 21 fd fd 
fd fd fd 55 0c fd fd 63 fd fd 
fd 4d fd 79 fd 6d 03 52 5f 
58 fd fd 21 78 fd 63 76 4a 
17 fd fd fd 5d fd fd fd fd 56 
24 7c 26 fd 49 fd fd 36 fd 
29 fd 32 fd fd 7f 40 fd fd fd 
fd fd 11 fd 2e fd 32 fd fd 
1b fd 2d 6f 2d fd 75 03 7a 
3c f7 fd 01 fd fd 62 5c fd 
5e fd fd 74 fd fd fd fd 23 
6c 22 34 fd 7f fd fd 07 1b 
fd 

TU|!I>\k0w+4}S/n}?
y`Ydcn_w^t}^
BPAh9(7evF=cJqJ5!UcM
ymR_XcvJ]V$|&I6)2@.2-
o-uz<b\^t#l"4

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\System 
Tools\Desktop.ini

0 352 56 fd 45 fd 57 50 3e fd 22 
78 fd fd 38 52 22 fd fd 00 
1c fd 3c 35 61 fd 29 59 
25 fd 2c fd 6a 26 05 fd 39 
04 fd fd 25 fd 56 0c 38 2b 
5f fd fd fd fd 65 fd 0d fd 
03 32 6a fd 28 fd 17 fd 44 
fd 48 a8 53 21 fd 3b fd 18 
fd fd fd 3d 47 69 22 62 fd 
0c fd 22 fd 27 fd 2c 2f fd 
fd 25 fd fd fd 4b 43 fd 2a 
77 21 1e 47 fd 33 fd 00 
2d 2d 27 fd 2c 63 fd 38 
44 66 57 fd 7a fd fd 58 06 
fd fd 35 7f fd fd 17 fd 5c 
fd 0b fd fd 5b 6d 59 09 cd 
fd fd fd 7f 40 47 7a fd 16 
fd fd 1e fd fd fd 34 fd 7d 
fd 65 04 4c 72 20 fd 42 fd 
05 fd 7f fd 73 fd fd fd fd fd 
0b fd fd fd 34 fd fd 7a fd 
fd 07 fd fd fd 21 0f 1f fd 
41 fd 1f 35 fd 52 1f fd fd 
fd fd fd fd fd 19 fd 5e fd 
55 1e 11 1a 19 fd fd fd 5a 
fd dc 4e fd fd 59 01 21 5a 
fd 3d fd 67 44 ab fd fd 43 
fd 

VEWP>"x8R"
<5a)%,j&%V8+_e2jDHS!
;=Gi"b"',/%K*w!G3--
',c8DfWzX5\
[mY@Gz4}eLr 
Bs4z!A5R^UNY!Z=gDC

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\System 
Tools\Desktop.ini

384 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\StartUp
\desktop.ini

0 176 fd fd 3d fd 13 62 fd 6a 36 
fd 18 43 fd fd 0b 53 51 10 
fd 14 fd fd 71 00 57 fd fd 
57 fd 18 65 fd 62 3f 23 54 
fd fd fd 4e fd fd 39 fd fd fd 
30 1c 62 39 fd 79 fd fd fd 
1b fd 32 20 fd fd 62 fd 71 
3b 1d fd fd 01 6b fd 60 31 
fd fd 32 8d fd fd 28 fd fd 
35 35 3d 5d fd fd 22 fd a9 
51 fd fd fd fd fd 54 fd fd 36 
fd fd 4e c3 25 08 fd fd fd 
fd 1f 11 fd 3f fd fd 58 23 
56 5e 60 0e fd 14 88 73 
fd 23 6f fd 54 4c 61 fd fd 
fd 1f 6c fd 7e fd 5a 5d fd 
4a 38 fd 30 16 4a fd fd fd 
fd 09 fd 23 fd 0c fd 17 25 
5d 

=j6CSQqWWeb?
#TN90b92 bq;k`12(5
5=]"QT6N%?
X#V^`s#oTLal~]J80J#%]

success or wait 1 AEE43A WriteFile

C:\ProgramData\Microsoft\Windo
ws\Start Menu\Programs\StartUp
\desktop.ini

208 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\Public\Music\desktop.ini 384 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 04 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 5b fd 30 
3f fd fd 29 fd fd 24 2f fd fd 
27 fd 2a fd 23 78 fd 03 fd 
fd 3f 34 19 fd 73 55 fd 2c 
6c fd 23 3c 4b 45 0e 36 
fd fd 26 6f fd 09 fd 21 2c 
22 2d fd 1d 52 fd fd 56 3c 
32 67 73 fd fd fd 0b 6d 43 
32 fd fd 7f 53 3e 3b fd ce 
fd fd 51 fd 61 fd 26 5b fd 
fd fd 01 fd 53 18 fd 50 2c 
4d fd fd 0e 79 fd fd 25 fd 
fd fd 5a fd fd 23 2f 59 fd 
30 75 fd fd 1d 3b fd fd 10 
fd 28 13 6f 05 4a 30 fd fd 
31 7e 55 0b fd 58 fd fd 25 
7e fd 03 67 fd fd 68 77 4e 
fd a1 fd 44 fd fd 16 4f 5a 
1a fd fd 71 3f 01 fd 27 fd 
fd fd 09 6b 52 4a fd 64 fd 
51 2c fd 09 1a 2d 3d 0f fd 
27 7a fd 34 29 47 21 fd fd 
04 fd 20 fd 08 fd fd fd 6c 
fd 04 03 fd fd 

TU|!I>[0)$/'*#x?4sU,l#
<KE6&o!,"-
RV<2gsmC2S>;Qa&
[SP,My%Z#/Y0u;
(oJ01~UX%~ghwNDOZq
?'kRJdQ,-='z4)G! l

success or wait 1 AEE43A WriteFile

C:\Users\Public\Pictures\desktop.ini 384 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 04 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 60 00 
4b fd fd 6d 11 5b 0a 77 fd 
fd 69 fd fd fd 64 7a fd f5 
15 fd 7a 03 42 fd 4e 4d 
69 4f fd 19 7f fd 2c fd 40 
33 0d 5d fd 16 27 fd 57 fd 
26 fd 1d fd 39 fd 64 69 51 
34 fd 70 fd fd fd fd 1f fd fd 
fd 6d fd fd 40 7f 7f 2b fd 
72 30 fd fd 0f fd 1c 1f fd 
5c fd fd fd fd 24 fd 51 41 
65 72 fd 4c fd 8c fd 0f fd 
03 3c fd 79 46 fd fd a0 2a 
36 0a 4e 04 13 50 fd fd 
16 67 fd fd 38 fd fd fd fd fd 
29 10 fd fd 04 47 fd 4c 0d 
54 4e 75 74 fd fd 7a ab fd 
fd b2 08 fd 2e 17 fd 97 fd 
7e fd 24 0d 53 fd 59 fd fd 
0d 3d fd fd fd 35 fd 1c fd 
fd 50 ba fd 44 fd fd 39 46 
fd 6f 45 fd 3f 2a 50 02 df 
71 7a 40 fd fd fd fd fd 17 

TU|!I>`Km[widzzBNMiO,
@3]'W&9di
Q4pm@+r0\$QAer<yF*6
Ng8)GLTNutz
.~$SY=5PD9FoE?*Pqz@

success or wait 1 AEE43A WriteFile

C:\Users\Public\Videos\desktop.ini 384 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 04 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 57 fd 41 
7f 31 4e fd 5e 18 5b 75 fd 
2f ca fd fd 14 fd 0f fd fd fd 
38 3e 59 74 fd 1b 20 59 
fd fd 5c 13 47 38 48 39 
0a fd fd 21 34 5b fd 12 fd 
fd 3e 10 37 2d fd 5a 27 
08 06 fd 1b fd fd 24 62 fd 
fd 5e fd fd 11 25 fd 24 2e 
5b fd fd 37 68 75 54 fd fd 
13 fd 6f 5e fd fd fd 17 06 
3b 12 5b 73 fd 2d fd 32 
01 c8 34 49 fd fd fd a2 0b 
23 4d 3b fd 66 fd fd 6a fd 
4f fd 13 10 fd fd 04 12 fd 
fd fd 25 67 fd 54 44 fd fd 
4d 56 fd 3e fd fd fd fd 26 
fd 43 78 0f fd 06 fd fd 21 
74 fd 76 6f fd fd fd 37 6d 
fd fc 12 0f 70 fd 7b 37 fd 
7c 33 0d fd fd 7a 44 3e fd 
fd fd fd fd fd fd fd 3a fd fd 
fd fd fd 0f fd 33 fd fd fd 

TU|!I>WA1N^[u/8>YtY\G
8H9!4[>7-Z'$b^%$.
[7huo^;[s-24I#M;fjO%gT
DMV>&C!tvo7mp{7|3zD>
:

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\Public\Music\desktop.ini 0 384 fd fd fd fd fd 45 fd 2c fd 17 
fd fd 64 fd fd fd fd 0b 14 
42 fd 79 65 fd fd 7a fd 33 
94 fd 73 fd fd 4e 04 fd fd 
fd 71 20 fd da fd fd 52 7d 
26 fd 17 8a fd 76 fd 58 46 
2d fd 27 7c 57 3d 4c 2b fd 
15 38 28 73 3b 2f 00 fd 
36 f2 1e fd 06 fd 0a 1e fd 
21 fd 77 63 fd 6b 39 1e 
27 52 fd fd 5e 6e 3b fd 0d 
fd 41 fd 45 01 07 45 74 
0e fd fd 47 33 fd fd fd 5c 
fd fd fd fd 2b fd 46 e7 fd 
fd 42 3e 3e fd fd fd fd 00 
47 70 fd fd 43 fd fd 17 43 
fd 30 fd 16 fd 63 6e 21 fd 
fd 12 21 30 fd 25 00 fd fd 
0f fd fd fd f0 36 2e 58 fd 
5e fd fd fd fd fd 0e 19 5b 
fd fd fd 1c 22 19 33 0b fd 
fd 58 6d fd fd 09 fd fd 60 
66 fd 52 fd 7d 7a 50 fd 21 
fd fd fd 38 fd fd fd 3e 6b 
fd 36 74 46 6a fd 54 fd 74 
09 fd fd 67 d0 fd fd 7a fd 
4e 5c fd fd 58 fd 17 fd 52 

E,dByez3sNq R}vXF-
'|W=L+8(s;/6
!wck9'R^n;AEEtG3\+FB>
>GpCC0cn!
!0%6.X^["3Xm`fR}zP!8>k
6tFjTtgzN\XR

success or wait 1 AEE43A WriteFile

C:\Users\Public\Pictures\desktop.ini 0 384 fd fd fd fd 54 4c 04 fd 5f fd 
32 fd 0d fd 25 fd 67 42 48 
33 fd 75 fd 1d 4a fd fd fd 
3f fd 60 fd fd 43 64 fd 57 
76 4c fd 72 5b fd fd 77 3c 
41 00 5c 3c fd fd fd fd fd 
0c fd fd 42 fd 07 37 fd fd 
75 74 17 fd fd 30 00 fd fd 
43 38 fd 60 38 16 fd ba fd 
fd 3f 28 fd 19 7c fd 5d fd 
fd fd 45 fd 22 fd 43 fd 6d 
16 2d 3c 5a 1a fd 44 0b 
0f 0e 35 fd fd fd fd 23 17 
fd 0a 00 4b fd 73 fd fd fd 
fd fd 60 16 fd fd fd fd 55 
fd 6d fd 01 fd fd fd 7f 1d 
fd fd 62 54 12 fd 1b fd 2e 
fd 2e 53 66 5c 0d fd fd fd 
fd fd fd 52 fd fd fd fd 15 fd 
fd fd 1e 78 fd 09 fd 2a fd 
6a 46 fd 12 23 fd 1e 14 
2c 1c fd fd 6d fd b4 fd 15 
fd 2b fd fd 68 fd fd 5e 3e 
7d fd 0c 44 fd fd 33 fd fd 
fd fd 2c fd fd 78 3a 56 fd 
34 5d fd 3b fd 4a fd 64 fd 
3b fd 00 43 fd fd 37 3e 

TL_2%gBH3uJ?
`CdWvLr[w<A\<B7ut0
C8`8?(|]E"Cm-
<ZD5#Ks`UmbT..Sf\
Rx*jF#,m+h^>}D3,x:V4];J
dC7>

success or wait 1 AEE43A WriteFile

C:\Users\Public\Videos\desktop.ini 0 384 fd fd 35 1e 15 fd fd 6a fd 
6c 56 16 fd 7d 1b fd fd fd 
6e fd 04 6f fd 08 4d fd 6f 
74 77 4d 13 fd fd 43 fd 28 
18 df fd 39 fd 1a 39 59 fd 
39 fd fd fd fd 67 7c 47 fd 
fd 60 fd fd 0e 08 6f 5d fd 
31 fd fd 30 34 fd fd 37 2f 
53 fd fd fd 29 fd fd 2e 4c 
fd 62 32 49 1d 3c 50 23 
53 0e 30 1a 76 fd 28 5e 
fd 3d fd 14 0f fd fd 41 76 
fd 5b fd fd 1a 21 fd fd 68 
fd 4a 2b fd fd 0e fd fd 2e 
fd fd 40 fd 59 fd fd 54 fd 
fd 01 fd 34 fd fd fd 1a 41 
fd fd 71 fd 5f 5e 41 fd 2e 
25 08 ef fd fd fd 2c 7e fd 
39 22 3c 16 fd 40 fd fd fd 
22 70 fd fd 79 fd 74 fd 7d 
fd fd fd bd fd fd 3a fd 5a 
2b fd 5f fd 25 f2 fd 6a fd 
fd 47 50 0c 4c fd 31 67 
70 fd fd 1f fd 7e fd fd 08 
fd fd 6a 2a fd 37 fd 0e fd 
f6 fd 11 fd fd 8c fd 6f fd 
5e fd 79 fd fd 72 8d 42 05 
20 fd 

5jlV}noMotwMC(99Y9g|G
`o]1047/S
).Lb2I<P#S0v(^=Av[!hJ+.
@YT4Aq_^A.%~9"
<@"pyt}:Z+_%jGPL1gp~j
*7o^yrB 

success or wait 1 AEE43A WriteFile

C:\Users\Public\Music\desktop.ini 416 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\Public\Pictures\desktop.ini 416 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\Public\Videos\desktop.ini 416 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
data_reduction_proxy_leveldb\L
OG.old

144 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 05 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 55 fd fd fd 
4e fd 21 fd 18 fd fd fd 5a 
1a 6b fd 66 fd 58 fd fd 04 
7c fd 75 47 fd fd 6e fd 07 
1d 69 fd 1e 79 fd fd 52 fd 
fd 1c 14 fd 24 fd fd 37 af 
fd fd 76 25 fd 91 fd cf 4d 
73 fd 65 fd 0f fd fd 43 7c 
3d 44 fd fd fd 0e fd 5d 6f 
fd fd 35 08 7c 5a fd fd 6e 
fd 0d fd 3d fd 09 fd 3e 7e 
4c 2d 70 0f 73 fd 6c fd 3d 
fd 4a fd fd 4f fd fd 07 63 
56 50 fd 26 fd 64 4d fd 43 
aa fd 33 fd fd 5c fd 0f 72 
fd fd fd fd fd fd fd 3e 14 
0d fd 23 fd 0f 33 fd 26 fd 
31 3e fd fd 3a 75 fd fd 3c 
22 01 5f 71 75 28 63 fd 
1c 40 fd fd 37 fd 53 fd fd 
06 fd 43 fd 77 d1 fd fd 55 
fd fd fd 49 47 fd 04 5e fd 
fd 71 fd 53 0f 07 75 5b fd 
19 24 39 fd 68 fd 

TU|!I>UN!ZkfX|uGniyR$7
v%MseC|=D]o5|Zn=>~L-
psl=JOcVP&dMC3\r>#
3&1>:u<"_qu(c@7SCwUI
G^qSu[$9h

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
data_reduction_proxy_leveldb\L
OG.old

0 144 31 05 12 fd 0b 35 7c fd fd 
2c 36 fd fd 1a 78 50 fd fd 
01 fd 59 02 fd 7d 08 fd 20 
0a 29 fd 71 fd 74 43 fd fd 
7f fd 55 fd 3c 5c 1b fd 26 
25 6c fd fd 5f 10 1e fd 44 
0e fd 46 07 fd 31 fd 72 51 
01 fd fd 31 fd 35 fd 3b 09 
fd fd 0c fd 20 0f 37 53 fd 
fd fd ee fd fd 43 fd fd 05 
fd fd fd fd fd fd 4b 0b fd fd 
7b fd 29 11 12 1f 04 17 fd 
6e 0a 51 3a fd 46 fd 45 
2e 15 0e fd fd 54 2f fd fd 
fd 65 fd 3a fd 2f 39 19 38 
20 3d 43 40 59 13 

15|,6xPY} 
)qtCU<\%l_DF1rQ15; 7
SCK{)nQ:FE.T/e:/98 
=C@Y

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
data_reduction_proxy_leveldb\L
OG.old

176 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
data_reduction_proxy_leveldb\M
ANIFEST-000008

64 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0e 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd fd 1a 6f 
28 fd fd 17 fd 2c 56 fd fd 
72 0f 6c 38 fd 3f fd fd 6b 
fd fd 7f fd fd fd 32 08 fd fd 
fd 00 fd c6 0f 31 fd 65 2b 
3f fd 32 fd fd 0a 67 6d 5a 
fd fd 27 fd fd 02 fd fd 5b 
44 7a 15 fd fd 67 1f 46 55 
fd 57 1e 63 08 3f fd 02 fd 
5f 9b fd 36 fd fd 7a 3f fd 
3b fd 79 07 6d fd fd 16 0b 
fd 50 fd 65 fd fd b2 61 60 
fd fd 58 4e fd 5d fd fd fd 
fd 1f 11 fd fd fd fd fd fd fd 
fd fd 7d 31 5f 78 36 68 00 
fd 28 fa 64 fd 0d fd 0f fd 
05 fd 10 6c 7e fd fd fd e0 
31 fd fd fd 03 62 6a fd 76 
32 5b 4b 57 fd fd 2a fd 53 
fd fd fd 56 57 fd 41 4c 54 
48 7d fd 6b fd 0d 6b fd 7d 
fd 1e 24 38 6d fd 41 fd 38 
fd 69 fd fd fd 

TU|!I>o(,Vrl8?k21e+?
2gmZ'[DzgFUWc?_6z?
ymPea`XN]}_x6h(dl~1bjv
2[KW*SVWALTH}kk$8m
A8i

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
data_reduction_proxy_leveldb\M
ANIFEST-000008

0 64 41 3b 27 fd 58 fd fd fd 19 
fd fd 1c fd 30 fd 3c fd 08 
fd fd fd 21 fd fd fd 08 fd fd 
06 49 fd 10 35 fd 4e 00 fd 
1f fd fd fd 73 fd fd fd 69 fd 
fd 0a fd 3f 68 fd 40 1b 19 
fd 44 74 fd 5a 

A;'X0!I5Nsi?h@DtZ success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
data_reduction_proxy_leveldb\M
ANIFEST-000008

96 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension Cookies

20496 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 69 fd 5a 
fd 0c 1d fd 54 7f 26 51 fd 
4c fd fd 60 fd fd fd 66 09 
fd fd fd fd fd 06 fd 64 22 
fd 5d 15 fd 16 fd 3c fd fd 
75 17 46 fd fd 2c fd fd fd 
fd fd fd fd fd fd fd 2c 1c 5e 
5e 80 2c fd 03 35 65 29 
32 fd 4c 4e 0d 27 30 36 
5d fd fd fd 51 6c 50 38 51 
fd 0e e7 53 6c fd fd 04 fd 
04 fd ce fd fd 35 fd 5b fd 
fd 78 02 9a fd f8 fd 7d 62 
27 fd fd 3b 7a fd 45 77 fd 
56 57 69 2b 46 17 fd 51 
6c 21 fd fd 60 fd 2f fd 41 
7d fd fd fd 45 76 10 3e f4 
fd 3c fd 25 2d 32 fd 33 0a 
7a fd 3c 00 fd 08 2f fd 47 
fd fd fd fd 11 49 fd fd 32 
20 fd 5d 19 fd e6 fd 41 c2 
55 6c 31 62 fd 1f fd 62 fd 
7c fd fd 65 fd 00 fd fd 17 
35 32 fd 10 3d fd 

TU|!I>iZT&QL`fd"]
<uF,,^^,5e)2L
N'06]QlP8QSl5[x}b';zEw
VWi+FQl!`/A}Ev><%-
23z</GI2 ]AUl1bb|e52=

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
DownloadMetadata

7184 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0e 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 10 fd 52 
6d 04 7d 58 fd fd 26 fd 43 
78 fd 10 6a fd 4b 71 fd 76 
8b 02 67 fd 0c 32 fd fd 0a 
67 4c fd fd fd 65 04 fd 4c 
2e fd 0b fd 33 fd fd fd f4 
37 fd 2c fd 6c 04 fd fd fd 
fd 39 18 fd 2a fd fd 36 6f 
fd fd fd fd fd 2e 50 fd fd 
7e fd 1d fd fd fd fd fd fd fd 
71 fd fd 58 3b fd fd fd fd 
7e fd 51 fd 6a fd 00 fd fd 
fd 73 38 fd fd 5e fd 51 3a 
08 fd fd 12 fd 65 0a 3d 39 
fd 55 fd 58 fd 08 fd 70 13 
fd 66 fd fd fd 52 6b 3d 5c 
1f fd 08 fd fd fd fd fd 37 fd 
3c fd fd fd 34 fd fd fd 45 
fd 15 fd fd 37 22 7d fa fd 
11 fd 44 fd fd fd 65 0c 28 
88 fd 39 63 4d fd 49 5f 3d 
63 fd fd 7a fd 60 fd fd 49 
53 49 fd 6b fd fd fd fd 28 
fd 4d 

TU|!I>Rm}XCxjKqvg2gLe
L.37,l9*6
o.P~qX;~Qjs8^Q:e9UXpf
Rk=\7<4E7
"}De(9cMI_=cz`ISIk(M

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension Cookies

0 20496 24 27 5d fd 60 1e fd 5d 
0e 1c fd 4d 0d fd fd fd 59 
fd 93 4b 44 09 fd fd fd fd 
fd 04 4b e1 fd fd 11 fd fd 
0d c4 0e 6d 45 4a 53 0b 
fd fd 78 fd fd fd 7f 77 fd 
34 fd 2a 12 fd 3a 55 fd 44 
fd 28 1b 1e fd 6d 6a fd fd 
fd fd fd 1a fd 03 fd 26 fd 
3e 1b fd 2d 55 fd 5b 1b 
1a fd fd 3b fd 32 fd fd 5a 
fd 1f 02 61 fd 75 fd 58 fd 
fd 08 25 fd 5c fd 17 fd 27 
1b fd fd 0b 06 6c fd fd 25 
fd 09 fd fd fd 58 fd 5c fd 
2c 17 fd fd fd 27 66 fd 3c 
39 fd 07 fd 38 fd fd 6d fd 
fd fd fd 34 00 fd fd 38 61 
fd 0c fd 78 fd 2c fd 42 4a 
46 49 fd 48 69 fd 40 48 fd 
fd fd 3c fd 3b 0e 5a 10 53 
fd 1c 7e fd fd 5c 14 54 01 
36 23 65 6a fd 06 fd fd c1 
46 75 6d 2f fd fd fd fd 31 
fd 02 72 76 fd fd 73 2c 68 
76 7a 1c 40 65 fd 09 fd fd 
41 7b fd 15 08 fd 33 1d fd 
fd 46 fd 5b 

']`]MYKmEJSxw4*:UD(mj
>-[;2ZauX
%\'l%X\,'f<98m48ax,BJFI
Hi@H<;Z
S~\T6#ejFum/1rvs,hvz@
eA{3F[

success or wait 1 AEE43A WriteFile
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
DownloadMetadata

0 7184 3f fd 72 fd 4a fd fd fd 4f fd 
fd fd fd 6d 32 0f 55 21 20 
fd fd fd fd 66 fd 4f fd 21 
7a 26 54 fd 50 fd 0c fd 48 
fd 40 5b 06 01 7b fd fd 64 
07 11 25 40 fd fd 3f fd 3a 
09 fd 7f fd 44 fd 31 72 69 
fd 0f fd fd 25 7d d7 fd eb 
92 53 67 59 58 34 39 fd 
fd 3d 25 fd 2a fd 2d 46 35 
7d 40 fd 67 fd 2d 20 35 
4c fd 7a fd 57 fd 77 fd fd 
fd 67 25 3c 03 72 5d fd 
62 74 60 fd 51 46 3f fd 0b 
33 49 fd fd fe 3a fd 3f fd 
47 fd fd 23 fd 6d 70 4a fd 
78 fd fd fd 1f fd fd 10 1c fd 
05 fd fd 00 fd 00 37 24 fd 
fd fd fd 0e 00 fd 67 fd fd 
54 fd fd 4a 5f fd fd fd fd 48 
fd 6f 33 3d fd 73 0d 2f 74 
5a fd fd fd fd fd 34 0c fd 
30 fd 4f 02 fd 3d 28 16 3e 
fd 6e 40 7e 52 23 08 2f fd 
47 7e 59 fd 3a 60 fd 27 fd 
fd fd fd 05 fd 1e 0f fd fd 
04 fd 59 49 72 fd 0d 08 
79 

?rJOm2U! 
fO!z&TPH@[{d%@?:D1ri
%}SgYX49=%*-F5}g- 
5LzWwg%<r]bt`QF?3I:?
G#mpJx7$gTJ_Ho3=s/tZ
40O=>n@~R#/G~Y:`'YIry

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension Cookies

20528 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
DownloadMetadata

7216 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension Rules\000003.log

368 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 07 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 08 fd 
54 fd fd fd fd 18 69 fd 4d 
fd 1b 39 fd fd fd 73 fd fd 
fd 14 fd fd fd 26 fd fd 7e 
fd 60 37 24 fd 68 76 82 fd 
05 59 fd 6d fd fd 36 1e fd 
62 fd fd fd 55 31 61 37 fd 
6a 6c 01 1e 4f 74 fd 47 
46 fd 3c fd 2d fd fd 04 16 
fd fd 17 26 17 fd 39 fd fd 
24 0c fd 5c 65 fd 06 79 fd 
2e 0d d1 11 57 1e 05 fd 
fd fd 14 fd fd 1c 1b fd 02 
41 fd 7e 10 fd 48 34 7f 2b 
fd fd 16 fd fd 3a 00 fd 47 
21 fd 67 4c fd 18 fd 4b 76 
69 fd 74 7e a2 fd 46 22 fd 
fd 3f bc fd fd 57 32 5b fd 
66 0d 20 6e 35 fd fd 07 
6c fd 59 35 fd 3f fd 4f fd 
26 fd fd 70 fd 08 fd fd fd 
fd 3c fd 05 02 fd 29 68 25 
7f fd fd 0e fd fd 64 fd 06 
fd 03 47 16 aa 

TU|!I>TiM9s&~`7$hvYm6
bU1a7jlOtGF<-
&9$\ey.WA~H4+:G!LKvi~
F"?W2[f n5lY5?
O&p<)h%dG

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension Rules\000003.log

0 368 fd fd 21 fd fd fd 15 13 b0 
fd fd fd fd 47 fd 11 3b fd 
22 20 78 fd 1e 78 5e fd 
36 fd 03 22 fd fd 43 79 84 
fd fd 73 fd fd fd 00 18 5e 
0e fd fd 77 fd 7d 4e 3b fd 
fd 57 20 5d fd fd 82 fd 42 
fd 44 fd 24 60 3d 1d fd fd 
37 13 fd 63 06 18 7f 75 
6e 70 fd 69 68 fd f9 fd 11 
34 4b 69 41 5c 7a fd fd 
25 2a 2d 27 fd 74 62 fd fd 
71 fd 2a fd fd 27 fd fd 6d 
fd 89 5a 32 fd fd 47 74 78 
1f fd 18 fd 3e 29 fd fd 7a 
3a fd fd 3f 4b 08 1d 31 fd 
fd 4e fd 06 67 6d fd fd 49 
14 fd fd 3b fd fd fd 2d 19 
5a 47 fd 78 fd fd fd 62 3c 
fd 79 fd 13 61 58 5d fd 7d 
6f 6e fd fd fd 44 40 9f fd 
2a fd 00 22 fd 79 fd 10 fd 
fd fd 24 0b fd 71 fd fd 19 
fd fd 3c 34 39 fd 14 64 fd 
3d fd fd 16 49 fd 1f fd 44 
fd fd 5d 02 fd 15 34 7e fd 
1c fd 77 fd 3f fd fd fd fd 5c 
fd 

!G;" xx^6"Cys^w}N;W 
]BD$`=7cunpih4KiA\z%*-
'bq*'mZ2Gtx>)z:?K1
NgmI;-
ZGxb<yaX]}onD@*"y$q<
49d=D]4~w?\

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension Rules\000003.log

400 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension Rules\CURRENT

32 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 54 dc 5d 
2b 55 51 77 06 fd fd fd fd 
fd 23 32 5c 78 fd b6 fd fd 
34 fd fd 08 19 fd 13 fd 1a 
fd fd 77 17 50 fd 6c 64 fd 
fd fd 35 fd 0a 3f fd 25 fd 
35 53 37 fd fd 62 43 fd fd 
0a 4a fd 55 65 07 fd 02 fd 
37 fd fd fd fd fd 2b 55 08 
fd fd 2f fd 47 12 19 5a 20 
fd fd fd fd 69 5a fd 1e 7d 
fd fd fd 7f 69 fd fd fd 22 fd 
b9 fd fd 5a d1 77 fd fd 13 
25 fd fd fd 72 79 29 fd 72 
fd 61 6c fd 10 30 fd 54 fd 
fd 6d fd c7 4e 57 47 fd 78 
fd fd fd 36 4e 1e fd 6e fd 
fd 0e 75 fd 22 fd fd 65 14 
0b 30 35 fd 60 17 3f 45 
5c 7f 1d fd fd 02 fd 67 17 
0d fd fd 02 77 75 fd fd 14 
fd 78 38 fd 28 22 fd 03 22 
fd fd 35 fd fd 5c 25 fd fd 

TU|!I>T]+UQw#2\x4wld5
%5S7bCJUe7+U/GZ 
iZ}i"Zw%ry)ral0TmNGx6
Nnu"e05`?E\gwux8(""5\%

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension Rules\CURRENT

0 32 0d 7a fd 00 fd 6e fd 35 fd 
78 fd fd 01 5d fd fd fd 40 
3f 3f fd c2 fd 52 fd fd 19 
28 43 

zn5x]@??R(C success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension Rules\CURRENT

64 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension Rules\LOG.old

320 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 03 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd fd 4e fd 
28 04 17 35 6f fd fd 59 fd 
fd fd fd 21 fd fd 37 fd fd 
40 fd fd fd 7d 52 fd fd 7a 
fd fd fd 14 34 fd 77 fd fd 
fd 53 fd 00 37 76 fd fd a5 
fd fd 44 fd fd 29 fd 70 b2 
6f fd fd 52 fd 20 fd fd 5d 
fd 7f fd 1f fd fd 05 fd 16 
02 69 fd 5f fd 01 15 fd fd 
fd 2a 47 fd 18 43 fd fd fd 
6a 38 45 56 69 75 39 2c 
fd fd fd fd 2a 09 03 43 49 
6d fd fd fd 06 fd fd fd fd 04 
fc fd 12 fd 36 fd fd 29 fd 
fd fd fd fd fd 15 fd a9 60 
43 fd fd 26 fd fd 5f 12 fd 
fd 7e fd 49 6d fd fd fd 55 
fd 7b 0d 0b 00 fd 1c fd fd 
fd 32 fd fd 3e fd fd fd fd fd 
13 fd fd fd 5b fd fd fd fd 31 
07 fd 01 2d fd 5d fd fd 22 
10 44 fd fd 79 78 fd 

TU|!I>N(5oY!7@}Rz4wS7
vD)pR ]i_
*GCj8Eiu9,*CIm6)`C&~I
mU{2>[1-]"Dyx

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension Rules\LOG

320 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 03 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 0f fd 70 fd 
cc 27 a7 fd 2a fd 55 20 fd 
fd fd 7a 1c 6b 05 29 0e 
79 1d fd fd 7b fd fd 78 10 
16 fd fd fd fd 54 0f 36 fd 
34 fd fd fd fd 51 22 75 fd 
14 08 6e 6c fd fd fd fd 5f 
0e fd fd fd 2a 3f 1f fd 6e 
fd fd fd 0d 17 00 fd fd cf 
fd fd 5e 22 68 32 fd 30 fd 
3a 60 fd 74 fd fd 1b 48 fd 
07 25 fd fd 40 00 b8 fd a6 
fd fd 37 63 fd fd 59 2e fd 
fd 36 fd fd 11 20 73 67 fd 
fd fd 64 5e 11 fd fd 05 6d 
7d 65 26 fd 01 fd 5b 6c 
84 48 7f fd 67 32 fd 51 4c 
17 22 fd fd b3 fd fd fd 7c 
35 03 50 71 43 fd fd fd fd 
fd 12 fd 0b fd 03 15 04 fd 
db 66 fd 17 14 fd fd 77 5b 
7b fd fd fd fd 4c fd fd 43 fd 
fd 1f fd fd fd fd fd 2d 5f 

TU|!I>p'*U 
zk)y{xT64Q"unl_*?n^
"h20:`tH%@7cY.6 
sd^m}e&[lHg2QL
"|5PqCfw[{LC-_

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension Rules\LOG

0 320 fd 5f 44 33 5f 17 25 fd fd 
fd fd fd 69 43 fd fd 33 fd 
16 fd 01 93 71 fd 09 fd fd 
70 fd fd 42 fd 7f 24 fd fd 
4d 6e 39 25 01 41 fd fd fd 
fd 3b fd fd 7a 59 67 01 1d 
30 74 15 5a fd fd fd fd 12 
fd fd fd fd 45 16 74 fd 7c 
fd 13 25 fd fd fd fd a4 fd 
fd fd 52 fd 66 3d 37 59 fd 
fd 10 fd 01 09 fd fd 0a fd 
52 44 77 fd 77 fd 2d 3d fd 
fd 22 26 fd 2c fd 71 39 fd 
2e 0d 00 fd 61 26 55 fd fd 
0f 18 fd 5d 7b fd 12 1c 6f 
fd fd 64 05 50 44 15 91 fd 
1f fd fd 1f 24 2a 19 fd fd 
7a 07 23 fd 1c fd 4c 3e fd 
2b 62 fd 3d fd fd fd fd fd 
fd 62 30 fd a0 fd 17 30 fd 
30 fd 76 fd fd fd fd 6e fd fd 
1e 36 27 fd 64 fd fd fd fd 
fd fd 6d fd 3d 08 46 29 fd 
0c 34 72 3b 71 2d 83 44 
1b fd 32 3c 1d 04 fd fd 4b 
fd 3a fd 40 67 a2 1b 0f fd 
7e fd 

_D3_%C3qpB$Mn9%A;z
Yg0tZEt|%Rf=7YRDww-
="&,q9.a&U]
{odPD$*z#L>+
b=b000vn6dm=F)4r;q-
2<K:@g~

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension Rules\LOG

352 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension Rules\LOG.old

0 320 61 0f 21 5f 1b fd 2a aa 11 
7b 04 0b 3d 51 71 2d 70 
71 67 46 fd fd 7e 31 22 
19 20 65 fd 2d fd 32 fd fd 
7f 41 fd 77 fd fd fd fd fd 
1a fd 07 5c fd 5e 1c 63 44 
63 fd fd fd 25 2c b6 fd cd 
07 fd fd fd 5d fd fd fd fd 35 
62 fd fd fd 49 fd 7d fd 43 
91 51 68 25 fd fd 34 74 
5d 6d fd 14 fd 38 fd 1c fd 
74 fd fd 43 fd fd fd fd fd 24 
fd 4a fd 3d 6a 51 fd fd 5f 
fd fd fd 3d 40 10 fd fd 48 
32 fd 2f fd 3a fd 10 5b fd 
fd 7e 1e 35 0c fd 1a 57 fd 
4b 26 fd 02 20 fd fd 0b fd 
78 51 fd 58 fd fd fd fd fd 
36 ff 53 fd fd 6d fd fd fd 7f 
41 fd 08 4b fd fd 64 fd fd 
15 fd fd 07 12 6b 1e 13 fd 
09 2b 5e 7b 07 15 01 0b 
11 5c fd 2d 62 44 51 fd 
6a 1b fd 4f fd fd 50 7c fd 
77 7d 5f 41 fd fd fd 20 fd 
3e 02 fd a3 fd fd 18 1d 32 
fd 53 76 fd fd 6a fd 7f fd 
3b 1e 

a!_*{=Qq-pqgF~1" e-
2Aw\^cDc%,]
5bI}CQh%4t]8tC$J=jQ_=
@H2/:[~5WK& 
xQXSmAKdk+^{\-
bDQjOP|w}_A >2Svj;

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension Rules\LOG.old

352 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension Rules\MANIFEST-000001

48 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 07 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 1d 6b fd 
fd 0c fd 3b 14 29 fd 08 fd 
49 fd 26 5e fd fd 4a 62 fd 
05 6a fd 26 fd fd 29 4f 0f 
fd fd fd fd 53 fd 15 30 3e 
02 06 fd fd 20 fd 5a 77 fd 
36 fd 6e fd fd fd 00 58 fd 
21 fd 00 fd fd 3f fd 71 33 
b2 fd 5c fd fd 73 fd fd fd fd 
4c 2c 52 fd fd 1b 63 fd 7b 
68 0c 10 38 7b 65 55 fd 
fd 6e fd fd 3a fd 0e fd fd 
fd fd 2e fd ab 02 fd 5f fd 
f8 fd fd 1b fd fd fd 51 34 
3f 42 00 44 4f fd 06 35 fd 
fd 16 fd 36 79 fd 6a fd 68 
0f 1d 20 5b 48 fd 5e fd fd 
fd 20 fd fd fd fd d0 fd 19 
fd 0d 3b 7c 03 66 2a 46 
4f 37 fd fd 11 4f fd 1d fd 
3c fd 7b fd 27 37 fd fd 51 
6f fd fd 7c fd 4b fd fd 47 
23 fd fd fd fd fd fd 75 17 
fd 51 

TU|!I>k;)I&^Jbj&OS0> 
ZwnX!?q3\
sL,Rc{8{eUn:._Q4?
BDO56yjh [H^ 
;|f*FO7O<'7Qo|G#uQ

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension Rules\MANIFEST-000001

0 48 fd 5d 42 fd 48 fd 1f 67 fd 
3d 37 3f 48 fd 54 41 fd 79 
fd fd 2a 68 3e fd 46 0b 71 
fd 4e 11 5f 1e d5 52 14 
16 fd 2e fd 63 25 fd 0b fd 
fd 

]BHg=7?
HTAy*h>FqN_R.%

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension Rules\MANIFEST-000001

80 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension scripts\000003.log

160 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 08 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 43 4f 63 
fd 53 fd fd 2c 5d e2 fd fd 
fd fd fd fd 6a 4f fd fd 54 fd 
44 4e 1b 4c fd fd 43 fd fd 
30 fd fd fd 3a 56 57 58 04 
31 fd fd 1a 7e 1a 2c fd fd 
54 4d fd 41 17 4b 27 2c 
fd fd fd 7d 09 fd 71 fd fd 
fd 79 5a 3e 31 0a 4c 11 
fd 4e 40 2e fd fd fd 4b fd 
fd 0a fd fd 6f fd 41 56 2a 
fd 2b fd 20 fd 1d fd 64 fd 
fd 67 6b fd 2c fd 14 7b fd 
fd fd fd fd fd 43 0e fd fd fd 
4d fd 17 50 fd fd 07 fd 78 
d9 5d fd 6a fd fd fd 79 75 
62 21 41 fd 5f 6c 02 fd fd 
55 fd 68 fd 15 fd 4f fd fd 
76 22 fd 4e 42 31 fd fd 1d 
06 6e 43 fd a2 fd fd fd fd 
fd fd 42 fd fd fd fd 67 fd 
30 6a fd 47 2d 10 fd fd 1e 
1f 43 1b 2e 12 fd fd 5d 78 
1e 4d 

TU|!I>COcS,]jOTDNLC0:
VWX1~,TMA
K',}qyZ>1LN@.KoAV+ 
dk,{CMPx]jy
ub!A_lUhOv"NB1nBg0jG-
C.]xM

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension scripts\000003.log

0 160 08 fd fd 44 fd 46 e8 fd fd 
4b 49 5a fd fd fd 40 fd fd 
fd 0f 18 77 fd 7b 72 fd fd 
fd 2c 6c 0f fd fd 19 20 51 
fd fd fd 4c 6b fd 96 fd fd 
66 fd fd fd fd fd 01 00 e0 
fd fd 5b fd 40 fd fd 22 4f 
63 fd fd fd 34 fd fd 15 fd 
6d fd fd 6a fd 69 20 05 fd 
0b fd 55 62 5d fd fd fd 7e 
7e fd 1d fd 0e fd fd 3b fd 
60 7d fd fd 45 0a fd fd fd 
fd 69 fd fd fd 55 fd 55 fd 
fd 1c fd 46 6a fd 44 46 75 
55 3e fd fd 26 fd fd 45 36 
fd 56 3c fd fd 76 fd 79 25 
44 fd 7c fd fd 

DFKIZ@w{r,l 
QLkf[@"Oc4mji Ub]~
~;`}EiUUFjDFuU>&E6V<
vy%D|

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension scripts\000003.log

192 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension scripts\CURRENT

32 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 2f 20 fd 
39 12 51 20 47 fd 0a 31 
fd fd fd 48 fd 6a fd 68 4b 
fd fd 62 5a fd fd fd 02 03 
fd 72 0b 5c fd fd 3d fd 18 
3d 47 24 0f fd 0e a8 fd 0d 
74 15 34 0d 48 fd 49 fd fd 
fd 05 fd 6e fd fd 75 fd fd 
fd 05 21 09 5e fd 0a 40 fd 
fd fd 77 fd fd 5e 48 fd 7d 
fd 7e 7b 71 06 fd 70 60 fd 
fd 35 3e fd fd 06 0d 45 fd 
02 26 70 50 51 4c fd 01 
fd fd 0e fd 33 6a fd 1a fd 
75 fd 37 44 6c 42 03 09 
fd 4c 35 22 13 fd fd 73 6c 
7d fd 53 5a 70 28 7f e4 fd 
6c 6b fd fd 57 26 6a 66 fd 
24 18 fd 22 fd 13 3e fd 6a 
fd 5d fd fd fd 5d 1c 42 15 
25 21 e2 39 44 fd 67 69 
69 3d fd fd 42 46 fd fd 79 
46 fd fd 4b 60 4e 3f fd 5b 
fd fd 48 79 fd 31 fd 13 43 

TU|!I>/ 9Q 
G1HjhKbZr\==G$t4HIn
u!^@w^H~
{qp`5>E&pPQL3ju7DlBL5
"
sl}SZp(lkW&jf$">j]]B%!9g
iiBFyFK`N?[Hy1C

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension scripts\CURRENT

0 32 fd fd fd 53 47 fd 4d 2e fd 
fd fd fd fd 45 2e fd 22 fd 
fd fd 2e 5f 58 fd fd 02 7a 
42 5e 25 fd 

SGM.E."._XzB^% success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension scripts\CURRENT

64 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension scripts\LOG

288 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 05 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd fd fd 63 
fd 04 fd 64 37 64 64 fd fd 
fd 50 fd fd fd 4a fd fd 5e 
fd 46 3e fd fd fd 53 fd 51 
43 15 00 fd 72 fd fd fd 04 
31 16 fd fd 79 22 0a fd 27 
fd fd fd 4c fd 7a fd 04 fd 
d8 fd 24 fd 92 fd fd 49 41 
16 fd 75 fd fd fd fd 20 46 
fd 55 6a fd 0f 2c fd fd fd 
31 7b fd fd 04 76 fd 2f 5e 
fd 02 67 fd fd fd fd 5f fd fd 
fd 38 e8 6f fd 7e 65 fd 38 
46 fd 15 16 fd fd 7b 08 fd 
fd fd 68 39 36 fd 3a 3c 3b 
11 6b fd fd 49 24 fd fd fd 
5c fd 49 fd 7b fd 53 20 fd 
5b 31 fd 0d fd fd 49 fd 07 
fd 73 64 0b 1c fd 4c 34 fd 
fd 4d 01 fd fd fd fd 2a fd 
11 fd fd fd fd fd 02 07 76 
fd fd fd 43 fd 2b 0d 13 5c 
fd 46 7d 7a fd 10 16 42 fd 

TU|!I>cd7dPJ^F>SQCr1y
"'Lz$IAu 
FUj,1{v/^g_8o~e8F{h96:
<kI$\I{S 
[1IsdLM*vC+\F}zB

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension scripts\LOG

0 288 fd fd 36 fd fd 64 2e fd 50 
54 5c 52 36 2b fd fd 5b fd 
29 0a 3c fd fd fd 4e fd 29 
fd 60 21 68 26 db fd 6a 
76 4d fd 2e fd fd fd fd 15 
fd fd 60 fd 39 fd 1d fd 7c 
fd 2f fd fd 02 fd 38 fd 41 
7e fd fd 0b fd 0b 03 93 3c 
4d 3f 3e 76 fd fd 2d 01 fd 
33 01 20 02 3f 1c 55 39 
fd fd 28 0f 5c 30 2c 42 44 
0c 12 fd fd 4a 59 fd 6e fd 
fd 50 fd 4b fd fd 56 fd 3a 
fd 64 13 fd fd fd 52 24 fd 
f9 21 fd fd 0b 26 fd fd 0f 
69 6a 57 fd fd 54 fd fd fd 
2d fd 65 fd 55 0e fd 18 fd 
4d 02 35 fd 48 fd 0b 27 fd 
1b fd 13 fd 41 55 fd fd 41 
7e fd 12 16 66 fd 18 fd fd 
ab 43 0e 0b fd 51 fd fd fd 
04 fd fd 03 79 0d fd 32 2d 
fd fd fd 22 fd 2b 70 40 69 
fd fd fd 3f fd 7d fd 39 25 ff 
57 fd 7d 1d 68 fd 2e 74 
72 fd fd 45 fd 7b fd fd fd 
1b 7f fd fd fd 

6d.PT\R6+[)
<N)`!h&jM.`9|/8A~<M?>v-
3 ?
9(\0,BDJYnPKV:dR$!&ij
WT-UM5H'AUA~fCQy2-
"+p@i?}9%W}h.trE{

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension scripts\LOG

320 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension scripts\MANIFEST-000001

48 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 07 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 16 ce 5d 
5a fd 11 fd fd 05 2a 33 77 
fd 29 36 fd 3f fd 41 6f fd 
28 55 fd fd fd 77 09 23 7b 
5e 07 72 06 4e 2c fd 25 
fd 7d fd 0f 43 fd fd 7b fd 
77 fd 25 2e 1f 40 4c 7a 
45 2d fd fd 57 fd fd 6b fd 
fd 65 fd fd fd fd fd fd cd fd 
55 fd 65 29 fd fd 48 fd 4d 
69 4d fd fd 1c 5a 71 30 
33 15 58 24 fd fd 3b fd 60 
59 fd 77 63 6f fd fd 1e fd 
fd 21 fd fd fd fd 6b 66 0c 
fd fd 4a 2e fd fd 30 61 2d 
fd 02 3d fd fd fd 39 4b fd 
fd fd fd 64 1d 06 fd fd fd 
1f fd fd 00 22 79 63 fd 68 
2e fd b6 02 fd fd 72 fd fd 
48 fd 3a 71 fd 0e 44 fd fd 
14 fd 46 fd 41 fd 71 fd fd 
1e fd f2 fd 74 32 05 23 50 
07 fd 1d fd fd 27 44 29 fd 
ca fd 03 fd 

TU|!I>]Z*3w)6?Ao(Uw#
{^rN,%}C{w%.@LzE-
WkeUe)HMiMZq0X$;`Yw
co!k
fJ.0a=9Kd"ych.r:qDFAqt2
#P'D)

success or wait 1 AEE43A WriteFile
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension scripts\MANIFEST-000001

0 48 1b 6a 52 fd fd 8b fd fd 5b 
fd fd 05 fd 18 fd fd fd fd fd 
fd 08 fd 23 fd fd 47 36 1a 
6e fd 11 27 f8 fd fd fd 38 
fd fd fd fd fd 

j[#G6n'8 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension scripts\MANIFEST-000001

80 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension State\CURRENT

32 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 61 fd 31 
05 fd fd 01 fd fd 60 fd 25 
68 fd fd 55 fd fd fd fd 6c 
12 6c 17 fd 7d fd 16 4c 10 
fd fd 79 fd fd fd fd fd 58 fd 
76 40 2b fd fd fd 18 fd 24 
0c 5d fd 62 af fd fd fd 3c 
76 45 0b 34 fd fd fd fd 52 
fd 44 fd fd 5b 3f 1f fd b2 
fd 1b 79 5b fd 16 1b 59 
5a fd 41 78 fd 21 18 fd fd 
42 64 fd 5a 2e f1 4f 46 fd 
23 3c fd 09 fd fd 24 33 fd 
28 10 27 97 fd fd fd 52 fd 
fd 31 fd 0f 89 fd fd fd fd fc 
fd fd fd fd 49 57 76 fd fd 
4c fd fd 33 fd 7b fd 07 fd 
2d 93 fd 74 fd fd 04 fd 6f 
fd 20 78 1b 26 7c 44 fd fd 
6b 02 08 06 4e fd fd 52 fd 
40 47 60 fd 18 fd 7e 76 
61 0f 30 fd fd fd 34 c4 4b 
1e fd 4b 1a 25 fd 

TU|!I>a1`%Ull}LyXv@+$]
<vERD[?y
[YZAx!BdZ.OF#
<$3('R1IWvL3{-to 
x&|DkNR@G`~va04KK%

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension State\CURRENT

0 32 fd 49 fd 31 27 03 fd 59 fd 
66 78 52 fd fd 51 7e fd 69 
34 fd fd fd 73 fd fd 39 fd 
1e fd 60 

I1'YfxRQ~i4s9` success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension State\CURRENT

64 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension State\LOG

336 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 58 45 
fd fd 02 fd fd fd 44 fd 03 
fd 18 fd fd 3d 7a fd 25 fd 
10 49 08 46 fd fd fd fd 18 
2c 5f 25 fd 56 23 01 fd fd 
5d fd 25 fd 61 22 45 fd 46 
fd c1 fd 3e fd 52 fd fd fd 
fd fd fd fd fd 44 3e 79 7b 
fd 73 58 fd fd 72 fd 5d 7e 
fd fd 46 64 fd 5b fd 49 69 
fd fd 6a 07 fd 7d d2 6c fd 
fd fd fd 5d 63 fd fd fd e8 
5b 3e fd 6d fd 07 fd fd 65 
45 7f fd fd 7d fd 0b fd 21 
07 0d fd 00 24 fd 30 7a fd 
13 fd 2d 4a fd fd fd 3c fd 
02 fd 2d fd fd 1b 5e fd 2c 
fd fd 78 fd 4e 3b fd fd 43 
0c 3f 63 7f 1c fd 73 1a fd 
fd 1a 45 62 fd 15 3e fd 17 
fd 78 5f fd fd 5b 00 fd 22 
18 73 fd fd 04 fd fd fd 00 
3e 1e fd 72 fd fd fd 

TU|!I>XED=z%IF,_%V#]
%a"EF>D>{s
Xr]~Fd[Iij}l]c[>eE}!$0z-J<-
^,N;CcsEb>x_["s>r

success or wait 1 AEE43A WriteFile
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension State\LOG

0 336 fd fd 00 38 fd fd fd 44 fd 
10 12 fd fd 7c fd 28 0b 27 
0b fd 5a fd 19 fd fd fd 22 
54 3a 00 fd 4f fd 76 fd 70 
7f fd 39 61 36 fd 10 6d fd 
a1 fd fd fd 5d fd fd fd 45 
32 fd fd 40 65 fd 72 3f 1c 
66 16 0f fd 6d fd 33 fd 50 
7d 2c 25 fd 63 fd fd 10 fd 
fd fd fd 2b 65 43 13 1b 66 
04 fd fd fd 64 fd 21 3b fd 
fd fd 68 fd 5d fd 72 fd 03 
4b 58 ec fd 28 29 4f fd 27 
0c 5b 72 54 06 3c d7 fd 
fd 7b fd 32 3c 52 7a fd 10 
fd 52 fd fd fd 1c fd 6f 61 
3d 27 43 69 fd fd fd fd fd 
34 fd fd 75 fd fd fd fd 5a 
08 fd 7c 56 fd 1e 67 0b 
92 90 32 fd 47 08 fd fd 7f 
7d 7f fd 38 fd 2f 1b fd fd 
50 fd 67 1e fd fd 3e fd 18 
5e 60 09 1d 15 fd fd 73 
24 42 42 fd 82 4f 39 fd a7 
01 35 fd fd 09 fd 25 fd 39 
40 fd 5f fd fd fd fd a0 3a 
61 fd fd 53 fd fd 6c fd 6d 

8D|
('Z"T:Ovp9a6m]E2@r?
f3P},%c+
eCfd!;h]rKX()O'[rT<{2<Rz
Roa='C
i4uZ|Vg2G}8/Pg>^`s$BB
O95%9@_:aSlm

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension State\LOG

368 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension State\000003.log

1552 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0d 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 79 fd fd 
59 fd 57 47 7e 28 fd 72 
12 fd 29 42 6b 17 26 05 
26 fd fd fd 22 fd 4b 02 01 
fd 18 fd 20 fd fd fd fd 69 
fd 3f fd 50 7d 5f 52 fd fd 
69 6a 1c 5e 49 fd 63 01 
09 0a fd fd 0a fd fd 52 7c 
fd fd 25 fd 79 34 2d fd 3f 
e4 77 2e 14 5a fd fd fd 28 
fd 03 fd 21 1b fd 2d fd 78 
4e fd 2c fd 2c 6e 0f fd 1f 
fd fd 16 fd 38 0c 60 fd 6a 
50 fd 7f fd 74 69 fd c3 60 
77 08 fd fd 05 7f 26 fd 5f 
96 03 61 fd 45 fd fd 6b fd 
5e fd 11 fd fd fd fd 56 47 
5e 7f 1b fd fd 67 46 0f 22 
22 6e 74 fd fd 21 1a fd fd 
45 fd fd 2e fd 3f fd 61 fd 
fd 7c 4f 66 28 fd fd fd 11 
fd 2f 27 fd fd 6d fd 5e fd 
1d 29 70 51 6e 39 fd 29 
07 fd 37 fd 9f fd fd fd 12 

TU|!I>yYG~(r)Bk&&K i?
P}_Rij^IcR|%y4-?w.Z(!-
xN,,n8`jPti`w&_aE
k^VG^gF""nt!E.?
a|Of(/'m^)pQn9)

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension State\000003.log

0 1552 74 3c fd fd 08 fd fd fd 05 
fd fd fd fd 68 fd fd 72 0b 
53 e9 14 43 fd fd fd 1b 35 
40 fd 4a c1 fd fd fd 59 fd 
fd fd fd fd 6b fd fd fd fd fd 
fd 7a 28 fd fd 76 fd 73 4f 
17 fd fd 13 fd 70 76 fd c9 
1a 22 1f fd fd 53 fd fd 23 
50 fd 5e 25 6b 02 51 fd 
67 fd 23 fd 36 61 78 fd 47 
20 fd fd 7a fd fd fd 25 fd 
39 fd fd 2c 21 fd 4d 17 64 
62 71 fd fd 6c 0a 4f 1c fd 
4e 2a 07 41 5a 5c 69 90 
fd fd 1d fd fd fd fd fd fd 17 
75 0b 75 7f fd 50 63 62 fd 
0e fd fd 45 52 5f 56 fd 3d 
61 3e 33 fd fd fd fd c6 fd 
2e fd 8f fd dd 1b 32 fd 20 
22 fd fd 14 fd fd 70 fd 02 
fd 16 fd 73 fd 55 1f 16 74 
1d fd 6c 40 fd fd 39 7f fd 
65 34 44 fd fd 29 31 fd 70 
74 4d fd 50 3f fd 6c 50 2c 
74 fd 4e b3 6b fd fd 65 fd 
fd 64 69 

t<hrSC5@JYk(vsOpv"S#
P^%kQg#6axG 
z%9,!MdbqlON*AZ\iuuPc
bER_V=a>3.2 
"pstl@94D)1ptMP?
l,tNkedi

success or wait 1 AEE43A WriteFile
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension State\000003.log

1584 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension State\LOG.old

336 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 2e 33 fd 
13 7c 24 5c 6a 33 21 2c 
fd fd fd fd 05 6e 04 fd fd 
70 fd fd fd 31 fd fd 23 fd 
1a 7c fd fd 07 fd fd 0a 3e 
fd fd 72 02 5a 05 fd fd 44 
19 fd fd fd fd 21 fd fd 2b 
fd 63 fd 4e 14 4b fd bb fd 
bd 3d fd fd 58 4f 71 fd 22 
5a fd 23 02 fd fd fd fd 72 
fd fd 03 fd fd fd fd 0f fd fd 
1a fd fd fd 2d 68 07 fd fd 
fd fd 72 4b 32 68 28 1d fd 
4e fd 27 fd 46 fd 0f 5f fd 
fd fd fd 6b be fd 47 fd fd 
fd 12 fd 1e fd fd fd fd 53 
fd 1e 3d fd fd 64 fd fd fd 
1b 64 14 23 fd 15 fd 61 fd 
39 2e 21 10 75 2a fd 3f fd 
fd 04 fd fd 56 fd fd fd fd 4f 
35 fd 36 73 4d 3e fd 18 
3e fd 0e 36 64 1a fd f5 fd 
fd fd fd fd 30 44 08 fd fd 

TU|!I>.3|$\j3!,np1#|>rZD!
+cNK=XOq"Z#r-
hrK2h('F_kGS=dd#a9.!u*
?VO56sM>>6d0D

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension State\LOG.old

0 336 bd 6c 17 fd fd fd 2a fd 80 
fd fd fd fd fd 09 fd 03 fd fd 
32 fd 3a 6a 45 fd 04 fd 23 
01 4d fd fd 2f fd fd 2d fd 
fd 24 fd fd 3b 35 1a 42 49 
fd fd 4a fd fd 3e fd 39 fd 
00 fd 4f 4e 11 fd 6f 3e fd 
fd 43 56 fd 12 55 76 fd 20 
05 fd fd fd fd 6d fd 43 fd 
12 fd 7b fd fd 37 fd 3c fd 
fd 46 5b 24 35 79 48 fd 
30 64 fd 52 fd fd fd fd 26 
5c 38 fd fd 19 77 71 75 
06 6d 4f 24 53 fd fd 60 fd 
3d 46 21 fd 2f 19 74 44 
42 fd 7a 12 fd f8 70 38 fd 
fd 22 fd 11 fd 7d 3f fd fd 
33 37 fd 52 fd 7f 6d fd fd 
20 44 67 4c 4b fd fd 58 fd 
fd b4 22 0e 20 fd fd 57 fd 
7a 46 fd f7 fd fd 7f 03 fd 
23 fd 19 50 fd 31 fd 23 fd 
4f 18 ae fd 26 fd fd fd fd 
6d fd 5e fd 2c 31 3d 68 fd 
fd fd 38 fd 79 fd fd 08 a3 
7a fd 48 fd fd 4b 4f 2f 08 
7b fd fd fd fd 66 f7 

*2:jE#M/-
$;5BIJ>9ONo>CVUv 
mC{7
<F[$5yH0dR&\8wqumO$
S`=F!/tDBzp8"}?37m 
DgKX" 
WzF#P1#O&m^,1=h8
yHKO/{f

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension State\LOG.old

368 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension State\MANIFEST-000001

48 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 07 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 0e 42 fd 
78 6b 67 1d 65 06 29 64 
2c fd fd 6c fd fd 33 fd fd 
74 fd 40 fd 28 fd 42 3d 70 
fd fd 76 fd fd fd 75 fd 31 
17 4a fd 09 57 10 fd 40 
53 2c 0c fd 55 1c fd fd 08 
6d fd fd 4a 1e 3d fd fd fd 
1a fd 42 fd 5c 57 fd 08 fd 
31 fd 36 fd 5b fd 73 fd 04 
55 fd 69 65 76 6d fd 12 fd 
1f 71 fd fd 44 fd 3e 22 01 
4a fd 75 fd 64 05 52 fd fd 
59 fd fd fd 12 fd fd fd 26 
05 fd fd fd 5a 47 fd 35 fd 
77 5b fd 2e fd 73 53 fd 4e 
f9 0b fd fd 4f 30 04 63 fd 
05 a6 40 fd fd fd 44 73 1b 
54 fd fd 36 fd 61 66 50 fd 
fd eb fd 70 fd 68 fd fd 4e 
fd fd 14 0c fd 2f 0a 01 fd 
2c 1f fd 3d fd c6 58 40 fd 
18 fd fd 72 fd 2e 73 fd 6c 
fd fd fd 12 fd 

TU|!I>Bxkged,l3t@(B=pv
u1JW@S,U
mJ=B\W16[sUievmqD>"J
uRY&ZG5w[.
sSNO0cDsT6afPphN/,=X
@r.sl

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension State\MANIFEST-000001

0 48 1c fd fd fd 7a fd fd fd 9e 
51 07 61 12 65 5f fd 4a 
3e fd fd fd 6d 0d 05 fd 31 
25 1e fd fd fd 5f 39 fd 4c 
fd 44 fd 6e fd fd fd 15 fd 
fd fd 21 

zQae_J>m1%_9LDn! success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extension State\MANIFEST-000001

80 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\128.png

4992 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0a 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd fd 51 
10 fd 5c 79 fd fd 4d fd 08 
65 5e fd fd fd 0a 4c fd 48 
08 fd 3a fd 51 03 3a 7b 
15 7c fd fd fd 04 fd 2a 79 
fd 0b fd fd 4c fd fd 2e fd 
35 6a 0e 3e fd 70 16 fd 
1b 03 1e fd 25 fd 47 fd 0d 
fd 2e fd 4f fd fd 4d 73 31 
fd 19 fd 64 fd 4d 2e fd fd 
fd fd fd fd fd 60 fd 05 94 
fd 02 fd 57 fd fd 33 31 fd 
19 6a fd 43 18 78 66 fd 7f 
fd fd fd 2b fd 30 3b fd 44 
35 0c fd 6c 29 fd 6b fd 3a 
7d fd 44 fd 78 fd fd fd 5e 
59 fd 02 1d 02 0b fd 66 fd 
14 7d 20 77 6b 0b 29 fd 
37 74 fd fd 42 fd 31 fd 48 
fd 63 fd 47 08 27 6d fd 26 
fd fd 59 3c 0b fd 7c fd 02 
3c fd 30 fd 51 21 6b fd 49 
44 62 fd fd 03 18 1b fd fd 
58 6a 24 fd 4f fd 2a fd 
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success or wait 1 AEE43A WriteFile
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\128.png

0 4992 2f 79 5c fd 69 fd 29 fd 16 
fd 52 fd 9a 62 11 fd fd 7e 
1f 7e fd fd f1 35 62 fd fd 
fd a2 19 fd fd fd 67 fd fd 
79 2b 5b 68 fd 4d fd 6f fd 
29 3c fd fd 32 fd 1a fd 71 
6b 44 fd 15 46 fd 44 fd 69 
fd 77 fd 1a fd bd fd fd fd 
05 fd fd fd fd 7d fd 5f fd 
09 fd fd fd 31 54 2c fd 37 
fd 66 5c 55 f0 fd fd 37 fd 
fd fd fd 0b 5e fd 77 7f fd 
3d 64 22 01 fd fd 48 fd 07 
fd 0d fd 62 08 fd 2c fd 40 
02 fd 0a fd 57 67 73 fd fd 
fd 66 4e fd 5d fd fd 1e fd 
32 16 fd 3d 39 fd 3e 1b 
07 1b fd ef 13 4a 3e 42 
32 fd fd 7d fd aa fd fd fd fd 
fd fd fd 70 fd 2b 05 fd fd 
3d 61 fd 15 6b 76 3e fd 
32 fd fd fd 72 3e fd 7a 6c 
6b 3b 1c fd 33 36 43 15 
fd fd 3b 67 fd fd 4c fd fd 
fd fd fd fd fd 0c fd 10 5f fd 
fd fd fd 73 fd 09 42 38 7f 
06 50 fd fd fd 47 fd fd 
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success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\128.png

5024 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\dasherS
ettingSchema.json

864 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0a 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 52 3a fd 
57 fd 4e fd fd 20 fd fd fd 
2d fd 5c 6f fd 48 69 09 6c 
fd fd 4d fd fd 74 fd fd 4f 
11 6f fd 31 fd fd 31 37 fd 
fe 3a fd 06 fd fd 5f 2f 4e 
48 fd 5d fd 2c 0d 21 fd 67 
fd 38 fd 44 f3 6a 4d fd fd 
54 fd 2e 02 76 fd 15 04 fd 
fd fd 61 58 4a fd fd 33 1c 
fd fd 3e fd fd 1e 5c b1 3b 
03 fd 36 1c 3b fd fd fd 0f 
11 fd 69 28 fd 12 fd fd 21 
2a fd 1c fd 38 31 20 fd 7f 
fd 09 42 fd 20 2a fd 28 08 
fd fd fd 48 fd 48 fd fd fd fd 
41 fd fd 50 67 fd 71 15 33 
29 fd 00 0c fd fd fd fd 2a 
fd 22 69 59 fd 17 fd 23 fd 
2d 65 fd 52 fd 1d fd 6a 3a 
fd fd 72 fd 46 fd fd 3e 7a 
5e 4a 48 fd fd 77 25 78 fd 
fd fd fd 32 53 fd fd 22 74 
fd 42 fd 44 
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success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\dasherS
ettingSchema.json

0 864 6c 34 06 4b fd 56 5a 32 
fd fd 62 fd 37 1b fd 3d 34 
fd fd 29 73 fd 75 6a fd fd 
fd 4e fd fd 5e fd fd 6a 22 
fd 37 3b 6f 4f fd 03 79 fd 
6b fd 45 19 47 25 00 5e 
fd fd 37 fd 53 0f fd 33 7b 
07 fd 5d 60 fd 6c fd 3f 32 
47 3d fd 67 fd fd fd 00 0b 
fd fd fd 27 fd 73 fd 65 39 
fd fd 1d fd fd fd 4f fd 89 
21 67 59 2e 5c fd fd c8 7d 
fd fd 2b 4d 52 61 fd fd 08 
6d fd 71 6c fd fd fd fd 3a 
fd fd fd 6f fd 73 f2 6b 55 
fd 27 fd 4e 4b fd fd fd 32 
fd 35 02 00 41 20 01 fd fd 
2e fd 27 fd 83 55 16 5c fd 
31 fd 14 5b fd 33 08 61 
5e 50 fd 72 2a 7f fd 1f fd 
60 2a fd fd fd 43 2d 25 08 
5b fd 68 fd fd 63 fd fd 1f 
fd 43 39 5b fd 56 fd 28 fd 
64 26 fd fd fd 5d fd fd 7b 
0c 2b fd 71 74 78 fd 2b fd 
66 fd fd 58 fd 27 49 26 fd 
fd e6 65 06 34 4e fd fd 
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success or wait 1 AEE43A WriteFile
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\dasherS
ettingSchema.json

896 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\eventpa
ge_bin_prod.js

67808 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 09 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 5f fd 1c 
3b fd 5b fd fd 33 73 26 fd 
fd 01 36 fd fd fd fd 78 5b 
fd 23 08 08 65 fd fd 1a 00 
00 fd 75 66 2a fd fd fd 5c 
5c fd 03 78 29 0b 53 0b 
fd fd 94 19 fd fd 4a fd 71 
fd fd 39 1c 52 5a ad 45 fd 
2a 4e fd 2b 5c fd 03 18 fd 
38 fd 52 44 5b 7a fd 7d fd 
fd 11 fd 2b fd 6c fd fd fd 
32 11 fd 36 5f 2d 0e 79 fd 
5e fd fd fd 0a 43 57 84 5b 
0c fd 64 6a 2a 0b 15 27 
2b 20 fd 3a 6c fd 02 fd fd 
fd 5b 19 fd fd 6f fd fd 75 
7d 2d 5f fd fd 0d fd 59 fd 
25 fd fd fd fd 58 02 2b 5f 
fd fd fd 05 fd fd 1c fd 5c 
14 fd 20 fd fd 3a fd fd fd 
fd fd 58 fd 6b fd fd 17 fd 
0a a8 6b fd fd 03 fd fd 1a 
05 63 10 fd fd fd 22 0d fd 
6e 

TU|!I>_[s&6x[#euf*\\x)SJ
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success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\eventpa
ge_bin_prod.js

0 67808 38 50 fd 79 fd 6f 4b fd fd 
36 26 68 45 3a fd fd 00 fd 
5a fd fd 75 7e 1d 52 72 fd 
68 fd 58 30 fd fd 0f fd 2c 
13 fd 56 fd fd fd fd 20 fd 
1d 68 fd 37 62 2a fd 34 fd 
d9 7b fd 26 fd fd fd 20 fd 
fd fd fd 17 07 3c 21 fd 53 
fd 00 fd 73 79 6f 35 fd 19 
fd fd 72 35 5f a8 19 16 44 
5e fd 50 21 22 fd 40 fd 4e 
63 2d 42 2d fd 08 77 fd fd 
1e fd 6f fd 30 fd 10 fd 48 
7b fd fd 38 7c fd 18 fd 50 
1d fd 0d fd 6b fd 74 73 db 
fd 65 fd fd 4b fd fd fd fd fd 
7d fd 58 5c fd fd fd 50 fd 
fd fd fd fd 2e 67 60 fd 00 
79 fd fd fd fd fd 4f fd fd fd 
14 fd 2f fd 2c 29 54 28 04 
fd fd fd 22 fd fd fd fd 7c 
53 60 fd fd fd fd 5e fd 26 
f1 0e fd 7d 15 1c 19 bd 
77 4d fd fd 0d fd 49 fd fd 
5c 43 fd 3b 73 fd fd 1f 38 
06 55 fd fd fd fd fd fd fd 
41 fd 1f fd 12 fd fd fd 4d 
5a 31 

8PyoK6&hE:Zu~RrhX0,V 
h7b*4{& <
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success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\eventpa
ge_bin_prod.js

67840 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\manifest.json

1536 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd fe fd 1b 
fd 15 56 d1 fd fd fd 2d fd 
67 4f fd 4b 1a fd 13 21 fd 
79 85 fd 23 15 fd 62 fd 33 
fd 08 fd fd 49 fd 37 fd 21 
fd 65 3b fd 16 fd 7a 36 74 
36 fd 0a fd fd 63 fd 76 3c 
6f 02 09 54 fd 70 64 58 
4c 72 fd 79 fd 0e 75 fd 11 
64 77 fd fd 19 68 fd 09 fd 
fd fd 4b fd fd fd fd 0d fd 4f 
10 fd 72 fd fd fd 69 fd fd fd 
45 34 7c 48 fd 7e 7d fd 
82 41 fd fd 30 57 47 6d 0f 
58 22 fd fd 21 2d 63 0d fd 
71 fd fd fd fd fd 46 61 34 
fd 17 63 fd 54 fd 55 0f 66 
49 52 fd fd fd 26 fd 65 13 
fd fd 49 6d fd fd 4c fd fd fd 
2f fd 48 fd fd 62 fd 45 fd 
55 5c 68 fd fd fd 31 fd 32 
2a 10 fd fd 09 05 44 fd 30 
fd fd fd 61 13 fd 5f 58 7f 
fd fd 50 5b 3f fd 25 

TU|!I>V-
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success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\manifest.json

0 1536 fd 0e 67 fd fd 53 fd 4d 7a 
41 fd 6f 5b 42 da 07 12 fd 
05 fd 62 fd 4f fd 3d fd bd 
fd 16 fd 4d 26 05 fd 5c 6d 
5f fd 19 46 fd fd 6c fd 98 
fd 4f 4b fd 21 fd 22 fd fd 
2e 49 fd fa 36 2c 0f fd 33 
fd fd 5f fd 13 78 fd 49 4d 
fd fd de fd 54 43 f0 fd fd 
08 40 03 fd 72 fd 0b fd 39 
5d 3a fd 09 6b 2c a9 54 
fd 4d fd 3b 32 4f 7d 5c fd 
77 fd 1b fd 2b fd fd fd 0a 
fd fd 7e fd fd fd fd 42 fd 
32 fd 6f 2e fd 76 37 29 1d 
3d 45 fd fd fd 44 2d fd fd 
4d fd 18 3a fd 70 22 fd 09 
4e fd fd fd 46 0e 52 fd fd 
7b 40 60 fd fd 58 33 78 fd 
1e 00 fd 5e fd 7b fd 5f 76 
fd 4c 03 07 fd fd fd fd 60 
6b 3c fd 59 67 48 fd 23 fd 
34 fd 59 14 59 5f 41 7e 
4c fd fd 3b fd 2a 6e fd 4d 
54 75 fd 1e fd 04 fd 6f 2f 
fd a7 72 71 30 fd 77 fd 38 
3a fd 2b fd 42 62 fd 36 0d 
fd 
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success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\manifest.json

1568 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\page_em
bed_script.js

256 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 09 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 23 6d f0 
03 49 fd 2e fd fd 43 17 08 
fd 60 73 fd 40 15 1e fd 71 
3a fd 2a fd 76 38 fd 4c fd 
10 fd 00 2c fd fd 10 fd 4c 
fd 4c fd 45 fd fd 5c fd 3c 
2e 43 fd fd 0d fd 51 fd fd 
fd 11 71 fd 22 7f 5d 5c fd 
21 fd 38 2d fd 20 fd fd 20 
17 44 fd fd fd fd fd 5f 25 
fd fd 0e 33 53 b9 fd 4a fd 
fd 72 fd 76 fd 31 fd fd 68 
fd fd fd 40 21 fd 38 fd 51 
fd 13 2e 34 fd 2a fd 09 10 
1c 49 fd 17 26 fd fd fd 6b 
58 66 fd fd fd 59 fd 7f 73 
fd fd 1a fd 39 fd 22 fd fd 
58 b8 4b 54 fd 5f 2f 3a 28 
fd 56 fd 42 fd 5f 69 fd 08 
fd fd fd fd fd 60 fd 61 4c 
2e 09 fd 23 76 35 2d 24 
1b fd 20 0d fd fd fd fd 62 
0a 41 fd fd fd 0c 0e fd 7d 
71 30 66 23 

TU|!I>#mI.C`s@q:*v8L,L
LE\<.CQq"]\!-  
D_%3SJrv1h@!8Q.4I&kX
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success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\page_em
bed_script.js

0 256 fd 7c 5e fd fd fd 0c fd fd 
13 18 2a fd 31 65 fd cc fd 
fd fd 48 fd 79 69 56 fd 52 
42 fd fd fd fd fd fd fd 1b fd 
64 b8 fd 1e 37 24 28 fd 
57 fd fd 37 14 fd fd 5d fd 
fd fd 19 fd fd 34 2b fd 32 
2b 5d fd 5f 3f 09 41 fd 5c 
3b 49 32 fd 6c dd fd fd 43 
fd fd cb fd 6e 6e 55 35 fd 
79 3b 79 fd 06 fd fd fd fd 
77 44 fd fd 5b fd 0f 6b fd 
fd fd 09 fd 4a 7a fd 3b 5b 
2e 9a fd 22 fd 4b 6f fd fd 
fd 4e fd 2f 31 fd 3c fd 6c 
fd 3b fd 70 fd fd fd fd 44 
fd 02 3c fd 7b fd fd 1f fd 
28 7a fd 76 fd 04 fd 2d 03 
22 fd fd fd fd fd 1b fd 63 
1a 6e fd 3a fd 1e 0e 05 
59 fd fd 72 fd fd fd fd 66 
fd 25 63 fd ba fd fd fd fd 
77 fd 4a 38 63 fd 63 8a fd 
66 fd 61 55 fd 13 fd fd fd 
fd fd 5f 37 fd fd 5d fd fd 
6e fd fd fd 32 fd fd fd 21 
23 fd fd fd fd 2e 78 

|^*1eHyiVRBd7$(W7]4+2
+]_?A\;I2
lnnU5y;ywD[kJz;
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success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\page_em
bed_script.js

288 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\af\messages.json

784 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0c 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd fd fd 3a 
fd fd 37 fd fd 69 69 fd 36 
fd fd fd fd 27 34 fd fd fd fd 
fd 14 32 fd 54 6e fd 73 fd 
6b 45 33 fd 17 fd 05 00 
7d fd 05 49 5d 18 7a 3e 
72 3a fd 2f 76 c1 fd fd fd 
e8 fd 1b fd fd fd fd fd 35 
49 fd fd 32 fd fd fd 45 1c 
25 fd 33 70 26 61 fd 08 fd 
fd 5f fd 33 fd fd fd 4c 79 
7a 3b 5c d6 fd 45 fd fd fd 
fd 58 fd 67 5d 30 3b 59 
32 7d fd fd 4d fd fd fd 39 
fd b7 fd 21 fd 2c 54 fd 83 
73 47 fd fd 37 0b fd fd fd 
0a fd fd 3a fd fd fd 7a fd fd 
fd fd 25 07 fd fd fd 61 25 
fd 4a 08 fd 26 2c 38 fd fd 
8c 35 1a fd 27 fd 88 fd fd 
fd 44 51 fd fd 57 fd fd 7d 
fd 04 fd fd c1 fd 48 40 fd 
fd 5f 6e 69 42 fd 3e 2d 

TU|!I>:7ii6'42TsE3}I]z>r:/
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success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\af\messages.json

0 784 22 49 7d 00 41 fd 38 5f 
02 fd fd fd 31 0a 29 fd 0d 
4e 3b fd 68 fd 47 59 fd fd 
fd fd fd fd 46 2f 19 6c 75 
fd 42 fd fd 23 54 fd 32 fd 
fd 1a 47 fd fd 60 fd fd 16 
fd fd fd 0e 68 fd 02 5e fd 
2c fd fd 25 52 70 12 47 
7e fd 7d fd fd fd 38 0c dd 
77 fd 1b fd 25 fd fd 08 fd 
41 39 fd fd 7f fd 36 15 fd 
40 35 63 fd 24 fd fd fd 0b 
fd fd fd fd fd 41 1b 61 fd 
0a fd 78 fd 20 79 fd 13 fd 
fd fd fd fd fd fd 35 fd 35 fd 
41 64 fd 21 36 61 fd 43 
42 74 7a fd fd fd 76 56 fd 
fd 67 19 2d 37 7e fd fd fd 
1f 4a fd 39 fd fd fd 07 fd 
fd 23 29 fd fd fd fd 20 00 
53 06 fd fd 5c 41 05 4f 74 
70 06 0a 26 1d fd 30 fd 
20 41 fd fd 61 79 68 6f fd 
60 fd 4f 59 fd 5f fd 65 31 
07 0d fd fd c6 fd fd 5b fd 
6a 5f 29 fd 65 3c fd 29 6e 
46 56 2e 0d 50 78 7d 08 
34 fd 2d fd 0e fd fd 

"I}A8_1)N;hGYF/luB#TG`
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success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\af\messages.json

816 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\am\messages.json

1296 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0b 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 00 15 
fd 4c 2d fd 6c 58 49 fd fd 
fd 3e fd fd 1b fd 7d fd 2a 
0b fd 08 08 2a fd 3a 04 
1c 2c 3c fd fd 57 63 79 
42 2c 28 fd 2f fd 14 fd 35 
e2 fd 57 58 5b fd 34 74 4f 
07 3b cd fd 77 fd 36 fd fd 
fd 3d 7c 49 32 48 27 04 
57 fd 1a fd 12 5a 76 fd 22 
53 04 fd fd fd 4d fd 67 fd 
4b 0c fd 63 fd 0f fd 5d fd 
46 fd 51 3e fd 38 fd 6d fd 
7a 70 04 6b fd 79 fd fd 2c 
1d 34 6d fd fd fd fd 48 61 
3d fd fd 12 a7 08 fd 41 fd 
fd fd 25 fd 5e fd 4c 4f fd 
fd fd 37 5f 7b 45 fd fd 79 
fd 4e 49 78 65 fd 30 06 fd 
26 fd fd 44 fd fd fd 7d 53 
0a fd 43 fd 50 fd fd 7a 47 
42 fd fd 72 5a fd 4c fd 48 
32 56 22 5a fd 51 fd fd 7b 
fd fd 66 fd 

TU|!I>L-lXI>}*:,<WcyB,
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success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\am\messages.json

0 1296 51 fd 5e fd fd 70 eb 77 12 
fd fd fd fd 44 fd 35 1e fd 
fd fd 41 fd fd 1b 4f fd 1b 
fd fd fd fd 4e fd 2f 2d 25 
3f 70 fd fd fd 45 61 fd 48 
16 1b 7c fd fd 14 36 57 fd 
06 fd 34 fd 78 06 02 29 
70 25 fd 7a 0c 0b 25 18 
3a fd fd 29 fd 02 67 78 fd 
fd fd fd fd fd 04 73 fd fd 
09 2b f1 fd fd fd d7 04 5f 
fd 16 16 1d 2b fd fd fd 47 
4b fd 44 fd fd 3a fd 52 0d 
fd 38 19 77 fd 41 fd fd 46 
36 21 fd fd fd 30 43 fd 8f 
fd fd 4b 24 39 fd 9d fd 08 
fd 5e 33 25 38 fd fd fd 04 
fd fd fd fd fd fd 2a 62 24 
fd fd 3c 1d fd fd e8 0c 24 
18 0a 72 fd 36 fd fd 18 73 
fd 25 20 75 56 29 78 fd 
25 3f fd 72 26 1b 0d 39 
58 37 5f fd fd fd 05 5a fd 
52 fd 4e fd fd fd 1d 5a 21 
1c fd fd 5c 21 5c fd 3d 17 
fd fd fd 5d fd 43 66 fd fd 
fd fd fd 40 fd 1f 16 fd 2b 
74 fd fd 3d fd 

Q^pwD5AON/-%?
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success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\am\messages.json

1328 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\ar\messages.json

1248 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 04 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 5c 04 fd 
fd fd fd fd fd 3d 1d fd 11 
0c 17 3a 41 7d 22 fd 47 
58 fd 2a 57 fd fd 22 fd 76 
fd 11 42 fd fd 55 3b fd 11 
fd 0b fd fd 2c 21 fd fd 76 
e8 31 7f 4d 0e fd fd 7a 0f 
24 27 7c 78 fd 2e 75 fd 
7e 45 3a fd fd fd 75 fd fd 
09 57 fd c2 29 21 fd 2f fd 
50 1e 55 fd fd 0b fd 36 fd 
08 6c 32 69 23 fd fd 47 fd 
51 fd 14 fd fd fd 55 6f 53 
18 4c fd 02 3f 3f fd 1a fd 
fd fd fd fd 78 fd fd 39 fd 
19 fd fd fd 27 6e fd 22 fd 
75 75 fd 58 70 fd fd fd 5a 
fd 4f 02 5f fd 47 17 2b fd 
83 14 fd 75 fd fd fd 1b 36 
fd 7d 7b fd 4e 58 0f 05 fd 
06 fd 4d 3e fd 5b 12 32 
0a fd fd fd 52 61 fd fd 27 
fd fd fd 33 fd 20 6e fd 35 
5c fd 19 77 fd fd fd 75 77 
fd 6e 45 fd 

TU|!I>\=:A}"GX*W"vBU;,!
v1Mz$'|
x.u~E:uW)!/PU6l2i#GQU
oSL??x9'n
"uuXpZO_G+u6}{NXM>
[2Ra'3 n5\wuwnE

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Copyright Joe Security LLC 2022 Page 215 of 261



C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\ar\messages.json

0 1248 6d fd fd 2b 0c 53 fd 73 28 
19 79 38 fd fd 78 45 7d 
49 6c fd fd fd fd 2a fd 5b 
fd 6d fd fd fd fd fd fd 6f 73 
56 fd fd fd 68 3c 72 1d 1b 
fd fd 40 fd fd fd fd fd fd fd 
73 1a 5a 7b 15 33 69 e3 
fd fd fd 72 fd 0b 1f 21 49 
39 fd 64 24 fd 7e 4d fd 5f 
fd 66 fd 01 fd fd 6c 06 17 
fd fd 7d fd fd fd 63 fd fd fd 
fd fd 52 fd 04 fd 0b fd 31 
45 fd 48 22 fd 33 fd fd 6c 
61 fd fd fb fd fd fd 32 fd fd 
17 27 38 4b 7d fd 29 30 
fd fd 19 fd fd fd fd fd fd 3c 
00 fd 46 35 fd fd 71 72 fd 
c5 fd fd fd fd 35 fd 4a 4f 
0c 56 45 30 60 73 5b 57 
38 45 fd fd 0a fd fd fd 11 
df 57 fd 1e fd fd 7b 0c fd 
fd 67 4a 46 fd fd 1f 1a fd 
14 1a 81 66 10 fd 47 fd 
41 78 39 fd 62 12 51 fd fd 
65 7d 26 61 6a fd fd 4e fd 
4c 4f fd 63 fd 4d 0b 50 fd 
fd 01 fd fd fd 70 55 0d fd 
46 12 

m+Ss(y8xE}Il*
[mosVh<r@sZ{3ir!I
9d$~M_fl}cR1EH3la2'8})0
<F5qr5J
OVE0`s[W8EW{gJFfGA9
bQe}&ajNLOcMPpUF

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\ar\messages.json

1280 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\az\messages.json

992 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0f 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 39 50 32 
fd fd 30 5f 2d 8b 25 fd 76 
fd fd fd 41 7a 2b 15 fd 5c 
fd 5c fd 4b 5a f3 38 65 fd 
fd fd fd 53 08 5c 7e fd 65 
fd 04 52 e1 fd 19 fd 58 4d 
fd fd 4e 07 fd fd 57 29 25 
52 1f 3a fd 69 fd 2a 05 fd 
0c fd 40 fd 5f fd 73 58 38 
38 57 fd 6c fd 63 fd 7c fd 
fd d3 0e fd 51 fd fd 6f 27 
fd fd 79 62 66 fd fd 2a fd 
fd 05 fd fd fd fd 2c fd fd ec 
fd 08 61 03 71 5f 6d 7b 
53 20 01 79 04 fd fd 39 fd 
53 6b 4d fd 07 fd 48 3d fd 
2a fd 1f 39 4d fd 6d fd 54 
5e 65 fd 30 fd 33 fd 73 5c 
45 fd 0f 7f 6a 56 02 fd 1b 
fd 61 fd fd 5b 1e 57 09 fd 
fd 35 fd fd 65 4f fd fd 53 
6e fd 29 6d 10 fd fd 31 2a 
fd fd fd fd 1c fd 00 42 03 
fd fd 26 

TU|!I>9P20_-
%vA+\\KZ8eS\~eRXMN
W)%R:i*@_sX88Wc|Qo'y
bf*,aq_m{S 
y9SkMH=*9MmT^e03s\Ej
Va[W5eOSn)m1*B&

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\az\messages.json

0 992 fd 44 74 fd 65 fd fd 36 26 
fd 2a 77 5a fd 07 09 20 
15 fd fd fd 3e 1f 2b fd 47 
fd 22 fd 66 4b fd fd 36 fd 
fd 51 fd 7e 32 fd 71 fd 06 
fd 61 fd fd fd 32 56 7f 16 
24 3e fd 22 4e fd 42 6e fd 
17 fd fd fd fd 1a 01 13 fd 
fd fd a0 79 fd fd 5f 31 7d 
73 0b fd 92 01 4d fd fd 26 
fd 51 75 6c 3c fd 6e fd 09 
02 fd fd fd 0d fd 22 27 fd 
48 75 fd 32 fd fd 5c 60 fd 
3c fd fd fd 14 33 0e 18 2a 
fd fd fd 6c fd 3c 2f fd fd 49 
fd 1d fd 19 fd fd 34 fd 20 
1b 5f fd 7e fd fd 1b 39 7d 
76 fd fd 77 fd fd 1e fd 2f 
1a 0c fd 57 7f 23 3b 20 
72 fd fd 2d 7e fd 49 fd fd 
fd 1a fd 23 61 58 51 fd 7c 
fd fd 60 fd 2e 41 fd 6e 2b 
1a fd 7b 62 fd 3e 38 57 
5a fd 4b 39 fd fd fd 05 fd 
34 fd 77 2d fd fd 50 fd 2b 
11 fd 46 31 fd 26 fd fd fd 
77 29 09 55 1a 44 fd 38 
fd fd fd 

Dte6&*wZ 
>+G"fK6Q~2qa2V$>"NB
ny
_1}sM&Qul<n"'Hu2\`<3*l
</I4 _~9}vw/W#; r-
~IaXQ|`.An+b>8WZK9-P
+F1&w)UD8

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\az\messages.json

1024 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\be\messages.json

3120 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0d 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 6c fd 01 
fd fd 75 59 fd 17 fd 03 fd 
fd fd fd 4a fd 00 52 fd 78 
fd 17 41 fd 03 fd fd 19 42 
59 00 fd 61 33 fd 25 fd 7d 
11 fd 48 fd 1d fd fd 50 44 
03 fd 02 fd 78 43 56 fd fd 
fd fd 09 19 12 74 03 fd fd 
fd fd 1d fd 0c fd fd 64 fd 
63 fd 15 fd fd 1a 07 72 0a 
5e fd 5e fd 06 fd 04 fd fd 
fd fd 60 51 fd fd 04 7e fd 
2c fd fd fd 25 fd fd fd 2f fd 
fd 23 22 3e fd 2e fd fd 59 
fd 6d fd 63 fd 0d 11 2b 78 
fd fd 23 20 fd fd fd fd fd 
0a fd 52 10 23 fd fd fd 2a 
0c fd 5a 32 19 fd 1e fd fd 
fd 67 7f fd 5f fd 64 fd 3e 
2f fd 2c 7a 76 79 fd 10 4c 
fd 55 fd 34 42 27 72 fd 46 
fd fd 08 49 fd fd 30 78 26 
1e 73 fd fd 1c 7e 3f fd 33 
40 fd 

TU|!I>luYJRxABYa3%}H
PDxCtdcr^^
`Q~,/#">Ymc+# 
R#*Z2g_>/,zvyLU4
B'rFI0x&s~?3@

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\be\messages.json

0 3120 40 20 7a fd fd fd fd fd 18 
4a 22 3d 2e fd fd 10 fd fd 
69 2b fd 53 fd fd 26 fd 1b 
5a 49 17 08 1b fd 4c 4d 
fd fd fd fd fd fd 41 fd 33 fd 
53 fd fd fd 1f 0c 32 52 7e 
41 fd 4d fd fd fd fd 08 fd 
fd 7a 47 17 0f fd 67 2c 5e 
fd 21 39 fd 1d fd 58 1b 15 
fd 0f fd 2c fd 2b 10 fd 00 
c4 62 fd 3c 5b fd 18 fd 1c 
02 30 7f fd fd 44 fd 7f fd fd 
fd 66 6e fd 6d 2c 71 2a fd 
45 fd 46 0d 28 fd fd 2e fd 
23 fd 1c fd 73 fd 1d fd fd 
0d 53 05 04 56 fd 57 fd fd 
fd 56 90 fd 0c 60 fd fd 7e 
fd fd 1b fd fd fd fd 1a 1e 
fd fd 74 02 fd fd fd 29 fd 
fd fd 52 49 78 21 2e 4b 
40 fd 1e fd 4d 3b fd fd 2f 
7e 4d fd fd fd fd 64 50 fd 
24 b9 fd fd fd 61 3c fd 17 
fd fd fd fd 07 fd 00 fd fd 
3e 0a 28 fd 7e 0a 29 fd fd 
fd 66 fd fd 4b fd fd 37 ea 
fd 7a 77 fd fd fd fd 

@ 
z"=.+S&ZILMA3S2R~AM
zGg,^!9X,
+b<[0Dfnm,q*EF(.#sSVW
V`~t)RIx!
.K@M;/~MdP$a<>
(~)fK7zw

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\be\messages.json

3152 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\bg\messages.json

1392 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 03 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 51 fd fd 
23 fd 5e a8 e7 fd fd fd 10 
24 49 fd fd 4f aa 7a fd 0f 
12 28 54 03 7b fd fd 31 fd 
fd 77 fd fd 6f fd fd fd 44 fd 
58 fd 0f fd 5a 02 67 fd 0f 
fd fd fd 07 1f 3b fd 42 fd 
14 45 11 09 7e fd 7f fd 63 
fd fd fd fd 0f fd fd fd 10 fd 
a0 0a 27 fd 28 fd 7b 53 
6d fd fd fd fd 05 68 3d 00 
29 fd fd 59 fd 36 37 fd 26 
fd 2d 12 64 fd fd 31 fd 21 
06 30 fd fd fd 1e 62 fd fd 
fd fd fd fd fd fd fd 3d fd fd 
11 fd fd fd fd 2d fd fd 61 
4d 47 34 2b 10 29 1b fd 
15 fd 1d 46 fd fd fd 08 fd 
72 fd 1f fd 12 fd fd 05 74 
fb fd 79 6c fd 2a fd 75 2f 
6a fd 51 fd 19 7c fd fd 7a 
e7 fd 04 70 fd 72 fd 51 fd 
fd 1a 34 fd 41 fd 

TU|!I>Q#^IOz(T{1woDXZ
;BE~c'({Smh=)Y67&-
d1!0b=-aMG4+)Frtyl*u/
jQprQ4A

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\bg\messages.json

0 1392 fd 59 fd fd fd 64 fd fd fd 
09 fd 3b 0e fd 68 fd fd 72 
fd 22 3e 75 fd 1f fd fd fd 
7c fd fd fd fd 42 18 fd fd 
51 00 a2 fd fd 5d 07 fd fd 
58 fd fd 55 5d 75 16 fd fd 
fd fd 6f 03 54 fd fd 49 01 
fd fd 31 6f fd 7a 12 fd fd 
fd fd 35 fd 85 2c 60 72 fd 
3d 06 fd 42 56 fd 4b fd 22 
53 75 fd fd fd 84 31 27 12 
fd 6d 46 fd 59 42 39 16 
42 fd fd fd 26 fd 1a 0b fd 
fd fd fd fd 45 fd 7f fd 38 7c 
fd 42 6a 00 fd 2c a3 3a fd 
73 5e fd 3f 07 7d 3c 05 4c 
fd 02 fd 0d 05 fd fd fd 71 
1b 24 fd 4b 01 fd fd fd fd 
57 7d 1e 57 fd fd fd fd 58 
1d 45 7a 16 fd 09 fd 61 
0e 7e fd 1d fd 74 73 1c fd 
49 fd 08 fd 78 fd fd fd fd fd 
6e 20 51 fd 7e fd 7c fd fd 
68 7a 73 6c fd 00 3b 77 
fd fd 0e fd fd fd fd 45 3e 
3c fd fd 6c 1b fd fd 06 22 
7b 56 fd 58 2a 2e 76 fd 
46 fd 

Yd;hr">u|BQ]XU]uoTI1oz
5,`r=BVK
"Su1'mFYB9B&E8|Bj,s^?
}<Lq$KW}WXEza~tsIxn 
Q~|hzsl;wE><l"{X*.vF

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\bg\messages.json

1424 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\bn\messages.json

1776 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0d 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 16 fd 
0e fd fd 15 fd fd fd fd fd 
13 fd fd 77 fd 8e fd fd fd 
fd fd fd 02 19 03 fd 2f 5c 
25 fd 28 69 fd fd 52 fd fd 
5c fd fd fd 66 fd fd fd 51 
fd fd 34 55 fd 11 2f 27 01 
fd 46 48 53 67 fd 4d 42 fd 
fd 30 fd 0f 60 fd 59 aa fd 
4f 63 61 fd 43 7f fd 16 77 
09 fa 37 fd 5b fd 2d fd fd 
72 fd 5b 7a fd fd fd fd 33 
1e 3d 29 1b 66 fd 42 fd ef 
06 fd 3c fd fd 46 fd 7d 6f 
4e fd 49 fd 38 fd fd 7a 78 
61 4e 1c fd fd fd 3b fd 17 
6f fd 41 40 12 36 fd fd fd 
3a fd fd fd 55 65 72 fd fd 
23 fd 7a 27 55 fd 50 fd 65 
1e fd 58 7e fd fd fd bc fd 
35 42 45 4c fd 18 fd fd fd 
7e fd fd 29 4f fd fd fd fd 
17 fd 67 6f 18 fd 15 09 35 
fd 

TU|!I>w/\%
(iR\fQ4U/'FHSgMB0`YO
caCw7[-
r[z3=)fB<F}oNI8zxaNoA
@6
:Uer#z'UPeX~5BEL~)Og
o5

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\bn\messages.json

0 1776 fd 47 fd 7b 0c 55 fd 36 fd 
0a fd 1f 30 fd 69 fd 09 fd 
49 79 fd 4a fd 1d fd 1d 1b 
fd 6e 62 fd 01 38 fd fd fd 
20 fd fd fd fd 2b 08 fd fd 
fd fd fd 0e fd f6 fd fd fd fd 
1d fd fd 61 0d fd fd 6f fd 
fd fd fd 73 fd fd fd 18 34 
23 fd 30 fd fd 7f fd fd fd 
7a fd fd fd c6 fd fd 3a fd 6f 
fd 3f 59 fd 30 fd fd fd 00 
10 fd 41 15 fd 74 fd fd 0e 
6a fd fd fd 25 45 1e 2f fd 
fd fd 76 7a fd 7c fd 60 69 
fd fd 65 fd 57 02 50 52 22 
fd 7c 7f 06 0f 68 42 67 fd 
fd 22 fd 4a 47 1e fd fd fd 
fd fd 14 5f fd ad fd 5c fd 
53 39 fd 46 fd fd 7a fd 78 
fd 7c fd 69 6a 78 fd 13 03 
fd 79 fd fd 53 7a fd 00 fd 
5c fd fd 5f 7a fd fd fd 17 
fd 40 5b 2b fd fd 0c fd fd 
2f 08 69 1f 58 fd 61 1a 25 
37 fd fd 63 72 fd 26 23 5d 
fd fd fd 7e 63 fd fd fd 5f 
71 4c fd 50 2a fd 0c 66 2a 

GU60iIJnb8 +aos4#0z:o?
Y0Atj%E/
vz|`ieWPR"|hBg"G_\S9Fz
x|ijxySz
\_z@[+/iXa%7cr&#]~c_q
L*f*

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\bn\messages.json

1808 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\ca\messages.json

944 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0e 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 18 0d 0a 
18 31 09 fd 78 fd 6c 4a fd 
7e fd fd fd fd 50 fd 13 6b 
fd fd fd 24 38 fd 63 fd 5f 
fd 66 31 fd fd fd 68 62 71 
fd 23 5c 12 fd 51 fd 6b fd 
fd fd fd 6f fd 7c fd 5c 4e 
2d 41 fd 3e fd 49 fd fd fd 
44 78 fd 77 fd 00 fd 58 42 
46 1d 7e fd fd 0d 5f fd 21 
5e 19 dd fd fd fd fd 13 7e 
fd fd 52 fd 02 fd 16 fd 64 
fd fd 34 2c fd fd fd fd 57 
59 6b 5d fd fd fd fd fd 12 
51 17 fd fd fd 40 2d 32 fd 
6d fd fd fd 54 33 fd 50 fd 
fd fd fd 5b 24 65 3c fd 19 
fd fd fd fd fd fd 16 fd fd fd 
fd fd fd 4d 3d fd 24 fd 41 
fd fd fd fd 39 35 26 03 42 
fd fd 0a 0e fd fd 10 74 17 
fd fd fd 2a 6d fd 66 fd fd 
69 31 2c 2d 73 fd fd fd 28 
fd 40 fd fd 13 

TU|!I>1xlJ~Pk$8c_f1hbq
#\Qo|\N-
A>IDxwXBF~_!^~Rd4,W
Yk]Q@-2mT3P
[$e<M=$A95&Bt*mfi1-
s(@

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\ca\messages.json

0 944 fd 2c 5d 44 54 39 17 78 
64 fd 16 fd 6b 11 5f 74 3f 
fd 3e fd fd 43 fd 7b 40 75 
74 67 8b 07 19 fd 35 1f fd 
fd 63 51 fd 0f 32 3a fd 93 
37 26 fd 2d 0f 0f fd fd fd 
fd 6b fd fd 52 fd 44 fd 22 
68 fd 32 bd fd fd 32 fd 51 
fd fd 28 40 fd 4f 27 4e 55 
fd 2d fd fd fd 00 6c fd fd 
30 68 fd fd 79 24 fd fd 76 
16 70 fd fd fd fd 1b fd fd 
fd fd 6f fd fd 30 7f 3b fd fd 
6e 51 30 aa 21 fd fd fd 40 
2d fd fd fd 60 2f 1a fd 72 
48 1f 18 00 32 82 06 fd 
34 29 4a 48 5c 36 fd 1e 
18 fd fd fd fd 4e fd fd 00 
62 37 0f 38 fd fd 22 fd fd 
22 fd 2c fd fd 57 2c fd fd 
49 fd fd 7c fd 4c fd 01 5d 
5b 0e fd 0d fd 4a fd 38 fd 
17 61 d8 12 6f 5d 7b 2f fd 
7a fd fd 4d fd 29 7b fd fd 
38 fd 3e 5c 42 fd d2 2b fd 
fd 38 fd fd 0e 4f fd 12 fd 
06 26 67 5f fd fd fd 69 fd 

,]DT9xdk_?
>C{@utg5cQ2:7&-kRD"h
22Q(@O'NU-
l0hy$vpo0;nQ0!@-`/rH
24)JH\6Nb78"",W,I|L]
[J8ao]{/zM){8>\B+8&g_i

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\ca\messages.json

976 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Copyright Joe Security LLC 2022 Page 220 of 261



C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\cs\messages.json

928 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0f 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 7f 4d 6f fd 
7b 4d fd 71 3a 3d 0d 5a 
67 26 fd 15 fd 3a 18 fd 70 
fd fd 53 fd 0d 38 fd 1a 7f 
1e 28 4e 27 34 44 fd 59 
23 fd fd 48 fd 41 fd 55 3c 
fd 7c 52 fd fd 43 5b fd fd 
fd 51 7a 65 fd 63 fd 68 01 
5f fd b2 fd 2a fd fd 74 fd 
1d 52 fd fd 04 4a 4e fd fd 
3d 4d 57 4b 32 48 63 fd 
20 fd fd 2e 34 fd 4d fd fd 
3b fd fd 5f fd 74 60 53 01 
fd 17 1c 5e 35 fd 45 03 fd 
7d fd 2f fd 21 5b 14 fd 58 
fd fd 37 36 0d 7a 35 fd b5 
62 fd 4d 49 fd 5b 0e fd 05 
1f fd 6c 1e fd 1a fd 45 fd 
fd fd fd 31 79 3f 09 fd fd 
5f 03 fd 18 fd 37 1f fd 36 
fd 49 fd 58 57 fd fd 7f fd 
d5 fd 01 fd c2 fd 5f fd 49 
fd fd 77 46 0f fd 46 7e fd 
fd 21 78 6e 37 

TU|!I>M{M:=Zg&:pS8(N'4
DY#HAU<|
RC[Qzech_*tRJN=MWK2
Hc .4M;_t`S^5E}/!
[X76z5bMI[lE1y?
_76IXW_IwFF~!xn7

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\cs\messages.json

0 928 fd fd 31 fd fd 25 fd 5c 59 
fd fd 35 fd 6f 28 a3 fd 6a 
fd fd fd fd fd 0c fd 3f 7d fd 
fd 51 63 47 fd 67 14 66 
75 5d 3c fd 00 51 fd fd 42 
fd fd 26 46 55 39 fd 73 ce 
7f 1c 5b 22 fd fd fd fd 35 
fd fd 1c 7c 2b fd 5e 72 fd 
49 4e fd fd 48 5e 29 1c 6f 
fd 2f 1c fd 6f fd fd fd 77 00 
fd fd 3b 62 fd fd 69 7a fd 
74 25 69 5a 50 77 fd 01 
fd 6b 45 7b 10 37 fd fd fd 
26 25 fd 4d 46 fd fd 60 40 
63 fd fd fd 2c 00 fd 58 fd 
28 12 46 79 fd fd 4d 60 fd 
fd 20 7e fd 17 2d 6d fd 08 
60 fd 70 5f 30 fd 0a fd 63 
02 6c 6a 38 fd fd 43 7d fd 
fd fd 29 fd 4e fd 6d 97 23 
02 fd 43 42 7b 28 fd fd fd 
05 fd fd fd fd 73 54 4c fd 
fd fd fd 69 7e fd fd 0b fd 
3b 2c 49 fd fd fd 78 fd fd 
50 fd 20 6e fd 1c fd 41 fd 
4c 03 44 fd fd 76 74 fd 2a 
fd 42 56 6d 63 

1%\Y5o(j?}QcGgfu]
<QB&FU9s["5|+
^rINH^)o/ow;bizt%iZPwk
E{7&%MF`@cX(FyM ~-
m`p_0clj8C})Nm#C{(sT
i~;,IxP nALDvt*BVmc

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\cs\messages.json

960 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\cy\messages.json

816 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0a 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 53 fd 13 
fd fd 52 16 6f 67 fd 29 04 
fd fd 1c fd 3f fd fd fd fd 48 
fd fd 4d 2d 6e 2c fd 72 fd 
45 59 1b fd 55 64 14 14 
2a 29 22 54 0c 17 30 4a 
fd 75 3c fd 7f d4 43 47 fd 
29 66 fd fd 76 fd bb 74 fd 
5d fd fd fd 72 b2 66 fd 5a 
fd 28 79 79 0c a5 fd 25 fd 
6f 16 08 fd 48 76 fd 39 1f 
05 15 49 fd 03 01 fd 5e fd 
3b 60 fd fd 73 46 6d d7 fd 
65 59 fd fd 7d fd 1e 68 41 
fd 35 20 60 1e fd 20 76 
60 fd fd fd 0b 0c fd fd 41 
68 34 fd 2e fd fd fd 2a 4b 
6a fd fd 6c 09 fd 10 13 fd 
fd fd 00 fd fd fd 4a 0c 5c 
fd 49 28 72 67 fd fd fd fd 
7e 20 fd 11 fd 69 5b fd 0e 
1b 3c fd fd 65 5c 44 30 17 
93 19 fd 29 72 fd bd 13 fd 
fd 50 6b 09 

TU|!I>SRog)?HM-
n,rEYUd)"T0Ju<C
G)fvt]rfZ(yy%oHv9I^;`sF
meY}hA5 ` 
v`Ah4.*KjlJ\I(r~ 
i[<e\D0)rPk

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\cy\messages.json

0 816 fd 77 f6 fd 56 fd fd 3e fd 
fd fd 6a 7d 39 fd 0d 6a fd 
fd fd fd 6c 3c fd fd 76 4e 
fd 3a 73 74 fd 26 2f fd 7a 
fd c8 41 22 fd fd 74 fd 62 
fd 7a fd 2b 73 3e de fd 78 
fd 58 47 68 79 44 fd fd 2e 
38 06 34 fd fd fd fd 1d 29 
fd 13 1c fd fd fd 7c fd 1a 
3f 6b 74 5b fd fd 2f 26 37 
fd 35 fd 4a fd fd 1c 6f fd 
01 fd fd 20 fd fd 7f 2d e6 
3c fd fd 23 61 fd 3f 55 25 
5e fd 64 fd 64 08 60 fd 28 
fd fd 40 5e fd fd 4f 0c fd 
75 fd fd 4a 7d ff 1e fd fd 
5c 30 72 7c fd 16 26 fd 
24 fd 23 fd cd 41 2e 7e 
64 fd 20 24 fd fd 20 4e 6c 
fd fd fd 39 37 fd fd 7a 5a 
1c fd 56 6d fd 63 fd 6c 7e 
fd 0f 4d 25 fd 16 4a 01 20 
fd 1a fd fd 5a fd 7e fd fd 
fd fd 61 fd 4c fd fd fd 2c fd 
24 5e fd 2e 14 22 fd 5c fd 
4c fd 59 2b 15 5d 20 7d 
5d 01 fd 4c 4f fd 

wVj}9j<vN:st&/zA"tbz+sx
XGhyD.84)|?kt[/&75Jo -
<#a?U%^dd`(@^Ou
J}\0r|&$#A.~d $ 
N97zZVmcl~M%J 
Z~aL,$^."\LY+] }]LO

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\cy\messages.json

848 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\da\messages.json

896 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0d 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 5f fd fd fd 
4f 44 fd 06 fd 73 fd 4b 16 
fd 2a 71 32 fd 21 78 3c 
18 fd fd fd fd 3c fd 09 fd 
62 fd 77 09 fd 19 fd fd 7b 
13 fd 0a 25 fd 53 fd fd 68 
fd fd fd 7b fd 47 6c fd 4c 
6f fd 4f 2e 69 fd fd 59 5a 
fd 05 fd fd 78 3c fd fd 78 
23 16 fd 07 fd 16 4b fd fd 
28 fd fd fd 37 fd fd fd 3e 
fd 2c fd 67 fd 1b fd fd 57 
fd fd fd 5f 06 47 fd 16 fd 
fd 07 45 65 fd 02 fd 31 17 
4c fd fd 0b 00 fd fd 60 74 
5e 25 fd fd fd fd 1d fd 12 
5e 08 09 fd 0e fd fd 5b 0c 
fd 12 45 fd fd fd 11 0b fd 
6b 16 6a fd fd fd 55 fd 1c 
fd 35 18 fd fd fd fd fd 17 
52 fd fd 0a 17 fd fd 44 fd 
0b fd 17 5b fd 1a fd 37 32 
0d fd fd 4a 7c fd fd 45 fd 
62 66 67 fd fd fd 2b fd 

TU|!I>_ODsK*q2!x<<bw{
%Sh{GLoO.
iYZx<x#K(7>,gW_GEe1L
`t^%^[EkjU
5RD[72J|Ebfg+

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\da\messages.json

0 896 60 49 fd 18 fd 2b 2d 65 
22 1a 61 fd 14 fd fd fd 20 
fd fd 2b fd fd 30 fd a1 5f 
fd 29 5c 0b 6d fd fd 08 5e 
50 fd 2e fd 66 fd fd fd 4a 
71 71 32 4b fd fd 1c 30 
37 fd 49 fd fd 46 fd fd 66 
3d 73 5a fd fd 44 43 2f 46 
fd 4f fd fd 29 fd 57 fd fd 
b7 fd 01 fd 15 16 30 5b fd 
20 fd 40 fd 44 fd 2e 16 fd 
fd 35 37 fd 45 1e fd fd fd 
17 72 fd 14 0a 36 fd 67 
54 fd fd fd 3e fd fd 05 fd 
fd fd 2c 21 0e 45 fd 05 3f 
67 fd fd 5b fd 24 d2 07 24 
3a fd fd fd 61 0b 7b fd 49 
0d 27 fd fd 24 fd 07 3d 75 
6d fd 28 10 0c 22 4c 5b 
fd 4b 52 fd fd 50 fd 86 fd 
fd 23 fd fd 06 06 fd 00 28 
fd fd 32 fd 49 14 16 fd fd 
24 fd 4f 7e 01 fd 71 2d 57 
fd 12 2b 18 13 56 fd 0a 
66 24 73 fd 42 3a fd fd fd 
58 1a 79 54 fd 11 48 fd 
63 fd 4e 4a fd fd 20 fd fd 
fd 5d fd 2c 

`I+-e"a 
+0_)\m^P.fJqq2K07IFf=s
ZC/FO)W0[ 
@D.57Er6gT>,!Eg[$$:a
{I'$=um("L[R#(2I$O~q-
+Vf$sB:XyTHcNJ ],

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\da\messages.json

928 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\de\messages.json

1040 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 09 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd fd 34 
43 3c 6c fd fd fd fd fd fd fd 
49 2e fd 6d fd 30 fd 7c fd 
fd 40 fd 0e 18 fd fd fd 05 
5a 7d 02 41 fd 5b 2b fd fd 
43 5d fd 47 fd 5d 0b 15 fd 
08 fd fd fd fd 7d 28 fd fd 
fd 65 fd fd fd 27 0d fd 30 
fd fd 29 fd 53 fd 00 fd 6d 
55 fd 52 3b fd fd 21 fd fd 
1e 2a 40 3e fd 2e fd 05 
40 27 46 74 fd fd 2a fd 40 
11 39 74 61 31 fd 6f fd 0b 
fd fd 07 12 5d 45 fd fd 0c 
5f 29 fd fd 31 69 16 fd fd 
44 fd fd 34 fd 5d fd 74 fd 
fd 5a fd 44 04 fd 0d fd 54 
fd 5e fd fd 34 40 fd fd ce 
fd 66 29 34 4f fd 70 fd 3b 
59 fd 70 fd fd 0b 2c 71 fd 
45 fd 00 52 0b fd 47 6d 
00 12 7f fd fd 63 fd fd 0d 
2e fd 7a 0f 15 3c fd 68 08 
fd 7e 

TU|!I>4C<lI.m0|@Z}A[+C
G]}(e'0)
SmUR;!*@>.@'Ft*@9ta1
o]E_)1iD4]
tZT^4@f)4OpYp,ERGmc.
z<h~

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\de\messages.json

0 1040 1d fd 13 fd fd 41 75 ff 0b 
6b fd 35 fd fd fd 6f 5d fd 
5b 2c fd 38 39 7c 27 23 
3e 3d 3c fd 50 09 26 fd 
45 30 14 0b 34 62 38 fd 
f3 2c fd 0e 74 78 fd 43 71 
fd 50 fd 7b 29 33 4a fd 28 
37 fd 0a 6f 7a 20 12 f8 fd 
61 fd 52 fd fd 4a fd 10 3f 
fd 2c fd 2d fd fd 58 fd fd 
fd 36 0d 60 fd 2e 75 44 fd 
19 fd fd 71 fd 09 fd fd fd 
02 4b 4c 2a fd 74 42 7d 
37 14 fd 4f 7c fd fd fd fd fd 
71 fd 45 cb 4b 5a fd fd 79 
fd 28 35 0e 2f 21 fd 60 17 
0a fd 23 fd fd fd 6c 6f 76 
fd 52 4f fd 4a fd fd fd 34 
5b fd fd fd 62 fd fd fd fd fd 
fd 5c 45 56 1e fd 30 fd 58 
6b 03 28 1c fd 28 fd ea fd 
5b 42 fd fd 68 17 fd 1f fd 
18 6d fd fd 70 45 fd fd fd 
4e fd 66 fd 3f fd 61 11 fd 
03 54 fd fd d7 1e 1c fd fd 
27 fd fd fd ad fd 6c fd 5c 
01 fd 1c 66 fd fd fd 

Auk5o][,89|'#>=
<P&E04b,txCqP)3(oz 
aRJ?,-
X6`.uDqKL*tB}7O|qEKZ
y(/!`#lovROJ4[b\EV0Xk(([
BhmpENf?aT'l\f

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\de\messages.json

1072 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\en\messages.json

864 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0d 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 6b fd fd 
3d 50 3f 24 fd 3a fd fd 62 
fd 45 fd 34 fd c7 3a 7a 59 
fd 45 79 fd 00 0a 3d 63 
1d fd 11 fd fd 2c 52 54 fd 
0d 09 05 23 7b fd fd 25 fd 
fd fd 32 30 41 15 fd 6a fd 
fd fd 1c fd 62 05 2f fd fd 
26 23 2d fd fd 29 fd 17 fd 
fd fd 0f fd fd 22 fd 23 6d 
fd 52 1c fd fd b1 1a 57 fd 
06 0b fd 76 fd fd 3d fd fd 
7c 56 f7 fd 2c 5d fd fd 50 
fd 4f 5d fd fd 54 fd fd fd fd 
25 29 1d fd 9a 24 fd fd fd 
fd 58 fd 89 fd 55 42 2c fd 
0f fd 7f 77 4d fd fd 42 b4 
fd 21 3c 25 fd 33 fd fd 25 
fd 7c 04 c5 11 70 76 fd fd 
fd 77 fd 01 73 fd fd 1a 76 
6f fd fd fd 51 fd 70 fd 3d 
fd 2c fd fd fd 53 1c 47 72 
7a fd 6d 37 fd 56 09 

TU|!I>k=P?
$:bE4:zYEy=c,RT#{%20
Ajb/&#-
)"#mRWv=|V,]PO]%)$XU
B,MB!
<%3%|pwsvoQp=,SGrzm
7V

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\en\messages.json

0 864 12 fd 05 fd 0a fd 1d fd fd 
fd fd fd fd fd fd fd 3f 62 fd 
5b fd 56 fd 38 41 08 fd fd 
79 fd 2d 42 fd fd 6c fd fd 
7d 7e fd fd fd 71 6e 7d fd 
fd 13 fd 08 fd fd 7f fd 14 
0a fd fd 5b 20 fd fd 08 57 
3d fd 25 fd 5a 0b 4b 7f fd 
fd fd fd 0e 50 7b fd 01 33 
3e 3b 7f 76 fd fd fd 53 2d 
fd fd fd fd 49 48 fd 74 fd 
06 78 fd fd 02 fd 7b fd 44 
fd 18 2b fd 12 59 de 7d 
18 fd 1d fd 00 77 fd fd 6d 
38 fd fd 71 53 fd 4d 76 30 
fd 5d fd 2e 6c 7c 32 21 
4e fd fd fd 1a 2b fd fd 52 
fd 32 34 fd 31 16 fd fd 60 
24 fd 3f fd 7d fd fd 3b fd 
36 09 fd fd fd 00 0e 4e fd 
fd 25 46 46 fd 5e fd fd 55 
fd 59 5b 54 fd 2c fd fd 48 
5a 62 fd 5f 66 fd 2e fd 75 
fd 68 fd 23 fd fd 37 fd 36 
fd 1d fd 72 6d fd fd 5f 00 
40 1c fd fd fd 08 26 7d fd 
fd 0a 52 fd 01 fd 42 55 fd 

?b[V8Ay-Bl}~qn}[ 
W=%KP{3>;vS-I
Htx{D+Ywm8qSMv0].l|2!
N+R241`$?
};6N%FF^UY[T,HZb_f.uh
#76rm_@&}RB

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\en\messages.json

896 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\el\messages.json

1616 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 03 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 66 fd 73 
57 fd fd 0d 0a fd 61 7b 0c 
57 26 08 fd 47 4d fd 7f 1c 
fd 37 fd fd 1a 07 fd 6a fd 
19 1a 65 28 fd fd fd fd 65 
09 16 00 11 0d ee fd fd fd 
69 47 fd fd 3f 6f fd 18 fd 
03 4f fd 63 3d fd 78 09 09 
43 fd 71 4e fd fd fd fd 35 
69 fd 64 38 fd 26 57 5d fd 
fd 31 fd fd 34 64 60 7f 43 
77 fd 15 fd 17 fd 21 fd fd 
41 fd 1a 44 fd 0b fd cc 16 
7c 50 29 fd fd 75 fd fd 68 
1d 18 68 fd fd 79 fd 3c fd 
4e 48 71 5a fd 1e 6b fd fd 
72 34 77 fd fd 32 1e fd 4f 
fd fd fd 5a 0b 6d fd 62 fd 
fd fd fd 4a fd fd fd fd 60 fd 
5f fd 0e 0d 3f 79 fd 71 fd 
25 0f 5c 4b 1e fd fd 0b fd 
7f 55 48 fd 39 fd fd fd 40 
fd fd 1d fd 03 40 45 75 1e 

TU|!I>fsWa{W&GM7je(ei
G?oOc=xCq
Ni8&W]14d`Cw!AD|P)uhh
<NHqZkr42OZmb`_?
yq%\KUH9@@Eu

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\el\messages.json

0 1616 1f 5a fd 35 fd 5e fd 1b fd 
1d fd fd fd 12 05 53 48 61 
4f 48 fd fd 45 fd 33 fd fd 
fd fd fd fd 67 fd 39 69 fd 
12 7d 1a 53 47 fd 4b 50 
fd 5b 08 6f 79 fd 65 3e 4d 
fd 76 fd fd 08 05 fd fd 04 
60 3b fd fd 9e fd 1e 6c 27 
3c 67 03 fd 1e 0d 3e 4e 
23 fd 15 60 61 fd fd 00 fd 
66 fd fd fd fd 09 11 fd 25 
fd 61 fd 06 fd 0d fd fd fd 
fd 46 fd fd 6b fd 3a 3f fd 
38 16 fd fd 1b fd fd fd fd 
fd 3d 3b 51 33 fd fd 29 26 
fd fd fd fd 51 35 06 63 4b 
fd fd fd fd fd 70 fd fd fd 19 
fd fd fd 76 fd 36 fd 4b 49 
77 57 41 12 fd fd 6b 32 fd 
fd fd 4d 6d fd 41 5d fd 00 
65 2e 24 54 fd 7d 49 0f 
6e fd fd 0e 0b 35 2c 56 
65 fd 16 0a fd fd fd fd 53 
57 fd 11 64 4e fd fd 77 15 
fd 31 fd fd 34 58 31 4c 34 
fd 6d 1a fd fd 16 65 26 fd 
01 fd 0d fd fd 4c fd 75 21 
42 2a 30 1f 5b 4e 

Z5^SHaOHE3g9}SGKP[o
ye>Mv`;l'<g>N#`a%aFk:?
8=;Q3)&Q5cKpv6KIwWA
k2MA]e.$T}In5,VeSWdN
w14X1L4me&Lu!B*0[N

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\el\messages.json

1648 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\en_GB\messages.json

864 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 10 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 10 01 79 
22 fd fd fd fd 68 fd 24 2a 
00 01 7f fd 5f fd fd 32 2b 
fd fd fd fd fd fd fd 62 50 
1e 22 fd 50 fd fd fd 7b a3 
fd 7b fd fd fd 58 fd 22 63 
fd 1f 5e 31 61 fd fd fd 73 
37 fd 47 fd 4e fd 4b fd 36 
fd 36 73 fd fd fd 1f 02 41 
fd fd fd 49 13 fd 3d 25 43 
27 43 23 5c 28 4e fd 6b 
fd fd 78 41 50 26 7d 0c 
32 fd fd 33 fd fd 22 3b 5c 
5d fd 01 61 fd 3c 6b fd fd 
5e 6c fd 15 2f 3d fd 29 47 
53 fd fd fd 25 71 fd 1a 13 
11 2a fd fd fd 77 3c fd 5d 
1f 10 fd fd 20 fd fd fd 3e 
c4 5f 3c 67 01 fd 03 3e fd 
57 fd 45 fd 2c 37 3e fd fd 
fd fd 14 09 3f fd 33 fd 30 
fd fd 36 79 fd 4e 18 fd 17 
2b fd fd 5d fd fd ec fd 31 
43 45 15 fd 37 68 

TU|!I>y"h$*_2+bP"P{{X"c
^1as7GNK66sAI=%C'C#\
(NkxP&}23";\]a<k^
l/=)GS%q*w<] 
<g>WE,7>?306yN+]1
CE7h

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\en_GB\messages.json

0 864 fd fd 7e 4b 5b fd 27 fd 5c 
fd 26 fd 2a fd 2c 7a 7b 52 
fd fd 2e 3a 7c e8 fd fd 28 
7a 1d fd 5c fd 3f fd fd fd 5f 
0d 36 0d 45 fd 47 fd 0a 
27 fd fd 1a fd 12 2c 73 fd 
fd fd 55 65 fd fd 29 7e fd 
ee 30 fd fd fd 31 fd 39 6b 
fd 3d fd fd 0f 1d fd 27 fd 
32 fd 35 73 fd 05 fd fd fd 
fd 41 fd 5c fd 14 fd 08 23 
fd 44 fd fd 78 fd fd fd 05 
49 38 05 19 52 fd fd fd 36 
6c 37 63 38 fd fd 30 fd 73 
56 fd fd 5d 3e fd fd 20 fd 
fd 75 fd fd 50 15 77 00 fd 
50 0a fd fd 04 20 fd 4d 4b 
2c fd fd fd fd 4b 2a fd fd 
57 fd fd 77 fd fd 4a 29 28 
fd 6b fd fd 39 43 fd 12 fd 
59 fd fd 1f fd 75 25 79 fd 
52 2b fd fd fd 79 fd 6d 32 
fd 06 77 19 fd 45 36 fd 44 
fd 0f 12 fd 0a fd 11 2a 2b 
4c 69 23 32 15 34 fd fd 
3c 0d fd 71 fd 4d fd 69 fd 
02 3b fd fd fd 56 fd fd 44 
54 4c 51 fd fd 47 

~K['\&*,z{R.:|(z\?
_6EG',sUe)~0
9k='25sA\#DxI8R6l7c80s
V]> uPwP MK,K*WwJ)
(k9CYu%yR+ym2wE6D*
+Li#24qM;VDTLQG

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\en_GB\messages.json

896 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\en_US\messages.json

1440 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0f 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 1d fd fd fd 
4c 45 fd 49 0d 41 0d 25 
41 56 fd 5c fd 14 0b fd 39 
2e fd fd fd 7c fd 6e fd 08 
28 3d 68 31 46 fd fd fd 66 
07 2e fd 26 61 fd fd 4d 1d 
29 fd 2b 50 fd 2e fd 4f 7c 
fd fd fd 21 4b fd 15 3a fd 
fd fd 1f fd fd 29 04 56 26 
fd fd fd 2e fd fd 4f 0e fd fd 
58 39 6b fd fd 59 3c fd 28 
5a 44 fd 2d 17 fd 58 26 fd 
fd 49 4c fd fd 22 c6 31 6e 
60 fd 05 4f a6 f3 7e 34 0f 
07 fd 4a fd 4d fd fd fd 09 
fd 25 fd fd 42 22 4b fd 64 
40 fd fd 1f 3b 2e 1f 66 e3 
4a fd fd fd 36 fd 18 fd 4f 
fd 6e fd fd 39 79 fd fd 43 
12 fd fd 1a 20 37 fd fd 66 
fd fd fd 4b 24 31 fd 15 2b 
67 6b fd 6e fd fd fd 6f 36 
64 fd 7e 73 fd 3d fd 05 fd 
fd 

TU|!I>LEIA%AV\9|n(=h1F
f.&aM)+P
.O|!K:)V&.O9kY<(ZD-
&IL"1n`O~4J
%B"Kd;.fJ6On9yC 
7fK$1+gkno6d~s=

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\en_US\messages.json

0 1440 3c 28 7f fd 34 fd fd 49 7b 
fd 30 7a 64 fd 04 27 68 fd 
5e fd 58 fd 6d 20 7a 09 fd 
3d 21 fd 16 fd 4e 66 fd 42 
2f 08 61 29 6b 11 7d fd fd 
fd 32 62 76 fd fd 78 5e fd 
fd 0f fd fd 10 2a fd 32 6b 
fd 38 43 4c 7a 5f 7c 4a fd 
5b fd 6c fd 7a 03 63 01 fd 
72 7a fd fd fd 54 29 59 28 
fd fd 17 0f fd 51 68 0a 7b 
fd fd fd fd 77 50 58 fd 56 
5f fd 50 fd fd fd 15 11 0c 
fd fd 78 25 fd fd 1e fd fd 
fd 06 fd 7e fd fd fd 52 4a 
28 48 fd fd 30 fd 3a fd 7c 
02 fd ba fd 34 fd fd 3e fd 
fd 23 fd 51 fd 75 fd fd fd 
2b fd fd 1d 2e 11 7b 0a 
08 7d 2b 0f fd fd 47 fd 29 
69 fd 55 73 5e 74 0d 69 
3e fd fd 6d 7b 38 89 fd 5f 
26 6a 3a 7b 74 fd 45 fd 
33 fd fd 78 fd 3d fd fd 4c 
4d fd fd 5d 33 52 fd 05 61 
49 60 fd fd fd 3f fd fd 35 fd 
0d 76 fd fd fd 4b 6b fd 5f 
22 fd fd 4b 

<(4I{0zd'h^Xm 
z=!NfB/a)k}2bvx^
*2kCLz_|J[lzcrzT)Y(Q{PX
V_Px%~RJ(H0:|4>#Qu+.
{}+G)iUs^ti>m{8_&j:
{tE3x=LM]3RaI`?5vKk_"K

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\en_US\messages.json

1472 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\es\messages.json

976 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0f 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 11 46 0e 
67 5e fd 04 6d fd 39 fd 36 
72 fd 44 34 fd 59 66 fd 0b 
48 fd 30 61 58 6b fd fd 73 
7a 5d 01 1d fd fd fd 54 2e 
fd fd 7f fd 71 c5 fd 3e 3e 
fd fd fd 7d 12 fd fd 63 2e 
1e 5c 2f 0e 38 fd 65 fd 4d 
23 77 2f 4f fd 09 56 49 fd 
28 fd 1d 07 fd fd 4f 70 6d 
1a fd 41 fd 49 13 3c 50 
68 fd fd fd 52 fd 35 fd fd 
07 74 fd fd 33 45 64 fd fd 
09 fd 3c 74 4b fd fd 1a 40 
35 0e fd fd 48 fd 63 57 fd 
fd 6a fd fd 0c 54 fd 1e fd 
2e 2d fd 38 fd 32 fd fd fd 
fd 35 4a 61 41 fd fd fd fd 
6a 68 fd 0e 0a fd fd 1d fd 
0d 4f fd fd fd fd ee fd fd fd 
ed 23 75 42 6e 50 4d fd 
23 fd fd 46 1c 47 fd 77 fd 
fd 56 00 0c 78 fd 10 66 
68 fd eb 

TU|!I>Fg^m96rD4YfH0aX
ksz]T.q>>
}c.\/8eMw/OVI(OpmAI<P
hR5t3Ed<tK@5HcWjT.-
825JAjhO#uBnPM#FGw
Vxfh

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\es\messages.json

0 976 03 06 fd fd 55 fd 3b 22 fd 
fd fd 39 34 fd fd fd 71 fd 
5b fd 4d 1a 61 fd 76 3d 
2c 23 fd 42 74 fd 68 35 
18 9f 58 fd fd 32 fd fd 5c 
39 50 fd 3b 60 79 4e 13 
0d 52 2c 00 fd fd fd 5b 3d 
fd fd 66 fd 27 6c fd fd fd fd 
fd fd fd fd fd 4e 63 fd fd fd 
fd fd fd 47 0c fd c5 fd fd 6f 
68 fd 57 6e fd fd 07 fd 41 
32 fd 46 fd 0b fd 6e 28 fd 
3a 22 fd 03 fd 65 59 43 
10 fd 01 5a fd fd fd 27 fd 
fd 3e fd 2b fd 5c 14 13 fd 
73 4f 1c fd 33 0b 7a fd 6e 
10 fd 5e fd 66 20 fd fd da 
fd fd 6d 12 25 fd 74 10 5b 
fd 3b fd 40 fd 43 fd fd 09 
40 7c fd 76 5b 10 fd fd 18 
0e fd 35 3d fd 11 fd 57 18 
fd fd fd 06 32 fd 1a 2a 24 
23 3b 71 fd fd 0a 45 fd 28 
22 01 fd fd 22 5b fd fd 4c 
1c 52 fd 72 72 fd fd 68 fd 
23 fd 0b fd fd 5f fd fd 72 
fd 5f 13 fd 5c 63 fd fd ba 
fd 66 4c 

U;"94q[Mav=,#Bth5X2\9P
;`yNR,[=
'lNcGohWnA2Fn(:"eYCZ'
>+\sO3zn^f 
m%t[;@C|v[5=W2*$#;qE(
""[LRrrh#_r_\cfL

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\es\messages.json

1008 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\es_419\messages.json

960 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 01 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 27 3d 32 
6d fd 61 35 58 6b fd fd 58 
06 fd fd fd 10 fd fd 2b fd 
31 1c fd 77 5a fd fd 25 68 
4f 70 43 fd 66 fd fd fd 40 
fd 32 fd 63 fd 38 4e fd 51 
53 64 fd 07 fd 14 7a 66 fd 
03 fd fa fd 12 49 fd 58 1d 
fd 50 fd fd fd fd 17 fd fd fd 
fd fd 2f fd fd fd 5b 57 42 
23 2b 2a 66 09 fd fd 34 fd 
6b fd 63 79 7f 4e fd 51 fd 
fd 7b 10 fd 77 5c fd 63 fd 
0d 47 1d fd fd 78 fd 2b fd 
fd 02 fd fd fd 3d 3a fd 02 
fd 14 4a 1d fd 65 fd 68 fd 
fd 25 77 fd fd 7c 5d fd fd 
fd 5a 11 fd 3a fd fd fd 64 
fd fd fd 58 74 fd 50 fd fd 
fd 61 fd fd fd fd 33 fd fd 
6c 3c fd 6b 32 fd 03 fd fd 
fd 7e 7a 0a 49 77 00 fd 
72 fd 7c fd fd 5a fd 4b 5c 
4a 0d fd fd 74 fa fd 31 

TU|!I>'=2ma5XkX+1wZ%
hOpCf@2c8N
QSdzfIXP/[WB#+*f4kcyN
Q{w\cGx+=
:Jeh%w|]Z:dXtPa3<k2~zI
wr|ZK\Jt1

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\es_419\messages.json

0 960 25 63 32 29 68 fd fd 24 
14 fd fd fd 03 41 fd fd 38 
52 70 fd 40 fd 52 0f 3b fd 
5a fd fd fd fd 48 55 fd fd 
32 fd 1c 5d fd 75 fd 6f fd 
2b fd fd 5d 1b fd 31 6c fd 
fd 12 69 5e fd 2d fd 67 64 
54 fd 59 0f fd fd 32 17 20 
ca 52 04 3f 38 73 12 fd 
10 fd fd 38 00 66 fd fd fd 
fd 4a fd 29 05 45 7d fd 37 
1e 65 fd fd fd 05 5c fd fd 
74 43 fd fd 30 50 69 53 fd 
58 fd 26 02 fd fd 76 fd 73 
49 13 fd fd 15 fd fd 56 fd 
31 51 17 52 fd 52 fd 73 
18 fd 24 fd cc fd 2a 22 fd 
3e 39 fd fd 0c fd 2f 39 5f 
fd 06 fd fd fd 5a 57 0e 69 
fd 3f fd fd fd fd 11 fd fd 0a 
fd fd fd 4e fd fd fd 13 fd 
6e 24 fd 27 fd 6b 78 0f 4a 
fd fd fd fd fd fd 37 27 1c 
0e 4b 6c 3b fd fd 65 fd 21 
fd 1b 01 fd 21 7d fd 57 fd 
23 2e 3b 7e fd 43 fd fd 09 
29 fd 6a 77 7e 1d 58 fd 
44 13 69 fd 

%c2)h$A8Rp@R;ZHU]uo
+]1li^-gTY2 R?
88fJ)E}7e\tC0PiSX&vsIV
1QRRs$*">99_ZWi?
Nn$'kxJ'Kl;e!!}#.;~
C)jw~XDi

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\es_419\messages.json

992 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\et\messages.json

976 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 08 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 39 18 fd 
fd 5b fd fd 1d fd 69 fd 2f 
79 fd 01 3e 05 fd 40 75 
47 07 fd 05 fd 54 fd fd fd 
5d 2c fd 21 16 2b fd 59 
a5 67 32 55 fd 3b fd f0 1e 
fd fd 2e fd 9d fd 7d 48 0d 
2b 4c 71 fd fd fd 4d fd 70 
fd 24 3a fd fd 14 fd fd fd 
15 4b fd 7e 5a 7c fd 2b 
3d fd fd 40 7c fd fd 32 6c 
fd 42 fd fd 05 fd 4f 28 fd 
52 47 14 0e fd fd 66 fd fd 
26 fd a8 fd 61 fd 17 69 3d 
2b 28 3c 22 68 fd 3c fd 10 
fd 7c f1 6d fd 88 fd fd fd 
fd 29 0f fd fd 00 66 44 5b 
5c 49 fd 2d 4d fd 28 7f fd 
fd 10 38 68 fd 1d 0a 02 
16 fd fd 05 fd fd 6d fd 51 
50 fd 0d fd fd 3d 01 5c 56 
08 fd f4 fd 48 fd 34 fd fd 
3a fd 47 fd fd fd 6b 46 0f 
76 3d fd 

TU|!I>9[i/y>uGT],!+Yg2U;
.}H+Lq
Mp$:K~Z|+=@|2lBO(RGf
&ai=+(<"h<|m)f[\-
M(8hmQP=\VH4:GkFv=

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\et\messages.json

0 976 5a fd fd 77 fd fd fd 12 fd 
2a fd 1a a8 5a 32 fd 50 fd 
fd 64 68 5f 73 fd 11 57 fd 
6d fd fd 79 fd 7a 54 fd 6d 
78 3f 5d 7e 6a 4a 17 4d 
1d 1c fd fd 40 05 7e fd fd 
3e fd 7b fd 2a 7f 24 63 2f 
1b 7f fd fd 58 fd 2c 31 fd 
5c 08 58 fd fd 74 0c fd 17 
61 64 66 29 4f 42 0c 3e 
fd 27 fd 5d fd 22 fd fd 21 
fd 20 75 0a 68 fd 30 0a 
2a fd 50 1c 54 fd fd 4b fd 
fd 23 26 fd 3b 0d fd fd fd 
00 fd 2b 44 22 41 40 5e 
3f fd 76 2a fd 62 10 fd fd 
fd 48 fd 29 fd 54 18 fd 6e 
25 57 fd fd 76 74 66 ba 
10 75 6b fd fd 29 fd fd fd 
73 fd 38 fd fd 6b 24 fd fd 
77 03 05 79 fd 52 a3 fd 
2c fd 33 73 fd 56 39 3f 52 
53 2f 09 fd 32 62 dc 0f fd 
fd fd 7b fd 28 fd 07 18 7d 
fd fd 1d fd fd fd fd 52 fd 5c 
fd 73 25 fd fd b6 fd 7d 6e 
44 fd fd fd fd fd 23 fd fd 4c 
03 

Zw*2Ph_sWmyzTmx?]~jJ
M@~>{*$c/X
,1\Xtadf)OB>']"! 
uh0*PTK#&;+D"A@^?
v*bH)nWvtfuks8k$wyR,3
sV9?RS/2b{(}R\s%nD#L

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\et\messages.json

1008 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\eu\messages.json

848 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0a 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 03 3a 24 
69 fd 31 72 5b 5b fd 49 fd 
74 fd fd 22 2f fd 27 7d fd 
59 fd 64 67 6e fd fd fd 43 
fd fd fd 66 48 fd 6d fd 2b 
25 2b fd 3c 57 fd 5b fd 57 
fd 05 48 fd 46 fd fd 35 65 
2d 18 14 fd 27 45 fd fd fd 
05 07 fd 10 fd 7d fd fd 76 
06 52 fd fd fd 2a 70 fd 43 
fd 4d fd 30 68 4c 72 fd 6c 
fd fd fd 60 53 7c b6 fd 16 
fd 69 5f fd 3e fd fd fd 68 
0c fd 24 fd 41 fd 7b 48 fd 
57 46 2c 19 0e 65 fd fd fd 
0d 49 fd fd fd 79 fd 58 7c 
fd fd 3c 26 23 fd 56 fd fd 
fd fd 5b 64 e8 fd 1a fd 2d 
fd 68 7d 00 fd fd 37 fd fd 
fd 5c 47 40 65 fd fd 31 fd 
fd fd fd 55 fd fd 74 2a fd 
54 fd fd fd fd fd 42 fd fd fd 
fd fd fd fd fd fd 31 fd 49 
68 

TU|!I>:$i1r[It"/'}YdgnCfH
m+%+<W[WHF5e-
'E}vR*pCM0hLl`S|i_>h$A
{HWF,eIyX|<&#V[d-
h}7\G@e1Ut*TB1Ih

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\eu\messages.json

0 848 5a 6a fd 4e 31 2b fd fd 53 
08 35 fd 4a 1a fd 2c fd fd 
0e fd 17 fd fd fd fd fd 53 fd 
58 18 fd 15 fd 57 fd 18 fd 
fd 58 1d fd 16 33 08 fd fd 
fd 4f fd 72 fd fd fd fd 6c fd 
6a fd 5b fd fd fd fd fd 71 
fd 4b 6d 26 fd 3a 4c fd fd 
fd 74 fd 53 22 fd 17 fd fd 
67 42 06 fd fd 5e 2f 26 29 
fd fd 12 2d fd fd 2c 23 fd 
77 a1 fd 2b fd 16 35 25 
40 4f fd fd 38 ea 20 35 fd 
fd 5e 09 fd 69 fd fd 08 21 
6e 47 fd fd 4f fd fd 61 67 
7d fd fd 1e fd fd fd 23 fd 
17 fd 2e fd fd fd 52 05 fd 
fd 7b 58 fd fd 4d 20 fd 49 
fd 62 fd fd 1b 75 18 41 0c 
55 fd fd 51 53 68 fd 5c 5a 
fd fd 55 fd 74 fd 1e fd 4f 
67 fd 78 5b 47 48 46 fd 
66 fd fd fd fd 2f 01 3b fd 
6b fd fd 44 29 fd 5c fd 09 
1b fd fd fd fd 27 fd fd fd 
45 04 fd fd 02 fd 16 4e fd 
2c 3f fd fd fd 65 fd 52 

ZjN1+S5J,SXWX3OrljqK
m&:LtS"gB^
/),#w+5%@O8 
5^i!GOag}#.R{XM Ib
uAUQSh\ZUtOgx[GHFf/;k
D\'EN,?eR

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\eu\messages.json

880 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\fa\messages.json

1312 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 07 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 78 60 02 
fd fd fd 3c fd fd 7e 52 fd fd 
fd fd 0a 67 6a 31 5e fd fd 
3f 5d fd 06 fd fd fd 70 01 
63 07 fd fd 2f fd 1a fd 6c 
03 fd 47 fd 09 fd fd fd 30 
7b 66 fd fd 56 6e 6d 73 fd 
fd fd 52 fd 66 1b fd fd fd 
fd 09 fd 19 fd 4d 3a 37 25 
38 35 66 fd 3c 33 11 77 
4b 7e 2e fd 64 fd fd 31 41 
fd 47 fd 06 fd 3d 1f 78 79 
fd 59 e2 fd 36 23 4c fd 6b 
26 fd 78 5e 1f fd fd 76 fd 
07 fd 3f 2c 6e 6b fd fd 4a 
45 fd 62 39 fd fd 4d 3e 2b 
fd 59 07 1a 41 fd fd fd cb 
64 46 fd 04 fd fd 56 56 68 
45 4d fd fd 38 1a fd 5a fd 
23 fd 43 43 fd fd 11 63 04 
4d 31 04 fd fd fd fd 77 fd 
39 fd 17 fd 35 20 38 fd fd 
32 fd 51 08 6b 61 46 6a 
75 fd fd fd 4c 65 0a 54 7e 
6d 

TU|!I>x`<~Rgj1^?]pc/lG0{
fVnmsR
fM:7%85f<3wK~.d1AG=x
yY6#Lk&x^v
?,nkJE9M>+YAdFVVhE
M8Z#CCcM1w95 
82QkaFjuLeT~m

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\fa\messages.json

0 1312 fd fd fd fd 28 fd fd fd 68 fd 
fd 2f fd fd fd 74 fd fd fd fd 
76 e0 44 0d 76 7e a4 57 
41 fd fd 35 11 fd 33 05 1e 
07 1c 32 36 fd fd 22 63 fd 
fd 38 fd fd 47 fd 07 fd 24 
22 3d fd 72 54 6f 1e fd 6e 
6a 68 65 18 61 3e fd 2f 
60 fd 43 42 50 1e fd 51 
49 10 fd fd fd 0c 6a 11 fd 
fd fd 50 58 38 fd 14 fd fd 
fd fd 2d fd 46 7a 6d fd 73 
fd fd fd 41 fd 54 14 fd 4e 
0f fd fd 3a fd 21 f7 fd fd 
53 7c 62 52 fd 3f fd 1e 63 
fd 7c fd 77 8d fd fd fd 26 
0d 07 2b 4f 34 fd 0d fd 11 
2e 59 fd 0c fd 11 fd fd 01 
fd 4c 1d 4f fd 05 75 fd 64 
16 3c fd 19 fd 4f fd fd fd fd 
fd 75 fd 6d fd 33 fd 7d 4f 
fd 45 6b 17 5d 1a fd fd 32 
25 0d fd fd 49 fd 7b 5b 53 
7f 16 3f fd fd 06 4d fd 74 
56 3b fd fd 19 fd 31 3f 29 
7f fd 54 fd fd fd 29 7e 09 
01 0d 67 29 fd 

(h/tDv~WA5326"c8G$"=T
onjhea>/`CBPQIjPX8-
FzmsATN:!S|bR?c|w&+O
4.YLOud<Oum3}OEk]2%
I{[S?MtV;1?)T)~g)

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\fa\messages.json

1344 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\fi\messages.json

912 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 01 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 1a fd fd 
3e 49 fd 44 fd 72 fd 4e 68 
0f 31 fd 03 fd 0d fd fd fd 
fd 17 fd 72 67 fd fd 26 79 
ca 7a 3c fd 15 fd c0 42 6a 
fd fd 05 27 21 fd d4 2b 20 
fd 4e 0f fd 51 09 fd 07 13 
fd 4f 19 fd 24 fd fd 03 4d 
0c fd fd 23 29 fd 6e fd fd 
fd fd fd 16 1f 3c fd 08 fd 
01 2f fd fd 75 2b fd 23 54 
fd fd 2b fd 5f 53 fd fd fd 
73 27 05 50 fd 1c fd fd 70 
47 fd fd 6d 4b fd fd fd 68 
fd fd 0e fd fd fd fd fd fd 11 
fd c0 fd 61 fd fd 04 fd 55 
fd fd 5c 2a fd fd 10 fd fd fd 
fd fd 54 0f 3b 2b 02 40 fd 
24 fd 03 fd 5c fd fd 4d fd 
44 7e 0d fd 06 fd 14 11 fd 
fd 7e 26 fd fd fd fd fd fd 
5d fd 3c 29 70 fd fd 4c 4f 
03 fd fd 02 01 fd 16 2b 

TU|!I>>IDrNh1rg&yz<Bj!+ 
NQO$M#
)n</u+#T+_Ss'PpGmKha
U\*T;+@$\MD~~&]
<)pLO+

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\fi\messages.json

0 912 fd fd 14 fd 3b 3c 5a 35 03 
fd 29 fd 2a 13 11 fd 0c 2b 
fd 71 fd fd fd 0b fd fd ff fd 
78 fd 56 0d fd fd 74 fd fd 
60 38 1a fd 75 13 fd 76 
64 72 53 40 79 fd 34 6c 
fd 02 fd 70 fd fd 31 fd 69 
18 fd 0d fd fd 50 fd 75 fd 
5f 7e 74 fd 42 fd 44 7f 5c 
6a 28 0a cf fd fd e8 fd fd 
fd 08 60 fd 2a 0f 0b 26 79 
05 fd fd fd fd fd fd fd 2b fd 
32 3e 29 47 fd fd 01 fd fd 
4e fd 29 fd 20 42 7e 48 
11 4a 22 4a 02 0f fd 66 fd 
56 0d fd fd 3f 77 fd fd fd 
fd fd 68 fd fd fd 7b fd fd 
5b fd fd fd 43 fd 0e 0d 30 
fd fd fd 0f ec 36 fd 4c 61 
fd fd fd fd 7f fd fd fd fd fd 
6c 2a fd fd 0d 5d fd 10 fd 
40 fd fd fd fd 2f 15 fd fd fd 
27 64 fd be fd fd 20 4e fd 
fd 4b fd 6a fd 3e 57 72 fd 
fd fd fd 1a fd fd 0e 1c fd 
2b 15 02 75 4b 56 fd fd 
3b fd 79 0c 26 fd 45 

;
<Z5)*+xVt`8uvdrS@y4lp1
iPu_~tBD\(`*&y+2>)GN) 
B~HJ"JfV?wh{[C0
6Lal*]@/'d 
NKj>Wr+uKV;y&E

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\fi\messages.json

944 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\fil\messages.json

960 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0a 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 08 fd 0f 
fd 1f fd 42 fd 77 fc fd fd fd 
1e fd 2b 8c fd 10 26 fd fd 
40 fd fd fd 22 30 4c fd fd 
fd 29 fd 60 13 4e 03 2d 
28 fd fd 5f fd 56 59 1b fd 
5e 7a fd fd 33 0f 6f 7c 7b 
fd 5f 51 fd 55 7c fd 70 40 
fd 13 fd 32 30 26 fd 1c 33 
fd 04 fd fd fd fd 09 56 72 
6b 3f 70 fd fd 3a fd 69 fd 
52 48 fd fd fd 31 fd 2a fd 
fd 14 2d 53 7e 2b 5c fd 
30 fd 12 fd 30 43 fd 30 fd 
52 fd fd 4e 19 1b fd 63 45 
59 fd fd fd fd fd fd 0a fd 
78 fd fd fd 0a 24 fd 14 66 
fd fd 01 6e fd 34 4f 0c 25 
6b fd fd 1a fd fd fd fd 1f 
75 fd fd fd fd 35 40 5b 52 
fd 74 fd 3b 32 74 fd fd 73 
55 fd fd fd 7b fd 12 fd 6a 
fd fd 26 fd 1d 07 fd fd fd 
fd 5b 20 03 fd 4b 71 fd 15 
2a 

TU|!I>Bw&@"0L)`N-
(_VY^z3o|{_QU
|p@20&3Vrk?p:iRH1*-
S~+\00C0RNc
EYx$fn4O%ku5@[Rt;2ts
U{j&[ Kq*

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\fil\messages.json

0 960 b1 fd 5b fd fd fd 15 fd fd 
07 fd 6f fd fd 07 fd fd 77 
65 fd 7f 7c 36 1d 63 51 fd 
fd 6d fd fd fd 30 fd fd 1f fd 
fd 29 23 4e 01 fd 16 20 
47 fd 73 3d 0b 1d 25 fd 
01 fd fd 77 7a 10 fd fd fd 
1a 04 fd f1 72 08 72 fd fd 
2f 0c fd 51 2b fd 48 01 6f 
09 46 fd fd 98 fd fd fd 75 
38 03 5f 5c 37 46 fd 48 3c 
fd 7b fd 16 fd 5e 05 63 4b 
fd 74 13 3e fd 6f fd 56 31 
69 fd fd 70 fd fd fd 0b fd 
fd 77 0b fd 5c fd fd 2f fd 
04 73 fd 0f fd fd fd 33 fd 
17 37 fd fd 6c fd 57 fd fd 
fd fd fd fd 48 fd fd fd 21 fd 
fd 3a 43 2f fd 5d 79 3a fd 
5e 62 fd fd fd fd 6e 0c fd 
fd 5f 12 1f 69 fd 6a d8 fd 
fd 56 6b fd fd 4e 7b fd fd 
6d 2b fd fd 65 fd 4c 77 30 
fd 48 1c 79 fd fd 3a 3e fd 
51 fd 11 31 77 fd fd 37 35 
df 39 fd fd fd fd 78 fd fd 
79 fd 77 fd fd fd 58 41 67 
5b 1a 

[owe|6cQm0)#N 
Gs=%wzr/Q+HoFu8_
\7FH^cKt>oV1ipw\/s37lW
H!:C/]y:
^bn_ijVkN{m+eLw0Hy:>
Q1w759xywXAg[

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\fil\messages.json

992 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\fr\messages.json

992 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0f 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 04 fd fd fd 
73 2e fd fd ba fd 17 fd 48 
fd 1a fd 07 40 fd 31 0a 16 
fd 14 fd 2c 31 fd fd fd 75 
63 56 fd 21 fd fd fd fd fd 
26 fd 4a fd fd 6a 25 70 6d 
fe fd 7c 0f 5f fd fd 0f fd 20 
50 0c 03 fd 4c 55 fd 2f 0b 
fd 6d fd 13 5d fd 56 fd 62 
7d 34 fd 30 2d 67 fd 63 fd 
fd 5f fd fd 66 1f fd 31 fd fd 
6d fd 46 fd 31 04 11 fd 47 
30 2f 27 13 fd fd 27 fd 7d 
64 20 60 5e fd fd fd 02 fd 
2c 73 fd 3b 77 44 fd fd 0e 
fd 4a fd fd 67 72 fd 01 72 
fd 7d fd fd 1e 24 fd d4 fd 
5d 70 06 57 5a fd 62 14 
fd fd fd 56 fd 62 65 fd fd 
fd 51 fd fd 3d fd 1e 18 16 
fd 24 62 fd fd 5a 23 fd 7b 
fd 7a 03 62 04 33 0d fd 
40 00 fd fd 1b 7a fd 35 7a 
11 04 62 15 

TU|!I>s.H@1,1ucV!&Jj%
pm|_ PLU/m]Vb}40-
gc_f1mF1G0/''}d `^,;wJ
grr}$]pWZbVbeQ=$bZ#
{zb3@z5zb

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\fr\messages.json

0 992 18 6f 65 38 fd fd 1d 54 1c 
fd 04 0d fd 55 fd fd 59 fd 
fd 0c 14 0c 58 fd f6 f8 fd 
fd fd fd 2e 4b fd 07 7f fd 
5d fd fd fd fd 3d 5c 63 49 
15 fd 7e fd 15 54 39 fd 12 
4f fd 3b e4 a3 7e fd 41 77 
24 3a 67 3f fd 43 14 fd 5b 
fd 5e 18 fd 48 68 fd 10 fd 
fd fd 25 19 37 fd 3e 0e fd 
fd 69 fd 63 7c fd 07 fd ba 
65 fd 5e fd 4f fd fd fd 6b 
fd 68 fd 6f a5 29 fd 1d 27 
59 18 64 54 09 fd fd fd 3f 
fd 32 fd fd fd fd 26 2f 2e 
72 0a 2e fd 63 fd 5e fd fd 
fd fd 25 08 fd 22 04 0d 33 
fd 1a fd fd 4b 28 fd fd fd 
5f fd fd fd 51 3e fd 5e 1c 
6f fd 08 1d 0c 64 fd 01 fd 
fd 60 36 fd fd b3 0b fd 6e 
fd fd 21 fd 52 fd fd fd fd fd 
68 fd fd 5b 60 3e 5e fd fd 
fd 3f fd fd fd 5a 63 22 20 
1f 08 61 4d 36 fd fd 2b 49 
fd 03 2e fd 10 fd 3c 3a fd 
30 fd fd 24 fd 

oe8TUYX.K]=\cI~T9O;~A
w$:g?[^Hh
%7>ic|e^Okho)'YdT2&/.r.
c^%"3K(
_Q>^d`6n!Rh[`>^?Zc" 
aM6+I.<:0$

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\fr\messages.json

1024 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\fr_CA\messages.json

976 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 04 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 5c 14 fd 
66 fd fd 23 fd 75 fd fd 48 
66 fd fd fd fd 73 7b 3e fd 
2d 7a fd 48 47 fd fd fd 62 
20 fd 6e 74 fd 5f 5b 6e fd 
fd fd 6e b2 fd 65 fd 75 fd 
fd 6f fd 5c af 65 fd 47 fd 
fd fd fd 58 fd 5c fd 0f cc 3f 
fd 14 fd 60 28 fd 57 7a 00 
59 fd fd 7f fd 28 fd 58 55 
fd fd fd fd 17 fd 3b fd fd fd 
1b fd 14 fd fd 47 fd fd fd 
59 fd 39 fd fd 4f 4d 7b fd 
fd 2f 04 fd fd 4d fd fd fd fd 
71 47 fd fd fd fd 53 44 63 
fd fd fd 64 fd 31 4b 35 fd 
fd 39 fd 4c 4a 0d fd fd fd 
53 5e fd a0 3d fd 12 01 
4d fd fd 06 fd fd 54 fd fd 
fd fd fd 44 fd fd 55 30 7e 
fd fd fd fd 3d fd 00 fd 29 
09 fd fd fd fd fd fd 60 fd fd 
72 1f 6f 74 52 fd 

TU|!I>\f#uHfs{>-zHGb 
nt_[neuo\eGX\?
`(zY(XU;GY9OM{/MqGS
Dcd1K5
9LJS=TDU0~=)`rotR

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\fr_CA\messages.json

0 976 fd 11 0d fd fd 01 3f fd fd 
0a 14 fd 54 fd fd fd 77 fd 
78 2f 33 0e fd 06 6f 06 01 
fd fd 2b fd 64 fd fd fd fd 
10 6d fd 35 fd fd fd 53 66 
16 52 01 32 65 04 fd 02 
65 fd 7d 6f 14 3b 06 73 fd 
fd 53 fd 3a fd 1c 62 fd fd 
fd 07 fd fd fd 62 a3 3b fd 
6f 26 1c fd 6e 0b fd fd 75 
03 31 1e 59 20 fd fd fd 30 
fd 17 6d 23 06 0c fd fd 38 
14 5e fd 4f 24 60 fd fd 44 
53 71 fd fd fd 40 24 3b 35 
00 fd fd 57 fd 0f fd 5b 59 
fd 08 fd fd 2b fd 6a 39 fd 
07 fd fd fd 4c 4a 3f 14 fd 
7f fd fd 05 fd fd b4 fd 4d 
0e 51 4e fd 77 fd fd 0c fd 
fd 1f fd 77 27 3c fd fd b6 
73 7e fd fd fd fd fd fd 22 
7d 72 fd fd 53 fd fd 31 5b 
fd fd fd 07 41 2a fd fd 5f 
fd fd fd fd fd 6a fd fd 4e fd 
04 50 57 5b fd 4f 7e 73 
37 09 fd fd fd 3d fd fd 64 
31 1c 67 13 fd 28 78 06 
7c 0f fd 

?
Twx/3o+dm5SfR2ee}o;S
bb;o&nu1Y 
0m#8^O$`DS@$;5W[Y+j
9LJ?MQNww'
<s~"}rS1[A*_jNPW[O~s7
=d1g(x|

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\fr_CA\messages.json

1008 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\gl\messages.json

928 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 01 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 4a fd fd 
33 fd fd 16 5b fd 7a de fd 
5a fd 1b fd 11 fd fd fd 2a 
07 7d 23 fd 75 fd 4a 3f 64 
fd 7a fd 30 1a 59 24 ff fd 
78 25 6a 3d 0b 73 68 fd 
88 7f 18 06 14 2e 63 fd 
35 07 fd fd fd 1d fd fd fd 
64 fd fd fd 21 72 fd 10 fd 
7a 5e fd fd 5c fd 22 66 28 
fd 06 02 3a fd 43 fd 39 1a 
2e fd fd 30 65 fd fd 05 fd 
fd fd 06 fd fd 67 fd fd 6e 
7d 5e fd 1c fd fd fd 5c fd 
fd fd fd 7b fd 72 6d fd 72 
34 fd fd fd fd 31 fd 03 fd 
2e fd fd 55 fd fd fd fd 5c fd 
7a 0c 76 2a 71 60 fd 5f 
53 fd 06 fd fd fd 1c 35 18 
fd 57 62 fd fd 5b 06 fd 49 
fd 2c 5e fd fd fd 79 51 64 
fd fd fd 20 55 fd 4e fd fd 
fd 24 5a fd 2a fd 1c 15 3c 
fd 7c fd fd fd 2b 46 

TU|!I>J3[zZ*}#uJ?
dz0Y$x%j=sh.c
5d!rz^\f(:C9.0egn}^\
{rmr41.U\z
v*q`_S5Wb[I,^yQd 
UN$Z*<|+F

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\gl\messages.json

0 928 62 fd 03 fd 02 49 1c fd 4d 
fd fd 5a b4 fd fd 19 c1 fd 
60 26 51 fd 34 38 68 05 
5a 26 3a fd 16 fd 57 38 fd 
0a fd fd 1c 5f c3 fd 30 16 
71 0a 29 fd fd 2f fd 37 fd 
0f fd 35 fd fd 5f 03 fd fd 
75 fd fd 65 33 fd 68 fd 7d 
fd 48 09 18 fd 15 fd 06 fd 
5d 3a fd fd 0e fd 7b 1c 67 
33 fd fd fd fd 4f fd 7f fd fd 
45 28 2c fd fd fd 4c 38 19 
fd fd 5d 44 47 57 74 55 
4d fd 6c 56 fd fd 08 fd fd 
13 fd 07 fd 24 fd fd fd fd 
fd fd 09 47 fd fd fd 4d fd 
24 56 72 28 4b fd fd 47 
2e fd fd 61 5f fd 34 02 7b 
49 3c fd 43 3e fd 0e fd 7b 
fd fd 5c fd 3c 07 7d fd 0b 
fd 03 fd 35 64 fd 59 5c 0f 
fd 3a fd fd 5c fd 52 fd fd 
6f 31 fd 38 fd fd 11 fd d8 
44 fd fd 47 07 fd fd 3b fd 
73 fd fd 65 fd 55 fd fd fd 
7d 5a 29 39 78 3d 46 fd 
74 56 7e 3c fd 4f 5b fd 41 
fd 28 fd 

bIMZ`&Q48hZ&:W8_0q)/
75_ue3}H]:
{g3OE(,L8]DGWtUMlV$G
M$Vr(KG.a_4{I<C>{\
<}5dY\:\Ro18DG;seU}Z)9
=FtV~<O[A(

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\gl\messages.json

960 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\gu\messages.json

1664 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 06 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 6f 48 
90 75 fd 18 29 4f fd fd 1d 
fd 43 59 fd fd fd fd 4e fd 
25 18 fd 42 fd 2f 69 fd fd 
39 00 fd fd fd fd 7c 59 00 
76 fd fd 75 fd 6a fd 28 fd 
6d 0c 2c fd fd ce fd fd 0c 
fd fd fd fd fd fd 6c fd 35 
79 fd 6d fd 5c fd bc fd 04 
78 7d 09 fd fd 68 7c fd 28 
68 1a 64 fd fd fd 02 fd 44 
fd 53 fd 05 21 65 63 fd 22 
fd 6f fd fd 51 31 19 fd 6a 
16 15 7e fd fd 27 fd fd 64 
ca 27 30 24 1a fd 56 54 
fd 0b 9d fd 75 76 35 fd fd 
fd fd 47 71 69 fd fd 4b 54 
05 6f fd fd 46 fd 5e 14 fd 
fd 55 fd 65 fd fd fd 49 0f 
fd fd fd 69 5f fd 71 fd fd 
76 f0 fd 69 40 fd fd 55 fd 
fd fd 71 fd 5a 5f fd 1c 71 
fd 6f 29 5d fd 4f 39 2d 41 
fd 13 fd fd fd 4e 

TU|!I>oHu)OCYN%B/i9|Y
vuj(m,l5ym\x}h|
(hdDS!ec"oQ1j~'d'0$VTu
v5
GqiKToF^UeIi_qvi@UqZ
_qo]O9-AN

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\gu\messages.json

0 1664 d6 4c 5f 48 69 fd fd 62 fd 
44 0b 16 fd fd fd fd fd fd fd 
37 63 fd fd 4a fd 5e fd 24 
0c fd fd 60 3a fd 54 0f 78 
74 24 fd 15 fd 7c fd fd fd 
fd 0d fd fd 3e fd 78 fd fd 
5b 75 fd 50 38 51 fd 50 
01 60 fd 54 fd fd 2e fd fd 
6d 51 fd fd 32 fd fd 0f fd 
3b fd fd 21 fd 2c fd fd 64 
fd fd 68 fd 23 fd 7f 63 fd 
2c fd fd fd fd 14 59 33 5a 
fd fd 6e 52 71 fd 24 72 fd 
fd 72 fd fd fd 8b fd fd 0f 
28 fd fd 7a fd fd fd fd fd 2f 
fd 3a 18 fd fd fd 69 10 6d 
06 fd fd 55 48 fd 72 fd fd 
fd 47 fd fd 55 fd fd fd fd 
15 fd fd 41 4b 55 5a fd 19 
42 65 fd fd 38 77 fd fd 64 
41 fd 61 fd fd 42 fd 70 62 
04 57 20 fd fd 5f fd 4f fd 
4e fd 18 21 fd fd ff 5f 26 
40 fd 61 18 fd fd 58 13 fd 
fd fd 41 fd fd 63 36 fd fd 
fd 42 0a 55 fd 74 fd 27 4e 
3e 26 7e 00 14 32 36 70 
fd fd 1d 77 

L_HibD7cJ^$`:Txt$|>x[uP
8QP`T.m
Q2;!,dh#c,Y3ZnRq$rr(z/:i
mUHrGU
AKUZBe8wdAaBpbW 
_ON!_&@aXAc6BU
t'N>&~26pw

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\gu\messages.json

1696 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\hi\messages.json

1680 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 08 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 56 42 fd 
fd 22 44 fd 72 fd 0d fd fd 
62 fd fd fd 2c 71 fd fd 78 
fd fd 49 2b b7 26 fd fd 3f 
57 fd 28 52 20 fd fd fd 3a 
0b 46 04 36 73 08 2c 41 
68 fd fd 69 20 fd 48 fd fd 
fd 74 0f 0e fd 0f fd 17 68 
2f 24 fd fd fd 2b fd 0f 46 
fd 21 fd 7a 36 fd fd 28 70 
0c 33 26 06 27 fd fd fd 40 
fd fd fd 2b 1f fd 5c 40 2e 
fd 7b 4a 45 25 44 03 76 
fd fd fd 28 fd 00 71 fd fd 
7c 1a 21 3d fd fd 5c fd fd 
fd 1f 72 fd 38 39 17 fd fd 
fd 24 32 fd 16 01 21 fd 27 
07 fd 51 2f fd fd 16 fd fd 
38 4f 60 08 fd 0f 41 fd fd 
73 35 fd fd 4a ea 31 34 fd 
fd 3e 39 03 fd fd e7 fd 5d 
fd 58 3f fd fd fd 7b f3 fd 
6a 29 74 4d 7a 56 fd 01 
fd 33 fd fd fd fd 05 fd 0e 
fd 

TU|!I>VB"Drb,qxI+&?
W(R :F6s,Ahi 
Hth/$+F!z6(p3&'@+\@.
{JE%Dv(q
|!=\r89$2!'Q/8O`As514>9
X?{j)tMzV3

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\hi\messages.json

0 1680 fd 3f fd fd 47 fd 04 2f fd 
08 fd 57 06 59 70 fd 26 fd 
69 71 fd fd fd fd fd fd fd 
65 05 fd 1c 05 5e b4 fd 
4a fd 11 31 74 39 fd 2f 61 
fd 2e 45 3a 77 03 5c 30 
6f 69 3a 5f 54 4a fd 04 50 
fd 9c 6f fd fd fd 17 fd fd 1c 
1c fd 4e 4a 45 fd 28 7d fd 
21 fd 38 1f 2c 62 fd 39 fd 
2d fd 61 26 fd 62 fd 7b 70 
61 0f 66 fd 14 08 74 fd 72 
6c 55 21 fd fd fd 4b 26 69 
fd 24 fd fd fd fd 79 0d 36 
42 fd fd 28 fd 5b 59 fd 22 
1d 00 fd fd 74 fd fd fd 76 
fd 51 36 fd fd 12 36 59 fd 
13 60 4e 59 5f 2d fd 12 
14 fd fd fd fd fd 57 fd fd fd 
05 fd fd fd fd fd 55 fd fd fd 
03 fd 70 74 fd 29 be 22 
4d 34 fd 07 42 fd fd fd fd 
fd fd fd 15 05 fd 43 fd fd 
24 fd fd 04 fd 77 61 fd 1b 
fd fd 21 4b 1a fd 68 40 fd 
19 fd 5c 01 18 fd 2f fd fd 
1e fd 3c 28 03 13 dc 39 
12 6e 41 4c 

?
G/Yp&iqe^J1t9/a.E:w\0oi:
_TJPoNJE(}!8,b9-
a&b{paftrlU!K&i$y6B
([Y"tvQ66Y`NY_-
WUpt)"M4BC$wa!K
h@\/<(9nL

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\hi\messages.json

1712 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\hr\messages.json

944 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 09 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd fd 50 
6e fd fd fd 38 fd 39 fd 77 
4e 3f fd 20 66 fd fd fd 31 
fd fd fd fd 16 fd 43 1b fd 
fd 07 2f 06 01 5b 65 fd 3e 
fd 37 fd 2c 79 fd 0c 19 fd 
50 fd 3d fd fd 08 16 02 fd 
fd fd fd 0f fd fd fd 0a 2f fd 
46 fd 43 7e fd 39 fd fd fd 
54 27 fd 08 fd fd 94 4e 11 
fd 61 2c 6e fd fd 0b fd fd 
6d fd 27 b0 fd fd fd fd 66 
fd fd 53 13 3b fd fd fd 34 
fd 78 0e 51 fd 0e 3f 46 fd 
6d 5e fd fd fd 23 fd fd 5e 
fd 14 fd fd 7c fd 46 fd fd fd 
5c fd fd 1c fd 65 60 fd f2 
7a 41 fd fd fd 45 27 41 fd 
53 25 fd fd 30 fd 79 fd fd 
27 fd fd 39 2b fd 5b fd 6f 
64 fd 3e fd fd 61 fd fd 34 
2a 2c 37 fd 5c 0f c5 7b fd 
2b fd 68 fd fd 4f 68 fd 58 
10 5b 

TU|!I>Pn89wN? 
f1C/e>7,yP=/FC~9
T'Na,nm'fS;4xQFm^#^|F\
e`zAE'AS%0y'9+
[od>a4*,7\{+hOhX[

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\hr\messages.json

0 944 11 30 6b fd 1c 27 72 fd 
30 fd fd fd 53 53 0f fd 49 
fd 7e fd 1c fd 55 fd 6a 4f 
fd 0f fd 53 a8 17 fd 29 fd 
fd fd 30 fd 15 24 fd fd 12 
fd 27 52 21 fd fd 18 fd 6d 
09 fd fd 28 fd fd fd 51 fd fd 
fd fd fd 1c fd 17 64 fd fd 
fd fd fd fd 7f fd fd fd fd 1b 
18 20 fd 55 fd 57 29 1b fd 
5a 00 5d 44 17 fd fd fd fd 
fd 59 20 20 23 fd 7c 16 fd 
59 77 40 fd fd 14 fd 74 27 
07 3b fd fd fd fd fd fd fd 
1b dc 50 25 62 1b fd 6c fd 
fd 4a 9e 6e 23 fd fd 09 0a 
4c 1f 68 44 fd fd fd 43 43 
fd 13 4c 00 69 fd 2f 43 21 
54 fd fd fd 4d 6b fd fd 19 
fd 4f 0d 5a 26 4c 50 77 fd 
0b 41 26 fd fd 3e 34 d1 
14 fd fd 44 3f 2e fd 63 29 
7e 77 72 0d fd 15 11 54 
fd 48 6b fd fd 59 6e 61 fd 
5f fd 14 5e fd 3e fd 05 5c 
fd fd fd fd fd fd 4e fd 6e 
0b 1c 42 1f 09 

0k'r0SSI~UjOS)0$'R!m(Q
d UW)Z]DY  
#|Yw@';P%blJn#LhDCCL
i/C!TMk
Z&LPwA&4D?.c)~wrTHk
Yna_^>\NnB

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\hr\messages.json

976 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\hu\messages.json

1072 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 07 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 78 fd 1e 
fd 31 67 4b 52 72 fd fd fd 
50 fd fd fd 11 65 fd 28 fd 
14 fd fd 78 fd 0a fd fd fd 
fd 01 47 05 fd 29 fd fd 1e 
fd 59 3b fd fd 1d 02 fd 0a 
6f 43 0b 41 fd 5a fd 32 fd 
71 6e fd fd 35 fd 2a fd 00 
76 11 fd 1b fd 3e fd 25 fd 
0b fd fd 27 fd 2d fd 4c fd 
2a fd fd fd fd 46 47 fd fd 
30 61 fd 1d 20 61 74 fd fd 
65 fd 1f 2a fd fd 71 fd 67 
fd fd 55 49 0a fd 19 49 24 
72 09 29 fd 32 4a 56 3d 
fd 2e 67 37 1f 21 23 fd 6f 
fd fd 5f fd a1 00 51 fd fd 
fd 6d 38 73 fd 55 fd 0f 10 
fd 5c fd 7c 17 6d 24 25 fd 
fd 57 fd 62 01 56 60 fd fd 
fd b4 19 7c 04 48 07 fd 
05 4e 6f 46 4c 79 fd 50 
6e fd 50 47 fd 7b ad 33 
5a 42 53 fd 76 3f fd 60 11 

TU|!I>x1gKRrPe(xG)Y;o
CAZ2qn5*v>%'-L*FG0a 
ate*qgI$r)2JV=.g7!#
o_Qm8sU\|m$%WbV`|HN
oFLyPnPG{3BSv?`

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\hu\messages.json

0 1072 fd 4f fd 3b fd 76 fd 7e 6a 
fd fd 2e f8 fd fd 60 09 47 
fd 0d fd fd 04 fd 60 fd 1d 
24 fd fd fd fd 18 2b fd 4d 
7b 10 12 fd 7a fd 27 3d 
65 fd 75 fd 57 71 10 5b 
4e 43 47 11 63 75 41 fd 
72 fd 2a fd fd 7a 3b 2f fd 
fd ab fd 55 fd fd fd 56 05 
fd 10 fd 0a 69 6b 4d 62 
0a 1f 75 fd fd ce fd fd fd fd 
4a fd fd fd 41 34 59 fd 34 
33 42 02 fd 00 fd fd 4c 7c 
55 36 fd fd fd fd 0b b5 fd 
fd 25 6a 6a fd fd fd 0b 08 
16 74 fd 32 fd fd 34 fd 68 
63 fd 7b 29 fd fd 5f 74 51 
7a 47 fd fd fd a9 fd 0b 58 
45 2a fd 51 fd 3e 12 34 
07 0d fd fd 1e fd 06 fd fd 
fd fd fd fd fd 16 6c 5c fd fd 
fd 11 5c 0c fd 1c fd 71 fd 
36 22 5a 23 e9 5d 55 59 
17 fd fd fd 60 3a fd fd 4a 
35 08 57 18 59 fd fd 58 
05 0b fd 42 fd fd fd 06 6e 
14 1c 01 fd fd 1e 2e 3e fd 
fd fd 

O;v~j.`G`$+M{z'=euWq[N
CGcuAr*z
;/UVikMbuJA4Y43BL|U6
%jjt24c{)_
tQzGXE*Q>4l\\q"Z#]UY`:
J5WYXBn.>

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\hu\messages.json

1104 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\hy\messages.json

2784 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0d 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 0c fd 2f 
20 1c fd 26 74 fd fd fd 19 
36 11 04 fd 43 fd fd 65 72 
71 66 1a fd 45 52 2e 53 
62 6f 76 69 66 fd 3d fd 71 
fd fd fd fd 41 fd a5 38 7e 
fd 5b 15 73 fd 05 42 fd fd 
51 af fd fd 73 2d fd 3f fd 
6e fd fd fd 16 0b fd 17 0d 
fd 75 64 44 fd fd fd 70 fd 
48 fd 53 fd fd fd fd 6b fd 
49 2b fd 6e fd fd 20 7b fd 
fd 01 fd 78 fd fd 09 67 fd 
1f fd fd 55 04 32 fd 77 15 
0c 71 fd fd 7d fd fd 4c 07 
1f fd fd 2f 64 6b 46 fd 48 
60 fd 5d 6b 75 fd 26 fd 0c 
fd 26 fd fd 7c 54 74 fd fd 
1e fd 23 fd 19 fd 7a 16 58 
fd 04 fd 24 fd fd fd 77 fd 
fd fd fd 39 1c 55 2e 0b fd 
7c 66 1e 06 fd 0f 4d 69 
0b 1a 4d fd 5c fd fd fd fd 
4b 6d fd 03 02 fd 1b 

TU|!I>/ 
&t6CrfER.Sbovif=qA8~[s
BQs-?nudDpHSkI+n 
{xgU2wq}L/dkF
H`]ku&&|TtX$w9U.|fiM\K
m

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\hy\messages.json

0 2784 fd 54 fd 65 fd fd 75 61 fd 
1d 76 01 18 66 fd 04 46 
fd 5b 6d 75 fd 3b 24 15 fd 
1c 37 43 1c fd fd 55 fd 61 
1d 11 51 fd fd 2f fd 5f fd 
fd fd 59 fd fd 3d fd fd 1a 
fd fd 48 3f fd 64 fd 49 fd 
fd 56 6b 76 fd fd 08 25 35 
67 fd fd 23 fd fd fd 1a 34 
03 fd fd 2b 74 fd 31 37 fd 
32 fd 0b fd 7e 7c fd 0c 56 
fd 37 fd fd 50 16 1e 4d 0d 
fd 6f 07 fd fd fd e2 fd 68 
3d fd fd 67 fd 4d fd 6e 48 
2f fd fd fd fd 5b fd fd 3e fd 
55 63 75 2c 75 62 20 fd 
78 3a 1f fd 3b fd fd fd fd 
76 56 12 37 60 fd 10 fd fd 
fd 73 fd 79 2f fd 07 54 35 
26 fd 0b 53 02 58 fd fd 44 
fd fd 35 fd 0f fd fd 13 24 
2a fd 6b 73 fd 50 fd fd fd 
3a 6e fd 6b 0e fd 48 16 fd 
6e 3b 6c 4f fd fd 03 fd 02 
74 4d 0b 2b fd 1a fd 5b fd 
fd fd 5e fd fd 67 fd 00 4a 
44 fd 3d 6c 03 67 7d 72 
49 fd fd 

TeuavfF[mu;$7CUaQ/_Y
=H?dIVkv%5
g#4+t172~|V7PMoh=gMn
H/[>Ucu,ub 
x:;vV7`sy/T5&SXD5$*ks
P:nkHn;lOtM+[^gJD=lg}rI

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\hy\messages.json

2816 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\id\messages.json

864 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 05 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 40 26 14 
28 fd fd 01 fd fd 6a 29 fd 
69 71 fd fd 51 49 25 fd 3b 
4f fd 06 22 78 fd fd fd 59 
25 2b fd 74 58 fd fd 0b 79 
43 fd 74 fd 06 4c fd fd fd 
fd 71 fd fd fd fd 48 fd fd fd 
fd fd 3a fd 5a fd 45 76 23 
28 fd 5b 31 3d 1a 44 fd fd 
2b fd 0e 06 09 fd fd 47 07 
5b 40 fd 67 3d fd 1c 5b fd 
0c fd fd fd 53 59 fd fd 3c 
fc fd 38 fd 24 fd fd 3a fd 
7c fd 0f 16 fd 4f 4f fd 1b 
5c 46 fd 04 19 0a 0a 6f fd 
22 fd fd 6a fd 7d 71 52 fd 
fd 5f 6d 4c 37 6c 3e 45 fd 
5a 79 fd fd 58 22 09 6a fd 
fd fd 6a 02 fd 82 fd fd 17 
1d 0e fd fd 1d 30 6d fd 5b 
5e 38 fd 0d fd 71 4a 27 fd 
43 fd 65 fd 2c fd 7b fd 48 
fd fd f1 4e fd 38 02 4f 77 
1b 

TU|!I>@&
(j)qQI%;O"xY%+tXyCtLq
H:ZE#([1=D+G[@g=
[SY<8$:|OO\Fo"j
}qR_mL7l>EZyX"jj0m[^8q
J'Ce,{HN8Ow

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\id\messages.json

0 864 47 fd 49 fd fd fd fd fd 4a 
7a fd fd fd 53 fd fd fd 7c fd 
40 56 0e 65 69 28 fd fd 
08 fd 2a fd 23 4a fd 01 fd 
fd 65 fd 71 50 fd fd 33 fd 
fd 3e fd fd 5a fd fd 39 fd 
53 fd fd fd 77 fd 1e 1b 68 
fd 04 5a 44 fd 37 fd 49 fd 
fd 3e fd 08 36 fd 21 fd 22 
27 3d fd 31 12 fd 4a 41 fd 
74 fd 7d 29 06 6b 7a fd 
1e 19 f7 31 46 2f fd 3c fd 
26 fd 2d fd fd fd fd 2c fd fd 
fd 13 64 fd 77 76 06 23 fd 
54 3d 3f 73 fd 0e fd fd 67 
fd 1e fd 52 fd 39 fd 67 47 
21 75 27 78 0f fd 57 4c 
34 56 53 fd 44 69 37 fd fd 
3c 48 fd 5c fd 61 39 7d fd 
72 fd 33 fd fd 4c 36 fd 35 
64 fd 4b 69 81 15 fd 44 fd 
fd 2d fd 29 fd 53 fd fd 61 
48 6c fd 3e 3a 19 0a fd 6f 
fd 3a fd 0a 4b 50 33 2b 
5e fd fd 7c fd fd 32 fd fd fd 
2e 47 6a fd 00 46 3e fd 
77 4a 23 fd 6d 

GIJzS|@Vei(*#JeqP3>Z9
SwhZDI>6!
"'=1JAt})kz1/<&-
,dwv#T=?sg9gG!
u'xWLVSDi7<H\a}r3L65d
KiD-)SaHl
>:o:KP3+^|2.GjF>wJ#m

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\id\messages.json

896 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\is\messages.json

960 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 06 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd 1e fd fd 
fd 79 fd fd 47 fd 00 3b 01 
fd fd 28 fd fd fd 08 fd 0b 
3c fd fd 6b fd 3e fd fd 54 
79 fd fd 4d fd 54 fd fd 50 
fd 48 fd 39 32 fd fd fd fd 
16 04 fd 1a 50 72 fd 47 fd 
fd 7e 3e fd fd fd fd 1d 5a 
fd fd fd 33 fd 01 fd fd 55 
fd 57 60 45 fd 35 fd 78 fd 
54 fd 4b 47 1b fd fd 3f 1c 
fd 14 5a fd fd 15 2d fd fd 
fd 08 fd fd fd fe fd fd fd fd 
09 54 fd 0e fd 30 fd fd fd 
36 22 fd fd 75 fd fd 71 56 
fd 01 fd fd 52 fd 3f fd fd fd 
21 fd 6d 62 79 fd 58 33 
20 75 fd 5b 27 2b fd 22 
62 27 5f fd 6e fd 2f 39 fd 
7b fd 61 fd 6d fd 48 0e 4e 
79 79 fd fd 62 fd fd fd fd 
55 fd 17 fd 75 3a 6f 6e 4e 
fd 79 fd 5c 50 4d fd fd fd 
41 fd 64 fd 13 40 

TU|!I>yG;
(<k>TyMTPH92PrG~>Z3
UWE5xTKG?Z-
T06"uqVR?!mbyX3 u['+"
b'_n/9{aHNyybUu:nNy\P
MA@

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\it\messages.json

912 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0d 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 fd fd 7e fd 
fd 48 fd 09 fd 08 2c 7a 60 
fd fd 02 fd 5b 59 fd 49 2d 
fd fd fd 6b 53 73 22 fd 21 
49 7f 3f fd 1e 0d 53 fd fd 
fd 15 22 fd fd 74 fd 7e 7e 
2f fd fd fd 2a 71 fd 10 fd 
69 fd 23 3c fd 2f fd 0e 19 
40 fd 47 18 3d 07 57 fd 
26 75 1f fd 36 42 6e fd 7e 
1c 73 0f 14 3e 2c fd 69 0f 
66 fd fd fd 14 fd 74 00 fd 
0c 03 69 fd 60 fd fd 12 6c 
7b fd fd fd 24 fd 6f 75 25 
11 fd fd 4f 4b 6e fd 24 fd 
1e 59 55 06 65 6c fd fd fd 
fd 7a fd 05 73 fd 07 46 fd 
6a fd fd fd fd 01 fd fd fd 
40 05 fd 79 fd 59 fd fd 1d 
fd fd fd 2c fd 77 39 24 38 
19 6f 67 3b fd 93 fd 6f 22 
2f 52 fd 1e fd 01 fd 16 67 
33 5a 6c 5d fd 48 fd fd fd 

TU|!I>~H,z`[YI-kSs"I?
S"t~~/*qi#
</@G=W&u6Bn~s>,ifti`l{
$ou%OKn
$UelsFj@y,w98g;o"/Rg3
Zl]H

success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\it\messages.json

0 912 fd fd 03 3e 1c fd 5b fd 22 
fd fd 22 fd fd fd 19 11 63 
51 fd 1f fd 58 6b 23 fd 09 
63 58 fd fd 42 2e fd fd fd 
a6 2b fd fd fd 57 73 35 fd 
6b 67 fd fd fd 1e fd 17 51 
02 fd 02 54 68 48 1f 64 fd 
d7 0e fd 21 00 46 fd fd 35 
14 fd 63 fd 11 fd fd 6b fd 
fd 60 fd 31 fd fd 69 fd 6a 
fd 15 1e 5c 50 5d fd 1d fd 
28 fd 2f 18 fd 27 fd 6e fd 
33 35 fd 5d f4 fd 13 38 0f 
31 3c fd 7e fd fd fd fd 4c 
6b fd 07 fd 67 3a 9d 06 fd 
3d 60 fd 21 fd fd 1b fd fd 
13 2d 46 73 0c fd 6e 7b 
01 54 41 fd 64 59 fd 25 
25 30 fd 5e 0f 00 fd 14 fd 
fd fd 39 fd 57 fd e1 5e 64 
fd 34 2a fd 02 3e 72 fd 7d 
45 fd 5a 6a fd 25 fd fd fd 
fd 2f 4e 75 20 fd fd fd fd 
fd fd fd fd 5a 1c fd fd 20 
2c fd 0f 44 fd fd fd fd fd 
25 fd 62 fd 77 fd fd 36 34 
3a fd fd 4b 1c fd 0b 66 2b 
fd fd 12 fd 7d 

>
[""cQXk#cXB.+Ws5kgQT
hHd!F5ck`1ij\P]
(/'n35]81<~Lkg:=`!-Fsn{T
AdY%%0^9W^d4*>r}EZj
%/Nu Z ,D%bw64Kf+}

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\is\messages.json

0 960 50 50 fd 1e fd 52 fd 7c fd 
34 71 22 20 4b fd 46 38 
21 fd 6c 56 fd fd 57 60 fd 
fd fd fd fd fd fd 66 34 08 
2c 72 fd 4b fd fd fd fd fd 
fd fd 5f fd 7b 51 fd 85 fd 
65 6d fd 65 fd fd 76 fd fd 
4a 37 41 52 43 fd 0a fd fd 
fd 40 5d fd 3c 4e fd 68 fd 
fd 24 76 42 31 12 7d fd 5f 
27 27 1c fd 01 4c 37 fd fd 
fd fd 64 fd 62 26 44 42 02 
7b fd 6e fd fd 78 7c c5 21 
fd 0f fd fd 02 57 fd 43 fd 
64 09 fd 09 fd 6d fd fd 76 
fd 1f 2c 41 fd fd 76 fd fd 
29 fd 72 fd 0f 59 fd 19 62 
fd fd 72 fd 2a fd 37 3d fd 
60 07 fd 74 3b 56 fd 5c fd 
fd 6a 8b 2f 15 05 fd fd 6f 
fd fd 3d 69 77 fd 17 fd fd 
38 51 fd 2e 66 57 fd 68 
7b fd 3d 1e fd fd 06 fd 76 
fd fd 47 fd 9d fd fd 04 fd 
fd 0b fd fd 22 76 74 17 68 
0b 04 6b 42 6e 6d fd 10 
01 fd fd fd 55 fd 5a fd fd 
fd 45 07 34 15 fd 

PPR|4q" 
KF8!lVW`f4,rK_{QemevJ
7ARC@]
<Nh$vB1}_''L7db&DB{nx|
!WC
dmv,Av)rYbr*7=`t;V\j/o=i
w8Q.fW
h{=vG"vthkBnmUZE4

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\it\messages.json

944 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\is\messages.json

992 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\iw\messages.json

2240 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 0a 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 0c 68 fd 
20 5b fd 47 30 0e fd 77 fd 
fd 02 5e 04 70 fd fd 33 39 
27 34 6a 26 fd 04 1b 2e 
07 79 7a fd 2b 3b fd fd fd 
fd 20 2f fd 2d fd fd fd fd 
58 fd fd 24 fd 13 71 7f fd 
56 30 fd 73 fd fd 6a 48 fd 
48 78 5c fd 28 7c fd 19 fd 
63 fd fd 46 54 65 fd 05 fd 
fd fd fd fd fd 4b 4d 21 52 
fd fd fd fd fd 11 fd 68 fd fd 
15 fd fd 61 1c 5c 01 fd 38 
79 28 fd 11 ee fd fd 43 ad 
fd 34 1c 3b 72 fd 73 52 fd 
56 40 7f fd 4b 10 fd fd 12 
7f 41 09 5d 64 fd fd 27 fd 
fd fd 6d fd 4a 3a 1b fd 07 
fd fd fd 15 44 0f fd fd fd 
70 fd fd 15 fd fd 0b 2d fd 
fd fd 48 fd 5d 45 fd 10 fd 
69 fd fd bc 43 7a fd fd 1f 
39 7b 00 fd 68 fd 08 48 
07 60 fd fd 3f 01 fd 73 

TU|!I>h 
[G0w^p39'4j&.yz+; /-X$
qV0sjHHx\
(|cFTeKM!Rha\8y(C4;rs
RV@KA]d'mJ:Dp-
H]EiCz9{hH`?s

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\iw\messages.json

0 2240 13 fd 51 73 4d fd fd d6 02 
16 4f fd fd 18 16 fd 29 4a 
fd 3e 62 1f fd fd fd fd 62 
6c fd 0a 5d 51 61 75 fd 
24 1f 60 fd 10 fd 49 fd 2b 
fd 3c 34 23 1f fd 0d 3c 62 
06 77 43 ba 39 fd 40 fd fd 
1d fd fd 52 fd fd dc 4b 10 
5a 2d fd 34 fd fd 75 fd fd 
fd fd fd 57 fd fd 74 fd 65 
fd 5e fd fd 03 2f fd 06 fd 
fd 03 67 3d 26 fd a6 77 fd 
71 1b 57 fd 27 6e fd fd fd 
11 77 65 fd 79 fd 62 fd 1a 
13 fd fd fd 62 fd 72 fd 50 
59 fd fd fd 54 55 0a 0d 03 
fd 27 33 fd 48 06 fd 5b fd 
15 75 fd 33 44 fd 61 fd 00 
35 0b 3a fd fd c3 0d 45 fd 
7e 1a 18 fd fd 63 4b fd fd 
3d fd fd 41 08 38 7f fd fd 
0d 12 fd fd fd 18 5c fd 76 
6e fd 02 35 fd fd fd fd 7d 
57 fd 2d 64 12 52 fd 4c 
0e 2a 19 fd fd 57 55 fd fd 
6e fd 1a fd 43 14 fd 35 fd 
fd 03 2e 11 64 1f 35 fd fd 

QsMO)J>bbl]Qau$`I+<4#
<wC@RKZ-4
Wte^/g=&wqW'nweybbP
YTU'3H[u3Da
5:E~cK=A8\vn5}W-
dRL*WUnC5.d5

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\iw\messages.json

2272 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\ja\messages.json

1168 1064 fd fd fd 54 fd 1e 55 fd 7c 
fd 21 1a 49 3e fd fd 08 00 
00 00 00 00 01 00 00 00 
10 00 fd fd fd fd 01 00 00 
00 00 00 00 00 3f 64 23 
4d 42 66 1c fd 0b fd fd fd 
28 46 75 fd fd 37 fd 26 36 
07 fd 07 fd 04 fd fd fd 63 
fd fd fd fd 3e 45 24 fd fd 
38 fd 08 6a 40 1b 1f bd 6f 
64 fd fd 3c 63 54 2d fd 7a 
fd fd 5c 1a 52 fd fd fd fd 
60 fd 30 62 01 4d 29 fd 
67 1e 0f 64 fd 01 fd fd 26 
2e 71 fd fd fd fd 56 33 fd 
7a fd 2e 74 30 23 47 06 
33 fd fd 47 7a fd 6f 03 2d 
fd 6d 42 1d fd 27 fd 5f 37 
fd 66 fd 31 7f fd fd 4f fd 
7b 41 fd 42 fd fd 10 66 04 
fd fd 5d 21 fd 0c 7d 41 37 
95 0b 23 69 fd 33 fd fd 43 
42 fd 05 fd c2 fd fd fd 0a 
fd 01 4c fd fd fd fd 15 2e 
fd 62 fd 25 fd 32 6b fd 2a 
55 fd 30 fd 71 3f 0e 4d fd 
fd fd 7a fd 10 fd fd 24 fd 
fd 75 6d 12 

TU|!I>?
#MBf(Fu7&6c>E$8j@od<
cT-
z\R`0bM)gd&.qV3z.t0#G
3Gzo-mB'_
7f1O{ABf]!}A7#i3CL.b%2
k*U0q?z$um

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\ja\messages.json

0 1168 fd fd fd 2b 26 75 0f fd fd 
fd 5a 45 fd 24 fd 53 4e 7d 
fd fd fd fd fd 00 33 fd 3e 
61 fd 40 fd fd fd fd 28 fd 
fd 79 fd 56 31 79 71 24 fd 
32 43 73 c2 70 5b 63 09 
15 fd 55 03 42 fd fd 7b fd 
fd 15 fd 2a fd fd fd 2a fd 
3c 6b 80 3c 69 fd 72 fd fd 
67 30 1d 0e fd fd 65 fd fd 
30 fd fd 7f 76 fd 55 fd 17 
79 fd 6f fd fd 26 5e a1 08 
78 fd 73 fd 01 79 4b 07 fd 
4a 23 fd fd 1a 18 fd 2d fd 
37 fd fd fd 68 2f fd 4b fd 
6d fd fd fd 05 fd fd fd fd fd 
fd 10 39 fd fd 1c 70 fd fd 
17 4d fd 66 34 fd 5d 51 
24 74 fd fd fd fd fd fd fd 1b 
9b fd 7e fd 2a 1a 3d fd 5a 
37 34 87 fd 5c fd a1 fd fd 
36 21 fd fd fd 66 50 2a fd 
fd fd 0c 69 22 fd fd fd fd 
21 fd 27 fd 08 02 3c fd 1a 
06 08 00 56 1c fd 27 2e 
fd 1c fd 20 7e fd fd 71 fd 
45 6c 47 52 05 44 fd fd 

+&uZE$SN}3>a@(y1yq$
2Cp[cUB{**<
k<irg0e0vUyo&^xsyKJ#-
7h/K9pMf4
]Q$t~*=Z74\6!fP*i"!'<V'. 
~qElGRD

success or wait 1 AEE43A WriteFile

C:\Users\user\AppData\Local\Go
ogle\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnn
ilnnbdlolhkhi\1.14.0_0\_locale
s\ja\messages.json

1200 8 01 00 00 00 00 00 00 00 success or wait 1 AEE43A WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

C:\Windows\SysWOW64\ntdll.dll unknown 1622408 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\kernel32.dll unknown 607840 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\KernelBase.dll unknown 1979296 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\apphelp.dll unknown 627712 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\bcrypt.dll unknown 97152 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\netutils.dll unknown 37768 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\ucrtbase.dll unknown 1175568 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\srvcli.dll unknown 74952 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\rpcrt4.dll unknown 786168 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\sspicli.dll unknown 123520 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\cryptbase.dll unknown 31592 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\bcryptprimitives.dll unknown 356960 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\sechost.dll unknown 269200 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\IPHLPAPI.DLL unknown 190136 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\ws2_32.dll unknown 412792 success or wait 1 AEE36F ReadFile

File Read
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C:\Windows\SysWOW64\shell32.dll unknown 20383720 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\msvcrt.dll unknown 774288 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\cfgmgr32.dll unknown 228864 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\SHCore.dll unknown 553792 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\combase.dll unknown 2479272 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\windows.storage.dll unknown 6044112 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\advapi32.dll unknown 481976 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\shlwapi.dll unknown 278960 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\gdi32.dll unknown 134856 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\gdi32full.dll unknown 1454024 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\msvcp_win.dll unknown 504168 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\user32.dll unknown 1626536 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\win32u.dll unknown 86840 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\kernel.appcore.dll unknown 50200 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\profapi.dll unknown 89440 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\powrprof.dll unknown 274352 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\fltLib.dll unknown 27936 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\imm32.dll unknown 147288 success or wait 1 AEE36F ReadFile

C:\Windows\SysWOW64\mpr.dll unknown 90464 success or wait 1 AEE36F ReadFile

C:\Recovery\WindowsRE\boot.sdi unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Recovery\WindowsRE\boot.sdi unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Recovery\WindowsRE\boot.sdi unknown 1048576 success or wait 3 AE499D ReadFile

C:\Recovery\WindowsRE\ReAgent.xml unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Recovery\WindowsRE\Winre.wim unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Recovery\WindowsRE\Winre.wim unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Recovery\WindowsRE\ReAgent.xml unknown 1105 success or wait 1 AE499D ReadFile

C:\Recovery\WindowsRE\Winre.wim unknown 1048576 success or wait 1 AE499D ReadFile

C:\Recovery\WindowsRE\boot.sdi unknown 24576 success or wait 1 AE499D ReadFile

C:\Recovery\WindowsRE\Winre.wim unknown 1048560 success or wait 1 AE499D ReadFile

C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-4053062332-10
00\desktop.ini

unknown 129 success or wait 1 AE499D ReadFile

C:\$Recycle.Bin\S-1-5-18\desktop.ini unknown 129 success or wait 1 AE499D ReadFile

C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-4053062332-10
01\$I2EW2MR.pdf

unknown 94 success or wait 1 AE499D ReadFile

C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-4053062332-10
01\desktop.ini

unknown 129 success or wait 1 AE499D ReadFile

C:\bootTel.dat unknown 80 success or wait 1 AE499D ReadFile

C:\$Recycle.Bin\S-1-5-21-3853321935-2125563209-4053062332-10
02\desktop.ini

unknown 129 success or wait 1 AE499D ReadFile

C:\ProgramData\Adobe\Setup\{AC76BA86-7AD7-1033-7B44-AC0F074E
4100}\AcroRdrDCUpd1901220034.msp

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Adobe\Setup\{AC76BA86-7AD7-1033-7B44-AC0F074E
4100}\AcroRdrDCUpd1901220034.msp

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Adobe\Setup\{AC76BA86-7AD7-1033-7B44-AC0F074E
4100}\Data1.cab

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Adobe\Setup\{AC76BA86-7AD7-1033-7B44-AC0F074E
4100}\Data1.cab

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Adobe\Setup\{AC76BA86-7AD7-1033-7B44-AC0F074E
4100}\abcpy.ini

unknown 608 success or wait 1 AE499D ReadFile

C:\ProgramData\Adobe\Setup\{AC76BA86-7AD7-1033-7B44-AC0F074E
4100}\setup.ini

unknown 214 success or wait 1 AE499D ReadFile

C:\ProgramData\Adobe\Setup\{AC76BA86-7AD7-1033-7B44-AC0F074E
4100}\AcroRdrDCUpd1901220034.msp

unknown 1048576 success or wait 1 AE499D ReadFile

C:\ProgramData\Adobe\Setup\{AC76BA86-7AD7-1033-7B44-AC0F074E
4100}\Data1.cab

unknown 1048576 success or wait 1 AE499D ReadFile

C:\ProgramData\Adobe\Setup\{AC76BA86-7AD7-1033-7B44-AC0F074E
4100}\AcroRdrDCUpd1901220034.msp

unknown 1048560 success or wait 1 AE499D ReadFile

C:\ProgramData\Adobe\Setup\{AC76BA86-7AD7-1033-7B44-AC0F074E
4100}\Data1.cab

unknown 1048560 success or wait 1 AE499D ReadFile

C:\ProgramData\Adobe\Setup\{AC76BA86-7AD7-1033-7B44-AC0F074E
4100}\abcpy.ini.PLAY

unknown 1064 success or wait 2 AE4E85 ReadFile

C:\ProgramData\Adobe\Setup\{AC76BA86-7AD7-1033-7B44-AC0F074E
4100}\setup.ini.PLAY

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Microsoft Help\MS.DATABASECOMPARE.16.1033.hxn unknown 418 success or wait 1 AE499D ReadFile
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C:\ProgramData\Microsoft Help\MS.EXCEL.16.1033.hxn unknown 350 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft Help\MS.GRAPH.16.1033.hxn unknown 350 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft Help\MS.GROOVE.16.1033.hxn unknown 356 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft Help\MS.LYNC.16.1033.hxn unknown 344 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft Help\MS.LYNC_ONLINE.16.1033.hxn unknown 386 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft Help\MS.LYNC_BASIC.16.1033.hxn unknown 380 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft Help\MS.MSACCESS.16.1033.hxn unknown 368 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft Help\MS.MSOUC.16.1033.hxn unknown 350 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft Help\MS.MSPUB.16.1033.hxn unknown 350 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft Help\MS.ONENOTE.16.1033.hxn unknown 362 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft Help\MS.OUTLOOK.16.1033.hxn unknown 362 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft Help\MS.POWERPNT.16.1033.hxn unknown 368 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft Help\MS.SETLANG.16.1033.hxn unknown 362 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft Help\MS.SKYPEFB.16.1033.hxn unknown 362 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft Help\nslist.hxl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Microsoft Help\nslist.hxl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Microsoft Help\MS.SKYPEFB_BASIC.16.1033.hxn unknown 398 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft Help\MS.SKYPEFB_ONLINE.16.1033.hxn unknown 404 success or wait 1 AE499D ReadFile

C:\ProgramData\Oracle\Java\installcache\baseimagefam8 unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Oracle\Java\installcache\baseimagefam8 unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Microsoft Help\MS.WINWORD.16.1033.hxn unknown 362 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft Help\MS.SKYPEFB_ONLINEG.16.1033.hxn unknown 410 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft Help\MS.SPREADSHEETCOMPARE.16.1033.
hxn

unknown 436 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft Help\nslist.hxl unknown 6262 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft OneDrive\setup\refcount.ini unknown 25 success or wait 1 AE499D ReadFile

C:\ProgramData\Oracle\Java\installcache\baseimagefam8 unknown 1048576 success or wait 1 AE499D ReadFile

C:\ProgramData\Oracle\Java\installcache\baseimagefam8 unknown 1048560 success or wait 1 AE499D ReadFile

C:\ProgramData\Package Cache\{12578975-C765-4BDF-8DDC-3284BC
0E855F}v14.21.27702\packages\vcRuntimeAdditional_amd64\cab1.cab

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Package Cache\{050d4fc8-5d48-4b8f-8972-47c82c
46020f}\state.rsm

unknown 836 success or wait 1 AE499D ReadFile

C:\ProgramData\Package Cache\{12578975-C765-4BDF-8DDC-3284BC
0E855F}v14.21.27702\packages\vcRuntimeAdditional_amd64\cab1.cab

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Package Cache\{13A4EE12-23EA-3371-91EE-EFB36D
DFFF3E}v12.0.21005\packages\vcRuntimeMinimum_x86\cab1.cab

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Package Cache\{12578975-C765-4BDF-8DDC-3284BC
0E855F}v14.21.27702\packages\vcRuntimeAdditional_amd64\cab1.cab

unknown 1048576 success or wait 1 AE499D ReadFile

C:\ProgramData\Package Cache\{19F7E289-17B8-44EC-A099-927507
B6F739}v14.21.27702\packages\vcRuntimeMinimum_x86\cab1.cab

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Package Cache\{13A4EE12-23EA-3371-91EE-EFB36D
DFFF3E}v12.0.21005\packages\vcRuntimeMinimum_x86\cab1.cab

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Package Cache\{19F7E289-17B8-44EC-A099-927507
B6F739}v14.21.27702\packages\vcRuntimeMinimum_x86\cab1.cab

unknown 1048576 success or wait 1 AE499D ReadFile

C:\ProgramData\Package Cache\{12578975-C765-4BDF-8DDC-3284BC
0E855F}v14.21.27702\packages\vcRuntimeAdditional_amd64\cab1.cab

unknown 1048560 success or wait 1 AE499D ReadFile

C:\ProgramData\Package Cache\{13A4EE12-23EA-3371-91EE-EFB36D
DFFF3E}v12.0.21005\packages\vcRuntimeMinimum_x86\cab1.cab

unknown 997054 success or wait 1 AE499D ReadFile

C:\ProgramData\Package Cache\{19F7E289-17B8-44EC-A099-927507
B6F739}v14.21.27702\packages\vcRuntimeMinimum_x86\cab1.cab

unknown 326012 success or wait 1 AE499D ReadFile

C:\ProgramData\Package Cache\{213668DB-2263-4E2D-ABB8-487FD5
39130E}v14.21.27702\packages\vcRuntimeAdditional_x86\cab1.cab

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Package Cache\{213668DB-2263-4E2D-ABB8-487FD5
39130E}v14.21.27702\packages\vcRuntimeAdditional_x86\cab1.cab

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Package Cache\{33d1fd90-4274-48a1-9bc1-97e33d
9c2d6f}\state.rsm

unknown 824 success or wait 1 AE499D ReadFile

C:\ProgramData\Package Cache\{213668DB-2263-4E2D-ABB8-487FD5
39130E}v14.21.27702\packages\vcRuntimeAdditional_x86\cab1.cab

unknown 1048576 success or wait 1 AE499D ReadFile

C:\ProgramData\Package Cache\{37B8F9C7-03FB-3253-8781-2517C9
9D7C00}v11.0.61030\packages\vcRuntimeAdditional_amd64\cab1.cab

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Package Cache\{49697869-be8e-427d-81a0-c334d1
d14950}\state.rsm

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Package Cache\{37B8F9C7-03FB-3253-8781-2517C9
9D7C00}v11.0.61030\packages\vcRuntimeAdditional_amd64\cab1.cab

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Package Cache\{37B8F9C7-03FB-3253-8781-2517C9
9D7C00}v11.0.61030\packages\vcRuntimeAdditional_amd64\cab1.cab

unknown 1048576 success or wait 1 AE499D ReadFile
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C:\ProgramData\Package Cache\{213668DB-2263-4E2D-ABB8-487FD5
39130E}v14.21.27702\packages\vcRuntimeAdditional_x86\cab1.cab

unknown 1012398 success or wait 1 AE499D ReadFile

C:\ProgramData\Package Cache\{37B8F9C7-03FB-3253-8781-2517C9
9D7C00}v11.0.61030\packages\vcRuntimeAdditional_amd64\cab1.cab

unknown 1048560 success or wait 1 AE499D ReadFile

C:\ProgramData\Package Cache\{49697869-be8e-427d-81a0-c334d1
d14950}\state.rsm

unknown 1176 success or wait 1 AE499D ReadFile

C:\ProgramData\Package Cache\{929FBD26-9020-399B-9A7A-751D61
F0B942}v12.0.21005\packages\vcRuntimeAdditional_amd64\cab1.cab

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Package Cache\{929FBD26-9020-399B-9A7A-751D61
F0B942}v12.0.21005\packages\vcRuntimeAdditional_amd64\cab1.cab

unknown 1048560 success or wait 1 AE499D ReadFile

C:\ProgramData\Package Cache\{A749D8E6-B613-3BE3-8F5F-045C84
EBA29B}v12.0.21005\packages\vcRuntimeMinimum_amd64\cab1.cab

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Package Cache\{A749D8E6-B613-3BE3-8F5F-045C84
EBA29B}v12.0.21005\packages\vcRuntimeMinimum_amd64\cab1.cab

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Package Cache\{B175520C-86A2-35A7-8619-86DC37
9688B9}v11.0.61030\packages\vcRuntimeAdditional_x86\cab1.cab

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Package Cache\{A749D8E6-B613-3BE3-8F5F-045C84
EBA29B}v12.0.21005\packages\vcRuntimeMinimum_amd64\cab1.cab

unknown 1034506 success or wait 1 AE499D ReadFile

C:\ProgramData\Package Cache\{BD95A8CD-1D9F-35AD-981A-3E7925
026EBB}v11.0.61030\packages\vcRuntimeMinimum_x86\cab1.cab

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Package Cache\{B175520C-86A2-35A7-8619-86DC37
9688B9}v11.0.61030\packages\vcRuntimeAdditional_x86\cab1.cab

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Package Cache\{BD95A8CD-1D9F-35AD-981A-3E7925
026EBB}v11.0.61030\packages\vcRuntimeMinimum_x86\cab1.cab

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Package Cache\{ca67548a-5ebe-413a-b50c-4b9ceb
6d66c6}\state.rsm

unknown 824 success or wait 1 AE499D ReadFile

C:\ProgramData\Package Cache\{B175520C-86A2-35A7-8619-86DC37
9688B9}v11.0.61030\packages\vcRuntimeAdditional_x86\cab1.cab

unknown 1048576 success or wait 1 AE499D ReadFile

C:\ProgramData\Package Cache\{CF2BEA3C-26EA-32F8-AA9B-331F7E
34BA97}v11.0.61030\packages\vcRuntimeMinimum_amd64\cab1.cab

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Package Cache\{f4220b74-9edd-4ded-bc8b-0342c1
e164d8}\state.rsm

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Package Cache\{BD95A8CD-1D9F-35AD-981A-3E7925
026EBB}v11.0.61030\packages\vcRuntimeMinimum_x86\cab1.cab

unknown 821681 success or wait 1 AE499D ReadFile

C:\ProgramData\Package Cache\{CF2BEA3C-26EA-32F8-AA9B-331F7E
34BA97}v11.0.61030\packages\vcRuntimeMinimum_amd64\cab1.cab

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Package Cache\{f65db027-aff3-4070-886a-0d8706
4aabb1}\state.rsm

unknown 836 success or wait 1 AE499D ReadFile

C:\ProgramData\Package Cache\{f4220b74-9edd-4ded-bc8b-0342c1
e164d8}\state.rsm

unknown 1176 success or wait 1 AE499D ReadFile

C:\ProgramData\Package Cache\{CF2BEA3C-26EA-32F8-AA9B-331F7E
34BA97}v11.0.61030\packages\vcRuntimeMinimum_amd64\cab1.cab

unknown 809765 success or wait 1 AE499D ReadFile

C:\ProgramData\Package Cache\{B175520C-86A2-35A7-8619-86DC37
9688B9}v11.0.61030\packages\vcRuntimeAdditional_x86\cab1.cab

unknown 959512 success or wait 1 AE499D ReadFile

C:\ProgramData\Package Cache\{F7CAC7DF-3524-4C2D-A7DB-E16140
A3D5E6}v14.21.27702\packages\vcRuntimeMinimum_amd64\cab1.cab

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Package Cache\{F8CFEB22-A2E7-3971-9EDA-4B11ED
EFC185}v12.0.21005\packages\vcRuntimeAdditional_x86\cab1.cab

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Package Cache\{F7CAC7DF-3524-4C2D-A7DB-E16140
A3D5E6}v14.21.27702\packages\vcRuntimeMinimum_amd64\cab1.cab

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Package Cache\{F7CAC7DF-3524-4C2D-A7DB-E16140
A3D5E6}v14.21.27702\packages\vcRuntimeMinimum_amd64\cab1.cab

unknown 1048576 success or wait 1 AE499D ReadFile

C:\ProgramData\Package Cache\{F8CFEB22-A2E7-3971-9EDA-4B11ED
EFC185}v12.0.21005\packages\vcRuntimeAdditional_x86\cab1.cab

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Package Cache\{F7CAC7DF-3524-4C2D-A7DB-E16140
A3D5E6}v14.21.27702\packages\vcRuntimeMinimum_amd64\cab1.cab

unknown 498095 success or wait 1 AE499D ReadFile

C:\ProgramData\regid.1991-06.com.microsoft\regid.1991-06.com.microsoft 
Microsoft Office Professional Plus 2016.swidtag

unknown 1065 success or wait 1 AE499D ReadFile

C:\ProgramData\regid.1991-06.com.microsoft\regid.1991-06.com
.microsoft_Windows-10-Pro.swidtag

unknown 993 success or wait 1 AE499D ReadFile

C:\ProgramData\Package Cache\{F8CFEB22-A2E7-3971-9EDA-4B11ED
EFC185}v12.0.21005\packages\vcRuntimeAdditional_x86\cab1.cab

unknown 1048576 success or wait 1 AE499D ReadFile

C:\ProgramData\USOPrivate\UpdateStore\updatestore4df22196-a1f2-
426c-aa27-062a9f86aba6.xml

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOPrivate\UpdateStore\updatestore51b519d5-b6f5-
4333-8df6-e74d7c9aead4.xml

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOPrivate\UpdateStore\updatestore51b519d5-b6f5-
4333-8df6-e74d7c9aead4.xml

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\NotifyIcon.001.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOPrivate\UpdateStore\updatestore51b519d5-b6f5-
4333-8df6-e74d7c9aead4.xml

unknown 2551 success or wait 1 AE499D ReadFile
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C:\ProgramData\USOShared\Logs\NotifyIcon.002.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\NotifyIcon_Temp.1.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.001.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\NotifyIcon.002.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\NotifyIcon_Temp.1.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\NotifyIcon.002.etl unknown 8192 success or wait 1 AE499D ReadFile

C:\ProgramData\USOShared\Logs\NotifyIcon_Temp.1.etl unknown 8192 success or wait 1 AE499D ReadFile

C:\ProgramData\USOPrivate\UpdateStore\updatestore4df22196-a1f2-
426c-aa27-062a9f86aba6.xml

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOPrivate\UpdateStore\updatestore4df22196-a1f2-
426c-aa27-062a9f86aba6.xml

unknown 2613 success or wait 1 AE499D ReadFile

C:\ProgramData\USOShared\Logs\NotifyIcon.001.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.001.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\NotifyIcon.001.etl unknown 8192 success or wait 1 AE499D ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.001.etl unknown 28672 success or wait 1 AE499D ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.002.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.003.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.003.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.002.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.004.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.003.etl unknown 4096 success or wait 1 AE499D ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.004.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.004.etl unknown 20480 success or wait 1 AE499D ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.002.etl unknown 28672 success or wait 1 AE499D ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.005.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.006.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.007.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.007.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.006.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.007.etl unknown 4096 success or wait 1 AE499D ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.008.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.009.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.008.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.006.etl unknown 8192 success or wait 1 AE499D ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.009.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.008.etl unknown 4096 success or wait 1 AE499D ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.009.etl unknown 20480 success or wait 1 AE499D ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.010.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.010.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.010.etl unknown 4096 success or wait 1 AE499D ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.011.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.011.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.011.etl unknown 4096 success or wait 1 AE499D ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.012.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.013.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.012.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.014.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.013.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.012.etl unknown 4096 success or wait 1 AE499D ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.013.etl unknown 4096 success or wait 1 AE499D ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.015.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.014.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.014.etl unknown 4096 success or wait 1 AE499D ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.016.etl unknown 1064 success or wait 2 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.015.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.015.etl unknown 4096 success or wait 1 AE499D ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.017.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateUx_Temp.1.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateUx_Temp.1.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.017.etl unknown 1064 success or wait 1 AE4E85 ReadFile
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C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.016.etl unknown 4096 success or wait 1 AE499D ReadFile

C:\ProgramData\USOShared\Logs\UpdateUx_Temp.1.etl unknown 36864 success or wait 1 AE499D ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.017.etl unknown 8192 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft Help\MS.DATABASECOMPARE.16.1033.hxn
.PLAY

unknown 1064 success or wait 11 AE4E85 ReadFile

C:\Users\Public\Desktop\desktop.ini unknown 174 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft Help\MS.EXCEL.16.1033.hxn.PLAY unknown 1064 success or wait 12 AE4E85 ReadFile

C:\Users\Public\Documents\desktop.ini unknown 278 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft Help\MS.GRAPH.16.1033.hxn.PLAY unknown 1064 success or wait 8 AE4E85 ReadFile

C:\ProgramData\Microsoft Help\MS.GROOVE.16.1033.hxn.PLAY unknown 1064 success or wait 10 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.005.etl unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.005.etl unknown 20480 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Accesso
ries\desktop.ini

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Microsoft\Windows\Start Menu\desktop.ini unknown 174 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Accessi
bility\Desktop.ini

unknown 370 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Accesso
ries\System Tools\desktop.ini

unknown 85 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Accesso
ries\desktop.ini

unknown 1362 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Administrative 
Tools\desktop.ini

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Administrative 
Tools\desktop.ini

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Administrative 
Tools\desktop.ini

unknown 2746 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\desktop.ini unknown 740 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Java\Get 
Help.url

unknown 188 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Java\Visit 
Java.com.url

unknown 184 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Mainten
ance\Desktop.ini

unknown 170 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Microsoft Office 
2016 Tools\desktop.ini

unknown 494 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\System 
Tools\Desktop.ini

unknown 338 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\StartUp
\desktop.ini

unknown 174 success or wait 1 AE499D ReadFile

C:\Users\Public\Music\desktop.ini unknown 380 success or wait 1 AE499D ReadFile

C:\Users\Public\Pictures\desktop.ini unknown 380 success or wait 1 AE499D ReadFile

C:\Users\Public\Videos\desktop.ini unknown 380 success or wait 1 AE499D ReadFile

C:\ProgramData\Microsoft Help\MS.LYNC.16.1033.hxn.PLAY unknown 1064 success or wait 13 AE4E85 ReadFile

C:\ProgramData\Microsoft Help\MS.LYNC_ONLINE.16.1033.hxn.PLAY unknown 1064 success or wait 9 AE4E85 ReadFile

C:\ProgramData\Microsoft Help\MS.LYNC_BASIC.16.1033.hxn.PLAY unknown 1064 success or wait 6 AE4E85 ReadFile

C:\ProgramData\Microsoft Help\MS.MSOUC.16.1033.hxn.PLAY unknown 1064 success or wait 7 AE4E85 ReadFile

C:\ProgramData\Microsoft Help\MS.ONENOTE.16.1033.hxn.PLAY unknown 1064 success or wait 9 AE4E85 ReadFile

C:\ProgramData\Microsoft Help\MS.MSACCESS.16.1033.hxn.PLAY unknown 1064 success or wait 9 AE4E85 ReadFile

C:\ProgramData\Microsoft Help\MS.MSPUB.16.1033.hxn.PLAY unknown 1064 success or wait 5 AE4E85 ReadFile

C:\ProgramData\Microsoft Help\MS.POWERPNT.16.1033.hxn.PLAY unknown 1064 success or wait 5 AE4E85 ReadFile

C:\ProgramData\Microsoft Help\MS.SETLANG.16.1033.hxn.PLAY unknown 1064 success or wait 7 AE4E85 ReadFile

C:\ProgramData\Microsoft Help\MS.SKYPEFB_ONLINE.16.1033.hxn.
PLAY

unknown 1064 success or wait 6 AE4E85 ReadFile

C:\ProgramData\Microsoft Help\MS.WINWORD.16.1033.hxn.PLAY unknown 1064 success or wait 4 AE4E85 ReadFile

C:\ProgramData\Microsoft Help\MS.SPREADSHEETCOMPARE.16.1033.
hxn.PLAY

unknown 1064 success or wait 4 AE4E85 ReadFile

C:\ProgramData\Microsoft Help\MS.SKYPEFB_ONLINEG.16.1033.hxn
.PLAY

unknown 1064 success or wait 4 AE4E85 ReadFile

C:\ProgramData\Microsoft OneDrive\setup\refcount.ini.PLAY unknown 1064 success or wait 3 AE4E85 ReadFile

C:\ProgramData\Microsoft Help\MS.OUTLOOK.16.1033.hxn.PLAY unknown 1064 success or wait 4 AE4E85 ReadFile

C:\ProgramData\Microsoft Help\MS.SKYPEFB_BASIC.16.1033.hxn.PLAY unknown 1064 success or wait 2 AE4E85 ReadFile

C:\ProgramData\Microsoft Help\nslist.hxl.PLAY unknown 1064 success or wait 4 AE4E85 ReadFile

C:\ProgramData\Package Cache\{050d4fc8-5d48-4b8f-8972-47c82c
46020f}\state.rsm.PLAY

unknown 1064 success or wait 3 AE4E85 ReadFile
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C:\ProgramData\Package Cache\{33d1fd90-4274-48a1-9bc1-97e33d
9c2d6f}\state.rsm.PLAY

unknown 1064 success or wait 3 AE4E85 ReadFile

C:\ProgramData\Package Cache\{49697869-be8e-427d-81a0-c334d1
d14950}\state.rsm.PLAY

unknown 1064 success or wait 4 AE4E85 ReadFile

C:\ProgramData\Microsoft Help\MS.SKYPEFB.16.1033.hxn.PLAY unknown 1064 success or wait 3 AE4E85 ReadFile

C:\ProgramData\Package Cache\{ca67548a-5ebe-413a-b50c-4b9ceb
6d66c6}\state.rsm.PLAY

unknown 1064 success or wait 3 AE4E85 ReadFile

C:\ProgramData\Package Cache\{f65db027-aff3-4070-886a-0d8706
4aabb1}\state.rsm.PLAY

unknown 1064 success or wait 2 AE4E85 ReadFile

C:\ProgramData\Package Cache\{f4220b74-9edd-4ded-bc8b-0342c1
e164d8}\state.rsm.PLAY

unknown 1064 success or wait 3 AE4E85 ReadFile

C:\ProgramData\regid.1991-06.com.microsoft\regid.1991-06.com.microsoft 
Microsoft Office Professional Plus 2016.swidtag.PLAY

unknown 1064 success or wait 3 AE4E85 ReadFile

C:\ProgramData\regid.1991-06.com.microsoft\regid.1991-06.com
.microsoft_Windows-10-Pro.swidtag.PLAY

unknown 1064 success or wait 2 AE4E85 ReadFile

C:\ProgramData\USOPrivate\UpdateStore\updatestore4df22196-a1f2-
426c-aa27-062a9f86aba6.xml.PLAY

unknown 1064 success or wait 3 AE4E85 ReadFile

C:\ProgramData\USOPrivate\UpdateStore\updatestore51b519d5-b6f5-
4333-8df6-e74d7c9aead4.xml.PLAY

unknown 1064 success or wait 2 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\NotifyIcon.002.etl.PLAY unknown 1064 success or wait 2 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\NotifyIcon_Temp.1.etl.PLAY unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.012
.etl.PLAY

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.013
.etl.PLAY

unknown 1064 success or wait 3 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.014
.etl.PLAY

unknown 1064 success or wait 3 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.015
.etl.PLAY

unknown 1064 success or wait 2 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.016
.etl.PLAY

unknown 1064 success or wait 3 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.017
.etl.PLAY

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateUx_Temp.1.etl.PLAY unknown 1064 success or wait 2 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\NotifyIcon.001.etl.PLAY unknown 1064 success or wait 2 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.001
.etl.PLAY

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.004
.etl.PLAY

unknown 1064 success or wait 2 AE4E85 ReadFile

C:\ProgramData\USOShared\Logs\UpdateSessionOrchestration.003
.etl.PLAY

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
data_reduction_proxy_leveldb\LOG.old

unknown 139 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
data_reduction_proxy_leveldb\MANIFEST-000008

unknown 50 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
Cookies

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
DownloadMetadata

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
Cookies

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
DownloadMetadata

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
Cookies

unknown 20480 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
DownloadMetadata

unknown 7170 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
Rules\000003.log

unknown 361 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
Rules\CURRENT

unknown 16 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
Rules\LOG.old

unknown 317 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
Rules\LOG

unknown 317 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
Rules\MANIFEST-000001

unknown 41 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
scripts\000003.log

unknown 152 success or wait 1 AE499D ReadFile
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
scripts\CURRENT

unknown 16 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
scripts\LOG

unknown 283 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
scripts\MANIFEST-000001

unknown 41 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
State\000003.log

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
State\CURRENT

unknown 16 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
State\LOG

unknown 320 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
State\000003.log

unknown 1539 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
State\LOG.old

unknown 320 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\128.png

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Extension 
State\MANIFEST-000001

unknown 41 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\128.png

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\128.png

unknown 4982 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\eventpa
ge_bin_prod.js

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\dasherS
ettingSchema.json

unknown 854 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\manifest.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\eventpa
ge_bin_prod.js

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\eventpa
ge_bin_prod.js

unknown 67799 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\manifest.json

unknown 1520 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\page_em
bed_script.js

unknown 247 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\af\messages.json

unknown 772 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\am\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\am\messages.json

unknown 1285 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\ar\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\ar\messages.json

unknown 1244 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\az\messages.json

unknown 977 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\be\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\bg\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\be\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\be\messages.json

unknown 3107 success or wait 1 AE499D ReadFile
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\bn\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\bg\messages.json

unknown 1389 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\bn\messages.json

unknown 1763 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\ca\messages.json

unknown 930 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\cs\messages.json

unknown 913 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\cy\messages.json

unknown 806 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\da\messages.json

unknown 883 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\de\messages.json

unknown 1031 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\el\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\en\messages.json

unknown 851 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\el\messages.json

unknown 1613 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\en_GB\messages.json

unknown 848 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\en_US\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\en_US\messages.json

unknown 1425 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\es\messages.json

unknown 961 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\es_419\messages.json

unknown 959 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\et\messages.json

unknown 968 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\eu\messages.json

unknown 838 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\fa\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\fa\messages.json

unknown 1305 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\fi\messages.json

unknown 911 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\fil\messages.json

unknown 950 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\fr\messages.json

unknown 977 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\fr_CA\messages.json

unknown 972 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\gl\messages.json

unknown 927 success or wait 1 AE499D ReadFile
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\gu\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\hi\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\gu\messages.json

unknown 1658 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\hi\messages.json

unknown 1672 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\hr\messages.json

unknown 935 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\hu\messages.json

unknown 1065 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\hy\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\hy\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\hy\messages.json

unknown 2771 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\id\messages.json

unknown 859 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\it\messages.json

unknown 899 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\is\messages.json

unknown 954 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\iw\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\iw\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\iw\messages.json

unknown 2230 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\ja\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\ja\messages.json

unknown 1160 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\ka\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\ka\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\ka\messages.json

unknown 3264 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\kk\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\kk\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\kk\messages.json

unknown 3235 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\km\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\km\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\km\messages.json

unknown 3122 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\kn\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\kn\messages.json

unknown 1880 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\lo\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\ko\messages.json

unknown 1048 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\lo\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\lt\messages.json

unknown 1028 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\lv\messages.json

unknown 994 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\ml\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\mn\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\mr\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\ml\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\mn\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\mn\messages.json

unknown 2778 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\mr\messages.json

unknown 1736 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\ml\messages.json

unknown 2111 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\ms\messages.json

unknown 945 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\my\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\my\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\my\messages.json

unknown 3830 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\ne\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\ne\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\ne\messages.json

unknown 3216 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\nl\messages.json

unknown 917 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\no\messages.json

unknown 758 success or wait 1 AE499D ReadFile
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\pa\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\pa\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\pa\messages.json

unknown 2796 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\pl\messages.json

unknown 978 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\pt_BR\messages.json

unknown 907 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\pt_PT\messages.json

unknown 914 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\ru\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\ro\messages.json

unknown 952 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\ru\messages.json

unknown 1337 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\si\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\si\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\si\messages.json

unknown 2846 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\sk\messages.json

unknown 934 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\sl\messages.json

unknown 963 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\sr\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\sr\messages.json

unknown 1320 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\sv\messages.json

unknown 884 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\sw\messages.json

unknown 980 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\ta\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\ta\messages.json

unknown 1944 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\te\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\te\messages.json

unknown 1987 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\th\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\uk\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\tr\messages.json

unknown 1063 success or wait 1 AE499D ReadFile
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\th\messages.json

unknown 1674 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\uk\messages.json

unknown 1333 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\ur\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\ur\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\ur\messages.json

unknown 2655 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\vi\messages.json

unknown 1074 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\zh_CN\messages.json

unknown 879 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\zh_HK\messages.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\zh_HK\messages.json

unknown 1205 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\zh_TW\messages.json

unknown 843 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_locale
s\zu\messages.json

unknown 912 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_metada
ta\computed_hashes.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_metada
ta\computed_hashes.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_metada
ta\computed_hashes.json

unknown 3630 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_metada
ta\verified_contents.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\craw_b
ackground.js

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\craw_b
ackground.js

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_metada
ta\verified_contents.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\craw_w
indow.js

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\craw_w
indow.js

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\craw_b
ackground.js

unknown 544643 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\ghbmnnjooekpmoecnnnilnnbdlolhkhi\1.14.0_0\_metada
ta\verified_contents.json

unknown 18290 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\craw_w
indow.js

unknown 261316 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\css\cr
aw_window.css

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\html\c
raw_window.html

unknown 810 success or wait 1 AE499D ReadFile
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\css\cr
aw_window.css

unknown 1741 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\images
\flapper.gif

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\images
\icon_128.png

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\images
\flapper.gif

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\images
\flapper.gif

unknown 70364 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\images
\icon_128.png

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\images
\icon_16.png

unknown 558 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\images
\icon_128.png

unknown 4364 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\images
\topbar_floating_button.png

unknown 160 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\images
\topbar_floating_button_close.png

unknown 252 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\images
\topbar_floating_button_hover.png

unknown 160 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\images
\topbar_floating_button_maximize.png

unknown 166 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\images
\topbar_floating_button_pressed.png

unknown 160 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\manife
st.fingerprint

unknown 66 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\manifest.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\manifest.json

unknown 1424 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\bg\messages.json

unknown 796 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\ca\messages.json

unknown 675 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\cs\messages.json

unknown 641 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\da\messages.json

unknown 624 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\de\messages.json

unknown 651 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\el\messages.json

unknown 787 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\en\messages.json

unknown 593 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\en_GB\messages.json

unknown 593 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\es_419\messages.json

unknown 637 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\et\messages.json

unknown 595 success or wait 1 AE499D ReadFile
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\es\messages.json

unknown 661 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\fi\messages.json

unknown 647 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\fil\messages.json

unknown 658 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\fr\messages.json

unknown 677 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\hi\messages.json

unknown 835 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\hr\messages.json

unknown 618 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\hu\messages.json

unknown 683 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\id\messages.json

unknown 604 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\it\messages.json

unknown 603 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\ja\messages.json

unknown 697 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\ko\messages.json

unknown 631 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\lt\messages.json

unknown 665 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\lv\messages.json

unknown 671 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\nb\messages.json

unknown 624 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\nl\messages.json

unknown 615 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\pl\messages.json

unknown 636 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\pt_BR\messages.json

unknown 636 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\ro\messages.json

unknown 641 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\pt_PT\messages.json

unknown 622 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\ru\messages.json

unknown 744 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\sk\messages.json

unknown 647 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\sl\messages.json

unknown 617 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\sr\messages.json

unknown 743 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\sv\messages.json

unknown 630 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\th\messages.json

unknown 945 success or wait 1 AE499D ReadFile
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C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\tr\messages.json

unknown 631 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\uk\messages.json

unknown 720 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\vi\messages.json

unknown 695 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metad
ata\computed_hashes.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\zh_CN\messages.json

unknown 595 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_local
es\zh_TW\messages.json

unknown 634 success or wait 1 AE499D ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metad
ata\computed_hashes.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metad
ata\verified_contents.json

unknown 1064 success or wait 1 AE4E85 ReadFile

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\
Extensions\nmmhkkegccagdldgiimedpiccmgmieda\1.0.0.6_0\_metad
ata\verified_contents.json

unknown 1064 success or wait 1 AE4E85 ReadFile
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