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General
Analysis Process: explorer.exePID: 3452, Parent PID: 5540

General
File Activities

File Created
File Deleted
File Written
File Read

Analysis Process: uucbfdtPID: 5820, Parent PID: 1064
General

Analysis Process: 37F1.exePID: 1760, Parent PID: 3452
General
File Activities

File Created
File Read

Analysis Process: 405E.exePID: 3244, Parent PID: 3452
General

Analysis Process: 45DE.exePID: 5516, Parent PID: 3452
General

Analysis Process: 49F6.exePID: 1324, Parent PID: 3452
General

Analysis Process: regsvr32.exePID: 1276, Parent PID: 3452
General
File Activities

File Read
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General
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General
File Activities

File Created
File Deleted
File Written
File Read
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File Created
File Deleted
File Written
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General
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Windows Analysis Report 
file.exe

Overview

General Information
Sample 
Name:

file.exe

Analysis ID: 736968

MD5: 4bb5c0ed18f4b7…

SHA1: e0e02b31d3ad2e…

SHA256: 418d9b6e1fc560…

Tags: exe

Infos:

Detection

CryptOne, Djvu,
RedLine, SmokeLoader,

VidarScore: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Yara detected RedLine Stealer

Detected unpacking (overwrites its o…

Yara detected CryptOne packer

Yara detected SmokeLoader

System process connects to networ…

Detected unpacking (changes PE se…

Antivirus detection for URL or domain

Snort IDS alert for network traffic

Multi AV Scanner detection for subm…

Benign windows process drops PE f…

Malicious sample detected (through…

Yara detected Djvu Ransomware

Yara detected Vidar stealer

Multi AV Scanner detection for drop…

Tries to steal Mail credentials (via fi…

Maps a DLL or memory area into an…

Tries to detect sandboxes and other…

Machine Learning detection for sam…

Injects a PE file into a foreign proce…

Deletes itself after installation

Creates a thread in another existing…

Hides that the sample has been dow…

Found many strings related to Crypt…

Checks if the current machine is a v…

Tries to harvest and steal browser in…

Writes to foreign memory regions

Tries to steal Crypto Currency Walle…

Tries to harvest and steal Putty / W…

Checks for kernel code integrity (NtQ…

Injects code into the Windows Explo…

Machine Learning detection for drop…

C2 URLs / IPs found in malware con…

Antivirus or Machine Learning detec…

Drops PE files to the application pro…

One or more processes crash

Contains functionality to query local…

May sleep (evasive loops) to hinder…

Uses code obfuscation techniques (…

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

file.exe (PID: 5540 cmdline: C:\Users\user\Desktop\file.exe MD5: 4BB5C0ED18F4B7AE33BA272EAE17ABF2)
explorer.exe (PID: 3452 cmdline: C:\Windows\Explorer.EXE MD5: AD5296B280E8F522A8A897C96BAB0E1D)

37F1.exe (PID: 1760 cmdline: C:\Users\user\AppData\Local\Temp\37F1.exe MD5: 20FC27E56AEB4D8031E8952F5C367565)
405E.exe (PID: 3244 cmdline: C:\Users\user\AppData\Local\Temp\405E.exe MD5: ABC4A016ED52C530C02FCFA8D5AC2506)
45DE.exe (PID: 5516 cmdline: C:\Users\user\AppData\Local\Temp\45DE.exe MD5: C5634D306EEA15EE3D6364A09276C1DD)

WerFault.exe (PID: 5348 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 5516 -s 520  MD5: 9E2B8ACAD48ECCA55C0230D63623661B)
49F6.exe (PID: 1324 cmdline: C:\Users\user\AppData\Local\Temp\49F6.exe MD5: 173E29DB800C6C004EAF258921B9C73B)

WerFault.exe (PID: 4600 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 1324 -s 520  MD5: 9E2B8ACAD48ECCA55C0230D63623661B)
regsvr32.exe (PID: 1276 cmdline: regsvr32 /s C:\Users\user\AppData\Local\Temp\509E.dll MD5: D78B75FC68247E8A63ACBA846182740E)

regsvr32.exe (PID: 1332 cmdline: /s C:\Users\user\AppData\Local\Temp\509E.dll MD5: 426E7499F6A7346F0410DEAD0805586B)
5487.exe (PID: 1272 cmdline: C:\Users\user\AppData\Local\Temp\5487.exe MD5: ADF28F31EED0074753479AC51AF789C9)

cmd.exe (PID: 5960 cmdline: "C:\Windows\System32\cmd.exe" /c timeout /t 6 & del /f /q "C:\Users\user\AppData\Local\Temp\5487.exe" & exit MD5:
F3BDBE3BB6F734E357235F4D5898582D)

conhost.exe (PID: 5936 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
timeout.exe (PID: 3432 cmdline: timeout /t 6 MD5: 121A4EDAE60A7AF6F5DFA82F7BB95659)

5999.exe (PID: 1244 cmdline: C:\Users\user\AppData\Local\Temp\5999.exe MD5: 4128ACBEDEE976974A7F0C08272C33BC)
5999.exe (PID: 4888 cmdline: C:\Users\user\AppData\Local\Temp\5999.exe MD5: 4128ACBEDEE976974A7F0C08272C33BC)

explorer.exe (PID: 5220 cmdline: C:\Windows\SysWOW64\explorer.exe MD5: 166AB1B9462E5C1D6D18EC5EC0B6A5F7)
explorer.exe (PID: 3572 cmdline: C:\Windows\explorer.exe MD5: AD5296B280E8F522A8A897C96BAB0E1D)

uucbfdt (PID: 5820 cmdline: C:\Users\user\AppData\Roaming\uucbfdt MD5: 4BB5C0ED18F4B7AE33BA272EAE17ABF2)
gecbfdt (PID: 1100 cmdline: C:\Users\user\AppData\Roaming\gecbfdt MD5: ABC4A016ED52C530C02FCFA8D5AC2506)

WerFault.exe (PID: 5544 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 1100 -s 520  MD5: 9E2B8ACAD48ECCA55C0230D63623661B)
cleanup

{

  "Download URLs": [

    "http://uaery.top/dl/build2.exe",

    "http://fresherlights.com/files/1/build3.exe"

Process Tree

Malware Configuration

Threatname: Djvu
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    "http://fresherlights.com/files/1/build3.exe"

  ],

  "C2 url": "http://fresherlights.com/lancer/get.php",

  "Ransom note file": "_readme.txt",

  "Ransom note": "ATTENTION!\r\n\r\nDon't worry, you can return all your files!\r\nAll your files like pictures, databases, documents and other important are encrypted with 

strongest encryption and unique key.\r\nThe only method of recovering files is to purchase decrypt tool and unique key for you.\r\nThis software will decrypt all your encrypted 

files.\r\nWhat guarantees you have?\r\nYou can send one of your encrypted file from your PC and we decrypt it for free.\r\nBut we can decrypt only 1 file for free. File must not 

contain valuable information.\r\nYou can get and look video overview decrypt tool:\r\nhttps://we.tl/t-dyi5UcwIT9\r\nPrice of private key and decrypt software is 

$980.\r\nDiscount 50% available if you contact us first 72 hours, that's price for you is $490.\r\nPlease note that you'll never restore your data without payment.\r\nCheck your 

e-mail \"Spam\" or \"Junk\" folder if you don't get answer more than 6 hours.\r\n\r\n\r\nTo get this software you need write on our e-

mail:\r\nsupport@fishmail.top\r\n\r\nReserve e-mail address to contact us:\r\ndatarestorehelp@airmail.cc\r\n\r\nYour personal ID:\r\n0597Jhyjd",

  "Ignore Files": [

    "ntuser.dat",

    "ntuser.dat.LOG1",

    "ntuser.dat.LOG2",

    "ntuser.pol",

    ".sys",

    ".ini",

    ".DLL",

    ".dll",

    ".blf",

    ".bat",

    ".lnk",

    ".regtrans-ms",

    "C:\\SystemID\\",

    "C:\\Users\\Default User\\",

    "C:\\Users\\Public\\",

    "C:\\Users\\All Users\\",

    "C:\\Users\\Default\\",

    "C:\\Documents and Settings\\",

    "C:\\ProgramData\\",

    "C:\\Recovery\\",

    "C:\\System Volume Information\\",

    "C:\\Users\\%username%\\AppData\\Roaming\\",

    "C:\\Users\\%username%\\AppData\\Local\\",

    "C:\\Windows\\",

    "C:\\PerfLogs\\",

    "C:\\ProgramData\\Microsoft\\",

    "C:\\ProgramData\\Package Cache\\",

    "C:\\Users\\Public\\",

    "C:\\$Recycle.Bin\\",

    "C:\\$WINDOWS.~BT\\",

    "C:\\dell\\",

    "C:\\Intel\\",

    "C:\\MSOCache\\",

    "C:\\Program Files\\",

    "C:\\Program Files (x86)\\",

    "C:\\Games\\",

    "C:\\Windows.old\\",

    "D:\\Users\\%username%\\AppData\\Roaming\\",

    "D:\\Users\\%username%\\AppData\\Local\\",

    "D:\\Windows\\",

    "D:\\PerfLogs\\",

    "D:\\ProgramData\\Desktop\\",

    "D:\\ProgramData\\Microsoft\\",

    "D:\\ProgramData\\Package Cache\\",

    "D:\\Users\\Public\\",

    "D:\\$Recycle.Bin\\",

    "D:\\$WINDOWS.~BT\\",

    "D:\\dell\\",

    "D:\\Intel\\",

    "D:\\MSOCache\\",

    "D:\\Program Files\\",

    "D:\\Program Files (x86)\\",

    "D:\\Games\\",

    "E:\\Users\\%username%\\AppData\\Roaming\\",

    "E:\\Users\\%username%\\AppData\\Local\\",

    "E:\\Windows\\",

    "E:\\PerfLogs\\",

    "E:\\ProgramData\\Desktop\\",

    "E:\\ProgramData\\Microsoft\\",

    "E:\\ProgramData\\Package Cache\\",

    "E:\\Users\\Public\\",

    "E:\\$Recycle.Bin\\",

    "E:\\$WINDOWS.~BT\\",

    "E:\\dell\\",

    "E:\\Intel\\",

    "E:\\MSOCache\\",

    "E:\\Program Files\\",

    "E:\\Program Files (x86)\\",

    "E:\\Games\\",

    "F:\\Users\\%username%\\AppData\\Roaming\\",

    "F:\\Users\\%username%\\AppData\\Local\\",

    "F:\\Windows\\",

    "F:\\PerfLogs\\",

    "F:\\ProgramData\\Desktop\\",

    "F:\\ProgramData\\Microsoft\\",

    "F:\\Users\\Public\\",

    "F:\\$Recycle.Bin\\",

    "F:\\$WINDOWS.~BT\\",

    "F:\\dell\\",

    "F:\\Intel\\"
Copyright Joe Security LLC 2022 Page 6 of 66



    "F:\\Intel\\"

  ],

  "Public Key": "-----BEGIN PUBLIC KEY-----

\\\\nMIIBIjANBgkqhkiG9w0BAQEFAAOCAQ8AMIIBCgKCAQEAl4vKVxPlvsnqzFmOtApr\\\\nPDoEZeIQxPLPwmXjNinTlraVIIr80Yx0cF+Uq24WBSBwVOmpVj\\/QxFE5d\\/JmMbH5\\\\nmZulvDo5gMb3LZo2TdKESrcW5rxaJh

T43Ci3ZxI9xv3eHlVFDg++1kJVFlWQEqkK\\\\ndMgUflyDA8AUZPasbxao4WT6qaAQ3nhR0mmwSTaJ14dKHH5zFpIjzznofpoyVrv\\/\\\\n7YvHzq4vkGtylJaPNG9QGPnukRttjC1Xo\\/cT5UO7NMhpcYt14fjanIvb9Y0F6Ur0\

\\\nMweM7exj7iPD70TSc5\\/itT9B+jKKTQH2+UbPKMo+cjuCgwu3E1Wvpx4cHoIIEzAA\\\\nmQIDAQAB\\\\n-----END PUBLIC KEY-----"

}

{

  "C2 url": "78.153.144.3:2510",

  "Bot Id": "slovarik1btc",

  "Authorization Header": "69236173f96390de00bb5a5120a1f3a0"

}

{

  "C2 list": [

    "http://hulimudulinu.net/",

    "http://stalnnuytyt.org/",

    "http://gulutina49org.org/",

    "http://furubujjul.net/",

    "http://starvestitibo.org/",

    "http://liubertiyyyul.net/",

    "http://bururutu44org.org/",

    "http://youyouumenia5.org/",

    "http://nvulukuluir.net/",

    "http://nuluitnulo.me/",

    "http://guluiiiimnstra.net/"

  ]

}

Source Rule Description Author Strings

0000001E.00000000.510855251.00000000008D8000.00000
040.00000020.00020000.00000000.sdmp

Windows_Trojan_
RedLineStealer_ed
346e4c

unknown unknown 0x4cba:$a: 55 8B EC 8B 45 14 56 57 8B 7D 08 33 F6 89 
47 0C 39 75 10 76 15 8B

00000012.00000002.515243787.0000000002355000.00000
004.00000020.00020000.00000000.sdmp

JoeSecurity_Crede
ntialStealer

Yara detected 
Credential Stealer

Joe Security

00000000.00000002.356712809.0000000000710000.00000
004.00000800.00020000.00000000.sdmp

JoeSecurity_Smok
eLoader_2

Yara detected 
SmokeLoader

Joe Security

00000000.00000002.356712809.0000000000710000.00000
004.00000800.00020000.00000000.sdmp

Windows_Trojan_
Smokeloader_4e3
1426e

unknown unknown 0x7d4:$a: 5B 81 EB 34 10 00 00 6A 30 58 64 8B 00 8B 4
0 0C 8B 40 1C 8B 40 08 89 85 C0

0000001E.00000003.505978851.0000000000710000.00000
004.00001000.00020000.00000000.sdmp

JoeSecurity_Smok
eLoader_2

Yara detected 
SmokeLoader

Joe Security

Click to see the 92 entries

Source Rule Description Author Strings

11.3.uucbfdt.720000.0.raw.unpack JoeSecurity_Smok
eLoader_2

Yara detected 
SmokeLoader

Joe Security

0.2.file.exe.700e67.1.raw.unpack JoeSecurity_Smok
eLoader_2

Yara detected 
SmokeLoader

Joe Security

30.0.gecbfdt.700e67.2.raw.unpack JoeSecurity_Smok
eLoader_2

Yara detected 
SmokeLoader

Joe Security

11.2.uucbfdt.400000.0.unpack JoeSecurity_Smok
eLoader_2

Yara detected 
SmokeLoader

Joe Security

12.2.37F1.exe.4a8b076.2.unpack JoeSecurity_RedLi
ne

Yara detected 
RedLine Stealer

Joe Security

Click to see the 120 entries

Threatname: RedLine

Threatname: SmokeLoader

Yara Signatures

Memory Dumps

Unpacked PEs

Sigma Signatures
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AV Detection

Compliance

Networking

Key, Mouse, Clipboard, Microphone and Screen Capturing

Spam, unwanted Advertisements and Ransom Demands

System Summary

Data Obfuscation

Hooking and other Techniques for Hiding and Protection

⊘ No Sigma rule has matched

Timestamp: 192.168.2.6185.174.137.7049705802018581 11/03/22-12:46:51.239510

SID: 2018581

Source Port: 49705

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

Snort Signatures
ET TROJAN Single char EXE direct download likely trojan (multiple families) - Source IP: 192.168.2.6 - Destination IP: 185.174.137.70

Joe Sandbox Signatures

Antivirus detection for URL or domain

Multi AV Scanner detection for submitted file

Multi AV Scanner detection for dropped file

Machine Learning detection for sample

Machine Learning detection for dropped file

Detected unpacking (overwrites its own PE header)

System process connects to network (likely due to code injection or exploit)

Snort IDS alert for network traffic

C2 URLs / IPs found in malware configuration

Yara detected SmokeLoader

Yara detected Djvu Ransomware

Malicious sample detected (through community Yara rule)

Detected unpacking (overwrites its own PE header)

Detected unpacking (changes PE section rights)
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Malware Analysis System Evasion

Anti Debugging

HIPS / PFW / Operating System Protection Evasion

Stealing of Sensitive Information

Remote Access Functionality

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

Valid
Accounts

2
Native API

1
DLL Side-
Loading

1
DLL Side-
Loading

1
Disable or
Modify
Tools

1
OS
Credential
Dumping

1
System
Time
Discovery

Remote
Services

1
Archive
Collected
Data

Exfiltration
Over Other
Network
Medium

1 4
Ingress
Tool
Transfer

Eavesdrop
on Insecure
Network
Communic
ation

Remotely
Track
Device
Without
Authorizati
on

Modify
System
Partition

Deletes itself after installation

Hides that the sample has been downloaded from the Internet (zone.identifier)

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Checks if the current machine is a virtual machine (disk enumeration)

Checks for kernel code integrity (NtQuerySystemInformation(CodeIntegrityInformation))

System process connects to network (likely due to code injection or exploit)

Benign windows process drops PE files

Maps a DLL or memory area into another process

Injects a PE file into a foreign processes

Creates a thread in another existing process (thread injection)

Writes to foreign memory regions

Injects code into the Windows Explorer (explorer.exe)

Yara detected RedLine Stealer

Yara detected CryptOne packer

Yara detected SmokeLoader

Yara detected Vidar stealer

Tries to steal Mail credentials (via file / registry access)

Found many strings related to Crypto-Wallets (likely being stolen)

Tries to harvest and steal browser information (history, passwords, etc)

Tries to steal Crypto Currency Wallets

Tries to harvest and steal Putty / WinSCP information (sessions, passwords, etc)

Yara detected RedLine Stealer

Yara detected CryptOne packer

Yara detected SmokeLoader

Yara detected Vidar stealer

Mitre Att&ck Matrix
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Default
Accounts

1
Exploitation
for Client
Execution

Boot or
Logon
Initializatio
n Scripts

6 1 2
Process
Injection

1
Deobfuscat
e/Decode
Files or
Information

1
Input
Capture

2
File and
Directory
Discovery

Remote
Desktop
Protocol

3
Data from
Local
System

Exfiltration
Over
Bluetooth

1 1
Encrypted
Channel

Exploit SS7
to Redirect
Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Domain
Accounts

2
Command
and
Scripting
Interpreter

Logon
Script
(Windows)

Logon
Script
(Windows)

2
Obfuscated
Files or
Information

1
Credentials
in Registry

4 5
System
Information
Discovery

SMB/Wind
ows Admin
Shares

1
Email
Collection

Automated
Exfiltration

5
Non-
Application
Layer
Protocol

Exploit SS7
to Track
Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Local
Accounts

At
(Windows)

Logon
Script
(Mac)

Logon
Script
(Mac)

2 1
Software
Packing
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Behavior Graph

ID: 736968

Sample: file.exe
Startdate: 03/11/2022
Architecture: WINDOWS
Score: 100

o3npxslymcyfi2.com o3b1wk8sfk74tf.com

Snort IDS alert for
network traffic

Malicious sample detected
(through community Yara

rule)
Antivirus detection
for URL or domain 12 other signatures

file.exe

        started       

uucbfdt

        started       

gecbfdt

        started       

Detected unpacking (changes
PE section rights)

Checks for kernel code
integrity (NtQuerySystemInformation(CodeIntegrityInformation))

Maps a DLL or memory
area into another process

Creates a thread in
another existing process

(thread injection)

explorer.exe

18

injected Multi AV Scanner detection
for dropped file

Machine Learning detection
for dropped file

Checks if the current
machine is a virtual

machine (disk enumeration)

WerFault.exe

        started       

185.174.137.70, 49705, 80

SUPERSERVERSDATACENTERRU
Russian Federation

o3zxuhcc4hl9mi.com

87.251.79.105, 49714, 49715, 49716

RISS-ASRU
Russian Federation

5 other IPs or domains

C:\Users\user\AppData\Roaming\uucbfdt, PE32

dropped

C:\Users\user\AppData\Roaming\gecbfdt, PE32

dropped

C:\Users\user\AppData\Local\Temp\5999.exe, PE32

dropped

7 other malicious files

dropped

System process connects
to network (likely due
to code injection or

exploit)

Benign windows process
drops PE files

Injects code into the
Windows Explorer (explorer.exe) 3 other signatures

405E.exe

        started       

5487.exe

20

        started       

explorer.exe

6

        started       

6 other processes

Multi AV Scanner detection
for dropped file

Detected unpacking (changes
PE section rights)

Machine Learning detection
for dropped file 4 other signatures

t.me

149.154.167.99, 443, 49707
TELEGRAMRU

United Kingdom

95.217.246.41, 49708, 80
HETZNER-ASDE

Germany

C:\ProgramData\sqlite3.dll, PE32

dropped

Tries to harvest and
steal Putty / WinSCP

information (sessions,
passwords, etc)

Tries to harvest and
steal browser information

(history, passwords,
etc)

Tries to steal Crypto
Currency Wallets

cmd.exe

        started       

starvestitibo.org

System process connects
to network (likely due
to code injection or

exploit)

Tries to steal Mail
credentials (via file
/ registry access)

Detected unpacking (overwrites
its own PE header)

Injects a PE file into
a foreign processes

5999.exe

        started       

WerFault.exe

        started       

regsvr32.exe

        started       

WerFault.exe

        started       

conhost.exe

        started       

timeout.exe

        started       

api.2ip.ua

162.0.217.254, 443, 49713
ACPCA

Canada

192.168.2.1
unknown

unknown

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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Source Detection Scanner Label Link

file.exe 36% Virustotal Browse

file.exe 100% Joe Sandbox ML

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Temp\405E.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\5999.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Roaming\gecbfdt 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\45DE.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\509E.dll 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\49F6.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\5487.exe 100% Joe Sandbox ML

C:\Users\user\AppData\Roaming\uucbfdt 100% Joe Sandbox ML

C:\Users\user\AppData\Local\Temp\37F1.exe 100% Joe Sandbox ML

C:\ProgramData\sqlite3.dll 0% ReversingLabs

C:\ProgramData\sqlite3.dll 0% Metadefender Browse

C:\Users\user\AppData\Local\Temp\37F1.exe 50% ReversingLabs Win32.Trojan.BotX

C:\Users\user\AppData\Local\Temp\405E.exe 38% ReversingLabs Win32.Trojan.Gene
ric

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files
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C:\Users\user\AppData\Local\Temp\49F6.exe 42% ReversingLabs Win32.Backdoor.M
okes

C:\Users\user\AppData\Local\Temp\509E.dll 38% ReversingLabs Win32.Trojan.Fragt
or

C:\Users\user\AppData\Local\Temp\5487.exe 41% ReversingLabs Win32.Infostealer.
Bandra

C:\Users\user\AppData\Roaming\gecbfdt 38% ReversingLabs Win32.Trojan.Gene
ric

C:\Users\user\AppData\Roaming\uucbfdt 39% ReversingLabs Win32.Backdoor.C
onvagent

Source Detection Scanner Label Link

Source Detection Scanner Label Link Download

13.3.405E.exe.820000.0.unpack 100% Avira TR/Crypt.XPAC
K.Gen

30.0.gecbfdt.700e67.4.unpack 100% Avira TR/Crypt.XPAC
K.Gen

18.2.5487.exe.890e67.1.unpack 100% Avira TR/Patched.Ren
.Gen

14.2.45DE.exe.400000.0.unpack 100% Avira TR/Crypt.XPAC
K.Gen

30.0.gecbfdt.700e67.2.unpack 100% Avira TR/Crypt.XPAC
K.Gen

30.2.gecbfdt.700e67.1.unpack 100% Avira TR/Crypt.XPAC
K.Gen

18.3.5487.exe.8f0000.0.unpack 100% Avira TR/Patched.Ren
.Gen

14.0.45DE.exe.400000.6.unpack 100% Avira TR/Crypt.XPAC
K.Gen

15.3.49F6.exe.7e0000.0.unpack 100% Avira TR/Crypt.XPAC
K.Gen

15.0.49F6.exe.7d0e67.5.unpack 100% Avira TR/Crypt.XPAC
K.Gen

11.2.uucbfdt.400000.0.unpack 100% Avira TR/Crypt.XPAC
K.Gen

13.2.405E.exe.810e67.1.unpack 100% Avira TR/Crypt.XPAC
K.Gen

15.0.49F6.exe.400000.6.unpack 100% Avira TR/Crypt.XPAC
K.Gen

17.2.regsvr32.exe.400000.0.unpack 100% Avira HEUR/AGEN.12
32827

30.2.gecbfdt.400000.0.unpack 100% Avira TR/Crypt.XPAC
K.Gen

30.0.gecbfdt.400000.0.unpack 100% Avira TR/Crypt.ZPACK
.Gen

30.3.gecbfdt.710000.0.unpack 100% Avira TR/Crypt.XPAC
K.Gen

14.2.45DE.exe.700e67.1.unpack 100% Avira TR/Crypt.XPAC
K.Gen

0.3.file.exe.710000.0.unpack 100% Avira TR/Crypt.XPAC
K.Gen

15.0.49F6.exe.400000.3.unpack 100% Avira TR/Crypt.ZPACK
.Gen

0.2.file.exe.700e67.1.unpack 100% Avira TR/Crypt.XPAC
K.Gen

30.0.gecbfdt.400000.3.unpack 100% Avira TR/Crypt.XPAC
K.Gen

17.2.regsvr32.exe.4ff0184.1.unpack 100% Avira TR/Kazy.415923
6

15.2.49F6.exe.400000.0.unpack 100% Avira TR/Crypt.XPAC
K.Gen

15.2.49F6.exe.7d0e67.1.unpack 100% Avira TR/Crypt.XPAC
K.Gen

30.0.gecbfdt.400000.1.unpack 100% Avira TR/Crypt.XPAC
K.Gen

15.0.49F6.exe.400000.0.unpack 100% Avira TR/Crypt.ZPACK
.Gen

25.2.5999.exe.400000.0.unpack 100% Avira HEUR/AGEN.12
23627

Unpacked PE Files

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File
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14.3.45DE.exe.710000.0.unpack 100% Avira TR/Crypt.XPAC
K.Gen

0.2.file.exe.400000.0.unpack 100% Avira TR/Crypt.XPAC
K.Gen

15.0.49F6.exe.400000.2.unpack 100% Avira TR/Crypt.ZPACK
.Gen

14.0.45DE.exe.400000.4.unpack 100% Avira TR/Crypt.XPAC
K.Gen

15.0.49F6.exe.7d0e67.7.unpack 100% Avira TR/Crypt.XPAC
K.Gen

17.2.regsvr32.exe.52c0000.3.unpack 100% Avira HEUR/AGEN.12
15470

15.0.49F6.exe.400000.4.unpack 100% Avira TR/Crypt.XPAC
K.Gen

14.0.45DE.exe.700e67.7.unpack 100% Avira TR/Crypt.XPAC
K.Gen

11.3.uucbfdt.720000.0.unpack 100% Avira TR/Crypt.XPAC
K.Gen

11.2.uucbfdt.710e67.1.unpack 100% Avira TR/Crypt.XPAC
K.Gen

13.2.405E.exe.400000.0.unpack 100% Avira TR/Crypt.XPAC
K.Gen

15.0.49F6.exe.400000.1.unpack 100% Avira TR/Crypt.ZPACK
.Gen

14.0.45DE.exe.700e67.5.unpack 100% Avira TR/Crypt.XPAC
K.Gen

Source Detection Scanner Label Link Download

Source Detection Scanner Label Link

o3l3roozuidudu.com 1% Virustotal Browse

o3b1wk8sfk74tf.com 2% Virustotal Browse

shingroup.com 2% Virustotal Browse

Source Detection Scanner Label Link

tempuri.org/Entity/Id12Response 0% URL Reputation safe

tempuri.org/ 0% URL Reputation safe

tempuri.org/Entity/Id2Response 0% URL Reputation safe

tempuri.org/Entity/Id21Response 0% URL Reputation safe

tempuri.org/Entity/Id9 0% URL Reputation safe

tempuri.org/Entity/Id8 0% URL Reputation safe

tempuri.org/Entity/Id5 0% URL Reputation safe

hulimudulinu.net/ 0% URL Reputation safe

hulimudulinu.net/ 0% URL Reputation safe

tempuri.org/Entity/Id4 0% URL Reputation safe

tempuri.org/Entity/Id7 0% URL Reputation safe

tempuri.org/Entity/Id6 0% URL Reputation safe

tempuri.org/Entity/Id19Response 0% URL Reputation safe

stalnnuytyt.org/ 0% URL Reputation safe

95.217.27.155:80hello0bad 0% Avira URL Cloud safe

tempuri.org/Entity/Id15Response 0% URL Reputation safe

tempuri.org/Entity/Id15Response 0% URL Reputation safe

tempuri.org/Entity/Id6Response 0% URL Reputation safe

https://api.ip.sb/ip 0% URL Reputation safe

tempuri.org/Entity/Id9Response 0% URL Reputation safe

https://c.im/ 0% URL Reputation safe

tempuri.org/Entity/Id20 0% URL Reputation safe

tempuri.org/Entity/Id21 0% URL Reputation safe

tempuri.org/Entity/Id22 0% URL Reputation safe

tempuri.org/Entity/Id23 0% URL Reputation safe

liubertiyyyul.net/ 0% URL Reputation safe

tempuri.org/Entity/Id24 0% URL Reputation safe

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Download File

Domains

URLs
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tempuri.org/Entity/Id24Response 0% URL Reputation safe

tempuri.org/Entity/Id1Response 0% URL Reputation safe

guluiiiimnstra.net/ 0% URL Reputation safe

tempuri.org/Entity/ 0% URL Reputation safe

95.217.246.41:80/815243149147.zipz 100% Avira URL Cloud malware

gulutina49org.org/ 0% URL Reputation safe

tempuri.org/Entity/Id10 0% URL Reputation safe

tempuri.org/Entity/Id11 0% URL Reputation safe

tempuri.org/Entity/Id12 0% URL Reputation safe

tempuri.org/Entity/Id16Response 0% URL Reputation safe

tempuri.org/Entity/Id13 0% URL Reputation safe

tempuri.org/Entity/Id14 0% URL Reputation safe

95.217.246.41:80/815243149147.zip 100% Avira URL Cloud malware

95.217.246.41/1752 100% Avira URL Cloud malware

95.217.246.41/ 100% Avira URL Cloud malware

tempuri.org/Entity/Id15 0% URL Reputation safe

78.153.144.3:2510 100% Avira URL Cloud malware

o365.217.246.41/ 0% Avira URL Cloud safe

185.174.137.70/s.exe 100% Avira URL Cloud malware

95.217.246.41:80 100% Avira URL Cloud malware

tempuri.org/Entity/Id16 0% URL Reputation safe

tempuri.org/Entity/Id17 0% URL Reputation safe

tempuri.org/Entity/Id18 0% URL Reputation safe

tempuri.org/Entity/Id5Response 0% URL Reputation safe

tempuri.org/Entity/Id19 0% URL Reputation safe

tempuri.org/Entity/Id10Response 0% URL Reputation safe

tempuri.org/Entity/Id8Response 0% URL Reputation safe

ocsp.sectigo.com0 0% URL Reputation safe

tempuri.org/Entity/Id23Response 0% URL Reputation safe

tempuri.org/Entity/Id17Response 0% URL Reputation safe

starvestitibo.org/Mozilla/5.0 100% URL Reputation malware

tempuri.org/Entity/Id20Response 0% URL Reputation safe

starvestitibo.org/ 0% URL Reputation safe

tempuri.org/Entity/Id13Response 0% URL Reputation safe

tempuri.org/Entity/Id4Response 0% URL Reputation safe

https://sectigo.com/CPS0 0% URL Reputation safe

tempuri.org/Entity/Id7Response 0% URL Reputation safe

nuluitnulo.me/ 0% URL Reputation safe

tempuri.org/Entity/Id11Response 0% URL Reputation safe

bururutu44org.org/ 0% URL Reputation safe

tempuri.org/Entity/Id22Response 0% URL Reputation safe

nvulukuluir.net/ 0% URL Reputation safe

furubujjul.net/ 0% URL Reputation safe

youyouumenia5.org/ 0% URL Reputation safe

tempuri.org/Entity/Id1 0% URL Reputation safe

https://ns1.kriston.ugns2.chalekin.ugns3.unalelath.ugns4.andromath.ug/Error 0% Avira URL Cloud safe

95.217.246.41/815243149147.zip 100% Avira URL Cloud malware

95.217.246.41/m 100% Avira URL Cloud malware

95.217.27.155:80 100% Avira URL Cloud malware

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

o3l3roozuidudu.com 87.251.79.105 true true 1%, Virustotal, Browse unknown

o3b1wk8sfk74tf.com 87.251.79.105 true false 2%, Virustotal, Browse unknown

Domains and IPs

Contacted Domains
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shingroup.com 185.220.204.64 true true 2%, Virustotal, Browse unknown

t.me 149.154.167.99 true false high

o3npxslymcyfi2.com 87.251.79.105 true false high

api.2ip.ua 162.0.217.254 true false high

o36fafs3sn6xou.com 87.251.79.105 true false high

furubujjul.net 91.195.240.101 true false high

starvestitibo.org 193.106.191.15 true false high

o3zxuhcc4hl9mi.com 87.251.79.105 true false high

Name IP Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

hulimudulinu.net/ true URL Reputation: safe
URL Reputation: safe

unknown

stalnnuytyt.org/ true URL Reputation: safe unknown

95.217.246.41/1752 true Avira URL Cloud: malware unknown

185.174.137.70/s.exe true Avira URL Cloud: malware unknown

liubertiyyyul.net/ true URL Reputation: safe unknown

78.153.144.3:2510 true Avira URL Cloud: malware unknown

guluiiiimnstra.net/ true URL Reputation: safe unknown

95.217.246.41/ true Avira URL Cloud: malware unknown

gulutina49org.org/ true URL Reputation: safe unknown

starvestitibo.org/ true URL Reputation: safe unknown

https://t.me/truemansho false high

nuluitnulo.me/ true URL Reputation: safe unknown

95.217.246.41/815243149147.zip true Avira URL Cloud: malware unknown

bururutu44org.org/ true URL Reputation: safe unknown

nvulukuluir.net/ true URL Reputation: safe unknown

furubujjul.net/ true URL Reputation: safe unknown

https://api.2ip.ua/geo.json false high

youyouumenia5.org/ true URL Reputation: safe unknown

Name Source Malicious Antivirus Detection Reputation

https://duckduckgo.com/chrome_newtab 58104588985205123450110019.18.dr, 561C.t
mp.20.dr, 48699315731429539716450555.18.dr

false high

https://duckduckgo.com/ac/?q= 48699315731429539716450555.18.dr false high

tempuri.org/Entity/Id12Response 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

95.217.27.155:80hello0bad 5487.exe, 00000012.00000002.511826941.00
00000000890000.00000040.00001000.0002000
0.00000000.sdmp, 5487.exe, 00000012.0000
0002.509467552.0000000000400000.00000040
.00000001.01000000.0000000D.sdmp, 5487.exe, 
00000012.00000003.421456756.00000000
008F0000.00000004.00001000.00020000.0000
0000.sdmp

false Avira URL Cloud: safe low

tempuri.org/ 37F1.exe, 0000000C.00000002.548078417.00
00000004FB6000.00000004.00000800.0002000
0.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id2Response 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id21Response 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id9 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

Contacted URLs

URLs from Memory and Binaries
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tempuri.org/Entity/Id8 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id5 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id4 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id7 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id6 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id19Response 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

schemas.xmlsoap.org/ws/2005/02/rm/TerminateSeque
nce

37F1.exe, 0000000C.00000002.548078417.00
00000004FB6000.00000004.00000800.0002000
0.00000000.sdmp

false high

tempuri.org/Entity/Id15Response 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe
URL Reputation: safe

unknown

tempuri.org/Entity/Id6Response 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

95.217.246.41:80 5487.exe, 00000012.00000003.444876306.00
00000000A1E000.00000004.00000020.0002000
0.00000000.sdmp

true Avira URL Cloud: malware unknown

95.217.246.41:80/815243149147.zipz 5487.exe, 00000012.00000002.509319814.00
0000000019C000.00000004.00000010.0002000
0.00000000.sdmp

true Avira URL Cloud: malware unknown

www.autoitscript.com/autoit3/J explorer.exe, 00000001.00000000.26770771
9.0000000000AC8000.00000004.00000020.000
20000.00000000.sdmp, explorer.exe, 00000
001.00000000.335250182.000000000F52A000.
00000004.00000001.00020000.00000000.sdmp, 
explorer.exe, 00000001.00000000.353966901.000000
0008442000.00000004.00000001.00020000.00
000000.sdmp, explorer.exe, 00000001.0000
0000.311720249.0000000000AC8000.00000004
.00000020.00020000.00000000.sdmp, explorer.exe, 
00000001.00000000.322805937.00000000084420
00.00000004.00000001.00020000.00000000.sdmp, 
explorer.exe, 00000001.00000000.340820239.000
0000000AC8000.00000004.00000020.00020000
.00000000.sdmp, explorer.exe, 00000001.0
0000000.280437833.0000000008442000.00000
004.00000001.00020000.00000000.sdmp, exp
lorer.exe, 00000001.00000000.298806313.0
00000000F52A000.00000004.00000001.000200
00.00000000.sdmp

false high

https://api.ip.sb/ip 37F1.exe, 0000000C.00000002.549799190.00
00000005F55000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.545785192.0000000004B70000.00000004
.08000000.00040000.00000000.sdmp, 37F1.exe, 
0000000C.00000002.544624082.00000000
04A4A000.00000004.00000800.00020000.0000
0000.sdmp, 37F1.exe, 0000000C.00000002.5
50663724.0000000007290000.00000004.08000
000.00040000.00000000.sdmp, 37F1.exe, 00
00000C.00000003.426623227.0000000002EB90
00.00000004.00000020.00020000.00000000.sdmp

false URL Reputation: safe unknown

Name Source Malicious Antivirus Detection Reputation
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tempuri.org/Entity/Id9Response 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

https://c.im/ 5487.exe, 00000012.00000002.511826941.00
00000000890000.00000040.00001000.0002000
0.00000000.sdmp, 5487.exe, 00000012.0000
0002.509467552.0000000000400000.00000040
.00000001.01000000.0000000D.sdmp, 5487.exe, 
00000012.00000003.421456756.00000000
008F0000.00000004.00001000.00020000.0000
0000.sdmp

false URL Reputation: safe unknown

https://duckduckgo.com/favicon.icohttps://duckduckgo.
com/?q=

48699315731429539716450555.18.dr false high

tempuri.org/Entity/Id20 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id21 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

o365.217.246.41/ 5487.exe, 00000012.00000002.514521211.00
00000000A04000.00000004.00000020.0002000
0.00000000.sdmp

false Avira URL Cloud: safe low

tempuri.org/Entity/Id22 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id23 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id24 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id24Response 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id1Response 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

https://search.yahoo.com/sugg/chrome?
output=fxjson&appid=crmas_sfp&command=

58104588985205123450110019.18.dr, 561C.t
mp.20.dr, 48699315731429539716450555.18.dr

false high

schemas.xmlsoap.org/ws/2005/02/rm/AckRequested
37F1.exe, 0000000C.00000002.548078417.00
00000004FB6000.00000004.00000800.0002000
0.00000000.sdmp

false high

tempuri.org/Entity/ 37F1.exe, 0000000C.00000002.548078417.00
00000004FB6000.00000004.00000800.0002000
0.00000000.sdmp

false URL Reputation: safe unknown

schemas.xmlsoap.org/ws/2004/08/addressing 37F1.exe, 0000000C.00000002.548078417.00
00000004FB6000.00000004.00000800.0002000
0.00000000.sdmp

false high

95.217.246.41:80/815243149147.zip 5487.exe, 00000012.00000002.509319814.00
0000000019C000.00000004.00000010.0002000
0.00000000.sdmp

true Avira URL Cloud: malware unknown

tempuri.org/Entity/Id10 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id11 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

Name Source Malicious Antivirus Detection Reputation
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tempuri.org/Entity/Id12 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id16Response 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id13 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id14 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id15 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id16 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id17 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id18 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id5Response 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id19 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

schemas.xmlsoap.org/ws/2005/05/identity/claims/dns
37F1.exe, 0000000C.00000002.548078417.00
00000004FB6000.00000004.00000800.0002000
0.00000000.sdmp

false high

https://t.me/truemanshohttps://c.im/ 5487.exe, 00000012.00000002.511826941.00
00000000890000.00000040.00001000.0002000
0.00000000.sdmp, 5487.exe, 00000012.0000
0002.509467552.0000000000400000.00000040
.00000001.01000000.0000000D.sdmp, 5487.exe, 
00000012.00000003.421456756.00000000
008F0000.00000004.00001000.00020000.0000
0000.sdmp

false high

tempuri.org/Entity/Id10Response 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

https://t.me/ 5487.exe, 00000012.00000002.513831568.00
000000009B3000.00000004.00000020.0002000
0.00000000.sdmp

false high

95.217.246.41/m 5487.exe, 00000012.00000002.513831568.00
000000009B3000.00000004.00000020.0002000
0.00000000.sdmp

true Avira URL Cloud: malware unknown

schemas.xmlsoap.org/ws/2005/02/rm8D 37F1.exe, 0000000C.00000002.548078417.00
00000004FB6000.00000004.00000800.0002000
0.00000000.sdmp

false high

tempuri.org/Entity/Id8Response 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

Name Source Malicious Antivirus Detection Reputation
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ocsp.sectigo.com0 509E.dll.1.dr false URL Reputation: safe unknown

https://web.telegram.org 5487.exe, 00000012.00000002.521075349.00
0000001AE50000.00000004.00000800.0002000
0.00000000.sdmp

false high

schemas.xmlsoap.org/soap/envelope/ 37F1.exe, 0000000C.00000002.548078417.00
00000004FB6000.00000004.00000800.0002000
0.00000000.sdmp

false high

https://search.yahoo.com?fr=crmas_sfpf 58104588985205123450110019.18.dr, 561C.t
mp.20.dr, 48699315731429539716450555.18.dr

false high

tempuri.org/Entity/Id23Response 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

www.openssl.org/support/faq.html 5999.exe, 00000019.00000000.456775427.00
00000000400000.00000040.00000400.0002000
0.00000000.sdmp

false high

https://ns1.kriston.ugns2.chalekin.ugns3.unalelath.ugn
s4.andromath.ug/Error

5999.exe, 00000013.00000002.474602203.00
00000002370000.00000040.00001000.0002000
0.00000000.sdmp, 5999.exe, 00000019.0000
0000.458476037.0000000000400000.00000040
.00000400.00020000.00000000.sdmp, 5999.exe, 
00000019.00000002.480385928.00000000
00400000.00000040.00000400.00020000.0000
0000.sdmp, 5999.exe, 00000019.00000000.4
56775427.0000000000400000.00000040.00000
400.00020000.00000000.sdmp

false Avira URL Cloud: safe low

schemas.xmlsoap.org/ws/2005/02/rm/CreateSequence
Response

37F1.exe, 0000000C.00000002.548078417.00
00000004FB6000.00000004.00000800.0002000
0.00000000.sdmp

false high

schemas.xmlsoap.org/ws/2004/08/addressing/fault
37F1.exe, 0000000C.00000002.548078417.00
00000004FB6000.00000004.00000800.0002000
0.00000000.sdmp

false high

tempuri.org/Entity/Id17Response 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

starvestitibo.org/Mozilla/5.0 explorer.exe, 00000015.00000000.41919811
6.00000000005D0000.00000040.80000000.000
40000.00000000.sdmp, explorer.exe, 00000
015.00000002.421091723.00000000008F0000.
00000004.00000020.00020000.00000000.sdmp

true URL Reputation: malware unknown

tempuri.org/Entity/Id20Response 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

95.217.27.155:80 5487.exe, 00000012.00000002.511826941.00
00000000890000.00000040.00001000.0002000
0.00000000.sdmp, 5487.exe, 00000012.0000
0002.509467552.0000000000400000.00000040
.00000001.01000000.0000000D.sdmp, 5487.exe, 
00000012.00000003.421456756.00000000
008F0000.00000004.00001000.00020000.0000
0000.sdmp

false Avira URL Cloud: malware unknown

tempuri.org/Entity/Id13Response 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id4Response 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

schemas.xmlsoap.org/ws/2005/05/identity/right/posses
sproperty

37F1.exe, 0000000C.00000002.548078417.00
00000004FB6000.00000004.00000800.0002000
0.00000000.sdmp

false high

www.sqlite.org/copyright.html. 5487.exe, 00000012.00000002.530354600.00
00000061ED3000.00000008.00000001.0100000
0.00000013.sdmp, sqlite3.dll.18.dr

false high

https://sectigo.com/CPS0 509E.dll.1.dr false URL Reputation: safe unknown

schemas.xmlsoap.org/ws/2005/02/rm/SequenceAckno
wledgement

37F1.exe, 0000000C.00000002.548078417.00
00000004FB6000.00000004.00000800.0002000
0.00000000.sdmp

false high

Name Source Malicious Antivirus Detection Reputation
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tempuri.org/Entity/Id7Response 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

https://www.google.com/images/branding/product/ico/g
oogleg_lodp.ico

58104588985205123450110019.18.dr, 561C.t
mp.20.dr, 48699315731429539716450555.18.dr

false high

schemas.xmlsoap.org/ws/2004/08/addressing/role/ano
nymous

37F1.exe, 0000000C.00000002.548078417.00
00000004FB6000.00000004.00000800.0002000
0.00000000.sdmp

false high

tempuri.org/Entity/Id11Response 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

tempuri.org/Entity/Id22Response 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

https://search.yahoo.com/favicon.icohttps://search.yah
oo.com/search

58104588985205123450110019.18.dr, 561C.t
mp.20.dr, 48699315731429539716450555.18.dr

false high

tempuri.org/Entity/Id1 37F1.exe, 0000000C.00000002.549362346.00
000000050B7000.00000004.00000800.0002000
0.00000000.sdmp, 37F1.exe, 0000000C.0000
0002.548078417.0000000004FB6000.00000004
.00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

185.174.137.70 unknown Russian Federation 50113 SUPERSERVERSDATACE
NTERRU

true

87.251.79.105 o3l3roozuidudu.com Russian Federation 20803 RISS-ASRU true

193.106.191.15 starvestitibo.org Russian Federation 42238 BOSPOR-ASRU false

162.0.217.254 api.2ip.ua Canada 35893 ACPCA false

91.195.240.101 furubujjul.net Germany 47846 SEDO-ASDE false

95.217.246.41 unknown Germany 24940 HETZNER-ASDE false

World Map of Contacted IPs

Public IPs
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185.220.204.64 shingroup.com Israel 41436 CLOUDWEBMANAGE-
EUGB

true

149.154.167.99 t.me United Kingdom 62041 TELEGRAMRU false

IP Domain Country Flag ASN ASN Name Malicious

IP

192.168.2.1

Joe Sandbox Version: 36.0.0 Rainbow Opal

Analysis ID: 736968

Start date and time: 2022-11-03 12:44:46 +01:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 13m 23s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: file.exe

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 104, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

35

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 1

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.rans.troj.spyw.evad.winEXE@33/33@11/9

EGA Information: Successful, ratio: 100%

HDC Information: Successful, ratio: 27.7% (good quality ratio 24.6%)
Quality average: 71.1%
Quality standard deviation: 33.5%

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Found application associated with file extension: .exe

Exclude process from analysis (whitelisted): MpCmdRun.exe, WerFault.exe, SgrmBroker.exe, conhost.exe, svchost.exe
TCP Packets have been reduced to 100
Excluded IPs from analysis (wh itelisted): 20.42.73.29, 20.189.173.21
Excluded domains from analysis (whitelisted): fs.microsoft.com, login.live.com, blobcollector.events.data.trafficmanager.net, onedsblobprdeus15.eastus.cloudapp.azure.com, onedsblob
prdwus16.westus.cloudapp.azure.com, watson.telemetry.microsoft.com
Not all processes where analyzed, report is missing behavior  information
Report creation exceeded maximum time and may have missing d isassembly code information.
Report size exceeded maximum capacity and may have missing b ehavior information.
Report size getting too big, t oo many NtOpenFile calls found.
Report size getting too big, t oo many NtOpenKeyEx calls found.
Report size getting too big, t oo many NtProtectVirtualMemory calls found.
Report size getting too big, t oo many NtQueryAttributesFile calls found.
Report size getting too big, t oo many NtQueryValueKey calls found.
Report size getting too big, t oo many NtReadVirtualMemory ca lls found.

Private

General Information

Warnings

Simulations
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Time Type Description

12:46:48 Task Scheduler Run new task: Firefox Default Browser Agent 12E147DC7E0B2A09 path: C:\Users\user\AppData\Roaming\uuc
bfdt 

12:47:21 API Interceptor 1x Sleep call for process: explorer.exe modified

12:47:23 API Interceptor 3x Sleep call for process: WerFault.exe modified

12:47:33 Task Scheduler Run new task: Firefox Default Browser Agent DA1E3EF794E9D406 path: C:\Users\user\AppData\Roaming\gec
bfdt 

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

Process: C:\Users\user\AppData\Local\Temp\5487.exe

File Type: SQLite 3.x database, last written using SQLite version 3038005, file counter 4, database pages 36, 1st free page 10, free pages 1, cookie 0x29, schema 4, UTF-8, 
version-valid-for 4

Category: dropped

Size (bytes): 147456

Entropy (8bit): 0.4788315576920595

Encrypted: false

SSDEEP: 96:YVdU+bb3HDsX0ctSOaDN6tOVjN9DLjGQLBE3u:YVK+H3HDi9GN6IVj3XBBE3u

MD5: CBB41FCD9B378BBF8B9CC262004C391E

SHA1: F88112D46F2882AA06A1605B727C505F9188AE8E

SHA-256: 44636710014A0540F2FCE8378C97A99D9B673FA0A95A2C91AAA2DCC4EA7C5570

SHA-512: B10D30E1DF30D61D59D92C3F48DAF4B907DC3982452132B9E7101CEFEF56590C61D38C331ACDE4EE7CB7D808C3CA86080B5177BEF0D36997E1DCAF019BE055
12

Malicious: false

Reputation: unknown

Preview: SQLite format 3......@  .......$...........)......................................................[5......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

Process: C:\Users\user\AppData\Local\Temp\5487.exe

File Type: SQLite 3.x database, last written using SQLite version 3038005, page size 2048, file counter 2, database pages 23, cookie 0x19, schema 4, UTF-8, version-valid-for 2

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

C:\ProgramData\00524103327335046441078177

C:\ProgramData\28782868176069075816534615
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Category: dropped

Size (bytes): 49152

Entropy (8bit): 0.7876734657715041

Encrypted: false

SSDEEP: 48:43KzOIIY3HzrkNSs8LKvUf9KnmlG0UX9q4lCm+KLka+yJqhM0ObVEq8Ma0D0HOlx:Sq0NFeymDlGD9qlm+KL2y0Obn8MouO

MD5: CF7758A2FF4A94A5D589DEBAED38F82E

SHA1: D3380E70D0CAEB9AD78D14DD970EA480E08232B8

SHA-256: 6CA783B84D01BFCF9AA7185D7857401D336BAD407A182345B97096E1F2502B7F

SHA-512: 1D0C49B02A159EEB4AA971980CCA02751973E249422A71A0587EE63986A4A0EB8929458BCC575A9898CE3497CC5BDFB7050DF33DF53F5C88D110F386A0804CB
F

Malicious: false

Reputation: unknown

Preview: SQLite format 3......@  ..........................................................................[5......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

Process: C:\Users\user\AppData\Local\Temp\5487.exe

File Type: SQLite 3.x database, last written using SQLite version 3038005, file counter 11, database pages 7, 1st free page 5, free pages 2, cookie 0x13, schema 4, UTF-8, version-
valid-for 11

Category: dropped

Size (bytes): 28672

Entropy (8bit): 0.7175172839606828

Encrypted: false

SSDEEP: 24:TL0PczkwubXYFpFNYcw+6UwcYzHr8CtNdByiWUmozjng15n2PyS3piyQxJEv:TUcYwuLopFgU1YzLHyKDALnMj5iyQ7Ev

MD5: C1C5F78369A7D66A61D8A8AF47FFC00E

SHA1: 6BADA623EBCC06BE23C97CB069504290FFAC084A

SHA-256: 0528EC1BB5475617C4EA096113BB2D6B07B223945D60E81236FF1BBD72FC6D4F

SHA-512: 39A5BEFD0C5D444C603EE53885EC57709E86CE14E9444F6FB3C26D45B99DD1BB46BA84FE998E11343F30C19BA7F023DA22A16D4D5DB48FA7D57B3E417E9881
DE

Malicious: false

Reputation: unknown

Preview: SQLite format 3......@  ..........................................................................[5.........g...$........................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

Process: C:\Users\user\AppData\Local\Temp\5487.exe

File Type: SQLite 3.x database, last written using SQLite version 3038005, page size 2048, file counter 3, database pages 45, cookie 0x3d, schema 4, UTF-8, version-valid-for 3

Category: dropped

Size (bytes): 94208

Entropy (8bit): 1.2891393435168748

Encrypted: false

SSDEEP: 192:Qo1/8dpUXbSzTPJPe6IVuvCySEwn7PrH944:QS/inmjVuaySEwn7b944

MD5: 037D23498B81732EEAAAD0E8015F3F85

SHA1: E7719865D7717A4B36D85609F3EC25C10934587F

SHA-256: 83AA9D5727AD94D394C57A969A7C53C37F79513316FA5E0283A750C886F342D4

SHA-512: BFFFB8C7759B65BABD232200305699551AC9BF9BF2C778D5DA124A677900869254C6AB4439BF2A99E08690C29C5A2B17EEEBA7382CF4EAAB12168462A49B3D7
D

Malicious: false

Reputation: unknown

Preview: SQLite format 3......@  .......-...........=......................................................[5...........*..........................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

Process: C:\Users\user\AppData\Local\Temp\5487.exe

File Type: SQLite 3.x database, last written using SQLite version 3038005, file counter 4, database pages 36, 1st free page 10, free pages 1, cookie 0x29, schema 4, UTF-8, 
version-valid-for 4

Category: dropped

C:\ProgramData\44876058118800687391965244

C:\ProgramData\48699315731429539716450555

C:\ProgramData\52241653186896206030520942
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Size (bytes): 147456

Entropy (8bit): 0.4788315576920595

Encrypted: false

SSDEEP: 96:YVdU+bb3HDsX0ctSOaDN6tOVjN9DLjGQLBE3u:YVK+H3HDi9GN6IVj3XBBE3u

MD5: CBB41FCD9B378BBF8B9CC262004C391E

SHA1: F88112D46F2882AA06A1605B727C505F9188AE8E

SHA-256: 44636710014A0540F2FCE8378C97A99D9B673FA0A95A2C91AAA2DCC4EA7C5570

SHA-512: B10D30E1DF30D61D59D92C3F48DAF4B907DC3982452132B9E7101CEFEF56590C61D38C331ACDE4EE7CB7D808C3CA86080B5177BEF0D36997E1DCAF019BE055
12

Malicious: false

Reputation: unknown

Preview: SQLite format 3......@  .......$...........)......................................................[5......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

Process: C:\Users\user\AppData\Local\Temp\5487.exe

File Type: SQLite 3.x database, last written using SQLite version 3038005, page size 2048, file counter 3, database pages 45, cookie 0x3d, schema 4, UTF-8, version-valid-for 3

Category: dropped

Size (bytes): 94208

Entropy (8bit): 1.2891393435168748

Encrypted: false

SSDEEP: 192:Qo1/8dpUXbSzTPJPe6IVuvCySEwn7PrH944:QS/inmjVuaySEwn7b944

MD5: 037D23498B81732EEAAAD0E8015F3F85

SHA1: E7719865D7717A4B36D85609F3EC25C10934587F

SHA-256: 83AA9D5727AD94D394C57A969A7C53C37F79513316FA5E0283A750C886F342D4

SHA-512: BFFFB8C7759B65BABD232200305699551AC9BF9BF2C778D5DA124A677900869254C6AB4439BF2A99E08690C29C5A2B17EEEBA7382CF4EAAB12168462A49B3D7
D

Malicious: false

Reputation: unknown

Preview: SQLite format 3......@  .......-...........=......................................................[5...........*..........................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Unicode text, UTF-16, little-endian text, with CRLF line terminators

Category: dropped

Size (bytes): 65536

Entropy (8bit): 0.8216612535118637

Encrypted: false

SSDEEP: 96:+CuFjUtu01OuoT7R7V6tpXIQcQEc6IcEmcw3t+HbHg/PtuuzOo8Fa9iVfOyWMxNu:+F4uR8HaMsOjIg/u7scS274ItH

MD5: 9431CFA96E581D739372849762CB563F

SHA1: EDAE8985F8A0D183E49B9BDB459937E7CA770091

SHA-256: 851C283F421A36D37074DAF1F43887AF3F97F16B43B3AB9EA1D68E19306992FA

SHA-512: 0F8EB4ED385DF74FFCE1709652E8943B5DE472BC66EA0EC0143F85BF6084171030779F403A1E939116BFB5A462F70A06311CF1F62952A746B3FB7CDF6AEAFBE
4

Malicious: false

Reputation: unknown

Preview: ..V.e.r.s.i.o.n.=.1.....E.v.e.n.t.T.y.p.e.=.B.E.X.....E.v.e.n.t.T.i.m.e.=.1.3.3.1.1.9.7.8.4.3.5.3.5.6.6.1.7.8.....R.e.p.o.r.t.T.y.p.e.=.2.....C.o.n.s.e.n.t.=.1.....U.p.l.o.a.d.T.i.m.e.=.1.3.
3.1.1.9.7.8.4.4.3.4.6.5.9.5.5.8.....R.e.p.o.r.t.S.t.a.t.u.s.=.5.2.4.3.8.4.....R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.f.5.2.2.f.9.d.7.-.1.9.6.3.-.4.d.9.d.-.a.3.1.c.-.0.6.4.9.8.0.9.9.c.3.c.7.....I.
n.t.e.g.r.a.t.o.r.R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.9.c.4.1.a.c.f.5.-.0.8.b.4.-.4.8.7.9.-.9.b.5.9.-.d.2.0.4.1.9.f.f.a.8.8.2.....W.o.w.6.4.H.o.s.t.=.3.4.4.0.4.....W.o.w.6.4.G.u.e.s.t.=.3.3.2.
....N.s.A.p.p.N.a.m.e.=.4.5.D.E...e.x.e.....A.p.p.S.e.s.s.i.o.n.G.u.i.d.=.0.0.0.0.1.5.8.c.-.0.0.0.1.-.0.0.1.a.-.f.1.5.d.-.4.1.0.5.b.d.e.f.d.8.0.1.....T.a.r.g.e.t.A.p.p.I.d.=.W.:.0.
0.0.6.2.4.0.5.8.9.e.f.d.4.6.1.d.e.d.0.5.a.1.e.5.e.7.6.5.6.6.b.4.3.5.7.0.0.0.0.f.f.f.f.!.0.0.0.0.8.6.8.0.f.7.a.7.e.6.d.3.d.2.b.5.e.b.e.a.1.a.6.b.9.0.d.b.4.1.c.a.f.9.0.a.5.2.5.9.!.4.
5.D.E...e.x.e.....T.a.r.g.e.t.A.p.p.V.e.r.=.2.0.2.2././.0.9././.2.6.:.

Process: C:\Windows\SysWOW64\WerFault.exe

C:\ProgramData\58104588985205123450110019

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_45DE.exe_b3c36ad93160e4414e3ec698cedf29c8410ddb6_f9ff7ecc_14da9915\Repor

t.wer

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_49F6.exe_88d68c73c962642c5d81665eeb6eba c25a77e_490 5e7_11c61f42\Repor

t.wer
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File Type: Unicode text, UTF-16, little-endian text, with CRLF line terminators

Category: dropped

Size (bytes): 65536

Entropy (8bit): 0.8136722977224999

Encrypted: false

SSDEEP: 96:/4FBCDqeIOuoT7Jf7ppXIQcQEc6IcEmcw3F+HbHg/PtuuzOo8Fa9iVfOyWMxNo8X:weDqU3HaMsmjIg/u7scS274Itq

MD5: CF1CF8D54D91EDD9C0370E2214234515

SHA1: F31D34F5888A22532A9F4DE05D3E6A53367E91FA

SHA-256: 06094F1CFED4C2B9E60DDC28A029C35D708F7781950107C3E1841ADBB3819970

SHA-512: AB441B5A1522C29432DE2806E5B0C6D7166319B6B3ABFDACDC3712E35D12674372BA9F5A41FC3374B4439C719598CC4113A9398975E01AE09D4C0322DBE2E1E
C

Malicious: false

Reputation: unknown

Preview: ..V.e.r.s.i.o.n.=.1.....E.v.e.n.t.T.y.p.e.=.A.P.P.C.R.A.S.H.....E.v.e.n.t.T.i.m.e.=.1.3.3.1.1.9.7.8.4.3.0.5.6.5.4.2.4.8.....R.e.p.o.r.t.T.y.p.e.=.2.....C.o.n.s.e.n.t.=.1.....U.p.l.
o.a.d.T.i.m.e.=.1.3.3.1.1.9.7.8.4.4.1.4.0.9.1.5.4.3.....R.e.p.o.r.t.S.t.a.t.u.s.=.5.2.4.3.8.4.....R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.5.4.2.0.b.f.1.5.-.f.2.d.e.-.4.7.0.e.-.9.2.e.3.-.b.3.4.8.1.
2.0.e.8.3.6.0.....I.n.t.e.g.r.a.t.o.r.R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.8.3.1.9.6.5.7.9.-.f.4.f.2.-.4.e.c.d.-.9.6.2.1.-.8.4.9.4.3.5.8.d.c.4.6.1.....W.o.w.6.4.H.o.s.t.=.3.4.4.0.4.....W.o.w.6.
4.G.u.e.s.t.=.3.3.2.....N.s.A.p.p.N.a.m.e.=.4.9.F.6...e.x.e.....A.p.p.S.e.s.s.i.o.n.G.u.i.d.=.0.0.0.0.0.5.2.c.-.0.0.0.1.-.0.0.1.a.-.0.f.4.3.-.d.a.0.5.b.d.e.f.d.8.0.1.....T.a.r.g.e.t.A.p.p.I.
d.=.W.:.0.0.0.6.8.a.7.f.1.9.8.3.5.3.c.5.8.3.8.c.9.b.f.7.5.1.5.b.0.b.a.7.8.7.6.8.0.0.0.0.f.f.f.f.!.0.0.0.0.0.a.e.7.7.3.e.8.2.5.9.d.4.1.c.3.9.5.d.c.7.e.e.c.7.6.f.8.d.6.9.0.3.5.5.f.0.
3.3.2.!.4.9.F.6...e.x.e.....T.a.r.g.e.t.A.p.p.V.e.r.=.2.0.2.2././.0.9.

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Unicode text, UTF-16, little-endian text, with CRLF line terminators

Category: dropped

Size (bytes): 65536

Entropy (8bit): 0.8187617982151485

Encrypted: false

SSDEEP: 96:bzFgW8teOQoT7RhV6tpXIQcQEc6IcEmcw31+HbHg/PtuuzOo8Fa9iVfOyWMxNo87:3OW8f8HaMs2jIg/u7scS274Itjq

MD5: ED45A2D900E6C7BCD9993964FA95463B

SHA1: 6BD633AC29073B5A3E16668D9C72D0DAC5666DD7

SHA-256: 72FB665F540846AE32DB699108232107A90FCB839D4F949D35599B168688223D

SHA-512: 9A0FE7728F98C901B5BEA8162753FFE93E252850E4F10738A2B169E65666894E01E983ECC428FFD12A71D341514CD1EACEC1EFB359CE8166D0655C9A3F066DE8

Malicious: false

Reputation: unknown

Preview: ..V.e.r.s.i.o.n.=.1.....E.v.e.n.t.T.y.p.e.=.B.E.X.....E.v.e.n.t.T.i.m.e.=.1.3.3.1.1.9.7.8.4.6.7.2.6.3.4.1.8.5.....R.e.p.o.r.t.T.y.p.e.=.2.....C.o.n.s.e.n.t.=.1.....U.p.l.o.a.d.T.i.m.e.=.1.3.
3.1.1.9.7.8.4.6.9.6.5.4.0.7.4.1.....R.e.p.o.r.t.S.t.a.t.u.s.=.5.2.4.3.8.4.....R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.9.0.f.7.5.e.3.2.-.7.d.c.c.-.4.8.2.0.-.a.6.e.e.-.0.6.a.8.2.4.e.d.0.3.0.6.....I.
n.t.e.g.r.a.t.o.r.R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.c.9.f.7.7.d.d.b.-.1.1.2.1.-.4.2.c.a.-.9.6.2.e.-.a.d.8.7.d.9.8.8.a.3.7.c.....W.o.w.6.4.H.o.s.t.=.3.4.4.0.4.....W.o.w.6.4.G.u.e.s.t.=.3.3.2.
....N.s.A.p.p.N.a.m.e.=.g.e.c.b.f.d.t.....A.p.p.S.e.s.s.i.o.n.G.u.i.d.=.0.0.0.0.0.4.4.c.-.0.0.0.1.-.0.0.1.a.-.1.d.3.7.-.8.b.1.d.b.d.e.f.d.8.0.1.....T.a.r.g.e.t.A.p.p.I.d.=.W.:.0.0.
0.6.6.1.2.5.1.b.1.d.9.0.d.9.7.3.2.4.b.2.f.c.3.9.8.6.8.b.4.d.c.e.7.5.0.0.0.0.f.f.f.f.!.0.0.0.0.a.a.7.4.8.3.b.8.2.f.0.1.e.0.f.7.b.0.7.6.0.9.1.c.e.3.4.d.3.a.1.1.5.d.e.2.5.d.f.f.!.g.e.c.b.f.d.t.
....T.a.r.g.e.t.A.p.p.V.e.r.=.2.0.2.2././.1.0././.2.4.:.1.0.

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, Unicode text, UTF-16, little-endian text, with CRLF line terminators

Category: dropped

Size (bytes): 8390

Entropy (8bit): 3.6999071545334776

Encrypted: false

SSDEEP: 192:Rrl7r3GLNi2L6g6Yq3SUCZ0gmfRRSBSCpDr89bjtsf7hm:RrlsNiS6g6YqSUC0gmfRRSBOjmfw

MD5: 402FEAB2347EC5D82E075B3A1EC2120F

SHA1: 3574E20FDA0C39EA2D35186A4E5E64ED26F38C04

SHA-256: A900108F814077A6327BC42D5BB4A79A5FB1725441285AFE449B62D44402A0D4

SHA-512: 97666448320F327D6D6CC45C8733EB6467F9FBDB8E9D79D266306010B9C0A1C8D2E599571270872370180E6725F265D8B715BE8732DA1F067F1CA173AA45F230

Malicious: false

Reputation: unknown

Preview: ..<.?.x.m.l. .v.e.r.s.i.o.n.=.".1...0.". .e.n.c.o.d.i.n.g.=.".U.T.F.-.1.6.".?.>.....<.W.E.R.R.e.p.o.r.t.M.e.t.a.d.a.t.a.>.......<.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.........<.W.i.n.d.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./.W.i.n.d.o.w.s.N.T.V.e.r.s.i.o.n.>.........<.B.u.i.l.d.>.1.7.1.3.4.<./.B.u.i.l.d.>.........<.P.r.o.d.u.c.t.>.(.0.x.3.0.).:. .W.i.n.d.o.w.s. .1.0. .P.r.o.
<./.P.r.o.d.u.c.t.>.........<.E.d.i.t.i.o.n.>.P.r.o.f.e.s.s.i.o.n.a.l.<./.E.d.i.t.i.o.n.>.........<.B.u.i.l.d.S.t.r.i.n.g.>.1.7.1.3.4...1...a.m.d.6.4.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.
0.4.<./.B.u.i.l.d.S.t.r.i.n.g.>.........<.R.e.v.i.s.i.o.n.>.1.<./.R.e.v.i.s.i.o.n.>.........<.F.l.a.v.o.r.>.M.u.l.t.i.p.r.o.c.e.s.s.o.r. .F.r.e.e.<./.F.l.a.v.o.r.>.........<.A.r.c.h.i.t.e.c.t.u.r.e.>.
X.6.4.<./.A.r.c.h.i.t.e.c.t.u.r.e.>.........<.L.C.I.D.>.1.0.3.3.<./.L.C.I.D.>.......<./.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.......<.P.r.o.c.e.s.s.I.n.f.o.r.m.a.t.i.o.n.>.........<.P.i.d.>.5.5.1.
6.<./.P.i.d.>.......

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_gecbfdt_c858373094792a63fea071725b1e5fecc55c13a_62df2180_159687c0\Report

.wer

C:\ProgramData\Microsoft\Windows\WER\Temp\WER14B4.tmp.WERInternalMetadata.xml
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Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 4685

Entropy (8bit): 4.479797208589122

Encrypted: false

SSDEEP: 48:cvIwSD8zsnJgtWI9KEWgc8sqYjI8fm8M4JN3sa7FV+q8vWsa3l7VtMtJt2d:uITfJ9dgrsqYhJN3B/KWB3HtMtJt2d

MD5: EE62E14E65372B795844EBECE0C5BF41

SHA1: 4F7C515E2BA9A64D2B3D9931D08DAE6EFDE18136

SHA-256: 937C424761B158B28CFEB288A31EBE3CBE3EA5836C995C64D0D21E6374123A57

SHA-512: DE1608B810EB28EE0D5A977BF571468E0DC166F99217BC29A187014DB9D789F501619134DE5E651E2230B3FBCE81780182FA6887D4AE25683DE98E42078703D1

Malicious: false

Reputation: unknown

Preview: <?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">..  <tlm>..    <src>..      <desc>..        <mach>..          <os>..            <arg nm="vermaj" val="10" 
/>..            <arg nm="vermin" val="0" />..            <arg nm="verbld" val="17134" />..            <arg nm="vercsdbld" val="1" />..            <arg nm="verqfe" val="1" />..            
<arg nm="csdbld" val="1" />..            <arg nm="versp" val="0" />..            <arg nm="arch" val="9" />..            <arg nm="lcid" val="1033" />..            <arg nm="geoid" 
val="244" />..            <arg nm="sku" val="48" />..            <arg nm="domain" val="0" />..            <arg nm="prodsuite" val="256" />..            <arg nm="ntprodtype" val="1" 
/>..            <arg nm="platid" val="2" />..            <arg nm="tmsi" val="1764298" />..            <arg nm="osinsty" val="1" />..            <arg nm="iever" val="11.1.17134.0-
11.0.47" />..            <arg nm="portos" val="0" />..            <arg nm="ram" val="4096" />..     

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 4584

Entropy (8bit): 4.496733657560386

Encrypted: false

SSDEEP: 48:cvIwSD8zs2JgtWI9KEWgc8sqYjb8fm8M4JWuWFfk+q8xbsmMtUEd:uITfM9dgrsqYcJT7KsmMtUEd

MD5: 115A5BC18A8236E5181C086E25F335F5

SHA1: 675605D9A8DE9EE087016FB237B98E971E2CB90F

SHA-256: 7C3CA546F0E6AA5B21D3AC19BF5C0A88401ADA5A44ABCF662B9401293E67B76C

SHA-512: 9E1EBB5EB8196270C343C295821322DBB4955DBDBAA15FBCB1B2543EFD46759D5493A80CB1949D80CCF212E0F3336DF5A976F47D4810419A3FCC51F84735FE6
0

Malicious: false

Reputation: unknown

Preview: <?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">..  <tlm>..    <src>..      <desc>..        <mach>..          <os>..            <arg nm="vermaj" val="10" 
/>..            <arg nm="vermin" val="0" />..            <arg nm="verbld" val="17134" />..            <arg nm="vercsdbld" val="1" />..            <arg nm="verqfe" val="1" />..            
<arg nm="csdbld" val="1" />..            <arg nm="versp" val="0" />..            <arg nm="arch" val="9" />..            <arg nm="lcid" val="1033" />..            <arg nm="geoid" 
val="244" />..            <arg nm="sku" val="48" />..            <arg nm="domain" val="0" />..            <arg nm="prodsuite" val="256" />..            <arg nm="ntprodtype" val="1" 
/>..            <arg nm="platid" val="2" />..            <arg nm="tmsi" val="1764297" />..            <arg nm="osinsty" val="1" />..            <arg nm="iever" val="11.1.17134.0-
11.0.47" />..            <arg nm="portos" val="0" />..            <arg nm="ram" val="4096" />..     

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Mini DuMP crash report, 14 streams, Thu Nov  3 19:47:48 2022, 0x1205a4 type

Category: dropped

Size (bytes): 36874

Entropy (8bit): 2.1193502691624695

Encrypted: false

SSDEEP: 192:yJNApM3TXqdTOeJGT0pHvf9VyjYDmbfSSCyzJqTFlvtsthq:S4M7q4ekTtWcRO2q

MD5: 6762A187D89AC9896F4EA2ED6EE6AED0

SHA1: 02B882ACA92F0DB91EAF526E7D35304AD0827B62

SHA-256: 949EDE1326525974143C9C4E7C0FFB5D7C6E470D0B671D6D0EB0667F84A0F10D

SHA-512: E4483AFA0E2BA8CEFED5FB840CD9672A40338CF481D06FA51930088DD7980BEBA56127B10DB3B5284B693B0696394718114E23080BD4BF1C9724DDC18DAD807
5

Malicious: false

Reputation: unknown

Preview: MDMP....... .........dc.........................................&..........T.......8...........T...............Z{...........................................................................................U...........B......8.......GenuineIn
telW...........T.......L.....dc............................. ..................P.a.c.i.f.i.c. .S.t.a.n.d.a.r.d. .T.i.m.e...........................................P.a.c.i.f.i.c. .D.a.y.l.i.g.h.t. .T.i.m.e..........................
.................1.7.1.3.4...1...x.8.6.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4....................................................................................................................................................
..............................................................................................................................................................................................................................................................................
...................

C:\ProgramData\Microsoft\Windows\WER\Temp\WER167A.tmp.xml

C:\ProgramData\Microsoft\Windows\WER\Temp\WER2C3.tmp.xml

C:\ProgramData\Microsoft\Windows\WER\Temp\WER7AB0.tmp.dmp
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Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, Unicode text, UTF-16, little-endian text, with CRLF line terminators

Category: dropped

Size (bytes): 6362

Entropy (8bit): 3.717196111516708

Encrypted: false

SSDEEP: 192:Rrl7r3GLNiqJ6wYERSBSCpDh89bEesflMm:RrlsNi86wYERSBMEdf7

MD5: 29FD8DA037F458F932BE800240D07B3F

SHA1: B2D7CC078017FC0B81FC3DE119DDB14B58020171

SHA-256: CC514F165EDC5DEF946142F3E34DC434BF23D1C021F7F6EAB425ABF2BFC57554

SHA-512: ED43A6021FBBA0689E85772B514B8F2980E459ED954A51CC695D1C81EFE10EA54114B4C7F717EAFFE0F5ED878FC826544F8C1BA10D449FA6FEE87A300511D47
9

Malicious: false

Reputation: unknown

Preview: ..<.?.x.m.l. .v.e.r.s.i.o.n.=.".1...0.". .e.n.c.o.d.i.n.g.=.".U.T.F.-.1.6.".?.>.....<.W.E.R.R.e.p.o.r.t.M.e.t.a.d.a.t.a.>.......<.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.........<.W.i.n.d.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./.W.i.n.d.o.w.s.N.T.V.e.r.s.i.o.n.>.........<.B.u.i.l.d.>.1.7.1.3.4.<./.B.u.i.l.d.>.........<.P.r.o.d.u.c.t.>.(.0.x.3.0.).:. .W.i.n.d.o.w.s. .1.0. .P.r.o.
<./.P.r.o.d.u.c.t.>.........<.E.d.i.t.i.o.n.>.P.r.o.f.e.s.s.i.o.n.a.l.<./.E.d.i.t.i.o.n.>.........<.B.u.i.l.d.S.t.r.i.n.g.>.1.7.1.3.4...1...a.m.d.6.4.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.
0.4.<./.B.u.i.l.d.S.t.r.i.n.g.>.........<.R.e.v.i.s.i.o.n.>.1.<./.R.e.v.i.s.i.o.n.>.........<.F.l.a.v.o.r.>.M.u.l.t.i.p.r.o.c.e.s.s.o.r. .F.r.e.e.<./.F.l.a.v.o.r.>.........<.A.r.c.h.i.t.e.c.t.u.r.e.>.
X.6.4.<./.A.r.c.h.i.t.e.c.t.u.r.e.>.........<.L.C.I.D.>.1.0.3.3.<./.L.C.I.D.>.......<./.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.......<.P.r.o.c.e.s.s.I.n.f.o.r.m.a.t.i.o.n.>.........<.P.i.d.>.1.1.0.
0.<./.P.i.d.>.......

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 4681

Entropy (8bit): 4.4690827828392585

Encrypted: false

SSDEEP: 48:cvIwSD8zsnJgtWI9KEWgc8sqYj08fm8M4JHCfsFDb+q8vCf0sJX9rrU4HOnUqd:uITfJ9dgrsqYVJrKFsvrYKOUqd

MD5: 151A02EE1A9FCEE46B4A75AAA842385E

SHA1: E368E23B2078105E501A87A4AAD73646D3E67B09

SHA-256: CE666C90B55F8B68D6BB14A78F0C6D8D6E1EB3E255E7B023DC52BF5660A3B35D

SHA-512: CFB4D53952C215B4A1D9FEDA040062F57790D5D34C66B9D2C309419455F834C933FF500A34824770BF6EA8135F5C29BF595C9DEE0108CC88402B195309061711

Malicious: false

Reputation: unknown

Preview: <?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">..  <tlm>..    <src>..      <desc>..        <mach>..          <os>..            <arg nm="vermaj" val="10" 
/>..            <arg nm="vermin" val="0" />..            <arg nm="verbld" val="17134" />..            <arg nm="vercsdbld" val="1" />..            <arg nm="verqfe" val="1" />..            
<arg nm="csdbld" val="1" />..            <arg nm="versp" val="0" />..            <arg nm="arch" val="9" />..            <arg nm="lcid" val="1033" />..            <arg nm="geoid" 
val="244" />..            <arg nm="sku" val="48" />..            <arg nm="domain" val="0" />..            <arg nm="prodsuite" val="256" />..            <arg nm="ntprodtype" val="1" 
/>..            <arg nm="platid" val="2" />..            <arg nm="tmsi" val="1764298" />..            <arg nm="osinsty" val="1" />..            <arg nm="iever" val="11.1.17134.0-
11.0.47" />..            <arg nm="portos" val="0" />..            <arg nm="ram" val="4096" />..     

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Mini DuMP crash report, 14 streams, Thu Nov  3 19:47:15 2022, 0x1205a4 type

Category: dropped

Size (bytes): 42360

Entropy (8bit): 1.9968505253050484

Encrypted: false

SSDEEP: 192:97/RqPiZbLyOeJqjYHXAKuyT/Bwj7VyjlZ0vR98pKU7LVUr:poKNecjpKbTB0CGr

MD5: ADC1C4F872F03FEF48AB02303FE26F63

SHA1: 41528495B4A3FF5CE6D5D000CAF8D8677CFC6B6E

SHA-256: 02C9AA96277298204BF56C1C550015CB204F749D1209B9913ACD09ABF9EEA775

SHA-512: 95FC9040A43EEE1750AB947197A809AD88CBA9370C776EF1F6A737A8E01EEBCF1D1AC8167C0BF0758782F261D04CAE3F03E2D06B8580FB6F832BB851BDD431
B0

Malicious: false

Reputation: unknown

Preview: MDMP....... .........dc.........................................(..........T.......8...........T...........................................................................................................U...........B......h.......GenuineInt
elW...........T.......,.....dc............................. ..2...............P.a.c.i.f.i.c. .S.t.a.n.d.a.r.d. .T.i.m.e...........................................P.a.c.i.f.i.c. .D.a.y.l.i.g.h.t. .T.i.m.e...........................
................1.7.1.3.4...1...x.8.6.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4.....................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................

C:\ProgramData\Microsoft\Windows\WER\Temp\WER80EB.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windows\WER\Temp\WER81B7.tmp.xml

C:\ProgramData\Microsoft\Windows\WER\Temp\WEREB51.tmp.dmp
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Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Mini DuMP crash report, 14 streams, Thu Nov  3 19:47:20 2022, 0x1205a4 type

Category: dropped

Size (bytes): 42360

Entropy (8bit): 1.9988705920346324

Encrypted: false

SSDEEP: 192:+1i0PiZNOeJRZxPXTKjcjUVyjyDo13HPLwpPEedNU6:I3efT/Assme46

MD5: C893A1B61800D53EAFF688FBACBA1CC7

SHA1: 7865B684718612DD13DDF0F51D65F26C3967BC88

SHA-256: 55C1B814548CBC67F485B92EB70FD300ACF1189ED86B3201C1BDC68162B13EC1

SHA-512: 66A097A37615CDB2B66A1891045F689FCE95C84E2502DDFD8AB3D57B185576CAB9DF07CFB2F7086BCF23533A40343F04AD5EB3A4DF02E4F3C268FC14DE979A3
1

Malicious: false

Reputation: unknown

Preview: MDMP....... .........dc.........................................(..........T.......8...........T...........................................................................................................U...........B......h.......GenuineInt
elW...........T.............dc............................. ..................P.a.c.i.f.i.c. .S.t.a.n.d.a.r.d. .T.i.m.e...........................................P.a.c.i.f.i.c. .D.a.y.l.i.g.h.t. .T.i.m.e...........................
................1.7.1.3.4...1...x.8.6.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.0.4.....................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, Unicode text, UTF-16, little-endian text, with CRLF line terminators

Category: dropped

Size (bytes): 8326

Entropy (8bit): 3.7019331163563662

Encrypted: false

SSDEEP: 192:Rrl7r3GLNiTEP6g6Yq3SUoZLgmf8sSBSCpDb89bELisfeMm:RrlsNiT06g6Y6SUELgmf8sSBeELhfM

MD5: 172C7578C20297BD356FCA9335A01773

SHA1: 4B23D90DBA1A1C248DAE9E540AABF924320CEADF

SHA-256: 8E32124B9BCF45093E23097416920384BBE28A1EBA72FD558DB59E7EEBF8BADD

SHA-512: 9F76B9158AFDD693DB330AF8DD009B103C34E363F45A0CEA91D8D7FA86F12BC7E7FD48F33C2D1DD7E331FCC1D111F1CCEFA8993E71D18B779DB9F14F0C6F2
E72

Malicious: false

Reputation: unknown

Preview: ..<.?.x.m.l. .v.e.r.s.i.o.n.=.".1...0.". .e.n.c.o.d.i.n.g.=.".U.T.F.-.1.6.".?.>.....<.W.E.R.R.e.p.o.r.t.M.e.t.a.d.a.t.a.>.......<.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.........<.W.i.n.d.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./.W.i.n.d.o.w.s.N.T.V.e.r.s.i.o.n.>.........<.B.u.i.l.d.>.1.7.1.3.4.<./.B.u.i.l.d.>.........<.P.r.o.d.u.c.t.>.(.0.x.3.0.).:. .W.i.n.d.o.w.s. .1.0. .P.r.o.
<./.P.r.o.d.u.c.t.>.........<.E.d.i.t.i.o.n.>.P.r.o.f.e.s.s.i.o.n.a.l.<./.E.d.i.t.i.o.n.>.........<.B.u.i.l.d.S.t.r.i.n.g.>.1.7.1.3.4...1...a.m.d.6.4.f.r.e...r.s.4._.r.e.l.e.a.s.e...1.8.0.4.1.0.-.1.8.
0.4.<./.B.u.i.l.d.S.t.r.i.n.g.>.........<.R.e.v.i.s.i.o.n.>.1.<./.R.e.v.i.s.i.o.n.>.........<.F.l.a.v.o.r.>.M.u.l.t.i.p.r.o.c.e.s.s.o.r. .F.r.e.e.<./.F.l.a.v.o.r.>.........<.A.r.c.h.i.t.e.c.t.u.r.e.>.
X.6.4.<./.A.r.c.h.i.t.e.c.t.u.r.e.>.........<.L.C.I.D.>.1.0.3.3.<./.L.C.I.D.>.......<./.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.......<.P.r.o.c.e.s.s.I.n.f.o.r.m.a.t.i.o.n.>.........<.P.i.d.>.1.3.2.
4.<./.P.i.d.>.......

Process: C:\Users\user\AppData\Local\Temp\5487.exe

File Type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 1106998

Entropy (8bit): 6.500333177860392

Encrypted: false

SSDEEP: 12288:dxylSMUMifofI9ayCvcZMBiMjCodEMdo8R66tCWko5+jsbFcoYuprzpGSgGSrz:d4AMB3caSZMijBI1CWkoj5auF5gGSrz

MD5: 1F44D4D3087C2B202CF9C90EE9D04B0F

SHA1: 106A3EBC9E39AB6DDB3FF987EFB6527C956F192D

SHA-256: 4841020C8BD06B08FDE6E44CBE2E2AB33439E1C8368E936EC5B00DC0584F7260

SHA-512: B614C72A3C1CE681EBFFA628E29AA50275CC80CA9267380960C5198EA4D0A3F2DF6CFB7275491D220BAD72F14FC94E6656501E9A061D102FB11E00CFDA2BEB
45

Malicious: true

Antivirus: Antivirus: ReversingLabs, Detection: 0%
Antivirus: Metadefender, Detection: 0%, Browse

Reputation: unknown

C:\ProgramData\Microsoft\Windows\WER\Temp\WERFE0E.tmp.dmp

C:\ProgramData\Microsoft\Windows\WER\Temp\WERFE3E.tmp.WERInternalMetadata.xml

C:\ProgramData\sqlite3.dll
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https://www.metadefender.com/#!/results/file/bzIyMTAxOVhya2FLQlJLRDV2MWgwaHlHZXg/regular/analysis


Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L......c...........!.....&...................@.....a.........................0.......:..
...... ..........................*...........0.......................@...<........................... .......................................................text....%.......&..................`.P`.data...|'...@...(...,..............@.`..rda
ta..pD...p...F...T..............@.`@.bss....(.............................`..edata...*.......,..................@.0@.idata..............................@.0..CRT....,...........................@.0..tls.... .... ....................
..@.0..rsrc........0......................@.0..reloc...<...@...>..................@.0B/4......8...........................@.@B/19.....R............"..............@..B/31.....]'...`...(..................@..B/45......-....
......................@..B/57.....\............B..............@.0B/70.....#............N..

Process: C:\Windows\SysWOW64\explorer.exe

File Type: SQLite 3.x database, last written using SQLite version 3038005, page size 2048, file counter 2, database pages 23, cookie 0x19, schema 4, UTF-8, version-valid-for 2

Category: dropped

Size (bytes): 49152

Entropy (8bit): 0.7876734657715041

Encrypted: false

SSDEEP: 48:43KzOIIY3HzrkNSs8LKvUf9KnmlG0UX9q4lCm+KLka+yJqhM0ObVEq8Ma0D0HOlx:Sq0NFeymDlGD9qlm+KL2y0Obn8MouO

MD5: CF7758A2FF4A94A5D589DEBAED38F82E

SHA1: D3380E70D0CAEB9AD78D14DD970EA480E08232B8

SHA-256: 6CA783B84D01BFCF9AA7185D7857401D336BAD407A182345B97096E1F2502B7F

SHA-512: 1D0C49B02A159EEB4AA971980CCA02751973E249422A71A0587EE63986A4A0EB8929458BCC575A9898CE3497CC5BDFB7050DF33DF53F5C88D110F386A0804CB
F

Malicious: false

Reputation: unknown

Preview: SQLite format 3......@  ..........................................................................[5......................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 412672

Entropy (8bit): 6.29900683013952

Encrypted: false

SSDEEP: 6144:0B/LGpmi0jT7/vNd+U4PuPoh37vTfPZRl007PADtOExkJ:0B/qp5KT7b+UC1rrjgDNi

MD5: 20FC27E56AEB4D8031E8952F5C367565

SHA1: 23D1E5F43CF5FFCC1B23BDC0DBC82E2CA2C82F8D

SHA-256: 74529DF015F3AC14D2A4F9744C8945BDB3998707AC66F47FD20FBB62ED126716

SHA-512: E0B6FF5CE7FCAC646B03C6458A91655AEA4D6850010D3501AA1E788ADD16B4D63B57643EC78FE91E4344D19B75BA63CC7995EF0DFDC2B6B3A62DBA181F0F73
48

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 50%

Reputation: unknown

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......M.....l...l...l.....*.l.......l.....v.l..o....l...m.v.l.......l.......l.......l.Rich..l.....
............PE..L...S..a............................B.......0....@..........................0..................................................<....P...h..........................................................0(..@..................................
..........text............................... ..`.data........0...`..................@....rsrc....h...P...j...x..............@..@.reloc..dh.......j..................@..B.......................................................................
..............................................................................................................................................................................................................................................................................
...................

Process: C:\Windows\SysWOW64\explorer.exe

File Type: SQLite 3.x database, last written using SQLite version 3038005, file counter 11, database pages 7, 1st free page 5, free pages 2, cookie 0x13, schema 4, UTF-8, version-
valid-for 11

Category: dropped

Size (bytes): 28672

Entropy (8bit): 0.7175172839606828

Encrypted: false

SSDEEP: 24:TL0PczkwubXYFpFNYcw+6UwcYzHr8CtNdByiWUmozjng15n2PyS3piyQxJEv:TUcYwuLopFgU1YzLHyKDALnMj5iyQ7Ev

MD5: C1C5F78369A7D66A61D8A8AF47FFC00E

SHA1: 6BADA623EBCC06BE23C97CB069504290FFAC084A

SHA-256: 0528EC1BB5475617C4EA096113BB2D6B07B223945D60E81236FF1BBD72FC6D4F

SHA-512: 39A5BEFD0C5D444C603EE53885EC57709E86CE14E9444F6FB3C26D45B99DD1BB46BA84FE998E11343F30C19BA7F023DA22A16D4D5DB48FA7D57B3E417E9881
DE

Malicious: false

C:\Users\user\AppData\Local\Temp\1C1E.tmp

C:\Users\user\AppData\Local\Temp\37F1.exe

C:\Users\user\AppData\Local\Temp\3BBD.tmp
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Reputation: unknown

Preview: SQLite format 3......@  ..........................................................................[5.........g...$........................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 216576

Entropy (8bit): 6.970758497557372

Encrypted: false

SSDEEP: 3072:O9YbBgiJpF3khGLEDqW6Td5AaQl8JIt6Cr0gyw3qprxFfXIKx:O9MiSpF00LEOWNaZ7W9yVxxFfXIK

MD5: ABC4A016ED52C530C02FCFA8D5AC2506

SHA1: AA7483B82F01E0F7B076091CE34D3A115DE25DFF

SHA-256: 98A6EB1CC5C669884AC5C5071875A5964566247265D4215441D01F756930D5EF

SHA-512: 06290E2E24AB4075885321F09AFDC1C7008AFD224D5516B7E19EB5015685C8DDC41019C5BB8973635E1257B68539010D2402EE4B8726F4A509170A8FF380FC32

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 38%

Reputation: unknown

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........L._."._."._.".A...B.".A.....".x.Y.X."._.#...".A...m.".A...^.".A...^.".
Rich_.".........PE..L....i.a.....................$....................@.................................*m..........................................P........C..........................................................hC..@...............$...
.........................text............................... ..`.data...d........ ..................@....rsrc....C.......D..................@..@..........................................................................................................
..............................................................................................................................................................................................................................................................................
........................................

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 217088

Entropy (8bit): 6.982740351740856

Encrypted: false

SSDEEP: 3072:sgb3jtziJrJXomLOqtlyk6Nd5BYVAyaUDqh5cp+VjVf9gvdOJx:sgrj5erVvLO8UkLA3UGcmjVfuvwJ

MD5: C5634D306EEA15EE3D6364A09276C1DD

SHA1: 8680F7A7E6D3D2B5EBEA1A6B90DB41CAF90A5259

SHA-256: 9E6E4D914CD14D1F1F8EBC0C29EDE3FC6010C1C23474BA059197524D7FB9B13C

SHA-512: 3B65467A8A88F27E321A9051928F416F3D3F1C3746EE95D23FA76843E9CBBDAF2390EFD38CD04D679A1C9CB2CB3AA95773E55F346A3923792279B77634E493EE

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........L._."._."._.".A...B.".A.....".x.Y.X."._.#...".A...m.".A...^.".A...^.".
Rich_.".........PE..L...}.&b.....................(....................@..................................#..........................................P........C..........................................................hC..@...............$...
.........................text............................... ..`.data...$........"..................@....rsrc....C.......D..................@..@..........................................................................................................
..............................................................................................................................................................................................................................................................................
........................................

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 216576

Entropy (8bit): 6.9752315207752735

Encrypted: false

SSDEEP: 3072:vKRdzwqgfjwMqLJNk65f5s2hpDziV+FlfcSzbkUzaDARzAvx:vKb/g7wTLfkCDzIkZP/uDARzAv

MD5: 173E29DB800C6C004EAF258921B9C73B

SHA1: 0AE773E8259D41C395DC7EEC76F8D690355F0332

SHA-256: 891E822F33391C72ED1CFDF67EC1B144D4ADFA49AA21A72AF2D7061D949F5376

SHA-512: 4F8B0D32F1C635742144719CD70EE457CF5514686B039C76127AC557E45D5EA12D724F58CC14A2EA7A05B5C90E52F9D5549219AFABB86A013914F837B6DCFE07

Malicious: true

C:\Users\user\AppData\Local\Temp\405E.exe

C:\Users\user\AppData\Local\Temp\45DE.exe

C:\Users\user\AppData\Local\Temp\49F6.exe
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Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 42%

Reputation: unknown

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........L.^.".^.".^.".@...C.".@.....".y.Y.Y.".^.#...".@...l.".@..._.".@..._.".
Rich^.".........PE..L...T..a.....................$....................@..................................F..........................................P........C..........................................................HC..@............... ...
.........................text...J........................... ..`.data...D........ ..................@....rsrc....C.......D..................@..@..........................................................................................................
..............................................................................................................................................................................................................................................................................
........................................

Process: C:\Windows\explorer.exe

File Type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 2329928

Entropy (8bit): 7.686630907407458

Encrypted: false

SSDEEP: 49152:st/fCcb6EhAfLuxmyy8+VbQPSLMRN1qglKVyvjwE9d9una:st/fDbczsszHLMRN1qAkE9d4a

MD5: 7CA5A4B039AFCCEC929A2AC474DFEAD0

SHA1: A956448D3A9D8F105D98C8C1C23C4618EFFF8B54

SHA-256: D4FC93C904504D758A6566AEC2BA58B1DC894FC39F9EE9B1835757123071858A

SHA-512: 3CD96211DDF3A87F6A6EC7535DC26517894FD6B9169C1B0BE9896CD01382D28A694DFED382D601C6EC2C9B00452C4E05E057D7ACA163146388CD32C40A00A19
A

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 38%

Reputation: unknown

Preview: MZP.....................@...............................................!..L.!..This program must be run under Win32..$7..............................................................................................................
..........................PE..L...[OCC.................H...,......8T.......`....@...........................#.......#..........................................$..............................p...........................................................
........................CODE.....G.......H.................. ..`DATA.....=...`...>...L..............@...BSS.....1................................idata...$.......&..................@....reloc..p...........................
@..P.rsrc...............................@..P........................................................................................................................................................................................................................
........................................

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 331776

Entropy (8bit): 7.460153775913808

Encrypted: false

SSDEEP: 3072:bnBCn1wq+f7ZtaLlq5p+6ef5XdGljJLP6yeITvEYDUGvB72cAsXDCv5/KQqdK1g4:bnA9+TZwLO++6KlXDECQmK1oIQ0joQX

MD5: ADF28F31EED0074753479AC51AF789C9

SHA1: B5766484E37588F98D8B23DA50B78B387D57897F

SHA-256: A45062AF00B12612F63997FB19E955C1DEE613DF382CEC98971F8EFE889556EE

SHA-512: 90B326348BFEFC2674A4544C0B4215DF528BC705B3A6AF161CFA2353E1E72CFF85EE7B5F374251D96F3549BB26BE551EA04DFE6EC5A1E80A03BB59A5F5F4168
9

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 41%

Reputation: unknown

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........L.^.".^.".^.".@...C.".@.....".y.Y.Y.".^.#...".@...l.".@..._.".@..._.".
Rich^.".........PE..L......a..........................................@............................................................................P........C..........................................................HC..@............... ..............
..............text...J........................... ..`.data....u..........................@....rsrc....C.......D..................@..@.....................................................................................................................
..............................................................................................................................................................................................................................................................................
.............................

Process: C:\Windows\SysWOW64\explorer.exe

File Type: SQLite 3.x database, last written using SQLite version 3038005, page size 2048, file counter 3, database pages 45, cookie 0x3d, schema 4, UTF-8, version-valid-for 3

Category: dropped

Size (bytes): 94208

Entropy (8bit): 1.2891393435168748

Encrypted: false

SSDEEP: 192:Qo1/8dpUXbSzTPJPe6IVuvCySEwn7PrH944:QS/inmjVuaySEwn7b944

MD5: 037D23498B81732EEAAAD0E8015F3F85

C:\Users\user\AppData\Local\Temp\509E.dll

C:\Users\user\AppData\Local\Temp\5487.exe

C:\Users\user\AppData\Local\Temp\561C.tmp
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SHA1: E7719865D7717A4B36D85609F3EC25C10934587F

SHA-256: 83AA9D5727AD94D394C57A969A7C53C37F79513316FA5E0283A750C886F342D4

SHA-512: BFFFB8C7759B65BABD232200305699551AC9BF9BF2C778D5DA124A677900869254C6AB4439BF2A99E08690C29C5A2B17EEEBA7382CF4EAAB12168462A49B3D7
D

Malicious: false

Reputation: unknown

Preview: SQLite format 3......@  .......-...........=......................................................[5...........*..........................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 746496

Entropy (8bit): 7.839095401968027

Encrypted: false

SSDEEP: 12288:FrizmoAAVc+Hfjn6TecVz5nNihCAG6ld8CkG8O+Y+1Bx2ptC2coaJZRlL/TUljPb:FL64DNZY8CeBMrC2coaJFY7b

MD5: 4128ACBEDEE976974A7F0C08272C33BC

SHA1: 26E291A00F439A1C435E0B7C62C8357D87A879DD

SHA-256: 9A7527A421F977EFC383E32C88EC073669F96D2D7381A1D8E36EC80A5A06DA02

SHA-512: 1209C4D20A788B1B006B0D117CF0E194DB65C38865EA2F6A4441E19993A207C367A45827F94EE6C743DFD7B4044185934F8D4EB79BFFF9CB5C3F3446A4BCB16A

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%

Reputation: unknown

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........L.^.".^.".^.".@...C.".@.....".y.Y.Y.".^.#...".@...l.".@..._.".@..._.".
Rich^.".........PE..L......a.....................B....................@.......................... !.................................................P..... ..C..........................................................HC..@............... .............
...............text...J........................... ..`.data............6..................@....rsrc....C.... ..D... ..............@..@....................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................

Process: C:\Windows\explorer.exe

File Type: data

Category: dropped

Size (bytes): 248887

Entropy (8bit): 7.999276935554331

Encrypted: true

SSDEEP: 6144:uZ0fCIrp5m/Ax6OC+c7Q7c8Tyr3LMqQmSXqCjNs:0ZIDeAUOAQ7r+8i

MD5: A8C3B8BC73ADEFD123494A45C7670092

SHA1: 1AE2106DEECC4741B4640591A1E0AB604ED00522

SHA-256: 3A918CE49D4BCF3A0ABDDC7D8BDD6FFC74D24054A394DBDAC1C946C041D5594F

SHA-512: F4E8C2A05DBE3BDEA4EA288AE5E99463652584DA43662994A34720646DCDF2F9A0A46ABAC9824787D82467EFE5F0DDCB16B56832D2E2F49E87C93541871D525
7

Malicious: false

Reputation: unknown

Preview: ,..{A:F?#..E.C.o<.......X.>S.."."t..RHr..a.Y.>;...Y.B.....s..G..zF.....`.".1.....U.!.W:..'s-..n7....=|?#X._.-6K.=.v(.....5Zi....`W.(...k..(un..oy.'Q....Q.im-3/T....T.g....K.>.........*$...5.
g...l..?..*]..>.CV.xd..'Ia..L.`.8.....bW..A......6_4.4....i...+%..d..O..'...R........n....N...CL.g.,P%.....(G.e..&.U.j....@|{.-....=q8^..c....,.u.H...3.yh.C.6....{Z...5...m..t,"......{l!.<.8.W...;.{.V
^..*...Ht.0}.....G.......u.....Z."$Qo(.r.;S.v...7.U..2...7S.i.!....r.0N...#G...K}.k..;@...J......[!l.c0j9*..<f?.W..r.@.bu.P.z/[..tA..../.4C..zu..iA=vi.1.=..../eUEyz.@.3...r.,.o........{).8..
_...X....p..|..[O..%.r.].....v..}.......9....q...f.,.C.0c:>......i.>-'.i.+.......>.+..!..s.T.H..+.....}...C.....z./0..-.*.a.ebB..0.FB....t.f......e.......?.A$.....u|Jx..G..j.q..k..1.......y...r...Rv5.Z....d....
>^...`N.>l..i.dT..?.n......K.n..._r.\?k...-~.G-U...].yR....{.....aU>.6..5|....n.x}9..:..h.*`....R......^*..r.C..4.N\O.3...1.zW....sy....D/.....m..-

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: modified

Size (bytes): 216576

Entropy (8bit): 6.970758497557372

Encrypted: false

SSDEEP: 3072:O9YbBgiJpF3khGLEDqW6Td5AaQl8JIt6Cr0gyw3qprxFfXIKx:O9MiSpF00LEOWNaZ7W9yVxxFfXIK

MD5: ABC4A016ED52C530C02FCFA8D5AC2506

SHA1: AA7483B82F01E0F7B076091CE34D3A115DE25DFF

C:\Users\user\AppData\Local\Temp\5999.exe

C:\Users\user\AppData\Roaming\bcvbehu

C:\Users\user\AppData\Roaming\gecbfdt
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SHA-256: 98A6EB1CC5C669884AC5C5071875A5964566247265D4215441D01F756930D5EF

SHA-512: 06290E2E24AB4075885321F09AFDC1C7008AFD224D5516B7E19EB5015685C8DDC41019C5BB8973635E1257B68539010D2402EE4B8726F4A509170A8FF380FC32

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 38%

Reputation: unknown

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........L._."._."._.".A...B.".A.....".x.Y.X."._.#...".A...m.".A...^.".A...^.".
Rich_.".........PE..L....i.a.....................$....................@.................................*m..........................................P........C..........................................................hC..@...............$...
.........................text............................... ..`.data...d........ ..................@....rsrc....C.......D..................@..@..........................................................................................................
..............................................................................................................................................................................................................................................................................
........................................

Process: C:\Windows\explorer.exe

File Type: PE32 executable (GUI) Intel 80386, for MS Windows

Category: dropped

Size (bytes): 217600

Entropy (8bit): 6.980066678964233

Encrypted: false

SSDEEP: 3072:m5gLCkiRVRfM9WLQn6ob67d5eK1la+n3u5jIgArRI6R8xlRKJnax:m54N6VREILQ62WY+n4IgAlI6GDRK0

MD5: 4BB5C0ED18F4B7AE33BA272EAE17ABF2

SHA1: E0E02B31D3AD2E965D223EBE3451BD9C9E0385FA

SHA-256: 418D9B6E1FC560A80FD9F37E34BEE51E79A371CFCC24EEDE84928B506CD918B6

SHA-512: 971A040195367DCD6CDD41A682DB956895FA7DE1C25900279BAC6C43858D0697E13C674DB1033786CED08877EAD3E59E88EAFB77E578184AEE3DB1B01C66A3B
3

Malicious: true

Antivirus: Antivirus: Joe Sandbox ML, Detection: 100%
Antivirus: ReversingLabs, Detection: 39%

Reputation: unknown

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.........L._."._."._.".A...B.".A.....".x.Y.X."._.#...".A...m.".A...^.".A...^.".
Rich_.".........PE..L...<.ub.....................(....................@.............................................................................P........C..........................................................hC..@...............$...
.........................text............................... ..`.data...d........$..................@....rsrc....C.......D..................@..@..........................................................................................................
..............................................................................................................................................................................................................................................................................
........................................

Process: C:\Windows\explorer.exe

File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 26

Entropy (8bit): 3.95006375643621

Encrypted: false

SSDEEP: 3:ggPYV:rPYV

MD5: 187F488E27DB4AF347237FE461A079AD

SHA1: 6693BA299EC1881249D59262276A0D2CB21F8E64

SHA-256: 255A65D30841AB4082BD9D0EEA79D49C5EE88F56136157D8D6156AEF11C12309

SHA-512: 89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DC9CDE1B60FB21CD64
E

Malicious: true

Reputation: unknown

Preview: [ZoneTransfer]....ZoneId=0

File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 6.980066678964233

TrID: Win32 Executable (generic) a (10002005/4) 99.83%
Windows Screen Saver (13104/52) 0.13%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.00%

C:\Users\user\AppData\Roaming\uucbfdt

C:\Users\user\AppData\Roaming\uucbfdt:Zone.Identifier

Static File Info

General
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File name: file.exe

File size: 217600

MD5: 4bb5c0ed18f4b7ae33ba272eae17abf2

SHA1: e0e02b31d3ad2e965d223ebe3451bd9c9e0385fa

SHA256: 418d9b6e1fc560a80fd9f37e34bee51e79a371cfcc24eede84928b506cd918b6

SHA512: 971a040195367dcd6cdd41a682db956895fa7de1c25900279bac6c43858d0697e13c674db1033786ced08877ead3e59e88eafb77e578184aee3db1b01c66a3b3

SSDEEP: 3072:m5gLCkiRVRfM9WLQn6ob67d5eK1la+n3u5jIgArRI6R8xlRKJnax:m54N6VREILQ62WY+n4IgAlI6GDRK0

TLSH: 9024D0223695C032E67E12349815D7B56BBEB8780D3656DB3FE406AE8F303D29E25347

File Content 
Preview:

MZ......................@...............................................!..L.!This program cannot be run in DOS 
mode....$.........L._."._."._.".A...B.".A.....".x.Y.X."._.#...".A...m.".A...^.".A...^.".Rich_.".........PE..L...<.ub.....................(.....

Icon Hash: aae8c8eaa2e4a0c1

Entrypoint: 0x409516

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: RELOCS_STRIPPED, EXECUTABLE_IMAGE, 32BIT_MACHINE

DLL Characteristics: TERMINAL_SERVER_AWARE

Time Stamp: 0x6275FE3C [Sat May  7 05:06:04 2022 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 5

OS Version Minor: 0

File Version Major: 5

File Version Minor: 0

Subsystem Version Major: 5

Subsystem Version Minor: 0

Import Hash: 099d662a2293f03d302e7f9a64bba216

Instruction

call 00007EFE4CAABC62h

jmp 00007EFE4CAA3C4Eh

mov edi, edi

push ebp

mov ebp, esp

mov eax, dword ptr [ebp+08h]

test eax, eax

je 00007EFE4CAA3DE4h

sub eax, 08h

cmp dword ptr [eax], 0000DDDDh

jne 00007EFE4CAA3DD9h

push eax

call 00007EFE4CAA32A2h

pop ecx

pop ebp

ret 

mov edi, edi

push ebp

mov ebp, esp

mov eax, dword ptr [ebp+08h]

File Icon

Static PE Info

General

Entrypoint Preview
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push esi

mov esi, ecx

mov byte ptr [esi+0Ch], 00000000h

test eax, eax

jne 00007EFE4CAA3E35h

call 00007EFE4CAA8740h

mov dword ptr [esi+08h], eax

mov ecx, dword ptr [eax+6Ch]

mov dword ptr [esi], ecx

mov ecx, dword ptr [eax+68h]

mov dword ptr [esi+04h], ecx

mov ecx, dword ptr [esi]

cmp ecx, dword ptr [00431A68h]

je 00007EFE4CAA3DE4h

mov ecx, dword ptr [00431980h]

test dword ptr [eax+70h], ecx

jne 00007EFE4CAA3DD9h

call 00007EFE4CAA4FE1h

mov dword ptr [esi], eax

mov eax, dword ptr [esi+04h]

cmp eax, dword ptr [00431888h]

je 00007EFE4CAA3DE8h

mov eax, dword ptr [esi+08h]

mov ecx, dword ptr [00431980h]

test dword ptr [eax+70h], ecx

jne 00007EFE4CAA3DDAh

call 00007EFE4CAABE99h

mov dword ptr [esi+04h], eax

mov eax, dword ptr [esi+08h]

test byte ptr [eax+70h], 00000002h

jne 00007EFE4CAA3DE6h

or dword ptr [eax+70h], 02h

mov byte ptr [esi+0Ch], 00000001h

jmp 00007EFE4CAA3DDCh

mov ecx, dword ptr [eax]

mov dword ptr [esi], ecx

mov eax, dword ptr [eax+04h]

mov dword ptr [esi+04h], eax

mov eax, esi

pop esi

pop ebp

retn 0004h

mov edi, edi

push ebp

mov ebp, esp

sub esp, 14h

mov eax, dword ptr [00430F8Ch]

xor eax, ebp

mov dword ptr [ebp-04h], eax

push ebx

push esi

xor ebx, ebx

Instruction

Programming Language: [ASM] VS2008 build 21022
[ C ] VS2008 build 21022
[IMP] VS2005 build 50727
[C++] VS2008 build 21022
[RES] VS2008 build 21022
[LNK] VS2008 build 21022

Rich Headers
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Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IMPORT 0x1e804 0x50 .text

IMAGE_DIRECTORY_ENTRY_RESOURCE 0x18c000 0x4310 .rsrc

IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x0 0x0

IMAGE_DIRECTORY_ENTRY_DEBUG 0x1280 0x1c .text

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x4368 0x40 .text

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x1000 0x224 .text

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0x1e488 0x1e600 False 0.5128038194444444 data 6.399037878349305 IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_MEM_READ

.data 0x20000 0x16b564 0x12400 False 0.8943305864726028 data 7.631821857271087 IMAGE_SCN_CNT_INITIALIZED
_DATA, 
IMAGE_SCN_MEM_READ, 
IMAGE_SCN_MEM_WRITE

.rsrc 0x18c000 0x4310 0x4400 False 0.6470013786764706 data 6.02366521049681 IMAGE_SCN_CNT_INITIALIZED
_DATA, 
IMAGE_SCN_MEM_READ

Name RVA Size Type Language Country

RIWEZOZAC 0x18f700 0x55f ASCII text, with very long lines (1375), with no line 
terminators

Romanian Romania

RT_ICON 0x18c330 0x8a8 Device independent bitmap graphic, 32 x 64 x 8, 
image size 0

Romanian Romania

RT_ICON 0x18cbd8 0x6c8 Device independent bitmap graphic, 24 x 48 x 8, 
image size 0

Romanian Romania

RT_ICON 0x18d2a0 0x568 Device independent bitmap graphic, 16 x 32 x 8, 
image size 0

Romanian Romania

RT_ICON 0x18d808 0x10a8 Device independent bitmap graphic, 32 x 64 x 32, 
image size 0

Romanian Romania

RT_ICON 0x18e8b0 0x988 Device independent bitmap graphic, 24 x 48 x 32, 
image size 0

Romanian Romania

RT_ICON 0x18f238 0x468 Device independent bitmap graphic, 16 x 32 x 32, 
image size 0

Romanian Romania

RT_STRING 0x18fe08 0xb6 data Romanian Romania

RT_STRING 0x18fec0 0x2ae data Romanian Romania

RT_STRING 0x190170 0x19c data Romanian Romania

RT_ACCELERATOR 0x18fc60 0x58 data Romanian Romania

RT_GROUP_ICON 0x18f6a0 0x5a data Romanian Romania

RT_VERSION 0x18fcb8 0x14c Intel 80386 COFF executable, no relocation info, not 
stripped, 52 sections, symbol offset=0x5f0053, 
4522070 symbols, optional header size 82, created 
Sat Mar  7 05:34:56 1970

DLL Import

Data Directories

Sections

Resources

Imports
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KERNEL32.dll LocalSize, InterlockedExchange, GetTickCount, CopyFileExA, GetConsoleAliasExesLengthW, 
EnumSystemCodePagesA, TlsGetValue, MoveFileWithProgressW, VerifyVersionInfoW, LocalUnlock, DebugBreak, 
GlobalGetAtomNameW, MapViewOfFileEx, GetWindowsDirectoryA, GetModuleHandleA, lstrlenW, GlobalDeleteAtom, 
SizeofResource, WriteConsoleInputA, CopyFileW, CancelWaitableTimer, GetVersionExA, FindResourceW, 
OpenEventW, SearchPathA, GetThreadPriority, CallNamedPipeA, GetProcAddress, GlobalAlloc, SetFileTime, 
GetConsoleAliasesLengthA, OpenFileMappingA, GetComputerNameA, GetMailslotInfo, GetTapeParameters, 
OpenJobObjectW, GetPrivateProfileIntA, ReadConsoleInputW, _lread, LockFile, GetPrivateProfileStructW, 
GetDiskFreeSpaceExW, DefineDosDeviceW, GetACP, SetProcessAffinityMask, GlobalFindAtomW, 
InterlockedDecrement, VerifyVersionInfoA, CreateActCtxW, GetModuleHandleW, FindNextVolumeA, 
MoveFileWithProgressA, InterlockedIncrement, GetComputerNameW, CancelDeviceWakeupRequest, 
EnumCalendarInfoA, InterlockedCompareExchange, GetPrivateProfileStructA, EnumCalendarInfoW, 
EnterCriticalSection, GetNamedPipeHandleStateW, AreFileApisANSI, LoadLibraryA, SetLastError, WriteConsoleW, 
GetVolumeInformationA, GetSystemWindowsDirectoryA, LoadLibraryW, Sleep, InitializeCriticalSection, 
DeleteCriticalSection, LeaveCriticalSection, RtlUnwind, RaiseException, GetLastError, HeapFree, TerminateProcess, 
GetCurrentProcess, UnhandledExceptionFilter, SetUnhandledExceptionFilter, IsDebuggerPresent, HeapReAlloc, 
HeapAlloc, MoveFileA, DeleteFileA, GetStartupInfoW, LCMapStringA, WideCharToMultiByte, MultiByteToWideChar, 
LCMapStringW, GetCPInfo, TlsAlloc, TlsSetValue, TlsFree, GetCurrentThreadId, HeapCreate, VirtualFree, 
VirtualAlloc, HeapSize, ExitProcess, WriteFile, GetStdHandle, GetModuleFileNameA, SetHandleCount, GetFileType, 
GetStartupInfoA, GetModuleFileNameW, FreeEnvironmentStringsW, GetEnvironmentStringsW, GetCommandLineW, 
QueryPerformanceCounter, GetCurrentProcessId, GetSystemTimeAsFileTime, GetOEMCP, IsValidCodePage, 
GetLocaleInfoA, GetStringTypeA, GetStringTypeW, GetUserDefaultLCID, EnumSystemLocalesA, IsValidLocale, 
InitializeCriticalSectionAndSpinCount, SetFilePointer, GetConsoleCP, GetConsoleMode, GetLocaleInfoW, 
FlushFileBuffers, SetStdHandle, WriteConsoleA, GetConsoleOutputCP, CloseHandle, CreateFileA

GDI32.dll GetCharWidthA

ADVAPI32.dll SetThreadToken

DLL Import

Language of compilation system Country where language is spoken Map

Romanian Romania

Timestamp Protocol SID Message
Source
Port

Dest
Port

Source IP Dest IP

192.168.2.6185.174.137.7
049705802018581 
11/03/22-
12:46:51.239510

TCP 201858
1

ET TROJAN Single char EXE direct download likely trojan (multiple families) 49705 80 192.168.2.6 185.174.137.
70

Total Packets: 47

• 53 (DNS)

• 80 (HTTP)

Timestamp Source Port Dest Port Source IP Dest IP

Possible Origin

Network Behavior

Snort IDS Alerts

Network Port Distribution

TCP Packets
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Nov 3, 2022 12:46:48.372200012 CET 49703 80 192.168.2.6 91.195.240.101

Nov 3, 2022 12:46:48.391128063 CET 80 49703 91.195.240.101 192.168.2.6

Nov 3, 2022 12:46:48.391241074 CET 49703 80 192.168.2.6 91.195.240.101

Nov 3, 2022 12:46:48.391418934 CET 49703 80 192.168.2.6 91.195.240.101

Nov 3, 2022 12:46:48.391434908 CET 49703 80 192.168.2.6 91.195.240.101

Nov 3, 2022 12:46:48.411756992 CET 80 49703 91.195.240.101 192.168.2.6

Nov 3, 2022 12:46:48.411819935 CET 80 49703 91.195.240.101 192.168.2.6

Nov 3, 2022 12:46:48.442433119 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.454207897 CET 49703 80 192.168.2.6 91.195.240.101

Nov 3, 2022 12:46:48.499412060 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.499644041 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.499844074 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.499922991 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.556449890 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.556478977 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.567240953 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.567296028 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.567320108 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.567348957 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.567377090 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.567377090 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.567405939 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.567410946 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.567437887 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.567452908 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.567467928 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.567497969 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.567512035 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.567528963 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.567593098 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.624706030 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.624732971 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.624752045 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.624768972 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.624788046 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.624806881 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.624825001 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.624833107 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.624841928 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.624860048 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.624866009 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.624877930 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.624890089 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.624895096 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.624912977 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.624913931 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.624929905 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.624948025 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.624963045 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.624965906 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.624985933 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.624989986 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.625004053 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.625020981 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.625053883 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.625072956 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.625085115 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.625102997 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.625137091 CET 49704 80 192.168.2.6 193.106.191.15

Timestamp Source Port Dest Port Source IP Dest IP
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Nov 3, 2022 12:46:48.681813955 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.681883097 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.681926012 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.681967974 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.681982994 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.682013988 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.682029963 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.682058096 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.682096958 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.682099104 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.682140112 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.682177067 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.682179928 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.682220936 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.682255983 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.682265043 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.682307959 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.682349920 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.682349920 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.682394028 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.682431936 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.682435036 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.682477951 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.682518005 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.682523012 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.682559013 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.682600975 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.682606936 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.682643890 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.682683945 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.682686090 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.682728052 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.682765961 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.682769060 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.682811022 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.682851076 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.682857990 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.682924032 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.682965994 CET 80 49704 193.106.191.15 192.168.2.6

Nov 3, 2022 12:46:48.682966948 CET 49704 80 192.168.2.6 193.106.191.15

Nov 3, 2022 12:46:48.683006048 CET 80 49704 193.106.191.15 192.168.2.6

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Nov 3, 2022 12:46:48.324130058 CET 49786 53 192.168.2.6 8.8.8.8

Nov 3, 2022 12:46:48.367026091 CET 53 49786 8.8.8.8 192.168.2.6

Nov 3, 2022 12:46:48.420797110 CET 58595 53 192.168.2.6 8.8.8.8

Nov 3, 2022 12:46:48.441312075 CET 53 58595 8.8.8.8 192.168.2.6

Nov 3, 2022 12:46:52.528556108 CET 56331 53 192.168.2.6 8.8.8.8

Nov 3, 2022 12:46:52.549875021 CET 53 56331 8.8.8.8 192.168.2.6

Nov 3, 2022 12:47:12.192733049 CET 50506 53 192.168.2.6 8.8.8.8

Nov 3, 2022 12:47:12.209808111 CET 53 50506 8.8.8.8 192.168.2.6

Nov 3, 2022 12:47:22.184487104 CET 49448 53 192.168.2.6 8.8.8.8

Nov 3, 2022 12:47:22.295101881 CET 53 49448 8.8.8.8 192.168.2.6

Nov 3, 2022 12:47:27.901474953 CET 62910 53 192.168.2.6 8.8.8.8

Nov 3, 2022 12:47:27.925385952 CET 53 62910 8.8.8.8 192.168.2.6

Nov 3, 2022 12:47:32.249191999 CET 63863 53 192.168.2.6 8.8.8.8

Nov 3, 2022 12:47:32.542232990 CET 53 63863 8.8.8.8 192.168.2.6

UDP Packets
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Nov 3, 2022 12:47:41.836952925 CET 63229 53 192.168.2.6 8.8.8.8

Nov 3, 2022 12:47:41.945038080 CET 53 63229 8.8.8.8 192.168.2.6

Nov 3, 2022 12:47:43.483741999 CET 62538 53 192.168.2.6 8.8.8.8

Nov 3, 2022 12:47:43.778094053 CET 53 62538 8.8.8.8 192.168.2.6

Nov 3, 2022 12:47:52.994504929 CET 51530 53 192.168.2.6 8.8.8.8

Nov 3, 2022 12:47:53.272134066 CET 53 51530 8.8.8.8 192.168.2.6

Nov 3, 2022 12:48:02.478055954 CET 56122 53 192.168.2.6 8.8.8.8

Nov 3, 2022 12:48:02.585911036 CET 53 56122 8.8.8.8 192.168.2.6

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
DNS over
HTTPS

Nov 3, 2022 12:46:48.324130058 
CET

192.168.2.6 8.8.8.8 0xc8b9 Standard query 
(0)

furubujjul.net A (IP address) IN (0x0001) false

Nov 3, 2022 12:46:48.420797110 
CET

192.168.2.6 8.8.8.8 0x23bb Standard query 
(0)

starvestitibo.org A (IP address) IN (0x0001) false

Nov 3, 2022 12:46:52.528556108 
CET

192.168.2.6 8.8.8.8 0x554c Standard query 
(0)

shingroup.com A (IP address) IN (0x0001) false

Nov 3, 2022 12:47:12.192733049 
CET

192.168.2.6 8.8.8.8 0x6b9c Standard query 
(0)

t.me A (IP address) IN (0x0001) false

Nov 3, 2022 12:47:22.184487104 
CET

192.168.2.6 8.8.8.8 0x5c3e Standard query 
(0)

starvestitibo.org A (IP address) IN (0x0001) false

Nov 3, 2022 12:47:27.901474953 
CET

192.168.2.6 8.8.8.8 0xd77f Standard query 
(0)

api.2ip.ua A (IP address) IN (0x0001) false

Nov 3, 2022 12:47:32.249191999 
CET

192.168.2.6 8.8.8.8 0x2a31 Standard query 
(0)

o36fafs3sn
6xou.com

A (IP address) IN (0x0001) false

Nov 3, 2022 12:47:41.836952925 
CET

192.168.2.6 8.8.8.8 0xfd5d Standard query 
(0)

o3zxuhcc4h
l9mi.com

A (IP address) IN (0x0001) false

Nov 3, 2022 12:47:43.483741999 
CET

192.168.2.6 8.8.8.8 0x7779 Standard query 
(0)

o3l3roozui
dudu.com

A (IP address) IN (0x0001) false

Nov 3, 2022 12:47:52.994504929 
CET

192.168.2.6 8.8.8.8 0x23eb Standard query 
(0)

o3npxslymc
yfi2.com

A (IP address) IN (0x0001) false

Nov 3, 2022 12:48:02.478055954 
CET

192.168.2.6 8.8.8.8 0x815f Standard query 
(0)

o3b1wk8sfk
74tf.com

A (IP address) IN (0x0001) false

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
DNS over
HTTPS

Nov 3, 2022 
12:46:48.367026091 
CET

8.8.8.8 192.168.2.6 0xc8b9 No error (0) furubujjul.net 91.195.240.10
1

A (IP address) IN 
(0x0001)

false

Nov 3, 2022 
12:46:48.441312075 
CET

8.8.8.8 192.168.2.6 0x23bb No error (0) starvestit
ibo.org

193.106.191.1
5

A (IP address) IN 
(0x0001)

false

Nov 3, 2022 
12:46:52.549875021 
CET

8.8.8.8 192.168.2.6 0x554c No error (0) shingroup.com 185.220.204.6
4

A (IP address) IN 
(0x0001)

false

Nov 3, 2022 
12:47:12.209808111 
CET

8.8.8.8 192.168.2.6 0x6b9c No error (0) t.me 149.154.167.9
9

A (IP address) IN 
(0x0001)

false

Nov 3, 2022 
12:47:22.295101881 
CET

8.8.8.8 192.168.2.6 0x5c3e No error (0) starvestit
ibo.org

193.106.191.1
5

A (IP address) IN 
(0x0001)

false

Nov 3, 2022 
12:47:27.925385952 
CET

8.8.8.8 192.168.2.6 0xd77f No error (0) api.2ip.ua 162.0.217.254 A (IP address) IN 
(0x0001)

false

Nov 3, 2022 
12:47:32.542232990 
CET

8.8.8.8 192.168.2.6 0x2a31 No error (0) o36fafs3sn
6xou.com

87.251.79.105 A (IP address) IN 
(0x0001)

false

Nov 3, 2022 
12:47:41.945038080 
CET

8.8.8.8 192.168.2.6 0xfd5d No error (0) o3zxuhcc4h
l9mi.com

87.251.79.105 A (IP address) IN 
(0x0001)

false

Nov 3, 2022 
12:47:43.778094053 
CET

8.8.8.8 192.168.2.6 0x7779 No error (0) o3l3roozui
dudu.com

87.251.79.105 A (IP address) IN 
(0x0001)

false

Nov 3, 2022 
12:47:53.272134066 
CET

8.8.8.8 192.168.2.6 0x23eb No error (0) o3npxslymc
yfi2.com

87.251.79.105 A (IP address) IN 
(0x0001)

false

DNS Queries

DNS Answers
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Nov 3, 2022 
12:48:02.585911036 
CET

8.8.8.8 192.168.2.6 0x815f No error (0) o3b1wk8sfk
74tf.com

87.251.79.105 A (IP address) IN 
(0x0001)

false

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
DNS over
HTTPS

            
shingroup.com

            
t.me

            
api.2ip.ua

            
ihscr.org

furubujjul.net

            
erlnjwq.org

starvestitibo.org

            
petsisa.org

            
afsgomos.com

            
wovjsp.com

            
ugojjub.net

            
ojgirn.com

            
185.174.137.70

            
kgypm.com

            
tigsodvg.com

            
tdwofe.org

            
gnwpmx.org

            
lcnrqc.com

            
nduckkr.com

            
qtvcgbfk.net

            
gafgylgoi.com

            
nmqtq.net

            
ejmdi.net

            
xnnhfx.net

            
xoeixqhnce.com

            
95.217.246.41

         

HTTP Request Dependency Graph
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• file.exe

• explorer.exe

• uucbfdt

• 37F1.exe

• 405E.exe

• 45DE.exe

• 49F6.exe

• regsvr32.exe

• regsvr32.exe

• 5487.exe

• 5999.exe

• explorer.exe

• explorer.exe

• 5999.exe

• WerFault.exe

• WerFault.exe

• gecbfdt

• cmd.exe

• conhost.exe

• timeout.exe

• WerFault.exe

Click to jump to process

Target ID: 0

Start time: 12:45:44

Start date: 03/11/2022

Path: C:\Users\user\Desktop\file.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\Desktop\file.exe

Imagebase: 0x400000

File size: 217600 bytes

MD5 hash: 4BB5C0ED18F4B7AE33BA272EAE17ABF2

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
00000000.00000002.356712809.0000000000710000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Smokeloader_4e31426e, Description: unknown, Source: 
00000000.00000002.356712809.0000000000710000.00000004.00000800.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source: 
00000000.00000002.357053208.00000000008D8000.00000040.00000020.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
00000000.00000002.356833950.0000000000841000.00000004.10000000.00040000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Smokeloader_4e31426e, Description: unknown, Source: 
00000000.00000002.356833950.0000000000841000.00000004.10000000.00040000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_Smokeloader_3687686f, Description: unknown, Source: 
00000000.00000002.356673245.0000000000700000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
00000000.00000003.255442832.0000000000710000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security

Reputation: low

Target ID: 1

Statistics

Behavior

System Behavior

Analysis Process: file.exe PID: 5540, Parent PID: 3452

General

Analysis Process: explorer.exe PID: 3452, Parent PID: 5540

General
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Start time: 12:45:51

Start date: 03/11/2022

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Explorer.EXE

Imagebase: 0x7ff647860000

File size: 3933184 bytes

MD5 hash: AD5296B280E8F522A8A897C96BAB0E1D

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
00000001.00000000.345197591.0000000004E61000.00000020.80000000.00040000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Smokeloader_4e31426e, Description: unknown, Source: 
00000001.00000000.345197591.0000000004E61000.00000020.80000000.00040000.00000000.sdmp, Author: unknown

Reputation: high

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Roaming\uucbfdt read data or list 
directory | read 
attributes | 
delete | write dac 
| synchronize | 
generic read | 
generic write

device sequential only | 
non directory file

success or wait 1 4E6210E CopyFileW

C:\Users\user\AppData\Roaming\
uucbfdt\:Zone.Identifier:$DATA

read data or list 
directory | 
synchronize | 
generic write

device sequential only | 
synchronous io 
non alert

success or wait 1 4E6210E CopyFileW

C:\Users\user\AppData\Roaming\bcvbehu read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 4E6268D CreateFileW

C:\Users\user\AppData\Local\Temp\37F1.tmp read attributes | 
synchronize | 
generic read

device synchronous io 
non alert | non 
directory file

success or wait 1 4E62B6E GetTempFile
NameW

C:\Users\user\AppData\Local\Temp\37F1.exe read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 4E62C32 CreateFileW

C:\Users\user\AppData\Local\Temp\405E.tmp read attributes | 
synchronize | 
generic read

device synchronous io 
non alert | non 
directory file

success or wait 1 4E62B6E GetTempFile
NameW

C:\Users\user\AppData\Local\Temp\405E.exe read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 4E62C32 CreateFileW

C:\Users\user\AppData\Local\Temp\45DE.tmp read attributes | 
synchronize | 
generic read

device synchronous io 
non alert | non 
directory file

success or wait 1 4E62B6E GetTempFile
NameW

C:\Users\user\AppData\Local\Temp\45DE.exe read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 4E62C32 CreateFileW

C:\Users\user\AppData\Local\Temp\49F6.tmp read attributes | 
synchronize | 
generic read

device synchronous io 
non alert | non 
directory file

success or wait 1 4E62B6E GetTempFile
NameW

C:\Users\user\AppData\Local\Temp\49F6.exe read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 4E62C32 CreateFileW

C:\Users\user\AppData\Local\Temp\509E.tmp read attributes | 
synchronize | 
generic read

device synchronous io 
non alert | non 
directory file

success or wait 1 4E62B6E GetTempFile
NameW

C:\Users\user\AppData\Local\Temp\509E.dll read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 4E62C32 CreateFileW

C:\Users\user\AppData\Local\Temp\5487.tmp read attributes | 
synchronize | 
generic read

device synchronous io 
non alert | non 
directory file

success or wait 1 4E62B6E GetTempFile
NameW

C:\Users\user\AppData\Local\Temp\5487.exe read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 4E62C32 CreateFileW

File Activities

File Created
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C:\Users\user\AppData\Local\Temp\5999.tmp read attributes | 
synchronize | 
generic read

device synchronous io 
non alert | non 
directory file

success or wait 1 4E62B6E GetTempFile
NameW

C:\Users\user\AppData\Local\Temp\5999.exe read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 4E62C32 CreateFileW

C:\Users\user\AppData\Roaming\gecbfdt read data or list 
directory | read 
attributes | 
delete | write dac 
| synchronize | 
generic read | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file

success or wait 1 505206A CopyFileW

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

C:\Users\user\Desktop\file.exe success or wait 1 4E6211F DeleteFileW

C:\Users\user\AppData\Roaming\uucbfdt:Zone.Identifier success or wait 1 4E6216A DeleteFileW

C:\Users\user\AppData\Local\Temp\37F1.tmp success or wait 1 4E62B77 DeleteFileW

C:\Users\user\AppData\Local\Temp\405E.tmp success or wait 1 4E62B77 DeleteFileW

C:\Users\user\AppData\Local\Temp\45DE.tmp success or wait 1 4E62B77 DeleteFileW

C:\Users\user\AppData\Local\Temp\49F6.tmp success or wait 1 4E62B77 DeleteFileW

C:\Users\user\AppData\Local\Temp\509E.tmp success or wait 1 4E62B77 DeleteFileW

C:\Users\user\AppData\Local\Temp\5487.tmp success or wait 1 4E62B77 DeleteFileW

C:\Users\user\AppData\Local\Temp\5999.tmp success or wait 1 4E62B77 DeleteFileW

C:\Users\user\AppData\Local\Temp\405E.exe success or wait 1 505207B DeleteFileW

File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\AppData\Roaming\
uucbfdt

0 131072 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 1b fd 
4c fd 5f fd 22 fd 5f fd 22 fd 
5f fd 22 fd 41 fd fd fd 42 
fd 22 fd 41 fd fd fd fd fd 
22 fd 78 0b 59 fd 58 fd 22 
fd 5f fd 23 fd fd fd 22 fd 
41 fd fd fd 6d fd 22 fd 41 
fd fd fd 5e fd 22 fd 41 fd 
fd fd 5e fd 22 fd 52 69 63 
68 5f fd 22 fd 00 00 00 00 
00 00 00 00 50 45 00 00 
4c 01 03 00 3c fd 75 62 
00 00 00 00 00 00 00 00 
fd 00 03 01 0b 01 09 00 
00 fd 01 00 00 28 17 00 
00 00 00 

MZ@!L!This program 
cannot be run in DOS 
mode.$L_"_"_"AB"A"xY
X"_#"Am"A^"A^"Rich_"P
EL<ub(

success or wait 2 4E6210E CopyFileW

C:\Users\user\AppData\Roaming\
uucbfdt:Zone.Identifier

0 26 5b 5a 6f 6e 65 54 72 61 
6e 73 66 65 72 5d 0d 0a 
0d 0a 5a 6f 6e 65 49 64 
3d 30 

[ZoneTransfer]ZoneId=0 success or wait 1 4E6210E CopyFileW

File Deleted

File Written
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C:\Users\user\AppData\Roaming\
bcvbehu

0 248887 2c fd fd 7b 41 3a 46 3f 23 
fd fd 45 1f 43 fd 6f 3c fd 
fd fd fd 14 7f 00 58 fd 3e 
53 fd 2e 22 fd 22 74 0c fd 
52 48 72 fd fd 61 fd 59 fd 
3e 3b fd 0f fd 59 fd 42 fd 
fd fd fd fd 73 fd 18 47 fd 
10 7a 46 0a fd 15 fd fd 60 
fd 22 fd 31 fd fd 77 fd fd 
55 03 21 fd 57 3a fd fd 27 
73 2d 07 fd 6e 37 fd 96 fd 
fd 3d 7c 3f 23 58 fd 5f fd 
2d 36 4b fd 3d fd 76 28 fd 
1b 13 fd fd 35 5a 69 fd fd 
fd fd 60 57 fd 28 fd fd 18 
6b fd 0e 28 75 6e 18 fd 6f 
79 fd 27 51 fd 8a fd fd 51 
fd 69 6d 2d 33 2f 54 8f a5 
fd fd 54 1e 67 fd 10 fd 1e 
4b 17 3e fd fd 15 fd 00 63 
fd 16 0c 2a 24 fd fd fd 35 
fd 67 fd fd fd 6c 19 08 3f 
fd fd 2a 5d fd fd 3e fd 43 
56 fd 78 64 6b fd 27 49 
61 16 fd 4c fd 60 7f 38 fd 
fd 02 01 fd 62 57 fd fd 41 
fd fd fd fd fd 01 36 

,{A:F?
#ECo<X>S.""tRHraY>;Y
BsGzF`"1U!W:'s-n7=|?
#X_-6K=v(5Zi`W
(k(unoy'QQim-
3/TTgK>*$5gl?*]>C
Vxd'IaL`8bWA6

success or wait 1 4E626EE WriteFile

C:\Users\user\AppData\Local\Te
mp\37F1.exe

0 412672 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 4d fd 
02 fd 09 fd 6c fd 09 fd 6c 
fd 09 fd 6c fd 17 fd fd fd 
2a fd 6c fd 17 fd fd fd 1d 
fd 6c fd 17 fd fd fd 76 fd 
6c fd 2e 6f 17 fd 0c fd 6c 
fd 09 fd 6d fd 76 fd 6c fd 
17 fd fd fd 08 fd 6c fd 17 
fd fd fd 08 fd 6c fd 17 fd fd 
fd 08 fd 6c fd 52 69 63 68 
09 fd 6c fd 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 50 45 00 00 
4c 01 04 00 53 fd 11 61 
00 00 00 00 00 00 00 00 
fd 00 02 

MZ@!L!This program 
cannot be run in DOS 
mode.$Mlll*llvl.olmv
llllRichlPELSa

success or wait 1 4E62C58 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\405E.exe

0 216576 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 1b fd 
4c fd 5f fd 22 fd 5f fd 22 fd 
5f fd 22 fd 41 fd fd fd 42 
fd 22 fd 41 fd fd fd fd fd 
22 fd 78 0b 59 fd 58 fd 22 
fd 5f fd 23 fd fd fd 22 fd 
41 fd fd fd 6d fd 22 fd 41 
fd fd fd 5e fd 22 fd 41 fd 
fd fd 5e fd 22 fd 52 69 63 
68 5f fd 22 fd 00 00 00 00 
00 00 00 00 50 45 00 00 
4c 01 03 00 fd 69 fd 61 
00 00 00 00 00 00 00 00 
fd 00 03 01 0b 01 09 00 
00 fd 01 00 00 24 17 00 
00 00 00 

MZ@!L!This program 
cannot be run in DOS 
mode.$L_"_"_"AB"A"xY
X"_#"Am"A^"A^"Rich_"P
ELia$

success or wait 1 4E62C58 WriteFile

C:\Users\user\AppData\Local\Te
mp\45DE.exe

0 217088 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 1b fd 
4c fd 5f fd 22 fd 5f fd 22 fd 
5f fd 22 fd 41 fd fd fd 42 
fd 22 fd 41 fd fd fd fd fd 
22 fd 78 0b 59 fd 58 fd 22 
fd 5f fd 23 fd fd fd 22 fd 
41 fd fd fd 6d fd 22 fd 41 
fd fd fd 5e fd 22 fd 41 fd 
fd fd 5e fd 22 fd 52 69 63 
68 5f fd 22 fd 00 00 00 00 
00 00 00 00 50 45 00 00 
4c 01 03 00 7d fd 26 62 
00 00 00 00 00 00 00 00 
fd 00 03 01 0b 01 09 00 
00 fd 01 00 00 28 17 00 
00 00 00 

MZ@!L!This program 
cannot be run in DOS 
mode.$L_"_"_"AB"A"xY
X"_#"Am"A^"A^"Rich_"P
EL}&b(

success or wait 1 4E62C58 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\49F6.exe

0 216576 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 1a fd 
4c fd 5e fd 22 fd 5e fd 22 
fd 5e fd 22 fd 40 fd fd fd 
43 fd 22 fd 40 fd fd fd fd fd 
22 fd 79 0b 59 fd 59 fd 22 
fd 5e fd 23 fd fd fd 22 fd 
40 fd fd fd 6c fd 22 fd 40 
fd fd fd 5f fd 22 fd 40 fd fd 
fd 5f fd 22 fd 52 69 63 68 
5e fd 22 fd 00 00 00 00 
00 00 00 00 50 45 00 00 
4c 01 03 00 54 fd fd 61 
00 00 00 00 00 00 00 00 
fd 00 03 01 0b 01 09 00 
00 fd 01 00 00 24 17 00 
00 00 00 

MZ@!L!This program 
cannot be run in DOS 
mode.$L^"^"^"@C"@"yY
Y"^#"@l"@_"@_"Rich^"P
ELTa$

success or wait 1 4E62C58 WriteFile

C:\Users\user\AppData\Local\Te
mp\509E.dll

0 232992
8

4d 5a 50 00 02 00 00 00 
04 00 0f 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 1a 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 01 00 00 fd 
10 00 0e 1f fd 09 fd 21 fd 
01 4c fd 21 fd fd 54 68 69 
73 20 70 72 6f 67 72 61 
6d 20 6d 75 73 74 20 62 
65 20 72 75 6e 20 75 6e 
64 65 72 20 57 69 6e 33 
32 0d 0a 24 37 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 

MZP@!L!This program 
must be run under 
Win32$7

success or wait 1 4E62C58 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\5487.exe

0 331776 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 1a fd 
4c fd 5e fd 22 fd 5e fd 22 
fd 5e fd 22 fd 40 fd fd fd 
43 fd 22 fd 40 fd fd fd fd fd 
22 fd 79 0b 59 fd 59 fd 22 
fd 5e fd 23 fd fd fd 22 fd 
40 fd fd fd 6c fd 22 fd 40 
fd fd fd 5f fd 22 fd 40 fd fd 
fd 5f fd 22 fd 52 69 63 68 
5e fd 22 fd 00 00 00 00 
00 00 00 00 50 45 00 00 
4c 01 03 00 fd fd fd 61 00 
00 00 00 00 00 00 00 fd 
00 03 01 0b 01 09 00 00 
fd 01 00 00 fd 18 00 00 
00 00 

MZ@!L!This program 
cannot be run in DOS 
mode.$L^"^"^"@C"@"yY
Y"^#"@l"@_"@_"Rich^"P
ELa

success or wait 1 4E62C58 WriteFile

C:\Users\user\AppData\Local\Te
mp\5999.exe

0 746496 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 1a fd 
4c fd 5e fd 22 fd 5e fd 22 
fd 5e fd 22 fd 40 fd fd fd 
43 fd 22 fd 40 fd fd fd fd fd 
22 fd 79 0b 59 fd 59 fd 22 
fd 5e fd 23 fd fd fd 22 fd 
40 fd fd fd 6c fd 22 fd 40 
fd fd fd 5f fd 22 fd 40 fd fd 
fd 5f fd 22 fd 52 69 63 68 
5e fd 22 fd 00 00 00 00 
00 00 00 00 50 45 00 00 
4c 01 03 00 fd 06 fd 61 
00 00 00 00 00 00 00 00 
fd 00 03 01 0b 01 09 00 
00 fd 01 00 00 42 1f 00 
00 00 00 

MZ@!L!This program 
cannot be run in DOS 
mode.$L^"^"^"@C"@"yY
Y"^#"@l"@_"@_"Rich^"P
ELaB

success or wait 1 4E62C58 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Roaming\
gecbfdt

0 131072 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 1b fd 
4c fd 5f fd 22 fd 5f fd 22 fd 
5f fd 22 fd 41 fd fd fd 42 
fd 22 fd 41 fd fd fd fd fd 
22 fd 78 0b 59 fd 58 fd 22 
fd 5f fd 23 fd fd fd 22 fd 
41 fd fd fd 6d fd 22 fd 41 
fd fd fd 5e fd 22 fd 41 fd 
fd fd 5e fd 22 fd 52 69 63 
68 5f fd 22 fd 00 00 00 00 
00 00 00 00 50 45 00 00 
4c 01 03 00 fd 69 fd 61 
00 00 00 00 00 00 00 00 
fd 00 03 01 0b 01 09 00 
00 fd 01 00 00 24 17 00 
00 00 00 

MZ@!L!This program 
cannot be run in DOS 
mode.$L_"_"_"AB"A"xY
X"_#"Am"A^"A^"Rich_"P
ELia$

success or wait 2 505206A CopyFileW

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

C:\Users\user\AppData\Roaming\bcvbehu unknown 248887 success or wait 1 4E635A7 ReadFile

Target ID: 11

Start time: 12:46:48

Start date: 03/11/2022

Path: C:\Users\user\AppData\Roaming\uucbfdt

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\uucbfdt

Imagebase: 0x400000

File size: 217600 bytes

MD5 hash: 4BB5C0ED18F4B7AE33BA272EAE17ABF2

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Yara matches: Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source: 
0000000B.00000002.505257421.00000000007A8000.00000040.00000020.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
0000000B.00000002.504789684.0000000000760000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Smokeloader_4e31426e, Description: unknown, Source: 
0000000B.00000002.504789684.0000000000760000.00000004.00000800.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
0000000B.00000003.475515508.0000000000720000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
0000000B.00000002.505917720.0000000002231000.00000004.10000000.00040000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Smokeloader_4e31426e, Description: unknown, Source: 
0000000B.00000002.505917720.0000000002231000.00000004.10000000.00040000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_Smokeloader_3687686f, Description: unknown, Source: 
0000000B.00000002.504609430.0000000000710000.00000040.00001000.00020000.00000000.sdmp, Author: unknown

Antivirus matches: Detection: 100%, Joe Sandbox ML
Detection: 39%, ReversingLabs

Reputation: low

File Read

Analysis Process: uucbfdt PID: 5820, Parent PID: 1064

General

Analysis Process: 37F1.exe PID: 1760, Parent PID: 3452
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Target ID: 12

Start time: 12:46:48

Start date: 03/11/2022

Path: C:\Users\user\AppData\Local\Temp\37F1.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\37F1.exe

Imagebase: 0x400000

File size: 412672 bytes

MD5 hash: 20FC27E56AEB4D8031E8952F5C367565

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
0000000C.00000002.549799190.0000000005F55000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
0000000C.00000003.417269957.0000000004910000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_RedLine, Description: Detects RedLine infostealer, Source: 
0000000C.00000003.417269957.0000000004910000.00000004.00001000.00020000.00000000.sdmp, Author: ditekSHen
Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
0000000C.00000002.531865007.0000000000400000.00000040.00000001.01000000.00000009.sdmp, Author: Joe Security
Rule: MALWARE_Win_RedLine, Description: Detects RedLine infostealer, Source: 
0000000C.00000002.531865007.0000000000400000.00000040.00000001.01000000.00000009.sdmp, Author: ditekSHen
Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
0000000C.00000002.545785192.0000000004B70000.00000004.08000000.00040000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_RedLine, Description: Detects RedLine infostealer, Source: 
0000000C.00000002.545785192.0000000004B70000.00000004.08000000.00040000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source: 
0000000C.00000002.540527249.0000000002E46000.00000040.00000020.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
0000000C.00000002.544624082.0000000004A4A000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
0000000C.00000002.550663724.0000000007290000.00000004.08000000.00040000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_RedLine, Description: Detects RedLine infostealer, Source: 
0000000C.00000002.550663724.0000000007290000.00000004.08000000.00040000.00000000.sdmp, Author: ditekSHen
Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
0000000C.00000002.542826089.00000000048D0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Smokeloader_3687686f, Description: unknown, Source: 
0000000C.00000002.542826089.00000000048D0000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_RedLine, Description: Yara detected RedLine Stealer, Source: 
0000000C.00000003.426623227.0000000002EB9000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

Antivirus matches: Detection: 100%, Joe Sandbox ML
Detection: 50%, ReversingLabs

Reputation: low

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6CFACF06 unknown

C:\Users\user\AppData\Roaming read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6CFACF06 unknown

File Path Offset Length Completion Count Source Address Symbol

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6CF85705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 6135 success or wait 1 6CF85705 unknown

C:\Windows\assembly\NativeImages_v4.0.30319_32\mscorlib\a152
fe02a317a77aeee36903305e8ba6\mscorlib.ni.dll.aux

unknown 176 success or wait 1 6CEE03DE ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6CF8CA54 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System\4f0a7e
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

unknown 620 success or wait 1 6CEE03DE ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\Presentatio5a
e0f00f#\889128adc9a7c9370e5e293f65060164\PresentationFramewo
rk.ni.dll.aux

unknown 2516 success or wait 1 6CEE03DE ReadFile

General

File Activities

File Created

File Read
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C:\Windows\assembly\NativeImages_v4.0.30319_32\PresentationC
ore\820a27781e8540ca263d835ec155f1a5\PresentationCore.ni.dll.aux

unknown 1912 success or wait 1 6CEE03DE ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\WindowsBase\d
d5a228cf16a218ff0d3f02cdcbab8c9\WindowsBase.ni.dll.aux

unknown 1348 success or wait 1 6CEE03DE ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\f
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

unknown 900 success or wait 1 6CEE03DE ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Runteb
92aa12#\34957343ad5d84daee97a1affda91665\System.Runtime.Seri
alization.ni.dll.aux

unknown 1100 success or wait 1 6CEE03DE ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\b2
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

unknown 748 success or wait 1 6CEE03DE ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Config
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio
n.ni.dll.aux

unknown 864 success or wait 1 6CEE03DE ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6CF85705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 8171 end of file 1 6CF85705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4096 success or wait 1 6BDF1B4F ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4096 end of file 1 6BDF1B4F ReadFile

File Path Offset Length Completion Count Source Address Symbol

Target ID: 13

Start time: 12:46:50

Start date: 03/11/2022

Path: C:\Users\user\AppData\Local\Temp\405E.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\405E.exe

Imagebase: 0x400000

File size: 216576 bytes

MD5 hash: ABC4A016ED52C530C02FCFA8D5AC2506

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Yara matches: Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source: 
0000000D.00000002.444525144.0000000000889000.00000040.00000020.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
0000000D.00000003.403897156.0000000000820000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Smokeloader_3687686f, Description: unknown, Source: 
0000000D.00000002.442880266.0000000000810000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
0000000D.00000002.443176510.0000000000820000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Smokeloader_4e31426e, Description: unknown, Source: 
0000000D.00000002.443176510.0000000000820000.00000004.00000800.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
0000000D.00000002.443497890.0000000000851000.00000004.10000000.00040000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Smokeloader_4e31426e, Description: unknown, Source: 
0000000D.00000002.443497890.0000000000851000.00000004.10000000.00040000.00000000.sdmp, Author: unknown

Antivirus matches: Detection: 100%, Joe Sandbox ML
Detection: 38%, ReversingLabs

Reputation: low

Target ID: 14

Start time: 12:46:52

Start date: 03/11/2022

Path: C:\Users\user\AppData\Local\Temp\45DE.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\45DE.exe

Imagebase: 0x400000

File size: 217088 bytes

Analysis Process: 405E.exe PID: 3244, Parent PID: 3452

General

Analysis Process: 45DE.exe PID: 5516, Parent PID: 3452

General
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MD5 hash: C5634D306EEA15EE3D6364A09276C1DD

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Yara matches: Rule: Windows_Trojan_Smokeloader_3687686f, Description: unknown, Source: 
0000000E.00000000.432265249.0000000000700000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_Smokeloader_3687686f, Description: unknown, Source: 
0000000E.00000002.468874148.0000000000700000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_Smokeloader_3687686f, Description: unknown, Source: 
0000000E.00000000.427534356.0000000000700000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source: 
0000000E.00000002.469202987.00000000008C9000.00000040.00000020.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source: 
0000000E.00000000.434348709.00000000008C9000.00000040.00000020.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source: 
0000000E.00000000.428974978.00000000008C9000.00000040.00000020.00020000.00000000.sdmp, Author: unknown

Antivirus matches: Detection: 100%, Joe Sandbox ML

Reputation: low

Target ID: 15

Start time: 12:46:53

Start date: 03/11/2022

Path: C:\Users\user\AppData\Local\Temp\49F6.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\49F6.exe

Imagebase: 0x400000

File size: 216576 bytes

MD5 hash: 173E29DB800C6C004EAF258921B9C73B

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Yara matches: Rule: Windows_Trojan_Smokeloader_3687686f, Description: unknown, Source: 
0000000F.00000000.426588359.00000000007D0000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_Smokeloader_3687686f, Description: unknown, Source: 
0000000F.00000000.430084061.00000000007D0000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_Smokeloader_3687686f, Description: unknown, Source: 
0000000F.00000002.466699994.00000000007D0000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source: 
0000000F.00000000.430570444.0000000000819000.00000040.00000020.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source: 
0000000F.00000000.426731802.0000000000819000.00000040.00000020.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source: 
0000000F.00000002.466941491.0000000000819000.00000040.00000020.00020000.00000000.sdmp, Author: unknown

Antivirus matches: Detection: 100%, Joe Sandbox ML
Detection: 42%, ReversingLabs

Reputation: low

Target ID: 16

Start time: 12:46:55

Start date: 03/11/2022

Path: C:\Windows\System32\regsvr32.exe

Wow64 process (32bit): false

Commandline: regsvr32 /s C:\Users\user\AppData\Local\Temp\509E.dll

Imagebase: 0x7ff715610000

File size: 24064 bytes

MD5 hash: D78B75FC68247E8A63ACBA846182740E

Has elevated privileges: false

Has administrator 
privileges:

false

Analysis Process: 49F6.exe PID: 1324, Parent PID: 3452

General

Analysis Process: regsvr32.exe PID: 1276, Parent PID: 3452

General
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Programmed in: C, C++ or other language

Reputation: high

File Path Offset Length Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\509E.dll unknown 64 success or wait 1 7FF7156110E3 ReadFile

C:\Users\user\AppData\Local\Temp\509E.dll unknown 264 success or wait 1 7FF715611125 ReadFile

Target ID: 17

Start time: 12:46:55

Start date: 03/11/2022

Path: C:\Windows\SysWOW64\regsvr32.exe

Wow64 process (32bit): true

Commandline:  /s C:\Users\user\AppData\Local\Temp\509E.dll

Imagebase: 0x310000

File size: 20992 bytes

MD5 hash: 426E7499F6A7346F0410DEAD0805586B

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: Borland Delphi

Yara matches: Rule: JoeSecurity_Crypt, Description: Yara detected CryptOne packer, Source: 
00000011.00000002.469185788.0000000004FF0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security

Reputation: high

Target ID: 18

Start time: 12:46:56

Start date: 03/11/2022

Path: C:\Users\user\AppData\Local\Temp\5487.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\5487.exe

Imagebase: 0x7ff603c50000

File size: 331776 bytes

MD5 hash: ADF28F31EED0074753479AC51AF789C9

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, Source: 
00000012.00000002.515243787.0000000002355000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source: 
00000012.00000002.512998427.0000000000968000.00000040.00000020.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_Smokeloader_3687686f, Description: unknown, Source: 
00000012.00000002.511826941.0000000000890000.00000040.00001000.00020000.00000000.sdmp, Author: unknown

Antivirus matches: Detection: 100%, Joe Sandbox ML
Detection: 41%, ReversingLabs

File Path Access Attributes Options Completion Count Source Address Symbol

C:\ProgramData\sqlite3.dll read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 40B640 CreateFileA

File Activities

File Read

Analysis Process: regsvr32.exe PID: 1332, Parent PID: 1276

General

Analysis Process: 5487.exe PID: 1272, Parent PID: 3452

General

File Activities

File Created
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C:\ProgramData\44876058118800687391965244 read data or list 
directory | read 
attributes | 
delete | write dac 
| synchronize | 
generic read | 
generic write

device sequential only | 
non directory file

success or wait 1 416C2B CopyFileA

C:\ProgramData\00524103327335046441078177 read data or list 
directory | read 
attributes | 
delete | write dac 
| synchronize | 
generic read | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file

success or wait 1 417586 CopyFileA

C:\ProgramData\52241653186896206030520942 read data or list 
directory | read 
attributes | 
delete | write dac 
| synchronize | 
generic read | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file

success or wait 1 41773A CopyFileA

C:\ProgramData\28782868176069075816534615 read data or list 
directory | read 
attributes | 
delete | write dac 
| synchronize | 
generic read | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file

success or wait 1 416861 CopyFileA

C:\ProgramData\48699315731429539716450555 read data or list 
directory | read 
attributes | 
delete | write dac 
| synchronize | 
generic read | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file

success or wait 1 4170A0 CopyFileA

C:\ProgramData\58104588985205123450110019 read data or list 
directory | read 
attributes | 
delete | write dac 
| synchronize | 
generic read | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file

success or wait 1 41739B CopyFileA

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

C:\ProgramData\44876058118800687391965244 success or wait 1 416FFE DeleteFileA

C:\ProgramData\00524103327335046441078177 success or wait 1 4176BB DeleteFileA

C:\ProgramData\52241653186896206030520942 success or wait 1 4178AB DeleteFileA

C:\ProgramData\28782868176069075816534615 success or wait 1 416B3A DeleteFileA

C:\ProgramData\48699315731429539716450555 success or wait 1 417311 DeleteFileA

C:\ProgramData\58104588985205123450110019 success or wait 1 417507 DeleteFileA

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Deleted

File Written
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C:\ProgramData\sqlite3.dll 0 16384 4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 50 45 
00 00 4c 01 12 00 fd fd 
15 63 00 fd 0e 00 fd 13 
00 00 fd 00 06 21 0b 01 
02 19 00 26 0b 00 00 16 
0d 00 00 0a 00 00 00 14 
00 00 00 10 00 00 00 40 
0b 00 00 00 fd 61 00 10 
00 00 00 02 00 00 04 00 
00 00 01 00 00 00 04 00 
00 00 00 00 00 00 00 30 
0f 00 00 06 00 00 1c 3a 
11 00 03 00 00 00 00 00 
20 00 00 10 00 00 00 00 
10 00 00 10 00 00 00 00 
00 00 10 00 00 00 00 fd 
0c 00 fd 2a 00 

MZ@!L!This program 
cannot be run in DOS 
mode.$PELc!&@a0: *

success or wait 68 40B73C WriteFile

C:\ProgramData\448760581188006
87391965244

0 28672 53 51 4c 69 74 65 20 66 
6f 72 6d 61 74 20 33 00 
10 00 01 01 00 40 20 20 
00 00 00 0b 00 00 00 07 
00 00 00 05 00 00 00 02 
00 00 00 13 00 00 00 04 
00 00 00 00 00 00 00 00 
00 00 00 01 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 0b 
00 2e 5b 35 0d 0a fd 00 
04 09 fd 00 0f 67 0f fd 0d 
24 09 fd 09 fd 09 fd 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 

SQLite format 3@  .[5g$ success or wait 1 416C2B CopyFileA

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\ProgramData\005241033273350
46441078177

0 131072 53 51 4c 69 74 65 20 66 
6f 72 6d 61 74 20 33 00 
10 00 01 01 00 40 20 20 
00 00 00 04 00 00 00 24 
00 00 00 0a 00 00 00 01 
00 00 00 29 00 00 00 04 
00 00 00 00 00 00 00 00 
00 00 00 01 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 04 
00 2e 5b 35 05 00 00 00 
01 0f fd 00 00 00 00 1c 0f 
fd 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 

SQLite format 3@  $).[5 success or wait 2 417586 CopyFileA

C:\ProgramData\522416531868962
06030520942

0 131072 53 51 4c 69 74 65 20 66 
6f 72 6d 61 74 20 33 00 
10 00 01 01 00 40 20 20 
00 00 00 04 00 00 00 24 
00 00 00 0a 00 00 00 01 
00 00 00 29 00 00 00 04 
00 00 00 00 00 00 00 00 
00 00 00 01 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 04 
00 2e 5b 35 05 00 00 00 
01 0f fd 00 00 00 00 1c 0f 
fd 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 

SQLite format 3@  $).[5 success or wait 2 41773A CopyFileA

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\ProgramData\287828681760690
75816534615

0 49152 53 51 4c 69 74 65 20 66 
6f 72 6d 61 74 20 33 00 
08 00 01 01 00 40 20 20 
00 00 00 02 00 00 00 17 
00 00 00 00 00 00 00 00 
00 00 00 19 00 00 00 04 
00 00 00 00 00 00 00 00 
00 00 00 01 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 02 
00 2e 5b 35 05 00 00 00 
01 07 fd 00 00 00 00 10 
07 fd 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 

SQLite format 3@  .[5 success or wait 1 416861 CopyFileA

C:\ProgramData\486993157314295
39716450555

0 94208 53 51 4c 69 74 65 20 66 
6f 72 6d 61 74 20 33 00 
08 00 01 01 00 40 20 20 
00 00 00 03 00 00 00 2d 
00 00 00 00 00 00 00 00 
00 00 00 3d 00 00 00 04 
00 00 00 00 00 00 00 00 
00 00 00 01 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 03 
00 2e 5b 35 05 00 00 00 
05 07 fd 00 00 00 00 2a 
07 fd 07 fd 07 fd 07 fd 07 
fd 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 

SQLite format 3@  -=.[5* success or wait 1 4170A0 CopyFileA

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\ProgramData\581045889852051
23450110019

0 94208 53 51 4c 69 74 65 20 66 
6f 72 6d 61 74 20 33 00 
08 00 01 01 00 40 20 20 
00 00 00 03 00 00 00 2d 
00 00 00 00 00 00 00 00 
00 00 00 3d 00 00 00 04 
00 00 00 00 00 00 00 00 
00 00 00 01 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 03 
00 2e 5b 35 05 00 00 00 
05 07 fd 00 00 00 00 2a 
07 fd 07 fd 07 fd 07 fd 07 
fd 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 

SQLite format 3@  -=.[5* success or wait 1 41739B CopyFileA

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State unknown 61116 success or wait 1 416213 ReadFile

C:\ProgramData\44876058118800687391965244 0 100 success or wait 1 61E33FB7 ReadFile

C:\ProgramData\44876058118800687391965244 0 4096 success or wait 1 61E33FB7 ReadFile

C:\ProgramData\44876058118800687391965244 24 16 success or wait 1 61E33FB7 ReadFile

C:\ProgramData\00524103327335046441078177 0 100 success or wait 1 61E33FB7 ReadFile

C:\ProgramData\00524103327335046441078177 0 4096 success or wait 1 61E33FB7 ReadFile

C:\ProgramData\52241653186896206030520942 0 100 success or wait 1 61E33FB7 ReadFile

C:\ProgramData\52241653186896206030520942 0 4096 success or wait 1 61E33FB7 ReadFile

C:\ProgramData\52241653186896206030520942 24 16 success or wait 1 61E33FB7 ReadFile

C:\ProgramData\28782868176069075816534615 0 100 success or wait 1 61E33FB7 ReadFile

C:\ProgramData\28782868176069075816534615 0 2048 success or wait 1 61E33FB7 ReadFile

C:\ProgramData\48699315731429539716450555 0 100 success or wait 1 61E33FB7 ReadFile

C:\ProgramData\48699315731429539716450555 0 2048 success or wait 1 61E33FB7 ReadFile

C:\ProgramData\58104588985205123450110019 0 100 success or wait 1 61E33FB7 ReadFile

C:\ProgramData\58104588985205123450110019 0 2048 success or wait 1 61E33FB7 ReadFile

Target ID: 19

Start time: 12:46:57

Start date: 03/11/2022

Path: C:\Users\user\AppData\Local\Temp\5999.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\5999.exe

Imagebase: 0x400000

File size: 746496 bytes

MD5 hash: 4128ACBEDEE976974A7F0C08272C33BC

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

File Read

Analysis Process: 5999.exe PID: 1244, Parent PID: 3452

General

Copyright Joe Security LLC 2022 Page 59 of 66



Yara matches: Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source: 
00000013.00000002.473163211.00000000022D7000.00000040.00000800.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000013.00000002.474602203.0000000002370000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000013.00000002.474602203.0000000002370000.00000040.00001000.00020000.00000000.sdmp, Author: unknown

Antivirus matches: Detection: 100%, Joe Sandbox ML

Target ID: 20

Start time: 12:47:00

Start date: 03/11/2022

Path: C:\Windows\SysWOW64\explorer.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\explorer.exe

Imagebase: 0xd60000

File size: 3611360 bytes

MD5 hash: 166AB1B9462E5C1D6D18EC5EC0B6A5F7

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Yara matches: Rule: Windows_Trojan_Smokeloader_4e31426e, Description: unknown, Source: 
00000014.00000000.415949040.0000000000C90000.00000040.80000000.00040000.00000000.sdmp, Author: unknown

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\1C1E.tmp read attributes | 
synchronize | 
generic read

device synchronous io 
non alert | non 
directory file

success or wait 1 C23279 GetTempFile
NameW

C:\Users\user\AppData\Local\Temp\1C1E.tmp read data or list 
directory | read 
attributes | 
delete | write dac 
| synchronize | 
generic read | 
generic write

device sequential only | 
non directory file

success or wait 1 C2328B CopyFileW

C:\Users\user\AppData\Local\Temp\3BBD.tmp read attributes | 
synchronize | 
generic read

device synchronous io 
non alert | non 
directory file

success or wait 1 C235A4 GetTempFile
NameW

C:\Users\user\AppData\Local\Temp\3BBD.tmp read data or list 
directory | read 
attributes | 
delete | write dac 
| synchronize | 
generic read | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file

success or wait 1 C235B6 CopyFileW

C:\Users\user\AppData\Local\Temp\561C.tmp read attributes | 
synchronize | 
generic read

device synchronous io 
non alert | non 
directory file

success or wait 1 C23A8A GetTempFile
NameW

C:\Users\user\AppData\Local\Temp\561C.tmp read data or list 
directory | read 
attributes | 
delete | write dac 
| synchronize | 
generic read | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file

success or wait 1 C23A9D CopyFileW

File Path Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\1C1E.tmp success or wait 1 C23280 DeleteFileW

C:\Users\user\AppData\Local\Temp\1C1E.tmp success or wait 1 C23512 DeleteFileW

C:\Users\user\AppData\Local\Temp\3BBD.tmp success or wait 1 C235AB DeleteFileW

C:\Users\user\AppData\Local\Temp\3BBD.tmp success or wait 1 C23A2A DeleteFileW

C:\Users\user\AppData\Local\Temp\561C.tmp success or wait 1 C23A91 DeleteFileW

C:\Users\user\AppData\Local\Temp\561C.tmp success or wait 1 C23C01 DeleteFileW

Analysis Process: explorer.exe PID: 5220, Parent PID: 3452

General

File Activities

File Created

File Deleted
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File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Te
mp\1C1E.tmp

0 49152 53 51 4c 69 74 65 20 66 
6f 72 6d 61 74 20 33 00 
08 00 01 01 00 40 20 20 
00 00 00 02 00 00 00 17 
00 00 00 00 00 00 00 00 
00 00 00 19 00 00 00 04 
00 00 00 00 00 00 00 00 
00 00 00 01 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 02 
00 2e 5b 35 05 00 00 00 
01 07 fd 00 00 00 00 10 
07 fd 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 

SQLite format 3@  .[5 success or wait 1 C2328B CopyFileW

C:\Users\user\AppData\Local\Te
mp\3BBD.tmp

0 28672 53 51 4c 69 74 65 20 66 
6f 72 6d 61 74 20 33 00 
10 00 01 01 00 40 20 20 
00 00 00 0b 00 00 00 07 
00 00 00 05 00 00 00 02 
00 00 00 13 00 00 00 04 
00 00 00 00 00 00 00 00 
00 00 00 01 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 0b 
00 2e 5b 35 0d 0a fd 00 
04 09 fd 00 0f 67 0f fd 0d 
24 09 fd 09 fd 09 fd 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 

SQLite format 3@  .[5g$ success or wait 1 C235B6 CopyFileW

File Written
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C:\Users\user\AppData\Local\Te
mp\561C.tmp

0 94208 53 51 4c 69 74 65 20 66 
6f 72 6d 61 74 20 33 00 
08 00 01 01 00 40 20 20 
00 00 00 03 00 00 00 2d 
00 00 00 00 00 00 00 00 
00 00 00 3d 00 00 00 04 
00 00 00 00 00 00 00 00 
00 00 00 01 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 03 
00 2e 5b 35 05 00 00 00 
05 07 fd 00 00 00 00 2a 
07 fd 07 fd 07 fd 07 fd 07 
fd 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 

SQLite format 3@  -=.[5* success or wait 1 C23A9D CopyFileW

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State unknown 61116 success or wait 3 C21E44 ReadFile

C:\Users\user\AppData\Local\Temp\1C1E.tmp 0 100 success or wait 6 C2A2EF ReadFile

C:\Users\user\AppData\Local\Temp\3BBD.tmp 0 100 success or wait 4 C2A2EF ReadFile

C:\Users\user\AppData\Local\Temp\561C.tmp 0 100 success or wait 10 C2A2EF ReadFile

Key Path Completion Count Source Address Symbol

HKEY_CURRENT_USER\Software\9e1d0d86 success or wait 1 C248DB RegCreateKeyEx
W

Target ID: 21

Start time: 12:47:02

Start date: 03/11/2022

Path: C:\Windows\explorer.exe

Wow64 process (32bit): false

Commandline: C:\Windows\explorer.exe

Imagebase: 0x7ff647860000

File size: 3933184 bytes

MD5 hash: AD5296B280E8F522A8A897C96BAB0E1D

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Target ID: 25

File Read

Registry Activities

Key Created

Analysis Process: explorer.exe PID: 3572, Parent PID: 3452

General

Analysis Process: 5999.exe PID: 4888, Parent PID: 1244

General
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Start time: 12:47:05

Start date: 03/11/2022

Path: C:\Users\user\AppData\Local\Temp\5999.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Local\Temp\5999.exe

Imagebase: 0x400000

File size: 746496 bytes

MD5 hash: 4128ACBEDEE976974A7F0C08272C33BC

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Yara matches: Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
00000019.00000000.458476037.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000019.00000000.458476037.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
00000019.00000000.458476037.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000019.00000000.458476037.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
00000019.00000000.468200918.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000019.00000000.468200918.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
00000019.00000000.468200918.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000019.00000000.468200918.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
00000019.00000000.465494612.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000019.00000000.465494612.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
00000019.00000000.465494612.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000019.00000000.465494612.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000019.00000000.442875397.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
00000019.00000002.480385928.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000019.00000002.480385928.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
00000019.00000002.480385928.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000019.00000002.480385928.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
00000019.00000000.461705193.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000019.00000000.461705193.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
00000019.00000000.461705193.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000019.00000000.461705193.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown
Rule: SUSP_XORed_URL_in_EXE, Description: Detects an XORed URL in an executable, Source: 
00000019.00000000.456775427.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_Djvu, Description: Yara detected Djvu Ransomware, Source: 
00000019.00000000.456775427.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
Rule: MALWARE_Win_STOP, Description: Detects STOP ransomware, Source: 
00000019.00000000.456775427.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: ditekSHen
Rule: Windows_Ransomware_Stop_1e8d48ff, Description: unknown, Source: 
00000019.00000000.456775427.0000000000400000.00000040.00000400.00020000.00000000.sdmp, Author: unknown

Target ID: 26

Start time: 12:47:09

Start date: 03/11/2022

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 1324 -s 520

Imagebase: 0xbe0000

File size: 434592 bytes

MD5 hash: 9E2B8ACAD48ECCA55C0230D63623661B

Has elevated privileges: false

Analysis Process: WerFault.exe PID: 4600, Parent PID: 1324

General
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Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Target ID: 29

Start time: 12:47:13

Start date: 03/11/2022

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 5516 -s 520

Imagebase: 0xbe0000

File size: 434592 bytes

MD5 hash: 9E2B8ACAD48ECCA55C0230D63623661B

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Target ID: 30

Start time: 12:47:33

Start date: 03/11/2022

Path: C:\Users\user\AppData\Roaming\gecbfdt

Wow64 process (32bit): true

Commandline: C:\Users\user\AppData\Roaming\gecbfdt

Imagebase: 0x400000

File size: 216576 bytes

MD5 hash: ABC4A016ED52C530C02FCFA8D5AC2506

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Yara matches: Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source: 
0000001E.00000000.510855251.00000000008D8000.00000040.00000020.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_SmokeLoader_2, Description: Yara detected SmokeLoader, Source: 
0000001E.00000003.505978851.0000000000710000.00000004.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source: 
0000001E.00000002.539352220.00000000008D8000.00000040.00000020.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_Smokeloader_3687686f, Description: unknown, Source: 
0000001E.00000000.507812417.0000000000700000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source: 
0000001E.00000000.508110815.00000000008D8000.00000040.00000020.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_Smokeloader_3687686f, Description: unknown, Source: 
0000001E.00000000.510353848.0000000000700000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_Smokeloader_3687686f, Description: unknown, Source: 
0000001E.00000002.535910271.0000000000700000.00000040.00001000.00020000.00000000.sdmp, Author: unknown

Antivirus matches: Detection: 100%, Joe Sandbox ML
Detection: 38%, ReversingLabs

Target ID: 32

Start time: 12:47:44

Start date: 03/11/2022

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\System32\cmd.exe" /c timeout /t 6 & del /f /q "C:\Users\user\AppData\Local\Temp\5487.exe" & exit

Analysis Process: WerFault.exe PID: 5348, Parent PID: 5516

General

Analysis Process: gecbfdt PID: 1100, Parent PID: 1064

General

Analysis Process: cmd.exe PID: 5960, Parent PID: 1272

General
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Imagebase: 0x1b0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Target ID: 33

Start time: 12:47:44

Start date: 03/11/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6da640000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Target ID: 34

Start time: 12:47:44

Start date: 03/11/2022

Path: C:\Windows\SysWOW64\timeout.exe

Wow64 process (32bit): true

Commandline: timeout  /t 6 

Imagebase: 0xe0000

File size: 26112 bytes

MD5 hash: 121A4EDAE60A7AF6F5DFA82F7BB95659

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Target ID: 35

Start time: 12:47:45

Start date: 03/11/2022

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 1100 -s 520

Imagebase: 0xbe0000

File size: 434592 bytes

MD5 hash: 9E2B8ACAD48ECCA55C0230D63623661B

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Analysis Process: conhost.exe PID: 5936, Parent PID: 5960

General

Analysis Process: timeout.exe PID: 3432, Parent PID: 5960

General

Analysis Process: WerFault.exe PID: 5544, Parent PID: 1100

General
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