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Created / dropped Files
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\05349744be1ad4ad_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\0786087c3c360803_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\0998db3a32ab3f41_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\0f25049d69125b1e_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\230e5fe3e6f82b2c_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\2798067b152b83c7_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\2a426f11fd8ebe18_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\4a0e94571d979b3c_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\4ca3cb58378aaa3f_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\560e9c8bff5008d8_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\56c4cd218555ae2b_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\64766d63a539c3ca_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\6fb6d030c4ebbc21_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\7120c35b509b0fae_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\71febec55d5c75cd_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\72d9f526d2e2e7c8_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\78bff3512887b83d_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\86b8040b7132b608_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\8c159cc5880890bc_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\8c84d92a9dbce3e0_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\8e417e79df3bf0e9_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\91cec06bb2836fa5_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\927a1596c37ebe5e_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\92c56fa2a6c4d5ba_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\946896ee27df7947_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\983b7a3da8f39a46_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\aba6710fde0876af_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\b6d5deb4812ac6e9_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\bba29d2e6197e2f4_0
C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\cf3e34002cde7e9c_0
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Static File Info
General
File Icon
Static PDF Info

General
Keywords Statistics
Image Streams

Network Behavior
Statistics

Behavior
System Behavior

Analysis Process: AcroRd32.exePID: 2300, Parent PID: 3840
General
File Activities

File Created
File Moved

Registry Activities
Key Created
Key Value Created

Analysis Process: RdrCEF.exePID: 4776, Parent PID: 2300
General
File Activities

File Read

Disassembly
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Windows Analysis Report 
101_Labs_Cisco_CCNA.pdf

Overview

General Information
Sample 
Name:

101_Labs_Cisco_CCNA.p
df

Analysis ID: 780195

MD5: 0c5f4b8c16d7e9…

SHA1: 5ea2c0b17ff1d15…

SHA256: 36630349f85fa4e…

Infos:

Detection

Score: 0

Range: 0 - 100

Whitelisted: false

Confidence: 80%

Signatures

No high impact signatures.

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64_ra

AcroRd32.exe (PID: 2300 cmdline: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe" "C:\Users\user\Desktop\101_Labs_Cisco_CCNA.pdf MD5:
0EAC436587F5A1BEF8AEB2E2381D2405)

RdrCEF.exe (PID: 4776 cmdline: "C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe" --backgroundcolor=16514043 MD5:
4AC861CBCAFA331A72C04BF35AE792E3)

cleanup

⊘ No configs have been found

⊘ No yara matches

⊘ No Sigma rule has matched

Process Tree

Malware Configuration

Yara Signatures

Sigma Signatures
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There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

⊘ No Snort rule has matched

Initial
Access
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Credential
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Discovery
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Collection Exfiltration
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and
Control

Network
Effects

Remote
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Impact

1
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ing Link

Windows
Manageme
nt
Instrument
ation

Path
Interceptio
n

1
Process
Injection

1
Masqueradi
ng

OS
Credential
Dumping

1
System
Information
Discovery

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

Data
Obfuscatio
n

Eavesdrop
on Insecure
Network
Communic
ation

Remotely
Track
Device
Without
Authorizati
on

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initializatio
n Scripts

Boot or
Logon
Initializatio
n Scripts

1
Process
Injection

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

Junk Data Exploit SS7
to Redirect
Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Snort Signatures

Joe Sandbox Signatures

Mitre Att&ck Matrix

Behavior Graph
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Behavior Graph
ID: 780195

Sample: 101_Labs_Cisco_CCNA.pdf

Startdate: 08/01/2023

Architecture: WINDOWS

Score: 0

AcroRd32.exe

15 52

        started       

RdrCEF.exe

72

        started       

192.168.2.1

unknown

unknown

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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Source Detection Scanner Label Link

101_Labs_Cisco_CCNA.pdf 0% ReversingLabs

101_Labs_Cisco_CCNA.pdf 0% Virustotal Browse

⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

Source Detection Scanner Label Link

https://www.101labs.net/) 0% Avira URL Cloud safe

www.101labs.net/resources) 0% Avira URL Cloud safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2023 Page 7 of 39
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www.in60days.com/) 0% Avira URL Cloud safe

www.101labs.net/) 0% Avira URL Cloud safe

www.mypage.com/) 0% Avira URL Cloud safe

https://www.onworks.net/) 0% Avira URL Cloud safe

Source Detection Scanner Label Link

⊘ No contacted domains info

Name Source Malicious Antivirus Detection Reputation

www.howtonetwork.com/) 101_Labs_Cisco_CCNA.pdf false high

https://www.101labs.net/) 101_Labs_Cisco_CCNA.pdf false Avira URL Cloud: safe unknown

www.in60days.com/) 101_Labs_Cisco_CCNA.pdf false Avira URL Cloud: safe unknown

www.101labs.net/resources) 101_Labs_Cisco_CCNA.pdf false Avira URL Cloud: safe unknown

https://calibre-ebook.com 101_Labs_Cisco_CCNA.pdf false high

www.101labs.net/) 101_Labs_Cisco_CCNA.pdf false Avira URL Cloud: safe unknown

www.mypage.com/) 101_Labs_Cisco_CCNA.pdf false Avira URL Cloud: safe unknown

https://www.onworks.net/) 101_Labs_Cisco_CCNA.pdf false Avira URL Cloud: safe unknown

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

IP

192.168.2.1

Domains and IPs

Contacted Domains

URLs from Memory and Binaries

World Map of Contacted IPs

Public IPs

Private
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Joe Sandbox Version: 36.0.0 Rainbow Opal

Analysis ID: 780195

Start date and time: 2023-01-08 15:54:33 +01:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 4m 13s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: 101_Labs_Cisco_CCNA.pdf

Cookbook file name: defaultwindowsinteractivecookbook.jbs

Analysis system description: Windows 10 64 bit version 1909 (MS Office 2019, IE 11, Chrome 104, Firefox 88, Adobe Reader DC 21, Java 8 u291, 7-Zip)

Number of analysed new started processes 
analysed:

13

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean0.winPDF@11/61@0/1

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Found application associated with file extension: .pdf

Exclude process from analysis (whitelisted): dllhost.exe, SIHClient.exe, SgrmBroker.exe, usocoreworker.exe, svchost.exe
Excluded IPs from analysis (wh itelisted): 20.190.159.73, 20.190.159.2, 40.126.31.69, 20.190.159.64, 40.126.31.73, 40.126.31.71, 20.190.159.68, 20.190.159.71, 88.221.168.141, 2.16.2
38.143, 2.16.238.145, 23.54.113.182, 2.21.22.179, 2.21.22.155, 54.227.187.23, 52.5.13.197, 52.202.204.11, 23.22.254.206
Excluded domains from analysis (whitelisted): e4578.dscg.akamaiedge.net, slscr.update.microsoft.com, e4578.dscb.akamaiedge.net, acroipm2.adobe.com.edgesuite.net,
ctldl.windowsupdate.com, www.tm.a.prd.aadg.akadns.net, p13n.adobe.io, acroipm2.adobe.com, login.msa.msidentity.com, ssl.adobe.com.edgekey.net, prda.aadg.msidentity.com,
armmf.adobe.com, login.live.com, ssl-delivery.adobe.com.edgekey.net, a122.dscd.akamai.net, geo2.adobe.com, www.tm.lg.prod.aadmsa.trafficmanager.net
Report size getting too big, t oo many NtSetInformationFile calls found.

⊘ No simulations

⊘ No context

⊘ No context

General Information

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains
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⊘ No context

⊘ No context

⊘ No context

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: modified

Size (bytes): 205

Entropy (8bit): 5.600092439753768

Encrypted: false

SSDEEP: 6:men9YOFLvEWdM9QZg/tyZw/oltMi7Z+P41:vDRM9K8olBZi

MD5: CD6C40A390CAC592864C084CE4E38546

SHA1: 802967641DF0687E9216F59180F489DD60902660

SHA-256: 4739508180879E33DCBB8501BEE6C346446BA00D48BA72E6DF89977208C50407

SHA-512: A132D8A5F9B568B25FBBC9EDC9F8E95FACB74A0C8E912972761BADD6CED2FE2D1272F957DC1B9DFB19BD63400CF8E5C79AF94C7DF8E992F5C9AB84BBBCC1
6E84

Malicious: false

Reputation: low

Preview: 0\r..m......M..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/reviews/js/plugin.js ..[.XP/......*...U...A.A..Eo......=%..............d.{v.^.G...d.W.:...P..k%..A..Eo.........
.........

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 174

Entropy (8bit): 5.550525382116524

Encrypted: false

SSDEEP: 3:m+lF9NX6v8RzYOCGLvHktWVWYyK192oMktfW98fZe/O+/rkwGhkg4m1:mi9NqEYOFLvEkA+colt68Be7Ywcr1

MD5: 6B6ED706E4964CC76E77886A68E31785

SHA1: 00B6AA9C8C2121218386D946CBB449522ECF5904

SHA-256: E48579CD80DCBCDA769B69ED17FEE49392B9CD4716ED2B7A7FD3BC7E9967E97B

SHA-512: BAD6674688E089B8109D9D6714D0FC50CB008B0767B28FB092F65DBA6BEF82BD8CA18AA718723C0058197E8F8BD2F5928BCC0BE9F5ED8B3C39751F427846E0B
9

Malicious: false

Reputation: low

Preview: 0\r..m............,....._keyhttps://rna-resource.acrobat.com/init.js .."=.XP/......*...8U...A.A..Eo......J............1.x.'.vI..*|Z..o...+.4....0..A..Eo..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 246

Entropy (8bit): 5.5899117581960684

Encrypted: false

SSDEEP: 6:mMyEYOFLvEWdVFLBKFjVFLBKFlQhu4Btyoltp+t/RlUoSjGY1:DyeRVFAFjVFAFrolX+tZlUo6

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\05349744be1ad4ad_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\0786087c3c360803_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\0998db3a32ab3f41_0
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MD5: EDB53277451971B87ACBDDA363356793

SHA1: AD5F20E86790DBC92619D57844C9E3BCB3ACFF38

SHA-256: C108A25A6A7C4EEF6F1F6A7591EE989E569BEA82C01C0A452D75C96961AB778A

SHA-512: 5B50C9C8FE448343975B0E272357C53FE1AD0C6BB5807EC9286138ED3DA35E2284FD8A01114FAC9149EDAE4E27DEF876B42E1A5998328131F41C90E105AB1D8
A

Malicious: false

Reputation: low

Preview: 0\r..m......v...n......._keyhttps://rna-resource.acrobat.com/static/js/plugins/tracked-send/js/plugins/tracked-send/js/home-view/selector.js ...Y.XP/......*.Ra.U...A.A..Eo.........
..........hvDO.N.t@.....n.*...... ....A..Eo..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 210

Entropy (8bit): 5.581940373979228

Encrypted: false

SSDEEP: 6:m+yiXYOFLvEWd7VIGXVutltXFGoltpl2Vyh9PT41:pyixRuBBFGolZ2V41T

MD5: 9E58264EE0A6B57A1F5781CD8BC23501

SHA1: 50F7813EB02CE75BD9A57C18FB06ED6C8EC08677

SHA-256: 2F26BA995741033F983E68C08A48661CA674887FB03C18150109D9D136895513

SHA-512: 5FEF4CAFDF0BD7F6877C0A836E3F53AFCC3EFE4B11E5F3E42F485B868610B61E690592CB1BCD1BFC46CF5183C3DA0FB7FD935656941D0D2A920A6BEBBEB7E
48E

Malicious: false

Reputation: low

Preview: 0\r..m......R...kP]g...._keyhttps://rna-resource.acrobat.com/static/js/plugins/app-center/js/selector.js .'.Z.XP/......*.S..U...A.A..Eo..................k.Q.....-_..y.....O...>..1....A..Eo..
................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 216

Entropy (8bit): 5.597364976452037

Encrypted: false

SSDEEP: 6:mvYOFLvEWdhwjQ1V1a7GoltM/d3ZIl6P41:0RhkGLol6pZ

MD5: 91C794EA89751317584747438ACBC1EE

SHA1: 588AE457436C5EA77A2C9E3E167A886E7240381F

SHA-256: 3FCDEE5A5F4A010D1B45C4F5D9A2456488E569C14717710585C174DB714D8F1E

SHA-512: 51C371FB8030235573E5D0249ECF44B2BC4A40B200F6D194B4F0EBDF049290CD06E77D37EDDC6CA9D6ACFF5E2118C69D9FBEB6B93CEFFD4D86C7485BBEA9B
646

Malicious: false

Reputation: low

Preview: 0\r..m......X.....V....._keyhttps://rna-resource.acrobat.com/static/js/plugins/sign-services-auth/js/plugin.js .@.V.XP/......*.@1.U...A.A..Eo......'...........].>....uUf..N...k......c..l.A..
Eo..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 209

Entropy (8bit): 5.523770318520739

Encrypted: false

SSDEEP: 6:mJYOFLvEWdGQRQOdQDVatXfolt/WlD6g1:2RHRQCyufolRSD

MD5: 6B9F889C717FC3538DF46694CE7E5521

SHA1: 98C57DBF2E6BB90354B6DEF9FE834EC34F254B30

SHA-256: ED092919A9C006BADA732365732581AD80FBE702A2AB66F279374E272B047D1D

SHA-512: 89882BEB13F2A0A7560DD4A514DA5AE18A99D397BF3F2BFFEBC2D655E5C15534FE24FB98422683A67FA5B6784ED4AAAE93EF20A100391B4725BB598C65F0673
D

Malicious: false

Reputation: low

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\0f25049d69125b1e_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\230e5fe3e6f82b2c_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\2798067b152b83c7_0
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Preview: 0\r..m......Q..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/my-computer/js/plugin.js ...[.XP/......*.|..U...A.A..Eo.........+..........c..y/L....|y.n..C/I.....X7-ne.A..Eo.
.................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 179

Entropy (8bit): 5.550097873567737

Encrypted: false

SSDEEP: 3:m+lLp08RzYOCGLvHkfaMMuV1K1bGGoMktdlllVQMWqg4nRb7om5m1:mOYOFLvECMLA1bGGoltnlEuR/41

MD5: 4CCA571FB382F08FEBF25A37A59E2534

SHA1: 110BF7A1C8C1436AD4603B2A001563A51A925D97

SHA-256: 161BBA8E83BDFCEF3AF4C5A4A6EB215589CFCEFA40DEBE69E2AE525B00969838

SHA-512: 6EFA760A169F99B702D09A8B78F16BED52538E0FE9C7BB79BD1814DA2BB322787895DB9FC7E6F0AFD6A47050853D694E5A6057A385C10E02FE55FBA069403E1
9

Malicious: false

Reputation: low

Preview: 0\r..m......3....<lb...._keyhttps://rna-resource.acrobat.com/base_uris.js ..%=.XP/......*...8U...A.A..Eo.......S...........y...L<?W.Xi..A\Q3...J.}...d..~G.A..Eo..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 177

Entropy (8bit): 5.507052563497505

Encrypted: false

SSDEEP: 3:m+l64HXlA8RzYOCGLvHkjXMLOWFvWalXWkGoMktr/kd1dn76KohyP5m1:md4HXXYOFLvEjMSWFvV1jGoltjkjUdyA

MD5: 9AF01D5717EBC3D540DC01AAAB3CCA36

SHA1: 8FB6BAC025C23C71A1527E328FC47327F7F4A1F0

SHA-256: 702C6D170B2C0F96FA8E0452881AB741A2EE50919B4C59E25473F275B754349A

SHA-512: B16868BAC8FA9D46EC7FBBE5CAFD59643B05598B38FC5A037BEE384F5EF01D1D88E28DACD30F9F25DA0D39264AADAB9B25FEA98DD0AA2D628C93FE254B42
37C3

Malicious: false

Preview: 0\r..m......1......5...._keyhttps://rna-resource.acrobat.com/plugins.js ..#=.XP/......*...8U...A.A..Eo...................PU ....t^.....a.k..u.7.M.BW6#}..A..Eo..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 211

Entropy (8bit): 5.624045315234291

Encrypted: false

SSDEEP: 6:msNXYOFLvEWdpJWNKjQCXM89doltgk8E+IUGkA1:BjRpJWNKjfolWk8NID

MD5: B0EBEF90B222654C29FD666712FEC8D3

SHA1: 33A65C97FD65534B3BDB1F77C75A20DF0F814CE3

SHA-256: C4F3131BD6222E0D5BAE15B0D91C2FF54CEDF6119759301563FFBFD4B7F3850D

SHA-512: CA4597782C2E6AC1CE1B442E9BCBCC460F6D8B72DD24600E30E0497A9F169853478A6C9598F040EECFE097ED3DDE7C3AF17A4666B20A65CC15A60B4972735F9
A

Malicious: false

Preview: 0\r..m......S...9O......_keyhttps://rna-resource.acrobat.com/static/js/plugins/unified-share/js/plugin.js ...V.XP/......*....U...A.A..Eo......`..........e.....@-H.>a..o..sh.5.A.x..C..A..Eo..
................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 187

Entropy (8bit): 5.577374129416745

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\2a426f11fd8ebe18_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\4a0e94571d979b3c_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\4ca3cb58378aaa3f_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\560e9c8bA5008d8_0
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Encrypted: false

SSDEEP: 3:m+lpSUlIv8RzYOCGLvHkWBGKuK2fKVLwOJ14zoMkti5UPqf9tsDMaPV44m1:mkl9YOFLvEWsfOLwOJ14zoltFPqVyM+e

MD5: EF277574543C55C6EB53F0DF9CC8AD58

SHA1: 2A26C38DECA8D3061A1CE4D7EAF1F23B73B4AD79

SHA-256: 55E0522665E131C85C4671F4E98A9F0330F0E1CEFA84FA3E1AFBD6E952C096A0

SHA-512: F606F2414F2EDD3D44200EAF0813881880FDE0CE135BEBD1012ECA11C1D9C51764D979969AABBE393F4247538EC561381D158615B443F668079CFC0767C93733

Malicious: false

Preview: 0\r..m......;...I......._keyhttps://rna-resource.acrobat.com/static/js/desktop.js .,.R.XP/......*..|.U...A.A..Eo........x;..........q.O...j....._y..L^z...?..@N..A..Eo..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 244

Entropy (8bit): 5.622107177711985

Encrypted: false

SSDEEP: 6:mt9YOFLvEWdVFLBKFjVFLBKFlyd/tQLolt9atwSeKaT9pr1:URVFAFjVFAF3LolratwSeKaTL

MD5: E57DE223AB2D3B331BB78E79B6A9705D

SHA1: 596E9283A5B66BD154E799E5E145C381994BA9AB

SHA-256: 8C1C71154040C653DA67F6BC1DB29EA4AEF917C9424BAFD2E391A933620CF6DC

SHA-512: 7CC8E81DE198D1A96024D7FF690D971892EB8319057FAB6BD232924E781648FA1F7D44F99BB13D982FF68B7B5AC8EABFDDEA8D105695B7D8844E6B9833ADE73
9

Malicious: false

Preview: 0\r..m......t...R.1<...._keyhttps://rna-resource.acrobat.com/static/js/plugins/tracked-send/js/plugins/tracked-send/js/home-view/plugin.js .}.[.XP/......*....U...A.A..Eo......-.=M.
.............H...{...2../.k`..r4.C. .A..Eo..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 212

Entropy (8bit): 5.628541715462299

Encrypted: false

SSDEEP: 6:m8nYOFLvEWdfNBHYudUl/ltrfHlw0kwU1:zRfTHe/lNfjk

MD5: BAD2FFA011933435CE6F31E8F62566D9

SHA1: 981C012AA2FCB33BD687B56F8EF0330BD11B05BE

SHA-256: 7B5B3C679D0ABBF88244CB7F1B1C3FA8209C4F041E6933D836C5C697C4C73E11

SHA-512: 6AB150FAD42369ECCA1028EB4837E4B0F444EF663F4ECDD0579012F2CBF2D43D986E6DFA9A270AB39AD185D667422B3C89CDEC04AA30BCE57A7E860A2EFBF
716

Malicious: false

Preview: 0\r..m......T....."....._keyhttps://rna-resource.acrobat.com/static/js/plugins/task-handler/js/selector.js .....XP/......*....T...A.A..Eo......5................8U-....a=...`#..VT.k......A..E
o..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 211

Entropy (8bit): 5.546859709249403

Encrypted: false

SSDEEP: 6:ms2VYOFLvEWdvBIEGdeXuCBtfJdoltV11:BsR2EseDdol

MD5: 1A40ECE36D7AE87F45D1357431AC119E

SHA1: A1EEAFACF544743DCA3DB4C7E59098533C0F272C

SHA-256: 09D64DB8215636FBEB7AB8E5C6AC99E989A0334EA8D4F4B5866D24102867109B

SHA-512: 24F43B5BF230CAD1E2C13081EF0080AA519514F81E1CE502BA9D6BD896C41B8950F6FC83DB230318B0C9609A78C8F641FC1F0005FF73685D2C045AB700FF11D3

Malicious: false

Preview: 0\r..m......S...]......._keyhttps://rna-resource.acrobat.com/static/js/plugins/add-account/js/selector.js ...Y.XP/......*.&.U...A.A..Eo...................A.o]@r..Q.....<w.....].n\....A..Eo..
................

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\56c4cd218555ae2b_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\64766d63a539c3ca_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\6fb6d030c4ebbc21_0
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Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 202

Entropy (8bit): 5.675137340496585

Encrypted: false

SSDEEP: 6:maVYOFLvEWdwAPCQlzyeMoltldxm7OhKlvA1:RbR166zYolXdxmJ

MD5: B8194298B81110A89C4EB258360B595A

SHA1: 32AE013BBBE2C507DA8E4A6DA2DB00B5CAB1D165

SHA-256: 445F6DE59F33939A9851C38D6FCEFF4C149CCC86496827548DC07EDF84D22740

SHA-512: 68389627C56D37596B1882C40E76190DC6CCDAB081264B721F92A6EB8FB7AFE2DA8A098E39DF9239D48F4D835C4378D8F76E0305FD6C79651BCEBFEC9D0584F
3

Malicious: false

Preview: 0\r..m......J......{...._keyhttps://rna-resource.acrobat.com/static/js/plugins/home/js/plugin.js ...V.XP/......*.L..U...A.A..Eo......>.............4T].....Tw.....(..b...EO....9.A..Eo........
..........

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 211

Entropy (8bit): 5.6071999932108225

Encrypted: false

SSDEEP: 6:ms2gEYOFLvEWdGQRQVuUqt9/olt5ll/ndFt1:B2geRHRQ8ol/

MD5: 88CACA1B207C19C33F5C053F57C5A515

SHA1: 201106CD88F7F22B1C800BBFEB1B38328AA28B88

SHA-256: 5401BDB2AA56AF8051C1A987277DDBAD4E18501CC2A3D75613F3321753791DF8

SHA-512: AF70408487B397508BE88A16B8464606682D2EFE48AEA5CEE5807B3D8F1BEEE55AFBDBE42D775339BF4EC0E698DD13810873CFDB115B71BB644143BE496786E
D

Malicious: false

Preview: 0\r..m......S...W.%z...._keyhttps://rna-resource.acrobat.com/static/js/plugins/my-computer/js/selector.js ...Y.XP/......*.+.U...A.A..Eo........8.........@..{o]...9o|..qY....T....{.
.u.b..A..Eo..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 226

Entropy (8bit): 5.587634072209057

Encrypted: false

SSDEEP: 6:m+8nYOFLvEWIAuELZRudyPGA1atAdolt1V0KGkTqcY1:1StuEH2sfdolbx

MD5: 6E1E3467FE9EF636A31642AFD7E8B17A

SHA1: F842D6F53DDDBD6CCF63D70481315AD3DB44D123

SHA-256: D7A2A255A5EB9B4E7E4D0CC219F752F8A55C9020BC963B2012078946299CAECF

SHA-512: 9013DFC9FD4874A01B089450C4D5FA875945D5DDBE534662D3C1FD5D2DE8A51A0BCF22BADE7D63C9D4A25C6563B289D1AED2EF5176FDE98CECE57BA5D2333
C4D

Malicious: false

Preview: 0\r..m......b.....6....._keyhttps://rna-resource.acrobat.com/static/js/libs/microsoftGraph/microsoft-graph-js-sdk-web.js ..`M.XP/......*...U...A.A..Eo........>..............-.....5p9o..k#.}.
.6(..*A...A..Eo..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 213

Entropy (8bit): 5.559110628926765

Encrypted: false

SSDEEP: 6:mgEYOFLvEWdpJWNKyuXEsCEolt3R/xXj1:neRpJWNKXProlZRp

MD5: 3939B9873B807E71E96250B012F73A2A

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\7120c35b509b0fae_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\71febec55d5c75cd_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\72d9f526d2e2e7c8_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\78bff3512887b83d_0

Copyright Joe Security LLC 2023 Page 14 of 39



SHA1: BBE5C13B6CD1FABBB56E540A3297238D62C065F6

SHA-256: 93E513CF333B4874A050AF4E00558DDBD456EB8D83AE4D3306FC0A1B5C4696E4

SHA-512: AC27112369E563C0DDD2613CC1467DB53DC1F400E2C56E251A6DD5FC0639613B62D67047DF8A4AE78B53ADD87A1AF912993B3B78C6303B650A8DF64D57E57D0
9

Malicious: false

Preview: 0\r..m......U...r.L....._keyhttps://rna-resource.acrobat.com/static/js/plugins/unified-share/js/selector.js ..AV.XP/......*.q..U...A.A..Eo......;..p.........U......&.Y|.. . .&.............A.
.Eo..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 206

Entropy (8bit): 5.635654890341895

Encrypted: false

SSDEEP: 6:mzyEYOFLvEWdrIOQ78a1F/oltiuEt1S/1:WyeRls/olPEt1

MD5: 607BD557F9A381EC8E55D815A40A2753

SHA1: 9D09FD13B3ADB755AA1C392753612F781B0CCCE0

SHA-256: D404108A883F895358ECE3EE834A3C4DFCDC942FAEC68A01A8521DC8EBA2AC43

SHA-512: 0571E56CA3A3A91102450DB3D4011838E3BE492A9C8C26C68401C79F107C47E2796BCC997D942C0B123026C048C5D04DBF78EC6FC4AD584CCDF8673BA3D0E16
6

Malicious: false

Preview: 0\r..m......N..../......_keyhttps://rna-resource.acrobat.com/static/js/plugins/my-files/js/plugin.js .J.T.XP/......*..W.U...A.A..Eo.......q..........t\a......x5.'OuE.C..@......x..A..Eo......
............

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 218

Entropy (8bit): 5.578197774982271

Encrypted: false

SSDEEP: 6:mnYOFLvEWdhwyu6WOadoltDSlwrqwK+41:wRh+ol4qGwK+

MD5: 7837D8E2043AE634EA2E2EF22AF2E0BF

SHA1: CB66CD9AB0A9A045016CF01C901F5AAC201038AF

SHA-256: D5EBC715D737073408D2EE65BEFEF69F65070DBA92432EA04B3566DEFCDCDAE1

SHA-512: A50F15843903243D29049EB55939C94642F9A1D4418E4F3949BCAA84B991CADC5B05E1CD87B13B34DA65881BD75D161934A7EF25C9214B4AE700C539CD36ED3
D

Malicious: false

Preview: 0\r..m......Z.........._keyhttps://rna-resource.acrobat.com/static/js/plugins/sign-services-auth/js/selector.js .L.V.XP/......*..U...A.A..Eo......%. ................7...o..a=.98I......(3.$G.
A..Eo..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 230

Entropy (8bit): 5.588871180929311

Encrypted: false

SSDEEP: 6:mYXYOFLvEWdrROk/RJbuA1YEoltqYfO441:/RrROk/iEolsYfL

MD5: 3A3BC5628498DFA88D0FA80E8DFDEACE

SHA1: D720310B44524CCBACDFBB0B986AD4562741EB23

SHA-256: A6B27C95783971042C132430E74AF42E119866EADA67992BE6A0716C004C21C4

SHA-512: 1C113684CC9FCCAA8E72250B2D2B736A9E7AE91C59131F11588875D79B31D2CB58439367ACFA5A88E1A80F949CC0779E623137138BC260C0A4DD411D1B21EEF
D

Malicious: false

Preview: 0\r..m......f...F......._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files-select/js/selector.js ...S.XP/......*....U...A.A..Eo....................~..rw.+[....!.)
?..f.U..(=.=.A..Eo..................

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\86b8040b7132b608_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\8c159cc5880890bc_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\8c84d92a9dbce3e0_0
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Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 186

Entropy (8bit): 5.556552922695313

Encrypted: false

SSDEEP: 3:m+lhD4ll08RzYOCGLvHkWBGKuKdTSVS9AgfoMktXN5zoIN1OFPL4m1:mmDEYOFLvEWXIDooltXHzV1QPLr1

MD5: 86B93F9C7B4A4D4E7BCAE960AF1DF9C9

SHA1: 7CF9A2EE7F59A53A722AD00C21BC77D62F2210AA

SHA-256: 2AED48A72F81F3DA6E2AF275F1495EAFAD5640B048777C7E9997950A47788376

SHA-512: FE2F89ED947501B4D736E3C247B93CB2053D2E2DDDC86AC62CBF24E42776696070F05B8485BA862BA16646492A36099D8EBDD11B7903BB511AC75D937834E161

Malicious: false

Preview: 0\r..m......:....f......_keyhttps://rna-resource.acrobat.com/static/js/config.js ...R.XP/......*."R.U...A.A..Eo.......^^...........~]...%s..<...n.f..<.....1#..U..A..Eo..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 207

Entropy (8bit): 5.616641386336705

Encrypted: false

SSDEEP: 6:m52YOFLvEWdMAuCy+lto8oltA/MEvsEJ41:zRM3+lu8oluJvs

MD5: B78A7F8718FA8E31189C96939BC19EEF

SHA1: 281B1AB202994E77D08DCF91546FA68325CBD6FE

SHA-256: C169D33E4B6A879EC289C86E5700AC7393B5FC9647E3DBE7EB56A45BCC69DA0E

SHA-512: 7969CB39AEB2D480512AF195BF5794859F3CDA1AFEBAA62B994FB6C644269B25F99FF08499F5243861DEFDF42B58D48EF2C82FD2F2E5BDDCC0B38C14B6E24B
BE

Malicious: false

Preview: 0\r..m......O...a.Y....._keyhttps://rna-resource.acrobat.com/static/js/plugins/reviews/js/selector.js .1.Z.XP/......*....U...A.A..Eo......$............z._a...'.v.......4p3..1.']...A..Eo.....
.............

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 210

Entropy (8bit): 5.560681357566323

Encrypted: false

SSDEEP: 6:mYilPYOFLvEWd8CAdAuHlteGoltX4ong1:6lJR+ZolCo

MD5: B4BC708F4D2B95993A469B297C31A868

SHA1: 3C4570697C16ABA839A92A780E18A7B527ECE4E5

SHA-256: 2BC635CD50AF70EDC8D3CDCEB5FB9B95DCF632821A35C4255A79CC8650FCFE8D

SHA-512: E35B274F3948BCCE0B50D4C32BF15C1DE3900CE476D285527B44172684F49F4C73F6BB1DF28BA6E1A601B1AC12675A6CBCC811BB5C4E5DCBB7E6AD3CB14F6
3C1

Malicious: false

Preview: 0\r..m......R....|....._keyhttps://rna-resource.acrobat.com/static/js/plugins/signatures/js/selector.js ...Z.XP/......*.e8.U...A.A..Eo......'...........c}.H7M=M..-.....Ix..R.l...}Rl.$q.A..Eo
..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 223

Entropy (8bit): 5.5786953814945806

Encrypted: false

SSDEEP: 6:mY8nYOFLvEWdrROk/IuI6OvoltjzN16wG1:F8hRrROk/+6WolX

MD5: E42E80AA985CCD0860A5C961E73D9E8D

SHA1: 15FC7E5C0E77066FEC6CBE9515C3006245B1779E

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\8e417e79df3bf0e9_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\91cec06bb2836fa5_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\927a1596c37ebe5e_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\92c56fa2a6c4d5ba_0
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SHA-256: 19342C23932FEA6461D3DE6D32DC529DFAB1B5D2D199ED825D86602B370CC587

SHA-512: 013AF4475EED75C101D96101F1D11E8860CF6D814F5D7BB94D21CE4AE0CF7769CACD528318E7F79B7B14C412A1A472CBCDC37471F9A9A5EC01A8E974FBB466
BA

Malicious: false

Preview: 0\r..m......_...h......_keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files/js/selector.js ...S.XP/......*...U...A.A..Eo......./............%.k.SZ..~W.....:)'B..ad.
.....A..Eo..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 213

Entropy (8bit): 5.638403041791009

Encrypted: false

SSDEEP: 6:mLrnYOFLvEWdrIoJUQF11JdoltLNoeJIi1:ehRcEtdolUeJI

MD5: DADF4E87303E7EBF4E7490E2346F86E7

SHA1: 5D33F57B5E2F3211ED80677A193B63AE1B290FF5

SHA-256: 78A54734D293A7E86AABB6B38373EE9B8EF0306FC7B8A8ADF2A5EE095F6CE27B

SHA-512: 6EC3FEF129BA186D4EE3D8F69A78078F57971099FE19C128C3F3B75E5660B3EDC0F058215F585D04B6607059273FF1586889A3B3B1D61BDE9E7E60EC6ADBCE9
2

Malicious: false

Preview: 0\r..m......U..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/my-files-select/js/plugin.js ...T.XP/......*..~.U...A.A..Eo......mC...........;"./N_.,.:C..2....9L.H...3:...A..
Eo..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 208

Entropy (8bit): 5.53239065981898

Encrypted: false

SSDEEP: 3:m+lQ/pqv8RzYOCGLvHkWBGKuKjXKX+IALKPWFvZTj/oMkt3l/x6mgmOZLhT7Um1:mOEYOFLvEWdrIhuvXolt3l5zgm2d/1

MD5: 8971D68E55C7DFF56E7CB2E520670EAC

SHA1: 3E5F8254F564703760C942CB50B7C18FB899FE7B

SHA-256: C30958EEAB60EE830D971FA352E4709448E81712D45AE7E516C0669DD3B170A8

SHA-512: 18FEC0DBBA7C3B4B5D5AB18C4FA244E73144569495B5300DCC709558398DC04C4788D709AFBE1AAD046D2D1F19A7BE3C67247DA03A557CAB8292EC59B934BE
F1

Malicious: false

Preview: 0\r..m......P....r......_keyhttps://rna-resource.acrobat.com/static/js/plugins/my-files/js/selector.js ..S.XP/......*..U...A.A..Eo.................Z.Z}Q..4.o....0+..[|..n:*..U.W.A..Eo.......
...........

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 188

Entropy (8bit): 5.591666735979466

Encrypted: false

SSDEEP: 3:m+l8UElLA8RzYOCGLvHkWBGKuKPK7Cvt1K1WcHGGoMktgGf/GBiaQ562HvpMm1:mAElVYOFLvEW1KT1WoGGoltZjx56uvp1

MD5: 4D4DD46161CB98265E7EF0D7C5715EDA

SHA1: DA361C4C3D57D504D26527E8AA28708F0652DCB2

SHA-256: 807EC578E010CA40A322E9FF03EC6AEF896B9E5C8A2A6F22635D1E47E3CF3E32

SHA-512: 72B69BF19A86B252C1AA39D1FA3C355A0B46F6B772C2B0E089F527E7F598EB8E87E06FB756ACD620EE8DD2DB9F1A7394D222A3F7D67D145A1F436FC2C241156
2

Malicious: false

Preview: 0\r..m......<...)6......_keyhttps://rna-resource.acrobat.com/static/js/rna-main.js .5.?.XP/......*.k.VU...A.A..Eo.......i..........z?...SwC...^..y.....V..7R-O.....A..Eo..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\946896ee27df7947_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\983b7a3da8f39a46_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\aba6710fde0876af_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\b6d5deb4812ac6e9_0
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Category: dropped

Size (bytes): 214

Entropy (8bit): 5.632779666990352

Encrypted: false

SSDEEP: 6:mWYOFLvEWdBJvvulFtvoltbOTUDLYtmOZn1:xRBJMolBOYDcFZ

MD5: BE131C1AB6EC7EF37C1C036CFDBFA9DB

SHA1: 1D4CD4BC47E12B86E18C925E757C5E744F77BB4D

SHA-256: 8CFE89C27FCE888A6DB87B49E54423C7AC99BBF343B9FAD7772DDA8BA4400921

SHA-512: 4B3890BBD960F8A97A2566866611E4DF0296CF507E5F32C36DAC80799F1B3D5D0BFCBA586D0DF70D6F7961D1653516C52346AA14693EB61EAE2775B5FE589F2D

Malicious: false

Preview: 0\r..m......V.....h....._keyhttps://rna-resource.acrobat.com/static/js/plugins/activity-badge/js/selector.js .*.Y.XP/......*.G..U...A.A..Eo......z.DA............t.q..W.EZ....1...[.
zC.7mD..A..Eo..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 211

Entropy (8bit): 5.584854813756237

Encrypted: false

SSDEEP: 6:msRPYOFLvEWIa7zp7NHe+BTzolt1lF8VPu1:BPHXHJ/olhe

MD5: F737FF28D1AA8AE2ADC4DB91FE2F5B7D

SHA1: 18FB2A1473D0A04D2B91520501782A1F491A187F

SHA-256: 6F728606C6DCCE312A37BD9DBDAA68C0B5AAC6AB379D2F788FF47B960C5F2A23

SHA-512: FC02C9D68D27FAA793BBD224D654975ED05BFD3AF4B1A650CE882D4C4C46E4CAA82CABD8E72D3205D1DCD545E165D7B83B78C7F8D07FCB3CFDE1377BA7C7
F9D3

Malicious: false

Preview: 0\r..m......S...{.j....._keyhttps://rna-resource.acrobat.com/static/js/libs/require/2.1.15/require.min.js .x9=.XP/......*..49U...A.A..Eo.....................L...Im.@.........E.nW...IP..A..Eo
..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 208

Entropy (8bit): 5.6100282536949555

Encrypted: false

SSDEEP: 6:mQt6EYOFLvEWdccAHQFtWEoltNAjBRCh/41:XRc9kolLADi/

MD5: 806BC762AC5FC2035A935FEA2AC631C9

SHA1: 716F3F4F03349528A1925F42A2274B7C26B3BA03

SHA-256: E6B7CE486F47796E8C2C558D3297B2C84C6A2303CD8AB996D9B6A998557D6E93

SHA-512: 45A5E824BB4784A3012CA1D7A7CFAE3DFB928D3C61FEDA147F784F840AC982936DA90B25D1E437142B156E178A276FCC9C3315DFD3C49B44E8DBEB59B24D95
0B

Malicious: false

Preview: 0\r..m......P...W3......_keyhttps://rna-resource.acrobat.com/static/js/plugins/scan-files/js/plugin.js .l.[.XP/......*...U...A.A..Eo......(...........PJm...0x.x..RD...BB!@5..<..]....A..Eo...
...............

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 231

Entropy (8bit): 5.594119604100184

Encrypted: false

SSDEEP: 6:mqs6XYOFLvEWdFCi5mhuPat0xKhlts/3kULlF4r1:bs6xRki0WKhlyv7LlF4

MD5: 844150D9BCF51E758F0B37013DD11848

SHA1: 214C2832EE770DDD1D2C2F68EAC567048D9954D2

SHA-256: 61B388FAD0770AC5D62097CFEF40482EEF4601779152A27A254FB29666335303

SHA-512: F703D99BF0089B1DA159C6032F653B052E193FCB2461A34823AA15B983F5286D09902EE5CA199CD4B89D66EA5E4735063FFA2BACDF9CFFFEC8127E8DFFD2B7
B7

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\bba29d2e6197e2f4_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\cf3e34002cde7e9c_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\d449e58cb15daaf1_0
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Malicious: false

Preview: 0\r..m......g...~.I?...._keyhttps://rna-resource.acrobat.com/static/js/plugins/aicuc/js/plugins/rhp/exportpdf-rna-selector.js .....XP/......*. ..T...A.A..Eo......)............P...#4..l....5.
..5..).w.. .h.~..A..Eo..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 210

Entropy (8bit): 5.665319468860911

Encrypted: false

SSDEEP: 6:maJYOFLvEWdfNBHvdQMLbH9qltICzPne7cV6gr1:v/RfTHlZdqlLPneYU

MD5: 8BECF3555631FFBE15401A5DD2AA0511

SHA1: B47CF232A10D30C63DC39B3D034663406F426A14

SHA-256: B287C0AEDAFA1AD8C40E617DE87072B22563CED2998BE1D556BCC7AB08BE7E88

SHA-512: 782A815DEE576C01F367E0D5C61A9580DB53B64BB05164E1994933B4D485251AB88BB56FD89717D12275A7557A39D74CBE8E3E5052622AD68F8BDF56C39768BE

Malicious: false

Preview: 0\r..m......R..../......_keyhttps://rna-resource.acrobat.com/static/js/plugins/task-handler/js/plugin.js .....XP/......*...T...A.A..Eo.......Vj.........E*).*^.!..C......G..#.&)A..Y..A..Eo...
...............

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 208

Entropy (8bit): 5.600421471688808

Encrypted: false

SSDEEP: 6:mkqYOFLvEWd8CAd9Qjqt8oJdoltVQLuA424r1:+RQaozolfQar

MD5: E2CE12445D9E25F4AB281685A53D9076

SHA1: 55024880B330B77F29E20F5F2D2998C1015DBCED

SHA-256: C2E9E90C6AFAA4CCA604194E0FD7F45ABA0DD0A373B94E081FBB34DC4C5B3875

SHA-512: C37954E7246304CB980B6BCBBDB87BF86EFA3E273B5F1082C07E7CA68C2F39E51852B502872DA2232A5AB430D573E0BBDB84893D94EEA3D197322906102C83E
9

Malicious: false

Preview: 0\r..m......P...gT....._keyhttps://rna-resource.acrobat.com/static/js/plugins/signatures/js/plugin.js ...[.XP/......*....U...A.A..Eo........G=........#..@..k(v.8g..5.~_....]Pj.*..6.A..Eo....
..............

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 221

Entropy (8bit): 5.59128834156868

Encrypted: false

SSDEEP: 6:mQZYOFLvEWdrROk/VQxAXnolt7nsLmB41:nRrROk/VA0ol9N

MD5: 271573661B8FDB8EFE9955E3EFDF5CA1

SHA1: A6CCFCC95AA7C7A3EF095A64AAE6C180A7735213

SHA-256: 9EE030B4CC0E5BCB29DC29CE2A8E4456863E670F456B4CE6A1CF656A504E6BD2

SHA-512: B7161BD5B7725126487549792849F30E2E3B04E732C789BABB9C08884F4A672229A80E098FEA940DA207379C0264839CEAAD37DE5AC172CC485AD23EFD1AD33F

Malicious: false

Preview: 0\r..m......]......,...._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files/js/plugin.js .. T.XP/......*.9..U...A.A..Eo.......i......... ./.ev......N~..6.b.....$.j
;:C...A..Eo..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 210

Entropy (8bit): 5.593611611594427

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\e58e492b0f04240a_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\f0cf6dfa8a1afa3d_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\f941376b2efdd6e6_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\f971b7eda7fa05c3_0
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Encrypted: false

SSDEEP: 6:mZ/lXYOFLvEWdccAWuWtTzoltRmrdm9741:qxRcIolqrdu7

MD5: 33B529148C226789B3C0DA2B340E0C05

SHA1: E9F225664E47AB09A6C95BEDF0BBFC419F2D8D01

SHA-256: A5052C1E66AEDEC96FB791DEA1BD32564121844380B1EDEE97BC08055DA2D79C

SHA-512: C3E0878697D7D77D450AFE8F0C81C3BA1A500A33BBFC6DD1EA28C250A9C85973BCE4AE2845C3E3C9935C1FE6F00DABC11283CD6234CD7CED1C26250DFA26A
0BD

Malicious: false

Preview: 0\r..m......R...F......._keyhttps://rna-resource.acrobat.com/static/js/plugins/scan-files/js/selector.js ..Y.XP/......*....U...A.A..Eo.......`.............U...I.>P...X...x..0U.~;m.x.k.A..Eo.
.................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 204

Entropy (8bit): 5.538915544091086

Encrypted: false

SSDEEP: 6:mMOYOFLvEWdwAPVusWWnddoltCWEB6Jn1:2R13/olEa

MD5: D66EC2C93C4FA7B5D53D6327D1E7B3FE

SHA1: 6E94423F749F083A709771D44D05DABA0629290E

SHA-256: A4DD6BAC61BF482C7227FF199D131392E4A75343A2A4CE59EBB545BF3A517E38

SHA-512: 5DEF8A909D8BA29A9FFC3D356D2C1CB86662AE04A21F1066028D63D93F90BCC904D1C863B1945A68641C5043E215E0F2822F0C623CF89ACAC7860A99FBFA4E7
D

Malicious: false

Preview: 0\r..m......L....Ey....._keyhttps://rna-resource.acrobat.com/static/js/plugins/home/js/selector.js ...U.XP/......*.k..U...A.A..Eo.......1F..............k....F..D..O.n;[.1m.....=..A..Eo......
............

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 228

Entropy (8bit): 5.606945676174413

Encrypted: false

SSDEEP: 6:msPYOFLvEWdrROk/RJUQYXsfoltBPrc3Me/1:3RrROk/sHcfol/Pr

MD5: 3A5FE6154EDD6B8FCC4832D6FE3554C9

SHA1: 7DDC53A31F52A3F4F01547368AAF439FA2F881A6

SHA-256: 5359E3D8E2ACD7434D5075CC608AA3746D1B37E215A4E6CB45680C735D918234

SHA-512: 248EAB04CC046FB40390EF05FCF587A57E49FA63DB1B091D44E1CE449907CF17BE63E1F4C58B439CE1D5159646504EB5795615489A96BB28AFE349396C60D18C

Malicious: false

Preview: 0\r..m......d...<.s....._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files-select/js/plugin.js ..!T.XP/......*.}#.U...A.A..Eo......kK.7.............9Q].
8O.z....=..:.N.{....N{.A..Eo..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 984

Entropy (8bit): 5.126793775277576

Encrypted: false

SSDEEP: 12:YUMGBaEK/CQ05tGIL9AALtIZbWqLy8T2dUk+g2v/AoqgMzGmuYet5qyqV+BME/Gf:IgRF1PLqZbw2PvjMUYVHQYTn

MD5: 53822EFE0DAC173830690D5DFD523AA3

SHA1: 8CC1A06B6E5FC45118AD266D2A8A52749D195A62

SHA-256: 5D1A8795D5BECFAB58A1218DCED39AF95274F7B77D2841485F36AFFE9589E3DA

SHA-512: 3454E78EE0E66724A6A85F685EA71B59B8AD2C96CC06D83644990E7B6A9BC484CE810D4B60879A58433C8B38C2D4950467FEB35B1C6A2C3C13CACE8BF14ACF
F6

Malicious: false

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\fd17b2d8331c91e8_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\febb41df4ea2b63a_0

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\index-dir\temp-index
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Preview: ......./oy retne....'........N............*....N.XP/...........;.y~A...N.XP/..............oB*.=0.XP/...........9.cmvd....XP/............#...(....."/.............D.4...N.XP/..........[.i..%...N.XP/.............k
7A...N.XP/..........]...I....XP/.........,+..._.#..N.XP/.........<...W..J.=0.XP/.........!...0.o..N.XP/............P[. q..N.XP/..........~.,.4>...^.XP/.............&..r..N.XP/...........3.....N.XP/..........v..
.q..@.?.XP/...........a.....=0.XP/..........C..M......."/...........2q......N.XP/...........P....V..N.XP/..........$..+I....XP/...........6<|....=0.XP/.........F..=z;...N.XP/.............o...N.XP/.........Gy.'.
h...N.XP/.........:..N.A....N.XP/..................N.XP/.........=..(Q.x..N.XP/.........?..7X.L..N.XP/.........A?.2:....N.XP/..............q...N.XP/..........+.{..'..N.XP/..........u\]..q..N.XP/..........o..k..
..N.XP/...........*......N.XP/.........^.~..z...N.XP/.........=....m....^.XP/.........+.U.!..V..^.XP/.........|._.XP/.

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 984

Entropy (8bit): 5.126793775277576

Encrypted: false

SSDEEP: 12:YUMGBaEK/CQ05tGIL9AALtIZbWqLy8T2dUk+g2v/AoqgMzGmuYet5qyqV+BME/Gf:IgRF1PLqZbw2PvjMUYVHQYTn

MD5: 53822EFE0DAC173830690D5DFD523AA3

SHA1: 8CC1A06B6E5FC45118AD266D2A8A52749D195A62

SHA-256: 5D1A8795D5BECFAB58A1218DCED39AF95274F7B77D2841485F36AFFE9589E3DA

SHA-512: 3454E78EE0E66724A6A85F685EA71B59B8AD2C96CC06D83644990E7B6A9BC484CE810D4B60879A58433C8B38C2D4950467FEB35B1C6A2C3C13CACE8BF14ACF
F6

Malicious: false

Preview: ......./oy retne....'........N............*....N.XP/...........;.y~A...N.XP/..............oB*.=0.XP/...........9.cmvd....XP/............#...(....."/.............D.4...N.XP/..........[.i..%...N.XP/.............k
7A...N.XP/..........]...I....XP/.........,+..._.#..N.XP/.........<...W..J.=0.XP/.........!...0.o..N.XP/............P[. q..N.XP/..........~.,.4>...^.XP/.............&..r..N.XP/...........3.....N.XP/..........v..
.q..@.?.XP/...........a.....=0.XP/..........C..M......."/...........2q......N.XP/...........P....V..N.XP/..........$..+I....XP/...........6<|....=0.XP/.........F..=z;...N.XP/.............o...N.XP/.........Gy.'.
h...N.XP/.........:..N.A....N.XP/..................N.XP/.........=..(Q.x..N.XP/.........?..7X.L..N.XP/.........A?.2:....N.XP/..............q...N.XP/..........+.{..'..N.XP/..........u\]..q..N.XP/..........o..k..
..N.XP/...........*......N.XP/.........^.~..z...N.XP/.........=....m....^.XP/.........+.U.!..V..^.XP/.........|._.XP/.

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 984

Entropy (8bit): 5.126793775277576

Encrypted: false

SSDEEP: 12:YUMGBaEK/CQ05tGIL9AALtIZbWqLy8T2dUk+g2v/AoqgMzGmuYet5qyqV+BME/Gf:IgRF1PLqZbw2PvjMUYVHQYTn

MD5: 53822EFE0DAC173830690D5DFD523AA3

SHA1: 8CC1A06B6E5FC45118AD266D2A8A52749D195A62

SHA-256: 5D1A8795D5BECFAB58A1218DCED39AF95274F7B77D2841485F36AFFE9589E3DA

SHA-512: 3454E78EE0E66724A6A85F685EA71B59B8AD2C96CC06D83644990E7B6A9BC484CE810D4B60879A58433C8B38C2D4950467FEB35B1C6A2C3C13CACE8BF14ACF
F6

Malicious: false

Preview: ......./oy retne....'........N............*....N.XP/...........;.y~A...N.XP/..............oB*.=0.XP/...........9.cmvd....XP/............#...(....."/.............D.4...N.XP/..........[.i..%...N.XP/.............k
7A...N.XP/..........]...I....XP/.........,+..._.#..N.XP/.........<...W..J.=0.XP/.........!...0.o..N.XP/............P[. q..N.XP/..........~.,.4>...^.XP/.............&..r..N.XP/...........3.....N.XP/..........v..
.q..@.?.XP/...........a.....=0.XP/..........C..M......."/...........2q......N.XP/...........P....V..N.XP/..........$..+I....XP/...........6<|....=0.XP/.........F..=z;...N.XP/.............o...N.XP/.........Gy.'.
h...N.XP/.........:..N.A....N.XP/..................N.XP/.........=..(Q.x..N.XP/.........?..7X.L..N.XP/.........A?.2:....N.XP/..............q...N.XP/..........+.{..'..N.XP/..........u\]..q..N.XP/..........o..k..
..N.XP/...........*......N.XP/.........^.~..z...N.XP/.........=....m....^.XP/.........+.U.!..V..^.XP/.........|._.XP/.

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 209

Entropy (8bit): 5.523770318520739

Encrypted: false

SSDEEP: 6:mJYOFLvEWdGQRQOdQDVatXfolt/WlD6g1:2RHRQCyufolRSD

MD5: 6B9F889C717FC3538DF46694CE7E5521

SHA1: 98C57DBF2E6BB90354B6DEF9FE834EC34F254B30

SHA-256: ED092919A9C006BADA732365732581AD80FBE702A2AB66F279374E272B047D1D

SHA-512: 89882BEB13F2A0A7560DD4A514DA5AE18A99D397BF3F2BFFEBC2D655E5C15534FE24FB98422683A67FA5B6784ED4AAAE93EF20A100391B4725BB598C65F0673
D

Malicious: false

Preview: 0\r..m......Q..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/my-computer/js/plugin.js ...[.XP/......*.|..U...A.A..Eo.........+..........c..y/L....|y.n..C/I.....X7-ne.A..Eo.
.................

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\index-dir\the-real-index (copy)

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\index-dir\the-real-index~RF53d2cd.TMP (copy)

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\todelete_2798067b152b83c7_0_1 (copy)
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Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 206

Entropy (8bit): 5.635654890341895

Encrypted: false

SSDEEP: 6:mzyEYOFLvEWdrIOQ78a1F/oltiuEt1S/1:WyeRls/olPEt1

MD5: 607BD557F9A381EC8E55D815A40A2753

SHA1: 9D09FD13B3ADB755AA1C392753612F781B0CCCE0

SHA-256: D404108A883F895358ECE3EE834A3C4DFCDC942FAEC68A01A8521DC8EBA2AC43

SHA-512: 0571E56CA3A3A91102450DB3D4011838E3BE492A9C8C26C68401C79F107C47E2796BCC997D942C0B123026C048C5D04DBF78EC6FC4AD584CCDF8673BA3D0E16
6

Malicious: false

Preview: 0\r..m......N..../......_keyhttps://rna-resource.acrobat.com/static/js/plugins/my-files/js/plugin.js .J.T.XP/......*..W.U...A.A..Eo.......q..........t\a......x5.'OuE.C..@......x..A..Eo......
............

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 230

Entropy (8bit): 5.588871180929311

Encrypted: false

SSDEEP: 6:mYXYOFLvEWdrROk/RJbuA1YEoltqYfO441:/RrROk/iEolsYfL

MD5: 3A3BC5628498DFA88D0FA80E8DFDEACE

SHA1: D720310B44524CCBACDFBB0B986AD4562741EB23

SHA-256: A6B27C95783971042C132430E74AF42E119866EADA67992BE6A0716C004C21C4

SHA-512: 1C113684CC9FCCAA8E72250B2D2B736A9E7AE91C59131F11588875D79B31D2CB58439367ACFA5A88E1A80F949CC0779E623137138BC260C0A4DD411D1B21EEF
D

Malicious: false

Preview: 0\r..m......f...F......._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files-select/js/selector.js ...S.XP/......*....U...A.A..Eo....................~..rw.+[....!.)
?..f.U..(=.=.A..Eo..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 213

Entropy (8bit): 5.638403041791009

Encrypted: false

SSDEEP: 6:mLrnYOFLvEWdrIoJUQF11JdoltLNoeJIi1:ehRcEtdolUeJI

MD5: DADF4E87303E7EBF4E7490E2346F86E7

SHA1: 5D33F57B5E2F3211ED80677A193B63AE1B290FF5

SHA-256: 78A54734D293A7E86AABB6B38373EE9B8EF0306FC7B8A8ADF2A5EE095F6CE27B

SHA-512: 6EC3FEF129BA186D4EE3D8F69A78078F57971099FE19C128C3F3B75E5660B3EDC0F058215F585D04B6607059273FF1586889A3B3B1D61BDE9E7E60EC6ADBCE9
2

Malicious: false

Preview: 0\r..m......U..........._keyhttps://rna-resource.acrobat.com/static/js/plugins/my-files-select/js/plugin.js ...T.XP/......*..~.U...A.A..Eo......mC...........;"./N_.,.:C..2....9L.H...3:...A..
Eo..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 208

Entropy (8bit): 5.600421471688808

Encrypted: false

SSDEEP: 6:mkqYOFLvEWd8CAd9Qjqt8oJdoltVQLuA424r1:+RQaozolfQar

MD5: E2CE12445D9E25F4AB281685A53D9076

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\todelete_86b8040b7132b608_0_1 (copy)

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\todelete_8c84d92a9dbce3e0_0_1 (copy)

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\todelete_946896ee27df7947_0_1 (copy)

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\todelete_f0cf6dfa8a1afa3d_0_1 (copy)
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SHA1: 55024880B330B77F29E20F5F2D2998C1015DBCED

SHA-256: C2E9E90C6AFAA4CCA604194E0FD7F45ABA0DD0A373B94E081FBB34DC4C5B3875

SHA-512: C37954E7246304CB980B6BCBBDB87BF86EFA3E273B5F1082C07E7CA68C2F39E51852B502872DA2232A5AB430D573E0BBDB84893D94EEA3D197322906102C83E
9

Malicious: false

Preview: 0\r..m......P...gT....._keyhttps://rna-resource.acrobat.com/static/js/plugins/signatures/js/plugin.js ...[.XP/......*....U...A.A..Eo........G=........#..@..k(v.8g..5.~_....]Pj.*..6.A..Eo....
..............

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 221

Entropy (8bit): 5.59128834156868

Encrypted: false

SSDEEP: 6:mQZYOFLvEWdrROk/VQxAXnolt7nsLmB41:nRrROk/VA0ol9N

MD5: 271573661B8FDB8EFE9955E3EFDF5CA1

SHA1: A6CCFCC95AA7C7A3EF095A64AAE6C180A7735213

SHA-256: 9EE030B4CC0E5BCB29DC29CE2A8E4456863E670F456B4CE6A1CF656A504E6BD2

SHA-512: B7161BD5B7725126487549792849F30E2E3B04E732C789BABB9C08884F4A672229A80E098FEA940DA207379C0264839CEAAD37DE5AC172CC485AD23EFD1AD33F

Malicious: false

Preview: 0\r..m......]......,...._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files/js/plugin.js .. T.XP/......*.9..U...A.A..Eo.......i......... ./.ev......N~..6.b.....$.j
;:C...A..Eo..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

File Type: data

Category: dropped

Size (bytes): 228

Entropy (8bit): 5.606945676174413

Encrypted: false

SSDEEP: 6:msPYOFLvEWdrROk/RJUQYXsfoltBPrc3Me/1:3RrROk/sHcfol/Pr

MD5: 3A5FE6154EDD6B8FCC4832D6FE3554C9

SHA1: 7DDC53A31F52A3F4F01547368AAF439FA2F881A6

SHA-256: 5359E3D8E2ACD7434D5075CC608AA3746D1B37E215A4E6CB45680C735D918234

SHA-512: 248EAB04CC046FB40390EF05FCF587A57E49FA63DB1B091D44E1CE449907CF17BE63E1F4C58B439CE1D5159646504EB5795615489A96BB28AFE349396C60D18C

Malicious: false

Preview: 0\r..m......d...<.s....._keyhttps://rna-resource.acrobat.com/static/js/plugins/desktop-connector-files-select/js/plugin.js ..!T.XP/......*.}#.U...A.A..Eo......kK.7.............9Q].
8O.z....=..:.N.{....N{.A..Eo..................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

File Type: PC bitmap, Windows 3.x format, 117 x -152 x 32, cbSize 71190, bits offset 54

Category: dropped

Size (bytes): 71190

Entropy (8bit): 3.6338405156793776

Encrypted: false

SSDEEP: 192:2TUa8iccRTemeIuKhHfJlfYgXS3LqGEHEGPzU3jDphzBkMJAi2RVcrtf1loVwM23:efcch1ti3CHE/H3j1k56ck29sfHrLl

MD5: B8E0F377FEF1499FBB839E302C7B3453

SHA1: 1696EC2D708258E719AAB10A17F9D33CA62C0F07

SHA-256: 6D4418368BEE5D848DC97B27DF3858EE7887A418EFA35417D7124FD2C27DC385

SHA-512: DE43CD0D9F2316F1E3958BDBDEAA2ABA1A1428DE8B5092B366B5FD7EA00C06043A0745115B3C6962E80EAFF06FCCEAFD880B8048883C224CE53178BC424342
4A

Malicious: false

Preview: BM........6...(...u...h..... .......................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\todelete_f941376b2efdd6e6_0_1 (copy)

C:\Users\user\AppData\LocalLow\Adobe\AcroCef\DC\Acrobat\Cache\Code Cache\js\todelete_febb41df4ea2b63a_0_1 (copy)

C:\Users\user\AppData\LocalLow\Adobe\Acrobat\DC\ConnectorIcons\icon-230108145505Z-185.bmp
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Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

File Type: SQLite Rollback Journal

Category: dropped

Size (bytes): 8720

Entropy (8bit): 3.1775556819061133

Encrypted: false

SSDEEP: 48:7Mzd6ioltiol2ol1Nol1Aiol1RROiol1jol1Cioeol1/2iolVw8qkmFTIF3XmHjk:7A8hfMR6ph89IVXEBodRBku

MD5: CCAFCD2F852DB874F7FED517AE90FCBB

SHA1: 5D699511F5A60C41BA7EEFDBAFD31DBAB2A8B493

SHA-256: BFD7FE27316447B06705C1E1A6B9C8B274816208CE493B15856DBE27F1817392

SHA-512: 93529D36B90086A9EB34EA0A780B3FDA75CC1B1F80CF59DD4F649F4BD1831E3DA94F36E13BE7345DF968A39759CDED3E84CF5D1DF33F6151B04CDC3595C6FC
20

Malicious: false

Preview: .... .c.......................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................................................................h..........<
.....y........................................................................................................................................................................................................................................................................
........................................................................................................................................................................................................

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

File Type: PostScript document text

Category: dropped

Size (bytes): 536

Entropy (8bit): 5.17576513886526

Encrypted: false

SSDEEP: 12:T4RFQ8idRuMgxg6dxs3yBFTtDcSTAzidRuOPgxg601s3yBFDHpcSa:kNid8HxPs3yTTtPmid8OPgx4s3yTDHBa

MD5: 4D5E3CD969F14362210F0473720C5528

SHA1: AFD90E9888759B809F78E87D5550B601A288A0A3

SHA-256: 79D95D01FDE7FC7C890CD62734A7F203B12A5D44A56D6009D0E43E40D99682AE

SHA-512: B10C157945432CC8944E63A28CA3420CAD0C6B87BABC77BB5437DA5E3DF0CDEB657D410F28FA61D314E86269B8D1AC5972B0792D3E78787DFCE496EEE979DF
64

Malicious: false

Preview: %!Adobe-FontList 1.16.%Locale:0x409..%BeginFont.Handler:DirectoryHandler.FontType:CMap.CMapName:Identity-H.Registry:Adobe.Ordering:Identity.OutlineFil
eName:C:\Program Files (x86)\Adobe\Acrobat Reader DC\Resource\CMap\Identity-H.FileLength:8228.FileModTime:1426577652.%EndFont..%BeginFont.Handler:Dire
ctoryHandler.FontType:CMap.CMapName:Identity-V.Registry:Adobe.Ordering:Identity.UseCMap:Identity-H.OutlineFileName:C:\Program Files (x86)\Adobe\Acrobat 
Reader DC\Resource\CMap\Identity-V.FileLength:2761.FileModTime:1426577652.%EndFont..

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

File Type: PostScript document text

Category: dropped

Size (bytes): 536

Entropy (8bit): 5.17576513886526

Encrypted: false

SSDEEP: 12:T4RFQ8idRuMgxg6dxs3yBFTtDcSTAzidRuOPgxg601s3yBFDHpcSa:kNid8HxPs3yTTtPmid8OPgx4s3yTDHBa

MD5: 4D5E3CD969F14362210F0473720C5528

SHA1: AFD90E9888759B809F78E87D5550B601A288A0A3

SHA-256: 79D95D01FDE7FC7C890CD62734A7F203B12A5D44A56D6009D0E43E40D99682AE

SHA-512: B10C157945432CC8944E63A28CA3420CAD0C6B87BABC77BB5437DA5E3DF0CDEB657D410F28FA61D314E86269B8D1AC5972B0792D3E78787DFCE496EEE979DF
64

Malicious: false

Preview: %!Adobe-FontList 1.16.%Locale:0x409..%BeginFont.Handler:DirectoryHandler.FontType:CMap.CMapName:Identity-H.Registry:Adobe.Ordering:Identity.OutlineFil
eName:C:\Program Files (x86)\Adobe\Acrobat Reader DC\Resource\CMap\Identity-H.FileLength:8228.FileModTime:1426577652.%EndFont..%BeginFont.Handler:Dire
ctoryHandler.FontType:CMap.CMapName:Identity-V.Registry:Adobe.Ordering:Identity.UseCMap:Identity-H.OutlineFileName:C:\Program Files (x86)\Adobe\Acrobat 
Reader DC\Resource\CMap\Identity-V.FileLength:2761.FileModTime:1426577652.%EndFont..

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

File Type: PostScript document text

Category: dropped

Size (bytes): 536

C:\Users\user\AppData\LocalLow\Adobe\Acrobat\DC\ReaderMessages-journal

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\AdobeCMapFnt21.lst (copy)

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\AdobeFnt16.lst.548

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\AdobeSysFnt21.lst (copy)
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Entropy (8bit): 5.17576513886526

Encrypted: false

SSDEEP: 12:T4RFQ8idRuMgxg6dxs3yBFTtDcSTAzidRuOPgxg601s3yBFDHpcSa:kNid8HxPs3yTTtPmid8OPgx4s3yTDHBa

MD5: 4D5E3CD969F14362210F0473720C5528

SHA1: AFD90E9888759B809F78E87D5550B601A288A0A3

SHA-256: 79D95D01FDE7FC7C890CD62734A7F203B12A5D44A56D6009D0E43E40D99682AE

SHA-512: B10C157945432CC8944E63A28CA3420CAD0C6B87BABC77BB5437DA5E3DF0CDEB657D410F28FA61D314E86269B8D1AC5972B0792D3E78787DFCE496EEE979DF
64

Malicious: false

Preview: %!Adobe-FontList 1.16.%Locale:0x409..%BeginFont.Handler:DirectoryHandler.FontType:CMap.CMapName:Identity-H.Registry:Adobe.Ordering:Identity.OutlineFil
eName:C:\Program Files (x86)\Adobe\Acrobat Reader DC\Resource\CMap\Identity-H.FileLength:8228.FileModTime:1426577652.%EndFont..%BeginFont.Handler:Dire
ctoryHandler.FontType:CMap.CMapName:Identity-V.Registry:Adobe.Ordering:Identity.UseCMap:Identity-H.OutlineFileName:C:\Program Files (x86)\Adobe\Acrobat 
Reader DC\Resource\CMap\Identity-V.FileLength:2761.FileModTime:1426577652.%EndFont..

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

File Type: PostScript document text

Category: dropped

Size (bytes): 9566

Entropy (8bit): 5.223243858582587

Encrypted: false

SSDEEP: 192:eTA2j6iU6uo76YQx6lo6Me6M46EZ6vp6qUfs6vUtRZ6ROtsu6zRtG16I6MXY5B5/:es4kuoXQ858yfs3tRZptsuktG1kMIzV

MD5: 3455517A7EA370FB26E41F9C0D1F2AEF

SHA1: 0A1DE15B520E538FE48BB82DC29CFF12D772EC51

SHA-256: F29BE4937BB25A377D75F64271D1C3CB44992AEABC41F1D0ACAAF830E5FA40D5

SHA-512: 979D1BB3A39CB1AE51083612A37DF3D4C19B7830EB3D82FD8506B9A4B0B68009B67D68CD7785B3368934697E45573DABA1041E8BA881706CCE702ACA0ABCB6
C2

Malicious: false

Preview: %!Adobe-FontList 1.16.%Locale:0x409..%BeginFont.Handler:DirectoryHandler.FontType:CMap.CMapName:Identity-H.Registry:Adobe.Ordering:Identity.OutlineFil
eName:C:\Program Files (x86)\Adobe\Acrobat Reader DC\Resource\CMap\Identity-H.FileLength:8228.FileModTime:1426577652.%EndFont..%BeginFont.Handler:Dire
ctoryHandler.FontType:CMap.CMapName:Identity-V.Registry:Adobe.Ordering:Identity.UseCMap:Identity-H.OutlineFileName:C:\Program Files (x86)\Adobe\Acrobat 
Reader DC\Resource\CMap\Identity-V.FileLength:2761.FileModTime:1426577652.%EndFont..%BeginFont.Handler:DirectoryHandler.FontType:Type1.FontName:Adob
ePiStd.FamilyName:Adobe Pi Std.StyleName:Regular.FullName:Adobe Pi Std.MenuName:Adobe Pi Std.StyleBits:0.WritingScript:Roman.OutlineFileName:C:\Program 
Files (x86)\Adobe\Acrobat Reader DC\Resource\Font\AdobePiStd.otf.DataFormat:sfntData.UsesStandardEncoding:yes.isCFF:yes.FileLength:85552.FileModTime
:1619528014.WeightClass:400.WidthClass:5.AngleClass:0.DesignSize:240.NameArray:0,Mac,4,Adobe Pi Std.

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

File Type: PostScript document text

Category: dropped

Size (bytes): 9566

Entropy (8bit): 5.223243858582587

Encrypted: false

SSDEEP: 192:eTA2j6iU6uo76YQx6lo6Me6M46EZ6vp6qUfs6vUtRZ6ROtsu6zRtG16I6MXY5B5/:es4kuoXQ858yfs3tRZptsuktG1kMIzV

MD5: 3455517A7EA370FB26E41F9C0D1F2AEF

SHA1: 0A1DE15B520E538FE48BB82DC29CFF12D772EC51

SHA-256: F29BE4937BB25A377D75F64271D1C3CB44992AEABC41F1D0ACAAF830E5FA40D5

SHA-512: 979D1BB3A39CB1AE51083612A37DF3D4C19B7830EB3D82FD8506B9A4B0B68009B67D68CD7785B3368934697E45573DABA1041E8BA881706CCE702ACA0ABCB6
C2

Malicious: false

Preview: %!Adobe-FontList 1.16.%Locale:0x409..%BeginFont.Handler:DirectoryHandler.FontType:CMap.CMapName:Identity-H.Registry:Adobe.Ordering:Identity.OutlineFil
eName:C:\Program Files (x86)\Adobe\Acrobat Reader DC\Resource\CMap\Identity-H.FileLength:8228.FileModTime:1426577652.%EndFont..%BeginFont.Handler:Dire
ctoryHandler.FontType:CMap.CMapName:Identity-V.Registry:Adobe.Ordering:Identity.UseCMap:Identity-H.OutlineFileName:C:\Program Files (x86)\Adobe\Acrobat 
Reader DC\Resource\CMap\Identity-V.FileLength:2761.FileModTime:1426577652.%EndFont..%BeginFont.Handler:DirectoryHandler.FontType:Type1.FontName:Adob
ePiStd.FamilyName:Adobe Pi Std.StyleName:Regular.FullName:Adobe Pi Std.MenuName:Adobe Pi Std.StyleBits:0.WritingScript:Roman.OutlineFileName:C:\Program 
Files (x86)\Adobe\Acrobat Reader DC\Resource\Font\AdobePiStd.otf.DataFormat:sfntData.UsesStandardEncoding:yes.isCFF:yes.FileLength:85552.FileModTime
:1619528014.WeightClass:400.WidthClass:5.AngleClass:0.DesignSize:240.NameArray:0,Mac,4,Adobe Pi Std.

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

File Type: JSON data

Category: dropped

Size (bytes): 285

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\Cache\AcroFnt21.lst (copy)

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\Cache\AdobeFnt16.lst.548

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\SOPHIA\Reader\Files\DC_READER_LAUNCH_CARD
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Entropy (8bit): 5.349788358210337

Encrypted: false

SSDEEP: 6:YEQXJ2HXrFUfGsvsKyuChJ2iS5R0YHUMDoAvJfPmwrPeUkwRe9:YvXKX5UfGsvsuChExqMsGH56Ukee9

MD5: 74E59159D229D9E94BCEE70F91736001

SHA1: 0B7BCE984CE7CBA3D0EF2642042D43E43C7701BE

SHA-256: CE565406D9311D8DF27FC8C9315A272E62D9740E74143C2698068FD38E022FE3

SHA-512: E7C64F27667C2C27FAF5A7F19AFBC9284D81F31B8BC18303678B9D4F915324663E8620742EF1060094544F3ED8356901A03530E9B60EA1FD6B7CC009FC4EAD22

Malicious: false

Preview: {"analyticsData":{"responseGUID":"33d3c0f3-17ff-48cc-acfb-04b62624afbe","sophiaUUID":"2CA8C5A6-154C-4669-80E9-F31A8F7EFE55"},"encodingScheme":true,"ex
pirationDTS":1673369102543,"statusCode":200,"surfaceID":"DC_READER_LAUNCH_CARD","surfaceObj":{"SurfaceAnalytics":{},"containerMap":{}}}

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

File Type: JSON data

Category: dropped

Size (bytes): 1393

Entropy (8bit): 5.770217516447017

Encrypted: false

SSDEEP: 24:Yv6X+vpVqSrLgETZycPjFmaR70Oa+NCdaBcu141CjrWpHfRzVCV9FJN5:YvUSHgALwafEaB5OUupHrQ9FJT

MD5: 1D58FFCC2911A174799D754816EC41B7

SHA1: CE02DE294E11084E7423C4E6B7DBFAB956CCC564

SHA-256: 5B202A692022284020B985F7545BF371FDDDC27AC7733755034C234334818256

SHA-512: EE47C892F9AC3A6476EA4E7436A1A616A5BE12680E58A6D3EE799D77C34E77D357E676755C932517F97C89CC6C1944CF08FF7AB4C25C6D9729783EBC08ED592
A

Malicious: false

Preview: {"analyticsData":{"responseGUID":"33d3c0f3-17ff-48cc-acfb-04b62624afbe","sophiaUUID":"2CA8C5A6-154C-4669-80E9-F31A8F7EFE55"},"encodingScheme":true,"ex
pirationDTS":1673369102543,"statusCode":200,"surfaceID":"DC_Reader_RHP_Banner","surfaceObj":{"SurfaceAnalytics":{"surfaceId":"DC_Reader_RHP_Banner"},"
containerMap":{"1":{"containerAnalyticsData":{"actionBlockId":"35216_95523ActionBlock_0","campaignId":35216,"containerId":"1","controlGroupId":"","treatmentId":
"0acb9735-71e6-49b8-9dbc-deee7ad1bbc6","variationId":"95523"},"containerId":1,"containerLabel":"JSON for Reader DC RHP Banner","content":{"data":"eyJjdGEiOnsidH
lwZSI6ImJ1dHRvbiIsInRleHQiOiJGcmVlIDctRGF5IFRyaWFsIiwiZ29fdXJsIjoiaHR0cHM6Ly9hY3JvYmF0LmFkb2JlLmNvbS91cy9lbi9zaWduL2ZyZWUtdHJpYWwu
aHRtbD90cmFja2luZ2lkPVBDMVBRTFFUJm12PWluLXByb2R1Y3QmbXYyPXJlYWRlciZ0dGlkPXJocGlwbV9zIn0sInVpIjp7InRpdGxlX3N0eWxpbmciOnsiZm9udF9zaX
plIjoiMTQiLCJmb250X3N0eWxlIjoiMyJ9LCJkZXNjcmlwdGlvbl9zdHlsaW5nIjp7ImZvbnRfc2l6ZSI6IjEyIiwiZm9udF9zdHlsZSI6IjMifSwidGl0bG

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

File Type: JSON data

Category: dropped

Size (bytes): 287

Entropy (8bit): 5.299226550167329

Encrypted: false

SSDEEP: 6:YEQXJ2HXrFUfGsvsKyuChJ2iS5R0YHUMDoAvJf21rPeUkwRe9:YvXKX5UfGsvsuChExqMsG+16Ukee9

MD5: A08FD7CB0D56354A8B91D8293E7A0A07

SHA1: 6DFAE3DD697E2E3154F3B72B36D0065AAEC4C35D

SHA-256: A20AB0F181B9376484A5E4D232C1608D6EFA9920B9D012E4FF4C3F17FB4A91A4

SHA-512: 8082F82F10EF77E52D2F1326D4E4C1DAEFF68D17FAD67286AA004908BB47D2CAAFBD4150E3017A5E600B5541EFAC4A93BDF717F208572953940464C829E1DC66

Malicious: false

Preview: {"analyticsData":{"responseGUID":"33d3c0f3-17ff-48cc-acfb-04b62624afbe","sophiaUUID":"2CA8C5A6-154C-4669-80E9-F31A8F7EFE55"},"encodingScheme":true,"ex
pirationDTS":1673369102543,"statusCode":200,"surfaceID":"DC_Reader_RHP_Retention","surfaceObj":{"SurfaceAnalytics":{},"containerMap":{}}}

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

File Type: JSON data

Category: dropped

Size (bytes): 782

Entropy (8bit): 5.375650756846385

Encrypted: false

SSDEEP: 12:YvXKX5UfGsvsuChExqMsGTq16Ukee1+3CEJ1KXd15kcyKMQo7P70c0WM6ZB/uhWt:Yv6X+vpVq3168CgEXX5kcIfANhs

MD5: 7DE90721FD7FFAEB14F990D2936417E9

SHA1: B77F0B1E30D0D6FA01A70C5B7E19C8A054347736

SHA-256: C4EFAB5283BA3091A9455CDED4DFFAF77E42D4A60CA5571D5323D77C13F2BDF5

SHA-512: DC24B0C48A8880E5D4261F66DA38DFA51B21ABA50369956A4F4D8F46E6588882F20A0BA70F26DF19467814261F77F40D5622BE3B85FA06FEC8E3AFAA6A8C7A2
E

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\SOPHIA\Reader\Files\DC_Reader_RHP_Banner

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\SOPHIA\Reader\Files\DC_Reader_RHP_Retention

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\SOPHIA\Reader\Files\Edit_InApp_Aug2020
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Malicious: false

Preview: {"analyticsData":{"responseGUID":"33d3c0f3-17ff-48cc-acfb-04b62624afbe","sophiaUUID":"2CA8C5A6-154C-4669-80E9-F31A8F7EFE55"},"encodingScheme":true,"ex
pirationDTS":1673369102543,"statusCode":200,"surfaceID":"Edit_InApp_Aug2020","surfaceObj":{"SurfaceAnalytics":{"surfaceId":"Edit_InApp_Aug2020"},"containerMap":
{"1":{"containerAnalyticsData":{"actionBlockId":"20360_57769ActionBlock_0","campaignId":20360,"containerId":"1","controlGroupId":"","treatmentId":"3c07988a-9c54-
409d-9d06-53885c9f21ec","variationId":"57769"},"containerId":1,"containerLabel":"JSON for switching in-app test","content":{"data":"eyJ1cHNlbGxleHBlcmltZW50Ijp
7InRlc3RpZCI6IjEiLCJjb2hvcnQiOiJicm93c2VyIn19","dataType":"application\/json","encodingScheme":true},"endDTS":1735804679000,"startDTS":1673189717620}}}}

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

File Type: data

Category: dropped

Size (bytes): 4

Entropy (8bit): 0.8112781244591328

Encrypted: false

SSDEEP: 3:e:e

MD5: DC84B0D741E5BEAE8070013ADDCC8C28

SHA1: 802F4A6A20CBF157AAF6C4E07E4301578D5936A2

SHA-256: 81FF65EFC4487853BDB4625559E69AB44F19E0F5EFBD6D5B2AF5E3AB267C8E06

SHA-512: 65D5F2A173A43ED2089E3934EB48EA02DD9CCE160D539A47D33A616F29554DBD7AF5D62672DA1637E0466333A78AAA023CBD95846A50AC994947DC888AB6AB7
1

Malicious: false

Preview: ....

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

File Type: JSON data

Category: dropped

Size (bytes): 767

Entropy (8bit): 5.0869201159243085

Encrypted: false

SSDEEP: 12:YACnit8otyp9+Ak3QynDfwwesoFy25wfB4WiyyqxBoUyionONs:YACniqipgmDfTa/5wZ9iTubYOG

MD5: 27C3411A8EBCA3FDC3CD3AB2AD5038D9

SHA1: 5346E7CB57E580D57EA3E4B177D6B42A9AD8FF7E

SHA-256: 32731ACDA534EFC1516D38339B9A3D81EE028B484F94DB0D1402EF8EDBEAE771

SHA-512: 0E4A79416F85E077A15A44761A2FFFDE10326966A2F26A110994D2F30F178B62E1851EF84D88353D63053F4C56B982D884BA9B53443468747B3FE78241605CAF

Malicious: false

Preview: {"all":[{"id":"Edit_InApp_Aug2020","info":{"dg":"afc19848851750ce7330c1d6e3bd9e0a","sid":"Edit_InApp_Aug2020"},"mimeType":"file","size":782,"ts":1673189717000},
{"id":"DC_Reader_RHP_Banner","info":{"dg":"da2454582bd6501499872039b789a7ab","sid":"DC_Reader_RHP_Banner"},"mimeType":"file","size":1393,"ts":16731897
17000},{"id":"DC_Reader_RHP_Retention","info":{"dg":"4cdcaa2506eb07887dde0f1901fcc88c","sid":"DC_Reader_RHP_Retention"},"mimeType":"file","size":287,"
ts":1673189717000},{"id":"DC_READER_LAUNCH_CARD","info":{"dg":"4a182efb26dc287165bc6b71718cff08","sid":"DC_READER_LAUNCH_CARD"},"mimeType":"
file","size":285,"ts":1673189717000},{"id":"TESTING","info":{"dg":"DG","sid":"TESTING"},"mimeType":"file","size":4,"ts":1673189704000}],"g_info":{"Version":"0.0.0.1"}}

Process: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

File Type: data

Category: dropped

Size (bytes): 40393

Entropy (8bit): 5.5182337348115755

Encrypted: false

SSDEEP: 384:K7X4uyVFu3HBE//q5LlwQ8m3Kra7629fQI6N0YNg7y:KT4uyVFuXBE/q2Q8KKe7Z5LYyu

MD5: 8BF2047187C1A676B65FED2530256C0A

SHA1: 40487E9B6491674D675AD468BC663BBD64156D51

SHA-256: 501361E6007553E205EBE68387FBB9A9EEA7D7BDA07DC47E8B5DCBD91D16B930

SHA-512: 59C9A389EC799687235072222F23EE5E04CA055FFE7075065906473879C50D1BA937BE0F91C9C7E1DD8258729197962DAB6AF4B48ECC64336B47665D4AA71F6A

Malicious: false

Preview: 4.241.93.FID.2:o:........:F:ArialNarrow.P:Arial Narrow.L:$.........................."F:Arial Narrow.#.107.FID.2:o:........:F:ArialNarrow-Italic.P:Arial Narrow Italic.L:$.....................
....."F:Arial Narrow.#.103.FID.2:o:........:F:ArialNarrow-Bold.P:Arial Narrow Bold.L:%.........................."F:Arial Narrow.#.116.FID.2:o:........:F:ArialNarrow-BoldItalic.P:Arial 
Narrow Bold Italic.L:%.........................."F:Arial Narrow.#.75.FID.2:o:........:F:ArialMT.P:Arial.L:$.........................."F:Arial.#.89.FID.2:o:........:F:Arial-ItalicMT.P:Arial Italic.
L:$.........................."F:Arial.#.85.FID.2:o:........:F:Arial-BoldMT.P:Arial Bold.L:$.........................."F:Arial.#.98.FID.2:o:........:F:Arial-BoldItalicMT.P:Arial Bold Italic.L:$........
.................."F:Arial.#.91.FID.2:o:........:F:Arial-Black.P:Arial Black.L:-.........................."F:Arial Black.#.103.FID.2:o:........:F:Bahnschrift.P:Bahnschrift Light.L:&...............,...
......."F:Bahnschrift Light.#.

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\SOPHIA\Reader\Files\TESTING

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\SOPHIA\Reader\SOPHIA.json

C:\Users\user\AppData\Local\Adobe\Acrobat\DC\UserCache.bin
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File type: PDF document, version 1.4, 9 pages

Entropy (8bit): 7.833369901771026

TrID: Adobe Portable Document Format (5005/1) 100.00%

File name: 101_Labs_Cisco_CCNA.pdf

File size: 4670705

MD5: 0c5f4b8c16d7e9f52b85f7bfac5e6bee

SHA1: 5ea2c0b17ff1d154904a7e1bff208705dd90edf3

SHA256: 36630349f85fa4eada1490d32ef4437bd463d71d67590bb1f69a65c0711b8c79

SHA512: 4f7c7188c936503a11819d07953b13a3cfaa33be51d01e1f96d2cfa00f5f60aa30c291dd2b8a9fe9069c024109b99afea24087565e966ecc0c609c7baf73cb85

SSDEEP: 98304:CqXrm1n9WDSwUyN2g4FnVcILS2DvAKbUrDHHHHHnIGl9U:CWDTfN2g2yVdDHHHHHnNli

TLSH: 4526BE31FB97CB5CE7178A6C653E3C3B472E76C1A5CA79A711224E406280F344A476BE

File Content 
Preview:

%PDF-1.4.%.....1 0 obj<</Author(...P.a.u.l. .B.r.o.w.n.i.n.g. .&. .F.a.r.a.i. .T.a.f.a)/CreationDate(D:20200710202127+00'00')/Creator(...c.a.l.i.b.r.e. .\(.4...2.0...0.\). .
[.h.t.t.p.s.:././.c.a.l.i.b.r.e.-.e.b.o.o.k...c.o.m.])/ModDate(D:20200710222158+01

Icon Hash: 74ecccdcd4ccccf0

General

Header: %PDF-1.4

Total Entropy: 7.833370

Total Bytes: 4670705

Stream Entropy: 7.874700

Stream Bytes: 4157800

Entropy outside Streams: 5.151780

Bytes outside Streams: 512905

Number of EOF found: 1

Bytes after EOF:

Name Count

obj 3244

endobj 3244

stream 955

endstream 955

xref 1

trailer 1

startxref 1

/Page 748

/Encrypt 0

/ObjStm 0

/URI 30

/JS 0

/JavaScript 0

/AA 0

/OpenAction 0

/AcroForm 0

/JBIG2Decode 0

/RichMedia 0

/Launch 0

/EmbeddedFile 0

Static File Info

General

File Icon

Static PDF Info

Keywords Statistics
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ID DHASH MD5 Preview

325 032346033b3f1b99 f164c30269fbc191e53b8b7235e34e6
a

332 b161f1d0f0313bb3 827a61e4c730983959a0e1d88ab835
f0

363 13d2cace2a223252 3b2995c36b2e6ff3417bf900336535d
7

372 93b2cae829632030 5fafd3e607907e1a1d1e7c3f3b3b2ed
5

381 c3c07c30869e0606 746c8b191621d246ff3045b557efe57
4

⊘ No network behavior found

• AcroRd32.exe

• RdrCEF.exe

Click to jump to process

Image Streams

Network Behavior

Statistics

Behavior

System Behavior

Analysis Process: AcroRd32.exe PID: 2300, Parent PID: 3840
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Target ID: 0

Start time: 15:54:59

Start date: 08/01/2023

Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe

Wow64 process (32bit): true

Commandline: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroRd32.exe" "C:\Users\user\Desktop\101_Labs_Cisco_CCNA.pdf

Imagebase: 0x3e0000

File size: 3141816 bytes

MD5 hash: 0EAC436587F5A1BEF8AEB2E2381D2405

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: moderate

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\acrord32_sbx read data or list 
directory | read 
attributes | write 
attributes | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 40D5DF CreateDirect
oryExW

C:\Users\user\AppData\Local\Temp\acrocef_low read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 458435 CreateDirect
oryW

C:\Users\user\AppData\Local\Ad
obe\Acrobat\DC\Cache\AdobeFnt16.lst.548

write data or add 
file | append 
data or add 
subdirectory or 
create pipe 
instance | write e
a | read 
attributes | write 
attributes | read 
control | sync
hronize

device synchronous io 
non alert | non 
directory file

success or wait 1 44A265 NtCreateFile

C:\Users\user\AppData\Local\Ad
obe\Acrobat\DC\Cache\acrolock2300.1.3655283233.tmp

read data or list 
directory | read 
ea | read 
attributes | de
lete | read 
control | 
synchronize

device synchronous io 
non alert | non 
directory file | 
delete on close | 
open no recall

success or wait 1 488F44 CreateFileW

C:\Users\user\AppData\Local\Ad
obe\Acrobat\DC\AdobeFnt16.lst.548

write data or add 
file | append 
data or add 
subdirectory or 
create pipe 
instance | write e
a | read 
attributes | write 
attributes | read 
control | sync
hronize

device synchronous io 
non alert | non 
directory file

success or wait 2 44A265 NtCreateFile

C:\Users\user\AppData\Local\Ad
obe\Acrobat\DC\acrolock2300.2.1553906375.tmp

read data or list 
directory | read 
ea | read 
attributes | de
lete | read 
control | 
synchronize

device synchronous io 
non alert | non 
directory file | 
delete on close | 
open no recall

success or wait 1 488F44 CreateFileW

C:\Users\user\AppData\Local\Ad
obe\Acrobat\DC\acrolock2300.3.1981168567.tmp

read data or list 
directory | read 
ea | read 
attributes | de
lete | read 
control | 
synchronize

device synchronous io 
non alert | non 
directory file | 
delete on close | 
open no recall

success or wait 1 488F44 CreateFileW

General

File Activities

File Created
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C:\Users\user\AppData\LocalLow
\Adobe\Acrobat\DC\ConnectorIcons

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident

success or wait 1 44A265 NtCreateFile

C:\Users\user\AppData\LocalLow
\Adobe\Acrobat\DC\ConnectorIcons\icon-230108145505Z-
185.bmp

read data or list 
directory | write 
data or add file | 
append data or 
add subdirectory 
or create pipe 
instance | read 
ea | write ea | 
read attributes | 
write attributes | 
read control | 
synchronize

device synchronous io 
non alert | non 
directory file

success or wait 1 44A265 NtCreateFile

C:\Users\user\AppData\Local\Te
mp\acrord32_sbx\A917rrkqa_8r9c6z_f8.tmp

read data or list 
directory | write 
data or add file | 
append data or 
add subdirectory 
or create pipe 
instance | read 
ea | write ea | 
read attributes | 
write attributes | 
read control | 
synchronize

device synchronous io 
non alert | non 
directory file

success or wait 1 44A265 NtCreateFile

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 4D6078 HttpSendRe
questA

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 4D6078 HttpSendRe
questA

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCache

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 4D6078 HttpSendRe
questA

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 4D6078 HttpSendRe
questA

C:\Users\user\AppData\Local read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 4D6078 HttpSendRe
questA

C:\Users\user\AppData\Local\Mi
crosoft\Windows\INetCookies

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 4D6078 HttpSendRe
questA

C:\Users\user\AppData\LocalLow
\Adobe\Acrobat\DC\ReaderMessages-journal

read data or list 
directory | write 
data or add file | 
append data or 
add subdirectory 
or create pipe 
instance | read 
ea | write ea | 
read attributes | 
write attributes | 
read control | 
synchronize

device synchronous io 
non alert | non 
directory file

success or wait 3 44A265 NtCreateFile

File Path Access Attributes Options Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Te
mp\acrord32_sbx\A9edcrka_8r9c70_f8.tmp

read data or list 
directory | write 
data or add file | 
append data or 
add subdirectory 
or create pipe 
instance | read 
ea | write ea | 
read attributes | 
write attributes | 
read control | 
synchronize

device synchronous io 
non alert | non 
directory file

success or wait 1 44A265 NtCreateFile

C:\Users\user\AppData\Local\Te
mp\acrord32_sbx\A91ggykwu_8r9c71_f8.tmp

read data or list 
directory | write 
data or add file | 
append data or 
add subdirectory 
or create pipe 
instance | read 
ea | write ea | 
read attributes | 
write attributes | 
read control | 
synchronize

device synchronous io 
non alert | non 
directory file

success or wait 1 44A265 NtCreateFile

C:\Users\user\AppData\Local\Te
mp\acrord32_sbx\A9j165a1_8r9c72_f8.tmp

read data or list 
directory | write 
data or add file | 
append data or 
add subdirectory 
or create pipe 
instance | read 
ea | write ea | 
read attributes | 
write attributes | 
read control | 
synchronize

device synchronous io 
non alert | non 
directory file

success or wait 1 44A265 NtCreateFile

C:\Users\user\AppData\Local\Te
mp\acrord32_sbx\A91dhnzd4_8r9c73_f8.tmp

read data or list 
directory | write 
data or add file | 
append data or 
add subdirectory 
or create pipe 
instance | read 
ea | write ea | 
read attributes | 
write attributes | 
read control | 
synchronize

device synchronous io 
non alert | non 
directory file

success or wait 1 44A265 NtCreateFile

C:\Users\user\AppData\Local\Ad
obe\Acrobat\DC\SOPHIA\Reader\F
iles\DC_READER_LAUNCH_CARD

read data or list 
directory | write 
data or add file | 
append data or 
add subdirectory 
or create pipe 
instance | read 
ea | write ea | 
read attributes | 
write attributes | 
read control | 
synchronize

device synchronous io 
non alert | non 
directory file

success or wait 1 44A265 NtCreateFile

C:\Users\user\AppData\Local\Ad
obe\Acrobat\DC\SOPHIA\Reader\F
iles\DC_Reader_RHP_Retention

read data or list 
directory | write 
data or add file | 
append data or 
add subdirectory 
or create pipe 
instance | read 
ea | write ea | 
read attributes | 
write attributes | 
read control | 
synchronize

device synchronous io 
non alert | non 
directory file

success or wait 1 44A265 NtCreateFile

C:\Users\user\AppData\Local\Ad
obe\Acrobat\DC\SOPHIA\Reader\F
iles\DC_Reader_RHP_Banner

read data or list 
directory | write 
data or add file | 
append data or 
add subdirectory 
or create pipe 
instance | read 
ea | write ea | 
read attributes | 
write attributes | 
read control | 
synchronize

device synchronous io 
non alert | non 
directory file

success or wait 1 44A265 NtCreateFile

File Path Access Attributes Options Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Ad
obe\Acrobat\DC\SOPHIA\Reader\F
iles\Edit_InApp_Aug2020

read data or list 
directory | write 
data or add file | 
append data or 
add subdirectory 
or create pipe 
instance | read 
ea | write ea | 
read attributes | 
write attributes | 
read control | 
synchronize

device synchronous io 
non alert | non 
directory file

success or wait 1 44A265 NtCreateFile

C:\Users\user\AppData\Local\Te
mp\acrord32_sbx\A9krztc0_8r9c74_f8.tmp

read data or list 
directory | write 
data or add file | 
append data or 
add subdirectory 
or create pipe 
instance | read 
ea | write ea | 
read attributes | 
write attributes | 
read control | 
synchronize

device synchronous io 
non alert | non 
directory file

success or wait 1 44A265 NtCreateFile

C:\Users\user\AppData\Local\Te
mp\acrord32_sbx\A91l5qyy1_8r9c75_f8.tmp

read data or list 
directory | write 
data or add file | 
append data or 
add subdirectory 
or create pipe 
instance | read 
ea | write ea | 
read attributes | 
write attributes | 
read control | 
synchronize

device synchronous io 
non alert | non 
directory file

success or wait 1 44A265 NtCreateFile

C:\Users\user\AppData\Local\Te
mp\acrord32_sbx\A9ubwwid_8r9c76_f8.tmp

read data or list 
directory | write 
data or add file | 
append data or 
add subdirectory 
or create pipe 
instance | read 
ea | write ea | 
read attributes | 
write attributes | 
read control | 
synchronize

device synchronous io 
non alert | non 
directory file

success or wait 1 44A265 NtCreateFile

C:\Users\user\AppData\Local\Te
mp\acrord32_sbx\A9fh7nnv_8r9c77_f8.tmp

read data or list 
directory | write 
data or add file | 
append data or 
add subdirectory 
or create pipe 
instance | read 
ea | write ea | 
read attributes | 
write attributes | 
read control | 
synchronize

device synchronous io 
non alert | non 
directory file

success or wait 1 44A265 NtCreateFile

C:\Users\user\AppData\Local\Te
mp\acrord32_sbx\A919xr3ro_8r9c78_f8.tmp

read data or list 
directory | write 
data or add file | 
append data or 
add subdirectory 
or create pipe 
instance | read 
ea | write ea | 
read attributes | 
write attributes | 
read control | 
synchronize

device synchronous io 
non alert | non 
directory file

success or wait 1 44A265 NtCreateFile

File Path Access Attributes Options Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Ad
obe\Acrobat\DC\Cache\AdobeFnt1
6.lst.548

C:\Users\user\AppData\Local\Ad
obe\Acrobat\DC\Cache\AcroFnt21.lst

success or wait 1 494127 NtSetInformationFil
e

C:\Users\user\AppData\Local\Ad
obe\Acrobat\DC\AdobeFnt16.lst.548

C:\Users\user\AppData\Local\Ad
obe\Acrobat\DC\AdobeSysFnt21.lst

success or wait 1 494127 NtSetInformationFil
e

C:\Users\user\AppData\Local\Ad
obe\Acrobat\DC\AdobeFnt16.lst.548

C:\Users\user\AppData\Local\Ad
obe\Acrobat\DC\AdobeCMapFnt21.lst

success or wait 1 494127 NtSetInformationFil
e

File Moved

Copyright Joe Security LLC 2023 Page 33 of 39



File Path Offset Length Completion Count Source Address Symbol

Key Path Completion Count Source Address Symbol

HKEY_LOCAL_MACHINE\System\Acrobatbrokerserverdispatchercpp789 success or wait 1 44AD99 RegCreateKeyW

HKEY_CURRENT_USER\Software\Adobe\Acrobat Reader\DC\ToolsSearch success or wait 1 44B32D NtCreateKey

HKEY_CURRENT_USER\Software\Adobe\Acrobat Reader\DC\SessionMa
nagement\cWindowsCurrent\cWin0

success or wait 1 44B32D NtCreateKey

HKEY_CURRENT_USER\Software\Adobe\Acrobat Reader\DC\SessionMa
nagement\cWindowsCurrent\cWin0\cTab0

success or wait 1 44B32D NtCreateKey

HKEY_CURRENT_USER\Software\Adobe\Acrobat Reader\DC\SessionMa
nagement\cWindowsCurrent\cWin0\cTab0\cPathInfo

success or wait 1 44B32D NtCreateKey

HKEY_CURRENT_USER\Software\Adobe\Acrobat Reader\DC\AVGeneral\cRecentFiles success or wait 1 3EDDA3 RegCreateKeyEx
W

HKEY_CURRENT_USER\Software\Adobe\Acrobat Reader\DC\AVGeneral\cRecentFiles\c1 success or wait 1 3EDDA3 RegCreateKeyEx
W

HKEY_CURRENT_USER\Software\Adobe\Acrobat Reader\DC\AVGeneral\cRecentFiles\c2 success or wait 1 3EDDA3 RegCreateKeyEx
W

Key Path Name Type Data Completion Count Source Address Symbol

HKEY_CURRENT_USER\Softwar
e\Adobe\Acrobat 
Reader\DC\AVGeneral
\cRecentFiles\c1

aFS unicode DOS success or wait 1 45B8A7 RegSetValueEx
W

HKEY_CURRENT_USER\Softwar
e\Adobe\Acrobat 
Reader\DC\AVGeneral
\cRecentFiles\c1

tDIText unicode /C/Users/user/Desktop/101_Labs
_Cisco_CCNA.pdf

success or wait 1 45B8A7 RegSetValueEx
W

HKEY_CURRENT_USER\Softwar
e\Adobe\Acrobat 
Reader\DC\AVGeneral
\cRecentFiles\c1

tFileName unicode 101_Labs_Cisco_CCNA.pdf success or wait 1 45B8A7 RegSetValueEx
W

HKEY_CURRENT_USER\Softwar
e\Adobe\Acrobat 
Reader\DC\AVGeneral
\cRecentFiles\c1

tFileSource unicode local success or wait 1 45B8A7 RegSetValueEx
W

HKEY_CURRENT_USER\Softwar
e\Adobe\Acrobat 
Reader\DC\AVGeneral
\cRecentFiles\c1

sFileAncestors binary 5B 5D 00 success or wait 1 45B8C9 RegSetValueEx
W

HKEY_CURRENT_USER\Softwar
e\Adobe\Acrobat 
Reader\DC\AVGeneral
\cRecentFiles\c1

sDI binary 2F 43 2F 55 73 65 72 73 2F 61 6C 66 
72 65 64 6F 2F 44 65 73 6B 74 6F 70 
2F 31 30 31 5F 4C 61 62 73 5F 43 69 
73 63 6F 5F 43 43 4E 41 2E 70 64 66 
00 

success or wait 1 45B8C9 RegSetValueEx
W

HKEY_CURRENT_USER\Softwar
e\Adobe\Acrobat 
Reader\DC\AVGeneral
\cRecentFiles\c1

sDate binary 44 3A 32 30 32 33 30 31 30 38 31 35 
35 35 30 35 2B 30 31 27 30 30 27 00 

success or wait 1 45B8C9 RegSetValueEx
W

HKEY_CURRENT_USER\Softwar
e\Adobe\Acrobat 
Reader\DC\AVGeneral
\cRecentFiles\c1

uFileSize dword 4670705 success or wait 1 45B8E9 RegSetValueEx
W

HKEY_CURRENT_USER\Softwar
e\Adobe\Acrobat 
Reader\DC\AVGeneral
\cRecentFiles\c1

uPageCount dword 745 success or wait 1 45B8E9 RegSetValueEx
W

HKEY_CURRENT_USER\Softwar
e\Adobe\Acrobat 
Reader\DC\AVGeneral
\cRecentFiles\c2

aFS unicode CHTTP success or wait 1 45B8A7 RegSetValueEx
W

HKEY_CURRENT_USER\Softwar
e\Adobe\Acrobat 
Reader\DC\AVGeneral
\cRecentFiles\c2

tDIText unicode http://www.adobe.com/go/homeac
rordrunified18_2018

success or wait 1 45B8A7 RegSetValueEx
W

HKEY_CURRENT_USER\Softwar
e\Adobe\Acrobat 
Reader\DC\AVGeneral
\cRecentFiles\c2

tFileName unicode Welcome.pdf success or wait 1 45B8A7 RegSetValueEx
W

Registry Activities

Key Created

Key Value Created
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HKEY_CURRENT_USER\Softwar
e\Adobe\Acrobat 
Reader\DC\AVGeneral
\cRecentFiles\c2

sFileAncestors binary 5B 5D 00 success or wait 1 45B8C9 RegSetValueEx
W

HKEY_CURRENT_USER\Softwar
e\Adobe\Acrobat 
Reader\DC\AVGeneral
\cRecentFiles\c2

sDI binary 68 74 74 70 3A 2F 2F 77 77 77 2E 61 
64 6F 62 65 2E 63 6F 6D 2F 67 6F 2F 
68 6F 6D 65 61 63 72 6F 72 64 72 75 
6E 69 66 69 65 64 31 38 5F 32 30 31 
38 00 

success or wait 1 45B8C9 RegSetValueEx
W

HKEY_CURRENT_USER\Softwar
e\Adobe\Acrobat 
Reader\DC\AVGeneral
\cRecentFiles\c2

sDate binary 44 3A 32 30 32 31 30 36 30 38 30 38 
31 33 35 33 2D 30 37 27 30 30 27 00 

success or wait 1 45B8C9 RegSetValueEx
W

Key Path Name Type Data Completion Count Source Address Symbol

Target ID: 4

Start time: 15:55:04

Start date: 08/01/2023

Path: C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe

Wow64 process (32bit): true

Commandline: "C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\AcroCEF\RdrCEF.exe" --backgroundcolor=16514043

Imagebase: 0x6d0000

File size: 7227576 bytes

MD5 hash: 4AC861CBCAFA331A72C04BF35AE792E3

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: moderate

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\index.html

unknown 4096 success or wait 2 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\index.html

unknown 4096 end of file 2 7D5D50 ReadFile

\pipe\com.adobe.reader.rna.user.DC.0 unknown 4 success or wait 23 7E9718 ReadFile

\pipe\com.adobe.reader.rna.user.DC.0 unknown 57 success or wait 64 7E9775 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\css\main.css

unknown 4096 success or wait 224 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\css\main.css

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\init.js

unknown 4096 success or wait 8 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\init.js

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\plugins.js

unknown 4096 success or wait 32 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\plugins.js

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\base_uris.js

unknown 4096 success or wait 8 7D5D50 ReadFile

Analysis Process: RdrCEF.exe PID: 4776, Parent PID: 2300

General

File Activities

File Read
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C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\base_uris.js

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\libs\require\2.1.15\require.min.js

unknown 4096 success or wait 14 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\libs\require\2.1.15\require.min.js

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\rna-main.js

unknown 4096 success or wait 2280 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\rna-main.js

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\libs\microsoftGraph\microsoft-graph-js-sdk-
web.js

unknown 4096 success or wait 36 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\libs\microsoftGraph\microsoft-graph-js-sdk-
web.js

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\css\main-cef.css

unknown 4096 success or wait 60 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\css\main-cef.css

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\css\main-cef-ui-theme.css

unknown 4096 success or wait 11 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\css\main-cef-ui-theme.css

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\css\main-cef-win.css

unknown 4096 success or wait 8 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\css\main-cef-win.css

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\config.js

unknown 4096 success or wait 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\config.js

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\desktop.js

unknown 4096 success or wait 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\desktop.js

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\desktop-connector-files\css\main-
selector.css

unknown 4096 success or wait 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\desktop-connector-files\css\main-
selector.css

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\desktop-connector-files-select\css\main-
selector.css

unknown 4096 success or wait 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\desktop-connector-files-select\css\main-
selector.css

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\desktop-connector-files\css\main.css

unknown 4096 success or wait 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\desktop-connector-files\css\main.css

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\desktop-connector-files-s
elect\css\main.css

unknown 4096 success or wait 8 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\desktop-connector-files-s
elect\css\main.css

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\my-files\js\selector.js

unknown 4096 success or wait 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\my-files\js\selector.js

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\desktop-connector-files\js\selector.js

unknown 4096 success or wait 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\desktop-connector-files\js\selector.js

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\desktop-connector-files-s
elect\js\selector.js

unknown 4096 success or wait 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\desktop-connector-files-s
elect\js\selector.js

unknown 4096 end of file 4 7D5D50 ReadFile

File Path Offset Length Completion Count Source Address Symbol
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C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\my-files\js\plugin.js

unknown 4096 success or wait 24 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\my-files\js\plugin.js

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\my-files-select\js\plugin.js

unknown 4096 success or wait 24 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\my-files-select\js\plugin.js

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\desktop-connector-files\js\plugin.js

unknown 4096 success or wait 53 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\desktop-connector-files\js\plugin.js

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\desktop-connector-files-s
elect\js\plugin.js

unknown 4096 success or wait 59 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\desktop-connector-files-s
elect\js\plugin.js

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\aicuc\css\plugin-selectors.css

unknown 4096 success or wait 1 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\aicuc\css\plugin-selectors.css

unknown 4096 end of file 2 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\home\css\main-selector.css

unknown 4096 success or wait 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\home\css\main-selector.css

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\aicuc\js\plugins\rhp\exportpdf-rna-
selector.js

unknown 4096 success or wait 90 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\aicuc\js\plugins\rhp\exportpdf-rna-
selector.js

unknown 4096 end of file 2 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\sign-services-auth\css\main-
selector.css

unknown 4096 success or wait 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\sign-services-auth\css\main-
selector.css

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\unified-share\css\main-selector.css

unknown 4096 success or wait 48 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\unified-share\css\main-selector.css

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\home\css\main.css

unknown 4096 success or wait 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\home\css\main.css

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\sign-services-auth\css\main.css

unknown 4096 success or wait 5 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\sign-services-auth\css\main.css

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\unified-share\css\main.css

unknown 4096 success or wait 24 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\unified-share\css\main.css

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\home\js\selector.js

unknown 4096 success or wait 6 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\home\js\selector.js

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\sign-services-auth\js\selector.js

unknown 4096 success or wait 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\sign-services-auth\js\selector.js

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\unified-share\js\selector.js

unknown 4096 success or wait 45 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\unified-share\js\selector.js

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\home\js\plugin.js

unknown 4096 success or wait 12 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\home\js\plugin.js

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\sign-services-auth\js\plugin.js

unknown 4096 success or wait 15 7D5D50 ReadFile
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C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\sign-services-auth\js\plugin.js

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\unified-share\js\plugin.js

unknown 4096 success or wait 548 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\unified-share\js\plugin.js

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\tracked-send\js\plugins\tracked-
send\css\home-selector.css

unknown 4096 success or wait 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\tracked-send\js\plugins\tracked-
send\css\home-selector.css

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\scan-files\css\main-selector.css

unknown 4096 success or wait 2 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\scan-files\css\main-selector.css

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\my-computer\css\main-selector.css

unknown 4096 success or wait 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\my-computer\css\main-selector.css

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\add-account\css\main-selector.css

unknown 4096 success or wait 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\add-account\css\main-selector.css

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\activity-badge\css\main-selector.css

unknown 4096 success or wait 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\activity-badge\css\main-selector.css

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\app-center\css\main-selector.css

unknown 4096 success or wait 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\app-center\css\main-selector.css

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\tracked-send\js\plugins\tracked-
send\css\home-view.css

unknown 4096 success or wait 29 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\tracked-send\js\plugins\tracked-
send\css\home-view.css

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\scan-files\css\main.css

unknown 4096 success or wait 24 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\scan-files\css\main.css

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\my-computer\css\main.css

unknown 4096 success or wait 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\my-computer\css\main.css

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\reviews\css\main.css

unknown 4096 success or wait 54 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\reviews\css\main.css

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\signatures\css\main.css

unknown 4096 success or wait 66 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\signatures\css\main.css

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\tracked-send\js\plugins\tracked-
send\js\home-view\selector.js

unknown 4096 success or wait 16 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\tracked-send\js\plugins\tracked-
send\js\home-view\selector.js

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\scan-files\js\selector.js

unknown 4096 success or wait 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\scan-files\js\selector.js

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\my-computer\js\selector.js

unknown 4096 success or wait 2 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\my-computer\js\selector.js

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\add-account\js\selector.js

unknown 4096 success or wait 2 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\add-account\js\selector.js

unknown 4096 end of file 3 7D5D50 ReadFile
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C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\activity-badge\js\selector.js

unknown 4096 success or wait 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\activity-badge\js\selector.js

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\reviews\js\selector.js

unknown 4096 success or wait 19 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\reviews\js\selector.js

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\signatures\js\selector.js

unknown 4096 success or wait 20 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\signatures\js\selector.js

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\app-center\js\selector.js

unknown 4096 success or wait 5 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\app-center\js\selector.js

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\tracked-send\js\plugins\tracked-
send\js\home-view\plugin.js

unknown 4096 success or wait 311 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\tracked-send\js\plugins\tracked-
send\js\home-view\plugin.js

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\scan-files\js\plugin.js

unknown 4096 success or wait 228 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\scan-files\js\plugin.js

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\my-computer\js\plugin.js

unknown 4096 success or wait 18 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\my-computer\js\plugin.js

unknown 4096 end of file 3 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\reviews\js\plugin.js

unknown 4096 success or wait 227 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\reviews\js\plugin.js

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\signatures\js\plugin.js

unknown 4096 success or wait 291 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\signatures\js\plugin.js

unknown 4096 end of file 4 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\images\core_icons.png

unknown 4096 success or wait 16 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\images\core_icons.png

unknown 4096 end of file 2 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\task-handler\css\main-selector.css

unknown 4096 success or wait 1 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\task-handler\css\main-selector.css

unknown 4096 end of file 1 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\task-handler\css\main.css

unknown 4096 success or wait 1 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\task-handler\css\main.css

unknown 4096 end of file 1 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\task-handler\js\selector.js

unknown 4096 success or wait 1 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\task-handler\js\selector.js

unknown 4096 end of file 1 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\task-handler\js\plugin.js

unknown 4096 success or wait 15 7D5D50 ReadFile

C:\Program Files (x86)\Adobe\Acrobat Reader DC\Reader\WebRes
ources\Resource0\static\js\plugins\task-handler\js\plugin.js

unknown 4096 end of file 1 7D5D50 ReadFile

\pipe\com.adobe.reader.rna.user.DC.0 unknown 4 unknown 1 7E9718 ReadFile
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