
ID: 780201
Sample Name: 8082-x64.ps1
Cookbook: default.jbs
Time: 15:58:32
Date: 08/01/2023
Version: 36.0.0 Rainbow Opal
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Windows Analysis Report 
8082-x64.ps1

Overview

General Information
Sample 
Name:

8082-x64.ps1

Analysis ID: 780201

MD5: 4ebf3871ba1b7b…

SHA1: 705f8834ab9efa8…

SHA256: a5529630987140…

Tags: 45139105143 CobaltStrike

opendir ps1

Infos:

Detection

CobaltStrike,
Metasploit

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Antivirus / Scanner detection for sub…

Multi AV Scanner detection for subm…

Yara detected MetasploitPayload

Malicious sample detected (through…

Yara detected CobaltStrike

C2 URLs / IPs found in malware con…

Uses known network protocols on n…

Found a high number of Window / U…

Queries the volume information (nam…

Yara signature match

Uses a known web browser user age…

May sleep (evasive loops) to hinder…

Uses code obfuscation techniques (…

Detected TCP or UDP traffic on non…

Internet Provider seen in connection…

Detected potential crypto function

Contains long sleeps (>= 3 min)

Enables debug privileges

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

powershell.exe (PID: 6108 cmdline: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -noLogo -ExecutionPolicy unrestricted -file "C:\Users\user\Desktop\8082-
x64.ps1 MD5: 95000560239032BC68B4C2FDFCDEF913)

conhost.exe (PID: 6100 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
cleanup

Process Tree

Malware Configuration

Threatname: CobaltStrike

Copyright Joe Security LLC 2023 Page 4 of 25



{

  "BeaconType": [

    "HTTP"

  ],

  "Port": 8082,

  "SleepTime": 38500,

  "MaxGetSize": 1399607,

  "Jitter": 27,

  "C2Server": "20.104.209.69,/broadcast",

  "HttpPostUri": "/1/events/com.amazon.csm.csa.prod",

  "Malleable_C2_Instructions": [

    "Remove 1308 bytes from the end",

    "Remove 1 bytes from the end",

    "Remove 194 bytes from the beginning",

    "Base64 decode"

  ],

  "SpawnTo": "16nKFaB/gr/TtjAg2jiqFg==",

  "HttpGet_Verb": "GET",

  "HttpPost_Verb": "POST",

  "HttpPostChunk": 0,

  "Spawnto_x86": "%windir%\\syswow64\\gpupdate.exe",

  "Spawnto_x64": "%windir%\\sysnative\\gpupdate.exe",

  "CryptoScheme": 0,

  "Proxy_Behavior": "Use IE settings",

  "Watermark": 1670873463,

  "bStageCleanup": "True",

  "bCFGCaution": "True",

  "KillDate": 0,

  "bProcInject_StartRWX": "True",

  "bProcInject_UseRWX": "False",

  "bProcInject_MinAllocSize": 16700,

  "ProcInject_PrependAppend_x86": [

    "kJCQ",

    "Empty"

  ],

  "ProcInject_PrependAppend_x64": [

    "kJCQ",

    "Empty"

  ],

  "ProcInject_Execute": [

    "ntdll.dll:RtlUserThreadStart",

    "SetThreadContext",

    "NtQueueApcThread-s",

    "kernel32.dll:LoadLibraryA",

    "CreateRemoteThread",

    "RtlCreateUserThread"

  ],

  "ProcInject_AllocationMethod": "NtMapViewOfSection",

  "bUsesCookies": "False",

  "HostHeader": ""

}

Source Rule Description Author Strings

8082-x64.ps1 Msfpayloads_msf_
ref

Metasploit 
Payloads - file msf-
ref.ps1

Florian Roth 0x7f:$s2: = ([AppDomain]::CurrentDomain.GetAssemblie
s() | Where-Object { $_.GlobalAssemblyCache -And $_.L
ocation.Split('\\')
0x597:$s4: .DefineMethod('Invoke', 'Public, HideBySig, N
ewSlot, Virtual',
0x67e:$s5: = [System.Convert]::FromBase64String(
0x2f3:$s6: [Parameter(Position = 0, Mandatory = $True)] [
Type[]]
0x4e1:$s7: DefineConstructor('RTSpecialName, HideByS
ig, Public', [System.Reflection.CallingConventions]::Stand
ard,

8082-x64.ps1 CobaltStrike_Reso
urces_Template_x
64_Ps1_v3_0_to_
v4_x_excluding_3
_12_3_13

Cobalt Strike\'s 
resources/template
.x64.ps1, 
resources/template
.hint.x64.ps1 and 
resources/template
.hint.x32.ps1 from 
v3.0 to v4.x except 
3.12 and 3.13

gssincla@google.c
om

0x390:$dda: [AppDomain]::CurrentDomain.DefineDynami
cAssembly
0x44d:$imm: InMemoryModule
0x472:$mdt: MyDelegateType
0x3c2:$rd: New-Object System.Reflection.AssemblyNam
e('ReflectedDelegate')
0x66c:$data: [Byte[]]$var_code = [System.Convert]::From
Base64String(
0x653:$64bitSpecific: [IntPtr]::size -eq 8
0x30c:$mandatory: Mandatory = $True

8082-x64.ps1 Cobaltbaltstrike_B
eacon_Encoded

Detects 
CobaltStrike 
payloads

Avast Threat Intel 
Team

0x6a8:$s12: bnlicXZrqsZros8DIyMja

Yara Signatures

Initial Sample
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8082-x64.ps1 JoeSecurity_Metas
ploitPayload_1

Yara detected 
MetasploitPayload

Joe Security

Source Rule Description Author Strings

Source Rule Description Author Strings

00000000.00000002.550512580.0000029A9CB40000.00000
004.00000020.00020000.00000000.sdmp

Cobaltbaltstrike_B
eacon_Encoded

Detects 
CobaltStrike 
payloads

Avast Threat Intel 
Team

0xdd0:$s12: bnlicXZrqsZros8DIyMja

00000000.00000002.550512580.0000029A9CB40000.00000
004.00000020.00020000.00000000.sdmp

JoeSecurity_Metas
ploitPayload_1

Yara detected 
MetasploitPayload

Joe Security

00000000.00000002.550481163.0000029A9CA50000.00000
004.00000020.00020000.00000000.sdmp

Cobaltbaltstrike_B
eacon_Encoded

Detects 
CobaltStrike 
payloads

Avast Threat Intel 
Team

0xad8:$s12: bnlicXZrqsZros8DIyMja

00000000.00000002.549770427.0000029A9C770000.00000
004.00000001.00020000.00000000.sdmp

SUSP_PS1_From
Base64String_Con
tent_Indicator

Detects suspicious 
base64 encoded 
PowerShell 
expressions

Florian Roth 0x988:$: ::FromBase64String("H4s
0x988:$: ::FromBase64String("H4sIA

00000000.00000002.549770427.0000029A9C770000.00000
004.00000001.00020000.00000000.sdmp

CobaltStrike_Reso
urces_Command_
Ps1_v2_5_to_v3_
7_and_Resources
_Compress_Ps1_v
3_8_to_v4_x

Cobalt Strike\'s 
resources/comman
d.ps1 for versions 
2.5 to v3.7 and 
resources/compres
s.ps1 from v3.8 to 
v4.x

gssincla@google.c
om

0x960:$ps1: $s=New-Object IO.MemoryStream(,[Convert
]::FromBase64String(
0x29869:$ps2: ));IEX (New-Object 
IO.StreamReader(New-Object IO.Compression.GzipStre
am($s,[IO.Compression.CompressionMode]::Decompres
s))).ReadToEnd();

Click to see the 29 entries

Source Rule Description Author Strings

amsi64_6108.amsi.csv Msfpayloads_msf_
ref

Metasploit 
Payloads - file msf-
ref.ps1

Florian Roth 0xe1:$s2: = ([AppDomain]::CurrentDomain.GetAssemblie
s() | Where-Object { $_.GlobalAssemblyCache -And $_.L
ocation.Split('\\')
0x606:$s4: .DefineMethod('Invoke', 'Public, HideBySig, N
ewSlot, Virtual',
0x6f3:$s5: = [System.Convert]::FromBase64String(
0x35c:$s6: [Parameter(Position = 0, Mandatory = $True)] 
[Type[]]
0x54f:$s7: DefineConstructor('RTSpecialName, HideBySi
g, Public', [System.Reflection.CallingConventions]::Stand
ard,

amsi64_6108.amsi.csv CobaltStrike_Reso
urces_Template_x
64_Ps1_v3_0_to_
v4_x_excluding_3
_12_3_13

Cobalt Strike\'s 
resources/template
.x64.ps1, 
resources/template
.hint.x64.ps1 and 
resources/template
.hint.x32.ps1 from 
v3.0 to v4.x except 
3.12 and 3.13

gssincla@google.c
om

0x3fd:$dda: [AppDomain]::CurrentDomain.DefineDynami
cAssembly
0x4ba:$imm: InMemoryModule
0x4df:$mdt: MyDelegateType
0x42f:$rd: New-Object System.Reflection.AssemblyNam
e('ReflectedDelegate')
0x6e1:$data: [Byte[]]$var_code = [System.Convert]::From
Base64String(
0x6c7:$64bitSpecific: [IntPtr]::size -eq 8
0x375:$mandatory: Mandatory = $True

amsi64_6108.amsi.csv Cobaltbaltstrike_B
eacon_Encoded

Detects 
CobaltStrike 
payloads

Avast Threat Intel 
Team

0x71d:$s12: bnlicXZrqsZros8DIyMja

⊘ No Sigma rule has matched

⊘ No Snort rule has matched

Memory Dumps

Other

Sigma Signatures

Snort Signatures

Joe Sandbox Signatures
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AV Detection

Networking

System Summary

Hooking and other Techniques for Hiding and Protection

Remote Access Functionality

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

Valid
Accounts

Windows
Manageme
nt
Instrument
ation

Path
Interceptio
n

1
Process
Injection

1
Masqueradi
ng

OS
Credential
Dumping

1
Security
Software
Discovery

Remote
Services

1
Archive
Collected
Data

Exfiltration
Over Other
Network
Medium

1
Encrypted
Channel

Eavesdrop
on Insecure
Network
Communic
ation

Remotely
Track
Device
Without
Authorizati
on

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initializatio
n Scripts

Boot or
Logon
Initializatio
n Scripts

2 1
Virtualizatio
n/Sandbox
Evasion

LSASS
Memory

1
Process
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

1 1
Non-
Standard
Port

Exploit SS7
to Redirect
Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Domain
Accounts

At (Linux) Logon
Script
(Windows)

Logon
Script
(Windows)

1
Process
Injection

Security
Account
Manager

2 1
Virtualizatio
n/Sandbox
Evasion

SMB/Wind
ows Admin
Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

1
Ingress
Tool
Transfer

Exploit SS7
to Track
Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Local
Accounts

At
(Windows)

Logon
Script
(Mac)

Logon
Script
(Mac)

1
Obfuscated
Files or
Information

NTDS 1
Application
Window
Discovery

Distributed
Component
Object
Model

Input
Capture

Scheduled
Transfer

2
Non-
Application
Layer
Protocol

SIM Card
Swap

Carrier
Billing
Fraud

Cloud
Accounts

Cron Network
Logon
Script

Network
Logon
Script

Software
Packing

LSA
Secrets

2
File and
Directory
Discovery

SSH Keylogging Data
Transfer
Size Limits

1 1 2
Application
Layer
Protocol

Manipulate
Device
Communic
ation

Manipulate
App Store
Rankings
or Ratings

Replication
Through
Removable
Media

Launchd Rc.commo
n

Rc.commo
n

Steganogra
phy

Cached
Domain
Credentials

1 1
System
Information
Discovery

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communic
ation

Jamming or
Denial of
Service

Abuse
Accessibilit
y Features

Antivirus / Scanner detection for submitted sample

Multi AV Scanner detection for submitted file

C2 URLs / IPs found in malware configuration

Uses known network protocols on non-standard ports

Malicious sample detected (through community Yara rule)

Uses known network protocols on non-standard ports

Yara detected MetasploitPayload

Yara detected CobaltStrike

Mitre Att&ck Matrix

Behavior Graph
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Behavior Graph
ID: 780201

Sample: 8082-x64.ps1

Startdate: 08/01/2023

Architecture: WINDOWS

Score: 100

Malicious sample detected
(through community Yara

rule)

Antivirus / Scanner
detection for submitted

sample
Multi AV Scanner detection

for submitted file 4 other signatures

powershell.exe

28

        started       

20.104.209.69, 49715, 49716, 49717

MICROSOFT-CORP-MSN-AS-BLOCKUS

United States

conhost.exe

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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Source Detection Scanner Label Link

8082-x64.ps1 73% ReversingLabs Script-
PowerShell.Backd
oor.CobaltStrike

8082-x64.ps1 61% Virustotal Browse

8082-x64.ps1 100% Avira TR/Coblat.G1

⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2023 Page 9 of 25
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Source Detection Scanner Label Link

pesterbdd.com/images/Pester.png 0% URL Reputation safe

pesterbdd.com/images/Pester.png 0% URL Reputation safe

https://go.micro 0% URL Reputation safe

https://contoso.com/ 0% URL Reputation safe

https://contoso.com/License 0% URL Reputation safe

20.104.209.69:8082/broadcastashSessionKeyBackwardS 0% Avira URL Cloud safe

20.104.209.69:8082/broadcast~ 0% Avira URL Cloud safe

https://contoso.com/Icon 0% URL Reputation safe

20.104.209.69:8082/broadcastashSessionKeyBackwardC 0% Avira URL Cloud safe

20.104.209.69:8082/broadcast0 0% Avira URL Cloud safe

20.104.209.69:8082/broadcastashSessionKeyBackward 0% Avira URL Cloud safe

20.104.209.69:8082/broadcastg 0% Avira URL Cloud safe

20.104.209.69 0% Avira URL Cloud safe

20.104.209.69:8082/1/events/com.amazon.csm.csa.prod 0% Avira URL Cloud safe

20.104.209.69:8082/broadcast 0% Avira URL Cloud safe

⊘ No contacted domains info

Name Malicious Antivirus Detection Reputation

20.104.209.69:8082/broadcast true Avira URL Cloud: safe unknown

20.104.209.69 true Avira URL Cloud: safe unknown

20.104.209.69:8082/1/events/com.amazon.csm.csa.prod true Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

20.104.209.69:8082/broadcastashSessionKeyBackwar
dS

powershell.exe, 00000000.00000002.548789
261.0000029A9C6B0000.00000004.00000001.0
0020000.00000000.sdmp

false Avira URL Cloud: safe unknown

20.104.209.69:8082/broadcastashSessionKeyBackwar
ds

powershell.exe, 00000000.00000002.548789
261.0000029A9C6B0000.00000004.00000001.0
0020000.00000000.sdmp

false unknown

nuget.org/NuGet.exe powershell.exe, 00000000.00000002.540831
918.0000029A9461B000.00000004.00000800.0
0020000.00000000.sdmp

false high

20.104.209.69:8082/broadcast~ powershell.exe, 00000000.00000002.548273
293.0000029A9C649000.00000004.00000020.0
0020000.00000000.sdmp

false Avira URL Cloud: safe unknown

pesterbdd.com/images/Pester.png powershell.exe, 00000000.00000002.511754
414.0000029A847B8000.00000004.00000800.0
0020000.00000000.sdmp

false URL Reputation: safe
URL Reputation: safe

unknown

https://d22u79neyj432a.cloudfront.net/bfc50dfa-
8e10-44b5-ae59-ac26bfc71489/54857e6d-c

powershell.exe, 00000000.00000002.549679
508.0000029A9C75A000.00000004.00000001.0
0020000.00000000.sdmp

false high

www.apache.org/licenses/LICENSE-2.0.html powershell.exe, 00000000.00000002.511754
414.0000029A847B8000.00000004.00000800.0
0020000.00000000.sdmp

false high

https://www.amazon.com powershell.exe, 00000000.00000002.548273
293.0000029A9C649000.00000004.00000020.0
0020000.00000000.sdmp

false high

https://go.micro powershell.exe, 00000000.00000002.534187
154.0000029A8596C000.00000004.00000800.0
0020000.00000000.sdmp

false URL Reputation: safe unknown

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries
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https://d22u79neyj432a.cloudfront.net/bfc50dfa-
8e10-44b5-ae59-ac26bfc71489/54857e6d-c060-4b3c-
914a-8

powershell.exe, 00000000.00000003.325582
270.0000029A9C75C000.00000004.00000001.0
0020000.00000000.sdmp, powershell.exe, 0
0000000.00000002.549596222.0000029A9C752
000.00000004.00000001.00020000.00000000.sdmp, 
powershell.exe, 00000000.00000002.550531892.
0000029A9CD42000.00000004.00001000.00020
000.00000000.sdmp, powershell.exe, 00000
000.00000002.549727152.0000029A9C75C000.
00000004.00000001.00020000.00000000.sdmp, 
powershell.exe, 00000000.00000002.550560807.0000
029A9CD6C000.00000004.00001000.00020000.
00000000.sdmp, powershell.exe, 00000000.
00000002.549616650.0000029A9C754000.0000
0004.00000001.00020000.00000000.sdmp, po
wershell.exe, 00000000.00000002.54965641
7.0000029A9C758000.00000004.00000001.000
20000.00000000.sdmp, powershell.exe, 000
00000.00000003.325561588.0000029A9C75400
0.00000004.00000001.00020000.00000000.sdmp, 
powershell.exe, 00000000.00000002.549583076.00
00029A9C750000.00000004.00000001.0002000
0.00000000.sdmp

false high

https://contoso.com/ powershell.exe, 00000000.00000002.540831
918.0000029A9461B000.00000004.00000800.0
0020000.00000000.sdmp

false URL Reputation: safe unknown

https://nuget.org/nuget.exe powershell.exe, 00000000.00000002.540831
918.0000029A9461B000.00000004.00000800.0
0020000.00000000.sdmp

false high

https://contoso.com/License powershell.exe, 00000000.00000002.540831
918.0000029A9461B000.00000004.00000800.0
0020000.00000000.sdmp

false URL Reputation: safe unknown

https://contoso.com/Icon powershell.exe, 00000000.00000002.540831
918.0000029A9461B000.00000004.00000800.0
0020000.00000000.sdmp

false URL Reputation: safe unknown

20.104.209.69:8082/broadcastashSessionKeyBackwar
dC

powershell.exe, 00000000.00000002.548789
261.0000029A9C6B0000.00000004.00000001.0
0020000.00000000.sdmp

false Avira URL Cloud: safe unknown

20.104.209.69:8082/broadcastashSessionKeyBackwar
dc

powershell.exe, 00000000.00000002.548789
261.0000029A9C6B0000.00000004.00000001.0
0020000.00000000.sdmp

false unknown

20.104.209.69:8082/broadcastashSessionKeyBackwar
d

powershell.exe, 00000000.00000002.548789
261.0000029A9C6B0000.00000004.00000001.0
0020000.00000000.sdmp

false Avira URL Cloud: safe unknown

20.104.209.69:8082/broadcast0 powershell.exe, 00000000.00000002.548789
261.0000029A9C6B0000.00000004.00000001.0
0020000.00000000.sdmp

false Avira URL Cloud: safe unknown

schemas.xmlsoap.org/ws/2005/05/identity/claims/nam
e

powershell.exe, 00000000.00000002.509829
524.0000029A845B1000.00000004.00000800.0
0020000.00000000.sdmp

false high

https://github.com/Pester/Pester powershell.exe, 00000000.00000002.511754
414.0000029A847B8000.00000004.00000800.0
0020000.00000000.sdmp

false high

20.104.209.69:8082/broadcastg powershell.exe, 00000000.00000002.548273
293.0000029A9C649000.00000004.00000020.0
0020000.00000000.sdmp

false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

World Map of Contacted IPs
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No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

20.104.209.69 unknown United States 8075 MICROSOFT-CORP-MSN-
AS-BLOCKUS

true

Joe Sandbox Version: 36.0.0 Rainbow Opal

Analysis ID: 780201

Start date and time: 2023-01-08 15:58:32 +01:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 6m 50s

Hypervisor based Inspection enabled: false

Report type: light

Sample file name: 8082-x64.ps1

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 104, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

12

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal100.troj.winPS1@2/5@0/1

EGA Information: Failed

HDC Information: Failed

Public IPs

General Information
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HCA Information: Successful, ratio: 89%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Found application associated with file extension: .ps1

Exclude process from analysis (whitelisted): MpCmdRun.exe, SgrmBroker.exe, backgroundTaskHost.exe, conhost.exe, svchost.exe
HTTP Packets have been reduced
TCP Packets have been reduced to 100
Excluded domains from analysis (whitelisted): www.bing.com, client.wns.windows.com, fs.microsoft.com, login.live.com, ctldl.windowsupdate.com
Execution Graph export aborted for target powershell.exe, PID 6108 because it is empty
Not all processes where analyzed, report is missing behavior  information

Time Type Description

15:59:50 API Interceptor 233x Sleep call for process: powershell.exe modified

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: modified

Size (bytes): 9432

Entropy (8bit): 4.918232018284106

Encrypted: false

SSDEEP: 192:Nxoe5FpOMxoe5Pib4GVsm5emdygkjDt4iWN3yBGHh9smidcU6CGdcU6CS9smDpOh:bfib4Glkjh4iUxs14fib41

MD5: F6775EDC5EE3B8EEDBF8310BD48C709D

SHA1: 51DBC51183BFBFE57F24E9AD63840E60D2E64842

SHA-256: B5D6E4B1EF4F3E734E47F87E8226814AE7D574F4E458CCE4E21D637588F45B28

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\ModuleAnalysisCache
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SHA-512: EDCED69415369C7EBA17D72EC1691FE44F5C5DCF7565EAE1A22112E631FFBBCE72B830BBF0D91E70484BC7F0E4D59870777B07E86126438E78E15A7337D97B
D6

Malicious: false

Reputation: high, very likely benign file

Preview: PSMODULECACHE......P.e...S...C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0.0.1\PowerShellGet.psd1........Uninstall-Module........inmo........fimo
........Install-Module........New-ScriptFileInfo........Publish-Module........Install-Script........Update-Script........Find-Command........Update-ModuleManifest........Find-DscRe
source........Save-Module........Save-Script........upmo........Uninstall-Script........Get-InstalledScript........Update-Module........Register-PSRepository........Find-Script....
....Unregister-PSRepository........pumo........Test-ScriptFileInfo........Update-ScriptFileInfo........Set-PSRepository........Get-PSRepository........Get-InstalledModule........Find-
Module........Find-RoleCapability........Publish-Script.........7r8...C...C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1........Describe........Get-TestDriv
eItem........New-Fixture........In........Invoke-Mock........InModuleScope........Mock........SafeGetCommand........Af

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: 4DFF4EA340F0A823F15D3F4F01AB62EAE0E5DA579CCB851F8DB9DFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433ED6FA4651
0A

Malicious: false

Reputation: high, very likely benign file

Preview: 1

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: very short file (no magic)

Category: dropped

Size (bytes): 1

Entropy (8bit): 0.0

Encrypted: false

SSDEEP: 3:U:U

MD5: C4CA4238A0B923820DCC509A6F75849B

SHA1: 356A192B7913B04C54574D18C28D46E6395428AB

SHA-256: 6B86B273FF34FCE19D6B804EFF5A3F5747ADA4EAA22F1D49C01E52DDB7875B4B

SHA-512: 4DFF4EA340F0A823F15D3F4F01AB62EAE0E5DA579CCB851F8DB9DFE84C58B2B37B89903A740E1EE172DA793A6E79D560E5F7F9BD058A12A280433ED6FA4651
0A

Malicious: false

Preview: 1

Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 6209

Entropy (8bit): 3.756153286634686

Encrypted: false

SSDEEP: 96:Pc4HjVCRV/fXykvhkvCCtyJDJH8vOJTLJH8vM:U4DIV/2y5p

MD5: A9EF4C8ACF15102E4CDC630BB7B9E59C

SHA1: 94E31602829A629D5E23C1B994A7FDD49EB0410B

SHA-256: 9F7D0304498C45871FFC8FFD2B76CDAB8E947D756960F2DCB6C51980FAD39F31

SHA-512: 49C893F43F229CDE0C6086BB29D7959CECC8943E783D9FE4F37AE69196A46E9EBCF132DE2B406E28448CFB3EEEF3D299FCD31CB39B86741FC64ED7086E3C79
86

Malicious: false

Preview: ...................................FL..................F.".. ....s..#-..:b...a..\.................................:..DG..Yr?.D..U..k0.&...&......7...#-...].......[.<.#......t...CFSF..1......N....AppData...t.Y^...H.g.3..(
.....gVA.G..k...@.......N..(Vf......Y.....................P/.A.p.p.D.a.t.a...B.V.1......N)...Roaming.@.......N..(Vf......Y........................R.o.a.m.i.n.g.....\.1.....>Q.z..MICROS~1..D.......N..(
Vf......Y.....................3..M.i.c.r.o.s.o.f.t.....V.1......U....Windows.@.......N..(Vf......Y....................K...W.i.n.d.o.w.s.......1......N....STARTM~1..n.......N..(Vf......Y..............D.......K.S
.t.a.r.t. .M.e.n.u...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.8.6.......1......P.v..Programs..j.......N..(Vf......Y..............@.........P.r.o.g.r.a.m.s...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.8.2.....n.1.....
.L...WINDOW~1..V.......N...U.......Y....................T_..W.i.n.d.o.w.s. .P.o.w.e.r.S.h.e.l.l.....z.2......L.. .WINDOW~1.LNK..^.......N...Ph......Y..........

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_2czwuov1.a4m.psm1

C:\Users\user\AppData\Local\Temp\__PSScriptPolicyTest_ysmgpxgf.4xc.ps1

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\590aee7bdd69b59b.customDestinations-ms (copy)
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Process: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

File Type: data

Category: dropped

Size (bytes): 6209

Entropy (8bit): 3.756153286634686

Encrypted: false

SSDEEP: 96:Pc4HjVCRV/fXykvhkvCCtyJDJH8vOJTLJH8vM:U4DIV/2y5p

MD5: A9EF4C8ACF15102E4CDC630BB7B9E59C

SHA1: 94E31602829A629D5E23C1B994A7FDD49EB0410B

SHA-256: 9F7D0304498C45871FFC8FFD2B76CDAB8E947D756960F2DCB6C51980FAD39F31

SHA-512: 49C893F43F229CDE0C6086BB29D7959CECC8943E783D9FE4F37AE69196A46E9EBCF132DE2B406E28448CFB3EEEF3D299FCD31CB39B86741FC64ED7086E3C79
86

Malicious: false

Preview: ...................................FL..................F.".. ....s..#-..:b...a..\.................................:..DG..Yr?.D..U..k0.&...&......7...#-...].......[.<.#......t...CFSF..1......N....AppData...t.Y^...H.g.3..(
.....gVA.G..k...@.......N..(Vf......Y.....................P/.A.p.p.D.a.t.a...B.V.1......N)...Roaming.@.......N..(Vf......Y........................R.o.a.m.i.n.g.....\.1.....>Q.z..MICROS~1..D.......N..(
Vf......Y.....................3..M.i.c.r.o.s.o.f.t.....V.1......U....Windows.@.......N..(Vf......Y....................K...W.i.n.d.o.w.s.......1......N....STARTM~1..n.......N..(Vf......Y..............D.......K.S
.t.a.r.t. .M.e.n.u...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.8.6.......1......P.v..Programs..j.......N..(Vf......Y..............@.........P.r.o.g.r.a.m.s...@.s.h.e.l.l.3.2...d.l.l.,.-.2.1.7.8.2.....n.1.....
.L...WINDOW~1..V.......N...U.......Y....................T_..W.i.n.d.o.w.s. .P.o.w.e.r.S.h.e.l.l.....z.2......L.. .WINDOW~1.LNK..^.......N...Ph......Y..........

File type: ASCII text, with very long lines (63893)

Entropy (8bit): 5.779939991016108

TrID:

File name: 8082-x64.ps1

File size: 357014

MD5: 4ebf3871ba1b7b1b821b211a34b5a7f6

SHA1: 705f8834ab9efa80f4eb59c245af3553c8f7f859

SHA256: a55296309871408165c248cb6e5c88e84da5682bdddc5cce220552660536d93b

SHA512: 0283af285266a6c5d0ef25751e6b665178a5f85cf9ed91df307bc03d851949709bc4804ee285951f6bc33e5b73a104e54afd96682be44b1ec8ce32f04167c1af

SSDEEP: 6144:zxv8laxTu7cTlAPDZHBGicgTaoq/qCHSPF7CwdSoMXsEl5FU+P:zxvB5ueGrZHBygLq/qESlmoMXdzdP

TLSH: 4D748E123F53189DE300F12B9661B5DA4DD0297F68F4CE01E9F79A8825F11EC99F82A7

File Content 
Preview:

Set-StrictMode -Version 2..function func_get_proc_address {..Param ($var_module, $var_procedure)....$var_unsafe_native_methods = 
([AppDomain]::CurrentDomain.GetAssemblies() | Where-Object { $_.GlobalAssemblyCache -And $_.Location.Split('\\')[-1].Equals('S

Icon Hash: 72f2d6fef6f6dae4

Timestamp Source Port Dest Port Source IP Dest IP

Jan 8, 2023 16:00:04.927858114 CET 49715 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:05.042920113 CET 8082 49715 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:05.046463966 CET 49715 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:05.046623945 CET 49715 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:05.160919905 CET 8082 49715 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:05.165416956 CET 8082 49715 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:05.165458918 CET 8082 49715 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:05.165477991 CET 8082 49715 20.104.209.69 192.168.2.7

C:\Users\user\AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations\EDDQAR9L4R6VK24IYBE0.temp

Static File Info

General

File Icon

Network Behavior

TCP Packets
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Jan 8, 2023 16:00:05.165637970 CET 49715 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:05.166078091 CET 49715 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:05.280147076 CET 8082 49715 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:05.285234928 CET 49716 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:05.399662018 CET 8082 49716 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:05.399945974 CET 49716 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:05.400263071 CET 49716 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:05.514221907 CET 8082 49716 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:05.518816948 CET 8082 49716 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:05.518852949 CET 8082 49716 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:05.518868923 CET 8082 49716 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:05.519040108 CET 49716 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:05.519208908 CET 49716 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:05.519208908 CET 49716 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:05.628365040 CET 49717 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:05.633610010 CET 8082 49716 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:05.742919922 CET 8082 49717 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:05.743156910 CET 49717 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:05.743343115 CET 49717 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:05.857539892 CET 8082 49717 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:05.861761093 CET 8082 49717 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:05.861802101 CET 8082 49717 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:05.861932039 CET 49717 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:05.862210035 CET 8082 49717 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:05.862302065 CET 49717 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:05.864489079 CET 49717 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:05.980140924 CET 8082 49717 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:05.987586975 CET 49718 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.101843119 CET 8082 49718 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.102014065 CET 49718 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.102189064 CET 49718 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.218225002 CET 8082 49718 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.222063065 CET 8082 49718 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.222107887 CET 8082 49718 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.222134113 CET 8082 49718 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.222172976 CET 49718 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.222223043 CET 49718 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.222460985 CET 49718 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.230577946 CET 49719 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.338457108 CET 8082 49718 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.346853971 CET 8082 49719 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.347074986 CET 49719 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.347563028 CET 49719 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.461695910 CET 8082 49719 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.462637901 CET 8082 49719 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.462680101 CET 8082 49719 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.462763071 CET 49719 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.462810040 CET 49719 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.462970018 CET 49719 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.463015079 CET 49719 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.591474056 CET 49720 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.705790043 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.705910921 CET 49720 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.706150055 CET 49720 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.819919109 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.835771084 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.835839033 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.835864067 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.835937977 CET 49720 8082 192.168.2.7 20.104.209.69

Timestamp Source Port Dest Port Source IP Dest IP
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Jan 8, 2023 16:00:06.835975885 CET 49720 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.841655970 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.841697931 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.841726065 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.841751099 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.841770887 CET 49720 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.841774940 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.841798067 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.841818094 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.841859102 CET 49720 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.841918945 CET 49720 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.950201988 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.950259924 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.950293064 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.950320959 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.950345993 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.950412035 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.950516939 CET 49720 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.955892086 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.955941916 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.955974102 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.956011057 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.956033945 CET 49720 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.956044912 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.956079960 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.956083059 CET 49720 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.956110954 CET 49720 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.956115961 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.956136942 CET 49720 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.956151962 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.956166983 CET 49720 8082 192.168.2.7 20.104.209.69

Jan 8, 2023 16:00:06.956190109 CET 8082 49720 20.104.209.69 192.168.2.7

Jan 8, 2023 16:00:06.956199884 CET 49720 8082 192.168.2.7 20.104.209.69

Timestamp Source Port Dest Port Source IP Dest IP

            
https:

20.104.209.69:8082

         

• powershell.exe

• conhost.exe

HTTP Request Dependency Graph

Statistics

Behavior
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Click to jump to process

Target ID: 0

Start time: 15:59:24

Start date: 08/01/2023

Path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Wow64 process (32bit): false

Commandline: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe" -noLogo -ExecutionPolicy unrestricted -file "C:\Users\user\Desktop\8082-x64.ps1

Imagebase: 0x7ff6f4710000

File size: 447488 bytes

MD5 hash: 95000560239032BC68B4C2FDFCDEF913

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: .Net C# or VB.NET

System Behavior

Analysis Process: powershell.exe PID: 6108, Parent PID: 3320

General
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Yara matches: Rule: Cobaltbaltstrike_Beacon_Encoded, Description: Detects CobaltStrike payloads, Source: 
00000000.00000002.550512580.0000029A9CB40000.00000004.00000020.00020000.00000000.sdmp, Author: Avast Threat Intel Team
Rule: JoeSecurity_MetasploitPayload_1, Description: Yara detected MetasploitPayload, Source: 
00000000.00000002.550512580.0000029A9CB40000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: Cobaltbaltstrike_Beacon_Encoded, Description: Detects CobaltStrike payloads, Source: 
00000000.00000002.550481163.0000029A9CA50000.00000004.00000020.00020000.00000000.sdmp, Author: Avast Threat Intel Team
Rule: SUSP_PS1_FromBase64String_Content_Indicator, Description: Detects suspicious base64 encoded PowerShell expressions, Source: 
00000000.00000002.549770427.0000029A9C770000.00000004.00000001.00020000.00000000.sdmp, Author: Florian Roth
Rule: CobaltStrike_Resources_Command_Ps1_v2_5_to_v3_7_and_Resources_Compress_Ps1_v3_8_to_v4_x, Description: Cobalt Strike\'s 
resources/command.ps1 for versions 2.5 to v3.7 and resources/compress.ps1 from v3.8 to v4.x, Source: 
00000000.00000002.549770427.0000029A9C770000.00000004.00000001.00020000.00000000.sdmp, Author: gssincla@google.com
Rule: CobaltStrike_Sleeve_BeaconLoader_VA_x64_o_v4_3_v4_4_v4_5_and_v4_6, Description: Cobalt Strike\'s sleeve/BeaconLoader.VA.x64.o 
(VirtualAlloc) Versions 4.3 through at least 4.6, Source: 
00000000.00000003.319460306.0000029A9CD40000.00000040.00001000.00020000.00000000.sdmp, Author: gssincla@google.com
Rule: Cobaltbaltstrike_Beacon_x64, Description: Detects CobaltStrike payloads, Source: 
00000000.00000003.319460306.0000029A9CD40000.00000040.00001000.00020000.00000000.sdmp, Author: Avast Threat Intel Team
Rule: CobaltStrike_C2_Encoded_XOR_Config_Indicator, Description: Detects CobaltStrike C2 encoded profile configuration, Source: 
00000000.00000003.319460306.0000029A9CD40000.00000040.00001000.00020000.00000000.sdmp, Author: yara@s3c.za.net
Rule: CobaltStrike_MZ_Launcher, Description: Detects CobaltStrike MZ header ReflectiveLoader launcher, Source: 
00000000.00000003.319460306.0000029A9CD40000.00000040.00001000.00020000.00000000.sdmp, Author: yara@s3c.za.net
Rule: SUSP_XORed_Mozilla, Description: Detects suspicious single byte XORed keyword \'Mozilla/5.0\' - it uses yara\'s XOR modifier and therefore cannot 
print the XOR key. You can use the CyberChef recipe linked in the reference field to brute force the used key., Source: 
00000000.00000003.319460306.0000029A9CD40000.00000040.00001000.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_CobaltStrike_2, Description: Yara detected CobaltStrike, Source: 
00000000.00000003.319460306.0000029A9CD40000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_CobaltStrike_4, Description: Yara detected CobaltStrike, Source: 
00000000.00000003.319460306.0000029A9CD40000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_CobaltStrike_3, Description: Yara detected CobaltStrike, Source: 
00000000.00000003.319460306.0000029A9CD40000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_CobaltStrike_f0b627fc, Description: Rule for beacon reflective loader, Source: 
00000000.00000003.319460306.0000029A9CD40000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
Rule: CobaltStrike_Sleeve_BeaconLoader_VA_x64_o_v4_3_v4_4_v4_5_and_v4_6, Description: Cobalt Strike\'s sleeve/BeaconLoader.VA.x64.o 
(VirtualAlloc) Versions 4.3 through at least 4.6, Source: 
00000000.00000002.540831918.0000029A9461B000.00000004.00000800.00020000.00000000.sdmp, Author: gssincla@google.com
Rule: Cobaltbaltstrike_Beacon_x64, Description: Detects CobaltStrike payloads, Source: 
00000000.00000002.540831918.0000029A9461B000.00000004.00000800.00020000.00000000.sdmp, Author: Avast Threat Intel Team
Rule: Cobaltbaltstrike_Beacon_Encoded, Description: Detects CobaltStrike payloads, Source: 
00000000.00000002.540831918.0000029A9461B000.00000004.00000800.00020000.00000000.sdmp, Author: Avast Threat Intel Team
Rule: CobaltStrike_C2_Encoded_XOR_Config_Indicator, Description: Detects CobaltStrike C2 encoded profile configuration, Source: 
00000000.00000002.540831918.0000029A9461B000.00000004.00000800.00020000.00000000.sdmp, Author: yara@s3c.za.net
Rule: CobaltStrike_MZ_Launcher, Description: Detects CobaltStrike MZ header ReflectiveLoader launcher, Source: 
00000000.00000002.540831918.0000029A9461B000.00000004.00000800.00020000.00000000.sdmp, Author: yara@s3c.za.net
Rule: SUSP_XORed_Mozilla, Description: Detects suspicious single byte XORed keyword \'Mozilla/5.0\' - it uses yara\'s XOR modifier and therefore cannot 
print the XOR key. You can use the CyberChef recipe linked in the reference field to brute force the used key., Source: 
00000000.00000002.540831918.0000029A9461B000.00000004.00000800.00020000.00000000.sdmp, Author: Florian Roth
Rule: JoeSecurity_CobaltStrike_2, Description: Yara detected CobaltStrike, Source: 
00000000.00000002.540831918.0000029A9461B000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_CobaltStrike_4, Description: Yara detected CobaltStrike, Source: 
00000000.00000002.540831918.0000029A9461B000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_MetasploitPayload_1, Description: Yara detected MetasploitPayload, Source: 
00000000.00000002.540831918.0000029A9461B000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_CobaltStrike_3, Description: Yara detected CobaltStrike, Source: 
00000000.00000002.540831918.0000029A9461B000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_CobaltStrike_f0b627fc, Description: Rule for beacon reflective loader, Source: 
00000000.00000002.540831918.0000029A9461B000.00000004.00000800.00020000.00000000.sdmp, Author: unknown

Reputation: high

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FFE1F6703FC unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FFE1F6703FC unknown

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_ysmgpxgf.4xc.ps1

read attributes | 
synchronize | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 7FFE22356FDD CreateFileW

C:\Users\user\AppData\Local\Temp\__PSscr
iptPolicyTest_2czwuov1.a4m.psm1

read attributes | 
synchronize | 
generic write

device sequential only | 
synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 7FFE22356FDD CreateFileW

File Activities

File Created
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C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 2 7FFE1F6703FC unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 2 7FFE1F6703FC unknown

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FFE1F6703FC unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FFE1F6703FC unknown

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FFE1F6703FC unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FFE1F6703FC unknown

C:\Windows\system32\catroot read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FFE1F6703FC unknown

C:\Windows\system32\catroot2 read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FFE1F6703FC unknown

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\ModuleAnalysisCache

read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file | 
open no recall

success or wait 1 7FFE22356FDD CreateFileW

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_ysmgpxgf.4xc.ps1 success or wait 1 7FFE2235F270 DeleteFileW

C:\Users\user\AppData\Local\Temp\__PSscriptPolicyTest_2czwuov1.a4m.psm1 success or wait 1 7FFE2235F270 DeleteFileW

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

unknown 16 19 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFE1F679D7D unknown

unknown 35 21 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFE1F679D7D unknown

unknown 56 16 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFE1F679D7D unknown

unknown 72 8 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFE1F679D7D unknown

unknown 80 9 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFE1F679D7D unknown

unknown 89 8 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFE1F679D7D unknown

unknown 97 9 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFE1F679D7D unknown

C:\Users\user\AppData\Local\Te
mp\__PSscr
iptPolicyTest_ysmgpxgf.4xc.ps1

0 1 31 1 success or wait 1 7FFE2235B526 WriteFile

C:\Users\user\AppData\Local\Te
mp\__PSscr
iptPolicyTest_2czwuov1.a4m.psm1

0 1 31 1 success or wait 1 7FFE2235B526 WriteFile

File Deleted

File Written
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unknown 0 94 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFE1F679FE5 unknown

unknown 106 45 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFE1F679FE5 unknown

unknown 94 4119 75 6e 6b 6e 6f 77 6e unknown success or wait 87 7FFE1F679FE5 unknown

unknown 356477 674 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFE1F679FE5 unknown

unknown 357151 82 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFE1F679FE5 unknown

unknown 151 13 75 6e 6b 6e 6f 77 6e unknown success or wait 4 7FFE1F679EED unknown

unknown 357233 4214 75 6e 6b 6e 6f 77 6e unknown success or wait 2 7FFE1F679FE5 unknown

unknown 361447 25 75 6e 6b 6e 6f 77 6e unknown success or wait 4 7FFE1F679FE5 unknown

unknown 203 13 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFE1F679EED unknown

unknown 371417 2470 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFE1F679FE5 unknown

unknown 373887 4213 75 6e 6b 6e 6f 77 6e unknown success or wait 7 7FFE1F679FE5 unknown

unknown 403237 1984 75 6e 6b 6e 6f 77 6e unknown success or wait 1 7FFE1F679FE5 unknown

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Mod
uleAnalysisCache

0 4096 50 53 4d 4f 44 55 4c 45 
43 41 43 48 45 01 0e 00 
00 00 fd 50 fd 65 9f fd 08 
53 00 00 00 43 3a 5c 50 
72 6f 67 72 61 6d 20 46 
69 6c 65 73 5c 57 69 6e 
64 6f 77 73 50 6f 77 65 
72 53 68 65 6c 6c 5c 4d 
6f 64 75 6c 65 73 5c 50 
6f 77 65 72 53 68 65 6c 
6c 47 65 74 5c 31 2e 30 
2e 30 2e 31 5c 50 6f 77 
65 72 53 68 65 6c 6c 47 
65 74 2e 70 73 64 31 1d 
00 00 00 10 00 00 00 55 
6e 69 6e 73 74 61 6c 6c 
2d 4d 6f 64 75 6c 65 02 
00 00 00 04 00 00 00 69 
6e 6d 6f 01 00 00 00 04 
00 00 00 66 69 6d 6f 01 
00 00 00 0e 00 00 00 49 
6e 73 74 61 6c 6c 2d 4d 
6f 64 75 6c 65 02 00 00 
00 12 00 00 00 4e 65 77 
2d 53 63 72 69 70 74 46 
69 6c 65 49 6e 66 6f 02 
00 00 00 0e 00 00 00 50 
75 62 6c 69 73 68 2d 4d 
6f 64 75 6c 65 02 00 00 
00 0e 00 00 00 49 6e 73 
74 61 6c 6c 2d 53 63 72 
69 70 74 02 00 

PSMODULECACHEPeS
C:\Program Fil
es\WindowsPowerShell\
Modules\P
owerShellGet\1.0.0.1\Po
werShel
lGet.psd1Uninstall-
ModuleinmofimoInstall-
ModuleNew-scr
iptFileInfoPublish-
ModuleInstall-scr<wbr>ipt

success or wait 1 7FFE2235B526 WriteFile

C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Mod
uleAnalysisCache

4096 4096 65 72 74 46 72 6f 6d 2d 
4a 73 6f 6e 08 00 00 00 
0c 00 00 00 47 65 74 2d 
54 79 70 65 44 61 74 61 
08 00 00 00 0c 00 00 00 
4f 75 74 2d 47 72 69 64 
56 69 65 77 08 00 00 00 
12 00 00 00 43 6f 6e 76 
65 72 74 46 72 6f 6d 2d 
53 74 72 69 6e 67 08 00 
00 00 16 00 00 00 43 6f 
6e 76 65 72 74 46 72 6f 
6d 2d 53 64 64 6c 53 74 
72 69 6e 67 02 00 00 00 
0a 00 00 00 47 65 74 2d 
4d 65 6d 62 65 72 08 00 
00 00 0d 00 00 00 53 65 
6c 65 63 74 2d 4f 62 6a 
65 63 74 08 00 00 00 13 
00 00 00 47 65 74 2d 45 
76 65 6e 74 53 75 62 73 
63 72 69 62 65 72 08 00 
00 00 0f 00 00 00 43 6f 
6e 76 65 72 74 46 72 6f 
6d 2d 43 73 76 08 00 00 
00 0e 00 00 00 44 65 62 
75 67 2d 52 75 6e 73 70 
61 63 65 08 00 00 00 09 
00 00 00 4e 65 77 2d 41 
6c 69 61 73 08 00 00 00 
11 00 00 00 49 6e 76 6f 
6b 65 2d 57 65 62 52 

ertFrom-JsonGet-
TypeDataOut-Gr
idViewConvertFrom-
StringConvertFrom-
SddlStringGet-
MemberSelect-
ObjectGet-
EventSubscriberCo
nvertFrom-CsvDebug-
RunspaceNew-
AliasInvoke-WebR

success or wait 1 7FFE2235B526 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\AppData\Local\Mi
crosoft\Windows\PowerShell\Mod
uleAnalysisCache

8192 1240 66 74 2e 50 6f 77 65 72 
53 68 65 6c 6c 2e 4f 70 
65 72 61 74 69 6f 6e 2e 
56 61 6c 69 64 61 74 69 
6f 6e 5c 31 2e 30 2e 31 
5c 4d 69 63 72 6f 73 6f 
66 74 2e 50 6f 77 65 72 
53 68 65 6c 6c 2e 4f 70 
65 72 61 74 69 6f 6e 2e 
56 61 6c 69 64 61 74 69 
6f 6e 2e 70 73 64 31 02 
00 00 00 17 00 00 00 47 
65 74 2d 4f 70 65 72 61 
74 69 6f 6e 56 61 6c 69 
64 61 74 69 6f 6e 02 00 
00 00 1a 00 00 00 49 6e 
76 6f 6b 65 2d 4f 70 65 
72 61 74 69 6f 6e 56 61 
6c 69 64 61 74 69 6f 6e 
02 00 00 00 fd fd fd fd fd 
50 fd 65 9f fd 08 4e 00 00 
00 43 3a 5c 50 72 6f 67 
72 61 6d 20 46 69 6c 65 
73 5c 57 69 6e 64 6f 77 
73 50 6f 77 65 72 53 68 
65 6c 6c 5c 4d 6f 64 75 
6c 65 73 5c 50 6f 77 65 
72 53 68 65 6c 6c 47 65 
74 5c 31 2e 30 2e 30 2e 
31 5c 50 53 4d 6f 64 75 
6c 65 2e 70 73 6d 31 2a 
00 00 00 0e 

ft.PowerShell.Operation.
Valida
tion\1.0.1\Microsoft.Powe
rShel
l.Operation.Validation.ps
d1Get-
OperationValidationInvok
e-Ope
rationValidationPeNC:\Pr
ogram 
Files\WindowsPowerShel
l\Module
s\PowerShellGet\1.0.0.1\
PSModule.psm1*

success or wait 1 7FFE2235B526 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 7FFE27E4B9DD unknown

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 7FFE27E4B9DD unknown

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi
ne.config

unknown 4095 success or wait 1 7FFE27E4B9DD unknown

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi
ne.config

unknown 6135 success or wait 1 7FFE27E4B9DD unknown

C:\Windows\assembly\NativeImages_v4.0.30319_64\mscorlib\ac26
e2af62f23e37e645b5e44068a025\mscorlib.ni.dll.aux

unknown 176 success or wait 1 7FFE27F212E7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 7FFE27E52625 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 7FFE27E52625 ReadFile

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi
ne.config

unknown 4095 success or wait 1 7FFE27E52625 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\Microsoft.Pb3
78ec07#\58553ff4dedf0b1dd22a283773a566fc\Microsoft.PowerShel
l.ConsoleHost.ni.dll.aux

unknown 1248 success or wait 1 7FFE27F212E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System\10a171
39182a9efd561f01fada9688a5\System.ni.dll.aux

unknown 620 success or wait 1 7FFE27F212E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Core\4
e05e2e48b8a6dd267a8c9e25ef129a7\System.Core.ni.dll.aux

unknown 900 success or wait 1 7FFE27F212E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Manaa5
7fc8cc#\8b2774850bdc17a926dc650317d86b33\System.Management.A
utomation.ni.dll.aux

unknown 2764 success or wait 1 7FFE27F212E7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 7FFE27E4B9DD unknown

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 7FFE27E4B9DD unknown

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 4095 success or wait 1 7FFE27E4B9DD unknown

C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe.config unknown 8173 end of file 1 7FFE27E4B9DD unknown

C:\Windows\assembly\NativeImages_v4.0.30319_64\Microsoft.Mf4
9f6405#\dfef7a1e85e28d0ba698946b7fc68a28\Microsoft.Managemen
t.Infrastructure.ni.dll.aux

unknown 748 success or wait 1 7FFE27F212E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Manage
ment\d0f4eb5b1d0857aabc3e7dd079735875\System.Management.ni.d
ll.aux

unknown 764 success or wait 1 7FFE27F212E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Dired1
3b18a9#\78d6ee2fdd35fdb45b3d78d899e481ea\System.DirectorySer
vices.ni.dll.aux

unknown 752 success or wait 1 7FFE27F212E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Xml\f2
e3165e3c718b7ac302fea40614c984\System.Xml.ni.dll.aux

unknown 748 success or wait 1 7FFE27F212E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Numeri
cs\4f7e7c29596d1fb8414f1220e627d94c\System.Numerics.ni.dll.aux

unknown 300 success or wait 1 7FFE27F212E7 ReadFile

C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

unknown 64 success or wait 1 7FFE27E362DB ReadFile

File Read
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C:\Users\user\AppData\Local\Microsoft\Windows\PowerShell\Sta
rtupProfileData-NonInteractive

unknown 22412 success or wait 1 7FFE27E363B9 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Data\9
9a190301066e9665ec15a1f355a928e\System.Data.ni.dll.aux

unknown 1540 success or wait 1 7FFE27F212E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\Microsoft.P6f
792626#\e64755e76f85a3062b9f5a99a62dcabb\Microsoft.PowerShel
l.Security.ni.dll.aux

unknown 1268 success or wait 1 7FFE27F212E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Transa
ctions\773cde8eca09561aeac8ad051c091203\System.Transactions.
ni.dll.aux

unknown 924 success or wait 1 7FFE27F212E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Config
uration\e82398e9ff6885d617e4b97e31fb4f02\System.Configuratio
n.ni.dll.aux

unknown 864 success or wait 1 7FFE27F212E7 ReadFile

C:\Users\user\Desktop\8082-x64.ps1 unknown 4096 success or wait 88 7FFE2235B526 ReadFile

C:\Users\user\Desktop\8082-x64.ps1 unknown 4096 end of file 1 7FFE2235B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

unknown 4096 success or wait 1 7FFE2235B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

unknown 492 end of file 1 7FFE2235B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Microsoft.P
owerShell.Operation.Validation\1.0.1\Microsoft.PowerShell.Op
eration.Validation.psd1

unknown 4096 end of file 1 7FFE2235B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana
gement\1.0.0.1\PackageManagement.psd1

unknown 4096 success or wait 1 7FFE2235B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana
gement\1.0.0.1\PackageManagement.psd1

unknown 774 end of file 1 7FFE2235B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PackageMana
gement\1.0.0.1\PackageManagement.psd1

unknown 4096 end of file 1 7FFE2235B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psd1

unknown 4096 success or wait 2 7FFE2235B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psd1

unknown 4096 end of file 1 7FFE2235B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psd1

unknown 4096 success or wait 2 7FFE2235B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psd1

unknown 4096 end of file 1 7FFE2235B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psm1

unknown 4096 success or wait 7 7FFE2235B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psm1

unknown 682 end of file 1 7FFE2235B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\Pester\3.4.
0\Pester.psm1

unknown 4096 end of file 1 7FFE2235B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

unknown 4096 success or wait 1 7FFE2235B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

unknown 289 end of file 1 7FFE2235B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

unknown 4096 end of file 1 7FFE2235B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

unknown 4096 success or wait 1 7FFE2235B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PowerShellGet.psd1

unknown 289 end of file 1 7FFE2235B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PSModule.psm1

unknown 4096 success or wait 143 7FFE2235B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PSModule.psm1

unknown 993 end of file 1 7FFE2235B526 ReadFile

C:\Program Files (x86)\WindowsPowerShell\Modules\PowerShellG
et\1.0.0.1\PSModule.psm1

unknown 4096 end of file 1 7FFE2235B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\Microsoft.PowerSh
ell.Operation.Validation\1.0.1\Microsoft.PowerShell.Operatio
n.Validation.psd1

unknown 4096 success or wait 1 7FFE2235B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\Microsoft.PowerSh
ell.Operation.Validation\1.0.1\Microsoft.PowerShell.Operatio
n.Validation.psd1

unknown 492 end of file 1 7FFE2235B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\Microsoft.PowerSh
ell.Operation.Validation\1.0.1\Microsoft.PowerShell.Operatio
n.Validation.psd1

unknown 4096 end of file 1 7FFE2235B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PackageManagement
\1.0.0.1\PackageManagement.psd1

unknown 4096 success or wait 1 7FFE2235B526 ReadFile

File Path Offset Length Completion Count Source Address Symbol
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C:\Program Files\WindowsPowerShell\Modules\PackageManagement
\1.0.0.1\PackageManagement.psd1

unknown 774 end of file 1 7FFE2235B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PackageManagement
\1.0.0.1\PackageManagement.psd1

unknown 4096 end of file 1 7FFE2235B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 success or wait 2 7FFE2235B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 end of file 1 7FFE2235B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 success or wait 2 7FFE2235B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psd1 unknown 4096 end of file 1 7FFE2235B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1 unknown 4096 success or wait 2 7FFE2235B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1 unknown 682 end of file 1 7FFE2235B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\Pester\3.4.0\Pester.psm1 unknown 4096 end of file 1 7FFE2235B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0
.0.1\PowerShellGet.psd1

unknown 4096 success or wait 1 7FFE2235B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0
.0.1\PowerShellGet.psd1

unknown 289 end of file 1 7FFE2235B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0
.0.1\PowerShellGet.psd1

unknown 4096 end of file 1 7FFE2235B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0
.0.1\PowerShellGet.psd1

unknown 4096 success or wait 1 7FFE2235B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0
.0.1\PowerShellGet.psd1

unknown 289 end of file 1 7FFE2235B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0
.0.1\PSModule.psm1

unknown 4096 success or wait 74 7FFE2235B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0
.0.1\PSModule.psm1

unknown 993 end of file 1 7FFE2235B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PowerShellGet\1.0
.0.1\PSModule.psm1

unknown 4096 end of file 1 7FFE2235B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PSReadline\1.2\PS
Readline.psd1

unknown 4096 success or wait 1 7FFE2235B526 ReadFile

C:\Program Files\WindowsPowerShell\Modules\PSReadline\1.2\PS
Readline.psd1

unknown 4096 end of file 1 7FFE2235B526 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

unknown 4096 success or wait 1 7FFE2235B526 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

unknown 637 end of file 1 7FFE2235B526 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

unknown 4096 end of file 1 7FFE2235B526 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

unknown 4096 success or wait 1 7FFE2235B526 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psd1

unknown 637 end of file 1 7FFE2235B526 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\Microsoft.P52
1220ea#\3fead9bee9d7ca09b54c4ee7c5ed0848\Microsoft.PowerShel
l.Commands.Utility.ni.dll.aux

unknown 2264 success or wait 1 7FFE27F212E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Confe6
4a9051#\b7f41bbfe8914f994b68b89a23570901\System.Configuratio
n.Install.ni.dll.aux

unknown 1260 success or wait 1 7FFE27F212E7 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

unknown 4096 success or wait 8 7FFE2235B526 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

unknown 128 end of file 1 7FFE2235B526 ReadFile

C:\Windows\System32\WindowsPowerShell\v1.0\Modules\Microsoft
.PowerShell.Utility\Microsoft.PowerShell.Utility.psm1

unknown 4096 end of file 1 7FFE2235B526 ReadFile

File Path Offset Length Completion Count Source Address Symbol

Target ID: 1

Start time: 15:59:25

Start date: 08/01/2023

Path: C:\Windows\System32\conhost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1

Imagebase: 0x7ff6edaf0000

File size: 625664 bytes

Analysis Process: conhost.exe PID: 6100, Parent PID: 6108

General
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MD5 hash: EA777DEEA782E8B4D7C7C33BBF8A4496

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

⊘ No disassembly

Disassembly
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