
ID: 791297
Cookbook: browseurl.jbs
Time: 09:47:01
Date: 25/01/2023
Version: 36.0.0 Rainbow Opal
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Windows Analysis Report 
https://fandeccks.000webhostapp.com/1

Overview

General Information
Sample URL:

https://fandeccks.000web
hostapp.com/1

Analysis ID: 791297

Infos:

Detection

HTMLPhisher

Score: 48

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Yara detected HtmlPhish29

HTML body contains low number of …

HTML title does not match URL

No HTML title found

Form action URLs do not match ma…

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 5364 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized "about:blank MD5: 0FEC2748F363150DC54C1CAFFB1A9408)
chrome.exe (PID: 5872 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-US --

service-sandbox-type=none --mojo-platform-channel-handle=1720 --field-trial-handle=1824,i,4241201564100367056,15141703333151511504,131072 --disable-features
=OptimizationGuideModelDownloading,OptimizationHints,OptimizationTargetPrediction /prefetch:8 MD5: 0FEC2748F363150DC54C1CAFFB1A9408)
chrome.exe (PID: 3560 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" "https://fandeccks.000webhostapp.com/1 MD5:

0FEC2748F363150DC54C1CAFFB1A9408)
cleanup

⊘ No configs have been found

Source Rule Description Author Strings

96596.0.pages.csv JoeSecurity_HtmlP
hish_29

Yara detected 
HtmlPhish_29

Joe Security

75255.7.pages.csv JoeSecurity_HtmlP
hish_29

Yara detected 
HtmlPhish_29

Joe Security

Process Tree

Malware Configuration

Yara Signatures

HTML

Sigma Signatures
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Phishing

⊘ No Sigma rule has matched

⊘ No Snort rule has matched
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Mitre Att&ck Matrix

Behavior Graph
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Behavior Graph
ID: 791297

URL: https://fandeccks.000webhos...

Startdate: 25/01/2023
Architecture: WINDOWS
Score: 48

www.000webhost.com us-east-1.route-1.000webhost.awex.io 5 other IPs or domains

Yara detected HtmlPhish29

chrome.exe

16 1

        started       

chrome.exe

        started       

192.168.2.1
unknown

unknown

239.255.255.250
unknown
Reserved

chrome.exe

        started       

fullstory.com

147.75.40.150
PACKETUS

Switzerland

pop-lva1.www.linkedin.com

144.2.12.1
LINKEDINUS

Netherlands

66 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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Source Detection Scanner Label Link

https://fandeccks.000webhostapp.com/1 0% Avira URL Cloud safe

https://fandeccks.000webhostapp.com/1 1% Virustotal Browse

⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

Source Detection Scanner Label Link

https://a.omappapi.com/app/js/api.min.js 0% URL Reputation safe

https://api.omappapi.com/v2/embed/71036?d=000webhost.com 0% Avira URL Cloud safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2023 Page 6 of 16

https://www.virustotal.com/gui/url/c866e6e5e4bb2e10cd0ea061ba5e2425df48aa1fb4435e197f899fab48a6c0db/detection/u-c866e6e5e4bb2e10cd0ea061ba5e2425df48aa1fb4435e197f899fab48a6c0db-1674585466


Name IP Active Malicious Antivirus Detection Reputation

shots.jotform.com 34.70.77.24 true false high

pop-lor1.www.linkedin.com 144.2.14.1 true false high

cdn01.jotfor.ms 172.67.7.107 true false high

browser.sentry-cdn.com 151.101.130.217 true false unknown

dev.visualwebsiteoptimizer.com 34.96.102.137 true false high

cdn.jotfor.ms 104.22.72.81 true false high

stats.g.doubleclick.net 142.250.153.154 true false high

omapp.b-cdn.net 89.187.165.194 true false high

js.jotform.com 104.23.133.11 true false high

scontent.xx.fbcdn.net 157.240.17.15 true false high

s3.amazonaws.com 54.231.201.88 true false high

script.hotjar.com 13.224.103.124 true false high

pop-lva1.www.linkedin.com 144.2.12.1 true false high

go.lb.jotform.com 35.201.118.58 true false high

cdn.000webhost.com 104.17.163.41 true false high

cdnjs.cloudflare.com 104.17.25.14 true false high

www.google.hr 172.217.168.67 true false high

www.google.com 142.250.203.100 true false high

polyfill.io 151.101.193.26 true false high

o61806.ingest.sentry.io 34.120.195.249 true false high

cdn02.jotfor.ms 104.22.73.81 true false high

static-cdn.hotjar.com 13.224.103.43 true false high

d1lpgznae1530s.cloudfront.net 13.224.103.69 true false high

star-mini.c10r.facebook.com 157.240.253.35 true false high

www.000webhost.com 104.17.163.41 true false high

accounts.google.com 142.250.203.109 true false high

ws.zoominfo.com 104.16.168.82 true false high

plus.l.google.com 172.217.168.78 true false high

www.gravatar.com 192.0.73.2 true false high

fullstory.com 147.75.40.150 true false high

edge.fullstory.com 35.201.112.186 true false high

i0.wp.com 192.0.77.2 true false high

us-east-1.route-1.000webhost.awex.io 145.14.145.135 true false unknown

www.jotform.com 104.23.134.11 true false high

insights.hotjar.com 13.224.103.125 true false high

vars.hotjar.com 13.224.103.38 true false high

go.files.jotform.com 35.190.41.132 true false high

rs.fullstory.com 35.186.194.58 true false high

instant.page 104.17.10.26 true false unknown

googleads.g.doubleclick.net 142.250.203.98 true false high

d1ni990a184w7d.cloudfront.net 65.9.66.56 true false high

cdn03.jotfor.ms 104.22.73.81 true false high

clients.l.google.com 142.250.203.110 true false high

events.jotform.com 104.23.133.11 true false high

fandeccks.000webhostapp.com unknown unknown false high

clients2.google.com unknown unknown false high

moodular.jotform.com unknown unknown false high

static.hotjar.com unknown unknown false high

cdn.linkedin.oribi.io unknown unknown false high

consentcdn.cookiebot.com unknown unknown false high

use.typekit.net unknown unknown false high

consent.cookiebot.com unknown unknown false high

px.ads.linkedin.com unknown unknown false high

Domains and IPs

Contacted Domains
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connect.facebook.net unknown unknown false high

api.omappapi.com unknown unknown false unknown

p.typekit.net unknown unknown false high

files.jotform.com unknown unknown false high

cms.jotform.com unknown unknown false high

a.omappapi.com unknown unknown false unknown

www.facebook.com unknown unknown false high

www.linkedin.com unknown unknown false high

fandecks.000webhostapp.com unknown unknown false high

snap.licdn.com unknown unknown false high

apis.google.com unknown unknown false high

Name IP Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

https://static.hotjar.com/c/hotjar-552450.js?sv=5 false high

https://www.jotform.com/API/user/combinedinfo?
loc=1&campaign=1&governmentSDR=1&sign=1&navLang=en-US

false high

https://cdn.linkedin.oribi.io/partner/456249/domain/jotform.com/token false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/pipedrive.svg false high

https://api.omappapi.com/v2/embed/71036?d=000webhost.com false Avira URL Cloud: safe unknown

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/keap.svg false high

https://www.google.com/pagead/1p-user-list/1072355558/?
random=1674668920402&cv=11&fst=1674666000000&bg=ffffff&guid=ON&async=1>m=2wg1n0&u_
w=1280&u_h=1024&frm=0&url=https%3A%2F%2Fwww.jotform.com%2Fpricing%2F%3Futm_sourc
e%3Dformfooter%26utm_medium%3Dbanner%26utm_term%3D230085024216242%26utm_content
%3Djotform_logo%26utm_campaign%3Dpowered_by_jotform_le&tiba=Jotform%20%C2%B7%20Pri
cing&fmt=3&is_vtc=1&random=2252275069&rmt_tld=0&ipr=y

false high

https://www.000webhost.com/static/default.000webhost.com/images/clients/intel.svg false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/products/approvals.svg false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/products/pdf-editor.svg false high

https://accounts.google.com/gsi/style false high

https://www.000webhost.com/static/default.000webhost.com/fonts/bootstrap/glyphicons-
halflings-regular.woff2

false high

https://apis.google.com/_/scs/abc-
static/_/js/k=gapi.lb.en.AMZ27oQJoUI.O/m=client/rt=j/sv=1/d=1/ed=1/rs=AHpOoo9dsXwz2g0gTMdQ
FEKa7ZoVvtQf4g/cb=gapi.loaded_0?le=scs

false high

https://www.jotform.com/uploads/edbranton46/form_files/download.60c0c876b98498.90905130.jfif
false high

https://www.google.hr/pagead/1p-user-list/1072355558/?
random=1674668956445&cv=11&fst=1674666000000&bg=ffffff&guid=ON&async=1>m=2wg1n0&u_
w=1280&u_h=1024&frm=0&url=https%3A%2F%2Fwww.jotform.com%2Fmyforms%2F&tiba=My%20
Forms%20%7C%20Jotform&fmt=3&is_vtc=1&random=3483086608&rmt_tld=1&ipr=y

false high

https://www.facebook.com/tr/?
id=984998484932812&ev=Microdata&dl=https%3A%2F%2Fwww.jotform.com%2Fmyforms%2F&rl=
&if=false&ts=1674668962085&cd[DataLayer]=%5B%5D&cd[Meta]=%7B%22title%22%3A%22My%2
0Forms%20%7C%20Jotform%22%2C%22meta%3Akeywords%22%3A%22form%20builder%2C%2
0form%20creator%2C%20form%20generator%2C%20online%20form%2C%20web%20form%2C%2
0online%20forms%2C%20web%20forms%2C%20create%20form%2C%20create%20forms%22%2
C%22meta%3Adescription%22%3A%22Access%20and%20manage%20your%20forms%20and%2
0submissions%20on%20Jotform%E2%80%99s%20My%20Forms%20page.%20Create%20a%20ne
w%20form%20from%20scratch%20or%20select%20a%20template.%20Edit%20and%20share%20y
our%20forms.%22%7D&cd[OpenGraph]=%7B%7D&cd[Schema.org]=%5B%5D&cd[JSON-
LD]=%5B%5D&sw=1280&sh=1024&v=2.9.94&r=stable&ec=1&o=30&fbp=fb.1.1674668942818.1960
197572&it=1674668957125&coo=false&dpo=LDU&dpoco=1&dpost=1000&es=automatic&tm=3&rqm
=GET

false high

https://www.google.com/pagead/1p-user-list/858978838/?
random=1674668933517&cv=11&fst=1674666000000&bg=ffffff&guid=ON&async=1>m=2wg1n0&u_
w=1280&u_h=1024&frm=0&url=https%3A%2F%2Fwww.000webhost.com%2F%3Futm_source%3D
000webhostapp%26utm_campaign%3D000_logo%26utm_medium%3Dwebsite%26utm_content%3
Dfooter_img&ref=https%3A%2F%2Fwww.000webhost.com%2F%3Futm_source%3D000webhostap
p%26utm_campaign%3D000_logo%26utm_medium%3Dwebsite%26utm_content%3Dfooter_img%2
6__cf_chl_tk%3DlLsB9evkKCAlRBVVu_2A_jQvPy8Wy70sKBmto8m3iqA-1674636523-0-
gaNycGzNCSU&tiba=Free%20Web%20Hosting%20-
%20Host%20a%20Website%20for%20Free%20with%20Cpanel%2C%20PHP&fmt=3&is_vtc=1&ran
dom=3125836086&rmt_tld=0&ipr=y

false high

https://dev.visualwebsiteoptimizer.com/v.gif?
cd=0&a=487529&d=000webhost.com&u=D736ED31D01D83863CB0C63025B6C32A2&h=5695b97c
87e7c41f7226e788a7b9fd63&t=true&r=0.25444431042367355

false high

Contacted URLs
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https://www.google.hr/pagead/1p-user-list/798881193/?
random=1674668956454&cv=11&fst=1674666000000&bg=ffffff&guid=ON&async=1>m=2wg1n0&u_
w=1280&u_h=1024&frm=0&url=https%3A%2F%2Fwww.jotform.com%2Fmyforms%2F&tiba=My%20
Forms%20%7C%20Jotform&fmt=3&is_vtc=1&random=744210242&rmt_tld=1&ipr=y

false high

https://script.hotjar.com/modules.ea0a6d6a741d5de8308e.js false high

https://cdn.jotfor.ms/fonts/circular/fonts/Circular-Bold.woff2 false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/aweber.svg false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/products/sign.svg false high

https://cdn.jotfor.ms/stylebuilder/control_appointment.css false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/templates/app.svg false high

https://www.google.hr/pagead/1p-user-list/798881193/?
random=1674668920413&cv=11&fst=1674666000000&bg=ffffff&guid=ON&async=1>m=2wg1n0&u_
w=1280&u_h=1024&frm=0&url=https%3A%2F%2Fwww.jotform.com%2Fpricing%2F%3Futm_sourc
e%3Dformfooter%26utm_medium%3Dbanner%26utm_term%3D230085024216242%26utm_content
%3Djotform_logo%26utm_campaign%3Dpowered_by_jotform_le&tiba=Jotform%20%C2%B7%20Pri
cing&fmt=3&is_vtc=1&random=4281021395&rmt_tld=1&ipr=y

false high

https://cdn.jotfor.ms/assets/js/actions.js false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/products/store-builder.svg?v=1.0 false high

https://cdn.jotfor.ms//p/pricing/assets/js/myaccount.views.min.js?v=1674547383 false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/products/enterprise.svg false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/templates/form.svg false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/google-sheets.svg false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/google-contacts.svg false high

https://cdn.jotfor.ms/p/homepage/homepage_2021/assets/img-min/line-sprite-6.png false high

https://www.google.com/pagead/1p-user-list/798881193/?
random=1674668941662&cv=11&fst=1674666000000&bg=ffffff&guid=ON&async=1>m=2wg1n0&u_
w=1280&u_h=1024&frm=0&url=https%3A%2F%2Fwww.jotform.com%2F&tiba=Free%20Online%20
Form%20Builder%20%26%20Form%20Creator%20%7C%20Jotform&fmt=3&is_vtc=1&random=329
0928793&rmt_tld=0&ipr=y

false high

https://www.jotform.com/API/system/plans false high

https://www.google.hr/pagead/1p-user-list/1072355558/?
random=1674668941648&cv=11&fst=1674666000000&bg=ffffff&guid=ON&async=1>m=2wg1n0&u_
w=1280&u_h=1024&frm=0&url=https%3A%2F%2Fwww.jotform.com%2F&tiba=Free%20Online%20
Form%20Builder%20%26%20Form%20Creator%20%7C%20Jotform&fmt=3&is_vtc=1&random=639
01235&rmt_tld=1&ipr=y

false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/mad-mimi.png false high

https://www.google.hr/pagead/1p-user-list/858978838/?
random=1674668933517&cv=11&fst=1674666000000&bg=ffffff&guid=ON&async=1>m=2wg1n0&u_
w=1280&u_h=1024&frm=0&url=https%3A%2F%2Fwww.000webhost.com%2F%3Futm_source%3D
000webhostapp%26utm_campaign%3D000_logo%26utm_medium%3Dwebsite%26utm_content%3
Dfooter_img&ref=https%3A%2F%2Fwww.000webhost.com%2F%3Futm_source%3D000webhostap
p%26utm_campaign%3D000_logo%26utm_medium%3Dwebsite%26utm_content%3Dfooter_img%2
6__cf_chl_tk%3DlLsB9evkKCAlRBVVu_2A_jQvPy8Wy70sKBmto8m3iqA-1674636523-0-
gaNycGzNCSU&tiba=Free%20Web%20Hosting%20-
%20Host%20a%20Website%20for%20Free%20with%20Cpanel%2C%20PHP&fmt=3&is_vtc=1&ran
dom=3125836086&rmt_tld=1&ipr=y

false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/templates/card-form.svg false high

https://a.omappapi.com/app/js/api.min.js false URL Reputation: safe unknown

https://cdn03.jotfor.ms/s/listings/9f7fb269724/static/js/index.bdc7d17e.js false high

https://www.jotform.com/API/listings/listing/summary?
apps=myForms,myTables,myReports,myTasks,myApps,myDocuments

false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/templates/sign.svg false high

https://www.google.com/pagead/1p-user-list/1072355558/?
random=1674668941648&cv=11&fst=1674666000000&bg=ffffff&guid=ON&async=1>m=2wg1n0&u_
w=1280&u_h=1024&frm=0&url=https%3A%2F%2Fwww.jotform.com%2F&tiba=Free%20Online%20
Form%20Builder%20%26%20Form%20Creator%20%7C%20Jotform&fmt=3&is_vtc=1&random=639
01235&rmt_tld=0&ipr=y

false high

https://connect.facebook.net/signals/config/556497768118655?v=2.9.94&r=stable false high

https://cdn02.jotfor.ms/s/vendor/static/moment-timezone/0.5.39/moment-timezone-with-
data.min.js

false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/hubspot.svg false high

https://cdn.jotfor.ms/stylebuilder/control_inline.css false high

https://www.facebook.com/tr/ false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/products/mobile-app.svg false high

https://cdn01.jotfor.ms/s/listings/9f7fb269724/static/js/runtime-index.30eb2a94.js false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/templates/pdf.svg false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/constant-contact.svg false high

https://www.jotform.com/API/listings/team/move-jobs/personal false high

https://cdn.jotfor.ms//p/pricing/assets/img/pricing/money-back.svg false high

Name Malicious Antivirus Detection Reputation
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https://www.000webhost.com/static/default.000webhost.com/images/clients/nginx.svg false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/products/smart-pdf-forms.svg false high

https://www.google.com/pagead/1p-user-list/1072355558/?
random=1674668956445&cv=11&fst=1674666000000&bg=ffffff&guid=ON&async=1>m=2wg1n0&u_
w=1280&u_h=1024&frm=0&url=https%3A%2F%2Fwww.jotform.com%2Fmyforms%2F&tiba=My%20
Forms%20%7C%20Jotform&fmt=3&is_vtc=1&random=3483086608&rmt_tld=0&ipr=y

false high

https://connect.facebook.net/en_US/sdk.js?hash=25f8988cdf5585c46313068324a55308 false high

https://cdn.jotfor.ms/css/styles/nova.css?3.3.11664 false high

https://consentcdn.cookiebot.com/sdk/bc-v4.min.html false high

https://www.000webhost.com/static/default.000webhost.com/images/sales/newYear2023/free-
domain.svg

false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/zendesk.svg false high

https://www.000webhost.com/static/default.000webhost.com/images/favicon.ico?v=330 false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/mailchimp.svg false high

https://www.jotform.com/API/t/jfrev false high

https://cdn.jotfor.ms//p/pricing/assets/js/bottom.min.js?v=1674547383 false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/templates/table.svg false high

https://www.facebook.com/tr/?
id=984998484932812&ev=PageView&dl=https%3A%2F%2Fwww.jotform.com%2Fmyforms%2F&rl=
&if=false&ts=1674668958819&sw=1280&sh=1024&v=2.9.94&r=stable&ec=0&o=30&fbp=fb.1.16746
68942818.1960197572&it=1674668957125&coo=false&dpo=LDU&dpoco=1&dpost=1000&rqm=GET

false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/zoho.svg false high

https://connect.facebook.net/signals/config/984998484932812?v=2.9.94&r=stable false high

https://www.000webhost.com/static/default.000webhost.com/images/sales/bf2022/homepage.png
false high

https://cdn.jotfor.ms/fonts/circular/fonts/Circular-Book.woff2 false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/stripe.svg false high

https://www.jotform.com/pricing/?
utm_source=formfooter&utm_medium=banner&utm_term=230085024216242&utm_content=jotform_
logo&utm_campaign=powered_by_jotform_le

false high

https://www.000webhost.com/static/default.000webhost.com/images/sales/newYear2023/customer-
support.svg

false high

https://www.000webhost.com/static/default.000webhost.com/images/zyro/zyro-logo-red.svg false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/templates/store-builder.svg?v=1.0 false high

https://www.google.com/recaptcha/api.js false high

https://accounts.google.com/gsi/status?client_id=172124630376-
qk1qmdfmur2ojaf39e070iqhpt2foaip.apps.googleusercontent.com&as=6HdB517uwXSqyoHMdL7H0
Q

false high

https://fandecks.000webhostapp.com/ false high

https://cdn.jotfor.ms//p/pricing/assets/css/myaccount3.min.css?v=1674547383 false high

https://www.google.com/pagead/1p-user-list/798881193/?
random=1674668956454&cv=11&fst=1674666000000&bg=ffffff&guid=ON&async=1>m=2wg1n0&u_
w=1280&u_h=1024&frm=0&url=https%3A%2F%2Fwww.jotform.com%2Fmyforms%2F&tiba=My%20
Forms%20%7C%20Jotform&fmt=3&is_vtc=1&random=744210242&rmt_tld=0&ipr=y

false high

https://cdn.jotfor.ms//p/pricing/assets/js/top.min.js?v=1674547383 false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/square.svg false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/onedrive.svg false high

https://cdn.jotfor.ms/static/prototype.forms.js false high

https://stats.g.doubleclick.net/j/collect?t=dc&aip=1&_r=3&v=1&_v=j99&tid=UA-1170872-
7&cid=1207526573.1674668902&jid=372593724&gjid=1007306117&_gid=1748730149.1674668920&
_u=6GhACEAjBAAAACAAIk~&z=434061928

false high

https://www.000webhost.com/static/default.000webhost.com/css/main.css?v=330 false high

https://events.jotform.com/action?
actor=guest_a178a09e9304e41f&action=pageview&target=https:%2F%2Fwww.jotform.com%2F&pr
oject=homepage_homepage_2021&ref=https:%2F%2Fwww.jotform.com%2F

false high

https://www.facebook.com/tr/?
id=556497768118655&ev=PageView&dl=https%3A%2F%2Fwww.000webhost.com%2F%3Futm_so
urce%3D000webhostapp%26utm_campaign%3D000_logo%26utm_medium%3Dwebsite%26utm_co
ntent%3Dfooter_img&rl=https%3A%2F%2Fwww.000webhost.com%2F%3Futm_source%3D000web
hostapp%26utm_campaign%3D000_logo%26utm_medium%3Dwebsite%26utm_content%3Dfooter_i
mg%26__cf_chl_tk%3DlLsB9evkKCAlRBVVu_2A_jQvPy8Wy70sKBmto8m3iqA-1674636523-0-
gaNycGzNCSU&if=false&ts=1674668950948&sw=1280&sh=1024&v=2.9.94&r=stable&a=tmgooglet
agmanager&ec=0&o=30&fbp=fb.1.1674668950946.569509945&it=1674668936141&coo=false&rqm=
GET

false high

https://js.jotform.com/WidgetsServer.js?v=1560301643514 false high

https://cdn.000webhost.com/000webhost/logo/footer-powered-by-000webhost-white2.png false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/products/apps.svg false high

https://cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/google-drive.svg false high

Name Malicious Antivirus Detection Reputation
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https://cdn01.jotfor.ms/assets/img/jfHeader/v2/products/enterprise-icon.svg false high

https://cdn.jotfor.ms/fonts/circular/fonts/Circular-Black.woff2 false high

https://www.jotform.com/API/user false high

https://accounts.google.com/gsi/status?client_id=172124630376-
qk1qmdfmur2ojaf39e070iqhpt2foaip.apps.googleusercontent.com&as=wRqzg8tqgwdYJkBy%2F1wp
mA

false high

Name Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

13.224.103.43 static-cdn.hotjar.com United States 16509 AMAZON-02US false

35.186.194.58 rs.fullstory.com United States 15169 GOOGLEUS false

151.101.130.217 browser.sentry-cdn.com United States 54113 FASTLYUS false

147.75.40.150 fullstory.com Switzerland 54825 PACKETUS false

65.9.66.56 d1ni990a184w7d.cloudfro
nt.net

United States 16509 AMAZON-02US false

13.224.103.38 vars.hotjar.com United States 16509 AMAZON-02US false

145.14.145.135 us-east-1.route-
1.000webhost.awex.io

Netherlands 204915 AWEXUS false

54.231.201.88 s3.amazonaws.com United States 16509 AMAZON-02US false

192.0.77.2 i0.wp.com United States 2635 AUTOMATTICUS false

192.0.73.2 www.gravatar.com United States 2635 AUTOMATTICUS false

142.250.153.154 stats.g.doubleclick.net United States 15169 GOOGLEUS false

239.255.255.250 unknown Reserved unknown unknown false

89.187.165.194 omapp.b-cdn.net Czech Republic 60068 CDN77GB false

13.224.103.69 d1lpgznae1530s.cloudfron
t.net

United States 16509 AMAZON-02US false

157.240.253.35 star-
mini.c10r.facebook.com

United States 32934 FACEBOOKUS false

104.17.25.14 cdnjs.cloudflare.com United States 13335 CLOUDFLARENETUS false

104.22.72.81 cdn.jotfor.ms United States 13335 CLOUDFLARENETUS false

13.224.103.125 insights.hotjar.com United States 16509 AMAZON-02US false

13.224.103.124 script.hotjar.com United States 16509 AMAZON-02US false

145.14.144.38 unknown Netherlands 204915 AWEXUS false

157.240.17.15 scontent.xx.fbcdn.net United States 32934 FACEBOOKUS false

World Map of Contacted IPs

Public IPs

Copyright Joe Security LLC 2023 Page 11 of 16



172.217.168.67 www.google.hr United States 15169 GOOGLEUS false

104.23.133.11 js.jotform.com United States 13335 CLOUDFLARENETUS false

34.70.77.24 shots.jotform.com United States 15169 GOOGLEUS false

104.17.163.41 cdn.000webhost.com United States 13335 CLOUDFLARENETUS false

142.250.203.109 accounts.google.com United States 15169 GOOGLEUS false

104.22.73.81 cdn02.jotfor.ms United States 13335 CLOUDFLARENETUS false

34.96.102.137 dev.visualwebsiteoptimize
r.com

United States 15169 GOOGLEUS false

151.101.193.26 polyfill.io United States 54113 FASTLYUS false

142.250.203.100 www.google.com United States 15169 GOOGLEUS false

35.201.118.58 go.lb.jotform.com United States 15169 GOOGLEUS false

172.67.7.107 cdn01.jotfor.ms United States 13335 CLOUDFLARENETUS false

172.217.168.78 plus.l.google.com United States 15169 GOOGLEUS false

35.190.41.132 go.files.jotform.com United States 15169 GOOGLEUS false

35.201.112.186 edge.fullstory.com United States 15169 GOOGLEUS false

104.16.168.82 ws.zoominfo.com United States 13335 CLOUDFLARENETUS false

104.17.10.26 instant.page United States 13335 CLOUDFLARENETUS false

104.23.134.11 www.jotform.com United States 13335 CLOUDFLARENETUS false

34.120.195.249 o61806.ingest.sentry.io United States 15169 GOOGLEUS false

144.2.14.1 pop-
lor1.www.linkedin.com

Netherlands 14413 LINKEDINUS false

144.2.12.1 pop-
lva1.www.linkedin.com

Netherlands 14413 LINKEDINUS false

IP Domain Country Flag ASN ASN Name Malicious

IP

192.168.2.1

127.0.0.1

Joe Sandbox Version: 36.0.0 Rainbow Opal

Analysis ID: 791297

Start date and time: 2023-01-25 09:47:01 +01:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 4m 36s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://fandeccks.000webhostapp.com/1

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 104, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

12

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: MAL

Classification: mal48.phis.win@36/0@63/43

EGA Information: Failed

HDC Information: Failed

Private

General Information
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HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Browse: https://www.jotform.com/pricing?utm_source=formfooter&amp;utm_medium=banner&amp;ut
m_term=230085024216242&amp;utm_content=jotform_logo&amp;utm_campaign=powered_by_jotform_le
Browse: https://www.000webhost.com/?utm_source=000webhostapp&amp;utm_campaign=000_logo&amp
;utm_medium=website&amp;utm_content=footer_img
Browse: https://www.jotform.com/
Browse: https://www.jotform.com/myforms/

Exclude process from analysis (whitelisted): SgrmBroker.exe, svchost.exe
Excluded IPs from analysis (wh itelisted): 142.250.203.99, 34.104.35.123, 172.217.168.10, 172.217.168.42, 172.217.168.74, 142.250.203.106, 216.58.215.234, 142.250.203.104,
80.67.82.9, 80.67.82.50, 142.250.203.98, 142.250.203.110, 204.79.197.200, 13.107.21.200, 104.77.45.22, 216.239.34.36, 216.239.32.36, 80.67.82.240, 80.67.82.235, 173.222.108.216,
173.222.108.232, 173.222.108.192, 80.67.82.195
Excluded domains from analysis (whitelisted): ssl.gstatic.com, clientservices.googleapis.com, region1.google-analytics.com, a1874.dscg1.akamai.net, use-stls.adobe.com.edgesuite.net,
www.googletagmanager.com, bat.bing.com, update.googleapis.com, consent.cookiebot.com-v2.edgekey.net, www.gstatic.com, consentcdn.cookiebot.com-v1.edgekey.net, www.google-
analytics.com, www.bing.com, fonts.googleapis.com, fs.microsoft.com, e3849.dsca.akamaiedge.net, content-autofill.googleapis.com, fonts.gstatic.com, dual-a-0001.a-msedge.net,
ctldl.windowsupdate.com, pagead2.googlesyndication.com, od.linkedin.edgesuite.net, p.typekit.net-stls-v3.edgesuite.net, bat-bing-com.a-0001.a-msedge.net, edgedl.me.gvt1.com,
a1916.dscg2.akamai.net, a1988.dscg1.akamai.net, e110990.dsca.akamaiedge.net
Not all processes where analyzed, report is missing behavior  information
Report size exceeded maximum capacity and may have missing n etwork information.
Report size getting too big, t oo many NtWriteVirtualMemory calls found.

⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No created / dropped files found

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files
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⊘ No static file info

⊘ No network behavior found

• chrome.exe

• chrome.exe

• chrome.exe

Click to jump to process

Target ID: 0

Start time: 09:47:58

Start date: 25/01/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe"   --start-maximized  "about:blank

Imagebase: 0x7ff614650000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

Static File Info

Network Behavior

Statistics

Behavior

System Behavior

Analysis Process: chrome.exe PID: 5364, Parent PID: 4180

General

File Activities
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File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Target ID: 1

Start time: 09:47:59

Start date: 25/01/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-US --service-sandbox-
type=none --mojo-platform-channel-handle=1720 --field-trial-handle=1824,i,4241201564100367056,15141703333151511504,131072 --disable-features
=OptimizationGuideModelDownloading,OptimizationHints,OptimizationTargetPrediction /prefetch:8

Imagebase: 0x7ff614650000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Target ID: 2

Start time: 09:48:00

Start date: 25/01/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" "https://fandeccks.000webhostapp.com/1

Imagebase: 0x7ff614650000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

Registry Activities

Analysis Process: chrome.exe PID: 5872, Parent PID: 5364

General

File Activities

Analysis Process: chrome.exe PID: 3560, Parent PID: 4180

General

Registry Activities
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⊘ No disassembly

Disassembly
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