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Windows Analysis Report

https://form.jotform.com/212098216135047

Overview

General Information Detection Signatures Classification

Sample URL:  http://
https://form.jotform.com/2
12098216135047

No high impact signatures.

Analysis ID: 791302

Infos: &

Score: 0
Range: 0-100
Whitelisted: false
Confidence: 100%

Process Tree

= System is w10x64

. G chrome.exe (PID: 4920 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized "about:blank MD5: OFEC2748F363150DC54C1CAFFB1A9408)
. @ chrome.exe (PID: 1796 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-GB --

service-sandbox-type=none --mojo-platform-channel-handle=1832 --field-trial-handle=1712,i,18036845450282959584,89286 75232503056543,131072 --disable-features
=OptimizationGuideModelDownloading,OptimizationHints,OptimizationTargetPrediction /prefetch:8 MD5: 0FEC2748F363150DC54C1CAFFB1A9408)
. @ chrome.exe (PID: 6280 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" "https://form.jotform.com/212098216135047 MD5:
OFEC2748F363150DC54C1CAFFB1A9408)
= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

@ No yara matches

Sigma Signatures

@ No Sigma rule has matched
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Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

There are no malicious signatures, click here to show all signatures

Mitre Att&ck Matrix
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Behavior Graph

ID: 791302

URL: https:/form.jotform.com/21...
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@ aboutblank X % BenefitForm

C & formjotform.com/212098216135047 e & O & (updete 1)
J AN )

Can't update Chrome

Chrome couldn't update to the latest version, so
you're missing out on new features and security

fixes.

Benefit Form

10:05 AM
s

O Type here to search

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
hitp:// https://form.jotform.com/212098216135047 0% Virustotal Browse
hitp:/f https://form.jotform.com/212098216135047 0% Avira URL Cloud safe

Dropped Files

@ No Antivirus matches

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches

URLs

@ No Antivirus matches
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https://www.virustotal.com/gui/url/1d0795a951e0d7d600dc8474a7d4e08a5497834473d1c599ee3ab990413e39eb/detection/u-1d0795a951e0d7d600dc8474a7d4e08a5497834473d1c599ee3ab990413e39eb-1674626779

Domains and IPs

Contacted Domains
Name
pop-lort.www.linkedin.com
cdn01.jotfor.ms
browser.sentry-cdn.com
cdn.jotfor.ms
stats.g.doubleclick.net
js.jotform.com
scontent.xx.focdn.net
s3.amazonaws.com
go.lb.jotform.com
script.hotjar.com
cdnjs.cloudflare.com
www.google.hr
www.google.com
api.jotform.com
polyfill.io
cdn02.jotfor.ms
static-cdn.hotjar.com
star-mini.c10r.facebook.com
accounts.google.com
plus.l.google.com
www.gravatar.com
fullstory.com
edge.fullstory.com
i0.wp.com
www.jotform.com
go.files.jotform.com
insights.hotjar.com
vars.hotjar.com
rs.fullstory.com

googleads.g.doubleclick.net

d1ni990a184w7d.cloudfront.net

cdn03.jotfor.ms
clients.l.google.com
events.jotform.com
cms.jotform.com
form.jotform.com
clients2.google.com
static.hotjar.com
cdn.linkedin.oribi.io
consentcdn.cookiebot.com
www.facebook.com
use.typekit.net
consent.cookiebot.com
www.linkedin.com
connect.facebook.net
px.ads.linkedin.com
p.typekit.net
snap.licdn.com
files.jotform.com

apis.google.com

Contacted URLs

Name

IP

144.2.14.1
104.22.72.81
151.101.2.217
104.22.72.81
142.250.153.157
104.23.133.11
157.240.17.15
52.216.48.8
35.201.118.58
13.224.103.124
104.17.24.14
172.217.168.67
142.250.203.100
104.23.133.11
151.101.65.26
104.22.72.81
13.224.103.96
157.240.253.35
142.250.203.109
172.217.168.78
192.0.73.2
147.75.40.150
35.201.112.186
192.0.77.2
104.23.133.11
35.190.41.132
13.224.103.125
13.224.103.28
35.186.194.58
172.217.168.2
13.227.153.59
104.22.72.81
216.58.215.238
104.23.134.11
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown
unknown

unknown

http://https:/cdn01.jotfor. ms/assets/img/jfHeader/v2/integrations/engagebay.svg
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Name Malicious Antivirus Detection Reputation

http://https:/cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/icontact.svg false high
http://https://cdn.linkedin.oribi.io/partner/456249/domain/jotform.com/token false high
http:ifhttps://www.google.com/pagead/1p-user-list/1072355558/? false high

random=1674637559574&cv=11&fst=1674637200000&bg=ffffff&guid=ON&async=1>m=2wg1n0&u_
w=1280&u_h=1024&frm=08&url=https%3A%2F%2Fwww.jotform.com%2F %3Futm_source%3Dformf
ooter%26utm_medium%3Dbanner%26utm_term%3D212098216135047%26utm_content%3Djotform
_logo%26utm_campaign%3Dpowered_by_jotform_le&tiba=Free%200nline%20Form%20Builder%20
%26%20Form%20Creator%20%7C%20Jotform&fmt=3&is_vic=1&random=2019681976&rmt_tld=0&
ipr=y

http://https://www.google.com/pagead/1p-user-list/1072355558/? false high
random=16746375478588&cv=118&fst=1674637200000&bg=ffffff&guid=ON&async=1>m=2wg1n0&u_
w=12808&u_h=1024&frm=0&url=https%3A%2F%2Fwww.jotform.com%2F %3Futm_source%3Dformf
ooter%26utm_medium%3Dbanner%26utm_term%3D212098216135047%26utm_content%3Djotform
_button%26utm_campaign%3Dpowered_by_jotform_le&tiba=Free%200nline%20Form%20Builder%
20%26%20Form%20Creator%20%7C%20Jotform&fmt=3&is_vtc=1&random=911893113&rmt_tld=0

&ipr=y

http://https:/cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/pipedrive.svg false high
http://https:/cdn01.jotfor. ms/assets/img/jfHeader/v2/integrations/box.svg false high
http://https://cdn.jotfor.ms/fonts/?family=Bungee false high
http://https:/googleads.g.doubleclick.net/pagead/landing? false high

gcs=G111&gcd=G100&rnd=1145008512.1674637576&url=https %3A%2F %2Fwww.jotform.com%2F
>m=2wg1n0TDFT5J&auid=1369310389.1674637548

http://https:/cdn01.jotfor. ms/assets/img/jfHeader/v2/integrations/keap.svg false high
http://https:/cdn01.jotfor. ms/assets/img/jfHeader/v2/products/approvals.svg false high
http://https:/cdn01.jotfor. ms/assets/img/jfHeader/v2/products/pdf-editor.svg false high
http://https://accounts.google.com/gsi/style false high
http://https:/cdn01.jotfor. ms/assets/img/jfHeader/v2/integrations/active-campaign.svg false high
http://https://cdn.jotfor. ms/assets/img/favicons/favicon-2021-light.ico false high
http://https://cdn.jotfor.ms/fonts/inter/fonts/Inter-LightBETA.woff2 false high
http://https://apis.google.com/_/scs/abc- false high

static/_/js/k=gapi.lb.en.AMZ270QJoUl.O/m=client/rt=j/sv=1/d=1/ed=1/rs=AHpO009dsXwz290gTMdQ
FEKa7ZoVvtQf4g/cb=gapi.loaded_07?le=scs

http://https:/cdn02.jotfor.ms/js/vendor/jquery-1.8.0.min.js?v=3.3.36690 false high
http://https:/cdn01.jotfor.ms/js/vendor/jotform.signaturepad.js?3.3.36690 false high
http://https://accounts.google.com/gsi/client false high
http://https://form.jotform.com/212098216135047 false high
http://https:/cdn01.jotfor.ms/assets/img/jfHeader/v2/products/inbox.svg false high
http://https://cdn.jotfor.ms/assets/img/favicons/favicon-2021.svg false high
http://https://cdn.jotfor.ms/fonts/circular/fonts/Circular-Bold.woff2 false high
http://https:/cdn01.jotfor. ms/assets/img/jfHeader/v2/integrations/paypal.svg false high
http://https:/cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/aweber.svg false high
http://https:/cdn01.jotfor.ms/assets/img/jfHeader/v2/products/sign.svg false high
http://https://cdn.jotfor.ms/fonts/inter/fonts/Inter-Regular.woff2 false high
http://https:/connect.facebook.net/en_US/sdk.js false high
http://https://apis.google.com/js/api:client.js false high
http://https:/cdn02.jotfor.ms/css/styles/payment/payment_styles.css?3.3.36690 false high
http://https:/cdn03.jotfor.ms/css/styles/payment/payment_feature.css?3.3.36690 false high
http://https://www.google.hr/ads/ga-audiences?t=sr&aip=18&_r=4&slf_rd=18&v=18& v=j99&tid=UA- false high
1170872-

7&cid=1185282682.16746375408&id=1853099103& u=6GhACEA]BAAAACAAIk~&z=703921855

http://https:/connect.facebook.net/en_US/fbevents.js false high
http://https:/cdn01.jotfor. ms/assets/img/jfHeader/v2/templates/app.svg false high
http://https:/cdn01.jotfor.ms/themes/CSS/5e6b428acc8c4e222d1beb91.css? false high

themeRevisionID=5f7ed99c2c2c7240ba580251

http://https://www.google.com/pagead/1p-user-list/1072355558/? false high
random=1674637576284&cv=11&fst=1674637200000&bg=ffffff&guid=ON&async=1>m=2wg1n0&u__
w=12808&u_h=1024&frm=08&url=https%3A%2F%2Fwww.jotform.com%2F%3Futm_source%3Dformf
ooter%26utm_medium%3Dbanner%26utm_term%3D212098216135047%26utm_content%3Djotform
_button%26utm_campaign%3Dpowered_by_jotform_le&tiba=Free%200nline%20Form%20Builder%
20%26%20Form%20Creator%20%7C%20Jotform&fmt=3&is_vtc=1&random=2685069636&rmt_tld=

0&ipr=y
http:ifhttps://cdn.jotfor.ms/assets/js/actions.js false high
http:ifhttps://clients2.google.com/service/update2/crx? false high

os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
648&prod=chromecrx&prodchannel=&prodversion=104.0.5112.81&lang=en-
GB&acceptformat=crx3&x=id%3Dnmmhkkegccagdidgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

http:ifhttps://cdn.jotfor.ms/uploads/frollins26/form_files/pfc_610363c22ed58_BENEFIT_fORM.pdf false high

Copyright Joe Security LLC 2023 Page 8 of 15



Name Malicious Antivirus Detection Reputation

http:ifhttps://accounts.google.com/gsi/status?client_id=172124630376- false high
gk1gmdfmur2ojaf39e070ighpt2foaip.apps.googleusercontent.com&as=KsbQTdHX8hIVNPEAAIZo8Q

http:/fhttps://www.google.com/pagead/landing? false high
gcs=G111&gcu=1&gcd=G100&rnd=843949881.16746375408&url=https%3A%2F%2Fwww.jotform.co
m%2F>m=2wg1n0TDFT5J&auid=1369310389.1674637548

http://https:/cdn01.jotfor. ms/assets/img/jfHeader/v2/products/store-builder.svg?v=1.0 false high
http://https://accounts.google.com/gsi/status?client_id=172124630376- false high
gk1gmdfmur2ojaf39e070ighpt2foaip.apps.googleusercontent.com&as=Fs1AP4cRUIJwxS4xVC9y2A

http://https:/cdn01.jotfor. ms/assets/img/jfHeader/v2/integrations/galleria.png false high
http://https://www.google.hr/pagead/1p-user-list/1072355558/? false high

random=16746375595748&cv=118&fst=1674637200000&bg=ffffff&guid=ON&async=1>m=2wg1n0&u_
w=1280&u_h=1024&frm=0&url=https%3A%2F%2Fwww.jotform.com%2F%3Futm_source%3Dformf
ooter%26utm_medium%3Dbanner%26utm_term%3D212098216135047%26utm_content%3Djotform
_logo%26utm_campaign%3Dpowered_by_jotform_le&tiba=Free%200nline%20Form%20Builder%20
%26%20Form%20Creator%20%7C%20Jotform&fmt=3&is_vtc=1&random=2019681976&rmt_tld=1&

ipr=y

http://https:/cdn01.jotfor. ms/assets/img/jfHeader/v2/products/enterprise.svg false high
http://https://www.google.com/ads/ga-audiences?t=sr&aip=18&_r=48&slf_rd=1&v=1&_v=j99&tid=UA-  false high
1170872-

78&cid=1185282682.16746375408jid=1853099103&_u=6GhACEA]BAAAACAAIk~&z=703921855

http://https://www.google.hr/pagead/1p-user-list/1072355558/? false high
random=1674637576284&cv=118&fst=1674637200000&bg-=ffffff&guid=ON&async=1>m=2wg1n0&u_
w=12808&u_h=1024&frm=08&url=https%3A%2F%2Fwww.jotform.com%2F%3Futm_source%3Dformf
ooter%26utm_medium%3Dbanner%26utm_term%3D212098216135047%26utm_content%3Djotform
_button%26utm_campaign%3Dpowered_by_jotform_le&tiba=Free%200nline%20Form%20Builder%
20%26%20Form%20Creator%20%7C%20Jotform&fmt=3&is_vtc=1&random=2685069636&rmt_tld=

1&ipr=y

http://https://www.google.com/pagead/1p-user-list/798881193/? false high
random=1674637576291&cv=11&fst=1674637200000&bg=ffffff&guid=ON&async=1>m=2wg1n0&u_
w=12808&u_h=1024&frm=08&url=https%3A%2F%2Fwww.jotform.com%2F%3Futm_source%3Dformf
ooter%26utm_medium%3Dbanner%26utm_term%3D212098216135047%26utm_content%3Djotform
_button%26utm_campaign%3Dpowered_by_jotform_le&tiba=Free%200nline%20Form%20Builder%
20%26%20Form%20Creator%20%7C%20Jotform&fmt=3&is_vtc=1&random=283207255&rmt_tld=0

&ipr=y

http://https://cdn.jotfor.ms/js/pdfjs/pdf.min.js false high
http://https:/cdn01.jotfor.ms/assets/img/jfHeader/v2/templates/form.svg false high
http://https://www.linkedin.com/px/li_sync? false high

redirect=https%3A%2F%2Fpx.ads.linkedin.com%2Fcollect%3Fv%3D2%26fmt%3Djs%26pid%3D45
6249%26time%3D1674637548301%26url%3Dhttps%253A%252F %252Fwww.jotform.com%252F %2
53Futm_source%253Dformfooter%2526utm_medium%253Dbanner%2526utm_term%253D2120982
16135047%2526utm_content%253Djotform_button%2526utm_campaign%253Dpowered_by_jotform
_le%261iSync%3Dtrue

http://https:/cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/google-sheets.svg false high
http://https:/cdn01.jotfor. ms/assets/img/jfHeader/v2/integrations/google-contacts.svg false high
http://https://cdn.jotfor.ms/fonts/inter/fonts/Inter-SemiBold.woff2 false high
http://https://cdn.jotfor.ms/p/homepage/homepage_2021/assets/img-min/line-sprite-6.png false high
http://https:/cdn01.jotfor. ms/assets/img/jfHeader/v2/integrations/mad-mimi.png false high
http://https:/cdn01.jotfor. ms/assets/img/jfHeader/v2/templates/card-form.svg false high
http://https:/cdn01.jotfor.ms/assets/img/ifHeader/v2/templates/sign.svg false high
http://https:/stats.g.doubleclick.net/j/collect?t=dc&aip=1&_r=3&v=18& v=j99&tid=UA-1170872- false high

7&cid=1185282682.16746375408&jid=1853099103&0jid=2977438398& _gid=349534628.1674637548&_
u=6GhACEA]BAAAACAAIk~&z=1730541105

http://https://form.jotform.com/212098216135047 false high
http://https:/cdn01.jotfor. ms/assets/img/jfHeader/v2/products/form-builder.svg false high
http://https://www.jotform.com/APl/user/combinedinfo?loc=1&campaign=1 false high
http://https://www.jotform.com/? false high

utm_source=formfooter&utm_medium=banner&utm_term=212098216135047&utm_content=jotform_
logo&utm_campaign=powered_by_jotform_le

http://https:/cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/hubspot.svg false high
http:ifhttps://www.jotform.com/js/msal/msal-browser.js false high
http:ifhttps://cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/ftp.png false high
http:ifhttps://events.jotform.com/action? false high

actor=guest_daabb2167be0213a&action=open&target=google&project=LoginFlowCommonHeader&r
ef=https:%2F%2Fwww.jotform.com%2F%3Futm_source%3Dformfooter%26utm_medium%3Dbanne
r%26utm_term%3D212098216135047%26utm_content%3Djotform_logo%26utm_campaign%3Dpow
ered_by_jotform_le

http:ifhttps://www.facebook.com/tr/ false high
http://https:/cdn01.jotfor.ms/assets/img/jfHeader/v2/products/mobile-app.svg false high
http://https:/cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/apple-pay-google-pay.svg false high
http:ifhttps://cdn.jotfor.ms/common-header/assets/4.css ?ver=67877¢179063e00d5790 false high
http://https:/cdn01.jotfor.ms/assets/img/jfHeader/v2/templates/pdf.svg false high
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Name

http://https:/cdn01.jotfor. ms/assets/img/jfHeader/v2/integrations/constant-contact.svg

http:ifhttps://accounts.google.com/gsi/status?client_id=172124630376-
gk1gmdfmur2ojaf39e070ighpt2foaip.apps.googleusercontent.com&as=Y4laBnSX2yPSQNvXjJusTw

http://https:/cdn01.jotfor. ms/assets/img/jfHeader/v2/integrations/google-calendar.svg

http://https://px.ads.linkedin.com/collect?

v=2&fmt=js&pid=456249&time=1674637560057 &url=https%3A%2F %2Fwww.jotform.com%2F%3Fu
tm_source%3Dformfooter%26utm_medium%3Dbanner%26utm_term%3D212098216135047%26utm
_content%3Djotform_logo%26utm_campaign%3Dpowered_by_jotform_le

http://https:/cdn01.jotfor. ms/assets/img/jfHeader/v2/integrations/zoom.svg

http://https:/googleads.g.doubleclick.net/pagead/landing?
gcs=G111&gcd=G100&rnd=346843685.1674637560&url=https%3A%2F %2Fwww.jotform.com%2F>
m=2wg1n0TDFT5J&auid=1369310389.1674637548

http://https:/cdn01.jotfor. ms/assets/img/jfHeader/v2/products/smart-pdf-forms.svg
http://https://connect.facebook.net/en_US/sdk.js ?hash=25f8988cdf5585¢46313068324a55308
http://https:/consentcdn.cookiebot.com/sdk/bc-v4.min.html

http://https://px.ads.linkedin.com/collect?
v=2&fmt=js&pid=456249&time=1674637548301&url=https%3A%2F %2Fwww.jotform.com%2F%3Fu
tm_source%3Dformfooter%26utm_medium%3Dbanner%26utm_term%3D212098216135047%26utm
_content%3Djotform_button%26utm_campaign%3Dpowered_by_jotform_le&liSync=true

http://https://www.google.hr/pagead/1p-user-list/798881193/?
random=16746375595808&cv=118&fst=1674637200000&bg=ffffff&guid=ON&async=1>m=2wg1n0&u_
w=12808&u_h=1024&frm=08&url=https%3A%2F%2Fwww.jotform.com%2F%3Futm_source%3Dformf
ooter%26utm_medium%3Dbanner%26utm_term%3D212098216135047%26utm_content%3Djotform
_logo%26utm_campaign%3Dpowered_by_jotform_le&tiba=Free%200nline%20Form%20Builder%20
%26%20Form%20Creator%20%7C%20Jotform&fmt=3&is_vtc=1&random=2251312007&rmt_tld=1&
ipr=y

http://https:/cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/zendesk.svg

http://https:/cdn01.jotfor. ms/assets/img/jfHeader/v2/integrations/paysafe.svg

http://https://www.facebook.com/tr/?
id=984998484932812&ev=PageView&dl=https%3A%2F%2Fwww.jotform.com%2F%3Futm_source
%3Dformfooter%26utm_medium%3Dbanner%26utm_term%3D212098216135047%26utm_content%
3Djotform_button%26utm_campaign%3Dpowered_by_jotform_le&rl=&if=false&ts=1674637577075&
sw=12808&sh=10248&v=2.9.94&r=stable&ec=0&0=30&fbp=fb.1.1674637561179.1308954560&it=167
4637576758&coo=false&dpo=LDU&dpoco=18&dpost=1000&rgm=GET

http://https:/cdn01.jotfor. ms/assets/img/jfHeader/v2/integrations/authorize-net-v2.svg
http://https:/cdn01.jotfor.ms/assets/img/jfHeader/v2/products/report-builder.svg

http://https://events.jotform.com/action?
actor=guest_daabb2167be0213a&action=open&target=google&project=LoginFlowCommonHeader&r
ef=https:%2F%2Fwww.jotform.com%2F%3Futm_source%3Dformfooter%26utm_medium%3Dbanne
r%26utm_term%3D212098216135047%26utm_content%3Djotform_button%26utm_campaign%3Dp
owered_by_jotform_le

http://https://cdn.jotfor.ms//js/vendor/smoothscroll.min.js?v=3.3.36690
http://https:/cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/mailchimp.svg

http://https:/accounts.google.com/gsi/status?client_id=172124630376-
gk1gmdfmur2ojaf39e070ighpt2foaip.apps.googleusercontent.com&as=PpOawkbAT16DFwK991b4 1
w

http://https://www.google.hr/pagead/1p-user-list/798881193/?
random=1674637547862&cv=118&fst=1674637200000&bg=ffffff&guid=ON&async=1>m=2wg1n0&u_
w=12808&u_h=1024&frm=08&url=https%3A%2F%2Fwww.jotform.com%2F%3Futm_source%3Dformf
ooter%26utm_medium%3Dbanner%26utm_term%3D212098216135047%26utm_content%3Djotform
_button%26utm_campaign%3Dpowered_by_jotform_le&tiba=Free%200nline%20Form%20Builder%
20%26%20Form%20Creator%20%7C%20Jotform&fmt=3&is_vtc=1&random=877667989&rmt_tld=1
&ipr=y

http://https://events.jotform.com/action?
actor=guest_daabb2167be0213a&action=pageview&target=https:%2F%2Fwww.jotform.com%2F %3
Futm_source%3Dformfooter%26utm_medium%3Dbanner%26utm_term%3D212098216135047%26u
tm_content%3Djotform_logo%26utm_campaign%3Dpowered_by_jotform_le&project=homepage_ho
mepage_2021&ref=https:%2F%2Fwww.jotform.com%2F%3Futm_source%3Dformfooter%26utm_m
edium%3Dbanner%26utm_term%3D212098216135047%26utm_content%3Djotform_logo%26utm_c
ampaign%3Dpowered_by_jotform_le

http://https://cdn.jotfor.ms/fonts/inter/fonts/Inter-Medium.woff2
http:ifhttps://cdn01.jotfor.ms/assets/img/ifHeader/v2/templates/table.svg
http:ifhttps://cdn01.jotfor.ms/assets/img/jfHeader/v2/integrations/zoho.svg

http:ifhttps://cdn02.jotfor.ms/static/prototype.forms.js?3.3.36690

World Map of Contacted IPs
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[] No. of IPs < 25%

B 25% < No. of IPs < 50%

Public IPs
P
216.58.215.238
35.186.194.58
147.75.40.150
13.224.103.38
13.224.103.71
13.227.153.59

192.0.77.2
172.217.168.2

192.0.73.2
239.255.255.250
142.250.153.157
151.101.129.26
157.240.253.35

104.17.25.14
104.22.72.81
13.224.103.124
52.216.214.136
157.240.17.15
172.217.168.67
104.23.133.11
142.250.203.109
142.250.203.100
13.224.103.96
35.201.118.58
172.67.7.107
35.190.41.132
172.217.168.78
35.201.112.186
151.101.2.217
104.23.134.11

Bl 50% < No. of IPs < 75%
B 75% <No. of IPs

Domain
clients.l.google.com
rs.fullstory.com
fullstory.com
unknown

unknown

d1ni990a184w7d.cloudfro
nt.net

i0.wp.com

googleads.g.doubleclick.n
et

www.gravatar.com
unknown
stats.g.doubleclick.net
unknown

star-
mini.c10r.facebook.com

unknown
cdn01.jotfor.ms
script.hotjar.com
unknown
scontent.xx.fbcdn.net
www.google.hr
js.jotform.com
accounts.google.com
www.google.com
static-cdn.hotjar.com
go.lb.jotform.com
unknown
go.files.jotform.com
plus.l.google.com
edge.fullstory.com
browser.sentry-cdn.com

events.jotform.com
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Country

United States
United States
Switzerland

United States
United States

United States

United States

United States

United States
Reserved

United States
United States

United States

United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States
United States

United States

Flag

T < I

I

I

I

[

I

IR IR WO OIR ORI IR IROR R OIRIRIR

I

ASN

15169
15169
54825
16509
16509
16509

2635
15169

2635
unknown
15169
54113
32934

13335
13335
16509
16509
32934
15169
13335
15169
15169
16509
15169
13335
15169
15169
15169
54113
13335

ASN Name
GOOGLEUS
GOOGLEUS
PACKETUS
AMAZON-02US
AMAZON-02US
AMAZON-02US

AUTOMATTICUS
GOOGLEUS

AUTOMATTICUS
unknown
GOOGLEUS
FASTLYUS
FACEBOOKUS

CLOUDFLARENETUS
CLOUDFLARENETUS
AMAZON-02US
AMAZON-02US
FACEBOOKUS
GOOGLEUS
CLOUDFLARENETUS
GOOGLEUS
GOOGLEUS
AMAZON-02US
GOOGLEUS
CLOUDFLARENETUS
GOOGLEUS
GOOGLEUS
GOOGLEUS
FASTLYUS
CLOUDFLARENETUS

Malicious
false
false
false
false
false

false

false

false

false
false
false
false

false

false
false
false
false
false
false
false
false
false
false
false
false
false
false
false
false

false
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P Domain

144.2.141 pop-

Country Flag

Netherlands

lor1.www.linkedin.com

Private

IP
192.168.2.1
127.0.0.1

General Information

Joe Sandbox Version:
Analysis ID:

Start date and time:

36.0.0 Rainbow Opal
791302
2023-01-25 10:04:00 +01:00

Joe Sandbox Product: CloudBasic
Overall analysis duration: Oh 4m 44s
Hypervisor based Inspection enabled: false
Report type: light

Cookbook file name:

browseurl.jbs

ASN

14413

ASN Name

LINKEDINUS

Malicious

false

Sample URL: http://https://form.jotform.com/212098216135047
Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 104, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 5
analysed:

Number of new started drivers analysed:
Number of existing processes analysed:

Number of existing drivers analysed:

o o o o

Number of injected processes analysed:

Technologies: « HCA enabled
« EGA enabled
« HDC enabled
« AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean0.win@32/0@77/33
EGA Information: Failed

HDC Information: Failed

HCA Information: « Successful, ratio: 100%

« Number of executed functions: 0
« Number of non-executed functions: 0

Cookbook Comments: Browse: https://www.jotform.com/?utm_source=formfooter&amp;utm_medium=banner&amp;utm_term=
212098216135047&amp;utm_content=jotform_logo&amp;utm_campaign=powered_by_jotform_le
Browse: https://www.jotform.com/?utm_source=formfooter&amp;utm_medium=banner&amp;utm_term=
212098216135047&amp;utm_content=jotform_button&amp;utm_campaign=powered_by_jotform_le
Browse: https://www.jotform.com/?utm_source=formfooter&amp;utm_medium=banner&amp;utm_term=
212098216135047&amp;utm_content=jotform_logo&amp;utm_campaign=powered_by_jotform_le
Browse: https://www.jotform.com/?utm_source=formfooter&amp;utm_medium=banner&amp;utm_term=
212098216135047&amp;utm_content=jotform_button&amp;utm_campaign=powered_by_jotform_le

.

.

.

.

Warnings

Exclude process from analysis (whitelisted): MpCmdRun.exe, conhost.exe

Excluded IPs from analysis (whitelisted): 142.250.203.99, 34.104.35.123, 142.250.203.106, 172.217.168.10, 172.217.168.42, 172.217.168.74, 142.250.203.110, 216.239.32.178,
216.239.38.178, 216.239.36.178, 216.239.34.178, 173.222.108.192, 80.67.82.195, 173.222.108.232, 173.222.108.216, 142.250.203.104, 172.217.168.66, 204.79.197.200,
13.107.21.200, 80.67.82.9, 80.67.82.50, 104.77.45.22, 216.239.34.36, 216.239.32.36, 80.67.82.235, 80.67.82.240

Excluded domains from analysis (whitelisted): ssl.gstatic.com, e3849.dsca.akamaiedge.net, content-autofill.googleapis.com, dual-a-0001.a-msedge.net, www-alv.google-analytics.com, ¢
tldl.windowsupdate.com, clientservices.googleapis.com, pagead2.googlesyndication.com, od.linkedin.edgesuite.net, a1874.dscg1.akamai.net, region1.google-analytics.com, p.typekit.net-
stls-v3.edgesuite.net, bat-bing-com.a-0001.a-msedge.net, edgedl.me.gvt1.com, use-stls.adobe.com.edgesuite.net, www.googletagmanager.com, bat.bing.com, update.googleapis.com,
consent.cookiebot.com-v2.edgekey.net, a1916.dscg2.akamai.net, a1988.dscg1.akamai.net, consentcdn.cookiebot.com-v1.edgekey.net, www.google-analytics.com, el
10990.dsca.akamaiedge.net

Not all processes where analyzed, report is missing behavior information

Report size exceeded maximum capacity and may have missing n etwork information.

Report size getting too big, t oo many NtWriteVirtualMemory calls found.
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Simulations

Behavior and APIs

@ No simulations

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

@ No created / dropped files found

Static File Info

@ No static file info

Network Behavior

@ No network behavior found

Statistics

Behavior
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@ chrome.exe
@ chrome.exe
@ chrome.exe

Click to jump to process

System Behavior

Analysis Process: chrome.exe PID: 4920, Parent PID: 4988

General

Target ID: 0

Start time: 10:04:54

Start date: 25/01/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

Commandline:

false

C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized "about:blank

Imagebase: 0x7{f683680000

File size: 2851656 bytes

MD5 hash: OFEC2748F363150DC54C1CAFFB1A9408
Has elevated privileges: true

Has administrator true

privileges:
Programmed in:

Reputation:

File Activities

C, C++ or other language

low

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion Count Source Address Symbol
File Path Completion Count Source Address Symbol
Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Registry Activities

Analysis Process: chrome.exe PID: 1796, Parent PID: 4920

General

Target ID: 1

Start time: 10:04:55

Start date: 25/01/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit):

false

Copyright Joe Security LLC 2023
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Commandline:

"C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-GB --service-sandbox-
type=none --mojo-platform-channel-handle=1832 --field-trial-handle=1712,i,18036845450282959584,8928675232503056543,131072 --disable-features
=OptimizationGuideModelDownloading,OptimizationHints,OptimizationTargetPrediction /prefetch:8

Imagebase: 0x7ff683680000

File size: 2851656 bytes

MD5 hash: OFEC2748F363150DC54C1CAFFB1A9408
Has elevated privileges: true

Has administrator true

privileges:
Programmed in:

Reputation:

File Activities

C, C++ or other language

low

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Analysis Process: chrome.exe PID: 6280, Parent PID: 4988

General

Target ID: 2

Start time: 10:04:56

Start date: 25/01/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" "https:/form.jotform.com/212098216 135047

Imagebase: 0x7ff683680000

File size: 2851656 bytes

MD5 hash: OFEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: low

Registry Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

Key Path Name Type Old Data New Data Completion Count Source Symbol
Yy YP! B Address Y

Disassembly

@ No disassembly

Copyright Joe Security LLC 2023
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