
ID: 800696
Cookbook: browseurl.jbs
Time: 18:20:28
Date: 07/02/2023
Version: 36.0.0 Rainbow Opal



2
3
3
3
3
3
3
3
3
3
3
4
4
4
4
5
5
6
6
6
6
6
6
7
7
7
9
9
9
9

10
10
10
10
10
10
10
11
11
11
11
11
11
11
13
14
14
16
16
16
16
16
16
17
17
17
17
17
17
17
18
18
18

18

Table of Contents

Table of Contents
Windows Analysis Report https://www.canva.com

Overview
General Information
Detection
Signatures
Classification

Process Tree
Malware Configuration
Yara Signatures
Sigma Signatures
Snort Signatures
Joe Sandbox Signatures
Mitre Att&ck Matrix
Behavior Graph
Screenshots

Thumbnails
Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs

Domains and IPs
Contacted Domains
Contacted URLs
World Map of Contacted IPs

Public IPs
Private

General Information
Warnings

Simulations
Behavior and APIs

Joe Sandbox View / Context
IPs
Domains
ASNs
JA3 Fingerprints
Dropped Files

Created / dropped Files
Static File Info
Network Behavior

Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTP Request Dependency Graph

Statistics
Behavior

System Behavior
Analysis Process: chrome.exePID: 5156, Parent PID: 2508

General
File Activities
Registry Activities

Analysis Process: chrome.exePID: 4904, Parent PID: 5156
General
File Activities

Analysis Process: chrome.exePID: 5692, Parent PID: 2508
General
Registry Activities

Analysis Process: chrome.exePID: 1592, Parent PID: 5156
General

Disassembly

Copyright Joe Security LLC 2023 Page 2 of 18



Windows Analysis Report 
https://www.canva.com

Overview

General Information
Sample URL:

https://www.canva.com

Analysis ID: 800696

Infos:

Detection

Score: 0

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

No high impact signatures.

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 5156 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized "about:blank MD5: 0FEC2748F363150DC54C1CAFFB1A9408)
chrome.exe (PID: 4904 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-US --

service-sandbox-type=none --mojo-platform-channel-handle=1636 --field-trial-handle=1772,i,10089015272738415623,17700598493285716523,131072 --disable-feature
s=OptimizationGuideModelDownloading,OptimizationHints,OptimizationTargetPrediction /prefetch:8 MD5: 0FEC2748F363150DC54C1CAFFB1A9408)

chrome.exe (PID: 1592 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=audio.mojom.AudioService --lang=en-US --
service-sandbox-type=audio --mojo-platform-channel-handle=6180 --field-trial-handle=1772,i,10089015272738415623,17700598493285716523,131072 --disable-features=O
ptimizationGuideModelDownloading,OptimizationHints,OptimizationTargetPrediction /prefetch:8 MD5: 0FEC2748F363150DC54C1CAFFB1A9408)
chrome.exe (PID: 5692 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" "https://www.canva.com MD5: 0FEC2748F363150DC54C1CAFFB1A9408)

cleanup

⊘ No configs have been found

⊘ No yara matches

⊘ No Sigma rule has matched

Process Tree

Malware Configuration

Yara Signatures

Sigma Signatures
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There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

⊘ No Snort rule has matched
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Behavior Graph
ID: 800696

URL: https://www.canva.com

Startdate: 07/02/2023

Architecture: WINDOWS

Score: 0

static.canva.com content-management-files.canva.com

chrome.exe

15 1

        started       

chrome.exe

        started       

192.168.2.1

unknown

unknown

239.255.255.250

unknown

Reserved

chrome.exe

        started       

chrome.exe

        started       

clients.l.google.com

142.250.180.174, 443, 49698, 49700

GOOGLEUS

United States

www.google.com

142.250.184.100, 443, 49715, 49786

GOOGLEUS

United States

14 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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Source Detection Scanner Label Link

https://www.canva.com 0% Virustotal Browse

https://www.canva.com 0% Avira URL Cloud safe

⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

Source Detection Scanner Label Link

https://static.cloudflareinsights.com/beacon.min.js/vaafb692b2aea4879b33c060e79fe946216663173699
93

0% URL Reputation safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2023 Page 6 of 18

https://www.virustotal.com/gui/url/ee76fbba779289eb77a3c0b752cd1001a89602ced7ccb52407990528087bc43d/detection/u-ee76fbba779289eb77a3c0b752cd1001a89602ced7ccb52407990528087bc43d-1675787816


https://www.google.co.uk/ads/ga-audiences?t=sr&aip=1&_r=4&slf_rd=1&v=1&_v=j99&tid=UA-
37190734-
9&cid=1615252243.1675822951&jid=2044558087&_u=YCDAgEABAAAAAEgFK~&z=498658461

0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

star-mini.c10r.facebook.com 157.240.253.35 true false high

content-management-files.canva.com 104.17.114.17 true false high

scontent.xx.fbcdn.net 157.240.17.15 true false high

static.cloudflareinsights.com 104.16.56.101 true false unknown

accounts.google.com 216.58.209.45 true false high

o13855.ingest.sentry.io 34.120.195.249 true false high

static.canva.com 104.17.114.17 true false high

www.google.co.uk 142.251.209.3 true false unknown

www.google.com 142.250.184.100 true false high

clients.l.google.com 142.250.180.174 true false high

www.canva.com 104.17.114.17 true false high

stats.g.doubleclick.net 142.251.31.157 true false high

www.facebook.com unknown unknown false high

sdk.iad-01.braze.com unknown unknown false high

connect.facebook.net unknown unknown false high

clients2.google.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://www.canva.com/_ajax/consent/check false high

https://connect.facebook.net/signals/plugins/identity.js?v=2.9.95 false high

https://accounts.google.com/gsi/status?client_id=779010036194-
lf6spugv22vvj41pqjdj4d8k2tq7o5fd.apps.googleusercontent.com&as=bCClXdV%2FZODP%2FJcms
RgmBQ

false high

https://stats.g.doubleclick.net/j/collect?t=dc&aip=1&_r=3&v=1&_v=j99&tid=UA-37190734-
9&cid=1615252243.1675822951&jid=2044558087&gjid=1841022744&_gid=481059741.1675822953&
_u=YCDAgEABAAAAAEgFK~&z=1047222868

false high

https://static.canva.com/web/93daaef2e244cef5.ltr.css false high

https://static.canva.com/web/f8551c82c4f183cf.vendor.js false high

https://static.canva.com/static/images/android-192x192-2.png false high

https://content-management-files.canva.com/cdn-cgi/image/format=auto,w=800/9690b17e-
f3ad-4278-8680-f3c35d6549d5/hero-banner-en-1600x852-placeholder.jpg

false high

https://static.canva.com/web/7b9533eb05694c5c.runtime.js false high

https://www.canva.com/ false high

https://accounts.google.com/gsi/style false high

https://www.canva.com/cdn-cgi/challenge-platform/h/g/scripts/alpha/invisible.js?
ts=1675814400

false high

https://www.canva.com/cdn-cgi/challenge-platform/h/g/cv/result/795dcd8ccaa9bb43 false high

https://accounts.google.com/gsi/client false high

https://static.canva.com/web/d6c62c87c7343321.js false high

https://www.canva.com/_ajax/consent/add false high

https://www.canva.com/_ajax/csrf3/consent false high

https://static.canva.com/static/images/favicon-1.ico false high

https://static.canva.com/web/9e60d146b34626d3.vendor.js false high

https://content-management-files.canva.com/943bd1b3-ffd6-4892-a4df-b107cb33e657/hero-
banner-en-1600x852.mp4

false high

https://content-management-files.canva.com/cdn-cgi/image/format=auto,w=454/b3bbd63b-
12e6-43de-abe6-d6652fb3deea/template-2.jpg

false high

https://connect.facebook.net/en_US/fbevents.js false high

https://static.canva.com/web/e3cc65ee81118233.vendor.js false high

https://static.canva.com/static/lib/sentry/7.16.0.min.js false high

Domains and IPs

Contacted Domains

Contacted URLs
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https://www.canva.com/_ajax/csrf3/ae false high

https://static.canva.com/web/c2d180aa5829c77d.strings.js false high

https://static.canva.com/web/8cf1e53e7c516ca0.ltr.css false high

https://static.canva.com/web/7737b0b6b6b0cd06.js false high

https://static.canva.com/web/af9330c9659a5a59.js false high

https://static.canva.com/web/987f23139cf1f7a4.ltr.css false high

https://static.canva.com/web/18493a962b2a29d9.js false high

https://static.canva.com/web/b2ed1d602f16eb9e.runtime.js false high

https://static.canva.com/web/9b8a5b85111cafd4.ltr.css false high

https://static.canva.com/web/1bc16f36a7578f71.js false high

https://static.canva.com/web/0ab07b37dd750274.vendor.js false high

https://static.canva.com/web/bb5f427f24ae06c8.vendor.js false high

https://content-management-files.canva.com/cdn-cgi/image/format=auto,w=340/35b5c343-
4194-4ae8-90f1-7ec803d4600d/template-4.jpg

false high

https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard false high

https://static.canva.com/web/images/12487a1e0770d29351bd4ce4f87ec8fe.svg false high

https://www.canva.com/cdn-cgi/challenge-platform/h/g/scripts/pica.js false high

https://www.canva.com/cdn-cgi/rum? false high

https://www.canva.com/_online?1675822957483 false high

https://www.canva.com/_ajax/ae/createBatch false high

https://static.canva.com/web/606e898f092126b7.en.js false high

https://www.google.com/ads/ga-audiences?t=sr&aip=1&_r=4&slf_rd=1&v=1&_v=j99&tid=UA-
37190734-
9&cid=1615252243.1675822951&jid=2044558087&_u=YCDAgEABAAAAAEgFK~&z=498658461

false high

https://o13855.ingest.sentry.io/api/5862012/envelope/?
sentry_key=3e6b0deb414549c8901b5382885e478b&sentry_version=7&sentry_client=sentry.javascr
ipt.browser%2F7.16.0

false high

https://static.canva.com/web/fce11b7cbfb0248a.js false high

https://static.canva.com/web/d25dfa802c8b885c.js false high

https://static.canva.com/web/images/cff149ee1e9d2be50ac77bcd86769d05.woff2 false high

https://content-management-files.canva.com/cdn-cgi/image/format=auto,w=300/22f18aa3-
ac5c-45b6-bd4a-93fbfdd754f2/template-1.jpg

false high

https://www.facebook.com/tr/?
id=844585682227065&ev=ViewContent&dl=https%3A%2F%2Fwww.canva.com%2F&rl=&if=false&ts
=1675822961012&sw=1280&sh=1024&ud[product_variant]=612f7a0edd33d5c1a7f59b38db605f5f0f9
bf63cb4ce753b9bad0ff3aa941412&ud[country]=343677762813eaeb65704cc8d9e96f7a444ba0cca92f
f861af7f68648b3e6ef1&v=2.9.95&r=stable&ec=1&o=30&fbp=fb.1.1675822961005.401739065&it=16
75822953891&coo=false&eid=1675822927425_e044d839-6497-49c8-b55b-
862f1c8ed02b_33&tm=1&rqm=GET

false high

https://static.canva.com/web/abd4708436db3a4f.strings.js false high

https://static.canva.com/web/ba17ed9d9da61a7f.vendor.js false high

https://static.canva.com/web/8022d546fc18572e.js false high

https://static.cloudflareinsights.com/beacon.min.js/vaafb692b2aea4879b33c060e79fe946216663173
69993

false URL Reputation: safe unknown

https://www.canva.com/_online?1675822930156 false high

https://www.canva.com/ false high

https://static.canva.com/web/ddb0f29556b417a7.js false high

https://content-management-files.canva.com/cdn-cgi/image/format=auto,w=306/673b652f-
2614-43ff-8647-81ecbdb04678/template-3.jpg

false high

https://www.canva.com/_ajax/designspec/spec/search?query=&limit=15 false high

https://static.canva.com/web/4dc453f1b320cee8.runtime.js false high

https://www.facebook.com/tr/ false high

https://www.canva.com/_online?1675822993078 false high

https://clients2.google.com/service/update2/crx?
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=104.0.5112.81&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

false high

https://static.canva.com/web/ec3712e0406a8a87.js false high

https://static.canva.com/web/d787ac8bca204aa4.vendor.js false high

https://www.google.co.uk/ads/ga-audiences?t=sr&aip=1&_r=4&slf_rd=1&v=1&_v=j99&tid=UA-
37190734-
9&cid=1615252243.1675822951&jid=2044558087&_u=YCDAgEABAAAAAEgFK~&z=498658461

false Avira URL Cloud: safe unknown

Name Malicious Antivirus Detection Reputation

Copyright Joe Security LLC 2023 Page 8 of 18



https://www.facebook.com/tr/?
id=844585682227065&ev=homepage_visit&dl=https%3A%2F%2Fwww.canva.com%2F&rl=&if=false
&ts=1675822961007&sw=1280&sh=1024&ud[product_variant]=612f7a0edd33d5c1a7f59b38db605f5f
0f9bf63cb4ce753b9bad0ff3aa941412&ud[country]=343677762813eaeb65704cc8d9e96f7a444ba0cca
92ff861af7f68648b3e6ef1&v=2.9.95&r=stable&ec=0&o=30&fbp=fb.1.1675822961005.401739065&it
=1675822953891&coo=false&eid=1675822927425_e044d839-6497-49c8-b55b-
862f1c8ed02b_33&tm=2&rqm=GET

false high

https://connect.facebook.net/signals/config/844585682227065?v=2.9.95&r=stable false high

Name Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

104.17.114.17 content-management-
files.canva.com

United States 13335 CLOUDFLARENETUS false

142.251.31.157 stats.g.doubleclick.net United States 15169 GOOGLEUS false

142.251.209.3 www.google.co.uk United States 15169 GOOGLEUS false

216.58.209.45 accounts.google.com United States 15169 GOOGLEUS false

157.240.17.15 scontent.xx.fbcdn.net United States 32934 FACEBOOKUS false

239.255.255.250 unknown Reserved unknown unknown false

104.16.56.101 static.cloudflareinsights.c
om

United States 13335 CLOUDFLARENETUS false

157.240.253.35 star-
mini.c10r.facebook.com

United States 32934 FACEBOOKUS false

142.250.184.100 www.google.com United States 15169 GOOGLEUS false

142.250.180.174 clients.l.google.com United States 15169 GOOGLEUS false

34.120.195.249 o13855.ingest.sentry.io United States 15169 GOOGLEUS false

IP

192.168.2.1

Joe Sandbox Version: 36.0.0 Rainbow Opal

World Map of Contacted IPs

Public IPs

Private

General Information

Copyright Joe Security LLC 2023 Page 9 of 18



Analysis ID: 800696

Start date and time: 2023-02-07 18:20:28 +01:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 7m 44s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://www.canva.com

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 104, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

8

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean0.win@25/0@19/12

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Exclude process from analysis (whitelisted): dllhost.exe, svchost.exe
TCP Packets have been reduced to 100
Excluded IPs from analysis (wh itelisted): 142.250.184.99, 34.104.35.123, 216.58.209.42, 142.250.184.74, 142.250.184.106, 142.250.180.138, 142.250.180.170, 142.251.209.10,
142.251.209.42, 151.101.1.208, 151.101.65.208, 151.101.129.208, 151.101.193.208, 142.250.180.168, 142.250.184.110, 216.239.32.36, 216.239.34.36, 142.250.180.163
Excluded domains from analysis (whitelisted): www.bing.com, fs.microsoft.com, edgedl.me.gvt1.com, content-autofill.googleapis.com, www.googletagmanager.com,
d2.shared.global.fastly.net, update.googleapis.com, ctldl.windowsupdate.com, clientservices.googleapis.com, region1.google-analytics.com, www.google-analytics.com
Not all processes where analyzed, report is missing behavior  information
Report size getting too big, t oo many NtWriteVirtualMemory calls found.

⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs
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⊘ No context

⊘ No context

⊘ No created / dropped files found

⊘ No static file info

Total Packets: 67

• 53 (DNS)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

Feb 7, 2023 18:21:35.514615059 CET 49696 443 192.168.2.6 216.58.209.45

Feb 7, 2023 18:21:35.514667034 CET 443 49696 216.58.209.45 192.168.2.6

Feb 7, 2023 18:21:35.514776945 CET 49696 443 192.168.2.6 216.58.209.45

Feb 7, 2023 18:21:35.545950890 CET 49698 443 192.168.2.6 142.250.180.174

Feb 7, 2023 18:21:35.545999050 CET 443 49698 142.250.180.174 192.168.2.6

Feb 7, 2023 18:21:35.546056032 CET 49698 443 192.168.2.6 142.250.180.174

Feb 7, 2023 18:21:35.547678947 CET 49700 443 192.168.2.6 142.250.180.174

Feb 7, 2023 18:21:35.547712088 CET 443 49700 142.250.180.174 192.168.2.6

Feb 7, 2023 18:21:35.547765970 CET 49700 443 192.168.2.6 142.250.180.174

Feb 7, 2023 18:21:35.548383951 CET 49701 443 192.168.2.6 216.58.209.45

Feb 7, 2023 18:21:35.548413038 CET 443 49701 216.58.209.45 192.168.2.6

Feb 7, 2023 18:21:35.548465014 CET 49701 443 192.168.2.6 216.58.209.45

Feb 7, 2023 18:21:35.708775997 CET 49701 443 192.168.2.6 216.58.209.45

Feb 7, 2023 18:21:35.708826065 CET 443 49701 216.58.209.45 192.168.2.6

Feb 7, 2023 18:21:35.709255934 CET 49700 443 192.168.2.6 142.250.180.174

JA3 Fingerprints

Dropped Files

Created / dropped Files

Static File Info

Network Behavior

Network Port Distribution

TCP Packets
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Feb 7, 2023 18:21:35.709320068 CET 443 49700 142.250.180.174 192.168.2.6

Feb 7, 2023 18:21:35.709897041 CET 49698 443 192.168.2.6 142.250.180.174

Feb 7, 2023 18:21:35.709927082 CET 443 49698 142.250.180.174 192.168.2.6

Feb 7, 2023 18:21:35.710488081 CET 49696 443 192.168.2.6 216.58.209.45

Feb 7, 2023 18:21:35.710510969 CET 443 49696 216.58.209.45 192.168.2.6

Feb 7, 2023 18:21:35.713165045 CET 49702 443 192.168.2.6 104.17.114.17

Feb 7, 2023 18:21:35.713247061 CET 443 49702 104.17.114.17 192.168.2.6

Feb 7, 2023 18:21:35.713345051 CET 49702 443 192.168.2.6 104.17.114.17

Feb 7, 2023 18:21:35.714051962 CET 49702 443 192.168.2.6 104.17.114.17

Feb 7, 2023 18:21:35.714085102 CET 443 49702 104.17.114.17 192.168.2.6

Feb 7, 2023 18:21:35.776840925 CET 443 49702 104.17.114.17 192.168.2.6

Feb 7, 2023 18:21:35.788645983 CET 49702 443 192.168.2.6 104.17.114.17

Feb 7, 2023 18:21:35.788691044 CET 443 49702 104.17.114.17 192.168.2.6

Feb 7, 2023 18:21:35.796350956 CET 443 49701 216.58.209.45 192.168.2.6

Feb 7, 2023 18:21:35.798907042 CET 443 49702 104.17.114.17 192.168.2.6

Feb 7, 2023 18:21:35.799072027 CET 49702 443 192.168.2.6 104.17.114.17

Feb 7, 2023 18:21:35.801660061 CET 49701 443 192.168.2.6 216.58.209.45

Feb 7, 2023 18:21:35.801686049 CET 443 49701 216.58.209.45 192.168.2.6

Feb 7, 2023 18:21:35.803160906 CET 443 49701 216.58.209.45 192.168.2.6

Feb 7, 2023 18:21:35.803256035 CET 49701 443 192.168.2.6 216.58.209.45

Feb 7, 2023 18:21:35.811141968 CET 443 49698 142.250.180.174 192.168.2.6

Feb 7, 2023 18:21:35.820867062 CET 443 49700 142.250.180.174 192.168.2.6

Feb 7, 2023 18:21:35.830774069 CET 49700 443 192.168.2.6 142.250.180.174

Feb 7, 2023 18:21:35.830816984 CET 443 49700 142.250.180.174 192.168.2.6

Feb 7, 2023 18:21:35.831402063 CET 443 49700 142.250.180.174 192.168.2.6

Feb 7, 2023 18:21:35.831504107 CET 49700 443 192.168.2.6 142.250.180.174

Feb 7, 2023 18:21:35.831660986 CET 49698 443 192.168.2.6 142.250.180.174

Feb 7, 2023 18:21:35.831716061 CET 443 49698 142.250.180.174 192.168.2.6

Feb 7, 2023 18:21:35.832237005 CET 443 49700 142.250.180.174 192.168.2.6

Feb 7, 2023 18:21:35.832302094 CET 49700 443 192.168.2.6 142.250.180.174

Feb 7, 2023 18:21:35.832374096 CET 443 49698 142.250.180.174 192.168.2.6

Feb 7, 2023 18:21:35.832441092 CET 49698 443 192.168.2.6 142.250.180.174

Feb 7, 2023 18:21:35.833456993 CET 443 49698 142.250.180.174 192.168.2.6

Feb 7, 2023 18:21:35.833538055 CET 49698 443 192.168.2.6 142.250.180.174

Feb 7, 2023 18:21:35.836186886 CET 443 49696 216.58.209.45 192.168.2.6

Feb 7, 2023 18:21:35.934648991 CET 49696 443 192.168.2.6 216.58.209.45

Feb 7, 2023 18:21:36.309309959 CET 49696 443 192.168.2.6 216.58.209.45

Feb 7, 2023 18:21:36.309356928 CET 443 49696 216.58.209.45 192.168.2.6

Feb 7, 2023 18:21:36.311089993 CET 443 49696 216.58.209.45 192.168.2.6

Feb 7, 2023 18:21:36.311137915 CET 443 49696 216.58.209.45 192.168.2.6

Feb 7, 2023 18:21:36.311167955 CET 49696 443 192.168.2.6 216.58.209.45

Feb 7, 2023 18:21:36.436404943 CET 49696 443 192.168.2.6 216.58.209.45

Feb 7, 2023 18:21:36.749825954 CET 49700 443 192.168.2.6 142.250.180.174

Feb 7, 2023 18:21:36.749921083 CET 443 49700 142.250.180.174 192.168.2.6

Feb 7, 2023 18:21:36.750319958 CET 443 49700 142.250.180.174 192.168.2.6

Feb 7, 2023 18:21:36.762196064 CET 49698 443 192.168.2.6 142.250.180.174

Feb 7, 2023 18:21:36.762269020 CET 443 49698 142.250.180.174 192.168.2.6

Feb 7, 2023 18:21:36.762499094 CET 443 49698 142.250.180.174 192.168.2.6

Feb 7, 2023 18:21:36.763118982 CET 49700 443 192.168.2.6 142.250.180.174

Feb 7, 2023 18:21:36.763185024 CET 443 49700 142.250.180.174 192.168.2.6

Feb 7, 2023 18:21:36.763427019 CET 49702 443 192.168.2.6 104.17.114.17

Feb 7, 2023 18:21:36.763461113 CET 443 49702 104.17.114.17 192.168.2.6

Feb 7, 2023 18:21:36.763685942 CET 443 49702 104.17.114.17 192.168.2.6

Feb 7, 2023 18:21:36.763767958 CET 49701 443 192.168.2.6 216.58.209.45

Feb 7, 2023 18:21:36.763809919 CET 443 49701 216.58.209.45 192.168.2.6

Feb 7, 2023 18:21:36.763936996 CET 49696 443 192.168.2.6 216.58.209.45

Feb 7, 2023 18:21:36.763969898 CET 443 49696 216.58.209.45 192.168.2.6

Feb 7, 2023 18:21:36.764081001 CET 443 49701 216.58.209.45 192.168.2.6

Feb 7, 2023 18:21:36.764131069 CET 443 49696 216.58.209.45 192.168.2.6

Timestamp Source Port Dest Port Source IP Dest IP
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Feb 7, 2023 18:21:36.764597893 CET 49702 443 192.168.2.6 104.17.114.17

Feb 7, 2023 18:21:36.764637947 CET 443 49702 104.17.114.17 192.168.2.6

Feb 7, 2023 18:21:36.764719963 CET 49701 443 192.168.2.6 216.58.209.45

Feb 7, 2023 18:21:36.764754057 CET 443 49701 216.58.209.45 192.168.2.6

Feb 7, 2023 18:21:36.807104111 CET 443 49700 142.250.180.174 192.168.2.6

Feb 7, 2023 18:21:36.807279110 CET 49700 443 192.168.2.6 142.250.180.174

Feb 7, 2023 18:21:36.807318926 CET 443 49700 142.250.180.174 192.168.2.6

Feb 7, 2023 18:21:36.807377100 CET 443 49700 142.250.180.174 192.168.2.6

Feb 7, 2023 18:21:36.807436943 CET 49700 443 192.168.2.6 142.250.180.174

Feb 7, 2023 18:21:36.829720020 CET 443 49701 216.58.209.45 192.168.2.6

Feb 7, 2023 18:21:36.829896927 CET 49701 443 192.168.2.6 216.58.209.45

Feb 7, 2023 18:21:36.829931974 CET 443 49701 216.58.209.45 192.168.2.6

Feb 7, 2023 18:21:36.830075979 CET 443 49701 216.58.209.45 192.168.2.6

Feb 7, 2023 18:21:36.830130100 CET 49701 443 192.168.2.6 216.58.209.45

Feb 7, 2023 18:21:36.831835032 CET 49702 443 192.168.2.6 104.17.114.17

Feb 7, 2023 18:21:36.831842899 CET 49698 443 192.168.2.6 142.250.180.174

Feb 7, 2023 18:21:36.831842899 CET 49696 443 192.168.2.6 216.58.209.45

Feb 7, 2023 18:21:36.831859112 CET 443 49698 142.250.180.174 192.168.2.6

Feb 7, 2023 18:21:36.831873894 CET 443 49696 216.58.209.45 192.168.2.6

Feb 7, 2023 18:21:36.934370995 CET 49698 443 192.168.2.6 142.250.180.174

Feb 7, 2023 18:21:36.934370995 CET 49696 443 192.168.2.6 216.58.209.45

Feb 7, 2023 18:21:37.016769886 CET 49701 443 192.168.2.6 216.58.209.45

Feb 7, 2023 18:21:37.016855001 CET 443 49701 216.58.209.45 192.168.2.6

Feb 7, 2023 18:21:37.018028021 CET 49700 443 192.168.2.6 142.250.180.174

Feb 7, 2023 18:21:37.018095970 CET 443 49700 142.250.180.174 192.168.2.6

Feb 7, 2023 18:21:37.060189009 CET 443 49702 104.17.114.17 192.168.2.6

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Feb 7, 2023 18:21:34.887239933 CET 64382 53 192.168.2.6 8.8.8.8

Feb 7, 2023 18:21:34.888539076 CET 53203 53 192.168.2.6 8.8.8.8

Feb 7, 2023 18:21:34.915081978 CET 53 64382 8.8.8.8 192.168.2.6

Feb 7, 2023 18:21:34.927464962 CET 53 53203 8.8.8.8 192.168.2.6

Feb 7, 2023 18:21:35.543154001 CET 64601 53 192.168.2.6 8.8.8.8

Feb 7, 2023 18:21:35.564723969 CET 53 64601 8.8.8.8 192.168.2.6

Feb 7, 2023 18:21:37.656161070 CET 49786 53 192.168.2.6 8.8.8.8

Feb 7, 2023 18:21:37.660058975 CET 58595 53 192.168.2.6 8.8.8.8

Feb 7, 2023 18:21:37.678885937 CET 53 49786 8.8.8.8 192.168.2.6

Feb 7, 2023 18:21:37.680444956 CET 53 58595 8.8.8.8 192.168.2.6

Feb 7, 2023 18:21:37.868010044 CET 56331 53 192.168.2.6 8.8.8.8

Feb 7, 2023 18:21:37.887454987 CET 53 56331 8.8.8.8 192.168.2.6

Feb 7, 2023 18:21:38.431338072 CET 59082 53 192.168.2.6 8.8.8.8

Feb 7, 2023 18:21:38.452662945 CET 53 59082 8.8.8.8 192.168.2.6

Feb 7, 2023 18:21:38.485790968 CET 59504 53 192.168.2.6 8.8.8.8

Feb 7, 2023 18:21:38.508145094 CET 53 59504 8.8.8.8 192.168.2.6

Feb 7, 2023 18:21:39.679646969 CET 62910 53 192.168.2.6 8.8.8.8

Feb 7, 2023 18:21:39.700072050 CET 53 62910 8.8.8.8 192.168.2.6

Feb 7, 2023 18:22:07.752336025 CET 61833 53 192.168.2.6 8.8.8.8

Feb 7, 2023 18:22:26.384674072 CET 57322 53 192.168.2.6 8.8.8.8

Feb 7, 2023 18:22:26.406238079 CET 53 57322 8.8.8.8 192.168.2.6

Feb 7, 2023 18:22:33.777484894 CET 61089 53 192.168.2.6 8.8.8.8

Feb 7, 2023 18:22:33.804630995 CET 53 61089 8.8.8.8 192.168.2.6

Feb 7, 2023 18:22:34.332515001 CET 60130 53 192.168.2.6 8.8.8.8

Feb 7, 2023 18:22:34.358839989 CET 53 60130 8.8.8.8 192.168.2.6

Feb 7, 2023 18:22:38.437614918 CET 59336 53 192.168.2.6 8.8.8.8

Feb 7, 2023 18:22:38.457931042 CET 53 59336 8.8.8.8 192.168.2.6

Feb 7, 2023 18:22:38.461184978 CET 52715 53 192.168.2.6 8.8.8.8

Feb 7, 2023 18:22:38.487415075 CET 53 52715 8.8.8.8 192.168.2.6

UDP Packets
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Feb 7, 2023 18:22:39.347198963 CET 63263 53 192.168.2.6 8.8.8.8

Feb 7, 2023 18:22:39.366982937 CET 53 63263 8.8.8.8 192.168.2.6

Feb 7, 2023 18:22:41.567320108 CET 61229 53 192.168.2.6 8.8.8.8

Feb 7, 2023 18:22:41.584836006 CET 53 61229 8.8.8.8 192.168.2.6

Feb 7, 2023 18:23:33.561182976 CET 51362 53 192.168.2.6 8.8.8.8

Feb 7, 2023 18:23:33.582004070 CET 53 51362 8.8.8.8 192.168.2.6

Feb 7, 2023 18:23:35.265603065 CET 49332 53 192.168.2.6 8.8.8.8

Feb 7, 2023 18:23:35.287866116 CET 53 49332 8.8.8.8 192.168.2.6

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
DNS over
HTTPS

Feb 7, 2023 18:21:34.887239933 
CET

192.168.2.6 8.8.8.8 0xfce5 Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001) false

Feb 7, 2023 18:21:34.888539076 
CET

192.168.2.6 8.8.8.8 0x834 Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001) false

Feb 7, 2023 18:21:35.543154001 
CET

192.168.2.6 8.8.8.8 0xa73e Standard query 
(0)

www.canva.com A (IP address) IN (0x0001) false

Feb 7, 2023 18:21:37.656161070 
CET

192.168.2.6 8.8.8.8 0x6c81 Standard query 
(0)

static.canva.com A (IP address) IN (0x0001) false

Feb 7, 2023 18:21:37.660058975 
CET

192.168.2.6 8.8.8.8 0x3890 Standard query 
(0)

content-ma
nagement-f
iles.canva.com

A (IP address) IN (0x0001) false

Feb 7, 2023 18:21:37.868010044 
CET

192.168.2.6 8.8.8.8 0xad4c Standard query 
(0)

static.clo
udflareins
ights.com

A (IP address) IN (0x0001) false

Feb 7, 2023 18:21:38.431338072 
CET

192.168.2.6 8.8.8.8 0xf705 Standard query 
(0)

www.google.com A (IP address) IN (0x0001) false

Feb 7, 2023 18:21:38.485790968 
CET

192.168.2.6 8.8.8.8 0xe438 Standard query 
(0)

www.google.com A (IP address) IN (0x0001) false

Feb 7, 2023 18:21:39.679646969 
CET

192.168.2.6 8.8.8.8 0x624e Standard query 
(0)

o13855.ing
est.sentry.io

A (IP address) IN (0x0001) false

Feb 7, 2023 18:22:07.752336025 
CET

192.168.2.6 8.8.8.8 0x484f Standard query 
(0)

sdk.iad-01
.braze.com

A (IP address) IN (0x0001) false

Feb 7, 2023 18:22:26.384674072 
CET

192.168.2.6 8.8.8.8 0xd0c5 Standard query 
(0)

connect.fa
cebook.net

A (IP address) IN (0x0001) false

Feb 7, 2023 18:22:33.777484894 
CET

192.168.2.6 8.8.8.8 0xf95a Standard query 
(0)

stats.g.do
ubleclick.net

A (IP address) IN (0x0001) false

Feb 7, 2023 18:22:34.332515001 
CET

192.168.2.6 8.8.8.8 0xd007 Standard query 
(0)

www.google
.co.uk

A (IP address) IN (0x0001) false

Feb 7, 2023 18:22:38.437614918 
CET

192.168.2.6 8.8.8.8 0x1960 Standard query 
(0)

www.canva.com A (IP address) IN (0x0001) false

Feb 7, 2023 18:22:38.461184978 
CET

192.168.2.6 8.8.8.8 0xbf9b Standard query 
(0)

www.google.com A (IP address) IN (0x0001) false

Feb 7, 2023 18:22:39.347198963 
CET

192.168.2.6 8.8.8.8 0xbc61 Standard query 
(0)

www.google.com A (IP address) IN (0x0001) false

Feb 7, 2023 18:22:41.567320108 
CET

192.168.2.6 8.8.8.8 0x4226 Standard query 
(0)

www.facebo
ok.com

A (IP address) IN (0x0001) false

Feb 7, 2023 18:23:33.561182976 
CET

192.168.2.6 8.8.8.8 0xb75a Standard query 
(0)

static.canva.com A (IP address) IN (0x0001) false

Feb 7, 2023 18:23:35.265603065 
CET

192.168.2.6 8.8.8.8 0xaa15 Standard query 
(0)

content-ma
nagement-f
iles.canva.com

A (IP address) IN (0x0001) false

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
DNS over
HTTPS

Feb 7, 2023 
18:21:34.915081978 
CET

8.8.8.8 192.168.2.6 0xfce5 No error (0) clients2.g
oogle.com

clients.l.google
.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Feb 7, 2023 
18:21:34.915081978 
CET

8.8.8.8 192.168.2.6 0xfce5 No error (0) clients.l.
google.com

142.250.180.1
74

A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:21:34.927464962 
CET

8.8.8.8 192.168.2.6 0x834 No error (0) accounts.g
oogle.com

216.58.209.45 A (IP address) IN 
(0x0001)

false

DNS Queries

DNS Answers
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Feb 7, 2023 
18:21:35.564723969 
CET

8.8.8.8 192.168.2.6 0xa73e No error (0) www.canva.
com

104.17.114.17 A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:21:35.564723969 
CET

8.8.8.8 192.168.2.6 0xa73e No error (0) www.canva.
com

104.17.115.17 A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:21:37.678885937 
CET

8.8.8.8 192.168.2.6 0x6c81 No error (0) static.can
va.com

104.17.114.17 A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:21:37.678885937 
CET

8.8.8.8 192.168.2.6 0x6c81 No error (0) static.can
va.com

104.17.115.17 A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:21:37.680444956 
CET

8.8.8.8 192.168.2.6 0x3890 No error (0) content-ma
nagement-f
iles.canva.com

104.17.114.17 A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:21:37.680444956 
CET

8.8.8.8 192.168.2.6 0x3890 No error (0) content-ma
nagement-f
iles.canva.com

104.17.115.17 A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:21:37.887454987 
CET

8.8.8.8 192.168.2.6 0xad4c No error (0) static.clo
udflareins
ights.com

104.16.56.101 A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:21:37.887454987 
CET

8.8.8.8 192.168.2.6 0xad4c No error (0) static.clo
udflareins
ights.com

104.16.57.101 A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:21:38.452662945 
CET

8.8.8.8 192.168.2.6 0xf705 No error (0) www.google
.com

142.250.184.1
00

A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:21:38.508145094 
CET

8.8.8.8 192.168.2.6 0xe438 No error (0) www.google
.com

142.250.184.1
00

A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:21:39.700072050 
CET

8.8.8.8 192.168.2.6 0x624e No error (0) o13855.ing
est.sentry.io

34.120.195.24
9

A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:22:07.771677971 
CET

8.8.8.8 192.168.2.6 0x484f No error (0) sdk.iad-01
.braze.com

d2.shared.glob
al.fastly.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Feb 7, 2023 
18:22:26.406238079 
CET

8.8.8.8 192.168.2.6 0xd0c5 No error (0) connect.fa
cebook.net

scontent.xx.fbc
dn.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Feb 7, 2023 
18:22:26.406238079 
CET

8.8.8.8 192.168.2.6 0xd0c5 No error (0) scontent.x
x.fbcdn.net

157.240.17.15 A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:22:33.804630995 
CET

8.8.8.8 192.168.2.6 0xf95a No error (0) stats.g.do
ubleclick.net

142.251.31.15
7

A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:22:33.804630995 
CET

8.8.8.8 192.168.2.6 0xf95a No error (0) stats.g.do
ubleclick.net

142.251.31.15
4

A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:22:33.804630995 
CET

8.8.8.8 192.168.2.6 0xf95a No error (0) stats.g.do
ubleclick.net

142.251.31.15
5

A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:22:33.804630995 
CET

8.8.8.8 192.168.2.6 0xf95a No error (0) stats.g.do
ubleclick.net

142.251.31.15
6

A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:22:34.358839989 
CET

8.8.8.8 192.168.2.6 0xd007 No error (0) www.google
.co.uk

142.251.209.3 A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:22:38.457931042 
CET

8.8.8.8 192.168.2.6 0x1960 No error (0) www.canva.
com

104.17.114.17 A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:22:38.457931042 
CET

8.8.8.8 192.168.2.6 0x1960 No error (0) www.canva.
com

104.17.115.17 A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:22:38.487415075 
CET

8.8.8.8 192.168.2.6 0xbf9b No error (0) www.google
.com

142.250.184.1
00

A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:22:39.366982937 
CET

8.8.8.8 192.168.2.6 0xbc61 No error (0) www.google
.com

142.250.184.1
00

A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:22:41.584836006 
CET

8.8.8.8 192.168.2.6 0x4226 No error (0) www.facebo
ok.com

star-
mini.c10r.faceb
ook.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Feb 7, 2023 
18:22:41.584836006 
CET

8.8.8.8 192.168.2.6 0x4226 No error (0) star-mini.
c10r.faceb
ook.com

157.240.253.3
5

A (IP address) IN 
(0x0001)

false

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
DNS over
HTTPS
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Feb 7, 2023 
18:23:33.582004070 
CET

8.8.8.8 192.168.2.6 0xb75a No error (0) static.can
va.com

104.17.114.17 A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:23:33.582004070 
CET

8.8.8.8 192.168.2.6 0xb75a No error (0) static.can
va.com

104.17.115.17 A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:23:35.287866116 
CET

8.8.8.8 192.168.2.6 0xaa15 No error (0) content-ma
nagement-f
iles.canva.com

104.17.115.17 A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:23:35.287866116 
CET

8.8.8.8 192.168.2.6 0xaa15 No error (0) content-ma
nagement-f
iles.canva.com

104.17.114.17 A (IP address) IN 
(0x0001)

false

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
DNS over
HTTPS

            
clients2.google.com

            
www.canva.com

            
accounts.google.com

            
https:

static.canva.com
static.cloudflareinsights.com
content-management-files.canva.com
o13855.ingest.sentry.io
connect.facebook.net
stats.g.doubleclick.net
www.google.com
www.google.co.uk
www.facebook.com

         

• chrome.exe

• chrome.exe

• chrome.exe

• chrome.exe

Click to jump to process

HTTP Request Dependency Graph

Statistics

Behavior

System Behavior

Analysis Process: chrome.exe PID: 5156, Parent PID: 2508

General
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Target ID: 0

Start time: 18:21:31

Start date: 07/02/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe"   --start-maximized  "about:blank

Imagebase: 0x7ff6f9750000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Target ID: 1

Start time: 18:21:33

Start date: 07/02/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-US --service-sandbox-
type=none --mojo-platform-channel-handle=1636 --field-trial-handle=1772,i,10089015272738415623,17700598493285716523,131072 --disable-feature
s=OptimizationGuideModelDownloading,OptimizationHints,OptimizationTargetPrediction /prefetch:8

Imagebase: 0x7ff6f9750000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Target ID: 2

File Activities

Registry Activities

Analysis Process: chrome.exe PID: 4904, Parent PID: 5156

General

File Activities

Analysis Process: chrome.exe PID: 5692, Parent PID: 2508

General
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Start time: 18:21:34

Start date: 07/02/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" "https://www.canva.com

Imagebase: 0x7ff6f9750000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

Target ID: 4

Start time: 18:21:45

Start date: 07/02/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=audio.mojom.AudioService --lang=en-US --service-sandbox-type
=audio --mojo-platform-channel-handle=6180 --field-trial-handle=1772,i,10089015272738415623,17700598493285716523,131072 --disable-features=O
ptimizationGuideModelDownloading,OptimizationHints,OptimizationTargetPrediction /prefetch:8

Imagebase: 0x7ff6f9750000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Reputation: low

⊘ No disassembly

Registry Activities

Analysis Process: chrome.exe PID: 1592, Parent PID: 5156

General

Disassembly
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