
ID: 800708
Sample Name:
Benefit_Enrollment.html
Cookbook:
defaultwindowshtmlcookbook.jbs
Time: 18:29:50
Date: 07/02/2023
Version: 36.0.0 Rainbow Opal
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Windows Analysis Report 
Benefit_Enrollment.html

Overview

General Information
Sample Name: Benefit_Enrollment.html

Analysis ID: 800708

MD5: 4d868dccc00e…

SHA1: 50b3fe872d2df…

SHA256: 3a6c12834075…

Infos:

Detection

HTMLPhisher

Score: 56

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Yara detected HtmlPhish48

HTML document with suspicious title

Phishing site detected (based on im…

JA3 SSL client fingerprint seen in co…

IP address seen in connection with …

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 2432 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized "about:blank MD5: 0FEC2748F363150DC54C1CAFFB1A9408)
chrome.exe (PID: 5836 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-GB --

service-sandbox-type=none --mojo-platform-channel-handle=1876 --field-trial-handle=1812,i,2036972514004216083,622276978597170317,131072 --disable-features=Optimizatio
nGuideModelDownloading,OptimizationHints,OptimizationTargetPrediction /prefetch:8 MD5: 0FEC2748F363150DC54C1CAFFB1A9408)
chrome.exe (PID: 1028 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" "C:\Users\user\Desktop\Benefit_Enrollment.html MD5:

0FEC2748F363150DC54C1CAFFB1A9408)
cleanup

⊘ No configs have been found

Source Rule Description Author Strings

64229.0.pages.csv JoeSecurity_HtmlP
hish_48

Yara detected 
HtmlPhish_48

Joe Security

⊘ No Sigma rule has matched

Process Tree

Malware Configuration

Yara Signatures

HTML

Sigma Signatures
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Phishing

System Summary

⊘ No Snort rule has matched
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Snort Signatures

Joe Sandbox Signatures

Yara detected HtmlPhish48

Phishing site detected (based on image similarity)

HTML document with suspicious title

Mitre Att&ck Matrix

Behavior Graph
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Behavior Graph
ID: 800708

Sample: Benefit_Enrollment.html

Startdate: 07/02/2023

Architecture: WINDOWS

Score: 56

Yara detected HtmlPhish48 HTML document with suspicious
title

Phishing site detected
(based on image similarity)

chrome.exe

15 1

        started       

chrome.exe

        started       

192.168.2.1

unknown

unknown

239.255.255.250

unknown

Reserved

chrome.exe

        started       

part-0032.t-0009.fb-t-msedge.net

13.107.253.60, 443, 49713, 49714

MICROSOFT-CORP-MSN-AS-BLOCKUS

United States

clients.l.google.com

142.250.180.174, 443, 49697

GOOGLEUS

United States

13 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

Source Detection Scanner Label Link

https://ussufaces.com/1pl/admin/js/mj.php?ar=ZGVmYXVsdA== 0% Avira URL Cloud safe

https://ussufaces.com/1pl/b52aae6.php 0% Avira URL Cloud safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs
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Name IP Active Malicious Antivirus Detection Reputation

jsdelivr.map.fastly.net 151.101.1.229 true false unknown

accounts.google.com 216.58.209.45 true false high

ussufaces.com 192.166.226.11 true false unknown

cdnjs.cloudflare.com 104.17.25.14 true false high

maxcdn.bootstrapcdn.com 104.18.11.207 true false high

www.google.com 142.250.184.100 true false high

cs1227.wpc.alphacdn.net 192.229.221.185 true false unknown

clients.l.google.com 142.250.180.174 true false high

part-0032.t-0009.fb-t-msedge.net 13.107.253.60 true false unknown

clients2.google.com unknown unknown false high

code.jquery.com unknown unknown false high

cdn.jsdelivr.net unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://ussufaces.com/1pl/b52aae6.php false Avira URL Cloud: safe unknown

https://clients2.google.com/service/update2/crx?
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=104.0.5112.81&lang=en-
GB&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

false high

https://maxcdn.bootstrapcdn.com/font-awesome/4.7.0/css/font-awesome.min.css false high

https://ussufaces.com/1pl/admin/js/mj.php?ar=ZGVmYXVsdA== false Avira URL Cloud: safe unknown

https://cdnjs.cloudflare.com/ajax/libs/font-awesome/4.7.0/css/font-awesome.css false high

file:///C:/Users/user/Desktop/Benefit_Enrollment.html true low

https://maxcdn.bootstrapcdn.com/font-awesome/4.7.0/fonts/fontawesome-webfont.woff2?
v=4.7.0

false high

https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard false high

https://cdn.jsdelivr.net/npm/bootstrap@4.0.0/dist/css/bootstrap.min.css false high

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

Domains and IPs

Contacted Domains

Contacted URLs

World Map of Contacted IPs
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IP Domain Country Flag ASN ASN Name Malicious

151.101.1.229 jsdelivr.map.fastly.net United States 54113 FASTLYUS false

192.166.226.11 ussufaces.com Netherlands 6786 CRONON-BERLIN-ASDE false

216.58.209.45 accounts.google.com United States 15169 GOOGLEUS false

104.18.11.207 maxcdn.bootstrapcdn.co
m

United States 13335 CLOUDFLARENETUS false

13.107.253.60 part-0032.t-0009.fb-t-
msedge.net

United States 8068 MICROSOFT-CORP-MSN-
AS-BLOCKUS

false

239.255.255.250 unknown Reserved unknown unknown false

192.229.221.185 cs1227.wpc.alphacdn.net United States 15133 EDGECASTUS false

142.250.184.100 www.google.com United States 15169 GOOGLEUS false

142.250.180.174 clients.l.google.com United States 15169 GOOGLEUS false

104.17.25.14 cdnjs.cloudflare.com United States 13335 CLOUDFLARENETUS false

IP

192.168.2.1

127.0.0.1

Joe Sandbox Version: 36.0.0 Rainbow Opal

Analysis ID: 800708

Start date and time: 2023-02-07 18:29:50 +01:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 10m 3s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: defaultwindowshtmlcookbook.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 104, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

6

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Sample file name: Benefit_Enrollment.html

Detection: MAL

Classification: mal56.phis.winHTML@27/0@9/12

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Found application associated with file extension: .html

Exclude process from analysis (whitelisted): MpCmdRun.exe, WMIADAP.exe, conhost.exe
TCP Packets have been reduced to 100
Excluded IPs from analysis (wh itelisted): 142.250.184.99, 34.104.35.123, 69.16.175.10, 69.16.175.42, 142.250.180.163
Excluded domains from analysis (whitelisted): logincdn.msauth.net, cds.s5x3j6q5.hwcdn.net, aadcdnoriginwus2.azureedge.net, global-entry-afdthirdparty-fallback-first.trafficmanager.net,
lgincdnvzeuno.ec.azureedge.net, clientservices.googleapis.com, aadcdn.msauth.net, firstparty-azurefd-prod.trafficmanager.net, lgincdnvzeuno.azureedge.net, edgedl.me.gvt1.com, 
lgincdn.trafficmanager.net, update.googleapis.com, aadcdnoriginwus2.afd.azureedge.net
Not all processes where analyzed, report is missing behavior  information
Report size getting too big, t oo many NtWriteVirtualMemory calls found.

Public IPs

Private

General Information

Warnings
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VT rate limit hit for: Benefit_Enrollment.html

⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No created / dropped files found

File type: HTML document, ASCII text, with very long lines (774), with CRLF line terminators

Entropy (8bit): 5.42630578423163

TrID: HyperText Markup Language (6006/1) 100.00%

File name: Benefit_Enrollment.html

File size: 3027

MD5: 4d868dccc00ec137cc7cc38de63363c4

SHA1: 50b3fe872d2dfaf5f2b9401d14f539ba8bb22f19

SHA256: 3a6c12834075ca942f56ee6973aced2159eefd69ed0a534bfa758849fb0a3624

SHA512: 6cbff19ff29139a8d78b57c9e7db7c2355e4678e03eac0ec73633635ec916ea70b0f6833ad00d26dfd0d9e19e5e41c60ece043fd101a0e9c824c60630ea2d0e8

SSDEEP: 48:RLmHcrL5bq4GSUKerkJ6F5z0/5z0Wl5z0L07CGt5keRc4O:88rduBjry6Fl0lDlOICGvkI5O

TLSH: BB51F07288942D3393030FEDA126AB2B32E3C29CCA4365A45BF453CB0FC7D59993994C

File Content 
Preview:

<html>..<head>..<div class="" style="display:none;"><div class="mbr-desktop-hd"><span class="column"><a ><img alt="" class="logo " width="" height="36"><img alt="" 
class="dark-mode-logo logo " width="" height="36"></a></span><span class="column help txt-a

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

Static File Info

General
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Total Packets: 38

• 53 (DNS)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

Feb 7, 2023 18:30:54.220797062 CET 49697 443 192.168.2.4 142.250.180.174

Feb 7, 2023 18:30:54.220841885 CET 443 49697 142.250.180.174 192.168.2.4

Feb 7, 2023 18:30:54.220896006 CET 49697 443 192.168.2.4 142.250.180.174

Feb 7, 2023 18:30:54.221173048 CET 49697 443 192.168.2.4 142.250.180.174

Feb 7, 2023 18:30:54.221189022 CET 443 49697 142.250.180.174 192.168.2.4

Feb 7, 2023 18:30:54.223428011 CET 49698 443 192.168.2.4 216.58.209.45

Feb 7, 2023 18:30:54.223455906 CET 443 49698 216.58.209.45 192.168.2.4

Feb 7, 2023 18:30:54.223510027 CET 49698 443 192.168.2.4 216.58.209.45

Feb 7, 2023 18:30:54.223920107 CET 49698 443 192.168.2.4 216.58.209.45

Feb 7, 2023 18:30:54.223936081 CET 443 49698 216.58.209.45 192.168.2.4

Feb 7, 2023 18:30:54.228179932 CET 49699 443 192.168.2.4 192.166.226.11

Feb 7, 2023 18:30:54.228243113 CET 443 49699 192.166.226.11 192.168.2.4

Feb 7, 2023 18:30:54.228317022 CET 49699 443 192.168.2.4 192.166.226.11

Feb 7, 2023 18:30:54.228591919 CET 49699 443 192.168.2.4 192.166.226.11

Feb 7, 2023 18:30:54.228610992 CET 443 49699 192.166.226.11 192.168.2.4

Feb 7, 2023 18:30:54.262183905 CET 49700 443 192.168.2.4 142.250.184.100

Feb 7, 2023 18:30:54.262244940 CET 443 49700 142.250.184.100 192.168.2.4

Feb 7, 2023 18:30:54.262346029 CET 49700 443 192.168.2.4 142.250.184.100

Feb 7, 2023 18:30:54.262799978 CET 49700 443 192.168.2.4 142.250.184.100

Feb 7, 2023 18:30:54.262830973 CET 443 49700 142.250.184.100 192.168.2.4

Feb 7, 2023 18:30:54.296530008 CET 443 49698 216.58.209.45 192.168.2.4

Feb 7, 2023 18:30:54.297036886 CET 49698 443 192.168.2.4 216.58.209.45

Feb 7, 2023 18:30:54.297102928 CET 443 49698 216.58.209.45 192.168.2.4

Feb 7, 2023 18:30:54.298947096 CET 443 49698 216.58.209.45 192.168.2.4

Feb 7, 2023 18:30:54.299058914 CET 49698 443 192.168.2.4 216.58.209.45

Feb 7, 2023 18:30:54.327141047 CET 443 49697 142.250.180.174 192.168.2.4

Feb 7, 2023 18:30:54.327507019 CET 49697 443 192.168.2.4 142.250.180.174

Feb 7, 2023 18:30:54.327548981 CET 443 49697 142.250.180.174 192.168.2.4

Feb 7, 2023 18:30:54.328231096 CET 443 49697 142.250.180.174 192.168.2.4

Feb 7, 2023 18:30:54.328320980 CET 49697 443 192.168.2.4 142.250.180.174

Feb 7, 2023 18:30:54.329626083 CET 443 49697 142.250.180.174 192.168.2.4

Feb 7, 2023 18:30:54.329704046 CET 49697 443 192.168.2.4 142.250.180.174

Feb 7, 2023 18:30:54.333823919 CET 443 49700 142.250.184.100 192.168.2.4

Feb 7, 2023 18:30:54.334151030 CET 49700 443 192.168.2.4 142.250.184.100

Feb 7, 2023 18:30:54.334184885 CET 443 49700 142.250.184.100 192.168.2.4

Feb 7, 2023 18:30:54.335424900 CET 443 49700 142.250.184.100 192.168.2.4

Feb 7, 2023 18:30:54.335514069 CET 49700 443 192.168.2.4 142.250.184.100

Network Behavior

Network Port Distribution

TCP Packets
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Feb 7, 2023 18:30:54.496572971 CET 443 49699 192.166.226.11 192.168.2.4

Feb 7, 2023 18:30:54.566777945 CET 49699 443 192.168.2.4 192.166.226.11

Feb 7, 2023 18:30:54.636158943 CET 49699 443 192.168.2.4 192.166.226.11

Feb 7, 2023 18:30:54.636182070 CET 443 49699 192.166.226.11 192.168.2.4

Feb 7, 2023 18:30:54.643842936 CET 443 49699 192.166.226.11 192.168.2.4

Feb 7, 2023 18:30:54.643884897 CET 443 49699 192.166.226.11 192.168.2.4

Feb 7, 2023 18:30:54.643954992 CET 49699 443 192.168.2.4 192.166.226.11

Feb 7, 2023 18:30:54.762181997 CET 49697 443 192.168.2.4 142.250.180.174

Feb 7, 2023 18:30:54.762223959 CET 443 49697 142.250.180.174 192.168.2.4

Feb 7, 2023 18:30:54.762391090 CET 443 49697 142.250.180.174 192.168.2.4

Feb 7, 2023 18:30:54.762479067 CET 49697 443 192.168.2.4 142.250.180.174

Feb 7, 2023 18:30:54.762496948 CET 443 49697 142.250.180.174 192.168.2.4

Feb 7, 2023 18:30:54.762686968 CET 49698 443 192.168.2.4 216.58.209.45

Feb 7, 2023 18:30:54.762727022 CET 443 49698 216.58.209.45 192.168.2.4

Feb 7, 2023 18:30:54.762904882 CET 49698 443 192.168.2.4 216.58.209.45

Feb 7, 2023 18:30:54.762917042 CET 443 49698 216.58.209.45 192.168.2.4

Feb 7, 2023 18:30:54.762942076 CET 443 49698 216.58.209.45 192.168.2.4

Feb 7, 2023 18:30:54.763134956 CET 49700 443 192.168.2.4 142.250.184.100

Feb 7, 2023 18:30:54.763151884 CET 443 49700 142.250.184.100 192.168.2.4

Feb 7, 2023 18:30:54.763303995 CET 443 49700 142.250.184.100 192.168.2.4

Feb 7, 2023 18:30:54.763402939 CET 49699 443 192.168.2.4 192.166.226.11

Feb 7, 2023 18:30:54.763422966 CET 443 49699 192.166.226.11 192.168.2.4

Feb 7, 2023 18:30:54.763544083 CET 49699 443 192.168.2.4 192.166.226.11

Feb 7, 2023 18:30:54.763550997 CET 443 49699 192.166.226.11 192.168.2.4

Feb 7, 2023 18:30:54.763606071 CET 443 49699 192.166.226.11 192.168.2.4

Feb 7, 2023 18:30:54.808024883 CET 443 49697 142.250.180.174 192.168.2.4

Feb 7, 2023 18:30:54.808104992 CET 49697 443 192.168.2.4 142.250.180.174

Feb 7, 2023 18:30:54.808131933 CET 443 49697 142.250.180.174 192.168.2.4

Feb 7, 2023 18:30:54.808228970 CET 443 49697 142.250.180.174 192.168.2.4

Feb 7, 2023 18:30:54.808284998 CET 49697 443 192.168.2.4 142.250.180.174

Feb 7, 2023 18:30:54.809189081 CET 49697 443 192.168.2.4 142.250.180.174

Feb 7, 2023 18:30:54.809205055 CET 443 49697 142.250.180.174 192.168.2.4

Feb 7, 2023 18:30:54.826286077 CET 443 49698 216.58.209.45 192.168.2.4

Feb 7, 2023 18:30:54.826375961 CET 49698 443 192.168.2.4 216.58.209.45

Feb 7, 2023 18:30:54.826397896 CET 443 49698 216.58.209.45 192.168.2.4

Feb 7, 2023 18:30:54.826530933 CET 443 49698 216.58.209.45 192.168.2.4

Feb 7, 2023 18:30:54.826596022 CET 49698 443 192.168.2.4 216.58.209.45

Feb 7, 2023 18:30:54.828102112 CET 49698 443 192.168.2.4 216.58.209.45

Feb 7, 2023 18:30:54.828124046 CET 443 49698 216.58.209.45 192.168.2.4

Feb 7, 2023 18:30:54.858537912 CET 49700 443 192.168.2.4 142.250.184.100

Feb 7, 2023 18:30:54.858596087 CET 443 49700 142.250.184.100 192.168.2.4

Feb 7, 2023 18:30:54.858650923 CET 49699 443 192.168.2.4 192.166.226.11

Feb 7, 2023 18:30:54.858676910 CET 443 49699 192.166.226.11 192.168.2.4

Feb 7, 2023 18:30:54.901499987 CET 443 49699 192.166.226.11 192.168.2.4

Feb 7, 2023 18:30:54.901531935 CET 443 49699 192.166.226.11 192.168.2.4

Feb 7, 2023 18:30:54.901623964 CET 443 49699 192.166.226.11 192.168.2.4

Feb 7, 2023 18:30:54.901683092 CET 443 49699 192.166.226.11 192.168.2.4

Feb 7, 2023 18:30:54.901705027 CET 49699 443 192.168.2.4 192.166.226.11

Feb 7, 2023 18:30:54.901737928 CET 443 49699 192.166.226.11 192.168.2.4

Feb 7, 2023 18:30:54.901761055 CET 49699 443 192.168.2.4 192.166.226.11

Feb 7, 2023 18:30:54.901798010 CET 49699 443 192.168.2.4 192.166.226.11

Feb 7, 2023 18:30:54.925674915 CET 443 49699 192.166.226.11 192.168.2.4

Feb 7, 2023 18:30:54.925693035 CET 443 49699 192.166.226.11 192.168.2.4

Feb 7, 2023 18:30:54.925781965 CET 443 49699 192.166.226.11 192.168.2.4

Feb 7, 2023 18:30:54.925862074 CET 49699 443 192.168.2.4 192.166.226.11

Feb 7, 2023 18:30:54.925887108 CET 49699 443 192.168.2.4 192.166.226.11

Feb 7, 2023 18:30:54.961939096 CET 49700 443 192.168.2.4 142.250.184.100

Feb 7, 2023 18:30:55.030340910 CET 443 49699 192.166.226.11 192.168.2.4

Feb 7, 2023 18:30:55.030380964 CET 443 49699 192.166.226.11 192.168.2.4

Timestamp Source Port Dest Port Source IP Dest IP
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Feb 7, 2023 18:30:55.030390024 CET 443 49699 192.166.226.11 192.168.2.4

Feb 7, 2023 18:30:55.030482054 CET 49699 443 192.168.2.4 192.166.226.11

Feb 7, 2023 18:30:55.030554056 CET 49699 443 192.168.2.4 192.166.226.11

Feb 7, 2023 18:30:55.030564070 CET 443 49699 192.166.226.11 192.168.2.4

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Feb 7, 2023 18:30:54.174721956 CET 59683 53 192.168.2.4 8.8.8.8

Feb 7, 2023 18:30:54.176856041 CET 64167 53 192.168.2.4 8.8.8.8

Feb 7, 2023 18:30:54.200670004 CET 52239 53 192.168.2.4 8.8.8.8

Feb 7, 2023 18:30:54.202945948 CET 53 59683 8.8.8.8 192.168.2.4

Feb 7, 2023 18:30:54.203625917 CET 56807 53 192.168.2.4 8.8.8.8

Feb 7, 2023 18:30:54.205270052 CET 53 64167 8.8.8.8 192.168.2.4

Feb 7, 2023 18:30:54.223334074 CET 53 52239 8.8.8.8 192.168.2.4

Feb 7, 2023 18:30:54.230905056 CET 53 56807 8.8.8.8 192.168.2.4

Feb 7, 2023 18:30:54.234734058 CET 61007 53 192.168.2.4 8.8.8.8

Feb 7, 2023 18:30:54.261010885 CET 53 61007 8.8.8.8 192.168.2.4

Feb 7, 2023 18:30:55.482817888 CET 59444 53 192.168.2.4 8.8.8.8

Feb 7, 2023 18:30:55.485315084 CET 55570 53 192.168.2.4 8.8.8.8

Feb 7, 2023 18:30:55.488517046 CET 64906 53 192.168.2.4 8.8.8.8

Feb 7, 2023 18:30:55.505156994 CET 53 55570 8.8.8.8 192.168.2.4

Feb 7, 2023 18:30:55.510356903 CET 53 59444 8.8.8.8 192.168.2.4

Feb 7, 2023 18:30:57.596597910 CET 58729 53 192.168.2.4 8.8.8.8

Feb 7, 2023 18:30:57.618532896 CET 53 58729 8.8.8.8 192.168.2.4

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
DNS over
HTTPS

Feb 7, 2023 18:30:54.174721956 
CET

192.168.2.4 8.8.8.8 0x4d95 Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001) false

Feb 7, 2023 18:30:54.176856041 
CET

192.168.2.4 8.8.8.8 0xca1f Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001) false

Feb 7, 2023 18:30:54.200670004 
CET

192.168.2.4 8.8.8.8 0xea2a Standard query 
(0)

ussufaces.com A (IP address) IN (0x0001) false

Feb 7, 2023 18:30:54.203625917 
CET

192.168.2.4 8.8.8.8 0x81b9 Standard query 
(0)

www.google.com A (IP address) IN (0x0001) false

Feb 7, 2023 18:30:54.234734058 
CET

192.168.2.4 8.8.8.8 0x653d Standard query 
(0)

www.google.com A (IP address) IN (0x0001) false

Feb 7, 2023 18:30:55.482817888 
CET

192.168.2.4 8.8.8.8 0xf93b Standard query 
(0)

maxcdn.boo
tstrapcdn.com

A (IP address) IN (0x0001) false

Feb 7, 2023 18:30:55.485315084 
CET

192.168.2.4 8.8.8.8 0x452a Standard query 
(0)

cdn.jsdelivr.net A (IP address) IN (0x0001) false

Feb 7, 2023 18:30:55.488517046 
CET

192.168.2.4 8.8.8.8 0xca78 Standard query 
(0)

code.jquery.com A (IP address) IN (0x0001) false

Feb 7, 2023 18:30:57.596597910 
CET

192.168.2.4 8.8.8.8 0x8bef Standard query 
(0)

cdnjs.clou
dflare.com

A (IP address) IN (0x0001) false

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
DNS over
HTTPS

Feb 7, 2023 
18:30:54.202945948 
CET

8.8.8.8 192.168.2.4 0x4d95 No error (0) clients2.g
oogle.com

clients.l.google
.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Feb 7, 2023 
18:30:54.202945948 
CET

8.8.8.8 192.168.2.4 0x4d95 No error (0) clients.l.
google.com

142.250.180.1
74

A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:30:54.205270052 
CET

8.8.8.8 192.168.2.4 0xca1f No error (0) accounts.g
oogle.com

216.58.209.45 A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:30:54.223334074 
CET

8.8.8.8 192.168.2.4 0xea2a No error (0) ussufaces.com 192.166.226.1
1

A (IP address) IN 
(0x0001)

false

UDP Packets

DNS Queries

DNS Answers
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Feb 7, 2023 
18:30:54.230905056 
CET

8.8.8.8 192.168.2.4 0x81b9 No error (0) www.google
.com

142.250.184.1
00

A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:30:54.261010885 
CET

8.8.8.8 192.168.2.4 0x653d No error (0) www.google
.com

142.250.184.1
00

A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:30:55.505156994 
CET

8.8.8.8 192.168.2.4 0x452a No error (0) cdn.jsdelivr.net jsdelivr.map.fa
stly.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Feb 7, 2023 
18:30:55.505156994 
CET

8.8.8.8 192.168.2.4 0x452a No error (0) jsdelivr.m
ap.fastly.net

151.101.1.229 A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:30:55.505156994 
CET

8.8.8.8 192.168.2.4 0x452a No error (0) jsdelivr.m
ap.fastly.net

151.101.65.22
9

A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:30:55.505156994 
CET

8.8.8.8 192.168.2.4 0x452a No error (0) jsdelivr.m
ap.fastly.net

151.101.129.2
29

A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:30:55.505156994 
CET

8.8.8.8 192.168.2.4 0x452a No error (0) jsdelivr.m
ap.fastly.net

151.101.193.2
29

A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:30:55.510356903 
CET

8.8.8.8 192.168.2.4 0xf93b No error (0) maxcdn.boo
tstrapcdn.com

104.18.11.207 A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:30:55.510356903 
CET

8.8.8.8 192.168.2.4 0xf93b No error (0) maxcdn.boo
tstrapcdn.com

104.18.10.207 A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:30:55.510404110 
CET

8.8.8.8 192.168.2.4 0xca78 No error (0) code.jquer
y.com

cds.s5x3j6q5.h
wcdn.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Feb 7, 2023 
18:30:55.539197922 
CET

8.8.8.8 192.168.2.4 0xb126 No error (0) cs1227.wpc
.alphacdn.net

192.229.221.1
85

A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:30:57.618532896 
CET

8.8.8.8 192.168.2.4 0x8bef No error (0) cdnjs.clou
dflare.com

104.17.25.14 A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:30:57.618532896 
CET

8.8.8.8 192.168.2.4 0x8bef No error (0) cdnjs.clou
dflare.com

104.17.24.14 A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:30:57.666613102 
CET

8.8.8.8 192.168.2.4 0x8154 No error (0) shed.dual-
low.part-0
032.t-0009
.fdv2-t-ms
edge.net

global-entry-
afdthirdparty-
fallback-
first.trafficman
ager.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Feb 7, 2023 
18:30:57.666613102 
CET

8.8.8.8 192.168.2.4 0x8154 No error (0) shed.dual-
low.part-0
032.t-0009.fb-
t-msedge.net

part-0032.t-
0009.fb-t-
msedge.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Feb 7, 2023 
18:30:57.666613102 
CET

8.8.8.8 192.168.2.4 0x8154 No error (0) part-0032.t-
0009.fb-t-
msedge.net

13.107.253.60 A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:30:57.666613102 
CET

8.8.8.8 192.168.2.4 0x8154 No error (0) part-0032.t-
0009.fb-t-
msedge.net

13.107.226.60 A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:31:08.161628008 
CET

8.8.8.8 192.168.2.4 0x2c9e No error (0) shed.dual-
low.part-0
032.t-0009
.fdv2-t-ms
edge.net

global-entry-
afdthirdparty-
fallback-
first.trafficman
ager.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Feb 7, 2023 
18:31:08.161628008 
CET

8.8.8.8 192.168.2.4 0x2c9e No error (0) shed.dual-
low.part-0
032.t-0009.fb-
t-msedge.net

part-0032.t-
0009.fb-t-
msedge.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Feb 7, 2023 
18:31:08.161628008 
CET

8.8.8.8 192.168.2.4 0x2c9e No error (0) part-0032.t-
0009.fb-t-
msedge.net

13.107.253.60 A (IP address) IN 
(0x0001)

false

Feb 7, 2023 
18:31:08.161628008 
CET

8.8.8.8 192.168.2.4 0x2c9e No error (0) part-0032.t-
0009.fb-t-
msedge.net

13.107.226.60 A (IP address) IN 
(0x0001)

false

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
DNS over
HTTPS

HTTP Request Dependency Graph
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clients2.google.com

            
accounts.google.com

            
ussufaces.com

            
maxcdn.bootstrapcdn.com

            
cdn.jsdelivr.net

            
logincdn.msauth.net

            
https:

            
cdnjs.cloudflare.com

            
aadcdn.msauth.net

         

• chrome.exe

• chrome.exe

• chrome.exe

Click to jump to process

Target ID: 0

Start time: 18:30:47

Start date: 07/02/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe"   --start-maximized  "about:blank

Imagebase: 0x7ff683680000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: true

Statistics

Behavior

System Behavior

Analysis Process: chrome.exe PID: 2432, Parent PID: 1224

General
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Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Target ID: 1

Start time: 18:30:48

Start date: 07/02/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-GB --service-sandbox-
type=none --mojo-platform-channel-handle=1876 --field-trial-handle=1812,i,2036972514004216083,622276978597170317,131072 --disable-features=O
ptimizationGuideModelDownloading,OptimizationHints,OptimizationTargetPrediction /prefetch:8

Imagebase: 0x7ff683680000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Target ID: 2

Start time: 18:30:49

Start date: 07/02/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" "C:\Users\user\Desktop\Benefit_Enrollment.html

Imagebase: 0x7ff683680000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: true

File Activities

Registry Activities

Analysis Process: chrome.exe PID: 5836, Parent PID: 2432

General

File Activities

Analysis Process: chrome.exe PID: 1028, Parent PID: 1224

General
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Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

⊘ No disassembly

Registry Activities

Disassembly
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