
ID: 826454
Sample Name: server.exe
Cookbook: default.jbs
Time: 18:58:14
Date: 14/03/2023
Version: 37.0.0 Beryl
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Windows Analysis Report 
server.exe

Overview

General Information
Sample Name: server.exe

Analysis ID: 826454

MD5: 17ebf60197356…

SHA1: 38033b18d334…

SHA256: c9f213f89ae4e…

Tags: agenziaentrate exe

gozi isfb ITA mef

mise ursnif

Infos:

Detection

Ursnif

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Multi AV Scanner detection for subm…

Detected unpacking (changes PE se…

Malicious sample detected (through…

Detected unpacking (overwrites its o…

Snort IDS alert for network traffic

Yara detected Ursnif

Found evasive API chain (may stop…

Writes or reads registry keys via WMI

Writes registry values via WMI

Found API chain indicative of debug…

Machine Learning detection for sam…

Uses 32bit PE files

Yara signature match

Antivirus or Machine Learning detec…

Contains functionality to query local…

Uses a known web browser user age…

May sleep (evasive loops) to hinder…

Internet Provider seen in connection…

Contains functionality to call native …

Tries to resolve domain names, but …

Contains functionality to dynamicall…

IP address seen in connection with …

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

server.exe (PID: 5860 cmdline: C:\Users\user\Desktop\server.exe MD5: 17EBF60197356EB8F2996ABC026907E6)
cleanup

{

  "RSA Public Key": 

"2cHitNE2khtX8MPowN3OuEF+nIJiRQvDS0CByWczHAmlx7InAyPYhqz4W4BdwOQhPXM+cNmTKZrjXkeaD1W/JReU+0QfnRaZLQzMkbf/6hntYeJLN9kVYaXwOSubcfndLd/IRF3zHco37HpGyfr/fx+pYcUFQUpDPSBwxpcqOgAGHU0E

LflY4Wg7JTro/JzFnlTf/qZRLIK0F3z73FRQhjYYH8ldszb/+eADX8rn6ird+QrxU0NdIdel89Q7IsIw6+kcDa/Uh8s29ZPGfilEQcNwZsKPhbL1nQo8gRUU9nCXs8mGibasUhj7JSzvSDXMce/idAcO3inRDu0kAkFPSSWXYHucvOV7U

qKvwvqosHo=",

  "c2_domain": [

    "checklist.skype.com",

    "62.173.142.51",

    "94.103.183.153",

    "193.233.175.111",

    "109.248.11.145",

    "31.41.44.106",

    "191.96.251.201"

  ],

  "botnet": "7713",

  "server": "50",

  "serpent_key": "rqDYWFa4uPXuBFMj",

  "sleep_time": "1",

  "CONF_TIMEOUT": "20",

  "SetWaitableTimer_value": "0"

}

Process Tree

Malware Configuration

Threatname: Ursnif

Yara Signatures
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Source Rule Description Author Strings

00000000.00000003.488669827.0000000002CD8000.00000
004.00000020.00020000.00000000.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

00000000.00000003.488669827.0000000002CD8000.00000
004.00000020.00020000.00000000.sdmp

Windows_Trojan_
Gozi_fd494041

unknown unknown 0x1228:$a1: /C ping localhost -n %u && del "%s"
0xea8:$a2: /C "copy "%s" "%s" /y && "%s" "%s"
0xf00:$a3: /C "copy "%s" "%s" /y && rundll32 "%s",%S"
0xa9c:$a5: filename="%.4u.%lu"
0x63a:$a7: version=%u&soft=%u&user=%08x%08x%08x
%08x&server=%u&id=%u&type=%u&name=%s
0x876:$a8: %08X-%04X-%04X-%04X-%08X%04X
0xbb7:$a8: %08X-%04X-%04X-%04X-%08X%04X
0xe6d:$a9: &whoami=%s
0xe56:$a10: %u.%u_%u_%u_x%u
0xd63:$a11: size=%u&hash=0x%08x
0xb1d:$a12: &uptime=%u
0x6fb:$a13: %systemroot%\system32\c_1252.nls
0x1298:$a14: IE10RunOnceLastShown_TIMESTAMP

00000000.00000003.488669827.0000000002CD8000.00000
004.00000020.00020000.00000000.sdmp

Windows_Trojan_
Gozi_261f5ac5

unknown unknown 0xb54:$a1: soft=%u&version=%u&user=%08x%08x%08x
%08x&server=%u&id=%u&crc=%x
0x63a:$a2: version=%u&soft=%u&user=%08x%08x%08x
%08x&server=%u&id=%u&type=%u&name=%s
0xa68:$a3: Content-Disposition: form-data; name="uploa
d_file"; filename="%.4u.%lu"
0xcf2:$a5: Mozilla/4.0 (compatible; MSIE 8.0; Windows N
T %u.%u%s)
0xd96:$a9: Software\AppDataLow\Software\Microsoft\
0x1ce8:$a9: Software\AppDataLow\Software\Microsoft\

00000000.00000003.488967636.0000000002CD8000.00000
004.00000020.00020000.00000000.sdmp

JoeSecurity_Ursnif Yara detected  
Ursnif

Joe Security

00000000.00000003.488967636.0000000002CD8000.00000
004.00000020.00020000.00000000.sdmp

Windows_Trojan_
Gozi_fd494041

unknown unknown 0x1228:$a1: /C ping localhost -n %u && del "%s"
0xea8:$a2: /C "copy "%s" "%s" /y && "%s" "%s"
0xf00:$a3: /C "copy "%s" "%s" /y && rundll32 "%s",%S"
0xa9c:$a5: filename="%.4u.%lu"
0x63a:$a7: version=%u&soft=%u&user=%08x%08x%08x
%08x&server=%u&id=%u&type=%u&name=%s
0x876:$a8: %08X-%04X-%04X-%04X-%08X%04X
0xbb7:$a8: %08X-%04X-%04X-%04X-%08X%04X
0xe6d:$a9: &whoami=%s
0xe56:$a10: %u.%u_%u_%u_x%u
0xd63:$a11: size=%u&hash=0x%08x
0xb1d:$a12: &uptime=%u
0x6fb:$a13: %systemroot%\system32\c_1252.nls
0x1298:$a14: IE10RunOnceLastShown_TIMESTAMP

Click to see the 27 entries

⊘ No Sigma rule has matched

Timestamp: 192.168.2.562.173.142.5149696802033204 03/14/23-19:01:00.007708

SID: 2033204

Source Port: 49696

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

Timestamp: 192.168.2.562.173.142.5149696802033203 03/14/23-19:01:00.007708

SID: 2033203

Source Port: 49696

Destination Port: 80

Protocol: TCP

Classtype: A Network Trojan was detected

Memory Dumps

Sigma Signatures

Snort Signatures
ET TROJAN Ursnif Variant CnC Beacon - URI Struct M2 (_2F) - Source IP: 192.168.2.5 - Destination IP: 62.173.142.51

ET TROJAN Ursnif Variant CnC Beacon - URI Struct M1 (_2B) - Source IP: 192.168.2.5 - Destination IP: 62.173.142.51
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AV Detection

Compliance

Networking

Key, Mouse, Clipboard, Microphone and Screen Capturing

E-Banking Fraud

System Summary

Data Obfuscation

Hooking and other Techniques for Hiding and Protection

Malware Analysis System Evasion

Anti Debugging

Stealing of Sensitive Information

Remote Access Functionality

Joe Sandbox Signatures

Multi AV Scanner detection for submitted file

Machine Learning detection for sample

Detected unpacking (overwrites its own PE header)

Snort IDS alert for network traffic

Yara detected Ursnif

Yara detected Ursnif

Malicious sample detected (through community Yara rule)

Writes or reads registry keys via WMI

Writes registry values via WMI

Detected unpacking (changes PE section rights)

Detected unpacking (overwrites its own PE header)

Yara detected Ursnif

Found evasive API chain (may stop execution after checking system information)

Found API chain indicative of debugger detection

Yara detected Ursnif
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Behavior Graph
ID: 826454

Sample: server.exe

Startdate: 14/03/2023

Architecture: WINDOWS

Score: 100

Snort IDS alert for
network traffic

Malicious sample detected
(through community Yara

rule)
Multi AV Scanner detection

for submitted file 2 other signatures

server.exe

6

        started       

62.173.142.51, 49696, 80

SPACENET-ASInternetServiceProviderRU

Russian Federation

checklist.skype.com

Detected unpacking (changes
PE section rights)

Detected unpacking (overwrites
its own PE header)

Found evasive API chain
(may stop execution

after checking system
information)

3 other signatures

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

Yara detected Ursnif

Mitre Att&ck Matrix

Behavior Graph
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Source Detection Scanner Label Link

server.exe 36% ReversingLabs Win32.Trojan.Ama
dey

server.exe 32% Virustotal Browse

server.exe 100% Joe Sandbox ML

Screenshots

Thumbnails

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Copyright Joe Security LLC 2023 Page 8 of 20
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⊘ No Antivirus matches

Source Detection Scanner Label Link Download

0.2.server.exe.570000.2.unpack 100% Avira HEUR/AGEN.12
45293

0.2.server.exe.400000.0.unpack 100% Avira TR/Crypt.XPAC
K.Gen7

⊘ No Antivirus matches

Source Detection Scanner Label Link

62.173.142.51/drew/uzFqBPgZCIqO6jg1c5K/Xjd9gdsAubWMmY_2FDAd8e/U4Ap1PqTIR2WQ/a0CAd0n
U/ThrgRPS1U5uEI3kIT3QYk4V/9d6bFT0hxT/5DxxrYQlR4IV_2Fei/ZJj6rXzL8HY8/xQEVwjD3Ur1/F3Mh
UjI5IvSaS_/2BdrMle6CgPaU6_2BOFFJ/FAcptoJYalDMhiD8/zK9g2iPFhAmXVAs/NjAIlnCY_2B_2FS4qz/
z8NkwINX2/bN1cceH77_2BrxV4WYdI/F0hZV08Kh1Pm3jwzz9R/ILM_2FNGfAIX1b0GrBrRbH/64NI6.jlk

0% Avira URL Cloud safe

62.173 0% Avira URL Cloud safe

62.173 0% Virustotal Browse

Name IP Active Malicious Antivirus Detection Reputation

checklist.skype.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

62.173.142.51/drew/uzFqBPgZCIqO6jg1c5K/Xjd9gdsAubWMmY_2FDAd8e/U4Ap1PqTIR2WQ/a0CA
d0nU/ThrgRPS1U5uEI3kIT3QYk4V/9d6bFT0hxT/5DxxrYQlR4IV_2Fei/ZJj6rXzL8HY8/xQEVwjD3Ur1
/F3MhUjI5IvSaS_/2BdrMle6CgPaU6_2BOFFJ/FAcptoJYalDMhiD8/zK9g2iPFhAmXVAs/NjAIlnCY_2
B_2FS4qz/z8NkwINX2/bN1cceH77_2BrxV4WYdI/F0hZV08Kh1Pm3jwzz9R/ILM_2FNGfAIX1b0GrBr
RbH/64NI6.jlk

true Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

62.173 server.exe, 00000000.00000002.573293062.
00000000022CC000.00000004.00000010.00020
000.00000000.sdmp

false 0%, Virustotal, Browse
Avira URL Cloud: safe

low

Dropped Files

Unpacked PE Files

Download File

Download File

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

World Map of Contacted IPs
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No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

62.173.142.51 unknown Russian Federation 34300 SPACENET-
ASInternetServiceProviderR
U

true

Joe Sandbox Version: 37.0.0 Beryl

Analysis ID: 826454

Start date and time: 2023-03-14 18:58:14 +01:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 5m 29s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 104, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

5

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Sample file name: server.exe

Detection: MAL

Classification: mal100.troj.evad.winEXE@1/0@1/1

EGA Information: Successful, ratio: 100%

HDC Information: Successful, ratio: 95.8% (good quality ratio 95.8%)
Quality average: 89%
Quality standard deviation: 15.4%

Public IPs

General Information
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HCA Information: Successful, ratio: 85%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Found application associated with file extension: .exe

Exclude process from analysis (whitelisted): MpCmdRun.exe, WMIADAP.exe, conhost.exe, WmiPrvSE.exe
Excluded domains from analysis (whitelisted): ctldl.windowsupdate.com
Not all processes where analyzed, report is missing behavior  information
Report size getting too big, t oo many NtOpenKeyEx calls found.
Report size getting too big, t oo many NtQueryValueKey calls found.

⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No created / dropped files found

File type: PE32 executable (GUI) Intel 80386, for MS Windows

Entropy (8bit): 6.438805330555067

TrID: Win32 Executable (generic) a (10002005/4) 99.96%
Generic Win/DOS Executable (2004/3) 0.02%
DOS Executable Generic (2002/1) 0.02%
Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.00%

File name: server.exe

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

Static File Info

General
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File size: 193024

MD5: 17ebf60197356eb8f2996abc026907e6

SHA1: 38033b18d33436b5302ac50a3ba1c8114a23af81

SHA256: c9f213f89ae4eb4e3ef4ec3cd71d3440adfdb9aee07841da844e4c176ff53869

SHA512: 816b172d91eb8cf92e2c0431adcaf375b58650f4ed8ffdceff1624e0d9bbdd3e002c43220f75e47859b0a97a2275299e58d02261f59b594af67a65fc4c10f909

SSDEEP: 3072:HTXILLgyGgGupHnozyScqeENUrwSbVMUH:bILxG2nJSN0/

TLSH: 6F144C03B2A07F61E5214B328E2FC6F9660DF951CE69BB7A22186A1F04B13B1D673751

File Content 
Preview:

MZ......................@...............................................!..L.!This program cannot be run in DOS 
mode....$.......I....j...j...j..b.\..j..b.i..j..b.].Tj....d..j...j...j..b.X..j..b.m..j..b.j..j..Rich.j..........PE..L......a...................

Icon Hash: 70d2eeeacacaeadd

Entrypoint: 0x403033

Entrypoint Section: .text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: RELOCS_STRIPPED, EXECUTABLE_IMAGE, 32BIT_MACHINE

DLL Characteristics: TERMINAL_SERVER_AWARE

Time Stamp: 0x61BEF9F8 [Sun Dec 19 09:23:04 2021 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 5

OS Version Minor: 1

File Version Major: 5

File Version Minor: 1

Subsystem Version Major: 5

Subsystem Version Minor: 1

Import Hash: 11d51d37617e55d90ea2ab5d83a2aa08

Instruction

call 00007F12C4E8600Eh

jmp 00007F12C4E837AEh

mov edi, edi

push ebp

mov ebp, esp

mov eax, dword ptr [ebp+08h]

xor ecx, ecx

cmp eax, dword ptr [0040D008h+ecx*8]

je 00007F12C4E83935h

inc ecx

cmp ecx, 2Dh

jc 00007F12C4E83913h

lea ecx, dword ptr [eax-13h]

cmp ecx, 11h

jnbe 00007F12C4E83930h

push 0000000Dh

pop eax

pop ebp

ret 

mov eax, dword ptr [0040D00Ch+ecx*8]

pop ebp

File Icon

Static PE Info

General

Entrypoint Preview
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ret 

add eax, FFFFFF44h

push 0000000Eh

pop ecx

cmp ecx, eax

sbb eax, eax

and eax, ecx

add eax, 08h

pop ebp

ret 

call 00007F12C4E85C85h

test eax, eax

jne 00007F12C4E83928h

mov eax, 0040D170h

ret 

add eax, 08h

ret 

call 00007F12C4E85C72h

test eax, eax

jne 00007F12C4E83928h

mov eax, 0040D174h

ret 

add eax, 0Ch

ret 

mov edi, edi

push ebp

mov ebp, esp

push esi

call 00007F12C4E83907h

mov ecx, dword ptr [ebp+08h]

push ecx

mov dword ptr [eax], ecx

call 00007F12C4E838A7h

pop ecx

mov esi, eax

call 00007F12C4E838E1h

mov dword ptr [eax], esi

pop esi

pop ebp

ret 

mov edi, edi

push ebp

mov ebp, esp

mov ecx, dword ptr [ebp+08h]

test ecx, ecx

je 00007F12C4E8393Dh

push FFFFFFE0h

xor edx, edx

pop eax

div ecx

cmp eax, dword ptr [ebp+0Ch]

jnc 00007F12C4E83931h

call 00007F12C4E838BFh

mov dword ptr [eax], 0000000Ch

xor eax, eax

pop ebp

ret 

imul ecx, dword ptr [ebp+0Ch]

push esi

Instruction
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mov esi, ecx

test esi, esi

jne 00007F12C4E83923h

Instruction

Programming Language: [C++] VS2010 build 30319
[ASM] VS2010 build 30319
[ C ] VS2010 build 30319
[IMP] VS2008 SP1 build 30729
[RES] VS2010 build 30319
[LNK] VS2010 build 30319

Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IMPORT 0xb694 0x50 .text

IMAGE_DIRECTORY_ENTRY_RESOURCE 0x9e000 0x107f0 .rsrc

IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x0 0x0

IMAGE_DIRECTORY_ENTRY_DEBUG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x2ba0 0x40 .text

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x1000 0x1a8 .text

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x1000 0xb01c 0xb200 False 0.5102923103932584 DOS executable (COM, 
0x8C-variant)

5.979263370923817 IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_EXECU
TE, 
IMAGE_SCN_MEM_READ

.data 0xd000 0x9088c 0x13400 False 0.9443739853896104 data 7.846917121259244 IMAGE_SCN_CNT_INITIALI
ZED_DATA, 
IMAGE_SCN_MEM_READ, 
IMAGE_SCN_MEM_WRITE

.rsrc 0x9e000 0x107f0 0x10800 False 0.29878373579545453 data 3.6670923658307726 IMAGE_SCN_CNT_INITIALI
ZED_DATA, 
IMAGE_SCN_MEM_READ

Name RVA Size Type Language Country

RT_CURSOR 0xac948 0x130 Device independent bitmap graphic, 32 x 64 x 1, 
image size 0

RT_CURSOR 0xaca90 0x130 Device independent bitmap graphic, 32 x 64 x 1, 
image size 0

RT_CURSOR 0xacbc0 0xf0 Device independent bitmap graphic, 24 x 48 x 1, 
image size 0

RT_CURSOR 0xaccb0 0x10a8 Device independent bitmap graphic, 32 x 64 x 32, 
image size 0

RT_ICON 0x9e6d0 0x8a8 Device independent bitmap graphic, 32 x 64 x 8, 
image size 0

Sami Lappish Finland

RT_ICON 0x9e6d0 0x8a8 Device independent bitmap graphic, 32 x 64 x 8, 
image size 0

Sami Lappish Norway

RT_ICON 0x9e6d0 0x8a8 Device independent bitmap graphic, 32 x 64 x 8, 
image size 0

Sami Lappish Sweden 

RT_ICON 0x9ef78 0x10a8 Device independent bitmap graphic, 32 x 64 x 32, 
image size 0

Sami Lappish Finland

RT_ICON 0x9ef78 0x10a8 Device independent bitmap graphic, 32 x 64 x 32, 
image size 0

Sami Lappish Norway

Rich Headers

Data Directories

Sections

Resources
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RT_ICON 0x9ef78 0x10a8 Device independent bitmap graphic, 32 x 64 x 32, 
image size 0

Sami Lappish Sweden 

RT_ICON 0xa0048 0xea8 Device independent bitmap graphic, 48 x 96 x 8, 
image size 2304, 256 important colors

Sami Lappish Finland

RT_ICON 0xa0048 0xea8 Device independent bitmap graphic, 48 x 96 x 8, 
image size 2304, 256 important colors

Sami Lappish Norway

RT_ICON 0xa0048 0xea8 Device independent bitmap graphic, 48 x 96 x 8, 
image size 2304, 256 important colors

Sami Lappish Sweden 

RT_ICON 0xa0ef0 0x8a8 Device independent bitmap graphic, 32 x 64 x 8, 
image size 1024, 256 important colors

Sami Lappish Finland

RT_ICON 0xa0ef0 0x8a8 Device independent bitmap graphic, 32 x 64 x 8, 
image size 1024, 256 important colors

Sami Lappish Norway

RT_ICON 0xa0ef0 0x8a8 Device independent bitmap graphic, 32 x 64 x 8, 
image size 1024, 256 important colors

Sami Lappish Sweden 

RT_ICON 0xa1798 0x6c8 Device independent bitmap graphic, 24 x 48 x 8, 
image size 576, 256 important colors

Sami Lappish Finland

RT_ICON 0xa1798 0x6c8 Device independent bitmap graphic, 24 x 48 x 8, 
image size 576, 256 important colors

Sami Lappish Norway

RT_ICON 0xa1798 0x6c8 Device independent bitmap graphic, 24 x 48 x 8, 
image size 576, 256 important colors

Sami Lappish Sweden 

RT_ICON 0xa1e60 0x568 Device independent bitmap graphic, 16 x 32 x 8, 
image size 256, 256 important colors

Sami Lappish Finland

RT_ICON 0xa1e60 0x568 Device independent bitmap graphic, 16 x 32 x 8, 
image size 256, 256 important colors

Sami Lappish Norway

RT_ICON 0xa1e60 0x568 Device independent bitmap graphic, 16 x 32 x 8, 
image size 256, 256 important colors

Sami Lappish Sweden 

RT_ICON 0xa23c8 0x25a8 Device independent bitmap graphic, 48 x 96 x 32, 
image size 9600

Sami Lappish Finland

RT_ICON 0xa23c8 0x25a8 Device independent bitmap graphic, 48 x 96 x 32, 
image size 9600

Sami Lappish Norway

RT_ICON 0xa23c8 0x25a8 Device independent bitmap graphic, 48 x 96 x 32, 
image size 9600

Sami Lappish Sweden 

RT_ICON 0xa4970 0x10a8 Device independent bitmap graphic, 32 x 64 x 32, 
image size 4224

Sami Lappish Finland

RT_ICON 0xa4970 0x10a8 Device independent bitmap graphic, 32 x 64 x 32, 
image size 4224

Sami Lappish Norway

RT_ICON 0xa4970 0x10a8 Device independent bitmap graphic, 32 x 64 x 32, 
image size 4224

Sami Lappish Sweden 

RT_ICON 0xa5a18 0x988 Device independent bitmap graphic, 24 x 48 x 32, 
image size 2400

Sami Lappish Finland

RT_ICON 0xa5a18 0x988 Device independent bitmap graphic, 24 x 48 x 32, 
image size 2400

Sami Lappish Norway

RT_ICON 0xa5a18 0x988 Device independent bitmap graphic, 24 x 48 x 32, 
image size 2400

Sami Lappish Sweden 

RT_ICON 0xa63a0 0x468 Device independent bitmap graphic, 16 x 32 x 32, 
image size 1088

Sami Lappish Finland

RT_ICON 0xa63a0 0x468 Device independent bitmap graphic, 16 x 32 x 32, 
image size 1088

Sami Lappish Norway

RT_ICON 0xa63a0 0x468 Device independent bitmap graphic, 16 x 32 x 32, 
image size 1088

Sami Lappish Sweden 

RT_ICON 0xa6880 0xea8 Device independent bitmap graphic, 48 x 96 x 8, 
image size 0

Sami Lappish Finland

RT_ICON 0xa6880 0xea8 Device independent bitmap graphic, 48 x 96 x 8, 
image size 0

Sami Lappish Norway

RT_ICON 0xa6880 0xea8 Device independent bitmap graphic, 48 x 96 x 8, 
image size 0

Sami Lappish Sweden 

RT_ICON 0xa7728 0x6c8 Device independent bitmap graphic, 24 x 48 x 8, 
image size 0

Sami Lappish Finland

RT_ICON 0xa7728 0x6c8 Device independent bitmap graphic, 24 x 48 x 8, 
image size 0

Sami Lappish Norway

RT_ICON 0xa7728 0x6c8 Device independent bitmap graphic, 24 x 48 x 8, 
image size 0

Sami Lappish Sweden 

RT_ICON 0xa7df0 0x568 Device independent bitmap graphic, 16 x 32 x 8, 
image size 0

Sami Lappish Finland

RT_ICON 0xa7df0 0x568 Device independent bitmap graphic, 16 x 32 x 8, 
image size 0

Sami Lappish Norway

RT_ICON 0xa7df0 0x568 Device independent bitmap graphic, 16 x 32 x 8, 
image size 0

Sami Lappish Sweden 

RT_ICON 0xa8358 0x25a8 Device independent bitmap graphic, 48 x 96 x 32, 
image size 0

Sami Lappish Finland

Name RVA Size Type Language Country
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RT_ICON 0xa8358 0x25a8 Device independent bitmap graphic, 48 x 96 x 32, 
image size 0

Sami Lappish Norway

RT_ICON 0xa8358 0x25a8 Device independent bitmap graphic, 48 x 96 x 32, 
image size 0

Sami Lappish Sweden 

RT_ICON 0xaa900 0x10a8 Device independent bitmap graphic, 32 x 64 x 32, 
image size 0

Sami Lappish Finland

RT_ICON 0xaa900 0x10a8 Device independent bitmap graphic, 32 x 64 x 32, 
image size 0

Sami Lappish Norway

RT_ICON 0xaa900 0x10a8 Device independent bitmap graphic, 32 x 64 x 32, 
image size 0

Sami Lappish Sweden 

RT_ICON 0xab9a8 0x988 Device independent bitmap graphic, 24 x 48 x 32, 
image size 0

Sami Lappish Finland

RT_ICON 0xab9a8 0x988 Device independent bitmap graphic, 24 x 48 x 32, 
image size 0

Sami Lappish Norway

RT_ICON 0xab9a8 0x988 Device independent bitmap graphic, 24 x 48 x 32, 
image size 0

Sami Lappish Sweden 

RT_ICON 0xac330 0x468 Device independent bitmap graphic, 16 x 32 x 32, 
image size 0

Sami Lappish Finland

RT_ICON 0xac330 0x468 Device independent bitmap graphic, 16 x 32 x 32, 
image size 0

Sami Lappish Norway

RT_ICON 0xac330 0x468 Device independent bitmap graphic, 16 x 32 x 32, 
image size 0

Sami Lappish Sweden 

RT_STRING 0xadfe0 0x46a data Sami Lappish Finland

RT_STRING 0xadfe0 0x46a data Sami Lappish Norway

RT_STRING 0xadfe0 0x46a data Sami Lappish Sweden 

RT_STRING 0xae450 0x3a0 data Sami Lappish Finland

RT_STRING 0xae450 0x3a0 data Sami Lappish Norway

RT_STRING 0xae450 0x3a0 data Sami Lappish Sweden 

RT_ACCELERATOR 0xac8a8 0x90 data Sami Lappish Finland

RT_ACCELERATOR 0xac8a8 0x90 data Sami Lappish Norway

RT_ACCELERATOR 0xac8a8 0x90 data Sami Lappish Sweden 

RT_ACCELERATOR 0xac800 0xa8 data Sami Lappish Finland

RT_ACCELERATOR 0xac800 0xa8 data Sami Lappish Norway

RT_ACCELERATOR 0xac800 0xa8 data Sami Lappish Sweden 

RT_GROUP_CURSOR 0xaca78 0x14 data

RT_GROUP_CURSOR 0xadd58 0x30 data

RT_GROUP_ICON 0xa0020 0x22 data Sami Lappish Finland

RT_GROUP_ICON 0xa0020 0x22 data Sami Lappish Norway

RT_GROUP_ICON 0xa0020 0x22 data Sami Lappish Sweden 

RT_GROUP_ICON 0xa6808 0x76 data Sami Lappish Finland

RT_GROUP_ICON 0xa6808 0x76 data Sami Lappish Norway

RT_GROUP_ICON 0xa6808 0x76 data Sami Lappish Sweden 

RT_GROUP_ICON 0xac798 0x68 data Sami Lappish Finland

RT_GROUP_ICON 0xac798 0x68 data Sami Lappish Norway

RT_GROUP_ICON 0xac798 0x68 data Sami Lappish Sweden 

RT_VERSION 0xadd88 0x258 data

None 0xac938 0xa data Sami Lappish Finland

None 0xac938 0xa data Sami Lappish Norway

None 0xac938 0xa data Sami Lappish Sweden 

Name RVA Size Type Language Country

DLL Import

Imports
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KERNEL32.dll PulseEvent, lstrcmpA, FindFirstFileW, _llseek, EnumCalendarInfoW, SetDefaultCommConfigW, GlobalLock, 
InterlockedCompareExchange, SleepEx, GetModuleHandleW, EnumCalendarInfoExW, GetWindowsDirectoryA, 
EnumTimeFormatsA, WriteFileGather, EnumResourceTypesA, GlobalAlloc, GetSystemDirectoryW, AddRefActCtx, 
CopyFileW, LeaveCriticalSection, GetConsoleAliasW, GetFileAttributesW, WritePrivateProfileSectionW, 
RaiseException, GetCPInfoExW, SetLastError, GetProcAddress, GetFirmwareEnvironmentVariableW, LoadLibraryA, 
OpenWaitableTimerW, FindFirstVolumeMountPointW, GetExitCodeThread, AddAtomW, CreateEventW, 
FindNextFileW, GetShortPathNameW, SetCalendarInfoA, ReadConsoleInputW, LocalSize, CopyFileExA, 
CreateFileW, GetLastError, MoveFileA, DeleteFileA, HeapReAlloc, GetCommandLineA, HeapSetInformation, 
GetStartupInfoW, HeapAlloc, EnterCriticalSection, DecodePointer, UnhandledExceptionFilter, 
SetUnhandledExceptionFilter, IsDebuggerPresent, EncodePointer, TerminateProcess, GetCurrentProcess, 
HeapCreate, HeapFree, ExitProcess, WriteFile, GetStdHandle, GetModuleFileNameW, GetModuleFileNameA, 
FreeEnvironmentStringsW, WideCharToMultiByte, GetEnvironmentStringsW, SetHandleCount, 
InitializeCriticalSectionAndSpinCount, GetFileType, DeleteCriticalSection, TlsAlloc, TlsGetValue, TlsSetValue, TlsFree, 
InterlockedIncrement, GetCurrentThreadId, InterlockedDecrement, QueryPerformanceCounter, GetTickCount, 
GetCurrentProcessId, GetSystemTimeAsFileTime, Sleep, GetCPInfo, GetACP, GetOEMCP, IsValidCodePage, 
RtlUnwind, LoadLibraryW, GetConsoleCP, GetConsoleMode, FlushFileBuffers, LCMapStringW, MultiByteToWideChar, 
GetStringTypeW, SetFilePointer, IsProcessorFeaturePresent, HeapSize, CloseHandle, WriteConsoleW, SetStdHandle

USER32.dll LoadMenuW

WINHTTP.dll WinHttpSetOption

DLL Import

Language of compilation system Country where language is spoken Map

Sami Lappish Finland

Sami Lappish Norway

Sami Lappish Sweden 

Timestamp Protocol SID Message
Source
Port

Dest
Port

Source IP Dest IP

192.168.2.562.173.142.51
49696802033204 
03/14/23-
19:01:00.007708

TCP 203320
4

ET TROJAN Ursnif Variant CnC Beacon - URI Struct M2 (_2F) 49696 80 192.168.2.5 62.173.142.5
1

192.168.2.562.173.142.51
49696802033203 
03/14/23-
19:01:00.007708

TCP 203320
3

ET TROJAN Ursnif Variant CnC Beacon - URI Struct M1 (_2B) 49696 80 192.168.2.5 62.173.142.5
1

Total Packets: 6

• 53 (DNS)

• 80 (HTTP)

Possible Origin

Network Behavior

Snort IDS Alerts

Network Port Distribution
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Timestamp Source Port Dest Port Source IP Dest IP

Mar 14, 2023 19:00:59.943846941 CET 49696 80 192.168.2.5 62.173.142.51

Mar 14, 2023 19:01:00.003134966 CET 80 49696 62.173.142.51 192.168.2.5

Mar 14, 2023 19:01:00.003350019 CET 49696 80 192.168.2.5 62.173.142.51

Mar 14, 2023 19:01:00.007708073 CET 49696 80 192.168.2.5 62.173.142.51

Mar 14, 2023 19:01:00.066744089 CET 80 49696 62.173.142.51 192.168.2.5

Mar 14, 2023 19:01:00.067140102 CET 80 49696 62.173.142.51 192.168.2.5

Mar 14, 2023 19:01:00.067250013 CET 49696 80 192.168.2.5 62.173.142.51

Mar 14, 2023 19:01:00.144206047 CET 49696 80 192.168.2.5 62.173.142.51

Mar 14, 2023 19:01:00.202964067 CET 80 49696 62.173.142.51 192.168.2.5

Timestamp Source Port Dest Port Source IP Dest IP

Mar 14, 2023 18:59:39.447985888 CET 56894 53 192.168.2.5 8.8.8.8

Mar 14, 2023 18:59:39.468415976 CET 53 56894 8.8.8.8 192.168.2.5

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
DNS over
HTTPS

Mar 14, 2023 18:59:39.447985888 
CET

192.168.2.5 8.8.8.8 0x1d88 Standard query 
(0)

checklist.
skype.com

A (IP address) IN (0x0001) false

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
DNS over
HTTPS

Mar 14, 2023 
18:59:39.468415976 
CET

8.8.8.8 192.168.2.5 0x1d88 Name error (3) checklist.
skype.com

none none A (IP address) IN 
(0x0001)

false

            
62.173.142.51

         

⊘ No statistics

TCP Packets

UDP Packets

DNS Queries

DNS Answers

HTTP Request Dependency Graph

Statistics
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Target ID: 0

Start time: 18:59:13

Start date: 14/03/2023

Path: C:\Users\user\Desktop\server.exe

Wow64 process (32bit): true

Commandline: C:\Users\user\Desktop\server.exe

Imagebase: 0x400000

File size: 193024 bytes

MD5 hash: 17EBF60197356EB8F2996ABC026907E6

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000000.00000003.488669827.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Gozi_fd494041, Description: unknown, Source: 
00000000.00000003.488669827.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_Gozi_261f5ac5, Description: unknown, Source: 
00000000.00000003.488669827.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000000.00000003.488967636.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Gozi_fd494041, Description: unknown, Source: 
00000000.00000003.488967636.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_Gozi_261f5ac5, Description: unknown, Source: 
00000000.00000003.488967636.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000000.00000003.488618816.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Gozi_fd494041, Description: unknown, Source: 
00000000.00000003.488618816.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_Gozi_261f5ac5, Description: unknown, Source: 
00000000.00000003.488618816.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000000.00000003.488704664.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Gozi_fd494041, Description: unknown, Source: 
00000000.00000003.488704664.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_Gozi_261f5ac5, Description: unknown, Source: 
00000000.00000003.488704664.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000000.00000003.488933342.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Gozi_fd494041, Description: unknown, Source: 
00000000.00000003.488933342.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_Gozi_261f5ac5, Description: unknown, Source: 
00000000.00000003.488933342.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000000.00000003.488781299.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Gozi_fd494041, Description: unknown, Source: 
00000000.00000003.488781299.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_Gozi_261f5ac5, Description: unknown, Source: 
00000000.00000003.488781299.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000000.00000002.573599370.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Gozi_fd494041, Description: unknown, Source: 
00000000.00000002.573599370.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_Gozi_261f5ac5, Description: unknown, Source: 
00000000.00000002.573599370.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_RedLineStealer_ed346e4c, Description: unknown, Source: 
00000000.00000002.573168770.0000000000598000.00000040.00000020.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000000.00000003.488856476.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Gozi_fd494041, Description: unknown, Source: 
00000000.00000003.488856476.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_Gozi_261f5ac5, Description: unknown, Source: 
00000000.00000003.488856476.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_Smokeloader_3687686f, Description: unknown, Source: 
00000000.00000002.573111124.0000000000550000.00000040.00001000.00020000.00000000.sdmp, Author: unknown
Rule: JoeSecurity_Ursnif, Description: Yara detected  Ursnif, Source: 
00000000.00000003.488896444.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: Windows_Trojan_Gozi_fd494041, Description: unknown, Source: 
00000000.00000003.488896444.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: unknown
Rule: Windows_Trojan_Gozi_261f5ac5, Description: unknown, Source: 
00000000.00000003.488896444.0000000002CD8000.00000004.00000020.00020000.00000000.sdmp, Author: unknown

Reputation: low

System Behavior

Analysis Process: server.exe PID: 5860, Parent PID: 3324

General
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There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

⊘ No disassembly

File Activities

Disassembly

Copyright Joe Security LLC 2023 Page 20 of 20


	Table of Contents
	Windows Analysis Report  server.exe
	Overview
	General Information
	Detection
	Signatures
	Classification

	Process Tree
	Malware Configuration
	Threatname: Ursnif

	Yara Signatures
	Memory Dumps

	Sigma Signatures
	Snort Signatures
	Joe Sandbox Signatures
	AV Detection
	Compliance
	Networking
	Key, Mouse, Clipboard, Microphone and Screen Capturing
	E-Banking Fraud
	System Summary
	Data Obfuscation
	Hooking and other Techniques for Hiding and Protection
	Malware Analysis System Evasion
	Anti Debugging
	Stealing of Sensitive Information
	Remote Access Functionality

	Mitre Att&ck Matrix
	Behavior Graph
	Screenshots
	Thumbnails

	Antivirus, Machine Learning and Genetic Malware Detection
	Initial Sample
	Dropped Files
	Unpacked PE Files
	Domains
	URLs

	Domains and IPs
	Contacted Domains
	Contacted URLs
	URLs from Memory and Binaries
	World Map of Contacted IPs
	Public IPs


	General Information
	Warnings

	Simulations
	Behavior and APIs

	Joe Sandbox View / Context
	IPs
	Domains
	ASNs
	JA3 Fingerprints
	Dropped Files

	Created / dropped Files
	Static File Info
	General
	File Icon
	Static PE Info
	General
	Entrypoint Preview
	Rich Headers
	Data Directories
	Sections
	Resources
	Imports
	Possible Origin


	Network Behavior
	Snort IDS Alerts
	Network Port Distribution
	TCP Packets
	UDP Packets
	DNS Queries
	DNS Answers
	HTTP Request Dependency Graph

	Statistics
	System Behavior
	Analysis Process: server.exePID: 5860, Parent PID: 3324
	General
	File Activities


	Disassembly


