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Windows Analysis Report 
pdf_novichki.rar

Overview

General Information
Sample Name: pdf_novichki.rar

Analysis ID: 829691

MD5: 214c47a7948c…

SHA1: 865f07f62dcf68…

SHA256: 0a5e037e5954…

Infos:

Detection

Vidar

Score: 80

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Malicious sample detected (through…

Yara detected Vidar stealer

Antivirus detection for dropped file

Drops PE files with a suspicious file…

C2 URLs / IPs found in malware con…

Found many strings related to Crypt…

Contains functionality to compare us…

Queries the volume information (nam…

Yara signature match

One or more processes crash

Contains functionality to check if a d…

Contains functionality to query local…

Uses code obfuscation techniques (…

PE file contains sections with non-s…

Detected potential crypto function

Contains functionality to query CPU…

Found potential string decryption / a…

Yara detected Credential Stealer

JA3 SSL client fingerprint seen in co…

Contains functionality to dynamicall…

Contains functionality to record scre…

Contains functionality which may be…

IP address seen in connection with …

Abnormal high CPU Usage

Extensive use of GetProcAddress (…

Drops PE files

Tries to load missing DLLs

Uses a known web browser user age…

Checks if the current process is bei…

Found large amount of non-executed…

Uses Microsoft's Enhanced Cryptog…

Allocates memory within range whic…

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64_ra

OUTLOOK.EXE (PID: 1708 cmdline: "C:\Program Files\Microsoft Office\root\Office16\OUTLOOK.EXE" /PIM NoEmail MD5: CA3FDE8329DE07C95897DB0D828545CD)
OpenWith.exe (PID: 6360 cmdline: C:\Windows\system32\OpenWith.exe -Embedding MD5: 5D37A62943F1071FFFFE1DE74B8F2778)
7zG.exe (PID: 6632 cmdline: "C:\Program Files\7-Zip\7zG.exe" x -o"C:\Users\user\Desktop\pdf_novichki\" -spe -an -ai#7zMap2692:86:7zEvent4577 MD5:

04FB3AE7F05C8BC333125972BA907398)
pdf4ik.scr (PID: 6916 cmdline: "C:\Users\user\Desktop\pdf_novichki\pdf\pdf4ik.scr" /S MD5: BF481108AC0A54E82E5683ED8AE58CEB)

WerFault.exe (PID: 7052 cmdline: C:\Windows\SysWOW64\WerFault.exe -u -p 6916 -s 1968 MD5: 28D356B668C66115EA55135D24EEFB2C)
cleanup

Name Description Attribution Blogpost URLs Link

Vidar Vidar is a forked malware based on Arkei. It seems this stealer is one of 
the first that is grabbing information on 2FA Software and Tor Browser.

No Attribution https://0x00-
0x7f.github.io/A-Case-of-
Vidar-Infostealer-Part-1-(-
Unpacking-)/https://0x00-
0x7f.github.io/A-Case-of-
Vidar-Infostealer-Part-
2/https://0xtoxin-
labs.gitbook.io/malware-
analysis/malware-
analysis/vidar-stealer-h-and-
m-
campaignhttps://asec.ahnlab.c
om/en/22932/https://asec.ahnl
ab.com/en/30445/

https://malpedia.caad.fkie.fr
aunhofer.de/details/win.vida
r

Process Tree

Malware Threat Intel

Malware Configuration

Threatname: Vidar

Provided by
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AV Detection

{
  "Botnet": "3",
  "C2 url": [
    "https://t.me/zaskullz",
    "https://steamcommunity.com/profiles/76561199486572327"
  ]
}

Source Rule Description Author Strings

0000000C.00000002.2416733096.000000000158D000.0000
0004.00000020.00020000.00000000.sdmp

JoeSecurity_Crede
ntialStealer

Yara detected 
Credential Stealer

Joe Security

0000000C.00000002.2422398802.0000000029ADC000.0000
0004.00000020.00020000.00000000.sdmp

JoeSecurity_Vidar
_1

Yara detected 
Vidar stealer

Joe Security

0000000C.00000002.2423789607.0000000029D80000.0000
0040.00001000.00020000.00000000.sdmp

JoeSecurity_Vidar
_1

Yara detected 
Vidar stealer

Joe Security

Process Memory Space: pdf4ik.scr PID: 6916 JoeSecurity_Vidar
_1

Yara detected 
Vidar stealer

Joe Security

Process Memory Space: pdf4ik.scr PID: 6916 JoeSecurity_Crede
ntialStealer

Yara detected 
Credential Stealer

Joe Security

Click to see the 1 entries

Source Rule Description Author Strings

12.2.pdf4ik.scr.29d80000.1.raw.unpack JoeSecurity_Vidar
_1

Yara detected 
Vidar stealer

Joe Security

12.2.pdf4ik.scr.29d80000.1.unpack JoeSecurity_Vidar
_1

Yara detected 
Vidar stealer

Joe Security

12.2.pdf4ik.scr.29adb058.0.unpack JoeSecurity_Vidar
_1

Yara detected 
Vidar stealer

Joe Security

12.0.pdf4ik.scr.400000.0.unpack INDICATOR_SUS
PICIOUS_EXE_Wi
ndDefender_AntiE
maulation

Detects 
executables 
containing 
potential Windows 
Defender anti-
emulation checks

ditekSHen 0x75042a:$s1: JohnDoe
0x750432:$s2: HAL9TH

⊘ No Sigma rule has matched

⊘ No Snort rule has matched

Yara Signatures

Memory Dumps

Unpacked PEs

Sigma Signatures

Snort Signatures

Joe Sandbox Signatures

Antivirus detection for dropped file
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Networking

System Summary

Persistence and Installation Behavior

Malware Analysis System Evasion

Stealing of Sensitive Information

Remote Access Functionality

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

Valid
Accounts

1
Native API

1
DLL Side-
Loading

1
Process
Injection

1 1
Masqueradi
ng

OS
Credential
Dumping

2
System
Time
Discovery

Remote
Services

1
Screen
Capture

Exfiltration
Over Other
Network
Medium

2 1
Encrypted
Channel

Eavesdrop
on Insecure
Network
Communic
ation

Remotely
Track
Device
Without
Authorizati
on

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initializatio
n Scripts

1
DLL Side-
Loading

1
Virtualizatio
n/Sandbox
Evasion

LSASS
Memory

1 3 1
Security
Software
Discovery

Remote
Desktop
Protocol

1
Archive
Collected
Data

Exfiltration
Over
Bluetooth

3
Ingress
Tool
Transfer

Exploit SS7
to Redirect
Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Domain
Accounts

At (Linux) Logon
Script
(Windows)

Logon
Script
(Windows)

1
Process
Injection

Security
Account
Manager

1
Virtualizatio
n/Sandbox
Evasion

SMB/Wind
ows Admin
Shares

1
Data from
Local
System

Automated
Exfiltration

3
Non-
Application
Layer
Protocol

Exploit SS7
to Track
Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Local
Accounts

At
(Windows)

Logon
Script
(Mac)

Logon
Script
(Mac)

1
Deobfuscat
e/Decode
Files or
Information

NTDS 1
Process
Discovery

Distributed
Component
Object
Model

Input
Capture

Scheduled
Transfer

1 1 4
Application
Layer
Protocol

SIM Card
Swap

Carrier
Billing
Fraud

Cloud
Accounts

Cron Network
Logon
Script

Network
Logon
Script

2
Obfuscated
Files or
Information

LSA
Secrets

1
Account
Discovery

SSH Keylogging Data
Transfer
Size Limits

Fallback
Channels

Manipulate
Device
Communic
ation

Manipulate
App Store
Rankings
or Ratings

Replication
Through
Removable
Media

Launchd Rc.commo
n

Rc.commo
n

1
DLL Side-
Loading

Cached
Domain
Credentials

1
System
Owner/Use
r Discovery

VNC GUI Input
Capture

Exfiltration
Over C2
Channel

Multiband
Communic
ation

Jamming or
Denial of
Service

Abuse
Accessibilit
y Features

External
Remote
Services

Scheduled
Task

Startup
Items

Startup
Items

Compile
After
Delivery

DCSync 1
Remote
System
Discovery

Windows
Remote
Manageme
nt

Web Portal
Capture

Exfiltration
Over
Alternative
Protocol

Commonly
Used Port

Rogue Wi-
Fi Access
Points

Data
Encrypted
for Impact

C2 URLs / IPs found in malware configuration

Malicious sample detected (through community Yara rule)

Drops PE files with a suspicious file extension

Contains functionality to compare user and computer (likely to detect sandboxes)

Yara detected Vidar stealer

Found many strings related to Crypto-Wallets (likely being stolen)

Yara detected Vidar stealer

Mitre Att&ck Matrix

Copyright Joe Security LLC 2023 Page 6 of 45



Drive-by
Compromis
e

Command
and
Scripting
Interpreter

Scheduled
Task/Job

Scheduled
Task/Job

Indicator
Removal
from Tools

Proc
Filesystem

3
File and
Directory
Discovery

Shared
Webroot

Credential
API
Hooking

Exfiltration
Over
Symmetric
Encrypted
Non-C2
Protocol

Application
Layer
Protocol

Downgrade
to Insecure
Protocols

Generate
Fraudulent
Advertising
Revenue

Exploit
Public-
Facing
Application

PowerShell At (Linux) At (Linux) Masqueradi
ng

/etc/passw
d and
/etc/shado
w

3 5
System
Information
Discovery

Software
Deploymen
t Tools

Data
Staged

Exfiltration
Over
Asymmetric
Encrypted
Non-C2
Protocol

Web
Protocols

Rogue
Cellular
Base
Station

Data
Destruction

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

Behavior Graph
ID: 829691

Sample: pdf_novichki.rar

Startdate: 18/03/2023

Architecture: WINDOWS

Score: 80

Malicious sample detected
(through community Yara

rule)
Yara detected Vidar

stealer
C2 URLs / IPs found

in malware configuration 2 other signatures

pdf4ik.scr

12

        started       

7zG.exe

5

        started       

OUTLOOK.EXE

46 3

        started       

OpenWith.exe

16 9

        started       

t.me

149.154.167.99, 443, 49732

TELEGRAMRU

United Kingdom

116.203.13.130, 49733, 80

HETZNER-ASDE

Germany

Antivirus detection
for dropped file

Contains functionality
to compare user and

computer (likely to
detect sandboxes)

WerFault.exe

9

        started       C:\Users\user\Desktop\...\pdf4ik.scr, PE32

dropped

20.224.151.203, 443, 49724

MICROSOFT-CORP-MSN-AS-BLOCKUS

United States

52.109.88.191, 443, 49720

MICROSOFT-CORP-MSN-AS-BLOCKUS

United States

192.229.221.95, 49705, 49719, 49727

EDGECASTUS

United States

C:\ProgramData\Microsoft\...\Report.wer, Unicode

dropped

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Behavior Graph

Screenshots

Thumbnails

Copyright Joe Security LLC 2023 Page 7 of 45



Source Detection Scanner Label Link

pdf_novichki.rar 0% Virustotal Browse

Source Detection Scanner Label Link

C:\Users\user\Desktop\pdf_novichki\pdf\pdf4ik.scr 100% Avira WORM/Lodbak.Ge
n2

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Copyright Joe Security LLC 2023 Page 8 of 45
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⊘ No Antivirus matches

⊘ No Antivirus matches

Source Detection Scanner Label Link

116.203.13.130/edit.zipcac5b60b5e28992247664-7ff3f708-074b-4ff4-b2c5-87e7-806e6f6e6963 0% Avira URL Cloud safe

116.203.13.130/edit.zipvqD 0% Avira URL Cloud safe

116.203.13.130/edit.zip:D 0% Avira URL Cloud safe

116.203.13.130 0% Avira URL Cloud safe

116.203.13.130 1% Virustotal Browse

116.203.13.130/ 1% Virustotal Browse

116.203.13.130/ 0% Avira URL Cloud safe

116.203.13.130/oI 0% Avira URL Cloud safe

116.203.13.130/edit.zipx 0% Avira URL Cloud safe

116.203.13.130/edit.zip 0% Avira URL Cloud safe

116.203.13.130/edit.zip9 0% Avira URL Cloud safe

135.181.87.234:80 0% Avira URL Cloud safe

116.203.13.130z 0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

t.me 149.154.167.99 true false high

Name Malicious Antivirus Detection Reputation

116.203.13.130/ false 1%, Virustotal, Browse
Avira URL Cloud: safe

unknown

https://t.me/zaskullz false high

116.203.13.130/edit.zip false Avira URL Cloud: safe unknown

https://steamcommunity.com/profiles/76561199486572327 false high

Name Source Malicious Antivirus Detection Reputation

https://t.me/: pdf4ik.scr, 0000000C.00000002.2416733096
.00000000015D8000.00000004.00000020.0002
0000.00000000.sdmp

false high

https://t.me/X pdf4ik.scr, 0000000C.00000002.2416733096
.00000000015D8000.00000004.00000020.0002
0000.00000000.sdmp

false high

https://steamcommunity.com/profiles/76561199486572
327135.181.87.234:80update.zip;open_open

pdf4ik.scr, 0000000C.00000002.2422398802
.0000000029ADC000.00000004.00000020.0002
0000.00000000.sdmp, pdf4ik.scr, 0000000C
.00000002.2423789607.0000000029D80000.00
000040.00001000.00020000.00000000.sdmp

false high

116.203.13.130/edit.zip:D pdf4ik.scr, 0000000C.00000002.2416733096
.000000000163B000.00000004.00000020.0002
0000.00000000.sdmp

false Avira URL Cloud: safe unknown

116.203.13.130/edit.zipvqD pdf4ik.scr, 0000000C.00000002.2416733096
.000000000163B000.00000004.00000020.0002
0000.00000000.sdmp

false Avira URL Cloud: safe unknown

https://web.telegram.org pdf4ik.scr, 0000000C.00000002.2416733096
.00000000015D8000.00000004.00000020.0002
0000.00000000.sdmp

false high

Unpacked PE Files

Domains

URLs

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

Copyright Joe Security LLC 2023 Page 9 of 45
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116.203.13.130/edit.zipcac5b60b5e28992247664-
7ff3f708-074b-4ff4-b2c5-87e7-806e6f6e6963

pdf4ik.scr, 0000000C.00000002.2415135723
.0000000001453000.00000004.00000010.0002
0000.00000000.sdmp

false Avira URL Cloud: safe unknown

116.203.13.130 pdf4ik.scr, 0000000C.00000003.2359804569
.0000000001607000.00000004.00000020.0002
0000.00000000.sdmp

false 1%, Virustotal, Browse
Avira URL Cloud: safe

unknown

116.203.13.130/oI pdf4ik.scr, 0000000C.00000002.2416733096
.000000000163B000.00000004.00000020.0002
0000.00000000.sdmp

false Avira URL Cloud: safe unknown

116.203.13.130/edit.zipx pdf4ik.scr, 0000000C.00000002.2416733096
.00000000015D8000.00000004.00000020.0002
0000.00000000.sdmp

false Avira URL Cloud: safe unknown

116.203.13.130/edit.zip9 pdf4ik.scr, 0000000C.00000002.2416733096
.00000000015D8000.00000004.00000020.0002
0000.00000000.sdmp

false Avira URL Cloud: safe unknown

135.181.87.234:80 pdf4ik.scr, pdf4ik.scr, 0000000C.00000002.24223988
02.0000000029ADC000.00000004.00000020.00
020000.00000000.sdmp, pdf4ik.scr, 000000
0C.00000002.2423789607.0000000029D80000.
00000040.00001000.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

www.autoitscript.com/autoit3 OpenWith.exe, 00000006.00000003.14586090
87.000002C74D216000.00000004.00000020.00
020000.00000000.sdmp

false high

https://support.mozilla.org OpenWith.exe, 00000006.00000003.14586090
87.000002C74D216000.00000004.00000020.00
020000.00000000.sdmp, OpenWith.exe, 0000
0006.00000002.1469379781.000002C74D24400
0.00000004.00000020.00020000.00000000.sdmp

false high

https://t.me/zaskullzfunkstaredit.zipMozilla/5.0 pdf4ik.scr, 0000000C.00000002.2422398802
.0000000029ADC000.00000004.00000020.0002
0000.00000000.sdmp, pdf4ik.scr, 0000000C
.00000002.2423789607.0000000029D80000.00
000040.00001000.00020000.00000000.sdmp

false high

116.203.13.130z pdf4ik.scr, 0000000C.00000002.2424739839
.000000002BAB0000.00000004.00000020.0002
0000.00000000.sdmp

false Avira URL Cloud: safe low

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

116.203.13.130 unknown Germany 24940 HETZNER-ASDE false

World Map of Contacted IPs

Public IPs

Copyright Joe Security LLC 2023 Page 10 of 45
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20.224.151.203 unknown United States 8075 MICROSOFT-CORP-MSN-
AS-BLOCKUS

false

192.229.221.95 unknown United States 15133 EDGECASTUS false

52.109.88.191 unknown United States 8075 MICROSOFT-CORP-MSN-
AS-BLOCKUS

false

149.154.167.99 t.me United Kingdom 62041 TELEGRAMRU false

IP Domain Country Flag ASN ASN Name Malicious

Joe Sandbox Version: 37.0.0 Beryl

Analysis ID: 829691

Start date and time: 2023-03-18 21:37:03 +01:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 8m 31s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: defaultwindowsinteractivecookbook.jbs

Analysis system description: Windows 10 64 bit version 1909 (MS Office 2019, IE 11, Chrome 104, Firefox 88, Adobe Reader DC 21, Java 8 u291, 7-Zip)

Number of analysed new started processes 
analysed:

17

Number of new started drivers analysed: 0

Number of existing processes analysed: 1

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Sample file name: pdf_novichki.rar

Detection: MAL

Classification: mal80.troj.spyw.evad.winRAR@4/8@1/5

EGA Information: Successful, ratio: 100%

HDC Information: Successful, ratio: 99.3% (good quality ratio 67%)
Quality average: 53.7%
Quality standard deviation: 42.9%

HCA Information: Successful, ratio: 98%
Number of executed functions: 0
Number of non-executed functions: 0

Exclude process from analysis (whitelisted): dllhost.exe, rundll32.exe, WerFault.exe, WMIADAP.exe, SIHClient.exe, SgrmBroker.exe, usocoreworker.exe, svchost.exe
TCP Packets have been reduced to 100
Excluded IPs from analysis (wh itelisted): 20.189.173.20
Excluded domains from analysis (whitelisted): login.live.com, slscr.update.microsoft.com, blobcollector.events.data.trafficmanager.net, onedsblobprdwus15.westus.cloudapp.azure.com,
watson.telemetry.microsoft.com
Report size getting too big, t oo many NtAllocateVirtualMemory calls found.
Report size getting too big, t oo many NtOpenKeyEx calls found.
Report size getting too big, t oo many NtProtectVirtualMemory calls found.
Report size getting too big, t oo many NtQueryValueKey calls found.

Time Type Description

21:37:38 API Interceptor 1x Sleep call for process: OpenWith.exe modified

21:39:19 API Interceptor 1x Sleep call for process: WerFault.exe modified

General Information

Warnings

Simulations

Behavior and APIs
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⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Unicode text, UTF-16, little-endian text, with CRLF line terminators

Category: dropped

Size (bytes): 65536

Entropy (8bit): 1.057425348490445

Encrypted: false

SSDEEP: 192:m4Ouj6hLHBUD8hcj6SgKWmW1au7sVr74ItWe:Euj6tBUD82jvA1au7sVX4ItWe

MD5: 5A0AF8B3AED364F2C1218082244E440A

SHA1: CA3AE901CA07E693DF8D5BBBE51D7EC2EB03617C

SHA-256: 6D6FCB03A0339A25F581F958D543D197184D80F787D978946E254C3C8E5A1940

SHA-512: 6E116D83EB41491FEEFCF8C66303DFD1FAEE9CF81E16E18343051FCD12229C9F48BB08A88108F05619F075E4682942F69103146C99D71979A1942A6139AEA07F

Malicious: true

Reputation: low

Preview: ..V.e.r.s.i.o.n.=.1.....E.v.e.n.t.T.y.p.e.=.A.P.P.C.R.A.S.H.....E.v.e.n.t.T.i.m.e.=.1.3.3.2.3.6.4.5.5.5.5.8.3.9.4.6.8.8.....R.e.p.o.r.t.T.y.p.e.=.2.....C.o.n.s.e.n.t.=.1.....U.p.l.
o.a.d.T.i.m.e.=.1.3.3.2.3.6.4.5.5.5.8.0.3.9.4.6.2.9.....R.e.p.o.r.t.S.t.a.t.u.s.=.5.2.4.3.8.4.....R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.7.9.6.5.3.c.c.3.-.7.d.c.a.-.4.c.6.4.-.8.b.a.1.-.b.0.9.5.8.
4.5.8.2.b.0.2.....I.n.t.e.g.r.a.t.o.r.R.e.p.o.r.t.I.d.e.n.t.i.f.i.e.r.=.3.9.9.c.0.a.0.8.-.e.c.8.a.-.4.9.e.f.-.a.8.a.a.-.b.4.0.0.5.7.8.1.9.e.0.3.....W.o.w.6.4.H.o.s.t.=.3.4.4.0.4.....W.o.w.6.
4.G.u.e.s.t.=.3.3.2.....N.s.A.p.p.N.a.m.e.=.p.d.f.4.i.k...s.c.r.....A.p.p.S.e.s.s.i.o.n.G.u.i.d.=.0.0.0.0.1.b.0.4.-.0.0.0.1.-.0.0.1.5.-.7.3.7.a.-.0.9.a.c.d.9.5.9.d.9.0.1.....T.a.r.g.e.t.A.p.
p.I.d.=.W.:.0.0.0.6.8.8.b.9.2.0.e.a.f.8.a.9.2.4.9.d.e.7.9.3.c.e.2.2.4.5.f.2.6.a.8.b.0.0.0.0.e.4.0.4.!.0.0.0.0.6.c.c.e.0.4.8.6.8.4.b.1.a.9.9.2.d.c.d.f.4.4.2.1.7.f.1.f.3.1.1.7.4.7.0.
6.4.c.c.0.!.p.d.f.4.i.k...s.c.r.....T.a.r.g.e.t.A.p.p.V.e.r.=.2.0.2.3.

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: Mini DuMP crash report, 14 streams, Sat Mar 18 20:39:16 2023, 0x1205a4 type

Category: dropped

Size (bytes): 765694

Entropy (8bit): 1.8899497618258603

Encrypted: false

SSDEEP: 1536:CXFVBcM9ta3tEhfchQpouc8reQ9R/Z58Dv8UM3X:mEJSq8rwD0

MD5: 05DEE22202A8EEFC84C9180C1F016E09

SHA1: 41F31BCA899BFB86CB0A88118092D1B3C5FEF776

SHA-256: C94213F511F28805322F157009DB67263C2A5019DD1C70C547A9248D4A01711B

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

C:\ProgramData\Microsoft\Windows\WER\ReportQueue\AppCrash_pdf4ik.scr_d3ed75eaedbf1e5597eeca0ea8836d4192ee030_201b8dc8_79653cc3-7dc

a-4c64-8ba1-b09584582b02\Report.wer

C:\ProgramData\Microsoft\Windows\WER\Temp\WER7C94.tmp.dmp
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SHA-512: 3087625210E28C2613588A25BA4326A4C3B88C3C34FC8A2059AC0B30047D3B68259CD6C177336093AEC31EE67152E7A5DCDF8A85A6FD2794875C5510F16B3C49

Malicious: false

Reputation: low

Preview: MDMP........ .......t!.d.........................................L..........T.......8...........T...........hM...a...........#...........%...................................................................U...........G......t&......GenuineI
ntelW...........T...........e!.d............................. ..2...............W... .E.u.r.o.p.e. .S.t.a.n.d.a.r.d. .T.i.m.e.......................................W... .E.u.r.o.p.e. .D.a.y.l.i.g.h.t. .T.i.m.e...........
............................1.8.3.6.2...1...a.m.d.6.4.f.r.e...1.9.h.1._.r.e.l.e.a.s.e...1.9.0.3.1.8.-.1.2.0.2.........................................................................................................................
..............................................................................................................................................................................................................................................................................
........................................

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, Unicode text, UTF-16, little-endian text, with CRLF line terminators

Category: dropped

Size (bytes): 8354

Entropy (8bit): 3.7029609973010493

Encrypted: false

SSDEEP: 192:R0l7PW/NiHm6PRhn6Y1RSUr8gmf7tbFph/Ciprz89bFSsfLZXm:R0lcNiG6PRR6YDSUr8gmf7tbjOFRfo

MD5: 3192F79A9CDA48FBC8DFFEA17D1480A7

SHA1: 806E9B8A5709C31D4930933B07B90E360D4D3F0F

SHA-256: 615A6BDC5806289E74E09B04C3E08D7359E1E88986AD7D1B41523579C37918ED

SHA-512: 1E0DC45D9BD1294220EDE35719D2A50632E12C4ADCA0111904130516FD43AEE8AAADEA4F4CF0EE63A75C659BFA4F7FCFCBF6B4106EEE6284374DC0C1998587
A6

Malicious: false

Reputation: low

Preview: ..<.?.x.m.l. .v.e.r.s.i.o.n.=.".1...0.". .e.n.c.o.d.i.n.g.=.".U.T.F.-.1.6.".?.>.....<.W.E.R.R.e.p.o.r.t.M.e.t.a.d.a.t.a.>.......<.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.........<.W.i.n.d.
o.w.s.N.T.V.e.r.s.i.o.n.>.1.0...0.<./.W.i.n.d.o.w.s.N.T.V.e.r.s.i.o.n.>.........<.B.u.i.l.d.>.1.8.3.6.3.<./.B.u.i.l.d.>.........<.P.r.o.d.u.c.t.>.(.0.x.3.0.).:. .W.i.n.d.o.w.s. .1.0. .P.r.o.
<./.P.r.o.d.u.c.t.>.........<.E.d.i.t.i.o.n.>.P.r.o.f.e.s.s.i.o.n.a.l.<./.E.d.i.t.i.o.n.>.........<.B.u.i.l.d.S.t.r.i.n.g.>.1.8.3.6.2...4.1.8...a.m.d.6.4.f.r.e...1.9.h.1._.r.e.l.e.a.s.e...1.9.0.3.1.8.-
.1.2.0.2.<./.B.u.i.l.d.S.t.r.i.n.g.>.........<.R.e.v.i.s.i.o.n.>.4.1.8.<./.R.e.v.i.s.i.o.n.>.........<.F.l.a.v.o.r.>.M.u.l.t.i.p.r.o.c.e.s.s.o.r. .F.r.e.e.<./.F.l.a.v.o.r.>.........<.A.r.c.h.i.t.e.c.
t.u.r.e.>.X.6.4.<./.A.r.c.h.i.t.e.c.t.u.r.e.>.........<.L.C.I.D.>.1.0.3.3.<./.L.C.I.D.>.......<./.O.S.V.e.r.s.i.o.n.I.n.f.o.r.m.a.t.i.o.n.>.......<.P.r.o.c.e.s.s.I.n.f.o.r.m.a.t.i.o.n.>.........<.P.i.
d.>.6.9.1.6.<./.P.i.

Process: C:\Windows\SysWOW64\WerFault.exe

File Type: XML 1.0 document, ASCII text, with CRLF line terminators

Category: dropped

Size (bytes): 4577

Entropy (8bit): 4.4566277652299195

Encrypted: false

SSDEEP: 48:cvIwRD8zsqdWh5YI9TjWgc8sqYQbgm8M4JQ4xVlFE+q8ZkV0UXiFsd:uIeft5TSgrsqYzJQCVkRV0UXiFsd

MD5: 497292D65168D680F388F9580A462607

SHA1: 78D558DB9251ED77569DE2A9B4ABF218DB85CE00

SHA-256: 21541AFFE12EBC7FF06A8D724A3F0371DA90A0B8E100D1E3CA484145A7CF9E29

SHA-512: EE33A5DD51EDF09565467CD57BEC9150812CE24DA53D0707DE5A288E17759EE7A531B1BEAAD6B0700FE2E742CAFCF29D94B91DC216CFB2617FD6E9B5531DF
DF1

Malicious: false

Reputation: low

Preview: <?xml version="1.0" encoding="UTF-8" standalone="yes"?>..<req ver="2">..  <tlm>..    <src>..      <desc>..        <mach>..          <os>..            <arg nm="vermaj" val="10" 
/>..            <arg nm="vermin" val="0" />..            <arg nm="verbld" val="18363" />..            <arg nm="vercsdbld" val="418" />..            <arg nm="verqfe" val="418" />..            
<arg nm="csdbld" val="418" />..            <arg nm="versp" val="0" />..            <arg nm="arch" val="9" />..            <arg nm="lcid" val="1033" />..            <arg nm="geoid" 
val="244" />..            <arg nm="sku" val="48" />..            <arg nm="domain" val="0" />..            <arg nm="prodsuite" val="256" />..            <arg nm="ntprodtype" val="1" 
/>..            <arg nm="platid" val="2" />..            <arg nm="tmsi" val="950783" />..            <arg nm="osinsty" val="1" />..            <arg nm="iever" val="11.418.18362.0-11.
0.155" />..            <arg nm="portos" val="0" />..            <arg nm="ram" val="4096" /

Process: C:\Program Files\Microsoft Office\root\Office16\OUTLOOK.EXE

File Type: data

Category: modified

Size (bytes): 4096

Entropy (8bit): 4.1093274886622515

Encrypted: false

SSDEEP: 24:Yfy7CCuEP4uEcuEepuEORFuEMEuECduEwWuEi8uEP6uEuBuE4bs1ouE8BKuEVaZE:Yfy7C8tbaSxvaDALbyqX

MD5: ABB4C44B2B1018A54F382A05B002BFB8

SHA1: BC3DF6777A93051857CC1649DE6D5059B4764A18

SHA-256: B742A5C1D0229C4967FEAC5081339B6A30C3139821FB5C0ABFA6850BF1E23296

C:\ProgramData\Microsoft\Windows\WER\Temp\WER839A.tmp.WERInternalMetadata.xml

C:\ProgramData\Microsoft\Windows\WER\Temp\WER83F9.tmp.xml

C:\Users\user\AppData\Local\Temp\Outlook Logging\OUTLOOK_16_0_13929_20386-20230318T2137210340-1708.etl
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SHA-512: 90F5290CFDF548B03FE0D29585671D4B6C79E0415269AF931ED772EB4D6AE8D882A803604F78D10CE7AACF0ACDBE3DED2378A54B50BC659C803F6015AAF78C
00

Malicious: false

Reputation: low

Preview: ........@........-..Y..(........................... ...80......8.......X...............!.w.Y..#..*...C.L...0T.j..................7F..........................fX...............!.w.Y..#..*...C.L...0T.j...............'..7F............
...........@.B:X...............!.w.Y..#..*...C.L...0T.j..................7F.........................$:X...............!.w.Y..#..*...C.L...0T.j..................7F..........................:X...............!.w.Y..#..*...C.L...0T.j.
...............#.7F..........................:X...............!.w.Y..#..*...C.L...0T.j................'.7F..........................:X...............!.w.Y..#..*...C.L...0T.j................+.7F..........................:X.........
......!.w.Y..#..*...C.L...0T.j................/.7F..........................:X...............!.w.Y..#..*...C.L...0T.j................2.7F........................./:X...............!.w.Y..#..*...C.L...0T.j...............E5.7F......
....................:X...............!.w.Y..#..*...C.L...0T.j.......

Process: C:\Program Files\7-Zip\7zG.exe

File Type: Composite Document File V2 Document, Little Endian, Os: Windows, Version 5.0, MSI Installer, Code page: 1252, Title: Installation Database, Subject: PuTTY release 
0.78 installer, Author: Simon Tatham, Keywords: Installer, Comments: This installer database contains the logic and data required to install PuTTY release 0.78 (64-bit)., 
Template: x64;1033, Revision Number: {F5BABDF1-815A-4F73-82E1-B79790A1551E}, Create Time/Date: Fri Oct 28 19:24:49 2022, Last Saved Time/Date: Fri Oct 28 
19:24:49 2022, Number of Pages: 200, Number of Words: 2, Number of Characters: 0, Name of Creating Application: Windows Installer XML Toolset (), Security: 2

Category: dropped

Size (bytes): 3705856

Entropy (8bit): 7.837448100594935

Encrypted: false

SSDEEP: 98304:Ujhyh9EoxGHgBRn8Tg4IDrwRW8FMDMb34+NHC6:UjhyJPR8Tg4IDrwdFMD048

MD5: 108B432C4DC0A66B657D985E180BEC71

SHA1: 262812D43303B7DDC7C04A1C243172EBE6579F00

SHA-256: E64775374097F1B1C8FD4173F7D5BE4305B88CEC26A56D003113AFF2837AE08E

SHA-512: 5DDB97078B417F22C54DCE768564DEC58FD92A9C190F7A6CAC9C7979A0F136DD439DA1D59DD3C088E709433F5C4F79C033ABD4B6CA8989D38620C20F4623386
E

Malicious: false

Reputation: low

Preview: ......................>...................9............................................................................................................... ...!..."...#...$...%...&...'...(...)...*...+...,...-......./...0...1...2...3...4...5...6...7...
8...9...:...;...<...=...>...?...@...A...B...C...D.........................................................................................................................................................................................................
..........MSCF.....,......,...................F........k........\Uz...HelpFile_File......k....\U....LICENCE_File..%...q....\U...Pageant_File.0........\U...Plink_File...........\U...PSCP_File. Y....+..
.\U...PSFTP_File.(...$.;...\U...PuTTY_File..Y..L.N...\U....PuTTYgen_File.%...d"X...\Uy...README_File.h....(X...\Uz...Website_File...S8....CK.}gTTI.n.s.A$....s&.J.(&l.....
..."...$.P..F.....q..1..1...C.9}....u..A.B.z..kW.]............Q...'.dhi....V7..hT.Kh8....g..$K.;.....9.......T5.

Process: C:\Program Files\7-Zip\7zG.exe

File Type: PE32 executable (GUI) Intel 80386 (stripped to external PDB), for MS Windows

Category: dropped

Size (bytes): 1153453336

Entropy (8bit): 0.09316002155911432

Encrypted: false

SSDEEP:

MD5: B082DDE06D83A96B2B35A49387E3C12A

SHA1: 95332FDE148D4E6A5E7160126CC8EEB2644CA54A

SHA-256: 64A764DE52A8BCDDD5A3CFEA7B9A474FB239E8B7CB9B4CBF839C9F9FBCDD4251

SHA-512: 31C5A66EAC51DA5A04A491DAED970128AF9282074FD129E9CDC8F1A176DC1D7EC75DF818BE5315D440C2D2817286EFEC2981777AED034EAABC87594577341D
EF

Malicious: true

Antivirus: Antivirus: Avira, Detection: 100%

Preview: MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..L...U..d............... ..t..:z...............u...@...........................z......Xz.
.....................................Pu.......u................D.M...................................pu.....................hQu..............................text.....t.......t.................`.P`.data.........u.......t.............@.0..rda
ta....... u.......t.............@.`@.eh_fram.....0u.......u.............@.0@.bss.........@u.......................0..idata.......Pu.......u.............@.0..CRT.........`u......"u.............@.0..tls.... ....p
u......$u.............@.0..rsrc.........u......&u.............@.0.........................................................................................................................................................................................
................................................................................

Process: C:\Program Files\Microsoft Office\root\Office16\OUTLOOK.EXE

File Type: data

Category: dropped

Size (bytes): 5139

Entropy (8bit): 1.9174231909950206

Encrypted: false

SSDEEP: 24:BMO1ZhMqxHJ9tIby5rAh9EIQ3+fqNOAqMO8RepKpgDdzzRq+cb:BnZhMqHQmOiNOlDplDdzzg

MD5: F91C09B033C3EE378C512B81EE4093B2

C:\Users\user\Desktop\pdf_novichki\pdf\ne trogaite.txt

C:\Users\user\Desktop\pdf_novichki\pdf\pdf4ik.scr

C:\Users\user\Documents\Outlook Files\Outlook Data File - NoEmail.pst
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SHA1: C33A8A271C37519BC2F713329AEBE906894E171F

SHA-256: 419E853D5FFEE0E356B4F615C0F33AEE66C1ECC871742676AB01C66127A9D724

SHA-512: AA304ED85514E38EB144EECAEF0F5E640EACCD6646D0FD04288604D3C8CCE9D7E6C1CD7B157A182F3908D1ADBD7C430EF997855F00FC416EC343BAEF6010B
02C

Malicious: false

Preview: .................R..............................................................'...............$.......................................................c...........................................................................................................
................................................................................................................................................................................................................................................m+..........$.......
........2.......<.......................`.......@...........r...d........)......b.......j........I...... ................|......r.......X.......................x...............D...r............u..........r...D...............n.......H........s........
...............|..........r...................T...r...........@`..........r...........................................V.......................V................K..........r............V..........r.......................r...........

File type: RAR archive data, v5

Entropy (8bit): 7.999967709504217

TrID: RAR Archive (5005/1) 100.00%

File name: pdf_novichki.rar

File size: 6238622

MD5: 214c47a7948ca5d3834c3f21cd1cc208

SHA1: 865f07f62dcf68c9929baf4890328e32d7f923fa

SHA256: 0a5e037e5954adb680c726089439539073993e2e1114a9ca9e6932e7dd702d9e

SHA512: 2266ba7570fc08a77a7ea74a226ca3c81f3a934c2193f8397e85e1977b8b612dc04a29238c9ac185bd3d62ce6ee7adfc44bcd09714d02f9cb8d903d9e4cbdc70

SSDEEP: 98304:4lscwEc/FZlcjADojfq5hHLoJmx+RyzcoCsQI8N2FgF14XLqH4H:4+cwR/KUVHUJvRboCsG2pXLqH4H

TLSH: 88563392CED2C1B0826B6A311A3E9BD17B1C776590B03F129C4D35879C28E37879CD6B

File Content 
Preview:

Rar!........!......d.s\......8..z.[.L....%..!...&\N,cJ..LJ.=..fP.#^.2....A...tIP...q..]....9.?".,[...5...j......C.....".c...l.j.Z.L.......5...L6...n..-.oaF........1j..|'..cE.w...~....F1...E8:#.[-
Es.`.t......%0.O..W.... ?!...N.A.M..0..f.8".M.]%.c..6.51.>zs

Icon Hash: 74f0e4e4e4e4e0e4

Total Packets: 47

• 53 (DNS)

• 80 (HTTP)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

Mar 18, 2023 21:38:15.864959002 CET 80 49705 192.229.221.95 192.168.2.3

Static File Info

General

File Icon

Network Behavior

Network Port Distribution

TCP Packets
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Mar 18, 2023 21:38:15.865118980 CET 49705 80 192.168.2.3 192.229.221.95

Mar 18, 2023 21:38:23.035036087 CET 80 49719 192.229.221.95 192.168.2.3

Mar 18, 2023 21:38:23.035310984 CET 49719 80 192.168.2.3 192.229.221.95

Mar 18, 2023 21:38:23.689420938 CET 80 49727 192.229.221.95 192.168.2.3

Mar 18, 2023 21:38:23.689582109 CET 49727 80 192.168.2.3 192.229.221.95

Mar 18, 2023 21:39:12.395788908 CET 49724 443 192.168.2.3 20.224.151.203

Mar 18, 2023 21:39:12.395958900 CET 49727 80 192.168.2.3 192.229.221.95

Mar 18, 2023 21:39:12.396011114 CET 49720 443 192.168.2.3 52.109.88.191

Mar 18, 2023 21:39:12.414567947 CET 80 49727 192.229.221.95 192.168.2.3

Mar 18, 2023 21:39:12.414752960 CET 49727 80 192.168.2.3 192.229.221.95

Mar 18, 2023 21:39:12.423202991 CET 443 49724 20.224.151.203 192.168.2.3

Mar 18, 2023 21:39:12.423306942 CET 49724 443 192.168.2.3 20.224.151.203

Mar 18, 2023 21:39:12.423607111 CET 443 49720 52.109.88.191 192.168.2.3

Mar 18, 2023 21:39:12.423693895 CET 49720 443 192.168.2.3 52.109.88.191

Mar 18, 2023 21:39:14.382519960 CET 49732 443 192.168.2.3 149.154.167.99

Mar 18, 2023 21:39:14.382595062 CET 443 49732 149.154.167.99 192.168.2.3

Mar 18, 2023 21:39:14.382746935 CET 49732 443 192.168.2.3 149.154.167.99

Mar 18, 2023 21:39:14.411101103 CET 49732 443 192.168.2.3 149.154.167.99

Mar 18, 2023 21:39:14.411164999 CET 443 49732 149.154.167.99 192.168.2.3

Mar 18, 2023 21:39:14.487314939 CET 443 49732 149.154.167.99 192.168.2.3

Mar 18, 2023 21:39:14.487543106 CET 49732 443 192.168.2.3 149.154.167.99

Mar 18, 2023 21:39:14.751044035 CET 49732 443 192.168.2.3 149.154.167.99

Mar 18, 2023 21:39:14.751106977 CET 443 49732 149.154.167.99 192.168.2.3

Mar 18, 2023 21:39:14.751936913 CET 443 49732 149.154.167.99 192.168.2.3

Mar 18, 2023 21:39:14.752033949 CET 49732 443 192.168.2.3 149.154.167.99

Mar 18, 2023 21:39:14.761475086 CET 49732 443 192.168.2.3 149.154.167.99

Mar 18, 2023 21:39:14.761501074 CET 443 49732 149.154.167.99 192.168.2.3

Mar 18, 2023 21:39:14.798932076 CET 443 49732 149.154.167.99 192.168.2.3

Mar 18, 2023 21:39:14.798989058 CET 443 49732 149.154.167.99 192.168.2.3

Mar 18, 2023 21:39:14.799103975 CET 443 49732 149.154.167.99 192.168.2.3

Mar 18, 2023 21:39:14.799149990 CET 443 49732 149.154.167.99 192.168.2.3

Mar 18, 2023 21:39:14.799321890 CET 49732 443 192.168.2.3 149.154.167.99

Mar 18, 2023 21:39:14.799321890 CET 49732 443 192.168.2.3 149.154.167.99

Mar 18, 2023 21:39:14.799371958 CET 49732 443 192.168.2.3 149.154.167.99

Mar 18, 2023 21:39:14.810607910 CET 49732 443 192.168.2.3 149.154.167.99

Mar 18, 2023 21:39:14.810667992 CET 443 49732 149.154.167.99 192.168.2.3

Mar 18, 2023 21:39:14.874116898 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:14.895705938 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:14.895931959 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:14.896399021 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:14.917610884 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.269294024 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.269385099 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.273113966 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.294497013 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.294917107 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.294969082 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.295001984 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.295017004 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.295030117 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.295068026 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.295074940 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.295114040 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.295150042 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.295161009 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.295192957 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.295207977 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.295211077 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.295258045 CET 80 49733 116.203.13.130 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP
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Mar 18, 2023 21:39:15.295263052 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.295305014 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.295310020 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.295351982 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.295377016 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.295402050 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.316714048 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.316770077 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.316816092 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.316855907 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.316864014 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.316885948 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.316885948 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.316910028 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.316943884 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.316956043 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.316970110 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.317003965 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.317012072 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.317050934 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.317051888 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.317099094 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.317116976 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.317159891 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.317163944 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.317229986 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.317236900 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.317293882 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.317296982 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.317421913 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.317471981 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.317521095 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.317521095 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.317578077 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.317605019 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.317625046 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.317662001 CET 49733 80 192.168.2.3 116.203.13.130

Mar 18, 2023 21:39:15.317675114 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.317730904 CET 80 49733 116.203.13.130 192.168.2.3

Mar 18, 2023 21:39:15.317759991 CET 49733 80 192.168.2.3 116.203.13.130

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Mar 18, 2023 21:39:14.341969967 CET 50236 53 192.168.2.3 1.1.1.1

Mar 18, 2023 21:39:14.359675884 CET 53 50236 1.1.1.1 192.168.2.3

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
DNS over
HTTPS

Mar 18, 2023 21:39:14.341969967 
CET

192.168.2.3 1.1.1.1 0xff85 Standard query 
(0)

t.me A (IP address) IN (0x0001) false

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
DNS over
HTTPS

Mar 18, 2023 
21:39:14.359675884 
CET

1.1.1.1 192.168.2.3 0xff85 No error (0) t.me 149.154.167.9
9

A (IP address) IN 
(0x0001)

false

UDP Packets

DNS Queries

DNS Answers
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t.me

            
116.203.13.130

         

• OUTLOOK.EXE

• OpenWith.exe

• 7zG.exe

• pdf4ik.scr

• WerFault.exe

Click to jump to process

Target ID: 0

Start time: 21:37:36

Start date: 18/03/2023

Path: C:\Program Files\Microsoft Office\root\Office16\OUTLOOK.EXE

Wow64 process (32bit): false

Commandline: "C:\Program Files\Microsoft Office\root\Office16\OUTLOOK.EXE" /PIM NoEmail

Imagebase: 0x7ff66d000000

File size: 41778000 bytes

MD5 hash: CA3FDE8329DE07C95897DB0D828545CD

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: moderate

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

HTTP Request Dependency Graph

Statistics

Behavior

System Behavior

Analysis Process: OUTLOOK.EXE PID: 1708, Parent PID: -1

General

File Activities
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Target ID: 6

Start time: 21:37:38

Start date: 18/03/2023

Path: C:\Windows\System32\OpenWith.exe

Wow64 process (32bit): false

Commandline: C:\Windows\system32\OpenWith.exe -Embedding

Imagebase: 0x7ff666920000

File size: 119840 bytes

MD5 hash: 5D37A62943F1071FFFFE1DE74B8F2778

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Reputation: moderate

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

Key Path Name Type Data Completion Count Source Address Symbol

Target ID: 9

Start time: 21:37:49

Start date: 18/03/2023

Path: C:\Program Files\7-Zip\7zG.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\7-Zip\7zG.exe" x -o"C:\Users\user\Desktop\pdf_novichki\" -spe -an -ai#7zMap2692:86:7zEvent4577

Imagebase: 0x310000

File size: 581632 bytes

MD5 hash: 04FB3AE7F05C8BC333125972BA907398

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Reputation: moderate

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user\Desktop\pdf_novichki read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 31738B CreateDirect
oryW

Registry Activities

Analysis Process: OpenWith.exe PID: 6360, Parent PID: 808

General

File Activities

Registry Activities

Analysis Process: 7zG.exe PID: 6632, Parent PID: 3840

General

File Activities

File Created
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C:\Users\user\Desktop\pdf_novichki\pdf read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 316E9E CreateDirect
oryW

C:\Users\user\Desktop\pdf_novichki\pdf\ne trogaite.txt read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 318F47 CreateFileW

C:\Users\user\Desktop\pdf_novichki\pdf read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 2 316E9E CreateDirect
oryW

C:\Users\user\Desktop\pdf_novichki\pdf\pdf4ik.scr read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 318F47 CreateFileW

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\Desktop\pdf_novi
chki\pdf\ne trogaite.txt

0 301465
6

fd fd 11 71 1a fd 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 3e 00 03 
00 fd fd 09 00 06 00 00 
00 00 00 00 00 00 00 00 
00 39 00 00 00 fd 1b 00 
00 00 00 00 00 00 10 00 
00 fd 1b 00 00 02 00 00 
00 fd fd fd fd 00 00 00 00 
0c 1c 00 00 0d 1c 00 00 
0e 1c 00 00 0f 1c 00 00 
10 1c 00 00 11 1c 00 00 
12 1c 00 00 13 1c 00 00 
14 1c 00 00 15 1c 00 00 
16 1c 00 00 17 1c 00 00 
18 1c 00 00 19 1c 00 00 
1a 1c 00 00 1b 1c 00 00 
1c 1c 00 00 1d 1c 00 00 
1e 1c 00 00 1f 1c 00 00 
20 1c 00 00 21 1c 00 00 
22 1c 00 00 23 1c 00 00 
24 1c 00 00 25 1c 00 00 
26 1c 00 00 27 1c 00 00 
28 1c 00 00 29 1c 00 00 
2a 1c 00 00 2b 1c 00 00 
2c 1c 00 00 2d 1c 00 00 
2e 1c 00 00 2f 1c 00 00 
30 1c 00 00 31 1c 00 00 
32 1c 00 00 33 1c 00 00 
34 1c 00 00 35 1c 00 00 
36 1c 00 00 37 1c 00 00 
38 1c 00 

>9 !"#$%&'()*+,-
./012345678

success or wait 11 318E15 WriteFile

C:\Users\user\Desktop\pdf_novi
chki\pdf\ne trogaite.txt

301465
6

12288 7f 7d fd fd 71 fd fd 4a 31 
2b fd 50 67 fa fd fd 5f fd 
1e fd 5d 6b 5d 5b 59 69 
44 fd fd fd fd 23 fd fd fd fd 
65 fd 5e fd 19 25 fd fd fd 
fd fd fd fd fd 65 32 fd 1f 
3b 59 fd fd 7e fd 29 22 04 
fd 7f 1b fd 22 fd 6d fd fd 
fd 0f 3a 56 fd fd 13 29 44 
fd fd 6f 26 06 fd 3f 4e 4c 
6c fd fd fd 1d fd fd fd fd fd 
fd fd fd 19 19 4a 23 67 fd 
7d 29 fd fd fd 71 23 2b 6e 
35 fd 6e fd 31 fd fd fd 19 
fd a4 fd fd fd fd 4f 27 2b 
fd 2c 7f 47 7d fd fd 39 fd 
fd fd fd fd 32 fd 0b fd 6d 
fd 5f fd fd fd 6a fd fd 33 fd 
fe 7a 48 fd fd 16 fd 21 77 
fd 6d 39 75 fd fd fd fd 40 
70 fd 7f 0f fd fd 20 50 fd 
15 fd 4f 7c fd 59 fd 19 76 
26 fd 6c fd 62 fd 40 6d 73 
fd fd fd 2e 73 fd 1f 09 0f 
47 0d 75 fd fd 62 4a 28 fd 
2f 0a 33 fd 12 fd 3f 0a 3d 
21 fd 4b fd fd fd 17 

}qJ1+Pg_]k]
[YiD#e^%e2;Y~)m:V)D
o&?
NLlJ#g})q+n5n1O'+,G}92
m_j3z!wm9u@p 
P|Yv&lb@ms.sGubJ(/3?
=!K

success or wait 15 318E15 WriteFile

File Written

Copyright Joe Security LLC 2023 Page 20 of 45



C:\Users\user\Desktop\pdf_novi
chki\pdf\pdf4ik.scr

0 419430
4

4d 5a fd 00 03 00 00 00 
04 00 00 00 fd fd 00 00 fd 
00 00 00 00 00 00 00 40 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 fd 00 00 00 0e 
1f fd 0e 00 fd 09 fd 21 fd 
01 4c fd 21 54 68 69 73 
20 70 72 6f 67 72 61 6d 
20 63 61 6e 6e 6f 74 20 
62 65 20 72 75 6e 20 69 
6e 20 44 4f 53 20 6d 6f 
64 65 2e 0d 0d 0a 24 00 
00 00 00 00 00 00 50 45 
00 00 4c 01 09 00 55 fd 
13 64 00 00 00 00 00 00 
00 00 fd 00 0f 03 0b 01 
02 20 00 fd 74 00 00 3a 
7a 00 00 02 00 00 fd 12 
00 00 00 10 00 00 00 10 
75 00 00 00 40 00 00 10 
00 00 00 02 00 00 04 00 
00 00 01 00 00 00 04 00 
00 00 00 00 00 00 00 fd 
7a 00 00 04 00 00 fd 58 
7a 00 02 00 00 00 fd fd fd 
00 00 10 00 00 00 00 10 
00 00 10 00 00 00 00 00 
00 10 00 00 00 00 00 00 
00 00 00 00 

MZ@!L!This program 
cannot be run in DOS 
mode.$PELUd t:zu@zXz

success or wait 275 318E15 WriteFile

C:\Users\user\Desktop\pdf_novi
chki\pdf\pdf4ik.scr

419430
4

349107
2

fd fd fd fd fd fd 4a 01 fd fd 
fd 01 fd fd fd fd fd fd 01 fd 
fd fd fd 7e 09 fd fd fd fd fd 
fd 01 fd 09 fd fd fd fd fd fd 
01 fd 02 43 fd fd fd fd fd 
01 fd 60 fd fd fd c5 fd 25 
fd fd fd 02 00 00 c5 fd 25 
fd fd 72 02 00 00 c5 fd 25 
fd fd fd 01 00 00 c5 fd 25 
fd fd 54 00 00 00 c5 fd fd 
fd fd 00 00 00 00 fd fd fd 
fd fd fd fd fd 03 77 09 fd 
fd fd fd fd fd 01 fd fd c5 fd 
68 fd fd 40 15 00 00 c5 fd 
68 fd fd fd 19 00 00 c5 fd 
68 fd fd 3f 13 00 00 c5 fd 
68 fd fd fd 13 00 00 fd fd 
fd 68 fd fd 3d 43 17 00 00 
0f fd fd 00 00 00 c5 fd fd 
fd fd 00 00 00 00 fd fd fd 
68 fd fd 39 fd fd fd fd fd 
7d 5e fd fd fd 68 fd fd fd 
fd fd fd 1f 01 fd fd fd fd 89 
fd fd fd 02 01 fd 01 fd fd 
fd 03 01 fd fd fd fd fd fd fd 
fd fd fd fd fd 01 00 00 7e 
26 

J~`%%r%%Twh@hh?
hh=Ch9}^h~&

success or wait 3 318E15 WriteFile

C:\Users\user\Desktop\pdf_novi
chki\pdf\pdf4ik.scr

768537
6

3072 fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd 37 fd 
fd 37 fd fd 38 fd fd 38 fd 
fd 39 fd fd 39 fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd 3f fd fd 
40 fd fd 41 fd fd 41 fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
47 fd fd 47 fd fd 48 fd fd 
48 fd fd 49 fd fd 49 fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd 54 fd fd 55 
fd fd 55 fd fd 29 fd fd 2a 
fd fd 2a fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd 

778899?
@AAGGHHIITUU)**

success or wait 3 318E15 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\Users\user\Desktop\pdf_novi
chki\pdf\pdf4ik.scr

115343
3600

19736 18 4d 00 00 00 02 02 00 
30 fd 4d 08 06 09 2a fd 
48 fd fd 0d 01 07 02 fd fd 
4c fd 30 fd 4c fd 02 01 01 
31 0b 30 09 06 05 2b 0e 
03 02 1a 05 00 30 4c 06 
0a 2b 06 01 04 01 fd 37 
02 01 04 fd 3e 30 3c 30 
17 06 0a 2b 06 01 04 01 
fd 37 02 01 0f 30 09 03 
01 00 fd 04 fd 02 fd 00 30 
21 30 09 06 05 2b 0e 03 
02 1a 05 00 04 14 9c 10 
fd fd fd 3c fd 15 47 13 06 
fd 7f 11 43 fd fd fd fd 0c 
fd 30 fd 05 fd 30 fd 04 fd 
fd 03 02 01 02 02 10 01 
fd 0d 5b fd 19 0b 1d fd 9b 
fd 38 0d fd 30 0d 06 09 
2a fd 48 fd fd 0d 01 01 0b 
05 00 30 6c 31 0b 30 09 
06 03 55 04 06 13 02 55 
53 31 15 30 13 06 03 55 
04 0a 13 0c 44 69 67 69 
43 65 72 74 20 49 6e 63 
31 19 30 17 06 03 55 04 
0b 13 10 77 77 77 2e 64 
69 67 69 63 65 72 74 2e 
63 6f 6d 31 2b 30 29 06 
03 55 04 03 13 22 44 69 
67 69 

M0M*HL0L10+0L+7>0<0
+700!0+<G00
[80*H0l10UUS10UDigiCer
t Inc10U
www.digicert.com1+0)U"
Digi

success or wait 1 318E15 WriteFile

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

C:\Users\user\Desktop\pdf_novichki.rar unknown 1024 success or wait 1 318D0C ReadFile

C:\Users\user\Desktop\pdf_novichki.rar unknown 8 success or wait 1 318D0C ReadFile

C:\Users\user\Desktop\pdf_novichki.rar unknown 7 success or wait 1 318D0C ReadFile

C:\Users\user\Desktop\pdf_novichki.rar unknown 32 success or wait 1 318D0C ReadFile

C:\Users\user\Desktop\pdf_novichki.rar unknown 1048576 success or wait 7 318D0C ReadFile

Target ID: 12

Start time: 21:39:09

Start date: 18/03/2023

Path: C:\Users\user\Desktop\pdf_novichki\pdf\pdf4ik.scr

Wow64 process (32bit): true

Commandline: "C:\Users\user\Desktop\pdf_novichki\pdf\pdf4ik.scr" /S

Imagebase: 0x400000

File size: 1153453336 bytes

MD5 hash: BF481108AC0A54E82E5683ED8AE58CEB

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Yara matches: Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, Source: 
0000000C.00000002.2416733096.000000000158D000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_Vidar_1, Description: Yara detected Vidar stealer, Source: 
0000000C.00000002.2422398802.0000000029ADC000.00000004.00000020.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_Vidar_1, Description: Yara detected Vidar stealer, Source: 
0000000C.00000002.2423789607.0000000029D80000.00000040.00001000.00020000.00000000.sdmp, Author: Joe Security

Antivirus matches: Detection: 100%, Avira

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Read

Analysis Process: pdf4ik.scr PID: 6916, Parent PID: 3840

General

File Activities
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File Path Offset Length Completion Count Source Address Symbol

Target ID: 15

Start time: 21:39:15

Start date: 18/03/2023

Path: C:\Windows\SysWOW64\WerFault.exe

Wow64 process (32bit): true

Commandline: C:\Windows\SysWOW64\WerFault.exe -u -p 6916 -s 1968

Imagebase: 0x7e0000

File size: 452408 bytes

MD5 hash: 28D356B668C66115EA55135D24EEFB2C

Has elevated privileges: false

Has administrator 
privileges:

false

Programmed in: C, C++ or other language

Reputation: moderate

File Path Access Attributes Options Completion Count Source Address Symbol

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER7C94.tmp

read attributes | 
synchronize | 
generic read

device synchronous io 
non alert | non 
directory file

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER7C94.tmp.dmp

read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp

read attributes | 
synchronize | 
generic read

device synchronous io 
non alert | non 
directory file

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERInternalMetadata.xml

read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83F9.tmp

read attributes | 
synchronize | 
generic read

device synchronous io 
non alert | non 
directory file

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83F9.tmp.xml

read attributes | 
synchronize | 
generic read | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windows\WER\ReportQueue read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_pd
f4ik.scr_d3ed75eaedbf1e5597eec
a0ea8836d4192ee030_201b8dc8_79653cc3-7dca-4c64-
8ba1-b09584582b02

read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_pd
f4ik.scr_d3ed75eaedbf1e5597eec
a0ea8836d4192ee030_201b8dc8_79653cc3-7dca-4c64-
8ba1-b09584582b02\Report.wer

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 6CB760F1 unknown

File Path Completion Count Source Address Symbol

C:\ProgramData\Microsoft\Windows\WER\Temp\WER7C94.tmp success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windows\WER\Temp\WER839A.tmp success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windows\WER\Temp\WER83F9.tmp success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windows\WER\Temp\WER7C94.tmp.dmp success or wait 1 6CB760F1 unknown

Analysis Process: WerFault.exe PID: 7052, Parent PID: 6916

General

File Activities

File Created

File Deleted
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C:\ProgramData\Microsoft\Windows\WER\Temp\WER839A.tmp.WERInternalMetadata.xml success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windows\WER\Temp\WER83F9.tmp.xml success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windows\WER\Temp\WER8425.tmp.csv success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windows\WER\Temp\WER84F2.tmp.txt success or wait 1 6CB760F1 unknown

File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER7C94.tmp.dmp

0 32 4d 44 4d 50 fd fd fd fd 0e 
00 00 00 20 00 00 00 00 
00 00 00 74 21 16 64 fd 
05 12 00 00 00 00 00 

MDMP t!d success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER7C94.tmp.dmp

9844 6 00 00 00 00 00 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER7C94.tmp.dmp

200 1420 00 00 06 00 07 55 04 01 
0a 00 00 00 00 00 00 00 
fd 47 00 00 02 00 00 00 
74 26 00 00 00 01 00 00 
47 65 6e 75 69 6e 65 49 
6e 74 65 6c 57 06 05 00 
fd fd fd 0f 00 00 00 00 54 
05 00 00 fd 03 00 00 04 
1b 00 00 65 21 16 64 00 
00 00 00 00 00 00 00 fd 
08 00 00 fd 08 00 00 fd 
08 00 00 01 00 00 00 01 
00 00 00 00 20 00 00 32 
00 00 00 00 00 00 00 01 
00 00 00 fd fd fd fd 57 00 
2e 00 20 00 45 00 75 00 
72 00 6f 00 70 00 65 00 
20 00 53 00 74 00 61 00 
6e 00 64 00 61 00 72 00 
64 00 20 00 54 00 69 00 
6d 00 65 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
0a 00 00 00 05 00 03 00 
00 00 00 00 00 00 00 00 
00 00 57 00 2e 00 20 00 
45 00 75 00 72 00 6f 00 
70 00 65 00 20 00 44 00 
61 00 79 00 6c 00 69 00 
67 00 68 00 74 00 20 00 
54 00 69 00 6d 00 65 00 
00 00 00 00 00 

UGt&GenuineIntelWTe!d 
2W. Europe Standard 
TimeW. Europe Daylight 
Time

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER7C94.tmp.dmp

11718 716 7f 00 01 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd 2b 00 
00 00 53 00 00 00 2b 00 
00 00 2b 00 00 00 00 00 
00 00 00 00 00 00 0c 00 
fd 00 00 00 00 00 50 fd fd 
fd 00 00 00 00 34 fd 49 
01 27 fd fd 29 23 00 00 
00 06 02 01 00 fd fd 49 
01 2b 00 00 00 fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd 

+S++P4I')#I+ success or wait 1 6CB760F1 unknown

File Written
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER7C94.tmp.dmp

1620 168 08 1b 00 00 00 00 00 00 
05 00 00 fd 00 00 00 00 
00 00 00 00 00 00 00 00 
27 fd fd 29 00 00 00 00 
02 00 00 00 00 00 00 00 
01 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
fd 02 00 00 fd 2d 00 00 

')- success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER7C94.tmp.dmp

19594 20 41 00 00 00 fd fd 58 01 
00 00 00 00 04 00 00 00 
fd 50 00 00 

AXP success or wait 65 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER7C94.tmp.dmp

20638 4 77 00 70 00 wp success or wait 64 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER7C94.tmp.dmp

25694 524288 2c 23 fd 76 73 fd fd 75 fd 
fd fd fd 40 fd 49 01 fd fd 
fd fd 00 00 00 00 00 00 
00 00 fd fd fd fd 00 00 00 
00 fd 07 00 00 fd 07 00 
00 00 00 00 00 24 00 00 
00 fd fd fd fd 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
fd fd fd fd 00 fd 30 00 00 
00 00 00 00 00 00 00 00 
00 00 00 40 fd 49 01 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 

,#vsu@I$0@I success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER7C94.tmp.dmp

733686 4 40 fd fd 76 @v success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER7C94.tmp.dmp

1788 4 0a 00 00 00 success or wait 10 6CB760F1 unknown

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER7C94.tmp.dmp

12434 716 3f 00 01 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 00 00 00 fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd 2b 00 
00 00 53 00 00 00 2b 00 
00 00 2b 00 00 00 fd fd fd 
fd fd fd fd fd 00 00 00 00 
00 00 00 00 fd fd fd fd 00 
00 00 00 fd fd 49 01 2c 
23 fd 76 23 00 00 00 12 
02 00 00 10 fd 49 01 2b 
00 00 00 fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd fd fd fd fd fd 
fd fd fd fd fd 

?+S++I,#v#I+ success or wait 10 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER7C94.tmp.dmp

2224 48 3c 1b 00 00 01 00 00 00 
20 00 00 00 00 00 00 00 
00 fd 32 00 00 00 00 00 
fd fd 2f 7b 00 00 00 00 4c 
02 00 00 fd 51 00 00 fd 
02 00 00 fd 49 00 00 

< 2/{LQI success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER7C94.tmp.dmp

2284 4 40 00 00 00 @ success or wait 64 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER7C94.tmp.dmp

9850 26 14 00 00 00 70 00 64 00 
66 00 34 00 69 00 6b 00 
2e 00 73 00 63 00 72 00 
00 00 

pdf4ik.scr success or wait 64 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER7C94.tmp.dmp

9092 752 00 00 4b 74 00 00 00 00 
00 fd 01 00 fd fd 02 00 fd 
48 fd fd 2d 00 00 fd 04 fd 
fd 00 00 01 00 00 00 0a 
00 01 00 fd 47 00 00 0a 
00 01 00 fd 47 3f 00 00 
00 00 00 00 00 04 00 04 
00 02 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 27 00 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 fd 41 00 00 00 00 00 
00 00 00 00 00 00 00 00 
00 01 00 0f 00 5a 62 02 
00 00 10 00 00 06 fd 0f 
00 01 00 00 00 fd fd 13 
00 00 00 01 00 00 00 01 
00 00 00 00 00 fd fd fd 7f 
00 00 00 00 0f 00 00 00 
00 00 00 00 04 00 00 00 
00 30 fd 02 00 00 00 00 
00 00 14 03 00 00 00 00 
fd fd 02 00 00 01 00 00 
00 00 00 00 fd fd fd fd 00 
00 00 00 fd fd 07 00 00 
00 00 00 fd 0e 09 00 00 
00 00 00 6d fd 01 00 00 
00 00 00 fd 0f 00 00 00 
00 00 55 4b 10 00 00 00 
00 00 40 fd 1f 00 00 00 
00 00 77 60 10 00 00 00 
00 

KtH-GG?'AZb0mUK@w` success or wait 1 6CB760F1 unknown

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER7C94.tmp.dmp

733690 32004 0a 00 00 00 45 00 76 00 
65 00 6e 00 74 00 00 00 
00 00 00 00 06 00 00 00 
08 00 00 00 00 00 00 00 
01 00 00 00 0a 00 00 00 
45 00 76 00 65 00 6e 00 
74 00 00 00 00 00 00 00 
06 00 00 00 08 00 00 00 
01 00 00 00 00 00 00 00 
28 00 00 00 57 00 61 00 
69 00 74 00 43 00 6f 00 
6d 00 70 00 6c 00 65 00 
74 00 69 00 6f 00 6e 00 
50 00 61 00 63 00 6b 00 
65 00 74 00 00 00 18 00 
00 00 49 00 6f 00 43 00 
6f 00 6d 00 70 00 6c 00 
65 00 74 00 69 00 6f 00 
6e 00 00 00 1e 00 00 00 
54 00 70 00 57 00 6f 00 
72 00 6b 00 65 00 72 00 
46 00 61 00 63 00 74 00 
6f 00 72 00 79 00 00 00 
0e 00 00 00 49 00 52 00 
54 00 69 00 6d 00 65 00 
72 00 00 00 28 00 00 00 
57 00 61 00 69 00 74 00 
43 00 6f 00 6d 00 70 00 
6c 00 65 00 74 00 69 00 
6f 00 6e 00 50 00 61 00 
63 00 6b 00 65 00 74 00 
00 00 0e 00 00 00 49 

EventEvent(WaitCompleti
onPacke
tIoCompletionTpWorkerF
actoryIR
Timer(WaitCompletionPa
cketI

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER7C94.tmp.dmp

32 108 03 00 00 00 fd 01 00 00 
fd 06 00 00 04 00 00 00 
04 1b 00 00 fd 08 00 00 
05 00 00 00 14 04 00 00 
fd 4c 00 00 06 00 00 00 
fd 00 00 00 54 06 00 00 
07 00 00 00 38 00 00 00 
fd 00 00 00 0f 00 00 00 
54 05 00 00 00 01 00 00 
0c 00 00 00 68 4d 00 00 
fd 61 0b 00 15 00 00 00 
fd 01 00 00 fd 23 00 00 
16 00 00 00 fd 00 00 00 
fd 25 00 00 

LT8ThMa#% success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

0 2 fd fd success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2 78 3c 00 3f 00 78 00 6d 00 
6c 00 20 00 76 00 65 00 
72 00 73 00 69 00 6f 00 
6e 00 3d 00 22 00 31 00 
2e 00 30 00 22 00 20 00 
65 00 6e 00 63 00 6f 00 
64 00 69 00 6e 00 67 00 
3d 00 22 00 55 00 54 00 
46 00 2d 00 31 00 36 00 
22 00 3f 00 3e 00 

<?xml version="1.0" 
encoding="UTF-16"?>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

80 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

84 38 3c 00 57 00 45 00 52 00 
52 00 65 00 70 00 6f 00 
72 00 74 00 4d 00 65 00 
74 00 61 00 64 00 61 00 
74 00 61 00 3e 00 

<WERReportMetadata> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

122 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

126 2 09 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

128 44 3c 00 4f 00 53 00 56 00 
65 00 72 00 73 00 69 00 
6f 00 6e 00 49 00 6e 00 
66 00 6f 00 72 00 6d 00 
61 00 74 00 69 00 6f 00 
6e 00 3e 00 

<OSVersionInformation> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

172 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

176 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

180 82 3c 00 57 00 69 00 6e 00 
64 00 6f 00 77 00 73 00 
4e 00 54 00 56 00 65 00 
72 00 73 00 69 00 6f 00 
6e 00 3e 00 31 00 30 00 
2e 00 30 00 3c 00 2f 00 
57 00 69 00 6e 00 64 00 
6f 00 77 00 73 00 4e 00 
54 00 56 00 65 00 72 00 
73 00 69 00 6f 00 6e 00 
3e 00 

<WindowsNTVersion>10.
0</WindowsNTVersion>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

262 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

266 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

270 40 3c 00 42 00 75 00 69 00 
6c 00 64 00 3e 00 31 00 
38 00 33 00 36 00 33 00 
3c 00 2f 00 42 00 75 00 
69 00 6c 00 64 00 3e 00 

<Build>18363</Build> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

310 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

314 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

318 82 3c 00 50 00 72 00 6f 00 
64 00 75 00 63 00 74 00 
3e 00 28 00 30 00 78 00 
33 00 30 00 29 00 3a 00 
20 00 57 00 69 00 6e 00 
64 00 6f 00 77 00 73 00 
20 00 31 00 30 00 20 00 
50 00 72 00 6f 00 3c 00 
2f 00 50 00 72 00 6f 00 
64 00 75 00 63 00 74 00 
3e 00 

<Product>(0x30): 
Windows 10 Pr
o</Product>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

400 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

404 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

408 62 3c 00 45 00 64 00 69 00 
74 00 69 00 6f 00 6e 00 
3e 00 50 00 72 00 6f 00 
66 00 65 00 73 00 73 00 
69 00 6f 00 6e 00 61 00 
6c 00 3c 00 2f 00 45 00 
64 00 69 00 74 00 69 00 
6f 00 6e 00 3e 00 

<Edition>Professional</E
dition>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

470 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

474 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

478 140 3c 00 42 00 75 00 69 00 
6c 00 64 00 53 00 74 00 
72 00 69 00 6e 00 67 00 
3e 00 31 00 38 00 33 00 
36 00 32 00 2e 00 34 00 
31 00 38 00 2e 00 61 00 
6d 00 64 00 36 00 34 00 
66 00 72 00 65 00 2e 00 
31 00 39 00 68 00 31 00 
5f 00 72 00 65 00 6c 00 
65 00 61 00 73 00 65 00 
2e 00 31 00 39 00 30 00 
33 00 31 00 38 00 2d 00 
31 00 32 00 30 00 32 00 
3c 00 2f 00 42 00 75 00 
69 00 6c 00 64 00 53 00 
74 00 72 00 69 00 6e 00 
67 00 3e 00 

<BuildString>18362.418.
amd64fr
e.19h1_release.190318-
1202</BuildString>

success or wait 1 6CB760F1 unknown

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

618 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

622 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

626 48 3c 00 52 00 65 00 76 00 
69 00 73 00 69 00 6f 00 
6e 00 3e 00 34 00 31 00 
38 00 3c 00 2f 00 52 00 
65 00 76 00 69 00 73 00 
69 00 6f 00 6e 00 3e 00 

<Revision>418</Revision
>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

674 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

678 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

682 72 3c 00 46 00 6c 00 61 00 
76 00 6f 00 72 00 3e 00 
4d 00 75 00 6c 00 74 00 
69 00 70 00 72 00 6f 00 
63 00 65 00 73 00 73 00 
6f 00 72 00 20 00 46 00 
72 00 65 00 65 00 3c 00 
2f 00 46 00 6c 00 61 00 
76 00 6f 00 72 00 3e 00 

<Flavor>Multiprocessor 
Free</Flavor>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

754 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

758 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

762 64 3c 00 41 00 72 00 63 00 
68 00 69 00 74 00 65 00 
63 00 74 00 75 00 72 00 
65 00 3e 00 58 00 36 00 
34 00 3c 00 2f 00 41 00 
72 00 63 00 68 00 69 00 
74 00 65 00 63 00 74 00 
75 00 72 00 65 00 3e 00 

<Architecture>X64</Archi
tecture>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

826 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

830 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

834 34 3c 00 4c 00 43 00 49 00 
44 00 3e 00 31 00 30 00 
33 00 33 00 3c 00 2f 00 
4c 00 43 00 49 00 44 00 
3e 00 

<LCID>1033</LCID> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

868 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

872 2 09 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

874 46 3c 00 2f 00 4f 00 53 00 
56 00 65 00 72 00 73 00 
69 00 6f 00 6e 00 49 00 
6e 00 66 00 6f 00 72 00 
6d 00 61 00 74 00 69 00 
6f 00 6e 00 3e 00 

</OSVersionInformation> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

920 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

924 2 09 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

926 40 3c 00 50 00 72 00 6f 00 
63 00 65 00 73 00 73 00 
49 00 6e 00 66 00 6f 00 
72 00 6d 00 61 00 74 00 
69 00 6f 00 6e 00 3e 00 

<ProcessInformation> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

966 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

970 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

974 30 3c 00 50 00 69 00 64 00 
3e 00 36 00 39 00 31 00 
36 00 3c 00 2f 00 50 00 
69 00 64 00 3e 00 

<Pid>6916</Pid> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1004 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1008 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1012 66 3c 00 49 00 6d 00 61 00 
67 00 65 00 4e 00 61 00 
6d 00 65 00 3e 00 70 00 
64 00 66 00 34 00 69 00 
6b 00 2e 00 73 00 63 00 
72 00 3c 00 2f 00 49 00 
6d 00 61 00 67 00 65 00 
4e 00 61 00 6d 00 65 00 
3e 00 

<ImageName>pdf4ik.scr
</ImageName>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1078 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1082 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1086 90 3c 00 43 00 6d 00 64 00 
4c 00 69 00 6e 00 65 00 
53 00 69 00 67 00 6e 00 
61 00 74 00 75 00 72 00 
65 00 3e 00 30 00 30 00 
30 00 30 00 30 00 30 00 
30 00 30 00 3c 00 2f 00 
43 00 6d 00 64 00 4c 00 
69 00 6e 00 65 00 53 00 
69 00 67 00 6e 00 61 00 
74 00 75 00 72 00 65 00 
3e 00 

<CmdLineSignature>000
00000</Cm
dLineSignature>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1176 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1180 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1184 44 3c 00 55 00 70 00 74 00 
69 00 6d 00 65 00 3e 00 
31 00 36 00 33 00 31 00 
37 00 3c 00 2f 00 55 00 
70 00 74 00 69 00 6d 00 
65 00 3e 00 

<Uptime>16317</Uptime
>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1228 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1232 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1236 82 3c 00 57 00 6f 00 77 00 
36 00 34 00 20 00 67 00 
75 00 65 00 73 00 74 00 
3d 00 22 00 33 00 33 00 
32 00 22 00 20 00 68 00 
6f 00 73 00 74 00 3d 00 
22 00 33 00 34 00 34 00 
30 00 34 00 22 00 3e 00 
31 00 3c 00 2f 00 57 00 
6f 00 77 00 36 00 34 00 
3e 00 

<Wow64 guest="332" 
host="34404
">1</Wow64>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1318 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1322 2 09 00 success or wait 2 6CB760F1 unknown

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1326 52 3c 00 49 00 70 00 74 00 
45 00 6e 00 61 00 62 00 
6c 00 65 00 64 00 3e 00 
30 00 3c 00 2f 00 49 00 
70 00 74 00 45 00 6e 00 
61 00 62 00 6c 00 65 00 
64 00 3e 00 

<IptEnabled>0</IptEnabl
ed>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1378 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1382 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1386 44 3c 00 50 00 72 00 6f 00 
63 00 65 00 73 00 73 00 
56 00 6d 00 49 00 6e 00 
66 00 6f 00 72 00 6d 00 
61 00 74 00 69 00 6f 00 
6e 00 3e 00 

<ProcessVmInformation> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1430 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1434 2 09 00 success or wait 3 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1440 90 3c 00 50 00 65 00 61 00 
6b 00 56 00 69 00 72 00 
74 00 75 00 61 00 6c 00 
53 00 69 00 7a 00 65 00 
3e 00 31 00 35 00 32 00 
33 00 37 00 34 00 30 00 
36 00 37 00 32 00 3c 00 
2f 00 50 00 65 00 61 00 
6b 00 56 00 69 00 72 00 
74 00 75 00 61 00 6c 00 
53 00 69 00 7a 00 65 00 
3e 00 

<PeakVirtualSize>15237
40672</PeakVirtualSize>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1530 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1534 2 09 00 success or wait 3 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1540 74 3c 00 56 00 69 00 72 00 
74 00 75 00 61 00 6c 00 
53 00 69 00 7a 00 65 00 
3e 00 31 00 35 00 32 00 
33 00 37 00 33 00 32 00 
34 00 38 00 30 00 3c 00 
2f 00 56 00 69 00 72 00 
74 00 75 00 61 00 6c 00 
53 00 69 00 7a 00 65 00 
3e 00 

<VirtualSize>152373248
0</VirtualSize>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1614 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1618 2 09 00 success or wait 3 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1624 78 3c 00 50 00 61 00 67 00 
65 00 46 00 61 00 75 00 
6c 00 74 00 43 00 6f 00 
75 00 6e 00 74 00 3e 00 
31 00 30 00 39 00 34 00 
34 00 33 00 3c 00 2f 00 
50 00 61 00 67 00 65 00 
46 00 61 00 75 00 6c 00 
74 00 43 00 6f 00 75 00 
6e 00 74 00 3e 00 

<PageFaultCount>10944
3</PageFaultCount>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1702 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1706 2 09 00 success or wait 3 6CB760F1 unknown

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1712 100 3c 00 50 00 65 00 61 00 
6b 00 57 00 6f 00 72 00 
6b 00 69 00 6e 00 67 00 
53 00 65 00 74 00 53 00 
69 00 7a 00 65 00 3e 00 
34 00 34 00 35 00 32 00 
37 00 36 00 31 00 36 00 
30 00 3c 00 2f 00 50 00 
65 00 61 00 6b 00 57 00 
6f 00 72 00 6b 00 69 00 
6e 00 67 00 53 00 65 00 
74 00 53 00 69 00 7a 00 
65 00 3e 00 

<PeakWorkingSetSize>4
45276160<
/PeakWorkingSetSize>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1812 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1816 2 09 00 success or wait 3 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1822 84 3c 00 57 00 6f 00 72 00 
6b 00 69 00 6e 00 67 00 
53 00 65 00 74 00 53 00 
69 00 7a 00 65 00 3e 00 
34 00 34 00 35 00 32 00 
37 00 32 00 30 00 36 00 
34 00 3c 00 2f 00 57 00 
6f 00 72 00 6b 00 69 00 
6e 00 67 00 53 00 65 00 
74 00 53 00 69 00 7a 00 
65 00 3e 00 

<WorkingSetSize>44527
2064</WorkingSetSize>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1906 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1910 2 09 00 success or wait 3 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

1916 114 3c 00 51 00 75 00 6f 00 
74 00 61 00 50 00 65 00 
61 00 6b 00 50 00 61 00 
67 00 65 00 64 00 50 00 
6f 00 6f 00 6c 00 55 00 
73 00 61 00 67 00 65 00 
3e 00 32 00 31 00 35 00 
33 00 39 00 32 00 3c 00 
2f 00 51 00 75 00 6f 00 
74 00 61 00 50 00 65 00 
61 00 6b 00 50 00 61 00 
67 00 65 00 64 00 50 00 
6f 00 6f 00 6c 00 55 00 
73 00 61 00 67 00 65 00 
3e 00 

<QuotaPeakPagedPoolU
sage>21539
2</QuotaPeakPagedPool
Usage>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2030 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2034 2 09 00 success or wait 3 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2040 98 3c 00 51 00 75 00 6f 00 
74 00 61 00 50 00 61 00 
67 00 65 00 64 00 50 00 
6f 00 6f 00 6c 00 55 00 
73 00 61 00 67 00 65 00 
3e 00 32 00 31 00 35 00 
32 00 32 00 34 00 3c 00 
2f 00 51 00 75 00 6f 00 
74 00 61 00 50 00 61 00 
67 00 65 00 64 00 50 00 
6f 00 6f 00 6c 00 55 00 
73 00 61 00 67 00 65 00 
3e 00 

<QuotaPagedPoolUsage
>215224</Q
uotaPagedPoolUsage>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2138 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2142 2 09 00 success or wait 3 6CB760F1 unknown

File Path Offset Length Value Ascii Completion Count Source Address Symbol
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2148 128 3c 00 51 00 75 00 6f 00 
74 00 61 00 50 00 65 00 
61 00 6b 00 4e 00 6f 00 
6e 00 50 00 61 00 67 00 
65 00 64 00 50 00 6f 00 
6f 00 6c 00 55 00 73 00 
61 00 67 00 65 00 3e 00 
35 00 31 00 31 00 35 00 
39 00 32 00 38 00 3c 00 
2f 00 51 00 75 00 6f 00 
74 00 61 00 50 00 65 00 
61 00 6b 00 4e 00 6f 00 
6e 00 50 00 61 00 67 00 
65 00 64 00 50 00 6f 00 
6f 00 6c 00 55 00 73 00 
61 00 67 00 65 00 3e 00 

<QuotaPeakNonPagedP
oolUsage>51
15928</QuotaPeakNonP
agedPoolUsage>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2276 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2280 2 09 00 success or wait 3 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2286 112 3c 00 51 00 75 00 6f 00 
74 00 61 00 4e 00 6f 00 
6e 00 50 00 61 00 67 00 
65 00 64 00 50 00 6f 00 
6f 00 6c 00 55 00 73 00 
61 00 67 00 65 00 3e 00 
35 00 31 00 31 00 35 00 
36 00 35 00 36 00 3c 00 
2f 00 51 00 75 00 6f 00 
74 00 61 00 4e 00 6f 00 
6e 00 50 00 61 00 67 00 
65 00 64 00 50 00 6f 00 
6f 00 6c 00 55 00 73 00 
61 00 67 00 65 00 3e 00 

<QuotaNonPagedPoolUs
age>511565
6</QuotaNonPagedPool
Usage>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2398 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2402 2 09 00 success or wait 3 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2408 82 3c 00 50 00 61 00 67 00 
65 00 66 00 69 00 6c 00 
65 00 55 00 73 00 61 00 
67 00 65 00 3e 00 31 00 
33 00 34 00 30 00 39 00 
34 00 34 00 33 00 38 00 
34 00 3c 00 2f 00 50 00 
61 00 67 00 65 00 66 00 
69 00 6c 00 65 00 55 00 
73 00 61 00 67 00 65 00 
3e 00 

<PagefileUsage>134094
4384</PagefileUsage>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2490 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2494 2 09 00 success or wait 3 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2500 98 3c 00 50 00 65 00 61 00 
6b 00 50 00 61 00 67 00 
65 00 66 00 69 00 6c 00 
65 00 55 00 73 00 61 00 
67 00 65 00 3e 00 31 00 
33 00 34 00 30 00 39 00 
35 00 32 00 35 00 37 00 
36 00 3c 00 2f 00 50 00 
65 00 61 00 6b 00 50 00 
61 00 67 00 65 00 66 00 
69 00 6c 00 65 00 55 00 
73 00 61 00 67 00 65 00 
3e 00 

<PeakPagefileUsage>13
40952576<
/PeakPagefileUsage>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2598 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2602 2 09 00 success or wait 3 6CB760F1 unknown
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2608 78 3c 00 50 00 72 00 69 00 
76 00 61 00 74 00 65 00 
55 00 73 00 61 00 67 00 
65 00 3e 00 31 00 33 00 
34 00 30 00 39 00 34 00 
34 00 33 00 38 00 34 00 
3c 00 2f 00 50 00 72 00 
69 00 76 00 61 00 74 00 
65 00 55 00 73 00 61 00 
67 00 65 00 3e 00 

<PrivateUsage>1340944
384</PrivateUsage>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2686 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2690 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2694 46 3c 00 2f 00 50 00 72 00 
6f 00 63 00 65 00 73 00 
73 00 56 00 6d 00 49 00 
6e 00 66 00 6f 00 72 00 
6d 00 61 00 74 00 69 00 
6f 00 6e 00 3e 00 

</ProcessVmInformation
>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2740 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2744 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2748 30 3c 00 50 00 61 00 72 00 
65 00 6e 00 74 00 50 00 
72 00 6f 00 63 00 65 00 
73 00 73 00 3e 00 

<ParentProcess> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2778 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2782 2 09 00 success or wait 3 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2788 40 3c 00 50 00 72 00 6f 00 
63 00 65 00 73 00 73 00 
49 00 6e 00 66 00 6f 00 
72 00 6d 00 61 00 74 00 
69 00 6f 00 6e 00 3e 00 

<ProcessInformation> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2828 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2832 2 09 00 success or wait 4 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2840 30 3c 00 50 00 69 00 64 00 
3e 00 33 00 38 00 34 00 
30 00 3c 00 2f 00 50 00 
69 00 64 00 3e 00 

<Pid>3840</Pid> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2870 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2874 2 09 00 success or wait 4 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2882 70 3c 00 49 00 6d 00 61 00 
67 00 65 00 4e 00 61 00 
6d 00 65 00 3e 00 65 00 
78 00 70 00 6c 00 6f 00 
72 00 65 00 72 00 2e 00 
65 00 78 00 65 00 3c 00 
2f 00 49 00 6d 00 61 00 
67 00 65 00 4e 00 61 00 
6d 00 65 00 3e 00 

<ImageName>explorer.e
xe</ImageName>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2952 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2956 2 09 00 success or wait 4 6CB760F1 unknown
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

2964 90 3c 00 43 00 6d 00 64 00 
4c 00 69 00 6e 00 65 00 
53 00 69 00 67 00 6e 00 
61 00 74 00 75 00 72 00 
65 00 3e 00 38 00 30 00 
30 00 30 00 34 00 30 00 
30 00 35 00 3c 00 2f 00 
43 00 6d 00 64 00 4c 00 
69 00 6e 00 65 00 53 00 
69 00 67 00 6e 00 61 00 
74 00 75 00 72 00 65 00 
3e 00 

<CmdLineSignature>800
04005</Cm
dLineSignature>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3054 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3058 2 09 00 success or wait 4 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3066 48 3c 00 55 00 70 00 74 00 
69 00 6d 00 65 00 3e 00 
34 00 37 00 35 00 31 00 
36 00 39 00 32 00 3c 00 
2f 00 55 00 70 00 74 00 
69 00 6d 00 65 00 3e 00 

<Uptime>4751692</Upti
me>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3114 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3118 2 09 00 success or wait 4 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3126 78 3c 00 57 00 6f 00 77 00 
36 00 34 00 20 00 67 00 
75 00 65 00 73 00 74 00 
3d 00 22 00 30 00 22 00 
20 00 68 00 6f 00 73 00 
74 00 3d 00 22 00 33 00 
34 00 34 00 30 00 34 00 
22 00 3e 00 30 00 3c 00 
2f 00 57 00 6f 00 77 00 
36 00 34 00 3e 00 

<Wow64 guest="0" 
host="34404">
0</Wow64>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3204 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3208 2 09 00 success or wait 4 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3216 52 3c 00 49 00 70 00 74 00 
45 00 6e 00 61 00 62 00 
6c 00 65 00 64 00 3e 00 
30 00 3c 00 2f 00 49 00 
70 00 74 00 45 00 6e 00 
61 00 62 00 6c 00 65 00 
64 00 3e 00 

<IptEnabled>0</IptEnabl
ed>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3268 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3272 2 09 00 success or wait 4 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3280 44 3c 00 50 00 72 00 6f 00 
63 00 65 00 73 00 73 00 
56 00 6d 00 49 00 6e 00 
66 00 6f 00 72 00 6d 00 
61 00 74 00 69 00 6f 00 
6e 00 3e 00 

<ProcessVmInformation> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3324 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3328 2 09 00 success or wait 5 6CB760F1 unknown
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3338 90 3c 00 50 00 65 00 61 00 
6b 00 56 00 69 00 72 00 
74 00 75 00 61 00 6c 00 
53 00 69 00 7a 00 65 00 
3e 00 34 00 32 00 39 00 
34 00 39 00 36 00 37 00 
32 00 39 00 35 00 3c 00 
2f 00 50 00 65 00 61 00 
6b 00 56 00 69 00 72 00 
74 00 75 00 61 00 6c 00 
53 00 69 00 7a 00 65 00 
3e 00 

<PeakVirtualSize>42949
67295</PeakVirtualSize>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3428 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3432 2 09 00 success or wait 5 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3442 74 3c 00 56 00 69 00 72 00 
74 00 75 00 61 00 6c 00 
53 00 69 00 7a 00 65 00 
3e 00 34 00 32 00 39 00 
34 00 39 00 36 00 37 00 
32 00 39 00 35 00 3c 00 
2f 00 56 00 69 00 72 00 
74 00 75 00 61 00 6c 00 
53 00 69 00 7a 00 65 00 
3e 00 

<VirtualSize>429496729
5</VirtualSize>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3516 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3520 2 09 00 success or wait 5 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3530 76 3c 00 50 00 61 00 67 00 
65 00 46 00 61 00 75 00 
6c 00 74 00 43 00 6f 00 
75 00 6e 00 74 00 3e 00 
36 00 38 00 32 00 39 00 
36 00 3c 00 2f 00 50 00 
61 00 67 00 65 00 46 00 
61 00 75 00 6c 00 74 00 
43 00 6f 00 75 00 6e 00 
74 00 3e 00 

<PageFaultCount>68296
</PageFaultCount>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3606 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3610 2 09 00 success or wait 5 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3620 100 3c 00 50 00 65 00 61 00 
6b 00 57 00 6f 00 72 00 
6b 00 69 00 6e 00 67 00 
53 00 65 00 74 00 53 00 
69 00 7a 00 65 00 3e 00 
31 00 33 00 34 00 38 00 
36 00 30 00 38 00 30 00 
30 00 3c 00 2f 00 50 00 
65 00 61 00 6b 00 57 00 
6f 00 72 00 6b 00 69 00 
6e 00 67 00 53 00 65 00 
74 00 53 00 69 00 7a 00 
65 00 3e 00 

<PeakWorkingSetSize>1
34860800<
/PeakWorkingSetSize>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3720 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3724 2 09 00 success or wait 5 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3734 84 3c 00 57 00 6f 00 72 00 
6b 00 69 00 6e 00 67 00 
53 00 65 00 74 00 53 00 
69 00 7a 00 65 00 3e 00 
31 00 32 00 38 00 39 00 
39 00 35 00 33 00 32 00 
38 00 3c 00 2f 00 57 00 
6f 00 72 00 6b 00 69 00 
6e 00 67 00 53 00 65 00 
74 00 53 00 69 00 7a 00 
65 00 3e 00 

<WorkingSetSize>12899
5328</WorkingSetSize>

success or wait 1 6CB760F1 unknown
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3818 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3822 2 09 00 success or wait 5 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3832 116 3c 00 51 00 75 00 6f 00 
74 00 61 00 50 00 65 00 
61 00 6b 00 50 00 61 00 
67 00 65 00 64 00 50 00 
6f 00 6f 00 6c 00 55 00 
73 00 61 00 67 00 65 00 
3e 00 33 00 32 00 37 00 
36 00 30 00 38 00 30 00 
3c 00 2f 00 51 00 75 00 
6f 00 74 00 61 00 50 00 
65 00 61 00 6b 00 50 00 
61 00 67 00 65 00 64 00 
50 00 6f 00 6f 00 6c 00 
55 00 73 00 61 00 67 00 
65 00 3e 00 

<QuotaPeakPagedPoolU
sage>32760
80</QuotaPeakPagedPo
olUsage>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3948 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3952 2 09 00 success or wait 5 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

3962 100 3c 00 51 00 75 00 6f 00 
74 00 61 00 50 00 61 00 
67 00 65 00 64 00 50 00 
6f 00 6f 00 6c 00 55 00 
73 00 61 00 67 00 65 00 
3e 00 31 00 30 00 30 00 
30 00 31 00 37 00 36 00 
3c 00 2f 00 51 00 75 00 
6f 00 74 00 61 00 50 00 
61 00 67 00 65 00 64 00 
50 00 6f 00 6f 00 6c 00 
55 00 73 00 61 00 67 00 
65 00 3e 00 

<QuotaPagedPoolUsage
>1000176</
QuotaPagedPoolUsage>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4062 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4066 2 09 00 success or wait 5 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4076 124 3c 00 51 00 75 00 6f 00 
74 00 61 00 50 00 65 00 
61 00 6b 00 4e 00 6f 00 
6e 00 50 00 61 00 67 00 
65 00 64 00 50 00 6f 00 
6f 00 6c 00 55 00 73 00 
61 00 67 00 65 00 3e 00 
39 00 32 00 30 00 37 00 
32 00 3c 00 2f 00 51 00 
75 00 6f 00 74 00 61 00 
50 00 65 00 61 00 6b 00 
4e 00 6f 00 6e 00 50 00 
61 00 67 00 65 00 64 00 
50 00 6f 00 6f 00 6c 00 
55 00 73 00 61 00 67 00 
65 00 3e 00 

<QuotaPeakNonPagedP
oolUsage>92
072</QuotaPeakNonPag
edPoolUsage>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4200 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4204 2 09 00 success or wait 5 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4214 108 3c 00 51 00 75 00 6f 00 
74 00 61 00 4e 00 6f 00 
6e 00 50 00 61 00 67 00 
65 00 64 00 50 00 6f 00 
6f 00 6c 00 55 00 73 00 
61 00 67 00 65 00 3e 00 
38 00 35 00 33 00 39 00 
32 00 3c 00 2f 00 51 00 
75 00 6f 00 74 00 61 00 
4e 00 6f 00 6e 00 50 00 
61 00 67 00 65 00 64 00 
50 00 6f 00 6f 00 6c 00 
55 00 73 00 61 00 67 00 
65 00 3e 00 

<QuotaNonPagedPoolUs
age>85392<
/QuotaNonPagedPoolUsa
ge>

success or wait 1 6CB760F1 unknown
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4322 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4326 2 09 00 success or wait 5 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4336 78 3c 00 50 00 61 00 67 00 
65 00 66 00 69 00 6c 00 
65 00 55 00 73 00 61 00 
67 00 65 00 3e 00 34 00 
30 00 37 00 37 00 39 00 
37 00 37 00 36 00 3c 00 
2f 00 50 00 61 00 67 00 
65 00 66 00 69 00 6c 00 
65 00 55 00 73 00 61 00 
67 00 65 00 3e 00 

<PagefileUsage>407797
76</PagefileUsage>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4414 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4418 2 09 00 success or wait 5 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4428 94 3c 00 50 00 65 00 61 00 
6b 00 50 00 61 00 67 00 
65 00 66 00 69 00 6c 00 
65 00 55 00 73 00 61 00 
67 00 65 00 3e 00 34 00 
36 00 31 00 39 00 38 00 
37 00 38 00 34 00 3c 00 
2f 00 50 00 65 00 61 00 
6b 00 50 00 61 00 67 00 
65 00 66 00 69 00 6c 00 
65 00 55 00 73 00 61 00 
67 00 65 00 3e 00 

<PeakPagefileUsage>46
198784</P
eakPagefileUsage>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4522 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4526 2 09 00 success or wait 5 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4536 74 3c 00 50 00 72 00 69 00 
76 00 61 00 74 00 65 00 
55 00 73 00 61 00 67 00 
65 00 3e 00 34 00 30 00 
37 00 37 00 39 00 37 00 
37 00 36 00 3c 00 2f 00 
50 00 72 00 69 00 76 00 
61 00 74 00 65 00 55 00 
73 00 61 00 67 00 65 00 
3e 00 

<PrivateUsage>4077977
6</PrivateUsage>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4610 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4614 2 09 00 success or wait 4 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4622 46 3c 00 2f 00 50 00 72 00 
6f 00 63 00 65 00 73 00 
73 00 56 00 6d 00 49 00 
6e 00 66 00 6f 00 72 00 
6d 00 61 00 74 00 69 00 
6f 00 6e 00 3e 00 

</ProcessVmInformation
>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4668 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4672 2 09 00 success or wait 3 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4678 42 3c 00 2f 00 50 00 72 00 
6f 00 63 00 65 00 73 00 
73 00 49 00 6e 00 66 00 
6f 00 72 00 6d 00 61 00 
74 00 69 00 6f 00 6e 00 
3e 00 

</ProcessInformation> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4720 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4724 2 09 00 success or wait 2 6CB760F1 unknown
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4728 32 3c 00 2f 00 50 00 61 00 
72 00 65 00 6e 00 74 00 
50 00 72 00 6f 00 63 00 
65 00 73 00 73 00 3e 00 

</ParentProcess> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4760 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4764 2 09 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4766 42 3c 00 2f 00 50 00 72 00 
6f 00 63 00 65 00 73 00 
73 00 49 00 6e 00 66 00 
6f 00 72 00 6d 00 61 00 
74 00 69 00 6f 00 6e 00 
3e 00 

</ProcessInformation> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4808 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4812 2 09 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4814 38 3c 00 50 00 72 00 6f 00 
62 00 6c 00 65 00 6d 00 
53 00 69 00 67 00 6e 00 
61 00 74 00 75 00 72 00 
65 00 73 00 3e 00 

<ProblemSignatures> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4852 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4856 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4860 62 3c 00 45 00 76 00 65 00 
6e 00 74 00 54 00 79 00 
70 00 65 00 3e 00 41 00 
50 00 50 00 43 00 52 00 
41 00 53 00 48 00 3c 00 
2f 00 45 00 76 00 65 00 
6e 00 74 00 54 00 79 00 
70 00 65 00 3e 00 

<EventType>APPCRAS
H</EventType>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4922 4 0d 00 0a 00 success or wait 8 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4926 2 09 00 success or wait 16 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

4930 70 3c 00 50 00 61 00 72 00 
61 00 6d 00 65 00 74 00 
65 00 72 00 30 00 3e 00 
70 00 64 00 66 00 34 00 
69 00 6b 00 2e 00 73 00 
63 00 72 00 3c 00 2f 00 
50 00 61 00 72 00 61 00 
6d 00 65 00 74 00 65 00 
72 00 30 00 3e 00 

<Parameter0>pdf4ik.scr<
/Parameter0>

success or wait 8 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

5542 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

5546 2 09 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

5548 40 3c 00 2f 00 50 00 72 00 
6f 00 62 00 6c 00 65 00 
6d 00 53 00 69 00 67 00 
6e 00 61 00 74 00 75 00 
72 00 65 00 73 00 3e 00 

</ProblemSignatures> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

5588 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

5592 2 09 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

5594 38 3c 00 44 00 79 00 6e 00 
61 00 6d 00 69 00 63 00 
53 00 69 00 67 00 6e 00 
61 00 74 00 75 00 72 00 
65 00 73 00 3e 00 

<DynamicSignatures> success or wait 1 6CB760F1 unknown
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

5632 4 0d 00 0a 00 success or wait 6 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

5636 2 09 00 success or wait 12 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

5640 96 3c 00 50 00 61 00 72 00 
61 00 6d 00 65 00 74 00 
65 00 72 00 31 00 3e 00 
31 00 30 00 2e 00 30 00 
2e 00 31 00 38 00 33 00 
36 00 33 00 2e 00 32 00 
2e 00 30 00 2e 00 30 00 
2e 00 32 00 35 00 36 00 
2e 00 34 00 38 00 3c 00 
2f 00 50 00 61 00 72 00 
61 00 6d 00 65 00 74 00 
65 00 72 00 31 00 3e 00 

<Parameter1>10.0.18363
.2.0.0.2
56.48</Parameter1>

success or wait 6 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6194 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6198 2 09 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6200 40 3c 00 2f 00 44 00 79 00 
6e 00 61 00 6d 00 69 00 
63 00 53 00 69 00 67 00 
6e 00 61 00 74 00 75 00 
72 00 65 00 73 00 3e 00 

</DynamicSignatures> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6240 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6244 2 09 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6246 38 3c 00 53 00 79 00 73 00 
74 00 65 00 6d 00 49 00 
6e 00 66 00 6f 00 72 00 
6d 00 61 00 74 00 69 00 
6f 00 6e 00 3e 00 

<SystemInformation> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6284 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6288 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6292 94 3c 00 4d 00 49 00 44 00 
3e 00 34 00 32 00 43 00 
31 00 36 00 43 00 35 00 
42 00 2d 00 42 00 45 00 
44 00 35 00 2d 00 34 00 
35 00 42 00 41 00 2d 00 
42 00 42 00 38 00 37 00 
2d 00 30 00 46 00 30 00 
30 00 43 00 37 00 36 00 
30 00 37 00 42 00 42 00 
38 00 3c 00 2f 00 4d 00 
49 00 44 00 3e 00 

<MID>42C16C5B-BED5-
45BA-BB87-0
F00C7607BB8</MID>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6386 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6390 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6394 106 3c 00 53 00 79 00 73 00 
74 00 65 00 6d 00 4d 00 
61 00 6e 00 75 00 66 00 
61 00 63 00 74 00 75 00 
72 00 65 00 72 00 3e 00 
79 00 6e 00 71 00 6a 00 
79 00 79 00 2c 00 20 00 
49 00 6e 00 63 00 2e 00 
3c 00 2f 00 53 00 79 00 
73 00 74 00 65 00 6d 00 
4d 00 61 00 6e 00 75 00 
66 00 61 00 63 00 74 00 
75 00 72 00 65 00 72 00 
3e 00 

<SystemManufacturer>y
nqjyy, Inc.
</SystemManufacturer>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6500 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6504 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6508 96 3c 00 53 00 79 00 73 00 
74 00 65 00 6d 00 50 00 
72 00 6f 00 64 00 75 00 
63 00 74 00 4e 00 61 00 
6d 00 65 00 3e 00 79 00 
6e 00 71 00 6a 00 79 00 
79 00 37 00 2c 00 31 00 
3c 00 2f 00 53 00 79 00 
73 00 74 00 65 00 6d 00 
50 00 72 00 6f 00 64 00 
75 00 63 00 74 00 4e 00 
61 00 6d 00 65 00 3e 00 

<SystemProductName>y
nqjyy7,1</
SystemProductName>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6604 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6608 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6612 120 3c 00 42 00 49 00 4f 00 
53 00 56 00 65 00 72 00 
73 00 69 00 6f 00 6e 00 
3e 00 56 00 4d 00 57 00 
37 00 31 00 2e 00 30 00 
30 00 56 00 2e 00 31 00 
38 00 32 00 32 00 37 00 
32 00 31 00 34 00 2e 00 
42 00 36 00 34 00 2e 00 
32 00 31 00 30 00 36 00 
32 00 35 00 32 00 32 00 
32 00 30 00 3c 00 2f 00 
42 00 49 00 4f 00 53 00 
56 00 65 00 72 00 73 00 
69 00 6f 00 6e 00 3e 00 

<BIOSVersion>VMW71.0
0V.1822721
4.B64.2106252220</BIO
SVersion>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6732 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6736 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6740 82 3c 00 4f 00 53 00 49 00 
6e 00 73 00 74 00 61 00 
6c 00 6c 00 44 00 61 00 
74 00 65 00 3e 00 31 00 
36 00 32 00 34 00 30 00 
38 00 32 00 35 00 34 00 
39 00 3c 00 2f 00 4f 00 
53 00 49 00 6e 00 73 00 
74 00 61 00 6c 00 6c 00 
44 00 61 00 74 00 65 00 
3e 00 

<OSInstallDate>1624082
549</OSInstallDate>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6822 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6826 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6830 102 3c 00 4f 00 53 00 49 00 
6e 00 73 00 74 00 61 00 
6c 00 6c 00 54 00 69 00 
6d 00 65 00 3e 00 32 00 
30 00 32 00 31 00 2d 00 
30 00 35 00 2d 00 32 00 
37 00 54 00 31 00 34 00 
3a 00 31 00 36 00 3a 00 
30 00 36 00 5a 00 3c 00 
2f 00 4f 00 53 00 49 00 
6e 00 73 00 74 00 61 00 
6c 00 6c 00 54 00 69 00 
6d 00 65 00 3e 00 

<OSInstallTime>2021-
05-27T14:1
6:06Z</OSInstallTime>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6932 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6936 2 09 00 success or wait 2 6CB760F1 unknown
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

6940 70 3c 00 54 00 69 00 6d 00 
65 00 5a 00 6f 00 6e 00 
65 00 42 00 69 00 61 00 
73 00 3e 00 2d 00 30 00 
31 00 3a 00 30 00 30 00 
3c 00 2f 00 54 00 69 00 
6d 00 65 00 5a 00 6f 00 
6e 00 65 00 42 00 69 00 
61 00 73 00 3e 00 

<TimeZoneBias>-
01:00</TimeZoneBias>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7010 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7014 2 09 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7016 40 3c 00 2f 00 53 00 79 00 
73 00 74 00 65 00 6d 00 
49 00 6e 00 66 00 6f 00 
72 00 6d 00 61 00 74 00 
69 00 6f 00 6e 00 3e 00 

</SystemInformation> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7056 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7060 2 09 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7062 34 3c 00 53 00 65 00 63 00 
75 00 72 00 65 00 42 00 
6f 00 6f 00 74 00 53 00 
74 00 61 00 74 00 65 00 
3e 00 

<SecureBootState> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7096 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7100 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7104 96 3c 00 55 00 45 00 46 00 
49 00 53 00 65 00 63 00 
75 00 72 00 65 00 42 00 
6f 00 6f 00 74 00 45 00 
6e 00 61 00 62 00 6c 00 
65 00 64 00 3e 00 30 00 
3c 00 2f 00 55 00 45 00 
46 00 49 00 53 00 65 00 
63 00 75 00 72 00 65 00 
42 00 6f 00 6f 00 74 00 
45 00 6e 00 61 00 62 00 
6c 00 65 00 64 00 3e 00 

<UEFISecureBootEnable
d>0</UEFI
SecureBootEnabled>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7200 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7204 2 09 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7206 36 3c 00 2f 00 53 00 65 00 
63 00 75 00 72 00 65 00 
42 00 6f 00 6f 00 74 00 
53 00 74 00 61 00 74 00 
65 00 3e 00 

</SecureBootState> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7242 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7246 2 09 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7248 24 3c 00 49 00 6e 00 74 00 
65 00 67 00 72 00 61 00 
74 00 6f 00 72 00 3e 00 

<Integrator> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7272 4 0d 00 0a 00 success or wait 3 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7276 2 09 00 success or wait 6 6CB760F1 unknown
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7280 46 3c 00 46 00 6c 00 61 00 
67 00 73 00 3e 00 30 00 
30 00 30 00 30 00 30 00 
30 00 30 00 30 00 3c 00 
2f 00 46 00 6c 00 61 00 
67 00 73 00 3e 00 

<Flags>00000000</Flags
>

success or wait 3 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7524 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7528 2 09 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7530 26 3c 00 2f 00 49 00 6e 00 
74 00 65 00 67 00 72 00 
61 00 74 00 6f 00 72 00 
3e 00 

</Integrator> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7556 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7560 2 09 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7562 100 3c 00 50 00 72 00 6f 00 
63 00 65 00 73 00 73 00 
54 00 69 00 6d 00 65 00 
6c 00 69 00 6e 00 65 00 
73 00 20 00 42 00 61 00 
73 00 65 00 54 00 69 00 
6d 00 65 00 3d 00 22 00 
32 00 30 00 32 00 33 00 
2d 00 30 00 33 00 2d 00 
31 00 38 00 54 00 32 00 
30 00 3a 00 33 00 39 00 
3a 00 31 00 37 00 5a 00 
22 00 3e 00 

<ProcessTimelines 
BaseTime="2023-03-
18T20:39:17Z">

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7662 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7666 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7670 266 3c 00 50 00 72 00 6f 00 
63 00 65 00 73 00 73 00 
20 00 41 00 73 00 49 00 
64 00 3d 00 22 00 33 00 
31 00 38 00 22 00 20 00 
50 00 49 00 44 00 3d 00 
22 00 36 00 39 00 31 00 
36 00 22 00 20 00 55 00 
70 00 74 00 69 00 6d 00 
65 00 4d 00 53 00 3d 00 
22 00 31 00 33 00 32 00 
35 00 31 00 22 00 20 00 
54 00 69 00 6d 00 65 00 
53 00 69 00 6e 00 63 00 
65 00 43 00 72 00 65 00 
61 00 74 00 69 00 6f 00 
6e 00 4d 00 53 00 3d 00 
22 00 31 00 33 00 32 00 
35 00 31 00 22 00 20 00 
53 00 75 00 73 00 70 00 
65 00 6e 00 64 00 65 00 
64 00 4d 00 53 00 3d 00 
22 00 30 00 22 00 20 00 
48 00 61 00 6e 00 67 00 
43 00 6f 00 75 00 6e 00 
74 00 3d 00 22 00 30 00 
22 00 20 00 47 00 68 00 
6f 00 73 00 74 00 43 00 
6f 00 75 00 6e 00 74 00 
3d 00 22 00 30 00 22 00 
20 00 43 00 72 00 61 00 
73 00 68 00 65 00 64 

<Process AsId="318" 
PID="6916" 
UptimeMS="13251" 
TimeSinceCre
ationMS="13251" 
SuspendedMS="0" 
HangCount="0" 
GhostCount="0" Crashed

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7936 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7940 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7944 20 3c 00 2f 00 50 00 72 00 
6f 00 63 00 65 00 73 00 
73 00 3e 00 

</Process> success or wait 1 6CB760F1 unknown
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7964 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7968 2 09 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

7970 38 3c 00 2f 00 50 00 72 00 
6f 00 63 00 65 00 73 00 
73 00 54 00 69 00 6d 00 
65 00 6c 00 69 00 6e 00 
65 00 73 00 3e 00 

</ProcessTimelines> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

8008 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

8012 2 09 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

8014 38 3c 00 52 00 65 00 70 00 
6f 00 72 00 74 00 49 00 
6e 00 66 00 6f 00 72 00 
6d 00 61 00 74 00 69 00 
6f 00 6e 00 3e 00 

<ReportInformation> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

8052 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

8056 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

8060 98 3c 00 47 00 75 00 69 00 
64 00 3e 00 37 00 39 00 
36 00 35 00 33 00 63 00 
63 00 33 00 2d 00 37 00 
64 00 63 00 61 00 2d 00 
34 00 63 00 36 00 34 00 
2d 00 38 00 62 00 61 00 
31 00 2d 00 62 00 30 00 
39 00 35 00 38 00 34 00 
35 00 38 00 32 00 62 00 
30 00 32 00 3c 00 2f 00 
47 00 75 00 69 00 64 00 
3e 00 

<Guid>79653cc3-7dca-
4c64-8ba1-
b09584582b02</Guid>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

8158 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

8162 2 09 00 success or wait 2 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

8166 98 3c 00 43 00 72 00 65 00 
61 00 74 00 69 00 6f 00 
6e 00 54 00 69 00 6d 00 
65 00 3e 00 32 00 30 00 
32 00 33 00 2d 00 30 00 
33 00 2d 00 31 00 38 00 
54 00 32 00 30 00 3a 00 
33 00 39 00 3a 00 31 00 
37 00 5a 00 3c 00 2f 00 
43 00 72 00 65 00 61 00 
74 00 69 00 6f 00 6e 00 
54 00 69 00 6d 00 65 00 
3e 00 

<CreationTime>2023-03-
18T20:39
:17Z</CreationTime>

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

8264 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

8268 2 09 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

8270 40 3c 00 2f 00 52 00 65 00 
70 00 6f 00 72 00 74 00 
49 00 6e 00 66 00 6f 00 
72 00 6d 00 61 00 74 00 
69 00 6f 00 6e 00 3e 00 

</ReportInformation> success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

8310 4 0d 00 0a 00 success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER839A.tmp.WERIn
ternalMetadata.xml

8314 40 3c 00 2f 00 57 00 45 00 
52 00 52 00 65 00 70 00 
6f 00 72 00 74 00 4d 00 
65 00 74 00 61 00 64 00 
61 00 74 00 61 00 3e 00 

</WERReportMetadata> success or wait 1 6CB760F1 unknown
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C:\ProgramData\Microsoft\Windo
ws\WER\Temp\WER83F9.tmp.xml

0 4577 3c 3f 78 6d 6c 20 76 65 
72 73 69 6f 6e 3d 22 31 
2e 30 22 20 65 6e 63 6f 
64 69 6e 67 3d 22 55 54 
46 2d 38 22 20 73 74 61 
6e 64 61 6c 6f 6e 65 3d 
22 79 65 73 22 3f 3e 0d 
0a 3c 72 65 71 20 76 65 
72 3d 22 32 22 3e 0d 0a 
20 20 3c 74 6c 6d 3e 0d 
0a 20 20 20 20 3c 73 72 
63 3e 0d 0a 20 20 20 20 
20 20 3c 64 65 73 63 3e 
0d 0a 20 20 20 20 20 20 
20 20 3c 6d 61 63 68 3e 
0d 0a 20 20 20 20 20 20 
20 20 20 20 3c 6f 73 3e 
0d 0a 20 20 20 20 20 20 
20 20 20 20 20 20 3c 61 
72 67 20 6e 6d 3d 22 76 
65 72 6d 61 6a 22 20 76 
61 6c 3d 22 31 30 22 20 
2f 3e 0d 0a 20 20 20 20 
20 20 20 20 20 20 20 20 
3c 61 72 67 20 6e 6d 3d 
22 76 65 72 6d 69 6e 22 
20 76 61 6c 3d 22 30 22 
20 2f 3e 0d 0a 20 20 20 
20 20 20 20 20 20 20 20 
20 3c 61 72 67 20 6e 6d 
3d 22 76 65 72 62 6c 64 
22 20 76 61 6c 3d 22 

<?xml version="1.0" 
encoding="UTF-8" 
standalone="yes"?><req 
ver="2">  <tlm>    <src>      
<desc>        <mach>          
<os>            <arg 
nm="vermaj" val="10" />            
<arg nm="vermin" val="0" 
/>            <arg 
nm="verbld" val="

success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_pd
f4ik.scr_d3ed75eaedbf1e5597eec
a0ea8836d4192ee030_201b8dc8_79
653cc3-7dca-4c64-8ba1-b0958458
2b02\Report.wer

0 2 fd fd success or wait 1 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_pd
f4ik.scr_d3ed75eaedbf1e5597eec
a0ea8836d4192ee030_201b8dc8_79
653cc3-7dca-4c64-8ba1-b0958458
2b02\Report.wer

2 22 56 00 65 00 72 00 73 00 
69 00 6f 00 6e 00 3d 00 
31 00 0d 00 0a 00 

Version=1 success or wait 190 6CB760F1 unknown

C:\ProgramData\Microsoft\Windo
ws\WER\ReportQueue\AppCrash_pd
f4ik.scr_d3ed75eaedbf1e5597eec
a0ea8836d4192ee030_201b8dc8_79
653cc3-7dca-4c64-8ba1-b0958458
2b02\Report.wer

13614 46 4d 00 65 00 74 00 61 00 
64 00 61 00 74 00 61 00 
48 00 61 00 73 00 68 00 
3d 00 31 00 34 00 31 00 
34 00 37 00 36 00 34 00 
32 00 30 00 34 00 

MetadataHash=14147642
04

success or wait 1 6CB760F1 unknown

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

⊘ No disassembly

Registry Activities

Disassembly
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