
ID: 830621
Sample Name:
Pago__2023031700.pdf.exe
Cookbook: default.jbs
Time: 14:48:23
Date: 20/03/2023
Version: 37.0.0 Beryl



2
4
4
4
4
4
4
4
5
5
5
5
5
5
6
6
6
6
6
6
6
6
6
6
6
7
7
8
8
9
9
9
9
9
9

11
11
11
17
17
17
18
18
18
18
19
19
19
19
19
19
19
19
19
20
20
20
21
21
21
21
21
21
21
22
22

22
22
22
23
23

Table of Contents

Table of Contents
Windows Analysis Report Pago__2023031700.pdf.exe

Overview
General Information
Detection
Signatures
Classification

Process Tree
Malware Threat Intel
Malware Configuration

Threatname: Agenttesla
Yara Signatures

Memory Dumps
Unpacked PEs

Sigma Signatures
Snort Signatures
Joe Sandbox Signatures

AV Detection
Exploits
System Summary
Hooking and other Techniques for Hiding and Protection
Malware Analysis System Evasion
HIPS / PFW / Operating System Protection Evasion
Stealing of Sensitive Information
Remote Access Functionality

Mitre Att&ck Matrix
Behavior Graph
Screenshots

Thumbnails
Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs

Domains and IPs
Contacted Domains
URLs from Memory and Binaries
World Map of Contacted IPs

Public IPs
Private

General Information
Warnings

Simulations
Behavior and APIs

Joe Sandbox View / Context
IPs
Domains
ASNs
JA3 Fingerprints
Dropped Files

Created / dropped Files
C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\77EC63BDA74BD0D0E0426DC8F8008506
C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\E0F5C59F9FA661F6F4C50B87FEF3A15A
C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506
C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\E0F5C59F9FA661F6F4C50B87FEF3A15A
C:\Users\user\AppData\Local\Microsoft\CLR_v4.0\UsageLogs\Pago__2023031700.pdf.exe.log

Static File Info
General
File Icon
Static PE Info

General
Entrypoint Preview
Data Directories
Sections
Resources

Network Behavior
Network Port Distribution
TCP Packets
UDP Packets
DNS Queries

Copyright Joe Security LLC 2023 Page 2 of 34



23
23
24
24
24
24
24
25
25
25
25

26
26
26
26
26
26
27
27
27
27
27
27
28
28
28
28
28
28
29
29
29
29
29
29
29
29
30
30
30
30
30
30
31
31
31
31
31
31
31
31
32
32
32
32
32
32
33
33
33
33
33
33
33
34
34

34

DNS Answers
SMTP Packets

Statistics
Behavior

System Behavior
Analysis Process: Pago__2023031700.pdf.exePID: 4956, Parent PID: 3452

General
File Activities

File Created
File Written
File Read

Analysis Process: cvtres.exePID: 5140, Parent PID: 4956
General

Analysis Process: AddInProcess.exePID: 5208, Parent PID: 4956
General

Analysis Process: DataSvcUtil.exePID: 5216, Parent PID: 4956
General

Analysis Process: ComSvcConfig.exePID: 5256, Parent PID: 4956
General

Analysis Process: mscorsvw.exePID: 5276, Parent PID: 4956
General

Analysis Process: Microsoft.Workflow.Compiler.exePID: 5292, Parent PID: 4956
General

Analysis Process: MSBuild.exePID: 5300, Parent PID: 4956
General

Analysis Process: ngentask.exePID: 5308, Parent PID: 4956
General

Analysis Process: ngen.exePID: 5316, Parent PID: 4956
General

Analysis Process: aspnet_regsql.exePID: 5324, Parent PID: 4956
General

Analysis Process: dfsvc.exePID: 5332, Parent PID: 4956
General

Analysis Process: AddInProcess32.exePID: 5340, Parent PID: 4956
General

Analysis Process: CasPol.exePID: 5348, Parent PID: 4956
General

Analysis Process: vbc.exePID: 5356, Parent PID: 4956
General

Analysis Process: aspnet_compiler.exePID: 5364, Parent PID: 4956
General

Analysis Process: InstallUtil.exePID: 5372, Parent PID: 4956
General

Analysis Process: ilasm.exePID: 5380, Parent PID: 4956
General

Analysis Process: SMSvcHost.exePID: 5388, Parent PID: 4956
General

Analysis Process: aspnet_wp.exePID: 5396, Parent PID: 4956
General

Analysis Process: WsatConfig.exePID: 5408, Parent PID: 4956
General

Analysis Process: aspnet_state.exePID: 5416, Parent PID: 4956
General

Analysis Process: AddInUtil.exePID: 5424, Parent PID: 4956
General

Analysis Process: EdmGen.exePID: 5432, Parent PID: 4956
General

Analysis Process: RegSvcs.exePID: 5440, Parent PID: 4956
General

Analysis Process: AppLaunch.exePID: 5448, Parent PID: 4956
General

Analysis Process: jsc.exePID: 5456, Parent PID: 4956
General
File Activities

File Created
File Read

Disassembly

Copyright Joe Security LLC 2023 Page 3 of 34



Windows Analysis Report 
Pago__2023031700.pdf.exe

Overview

General Information
Sample Name: Pago__2023031700.pdf

.exe

Analysis ID: 830621

MD5: 2890be155f76d…

SHA1: 5e5e5aa5b011…

SHA256: aceda5af117ea…

Tags: agenttesla exe

Infos:

Detection

AgentTesla

Score: 100

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Yara detected UAC Bypass using C…

Multi AV Scanner detection for subm…

Malicious sample detected (through…

Yara detected AgentTesla

Yara detected AntiVM3

Tries to steal Mail credentials (via fi…

Initial sample is a PE file and has a…

Writes to foreign memory regions

Tries to harvest and steal Putty / W…

Tries to detect sandboxes and other…

Machine Learning detection for sam…

Injects a PE file into a foreign proce…

Uses an obfuscated file name to hid…

Queries sensitive network adapter in…

Tries to harvest and steal browser in…

Queries sensitive BIOS Information…

Queries the volume information (nam…

Yara signature match

Antivirus or Machine Learning detec…

Drops certificate files (DER)

May sleep (evasive loops) to hinder…

Uses code obfuscation techniques (…

Detected potential crypto function

Yara detected Credential Stealer

IP address seen in connection with …

Contains long sleeps (>= 3 min)

Enables debug privileges

Found a high number of Window / U…

PE file does not import any functions

Sample file is different than original …

Detected TCP or UDP traffic on non…

Contains functionality to detect virtu…

Uses SMTP (mail sending)

Queries sensitive processor informa…

Creates a process in suspended mo…

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

Pago__2023031700.pdf.exe (PID: 4956 cmdline: C:\Users\user\Desktop\Pago__2023031700.pdf.exe MD5: 2890BE155F76DAE747449063116B030E)
cvtres.exe (PID: 5140 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\cvtres.exe MD5: 33BB8BE0B4F547324D93D5D2725CAC3D)
AddInProcess.exe (PID: 5208 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\AddInProcess.exe MD5: 11D8A500C4C0FBAF20EBDB8CDF6EA452)
DataSvcUtil.exe (PID: 5216 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\DataSvcUtil.exe MD5: CCDF8F3B189FFB839B390F695FAE2A6D)
ComSvcConfig.exe (PID: 5256 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\ComSvcConfig.exe MD5: 2778AE0EB674B74FF8028BF4E51F1DF5)
mscorsvw.exe (PID: 5276 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\mscorsvw.exe MD5: B00E9325AC7356A3F4864EAAAD48E13F)
Microsoft.Workflow.Compiler.exe (PID: 5292 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Microsoft.Workflow.Compiler.exe MD5:

D91462AE31562E241AF5595BA5E1A3C4)
MSBuild.exe (PID: 5300 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\MSBuild.exe MD5: 8B9E68304AF4B81C9AB70CB2220EBA74)
ngentask.exe (PID: 5308 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\ngentask.exe MD5: AA98E294A0210BDA5F79A7288F91B78C)
ngen.exe (PID: 5316 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\ngen.exe MD5: FBA5E8D94C9EADC279BC06B9CF041A9A)
aspnet_regsql.exe (PID: 5324 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\aspnet_regsql.exe MD5: F31014EE4DE7FE48E9B7C9BE94CFB45F)
dfsvc.exe (PID: 5332 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\dfsvc.exe MD5: 48FD4DD682051712E3E7757C525DED71)
AddInProcess32.exe (PID: 5340 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\AddInProcess32.exe MD5: F2A47587431C466535F3C3D3427724BE)
CasPol.exe (PID: 5348 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\CasPol.exe MD5: CB86BA6B2759BF478ADD7A1612C183D5)
vbc.exe (PID: 5356 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\vbc.exe MD5: AC610BC00AF71E7C5B89F5AC0F65DAFA)
aspnet_compiler.exe (PID: 5364 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\aspnet_compiler.exe MD5: 7809A19AA8DA1A41F36B60B0664C4E20)
InstallUtil.exe (PID: 5372 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\InstallUtil.exe MD5: 6EE3F830099ADD53C26DF5739B44D608)
ilasm.exe (PID: 5380 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\ilasm.exe MD5: 155758025B42F1804E1429483BA53553)
SMSvcHost.exe (PID: 5388 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\SMSvcHost.exe MD5: 7EC8B56348F9298BCCA7A745C7F70E2C)
aspnet_wp.exe (PID: 5396 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\aspnet_wp.exe MD5: 3F68BCF536EEAE067038C67022CDF6D8)
WsatConfig.exe (PID: 5408 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\WsatConfig.exe MD5: EDA1875528E99782E9A2C0001BB4C5A9)
aspnet_state.exe (PID: 5416 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\aspnet_state.exe MD5: 9EDC7F9BB19D3F12EB05437BD5687C8A)
AddInUtil.exe (PID: 5424 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\AddInUtil.exe MD5: 65D30D747EB31E108A36EBC966C1227D)
EdmGen.exe (PID: 5432 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\EdmGen.exe MD5: 2B6A31DFD7C9ED8B413DBDAB800F10F3)
RegSvcs.exe (PID: 5440 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\RegSvcs.exe MD5: 59FCE79E9D81AB9E2ED4C3561205F5DF)
AppLaunch.exe (PID: 5448 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\AppLaunch.exe MD5: 98A8F518B66BA43DF38821C364C3B791)
jsc.exe (PID: 5456 cmdline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\jsc.exe MD5: 2B40A449D6034F41771A460DADD53A60)

cleanup

Process Tree
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Name Description Attribution Blogpost URLs Link

Agent Tesla, 
AgentTesla

A .NET based keylogger and RAT readily available to actors. Logs 
keystrokes and the host's clipboard and beacons this information back to 
the C2.

SWEED blog.nsfocus.net/sweed-
611/http://l1v1ngc0d3.wordpre
ss.com/2021/11/12/agenttesla
-dropped-via-nsis-
installer/http://www.securewor
ks.com/research/threat-
profiles/gold-
galleonhttps://asec.ahnlab.co
m/ko/29133/https://blog.apnic.
net/2022/03/31/how-to-detect-
and-prevent-common-data-
exfiltration-attacks/

https://malpedia.caad.fkie.fr
aunhofer.de/details/win.age
nt_tesla

{

  "Exfil Mode": "SMTP",

  "Host": "mail.itzayanaland.com",

  "Username": "security01@itzayanaland.com",

  "Password": "      H!S6_PFHTAN{       "

}

Source Rule Description Author Strings

00000000.00000002.319756030.0000024680108000.00000
004.00000800.00020000.00000000.sdmp

JoeSecurity_UAC
BypassusingCMST
P

Yara detected 
UAC Bypass using 
CMSTP

Joe Security

00000024.00000002.526757689.0000000002D81000.00000
004.00000800.00020000.00000000.sdmp

JoeSecurity_Agent
Tesla_1

Yara detected 
AgentTesla

Joe Security

00000024.00000002.526757689.0000000002D81000.00000
004.00000800.00020000.00000000.sdmp

JoeSecurity_Crede
ntialStealer

Yara detected 
Credential Stealer

Joe Security

Process Memory Space: Pago__2023031700.pdf.exe PID: 
4956

JoeSecurity_AntiV
M_3

Yara detected 
AntiVM_3

Joe Security

Process Memory Space: Pago__2023031700.pdf.exe PID: 
4956

JoeSecurity_UAC
BypassusingCMST
P

Yara detected 
UAC Bypass using 
CMSTP

Joe Security

Click to see the 2 entries

Source Rule Description Author Strings

0.2.Pago__2023031700.pdf.exe.24680460328.0.raw.unpack JoeSecurity_UAC
BypassusingCMST
P

Yara detected 
UAC Bypass using 
CMSTP

Joe Security

0.2.Pago__2023031700.pdf.exe.24680460328.0.raw.unpack INDICATOR_SUS
PICIOUS_Disable
WinDefender

Detects 
executables 
containing artifcats 
associated with 
disabling Widnows 
Defender

ditekSHen 0x9d05:$e1: Microsoft\Windows Defender\Exclusions\Pat
hs
0x9d34:$e2: Add-MpPreference -ExclusionPath

0.2.Pago__2023031700.pdf.exe.24680460328.0.raw.unpack INDICATOR_SUS
PICIOUS_EXE_Re
gKeyComb_IExec
uteCommandCOM

Detects 
executables 
embedding 
command 
execution via 
IExecuteCommand 
COM object

ditekSHen 0x9cd5:$r1: Classes\Folder\shell\open\command
0x9124:$k1: DelegateExecute

Malware Threat Intel

Malware Configuration

Threatname: Agenttesla

Yara Signatures

Memory Dumps

Unpacked PEs

Provided by

Copyright Joe Security LLC 2023 Page 5 of 34
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AV Detection

Exploits

System Summary

Hooking and other Techniques for Hiding and Protection

Malware Analysis System Evasion

HIPS / PFW / Operating System Protection Evasion

Stealing of Sensitive Information

Remote Access Functionality

⊘ No Sigma rule has matched

⊘ No Snort rule has matched

Sigma Signatures

Snort Signatures

Joe Sandbox Signatures

Multi AV Scanner detection for submitted file

Machine Learning detection for sample

Yara detected UAC Bypass using CMSTP

Malicious sample detected (through community Yara rule)

Initial sample is a PE file and has a suspicious name

Uses an obfuscated file name to hide its real file extension (double extension)

Yara detected AntiVM3

Tries to detect sandboxes and other dynamic analysis tools (process name or module or function)

Queries sensitive network adapter information (via WMI, Win32_NetworkAdapter, often done to detect virtual machines)

Queries sensitive BIOS Information (via WMI, Win32_Bios & Win32_BaseBoard, often done to detect virtual machines)

Writes to foreign memory regions

Injects a PE file into a foreign processes

Yara detected AgentTesla

Tries to steal Mail credentials (via file / registry access)

Tries to harvest and steal Putty / WinSCP information (sessions, passwords, etc)

Tries to harvest and steal browser information (history, passwords, etc)

Yara detected AgentTesla

Copyright Joe Security LLC 2023 Page 6 of 34
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Behavior Graph

ID: 830621

Sample: Pago__2023031700.pdf.exe

Startdate: 20/03/2023
Architecture: WINDOWS
Score: 100

Malicious sample detected
(through community Yara

rule)
Multi AV Scanner detection

for submitted file
Yara detected UAC Bypass

using CMSTP 6 other signatures

Pago__2023031700.pdf.exe

3

        started       

192.168.2.1
unknown

unknown

C:\Users\...\Pago__2023031700.pdf.exe.log, CSV

dropped

Writes to foreign memory
regions

Injects a PE file into
a foreign processes

jsc.exe

4

        started       

cvtres.exe

        started       

AddInProcess.exe

        started       

23 other processes

itzayanaland.com

107.161.75.133, 49685, 587
IWEB-ASCA

Canada

mail.itzayanaland.com

Tries to harvest and
steal Putty / WinSCP

information (sessions,
passwords, etc)

Queries sensitive network
adapter information

(via WMI, Win32_NetworkAdapter,
often done to detect

virtual machines)

Tries to steal Mail
credentials (via file
/ registry access)

2 other signatures

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails

Copyright Joe Security LLC 2023 Page 8 of 34



Source Detection Scanner Label Link

Pago__2023031700.pdf.exe 46% ReversingLabs Win64.Trojan.Leon
em

Pago__2023031700.pdf.exe 100% Joe Sandbox ML

⊘ No Antivirus matches

Source Detection Scanner Label Link Download

36.2.jsc.exe.400000.0.unpack 100% Avira TR/Spy.Gen8

⊘ No Antivirus matches

Source Detection Scanner Label Link

fedir.comsign.co.il/crl/ComSignSecuredCA.crl0 0% URL Reputation safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Download File

Domains

URLs

Copyright Joe Security LLC 2023 Page 9 of 34



www.certplus.com/CRL/class3.crl0 0% URL Reputation safe

ocsp.suscerte.gob.ve0 0% URL Reputation safe

crl.dhimyotis.com/certignarootca.crl0 0% URL Reputation safe

www.chambersign.org1 0% URL Reputation safe

ca2.mtin.es/mtin/crl/MTINAutoridadRaiz0 0% URL Reputation safe

crl.ssc.lt/root-c/cacrl.crl0 0% URL Reputation safe

ca.disig.sk/ca/crl/ca_disig.crl0 0% URL Reputation safe

www.suscerte.gob.ve/dpc0 0% URL Reputation safe

www.jiyu-kobo.co.jp/8 0% URL Reputation safe

www.disig.sk/ca/crl/ca_disig.crl0 0% URL Reputation safe

www.galapagosdesign.com/DPlease 0% URL Reputation safe

www.jiyu-kobo.co.jp/( 0% URL Reputation safe

www.zhongyicts.com.cn 0% URL Reputation safe

policy.camerfirma.com0 0% URL Reputation safe

acraiz.icpbrasil.gov.br/DPCacraiz.pdf0? 0% URL Reputation safe

www.jiyu-kobo.co.jp/jp 0% URL Reputation safe

cps.letsencrypt.org0 0% URL Reputation safe

www.uce.gub.uy/informacion-tecnica/politicas/cp_acrn.pdf0G 0% URL Reputation safe

https://wwww.certigna.fr/autorites/0m 0% URL Reputation safe

www.ica.co.il/repository/cps/PersonalID_Practice_Statement.pdf0 0% URL Reputation safe

www.jiyu-kobo.co.jp/H 0% URL Reputation safe

www.jiyu-kobo.co.jp/F 0% URL Reputation safe

www.globaltrust.info0 0% URL Reputation safe

www.carterandcone.coml 0% URL Reputation safe

ac.economia.gob.mx/last.crl0G 0% URL Reputation safe

www.jiyu-kobo.co.jp/x 0% URL Reputation safe

crl.oces.trust2408.com/oces.crl0 0% URL Reputation safe

certs.oaticerts.com/repository/OATICA2.crl 0% URL Reputation safe

certs.oati.net/repository/OATICA2.crt0 0% URL Reputation safe

www.accv.es00 0% URL Reputation safe

web.ncdc.gov.sa/crl/nrcaparta1.crl 0% URL Reputation safe

www.founder.com.cn/cn/bThe 0% URL Reputation safe

www.acabogacia.org0 0% URL Reputation safe

crl.securetrust.com/SGCA.crl0 0% URL Reputation safe

www.agesic.gub.uy/acrn/acrn.crl0) 0% URL Reputation safe

www.rcsc.lt/repository0 0% URL Reputation safe

www.typography.netD 0% URL Reputation safe

www.typography.netF 0% URL Reputation safe

fontfabrik.com 0% URL Reputation safe

x1.c.lencr.org/0 0% URL Reputation safe

x1.i.lencr.org/0 0% URL Reputation safe

www.correo.com.uy/correocert/cps.pdf0 0% URL Reputation safe

www.sandoll.co.kr 0% URL Reputation safe

www.urwpp.de 0% URL Reputation safe

certs.oaticerts.com/repository/OATICA2.crt08 0% URL Reputation safe

cps.chambersign.org/cps/chambersignroot.html0 0% URL Reputation safe

www.oaticerts.com/repository. 0% URL Reputation safe

www.ancert.com/cps0 0% URL Reputation safe

ocsp.accv.es0 0% URL Reputation safe

acraiz.icpbrasil.gov.br/LCRacraizv2.crl0 0% URL Reputation safe

www.echoworx.com/ca/root2/cps.pdf0 0% URL Reputation safe

ca.mtin.es/mtin/crl/MTINAutoridadRaiz03 0% URL Reputation safe

www.jiyu-kobo.co.jp/jp/ 0% URL Reputation safe

acraiz.icpbrasil.gov.br/LCRacraizv1.crl0 0% URL Reputation safe

www.sakkal.comtrI 0% Avira URL Cloud safe

www.founder.com.cn/cn 0% URL Reputation safe

www.monotype. 0% URL Reputation safe

crl.defence.gov.au/pki0 0% URL Reputation safe

www.agesic.gub.uy/acrn/cps_acrn.pdf0 0% URL Reputation safe

Source Detection Scanner Label Link
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fedir.comsign.co.il/crl/ComSignAdvancedSecurityCA.crl0 0% URL Reputation safe

https://www.catcert.net/verarrel05 0% URL Reputation safe

http.fpki.gov/fcpca/caCertsIssuedByfcpca.p7c0 0% URL Reputation safe

www.zhongyicts.com.cnFF 0% Avira URL Cloud safe

itzayanaland.com 0% Avira URL Cloud safe

www.sandoll.co.krFF 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/jpH 0% Avira URL Cloud safe

www.fontbureau.comFF 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/jp/FF 0% Avira URL Cloud safe

mail.itzayanaland.com 0% Avira URL Cloud safe

www.jiyu-kobo.co.jp/FF 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

itzayanaland.com 107.161.75.133 true false unknown

windowsupdatebg.s.llnwi.net 178.79.225.0 true false unknown

mail.itzayanaland.com unknown unknown false unknown

Name Source Malicious Antivirus Detection Reputation

fedir.comsign.co.il/crl/ComSignSecuredCA.crl0 jsc.exe, 00000024.00000003.357919260.000
0000005F66000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

www.certplus.com/CRL/class3.crl0 jsc.exe, 00000024.00000003.358379304.000
00000071CD000.00000004.00000020.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
03.358143575.00000000071BD000.00000004.0
0000020.00020000.00000000.sdmp

false URL Reputation: safe unknown

ocsp.suscerte.gob.ve0 jsc.exe, 00000024.00000003.358269924.000
0000005F5A000.00000004.00000020.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
03.358143575.00000000071BD000.00000004.0
0000020.00020000.00000000.sdmp, jsc.exe, 
00000024.00000003.358602357.00000000071
CA000.00000004.00000020.00020000.0000000
0.sdmp

false URL Reputation: safe unknown

crl.dhimyotis.com/certignarootca.crl0 jsc.exe, 00000024.00000003.358269924.000
0000005F65000.00000004.00000020.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
02.531160900.0000000005F63000.00000004.0
0000020.00020000.00000000.sdmp, jsc.exe, 
00000024.00000003.358124125.0000000005F
5E000.00000004.00000020.00020000.0000000
0.sdmp

false URL Reputation: safe unknown

sertifikati.ca.posta.rs/crl/PostaCARoot.crl0 jsc.exe, 00000024.00000003.358379304.000
00000071CD000.00000004.00000020.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
03.358143575.00000000071BD000.00000004.0
0000020.00020000.00000000.sdmp

false high

www.chambersign.org1 jsc.exe, 00000024.00000003.358143575.000
00000071BD000.00000004.00000020.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
03.358124125.0000000005F5E000.00000004.0
0000020.00020000.00000000.sdmp

false URL Reputation: safe unknown

repository.swisssign.com/0 jsc.exe, 00000024.00000003.358379304.000
00000071CD000.00000004.00000020.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
03.358143575.00000000071BD000.00000004.0
0000020.00020000.00000000.sdmp, jsc.exe, 
00000024.00000003.358338782.0000000005F
4B000.00000004.00000020.00020000.0000000
0.sdmp, jsc.exe, 00000024.00000003.35842
6161.00000000071A5000.00000004.00000020.
00020000.00000000.sdmp

false high

Domains and IPs

Contacted Domains

URLs from Memory and Binaries
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www.fontbureau.com/designers Pago__2023031700.pdf.exe, 00000000.00000
003.266421432.00000246F0274000.00000004.
00000020.00020000.00000000.sdmp, Pago__2
023031700.pdf.exe, 00000000.00000003.265
627536.00000246F0274000.00000004.0000002
0.00020000.00000000.sdmp, Pago__20230317
00.pdf.exe, 00000000.00000003.266883102.
00000246F0283000.00000004.00000020.00020
000.00000000.sdmp

false high

ca2.mtin.es/mtin/crl/MTINAutoridadRaiz0 jsc.exe, 00000024.00000003.358143575.000
00000071BD000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

crl.ssc.lt/root-c/cacrl.crl0 jsc.exe, 00000024.00000002.531160900.000
0000005EE6000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

ca.disig.sk/ca/crl/ca_disig.crl0 jsc.exe, 00000024.00000002.532091713.000
00000071A0000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

www.suscerte.gob.ve/dpc0 jsc.exe, 00000024.00000003.358269924.000
0000005F5A000.00000004.00000020.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
03.358143575.00000000071BD000.00000004.0
0000020.00020000.00000000.sdmp, jsc.exe, 
00000024.00000003.358602357.00000000071
CA000.00000004.00000020.00020000.0000000
0.sdmp

false URL Reputation: safe unknown

www.jiyu-kobo.co.jp/8 Pago__2023031700.pdf.exe, 00000000.00000
003.264075136.00000246F028B000.00000004.
00000020.00020000.00000000.sdmp, Pago__2
023031700.pdf.exe, 00000000.00000003.264
149744.00000246F0273000.00000004.0000002
0.00020000.00000000.sdmp

false URL Reputation: safe unknown

www.fontbureau.com/designersrsivo Pago__2023031700.pdf.exe, 00000000.00000
002.326471766.00000246F0270000.00000004.
00000020.00020000.00000000.sdmp, Pago__2
023031700.pdf.exe, 00000000.00000003.273
782371.00000246F0283000.00000004.0000002
0.00020000.00000000.sdmp, Pago__20230317
00.pdf.exe, 00000000.00000003.319343765.
00000246F0270000.00000004.00000020.00020
000.00000000.sdmp

false high

www.disig.sk/ca/crl/ca_disig.crl0 jsc.exe, 00000024.00000002.532091713.000
00000071A0000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

www.galapagosdesign.com/DPlease Pago__2023031700.pdf.exe, 00000000.00000
002.327306243.00000246F1502000.00000004.
00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

www.jiyu-kobo.co.jp/jpH Pago__2023031700.pdf.exe, 00000000.00000
003.264075136.00000246F028B000.00000004.
00000020.00020000.00000000.sdmp, Pago__2
023031700.pdf.exe, 00000000.00000003.264
149744.00000246F0273000.00000004.0000002
0.00020000.00000000.sdmp, Pago__20230317
00.pdf.exe, 00000000.00000003.263938181.
00000246F028A000.00000004.00000020.00020
000.00000000.sdmp, Pago__2023031700.pdf.exe, 
00000000.00000003.263854181.00000246F028C000.
00000004.00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

www.jiyu-kobo.co.jp/( Pago__2023031700.pdf.exe, 00000000.00000
003.264075136.00000246F028B000.00000004.
00000020.00020000.00000000.sdmp

false URL Reputation: safe unknown

mail.itzayanaland.com jsc.exe, 00000024.00000002.526757689.000
0000002DD9000.00000004.00000800.00020000
.00000000.sdmp

false Avira URL Cloud: safe unknown

www.zhongyicts.com.cn Pago__2023031700.pdf.exe, 00000000.00000
002.327306243.00000246F1502000.00000004.
00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

pki.registradores.org/normativa/index.htm0 jsc.exe, 00000024.00000003.357919260.000
0000005F66000.00000004.00000020.00020000
.00000000.sdmp

false high

policy.camerfirma.com0 jsc.exe, 00000024.00000003.358243192.000
00000071B0000.00000004.00000020.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
02.532091713.00000000071B9000.00000004.0
0000020.00020000.00000000.sdmp, jsc.exe, 
00000024.00000003.358338782.0000000005F
4B000.00000004.00000020.00020000.0000000
0.sdmp, jsc.exe, 00000024.00000003.35842
6161.00000000071B9000.00000004.00000020.
00020000.00000000.sdmp

false URL Reputation: safe unknown

Name Source Malicious Antivirus Detection Reputation
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www.anf.es/es/address-direccion.html jsc.exe, 00000024.00000003.358365892.000
0000005F47000.00000004.00000020.00020000
.00000000.sdmp

false high

https://www.anf.es/address/)1(0& jsc.exe, 00000024.00000003.358379304.000
00000071CD000.00000004.00000020.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
03.358143575.00000000071BD000.00000004.0
0000020.00020000.00000000.sdmp

false high

acraiz.icpbrasil.gov.br/DPCacraiz.pdf0? jsc.exe, 00000024.00000003.358379304.000
00000071CD000.00000004.00000020.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
03.358143575.00000000071BD000.00000004.0
0000020.00020000.00000000.sdmp

false URL Reputation: safe unknown

www.jiyu-kobo.co.jp/jp Pago__2023031700.pdf.exe, 00000000.00000
003.263667188.00000246F0289000.00000004.
00000020.00020000.00000000.sdmp, Pago__2
023031700.pdf.exe, 00000000.00000003.263
522721.00000246F0288000.00000004.0000002
0.00020000.00000000.sdmp

false URL Reputation: safe unknown

cps.letsencrypt.org0 jsc.exe, 00000024.00000002.526757689.000
0000002DD9000.00000004.00000800.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
02.525913170.0000000000F43000.00000004.0
0000020.00020000.00000000.sdmp

false URL Reputation: safe unknown

www.certicamara.com/dpc/0Z jsc.exe, 00000024.00000003.358379304.000
00000071CD000.00000004.00000020.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
03.358143575.00000000071BD000.00000004.0
0000020.00020000.00000000.sdmp

false high

www.uce.gub.uy/informacion-
tecnica/politicas/cp_acrn.pdf0G

jsc.exe, 00000024.00000003.358243192.000
00000071B0000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

crl.pki.wellsfargo.com/wsprca.crl0 jsc.exe, 00000024.00000003.357919260.000
0000005F66000.00000004.00000020.00020000
.00000000.sdmp

false high

https://wwww.certigna.fr/autorites/0m jsc.exe, 00000024.00000003.358269924.000
0000005F65000.00000004.00000020.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
02.531160900.0000000005F63000.00000004.0
0000020.00020000.00000000.sdmp, jsc.exe, 
00000024.00000003.358124125.0000000005F
5E000.00000004.00000020.00020000.0000000
0.sdmp

false URL Reputation: safe unknown

www.ica.co.il/repository/cps/PersonalID_Practice_Stat
ement.pdf0

jsc.exe, 00000024.00000003.358338782.000
0000005F4B000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

https://www.anf.es/AC/ANFServerCA.crl0 jsc.exe, 00000024.00000003.358379304.000
00000071CD000.00000004.00000020.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
03.358143575.00000000071BD000.00000004.0
0000020.00020000.00000000.sdmp

false high

www.jiyu-kobo.co.jp/H Pago__2023031700.pdf.exe, 00000000.00000
003.263522721.00000246F0288000.00000004.
00000020.00020000.00000000.sdmp, Pago__2
023031700.pdf.exe, 00000000.00000003.263
854181.00000246F028C000.00000004.0000002
0.00020000.00000000.sdmp

false URL Reputation: safe unknown

www.jiyu-kobo.co.jp/jp/FF Pago__2023031700.pdf.exe, 00000000.00000
003.263440133.00000246F028C000.00000004.
00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

www.jiyu-kobo.co.jp/F Pago__2023031700.pdf.exe, 00000000.00000
003.263854181.00000246F028C000.00000004.
00000020.00020000.00000000.sdmp, Pago__2
023031700.pdf.exe, 00000000.00000003.263
739502.00000246F028A000.00000004.0000002
0.00020000.00000000.sdmp

false URL Reputation: safe unknown

www.globaltrust.info0 jsc.exe, 00000024.00000003.357919260.000
0000005FAE000.00000004.00000020.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
02.531160900.0000000005FAE000.00000004.0
0000020.00020000.00000000.sdmp

false URL Reputation: safe unknown

www.carterandcone.coml Pago__2023031700.pdf.exe, 00000000.00000
002.327306243.00000246F1502000.00000004.
00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

ac.economia.gob.mx/last.crl0G jsc.exe, 00000024.00000003.358124125.000
0000005F5E000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

Name Source Malicious Antivirus Detection Reputation
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www.jiyu-kobo.co.jp/x Pago__2023031700.pdf.exe, 00000000.00000
003.263667188.00000246F0289000.00000004.
00000020.00020000.00000000.sdmp, Pago__2
023031700.pdf.exe, 00000000.00000003.264
075136.00000246F028B000.00000004.0000002
0.00020000.00000000.sdmp, Pago__20230317
00.pdf.exe, 00000000.00000003.263522721.
00000246F0288000.00000004.00000020.00020
000.00000000.sdmp, Pago__2023031700.pdf.exe, 
00000000.00000003.264149744.00000246F0273000.
00000004.00000020.00020000.00000000.sdmp, 
Pago__2023031700.pdf.exe, 00000000.000
00003.263440133.00000246F028C000.0000000
4.00000020.00020000.00000000.sdmp, Pago_
_2023031700.pdf.exe, 00000000.00000003.2
63938181.00000246F028A000.00000004.00000
020.00020000.00000000.sdmp, Pago__202303
1700.pdf.exe, 00000000.00000003.26385418
1.00000246F028C000.00000004.00000020.000
20000.00000000.sdmp, Pago__2023031700.pdf.exe, 
00000000.00000003.263739502.00000246F028A00
0.00000004.00000020.00020000.00000000.sdmp, 
Pago__2023031700.pdf.exe, 00000000.00000003.26
4202253.00000246F0289000.00000004.000000
20.00020000.00000000.sdmp

false URL Reputation: safe unknown

www.accv.es/fileadmin/Archivos/certificados/raizaccv1.
crt0

jsc.exe, 00000024.00000003.358426161.000
00000071A5000.00000004.00000020.00020000
.00000000.sdmp

false high

crl.oces.trust2408.com/oces.crl0 jsc.exe, 00000024.00000003.358365892.000
0000005F47000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

https://eca.hinet.net/repository0 jsc.exe, 00000024.00000003.358243192.000
00000071B0000.00000004.00000020.00020000
.00000000.sdmp

false high

www.jiyu-kobo.co.jp/h Pago__2023031700.pdf.exe, 00000000.00000
003.264149744.00000246F0273000.00000004.
00000020.00020000.00000000.sdmp, Pago__2
023031700.pdf.exe, 00000000.00000003.264
289608.00000246F028A000.00000004.0000002
0.00020000.00000000.sdmp, Pago__20230317
00.pdf.exe, 00000000.00000003.264202253.
00000246F0289000.00000004.00000020.00020
000.00000000.sdmp

false unknown

certs.oaticerts.com/repository/OATICA2.crl jsc.exe, 00000024.00000003.358338782.000
0000005F4B000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

certs.oati.net/repository/OATICA2.crt0 jsc.exe, 00000024.00000003.358338782.000
0000005F4B000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

www.accv.es00 jsc.exe, 00000024.00000003.358426161.000
00000071A5000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

www.pki.admin.ch/policy/CPS_2_16_756_1_17_3_21_
1.pdf0

jsc.exe, 00000024.00000003.358143575.000
00000071BD000.00000004.00000020.00020000
.00000000.sdmp

false high

web.ncdc.gov.sa/crl/nrcaparta1.crl jsc.exe, 00000024.00000003.358243192.000
00000071B0000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

www.datev.de/zertifikat-policy-int0 jsc.exe, 00000024.00000003.358338782.000
0000005F4B000.00000004.00000020.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
03.358426161.00000000071A5000.00000004.0
0000020.00020000.00000000.sdmp

false high

www.founder.com.cn/cn/bThe Pago__2023031700.pdf.exe, 00000000.00000
002.327306243.00000246F1502000.00000004.
00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

www.acabogacia.org0 jsc.exe, 00000024.00000003.358243192.000
00000071B0000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

www.firmaprofesional.com/cps0 jsc.exe, 00000024.00000003.358379304.000
00000071CD000.00000004.00000020.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
03.358143575.00000000071BD000.00000004.0
0000020.00020000.00000000.sdmp

false high

www.fontbureau.comFF Pago__2023031700.pdf.exe, 00000000.00000
003.265826059.00000246F0273000.00000004.
00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

crl.securetrust.com/SGCA.crl0 jsc.exe, 00000024.00000002.525913170.000
0000000F43000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

Name Source Malicious Antivirus Detection Reputation
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www.agesic.gub.uy/acrn/acrn.crl0) jsc.exe, 00000024.00000003.358243192.000
00000071B0000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

www.rcsc.lt/repository0 jsc.exe, 00000024.00000003.358426161.000
00000071A5000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

www.typography.netD Pago__2023031700.pdf.exe, 00000000.00000
002.327306243.00000246F1502000.00000004.
00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

www.typography.netF Pago__2023031700.pdf.exe, 00000000.00000
003.259062093.00000246F028C000.00000004.
00000020.00020000.00000000.sdmp, Pago__2
023031700.pdf.exe, 00000000.00000003.259
099145.00000246F028C000.00000004.0000002
0.00020000.00000000.sdmp, Pago__20230317
00.pdf.exe, 00000000.00000003.259189619.
00000246F028C000.00000004.00000020.00020
000.00000000.sdmp, Pago__2023031700.pdf.exe, 
00000000.00000003.259176812.00000246F028C000.
00000004.00000020.00020000.00000000.sdmp

false URL Reputation: safe unknown

fontfabrik.com Pago__2023031700.pdf.exe, 00000000.00000
002.327306243.00000246F1502000.00000004.
00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

https://web.certicamara.com/marco-legal0Z jsc.exe, 00000024.00000003.358338782.000
0000005F4B000.00000004.00000020.00020000
.00000000.sdmp

false high

www.quovadisglobal.com/cps0 jsc.exe, 00000024.00000003.357919260.000
0000005F66000.00000004.00000020.00020000
.00000000.sdmp

false high

x1.c.lencr.org/0 jsc.exe, 00000024.00000002.526757689.000
0000002DD9000.00000004.00000800.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
02.525913170.0000000000F43000.00000004.0
0000020.00020000.00000000.sdmp

false URL Reputation: safe unknown

x1.i.lencr.org/0 jsc.exe, 00000024.00000002.526757689.000
0000002DD9000.00000004.00000800.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
02.525913170.0000000000F43000.00000004.0
0000020.00020000.00000000.sdmp

false URL Reputation: safe unknown

www.correo.com.uy/correocert/cps.pdf0 jsc.exe, 00000024.00000003.357919260.000
0000005F66000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

www.fonts.com Pago__2023031700.pdf.exe, 00000000.00000
002.327306243.00000246F1502000.00000004.
00000800.00020000.00000000.sdmp

false high

www.sandoll.co.kr Pago__2023031700.pdf.exe, 00000000.00000
002.327306243.00000246F1502000.00000004.
00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

www.urwpp.de Pago__2023031700.pdf.exe, 00000000.00000
003.265508570.00000246F0274000.00000004.
00000020.00020000.00000000.sdmp

false URL Reputation: safe unknown

certs.oaticerts.com/repository/OATICA2.crt08 jsc.exe, 00000024.00000003.358338782.000
0000005F4B000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

cps.chambersign.org/cps/chambersignroot.html0 jsc.exe, 00000024.00000003.358124125.000
0000005F5E000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

www.sakkal.comtrI Pago__2023031700.pdf.exe, 00000000.00000
003.264345593.00000246F02B0000.00000004.
00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

www.anf.es/AC/RC/ocsp0c jsc.exe, 00000024.00000003.358379304.000
00000071CD000.00000004.00000020.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
03.358143575.00000000071BD000.00000004.0
0000020.00020000.00000000.sdmp

false high

www.oaticerts.com/repository. jsc.exe, 00000024.00000003.358338782.000
0000005F4B000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

www.ancert.com/cps0 jsc.exe, 00000024.00000003.358098755.000
0000007249000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

ocsp.accv.es0 jsc.exe, 00000024.00000003.358426161.000
00000071A5000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

Name Source Malicious Antivirus Detection Reputation
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acraiz.icpbrasil.gov.br/LCRacraizv2.crl0 jsc.exe, 00000024.00000003.358379304.000
00000071CD000.00000004.00000020.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
03.358143575.00000000071BD000.00000004.0
0000020.00020000.00000000.sdmp

false URL Reputation: safe unknown

www.echoworx.com/ca/root2/cps.pdf0 jsc.exe, 00000024.00000003.358379304.000
00000071CD000.00000004.00000020.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
03.358143575.00000000071BD000.00000004.0
0000020.00020000.00000000.sdmp

false URL Reputation: safe unknown

https://rca.e-szigno.hu/ocsp0- jsc.exe, 00000024.00000003.357919260.000
0000005F66000.00000004.00000020.00020000
.00000000.sdmp

false high

www.zhongyicts.com.cnFF Pago__2023031700.pdf.exe, 00000000.00000
003.261532654.00000246F028B000.00000004.
00000020.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

ca.mtin.es/mtin/crl/MTINAutoridadRaiz03 jsc.exe, 00000024.00000003.358143575.000
00000071BD000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

eca.hinet.net/repository/CRL2/CA.crl0 jsc.exe, 00000024.00000003.358243192.000
00000071B0000.00000004.00000020.00020000
.00000000.sdmp

false high

www.datev.de/zertifikat-policy-std0 jsc.exe, 00000024.00000003.358379304.000
00000071CD000.00000004.00000020.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
03.358143575.00000000071BD000.00000004.0
0000020.00020000.00000000.sdmp, jsc.exe, 
00000024.00000003.357919260.0000000005F
66000.00000004.00000020.00020000.0000000
0.sdmp, jsc.exe, 00000024.00000003.35809
8755.0000000007249000.00000004.00000020.
00020000.00000000.sdmp

false high

www.jiyu-kobo.co.jp/jp/ Pago__2023031700.pdf.exe, 00000000.00000
003.264149744.00000246F0273000.00000004.
00000020.00020000.00000000.sdmp, Pago__2
023031700.pdf.exe, 00000000.00000003.263
854181.00000246F028C000.00000004.0000002
0.00020000.00000000.sdmp, Pago__20230317
00.pdf.exe, 00000000.00000003.264202253.
00000246F0289000.00000004.00000020.00020
000.00000000.sdmp

false URL Reputation: safe unknown

acraiz.icpbrasil.gov.br/LCRacraizv1.crl0 jsc.exe, 00000024.00000003.358143575.000
00000071BD000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

www.fontbureau.com/designers/cabarga.htmlN Pago__2023031700.pdf.exe, 00000000.00000
002.327306243.00000246F1502000.00000004.
00000800.00020000.00000000.sdmp

false high

www.founder.com.cn/cn Pago__2023031700.pdf.exe, 00000000.00000
002.327306243.00000246F1502000.00000004.
00000800.00020000.00000000.sdmp

false URL Reputation: safe unknown

www.informatik.admin.ch/PKI/links/CPS_2_16_756_1_
17_3_1_0.pdf0

jsc.exe, 00000024.00000003.357919260.000
0000005F66000.00000004.00000020.00020000
.00000000.sdmp

false high

www.fontbureau.com/designers/cabarga.html Pago__2023031700.pdf.exe, 00000000.00000
003.266586944.00000246F02B0000.00000004.
00000020.00020000.00000000.sdmp

false high

www.monotype. Pago__2023031700.pdf.exe, 00000000.00000
003.269016971.00000246F0286000.00000004.
00000020.00020000.00000000.sdmp, Pago__2
023031700.pdf.exe, 00000000.00000003.269
159707.00000246F0273000.00000004.0000002
0.00020000.00000000.sdmp

false URL Reputation: safe unknown

crl.defence.gov.au/pki0 jsc.exe, 00000024.00000003.358379304.000
00000071CD000.00000004.00000020.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
03.358143575.00000000071BD000.00000004.0
0000020.00020000.00000000.sdmp

false URL Reputation: safe unknown

www.agesic.gub.uy/acrn/cps_acrn.pdf0 jsc.exe, 00000024.00000003.358243192.000
00000071B0000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

fedir.comsign.co.il/crl/ComSignAdvancedSecurityCA.cr
l0

jsc.exe, 00000024.00000003.358243192.000
00000071B0000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

https://www.catcert.net/verarrel05 jsc.exe, 00000024.00000003.357919260.000
0000005F66000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

http.fpki.gov/fcpca/caCertsIssuedByfcpca.p7c0 jsc.exe, 00000024.00000003.358426161.000
00000071A5000.00000004.00000020.00020000
.00000000.sdmp

false URL Reputation: safe unknown

Name Source Malicious Antivirus Detection Reputation
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www.sandoll.co.krFF Pago__2023031700.pdf.exe, 00000000.00000
003.260309818.00000246F0288000.00000004.
00000020.00020000.00000000.sdmp, Pago__2
023031700.pdf.exe, 00000000.00000003.260
251424.00000246F0282000.00000004.0000002
0.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

itzayanaland.com jsc.exe, 00000024.00000002.526757689.000
0000002DD9000.00000004.00000800.00020000
.00000000.sdmp

false Avira URL Cloud: safe unknown

www.pki.gva.es/cps0% jsc.exe, 00000024.00000002.532091713.000
00000071A0000.00000004.00000020.00020000
.00000000.sdmp

false high

www.jiyu-kobo.co.jp/FF Pago__2023031700.pdf.exe, 00000000.00000
003.263522721.00000246F0288000.00000004.
00000020.00020000.00000000.sdmp, Pago__2
023031700.pdf.exe, 00000000.00000003.263
223347.00000246F028C000.00000004.0000002
0.00020000.00000000.sdmp

false Avira URL Cloud: safe unknown

www.cert.fnmt.es/dpcs/0 jsc.exe, 00000024.00000003.358379304.000
00000071CD000.00000004.00000020.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
03.358143575.00000000071BD000.00000004.0
0000020.00020000.00000000.sdmp, jsc.exe, 
00000024.00000003.357919260.0000000005F
66000.00000004.00000020.00020000.0000000
0.sdmp

false high

www.datev.de/zertifikat-policy-bt0 jsc.exe, 00000024.00000003.358269924.000
0000005F5A000.00000004.00000020.00020000
.00000000.sdmp, jsc.exe, 00000024.000000
02.532147030.00000000071C7000.00000004.0
0000020.00020000.00000000.sdmp, jsc.exe, 
00000024.00000003.358143575.00000000071
BD000.00000004.00000020.00020000.0000000
0.sdmp, jsc.exe, 00000024.00000003.35860
2357.00000000071CA000.00000004.00000020.
00020000.00000000.sdmp

false high

Name Source Malicious Antivirus Detection Reputation

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

107.161.75.133 itzayanaland.com Canada 32613 IWEB-ASCA false

World Map of Contacted IPs

Public IPs

Private
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IP

192.168.2.1

Joe Sandbox Version: 37.0.0 Beryl

Analysis ID: 830621

Start date and time: 2023-03-20 14:48:23 +01:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 8m 49s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 104, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

39

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Sample file name: Pago__2023031700.pdf.exe

Detection: MAL

Classification: mal100.troj.spyw.expl.evad.winEXE@53/5@2/2

EGA Information: Successful, ratio: 100%

HDC Information: Successful, ratio: 6.6% (good quality ratio 6.5%)
Quality average: 66.5%
Quality standard deviation: 24.4%

HCA Information: Successful, ratio: 97%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Found application associated with file extension: .exe

Exclude process from analysis (whitelisted): MpCmdRun.exe, dllhost.exe, SgrmBroker.exe, conhost.exe, svchost.exe
Excluded IPs from analysis (wh itelisted): 23.211.4.90, 204.79.197.200, 13.107.21.200, 178.79.225.0, 209.197.3.8, 8.238.85.126, 67.26.73.254, 67.26.137.254, 8.238.191.126, 8.248.131
.254, 8.248.113.254, 8.238.190.126, 8.238.88.248, 23.0.174.24, 23.0.174.17
Excluded domains from analysis (whitelisted): www.bing.com, fg.download.windowsupdate.com.c.footprint.net, fs.microsoft.com, identrust.edgesuite.net, dual-a-0001.a-msedge.net, ctld
l.windowsupdate.com, cds.d2s7q6s2.hwcdn.net, fs-wildcard.microsoft.com.edgekey.net, fs-wildcard.microsoft.com.edgekey.net.globalredir.akadns.net, www-
www.bing.com.trafficmanager.net, wu-bg-shim.trafficmanager.net, a1952.dscq.akamai.net, e16604.g.akamaiedge.net, www-bing-com.dual-a-0001.a-msedge.net,
prod.fs.microsoft.com.akadns.net, apps.identrust.com
Not all processes where analyzed, report is missing behavior  information
Report size exceeded maximum capacity and may have missing b ehavior information.
Report size getting too big, t oo many NtAllocateVirtualMemory calls found.
Report size getting too big, t oo many NtOpenKeyEx calls found.
Report size getting too big, t oo many NtProtectVirtualMemory calls found.
Report size getting too big, t oo many NtQueryValueKey calls found.
VT rate limit hit for: Pago__2023031700.pdf.exe

Time Type Description

14:50:03 API Interceptor 57x Sleep call for process: jsc.exe modified

General Information

Warnings

Simulations

Behavior and APIs
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⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

Process: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\jsc.exe

File Type: Microsoft Cabinet archive data, Windows 2000/XP setup, 62582 bytes, 1 file, at 0x2c +A "authroot.stl", number 1, 6 datablocks, 0x1 compression

Category: dropped

Size (bytes): 62582

Entropy (8bit): 7.996063107774368

Encrypted: true

SSDEEP: 1536:Jk3XPi43VgGp0gB2itudTSRAn/TWTdWftu:CHa43V5p022iZ4CgA

MD5: E71C8443AE0BC2E282C73FAEAD0A6DD3

SHA1: 0C110C1B01E68EDFACAEAE64781A37B1995FA94B

SHA-256: 95B0A5ACC5BF70D3ABDFD091D0C9F9063AA4FDE65BD34DBF16786082E1992E72

SHA-512: B38458C7FA2825AFB72794F374827403D5946B1132E136A0CE075DFD351277CF7D957C88DC8A1E4ADC3BCAE1FA8010DAE3831E268E910D517691DE24326391A6

Malicious: false

Preview: MSCF....v.......,...................I.................BVrl .authroot.stl....oJ5..CK..8U....a..3.1.P. J.".t..2F2e.dHH......$E.KB.2D..-SJE....^..'..y.}..,{m.....\...]4.G.......h....148...e.gr.....48:.L.
..g.....Xef.x:..t...J...6-....kW6Z>....&......ye.U.Q&z:.vZ..._....a...]..T.E.....B.h.,...[....V.O.3..EW.x.?.Q..$.@.W..=.B.f..8a.Y.JK..g./%p..C.4CD.s..Jd.u..@.g=...a.. .h%..'.xjy7.E
..\.....A..':.4TdW?Ko3$.Hg.z.d~....../q..C.....`...A[ W(.........9...GZ.;....l&?........F...p?... .p.....{S.L4..v.+...7.T?.....p..`..&..9.......f...0+.L.....1.2b)..vX5L'.~....2vz.,E.Ni.{#...o..w.?.#.3
..h.v<.S%.].tD@!Le.w.q.7.8....QW.FT.....hE.........Y............./.%Q...k...*.Y.n..v.A..../...>B..5\..-Ko.......O<.b.K.{.O.b...._.7...4.;%9N..K.X>......kg-9..r.c.g.G|.*[.-...HT...",?.q...ad.
...7RE.......!f..#../....?.-.^.K.c^...+{.g......]<..$.=.O....ii7.wJ+S..Z..d.....>..J*...T..Q7..`.r,<$....\d:K`..T.n....N.....C..j.;.1SX..j....1...R....+....Yg....]....3..9..S..D..`.

Process: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\jsc.exe

File Type: data

Category: dropped

Size (bytes): 893

Entropy (8bit): 7.366016576663508

Encrypted: false

SSDEEP: 24:hBntmDvKUQQDvKUr7C5fpqp8gPvXHmXvponXux:3ntmD5QQD5XC5RqHHXmXvp++x

MD5: D4AE187B4574036C2D76B6DF8A8C1A30

SHA1: B06F409FA14BAB33CBAF4A37811B8740B624D9E5

SHA-256: A2CE3A0FA7D2A833D1801E01EC48E35B70D84F3467CC9F8FAB370386E13879C7

SHA-512: 1F44A360E8BB8ADA22BC5BFE001F1BABB4E72005A46BC2A94C33C4BD149FF256CCE6F35D65CA4F7FC2A5B9E15494155449830D2809C8CF218D0B9196EC646B
0C

Malicious: false

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\77EC63BDA74BD0D0E0426DC8F8008506

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\Content\E0F5C59F9FA661F6F4C50B87FEF3A15A
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Preview: 0..y..*.H.........j0..f...1.0...*.H.........N0..J0..2.......D....'..09...@k0...*.H........0?1$0"..U....Digital Signature Trust Co.1.0...U....DST Root CA X30...000930211219Z..210930
140115Z0?1$0"..U....Digital Signature Trust Co.1.0...U....DST Root CA X30.."0...*.H.............0..........P..W..be......,k0.[...}.@......3vI*.?!I..N..>H.e...!.e.*.2....w..{........s.z..2..~
..0....*8.y.1.P..e.Qc...a.Ka..Rk...K.(.H......>.... .[.*....p....%.tr.{j.4.0...h.{T....Z...=d.....Ap..r.&.8U9C....\@........%.......:..n.>..\..<.i....*.)W..=....]......B0@0...U.......0....0...U.......
....0...U.........{,q...K.u...`...0...*.H...............,...\...(f7:...?K.... ]..YD.>.>..K.t.....t..~.....K. D....}..j.....N..:.pI...........:^H...X._..Z.....Y..n......f3.Y[...sG.+..7H..VK....r2...D.SrmC.&H.Rg.
X..gvqx...V..9$1....Z0G..P.......dc`........}...=2.e..|.Wv..(9..e...w.j..w.......)...55.1.

Process: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\jsc.exe

File Type: data

Category: dropped

Size (bytes): 328

Entropy (8bit): 3.1335351732898324

Encrypted: false

SSDEEP: 6:kKeAry/7UN+SkQlPlEGYRMY9z+4KlDA3RUecZUt:1CvkPlE99SNxAhUext

MD5: A3364DEAEDA04E1720E71272FBDF14BD

SHA1: B0054425AE22C2EF7F82F392B07ABA0CDF4FC7C2

SHA-256: 0015329A3BA84939129A69AF574F633FFCA145FAF82A0FDEC3EEDA486DF85317

SHA-512: 4795F8594CFC70DFC6151A4DB77056669CB27621C323421EBDAD5C79245A89451798A97981C883E4FA0B139382A6984B9C8426240852DE4A5D24356251999DC7

Malicious: false

Preview: p...... ...........y[..(....................................................... ..........).K......&...........v...h.t.t.p.:././.c.t.l.d.l...w.i.n.d.o.w.s.u.p.d.a.t.e...c.o.m./.m.s.d.o.w.n.l.o.a.d./.u.p.d.a.t.e./.v.3./.s
.t.a.t.i.c./.t.r.u.s.t.e.d.r./.e.n./.a.u.t.h.r.o.o.t.s.t.l...c.a.b...".0.d.2.f.9.2.9.a.7.4.b.d.9.1.:.0."...

Process: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\jsc.exe

File Type: data

Category: modified

Size (bytes): 252

Entropy (8bit): 2.960629782007402

Encrypted: false

SSDEEP: 3:kkFkl5knAfllXlE/Bi9llPlzRkwWBARLNDU+ZMlKlBkvclcMlVHblB15RNU2UPlN:kKRiZliBAIdQZV742MN

MD5: 2DB4826B413510329DC456C0BC347236

SHA1: 520EA8EBCEB109C7B48AB3C8E9938EC486CAD765

SHA-256: A355979FC6B012B30262653A19D00C6201E88BDCB45265C1291A7A3493259337

SHA-512: F03CAB919715E7B3B7A1AF52B67CAE57C05A922F65FB26E9D30F62684E7970CAAD8290DF4B28DE59E90AEB45BC8FAEA27AF9EB3E36CAC7D9940DEC94F34F3
926

Malicious: false

Preview: p...... ....`....s...[..(....................................................... ........$...;......(...........}...h.t.t.p.:././.a.p.p.s...i.d.e.n.t.r.u.s.t...c.o.m./.r.o.o.t.s./.d.s.t.r.o.o.t.c.a.x.3...p.7.c...".3.7.d.-.5.f.4.3.
3.1.8.8.d.a.a.0.0."...

Process: C:\Users\user\Desktop\Pago__2023031700.pdf.exe

File Type: CSV text

Category: dropped

Size (bytes): 1281

Entropy (8bit): 5.367899416177239

Encrypted: false

SSDEEP: 24:ML9E4KrL1qE4GiD0E4KeGiKDE4KGKN08AKhPKIE4TKD1KoZAE4KKPz:MxHKn1qHGiD0HKeGiYHKGD8AoPtHTG1Q

MD5: 7115A3215A4C22EF20AB9AF4160EE8F5

SHA1: A4CAB34355971C1FBAABECEFA91458C4936F2C24

SHA-256: A4A689E8149166591F94A8C84E99BE744992B9E80BDB7A0713453EB6C59BBBB2

SHA-512: 2CEF2BCD284265B147ABF300A4D26AD1AAC743EFE0B47A394FB614B6843A60B9F918E56261A56334078D0D9681132F3403FB734EE66E1915CF76F29411D5CE20

Malicious: true

Preview: 1,"fusion","GAC",0..1,"WinRT","NotApp",1..3,"System, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeIma
ges_v4.0.30319_64\System\10a17139182a9efd561f01fada9688a5\System.ni.dll",0..3,"System.Drawing, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b03f5f
7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Drawing\49e5c0579db170be9741dccc34c1998e\System.Drawing.ni.dll",0..3,"System.Window
s.Forms, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Windows.Forms\6d7d4
3e19d7fc0006285b85b7e2c8702\System.Windows.Forms.ni.dll",0..3,"System.Core, Version=4.0.0.0, Culture=neutral, PublicKeyToken=b77a5c561934e089","C:\Win
dows\assembly\NativeImages_v4.0.30319_64\System.Core\4e05e2e48b8a6dd267a8c9e25ef129a7\System.Core.ni.dll",0..3,"System.Configuration, Version=4.0.0.0, 
Culture=neutral, PublicKeyToken=b03f5f7f11d50a3a","C:\Windows\assembly\NativeImages_v4.0.30319_64\S

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\77EC63BDA74BD0D0E0426DC8F8008506

C:\Users\user\AppData\LocalLow\Microsoft\CryptnetUrlCache\MetaData\E0F5C59F9FA661F6F4C50B87FEF3A15A

C:\Users\user\AppData\Local\Microsoft\CLR_v4.0\UsageLogs\Pago__2023031700.pdf.exe.log
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File type: PE32+ executable (GUI) x86-64 Mono/.Net assembly, for MS Windows

Entropy (8bit): 7.956982836929551

TrID: Win64 Executable GUI Net Framework (217006/5) 49.88%
Win64 Executable GUI (202006/5) 46.43%
Win64 Executable (generic) (12005/4) 2.76%
Generic Win/DOS Executable (2004/3) 0.46%
DOS Executable Generic (2002/1) 0.46%

File name: Pago__2023031700.pdf.exe

File size: 530944

MD5: 2890be155f76dae747449063116b030e

SHA1: 5e5e5aa5b011fe2997362b3980ce6a0fc7cb06e2

SHA256: aceda5af117eafde721c3e286dca3fab79b6acab63c96036ede208fb7359085f

SHA512: 7e65216af0216b4fc8b19652b8137c3d9fde6b979658a61e462c7a3616461ae923bb777f3321ed9eebf38ae6dc43c43b6bf2752e43de14ed4ecc5c17777540e5

SSDEEP: 12288:rHX72XRH0IQQoHCcJg44Wmtr2wNgOejgs8I0phlIwjuMAv3npMovInfdqrlb:DXERUHfL4W5wjFH3lJjmhb

TLSH: 46B423243444A117DDD97BFE405A174327B43E2D32B6D30AA9B037B289BAE93DE4C49D

File Content 
Preview:

MZ......................@...............................................!..L.!This program cannot be run in DOS mode....$.......PE..d...}8.d.........."...0.Y................ ....@...... 
.......................`............`................................

Icon Hash: 00828e8e8686b000

Entrypoint: 0x400000

Entrypoint Section:

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: EXECUTABLE_IMAGE, LARGE_ADDRESS_AWARE

DLL Characteristics: HIGH_ENTROPY_VA, DYNAMIC_BASE, NX_COMPAT, NO_SEH, TERMINAL_SERVER_AWARE

Time Stamp: 0x6414387D [Fri Mar 17 09:53:01 2023 UTC]

TLS Callbacks:

CLR (.Net) Version:

OS Version Major: 4

OS Version Minor: 0

File Version Major: 4

File Version Minor: 0

Subsystem Version Major: 4

Subsystem Version Minor: 0

Import Hash:

Instruction

dec ebp

pop edx

nop 

add byte ptr [ebx], al

add byte ptr [eax], al

add byte ptr [eax+eax], al

add byte ptr [eax], al

Name Virtual Address Virtual Size Is in Section

IMAGE_DIRECTORY_ENTRY_EXPORT 0x0 0x0

Static File Info

General

File Icon

Static PE Info

General

Entrypoint Preview

Data Directories
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IMAGE_DIRECTORY_ENTRY_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_RESOURCE 0x84000 0x5a6 .rsrc

IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0 0x0

IMAGE_DIRECTORY_ENTRY_SECURITY 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BASERELOC 0x0 0x0

IMAGE_DIRECTORY_ENTRY_DEBUG 0x82fe0 0x1c .text

IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0 0x0

IMAGE_DIRECTORY_ENTRY_TLS 0x0 0x0

IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0 0x0

IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_IAT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0 0x0

IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x2000 0x48 .text

IMAGE_DIRECTORY_ENTRY_RESERVED 0x0 0x0

Name Virtual Address Virtual Size Is in Section

Name Virtual Address Virtual Size Raw Size Xored PE ZLIB Complexity File Type Entropy Characteristics

.text 0x2000 0x81059 0x81200 False 0.947027392909003 data 7.961630902096703 IMAGE_SCN_CNT_CODE, 
IMAGE_SCN_MEM_EXECUTE, 
IMAGE_SCN_MEM_READ

.rsrc 0x84000 0x5a6 0x600 False 0.4153645833333333 data 4.058644514909176 IMAGE_SCN_CNT_INITIALIZED
_DATA, 
IMAGE_SCN_MEM_READ

Name RVA Size Type Language Country

RT_VERSION 0x840a0 0x31c data

RT_MANIFEST 0x843bc 0x1ea XML 1.0 document, Unicode text, UTF-8 (with BOM) text, 
with CRLF line terminators

Total Packets: 15

• 53 (DNS)

• 80 (HTTP)

• 587 undefined

Timestamp Source Port Dest Port Source IP Dest IP

Mar 20, 2023 14:50:04.271550894 CET 49685 587 192.168.2.3 107.161.75.133

Mar 20, 2023 14:50:04.380311966 CET 587 49685 107.161.75.133 192.168.2.3

Mar 20, 2023 14:50:04.380443096 CET 49685 587 192.168.2.3 107.161.75.133

Mar 20, 2023 14:50:04.529057980 CET 587 49685 107.161.75.133 192.168.2.3

Sections

Resources

Network Behavior

Network Port Distribution

TCP Packets
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Mar 20, 2023 14:50:04.530910969 CET 49685 587 192.168.2.3 107.161.75.133

Mar 20, 2023 14:50:04.639633894 CET 587 49685 107.161.75.133 192.168.2.3

Mar 20, 2023 14:50:04.643004894 CET 49685 587 192.168.2.3 107.161.75.133

Mar 20, 2023 14:50:04.753875971 CET 587 49685 107.161.75.133 192.168.2.3

Mar 20, 2023 14:50:04.877150059 CET 49685 587 192.168.2.3 107.161.75.133

Mar 20, 2023 14:50:04.888812065 CET 49685 587 192.168.2.3 107.161.75.133

Mar 20, 2023 14:50:05.005218029 CET 587 49685 107.161.75.133 192.168.2.3

Mar 20, 2023 14:50:05.005265951 CET 587 49685 107.161.75.133 192.168.2.3

Mar 20, 2023 14:50:05.005280018 CET 587 49685 107.161.75.133 192.168.2.3

Mar 20, 2023 14:50:05.005299091 CET 587 49685 107.161.75.133 192.168.2.3

Mar 20, 2023 14:50:05.005470991 CET 49685 587 192.168.2.3 107.161.75.133

Mar 20, 2023 14:50:05.007200003 CET 587 49685 107.161.75.133 192.168.2.3

Mar 20, 2023 14:50:05.040859938 CET 49685 587 192.168.2.3 107.161.75.133

Mar 20, 2023 14:50:05.149967909 CET 587 49685 107.161.75.133 192.168.2.3

Mar 20, 2023 14:50:05.377163887 CET 49685 587 192.168.2.3 107.161.75.133

Mar 20, 2023 14:50:10.181471109 CET 49685 587 192.168.2.3 107.161.75.133

Mar 20, 2023 14:50:10.290236950 CET 587 49685 107.161.75.133 192.168.2.3

Mar 20, 2023 14:50:10.290447950 CET 49685 587 192.168.2.3 107.161.75.133

Mar 20, 2023 14:50:10.290986061 CET 587 49685 107.161.75.133 192.168.2.3

Mar 20, 2023 14:50:10.291098118 CET 49685 587 192.168.2.3 107.161.75.133

Mar 20, 2023 14:51:22.325768948 CET 80 49690 8.253.207.121 192.168.2.3

Mar 20, 2023 14:51:22.325910091 CET 49690 80 192.168.2.3 8.253.207.121

Timestamp Source Port Dest Port Source IP Dest IP

Timestamp Source Port Dest Port Source IP Dest IP

Mar 20, 2023 14:50:03.776485920 CET 58974 53 192.168.2.3 8.8.8.8

Mar 20, 2023 14:50:03.975155115 CET 53 58974 8.8.8.8 192.168.2.3

Mar 20, 2023 14:50:04.043807983 CET 63722 53 192.168.2.3 8.8.8.8

Mar 20, 2023 14:50:04.245074987 CET 53 63722 8.8.8.8 192.168.2.3

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
DNS over
HTTPS

Mar 20, 2023 14:50:03.776485920 
CET

192.168.2.3 8.8.8.8 0x4463 Standard query 
(0)

mail.itzay
analand.com

A (IP address) IN (0x0001) false

Mar 20, 2023 14:50:04.043807983 
CET

192.168.2.3 8.8.8.8 0x69aa Standard query 
(0)

mail.itzay
analand.com

A (IP address) IN (0x0001) false

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
DNS over
HTTPS

Mar 20, 2023 
14:49:44.250356913 
CET

8.8.8.8 192.168.2.3 0x32af No error (0) windowsupd
atebg.s.ll
nwi.net

178.79.225.0 A (IP address) IN 
(0x0001)

false

Mar 20, 2023 
14:49:44.250356913 
CET

8.8.8.8 192.168.2.3 0x32af No error (0) windowsupd
atebg.s.ll
nwi.net

95.140.230.12
8

A (IP address) IN 
(0x0001)

false

Mar 20, 2023 
14:50:03.975155115 
CET

8.8.8.8 192.168.2.3 0x4463 No error (0) mail.itzay
analand.com

itzayanaland.c
om

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 20, 2023 
14:50:03.975155115 
CET

8.8.8.8 192.168.2.3 0x4463 No error (0) itzayanala
nd.com

107.161.75.13
3

A (IP address) IN 
(0x0001)

false

Mar 20, 2023 
14:50:04.245074987 
CET

8.8.8.8 192.168.2.3 0x69aa No error (0) mail.itzay
analand.com

itzayanaland.c
om

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 20, 2023 
14:50:04.245074987 
CET

8.8.8.8 192.168.2.3 0x69aa No error (0) itzayanala
nd.com

107.161.75.13
3

A (IP address) IN 
(0x0001)

false

UDP Packets

DNS Queries

DNS Answers

SMTP Packets
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Timestamp
Source
Port

Dest
Port

Source IP Dest IP Commands

Mar 20, 2023 14:50:04.529057980 CET 587 49685 107.161.75.133 192.168.2.3 220-server.hostingbricks.com ESMTP Exim 4.96 #2 Mon, 20 Mar 2023 
07:50:04 -0600 
220-We do not authorize the use of this system to transport unsolicited, 
220 and/or bulk e-mail.

Mar 20, 2023 14:50:04.530910969 CET 49685 587 192.168.2.3 107.161.75.133 EHLO 066656

Mar 20, 2023 14:50:04.639633894 CET 587 49685 107.161.75.133 192.168.2.3 250-server.hostingbricks.com Hello 066656 [84.17.52.9]
250-SIZE 52428800
250-8BITMIME
250-PIPELINING
250-PIPECONNECT
250-AUTH PLAIN LOGIN
250-STARTTLS
250 HELP

Mar 20, 2023 14:50:04.643004894 CET 49685 587 192.168.2.3 107.161.75.133 STARTTLS

Mar 20, 2023 14:50:04.753875971 CET 587 49685 107.161.75.133 192.168.2.3 220 TLS go ahead

Mar 20, 2023 14:50:10.290236950 CET 587 49685 107.161.75.133 192.168.2.3 421 server.hostingbricks.com lost input connection

• Pago__2023031700.pdf.exe

• cvtres.exe

• AddInProcess.exe

• DataSvcUtil.exe

• ComSvcConfig.exe

• mscorsvw.exe

• Microsoft.Workflow.Compiler.exe

• MSBuild.exe

• ngentask.exe

• ngen.exe

• aspnet_regsql.exe

• dfsvc.exe

• AddInProcess32.exe

• CasPol.exe

• vbc.exe

• aspnet_compiler.exe

• InstallUtil.exe

• ilasm.exe

• SMSvcHost.exe

• aspnet_wp.exe

• WsatConfig.exe

• aspnet_state.exe

• AddInUtil.exe

• EdmGen.exe

• RegSvcs.exe

• AppLaunch.exe

• jsc.exe

Click to jump to process

Target ID: 0

Start time: 14:49:21

Start date: 20/03/2023

Path: C:\Users\user\Desktop\Pago__2023031700.pdf.exe

Wow64 process (32bit): false

Commandline: C:\Users\user\Desktop\Pago__2023031700.pdf.exe

Imagebase: 0x246edbe0000

Statistics

Behavior

System Behavior

Analysis Process: Pago__2023031700.pdf.exe PID: 4956, Parent PID: 3452

General
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File size: 530944 bytes

MD5 hash: 2890BE155F76DAE747449063116B030E

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_UACBypassusingCMSTP, Description: Yara detected UAC Bypass using CMSTP, Source: 
00000000.00000002.319756030.0000024680108000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

Reputation: low

File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FFC0F99F1E9 unknown

C:\Users\user\AppData\Roaming read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7FFC0F99F1E9 unknown

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0\UsageLogs\Pag
o__2023031700.pdf.exe.log

read attributes | 
synchronize | 
generic write

device synchronous io 
non alert | non 
directory file

success or wait 1 7FFC0FE086ED CreateFileW

File Path Offset Length Value Ascii Completion Count Source Address Symbol

C:\Users\user\AppData\Local\Mi
crosoft\CLR_v4.0\UsageLogs\Pag
o__2023031700.pdf.exe.log

0 1281 31 2c 22 66 75 73 69 6f 
6e 22 2c 22 47 41 43 22 
2c 30 0d 0a 31 2c 22 57 
69 6e 52 54 22 2c 22 4e 
6f 74 41 70 70 22 2c 31 
0d 0a 33 2c 22 53 79 73 
74 65 6d 2c 20 56 65 72 
73 69 6f 6e 3d 34 2e 30 
2e 30 2e 30 2c 20 43 75 
6c 74 75 72 65 3d 6e 65 
75 74 72 61 6c 2c 20 50 
75 62 6c 69 63 4b 65 79 
54 6f 6b 65 6e 3d 62 37 
37 61 35 63 35 36 31 39 
33 34 65 30 38 39 22 2c 
22 43 3a 5c 57 69 6e 64 
6f 77 73 5c 61 73 73 65 
6d 62 6c 79 5c 4e 61 74 
69 76 65 49 6d 61 67 65 
73 5f 76 34 2e 30 2e 33 
30 33 31 39 5f 36 34 5c 
53 79 73 74 65 6d 5c 31 
30 61 31 37 31 33 39 31 
38 32 61 39 65 66 64 35 
36 31 66 30 31 66 61 64 
61 39 36 38 38 61 35 5c 
53 79 73 74 65 6d 2e 6e 
69 2e 64 6c 6c 22 2c 30 
0d 0a 33 2c 22 53 79 73 
74 65 6d 2e 44 72 61 77 
69 6e 67 2c 20 56 65 72 
73 69 6f 6e 3d 34 2e 

1,"fusion","GAC",01,"Win
RT","N
otApp",13,"System, 
Version=4.0.0.0, 
Culture=neutral, PublicK
eyToken=b77a5c561934
e089","C:\
Windows\assembly\Nativ
eImages_
v4.0.30319_64\System\1
0a171391
82a9efd561f01fada9688a
5\System
.ni.dll",03,"System.Drawin
g, Version=4.

success or wait 1 7FFC0FE08769 WriteFile

File Path Offset Length Completion Count Source Address Symbol

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi
ne.config

unknown 4095 success or wait 1 7FFC0F86B9DD unknown

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi
ne.config

unknown 6135 success or wait 1 7FFC0F86B9DD unknown

C:\Windows\assembly\NativeImages_v4.0.30319_64\mscorlib\ac26
e2af62f23e37e645b5e44068a025\mscorlib.ni.dll.aux

unknown 176 success or wait 1 7FFC0F9412E7 ReadFile

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi
ne.config

unknown 4095 success or wait 1 7FFC0F872625 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Window
s.Forms\6d7d43e19d7fc0006285b85b7e2c8702\System.Windows.Form
s.ni.dll.aux

unknown 1720 success or wait 1 7FFC0F9412E7 ReadFile

File Activities

File Created

File Written

File Read
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C:\Windows\assembly\NativeImages_v4.0.30319_64\System\10a171
39182a9efd561f01fada9688a5\System.ni.dll.aux

unknown 620 success or wait 1 7FFC0F9412E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Drawin
g\49e5c0579db170be9741dccc34c1998e\System.Drawing.ni.dll.aux

unknown 584 success or wait 1 7FFC0F9412E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Config
uration\e82398e9ff6885d617e4b97e31fb4f02\System.Configuratio
n.ni.dll.aux

unknown 864 success or wait 1 7FFC0F9412E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Core\4
e05e2e48b8a6dd267a8c9e25ef129a7\System.Core.ni.dll.aux

unknown 900 success or wait 1 7FFC0F9412E7 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_64\System.Xml\f2
e3165e3c718b7ac302fea40614c984\System.Xml.ni.dll.aux

unknown 748 success or wait 1 7FFC0F9412E7 ReadFile

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi
ne.config

unknown 4095 success or wait 1 7FFC0F86B9DD unknown

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi
ne.config

unknown 8171 end of file 1 7FFC0F86B9DD unknown

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi
ne.config

unknown 4096 success or wait 1 7FFC0E7CB526 ReadFile

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Config\machi
ne.config

unknown 4096 end of file 1 7FFC0E7CB526 ReadFile

File Path Offset Length Completion Count Source Address Symbol

Target ID: 10

Start time: 14:49:46

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\cvtres.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\cvtres.exe

Imagebase: 0x7ff7f1f30000

File size: 47280 bytes

MD5 hash: 33BB8BE0B4F547324D93D5D2725CAC3D

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: moderate

Target ID: 12

Start time: 14:49:47

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\AddInProcess.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\AddInProcess.exe

Imagebase: 0x23ecc510000

File size: 42080 bytes

MD5 hash: 11D8A500C4C0FBAF20EBDB8CDF6EA452

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: moderate

Target ID: 13

Analysis Process: cvtres.exe PID: 5140, Parent PID: 4956

General

Analysis Process: AddInProcess.exe PID: 5208, Parent PID: 4956

General

Analysis Process: DataSvcUtil.exe PID: 5216, Parent PID: 4956

General
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Start time: 14:49:47

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\DataSvcUtil.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\DataSvcUtil.exe

Imagebase: 0x22aa9eb0000

File size: 71776 bytes

MD5 hash: CCDF8F3B189FFB839B390F695FAE2A6D

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: moderate

Target ID: 14

Start time: 14:49:47

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\ComSvcConfig.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\ComSvcConfig.exe

Imagebase: 0x29a7b920000

File size: 173672 bytes

MD5 hash: 2778AE0EB674B74FF8028BF4E51F1DF5

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: moderate

Target ID: 15

Start time: 14:49:48

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\mscorsvw.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\mscorsvw.exe

Imagebase: 0x7ff6b5da0000

File size: 128584 bytes

MD5 hash: B00E9325AC7356A3F4864EAAAD48E13F

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: moderate

Target ID: 16

Start time: 14:49:48

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Microsoft.Workflow.Compiler.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\Microsoft.Workflow.Compiler.exe

Analysis Process: ComSvcConfig.exe PID: 5256, Parent PID: 4956

General

Analysis Process: mscorsvw.exe PID: 5276, Parent PID: 4956

General

Analysis Process: Microsoft.Workflow.Compiler.exe PID: 5292, Parent PID: 4956

General
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Imagebase: 0x1e5a40f0000

File size: 32872 bytes

MD5 hash: D91462AE31562E241AF5595BA5E1A3C4

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: moderate

Target ID: 17

Start time: 14:49:48

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\MSBuild.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\MSBuild.exe

Imagebase: 0x1b1fda20000

File size: 258144 bytes

MD5 hash: 8B9E68304AF4B81C9AB70CB2220EBA74

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Target ID: 18

Start time: 14:49:48

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\ngentask.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\ngentask.exe

Imagebase: 0x269070d0000

File size: 84576 bytes

MD5 hash: AA98E294A0210BDA5F79A7288F91B78C

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Target ID: 19

Start time: 14:49:48

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\ngen.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\ngen.exe

Imagebase: 0x7ff63ed90000

File size: 174184 bytes

MD5 hash: FBA5E8D94C9EADC279BC06B9CF041A9A

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Analysis Process: MSBuild.exe PID: 5300, Parent PID: 4956

General

Analysis Process: ngentask.exe PID: 5308, Parent PID: 4956

General

Analysis Process: ngen.exe PID: 5316, Parent PID: 4956

General
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Target ID: 20

Start time: 14:49:48

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\aspnet_regsql.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\aspnet_regsql.exe

Imagebase: 0x1b0d44a0000

File size: 126560 bytes

MD5 hash: F31014EE4DE7FE48E9B7C9BE94CFB45F

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Target ID: 21

Start time: 14:49:48

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\dfsvc.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\dfsvc.exe

Imagebase: 0x21cd32a0000

File size: 24160 bytes

MD5 hash: 48FD4DD682051712E3E7757C525DED71

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Target ID: 22

Start time: 14:49:48

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\AddInProcess32.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\AddInProcess32.exe

Imagebase: 0x2e0000

File size: 42080 bytes

MD5 hash: F2A47587431C466535F3C3D3427724BE

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Target ID: 23

Start time: 14:49:48

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\CasPol.exe

Analysis Process: aspnet_regsql.exe PID: 5324, Parent PID: 4956

General

Analysis Process: dfsvc.exe PID: 5332, Parent PID: 4956

General

Analysis Process: AddInProcess32.exe PID: 5340, Parent PID: 4956

General

Analysis Process: CasPol.exe PID: 5348, Parent PID: 4956

General
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Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\CasPol.exe

Imagebase: 0x1f4dd400000

File size: 107112 bytes

MD5 hash: CB86BA6B2759BF478ADD7A1612C183D5

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Target ID: 24

Start time: 14:49:48

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\vbc.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\vbc.exe

Imagebase: 0x7ff611820000

File size: 3226720 bytes

MD5 hash: AC610BC00AF71E7C5B89F5AC0F65DAFA

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Target ID: 25

Start time: 14:49:49

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\aspnet_compiler.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\aspnet_compiler.exe

Imagebase: 0x2207b9d0000

File size: 54888 bytes

MD5 hash: 7809A19AA8DA1A41F36B60B0664C4E20

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Target ID: 26

Start time: 14:49:49

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\InstallUtil.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\InstallUtil.exe

Imagebase: 0x18399d10000

File size: 40552 bytes

MD5 hash: 6EE3F830099ADD53C26DF5739B44D608

Has elevated privileges: true

Has administrator 
privileges:

true

Analysis Process: vbc.exe PID: 5356, Parent PID: 4956

General

Analysis Process: aspnet_compiler.exe PID: 5364, Parent PID: 4956

General

Analysis Process: InstallUtil.exe PID: 5372, Parent PID: 4956

General
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Programmed in: C, C++ or other language

Target ID: 27

Start time: 14:49:49

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\ilasm.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\ilasm.exe

Imagebase: 0x7ff694b60000

File size: 365664 bytes

MD5 hash: 155758025B42F1804E1429483BA53553

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Target ID: 28

Start time: 14:49:49

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\SMSvcHost.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\SMSvcHost.exe

Imagebase: 0x1d6f2320000

File size: 136296 bytes

MD5 hash: 7EC8B56348F9298BCCA7A745C7F70E2C

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Target ID: 29

Start time: 14:49:49

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\aspnet_wp.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\aspnet_wp.exe

Imagebase: 0x7ff7d6df0000

File size: 50784 bytes

MD5 hash: 3F68BCF536EEAE067038C67022CDF6D8

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Target ID: 30

Start time: 14:49:49

Analysis Process: ilasm.exe PID: 5380, Parent PID: 4956

General

Analysis Process: SMSvcHost.exe PID: 5388, Parent PID: 4956

General

Analysis Process: aspnet_wp.exe PID: 5396, Parent PID: 4956

General

Analysis Process: WsatConfig.exe PID: 5408, Parent PID: 4956

General
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Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\WsatConfig.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\WsatConfig.exe

Imagebase: 0x18526c10000

File size: 152680 bytes

MD5 hash: EDA1875528E99782E9A2C0001BB4C5A9

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Target ID: 31

Start time: 14:49:50

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\aspnet_state.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\aspnet_state.exe

Imagebase: 0x7ff716570000

File size: 52832 bytes

MD5 hash: 9EDC7F9BB19D3F12EB05437BD5687C8A

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Target ID: 32

Start time: 14:49:50

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\AddInUtil.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\AddInUtil.exe

Imagebase: 0x2c691ad0000

File size: 42600 bytes

MD5 hash: 65D30D747EB31E108A36EBC966C1227D

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Target ID: 33

Start time: 14:49:50

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\EdmGen.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\EdmGen.exe

Imagebase: 0x1f3094f0000

File size: 96864 bytes

MD5 hash: 2B6A31DFD7C9ED8B413DBDAB800F10F3

Has elevated privileges: true

Analysis Process: aspnet_state.exe PID: 5416, Parent PID: 4956

General

Analysis Process: AddInUtil.exe PID: 5424, Parent PID: 4956

General

Analysis Process: EdmGen.exe PID: 5432, Parent PID: 4956

General
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Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Target ID: 34

Start time: 14:49:50

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\RegSvcs.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\RegSvcs.exe

Imagebase: 0x2865ece0000

File size: 44640 bytes

MD5 hash: 59FCE79E9D81AB9E2ED4C3561205F5DF

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Target ID: 35

Start time: 14:49:50

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\AppLaunch.exe

Wow64 process (32bit): false

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\AppLaunch.exe

Imagebase: 0x7ff71a7b0000

File size: 119904 bytes

MD5 hash: 98A8F518B66BA43DF38821C364C3B791

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Target ID: 36

Start time: 14:49:50

Start date: 20/03/2023

Path: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\jsc.exe

Wow64 process (32bit): true

Commandline: C:\Windows\Microsoft.NET\Framework64\v4.0.30319\jsc.exe

Imagebase: 0xa50000

File size: 46688 bytes

MD5 hash: 2B40A449D6034F41771A460DADD53A60

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: .Net C# or VB.NET

Yara matches: Rule: JoeSecurity_AgentTesla_1, Description: Yara detected AgentTesla, Source: 
00000024.00000002.526757689.0000000002D81000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security
Rule: JoeSecurity_CredentialStealer, Description: Yara detected Credential Stealer, Source: 
00000024.00000002.526757689.0000000002D81000.00000004.00000800.00020000.00000000.sdmp, Author: Joe Security

Analysis Process: RegSvcs.exe PID: 5440, Parent PID: 4956

General

Analysis Process: AppLaunch.exe PID: 5448, Parent PID: 4956

General

Analysis Process: jsc.exe PID: 5456, Parent PID: 4956

General

File Activities
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File Path Access Attributes Options Completion Count Source Address Symbol

C:\Users\user read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7299CF06 unknown

C:\Users\user\AppData\Roaming read data or list 
directory | 
synchronize

device directory file | 
synchronous io 
non alert | open 
for backup ident 
| open reparse 
point

object name collision 1 7299CF06 unknown

File Path Offset Length Value Ascii Completion Count Source Address Symbol

File Path Offset Length Completion Count Source Address Symbol

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\jsc.exe.config unknown 4095 success or wait 1 72975705 unknown

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\jsc.exe.config unknown 8173 end of file 1 72975705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 72975705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 6135 success or wait 1 72975705 unknown

C:\Windows\assembly\NativeImages_v4.0.30319_32\mscorlib\a152
fe02a317a77aeee36903305e8ba6\mscorlib.ni.dll.aux

unknown 176 success or wait 1 728D03DE ReadFile

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\jsc.exe.config unknown 4095 success or wait 1 7297CA54 ReadFile

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\jsc.exe.config unknown 8173 end of file 1 7297CA54 ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 7297CA54 ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System\4f0a7e
efa3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux

unknown 620 success or wait 1 728D03DE ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Config
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio
n.ni.dll.aux

unknown 864 success or wait 1 728D03DE ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Core\f
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux

unknown 900 success or wait 1 728D03DE ReadFile

C:\Windows\assembly\NativeImages_v4.0.30319_32\System.Xml\b2
19d4630d26b88041b59c21e8e2b95c\System.Xml.ni.dll.aux

unknown 748 success or wait 1 728D03DE ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4095 success or wait 1 72975705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 8171 end of file 1 72975705 unknown

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4096 success or wait 1 717E1B4F ReadFile

C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config unknown 4096 end of file 1 717E1B4F ReadFile

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\jsc.exe.config unknown 4096 success or wait 1 717E1B4F ReadFile

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\jsc.exe.config unknown 4096 end of file 1 717E1B4F ReadFile

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\jsc.exe.config unknown 4095 success or wait 1 72975705 unknown

C:\Windows\Microsoft.NET\Framework64\v4.0.30319\jsc.exe.config unknown 8173 end of file 1 72975705 unknown

C:\Users\user\AppData\Local\Google\Chrome\User Data\Default\Login 
Data

unknown 49152 success or wait 1 717E1B4F ReadFile

C:\Users\user\AppData\Local\Microsoft\Credentials\DFBE70A7E5
CC19A398EBF1B96859CE5D

unknown 11088 success or wait 1 717E1B4F ReadFile

C:\Users\user\AppData\Roaming\Microsoft\Protect\S-1-5-21-3853321935-
2125563209-4053062332-1002\812f1102-a14c-4a8d-9bed-0b62191d8809

unknown 4096 success or wait 1 717E1B4F ReadFile

C:\Users\user\AppData\Local\Microsoft\Credentials\DFBE70A7E5
CC19A398EBF1B96859CE5D

unknown 11088 success or wait 1 717E1B4F ReadFile

C:\Users\user\AppData\Local\Microsoft\Credentials\DFBE70A7E5
CC19A398EBF1B96859CE5D

unknown 11088 success or wait 1 717E1B4F ReadFile

C:\Users\user\AppData\Roaming\Microsoft\Protect\S-1-5-21-3853321935-
2125563209-4053062332-1002\812f1102-a14c-4a8d-9bed-0b62191d8809

unknown 4096 success or wait 1 717E1B4F ReadFile

C:\Users\user\AppData\Local\Microsoft\Credentials\DFBE70A7E5
CC19A398EBF1B96859CE5D

unknown 11088 success or wait 1 717E1B4F ReadFile

⊘ No disassembly

File Created

File Read

Disassembly
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