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Windows Analysis Report

T4oIN4TuUE.exe

Overview

General Information Detection Signatures Classification

Sample Name: T4oIN41uUE.exe
Multi AV Scanner detection for subm...

Original 1ea7bfdcef2ca...

Sample Name: Found potential dummy code loops ...
Analysis ID: 830838 [ MALICIOUS ] Machine Learning detection for sam...
MDs: 1ea7bfdcef2ca... Uses 3261t PE il

ses 32bi iles
SHAT: 17ed68bcbelc. .
Queries the volume information (nam...

SHA256: 6fbcadada3dcc..

Sample file is different than original ...

Tags: AgentTesla

Program does not show much activi...

]
B

Binary contains a suspicious time s...

-]

a

2 Score: 56

B Range: 0-100
a

A Whitelisted: false

B Confidence: 100%

Process Tree
= System is w10x64

« [B7] T40IN41uUE.exe (PID: 3244 cmdline: C:\Users\user\Desktop\T40IN41uUE.exe MD5: 1EA7BFDCEF2CA0864721759907E5F824)
= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

@ No yara matches

Sigma Signatures

@ No Sigma rule has matched

Snort Signatures
@ No Snort rule has matched
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Joe Sandbox Signatures

AV Detection

Anti Debugging

Found potential dummy code loops (likely to delay analysis)

Mitre Att&ck Matrix
(e Execution Persistence
Access
Valid Windows  Path
Accounts Manageme  Interceptio
nt n
Instrument
ation
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Accounts  Task/Job Logon
Initializatio
n Scripts
Domain At (Linux) Logon
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Behavior Graph
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Screenshots

Thumbnails

ID:

Sample:

Startdate:

Architecture:

Score:

Behavior Graph
830838
T40IN41uUE.exe
20/03/2023

WINDOWS
56

Machine Learning detection

for sample

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Legend:
Process
Signature
Created File
DNS/IP Info
Is Dropped

Is Windows Process

+*

Number of created Registry Values

TLI
s
"en

Number of created Files

Y

Visual Basic

zz
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ms
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-
e <TI0
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Delphi

i
i
=

Java
.Net C# or VB.NET
C, C++ or other language

Is malicious

Q@ 2|

Internet

T40IN41uUE.exe
1111
FAYl

Found potential dummy
code loops (likely to
delay analysis)
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HH 0 Type here to search i}

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
T40IN41uUE.exe 33% ReversingLabs Win32.Trojan.Pws

X
T40IN41uUE.exe 54% Virustotal Browse
T40IN41uUE.exe 100% Joe Sandbox ML

Dropped Files

@ No Antivirus matches

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches

URLs
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https://www.virustotal.com/gui/file/6fbcada3a3dcc462ba4848000d47ee4487632488cc2e5841af7516027649d6f7/detection/f-6fbcada3a3dcc462ba4848000d47ee4487632488cc2e5841af7516027649d6f7-1679314803

Source

Detection

http:ifhttps://krdict.korean.go.kr/api/search?key=AEBB6D3290D88C645CF 1452F7DA3229D0 0%

Domains and IPs

Contacted Domains

@ No contacted domains info

URLs from Memory and Binaries

Name Source
http://https://picsum.photos/80

http://https://krdict.korean.go.kr/api/search?
key=AEBB6D3290D88C645CF1452F7DA3229D0

World Map of Contacted IPs

@ No contacted IP infos

General Information

Joe Sandbox Version:

Analysis ID:

Start date and time:

Joe Sandbox Product:

Overall analysis duration:

Hypervisor based Inspection enabled:
Report type:

Cookbook file name:

Analysis system description:

Number of analysed new started processes analysed:
Number of new started drivers analysed:

Number of existing processes analysed:

Number of existing drivers analysed:

Number of injected processes analysed:

Technologies:

Analysis Mode:
Analysis stop reason:
Sample file name:
Original Sample Name:
Detection:
Classification:

EGA Information:

HDC Information:

HCA Information:

Cookbook Comments:

Warnings

Malicious

T4oIN41uUE.exe false
T4oIN41uUE.exe false

37.0.0 Beryl

830838

2023-03-20 18:23:30 +01:00
CloudBasic

Oh 5m 24s

false

light

default.jos

Scanner

Avira URL Cloud safe

Antivirus Detection

« Avira URL Cloud: safe

Label

Link

Reputation
high

unknown

Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 104, IE 11, Adobe Reader DC 19, Java 8 Update

211
12
0

0
0
0

« HCA enabled
« EGA enabled
« HDC enabled
« AMSI enabled

default

Timeout

T40IN41uUE.exe
1ea7bfdcef2ca0864721759907e5{824.exe
MAL

mal56.evad.winEXE@1/0@0/0

Failed

Failed

« Successful, ratio: 100%
« Number of executed functions: 0
« Number of non-executed functions: 0

« Found application associated with file extension: .exe

« Exclude process from analysis (whitelisted): MpCmdRun.exe, SgrmBroker.exe, conhost.exe, svchost.exe

« Excluded domains from analysis (whitelisted): fs.microsoft.com

« Not all processes where analyzed, report is missing behavior information

« Report size getting too big, too many NtAllocateVirtualMemory

Copyright Joe Security LLC 2023
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Simulations

Behavior and APIs

@ No simulations

Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

@ No created / dropped files found

Static File Info
General
File type: PE32 executable (GUI) Intel 80386 Mono/.Net assembly, for MS Windows

Entropy (8bit):  7.601204337352873

TriD: « Win32 Executable (generic) Net Framework (10011505/4) 49.83%
« Win32 Executable (generic) a (10002005/4) 49.78%
« Generic CIL Executable (.NET, Mono, etc.) (73296/58) 0.36%
« Win16/32 Executable Delphi generic (2074/23) 0.01%
« Generic Win/DOS Executable (2004/3) 0.01%

File name: T40IN41uUE.exe

File size: 950272

MD5: 1ea7bfdcef2ca0864721759907e5f824

SHA1: 17ed68bcbe0c702e0d3cf2calb4eacOba76b2ad3

SHA256: 6fbcada3a3dcc462bad848000d47ee4487632488cc2e5841af7516027649d67

SHA512: adbfb4fefa005a1c1004b80ca867bb1bc1d0c085fc676d5cc6d2ef381f52f9f75bd4414125¢131a568b39714b168384e04a2b8953cfb6b384f0529ff4c52dcea
SSDEEP: 12288:IbXOGqIG/0BIDC8dzNgSrW9+pGXaFfCGSjKs5sSzi9WO0/vTSI8cmhVDQ:ROLI7CSNg4dCjjZ5VMWOHASF

TLSH: 14158C9533B19473E99A05370634A59E1E39A10B709BE33A7B273741A20067BB77EFDO

File Content @

Preview:
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File lcon

Icon Hash: 00828e8e8686b000

Static PE Info

General

Entrypoint: 0x4e949a

Entrypoint Section: text

Digitally signed: false

Imagebase: 0x400000

Subsystem: windows gui

Image File Characteristics: EXECUTABLE_IMAGE, 32BIT_MACHINE
DLL Characteristics: DYNAMIC_BASE, NX_COMPAT, NO_SEH, TERMINAL_SERVER_AWARE
Time Stamp: 0x8A5E8505 [Sat Jul 25 15:17:25 2043 UTC]

TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

o & ©O ~ O »

Subsystem Version Minor:

Import Hash: 34d5f2d4577ed6d9ceec516¢c1f5a744

Entrypoint Preview
Instruction

jmp dword ptr [00402000h]
shr byte ptr [eax+00005500h], 00000000h
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
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Instruction

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
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Instruction

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al

Data Directories

Virtual Address

Name

IMAGE_DIRECTORY_ENTRY_EXPORT 0x0
IMAGE_DIRECTORY_ENTRY_IMPORT 0xe9448
IMAGE_DIRECTORY_ENTRY_RESOURCE 0xea000
IMAGE_DIRECTORY_ENTRY_EXCEPTION 0x0
IMAGE_DIRECTORY_ENTRY_SECURITY 0x0
IMAGE_DIRECTORY_ENTRY_BASERELOC 0xec000
IMAGE_DIRECTORY_ENTRY_DEBUG 0xe942¢
IMAGE_DIRECTORY_ENTRY_COPYRIGHT 0x0
IMAGE_DIRECTORY_ENTRY_GLOBALPTR 0x0
IMAGE_DIRECTORY_ENTRY_TLS 0x0
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG 0x0
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT 0x0
IMAGE_DIRECTORY_ENTRY_IAT 0x2000
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT 0x0
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR 0x2008
IMAGE_DIRECTORY_ENTRY_RESERVED 0x0
Sections

Name  Virtual Address Virtual Size Raw Size Xored PE
text 0x2000 Oxe74a8 0xe7600 False

.rsrc Oxea000 Ox5ac 0x600 False

.reloc 0xec000 Oxc 0x200 False
Resources

Name RVA Size
RT_VERSION 0xea090 0x31c
RT_MANIFEST Oxea3bc Oxlea
Imports

DLL

mscoree.dll

Network Behavior

ZLIB Complexity

0.8233872737709347

0.4225260416666667

0.044921875

Type

data

Virtual Size Is in Section
0x0
0x4f text
Ox5ac .rsrc
0x0
0x0
Oxc .reloc
Ox1c text
0x0
0x0
0x0
0x0
0x0
0x8 text
0x0
0x48 text
0x0
File Type Entropy Characteristics
data 7.603187834085938 IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_MEM_READ
data 4.086796671727855 IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_MEM_READ
data 0.10191042566270775 IMAGE_SCN_CNT_INITIALIZE
D_DATA,
IMAGE_SCN_MEM_DISCARDA
BLE

IMAGE_SCN_MEM_READ

Language Country

XML 1.0 document, Unicode text, UTF-8 (with BOM) text,

with CRLF line terminators

Import

_CorExeMain

Report size exceeds maximum size, go to the download page of this report and download PCAP to see all network behavior.

Statistics

@ No statistics
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System Behavior

Analysis Process: T4oIN4TuUE.exe PID: 3244, Parent PID: 3452

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

File Created
File Path

C:\Users\user

C:\Users\user\AppData\Roaming

0

18:24:29

20/03/2023
C:\Users\user\Desktop\T4oIN41uUE.exe
true
C:\Users\user\Desktop\T4o0IN41uUE.exe
0xf10000

950272 bytes
1EA7BFDCEF2CA0864721759907E5F824
true

true

.Net C# or VB.NET

low

Access Attributes

read data or list  device
directory |
synchronize

read data or list  device
directory |
synchronize

File Read

File Path Offset
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config ~ unknown
C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config ~ unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\mscorlib\a152 unknown
fe02a317a77aeee36903305e8bab\mscorlib.ni.dll.aux

C:\Windows\Microsoft. NET\Framework\v4.0.30319\Config\machine.config ~ unknown
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System\4f0a7e unknown
efaB3cd3e0ba98b5ebddbbc72e6\System.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Config unknown
uration\8d67d92724ba494b6c7fd089d6f25b48\System.Configuratio

n.ni.dll.aux

C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Core\f unknown
1d8480152e0da9a60ad49c6d16a3b6d\System.Core.ni.dll.aux
C:\Windows\assembly\Nativelmages_v4.0.30319_32\System.Xml\b2 unknown
19d4630d26b8804 1b59c21e8e2b95¢\System.Xml.ni.dll.aux
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown
C:\Windows\Microsoft.NET\Framework\v4.0.30319\Config\machine.config  unknown

Disassembly

Copyright Joe Security LLC 2023

Options Completion Count Source Address

directory file | object name collision 1 72ECCF06

synchronous io

non alert | open

for backup ident

| open reparse

point

directory file | object name collision 1 72ECCF06

synchronous io

non alert | open

for backup ident

| open reparse

point
Length Completion Count Source Address
4095 success or wait 1 72EA5705
6135 success or wait 1 72EA5705
176 success or wait 1 72E003DE
4095 success or wait 1 72EACA54
620 success or wait 1 72E003DE
864 success or wait 1 72E003DE
900 success or wait 1 72E003DE
748 success or wait 1 72E003DE
4095 success or wait 1 72EA5705
8171 end of file 1 72EA5705
4096 success or wait 1 71D11B4F
4096 end of file 1 71D11B4F

Symbol

unknown

unknown

Symbol
unknown
unknown

ReadFile

ReadFile
ReadFile

ReadFile

ReadFile

ReadFile

unknown
unknown
ReadFile
ReadFile
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@ No disassembly
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