
ID: 830986
Cookbook:
defaultwindowsinteractivecookbook.jbs
Time: 22:29:27
Date: 20/03/2023
Version: 37.0.0 Beryl



2
3
3
3
3
3
3
3
3
3
3
3
4
4
4
4
4
4
5
5
5
5
5
5
6
6
6
6
6
7
7
8
8
8
8
9
9
9

10
10
10
11
11
11
12
12
12
13
13
14
14
14
15
15
15
16
16
16
17
17
17
18
18
19
19
19

Table of Contents

Table of Contents
Windows Analysis Report https://indd.adobe.com/view/5e1a3ee1-0183-4614-933b-370638ff36d7

Overview
General Information
Detection
Signatures
Classification

Process Tree
Yara Signatures

Dropped Files
HTML

Sigma Signatures
Snort Signatures
Joe Sandbox Signatures

Phishing
Mitre Att&ck Matrix
Screenshots

Thumbnails
Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample
Dropped Files
Unpacked PE Files
Domains
URLs

Domains and IPs
Contacted Domains
Contacted URLs
World Map of Contacted IPs

Public IPs
Private

General Information
Warnings

Created / dropped Files
C:\Users\alfredo\Documents\Outlook Files\Outlook Data File - NoEmail.pst
Chrome Cache Entry: 158
Chrome Cache Entry: 159
Chrome Cache Entry: 160
Chrome Cache Entry: 161
Chrome Cache Entry: 162
Chrome Cache Entry: 163
Chrome Cache Entry: 164
Chrome Cache Entry: 165
Chrome Cache Entry: 166
Chrome Cache Entry: 167
Chrome Cache Entry: 168
Chrome Cache Entry: 169
Chrome Cache Entry: 170
Chrome Cache Entry: 171
Chrome Cache Entry: 172
Chrome Cache Entry: 173
Chrome Cache Entry: 174
Chrome Cache Entry: 175
Chrome Cache Entry: 176
Chrome Cache Entry: 177
Chrome Cache Entry: 179
Chrome Cache Entry: 181
Chrome Cache Entry: 182
Chrome Cache Entry: 183
Chrome Cache Entry: 184
Chrome Cache Entry: 185
Chrome Cache Entry: 186
Chrome Cache Entry: 187
Chrome Cache Entry: 188
Chrome Cache Entry: 189
Chrome Cache Entry: 190

Static File Info

Copyright Joe Security LLC 2023 Page 2 of 19



Windows Analysis Report 
https://indd.adobe.com/view/5e1a3ee1-0183-4614-933b-370638$36d7

Overview

General Information
Sample URL: https://indd.adobe.com/

view/5e1a3ee1-0183-
4614-933b-
370638ff36d7

Analysis ID: 830986

Infos:

Detection

HTMLPhisher

Score: 52

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Yara detected HtmlPhish10

Phishing site detected (based on im…

HTML body contains low number of …

Invalid T&C link found

No HTML title found

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64_ra

OUTLOOK.EXE (PID: 3152 cmdline: "C:\Program Files\Microsoft Office\root\Office16\OUTLOOK.EXE" /PIM NoEmail MD5: CA3FDE8329DE07C95897DB0D828545CD)
chrome.exe (PID: 6364 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized --single-argument https://indd.adobe.com/view/5e1a3ee1-0183-

4614-933b-370638ff36d7 MD5: 7BC7B4AEDC055BB02BCB52710132E9E1)
chrome.exe (PID: 6536 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-US --

service-sandbox-type=none --mojo-platform-channel-handle=2040 --field-trial-handle=1736,i,3675255923650830701,9947957239388570984,131072 --disable-features=Optimizati
onGuideModelDownloading,OptimizationHints,OptimizationTargetPrediction /prefetch:8 MD5: 7BC7B4AEDC055BB02BCB52710132E9E1)

cleanup

Source Rule Description Author Strings

dropped/chromecache_176 JoeSecurity_HtmlP
hish_10

Yara detected 
HtmlPhish_10

Joe Security

Source Rule Description Author Strings

30043.4.pages.csv JoeSecurity_HtmlP
hish_10

Yara detected 
HtmlPhish_10

Joe Security

30043.7.pages.csv JoeSecurity_HtmlP
hish_10

Yara detected 
HtmlPhish_10

Joe Security

⊘ No Sigma rule has matched

Process Tree

Yara Signatures

Dropped Files

HTML

Sigma Signatures
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Phishing

⊘ No Snort rule has matched
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Snort Signatures

Joe Sandbox Signatures

Yara detected HtmlPhish10

Phishing site detected (based on image similarity)

Mitre Att&ck Matrix

Screenshots

Thumbnails
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Source Detection Scanner Label Link

https://indd.adobe.com/view/5e1a3ee1-0183-4614-933b-370638ff36d7 0% Virustotal Browse

https://indd.adobe.com/view/5e1a3ee1-0183-4614-933b-370638ff36d7 0% Avira URL Cloud safe

⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2023 Page 5 of 19

https://www.virustotal.com/gui/url/4fc2b72e0e9fdc2f9c8adaee4043c5de53fb22e648cbe6468340e09fc0bf2977/detection/u-4fc2b72e0e9fdc2f9c8adaee4043c5de53fb22e648cbe6468340e09fc0bf2977-1679337430


Name IP Active Malicious Antivirus Detection Reputation

star-mini.c10r.facebook.com 157.240.20.35 true false high

stackpath.bootstrapcdn.com 104.18.11.207 true false high

scontent.xx.fbcdn.net 157.240.20.19 true false high

subvencion.publianagrama.com 148.251.116.74 true false unknown

accounts.google.com 142.250.185.109 true false high

cdnjs.cloudflare.com 104.17.24.14 true false high

adobe.com.ssl.d1.sc.omtrdc.net 15.236.125.10 true false unknown

maxcdn.bootstrapcdn.com 104.18.10.207 true false high

www.google.com 142.250.186.100 true false high

clients.l.google.com 142.250.181.238 true false high

prod.adobeccstatic.com 54.192.111.83 true false unknown

fastly-tls12-bam-cell.nr-data.net 162.247.243.30 true false unknown

use.typekit.net unknown unknown false high

www.facebook.com unknown unknown false high

assets.adobedtm.com unknown unknown false high

js-agent.newrelic.com unknown unknown false high

connect.facebook.net unknown unknown false high

clients2.google.com unknown unknown false high

p.typekit.net unknown unknown false high

code.jquery.com unknown unknown false high

bam-cell.nr-data.net unknown unknown false unknown

Name Malicious Antivirus Detection Reputation

https://subvencion.publianagrama.com/wp-content/plugins/orvpkqp//wee/Odrivex/ true unknown

No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

Domains and IPs

Contacted Domains

Contacted URLs

World Map of Contacted IPs

Public IPs
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IP Domain Country Flag ASN ASN Name Malicious

142.250.185.109 accounts.google.com United States 15169 GOOGLEUS false

104.18.10.207 maxcdn.bootstrapcdn.co
m

United States 13335 CLOUDFLARENETUS false

148.251.116.74 subvencion.publianagram
a.com

Germany 24940 HETZNER-ASDE false

15.197.142.173 unknown United States 7430 TANDEMUS false

2.19.126.68 unknown European Union 16625 AKAMAI-ASUS false

142.250.185.100 unknown United States 15169 GOOGLEUS false

142.250.185.106 unknown United States 15169 GOOGLEUS false

151.101.130.137 unknown United States 54113 FASTLYUS false

142.250.181.238 clients.l.google.com United States 15169 GOOGLEUS false

54.192.111.83 prod.adobeccstatic.com United States 16509 AMAZON-02US false

162.247.243.30 fastly-tls12-bam-cell.nr-
data.net

United States 13335 CLOUDFLARENETUS false

172.217.23.99 unknown United States 15169 GOOGLEUS false

92.123.124.221 unknown European Union 16625 AKAMAI-ASUS false

2.19.126.91 unknown European Union 16625 AKAMAI-ASUS false

69.16.175.10 unknown United States 20446 HIGHWINDS3US false

15.236.125.10 adobe.com.ssl.d1.sc.omtr
dc.net

United States 16509 AMAZON-02US false

142.250.186.138 unknown United States 15169 GOOGLEUS false

142.250.184.202 unknown United States 15169 GOOGLEUS false

104.17.24.14 cdnjs.cloudflare.com United States 13335 CLOUDFLARENETUS false

34.104.35.123 unknown United States 15169 GOOGLEUS false

216.58.212.131 unknown United States 15169 GOOGLEUS false

172.217.18.4 unknown United States 15169 GOOGLEUS false

172.217.18.3 unknown United States 15169 GOOGLEUS false

18.155.129.66 unknown United States 16509 AMAZON-02US false

104.18.11.207 stackpath.bootstrapcdn.c
om

United States 13335 CLOUDFLARENETUS false

157.240.20.19 scontent.xx.fbcdn.net United States 32934 FACEBOOKUS false

239.255.255.250 unknown Reserved unknown unknown false

52.109.8.45 unknown United States 8075 MICROSOFT-CORP-MSN-
AS-BLOCKUS

false

192.229.221.95 unknown United States 15133 EDGECASTUS false

157.240.20.35 star-
mini.c10r.facebook.com

United States 32934 FACEBOOKUS false

52.109.76.141 unknown United States 8075 MICROSOFT-CORP-MSN-
AS-BLOCKUS

false

IP

192.168.2.1

127.0.0.1

Joe Sandbox Version: 37.0.0 Beryl

Analysis ID: 830986

Start date and time: 2023-03-20 22:29:27 +01:00

Joe Sandbox Product: CloudBasic

Overall analysis duration:

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: defaultwindowsinteractivecookbook.jbs

Sample URL: https://indd.adobe.com/view/5e1a3ee1-0183-4614-933b-370638ff36d7

Analysis system description: Windows 10 64 bit version 1909 (MS Office 2019, IE 11, Chrome 104, Firefox 88, Adobe Reader DC 21, Java 8 u291, 7-Zip)

Number of analysed new started processes 
analysed:

11

Private

General Information
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Number of new started drivers analysed: 0

Number of existing processes analysed: 1

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: EGA enabled

Analysis Mode: stream

Analysis stop reason: Timeout

Detection: MAL

Classification: mal52.phis.win@27/91@17/323

Exclude process from analysis (whitelisted): SIHClient.exe, SgrmBroker.exe, usocoreworker.exe, svchost.exe
Excluded IPs from analysis (wh itelisted): 18.155.129.66, 18.155.129.37, 18.155.129.15, 18.155.129.110, 172.217.23.99, 2.19.126.91, 2.19.126.74, 92.123.124.221, 34.104.35.123, 2.19.
126.68, 151.101.130.137, 151.101.194.137, 151.101.66.137, 151.101.2.137, 142.250.185.106, 142.250.186.138, 69.16.175.10, 69.16.175.42, 142.250.185.227, 172.217.18.3,
142.250.184.202, 142.250.74.202, 172.217.18.106, 142.250.185.234, 216.58.212.170, 142.250.186.74, 172.217.16.202, 142.250.184.234, 142.250.181.234, 142.250.185.202,
142.250.185.170, 172.217.18.10, 142.250.186.42, 142.250.186.106, 142.250.186.170
Excluded domains from analysis (whitelisted): sstats.adobe.com, fonts.googleapis.com, cds.s5x3j6q5.hwcdn.net, content-autofill.googleapis.com, slscr.update.microsoft.com, ajax.goog
leapis.com, fonts.gstatic.com, cn-assets.adobedtm.com.edgekey.net, clientservices.googleapis.com, k.sni.global.fastly.net, a1874.dscg1.akamai.net, p.typekit.net-stls-v3.edgesuite.net,
indd.adobe.com, use-stls.adobe.com.edgesuite.net, edgedl.me.gvt1.com, login.live.com, e7808.dscg.akamaiedge.net, a1988.dscg1.akamai.net
Not all processes where analyzed, report is missing behavior  information
Report size getting too big, t oo many NtWriteVirtualMemory calls found.

Process: C:\Program Files\Microsoft Office\root\Office16\OUTLOOK.EXE

File Type: data

Category: dropped

Size (bytes): 576

Entropy (8bit): 5.057178113767049

Encrypted: false

SSDEEP:

MD5: FD709ACB455DE8BD6600DAD358D65A5D

SHA1: 38F67393C5C4D2BEF1F899D6613767EAC28FE343

SHA-256: A8729BDED8EED8E564BC25FA5B0EB0F094252633711F690A28C5444DAC2F7AFF

SHA-512: 9234EE52CE693FF548D4781DDA0CC24B7634A175B8C36D0ED0288D231BA8663736B5BC6673B03DE69125F76FB54D04A7ACC62066CB56D4A61FAC99EFD915F58
2

Malicious: false

Reputation: low

Preview: .6...AAAAAAA...AAAAA...A.A.A/ALAAAAAAAAAAAbA5AtA.!.AGA.A.bbA.A`A.].A%A.A...A AHA...AVA.A.n.AKA.A6d.A.A.A6.A~AEA...6.A.A..Ab.A...A...A...An.LA..bA...A.
.bA..#A..bA5..A...6#.qA.^tA..&A.5.6..A..bA..A...6`.~A.G.6N..A..bA2..A...A6#.A.-.A.#.A...A.#cA...6*#.A.*bA..A...An..A...A..A..bA..A. bA..A.tbA.SAA.AbA.S.A.6.AF..A.L.A`..A.
..AN.A...A..(A.}.A...A.1.A...A..A...A...AV..A..AQ.yA._.AE.MA...A|.A...AU..A...6...A...6...A.?.6...A.H.A..A.9bAK.XA...A...A...A..DA..A...A.%bAZ.A.;b.q..A.#b...7A...Aw..A68
.AAA.AtA.6...........................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (65465)

Category: downloaded

Size (bytes): 964257

Entropy (8bit): 5.456042993599262

Encrypted: false

SSDEEP:

MD5: 268322F9B455758998E2E3ED19FB9A33

SHA1: 12FCD4DA965581B10F5E7E883B52126E2A963207

SHA-256: 7CD073F58825BE8D0AA6CE81C5682D9A3D0A15B54985D7AF5BA9FADC1B4F3886

SHA-512: D67C2228759B95E36A7B809CCE57F4EF1394772CA5E360A7534E538E0E49B9BC3D9F7DCA6F7812B4C6DF8A6A0070FDAD623892A434DEEB9FD134DC21089FBF
09

Malicious: false

Reputation: low

URL: https://indd.adobe.com/static/js/main.b12dcf08.js

Warnings

Created / dropped Files

C:\Users\alfredo\Documents\Outlook Files\Outlook Data File - NoEmail.pst

Chrome Cache Entry: 158

Copyright Joe Security LLC 2023 Page 8 of 19



Preview: /*! For license information please see main.b12dcf08.js.LICENSE.txt */.!function(){var e={3577:function(e,t,n){"use strict";Object.defineProperty(t,"__esModule",{value:!0
}),t.AlertMedium=s;var r,i=(r=n(7313))&&r.__esModule?r:{default:r};function o(){return o=Object.assign||function(e){for(var t=1;t<arguments.length;t++){var n=arguments[t]
;for(var r in n)Object.prototype.hasOwnProperty.call(n,r)&&(e[r]=n[r])}return e},o.apply(this,arguments)}function a(e,t){if(null==e)return{};var n,r,i=function(e,t){if(null==e)retu
rn{};var n,r,i={},o=Object.keys(e);for(r=0;r<o.length;r++)n=o[r],t.indexOf(n)>=0||(i[n]=e[n]);return i}(e,t);if(Object.getOwnPropertySymbols){var o=Object.getOwnPropertyS
ymbols(e);for(r=0;r<o.length;r++)n=o[r],t.indexOf(n)>=0||Object.prototype.propertyIsEnumerable.call(e,n)&&(i[n]=e[n])}return i}function s(e){var t=e.scale,n=void 0===t?"M
":t,r=a(e,["scale"]);return i.default.createElement("svg",o({},r,r),"L"===n&&i.default.createElement("path",{d:"M10.563 2.206l-9.249 16.55a.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (30828)

Category: downloaded

Size (bytes): 31235

Entropy (8bit): 5.251714059543231

Encrypted: false

SSDEEP:

MD5: B2DCC20E7FC37F3902ACC3EB78B125B1

SHA1: FE92D3BF2ED2E0D7665F6689BE12E290F8A9DF1A

SHA-256: 681F2A7C36718C8FE70259ED53E869E46626A14720814CDB576BA0210B3677D1

SHA-512: AC36F36B9C9AB2BD9DB9D955F1737C83F25D3E7EF0DFE5D7E5D2C264A48CE316E6DA1FAC9C152F364F7FF4CAA848F1E2657C5E096329D86CAD6FBB18C8CEE
892

Malicious: false

Reputation: low

URL: https://indd.adobe.com/newrelic_browser/newrelic.js

Preview: ;window.NREUM||(NREUM={});NREUM.init={distributed_tracing:{enabled:true},privacy:{cookies_enabled:true},ajax:{deny_list:["bam-cell.nr-data.net"]}};.window.NREUM||
(NREUM={}),__nr_require=function(t,e,n){function r(n){if(!e[n]){var o=e[n]={exports:{}};t[n][0].call(o.exports,function(e){var o=t[n][1][e];return r(o||e)},o,o.exports)}return e[
n].exports}if("function"==typeof __nr_require)return __nr_require;for(var o=0;o<n.length;o++)r(n[o]);return r}({1:[function(t,e,n){function r(t){try{s.console&&console.lo
g(t)}catch(e){}}var o,i=t("ee"),a=t(32),s={};try{o=localStorage.getItem("__nr_flags").split(","),console&&"function"==typeof console.log&&(s.console=!0,o.indexOf("dev")!==-
1&&(s.dev=!0),o.indexOf("nr_dev")!==-1&&(s.nrDev=!0))}catch(c){}s.nrDev&&i.on("internal-error",function(t){r(t.stack)}),s.dev&&i.on("fn-err",function(t,e,n){r(n.stack)}
),s.dev&&(r("NR AGENT IN DEVELOPMENT MODE"),r("flags: "+a(s,function(t,e){return t}).join(", ")))},{}],2:[function(t,e,n){function r(t,e,n,r,s){try{l?

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (1957)

Category: downloaded

Size (bytes): 3093

Entropy (8bit): 5.580790651141941

Encrypted: false

SSDEEP:

MD5: 329DDB46A9433ECEA5091868962C5B9B

SHA1: D9FCFF8D3AE0C9ACA1142CFA04A9FDC0F46A0F1A

SHA-256: A25B572EB3E60C267998BD48AE0A13C96CF1953BD23619E732C94DEDF2597236

SHA-512: F083E5F16A744A88D9FBCDDBC3EE28DDD44ECA5BDB6AAAF27DC474BA322EDD7BB357EDF6CDA7BE1C7C0EDA7BD590CE03B441B1934552EA713013BB4881B
0C1CB

Malicious: false

Reputation: low

URL: https://connect.facebook.net/en_US/sdk.js

Preview: /*1679347228,,JIT Construction: v1007140191,en_US*/../**. * Copyright (c) 2017-present, Facebook, Inc. All rights reserved.. *. * You are hereby granted a non-exclusive, 
worldwide, royalty-free license to use,. * copy, modify, and distribute this software in source code or binary form for use. * in connection with the web services and APIs 
provided by Facebook.. *. * As with any software that integrates with the Facebook platform, your use of. * this software is subject to the Facebook Platform Policy. * 
[http://developers.facebook.com/policy/]. This copyright notice shall be. * included in all copies or substantial portions of the software.. *. * THE SOFTWARE IS 
PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR. * IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTAB
ILITY, FITNESS. * FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR. * COPYRIGHT HOLDERS BE LIABLE FO
R ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER. * IN AN ACTION OF CO

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text, with very long lines (516)

Category: downloaded

Size (bytes): 3324

Entropy (8bit): 5.22776591853865

Encrypted: false

SSDEEP:

MD5: 43F98D046D99AEA5B64D044C158B89B7

SHA1: 8B4A8D5070AE43E5F3641CFF1E05517425CDDB6E

Chrome Cache Entry: 159

Chrome Cache Entry: 160

Chrome Cache Entry: 161

Copyright Joe Security LLC 2023 Page 9 of 19



SHA-256: 0083A9841D1C09783337064894DB08FE29EC449AF14797007C098A196021DB9E

SHA-512: 38EEDDA6E67594012F8803FF0E217BDFD952D5F9508B1A65438F88D69DE1C61074525CACD2F667244FB943F979E511B33BED2EB1D52EA295A88E9EDE094CC11
6

Malicious: false

Reputation: low

URL: https://use.typekit.net/urt5zuu.css

Preview: /*. * The Typekit service used to deliver this font or fonts for use on websites. * is provided by Adobe and is subject to these Terms of Use. * http://www.adobe.com/prod
ucts/eulas/tou_typekit. For font license. * information, see the list below.. *. * adobe-clean:. *   - http://typekit.com/eulas/00000000000000007735dac8. *   - http://typ
ekit.com/eulas/00000000000000007735dacd. *   - http://typekit.com/eulas/00000000000000007735dad8. *   - http://typekit.com/eulas/00000000000000007735dada. *. * . 
2009-2023 Adobe Systems Incorporated. All Rights Reserved.. */./*{"last_published":"2022-04-19 07:03:14 UTC"}*/..@import url("https://p.typekit.net/p.css?s=1&
k=urt5zuu&ht=tk&f=7180.7181.7182.7183&a=108349166&app=typekit&e=css");..@font-face {.font-family:"adobe-clean";.src:url("https://use.typekit.net/af/c0160f/00000
000000000007735dac8/30/l?primer=7cdcb44be4a7db8877ffa5c0007b8dd865b3bbc383831fe2ea177f62257a9191&fvd=n4&v=3") format("woff2"),url("https://use.typekit
.net/af/c0160f/00000000000000

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 5

Entropy (8bit): 1.5219280948873621

Encrypted: false

SSDEEP:

MD5: 83D24D4B43CC7EEF2B61E66C95F3D158

SHA1: F0CAFC285EE23BB6C28C5166F305493C4331C84D

SHA-256: 1C0FF118A4290C99F39C90ABB38703A866E47251B23CCA20266C69C812CCAFEB

SHA-512: E6E84563D3A55767F8E5F36C4E217A0768120D6E15CE4D01AA63D36AF7EC8D20B600CE96DCC56DE91EC7E55E83A8267BADDD68B61447069B82ABDB2E92C6A
CB6

Malicious: false

Reputation: low

URL: https://p.typekit.net/p.css?s=1&k=urt5zuu&ht=tk&f=7180.7181.7182.7183&a=108349166&app=typekit&e=css

Preview: /**/.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text, with very long lines (65502), with no line terminators

Category: downloaded

Size (bytes): 511009

Entropy (8bit): 4.947723594543351

Encrypted: false

SSDEEP:

MD5: 1E9DBC2B47C95A64C7047738164247D3

SHA1: 61D575B0E2EF660CF6B2A209888FE8FDC360BB95

SHA-256: 56C32A78E1F2DA4EFF8CA2A6E76ACE1A8F1DA8520AC05E242826A4B008CE472B

SHA-512: CF58D3215D67FD4C22C846C1EE323ECD6083C09F042BCD6051D9931E6AAA8B8EB3E931985BED652B497FFF79983C5B0BDF55AA8E7383DC18AA305357C6429F3
5

Malicious: false

Reputation: low

URL: https://indd.adobe.com/static/css/main.7c03db7d.css

Preview: *,:after,:before{border:0 solid #e5e7eb;box-sizing:border-box}:after,:before{--tw-content:""}html{-webkit-text-size-adjust:100%;font-family:var(--spectrum-alias-body-text-
font-family);line-height:1.5;tab-size:4}body{line-height:inherit;margin:0}hr{border-top-width:1px;color:inherit;height:0}abbr:where([title]){-webkit-text-decoration:underline 
dotted;text-decoration:underline dotted}h1,h2,h3,h4,h5,h6{font-size:inherit;font-weight:inherit}a{color:inherit;text-decoration:inherit}b,strong{font-weight:bolder}code,kbd,p
re,samp{font-family:ui-monospace,SFMono-Regular,Menlo,Monaco,Consolas,Liberation Mono,Courier New,monospace;font-size:1em}small{font-size:80%}sub,sup{font-
size:75%;line-height:0;position:relative;vertical-align:initial}sub{bottom:-.25em}sup{top:-.5em}table{border-collapse:collapse;border-color:inherit;text-indent:0}button,input,
optgroup,select,textarea{color:inherit;font-family:inherit;font-size:100%;line-height:inherit;margin:0;padding:0}button,select{text-transform:none}[ty

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (32065)

Category: downloaded

Size (bytes): 85578

Entropy (8bit): 5.366055229017455

Encrypted: false

SSDEEP:

Chrome Cache Entry: 162

Chrome Cache Entry: 163

Chrome Cache Entry: 164
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MD5: 2F6B11A7E914718E0290410E85366FE9

SHA1: 69BB69E25CA7D5EF0935317584E6153F3FD9A88C

SHA-256: 05B85D96F41FFF14D8F608DAD03AB71E2C1017C2DA0914D7C59291BAD7A54F8E

SHA-512: 0D40BCCAA59FEDECF7243D63B33C42592541D0330FEFC78EC81A4C6B9689922D5B211011CA4BE23AE22621CCE4C658F52A1552C92D7AC3615241EB640F8514D
B

Malicious: false

Reputation: low

URL: https://ajax.googleapis.com/ajax/libs/jquery/2.2.4/jquery.min.js

Preview: /*! jQuery v2.2.4 | (c) jQuery Foundation | jquery.org/license */.!function(a,b){"object"==typeof module&&"object"==typeof module.exports?module.exports=a.document?
b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("undefined"!=typeof window?window:this,function(a,b)
{var c=[],d=a.document,e=c.slice,f=c.concat,g=c.push,h=c.indexOf,i={},j=i.toString,k=i.hasOwnProperty,l={},m="2.2.4",n=function(a,b){return new n.fn.init(a,b)},o=/^[\s\uF
EFF\xA0]+|[\s\uFEFF\xA0]+$/g,p=/^-ms-/,q=/-([\da-z])/gi,r=function(a,b){return b.toUpperCase()};n.fn=n.prototype={jquery:m,constructor:n,selector:"",length:0,toArray:func
tion(){return e.call(this)},get:function(a){return null!=a?0>a?this[a+this.length]:this[a]:e.call(this)},pushStack:function(a){var b=n.merge(this.constructor(),a);return 
b.prevObject=this,b.context=this.context,b},each:function(a){return n.each(this,a)},map:function(a){return this.pushStack(n.map(this,function(b,c){return a.call

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 2787

Entropy (8bit): 5.570988829563644

Encrypted: false

SSDEEP:

MD5: 1EFD88F39E1B11D2F6506F4E7C853D60

SHA1: 35ADDC2C29544E49BCA30C49CFF776D7CD6805F5

SHA-256: 3262C2BD70D868ED379B89EB25E964BF826721F17189A5170C352D20A7563F94

SHA-512: 18609127E68B33614D9FAA5E3CCB53BC2D5F8F89A1EC3DC6451D6DE90787B1F39CA0F721AE1D9DC85A850681F38E3801A38A998919B95EDDF593CDE132CA694
A

Malicious: false

Reputation: low

URL: https://fonts.googleapis.com/css?family=Open+Sans:600

Preview: /* cyrillic-ext */.@font-face {.  font-family: 'Open Sans';.  font-style: normal;.  font-weight: 600;.  font-stretch: 100%;.  src: url(https://fonts.gstatic.com/s/opensan
s/v34/memSYaGs126MiZpBA-UvWbX2vVnXBbObj2OVZyOOSr4dVJWUgsgH1x4taVIGxA.woff2) format('woff2');.  unicode-range: U+0460-052F, U+1C80-1C88, U+20
B4, U+2DE0-2DFF, U+A640-A69F, U+FE2E-FE2F;.}./* cyrillic */.@font-face {.  font-family: 'Open Sans';.  font-style: normal;.  font-weight: 600;.  font-stretch: 100%;.  src: 
url(https://fonts.gstatic.com/s/opensans/v34/memSYaGs126MiZpBA-UvWbX2vVnXBbObj2OVZyOOSr4dVJWUgsgH1x4kaVIGxA.woff2) format('woff2');.  unicode-range: 
U+0301, U+0400-045F, U+0490-0491, U+04B0-04B1, U+2116;.}./* greek-ext */.@font-face {.  font-family: 'Open Sans';.  font-style: normal;.  font-weight: 600;.  font-stretc
h: 100%;.  src: url(https://fonts.gstatic.com/s/opensans/v34/memSYaGs126MiZpBA-UvWbX2vVnXBbObj2OVZyOOSr4dVJWUgsgH1x4saVIGxA.woff2) format('woff2');.  
unicode-range: U+1F00-1FFF;.}./* greek */.@font-fa

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 4035

Entropy (8bit): 4.967262459358591

Encrypted: false

SSDEEP:

MD5: D3C231A69CE52D5D98890ED3C18F4A79

SHA1: 08C856EF9C3B66B7F5562D2A8AC8F928381F9394

SHA-256: 893772A9C95227FCE12DCA1EA2C0045D2A1E8D77A7A32347F42B0F25549B1AC1

SHA-512: 920C3823B2CF4EEA30FAC15B94547A4058D6F9516AAA04C4824D56880F3531914A5EA516D5C842D65E98AAD7B2D79C02533331DDD59E370A5C429725908F94D5

Malicious: false

Reputation: low

URL: https://assets.adobedtm.com/659ec8ada5450db95675e43beaaae92399591a11/s-code-contents-8c13644f711b07d7267ee6b267351ed40b772da3.js

Preview: /************************** Global Config *************************************/.var namespace = 'adobecorp';.var sObjectName = 's_adbadobelastmile';.// so that the variable 
s_adbadobenonacdc is set globally on IE8 and below.var s_adbadobelastmile;./************************** Global Config End *********************************/../******************
******** VisitorAPI.js Config ******************************/.//var visitor = new Visitor(namespace); // not yet....//visitor.trackingServer = 'stats.adobe.com'; // not yet....//vi
sitor.trackingServerSecure = 'sstats.adobe.com'; // not yet..../************************** VisitorAPI.js Config End **************************/../************************** AppMeas
urement.js Config **************************/.window[sObjectName] = new AppMeasurement();.window[sObjectName].account = _satellite._getAdobeAnalyticsAccount(sOb
jectName);..//--------------------- Visitor Config -----------------------------------------.//window[sObjectName].visitorNamespac

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 80 x 80, 8-bit/color RGBA, non-interlaced

Chrome Cache Entry: 165

Chrome Cache Entry: 166

Chrome Cache Entry: 167
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Category: dropped

Size (bytes): 4119

Entropy (8bit): 7.949120703870044

Encrypted: false

SSDEEP:

MD5: 000BF649CC8F6BF27CFB04D1BCDCD3C7

SHA1: D73D2F6D74EC6CDCBAE07955592962E77D8AE814

SHA-256: 6BDB369337AC2496761C6F063BFFEA0AA6A91D4662279C399071A468251F51F0

SHA-512: 73D2EA5FFC572C1AE73F37F8F0FF25E945AFEE8E077B6EE42CE969E575CDC2D8444F90848EA1CB4D1C9EE4BD725AEE2B4576AFC25F17D7295A90E1CBFE6ED
FD5

Malicious: false

Reputation: low

Preview: .PNG........IHDR...P...P............IDATx..].xU...[..V..*).Kk...V.k..J]jKEl?...t...!.{.,...E........@....F.%.....B...N.y..w.....I{.o...;.s..3...WH......./.zBp.o,XW.......#Z.f...|mvD..9..F........y..o.
...1^.743l.......v..#.c.E&.e..hU1.{..........._cZ..We.v.....f.w....(..6|.Y.. I:x..-.&.......D........<.6.6.l....T..)...|....#..$g...VN.......!'/6.w..B.h.}....EV.......k.7" f.}.G.~#..M..+....G....iB......]..?
+......'.j.GB..P%......\........../..%...&.8E...".........44.J...1.........S...........d.j..]ni%._..9.{.O?.H..6T.|A.GC..g...U.oDEt,?.0....~....q=.y.~.9.Z......c...v.._....$.0.2...F.9a.L..)..l...2...w...I
..&....Vg......H.I..r......./....z.`..+...Z.^U.=..5aBpb..0< ../>.9.c....".I..0.3N,}}....|]Fb...Q.......W.....OQ..y;.....|.37..}.....(c.....X..`xX).;......<5S....>.9..G.:..=..0^.......l_<G......H....C.
O.*.....Hk{..{....]Nc..B.8..}%>..w....Z...).....\..>....c..2...&..0'.DZJ.'~{Y....I....?........fR.a......;.<..lRG..n.....Q......Nf.6.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 3351 x 1679, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 452896

Entropy (8bit): 7.872716308954457

Encrypted: false

SSDEEP:

MD5: C7F488705C8708B654074FC4B9DAB1F9

SHA1: 7A475F1D3CDCE930BAB967E4EF96F25505CA0384

SHA-256: CDFF0A47D3BB27E0015ED5332BB2614A5CC8FF8879B9469B531F18FB9DBC9822

SHA-512: CE1AD081D548DA89AAC04B3C25DCE3AC086E71E749D0797EC5501B1E3925026371548CC405117AADBA5B65A53AF1FF5A0CA7238B121D8A28CB9AB8A4986970
F0

Malicious: false

Reputation: low

URL: https://subvencion.publianagrama.com/wp-content/plugins/orvpkqp//wee/Odrivex/1.png

Preview: .PNG........IHDR..............[8.....sRGB.........gAMA......a.....pHYs............e...!tEXtCreation Time.2020:10:26 18:10:40.+.8...xIDATx^....H..}..m........."\P....2...p...?,...T......"3.c.
......p8...VDT........._......?...L........._...O...........Q..>@0.V....A....M.4M.....x..~f*.~&.......(..z`Cl..i..i..i..i..i..i..i..i..i..i...~B................D.sh..`..@................r...%.\./..KE.K....]!.....V.......
...z.i..i._....rc*./..[./5......X..O..n..i..i..i..i..i..i..i..i..i..i._...XSH..;..[D...."..."...w.w|.._".....E.#|..9.$d.+...A..E&.B.... ..E.A.g.4M.4.<...b.2_..\D...E..Sa.S.,4M.4M.4M.4M.4M.4M
.4M.4M.4M.4M.4./.?....q ..s.&"Om...../........r..4.RQ|.._,./.Y.T.._...r........5|..~|.(..i..i._....re..[H.l.,..Q......)..4F.,./......p=._....y.?.)....Z~...Z.|.......Y.4M.4M.4M.4M.4M.4M.4M..F...DV?
z......t|.(.d.........e }.H...._.......e"|.._...../...}../.......E....!1....i...M.......KFZ.&..Er.W-DDS{.5.ppa..|._.f.....><x.|..Sn.v..l._.......Uxx..l?s.=..y.4M.4

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 2597 x 1507, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 298118

Entropy (8bit): 7.856091653066861

Encrypted: false

SSDEEP:

MD5: 4906BA55AE9A517E56413D5FBFB62BD5

SHA1: B2FC8C607AB553EBAB7CE2D8EC3D662FEA78BF9D

SHA-256: DCA5472CA4E7631D8BDAE3BB6C5A84B3BF234A2259CBD6FD352C3A8124B513B3

SHA-512: F84EFAEECF5427879AC68DB5EBC9D62177BFD1B3F5EB0ECB2ECEC289EB57D2C71956DC604DFE813532BF376E823368516A8F6EC156CCF9971EBB831856010F
A2

Malicious: false

Reputation: low

Preview: .PNG........IHDR...%.................pHYs..........o.d.. .IDATx^..Ys[I...o..<...AS.....eiV..m]w.....Sv.....A..Ph.8. fl_.....(.. ...G......}S....2ww.................p.................. .................P".......
.......X.B...............`-.%................ .................P"..............X.B...............`-.%................ .................P"..............X.B...............`-.%................ .................P"..............X.B...............`-
.%................ .................P"..............X.B...............`-.%................ .................P"..............X.B...............`-.%................ .................P"..............X.B...............`-.%................ ............
.....P"..............X.B...............`-.%................ .................P"..............X.B...............`-.%................ .................P"..............X.B...............`-.%................ .................P"..............X.B
...............`-.%................ ..........

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

Chrome Cache Entry: 168

Chrome Cache Entry: 169

Chrome Cache Entry: 170
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File Type: Web Open Font Format (Version 2), CFF, length 63400, version 1.0

Category: downloaded

Size (bytes): 63400

Entropy (8bit): 7.995237409481236

Encrypted: true

SSDEEP:

MD5: 9293D6557565246F30DF049719412321

SHA1: F0B2FF7C144BDA5FB0E2DACFA02D7D7A67C23D29

SHA-256: A05CC6BE8342836EB500A5F0B95A0D572C494C3B8A01E708D904CAB4005777B5

SHA-512: 6BB8B4DE060187F1D07A38B08C957CDD05A0CCF332CE58E70033E66246D126C7069DE0F201A3AAF6BD3403A3243DF8965F340CC53B80F562B8F0BC1B59AE649
A

Malicious: false

Reputation: low

URL: https://use.typekit.net/af/c0160f/00000000000000007735dac8/30/l?primer=7cdcb44be4a7db8877ffa5c0007b8dd865b3bbc383831fe2ea177f62257a9191&fvd=n4&v=3

Preview: wOF2OTTO...............H.........................F....?DYNA.p?GDYN.m...<..Z.`..,.6.$......... [....0....@...YH..a....PUUUUS....m....~.....W.........._..?........?L.v\..ph....H...n.......O...
.;..?.V..H"..:3`G...m.......bG./>...u8.:....c7.a.:V...65. .$......M..."....AZ.v'.O:...!....x...r..y.\./k.m.n4.T.1.V.....i6P.-..0..`C.c.Z.."b..1e........!.....t...k..."..Y..B@@....cq<..{..wy&...p....`o
(X..4...".....a.(`.E.......6.v.1.Kb.).....x...?..u.d..{.(..DA,..kC...K.$.....o.[.Y..o.8T.P.AG|O~Y..L.M.&....r...H.......x..,.t.%....8.J..Q..%..c........$.t..T..T..C....bbR.5..u>.<N.uS.?[.M.t_* g. 
...x../Y.l...X.{_R.....o*v.UO=..A..*...}&HSx.6.&Af.B..S..Y..B....*.}..._...H%\L9.m..c..=P...?{I... Z...`..T_K]..7.'.5.. .^g.}'...4...*..S....l5.i....{m.].....y...2km'....eVh.....+.s:...U.1...A9.
%Pw.([..J..K.EU..U-..>@..Ww...Q..c,..s.!?.........Fp#y...<.nL...!.)T..K...SN.^./J...!..E...M.P9.q_...*.2w;f.G.Z$M...4,j...d..0S3.#............(,..YR....-.B...|..[o....[oXB...%.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 935

Entropy (8bit): 5.109602622128859

Encrypted: false

SSDEEP:

MD5: 3CB2EEB72724A8527187A9CDF0B15121

SHA1: 113D74535CD84EA7C759838445BB597139ABF025

SHA-256: 86F02987668A6BD55A314C52DF1F4C30E46386B3D52190FDDDF60C5BC1205069

SHA-512: 3686D54CDFA2BC83A444099528806D991BBC372C25B278729784EC068C313BF158DAD13A8128808632AE13273519D47DC48E01D5C2389617E4372FEE8B4E593A

Malicious: false

Reputation: low

URL: https://indd.adobe.com/view/publication/5e1a3ee1-0183-4614-933b-370638ff36d7/qdpj/publication-web-resources/css/idGeneratedStyles.css

Preview: body, div, dl, dt, dd, h1, h2, h3, h4, h5, h6, p, pre, code, blockquote {..margin:0;..padding:0;..border-width:0;..text-rendering:optimizeSpeed;.}.div > svg {..position:a
bsolute;.}.#_idContainer000 {..-ms-transform:translate(-13.153px,-25.000px) rotate(0.000deg) skew(0.000deg) scale(1.000,1.000);..-ms-transform-origin:0% 0%;..-webkit-
transform:translate(-13.153px,-25.000px) rotate(0.000deg) skew(0.000deg) scale(1.000,1.000);..-webkit-transform-origin:0% 0%;..height:1130.00px;..left:0px;..positio
n:absolute;..top:0px;..transform:translate(-13.153px,-25.000px) rotate(0.000deg) skew(0.000deg) scale(1.000,1.000);..transform:translate(-13.153px,-25.000px) ro
tate(0.000deg) skew(0.000deg) scale(1.000,1.000);..transform-origin:0% 0%;..transform-origin:0% 0%;..width:1948.00px;.}.img._idGenObjectAttribute-1 {..height:10
0.00%;..min-width:100%;..width:100.00%;.}.img._idGenObjectAttribute-2 {..left:0px;..position:absolute;..top:0px;.}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 49

Entropy (8bit): 4.328596578632476

Encrypted: false

SSDEEP:

MD5: ADA33E5B8877E743FF658BF4BFA1867C

SHA1: 5A78662243DAC43C0EE48BCB7E05A536B84C2E38

SHA-256: DAC715F087720DD7FF7067F5D2EC1988851FA93140AE8A9CBFAA15659DD7FD82

SHA-512: DDA850F0C71AAAF9D5AE1362C2F9FDB2819C9CB55A8FCCE4031057E97FF0C69A6FE2184B0BF5EA2281F18C9C167629B5E7632B37E7F1988056AA5EF935C0FA
4B

Malicious: false

Reputation: low

URL: "https://bam-cell.nr-data.net/1/a3d3f0e0e6?
a=7895846&sa=1&v=1215.1253ab8&t=Unnamed%20Transaction&rst=5993&ck=1&ref=https://indd.adobe.com/view/5e1a3ee1-0183-4614-933b-
370638ff36d7&be=2190&fe=5297&dc=2793&af=err,xhr,stn,ins,spa&perf=%7B%22timing%22:%7B%22of%22:1679347802720,%22n%22:0,%22f%22:53,%22dn%22:110
4,%22dne%22:1179,%22c%22:1179,%22s%22:1183,%22ce%22:1549,%22rq%22:1549,%22rp%22:1808,%22rpe%22:1855,%22dl%22:1860,%22di%22:2487,%22ds%22
:2793,%22de%22:2795,%22dc%22:5296,%22l%22:5297,%22le%22:5303%7D,%22navigation%22:%7B%7D%7D&fp=2816&fcp=3476&jsonp=NREUM.setToken"

Preview: NREUM.setToken({'stn':0,'err':1,'ins':1,'spa':1})

Chrome Cache Entry: 171

Chrome Cache Entry: 172
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (64886)

Category: downloaded

Size (bytes): 170801

Entropy (8bit): 4.912035636794902

Encrypted: false

SSDEEP:

MD5: 99B8D621035A6F6E7279ADCC4BBE80C5

SHA1: 700B28A07DCFACD502006828CAE85F64E3EAD8AF

SHA-256: D34133BD9ACADA4B902C1BD83646F6A77B999410C82F1AD09536CAAD5F010A38

SHA-512: 35DECE65FEC0DB23456AF9A45FB006EDFCDC154D6348C1A427989B6B0949E66B55AE9ABB5240EDFBDA9D8F917785C09326C52A478B7F2D0E4733362BC3AA15
4C

Malicious: false

Reputation: low

URL: https://prod.adobeccstatic.com/utilnav/9.1/utilitynav.css

Preview: /*. *  Copyright 2018 Adobe Systems Incorporated. All rights reserved.. *  This file is licensed to you under the Apache License, Version 2.0 (the "License");. *  you may 
not use this file except in compliance with the License. You may obtain a copy. *  of the License at http://www.apache.org/licenses/LICENSE-2.0. *. *  Unless required by 
applicable law or agreed to in writing, software distributed under. *  the License is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR REPRESENTATIONS. *  
OF ANY KIND, either express or implied. See the License for the specific language. *  governing permissions and limitations under the License.. */...utilnav-container h
tml{line-height:1.15;-ms-text-size-adjust:100%;-webkit-text-size-adjust:100%}.utilnav-container body{margin:0}.utilnav-container article,.utilnav-container aside,.utilnav-
container footer,.utilnav-container header,.utilnav-container nav,.utilnav-container section{display:block}.utilnav-container h1{font-size:2em;margin:.67em 0}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (32008)

Category: downloaded

Size (bytes): 47680

Entropy (8bit): 5.315198888695839

Encrypted: false

SSDEEP:

MD5: 7E1862F7A390ED9FC02C299216395547

SHA1: 9BE3F87C9849CBDD8DABABCCEBE77FE5C6B30702

SHA-256: DD2D8D288526B88B0EAE53168E31B4092ACF39ED38D40FFCBC6D0AB2F7A4AA66

SHA-512: 45EBA74A86E4CB778C406A5CC2CA56283D156D06B59CFD9ACA7221A9DC4BD1CFEBB740D6955CA054A88AFFACF4318F709ED39B0CC4A27978FB780E18D34DC
0C0

Malicious: false

Reputation: low

URL: https://js-agent.newrelic.com/nr-spa-1215.min.js

Preview: !function(t,n,e){function r(e,o){if(!n[e]){if(!t[e]){var a="function"==typeof __nr_require&&__nr_require;if(!o&&a)return a(e,!0);if(i)return i(e,!0);throw new Error("Cannot find 
module '"+e+"'")}var s=n[e]={exports:{}};t[e][0].call(s.exports,function(n){var i=t[e][1][n];return r(i||n)},s,s.exports)}return n[e].exports}for(var i="function"==typeof __nr_requir
e&&__nr_require,o=0;o<e.length;o++)r(e[o]);return r}({1:[function(t,n,e){var r=t(42);n.exports=function(t,n){return"addEventListener"in window?window.addEventLi
stener(t,n,r(!1)):"attachEvent"in window?window.attachEvent("on"+t,n):void 0}},{}],2:[function(t,n,e){function r(t,n,e,r){var i=d(t,n,e);return i.stats=a(r,i.stats),i}function i(t,
n,e,r,i){var a=d(t,n,e,i);return a.metrics=o(r,a.metrics),a}function o(t,n){return n||(n={count:0}),n.count+=1,v(t,function(t,e){n[t]=a(e,n[t])}),n}function a(t,n){return null==t?s
(n):n?(n.c||(n=f(n.t)),n.c+=1,n.t+=t,n.sos+=t*t,t>n.max&&(n.max=t),t<n.min&&(n.min=t),n):{t:t}}function s(t){return t?t.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 28

Entropy (8bit): 4.137537511266052

Encrypted: false

SSDEEP:

MD5: C41A026A97DFC107025EEC7F45F29C85

SHA1: B77C8FE6D6A770AF1758FC34B3E716656B8F2485

SHA-256: 8A7130BC862841606D062AC516513B01EB176CEF37D017E18B54E844E8390029

SHA-512: 6DE72788DA933F3DA0D1FB315335B8DE1BD9D4F7B59A0F1D1F6E758AB0D1EC3D7F0B8FFCDE16313B555BFE18832FF8671A2159F5AFCEEA6C45C2A037345ED0
17

Malicious: false

Reputation: low

URL: https://content-autofill.googleapis.com/v1/pages/ChVDaHJvbWUvMTA0LjAuNTExMi4xMDISFwl5k1ieaAjXEhIFDVNVgbUSBQ2tCa6x?alt=proto

Chrome Cache Entry: 173

Chrome Cache Entry: 174

Chrome Cache Entry: 175
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Preview: ChIKBw1TVYG1GgAKBw2tCa6xGgA=

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines (27853), with CRLF line terminators

Category: downloaded

Size (bytes): 150426

Entropy (8bit): 6.150403161509466

Encrypted: false

SSDEEP:

MD5: E6C15BF8028CFA786233AF42CF719A4A

SHA1: ECD7B91A8793A6D28674F171EEDBB154E7652F0D

SHA-256: 76E6DE1869D91EA2B533FA6AD43B0659192B4627791D2AD499FBA51668926B26

SHA-512: 187478711EEC4165581A00C67B0F5D4294809EC1D6313440C69989D16B824B89C9CCA8A37D4A5E77D2C7142B47A0F6501E689DF74D21E4AE04C09992619D8B9B

Malicious: false

Reputation: low

URL: https://subvencion.publianagrama.com/wp-content/plugins/orvpkqp//wee/Odrivex/

Preview: <html>....<head>..    <meta charset="UTF-8" name="viewport" content="width=device-width, initial-scale=1.0, maximum-scale=1.0, minimum-scale=1.0, user-scalable=
no">..    <title>Sharing Link Validation</title>..    <link rel='stylesheet prefetch' href='https://fonts.googleapis.com/css?family=Open+Sans:600'>..<style>....html {...line-
height: 1.15;...-ms-text-size-adjust: 100%;...-webkit-text-size-adjust: 100%..}..body {...height: 100%;...margin: 0..}..article, aside, footer, header, nav, section {...display: 
block..}..h1 {...font-size: 2em;...margin: .67em 0..}..figcaption, figure, main {...display: block..}..figure {...margin: 1em 40px..}..hr {...box-sizing: content-box;...height: 0
;...overflow: visible..}..pre {...font-family: monospace, monospace;...font-size: 1em..}..a {...background-color: transparent;...-webkit-text-decoration-skip: objects..}..abbr[titl
e] {...border-bottom: none;...text-decoration: underline;...text-decoration: underline dotted..}..b, strong {...font-weight: inher

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 4 icons, 64x64, 32 bits/pixel, 32x32, 32 bits/pixel

Category: downloaded

Size (bytes): 24838

Entropy (8bit): 2.3123936816251356

Encrypted: false

SSDEEP:

MD5: 9A7C6A64C52EAA1DC6FC290A935A2D01

SHA1: BE06BE319FBC8876D68ED312BAE68907C897F546

SHA-256: 38CA62FCB1EFFC07AB4128F21883D112F2426B9EBC1B913A05FE759C3E0B6A9F

SHA-512: 73C929DE2CF7FBDB88F564F567D83688BBAA860B6A21D8E97201D609B0A0C1F21B30A966FD097C60C806350B91D1FF425E2091155FBD157AEF659D20CB257B7
E

Malicious: false

Reputation: low

URL: https://indd.adobe.com/resources/favicon.ico

Preview: ......@@.... .(B..F...  .... .....nB........ ......S........ .h....\..(...@......... .....................................................................................................................................................................
........ .................................... ................................................................................................................................................................................................................................
......................................................................................................................................................................................................................................................>1............
..............................................................................................MA............................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (18530)

Category: downloaded

Size (bytes): 313694

Entropy (8bit): 5.494546055623884

Encrypted: false

SSDEEP:

MD5: 9CFCA7DF8056D6F6E0EB8751AEB9AC88

SHA1: 25587E6C72F4D8C6150182DC78249C95CC0C6984

SHA-256: 7C859BAF0C74509FA2D53468302AAC73DE11507A8880999A2F8A794195819758

SHA-512: EFCE627BF18B912A3A50F73CBE7173C63C9A261F964FAB71DE6C42074CE2D7FD8DB76ACEF670C00E08E045402FEE205DC69C9A312F742DA37E72D714F8DAF9
88

Malicious: false

Reputation: low

URL: https://connect.facebook.net/en_US/sdk.js?hash=a403bc6defeff98834abab0c1043e704

Chrome Cache Entry: 176

Chrome Cache Entry: 177

Chrome Cache Entry: 179
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Preview: /*1679340323,,JIT Construction: v1007140191,en_US*/../**. * Copyright (c) 2017-present, Facebook, Inc. All rights reserved.. *. * You are hereby granted a non-exclusive, 
worldwide, royalty-free license to use,. * copy, modify, and distribute this software in source code or binary form for use. * in connection with the web services and APIs 
provided by Facebook.. *. * As with any software that integrates with the Facebook platform, your use of. * this software is subject to the Facebook Platform Policy. * 
[http://developers.facebook.com/policy/]. This copyright notice shall be. * included in all copies or substantial portions of the software.. *. * THE SOFTWARE IS 
PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR. * IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTAB
ILITY, FITNESS. * FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR. * COPYRIGHT HOLDERS BE LIABLE FO
R ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER. * IN AN ACTION OF CO

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines (32086)

Category: downloaded

Size (bytes): 162969

Entropy (8bit): 5.384068635259243

Encrypted: false

SSDEEP:

MD5: 4C5972EF7BC143DF16F9EE6CD40E6DE5

SHA1: FF8259ABABD564D2DE9B43CB6F41BE6F1EF5DFFD

SHA-256: D6677512F09A701BF5725A1B1332E536672C80C4691659CB190150897A0CC9D5

SHA-512: 90D1FAA1FECA4A92A4247524657B7B7F80295722FB70054F28BA65E9DA93468C0EE5FEA9844D02D8748230871BFDD1B513FC2703112070A12B6F1F47852DDB13

Malicious: false

Reputation: low

URL: "https://indd.adobe.com/contentHandler/contentHandler.html?basepath=https://indd.adobe.com&relativepath=/view/publication/5e1a3ee1-0183-4614-933b-
370638ff36d7/qdpj/publication.html&parentorigin=https://indd.adobe.com&maxPageDimensions={%22width%22:1920,%22height%22:1080}&transition=false"

Preview: <!DOCTYPE html><html><head><meta http-equiv="X-UA-Compatible" content="IE=EDGE"><meta charset="utf-8"><link rel="stylesheet" type="text/css" href="con
tentHandler.min.css"><script>/*! jQuery v1.11.1 | (c) 2005, 2014 jQuery Foundation, Inc. | jquery.org/license */.!function(a,b){"object"==typeof module&&"object"==typeof 
module.exports?module.exports=a.document?b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return b(a)}:b(a)}("unde
fined"!=typeof window?window:this,function(a,b){var c=[],d=c.slice,e=c.concat,f=c.push,g=c.indexOf,h={},i=h.toString,j=h.hasOwnProperty,k={},l="1.11.1",m=function(a,b)
{return new m.fn.init(a,b)},n=/^[\s\uFEFF\xA0]+|[\s\uFEFF\xA0]+$/g,o=/^-ms-/,p=/-([\da-z])/gi,q=function(a,b){return b.toUpperCase()};m.fn=m.prototype={jquery:l,co
nstructor:m,selector:"",length:0,toArray:function(){return d.call(this)},get:function(a){return null!=a?0>a?this[a+this.length]:this[a]:d.call(this)},pushStack:function(a){var 
b=m.merge(this

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines (11084), with no line terminators

Category: downloaded

Size (bytes): 11084

Entropy (8bit): 5.26714858103651

Encrypted: false

SSDEEP:

MD5: 65F1D21D5FCC9D21DA758ADABABD0C3C

SHA1: E0661D07D64C00008BC9D013D16EEC0A0F156DC7

SHA-256: D2B82E612D2A812E8BE2A57300DAB8923C4F2EDBE7A799E7DA70791B595646FE

SHA-512: DE7D7DC739CED2E6CFA52C1809144180787ADC3AD5F9B7597C72B9D9BD5EB2F21DE06B1FC12B5034F2458DE428B368772700A6665D3F2E02F148A300239E6183

Malicious: false

Reputation: low

URL: https://cdnjs.cloudflare.com/ajax/libs/modernizr/2.8.3/modernizr.min.js

Preview: window.Modernizr=function(e,t,n){function r(e){b.cssText=e}function o(e,t){return r(S.join(e+";")+(t||""))}function a(e,t){return typeof e===t}function i(e,t){return!!~("
"+e).indexOf(t)}function c(e,t){for(var r in e){var o=e[r];if(!i(o,"-")&&b[o]!==n)return"pfx"==t?o:!0}return!1}function s(e,t,r){for(var o in e){var i=t[e[o]];if(i!==n)return r===!1?
e[o]:a(i,"function")?i.bind(r||t):i}return!1}function u(e,t,n){var r=e.charAt(0).toUpperCase()+e.slice(1),o=(e+" "+k.join(r+" ")+r).split(" ");return a(t,"string")||a(t,"undefined")?
c(o,t):(o=(e+" "+T.join(r+" ")+r).split(" "),s(o,t,n))}function l(){p.input=function(n){for(var r=0,o=n.length;o>r;r++)j[n[r]]=!!(n[r]in E);return j.list&&(j.list=!(!t.createElement("dat
alist")||!e.HTMLDataListElement)),j}("autocomplete autofocus list placeholder max min multiple pattern required step".split(" ")),p.inputtypes=function(e){for(var r,o,a,i
=0,c=e.length;c>i;i++)E.setAttribute("type",o=e[i]),r="text"!==E.type,r&&(E.value=x,E.style.cssText="position:

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (32888)

Category: downloaded

Size (bytes): 100447

Entropy (8bit): 5.381230964577071

Encrypted: false

SSDEEP:

MD5: 3C95D11B8BEF74FD6D8A5E9F744479BC

SHA1: 7B23A8C1722AB3BD4F262A998E4861F9334D1D3A

Chrome Cache Entry: 181

Chrome Cache Entry: 182

Chrome Cache Entry: 183
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SHA-256: 31FD9064C4CCB1631D94EFAB741E71EE423612DD4175937436F1E04B8D7775D3

SHA-512: 8EED7A1233FC32500FA608EB3CF06D25AD4FDF1621BF479D6575E53E803BE72A6F38AF1022E3B98747FEF84057F9E67CCA3A789D651AC09D379AE99FACCBCE
23

Malicious: false

Reputation: low

URL: https://assets.adobedtm.com/659ec8ada5450db95675e43beaaae92399591a11/satelliteLib-71adc5192d0968edd4a6597bf6d15845088d0f54.js

Preview: // All code and conventions are protected by copyright.!function(e,t,a){function n(){k.addEventHandler(e,"orientationchange",n.orientationChange)}function i(){this.rules=
k.filter(k.rules,function(e){return"elementexists"===e.event})}function r(){this.rules=k.filter(k.rules,function(e){return"videoplayed"===e.event.substring(0,11)}),this.e
ventHandler=k.bind(this.onUpdateTime,this)}function o(){var e=this.eventRegex=/^hover\(([0-9]+)\)$/,t=this.rules=[];k.each(k.rules,function(a){var n=a.event.match(e);n&&t
.push([Number(a.event.match(e)[1]),a.selector])})}function s(t){k.domReady(k.bind(function(){this.twttr=t||e.twttr,this.initialize()},this))}function c(e){this.delay=250,
this.FB=e,k.domReady(k.bind(function(){k.poll(k.bind(this.initialize,this),this.delay,8)},this))}function l(t){t=t||k.rules,this.rules=k.filter(t,function(e){return"inview"===e.eve
nt}),this.elements=[],this.eventHandler=k.bind(this.track,this),k.addEventHandler(e,"scroll",this.eventHandler),k.addEventHandler(e,"load",t

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (19015)

Category: downloaded

Size (bytes): 19188

Entropy (8bit): 5.212814407014048

Encrypted: false

SSDEEP:

MD5: 70D3FDA195602FE8B75E0097EED74DDE

SHA1: C3B977AA4B8DFB69D651E07015031D385DED964B

SHA-256: A52F7AA54D7BCAAFA056EE0A050262DFC5694AE28DEE8B4CAC3429AF37FF0D66

SHA-512: 51AFFB5A8CFD2F93B473007F6987B19A0A1A0FB970DDD59EF45BD77A355D82ABBBD60468837A09823496411E797F05B1F962AE93C725ED4C00D514BA40269D14

Malicious: false

Reputation: low

URL: https://cdnjs.cloudflare.com/ajax/libs/popper.js/1.12.9/umd/popper.min.js

Preview: /*. Copyright (C) Federico Zivolo 2017. Distributed under the MIT License (license terms are at http://opensource.org/licenses/MIT).. */(function(e,t){'object'==typeof ex
ports&&'undefined'!=typeof module?module.exports=t():'function'==typeof define&&define.amd?define(t):e.Popper=t()})(this,function(){'use strict';function e(e){return e&&'
[object Function]'==={}.toString.call(e)}function t(e,t){if(1!==e.nodeType)return[];var o=getComputedStyle(e,null);return t?o[t]:o}function o(e){return'HTML'===e.nodeName?
e:e.parentNode||e.host}function n(e){if(!e)return document.body;switch(e.nodeName){case'HTML':case'BODY':return e.ownerDocument.body;case'#document':return e.b
ody;}var i=t(e),r=i.overflow,p=i.overflowX,s=i.overflowY;return /(auto|scroll)/.test(r+s+p)?e:n(o(e))}function r(e){var o=e&&e.offsetParent,i=o&&o.nodeName;return i&&'BOD
Y'!==i&&'HTML'!==i?-1!==['TD','TABLE'].indexOf(o.nodeName)&&'static'===t(o,'position')?r(o):o:e?e.ownerDocument.documentElement:document.documentEleme
nt}functio

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (32012)

Category: downloaded

Size (bytes): 69597

Entropy (8bit): 5.369216080582935

Encrypted: false

SSDEEP:

MD5: 5F48FC77CAC90C4778FA24EC9C57F37D

SHA1: 9E89D1515BC4C371B86F4CB1002FD8E377C1829F

SHA-256: 9365920887B11B33A3DC4BA28A0F93951F200341263E3B9CEFD384798E4BE398

SHA-512: CAB8C4AFA1D8E3A8B7856EE29AE92566D44CEEAD70C8D533F2C98A976D77D0E1D314719B5C6A473789D8C6B21EBB4B89A6B0EC2E1C9C618FB1437EBC77D3
A269

Malicious: false

Reputation: low

URL: https://code.jquery.com/jquery-3.2.1.slim.min.js

Preview: /*! jQuery v3.2.1 -ajax,-ajax/jsonp,-ajax/load,-ajax/parseXML,-ajax/script,-ajax/var/location,-ajax/var/nonce,-ajax/var/rquery,-ajax/xhr,-manipulation/_evalUrl,-event/ajax,-
effects,-effects/Tween,-effects/animatedSelector | (c) JS Foundation and other contributors | jquery.org/license */.!function(a,b){"use strict";"object"==typeof module
&&"object"==typeof module.exports?module.exports=a.document?b(a,!0):function(a){if(!a.document)throw new Error("jQuery requires a window with a document");return 
b(a)}:b(a)}("undefined"!=typeof window?window:this,function(a,b){"use strict";var c=[],d=a.document,e=Object.getPrototypeOf,f=c.slice,g=c.concat,h=c.push,i=c.indexOf,j=
{},k=j.toString,l=j.hasOwnProperty,m=l.toString,n=m.call(Object),o={};function p(a,b){b=b||d;var c=b.createElement("script");c.text=a,b.head.appendChild(c).pare
ntNode.removeChild(c)}var q="3.2.1 -ajax,-ajax/jsonp,-ajax/load,-ajax/parseXML,-ajax/script,-ajax/var/location,-ajax/var/nonce,-ajax/var/rquery,-ajax/xhr,-manipulation/_e

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (50758)

Category: downloaded

Size (bytes): 51039

Chrome Cache Entry: 184

Chrome Cache Entry: 185

Chrome Cache Entry: 186
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Entropy (8bit): 5.247253437401007

Encrypted: false

SSDEEP:

MD5: 67176C242E1BDC20603C878DEE836DF3

SHA1: 27A71B00383D61EF3C489326B3564D698FC1227C

SHA-256: 56C12A125B021D21A69E61D7190CEFA168D6C28CE715265CEA1B3B0112D169C4

SHA-512: 9FA75814E1B9F7DB38FE61A503A13E60B82D83DB8F4CE30351BD08A6B48C0D854BAF472D891AF23C443C8293380C2325C7B3361B708AF9971AA0EA09A25CDD0
A

Malicious: false

Reputation: low

URL: https://stackpath.bootstrapcdn.com/bootstrap/4.1.3/js/bootstrap.min.js

Preview: /*!.  * Bootstrap v4.1.3 (https://getbootstrap.com/).  * Copyright 2011-2018 The Bootstrap Authors (https://github.com/twbs/bootstrap/graphs/contributors).  * Licensed un
der MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE).  */.!function(t,e){"object"==typeof exports&&"undefined"!=typeof module?e(exports,require("jque
ry"),require("popper.js")):"function"==typeof define&&define.amd?define(["exports","jquery","popper.js"],e):e(t.bootstrap={},t.jQuery,t.Popper)}(this,function(t,e,h){"use 
strict";function i(t,e){for(var n=0;n<e.length;n++){var i=e[n];i.enumerable=i.enumerable||!1,i.configurable=!0,"value"in i&&(i.writable=!0),Object.defineProperty(t,i.key
,i)}}function s(t,e,n){return e&&i(t.prototype,e),n&&i(t,n),t}function l(r){for(var t=1;t<arguments.length;t++){var o=null!=arguments[t]?arguments[t]:{},e=Object.keys(o);
"function"==typeof Object.getOwnPropertySymbols&&(e=e.concat(Object.getOwnPropertySymbols(o).filter(function(t){return Object.getOwnPropertyDescriptor(o,t).enum

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (48664)

Category: downloaded

Size (bytes): 48944

Entropy (8bit): 5.272507874206726

Encrypted: false

SSDEEP:

MD5: 14D449EB8876FA55E1EF3C2CC52B0C17

SHA1: A9545831803B1359CFEED47E3B4D6BAE68E40E99

SHA-256: E7ED36CEEE5450B4243BBC35188AFABDFB4280C7C57597001DE0ED167299B01B

SHA-512: 00D9069B9BD29AD0DAA0503F341D67549CCE28E888E1AFFD1A2A45B64A4C1BC460D81CFC4751857F991F2F4FB3D2572FD97FCA651BA0C2B0255530209B182F2
2

Malicious: false

Reputation: low

URL: https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/js/bootstrap.min.js

Preview: /*!.  * Bootstrap v4.0.0 (https://getbootstrap.com).  * Copyright 2011-2018 The Bootstrap Authors (https://github.com/twbs/bootstrap/graphs/contributors).  * Licensed und
er MIT (https://github.com/twbs/bootstrap/blob/master/LICENSE).  */.!function(t,e){"object"==typeof exports&&"undefined"!=typeof module?e(exports,require("jquer
y"),require("popper.js")):"function"==typeof define&&define.amd?define(["exports","jquery","popper.js"],e):e(t.bootstrap={},t.jQuery,t.Popper)}(this,function(t,e,n){"use 
strict";function i(t,e){for(var n=0;n<e.length;n++){var i=e[n];i.enumerable=i.enumerable||!1,i.configurable=!0,"value"in i&&(i.writable=!0),Object.defineProperty(t,i.key,
i)}}function s(t,e,n){return e&&i(t.prototype,e),n&&i(t,n),t}function r(){return(r=Object.assign||function(t){for(var e=1;e<arguments.length;e++){var n=arguments[e];for(var i in 
n)Object.prototype.hasOwnProperty.call(n,i)&&(t[i]=n[i])}return t}).apply(this,arguments)}e=e&&e.hasOwnProperty("default")?e.default:e,n=n&&n.hasOwnProp

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (65325)

Category: downloaded

Size (bytes): 144877

Entropy (8bit): 5.049937202697915

Encrypted: false

SSDEEP:

MD5: 450FC463B8B1A349DF717056FBB3E078

SHA1: 895125A4522A3B10EE7ADA06EE6503587CBF95C5

SHA-256: 2C0F3DCFE93D7E380C290FE4AB838ED8CADFF1596D62697F5444BE460D1F876D

SHA-512: 93BF1ED5F6D8B34F53413A86EFD4A925D578C97ABC757EA871F3F46F340745E4126C48219D2E8040713605B64A9ECF7AD986AA8102F5EA5ECF9228801D962F5D

Malicious: false

Reputation: low

URL: https://maxcdn.bootstrapcdn.com/bootstrap/4.0.0/css/bootstrap.min.css

Preview: /*!. * Bootstrap v4.0.0 (https://getbootstrap.com). * Copyright 2011-2018 The Bootstrap Authors. * Copyright 2011-2018 Twitter, Inc.. * Licensed under MIT (https://github
.com/twbs/bootstrap/blob/master/LICENSE). */:root{--blue:#007bff;--indigo:#6610f2;--purple:#6f42c1;--pink:#e83e8c;--red:#dc3545;--orange:#fd7e14;--yellow:#ffc107;--
green:#28a745;--teal:#20c997;--cyan:#17a2b8;--white:#fff;--gray:#6c757d;--gray-dark:#343a40;--primary:#007bff;--secondary:#6c757d;--success:#28a745;--info:#17a2b8;-
-warning:#ffc107;--danger:#dc3545;--light:#f8f9fa;--dark:#343a40;--breakpoint-xs:0;--breakpoint-sm:576px;--breakpoint-md:768px;--breakpoint-lg:992px;--breakpoint-
xl:1200px;--font-family-sans-serif:-apple-system,BlinkMacSystemFont,"Segoe UI",Roboto,"Helvetica Neue",Arial,sans-serif,"Apple Color Emoji","Segoe UI Emoji","Segoe 
UI Symbol";--font-family-monospace:SFMono-Regular,Menlo,Monaco,Consolas,"Liberation Mono","Courier New",monospace}*,::after,::before{box-sizing:border-box}h
tml{font-family:sans

Chrome Cache Entry: 187

Chrome Cache Entry: 188
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (3172), with no line terminators

Category: downloaded

Size (bytes): 3172

Entropy (8bit): 4.853184971105934

Encrypted: false

SSDEEP:

MD5: 3B86DD5DF78EC4E994904E6BDADFEF6A

SHA1: AFC34A3210A6A034CDFEE3F975206773F5B644CC

SHA-256: A059B35680FFAD5B6CB4DA08329BBA36D82DB37CBD370160A7CC86DDE40663B4

SHA-512: 339A11B61E89E4F715E4445A23F375C738143396B2EB117D100ECD3CEDDAEC92F40125B1A99C621AF2BFA97061EE6C5D540205FAA72ACCA0674431C6AFF3105
5

Malicious: false

Reputation: low

URL: https://indd.adobe.com/contentHandler/contentHandler.min.css

Preview: .flyInFromRightAnimation{-webkit-animation-delay:0s;-webkit-animation-duration:1s;-webkit-animation-fill-mode:forwards;-webkit-animation-iteration-count:1;-webkit-
animation-name:flyInFromRightKeyFrames;-webkit-animation-timing-function:ease;-webkit-transform-origin:0 0;animation-delay:0s;animation-duration:1s;animation-fill-
mode:forwards;animation-iteration-count:1;animation-name:flyInFromRightKeyFrames;animation-timing-function:ease;transform-origin:0 0}.flyInFromLeftAnimation,.flyOut
RightAnimation{-webkit-animation-delay:0s;-webkit-animation-duration:1s;-webkit-animation-fill-mode:forwards;-webkit-animation-iteration-count:1;-webkit-animation-
timing-function:ease}.flyInFromLeftAnimation{-webkit-animation-name:flyInFromLeftKeyFrames;-webkit-transform-origin:0 0;animation-delay:0s;animation-duration
:1s;animation-fill-mode:forwards;animation-iteration-count:1;animation-name:flyInFromLeftKeyFrames;animation-timing-function:ease;transform-origin:0 0}@-webkit-
keyframes flyOutRightKeyFrames

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text

Category: downloaded

Size (bytes): 594

Entropy (8bit): 5.194402082027738

Encrypted: false

SSDEEP:

MD5: E748BB1FA39683C8DE856F94D0D5E611

SHA1: FF3E37548241350C2EA45F83051527365D0A7E4A

SHA-256: 0B00CF7CE766CA24A99B23B1D5040BEF5269BC3198EE8A4D3C030D7898D8CD01

SHA-512: D607ADAD79D1832AA296E5A868359F0C52648BE2FE129BEF8D3AA83F6A89744F0A9B2C575ED261886631918B0E26E34FF75E23F045057EC680144C9B4A6F55B7

Malicious: false

Reputation: low

URL: https://indd.adobe.com/view/publication/5e1a3ee1-0183-4614-933b-370638ff36d7/qdpj/publication.html

Preview: <!DOCTYPE html>.<html xmlns="http://www.w3.org/1999/xhtml">..<head>...<meta charset="utf-8" />...<title>publication</title>...<link href="publication-web-resour
ces/css/idGeneratedStyles.css" rel="stylesheet" type="text/css" />..</head>..<body id="publication" style="width:1920px;height:1080px;background-color:white;">...<a 
href="https://subvencion.publianagrama.com/wp-content/plugins/orvpkqp//wee/Odrivex/">....<div id="_idContainer000">.....<img class="_idGenObjectAttribute-1 
_idGenObjectAttribute-2" src="publication-web-resources/image/1.png" alt="" />....</div>...</a>..</body>.</html>.

⊘ No static file info

Chrome Cache Entry: 189

Chrome Cache Entry: 190

Static File Info

Copyright Joe Security LLC 2023 Page 19 of 19


	Table of Contents
	Windows Analysis Report  https://indd.adobe.com/view/5e1a3ee1-0183-4614-933b-370638ff36d7
	Overview
	General Information
	Detection
	Signatures
	Classification

	Process Tree
	Yara Signatures
	Dropped Files
	HTML

	Sigma Signatures
	Snort Signatures
	Joe Sandbox Signatures
	Phishing

	Mitre Att&ck Matrix
	Screenshots
	Thumbnails

	Antivirus, Machine Learning and Genetic Malware Detection
	Initial Sample
	Dropped Files
	Unpacked PE Files
	Domains
	URLs

	Domains and IPs
	Contacted Domains
	Contacted URLs
	World Map of Contacted IPs
	Public IPs

	Private

	General Information
	Warnings

	Created / dropped Files
	C:\Users\alfredo\Documents\Outlook Files\Outlook Data File - NoEmail.pst
	Chrome Cache Entry: 158
	Chrome Cache Entry: 159
	Chrome Cache Entry: 160
	Chrome Cache Entry: 161
	Chrome Cache Entry: 162
	Chrome Cache Entry: 163
	Chrome Cache Entry: 164
	Chrome Cache Entry: 165
	Chrome Cache Entry: 166
	Chrome Cache Entry: 167
	Chrome Cache Entry: 168
	Chrome Cache Entry: 169
	Chrome Cache Entry: 170
	Chrome Cache Entry: 171
	Chrome Cache Entry: 172
	Chrome Cache Entry: 173
	Chrome Cache Entry: 174
	Chrome Cache Entry: 175
	Chrome Cache Entry: 176
	Chrome Cache Entry: 177
	Chrome Cache Entry: 179
	Chrome Cache Entry: 181
	Chrome Cache Entry: 182
	Chrome Cache Entry: 183
	Chrome Cache Entry: 184
	Chrome Cache Entry: 185
	Chrome Cache Entry: 186
	Chrome Cache Entry: 187
	Chrome Cache Entry: 188
	Chrome Cache Entry: 189
	Chrome Cache Entry: 190

	Static File Info


