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Cookbook: default.jbs
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Version: 37.0.0 Beryl
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Windows Analysis Report 
Agreements Pages YHGBWHS98322324.html

Overview

General Information
Sample Name: Agreements Pages 

YHGBWHS98322324.ht
ml

Analysis ID: 830991

MD5: 01799cf24d437…

SHA1: 5427b05a3715…

SHA256: b87e93aac5f43…

Infos:

Detection

Phisher

Score: 76

Range: 0 - 100

Whitelisted: false

Confidence: 100%

Signatures

Yara detected Phisher

Multi AV Scanner detection for dom…

HTML file submission requesting Cl…

Antivirus detection for URL or domain

HTML document with suspicious na…

HTTP GET or POST without a user …

IP address seen in connection with …

Connects to many different domains

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 5356 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized "about:blank MD5: 0FEC2748F363150DC54C1CAFFB1A9408)
chrome.exe (PID: 3176 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-GB --

service-sandbox-type=none --mojo-platform-channel-handle=1780 --field-trial-handle=1848,i,15505337359864818185,13013131658649980670,131072 --disable-feature
s=OptimizationGuideModelDownloading,OptimizationHints,OptimizationTargetPrediction /prefetch:8 MD5: 0FEC2748F363150DC54C1CAFFB1A9408)
chrome.exe (PID: 6276 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" "C:\Users\user\Desktop\Agreements Pages YHGBWHS98322324.html MD5:

0FEC2748F363150DC54C1CAFFB1A9408)
cleanup

⊘ No configs have been found

Source Rule Description Author Strings

Agreements Pages YHGBWHS98322324.html JoeSecurity_Phish
er_3

Yara detected 
Phisher

Joe Security

⊘ No Sigma rule has matched

Process Tree

Malware Configuration

Yara Signatures

Initial Sample

Sigma Signatures
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AV Detection

Phishing

System Summary

Data Obfuscation

⊘ No Snort rule has matched
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Application
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Device
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Snort Signatures

Joe Sandbox Signatures

Multi AV Scanner detection for domain / URL

Antivirus detection for URL or domain

Yara detected Phisher

HTML document with suspicious name

HTML file submission requesting Cloudflare captcha challenge

Mitre Att&ck Matrix

Behavior Graph
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Behavior Graph

ID: 830991

Sample: Agreements Pages YHGBWHS983...

Startdate: 20/03/2023

Architecture: WINDOWS

Score: 76

dash.cloudflare.com b.6sc.co

Multi AV Scanner detection
for domain / URL

Antivirus detection
for URL or domain

HTML file submission
requesting Cloudflare

captcha challenge
2 other signatures

chrome.exe

16 1

        started       

chrome.exe

        started       

192.168.2.1

unknown

unknown

239.255.255.250

unknown

Reserved

chrome.exe

        started       

x8ioeg.canksru.ru

713-xsc-918.mktoresp.com

192.28.144.124

OMNITUREUS

United States

73 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

Source Detection Scanner Label Link

x8ioeg.canksru.ru 10% Virustotal Browse

benchmark.1e100cdn.net 0% Virustotal Browse

static.cloudflareinsights.com 0% Virustotal Browse

serverless-benchmarks-js.flame.compute-pipe.com 0% Virustotal Browse

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2023 Page 8 of 52

https://www.virustotal.com/gui/url/210e9ae4cac224f3993e239e65745200f6d82114a9a236855f24067519f7779c/detection/u-210e9ae4cac224f3993e239e65745200f6d82114a9a236855f24067519f7779c-1679343562
https://www.virustotal.com/gui/url/878a4ed009392c887c27ac71ab235fd05ca16932e070a9db6d32d0efd418d066/detection/u-878a4ed009392c887c27ac71ab235fd05ca16932e070a9db6d32d0efd418d066-1675851921
https://www.virustotal.com/gui/url/617dafd3ba8b84b57a671ea74b9274f9e79a8e1f8ee937958093cf2378b84b96/detection/u-617dafd3ba8b84b57a671ea74b9274f9e79a8e1f8ee937958093cf2378b84b96-1678801436
https://www.virustotal.com/gui/url/aecbc29cda8f94622f217b5ce1296131e651c598232fc1f16d3787cbcb0b6828/detection/u-aecbc29cda8f94622f217b5ce1296131e651c598232fc1f16d3787cbcb0b6828-1678511988


Source Detection Scanner Label Link

https://x8ioeg.canksru.ru/Mcbush@hinckleyallen.com 100% SlashNext Credential Stealing 
type: Phishing & 
Social Engineering

https://1.1.1.1/ 0% URL Reputation safe

https://static.cloudflareinsights.com/beacon.min.js/vaafb692b2aea4879b33c060e79fe946216663173699
93

0% URL Reputation safe

https://x8ioeg.canksru.ru/favicon.ico 0% Avira URL Cloud safe

https://x8ioeg.canksru.ru/cdn-cgi/challenge-
platform/h/g/pat/7ab132028db19a0b/1679349285652/35c3edd27bc9880916c9034b64c93eb0a0ca894b83
0b0a1cfc5563c4a3a21a97/n49MwinQOCGTqjk

0% Avira URL Cloud safe

Name IP Active Malicious Antivirus Detection Reputation

benchmark.1e100cdn.net 35.190.26.57 true false 0%, Virustotal, Browse unknown

x8ioeg.canksru.ru 104.26.7.106 true true 10%, Virustotal, Browse unknown

static.cloudflareinsights.com 104.16.57.101 true false 0%, Virustotal, Browse unknown

afe79c04fd8464db69f453355c110684-
6aa967fe209738b1.elb.us-east-
1.amazonaws.com

50.16.7.188 true false high

tr.www.cloudflare.com 104.16.123.96 true false high

ee15ba61-wschat-wschatalb-6fcf-2062696737.us-
east-1.elb.amazonaws.com

3.226.147.7 true false high

adservice.google.com 142.250.203.98 true false high

serverless-benchmarks-js.flame.compute-
pipe.com

104.18.17.182 true false 0%, Virustotal, Browse unknown

d37vlkgj6jn9t1.cloudfront.net 13.224.98.49 true false high

stats.g.doubleclick.net 108.177.96.157 true false high

dl7g9llrghqi1.cloudfront.net 18.165.183.123 true false high

privacyportal.onetrust.com 104.18.43.158 true false high

a2f905133e04e4d35ade9cd4751dd35b-
4fd69d4b6621dbbd.elb.us-east-
1.amazonaws.com

54.85.240.191 true false high

performance.radar.cloudflare.com 104.18.30.78 true false high

ipv4-check-perf.radar.cloudflare.com 104.18.31.78 true false high

serverless-benchmarks-js.compute-pipe.com 104.18.1.248 true false unknown

www.google.com 142.250.203.100 true false high

serverless-benchmarks-rust.compute-pipe.com 104.18.0.248 true false unknown

epsilon.6sense.com 3.73.219.16 true false high

ecp.map.fastly.net 151.101.1.51 true false unknown

dash.cloudflare.com 104.17.110.184 true false high

pagead46.l.doubleclick.net 172.217.168.2 true false high

a.nel.cloudflare.com 35.190.80.1 true false high

accounts.google.com 142.250.203.109 true false high

ad.doubleclick.net 142.250.203.102 true false high

invalid.rpki.cloudflare.com 103.21.244.8 true false high

prod.cedexis-ssl.map.fastly.net 151.101.0.65 true false unknown

www.googleoptimize.com 142.250.203.110 true false unknown

valid.rpki.cloudflare.com 104.16.0.16 true false high

www.cloudflare.com 104.16.123.96 true false high

reddit.map.fastly.net 151.101.1.140 true false unknown

challenges.cloudflare.com 104.18.6.185 true false high

clients.l.google.com 142.250.203.110 true false high

713-xsc-918.mktoresp.com 192.28.144.124 true false unknown

ib.anycast.adnxs.com 37.252.172.123 true false high

www.google.ch 172.217.168.67 true false high

alb.reddit.com unknown unknown false high

presence.api.drift.com unknown unknown false high

Domains and IPs

Contacted Domains

Copyright Joe Security LLC 2023 Page 9 of 52

https://www.virustotal.com/gui/url/878a4ed009392c887c27ac71ab235fd05ca16932e070a9db6d32d0efd418d066/detection/u-878a4ed009392c887c27ac71ab235fd05ca16932e070a9db6d32d0efd418d066-1675851921
https://www.virustotal.com/gui/url/210e9ae4cac224f3993e239e65745200f6d82114a9a236855f24067519f7779c/detection/u-210e9ae4cac224f3993e239e65745200f6d82114a9a236855f24067519f7779c-1679343562
https://www.virustotal.com/gui/url/617dafd3ba8b84b57a671ea74b9274f9e79a8e1f8ee937958093cf2378b84b96/detection/u-617dafd3ba8b84b57a671ea74b9274f9e79a8e1f8ee937958093cf2378b84b96-1678801436
https://www.virustotal.com/gui/url/aecbc29cda8f94622f217b5ce1296131e651c598232fc1f16d3787cbcb0b6828/detection/u-aecbc29cda8f94622f217b5ce1296131e651c598232fc1f16d3787cbcb0b6828-1678511988


metrics.api.drift.com unknown unknown false high

secure.adnxs.com unknown unknown false high

js.driftt.com unknown unknown false high

clients2.google.com unknown unknown false high

j.6sc.co unknown unknown false unknown

flow.api.drift.com unknown unknown false high

conversation.api.drift.com unknown unknown false high

c.6sc.co unknown unknown false unknown

px.ads.linkedin.com unknown unknown false high

munchkin.marketo.net unknown unknown false unknown

bootstrap.api.drift.com unknown unknown false high

ipv6.6sc.co unknown unknown false unknown

ipv6-check-perf.radar.cloudflare.com unknown unknown false high

exactly-huge-arachnid.edgecompute.app unknown unknown false unknown

performance-radar.is-cf.help.every1dns.net unknown unknown false unknown

adservice.google.co.uk unknown unknown false unknown

customer.api.drift.com unknown unknown false high

event.api.drift.com unknown unknown false high

b.6sc.co unknown unknown false unknown

5067909-9.chat.api.drift.com unknown unknown false high

uniquely-peaceful-hagfish.edgecompute.app unknown unknown false unknown

www.linkedin.com unknown unknown false high

targeting.api.drift.com unknown unknown false high

fastly.cedexis-test.com unknown unknown false high

Name IP Active Malicious Antivirus Detection Reputation

Name Malicious Antivirus Detection Reputation

https://js.driftt.com/core/chat?
d=1®ion=US&driftEnableLog=false&pageLoadStartTime=1679349207579

false high

https://js.driftt.com/core/assets/js/12.d33926cb.chunk.js false high

https://js.driftt.com/core?
d=1&embedId=diyh7bap5ddc&eId=diyh7bap5ddc®ion=US&forceShow=false&skipCampaigns=false
&sessionId=0c294ea3-0f0e-4f4b-98cf-
f77b49bd0021&sessionStarted=1679349208.303&campaignRefreshToken=9a951c13-c8a2-41df-
ac06-
8d268f22a89b&hideController=false&pageLoadStartTime=1679349208765&mode=CHAT&driftEnabl
eLog=false&secureIframe=false&u=https%3A%2F%2Fwww.cloudflare.com%2Fen-gb%2F

false high

https://challenges.cloudflare.com/cdn-cgi/challenge-
platform/h/g/img/7ab1324eccc69b21/1679349297228/ozRSoTtCAI-eitm

false high

https://presence.api.drift.com/ws/websocket?
session_token=SFMyNTY.g3QAAAACZAAEZGF0YXQAAAAFZAACaWRtAAAAFTUwNjc5MDktMTc
2NTc4ODE4OTUtNGQABm9yZ19pZG0AAAAHNTA2NzkwOWQACXNjb3BlX3NldG0AAAAEbGVhZ
GQAB3VzZXJfaWRtAAAACzE3NjU3ODgxODk1ZAAJdXNlcl90eXBlZAAEbGVhZGQABnNpZ25lZG4
GAPdFAwGHAQ.MJJY5AI4eIg6VjUnpJENl6FyrKgIUmE7t9DMTIxTTM4&remote_ip=3.226.111.211
&vsn=2.0.0

false high

https://js.driftt.com/core?
d=1&embedId=diyh7bap5ddc&eId=diyh7bap5ddc®ion=US&forceShow=false&skipCampaigns=false
&sessionId=8a291dcd-2ca7-448a-8848-
f45b72293b71&sessionStarted=1679349197.085&campaignRefreshToken=9a951c13-c8a2-41df-
ac06-
8d268f22a89b&hideController=false&pageLoadStartTime=1679349195323&mode=CHAT&driftEnabl
eLog=false&secureIframe=false&u=https%3A%2F%2Fwww.cloudflare.com%2Fen-
gb%2Fproducts%2Fturnstile%2F%3Futm_source%3Dturnstile%26utm_campaign%3Dwidget%23ma
in-content

false high

https://a.nel.cloudflare.com/report/v3?
s=GWvJ9pcs0Lx68LVSDvfRJbaNOwIaRLyxUMUjiEY5wVxEFqFErpt2wq4iMQKFmgmpFm5b8mBe
wEIoky%2B5Kni9qp5rvOK%2BpwrsS6l0jM4ZTMWE5lzDFmn4mafUaTTtZV79Mypv

false high

https://www.cloudflare.com/en-gb/products/turnstile/?
utm_source=turnstile&utm_campaign=widget#main-content

false high

https://x8ioeg.canksru.ru/favicon.ico true Avira URL Cloud: safe unknown

https://js.driftt.com/core?
d=1&embedId=diyh7bap5ddc&eId=diyh7bap5ddc®ion=US&forceShow=false&skipCampaigns=false
&sessionId=8a291dcd-2ca7-448a-8848-
f45b72293b71&sessionStarted=1679349197.085&campaignRefreshToken=9a951c13-c8a2-41df-
ac06-
8d268f22a89b&hideController=false&pageLoadStartTime=1679349199586&mode=CHAT&driftEnabl
eLog=false&secureIframe=false&u=https%3A%2F%2Fwww.cloudflare.com%2Fen-
gb%2Fproducts%2Fturnstile%2F%3Futm_source%3Dturnstile%26utm_campaign%3Dwidget%23ma
in-content

false high

Contacted URLs
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https://js.driftt.com/core/assets/js/3.f50b964b.chunk.js false high

https://challenges.cloudflare.com/cdn-cgi/challenge-
platform/h/g/turnstile/if/ov2/av0/y2crn/0x4AAAAAAAAjq6WYeRDKmebM/light/normal

false high

https://challenges.cloudflare.com/cdn-cgi/challenge-
platform/h/g/turnstile/if/ov2/av0/9e703/0x4AAAAAAAAjq6WYeRDKmebM/light/normal

false high

https://js.driftt.com/core/chat?
d=1®ion=US&driftEnableLog=false&pageLoadStartTime=1679349173222

false high

https://js.driftt.com/core/assets/js/4.d22a73b9.chunk.js false high

https://www.cloudflare.com/page-data/en-gb/what-is-cloudflare/page-data.json false high

https://5067909-9.chat.api.drift.com/ws/websocket?
session_token=SFMyNTY.g2gDdAAAAAVkAAJpZG0AAAAVNTA2NzkwOS0xNzY1Nzg4MTg5NS00
ZAAGb3JnX2lkbQAAAAc1MDY3OTA5ZAAJc2NvcGVfc2V0bQAAAARsZWFkZAAHdXNlcl9pZG0AA
AALMTc2NTc4ODE4OTVkAAl1c2VyX3R5cGVkAARsZWFkbgYA8kUDAYcBYgABUYA.SNztOGainS
O1MAjC8iY_-P0tCCuoY0IotTrHFsOO0e0&remote_ip=3.226.111.211&vsn=2.0.0

false high

https://www.cloudflare.com/page-data/en-gb/lp/turnstile/page-data.json false high

https://www.cloudflare.com/vendor/onetrust/scripttemplates/6.21.0/otBannerSdk.js false high

https://js.driftt.com/core/assets/js/26.2cac9cc9.chunk.js false high

https://static.cloudflareinsights.com/beacon.min.js/vaafb692b2aea4879b33c060e79fe946216663173
69993

false URL Reputation: safe unknown

https://www.cloudflare.com/cdn-cgi/zaraz/s.js?
z=JTdCJTIyZXhlY3V0ZWQlMjIlM0ElNUIlNUQlMkMlMjJ0JTIyJTNBJTIyQ2xvdWRmbGFyZSUyMC0l
MjBUaGUlMjBXZWIlMjBQZXJmb3JtYW5jZSUyMCUyNiUyMFNlY3VyaXR5JTIwQ29tcGFueSUyMC
U3QyUyMENsb3VkZmxhcmUlMjIlMkMlMjJ4JTIyJTNBMC4zMTQzNTYxMTg3NzY3NTgzJTJDJTIydy
UyMiUzQTEyODAlMkMlMjJoJTIyJTNBMTAyNCUyQyUyMmolMjIlM0E5MTMlMkMlMjJlJTIyJTNBMTI
4MCUyQyUyMmwlMjIlM0ElMjJodHRwcyUzQSUyRiUyRnd3dy5jbG91ZGZsYXJlLmNvbSUyRmVuL
WdiJTJGJTIyJTJDJTIyciUyMiUzQSUyMmh0dHBzJTNBJTJGJTJGd3d3LmNsb3VkZmxhcmUuY29tJ
TJGZW4tZ2IlMkYlMjIlMkMlMjJrJTIyJTNBMjQlMkMlMjJuJTIyJTNBJTIyVVRGLTglMjIlMkMlMjJvJTIyJ
TNBLTYwJTJDJTIycSUyMiUzQSU1QiU1RCU3RA==

false high

https://x8ioeg.canksru.ru/Mcbush@hinckleyallen.com true SlashNext: Credential Stealing type: Phishing & 
Social Engineering

unknown

https://js.driftt.com/core/assets/js/28.01a0fe87.chunk.js false high

https://www.cloudflare.com/static/8e6e17c1d426c4173db2d937aeeead9d/performance-cloud-
speed-blue.svg

false high

https://js.driftt.com/core/assets/js/main~493df0b3.02edd878.chunk.js false high

https://js.driftt.com/include/1679349300000/diyh7bap5ddc.js false high

https://challenges.cloudflare.com/cdn-cgi/challenge-
platform/h/g/turnstile/if/ov2/av0/1paha/0x4AAAAAAAAjq6WYeRDKmebM/light/normal

false high

https://www.cloudflare.com/cdn-cgi/rum? false high

https://www.google.ch/ads/ga-audiences?v=1&t=sr&slf_rd=1&_r=4&tid=G-
PHVG60J2FD&cid=1331768206.1679349215>m=45je33f0&aip=1&z=1819322542

false high

https://challenges.cloudflare.com/cdn-cgi/challenge-
platform/h/g/turnstile/if/ov2/av0/9e703/0x4AAAAAAAAjq6WYeRDKmebM/light/normal

false high

https://www.cloudflare.com/static/576796641c4fac80ee740be449732d6d/security-lock-
blue.svg

false high

https://www.cloudflare.com/rvs/?u=https%3A%2F%2Fwww.cloudflare.com%2Fen-gb%2F false high

https://js.driftt.com/core/assets/js/27.3951aad8.chunk.js false high

https://x8ioeg.canksru.ru/cdn-cgi/challenge-
platform/h/g/pat/7ab132028db19a0b/1679349285652/35c3edd27bc9880916c9034b64c93eb0a0ca894
b830b0a1cfc5563c4a3a21a97/n49MwinQOCGTqjk

true Avira URL Cloud: safe unknown

Name Malicious Antivirus Detection Reputation

Name Source Malicious Antivirus Detection Reputation

https://blog.cloudflare.com/de-de/regional-
services-comes-to-apac-de-de/

chromecache_481.1.dr false high

https://blog.cloudflare.com/http-ddos-managed-
rules/

chromecache_481.1.dr false high

https://www.cloudflare.com/analysts/forrester-
snapshot-performance-without-sacrificing-security/

chromecache_481.1.dr, chromecache_299.1.dr false high

https://blog.cloudflare.com/ko-kr/api-gateway-ko-
kr/

chromecache_481.1.dr false high

https://blog.cloudflare.com/network-based-
policies-in-cloudflare-gateway/

chromecache_481.1.dr false high

https://www.cloudflare.com/magic-firewall/ chromecache_481.1.dr false high

https://blog.cloudflare.com/introducing-network-
discovery

chromecache_481.1.dr false high

https://blog.cloudflare.com/zh-cn/email-link-
isolation-zh-cn/

chromecache_481.1.dr false high

URLs from Memory and Binaries
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https://www.cloudflare.com/products/cloudforceone/
chromecache_481.1.dr false high

https://www.cloudflare.com/load-balancing/ chromecache_481.1.dr false high

https://blog.cloudflare.com/waf-ml/ chromecache_481.1.dr false high

https://1.1.1.1/ chromecache_481.1.dr false URL Reputation: safe unknown

https://metrics.api.drift.com chromecache_478.1.dr, chromecache_267.1.dr, 
chromecache_461.1.dr, chromecache_452.1.dr, ch
romecache_281.1.dr, chromecache_400.1.dr, 
chromecache_341.1.dr, chromecache_271.1.dr, chro
mecache_273.1.dr, chromecache_487.1.dr, 
chromecache_336.1.dr, chromecache_470.1.dr

false high

https://dash.cloudflare.com/login?
account=analytics

chromecache_481.1.dr false high

https://developers.cloudflare.com/logs/reference/logpu
sh-api-configuration/filters/

chromecache_481.1.dr false high

https://blog.cloudflare.com/network-performance-
update-cio-edition/

chromecache_481.1.dr false high

https://blog.cloudflare.com/announcing-amp-real-
url/

chromecache_481.1.dr false high

https://www.cloudflare.com/magic-transit/ chromecache_481.1.dr false high

https://blog.cloudflare.com/403-logs-cloudflare-
access/

chromecache_481.1.dr false high

https://blog.cloudflare.com/ssh-command-
logging/

chromecache_481.1.dr false high

https://blog.cloudflare.com/data-protection-
browser/

chromecache_481.1.dr false high

https://www.cloudflare.com/products/zero-
trust/email-security/

chromecache_481.1.dr false high

https://blog.cloudflare.com/ko-kr/casb-dlp-ko-kr/ chromecache_481.1.dr false high

https://dash.cloudflare.com/login chromecache_481.1.dr false high

https://blog.cloudflare.com/protect-all-network-
traffic/

chromecache_481.1.dr false high

https://blog.cloudflare.com/magic-transit-
network-functions/

chromecache_481.1.dr false high

https://www.cloudflare.com/lp/waf-ml/ chromecache_481.1.dr false high

https://js.driftt.com/include/ chromecache_354.1.dr false high

https://www.cloudflare.com/lp/ema-sase-report/ chromecache_481.1.dr, chromecache_299.1.dr false high

https://developers.cloudflare.com/ddos-
protection/managed-rulesets/network/configure-
dashboard

chromecache_481.1.dr false high

https://blog.cloudflare.com/unmetered-
ratelimiting/

chromecache_481.1.dr false high

https://blog.cloudflare.com/zh-cn/api-gateway-zh-
cn/

chromecache_481.1.dr false high

https://developers.marketo.com/MunchkinLicense.pdf
chromecache_290.1.dr, chromecache_283.1.dr false high

https://www.cloudflare.com/ssl/ chromecache_481.1.dr false high

https://workers.cloudflare.com/ chromecache_481.1.dr false high

https://customer.api.drift.com chromecache_478.1.dr, chromecache_267.1.dr, 
chromecache_461.1.dr, chromecache_452.1.dr, ch
romecache_281.1.dr, chromecache_400.1.dr, 
chromecache_341.1.dr, chromecache_271.1.dr, chro
mecache_273.1.dr, chromecache_487.1.dr, 
chromecache_336.1.dr, chromecache_470.1.dr

false high

https://developers.cloudflare.com/magic-
firewall/how-to/collect-pcaps

chromecache_481.1.dr false high

https://www.cloudflare.com/lp/kuppingercole-
ztna-report/

chromecache_481.1.dr, chromecache_299.1.dr false high

https://blog.cloudflare.com/de-de/area1-eli-ga-
de-de/

chromecache_481.1.dr false high

https://blog.cloudflare.com/fr-fr/bridge-to-zero-
trust-fr-fr/

chromecache_481.1.dr false high

https://blog.cloudflare.com/pages-function-goes-
ga/

chromecache_481.1.dr false high

https://blog.cloudflare.com/zero-trust-private-
networking-rules/

chromecache_481.1.dr false high

https://www.cloudflare.com/oahu/?
cf_target_id=99009164B5BF2CC2388EAE0780B08C0
C

chromecache_481.1.dr false high

Name Source Malicious Antivirus Detection Reputation
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https://blog.cloudflare.com/zh-cn/introducing-
network-discovery-zh-cn/

chromecache_481.1.dr false high

https://developers.cloudflare.com/workers/platform/log
push/

chromecache_481.1.dr false high

https://blog.cloudflare.com/de-de/magic-wan-
connector-de-de/

chromecache_481.1.dr false high

https://blog.cloudflare.com/clientless-web-
isolation-general-availability/

chromecache_481.1.dr false high

https://cloudflare.com/lp/idc-worldwide-cdn-
marketscape

chromecache_481.1.dr, chromecache_299.1.dr false high

https://developers.cloudflare.com/byoip/ chromecache_481.1.dr false high

https://developers.cloudflare.com/magic-
firewall/how-to/collect-pcaps/

chromecache_481.1.dr false high

https://blog.cloudflare.com/fr-fr/introducing-
cloudforce-one-threat-operations-and-threat-research-f

chromecache_481.1.dr false high

https://developers.cloudflare.com/waf/analytics/ chromecache_481.1.dr false high

https://blog.cloudflare.com/browser-vnc-with-
zero-trust-rules/

chromecache_481.1.dr false high

https://developers.cloudflare.com/load-balancing/ chromecache_481.1.dr false high

https://support.cloudflare.com/hc/en-
us/articles/360033929991

chromecache_481.1.dr false high

https://www.cloudflare.com/es-
es/lp/emailsecurity/

chromecache_481.1.dr false high

https://blog.cloudflare.com/de-de/bridge-to-zero-
trust-de-de/

chromecache_481.1.dr false high

https://blog.cloudflare.com/workers-ai chromecache_481.1.dr false high

https://www.cloudflare.com/zero-
trust/lp/clientless-web-isolation-beta/

chromecache_481.1.dr false high

https://blog.cloudflare.com/ko-kr/why-cios-select-
cloudflare-one-ko-kr/

chromecache_481.1.dr false high

https://blog.cloudflare.com/one-click-zerotrust-
isolation/

chromecache_481.1.dr false high

https://conversation.api.drift.com chromecache_478.1.dr, chromecache_267.1.dr, 
chromecache_461.1.dr, chromecache_452.1.dr, ch
romecache_281.1.dr, chromecache_400.1.dr, 
chromecache_341.1.dr, chromecache_271.1.dr, chro
mecache_273.1.dr, chromecache_487.1.dr, 
chromecache_336.1.dr, chromecache_470.1.dr

false high

https://cdn.cookielaw.org/vendorlist/googleData.json
chromecache_378.1.dr false high

https://blog.cloudflare.com/introducing-browser-
insights/

chromecache_481.1.dr false high

https://www.cloudflare.com/lp/application-
isolation-beta/

chromecache_481.1.dr false high

Name Source Malicious Antivirus Detection Reputation

World Map of Contacted IPs
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No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

192.28.144.124 713-xsc-
918.mktoresp.com

United States 15224 OMNITUREUS false

104.18.0.248 serverless-benchmarks-
rust.compute-pipe.com

United States 13335 CLOUDFLARENETUS false

151.101.1.51 ecp.map.fastly.net United States 54113 FASTLYUS false

54.147.21.139 unknown United States 14618 AMAZON-AESUS false

3.89.95.81 unknown United States 14618 AMAZON-AESUS false

104.18.6.185 challenges.cloudflare.com United States 13335 CLOUDFLARENETUS false

104.18.30.78 performance.radar.cloudfl
are.com

United States 13335 CLOUDFLARENETUS false

35.190.80.1 a.nel.cloudflare.com United States 15169 GOOGLEUS false

142.250.203.98 adservice.google.com United States 15169 GOOGLEUS false

104.18.1.248 serverless-benchmarks-
js.compute-pipe.com

United States 13335 CLOUDFLARENETUS false

104.18.7.185 unknown United States 13335 CLOUDFLARENETUS false

172.67.75.82 unknown United States 13335 CLOUDFLARENETUS false

172.217.168.2 pagead46.l.doubleclick.ne
t

United States 15169 GOOGLEUS false

35.174.210.7 unknown United States 14618 AMAZON-AESUS false

104.17.110.184 dash.cloudflare.com United States 13335 CLOUDFLARENETUS false

239.255.255.250 unknown Reserved unknown unknown false

35.190.26.57 benchmark.1e100cdn.net United States 15169 GOOGLEUS false

104.18.31.78 ipv4-check-
perf.radar.cloudflare.com

United States 13335 CLOUDFLARENETUS false

3.226.147.7 ee15ba61-wschat-
wschatalb-6fcf-
2062696737.us-east-
1.elb.amazonaws.com

United States 14618 AMAZON-AESUS false

18.165.183.59 unknown United States 3 MIT-GATEWAYSUS false

142.250.203.110 www.googleoptimize.com United States 15169 GOOGLEUS false

151.101.0.65 prod.cedexis-
ssl.map.fastly.net

United States 54113 FASTLYUS false

37.252.172.123 ib.anycast.adnxs.com European Union 29990 ASN-APPNEXUS false

172.217.168.67 www.google.ch United States 15169 GOOGLEUS false

104.16.57.101 static.cloudflareinsights.c
om

United States 13335 CLOUDFLARENETUS false

Public IPs
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18.165.183.123 dl7g9llrghqi1.cloudfront.ne
t

United States 3 MIT-GATEWAYSUS false

108.177.96.157 stats.g.doubleclick.net United States 15169 GOOGLEUS false

142.250.203.109 accounts.google.com United States 15169 GOOGLEUS false

104.26.6.106 unknown United States 13335 CLOUDFLARENETUS false

3.73.219.16 epsilon.6sense.com United States 16509 AMAZON-02US false

142.250.203.102 ad.doubleclick.net United States 15169 GOOGLEUS false

142.250.203.100 www.google.com United States 15169 GOOGLEUS false

34.193.113.164 unknown United States 14618 AMAZON-AESUS false

54.85.240.191 a2f905133e04e4d35ade9c
d4751dd35b-
4fd69d4b6621dbbd.elb.us
-east-1.amazonaws.com

United States 14618 AMAZON-AESUS false

104.18.17.182 serverless-benchmarks-
js.flame.compute-
pipe.com

United States 13335 CLOUDFLARENETUS false

151.101.1.140 reddit.map.fastly.net United States 54113 FASTLYUS false

104.16.0.16 valid.rpki.cloudflare.com United States 13335 CLOUDFLARENETUS false

104.18.43.158 privacyportal.onetrust.co
m

United States 13335 CLOUDFLARENETUS false

103.21.244.8 invalid.rpki.cloudflare.com United States 13335 CLOUDFLARENETUS false

13.224.98.49 d37vlkgj6jn9t1.cloudfront.
net

United States 16509 AMAZON-02US false

18.233.144.104 unknown United States 14618 AMAZON-AESUS false

3.94.218.138 unknown United States 14618 AMAZON-AESUS false

104.16.123.96 tr.www.cloudflare.com United States 13335 CLOUDFLARENETUS false

IP Domain Country Flag ASN ASN Name Malicious

IP

192.168.2.1

127.0.0.1

Joe Sandbox Version: 37.0.0 Beryl

Analysis ID: 830991

Start date and time: 2023-03-20 22:51:36 +01:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 7m 23s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: default.jbs

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 104, IE 11, Adobe Reader DC 19, Java 8 Update 211

Number of analysed new started processes 
analysed:

8

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Sample file name: Agreements Pages YHGBWHS98322324.html

Detection: MAL

Classification: mal76.phis.evad.winHTML@38/223@80/45

EGA Information: Failed

HDC Information: Failed

Private

General Information
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HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Found application associated with file extension: .html
Browse: https://www.cloudflare.com/en-gb/products/turnstile/?utm_source=turnstile&amp;utm_campaign=widget
Browse: https://www.cloudflare.com/en-gb/products/turnstile/?utm_source=turnstile&amp;utm_campaign=widget#main-content
Browse: https://www.cloudflare.com/
Browse: https://dash.cloudflare.com/sign-up?lang=en-US

Exclude process from analysis (whitelisted): MpCmdRun.exe, audiodg.exe, WMIADAP.exe, conhost.exe, backgroundTaskHost.exe
Created / dropped Files have been reduced to 100
Excluded IPs from analysis (wh itelisted): 142.250.203.99, 34.104.35.123, 142.250.203.104, 23.220.25.199, 80.67.82.16, 80.67.82.59, 204.79.197.200, 13.107.21.200, 13.107.42.14
Excluded domains from analysis (whitelisted): www-linkedin-com.l-0005.l-msedge.net, dual-a-0001.a-msedge.net, b2.6sc.co.edgekey.net, clientservices.googleapis.com, j2.6sc.co.edgeke
y.net, e10776.b.akamaiedge.net, ipv6-2.6sc.co.edgekey.net, wildcard.marketo.net.edgekey.net, l-0005.l-msedge.net, bat-bing-com.a-0001.a-msedge.net, edgedl.me.gvt1.com,
www.googletagmanager.com, update.googleapis.com, bat.bing.com, e212585.b.akamaiedge.net, e212585.dscb.akamaiedge.net, c2.6sc.co.edgekey.net
Not all processes where analyzed, report is missing behavior  information
Report size exceeded maximum capacity and may have missing n etwork information.
Report size getting too big, t oo many NtWriteVirtualMemory calls found.

⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines (1553), with no line terminators

Category: downloaded

Size (bytes): 1553

Entropy (8bit): 5.167036127977752

Encrypted: false

SSDEEP: 24:0E01AZ14iwMsom6Z9zZv9QxltzZ/sFf/sixQ75jmltzn1Tl121I:0EG+1p9zZvKxquwQ7RmX

Warnings

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

Chrome Cache Entry: 267
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MD5: 7FB2819F27029D9C4B4B04389BFB4F8B

SHA1: DA1CFFDE79EBF75E39E81CC78B74317ECE33741E

SHA-256: E1D81456841EC84C2668FA0AE89BB5F0A3BC6B2258C57C175B358C2C5B1ED46F

SHA-512: 6F81FE7DF72B3B388213F3327B8019CEBA9FDE8238FB8EAE0CE200DC62E88F2E34FD823BF1927C4EE9F2C9CE0EE4C2CD7E0C0BF06F97258FCF3B558C68D14
BAA

Malicious: false

Reputation: low

URL: https://js.driftt.com/core/chat?d=1®ion=US&driftEnableLog=false&pageLoadStartTime=1679349167618

Preview: <!doctype html><html lang="en"><head><meta charset="utf-8"><meta name="viewport" content="width=device-width,initial-scale=1,shrink-to-fit=no"><meta n
ame="theme-color" content="#000000"><link rel="manifest" href="/core/manifest.json"><link rel="dns-prefetch" href="https://js.driftt.com" crossorigin><link rel="dns-prefe
tch" href="https://customer.api.drift.com" crossorigin><link rel="dns-prefetch" href="https://conversation.api.drift.com" crossorigin><link rel="dns-prefetch" href="https
://targeting.api.drift.com" crossorigin><link rel="dns-prefetch" href="https://metrics.api.drift.com" crossorigin><title>Drift Widget</title><script type="text/javascript
">__ENV__="PRODUCTION",__BUILD_ID__="20230317173522-c27abc9",__REGION__=window.location.search.match("[\\?&]region=([^&#]*)")?window.locatio
n.search.match("[\\?&]region=([^&#]*)")[1]:"US"</script><link rel="preload" href="/core/assets/js/runtime~main.61e3830e.js" as="script" crossorigin="anonymous"><link 
rel="preload" href="/core/assets/j

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (6190), with no line terminators

Category: downloaded

Size (bytes): 6190

Entropy (8bit): 5.500015767498455

Encrypted: false

SSDEEP: 96:NXInPtxfXAQ+QagfBUoh2dflSxdRFNqrEspOdJkmFA4k:aPnIy9h21lSmESaJkmWz

MD5: B55FBBCA0F0AC20A41D9ABA8533ED1C5

SHA1: 3E317D4905C20267F3DD2CB894DB16A2145F195E

SHA-256: EFDB5BCC25EFA09532FBBF93E67A4BD0F74016AD3CFE118A2FBC94296ADF875B

SHA-512: E07114ACBC41FC25DFFECDC93C2629808B8FB7CD31C898D75BE23B04F6DA633064AAA4DE0CB9D340B990E8127EE37C4BBB2C1504ED180B482E0E1819146590
6F

Malicious: false

Reputation: moderate, very likely benign file

URL: https://dash.cloudflare.com/cdn-cgi/styles/challenges.css

Preview: *{box-sizing:border-box;margin:0;padding:0}html{line-height:1.15;-webkit-text-size-adjust:100%;color:#313131}html,button{font-family:system-ui,-apple-system,Bli
nkMacSystemFont,Segoe UI,Roboto,Helvetica Neue,Arial,Noto Sans,sans-serif,Apple Color Emoji,Segoe UI Emoji,Segoe UI Symbol,Noto Color Emoji}body{display:flex;fl
ex-direction:column;min-height:100vh}a{transition:color .15s ease;background-color:transparent;text-decoration:none;color:#0051c3}a:hover{text-decoration:underl
ine;color:#ee730a}.hidden{display:none}.main-content{margin:8rem auto;width:100%;max-width:60rem}.heading-favicon{margin-right:.5rem;width:2rem;height
:2rem}@media (max-width: 720px){.main-content{margin-top:4rem}.heading-favicon{width:1.5rem;height:1.5rem}}.main-content,.footer{padding-right:1.5rem;padding-le
ft:1.5rem}.main-wrapper{display:flex;flex:1;flex-direction:column;align-items:center}.font-red{color:#b20f03}.spacer{margin:2rem 0}.h1{line-height:3.75rem;font-size:2.5re
m;font-weight:500}.h2{line-height:2.25re

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text, with very long lines (65532), with no line terminators

Category: downloaded

Size (bytes): 193877

Entropy (8bit): 5.139865906010606

Encrypted: false

SSDEEP: 1536:VQiIPyYXsy6LPxGzSyYXsy6LPxGQxPS9cy5tzAyygRFd:VQ/yKsy6LIuyKsy6LIQZS95PAyXFd

MD5: 789B9930D70468316398261300B1DCAB

SHA1: 63CEC51837BF2CF43839209F7C7CCD90F0EF0C91

SHA-256: 95C1E70C5D194B20DA7192CE668E409918E318EB889794806B6FE76FDF4D89F6

SHA-512: DCE030E12745F849E2C1F35B7886E6ADCA8D6CC3AF21BF4054E24F395584EE58B689B3A911B5F399C7787329BECE7AB99B6233C89B8B9518ED2522AB47E6F66
2

Malicious: false

Reputation: low

URL: https://www.cloudflare.com/page-data/en-gb/products/turnstile/page-data.json

Preview: {"componentChunkName":"component---src-components-page-page-template-tsx","path":"/en-gb/products/turnstile/","result":{"data":{"page":{"pageName":"Cloudflare T
urnstile","localeList":{"enUS":"English for Locale","zhCN":"Translated for Locale","zhTW":"Translated for Locale","frFR":"Translated for Locale","deDE":"Translated for Lo
cale","itIT":"Translated for Locale","jaJP":"Translated for Locale","koKR":"Translated for Locale","ptBR":"Translated for Locale","esES":"Translated for Locale","enAU":"E
nglish for Locale","enCA":"English for Locale","enIN":"English for Locale","enGB":"English for Locale","nlNL":"No Page for Locale","idID":"No Page for Locale","thTH":"No 
Page for Locale","ruRU":"No Page for Locale","svSE":"No Page for Locale","viVN":"No Page for Locale","trTR":"No Page for Locale","zhHansCN":"Translated for Loca
le","plPL":"No Page for Locale","elGR":"No Page for Locale","nbNO":"No Page for Locale"},"relativePath":"products/turnstile","topNavOptions":"default","topNavBu
ttonText":

Chrome Cache Entry: 268

Chrome Cache Entry: 269

Chrome Cache Entry: 270
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (8798), with no line terminators

Category: downloaded

Size (bytes): 8798

Entropy (8bit): 5.089726318453755

Encrypted: false

SSDEEP: 192:lYRFIAAwwGRfQBMRV04Ip7LZzr9ZVkiiQK:mRFIZwwGRfPRitp7Fzr9ZVkrj

MD5: C5EFCDC9E465604F32CF24AF10FD6C13

SHA1: 20FB642D2BFA7B5593CCF14AA11FFF2CCC3E8DF8

SHA-256: 862BAE5C822D87DB86D0B893F474177CA1D9A51309354F12CC0AB85CD9BD9CF7

SHA-512: 5D09DAC4F395C8682D3DEC65573CFF441BBF0C22CFC5ABF524DCC54693D0AFDFFDCF00B13010F6995DA81EC4AEC59FE315B5E131523EC2833B86C1A1704D75
89

Malicious: false

Reputation: moderate, very likely benign file

URL: https://js.driftt.com/core/assets/js/0.0b2ebd4a.chunk.js

Preview: (window.webpackJsonp=window.webpackJsonp||[]).push([[0],{LaGA:function(e,t,n){"use strict";(function(e){var n=function(){if("undefined"!==typeof Map)return Map;
function getIndex(e,t){var n=-1;return e.some(function(e,r){return e[0]===t&&(n=r,!0)}),n}return function(){function class_1(){this.__entries__=[]}return Object.definePro
perty(class_1.prototype,"size",{get:function get(){return this.__entries__.length},enumerable:!0,configurable:!0}),class_1.prototype.get=function(e){var t=getIndex(this._
_entries__,e),n=this.__entries__[t];return n&&n[1]},class_1.prototype.set=function(e,t){var n=getIndex(this.__entries__,e);~n?this.__entries__[n][1]=t:this.__entries__.pu
sh([e,t])},class_1.prototype.delete=function(e){var t=this.__entries__,n=getIndex(t,e);~n&&t.splice(n,1)},class_1.prototype.has=function(e){return!!~getIndex(this.__entri
es__,e)},class_1.prototype.clear=function(){this.__entries__.splice(0)},class_1.prototype.forEach=function(e,t){void 0===t&&(t=null);for(var n=0,r=this.__entrie

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines (1553), with no line terminators

Category: downloaded

Size (bytes): 1553

Entropy (8bit): 5.167036127977752

Encrypted: false

SSDEEP: 24:0E01AZ14iwMsom6Z9zZv9QxltzZ/sFf/sixQ75jmltzn1Tl121I:0EG+1p9zZvKxquwQ7RmX

MD5: 7FB2819F27029D9C4B4B04389BFB4F8B

SHA1: DA1CFFDE79EBF75E39E81CC78B74317ECE33741E

SHA-256: E1D81456841EC84C2668FA0AE89BB5F0A3BC6B2258C57C175B358C2C5B1ED46F

SHA-512: 6F81FE7DF72B3B388213F3327B8019CEBA9FDE8238FB8EAE0CE200DC62E88F2E34FD823BF1927C4EE9F2C9CE0EE4C2CD7E0C0BF06F97258FCF3B558C68D14
BAA

Malicious: false

URL: https://js.driftt.com/core?d=1&embedId=diyh7bap5ddc&eId=diyh7bap5ddc®ion=US&forceShow=false&skipCampaigns=false&sessionId=0c294ea3-0f0e-4f4b-98cf-
f77b49bd0021&sessionStarted=1679349208.303&campaignRefreshToken=9a951c13-c8a2-41df-ac06-
8d268f22a89b&hideController=false&pageLoadStartTime=1679349208765&mode=CHAT&driftEnableLog=false&secureIframe=false&u=https%3A%2F%2Fwww.cloudflar
e.com%2Fen-gb%2F

Preview: <!doctype html><html lang="en"><head><meta charset="utf-8"><meta name="viewport" content="width=device-width,initial-scale=1,shrink-to-fit=no"><meta n
ame="theme-color" content="#000000"><link rel="manifest" href="/core/manifest.json"><link rel="dns-prefetch" href="https://js.driftt.com" crossorigin><link rel="dns-prefe
tch" href="https://customer.api.drift.com" crossorigin><link rel="dns-prefetch" href="https://conversation.api.drift.com" crossorigin><link rel="dns-prefetch" href="https
://targeting.api.drift.com" crossorigin><link rel="dns-prefetch" href="https://metrics.api.drift.com" crossorigin><title>Drift Widget</title><script type="text/javascript
">__ENV__="PRODUCTION",__BUILD_ID__="20230317173522-c27abc9",__REGION__=window.location.search.match("[\\?&]region=([^&#]*)")?window.locatio
n.search.match("[\\?&]region=([^&#]*)")[1]:"US"</script><link rel="preload" href="/core/assets/js/runtime~main.61e3830e.js" as="script" crossorigin="anonymous"><link 
rel="preload" href="/core/assets/j

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.2226627197680635

Encrypted: false

SSDEEP: 3:CUzRtwv+L1pse:1/se

MD5: F837AA60B6FE83458F790DB60D529FC9

SHA1: 14AF87CCEC7F81BB28D53C84DA2FD5A9D5925CDA

SHA-256: DCECAB1355B5C2B9ECEF281322BF265AC5840B4688748586E9632B473A5FE56B

SHA-512: A85E09C3B5DBB560F4E03BA880047DBC8B4999A64C1F54FBFBCA17EE0BCBED3BC6708D699190B56668E464A59358D6B534C3963A1329BA01DB21075EF5BEDA
CE

Malicious: false

Chrome Cache Entry: 271

Chrome Cache Entry: 272
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URL: https://b.6sc.co/v1/beacon/img.gif?token=fa4e6eea25694c3cbbb498b22fabe55b&svisitor=null&visitor=50619d32-de7f-4ad0-8997-
519671835ea0&session=54e66e53-b9c0-4662-8ce2-
0e355cfd5e06&event=passive_time_track&q=%7B%22currentTime%22%3A%22Mon%2C%2020%20Mar%202023%2021%3A55%3A12%20GMT%22%2C%22lastTrack
Time%22%3A%22Mon%2C%2020%20Mar%202023%2021%3A55%3A02%20GMT%22%2C%22timeSpent%22%3A%2210000%22%2C%22totalTimeSpent%22%3A%2
298516%22%7D&isIframe=false&m=%7B%22description%22%3A%22Here%20at%20Cloudflare%2C%20we%20make%20the%20Internet%20work%20the%20way%20i
t%20should.%20Offering%20CDN%2C%20DNS%2C%20DDoS%20protection%20and%20security%2C%20find%20out%20how%20we%20can%20help%20your%20site.
%22%2C%22keywords%22%3A%22%22%2C%22title%22%3A%22Cloudflare%20-
%20The%20Web%20Performance%20%26amp%3B%20Security%20Company%20%7C%20Cloudflare%22%7D&cb=&r=https%3A%2F%2Fwww.cloudflare.com%2Fen-
gb%2F&thirdParty=%7B%7D&v2=1&pageURL=https%3A%2F%2Fwww.cloudflare.com%2Fen-gb%2F&pageViewId=18c8697e-6011-4cd3-8a06-3ce89b8feaab&an_uid=0

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines (1553), with no line terminators

Category: downloaded

Size (bytes): 1553

Entropy (8bit): 5.167036127977752

Encrypted: false

SSDEEP: 24:0E01AZ14iwMsom6Z9zZv9QxltzZ/sFf/sixQ75jmltzn1Tl121I:0EG+1p9zZvKxquwQ7RmX

MD5: 7FB2819F27029D9C4B4B04389BFB4F8B

SHA1: DA1CFFDE79EBF75E39E81CC78B74317ECE33741E

SHA-256: E1D81456841EC84C2668FA0AE89BB5F0A3BC6B2258C57C175B358C2C5B1ED46F

SHA-512: 6F81FE7DF72B3B388213F3327B8019CEBA9FDE8238FB8EAE0CE200DC62E88F2E34FD823BF1927C4EE9F2C9CE0EE4C2CD7E0C0BF06F97258FCF3B558C68D14
BAA

Malicious: false

URL: https://js.driftt.com/core?d=1&embedId=diyh7bap5ddc&eId=diyh7bap5ddc®ion=US&forceShow=false&skipCampaigns=false&sessionId=8a291dcd-2ca7-448a-
8848-f45b72293b71&sessionStarted=1679349197.085&campaignRefreshToken=9a951c13-c8a2-41df-ac06-
8d268f22a89b&hideController=false&pageLoadStartTime=1679349199586&mode=CHAT&driftEnableLog=false&secureIframe=false&u=https%3A%2F%2Fwww.cloudflar
e.com%2Fen-gb%2Fproducts%2Fturnstile%2F%3Futm_source%3Dturnstile%26utm_campaign%3Dwidget%23main-content

Preview: <!doctype html><html lang="en"><head><meta charset="utf-8"><meta name="viewport" content="width=device-width,initial-scale=1,shrink-to-fit=no"><meta n
ame="theme-color" content="#000000"><link rel="manifest" href="/core/manifest.json"><link rel="dns-prefetch" href="https://js.driftt.com" crossorigin><link rel="dns-prefe
tch" href="https://customer.api.drift.com" crossorigin><link rel="dns-prefetch" href="https://conversation.api.drift.com" crossorigin><link rel="dns-prefetch" href="https
://targeting.api.drift.com" crossorigin><link rel="dns-prefetch" href="https://metrics.api.drift.com" crossorigin><title>Drift Widget</title><script type="text/javascript
">__ENV__="PRODUCTION",__BUILD_ID__="20230317173522-c27abc9",__REGION__=window.location.search.match("[\\?&]region=([^&#]*)")?window.locatio
n.search.match("[\\?&]region=([^&#]*)")[1]:"US"</script><link rel="preload" href="/core/assets/js/runtime~main.61e3830e.js" as="script" crossorigin="anonymous"><link 
rel="preload" href="/core/assets/j

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (17003), with no line terminators

Category: downloaded

Size (bytes): 17003

Entropy (8bit): 5.252540905926642

Encrypted: false

SSDEEP: 384:4xFVDGRHhfiYI8Z3xtsH7aK4N9eke+Kt/y6CtVeAkS486a:4AfM94N9ekjKt/y6WeC

MD5: 6CF24F8EA74F43662C776CE6AF09D469

SHA1: 3AF42E17AAB8EBDCEEC05F049C032340BA48F796

SHA-256: CDEB836F7F77CD2174FA0BB4AA3825963AA64FAF657A24F988B82F1C4D28CE69

SHA-512: 310250050C79ED137AB07E35DA1D14E22EA9F422124DC4CD0B76DB44B1A4F62A96294430A392BCA4F62CA1CE16715873595B3B202C0FDAF39D0E82CDF40FBB5
E

Malicious: false

URL: https://js.driftt.com/core/assets/js/22.4cb40074.chunk.js

Preview: (window.webpackJsonp=window.webpackJsonp||[]).push([[22],{"2SVd":function(e,t,r){"use strict";e.exports=function isAbsoluteURL(e){return/^([a-z][a-z\d\+\-\.]*:)?\/\//i.te
st(e)}},"5oMp":function(e,t,r){"use strict";e.exports=function combineURLs(e,t){return t?e.replace(/\/+$/,"")+"/"+t.replace(/^\/+/,""):e}},"9rSQ":function(e,t,r){"use strict";var n
=r("xTJ+");function InterceptorManager(){this.handlers=[]}InterceptorManager.prototype.use=function use(e,t){return this.handlers.push({fulfilled:e,rejected:t}),this.hand
lers.length-1},InterceptorManager.prototype.eject=function eject(e){this.handlers[e]&&(this.handlers[e]=null)},InterceptorManager.prototype.forEach=function forEach(e){n.
forEach(this.handlers,function forEachHandler(t){null!==t&&e(t)})},e.exports=InterceptorManager},CgaS:function(e,t,r){"use strict";var n=r("JEQr"),o=r("xTJ+"),a=r("9rSQ")
,s=r("UnBK");function Axios(e){this.defaults=e,this.interceptors={request:new a,response:new a}}Axios.prototype.request=function request(e){

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (65536), with no line terminators

Category: downloaded

Size (bytes): 93340

Entropy (8bit): 5.280363993264464

Encrypted: false

Chrome Cache Entry: 273

Chrome Cache Entry: 274

Chrome Cache Entry: 275
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SSDEEP: 768:a33MqxWxbB5bfJm/VPh6UEbis7NDMdlVDHhmRV7w6zOjct00+TzxOLjjaK9dGOb1:anrUV5bO6l7NgdXDBy7wi4EiW2X45f

MD5: 599B6EBD7B7D1171B06F55E7B0090F39

SHA1: 86D6A7210223A0ABC02ED426AB34D31C996DF0B3

SHA-256: 70DD137B770A527122BC9B5D732DB5529F2AD5DF1AA5AC88FFBC8F5D8AADD49D

SHA-512: 50ECCCD61F4D0015CF4C1562FA1C91C6B4E127CF66EEECB96976F29C1502BCE195329CFB8724626420CDBD1E3D2E8DC4BE9527AD591CE6FDE27C3605D3BDC
5DD

Malicious: false

URL: https://js.driftt.com/core/assets/js/23.34c84955.chunk.js

Preview: (window.webpackJsonp=window.webpackJsonp||[]).push([[23],{"/l56":function(e,t,n){"use strict";var a=n("mj2O"),r=n.n(a),c=n("7SM1"),o=n("xKh3"),i=n("QtlZ"),s=n("
K7i0"),u=n("1tbh"),l=n("qwiD"),d=n("NFvl"),b="emailCapture",p=n("goRb"),f={topic:"data:sentMessage",event:function event(e){i.a.dispatch(Object(s.k)(e))}},v={topic:"typin
g:started",event:function event(e){window.fallbackTimeout&&window.clearTimeout(window.fallbackTimeout),i.a.dispatch(Object(s.t)({conversationId:e.conversationId
,userId:e.userId,isTyping:!0})),window.fallbackTimeout=window.setTimeout(function(){i.a.dispatch(Object(s.t)({conversationId:e.conversationId,userId:e.userId,isTyping:!1}
))},5e3)}},g={topic:"typing:finished",event:function event(e){i.a.dispatch(Object(s.t)({conversationId:e.conversationId,isTyping:!1}))}},h=function sendRoundTripEventForL
ocalMessages(e){!!Object(d.a)(["body","data","attributes","widgetGuid"],e)&&e.body.data&&Object(u.a)({message:e.body.data,timedOut:!1})},O=function(){var e=Obje
ct(c.a)(r.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 512 x 109

Category: downloaded

Size (bytes): 253221

Entropy (8bit): 7.826555444072508

Encrypted: false

SSDEEP: 6144:mc/2sEWMb/sEdWh4VEkpbwnHDEmbeFZeqI48f6:QVEUFVEKwjRqeqIs

MD5: 778263F53A53630A857A9290654BDB6F

SHA1: D69DA9BD6AB977C1AF838409EB1C49F2B23F55CE

SHA-256: CD5BC7EBF261590BB58D125A2F0CF6314A91DA047FC77EA898AB227DFA52454E

SHA-512: 7202E43DEE79038D7799BEBAC8074473FB8EFDA52B5AA28B252C7C92BAF937102A3C489FD6111361A285A694DEE5D7ECDD4CDA992F6C47A6ED25B080200F11
73

Malicious: false

URL: https://www.cloudflare.com/static/778263f53a53630a857a9290654bdb6f/turnstile_gif.gif

Preview: GIF89a..m.......;;;+++............dddKKKkkj......###.........|.....t....DDD.Z|||......('(....w*..Y.~.............l.ssssZ[Z.....*................5............343..&...b...........................~......|H............>....
z.u.0.X.......d....I.V...I.uE...........CcE..,.u*.F....D........'.a.....^..xR....u......(STS...7m.o.u".......3......y1...n...G.......`.xj.....[.j.q.).B...z6....4...T.....>..<...s!..p.....y....%....m.........(..
...7nzp.p........7...t<.j/.M.z7..v.}.e.....O.a n=_c_.v.......M.lb.}1.N=.d.y......|_@.T.......Z.t...r....k.........E..........s.................{C.......;._)}>....o...|O.Y....<.K..6..j.....:.n+......z..x)..Ci.s.
..u;.vK.r....................._...........v.........&&&"""bbb...JJJ......!..NETSCAPE2.0.....!.......,......m......z......)...........&..-..1..2.....3.....K..9..8.....=..T".L$$$$.D&)'&.G(k2)))-.-3333.F
5.S6|G7.V8789.L9._:.V;<;<.N>@?A.NA.SDDDEnFH{WH.XKKKL.M.sP.RjTTTTY.W\\\^.z`.dbcbc.d.ne.j.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 42

Entropy (8bit): 2.9881439641616536

Encrypted: false

SSDEEP: 3:CUXPQE/xlEy:1QEoy

MD5: D89746888DA2D9510B64A9F031EAECD5

SHA1: D5FCEB6532643D0D84FFE09C40C481ECDF59E15A

SHA-256: EF1955AE757C8B966C83248350331BD3A30F658CED11F387F8EBF05AB3368629

SHA-512: D5DA26B5D496EDB0221DF1A4057A8B0285D15592A8F8DC7016A294DF37ED335F3FDE6A2252962E0DF38B62847F8B771463A0124EF3F84299F262ED9D9D3CEE4
C

Malicious: false

Preview: GIF89a.............!.......,...........D.;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 1116

Entropy (8bit): 4.300398028411341

Encrypted: false

SSDEEP: 24:tCb8EAuP3dfTRmRj2R93voFLamjoD++K9h18ZgshlERiAO8DCab5:/iZR02PfoLamjoDjK9QblE6EX

MD5: 576796641C4FAC80EE740BE449732D6D

SHA1: 2D667A8CE4788714FE006C488C829EB40368B5FA

Chrome Cache Entry: 276

Chrome Cache Entry: 277

Chrome Cache Entry: 278
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SHA-256: BDC96A317E095D892623975C4A3B400EBE5430C73C880AE80D542AC2F0B5C0DC

SHA-512: D1BCB224AB415BAA6A4F032EEC69B343527E79C7F38BAECB6B0CC1B323F39A50704A31F1E4362DD4BC1D2FB29ED5C538B3118D0FFAD799B030BAB968D7D41
C23

Malicious: false

Preview: <svg width="48" height="48" viewBox="0 0 48 48" fill="none" xmlns="http://www.w3.org/2000/svg">.<path d="M37.17 20.7075H33.5925V14.115C33.5925 11.5709 
32.5819 9.13101 30.7829 7.33207C28.984 5.53313 26.5441 4.52249 24 4.52249C21.4559 4.52249 19.016 5.53313 17.2171 7.33207C15.4182 9.13101 14.4075 11.5
709 14.4075 14.115V20.7075H10.83L9.33002 22.2075V42L10.83 43.5H37.17L38.67 42V22.2075L37.17 20.7075ZM17.4075 14.115C17.4075 12.3666 18.1021 10.6897 
19.3384 9.45339C20.5747 8.21706 22.2516 7.52249 24 7.52249C25.7485 7.52249 27.4253 8.21706 28.6616 9.45339C29.898 10.6897 30.5925 12.3666 30.5925 14.115
V20.7075H17.4075V14.115ZM35.67 40.5H12.33V23.7075H35.67V40.5Z" fill="#0055DC"/>.<path d="M24 26.85C23.3462 26.8485 22.7111 27.0683 22.1982 2
7.4738C21.6852 27.8792 21.3246 28.4463 21.1751 29.0828C21.0255 29.7193 21.0958 30.3876 21.3745 30.9791C21.6532 31.5705 22.1239 32.0502 22.71 32.34V37.
05H25.29V32.34C25.8761 32.0502 26.3467 31.5705 26.6255 30.9791C26.9042 30.3876 26.9745 29.7193 26.8249 29.0828

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JSON data

Category: downloaded

Size (bytes): 624

Entropy (8bit): 5.093212309685382

Encrypted: false

SSDEEP: 12:Yg23wOxIRDqUeREOD49mACZ9ODljDbXpATREhAlD49mAjf63KfDlE:Ygdq5J4YAI9OBjDlATQAZ4YAr9BE

MD5: 460B80E76A9F4982390A2C79B1ECA0C9

SHA1: 61FB57B0B324BCD2F7CDEBA0016FAE7D796F4ADC

SHA-256: 40423FE36C78F1332B3E56233D479099065D3CEF5CBC74D11E3861D8961C03A5

SHA-512: C7CDD929058AB3D09931FA1649D622EC3CCEA79201EF24859FC7D331D0AF84F93246E293981C5D4217A7FA566ABDECDA1F0F5A6B9623A3FA1370471BFD24685
3

Malicious: false

URL: https://www.cloudflare.com/page-data/sq/d/333361657.json

Preview: {"data":{"wechat":{"id":"a10f4117-8ea6-503c-82b3-badce42d594f","altText":"WeChatPopup","title":"WeChatPopup","activeAsset":"Contentful Asset","locale":"en-US","
contentfulAsset":{"file":{"publicURL":"/static/a8a12e096436b8af93ea3c3586d399d4/WeChat_Popup.jpeg"}},"brandfolderAsset":null,"brandfolderAssetMobile":null},"tiktok":
{"id":"907dd9ff-5130-5f6d-98e7-c9a91ec4242b","altText":"TiktokPopup","title":"TiktokPopup","activeAsset":"Contentful Asset","locale":"en-US","contentfulAsset":{"file":
{"publicURL":"/static/fa6135b973b6716106483c3b80dcc21f/Tiktok_Popup.jpeg"}},"brandfolderAsset":null,"brandfolderAssetMobile":null}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: RIFF (little-endian) data, Web/P image

Category: downloaded

Size (bytes): 32216

Entropy (8bit): 7.99194139013447

Encrypted: true

SSDEEP: 768:JtSRr9uQ6bl2W2d62B75icuNGBUhUsmz7N7JTXr:JtSRZuhx875iPNScgvTXr

MD5: B1B330053DB84213C488970BDD57FC7F

SHA1: E2D800FCFFDC1D2CA5580748DAFC43D6D8CCA3B1

SHA-256: 66A495AA2D321AFA110AFC75D2DEEF5A636EE63531450026D220F891033B06B0

SHA-512: 772AB02678FCEF2131B5E08653E0BC68B27203BCE876CCC01F3D434B4F7214C94C4E3F8C2B727D93498B91612BEEC0C476627C586D0CF6E2F6DD863E919E672
F

Malicious: false

URL: https://www.cloudflare.com/static/88d8a61effe6ece596ff34fc796fa7b9/end_of_road.png

Preview: RIFF.}..WEBPVP8L.}../.....q..m.`..i;....P........)...$..I.F.a.\....56<G.8.....Af..y.....a..Z..i.......T.OY...I.u....wx1..IJJ.+Q.o.Yy..).X.."GN^..B..G..{......mS.nk.%....P...0..<h .....3..o..
.m{69..+{.].....{.e.{......weF.1.[.......}......Lq.q.&....&.....]..C..l...U!.(.2..E....\.E...^....U......K|.S.....w...R.j....o.N/+v.....N.V.60.............|"..M..7.B@.5.g..T.{/..hG..R..{#.>.Eh...E....
@.y...p5..d.@|...r...[.6..N.+...\..\.D.V6...$!..].L.R.r...D...C..^.....T.]...^.....'O..."..^~%p+...m...9.m....a.S..Fl.6..m.v.@..&.......ND@%....'..h..Z..6.. ...w..$.h...:..O...b..oG..@e..z..
.o.0...[Kdj#.X....}P.h.@..@0....$:.Pg.x.4.. N.!..U..c..........l.|X(\....-..n...D....O>.".:.=...7.E.\Id.V....X4...,Q.}......7.1..o0i.K..b.....Qv.....[.......{.scq....o.j...1.Z..d6.".$:!.V...9.S....^\Q
..S.G../m.*...^e7&..0...@.x.# .5..0.....}qwm.;.;.FPYgh.#p.........j....M.v...10.B..@..uk.8.;."z...w.p..e..k.....RS...d.m...m.m.m..9.d....G.9.A.~...K.$.m..y.#>.....H......vR.)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines (1553), with no line terminators

Category: downloaded

Size (bytes): 1553

Entropy (8bit): 5.167036127977752

Encrypted: false

SSDEEP: 24:0E01AZ14iwMsom6Z9zZv9QxltzZ/sFf/sixQ75jmltzn1Tl121I:0EG+1p9zZvKxquwQ7RmX

MD5: 7FB2819F27029D9C4B4B04389BFB4F8B

SHA1: DA1CFFDE79EBF75E39E81CC78B74317ECE33741E

SHA-256: E1D81456841EC84C2668FA0AE89BB5F0A3BC6B2258C57C175B358C2C5B1ED46F

Chrome Cache Entry: 279

Chrome Cache Entry: 280

Chrome Cache Entry: 281
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SHA-512: 6F81FE7DF72B3B388213F3327B8019CEBA9FDE8238FB8EAE0CE200DC62E88F2E34FD823BF1927C4EE9F2C9CE0EE4C2CD7E0C0BF06F97258FCF3B558C68D14
BAA

Malicious: false

URL: https://js.driftt.com/core?d=1&embedId=diyh7bap5ddc&eId=diyh7bap5ddc®ion=US&forceShow=false&skipCampaigns=false&sessionId=0c294ea3-0f0e-4f4b-98cf-
f77b49bd0021&sessionStarted=1679349208.303&campaignRefreshToken=9a951c13-c8a2-41df-ac06-
8d268f22a89b&hideController=false&pageLoadStartTime=1679349207579&mode=CHAT&driftEnableLog=false&secureIframe=false&u=https%3A%2F%2Fwww.cloudflar
e.com%2Fen-gb%2F

Preview: <!doctype html><html lang="en"><head><meta charset="utf-8"><meta name="viewport" content="width=device-width,initial-scale=1,shrink-to-fit=no"><meta n
ame="theme-color" content="#000000"><link rel="manifest" href="/core/manifest.json"><link rel="dns-prefetch" href="https://js.driftt.com" crossorigin><link rel="dns-prefe
tch" href="https://customer.api.drift.com" crossorigin><link rel="dns-prefetch" href="https://conversation.api.drift.com" crossorigin><link rel="dns-prefetch" href="https
://targeting.api.drift.com" crossorigin><link rel="dns-prefetch" href="https://metrics.api.drift.com" crossorigin><title>Drift Widget</title><script type="text/javascript
">__ENV__="PRODUCTION",__BUILD_ID__="20230317173522-c27abc9",__REGION__=window.location.search.match("[\\?&]region=([^&#]*)")?window.locatio
n.search.match("[\\?&]region=([^&#]*)")[1]:"US"</script><link rel="preload" href="/core/assets/js/runtime~main.61e3830e.js" as="script" crossorigin="anonymous"><link 
rel="preload" href="/core/assets/j

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JSON data

Category: downloaded

Size (bytes): 791

Entropy (8bit): 5.132123582940961

Encrypted: false

SSDEEP: 12:YgAJa0PXF2L4zi0PXF2L46D49mAhIpClH5CDlNql8Pa0PXFczi0PXFc6D49mAFNz:YgGXhXo4YAi68B1qhqo4YArNG5HBE

MD5: 7AC99FF0E72DC6811C1FD8BA2E8C71F9

SHA1: 989FD746369E049CF285837C2FA7189111F1F6AF

SHA-256: 1B2DF4DF4BF80871AD92A8C33DB82789FE2ADA03A3428CAF4808946739D20FEE

SHA-512: 908E4D665F1E8043A75F01277CD1882657F15F5828D6FDCA065EDBB67A99B89D14A21BFCA4DF74779D1D4C530DA9BD8B028044F646B027FBA3FA0B8766EF976
B

Malicious: false

URL: https://www.cloudflare.com/page-data/sq/d/3934964512.json

Preview: {"data":{"gray":{"id":"67775c6d-87bd-5a24-a947-3518902c5081","altText":"Google Cloud Platform - GCP Gray Logo","title":"Google Cloud Platform - GCP Gray Logo","
activeAsset":"Contentful Asset","locale":"en-US","contentfulAsset":{"file":{"publicURL":"/static/322f5c1480679c53c9ab1e4e5595b662/button_bandwidth-calculator_google-
cloud.svg"}},"brandfolderAsset":null,"brandfolderAssetMobile":null},"orange":{"id":"e7dd6567-30d1-5534-921f-aa6f0713df49","altText":"Google Cloud Platform - GCP Oran
ge Logo","title":"Google Cloud Platform - GCP Orange Logo","activeAsset":"Contentful Asset","locale":"en-US","contentfulAsset":{"file":{"publicURL":"/static/8b0
701aa085f89a0664adb62f0df1690/button_bandwidth-calculator_orange-google-cloud.svg"}},"brandfolderAsset":null,"brandfolderAssetMobile":null}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (521)

Category: downloaded

Size (bytes): 1251

Entropy (8bit): 5.425246121006101

Encrypted: false

SSDEEP: 24:md7pIgWcbMd+SmOeQSfmFtHXRWYxRWZgRK+uKF69FxPg6F/ysbVFyIF/IFKe+C5o:a7phWzMZcVwYxwTlLxg6FKWrSuCMrlzR

MD5: 7EA9BDC17BDA32D919638E9E573666E3

SHA1: 3CEBC3100E5E8526DCE2382497B4345D33FA2864

SHA-256: AAF173C00687DA3D4328C0A1593D764175AF1CB6708FA79CA5FEBCDC5F7DE161

SHA-512: A980D90ECC01D829A678AA03696D74EF51E07ECB8B69AE27FF87E8CAB2B1116E754ACFC7A8A337B354EA4E361118C8AF4FADE5FE60FB16AF27EC87977A5564
EE

Malicious: false

URL: https://munchkin.marketo.net/munchkin-beta.js

Preview: /*. * Copyright (c) 2007-2023, Marketo, Inc. All rights reserved.. * See https://developers.marketo.com/MunchkinLicense.pdf for license terms. * Marketo marketing 
automation web activity tracking script. * Version: beta r902. */. (function(b){if(!b.Munchkin){var c=b.document,e=[],k,l={fallback:"163"},g=[],m=function(){if(!k){for(;0<e.leng
th;){var f=e.shift();b.MunchkinTracker[f[0]].apply(b.MunchkinTracker,f[1])}k=!0}},n=function(f){var a=c.createElement("script"),b=c.getElementsByTagName("base")[0]||c.get
ElementsByTagName("script")[0];a.type="text/javascript";a.async=!0;a.src=f;a.onreadystatechange=function(){"complete"!==this.readyState&&"loaded"!==this.readySt
ate||m()};a.onload=m;b.parentNode.insertBefore(a,b)},h={CLICK_LINK:"CLICK_LINK",.VISIT_WEB_PAGE:"visitWebPage",init:function(b){var a;a=l[b];if(!a&&0<g.length){
a=b;var c=0,d;if(0!==a.length)for(d=0;d<a.length;d+=1)c+=a.charCodeAt(d);a=g[c%g.length]}a||(a=l.fallback);e.push(["init",arguments]);"150"===a?n("//munchkin-cd
n.marketo.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 509 x 509, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 53226

Entropy (8bit): 7.975734504451726

Encrypted: false

Chrome Cache Entry: 282

Chrome Cache Entry: 283

Chrome Cache Entry: 284
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SSDEEP: 1536:gfP1KP+S4K3Tgm2F26FpzHoeBZweh0ya0Ftk:gfP1u+E0m2F2AFZwemyaT

MD5: 2AE2C5ED1F4D228CDC4119FA0103332C

SHA1: A3A73DC0007E5B160E401426415CEC893825C384

SHA-256: 6ACE981C6BEB9DB24CD8DE277BDC6A8101CC94AF3FC16F9BA2FB1D28E7098245

SHA-512: EBD25EA4981FC63299D896D1203FF5E174B4DD693032F9E8C33D33871847BB8791342DA1F46CA97B330D464168DBDAC1592B23734DFCA20ED7F51D8336D3D7F5

Malicious: false

Preview: .PNG........IHDR...................IDATx..i.mYV...}..2o...........$y...q..#.......%.r.. #..r.+.%E.0H..:......r.c...8. .0Sw..k...W..r..9g..^..u.=.^.zy3.f./.T../....o....-.`0.....`0.....`0.....`0.....`0
.....`0.....`0.....`0.....`0.....`0.....`0.....`0.....`0.....`0.....`0.....`0.....`0.....`0.....`0.....`0.....`0.....`0.....`0.....`0.....`0.....`0.....`0.....`0.....`0.....`0.....`0.....`0.....`0.....`0.N.d..`....34....sL.. ..?
G.8..........b.....~.]lo..p...-0......;...D...............`:...H.../..`.`*.(..(..w`.e...H.`0.....3..O.N.j.3..D.'...o...sxBE.@.W./....)GA9...b.......#}..p. .d.Tf.D...\m..........0E.zG....._<.(.0.1.......
.#}..p..K.>.'..j...P....]u....*......3E.#.... ..!.c....2.......y.#v...3../..3.J..".cv..9.B..}.D....Z...*I.N...YH...u.?.0.h....>......A......8..0.Qm.n...`.L.`0h./.3...s. ....d.e.?d....D..~......!....}0. ...A..`.
7........g.......#}..._.8..R.[.ib_......s..'....7..4.D?.......M...@4.7.....#}y.[B.....,.X..,WO....G.....\o.k..)A_..../.\{r...... ....`0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (65536), with no line terminators

Category: downloaded

Size (bytes): 225510

Entropy (8bit): 5.30880262407319

Encrypted: false

SSDEEP: 3072:86KIBl5phQk+1vMxLBRcPAGztzf4FOifmXlEb0NBh+3gB:6VAGCXfmmANBowB

MD5: AE95BC2EADC3C799C2D94F10CE9AD312

SHA1: FEC94EC755E85417B69EC02A1A99D5A3FEE9043C

SHA-256: 1356D21A9931228217BC4AAAD01707814848FA6D7C83EB89A5BE96730A94A131

SHA-512: 4B70422F8D0626EC65B94A248037431B1BBE994BE2558F645DC12A2A618FC56FF3E35CE7F26DDC9F94941812303DAE2BC41E3316766DFBC8EE11772FDB411EE
2

Malicious: false

URL: https://js.driftt.com/include/1679349300000/diyh7bap5ddc.js

Preview: !function(e){function webpackJsonpCallback(t){for(var r,o,i=t[0],s=t[1],c=0,u=[];c<i.length;c++)o=i[c],n[o]&&u.push(n[o][0]),n[o]=0;for(r in s)Object.prototype.hasOwnProp
erty.call(s,r)&&(e[r]=s[r]);for(a&&a(t);u.length;)u.shift()()}var t={},n={0:0};function __webpack_require__(n){if(t[n])return t[n].exports;var r=t[n]={i:n,l:!1,exports:{}};return e
[n].call(r.exports,r,r.exports,__webpack_require__),r.l=!0,r.exports}__webpack_require__.e=function requireEnsure(e){var t=[],r=n[e];if(0!==r)if(r)t.push(r[2]);else{var o=new 
Promise(function(t,o){r=n[e]=[t,o]});t.push(r[2]=o);var i,a=document.createElement("script");a.charset="utf-8",a.timeout=120,__webpack_require__.nc&&a.setAttribute("
nonce",__webpack_require__.nc),a.src=function jsonpScriptSrc(e){return __webpack_require__.p+"assets/"+({}[e]||e)+"."+{1:"0d11a4d4",2:"36148369",3:"ea8b9577",4:
"3b34b074"}[e]+".chunk.js"}(e);var s=new Error;i=function(t){a.onerror=a.onload=null,clearTimeout(c);var r=n[e];if(0!==r){if(r){var o=t&&("load"===t.t

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 5 icons, 16x16, 32 bits/pixel, 24x24, 32 bits/pixel

Category: downloaded

Size (bytes): 34494

Entropy (8bit): 3.028102929129642

Encrypted: false

SSDEEP: 96:4KOr5hOo0Qhk2fAewTq/iwa2R7Qz8pz4DopTPGFsbN:qbl626uRg8pvF

MD5: 88415ACDA09A4CBD9D87543C3BA78180

SHA1: 2DEC4705E9AB399EFDC6EEF36E079AA31D1DF8D9

SHA-256: 20CCCC47C1BAC9D2EF36B6A1C58AF58C5C169AD5CA084080F0392B86F949641C

SHA-512: 77D0D7E0C85A1CAD6A22372F2D3904C0842628CE7F1ADAC9A2A0CBF3B566CE8148527B0E7EDE2BB068F5D005917B3F95C2A25D031D0D4D7A6A5A117CEFA83
B24

Malicious: false

URL: https://www.cloudflare.com/favicon.ico

Preview: ............ .h...V......... .........  .... .....F...00.... ..%......@@.... .(B...D..(....... ..... .....................................................................................................................................................
.......................................................................................................................................h...........................................................Zd... ... ... ... ... ... ... ... ... ...B.......N...@...@...s...
...6.... ... ...?...[...a...g...l...r...............}...M...............m... ... ... ... ... ... ... ... ...[...j...@...d..................P ... ... ... ... ... ... ... ... ..........X.......................6...Hf... ... ... ... ... ...B.............
..............................G... ... ... ...5......2...............................................X.......f..................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 85 x 52, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 61

Entropy (8bit): 4.068159130770307

Encrypted: false

SSDEEP: 3:yionv//thPlwLtt8AHxl/k4E08up:6v/lhPSmAH7Tp

MD5: F14737B6EEF3032313A47C0E88411F50

Chrome Cache Entry: 285

Chrome Cache Entry: 286

Chrome Cache Entry: 287
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SHA1: A2F16BCE4FA5294736A97C3A36ED0F68465EBD22

SHA-256: 091E6B114C4CAECE81B9D2EBE1E6B6BD4BB7DB994BD26DDF998D0FA6B744DB16

SHA-512: D08167DCF58C3A28467B3CBE28B128471432AB80BC5C2256B428ABA6177BF39F1B5547DCD23156788DAB9EB064EBD7B36CF882F0C2C9AF1E2420AC155B9957F
B

Malicious: false

Preview: .PNG........IHDR...U...4.....t?......IDAT.....$.....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (65536), with no line terminators

Category: downloaded

Size (bytes): 75961

Entropy (8bit): 5.28436470502897

Encrypted: false

SSDEEP: 768:lsOblXdRFlP6SupyNG6jtspnJWuUTzHUBDnBIuqoci+4cW/mK5NtUO6PnUZHBO8n:lDvFlP6Supyqpcu23O/ziSO87QRi8k

MD5: 10E1BFA61646F14DF045C581BC9410FD

SHA1: DED5E67F4F2DC44BF801A1E6C72349F2C6BC8A88

SHA-256: 3169AB3142FBF3ECF7EEE1B5682A4556ED8A3D4BA940BEFA71C31B5A43991D92

SHA-512: F28FF4BF2F65AA2F3F961B91A3597DAF090EFF924751D5B7E371CE57A5F023DC986131806C09559CD2898F3AA0573E37EC11EA7D40CAFEA3C7482FC06CB8615
3

Malicious: false

URL: https://js.driftt.com/core/assets/js/21.b3438b1b.chunk.js

Preview: (window.webpackJsonp=window.webpackJsonp||[]).push([[21],{"11Hm":function(e,t,n){"use strict";function _extends(){return(_extends=Object.assign||function(e){for(var 
t=1;t<arguments.length;t++){var n=arguments[t];for(var o in n)Object.prototype.hasOwnProperty.call(n,o)&&(e[o]=n[o])}return e}).apply(this,arguments)}var o=n("QS52"),r=
(n("c58o"),n("h7FZ"));function addLeadingSlash(e){return"/"===e.charAt(0)?e:"/"+e}function stripBasename(e,t){return function hasBasename(e,t){return new Reg
Exp("^"+t+"(\\/|\\?|#|$)","i").test(e)}(e,t)?e.substr(t.length):e}function stripTrailingSlash(e){return"/"===e.charAt(e.length-1)?e.slice(0,-1):e}function createPath(e){var t=e.pat
hname,n=e.search,o=e.hash,r=t||"/";return n&&"?"!==n&&(r+="?"===n.charAt(0)?n:"?"+n),o&&"#"!==o&&(r+="#"===o.charAt(0)?o:"#"+o),r}function createLocation(e,t,n,r)
{var i;"string"===typeof e?(i=function parsePath(e){var t=e||"/",n="",o="",r=t.indexOf("#");-1!==r&&(o=t.substr(r),t=t.substr(0,r));var i=t.indexOf("?");return-1!==i&&(

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (2968)

Category: downloaded

Size (bytes): 5557

Entropy (8bit): 5.54074120904481

Encrypted: false

SSDEEP: 96:cepKlBRW98kjwEzPFE7E1IJkLtGHWvy5i9/5L9xjvM2/v++BSXGXQ3zY3/qJUoVC:ce8vANfBvyqF7M8v+GwGLiJI

MD5: BC0830B31419081B3AFBE347955B99DA

SHA1: 8F2048299ACADF0D8BA93C4B913126AE4FEDFE1F

SHA-256: 7A2DE28047C4BFBAFB6545D3639133D948890858A6B5D3F49325A27C92BF4E72

SHA-512: 02BB3B4D4A94EFA786564D9CF3203E1A7CA1B5113183E6F3AAAD3083B836BD5FC444E4AC4C58B2BC92AA53D78AB3993EBF37CD22A8836AFB5235A522B61F53
E6

Malicious: false

URL: https://www.cloudflare.com/cdn-cgi/zaraz/s.js?
z=JTdCJTIyZXhlY3V0ZWQlMjIlM0ElNUIlNUQlMkMlMjJ0JTIyJTNBJTIyQ2xvdWRmbGFyZSUyMC0lMjBUaGUlMjBXZWIlMjBQZXJmb3JtYW5jZSUyMCUyNiUyMFNlY3Vya
XR5JTIwQ29tcGFueSUyMCU3QyUyMENsb3VkZmxhcmUlMjIlMkMlMjJ4JTIyJTNBMC4zMTQzNTYxMTg3NzY3NTgzJTJDJTIydyUyMiUzQTEyODAlMkMlMjJoJTIyJTNBM
TAyNCUyQyUyMmolMjIlM0E5MTMlMkMlMjJlJTIyJTNBMTI4MCUyQyUyMmwlMjIlM0ElMjJodHRwcyUzQSUyRiUyRnd3dy5jbG91ZGZsYXJlLmNvbSUyRmVuLWdiJTJGJT
IyJTJDJTIyciUyMiUzQSUyMmh0dHBzJTNBJTJGJTJGd3d3LmNsb3VkZmxhcmUuY29tJTJGZW4tZ2IlMkYlMjIlMkMlMjJrJTIyJTNBMjQlMkMlMjJuJTIyJTNBJTIyVVRGLTgl
MjIlMkMlMjJvJTIyJTNBLTYwJTJDJTIycSUyMiUzQSU1QiU1RCU3RA==

Preview: (function(w,d){zaraz.debug=(eV="")=>{document.cookie=`zarazDebug=${eV}; path=/`;location.reload()};window.zaraz._al=function(ej,ek,el){w.zaraz.listeners.push({i
tem:ej,type:ek,callback:el});ej.addEventListener(ek,el)};zaraz.preview=(eL="")=>{document.cookie=`zarazPreview=${eL}; path=/`;location.reload()};zaraz.i=function(eM)
{const eN=d.createElement("div");eN.innerHTML=unescape(eM);const eO=eN.querySelectorAll("script");for(let eP=0;eP<eO.length;eP++){const eQ=d.createElement(
"script");eO[eP].innerHTML&&(eQ.innerHTML=eO[eP].innerHTML);for(const eR of eO[eP].attributes)eQ.setAttribute(eR.name,eR.value);d.head.appendChild(eQ)
;eO[eP].remove()}d.body.appendChild(eN)};zaraz.f=async function(eS,eT){const eU={credentials:"include",keepalive:!0,mode:"no-cors"};if(eT){eU.method="POST";eU.b
ody=new URLSearchParams(eT);eU.headers={"Content-Type":"application/x-www-form-urlencoded"}}return await fetch(eS,eU)};!function(eW,eX,eY,eZ,e_,fa){function fb(
fd,fe){fa?eZ(fd,fe||32):e_.push(fd,fe)}function fc

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (606)

Category: downloaded

Size (bytes): 11133

Entropy (8bit): 5.520280429902031

Encrypted: false

SSDEEP: 192:aCrC821ch80emIm9Db2M4GqZQ0M7jLQn2RC6yQEU+9my8M8iJAP3A/pFd0Pa9Sl4:aC2VzmX2TGeQj7Ha2RahU+9my8M8iJ3/

Chrome Cache Entry: 288

Chrome Cache Entry: 289

Chrome Cache Entry: 290
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MD5: EA7826F34518D7C2295738F39C7640FA

SHA1: 0095729B4BC2A580E4CE033993DAFE498DB87DF5

SHA-256: 68CC280CE370C6F1F51A4FC5950103FC38DF80A429552C549ADD04EBD8BD3A23

SHA-512: E371BB3BAB334509BAA629DE564D37EBC7CA3CDDF059E33FE394A90856394AB318B26133D10BF9D3E47D83449F3C8242724C7850F58DC94A8F834666ACECD32
1

Malicious: false

URL: https://munchkin.marketo.net/163/munchkin.js

Preview: /*. * Copyright (c) 2007-2023, Marketo, Inc. All rights reserved.. * See https://developers.marketo.com/MunchkinLicense.pdf for license terms. * Marketo marketing 
automation web activity tracking script. * Version: 163 r896. */. (function(l){if(!l.MunchkinTracker){var h=l.document,p=h.location,C=encodeURIComponent,y=!1,q=null,t=
null,D=!1,v=null,E=[],u=function(b,a,c,d){try{var e=function(){try{c.apply(this,arguments)}catch(a){}};b.addEventListener?b.addEventListener(a,e,d||!1):b.attachEvent&&b.a
ttachEvent("on"+a,e);E.push([b,a,e,d])}catch(f){}},U=function(b,a,c,d){try{b.removeEventListener?b.removeEventListener(a,c,d||!1):b.detachEvent&&b.detachEvent("
on"+a,c)}catch(e){}},e=function(b){return"undefined"!==typeof b&&null!==.b},F=function(b,a){return b.className.match(RegExp("(\\s|^)"+a+"(\\s|$)"))},V=e(l.XMLHt
tpRequest)&&e((new l.XMLHttpRequest).withCredentials),s=function(b){var a=null,c;if(e(b))if(0===b.length)a="";else try{a=decodeURIComponent(b)}catch(d){c=b.inde
xOf("?");if(-1!==c)t

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 5 icons, 16x16, 32 bits/pixel, 24x24, 32 bits/pixel

Category: downloaded

Size (bytes): 34494

Entropy (8bit): 3.028102929129642

Encrypted: false

SSDEEP: 96:4KOr5hOo0Qhk2fAewTq/iwa2R7Qz8pz4DopTPGFsbN:qbl626uRg8pvF

MD5: 88415ACDA09A4CBD9D87543C3BA78180

SHA1: 2DEC4705E9AB399EFDC6EEF36E079AA31D1DF8D9

SHA-256: 20CCCC47C1BAC9D2EF36B6A1C58AF58C5C169AD5CA084080F0392B86F949641C

SHA-512: 77D0D7E0C85A1CAD6A22372F2D3904C0842628CE7F1ADAC9A2A0CBF3B566CE8148527B0E7EDE2BB068F5D005917B3F95C2A25D031D0D4D7A6A5A117CEFA83
B24

Malicious: false

URL: https://dash.cloudflare.com/favicon.ico

Preview: ............ .h...V......... .........  .... .....F...00.... ..%......@@.... .(B...D..(....... ..... .....................................................................................................................................................
.......................................................................................................................................h...........................................................Zd... ... ... ... ... ... ... ... ... ...B.......N...@...@...s...
...6.... ... ...?...[...a...g...l...r...............}...M...............m... ... ... ... ... ... ... ... ...[...j...@...d..................P ... ... ... ... ... ... ... ... ..........X.......................6...Hf... ... ... ... ... ...B.............
..............................G... ... ... ...5......2...............................................X.......f..................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (13063), with no line terminators

Category: downloaded

Size (bytes): 13063

Entropy (8bit): 5.5912868651845145

Encrypted: false

SSDEEP: 192:51FrNYuBWyiwkaCRykTCfWU94NDjQj8+24i6gHueo1CNCfWd9PYEN4Ywi1wl:53KyW0CRy3T9gjQjywZCNSWrkYwv

MD5: B8ADDEE34A5CD2241740A2E3094039B3

SHA1: DF4AD8C924379896DE4E74A29072C0BA0A8AE9D5

SHA-256: C96B2CD5B57E02CE65AB0A787A6C8EA69EFBF424064E15500691847CD879E8CA

SHA-512: 0C127FD66B6D5FA19D9F103C832938104B9C87C67A89012A60313A87A1412E48ACA0554E5641D60B92D1681A333157F79EEAC41B02609DD4806584FCC1C397E6

Malicious: false

URL: https://js.driftt.com/core/assets/js/30.57dfb56c.chunk.js

Preview: (window.webpackJsonp=window.webpackJsonp||[]).push([[30],{"7EA0":function(t,u){t.exports=/[\0-\uD7FF\uE000-\uFFFF]|[\uD800-\uDBFF][\uDC00-\uDFFF]|[\uD800-
\uDBFF](?![\uDC00-\uDFFF])|(?:[^\uD800-\uDBFF]|^)[\uDC00-\uDFFF]/},Ckiu:function(t,u){t.exports=/[ \xA0\u1680\u2000-\u200A\u2028\u2029\u202F\u205F\u3000]/},
EfWO:function(t,u,e){"use strict";var r=e("q3/s"),s=e("s+nu");function Url(){this.protocol=null,this.slashes=null,this.auth=null,this.host=null,this.port=null,this.hostna
me=null,this.hash=null,this.search=null,this.query=null,this.pathname=null,this.path=null,this.href=null}u.parse=urlParse,u.resolve=function urlResolve(t,u){return urlPar
se(t,!1,!0).resolve(u)},u.resolveObject=function urlResolveObject(t,u){return t?urlParse(t,!1,!0).resolveObject(u):u},u.format=function urlFormat(t){s.isString(t)&&(t=url
Parse(t));return t instanceof Url?t.format():Url.prototype.format.call(t)},u.Url=Url;var n=/^([a-z0-9.+-]+:)/i,h=/:[0-9]*$/,o=/^(\/\/?(?!\/)[^\?\s]*)(\?[^\s]*)?$/,a=["{","}","|","\

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 42

Entropy (8bit): 2.9881439641616536

Encrypted: false

SSDEEP: 3:CUXPQE/xlEy:1QEoy

Chrome Cache Entry: 291

Chrome Cache Entry: 292

Chrome Cache Entry: 293
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MD5: D89746888DA2D9510B64A9F031EAECD5

SHA1: D5FCEB6532643D0D84FFE09C40C481ECDF59E15A

SHA-256: EF1955AE757C8B966C83248350331BD3A30F658CED11F387F8EBF05AB3368629

SHA-512: D5DA26B5D496EDB0221DF1A4057A8B0285D15592A8F8DC7016A294DF37ED335F3FDE6A2252962E0DF38B62847F8B771463A0124EF3F84299F262ED9D9D3CEE4
C

Malicious: false

URL:
https://adservice.google.co.uk/ddm/fls/p/dc_pre=COeekKu_6_0CFV2Hsgodi8cAvA;src=9309168;type=learn0;cat=cloud002;ord=696096313450;gtm=45Fe33f0;auiddc=16
576697.1679349213;~oref=https://www.cloudflare.com/

Preview: GIF89a.............!.......,...........D.;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (900), with no line terminators

Category: downloaded

Size (bytes): 900

Entropy (8bit): 4.826362501318577

Encrypted: false

SSDEEP: 12:xUa3K53qB3sohh8E/KVYFAR9JNpjHfTQWXJUwJjLSWiNV0qCnFCabjjFGjF1s+j5:xraJqB3Bhh8mXiRrrFZUuXDq0/m3

MD5: 0BD11A8FACC0A9D41713C64ED1BA1289

SHA1: 23D92B5B9138666F5C33517D53451A6E2E8EC30A

SHA-256: 12FFE3AD71F763D9057BAF43E0F1C1482BB9A0372602020554C4D52F52B37981

SHA-512: 9E6C61F71D8A7D1F752D615A71073C7ECE02F825663BDE2E3A158672AE02C85DDAACD9DBD5F526D13FA770113340DDC6306A292D27081C30DABD39140FD620F
3

Malicious: false

URL: https://js.driftt.com/core/assets/css/44.e483d03f.chunk.css

Preview: .drift-bot-buttons--set{width:225px;text-align:right;display:-webkit-flex;display:-moz-box;display:-ms-flexbox;display:flex;-webkit-flex-direction:row;-moz-box-orient:hor
izontal;-moz-box-direction:normal;-ms-flex-direction:row;flex-direction:row;-webkit-justify-content:flex-end;-moz-box-pack:end;-ms-flex-pack:end;justify-content:flex-end;-
webkit-flex-wrap:wrap;-ms-flex-wrap:wrap;flex-wrap:wrap}.drift-widget-button--list-item{margin:4px;outline:none;cursor:pointer;-webkit-border-radius:6px;-moz-border-radi
us:6px;border-radius:6px;color:#fff;font-size:14px;text-align:left;min-height:36px;font-weight:400;-webkit-box-shadow:0 2px 6px rgba(0,0,0,.12);-moz-box-shadow:0 2px 
6px rgba(0,0,0,.12);box-shadow:0 2px 6px rgba(0,0,0,.12);-webkit-transition:all .2s ease;-o-transition:all .2s ease;-moz-transition:all .2s ease;transition:all .2s ease}.drift-
widget-button--list-item button{text-align:left}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: RIFF (little-endian) data, Web/P image

Category: downloaded

Size (bytes): 33176

Entropy (8bit): 7.969422050637869

Encrypted: false

SSDEEP: 768:730huX5Mfh3Z02gaP9zP5UEWzRIZY/+PgszC696QL8Tz/ahXKgmU:Bus2gszPKEBPjO6NLgDahaW

MD5: 050A90462087EFBEB60E5142174FA157

SHA1: 4740FB8C674C3606D6C48D4C90B51EC33CE54D3F

SHA-256: ED6304D0FF35EE02A79FF706D9291775A288E956EA5F3CF4931F642073D0FAE1

SHA-512: 59C4E96C47552447EC446F3DFF8ECBCCD279A49B9C0D3DC3B0CFB704D5C07B94E69B88FEADACC2979B27A682EADC4F419C95B96FFA790BAB52D13FAC7FA0
18FD

Malicious: false

URL: https://www.cloudflare.com/static/2ae2c5ed1f4d228cdc4119fa0103332c/leader-crown-600x509-32457a3.png

Preview: RIFF....WEBPVP8L..../.....G..Ma......`............O.dP:.......5.!...,..d..p.AuP...d..;.6......n.A......I;........p..1.f8.J.?..H.H.l_.+...V.m.......'V.....k..0,=...`...........U+....;8..'..*......*.F..
..y.>cr.....3.;...`k.B.5,.Wp8.]..;k.me..F..O..%.(v6..d...."{.*q.,......{@c.p.J.......%..DM.V.$...]....f.sFhyW..HmL........]h..9.../.?..i..K#A7.=..9^.X....C.Hn#I.$7.ue.............y.[.......4
...7ew;f]7.\.]7.I^......E/.A...h.M6.&{5..&..IV.....3*'..C.d|(6..d.].)....Y..........N.........&Yr..M.j.....G.........,-333.3.....|....E.[.e.+....K.]G..[...S.X.RD....-.@.e.YK...7.......Wt.b.`y.........
...X...e1...[1..:b....H1s.X.1..G..R0..St.7.D.........KC-fH#'.1c...X.(.7..#.>f...T..)..N.b...b>q"..c.NuD.~b.r.....W..2Y...7.RGNDyb)..K.%.2.1...V....$...ED..U=....w.3{.m...m.m..c...D
D.|.$I.$I.. .........!L..0...m{,W..D.....}.W..J..7.g..G..Z..Br...........@...I..... ...^H/.?7.....8.4j........)$....4..C.4...Ix...6..}.A.b..8..\.,.FV+>5Z.......W.i*........&.h.ZT.5nT....U.?

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 42

Entropy (8bit): 2.9881439641616536

Encrypted: false

SSDEEP: 3:CUXPQE/xlEy:1QEoy

MD5: D89746888DA2D9510B64A9F031EAECD5

Chrome Cache Entry: 294

Chrome Cache Entry: 295

Chrome Cache Entry: 296
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SHA1: D5FCEB6532643D0D84FFE09C40C481ECDF59E15A

SHA-256: EF1955AE757C8B966C83248350331BD3A30F658CED11F387F8EBF05AB3368629

SHA-512: D5DA26B5D496EDB0221DF1A4057A8B0285D15592A8F8DC7016A294DF37ED335F3FDE6A2252962E0DF38B62847F8B771463A0124EF3F84299F262ED9D9D3CEE4
C

Malicious: false

URL:
https://adservice.google.co.uk/ddm/fls/p/dc_pre=COrIlqu_6_0CFYFJkQUda8MDAA;src=9309168;type=adh_o0;cat=adh_g0;ord=9355232543809;gtm=45Fe33f0;auiddc=1
6576697.1679349213;u1=2023%20Mar%2020%2022%3A53%3A33;u2=undefined;u3=https%3A%2F%2Fwww.cloudflare.com%2Fen-
gb%2F;u4=undefined;u5=undefined;u6=undefined;u7=undefined;u8=undefined;u9=undefined;u10=undefined;u11=undefined;u12=undefined;u13=undefined;u14=undefined
;u15=undefined;~oref=https://www.cloudflare.com/

Preview: GIF89a.............!.......,...........D.;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (1375), with no line terminators

Category: downloaded

Size (bytes): 1375

Entropy (8bit): 5.2897730570141865

Encrypted: false

SSDEEP: 24:2u3lJS20iQdcxx4hNELRWB44URWcRW7hFYFCRngAR+LEKLOGUU8LB9BVbVGXzElv:3l0cxxeaLwBAwcwkUngAILErUqB9BVbz

MD5: 06B49C9B54A41579F937A86268857D02

SHA1: 2D1298E5E55A956BC55E1B3181001195D375D8BB

SHA-256: 4B0C5CFB8D22EA36502AE87F81CAB15F459A004BD4CBB973D6C64CD5ABD670FF

SHA-512: 4CB9C6AF39375A84B53B06DCBC1450D6E2FE1F3C809F1FADEF49ECF522043660BD26DB59D7F48F9040E71CC9D127DE13F949964D10F65001774E297735BB8C65

Malicious: false

URL: https://www.cloudflare.com/cdn-cgi/zaraz/i.js

Preview: (function(w,d){!function(bv,bw,bx,by){bv[bx]=bv[bx]||{};bv[bx].executed=[];bv.zaraz={deferred:[],listeners:[]};bv.zaraz.q=[];bv.zaraz._f=function(bz){return function(){var 
bA=Array.prototype.slice.call(arguments);bv.zaraz.q.push({m:bz,a:bA})}};for(const bB of["track","set","debug"])bv.zaraz[bB]=bv.zaraz._f(bB);bv.zaraz.init=()=>{var bC=bw
.getElementsByTagName(by)[0],bD=bw.createElement(by),bE=bw.getElementsByTagName("title")[0];bE&&(bv[bx].t=bw.getElementsByTagName("title")[0].text);bv
[bx].x=Math.random();bv[bx].w=bv.screen.width;bv[bx].h=bv.screen.height;bv[bx].j=bv.innerHeight;bv[bx].e=bv.innerWidth;bv[bx].l=bv.location.href;bv[bx].r=bw.ref
errer;bv[bx].k=bv.screen.colorDepth;bv[bx].n=bw.characterSet;bv[bx].o=(new Date).getTimezoneOffset();bv[bx].q=[];for(;bv.zaraz.q.length;){const bL=bv.zaraz.q.sh
ift();bv[bx].q.push(bL)}bD.defer=!0;for(const bM of[localStorage,sessionStorage])Object.keys(bM||{}).filter((bO=>bO.startsWith("_zaraz_"))).forEach((bN=>{try{bv[bx]["z_"+
bN.slice(7)]=JSON.pa

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (2783), with no line terminators

Category: downloaded

Size (bytes): 2783

Entropy (8bit): 5.030747095760829

Encrypted: false

SSDEEP: 24:Y1AJ3Hkp/yDWTkk3VyBWTikgCyOHFC5fkIhz0s6X06kCvfkaz046X06vCufkrz0y:YWJUVZnLKB4zxi/8x9A5ApRbSR/k

MD5: 87532C4DB85F1429FA6D759BC3332F36

SHA1: 4E576E680C9843DAE6FBBFBAEA10822B3B70158D

SHA-256: E40B6EAE9D66C60B9C750DA70DA6B2BC5D35C2AE9689CC1E9547E300FAC4A3BA

SHA-512: CC961007D9F014C4CD2086C977315B26128EF627F707316FE672F3CBE9688BCEAC40B3D24CD4DCC1D390D5A390208004DD3213A23AE293C5C422DE5F89D192E
1

Malicious: false

URL: https://js.driftt.com/core/assets/css/38.11d2b6a7.chunk.css

Preview: .drift-widget-loader-balls{width:28px;visibility:hidden}.drift-widget-loader-balls>circle{fill:#474647}.drift-widget-loader-balls--visible{visibility:visible}.drift-widget-loader-b
alls.drift-widget-loader-balls--visible circle:first-of-type{-webkit-animation:bounce 1s infinite;-moz-animation:bounce 1s infinite;-o-animation:bounce 1s infinite;animat
ion:bounce 1s infinite}.drift-widget-loader-balls.drift-widget-loader-balls--visible circle:nth-of-type(2){-webkit-animation:bounce 1s .1s infinite;-moz-animation:bounce 1s .1s 
infinite;-o-animation:bounce 1s .1s infinite;animation:bounce 1s .1s infinite}.drift-widget-loader-balls.drift-widget-loader-balls--visible circle:nth-of-type(3){-webkit-ani
mation:bounce 1s .2s infinite;-moz-animation:bounce 1s .2s infinite;-o-animation:bounce 1s .2s infinite;animation:bounce 1s .2s infinite}.drift-widget-loader-balls--small
{width:16px}@-webkit-keyframes bounce{0%,25%,50%,75%,to{-webkit-transform:translateY(0);transform:translateY(0)}40%{-webkit-transf

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JSON data

Category: downloaded

Size (bytes): 13563

Entropy (8bit): 5.010275172157892

Encrypted: false

SSDEEP: 384:BX3EJvOFh8fbGqT2qljoWU8ZgkmYbCgq3jR+d79HxqhFEMm+YrD:dUJvOFh8fbGqT2qljoWU8ZgkmYbCgq3i

Chrome Cache Entry: 297

Chrome Cache Entry: 298

Chrome Cache Entry: 299
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MD5: ECEBE02E4113CB23FCBE3E98B1F00012

SHA1: FBA5BE651BBCCC4F8E5DC6E19DF1475F740CF61E

SHA-256: 078935F78A12800E65F6CB0BB270AB03F34A81D00720F250F8A5B83096DCB32A

SHA-512: E6B01FB9BAF6FE1C097D2846A65F24B5AC9420B6483601C0BEDF886EA0E7A2F54BE1045444FB8D4BF83E3645D31324D028AD9EB3A50A5B643C51E31CB1DF73
91

Malicious: false

URL: https://www.cloudflare.com/page-data/sq/d/3946320237.json

Preview: {"data":{"allAnalystHighlights":{"nodes":[{"contentType":"analysts","date":"2023-03-03","description":"Cloudflare.s R2 object storage, has been recognized as an Outperfor
mer and Challenger in the 2023 GigaOm Radar for Alternatives to Amazon S3 report.","id":"3a4553de-8d4d-5902-ad79-ee0a56283156","pageUrl":"analysts","relatedCont
entBlogPost":null,"relatedContentCollateral":null,"relatedContentCollateralLabel":null,"relatedContentProductPage":"https://www.cloudflare.com/lp/gigaom-radar-s3-alternat
ives/","relatedContentProductPageLabel":"Analyst Report","relatedProduct":null,"title":"GigaOm Radar for Alternatives to Amazon S3","useCase":"performance"},{"c
ontentType":"analysts","date":"2023-02-15","description":"Cloudflare has been recognized as a Leader and Fast Mover in the 2023 GigaOm Radar for DNS Security re
port. ","id":"a1130ed5-697a-582f-88f7-b5e49ac88c8c","pageUrl":"analysts","relatedContentBlogPost":null,"relatedContentCollateral":null,"relatedContentCollateral
Label":null,"relat

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 85 x 52, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 61

Entropy (8bit): 4.068159130770307

Encrypted: false

SSDEEP: 3:yionv//thPlwLtt8AHxl/k4E08up:6v/lhPSmAH7Tp

MD5: F14737B6EEF3032313A47C0E88411F50

SHA1: A2F16BCE4FA5294736A97C3A36ED0F68465EBD22

SHA-256: 091E6B114C4CAECE81B9D2EBE1E6B6BD4BB7DB994BD26DDF998D0FA6B744DB16

SHA-512: D08167DCF58C3A28467B3CBE28B128471432AB80BC5C2256B428ABA6177BF39F1B5547DCD23156788DAB9EB064EBD7B36CF882F0C2C9AF1E2420AC155B9957F
B

Malicious: false

URL: https://challenges.cloudflare.com/cdn-cgi/challenge-platform/h/g/img/7ab130a9982539c2/1679349229564/IihJhz53wZi4unR

Preview: .PNG........IHDR...U...4.....t?......IDAT.....$.....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (14295), with no line terminators

Category: downloaded

Size (bytes): 14295

Entropy (8bit): 5.0497732441357615

Encrypted: false

SSDEEP: 192:iQ0dizqHG3uoRQIsWUq0+DfyvRMRpIyhVAh/QP5wM9M:aC3uoqH9fvRMRpIyhVAh/+5RO

MD5: B06E02B360914B25E58305B1B9B954DC

SHA1: 98C66BCC2B48446D76D45530F3D3C16A61F9BC8F

SHA-256: F3342C52EEE43A2EA931CAE2EE2D6D9A2939432FFCB03BB4F2983AC7E49B26CC

SHA-512: D6BD4600558FB0ED1525B54D1B7CE9C064760E2A198CF876FF51715E5CD333FF301E7F5CED9E454DB7ED9D6431575F533F210ED2A8055D0EAD2663C6A95EBBF
0

Malicious: false

URL: https://js.driftt.com/core/assets/css/35.a3318c5e.chunk.css

Preview: .drift-widget-header-top-line{background:#212021;width:100%;position:absolute;top:-3px;left:0;height:8px}.drift-widget-header,.drift-widget-header-top-line{-webkit-border-
radius:5px 5px 0 0;-moz-border-radius:5px 5px 0 0;border-radius:5px 5px 0 0}.drift-widget-header{color:#fff}.drift-widget-header:not(.drift-widget-header--collapsed){z-i
ndex:1}.drift-widget-close{position:absolute;-webkit-box-sizing:content-box;-moz-box-sizing:content-box;box-sizing:content-box;top:8px;right:8px;height:16px;wid
th:16px;padding:8px;cursor:pointer;display:none;visibility:hidden}.drift-widget-close svg path{fill:currentColor}.drift-widget-header--collapsed .drift-widget-close svg p
ath{fill:#687882}.drift-widget-close line{stroke:#fff;stroke-width:2px}.drift-widget-chat-wrapper:not(.drift-widget-chat-wrapper__active-conversation) .drift-widget-close 
line{stroke:#687882}.drift-widget-chat-layout.widget--xs .drift-widget-close,.drift-widget-chat-layout__takeover .drift-widget-header--gdpr-consent .drift-widg

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JSON data

Category: downloaded

Size (bytes): 277

Entropy (8bit): 5.685964925385084

Encrypted: false

SSDEEP: 6:YIodRdoH5yLGojeadxnYgSqKvt4k/Mj1woMP1bUpnUNaqiq7c42yW4:YHdiaTnYXJtJwdMP1bUpUAqiq7cI

MD5: 43817E9C8D78E8271415D0DD478BCACB

Chrome Cache Entry: 300

Chrome Cache Entry: 301

Chrome Cache Entry: 302
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SHA1: A14B5CE45880B3D72E7249B1DA8B0282C6D90995

SHA-256: 9D084A5F511BCEC53C05D2F025D8605BCFE17545A8070BF9919A55A9470CE60E

SHA-512: 854E9EC24AFE35263F9BBB4304BE7123F48176933C6F7A31E945EC2D25C212BC0A9AFA4FDE82FD81F6E7922A4096800DE91834409FF71D9C4ABF9A91BC70EFF
D

Malicious: false

URL: https://5067909-9.chat.api.drift.com/ws/longpoll?
session_token=SFMyNTY.g2gDdAAAAAVkAAJpZG0AAAAVNTA2NzkwOS0xNzY1Nzg4MTg5NS00ZAAGb3JnX2lkbQAAAAc1MDY3OTA5ZAAJc2NvcGVfc2V0bQAAAA
RsZWFkZAAHdXNlcl9pZG0AAAALMTc2NTc4ODE4OTVkAAl1c2VyX3R5cGVkAARsZWFkbgYALH4DAYcBYgABUYA.YVX388hsnuWY7onvcSZTlHgZM2k-
GFb5uEQSOk3Kqzk&remote_ip=3.226.111.211&vsn=2.0.0&token=SFMyNTY.g2gDaARkAAJ2MW0AAAAWckxTWVcvYUJteTZJNjNYZ1BVejFtZ1hkABd3c19jbHVzdGVy
QDEwLjIyLjIxLjIwNAAAYkIAAANPZBS_W20AAAAscGh4OmxwOmdpR1RCTDNDems4S1Rwd3pMUUxPcnc9PTE2NzkzNDkzMTg3MTBuBgA2BAUBhwFiABJ1AA.glUVY
mjG0IpBpmO1loC1dIYgsq4fZjYj_vQUfWwjJ5k

Preview: {"messages":[],"status":204,"token":"SFMyNTY.g2gDaARkAAJ2MW0AAAAWckxTWVcvYUJteTZJNjNYZ1BVejFtZ1hkABd3c19jbHVzdGVyQDEwLjIyLjIxLjIwN
AAAYkIAAANPZBS_W20AAAAscGh4OmxwOmdpR1RCTDNDems4S1Rwd3pMUUxPcnc9PTE2NzkzNDkzMTg3MTBuBgA2BAUBhwFiABJ1AA.glUVYmjG0IpBpmO1lo
C1dIYgsq4fZjYj_vQUfWwjJ5k"}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 5 icons, 16x16, 32 bits/pixel, 24x24, 32 bits/pixel

Category: dropped

Size (bytes): 34494

Entropy (8bit): 3.028102929129642

Encrypted: false

SSDEEP: 96:4KOr5hOo0Qhk2fAewTq/iwa2R7Qz8pz4DopTPGFsbN:qbl626uRg8pvF

MD5: 88415ACDA09A4CBD9D87543C3BA78180

SHA1: 2DEC4705E9AB399EFDC6EEF36E079AA31D1DF8D9

SHA-256: 20CCCC47C1BAC9D2EF36B6A1C58AF58C5C169AD5CA084080F0392B86F949641C

SHA-512: 77D0D7E0C85A1CAD6A22372F2D3904C0842628CE7F1ADAC9A2A0CBF3B566CE8148527B0E7EDE2BB068F5D005917B3F95C2A25D031D0D4D7A6A5A117CEFA83
B24

Malicious: false

Preview: ............ .h...V......... .........  .... .....F...00.... ..%......@@.... .(B...D..(....... ..... .....................................................................................................................................................
.......................................................................................................................................h...........................................................Zd... ... ... ... ... ... ... ... ... ...B.......N...@...@...s...
...6.... ... ...?...[...a...g...l...r...............}...M...............m... ... ... ... ... ... ... ... ...[...j...@...d..................P ... ... ... ... ... ... ... ... ..........X.......................6...Hf... ... ... ... ... ...B.............
..............................G... ... ... ...5......2...............................................X.......f..................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: C source, ASCII text, with very long lines (65536), with no line terminators

Category: downloaded

Size (bytes): 92123

Entropy (8bit): 5.313065550016344

Encrypted: false

SSDEEP: 768:BEHUAjeZ0HK2/MyGb11OZ8uH/CUcXn/ATdT2BNN3oKcytFWgkma+yCngA+7gCk3h:Bm2mV2CGtJkmclcIKDZwQPOeCcBR1xT

MD5: 290B317E0EB03584393F0F2B2A79E3D8

SHA1: 64FA43C9A6C517C413FADDEE3344DF9F472AFEC2

SHA-256: D634739C18912F3E69C464E524EAB8E2F378530D3254FB58245D321D848692E0

SHA-512: 92228CF5F788018F868D108307B756F0220CDBB35AA569ED8CB8379A86ABF6D70ADA4012208DFAF3E33064BF79C667310C12296ADB157D839CFCF9F7BEDA7E9
9

Malicious: false

URL: https://js.driftt.com/core/assets/js/17.e07ed2e7.chunk.js

Preview: (window.webpackJsonp=window.webpackJsonp||[]).push([[17],{"+Ry9":function(e,t,n){"use strict";var a=n("mj2O"),r=n.n(a),c=n("7SM1"),i=n("nfbA"),o=n("QtlZ"),u=n("
SsZN"),s=n("B8JY"),d=n("Hvhg"),l=n("SFoa"),b=n("TDUE"),f=n("da4L"),v=n("hm8b"),p=n("LVcX"),O=n("pqMu"),g=n("PjZB"),E=n("gG69"),m=n("0lfv"),j=n("3DW5")
,I=n("uIJS"),C=n("LvsC"),h=n("qytN"),_=n("7jL2"),A=n("K7i0"),y=n("xwTo"),S=n("g6eD"),T=n("7BJg");function _createSuper2(e){return function(){var t,n=Object(_.a)
(e);if(function isNativeReflectConstruct(){if("undefined"===typeof Reflect||!Reflect.construct)return!1;if(Reflect.construct.sham)return!1;if("function"===typeof Proxy)re
turn!0;try{return Date.prototype.toString.call(Reflect.construct(Date,[],function(){})),!0}catch(e){return!1}}()){var a=Object(_.a)(this).constructor;t=Reflect.construct(
n,arguments,a)}else t=n.apply(this,arguments);return Object(h.a)(this,t)}}var x=100,k=new(function(e){Object(C.a)(AgentMessageEventBuffer,e);var t=_createSuper2
(AgentMessageEventBuffer);func

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 43

Entropy (8bit): 3.2226627197680635

Encrypted: false

SSDEEP: 3:CUzRtwv+L1pse:1/se

Chrome Cache Entry: 303

Chrome Cache Entry: 304

Chrome Cache Entry: 305
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MD5: F837AA60B6FE83458F790DB60D529FC9

SHA1: 14AF87CCEC7F81BB28D53C84DA2FD5A9D5925CDA

SHA-256: DCECAB1355B5C2B9ECEF281322BF265AC5840B4688748586E9632B473A5FE56B

SHA-512: A85E09C3B5DBB560F4E03BA880047DBC8B4999A64C1F54FBFBCA17EE0BCBED3BC6708D699190B56668E464A59358D6B534C3963A1329BA01DB21075EF5BEDA
CE

Malicious: false

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 43

Entropy (8bit): 3.2226627197680635

Encrypted: false

SSDEEP: 3:CUzRtwv+L1pse:1/se

MD5: F837AA60B6FE83458F790DB60D529FC9

SHA1: 14AF87CCEC7F81BB28D53C84DA2FD5A9D5925CDA

SHA-256: DCECAB1355B5C2B9ECEF281322BF265AC5840B4688748586E9632B473A5FE56B

SHA-512: A85E09C3B5DBB560F4E03BA880047DBC8B4999A64C1F54FBFBCA17EE0BCBED3BC6708D699190B56668E464A59358D6B534C3963A1329BA01DB21075EF5BEDA
CE

Malicious: false

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 43

Entropy (8bit): 3.2226627197680635

Encrypted: false

SSDEEP: 3:CUzRtwv+L1pse:1/se

MD5: F837AA60B6FE83458F790DB60D529FC9

SHA1: 14AF87CCEC7F81BB28D53C84DA2FD5A9D5925CDA

SHA-256: DCECAB1355B5C2B9ECEF281322BF265AC5840B4688748586E9632B473A5FE56B

SHA-512: A85E09C3B5DBB560F4E03BA880047DBC8B4999A64C1F54FBFBCA17EE0BCBED3BC6708D699190B56668E464A59358D6B534C3963A1329BA01DB21075EF5BEDA
CE

Malicious: false

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 43

Entropy (8bit): 3.2226627197680635

Encrypted: false

SSDEEP: 3:CUzRtwv+L1pse:1/se

MD5: F837AA60B6FE83458F790DB60D529FC9

SHA1: 14AF87CCEC7F81BB28D53C84DA2FD5A9D5925CDA

SHA-256: DCECAB1355B5C2B9ECEF281322BF265AC5840B4688748586E9632B473A5FE56B

SHA-512: A85E09C3B5DBB560F4E03BA880047DBC8B4999A64C1F54FBFBCA17EE0BCBED3BC6708D699190B56668E464A59358D6B534C3963A1329BA01DB21075EF5BEDA
CE

Malicious: false

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Chrome Cache Entry: 306

Chrome Cache Entry: 307

Chrome Cache Entry: 308

Chrome Cache Entry: 309
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Category: dropped

Size (bytes): 43

Entropy (8bit): 3.2226627197680635

Encrypted: false

SSDEEP: 3:CUzRtwv+L1pse:1/se

MD5: F837AA60B6FE83458F790DB60D529FC9

SHA1: 14AF87CCEC7F81BB28D53C84DA2FD5A9D5925CDA

SHA-256: DCECAB1355B5C2B9ECEF281322BF265AC5840B4688748586E9632B473A5FE56B

SHA-512: A85E09C3B5DBB560F4E03BA880047DBC8B4999A64C1F54FBFBCA17EE0BCBED3BC6708D699190B56668E464A59358D6B534C3963A1329BA01DB21075EF5BEDA
CE

Malicious: false

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 310 x 205, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 102400

Entropy (8bit): 7.991117040851556

Encrypted: true

SSDEEP: 3072:fd/tI0TeVA5o0VgTuGmxrMRZ6aLxuC+Gtn5HBZ4I/:f81VAMuGMrMX6Mxu9+fCo

MD5: F134FDA98A277B1C8F20AB8FBE2FBD58

SHA1: A922796190A1F5BBB3C410C6EC591502050DF04E

SHA-256: 27BCE9E85EAF3567A4695BA2B612E32615394D80D0A3A2DCB07B1FBFDFABABC7

SHA-512: 2B2E8338AFB9B0CA9B5FA3D452DFD80368B5D17566120AE6351B6D03572E5A69CEDB97F165FBC31FFB3ADDCC00506A3FC0761CF2404A5D9826A8448A7C4D9F
17

Malicious: false

Preview: .PNG........IHDR...6.........2.\....CiCCPICC profile..x.SwX...>..e.VB..l.."#....Y....a...@...V....HU...H...(.gA..Z.U\8....}z...........y.....&..j.9R.<:...OH.....H.. ....g......yx~t.?...o...p
..$......P&W. ...".....R...T.......S.d.....ly|B"......I>................(G$.@..`U.R,......@"......Y.2G.....v.X..@`...B,.. 8..C.... L..0.._p..H.....K.3.....w....!..l.Ba.).f.."...#.H..L.........8?......f.l....k.o
">!.........N..._....p...u.k.[..V.h..]3...Z..z..y8.@...P.<......%b..0.>.3.o..~..@...z..q.@......qanv.R....B1n..#.....)..4.\,...X..P"M.y.R.D!.....2......w....O.N....l.~.....X.v.@~.-......g42y
.......@+..........\...L....D..*.A..............a.D@.$.<.B.......A.T.:.............18....\..p..`........A...a!:..b.."......"aH4... ..Q"..r...Bj.]H#.-r.9.\@.... 2....G1...Q...u@......s.t4.]...k....=.....K.ut.}..
c..1.f..a\..E`.X.&..c.X5V.5c.X7v....a..$......^...l...GXLXC.%.#....W...1.'"..O.%z...xb:..XF.&.!.!.%^'.._.H$...N.!%.2I.IkH.H-.S.>..i.L&.m....... ......O......:..L..$R...J5e?

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.2226627197680635

Encrypted: false

SSDEEP: 3:CUzRtwv+L1pse:1/se

MD5: F837AA60B6FE83458F790DB60D529FC9

SHA1: 14AF87CCEC7F81BB28D53C84DA2FD5A9D5925CDA

SHA-256: DCECAB1355B5C2B9ECEF281322BF265AC5840B4688748586E9632B473A5FE56B

SHA-512: A85E09C3B5DBB560F4E03BA880047DBC8B4999A64C1F54FBFBCA17EE0BCBED3BC6708D699190B56668E464A59358D6B534C3963A1329BA01DB21075EF5BEDA
CE

Malicious: false

URL: https://b.6sc.co/v1/beacon/img.gif?token=fa4e6eea25694c3cbbb498b22fabe55b&svisitor=null&visitor=50619d32-de7f-4ad0-8997-
519671835ea0&session=54e66e53-b9c0-4662-8ce2-
0e355cfd5e06&event=active_time_track&q=%7B%22currentTime%22%3A%22Mon%2C%2020%20Mar%202023%2021%3A53%3A40%20GMT%22%2C%22lastTrackTi
me%22%3A%22Mon%2C%2020%20Mar%202023%2021%3A53%3A39%20GMT%22%2C%22timeSpent%22%3A%221016%22%2C%22totalTimeSpent%22%3A%226
699%22%7D&isIframe=false&m=%7B%22description%22%3A%22Here%20at%20Cloudflare%2C%20we%20make%20the%20Internet%20work%20the%20way%20it%2
0should.%20Offering%20CDN%2C%20DNS%2C%20DDoS%20protection%20and%20security%2C%20find%20out%20how%20we%20can%20help%20your%20site.%2
2%2C%22keywords%22%3A%22%22%2C%22title%22%3A%22Cloudflare%20-
%20The%20Web%20Performance%20%26amp%3B%20Security%20Company%20%7C%20Cloudflare%22%7D&cb=&r=https%3A%2F%2Fwww.cloudflare.com%2Fen-
gb%2F&thirdParty=%7B%7D&v2=1&pageURL=https%3A%2F%2Fwww.cloudflare.com%2Fen-gb%2F&pageViewId=18c8697e-6011-4cd3-8a06-3ce89b8feaab&an_uid=0

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (7555), with no line terminators

Category: downloaded

Size (bytes): 7555

Chrome Cache Entry: 310

Chrome Cache Entry: 311

Chrome Cache Entry: 312
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Entropy (8bit): 4.968086769227201

Encrypted: false

SSDEEP: 192:+vkz1/kwiMULuOsvzo2qKFOb2/gh75uG2m5vnbsW4RZYH8SP:kYG75X5vnbsW4Rc

MD5: 189AEFFD571884559DABABA22C66D75A

SHA1: 7B8BC38FB8A289535FC0C369E16F241D604828FB

SHA-256: DD09E3BA26066ABE27C4DAD57C8E0C8A63FE23A0BC87E63BCAB94F25E9096459

SHA-512: 1B1BC05A69CB53E252ED017D28AA0709A08C39715A6656D2D9EFF029EDEC8EBDE28B20FFC1C033A769BA66430ABD79B9A8E4F9A4B3E0D9524C939EC25B4B7
DE2

Malicious: false

URL: https://js.driftt.com/core/assets/css/3.07aa08a5.chunk.css

Preview: .emoji-mart,.emoji-mart *{box-sizing:border-box;line-height:1.15}.emoji-mart{font-family:-apple-system,BlinkMacSystemFont,Helvetica Neue,sans-serif;font-size:16
px;display:inline-block;color:#222427;border:1px solid #d9d9d9;border-radius:5px;background:#fff}.emoji-mart .emoji-mart-emoji{padding:6px}.emoji-mart-bar{border:0 
solid #d9d9d9}.emoji-mart-bar:first-child{border-bottom-width:1px;border-top-left-radius:5px;border-top-right-radius:5px}.emoji-mart-bar:last-child{border-top-width:1
px;border-bottom-left-radius:5px;border-bottom-right-radius:5px}.emoji-mart-anchors{display:flex;flex-direction:row;justify-content:space-between;padding:0 6px;line-heigh
t:0}.emoji-mart-anchor{position:relative;display:block;flex:1 1 auto;color:#858585;text-align:center;padding:12px 4px;overflow:hidden;transition:color .1s ease-out;margin
:0;box-shadow:none;background:none;border:none}.emoji-mart-anchor:focus{outline:0}.emoji-mart-anchor-selected,.emoji-mart-anchor:focus,.emoji-mart-anchor:hover{
color:#464

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.2226627197680635

Encrypted: false

SSDEEP: 3:CUzRtwv+L1pse:1/se

MD5: F837AA60B6FE83458F790DB60D529FC9

SHA1: 14AF87CCEC7F81BB28D53C84DA2FD5A9D5925CDA

SHA-256: DCECAB1355B5C2B9ECEF281322BF265AC5840B4688748586E9632B473A5FE56B

SHA-512: A85E09C3B5DBB560F4E03BA880047DBC8B4999A64C1F54FBFBCA17EE0BCBED3BC6708D699190B56668E464A59358D6B534C3963A1329BA01DB21075EF5BEDA
CE

Malicious: false

URL: https://b.6sc.co/v1/beacon/img.gif?token=fa4e6eea25694c3cbbb498b22fabe55b&svisitor=null&visitor=50619d32-de7f-4ad0-8997-
519671835ea0&session=54e66e53-b9c0-4662-8ce2-
0e355cfd5e06&event=passive_time_track&q=%7B%22currentTime%22%3A%22Mon%2C%2020%20Mar%202023%2021%3A53%3A59%20GMT%22%2C%22lastTrack
Time%22%3A%22Mon%2C%2020%20Mar%202023%2021%3A53%3A55%20GMT%22%2C%22timeSpent%22%3A%223615%22%2C%22totalTimeSpent%22%3A%22
25516%22%7D&isIframe=false&m=%7B%22description%22%3A%22Here%20at%20Cloudflare%2C%20we%20make%20the%20Internet%20work%20the%20way%20it
%20should.%20Offering%20CDN%2C%20DNS%2C%20DDoS%20protection%20and%20security%2C%20find%20out%20how%20we%20can%20help%20your%20site.
%22%2C%22keywords%22%3A%22%22%2C%22title%22%3A%22Cloudflare%20-
%20The%20Web%20Performance%20%26amp%3B%20Security%20Company%20%7C%20Cloudflare%22%7D&cb=&r=https%3A%2F%2Fwww.cloudflare.com%2Fen-
gb%2F&thirdParty=%7B%7D&v2=1&pageURL=https%3A%2F%2Fwww.cloudflare.com%2Fen-gb%2F&pageViewId=18c8697e-6011-4cd3-8a06-3ce89b8feaab&an_uid=0

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: RIFF (little-endian) data, Web/P image

Category: downloaded

Size (bytes): 9616

Entropy (8bit): 7.963142775045431

Encrypted: false

SSDEEP: 192:POLcCrcU4s4Q9MmgIJ0EuXimOz88E2oHUzIOmBVnvpTmuNxFgC1dK:PocP9sn9MmgIJ0EcaRj1kxvQunFX0

MD5: E6ECD6D409159AC0C512D374D5E6F2E7

SHA1: 78273836ACFBDE1FB61F60054905AA2E388B9BF5

SHA-256: CB9B601882C8123733DB6D5A1B00176B9AF87B6A70A88FAA11E26AE6D086C079

SHA-512: CA8095A887632965558BF2A2E76BE4A0433EC1EF34FB00E177129F1060B73897450475E7FC7FE894780767BC586E1780874DF61D5C5F463933B8748CCB06C78D

Malicious: false

URL: https://www.cloudflare.com/static/d576ec18890ea6aff6e201cef239bbe0/performance-acceleration-rocket-blue-192x192-4798970.png

Preview: RIFF.%..WEBPVP8L{%../../..M.-..7.qh.Z.......*3..|#.A....y.^......P../.UK.l.1..'..40..2(..5Z.s..B03S..PqR...m..F...V.%...N...E.....ob.b!..H....m0`.cy.{. ..6.19...94.......W.../..}..
@:^4.v.7.h...........p...?................M}.7...4.c..Y=f....&AI:..R.B]d....M..7...._n.q.&....FNr.O..B,k.G..B.;...WA..X.(.....|......}...r<.s].....D..f.....A..V.._C5R.....d.!...'..../.}..V,l..X...^...
........j...I...v.....QJ..}...W.E.~.<6"[sB7.R.UK.=.._BI...x.....1JI.|~.)....m<=AO...h............4U...N6..[.K..vZG..... .....QL....*..fR....w=>..e ym|k.51....8W`-.....!.J.u..{...R.3q.z......
..F..v...*.?..H@._K.R.._......x..1.C....=W]8...)....>..5..:!...>.R.......8.Q.../1./I.....-.......C..*n..8D...F.L...O..T..p..:.o...G....k.>>.6.S.[}..2.].J...R..*P.n+...h@..1.W......}.J8.......4.=-
^HX.iKI...OR....T4.....[..v..}z!<......;.p5-4.].K.....k.c[.b.1...$.S.vFx.fX.l.y...Y.C.......d..3..mp....&...p>f|.7g0..2&.l...a$..v8%).y.\...T.r#...N.!gR....1}.LL......,^."..p

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

Chrome Cache Entry: 313

Chrome Cache Entry: 314

Chrome Cache Entry: 315
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File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.2226627197680635

Encrypted: false

SSDEEP: 3:CUzRtwv+L1pse:1/se

MD5: F837AA60B6FE83458F790DB60D529FC9

SHA1: 14AF87CCEC7F81BB28D53C84DA2FD5A9D5925CDA

SHA-256: DCECAB1355B5C2B9ECEF281322BF265AC5840B4688748586E9632B473A5FE56B

SHA-512: A85E09C3B5DBB560F4E03BA880047DBC8B4999A64C1F54FBFBCA17EE0BCBED3BC6708D699190B56668E464A59358D6B534C3963A1329BA01DB21075EF5BEDA
CE

Malicious: false

URL: https://b.6sc.co/v1/beacon/img.gif?token=fa4e6eea25694c3cbbb498b22fabe55b&svisitor=null&visitor=50619d32-de7f-4ad0-8997-
519671835ea0&session=54e66e53-b9c0-4662-8ce2-
0e355cfd5e06&event=passive_time_track&q=%7B%22currentTime%22%3A%22Mon%2C%2020%20Mar%202023%2021%3A55%3A26%20GMT%22%2C%22lastTrack
Time%22%3A%22Mon%2C%2020%20Mar%202023%2021%3A55%3A12%20GMT%22%2C%22timeSpent%22%3A%2213958%22%2C%22totalTimeSpent%22%3A%2
2112474%22%7D&isIframe=false&m=%7B%22description%22%3A%22Here%20at%20Cloudflare%2C%20we%20make%20the%20Internet%20work%20the%20way%2
0it%20should.%20Offering%20CDN%2C%20DNS%2C%20DDoS%20protection%20and%20security%2C%20find%20out%20how%20we%20can%20help%20your%20sit
e.%22%2C%22keywords%22%3A%22%22%2C%22title%22%3A%22Cloudflare%20-
%20The%20Web%20Performance%20%26amp%3B%20Security%20Company%20%7C%20Cloudflare%22%7D&cb=&r=https%3A%2F%2Fwww.cloudflare.com%2Fen-
gb%2F&thirdParty=%7B%7D&v2=1&pageURL=https%3A%2F%2Fwww.cloudflare.com%2Fen-gb%2F&pageViewId=18c8697e-6011-4cd3-8a06-3ce89b8feaab&an_uid=0

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (23671), with no line terminators

Category: downloaded

Size (bytes): 23671

Entropy (8bit): 5.646312776334652

Encrypted: false

SSDEEP: 384:Dm74QrOvl0B1lc2qauLu4MeDX6EaOlf0lJ7qVGWvI6w07UrrGRVg:ZQrOOB1lcDtiE3lslJOVGKHw07fVg

MD5: 446A4E290BADAE1CD19315D444EDECB9

SHA1: A0151CE1AB0A1D571725262A3A00FBB7DF47E9F2

SHA-256: 18ABD92D67F10BBAC57F69B0D0C896E5898582C455BCA4687A6B2AB1A46CDAF2

SHA-512: 9CDED274DBDC36BC95912AE787CD3A357CCEBDEB63FD88510FD031C31CD1271D55422D4335FEB9FF4638EA2B4AB4B01A2E0EAA126656518F77D1EB63440307
44

Malicious: false

URL: https://js.driftt.com/core/assets/js/4.d22a73b9.chunk.js

Preview: (window.webpackJsonp=window.webpackJsonp||[]).push([[4],{"+qGC":function(e,t,n){"use strict";n.d(t,"b",function(){return useGetConversationRatingMessage}),n.d(t
,"a",function(){return useGetConversationRatedMessage});var r=n("da4L"),c=n("TbSn"),a=n("ERkP"),i=n("0lfv");function useGetConversationRatingMessage(e){return O
bject(a.useMemo)(function(){if(e&&e.length){var t=Object(c.a)(e);if(!Object(i.m)(t)){if(Object(r.l)(t))return t;if(Object(r.k)(t)){var n=e[e.length-2];if(Object(r.l)(n))return n}}}
return null},[e])}function useGetConversationRatedMessage(e){return Object(a.useMemo)(function(){if(e&&e.length){var t=Object(c.a)(e);if(!Object(i.m)(t)){if(Object(r.f)(t
))return t;if(Object(r.k)(t)){var n=e[e.length-2];if(Object(r.f)(n))return n}}}return null},[e])}},"1b8i":function(e,t,n){"use strict";var r=n("s8DI"),c=n("da4L"),a=n("ERkP");t.a=f
unction useTimedMessages(e,t){var n=Object(a.useState)(function(){return e}),i=Object(r.a)(n,2),u=i[0],o=i[1],s=Object(a.useRef)(t),l=Object(a.useRef)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 27 x 46, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 61

Entropy (8bit): 4.035372245524405

Encrypted: false

SSDEEP: 3:yionv//thPluIkxl/k4E08up:6v/lhPjk7Tp

MD5: 880EDCA4AD1521930D5827CD1AB42EA6

SHA1: E1064A49651E33AD793076ABE315ADA814E376A5

SHA-256: 0341BA51756F6B7A9B80035B0337EECC961927D69881B3D661050A63C5D34946

SHA-512: 25278514B03FAB793E5002B4E9C653205526B4A2C999191165F44BDD2F5CE82BCC9EE773B62D508C6B010DD0AE51C729BBBABA0580828416DEC60C2F7D25031
8

Malicious: false

URL: https://challenges.cloudflare.com/cdn-cgi/challenge-platform/h/g/img/7ab12ef0c9456910/1679349161222/XXaPF-8fP1yKR1n

Preview: .PNG........IHDR.............V.......IDAT.....$.....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

Chrome Cache Entry: 316

Chrome Cache Entry: 317

Chrome Cache Entry: 318
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File Type: ASCII text, with very long lines (6139), with no line terminators

Category: downloaded

Size (bytes): 6139

Entropy (8bit): 5.416303546147877

Encrypted: false

SSDEEP: 96:EI59BlyhlkXZ7Ijgn+yVk4D+grGk2NvPmDmJqukVKXgpE43X635:zahiXZ7IUn+yVkU+5k2tuDmJjkVJWw6J

MD5: EB54B8F277BDD51BDDB875384621D974

SHA1: 0242EA459209295F212BA3973D51FF42D1EE6A05

SHA-256: BEB5AD5B67B12243C2BAD152A81FF5EB6184D4F8BE0073B0326E26AD269BAB51

SHA-512: 172AF14384863CE9FD91489DCC88F0753849B5F427955736EEE332A9758F81AEEFF107268311B763CB4FCA371B959446EF56780970892E0E927438963D8D8352

Malicious: false

URL: https://js.driftt.com/core/assets/js/runtime~main.61e3830e.js

Preview: !function(e){function webpackJsonpCallback(c){for(var r,a,t=c[0],n=c[1],_=c[2],u=0,i=[];u<t.length;u++)a=t[u],f[a]&&i.push(f[a][0]),f[a]=0;for(r in n)Object.prototype.has
OwnProperty.call(n,r)&&(e[r]=n[r]);for(o&&o(c);i.length;)i.shift()();return d.push.apply(d,_||[]),checkDeferredModules()}function checkDeferredModules(){for(var e,c=0;c<d
.length;c++){for(var r=d[c],a=!0,t=1;t<r.length;t++){var n=r[t];0!==f[n]&&(a=!1)}a&&(d.splice(c--,1),e=__webpack_require__(__webpack_require__.s=r[0]))}return e}var c={},
r={6:0},f={6:0},d=[];function __webpack_require__(r){if(c[r])return c[r].exports;var f=c[r]={i:r,l:!1,exports:{}};return e[r].call(f.exports,f,f.exports,__webpack_require__),f.l=!0
,f.exports}__webpack_require__.e=function requireEnsure(e){var c=[];r[e]?c.push(r[e]):0!==r[e]&&{1:1,3:1,9:1,17:1,23:1,24:1,29:1,31:1,32:1,33:1,35:1,37:1,38:1,3
9:1,43:1,44:1,45:1,46:1,47:1,48:1}[e]&&c.push(r[e]=new Promise(function(c,f){for(var d="assets/css/"+({}[e]||e)+"."+{0:"31d6cfe0",1:"02a6af84",2:"31d6

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 24

Entropy (8bit): 3.8868421881310122

Encrypted: false

SSDEEP: 3:HE9vZ6n:SMn

MD5: 0C5DAD92482D9A7C7C253510F5082465

SHA1: 534B458F99B4D0BB90C2CF2C4BB3703EF44A52BF

SHA-256: 5DBAF0A4FF0F8AC8C1B67550EEE84390B089604FFAF71183E417636C7E183AC5

SHA-512: 3B889A1DB2E3D3184886111A1B20FC54E6F14B006DB29B1D92741AF5C0A5B8299E78CDF6939437915F2B350E0BFC781BB8E96D4119172FF0CD2CB178487D71E0

Malicious: false

URL: https://js.driftt.com/core/assets/css/17.22abfce0.chunk.css

Preview: body{margin:0;padding:0}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (54960), with no line terminators

Category: downloaded

Size (bytes): 54960

Entropy (8bit): 5.247733535708695

Encrypted: false

SSDEEP: 768:XpFB/1qdB/i/BeMh4yV7y7jydINy+R4R2roBdyEea/o00l8jPW:fLmBgde

MD5: 1AC37BF2B93050F29058B66A9AD43E10

SHA1: 60CD4567C1C895E694BE5A75C24DA7215E43C01E

SHA-256: D14E287DDAE470B06C4639E73260CA21A4C9B7CFDF56E02965A8F50FB5333B42

SHA-512: 3D540B91AB13CDCE609E4A354E109FD5403E27BB9219E377B60FF2D267540287DF7FF0CD7FE2C81F6E8C92C1589D3AAFB56AF8F4668862DF1A11023B09ECA85
5

Malicious: false

URL: https://js.driftt.com/core/assets/js/3.f50b964b.chunk.js

Preview: (window.webpackJsonp=window.webpackJsonp||[]).push([[3],{"/mDG":function(e,t,n){var r=n("VBlB");e.exports=function toSpaceCase(e){return r(e).replace(/[\W_]+(.|
$)/g,function(e,t){return t?" "+t:""}).trim()}},"/vf7":function(e,t,n){"use strict";Object.defineProperty(t,"__esModule",{value:!0});var r=Object.assign||function(e){for(var t=1;t<
arguments.length;t++){var n=arguments[t];for(var r in n)Object.prototype.hasOwnProperty.call(n,r)&&(e[r]=n[r])}return e};t.renderViewDefault=function renderView
Default(e){return o.default.createElement("div",e)},t.renderTrackHorizontalDefault=function renderTrackHorizontalDefault(e){var t=e.style,n=_objectWithoutProperties(e,["s
tyle"]),i=r({},t,{right:2,bottom:2,left:2,borderRadius:3});return o.default.createElement("div",r({style:i},n))},t.renderTrackVerticalDefault=function renderTrackVertical
Default(e){var t=e.style,n=_objectWithoutProperties(e,["style"]),i=r({},t,{right:2,bottom:2,top:2,borderRadius:3});return o.default.createElement("div",r({style

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (1977), with no line terminators

Category: downloaded

Size (bytes): 1977

Chrome Cache Entry: 319

Chrome Cache Entry: 320

Chrome Cache Entry: 321
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Entropy (8bit): 5.391311297033411

Encrypted: false

SSDEEP: 48:lCiWJ0lo7C1Bj7KT9KrGsgl/6ZycLIybA:sfJkECHHKTDblyybx

MD5: 0F06B1A10612221DA18F1357EE186306

SHA1: E3444B6EC0F1ED75B65C19C9962322708F252A6C

SHA-256: B2AA0F32CF422C13E4C474DF81A89F50CBB00F5816A6FB32E3A605422CD036D9

SHA-512: C0392502B7E5836AC0C1A2B5074EA5EC58D56F253634300D69284CDED5E9C304161E97AEAE59D5726C1C64F81E636E4FCAE41AF064A40518889DA600FCCE603
7

Malicious: false

URL: https://www.cloudflare.com/SearchModal-3ddfdb137194c4ee1004.js

Preview: "use strict";(self.__LOADABLE_LOADED_CHUNKS__=self.__LOADABLE_LOADED_CHUNKS__||[]).push([[8582],{77809:function(e,r,t){t.r(r);var s=t(94184),n=t.n(s),
o=t(67294),l=t(58068),i=t(95865),a=t(2521),c=t(6051),h=t(40684);const u=(0,h.default)({resolved:{},chunkName(){return"LoadableCoveoSearchProvider"},isReady(e){c
onst r=this.resolve(e);return!0===this.resolved[r]&&!!t.m[r]},importAsync:()=>Promise.all([t.e(9774),t.e(797),t.e(590),t.e(4954)]).then(t.bind(t,62917)),requireAsync(e){const 
r=this.resolve(e);return this.resolved[r]=!1,this.importAsync(e).then((e=>(this.resolved[r]=!0,e)))},requireSync(e){const r=this.resolve(e);return t(r)},resolve(){return 62917
}}),d=(0,h.default)({resolved:{},chunkName(){return"LoadableAtomicSearchBox"},isReady(e){const r=this.resolve(e);return!0===this.resolved[r]&&!!t.m[r]},importAsync:
()=>Promise.all([t.e(9774),t.e(797),t.e(590),t.e(4979)]).then(t.bind(t,62810)),requireAsync(e){const r=this.resolve(e);return this.resolved[r]=!1,this.importAsync(e).then((e=>
(

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 2430

Entropy (8bit): 4.061894233320223

Encrypted: false

SSDEEP: 48:/dJ3cbcBre6ZCeLlJr6Usn4vGZRkRPloJv6QeQ4QIxxu4whkbP:XMbare6ZdV6d4vGbH4vxwh4

MD5: 01F0E9E70DBB5132DF9A1EBC4B978B79

SHA1: 3E1C0515091667986F81C80F598ACF84607F02C5

SHA-256: BFEBFF933AD5B7E51C17F7DEBE4998C4E4FF3846EC001379726E07CBCA17E853

SHA-512: CA8ABCB75BA76BB1D469E13B943E028C15B09B7FF2AC895D23948D5859E23B082451F60D27100C2C185335430CD90169486D5A7324A21AACB088168C36CAF382

Malicious: false

Preview: <svg width="48" height="48" viewBox="0 0 48 48" fill="none" xmlns="http://www.w3.org/2000/svg">.<path d="M36.1275 10.2075L37.74 7.68C30.4575 3 18.54 3 11.175 7.
68L12.75 10.215C19.2525 6.1125 29.7225 6.1125 36.1275 10.2075Z" fill="#0055DC"/>.<path d="M24.39 8.67749C20.6945 8.70932 17.061 9.63112 13.7972 11.364
8C10.5334 13.0986 7.73535 15.5932 5.64001 18.6375L8.16751 20.25C10.0057 17.6449 12.4331 15.5106 15.2521 14.021C18.0711 12.5313 21.202 11.7284 24.39 11
.6775C33.39 11.6775 39.15 17.2725 40.95 20.2275L43.5 18.675C41.415 15.2175 34.7175 8.67749 24.39 8.67749Z" fill="#0055DC"/>.<path d="M24.3975 13.3125C
18.465 13.3125 13.47 15.885 10.3425 20.5575C8.68073 23.1231 7.66712 26.054 7.38885 29.098C7.11057 32.1421 7.57596 35.2081 8.74498 38.0325L11.52 36.892
5C10.5343 34.5238 10.1388 31.9511 10.3675 29.3957C10.5961 26.8403 11.442 24.3786 12.8325 22.2225C14.1043 20.341 15.8319 18.8122 17.8542 17.7788C19.8765 
16.7453 22.1276 16.2409 24.3975 16.3125C34.83 16.3125 37.6425 24.87 37.845 28.17C38.0775

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JSON data

Category: downloaded

Size (bytes): 86101

Entropy (8bit): 5.272028462097141

Encrypted: false

SSDEEP: 1536:OAvMC2X0DSvl8Knj8naQ5tOlUGyZujwvGRByYzwxw80HCiD/1Sl3pNDbB7B:tvMC20DSvl8Knj8nJ6IGRBZzwxw8ZN3H

MD5: C940C128620835CB76C3A483BF281968

SHA1: 4E63634A3F2A90C54E046405E217BC9A71C4AFC0

SHA-256: 2DB92EE941C8D6BD41CDE9E4C6B70C18C7A0FED1D77DC9D6F3DADD179BBCF5BB

SHA-512: 7AC02D9072B6709CA4BF512A4C08563C815E5EF0C52990B8C4919B2468B96A8DFE17AFD9332A12165C5A92485AC7842AC65E763E2426B025B776ED9B290F0CA8

Malicious: false

URL: https://www.cloudflare.com/vendor/onetrust/consent/e34df59b-4a48-4bf9-b2b5-7a4bb09cd231/d8806338-d10a-406d-9677-f925dab8e982/en.json

Preview: {"DomainData":{"pclifeSpanYr":"Year","pclifeSpanYrs":"Years","pclifeSpanSecs":"A few seconds","pclifeSpanWk":"Week","pclifeSpanWks":"Weeks","pccloseButtonType":
"Icon","pccontinueWithoutAcceptText":"Continue without Accepting","MainText":"Your Cookie Options","MainInfoText":"Cloudflare uses four types of cookies as described 
below. You can decide which categories of cookies you wish to accept to improve your experience on our website. To learn more about the cookies we use on our site, 
please read our Cookie Policy.","AboutText":"Cloudflare's Cookie Policy","AboutCookiesText":"Your Privacy","ConfirmText":"Allow All","AllowAllText":"Save Settin
gs","CookiesUsedText":"Cookies used","CookiesDescText":"Description","AboutLink":"https://www.cloudflare.com/cookie-policy/","ActiveText":"Active","AlwaysActive
Text":"Always Active","PCShowAlwaysActiveToggle":true,"AlertNoticeText":"Like most websites, we use cookies to make our site work the way you expect it to, improve 
your experience on our sit

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (41007), with no line terminators

Category: downloaded

Chrome Cache Entry: 322

Chrome Cache Entry: 323

Chrome Cache Entry: 324
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Size (bytes): 41007

Entropy (8bit): 5.437256206513934

Encrypted: false

SSDEEP: 384:lG0vYW/BOBfMOG8C+zNgyk8zN+y+F6cdR3B1jQjzJFdN+NDY9IlFCFztu3iMd2VM:llI2ly5TeK/PGDYqFCFzMiMCGSHtQZEW

MD5: B7987066580CF7DAA3D78F10B4F2514F

SHA1: 0B4940089A8F1343D1BB5CA7E0E7888D5480AA9F

SHA-256: 4ABD1CAC819EB54E09E139CE70D56FE3A594921FE2FFD5AC00DF5796F979BB02

SHA-512: BCA6A57AE92D32CED5A855BB11237E818A13FCC089FE579397E0190F33E5167B17F28F3E511BA410C5D8E75E444D8FAB88AD27239AAECAF977AB6E437C0F32
DF

Malicious: false

URL: https://js.driftt.com/core/assets/js/18.538b8f02.chunk.js

Preview: (window.webpackJsonp=window.webpackJsonp||[]).push([[18],{"+Zvl":function(e,t,n){"use strict";var r=n("QtlZ"),o=n("ILQF"),a=n("H/qh"),c=["__DRIFT_WIDG
ET_RECEIVE_CHANNEL","REPLACE_STATE"];t.a=function actionSyncMiddleware(){return function(e){return function(t){return t._foreignDispatch||Object(a.a)(t.type,c)|
|r.a&&r.a.name&&Object(o.a)({topic:"".concat(r.a.name,":action-dispatch"),message:{action:t}}),e(t)}}}},"0lfv":function(e,t,n){"use strict";n.d(t,"j",function(){return T}),n.d(t,"p
",function(){return A}),n.d(t,"g",function(){return forceFocus}),n.d(t,"q",function(){return j}),n.d(t,"r",function(){return I}),n.d(t,"e",function(){return R}),n.d(t,"k",function(){return 
x}),n.d(t,"w",function(){return C}),n.d(t,"n",function(){return L}),n.d(t,"x",function(){return D}),n.d(t,"f",function(){return P}),n.d(t,"b",function(){return U}),n.d(t,"a",function()
{return M}),n.d(t,"c",function(){return k}),n.d(t,"i",function(){return B}),n.d(t,"s",function(){return V}),n.d(t,"d",function(){return F

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (6142)

Category: downloaded

Size (bytes): 137762

Entropy (8bit): 5.59511506359822

Encrypted: false

SSDEEP: 3072:hfhyRcCB0eJdTiC1uXltreTiUvacEPMaU:DQ3JliC1uXltCWeaU

MD5: 1FEC5A25F2E15AEAE0A8D0F8F118AB46

SHA1: 55EB3F24D363A5656D508B6350D5F35C30D71271

SHA-256: 745477105F554B6AC27EC7BFDA25C57388E0914949349320B786F337515B5B6F

SHA-512: 19E2F820BB8EE8C8D46869FECD5A716889D1DBFBFDFC9A92D98B72BCB7EA7E8C57AE521D94BE28FA9BD13099CE0A1310D673DC750F3AF4B6B806DC6C9A22
E668

Malicious: false

URL: https://www.googleoptimize.com/optimize.js?id=GTM-N4JSZJ8

Preview: .// Copyright 2012 Google Inc. All rights reserved..(function(){..var data = {."resource": {.  "version":"1851",.  .  "macros":[{"function":"__e"},{"function":"__dee"},{"function":
"__k","vtp_name":"_opt_expid","vtp_decodeCookie":true},{"function":"__uv"},{"function":"__c","vtp_value":false},{"function":"__gaoo_c","vtp_trackingId":"UA-10218544-
29"},{"vtp_experimentKey":"OPT-N4JSZJ8_OPT-WZ4GJ","function":"__c","vtp_value":true},{"function":"__u","vtp_component":"URL","vtp_enableMultiQueryKeys":fal
se,"vtp_enableIgnoreEmptyQueryParam":false},{"function":"__exs","vtp_measurementId":"9fyezYyPQJKrM0M032EwPQ","vtp_sections":["list",2]},{"vtp_experime
ntKey":"OPT-N4JSZJ8_OPT-WZ4GJ","function":"__c","vtp_value":1000},{"vtp_experimentKey":"OPT-N4JSZJ8_OPT-WZ4GJ","function":"__c","vtp_value":275},{"fun
ction":"__cie","vtp_experimentState":["macro",8],"vtp_trafficCoverage":["macro",9],"vtp_trafficCoverageHash":["macro",10]},{"function":"__ctto","vtp_isDynamic":false},{"f
unction":"__sel","vtp_selector

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text, with very long lines (61993), with no line terminators

Category: downloaded

Size (bytes): 1498260

Entropy (8bit): 5.903214950636997

Encrypted: false

SSDEEP: 24576:t40uobZNTsLOaoo+x8V2V6b9Sx8FTHZFri+1yh/vbfZ:TuobZNTLb8YV6b9e8FZFri+iv1

MD5: B37FB9F0C689CC86396DA08DF69FE554

SHA1: 9882347958E3650346FA2B260F66FD62906F2A38

SHA-256: 5FA71ECB9FC32176B16EC36EADE205018194FC342A8C33C82E13388488D1E996

SHA-512: 00993CD47493E7CA72DE998DE4A3D497FC561694CC6D395E83DFAF205DD9C1202DCD63C4EDD2C69607E7ED69D2F11CE7C3D1696DBDC923E959E6E8AC673637
4A

Malicious: false

URL: https://www.cloudflare.com/app-f211963050c9e7e9171a.js

Preview: /*!For license information please see app-f211963050c9e7e9171a.js.LICENSE.txt*/(self.__LOADABLE_LOADED_CHUNKS__=self.__LOADABLE_LOADED_CHUNK
S__||[]).push([[2143],{73101:function(e,t,n){"use strict";n.d(t,{F:function(){return c}});var r=n(67294),a="https://embed.cloudflarestream.com/embed/sdk.latest.js",o=func
tion(){if("undefined"!=typeof window)return window.Stream};function i(e,t,n){(0,r.useEffect)((function(){t.current&&(t.current[e]=n)}),[e,n,t])}function s(e,t,n){void 0===n&&
(n=l),(0,r.useEffect)((function(){if(t.current){var r=t.current;return r.addEventListener(e,n),function(){return r.removeEventListener(e,n)}}}),[n,e,t])}var l=function(){},c=fu
nction(e){return function(){var e=(0,r.useState)(o),t=e[0],n=e[1];return(0,r.useEffect)((function(){if(!t){var e=document.querySelector("script[src='"+a+"']"),r=null!=e?e
:document.createElement("script");r.addEventListener("load",(function(){n(o)})),e||(r.src=a,document.head.appendChild(r))}}),[t]),t}()?r.createElement(h,Object.assign({},

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

Chrome Cache Entry: 325

Chrome Cache Entry: 326

Chrome Cache Entry: 327
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File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 43

Entropy (8bit): 3.2226627197680635

Encrypted: false

SSDEEP: 3:CUzRtwv+L1pse:1/se

MD5: F837AA60B6FE83458F790DB60D529FC9

SHA1: 14AF87CCEC7F81BB28D53C84DA2FD5A9D5925CDA

SHA-256: DCECAB1355B5C2B9ECEF281322BF265AC5840B4688748586E9632B473A5FE56B

SHA-512: A85E09C3B5DBB560F4E03BA880047DBC8B4999A64C1F54FBFBCA17EE0BCBED3BC6708D699190B56668E464A59358D6B534C3963A1329BA01DB21075EF5BEDA
CE

Malicious: false

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JSON data

Category: downloaded

Size (bytes): 277

Entropy (8bit): 5.715136946241542

Encrypted: false

SSDEEP: 6:YIodRdoH5yLXLFPrdxnYgS8MwRHMlyNpLum/svABEiMz3T:YHdRLFPvnYXUHEyfumk+E/zj

MD5: F65C22C106C4885ED8D8E7B6F1A95993

SHA1: 1BC3E2FD285F8487E3C1DEA7A2348D44D62667BC

SHA-256: 6F99A99C4A74BA1C2E70D7CC206D7AF64C837ABC66086C79A8F59E54A650EA77

SHA-512: DC92AE037D47378B745EF694B0FDFD8BE0FF9AC9EE8B041AC61DE96E50B270F960A3E325483596247240C6B5D7CD8ED8F7E6FF124368E4A98EEFDCB553C72E
F6

Malicious: false

URL: https://5067909-9.chat.api.drift.com/ws/longpoll?
session_token=SFMyNTY.g2gDdAAAAAVkAAJpZG0AAAAVNTA2NzkwOS0xNzY1Nzg4MTg5NS00ZAAGb3JnX2lkbQAAAAc1MDY3OTA5ZAAJc2NvcGVfc2V0bQAAAA
RsZWFkZAAHdXNlcl9pZG0AAAALMTc2NTc4ODE4OTVkAAl1c2VyX3R5cGVkAARsZWFkbgYA2eICAYcBYgABUYA.EdGz7smtDTLOiGVgTLyMxr8URMFsLfp25Pmx-
g6dfRE&remote_ip=3.229.58.120&vsn=2.0.0&token=SFMyNTY.g2gDaARkAAJ2MW0AAAAWUXhUMGh2MFlRcWdCaVQ5RWRCQXltd1hkABd3c19jbHVzdGVyQDEwLjI
yLjEyMi45NAAAU94AAAOEZBS_Xm0AAAAscGh4OmxwOktSZGNjMGJBV29TaGZaZmRBWU1rWVE9PTE2NzkzNDkyNTg4MTluBgBDGgQBhwFiABJ1AA.MBPIrsdmR2
xjNGehqRGQPwqiU4o4Ewp9LC6W11F12ZM

Preview: {"messages":[],"status":204,"token":"SFMyNTY.g2gDaARkAAJ2MW0AAAAWUXhUMGh2MFlRcWdCaVQ5RWRCQXltd1hkABd3c19jbHVzdGVyQDEwLjIyLjEyMi45N
AAAU94AAAOEZBS_Xm0AAAAscGh4OmxwOktSZGNjMGJBV29TaGZaZmRBWU1rWVE9PTE2NzkzNDkyNTg4MTluBgBDGgQBhwFiABJ1AA.MBPIrsdmR2xjNGehqR
GQPwqiU4o4Ewp9LC6W11F12ZM"}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.2226627197680635

Encrypted: false

SSDEEP: 3:CUzRtwv+L1pse:1/se

MD5: F837AA60B6FE83458F790DB60D529FC9

SHA1: 14AF87CCEC7F81BB28D53C84DA2FD5A9D5925CDA

SHA-256: DCECAB1355B5C2B9ECEF281322BF265AC5840B4688748586E9632B473A5FE56B

SHA-512: A85E09C3B5DBB560F4E03BA880047DBC8B4999A64C1F54FBFBCA17EE0BCBED3BC6708D699190B56668E464A59358D6B534C3963A1329BA01DB21075EF5BEDA
CE

Malicious: false

URL: https://b.6sc.co/v1/beacon/img.gif?token=fa4e6eea25694c3cbbb498b22fabe55b&svisitor=null&visitor=50619d32-de7f-4ad0-8997-
519671835ea0&session=54e66e53-b9c0-4662-8ce2-
0e355cfd5e06&event=passive_time_track&q=%7B%22currentTime%22%3A%22Mon%2C%2020%20Mar%202023%2021%3A53%3A55%20GMT%22%2C%22lastTrack
Time%22%3A%22Mon%2C%2020%20Mar%202023%2021%3A53%3A50%20GMT%22%2C%22timeSpent%22%3A%225385%22%2C%22totalTimeSpent%22%3A%22
21901%22%7D&isIframe=false&m=%7B%22description%22%3A%22Here%20at%20Cloudflare%2C%20we%20make%20the%20Internet%20work%20the%20way%20it
%20should.%20Offering%20CDN%2C%20DNS%2C%20DDoS%20protection%20and%20security%2C%20find%20out%20how%20we%20can%20help%20your%20site.
%22%2C%22keywords%22%3A%22%22%2C%22title%22%3A%22Cloudflare%20-
%20The%20Web%20Performance%20%26amp%3B%20Security%20Company%20%7C%20Cloudflare%22%7D&cb=&r=https%3A%2F%2Fwww.cloudflare.com%2Fen-
gb%2F&thirdParty=%7B%7D&v2=1&pageURL=https%3A%2F%2Fwww.cloudflare.com%2Fen-gb%2F&pageViewId=18c8697e-6011-4cd3-8a06-3ce89b8feaab&an_uid=0

Preview: GIF89a.............!.......,...........L..;

Chrome Cache Entry: 328

Chrome Cache Entry: 329

Chrome Cache Entry: 330
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 42

Entropy (8bit): 2.9881439641616536

Encrypted: false

SSDEEP: 3:CUXPQE/xlEy:1QEoy

MD5: D89746888DA2D9510B64A9F031EAECD5

SHA1: D5FCEB6532643D0D84FFE09C40C481ECDF59E15A

SHA-256: EF1955AE757C8B966C83248350331BD3A30F658CED11F387F8EBF05AB3368629

SHA-512: D5DA26B5D496EDB0221DF1A4057A8B0285D15592A8F8DC7016A294DF37ED335F3FDE6A2252962E0DF38B62847F8B771463A0124EF3F84299F262ED9D9D3CEE4
C

Malicious: false

Preview: GIF89a.............!.......,...........D.;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 42

Entropy (8bit): 2.9881439641616536

Encrypted: false

SSDEEP: 3:CUXPQE/xlEy:1QEoy

MD5: D89746888DA2D9510B64A9F031EAECD5

SHA1: D5FCEB6532643D0D84FFE09C40C481ECDF59E15A

SHA-256: EF1955AE757C8B966C83248350331BD3A30F658CED11F387F8EBF05AB3368629

SHA-512: D5DA26B5D496EDB0221DF1A4057A8B0285D15592A8F8DC7016A294DF37ED335F3FDE6A2252962E0DF38B62847F8B771463A0124EF3F84299F262ED9D9D3CEE4
C

Malicious: false

URL: https://x8ioeg.canksru.ru/cdn-cgi/images/trace/managed/js/transparent.gif?ray=7ab12ecbeba59a06

Preview: GIF89a.............!.......,...........D.;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.2226627197680635

Encrypted: false

SSDEEP: 3:CUzRtwv+L1pse:1/se

MD5: F837AA60B6FE83458F790DB60D529FC9

SHA1: 14AF87CCEC7F81BB28D53C84DA2FD5A9D5925CDA

SHA-256: DCECAB1355B5C2B9ECEF281322BF265AC5840B4688748586E9632B473A5FE56B

SHA-512: A85E09C3B5DBB560F4E03BA880047DBC8B4999A64C1F54FBFBCA17EE0BCBED3BC6708D699190B56668E464A59358D6B534C3963A1329BA01DB21075EF5BEDA
CE

Malicious: false

URL: https://b.6sc.co/v1/beacon/img.gif?token=fa4e6eea25694c3cbbb498b22fabe55b&svisitor=null&visitor=50619d32-de7f-4ad0-8997-
519671835ea0&session=54e66e53-b9c0-4662-8ce2-
0e355cfd5e06&event=passive_time_track&q=%7B%22currentTime%22%3A%22Mon%2C%2020%20Mar%202023%2021%3A53%3A46%20GMT%22%2C%22lastTrack
Time%22%3A%22Mon%2C%2020%20Mar%202023%2021%3A53%3A44%20GMT%22%2C%22timeSpent%22%3A%222005%22%2C%22totalTimeSpent%22%3A%22
12517%22%7D&isIframe=false&m=%7B%22description%22%3A%22Here%20at%20Cloudflare%2C%20we%20make%20the%20Internet%20work%20the%20way%20it
%20should.%20Offering%20CDN%2C%20DNS%2C%20DDoS%20protection%20and%20security%2C%20find%20out%20how%20we%20can%20help%20your%20site.
%22%2C%22keywords%22%3A%22%22%2C%22title%22%3A%22Cloudflare%20-
%20The%20Web%20Performance%20%26amp%3B%20Security%20Company%20%7C%20Cloudflare%22%7D&cb=&r=https%3A%2F%2Fwww.cloudflare.com%2Fen-
gb%2F&thirdParty=%7B%7D&v2=1&pageURL=https%3A%2F%2Fwww.cloudflare.com%2Fen-gb%2F&pageViewId=18c8697e-6011-4cd3-8a06-3ce89b8feaab&an_uid=0

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JSON data

Category: downloaded

Size (bytes): 152

Chrome Cache Entry: 331

Chrome Cache Entry: 332

Chrome Cache Entry: 333
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Entropy (8bit): 4.678679113999018

Encrypted: false

SSDEEP: 3:YBE5WV/eHLmIykgR+C0gPEMS3XjHHVluLEL669YpIw3pftRzcSL6u1n:Yga/eHLmigR+NgPEMMbMi3SpNBjLj

MD5: 0B28155066DBDA9D62801C94803E95F9

SHA1: E5A7AD3A2599A7AEEE54A1441CE020D881705135

SHA-256: 116AE6675B0E7096A8A606464F41864E8F57F7A154CF62E050CC863FED371D10

SHA-512: 2A70E98945A2FCAC91C7E419F7D0B6DCEE62EB6F0120BA738B336792399977279EAB6266D00D287D2F8F74CA4CC0809BF4CE7CC167AC9FECA5A7912D6D3C4B
AF

Malicious: false

URL: https://www.cloudflare.com/page-data/sq/d/1048862057.json

Preview: {"data":{"site":{"siteMetadata":{"targetEnv":"production","coreApiV1":"https://api.www.cloudflare.com/api/v1","baseURL":"https://www.cloudflare.com"}}}}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 237

Entropy (8bit): 4.886120789705036

Encrypted: false

SSDEEP: 6:t6AbHqcfHcmc4slmb5T7cynGonQFH1cS7hntttK/:t6AbHqkcI1T74UQFmStttI

MD5: 90D4B3A2FCAEE6AA52D3CE151C2877FA

SHA1: 373CB052F7463769E2768DCFA5F4121D49922A10

SHA-256: 42FDA41D28823DF2B0F6022EC47AB7889D64A1D4DC0123AA4370CC70D93C5A0F

SHA-512: 8C6D7CF08FBA3766A3C2D400A83F0B4912699C99470B4741E350E5BF40613D52BD79F60D8459E7C2AA25C1E6AB835017CDF06D081F217C7BCA142344205D492B

Malicious: false

Preview: <svg fill="none" height="15" viewBox="0 0 9 15" width="9" xmlns="http://www.w3.org/2000/svg"><path d="m1.41426-.0000487-1.41426056 1.4142587 5.65685056 
5.65681-5.65646622 5.65718 1.41387622 1.4139 7.07107-7.07108z" fill="#0051c3"/></svg>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines (8524)

Category: downloaded

Size (bytes): 21679

Entropy (8bit): 5.287988948302051

Encrypted: false

SSDEEP: 384:121nbgnGtkOruFUcVVRj2SwnfmtzHuXmalWxRY5ptyv:QsGtee2VkSwnfmlsmalWL

MD5: 116EA3F5639626894CA740383666A3CD

SHA1: 5A0AB5C0FAA7D4D7543BF767E35B54E7EED663FD

SHA-256: 6489998FDE1621A6C60F3F8DCDC329662E25FEBA92BD2C8FE98DE0BDC77F243E

SHA-512: DF42EA2F0A3C91DDF82C96AB91BC1C180A7FC1C5C68517813E655B32269E4F51900A4219E5DFC472290EF59B4080227B610B318D3EB914DBCEE700CA5D326FE
9

Malicious: false

URL: https://challenges.cloudflare.com/cdn-cgi/challenge-platform/h/g/turnstile/if/ov2/av0/y2crn/0x4AAAAAAAAjq6WYeRDKmebM/light/normal

Preview: <!DOCTYPE HTML>.<html lang="en-US">.<head>.    <meta http-equiv="X-UA-Compatible" content="IE=Edge,chrome=1" />.    <meta name="robots" content="noindex, 
nofollow" />.    <meta name="viewport" content="width=device-width, initial-scale=1, maximum-scale=1" />.    <title>Checking your Browser... </title>.    <style>html,
body{margin:0;padding:0;width:100%;height:100%;overflow:hidden}body{background-color:#fff;line-height:17px;color:#1d1f20;font-family:-apple-system,system-ui,Bli
nkMacSystemFont,Segoe UI,Roboto,Oxygen,Ubuntu,Helvetica Neue,Arial,sans-serif;font-size:14px;font-weight:400;-webkit-font-smoothing:antialiased;font-style:norma
l}h1{margin:16px 0;text-align:center;line-height:1.25;color:#1d1f20;font-size:16px;font-weight:700}p{margin:8px 0;text-align:center;font-size:20px;font-weight:400}#conten
t{border:1px solid #e0e0e0;background-color:#fafafa;height:60px;user-select:none}table,td,tr{margin:0;padding:0}#branding{padding-right:13px;width:60px;text-ali
gn:center}#cf-stage{padding-le

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines (1553), with no line terminators

Category: downloaded

Size (bytes): 1553

Entropy (8bit): 5.167036127977752

Encrypted: false

SSDEEP: 24:0E01AZ14iwMsom6Z9zZv9QxltzZ/sFf/sixQ75jmltzn1Tl121I:0EG+1p9zZvKxquwQ7RmX

MD5: 7FB2819F27029D9C4B4B04389BFB4F8B

SHA1: DA1CFFDE79EBF75E39E81CC78B74317ECE33741E

Chrome Cache Entry: 334

Chrome Cache Entry: 335

Chrome Cache Entry: 336
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SHA-256: E1D81456841EC84C2668FA0AE89BB5F0A3BC6B2258C57C175B358C2C5B1ED46F

SHA-512: 6F81FE7DF72B3B388213F3327B8019CEBA9FDE8238FB8EAE0CE200DC62E88F2E34FD823BF1927C4EE9F2C9CE0EE4C2CD7E0C0BF06F97258FCF3B558C68D14
BAA

Malicious: false

URL: https://js.driftt.com/core?d=1&embedId=diyh7bap5ddc&eId=diyh7bap5ddc®ion=US&forceShow=false&skipCampaigns=false&sessionId=8a291dcd-2ca7-448a-
8848-f45b72293b71&sessionStarted=1679349197.085&campaignRefreshToken=9a951c13-c8a2-41df-ac06-
8d268f22a89b&hideController=false&pageLoadStartTime=1679349195323&mode=CHAT&driftEnableLog=false&secureIframe=false&u=https%3A%2F%2Fwww.cloudflar
e.com%2Fen-gb%2Fproducts%2Fturnstile%2F%3Futm_source%3Dturnstile%26utm_campaign%3Dwidget%23main-content

Preview: <!doctype html><html lang="en"><head><meta charset="utf-8"><meta name="viewport" content="width=device-width,initial-scale=1,shrink-to-fit=no"><meta n
ame="theme-color" content="#000000"><link rel="manifest" href="/core/manifest.json"><link rel="dns-prefetch" href="https://js.driftt.com" crossorigin><link rel="dns-prefe
tch" href="https://customer.api.drift.com" crossorigin><link rel="dns-prefetch" href="https://conversation.api.drift.com" crossorigin><link rel="dns-prefetch" href="https
://targeting.api.drift.com" crossorigin><link rel="dns-prefetch" href="https://metrics.api.drift.com" crossorigin><title>Drift Widget</title><script type="text/javascript
">__ENV__="PRODUCTION",__BUILD_ID__="20230317173522-c27abc9",__REGION__=window.location.search.match("[\\?&]region=([^&#]*)")?window.locatio
n.search.match("[\\?&]region=([^&#]*)")[1]:"US"</script><link rel="preload" href="/core/assets/js/runtime~main.61e3830e.js" as="script" crossorigin="anonymous"><link 
rel="preload" href="/core/assets/j

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 43

Entropy (8bit): 3.2226627197680635

Encrypted: false

SSDEEP: 3:CUzRtwv+L1pse:1/se

MD5: F837AA60B6FE83458F790DB60D529FC9

SHA1: 14AF87CCEC7F81BB28D53C84DA2FD5A9D5925CDA

SHA-256: DCECAB1355B5C2B9ECEF281322BF265AC5840B4688748586E9632B473A5FE56B

SHA-512: A85E09C3B5DBB560F4E03BA880047DBC8B4999A64C1F54FBFBCA17EE0BCBED3BC6708D699190B56668E464A59358D6B534C3963A1329BA01DB21075EF5BEDA
CE

Malicious: false

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (14198), with no line terminators

Category: downloaded

Size (bytes): 14198

Entropy (8bit): 5.355306954233975

Encrypted: false

SSDEEP: 192:0bUAjnpSfCS8NTN8UgljReqVg3UKzPh20er02UQWLSM1+gm7:+jEf8NTN65ReqShh20er00XMc

MD5: 36729BA232B78D543F59EB539906485C

SHA1: F328898B77C7B4AC4DEAC8C81C0F8A34D2A00AE4

SHA-256: D9B59F738642E9FEC0599C667C7466C2A8121BE35C8042C92A9CB8D37B6E86C5

SHA-512: 224E35672C2B7373CB889D9042ADB035CCA8C25A1FED4E53C4C812049BC091F6BDDB97AF48FA4013D23B0251D763E0DCEF45C9C809DF7DB9FF29B4CB860A52
69

Malicious: false

URL: https://js.driftt.com/core/assets/js/29.c5d6196f.chunk.js

Preview: (window.webpackJsonp=window.webpackJsonp||[]).push([[29],{"+MHw":function(e,t,n){"use strict";var c=n("ERkP"),a=n.n(c);t.a=function FillerElement(){return a.a.c
reateElement("div",{"aria-hidden":!0,"aria-label":"exiting drift widget",role:"button",tabIndex:0})}},"3y+j":function(e,t,n){},"BA/U":function(e,t,n){"use strict";n.d(t,"a",function()
{return c});var c=function onKeyDownSubmit(e){var t=!(arguments.length>1&&void 0!==arguments[1])||arguments[1];return function(n){(function isEnter(e){return
"Enter"===e.key||13===e.keyCode}(n)||t&&function isSpace(e){return"Space"===e.key||32===e.keyCode}(n))&&(n.preventDefault(),e())}}},BY8A:function(e,t,n){"use st
rict";var c=n("s8DI"),a=n("QtlZ"),o=n("Hvhg"),i=n("ERkP"),r=n.n(i),s=n("rTkt");n("zoZM");t.a=function ThemeStyleSheets(){var e=Object(i.useState)(!1),t=Object(c.a)(e,2),n
=t[0],l=t[1],u=Object(o.b)(Object(a.b)());return Object(i.useEffect)(function(){n||(Object(s.a)(u),Object(s.b)(u),l(!0))},[u,n]),r.a.createElement("div",{className:"drift

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (365), with no line terminators

Category: downloaded

Size (bytes): 365

Entropy (8bit): 4.983341365130917

Encrypted: false

SSDEEP: 6:5zQ4MtMXRSNIQPELV0H0e66GIKELV0H0e3LV0H0e+nOtaLVeVEy0zmAUSrzmczgn:58Bt4RSCQPU+0eeU+0eR+0esOta5eVAy

MD5: 06B2963B029C0824382815165BFEA73E

SHA1: DE23FB128E2589CF384603CFBB7F6B7BEF969B05

Chrome Cache Entry: 337

Chrome Cache Entry: 338

Chrome Cache Entry: 339
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SHA-256: EC3A84E593065A50CD77CE9FBA273B4196936940C0813CA248B045DF2E2C8EFF

SHA-512: 1CD97E2DB15DD10C65D22E7EF911E6A6DB742F34574F91743A9C6CC7922C7FE0CBCED0AE837EB6C43617D23FAF959FF3C9D1B3ED49F44FE000FC191FFD60C0
02

Malicious: false

URL: https://js.driftt.com/core/assets/css/23.c695453b.chunk.css

Preview: .drift-widget-controller{outline:none;display:block;position:fixed;height:56px;width:56px;cursor:pointer;-webkit-box-shadow:0 0 8px 4px rgba(0,0,0,.16);-moz-box-shadow:0 
0 8px 4px rgba(0,0,0,.16);box-shadow:0 0 8px 4px rgba(0,0,0,.16);right:12px;bottom:12px;border:none;padding:0;-webkit-transform:translateZ(0);-moz-transform:tra
nslateZ(0);transform:translateZ(0)}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.2226627197680635

Encrypted: false

SSDEEP: 3:CUzRtwv+L1pse:1/se

MD5: F837AA60B6FE83458F790DB60D529FC9

SHA1: 14AF87CCEC7F81BB28D53C84DA2FD5A9D5925CDA

SHA-256: DCECAB1355B5C2B9ECEF281322BF265AC5840B4688748586E9632B473A5FE56B

SHA-512: A85E09C3B5DBB560F4E03BA880047DBC8B4999A64C1F54FBFBCA17EE0BCBED3BC6708D699190B56668E464A59358D6B534C3963A1329BA01DB21075EF5BEDA
CE

Malicious: false

URL: https://b.6sc.co/v1/beacon/img.gif?token=fa4e6eea25694c3cbbb498b22fabe55b&svisitor=null&visitor=50619d32-de7f-4ad0-8997-
519671835ea0&session=54e66e53-b9c0-4662-8ce2-
0e355cfd5e06&event=a_pageload&q=%7B%22pageLoadTime%22%3A%22Mon%2C%2020%20Mar%202023%2021%3A53%3A33%20GMT%22%2C%22settings%22%
3A%22%5B%7B%5C%22name%5C%22%3A%5C%22enableEventTracking%5C%22%2C%5C%22value%5C%22%3A%5C%22true%5C%22%2C%5C%22dateTime%5
C%22%3A%5C%22Mon%2C%2020%20Mar%202023%2021%3A53%3A33%20GMT%5C%22%2C%5C%22timeSincePageLoad%5C%22%3A%5C%220%5C%22%7D
%2C%7B%5C%22name%5C%22%3A%5C%22setToken%5C%22%2C%5C%22value%5C%22%3A%5C%22fa4e6eea25694c3cbbb498b22fabe55b%5C%22%2C%5C%
22dateTime%5C%22%3A%5C%22Mon%2C%2020%20Mar%202023%2021%3A53%3A33%20GMT%5C%22%2C%5C%22timeSincePageLoad%5C%22%3A%5C%220
%5C%22%7D%2C%7B%5C%22name%5C%22%3A%5C%22setEpsilonKey%5C%22%2C%5C%22value%5C%22%3A%5C%228e4dbf4b9fa65c6bd318d176f529233ab7
ede2ad%5C%22%2C%5C%22dateTime%5C%22%3A%5C%22Mon%2C%2020%20Mar%202023%2021%3A53%3A33%20GMT%5C%22%2C%5C%22timeSincePageL
oad%5C%22%3A%5C%220%5C%22%7D%2C%7B%5C%22name%5C%22%3A%5C%22setEndpoint%5C%22%2C%5C%22value%5C%22%3A%5C%22b.6sc.co%5C
%22%2C%5C%22dateTime%5C%22%3A%5C%22Mon%2C%2020%20Mar%202023%2021%3A53%3A33%20GMT%5C%22%2C%5C%22timeSincePageLoad%5C%22
%3A%5C%220%5C%22%7D%2C%7B%5C%22name%5C%22%3A%5C%22enableCompanyDetails%5C%22%2C%5C%22value%5C%22%3A%5C%22%5Btrue%2Cnu
ll%2C3%5D%5C%22%2C%5C%22dateTime%5C%22%3A%5C%22Mon%2C%2020%20Mar%202023%2021%3A53%3A33%20GMT%5C%22%2C%5C%22timeSincePa
geLoad%5C%22%3A%5C%220%5C%22%7D%5D%22%7D&isIframe=false&m=%7B%22description%22%3A%22Here%20at%20Cloudflare%2C%20we%20make%20th
e%20Internet%20work%20the%20way%20it%20should.%20Offering%20CDN%2C%20DNS%2C%20DDoS%20protection%20and%20security%2C%20find%20out%20ho
w%20we%20can%20help%20your%20site.%22%2C%22keywords%22%3A%22%22%2C%22title%22%3A%22Cloudflare%20-
%20The%20Web%20Performance%20%26amp%3B%20Security%20Company%20%7C%20Cloudflare%22%7D&cb=&r=https%3A%2F%2Fwww.cloudflare.com%2Fen-
gb%2F&thirdParty=%7B%7D&v2=1&pageURL=https%3A%2F%2Fwww.cloudflare.com%2Fen-gb%2F&pageViewId=18c8697e-6011-4cd3-8a06-3ce89b8feaab

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, ASCII text, with very long lines (1553), with no line terminators

Category: downloaded

Size (bytes): 1553

Entropy (8bit): 5.167036127977752

Encrypted: false

SSDEEP: 24:0E01AZ14iwMsom6Z9zZv9QxltzZ/sFf/sixQ75jmltzn1Tl121I:0EG+1p9zZvKxquwQ7RmX

MD5: 7FB2819F27029D9C4B4B04389BFB4F8B

SHA1: DA1CFFDE79EBF75E39E81CC78B74317ECE33741E

SHA-256: E1D81456841EC84C2668FA0AE89BB5F0A3BC6B2258C57C175B358C2C5B1ED46F

SHA-512: 6F81FE7DF72B3B388213F3327B8019CEBA9FDE8238FB8EAE0CE200DC62E88F2E34FD823BF1927C4EE9F2C9CE0EE4C2CD7E0C0BF06F97258FCF3B558C68D14
BAA

Malicious: false

URL: https://js.driftt.com/core/chat?d=1®ion=US&driftEnableLog=false&pageLoadStartTime=1679349199586

Preview: <!doctype html><html lang="en"><head><meta charset="utf-8"><meta name="viewport" content="width=device-width,initial-scale=1,shrink-to-fit=no"><meta n
ame="theme-color" content="#000000"><link rel="manifest" href="/core/manifest.json"><link rel="dns-prefetch" href="https://js.driftt.com" crossorigin><link rel="dns-prefe
tch" href="https://customer.api.drift.com" crossorigin><link rel="dns-prefetch" href="https://conversation.api.drift.com" crossorigin><link rel="dns-prefetch" href="https
://targeting.api.drift.com" crossorigin><link rel="dns-prefetch" href="https://metrics.api.drift.com" crossorigin><title>Drift Widget</title><script type="text/javascript
">__ENV__="PRODUCTION",__BUILD_ID__="20230317173522-c27abc9",__REGION__=window.location.search.match("[\\?&]region=([^&#]*)")?window.locatio
n.search.match("[\\?&]region=([^&#]*)")[1]:"US"</script><link rel="preload" href="/core/assets/js/runtime~main.61e3830e.js" as="script" crossorigin="anonymous"><link 
rel="preload" href="/core/assets/j

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

Chrome Cache Entry: 340

Chrome Cache Entry: 341

Chrome Cache Entry: 342
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File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 7

Entropy (8bit): 1.950212064914747

Encrypted: false

SSDEEP: 3:Sn:S

MD5: D97623D172F087D9640DA9ACD38830FF

SHA1: 515BD358BB7D990930F0E2B3DE399DB1787A2567

SHA-256: FE04A9DC88D3F3BE8D4F6BC63A9A80F45A4C6D8460E7551DAB849457C091920A

SHA-512: CE6A1969F698A616663F1A19CCFA12A37A4F6D782432D8A08AEB7879EFD3E2BECF168422EA66BC47E74F6BA865EFAAE6EABE3C4FABA280D7A21F3A94D7C55
DA1

Malicious: false

URL: https://c.6sc.co/

Preview: <p></p>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.2226627197680635

Encrypted: false

SSDEEP: 3:CUzRtwv+L1pse:1/se

MD5: F837AA60B6FE83458F790DB60D529FC9

SHA1: 14AF87CCEC7F81BB28D53C84DA2FD5A9D5925CDA

SHA-256: DCECAB1355B5C2B9ECEF281322BF265AC5840B4688748586E9632B473A5FE56B

SHA-512: A85E09C3B5DBB560F4E03BA880047DBC8B4999A64C1F54FBFBCA17EE0BCBED3BC6708D699190B56668E464A59358D6B534C3963A1329BA01DB21075EF5BEDA
CE

Malicious: false

URL: https://b.6sc.co/v1/beacon/img.gif?token=fa4e6eea25694c3cbbb498b22fabe55b&svisitor=null&visitor=50619d32-de7f-4ad0-8997-
519671835ea0&session=54e66e53-b9c0-4662-8ce2-
0e355cfd5e06&event=active_time_track&q=%7B%22currentTime%22%3A%22Mon%2C%2020%20Mar%202023%2021%3A53%3A42%20GMT%22%2C%22lastTrackTi
me%22%3A%22Mon%2C%2020%20Mar%202023%2021%3A53%3A41%20GMT%22%2C%22timeSpent%22%3A%221011%22%2C%22totalTimeSpent%22%3A%228
778%22%7D&isIframe=false&m=%7B%22description%22%3A%22Here%20at%20Cloudflare%2C%20we%20make%20the%20Internet%20work%20the%20way%20it%2
0should.%20Offering%20CDN%2C%20DNS%2C%20DDoS%20protection%20and%20security%2C%20find%20out%20how%20we%20can%20help%20your%20site.%2
2%2C%22keywords%22%3A%22%22%2C%22title%22%3A%22Cloudflare%20-
%20The%20Web%20Performance%20%26amp%3B%20Security%20Company%20%7C%20Cloudflare%22%7D&cb=&r=https%3A%2F%2Fwww.cloudflare.com%2Fen-
gb%2F&thirdParty=%7B%7D&v2=1&pageURL=https%3A%2F%2Fwww.cloudflare.com%2Fen-gb%2F&pageViewId=18c8697e-6011-4cd3-8a06-3ce89b8feaab&an_uid=0

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.2226627197680635

Encrypted: false

SSDEEP: 3:CUzRtwv+L1pse:1/se

MD5: F837AA60B6FE83458F790DB60D529FC9

SHA1: 14AF87CCEC7F81BB28D53C84DA2FD5A9D5925CDA

SHA-256: DCECAB1355B5C2B9ECEF281322BF265AC5840B4688748586E9632B473A5FE56B

SHA-512: A85E09C3B5DBB560F4E03BA880047DBC8B4999A64C1F54FBFBCA17EE0BCBED3BC6708D699190B56668E464A59358D6B534C3963A1329BA01DB21075EF5BEDA
CE

Malicious: false

URL: https://b.6sc.co/v1/beacon/img.gif?token=fa4e6eea25694c3cbbb498b22fabe55b&svisitor=null&visitor=50619d32-de7f-4ad0-8997-
519671835ea0&session=54e66e53-b9c0-4662-8ce2-
0e355cfd5e06&event=passive_time_track&q=%7B%22currentTime%22%3A%22Mon%2C%2020%20Mar%202023%2021%3A54%3A52%20GMT%22%2C%22lastTrack
Time%22%3A%22Mon%2C%2020%20Mar%202023%2021%3A54%3A42%20GMT%22%2C%22timeSpent%22%3A%2210640%22%2C%22totalTimeSpent%22%3A%2
279155%22%7D&isIframe=false&m=%7B%22description%22%3A%22Here%20at%20Cloudflare%2C%20we%20make%20the%20Internet%20work%20the%20way%20i
t%20should.%20Offering%20CDN%2C%20DNS%2C%20DDoS%20protection%20and%20security%2C%20find%20out%20how%20we%20can%20help%20your%20site.
%22%2C%22keywords%22%3A%22%22%2C%22title%22%3A%22Cloudflare%20-
%20The%20Web%20Performance%20%26amp%3B%20Security%20Company%20%7C%20Cloudflare%22%7D&cb=&r=https%3A%2F%2Fwww.cloudflare.com%2Fen-
gb%2F&thirdParty=%7B%7D&v2=1&pageURL=https%3A%2F%2Fwww.cloudflare.com%2Fen-gb%2F&pageViewId=18c8697e-6011-4cd3-8a06-3ce89b8feaab&an_uid=0

Preview: GIF89a.............!.......,...........L..;

Chrome Cache Entry: 343

Chrome Cache Entry: 344
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (14029)

Category: downloaded

Size (bytes): 14030

Entropy (8bit): 5.232453222408614

Encrypted: false

SSDEEP: 384:RXDHOs/tnqxFHR7URdGaayYoJpN6VfayrX2jxu5wtEvRvIhUJdxtJ:lHOuCEfdJJpAVfayrX2jxu5TvRvIhUJT

MD5: AB6F5DAD37138714B2B042E5135DA1FA

SHA1: 51C1790132750CCE2EFC080EC9F9BA0ECD8D4B40

SHA-256: D395CC53363E6E22C75F73DE0D4DE7355ED844B65B8F0D149664EC06FACD2D8E

SHA-512: B5C63BCA704D802E1B05A914FA23507A2E17020FAB39BB5E9C061A9D6DCB611C7C587A6BC1E9FC67DDF9E54A76A93F4E666CA499747D40787B7F8C1EDA117C
B2

Malicious: false

URL: https://challenges.cloudflare.com/turnstile/v0/g/db880165/api.js?onload=_cf_chl_turnstile_l&render=explicit

Preview: (()=>{function E(e,l){return e.indexOf(l)!==-1}function k(e){return E(["auto","dark","light"],e)}function O(e){return E(["auto","never"],e)}function W(e){return e>0&&e<9e5}var 
Ee=/^[0-9A-Za-z_-]{3,100}$/;function ae(e){return Ee.test(e)}var ye=/^[a-z0-9_-]{0,32}$/i;function oe(e){return ye.test(e)}var he=/^[a-z0-9_\-=]{0,255}$/i;function se(e){retu
rn he.test(e)}function P(e){return E(["normal","compact","invisible"],e)}function D(e){return E(["auto","manual","never"],e)}var Ie=/^[a-z]{2}(-[A-Z]{2})?$/;function U(e){return 
e==="auto"||Ie.test(e)}function H(e){return E(["always","execute","interaction-only"],e)}function z(e){return E(["render","execute"],e)}var ve=".cf-turnstile",xe=".cf-chall
enge",we=".g-recaptcha",Te="cf_challenge_response",Ae="cf-turnstile-response",be="g-recaptcha-response",Re=8e3,_=!1,ue=!1;function s(e){let l=`[Cloudflare Turnstile] 
${e}.`;throw console.error(l),new Error(l)}function p(e){console.warn(`[Cloudflare Turnstile] ${e}.`)}function $e(e){s(`Failed with co

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 43

Entropy (8bit): 3.2226627197680635

Encrypted: false

SSDEEP: 3:CUzRtwv+L1pse:1/se

MD5: F837AA60B6FE83458F790DB60D529FC9

SHA1: 14AF87CCEC7F81BB28D53C84DA2FD5A9D5925CDA

SHA-256: DCECAB1355B5C2B9ECEF281322BF265AC5840B4688748586E9632B473A5FE56B

SHA-512: A85E09C3B5DBB560F4E03BA880047DBC8B4999A64C1F54FBFBCA17EE0BCBED3BC6708D699190B56668E464A59358D6B534C3963A1329BA01DB21075EF5BEDA
CE

Malicious: false

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (45030), with no line terminators

Category: downloaded

Size (bytes): 45030

Entropy (8bit): 4.9713617914011135

Encrypted: false

SSDEEP: 768:J0pH3w4JYZdsTvfjsdPlyYVtSxOc9EHV5d2VLuqaUnkdaBK1At:um4atSxOdVunkda9t

MD5: 295093FC512C5E44A90C3C28242DE8AE

SHA1: DD759C0FEEDAEE1FA2E41FF7F2AB5B1F0FE897C4

SHA-256: 120DEF079FC4E239098C571E178A9A1B73746F05C6F65A97CD7291B8C13AA401

SHA-512: 71ED864860C7B494DCC1CC7BAC4633CA98E5F18EE9A5560088FE83A5F2EE272EEDC1E6B39B4EFA22FF47E3ED158FCF8E6FFDF2573C6B1B199CFD81B21DEF3
9F3

Malicious: false

URL: https://js.driftt.com/core/assets/css/1.02a6af84.chunk.css

Preview: .drift-widget-naked-button.drift-widget-emoji-back-button{background:#fff;height:32px;width:32px;padding-top:4px;position:absolute;left:16px;top:-100000px;z-index:2}.drif
t-widget-composer-emoji-picker{position:absolute;bottom:58px;right:0;height:auto;max-height:114px;left:-16px;width:-webkit-calc(100% + 32px);width:-moz-calc(100% + 
32px);width:calc(100% + 32px);opacity:0;visibility:hidden;overflow:hidden;-webkit-transition:opacity .2s ease;-o-transition:opacity .2s ease;-moz-transition:opacity .2s 
ease;transition:opacity .2s ease;border-bottom:1px solid #eff3f5}.drift-widget-composer-emoji-picker>.emoji-mart{width:100%!important;padding-top:8px;-webkit-border-ra
dius:6px 6px 0 0;-moz-border-radius:6px 6px 0 0;border-radius:6px 6px 0 0;border-color:#eff3f5;border-bottom:none;border-left:none;border-right:none}.drift-widget-
composer-emoji-picker .emoji-mart-search input{appearance:searchfield;-moz-appearance:searchfield;-webkit-appearance:searchfield;-webkit-box-sizing:border-box;-moz-
box

Chrome Cache Entry: 345

Chrome Cache Entry: 346

Chrome Cache Entry: 347

Chrome Cache Entry: 348
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (7254), with no line terminators

Category: downloaded

Size (bytes): 7254

Entropy (8bit): 5.714569674031235

Encrypted: false

SSDEEP: 192:XDK9r8FRHF6U/Atg28bngH1nlm6AVPhp98evibOEOxWShjulmu/TuVH5coKW8ABA:WVfnz8uN/TkK

MD5: 552F770E8C42C3E418DBE498F587A82E

SHA1: 5753042386FD12525423E2749546CF034375D08C

SHA-256: 95245F488FC923A05392AC8CA5985AC00D44B0603BA7B987D103475181268D88

SHA-512: 43B2E0F957B2A7BF12B2AA6EB695395A4A841F32E07990A03865510B8040AC872270C9BE5C5B88CD8BB6A12AAB9AD79F38F6A66FD0A14FA4678A901A54327290

Malicious: false

URL: https://js.driftt.com/core/assets/js/main~493df0b3.02edd878.chunk.js

Preview: (window.webpackJsonp=window.webpackJsonp||[]).push([[5],{"/7QA":function(t,i,E){"use strict";E.r(i),"production"!==E("LeJ0").a.ENV&&E("Cp41");var A=E("9EWH"),_=
E("ADGC");Object(_.b)()&&Object(A.b)();!function polyfillKickoff(t){try{[1].includes(1)&&t()}catch(i){Promise.all([E.e(49).then(E.t.bind(null,"imET",7)),Promise.all([E.e(
2),E.e(40)]).then(E.t.bind(null,"H+SE",7)),E.e(16).then(E.t.bind(null,"2GZm",7)),E.e(8).then(E.t.bind(null,"RCsV",7)),Promise.all([E.e(2),E.e(13),E.e(7)]).then(E.t.bind(n
ull,"LSZE",7)),E.e(54).then(E.t.bind(null,"3yYM",7))]).then(function(){t()}).catch(function(t){return console.error("Error importing polyfills",t)})}}(function kickOff(){Promise.al
l([E.e(52),E.e(36),E.e(25),E.e(20),E.e(42),E.e(21),E.e(27),E.e(15),E.e(12),E.e(19),E.e(50),E.e(41),E.e(30),E.e(22),E.e(9),E.e(17),E.e(26),E.e(18)]).then(E.bind(null,"V+70
")).catch(function(t){return console.warn("loading root widget failed",t)})})},0:function(t,i,E){t.exports=E("/7QA")},"91+0":function(t){t.exports={"/

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 45 x 72, 8-bit/color RGB, non-interlaced

Category: downloaded

Size (bytes): 61

Entropy (8bit): 3.9697984750326016

Encrypted: false

SSDEEP: 3:yionv//thPluAkOBtxl/k4E08up:6v/lhPdj7Tp

MD5: 335B09E0B137DE66227259A0DC01E416

SHA1: 49AEE2E1E1C3F373E9115F2B61C3909243E96642

SHA-256: EAF62D06DF22CB1A7446A6CC2C437FF4DB75EA4E0D3128259385F820534B8A2C

SHA-512: 582EDCFF359F2316DBE3A7596E6C7894D02027C96AC744C9E3EEAE4C67D499AD8136116F3F4666370CB02276E6CC6A2B874417EC5C631C2BFFA54BEBC315F8A
C

Malicious: false

URL: https://x8ioeg.canksru.ru/cdn-cgi/challenge-platform/h/g/img/7ab12ed4c92a2bc3/1679349154561/TgFv6BAwBboOfmV

Preview: .PNG........IHDR...-...H......A.$....IDAT.....$.....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 512 x 109

Category: dropped

Size (bytes): 253221

Entropy (8bit): 7.826555444072508

Encrypted: false

SSDEEP: 6144:mc/2sEWMb/sEdWh4VEkpbwnHDEmbeFZeqI48f6:QVEUFVEKwjRqeqIs

MD5: 778263F53A53630A857A9290654BDB6F

SHA1: D69DA9BD6AB977C1AF838409EB1C49F2B23F55CE

SHA-256: CD5BC7EBF261590BB58D125A2F0CF6314A91DA047FC77EA898AB227DFA52454E

SHA-512: 7202E43DEE79038D7799BEBAC8074473FB8EFDA52B5AA28B252C7C92BAF937102A3C489FD6111361A285A694DEE5D7ECDD4CDA992F6C47A6ED25B080200F11
73

Malicious: false

Preview: GIF89a..m.......;;;+++............dddKKKkkj......###.........|.....t....DDD.Z|||......('(....w*..Y.~.............l.ssssZ[Z.....*................5............343..&...b...........................~......|H............>....
z.u.0.X.......d....I.V...I.uE...........CcE..,.u*.F....D........'.a.....^..xR....u......(STS...7m.o.u".......3......y1...n...G.......`.xj.....[.j.q.).B...z6....4...T.....>..<...s!..p.....y....%....m.........(..
...7nzp.p........7...t<.j/.M.z7..v.}.e.....O.a n=_c_.v.......M.lb.}1.N=.d.y......|_@.T.......Z.t...r....k.........E..........s.................{C.......;._)}>....o...|O.Y....<.K..6..j.....:.n+......z..x)..Ci.s.
..u;.vK.r....................._...........v.........&&&"""bbb...JJJ......!..NETSCAPE2.0.....!.......,......m......z......)...........&..-..1..2.....3.....K..9..8.....=..T".L$$$$.D&)'&.G(k2)))-.-3333.F
5.S6|G7.V8789.L9._:.V;<;<.N>@?A.NA.SDDDEnFH{WH.XKKKL.M.sP.RjTTTTY.W\\\^.z`.dbcbc.d.ne.j.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (65536), with no line terminators

Category: downloaded

Size (bytes): 210328

Chrome Cache Entry: 349

Chrome Cache Entry: 350

Chrome Cache Entry: 351
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Entropy (8bit): 5.295897499333889

Encrypted: false

SSDEEP: 3072:vU0YsJX1CBUVvJRheWwBglGEew6sbB3KetyANPMg7:85UUQ8W0glGEeZs13KeLMg7

MD5: 9246F3BDECB9532EE8F76789B869AE3F

SHA1: 444EB4AF7A5F6067F6F721C236D55401C97A7C9E

SHA-256: BD4245A4BCF950C0D999141B5B61FDB01ADCDDE4338E54CCC4ED9A941E86BCBE

SHA-512: D83B07A567B50838777F4395C186EBD6E75F53AE8609678436A555280A57381E50063F5487271ED2C0EA88B70F157961B2EF08F474373EAEB33B6819118FC0D4

Malicious: false

URL: https://www.cloudflare.com/framework-af5f1d9ed36a18b8ece2.js

Preview: /*!For license information please see framework-af5f1d9ed36a18b8ece2.js.LICENSE.txt*/(self.__LOADABLE_LOADED_CHUNKS__=self.__LOADABLE_LOADED
_CHUNKS__||[]).push([[9774],{92703:function(e,t,n){"use strict";var r=n(50414);function a(){}function l(){}l.resetWarningCache=a,e.exports=function(){function e(e,t,n,a,l,o)
{if(o!==r){var u=new Error("Calling PropTypes validators directly is not supported by the `prop-types` package. Use PropTypes.checkPropTypes() to call them. Read more 
at http://fb.me/use-check-prop-types");throw u.name="Invariant Violation",u}}function t(){return e}e.isRequired=e;var n={array:e,bigint:e,bool:e,func:e,number:e,object:e,
string:e,symbol:e,any:e,arrayOf:t,element:e,elementType:e,instanceOf:t,node:e,objectOf:t,oneOf:t,oneOfType:t,shape:t,exact:t,checkPropTypes:l,resetWarningCache:
a};return n.PropTypes=n,n}},45697:function(e,t,n){e.exports=n(92703)()},50414:function(e){"use strict";e.exports="SECRET_DO_NOT_PASS_THIS_OR_YOU_WILL_
BE_FIRED"},87774:function(e,t,n){"use st

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 42

Entropy (8bit): 2.9881439641616536

Encrypted: false

SSDEEP: 3:CUXPQE/xlEy:1QEoy

MD5: D89746888DA2D9510B64A9F031EAECD5

SHA1: D5FCEB6532643D0D84FFE09C40C481ECDF59E15A

SHA-256: EF1955AE757C8B966C83248350331BD3A30F658CED11F387F8EBF05AB3368629

SHA-512: D5DA26B5D496EDB0221DF1A4057A8B0285D15592A8F8DC7016A294DF37ED335F3FDE6A2252962E0DF38B62847F8B771463A0124EF3F84299F262ED9D9D3CEE4
C

Malicious: false

URL: https://x8ioeg.canksru.ru/cdn-cgi/images/trace/managed/js/transparent.gif?ray=7ab132028db19a0b

Preview: GIF89a.............!.......,...........D.;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: dropped

Size (bytes): 43

Entropy (8bit): 3.2226627197680635

Encrypted: false

SSDEEP: 3:CUzRtwv+L1pse:1/se

MD5: F837AA60B6FE83458F790DB60D529FC9

SHA1: 14AF87CCEC7F81BB28D53C84DA2FD5A9D5925CDA

SHA-256: DCECAB1355B5C2B9ECEF281322BF265AC5840B4688748586E9632B473A5FE56B

SHA-512: A85E09C3B5DBB560F4E03BA880047DBC8B4999A64C1F54FBFBCA17EE0BCBED3BC6708D699190B56668E464A59358D6B534C3963A1329BA01DB21075EF5BEDA
CE

Malicious: false

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: exported SGML document, ASCII text

Category: downloaded

Size (bytes): 1212

Entropy (8bit): 4.657638518524909

Encrypted: false

SSDEEP: 24:nNK/71ZvHCCLydbJee7KsuH+XHhzIstlRWZP0n1fqHTslb:nY51jLydbge7NRUstlwSnpUT6b

MD5: 6BAE33924E07E3E5A0401CE11EE0DCF8

SHA1: F8B2FC6A3420337D85922685FD68796056A37A2C

SHA-256: C5A025F1C573D9B336882D77EA8A765B1F8850B274F6FFC2C2ABD853C2BA2B6B

Chrome Cache Entry: 352

Chrome Cache Entry: 353

Chrome Cache Entry: 354
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SHA-512: 0D5B35768FB21F6AC80716955C28D8ABC19E60F85D22BCE71C42A01D2A56631C062B6610F20039838016B77BF5343740F1EAD101C810C5C906878309D7378930

Malicious: false

URL: https://www.cloudflare.com/vendor/drift/drift.js

Preview:    Start of Async Drift Code - English -->."use strict";.!function () {.    var t = window.driftt = window.drift = window.driftt || [];.    if (!t.init) {.        if (t.invoked) return void 
(window.console && console.error && console.error("Drift snippet included twice."));.        t.invoked = !0, t.methods = ["identify", "config", "track", "reset", "debug", "show", "
ping", "page", "hide", "off", "on"],.            t.factory = function (e) {.                return function () {.                    var n = Array.prototype.slice.call(arguments);.                    
return n.unshift(e), t.push(n), t;.                };.            }, t.methods.forEach(function (e) {.            t[e] = t.factory(e);.        }), t.load = function (t) {.            var e = 3e5, n = 
Math.ceil(new Date() / e) * e, o = document.createElement("script");.            o.type = "text/javascript", o.async = !0, o.crossorigin = "anonymous", o.src = "https://js.driftt.c
om/include/" + n + "/" + t + ".js";.            

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JSON data

Category: downloaded

Size (bytes): 277

Entropy (8bit): 5.683693479597753

Encrypted: false

SSDEEP: 6:YIowjoH5yLGojeadxnYgSqKvt4k/Mj1woMP1bUpnUNaqiq7c42yW4:YHlaTnYXJtJwdMP1bUpUAqiq7cI

MD5: 0C08C66AF9132D862D5C9E414A899317

SHA1: 8D0259C6D5AFBD794565E8A8ED2C016B09C56EC1

SHA-256: 9151FD1E98092B368D64255128E1116FCAF1DB70D5B735197076C9389F4712E9

SHA-512: DD0BC13C06638D2B3CB021F6B1EB01593988821428624671E96BD10177EEF6408314BFDE315CC225206B2A8F6B9F3BC1839595FF2925CED5E49848B6EBC5947C

Malicious: false

URL: https://5067909-9.chat.api.drift.com/ws/longpoll?
session_token=SFMyNTY.g2gDdAAAAAVkAAJpZG0AAAAVNTA2NzkwOS0xNzY1Nzg4MTg5NS00ZAAGb3JnX2lkbQAAAAc1MDY3OTA5ZAAJc2NvcGVfc2V0bQAAAA
RsZWFkZAAHdXNlcl9pZG0AAAALMTc2NTc4ODE4OTVkAAl1c2VyX3R5cGVkAARsZWFkbgYALH4DAYcBYgABUYA.YVX388hsnuWY7onvcSZTlHgZM2k-
GFb5uEQSOk3Kqzk&remote_ip=3.226.111.211&vsn=2.0.0&

Preview: {"messages":[],"status":410,"token":"SFMyNTY.g2gDaARkAAJ2MW0AAAAWckxTWVcvYUJteTZJNjNYZ1BVejFtZ1hkABd3c19jbHVzdGVyQDEwLjIyLjIxLjIwN
AAAYkIAAANPZBS_W20AAAAscGh4OmxwOmdpR1RCTDNDems4S1Rwd3pMUUxPcnc9PTE2NzkzNDkzMTg3MTBuBgA2BAUBhwFiABJ1AA.glUVYmjG0IpBpmO1lo
C1dIYgsq4fZjYj_vQUfWwjJ5k"}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 5 icons, 16x16, 32 bits/pixel, 24x24, 32 bits/pixel

Category: dropped

Size (bytes): 34494

Entropy (8bit): 3.028102929129642

Encrypted: false

SSDEEP: 96:4KOr5hOo0Qhk2fAewTq/iwa2R7Qz8pz4DopTPGFsbN:qbl626uRg8pvF

MD5: 88415ACDA09A4CBD9D87543C3BA78180

SHA1: 2DEC4705E9AB399EFDC6EEF36E079AA31D1DF8D9

SHA-256: 20CCCC47C1BAC9D2EF36B6A1C58AF58C5C169AD5CA084080F0392B86F949641C

SHA-512: 77D0D7E0C85A1CAD6A22372F2D3904C0842628CE7F1ADAC9A2A0CBF3B566CE8148527B0E7EDE2BB068F5D005917B3F95C2A25D031D0D4D7A6A5A117CEFA83
B24

Malicious: false

Preview: ............ .h...V......... .........  .... .....F...00.... ..%......@@.... .(B...D..(....... ..... .....................................................................................................................................................
.......................................................................................................................................h...........................................................Zd... ... ... ... ... ... ... ... ... ...B.......N...@...@...s...
...6.... ... ...?...[...a...g...l...r...............}...M...............m... ... ... ... ... ... ... ... ...[...j...@...d..................P ... ... ... ... ... ... ... ... ..........X.......................6...Hf... ... ... ... ... ...B.............
..............................G... ... ... ...5......2...............................................X.......f..................................................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.2226627197680635

Encrypted: false

SSDEEP: 3:CUzRtwv+L1pse:1/se

MD5: F837AA60B6FE83458F790DB60D529FC9

SHA1: 14AF87CCEC7F81BB28D53C84DA2FD5A9D5925CDA

SHA-256: DCECAB1355B5C2B9ECEF281322BF265AC5840B4688748586E9632B473A5FE56B

SHA-512: A85E09C3B5DBB560F4E03BA880047DBC8B4999A64C1F54FBFBCA17EE0BCBED3BC6708D699190B56668E464A59358D6B534C3963A1329BA01DB21075EF5BEDA
CE

Chrome Cache Entry: 355

Chrome Cache Entry: 356

Chrome Cache Entry: 357
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Malicious: false

URL: https://b.6sc.co/v1/beacon/img.gif?token=fa4e6eea25694c3cbbb498b22fabe55b&svisitor=null&visitor=50619d32-de7f-4ad0-8997-
519671835ea0&session=54e66e53-b9c0-4662-8ce2-
0e355cfd5e06&event=passive_time_track&q=%7B%22currentTime%22%3A%22Mon%2C%2020%20Mar%202023%2021%3A53%3A44%20GMT%22%2C%22lastTrack
Time%22%3A%22Mon%2C%2020%20Mar%202023%2021%3A53%3A42%20GMT%22%2C%22timeSpent%22%3A%221734%22%2C%22totalTimeSpent%22%3A%22
10512%22%7D&isIframe=false&m=%7B%22description%22%3A%22Here%20at%20Cloudflare%2C%20we%20make%20the%20Internet%20work%20the%20way%20it
%20should.%20Offering%20CDN%2C%20DNS%2C%20DDoS%20protection%20and%20security%2C%20find%20out%20how%20we%20can%20help%20your%20site.
%22%2C%22keywords%22%3A%22%22%2C%22title%22%3A%22Cloudflare%20-
%20The%20Web%20Performance%20%26amp%3B%20Security%20Company%20%7C%20Cloudflare%22%7D&cb=&r=https%3A%2F%2Fwww.cloudflare.com%2Fen-
gb%2F&thirdParty=%7B%7D&v2=1&pageURL=https%3A%2F%2Fwww.cloudflare.com%2Fen-gb%2F&pageViewId=18c8697e-6011-4cd3-8a06-3ce89b8feaab&an_uid=0

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (50967), with no line terminators

Category: downloaded

Size (bytes): 50967

Entropy (8bit): 5.328536934009407

Encrypted: false

SSDEEP: 768:+E7cHJzYEYbD2PmdUJcBtIpGTaY/lcAcbcVvhPlaTLYqj6gw6v3U5ZbreaA8z6BP:vKPP7m6BNd3ybu

MD5: E5DBE879BA60DF9CA0B55844CC376CC1

SHA1: 04732285CB4B016B8DD25454F0C23EDDD6EEFE0D

SHA-256: 27DD1E658DFD9BB3FCB70AB113A037705B56115AE4CAD226D7A4AA83799EE9AA

SHA-512: 3422EDB7B065DCB444CCAF63351DE1D3008FFC63C3FCE08A02E50D8EDFE732FDC9F8DA164783F5172EA5D2BA7AB395B0F401504FAB7F9DC23DFC5F7678FCC
728

Malicious: false

URL: https://js.driftt.com/core/assets/js/26.2cac9cc9.chunk.js

Preview: (window.webpackJsonp=window.webpackJsonp||[]).push([[26],{"+f1A":function(e,t,n){"use strict";n.d(t,"q",function(){return s}),n.d(t,"w",function(){return d}),n.d(t,"m",fu
nction(){return l}),n.d(t,"b",function(){return f}),n.d(t,"a",function(){return b}),n.d(t,"t",function(){return O}),n.d(t,"u",function(){return p}),n.d(t,"r",function(){return E}),n.d(t,"k",
function(){return v}),n.d(t,"s",function(){return g}),n.d(t,"e",function(){return j}),n.d(t,"g",function(){return _}),n.d(t,"h",function(){return I}),n.d(t,"f",function(){return C}),n.d(t,"l
",function(){return h}),n.d(t,"p",function(){return T}),n.d(t,"c",function(){return m}),n.d(t,"v",function(){return y}),n.d(t,"o",function(){return S}),n.d(t,"i",function(){return 
R}),n.d(t,"j",function(){return A}),n.d(t,"n",function(){return N}),n.d(t,"d",function(){return x});var r=n("mj2O"),a=n.n(r),c=n("7SM1"),i=n("QtlZ"),o=n("NFvl"),u=n("LVcX
"),s=function getSession(){if(!i.a||!i.a.getState)return{};var e=Object(i.b)().session;return void 0

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (24399), with no line terminators

Category: downloaded

Size (bytes): 24399

Entropy (8bit): 5.3322269123178465

Encrypted: false

SSDEEP: 192:KaHMD5DU8gZhY/uMCMk2UOZhWUgeyDjatLhD9W40Jjh1+kPw7MYy9dUa+12TrSVB:K9Dv02Ez5zR+h

MD5: E299BB6A8316856812746618932173D6

SHA1: 57C2FD15343C8517966A477FAD96C50C45450187

SHA-256: EAB03CE563D075DB805FFE6A75CEA3060CD70BAACFEE60AFAC902707F7CBEA64

SHA-512: E159B4168BA708143E146AEF67D16A4A84762B4DF807E2FBA1FBD8BCBBB2B98E7A86074FC9A28B56FBE59C21792247FD50F92B490EB43F0B7B876079717B1AF
7

Malicious: false

URL: https://js.driftt.com/core/assets/css/9.d862533c.chunk.css

Preview: .drift-widget-avatar{-webkit-border-radius:50%;-moz-border-radius:50%;border-radius:50%;overflow:hidden;border:2px solid #fff;height:56px;width:56px;-webkit-bac
kground-size:cover;-moz-background-size:cover;background-size:cover;background-position:50%}.drift-widget-avatar.drift-widget-avatar--small{width:28px;height:28px;-
webkit-box-shadow:none;-moz-box-shadow:none;box-shadow:none}.drift-widget-avatar.drift-widget-avatar--medium{width:46px;height:46px;-webkit-box-shadow:none;-
moz-box-shadow:none;box-shadow:none}.drift-widget-landingpage-layout .drift-widget-avatar.drift-widget-avatar--small{width:42px;height:42px}@font-face{font-fam
ily:Brandon;font-style:normal;src:url(https://js.driftt.com/deploy/assets/static/fonts/BrandonText-Regular.woff)}@font-face{font-family:Brandon;font-weight:700;src:url(ht
tps://js.driftt.com/deploy/assets/static/fonts/BrandonText-Bold.woff)}@font-face{font-family:Lato;font-style:normal;font-weight:400;font-display:swap;src:url(https://js.d
riftt.com/deploy/ass

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, Unicode text, UTF-8 text, with very long lines (62411)

Category: downloaded

Size (bytes): 299129

Entropy (8bit): 5.379616281025606

Encrypted: false

SSDEEP: 3072:2EwQIxFmw5Xlhq3SYiLENM6HN26kbszSa7Vc9WJl5cwf:QH5Xlhq3SYiLENM6HN26kozSa7Vcy53f

Chrome Cache Entry: 358

Chrome Cache Entry: 359

Chrome Cache Entry: 360
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MD5: B0E1048DB8B1F3CAEE40899B2DE85EBC

SHA1: 7DCD347CA6C53F7EE9AD7B405171FED9E99B672C

SHA-256: EF4C7249EBB560076B1E3B4DFBFF91B1A4F916E0C80D06997AE6262960A01264

SHA-512: 0B03396FE0F0E2EC20F083A0836A657E7766D5A57757ED2A03A098E27A5730023D72C89F319DD6477EB2B9BF7BEE69C9EEABF756ECD97ABBF89AEC06F578F6
8B

Malicious: false

URL: https://www.cloudflare.com/en-gb/

Preview: <!DOCTYPE html><html lang="en-us"><head><script async src="https://www.googleoptimize.com/optimize.js?id=GTM-N4JSZJ8"></script><script>window.redwood=
{"consentGroups":{"C0001":true,"C0003":true,"C0002":true,"C0004":true},"country":"CH","colo":"FRA","user":null,"locale":"en-GB"}</script>.    <script type="text/javascrip
t">.      var OneTrust={"geolocationResponse":{"stateCode":"ZG","countryCode":"CH"}}.    </script>.    <script>.     const acceptedLocales = [.      'en-au',.      'en-ca',.      '
en-gb',.      'en-in',.      'en-us',.      'de-de',.      'es-es',.      'fr-fr',.      'it-it',.      'ja-jp',.      'ko-kr',.      'pt-br',.      'zh-tw',.      'zh-cn',.      'zh-Hans-CN',.      'pl-PL'.    ];.    co
nst orphanLocales = [.      'ru-ru',.      'sv-se',.      'nl-nl',.      'vi-vn',.      'th-th',.      'id-id',.      'tr-tr',.      'el-gr',.      'nb-no',.    ];.    const ignoreList = [.      'apps',.      'docs',.   
   'rate-limit-test',.      'rss',.    ].    function getPat

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (33094), with no line terminators

Category: downloaded

Size (bytes): 33094

Entropy (8bit): 5.271233701139889

Encrypted: false

SSDEEP: 384:HMT7wsVvhAfNL2hzOtDENEhe2xZc9KhvpcFvRrfVBejwX:HM/wsVvhAfNL2CEQbc9KVpcFvFVB6y

MD5: 2CE6C446F71A395FF41647C9BA4B9C19

SHA1: 8AB1DA5F258CB05FC436F7275246D4C84A8F3441

SHA-256: EC547A2F9FDE5CE8E398DA2810828BA3C30C641CE2761F5BF915225EFB35F919

SHA-512: F119BE77659D9EAEB364085713A8CA8476F624E76B82BE0C6E41A8003106EAF5811B0BD9754D6E80356F30FEC1AC78780180F9369B04C28C5C4B4C0E22544929

Malicious: false

URL: https://js.driftt.com/core/assets/js/25.22647a55.chunk.js

Preview: (window.webpackJsonp=window.webpackJsonp||[]).push([[25],{"+OSO":function(t,n,e){"use strict";e.d(n,"a",function(){return createClientReportEnvelope});var r=e("
8dVd"),i=e("xqFT");function createClientReportEnvelope(t,n,e){var o=[{type:"client_report"},{timestamp:e||Object(i.a)(),discarded_events:t}];return Object(r.c)(n?{dsn:n}:{},
[o])}},"/brt":function(t,n,e){"use strict";e.d(n,"a",function(){return severityLevelFromString});var r=["fatal","error","warning","log","info","debug"];function severityLevelFro
mString(t){return"warn"===t?"warning":r.includes(t)?t:"log"}},"26VM":function(t,n,e){"use strict";e.d(n,"a",function(){return isDOMError}),e.d(n,"b",function(){return isD
OMException}),e.d(n,"c",function(){return isElement}),e.d(n,"d",function(){return isError}),e.d(n,"e",function(){return isErrorEvent}),e.d(n,"f",function(){return isEvent
}),e.d(n,"g",function(){return isInstanceOf}),e.d(n,"h",function(){return isNaN}),e.d(n,"i",function(){return isPlainObject}),e.d(n,"j",function(){ret

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: GIF image data, version 89a, 1 x 1

Category: downloaded

Size (bytes): 43

Entropy (8bit): 3.2226627197680635

Encrypted: false

SSDEEP: 3:CUzRtwv+L1pse:1/se

MD5: F837AA60B6FE83458F790DB60D529FC9

SHA1: 14AF87CCEC7F81BB28D53C84DA2FD5A9D5925CDA

SHA-256: DCECAB1355B5C2B9ECEF281322BF265AC5840B4688748586E9632B473A5FE56B

SHA-512: A85E09C3B5DBB560F4E03BA880047DBC8B4999A64C1F54FBFBCA17EE0BCBED3BC6708D699190B56668E464A59358D6B534C3963A1329BA01DB21075EF5BEDA
CE

Malicious: false

URL: https://b.6sc.co/v1/beacon/img.gif?token=fa4e6eea25694c3cbbb498b22fabe55b&svisitor=null&visitor=50619d32-de7f-4ad0-8997-
519671835ea0&session=54e66e53-b9c0-4662-8ce2-
0e355cfd5e06&event=passive_time_track&q=%7B%22currentTime%22%3A%22Mon%2C%2020%20Mar%202023%2021%3A53%3A50%20GMT%22%2C%22lastTrack
Time%22%3A%22Mon%2C%2020%20Mar%202023%2021%3A53%3A46%20GMT%22%2C%22timeSpent%22%3A%223999%22%2C%22totalTimeSpent%22%3A%22
16516%22%7D&isIframe=false&m=%7B%22description%22%3A%22Here%20at%20Cloudflare%2C%20we%20make%20the%20Internet%20work%20the%20way%20it
%20should.%20Offering%20CDN%2C%20DNS%2C%20DDoS%20protection%20and%20security%2C%20find%20out%20how%20we%20can%20help%20your%20site.
%22%2C%22keywords%22%3A%22%22%2C%22title%22%3A%22Cloudflare%20-
%20The%20Web%20Performance%20%26amp%3B%20Security%20Company%20%7C%20Cloudflare%22%7D&cb=&r=https%3A%2F%2Fwww.cloudflare.com%2Fen-
gb%2F&thirdParty=%7B%7D&v2=1&pageURL=https%3A%2F%2Fwww.cloudflare.com%2Fen-gb%2F&pageViewId=18c8697e-6011-4cd3-8a06-3ce89b8feaab&an_uid=0

Preview: GIF89a.............!.......,...........L..;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (17065), with no line terminators

Category: downloaded

Size (bytes): 17065

Chrome Cache Entry: 361

Chrome Cache Entry: 362

Chrome Cache Entry: 363
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Entropy (8bit): 5.10866692406951

Encrypted: false

SSDEEP: 384:htDuCrl6xOIVoCM6qbSjbCMTYozln0/s4MXcK/qtQCZ69CmC4yVs:htDuCrl6x1OCM1SjbCMTYoz10/s4mcKF

MD5: EC6E94B6CEA3A27506634867A8009DED

SHA1: C3314CD127B013EBD9515F9626E2E06FDA4A8A01

SHA-256: F46108976666130F89C43A82EE045F7A3AFB264494060EF6B3D9EB6589E49D16

SHA-512: B5C79E5CB9A20F16F7971206AE384CC4F53A0935EBFA38D8C73104E728A5B5D2023036935D97032647D10DD35D529416E21AC508DA55E5A76048302FBF93B689

Malicious: false

URL: https://js.driftt.com/core/assets/js/20.2ffef383.chunk.js

Preview: (window.webpackJsonp=window.webpackJsonp||[]).push([[20],{"1J7a":function(t,e){t.exports=function _arrayWithHoles(t){if(Array.isArray(t))return t}},"2jbg":function(t,e,r)
{"use strict";function _setPrototypeOf(t,e){return(_setPrototypeOf=Object.setPrototypeOf||function _setPrototypeOf(t,e){return t.__proto__=e,t})(t,e)}r.d(e,"a",function()
{return _setPrototypeOf})},"4+fu":function(t,e,r){"use strict";function _assertThisInitialized(t){if(void 0===t)throw new ReferenceError("this hasn't been initialised - super() 
hasn't been called");return t}r.d(e,"a",function(){return _assertThisInitialized})},"5aO3":function(t,e,r){"use strict";function _arrayLikeToArray(t,e){(null==e||e>t.length)&&
(e=t.length);for(var r=0,n=new Array(e);r<e;r++)n[r]=t[r];return n}r.d(e,"a",function(){return _arrayLikeToArray})},"7Ru6":function(t,e){t.exports=function _nonIterableRest()
{throw new TypeError("Invalid attempt to destructure non-iterable instance.\nIn order to be iterable, non-array objects must have a [S

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JSON data

Category: downloaded

Size (bytes): 50

Entropy (8bit): 4.684372820753983

Encrypted: false

SSDEEP: 3:YSAjKv8Lt/1iTcvwC:YSAjKvax1i4V

MD5: 502ACB246D4F91E39B929225BC982110

SHA1: EBB39E50F7BF2BD638079BFD52ABB49E6E8FE293

SHA-256: DACC225B0118D566C277CD62CA09078DB06BBE11063A5C2CAE9E4A913E00AF28

SHA-512: D17B6295E32ACF540D6BDBA103B9FD129AAFD8A86120FA387720B54B1A0AB41805B01E78AC9297B7D8C23B4F7272C777B3825C8BCAD46238FFB67A29BEB861
03

Malicious: false

URL: https://www.cloudflare.com/page-data/app-data.json

Preview: {"webpackCompilationHash":"c06fe64a6c2bc87c1ad8"}.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 74 x 1, 8-bit/color RGB, non-interlaced

Category: dropped

Size (bytes): 61

Entropy (8bit): 4.002585360278504

Encrypted: false

SSDEEP: 3:yionv//thPlF6TId6yxl/k4E08up:6v/lhPaEd7Tp

MD5: 3F0F9E56EC5186B26C221A03A6BA12FE

SHA1: 769EE36403D647FA2DE8509050A9E910FBB539C9

SHA-256: D1083B196E8BACE395C84F7AEF124A9A2766A2C102E80C5F2513D0D01F1A81A6

SHA-512: F212BB72054056C77A2985E1C13C363318533A7CD145D03F56625ACCD94A1C4CF839BCA7CABF2B76BFF4DCD1850FD160666E4BEE8433E372F6B01003BAD7EB
D3

Malicious: false

Preview: .PNG........IHDR...J..........-......IDAT.....$.....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (8581), with no line terminators

Category: downloaded

Size (bytes): 8581

Entropy (8bit): 4.980495320969729

Encrypted: false

SSDEEP: 192:j/c/K/iNadyZ8MUB+lE9Y8MUB+dFVJkEE+Zg23vIXs:ZdyZ8MUB+lE9Y8MUB+Dks13vJ

MD5: 4F21FAF2BA450E5FCDF7EDA90813E185

SHA1: 6466C75B507A660839ACDDC5E97816D8F5C0E36E

SHA-256: 4EDA4B5575532AD6A713D3D9BBCDE581C519D9B8D0202363925DDC80049EED6D

SHA-512: 24A2CE4378F3754B9C870D3D3F7FCB62BC6D6D0E9A74929C39BE840646E248863968A74C584B91C75A5F44943C203A5253B322883C5856D886BA72730D885ED5

Chrome Cache Entry: 364

Chrome Cache Entry: 365

Chrome Cache Entry: 366
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Malicious: false

URL: https://js.driftt.com/core/assets/css/29.9bf46b67.chunk.css

Preview: .drift-widget-message-close-button{margin:2px 0 0;position:absolute;top:-1px;z-index:1;background:#687882;border:1px solid #fff;-webkit-border-radius:50%;-moz-border-
radius:50%;border-radius:50%;padding:4px;height:20px;width:20px;line-height:12px;-webkit-box-shadow:0 2px 10px 0 rgba(53,63,69,.15),0 1px 2px 0 rgba(0,0,0,.2);-
moz-box-shadow:0 2px 10px 0 rgba(53,63,69,.15),0 1px 2px 0 rgba(0,0,0,.2);box-shadow:0 2px 10px 0 rgba(53,63,69,.15),0 1px 2px 0 rgba(0,0,0,.2);opacity:1}.drift-wid
get-close-button--align-right{margin-left:-14px}.drift-widget-close-button--align-left{margin-left:4px}.drift-widget-message-close-button svg{display:table-cell;text-alig
n:center}.drift-widget-message-close-button svg path{fill:#fff}.drift-widget-message-close-button:hover{background:#414141}@media (max-width:367px),(min-device-
width:320px) and (max-device-width:480px) and (-webkit-min-device-pixel-ratio:2),(min-width:369px) and (max-width:380px){.drift-widget-message-close-button{opac
ity:1}}.drift-widget

File type: HTML document, ASCII text, with CRLF line terminators

Entropy (8bit): 4.937797961310821

TrID:

File name: Agreements Pages YHGBWHS98322324.html

File size: 206

MD5: 01799cf24d437f84da53755637a670dd

SHA1: 5427b05a37151f048dbf09c691ed786f9e851301

SHA256: b87e93aac5f43e2ef2ae58a064a15d1679a07e46525346e276db966d3dee764d

SHA512: 69d1b6366d28ab36671de0a6ff859c1e328f1a83b4b62a85de02c7a841e57ea4811fba8dcee412dfab2c2647247349b1f088cbca0f463ef0412668774a7c68bb

SSDEEP: 6:tzhqfWNsGSLAqJmOXGmmHNFjQBMcEHEjbMcGb:tqSK0qJmuGxH0bEkHMbb

TLSH: B8D0229B8C82D40801B00390C1A0B258F81A03EB19018482F2CC712B3F68B9F4D8B296

File Content 
Preview:

<!DOCTYPE HTML>..<html lang="en-US">..    <head>..        <script type="text/javascript">..            window.location.href = 
"https://x8ioeg.canksru.ru/Mcbush@hinckleyallen.com"..        </script>..</html>

Icon Hash: 78d0a8cccc88c460

Report size exceeds maximum size, go to the download page of this report and download PCAP to see all network behavior.

• chrome.exe

• chrome.exe

• chrome.exe

Static File Info

General

File Icon

Network Behavior

Statistics

Behavior
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Click to jump to process

Target ID: 0

Start time: 22:52:25

Start date: 20/03/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe"  --start-maximized  "about:blank

Imagebase: 0x7ff683680000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Target ID: 1

Start time: 22:52:27

Start date: 20/03/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-GB --service-sandbox-
type=none --mojo-platform-channel-handle=1780 --field-trial-handle=1848,i,15505337359864818185,13013131658649980670,131072 --disable-feature
s=OptimizationGuideModelDownloading,OptimizationHints,OptimizationTargetPrediction /prefetch:8

Imagebase: 0x7ff683680000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Completion Count Source Address Symbol

System Behavior

Analysis Process: chrome.exe PID: 5356, Parent PID: 976

General

File Activities

Registry Activities

Analysis Process: chrome.exe PID: 3176, Parent PID: 5356

General

File Activities

Copyright Joe Security LLC 2023 Page 51 of 52



Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Target ID: 2

Start time: 22:52:28

Start date: 20/03/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" "C:\Users\user\Desktop\Agreements Pages YHGBWHS98322324.html

Imagebase: 0x7ff683680000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: high

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

Key Path Name Type Old Data New Data Completion Count
Source
Address

Symbol

⊘ No disassembly

Analysis Process: chrome.exe PID: 6276, Parent PID: 976

General

Registry Activities

Disassembly
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