
ID: 831144
Cookbook: browseurl.jbs
Time: 06:16:03
Date: 21/03/2023
Version: 37.0.0 Beryl
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Created / dropped Files
/home/saturnino/.cache/dconf/user
/home/saturnino/.cache/mozilla/firefox/a3xevaya.default-release/cache2/entries/134714F2DF01B21FA934AB16898B0583114E19B0
/home/saturnino/.cache/mozilla/firefox/a3xevaya.default-release/cache2/entries/254256B27E0C48CF9B80B695F0B3B8CA84610495
/home/saturnino/.cache/mozilla/firefox/a3xevaya.default-release/cache2/entries/5FFD69415953BE9CE9C07B2E9C26DA959ADEA6CB
/home/saturnino/.cache/mozilla/firefox/a3xevaya.default-release/cache2/entries/68B780A709FB903C666EF08F51EF5985A89FE446
/home/saturnino/.cache/mozilla/firefox/a3xevaya.default-release/cache2/entries/730FA68718E69A9EC1DE4154BF49B2A37241C7B1
/home/saturnino/.cache/mozilla/firefox/a3xevaya.default-release/cache2/entries/DED23BB33EA3C88FAD1C0A1CD53916E0D8C424D3
/home/saturnino/.cache/mozilla/firefox/a3xevaya.default-release/cache2/entries/F8CBD54DDA10F4286A41EC6A537240712D6C2308
/home/saturnino/.cache/mozilla/firefox/a3xevaya.default-release/settings/main/ms-language-packs/asrouter.ftl.tmp
/home/saturnino/.cache/mozilla/firefox/a3xevaya.default-release/startupCache/scriptCache-child-new.bin
/home/saturnino/.cache/mozilla/firefox/a3xevaya.default-release/startupCache/scriptCache-new.bin
/home/saturnino/.cache/mozilla/firefox/a3xevaya.default-release/startupCache/urlCache-new.bin
/home/saturnino/.mozilla/firefox/a3xevaya.default-release/addonStartup.json.lz4.tmp
/home/saturnino/.mozilla/firefox/a3xevaya.default-release/broadcast-listeners.json.tmp
/home/saturnino/.mozilla/firefox/a3xevaya.default-release/cert9.db
/home/saturnino/.mozilla/firefox/a3xevaya.default-release/cert9.db-journal
/home/saturnino/.mozilla/firefox/a3xevaya.default-release/crashes/store.json.mozlz4.tmp
/home/saturnino/.mozilla/firefox/a3xevaya.default-release/datareporting/aborted-session-ping.tmp
/home/saturnino/.mozilla/firefox/a3xevaya.default-release/datareporting/glean/db/data.safe.bin
/home/saturnino/.mozilla/firefox/a3xevaya.default-release/datareporting/glean/tmp/7c4c3d68-b8c8-44e6-a714-345a0583faf2
/home/saturnino/.mozilla/firefox/a3xevaya.default-release/datareporting/session-state.json.tmp
/home/saturnino/.mozilla/firefox/a3xevaya.default-release/datareporting/state.json.tmp
/home/saturnino/.mozilla/firefox/a3xevaya.default-release/extensions.json.tmp
/home/saturnino/.mozilla/firefox/a3xevaya.default-release/key4.db
/home/saturnino/.mozilla/firefox/a3xevaya.default-release/key4.db-journal
/home/saturnino/.mozilla/firefox/a3xevaya.default-release/prefs-1.js
/home/saturnino/.mozilla/firefox/a3xevaya.default-release/search.json.mozlz4
/home/saturnino/.mozilla/firefox/a3xevaya.default-release/sessionCheckpoints.json.tmp
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/home/saturnino/.mozilla/firefox/a3xevaya.default-release/sessionstore-backups/recovery.jsonlz4.tmp
/home/saturnino/.mozilla/firefox/a3xevaya.default-release/storage/permanent/chrome/idb/3870112724rsegmnoittet-es.sqlite
/home/saturnino/.mozilla/firefox/a3xevaya.default-release/storage/permanent/chrome/idb/3870112724rsegmnoittet-es.sqlite-wal
/home/saturnino/.mozilla/firefox/a3xevaya.default-release/xulstore.json.tmp
/proc/6304/gid_map
/proc/6304/setgroups
/proc/6304/uid_map
/proc/6340/gid_map
/proc/6340/setgroups
/proc/6340/uid_map
/proc/6383/gid_map
/proc/6383/setgroups
/proc/6383/uid_map
/proc/6434/gid_map
/proc/6434/setgroups
/proc/6434/uid_map
/tmp/khk19L2S.mips.part

Static File Info
Network Behavior

Network Port Distribution
TCP Packets
UDP Packets
DNS Queries
DNS Answers
HTTP Request Dependency Graph

System Behavior
Analysis Process: exo-open PID: 6242, Parent PID: 6229

General
File Activities

File Read
Directory Enumerated
Directory Created

Analysis Process: exo-open PID: 6243, Parent PID: 6242
General

Analysis Process: exo-open PID: 6244, Parent PID: 6243
General
File Activities

Directory Enumerated

Analysis Process: exo-helper-2 PID: 6244, Parent PID: 1860
General
File Activities

File Read
Directory Created

Analysis Process: exo-helper-2 PID: 6247, Parent PID: 6244
General
File Activities

Directory Enumerated

Analysis Process: sensible-browser PID: 6247, Parent PID: 6244
General
File Activities

File Read

Analysis Process: sensible-browser PID: 6248, Parent PID: 6247
General

Analysis Process: which PID: 6248, Parent PID: 6247
General
File Activities

File Read

Analysis Process: x-www-browser PID: 6247, Parent PID: 6244
General
File Activities

File Read

Analysis Process: x-www-browser PID: 6249, Parent PID: 6247
General

Analysis Process: which PID: 6249, Parent PID: 6247
General
File Activities

File Read

Analysis Process: firefox PID: 6247, Parent PID: 6244
General
File Activities

File Deleted
File Read
File Written
File Moved
Directory Enumerated
Directory Created
Directory Deleted
Symbolic Link Created

Analysis Process: firefox PID: 6251, Parent PID: 6247
General

Analysis Process: firefox PID: 6252, Parent PID: 6247
General
File Activities

File Read
Directory Enumerated

Analysis Process: firefox PID: 6270, Parent PID: 6247
General
File Activities

Directory Enumerated

Analysis Process: lsb_release PID: 6270, Parent PID: 6247
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General
File Activities

File Read
Directory Enumerated

Analysis Process: firefox PID: 6295, Parent PID: 6247
General
File Activities

Directory Enumerated

Analysis Process: dbus-launch PID: 6295, Parent PID: 6247
General
File Activities

File Read

Analysis Process: firefox PID: 6304, Parent PID: 6247
General
File Activities

File Written
Directory Enumerated

Analysis Process: firefox PID: 6306, Parent PID: 6304
General
File Activities

Directory Enumerated

Analysis Process: firefox PID: 6304, Parent PID: 6247
General
File Activities

File Read

Analysis Process: firefox PID: 6340, Parent PID: 6247
General
File Activities

File Written
Directory Enumerated

Analysis Process: firefox PID: 6342, Parent PID: 6340
General
File Activities

Directory Enumerated

Analysis Process: firefox PID: 6340, Parent PID: 6247
General
File Activities

File Read
Directory Enumerated

Analysis Process: firefox PID: 6383, Parent PID: 6247
General
File Activities

File Written
Directory Enumerated

Analysis Process: firefox PID: 6385, Parent PID: 6383
General
File Activities

Directory Enumerated

Analysis Process: firefox PID: 6383, Parent PID: 6247
General
File Activities

File Read
Directory Enumerated

Analysis Process: firefox PID: 6434, Parent PID: 6247
General
File Activities

File Written
Directory Enumerated

Analysis Process: firefox PID: 6436, Parent PID: 6434
General
File Activities

Directory Enumerated

Analysis Process: firefox PID: 6434, Parent PID: 6247
General
File Activities

File Read
Directory Enumerated
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Linux Analysis Report 
http://31.214.243.29/Demon.mips

Overview

General Information
Sample URL:

31.214.243.29/Demon.
mips

Analysis ID: 831144

Infos:

Detection

Gafgyt,
Mirai

Score: 72

Range: 0 - 100

Whitelisted: false

Signatures

Malicious sample detected (through…

Antivirus / Scanner detection for sub…

Yara detected Mirai

Yara detected Gafgyt

Writes ELF files to disk

Yara signature match

Creates hidden files and/or directorie…

Uses the "uname" system call to qu…

Queries the installed Ubuntu/CentOS…

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

Joe Sandbox Version: 37.0.0 Beryl

Analysis ID: 831144

Start date and time: 2023-03-21 06:16:03 +01:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 5m 20s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: 31.214.243.29/Demon.mips

Analysis system description: Ubuntu Linux 20.04 x64 (Kernel 5.4.0-72, Firefox 91.0, Evince Document Viewer 3.36.10, LibreOffice 6.4.7.2, OpenJDK 11.0.11)

Analysis Mode: default

Detection: MAL

Classification: mal72.troj.lin@0/45@31/0

system is lnxubuntu20
exo-open (PID: 6242, Parent: 6229, MD5: 60a307a6a6325e2034eb5cc56bff1abd) Arguments: exo-open http://31.214.243.29/Demon.mips

exo-open New Fork (PID: 6243, Parent: 6242)
exo-open New Fork (PID: 6244, Parent: 6243)
exo-helper-2 (PID: 6244, Parent: 1860, MD5: ab59c8990baa7254463cdf800a83b9e3) Arguments: /usr/lib/x86_64-linux-gnu/xfce4/exo-2/exo-helper-2 --launch WebBrowser
http://31.214.243.29/Demon.mips

exo-helper-2 New Fork (PID: 6247, Parent: 6244)
sensible-browser (PID: 6247, Parent: 6244, MD5: 1e6b1c887c59a315edb7eb9a315fc84c) Arguments: /usr/bin/sensible-browser http://31.214.243.29/Demon.mips

sensible-browser New Fork (PID: 6248, Parent: 6247)
which (PID: 6248, Parent: 6247, MD5: 1e6b1c887c59a315edb7eb9a315fc84c) Arguments: which sensible-browser

x-www-browser (PID: 6247, Parent: 6244, MD5: 1e6b1c887c59a315edb7eb9a315fc84c) Arguments: /usr/bin/x-www-browser http://31.214.243.29/Demon.mips
x-www-browser New Fork (PID: 6249, Parent: 6247)
which (PID: 6249, Parent: 6247, MD5: 1e6b1c887c59a315edb7eb9a315fc84c) Arguments: which /usr/bin/x-www-browser

firefox (PID: 6247, Parent: 6244, MD5: bf9680bcd223dba6b6e38b63bc4f73d7) Arguments: /usr/lib/firefox/firefox http://31.214.243.29/Demon.mips
firefox New Fork (PID: 6251, Parent: 6247)

General Information

Warnings

Process Tree

Copyright Joe Security LLC 2023 Page 5 of 28



firefox New Fork (PID: 6252, Parent: 6247)
firefox New Fork (PID: 6270, Parent: 6247)
lsb_release (PID: 6270, Parent: 6247, MD5: 69f442c3e33b5f9a66b722c29ad89435) Arguments: /usr/bin/lsb_release -idrc
firefox New Fork (PID: 6295, Parent: 6247)
dbus-launch (PID: 6295, Parent: 6247, MD5: 0b22a45154a51c6121bb1d208d8ab203) Arguments: dbus-launch --autolaunch=ee49dfd4fa47433baee88884e2d7de7c -
-binary-syntax --close-stderr
firefox New Fork (PID: 6304, Parent: 6247)

firefox New Fork (PID: 6306, Parent: 6304)
firefox (PID: 6304, Parent: 6247, MD5: bf9680bcd223dba6b6e38b63bc4f73d7) Arguments: /usr/lib/firefox/firefox -contentproc -parentBuildID 20210816143654 -
prefsLen 1 -prefMapSize 238647 -appdir /usr/lib/firefox/browser 6247 true socket
firefox New Fork (PID: 6340, Parent: 6247)

firefox New Fork (PID: 6342, Parent: 6340)
firefox (PID: 6340, Parent: 6247, MD5: bf9680bcd223dba6b6e38b63bc4f73d7) Arguments: /usr/lib/firefox/firefox -contentproc -childID 1 -isForBrowser -prefsLen 188 -
prefMapSize 238647 -jsInit 285716 -parentBuildID 20210816143654 -appdir /usr/lib/firefox/browser 6247 true tab
firefox New Fork (PID: 6383, Parent: 6247)

firefox New Fork (PID: 6385, Parent: 6383)
firefox (PID: 6383, Parent: 6247, MD5: bf9680bcd223dba6b6e38b63bc4f73d7) Arguments: /usr/lib/firefox/firefox -contentproc -childID 2 -isForBrowser -prefsLen 5911
-prefMapSize 238647 -jsInit 285716 -parentBuildID 20210816143654 -appdir /usr/lib/firefox/browser 6247 true tab
firefox New Fork (PID: 6434, Parent: 6247)

firefox New Fork (PID: 6436, Parent: 6434)
firefox (PID: 6434, Parent: 6247, MD5: bf9680bcd223dba6b6e38b63bc4f73d7) Arguments: /usr/lib/firefox/firefox -contentproc -childID 3 -isForBrowser -prefsLen 6099
-prefMapSize 238647 -jsInit 285716 -parentBuildID 20210816143654 -appdir /usr/lib/firefox/browser 6247 true tab

cleanup

Name Description Attribution Blogpost URLs Link

Bashlite, Gafgyt Bashlite is a malware family which infects Linux systems in order to launch 
distributed denial-of-service attacks (DDoS). Originally it was also known 
under the name Bashdoor, but this term now refers to the exploit method 
used by the malware. It has been used to launch attacks of up to 400 
Gbps.

No Attribution
blog.trendmicro.com/trendlabs
-security-intelligence/bashlite-
affects-devices-running-on-
busybox/https://blog.netlab.36
0.com/gafgtyt_tor-and-necro-
are-on-the-move-
again/https://blog.netlab.360.c
om/public-cloud-threat-
intelligence-
202203/https://blog.netlab.360
.com/some_details_of_the_dd
os_attacks_targeting_ukraine
_and_russia_in_recent_days/h
ttps://blog.netlab.360.com/the-
gafgyt-variant-vbot-and-its-31-
campaigns/

https://malpedia.caad.fkie.fr
aunhofer.de/details/elf.bashl
ite

Name Description Attribution Blogpost URLs Link

Mirai Mirai is one of the first significant botnets targeting exposed networking 
devices running Linux. Found in August 2016 by MalwareMustDie, its 
name means "future" in Japanese. Nowadays it targets a wide range of 
networked embedded devices such as IP cameras, home routers (many 
vendors involved), and other IoT devices. Since the source code was 
published on "Hack Forums" many variants of the Mirai family appeared, 
infecting mostly home networks all around the world.

No Attribution
osint.bambenekconsulting.co
m/feeds/http://www.simonrose
s.com/2016/10/mirai-ddos-
botnet-source-code-binary-
analysis/https://blog.malware
mustdie.org/2020/02/mmd-
0065-2021-linuxmirai-fbot-
re.htmlhttps://blog.netlab.360.
com/another-lilin-dvr-0-day-
being-used-to-spread-mirai-
en/https://blog.netlab.360.com
/mirai_ptea-botnet-is-
exploiting-undisclosed-kguard-
dvr-vulnerability-en/

https://malpedia.caad.fkie.fr
aunhofer.de/details/elf.mirai

Source Rule Description Author Strings

Malware Threat Intel

Yara Signatures

PCAP (Network Tra c)

Provided by
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dump.pcap Linux_Trojan_Gafg
yt_28a2fe0c

unknown unknown 0x1546e:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x15482:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x15496:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x154aa:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x154be:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x154d2:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x154e6:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x154fa:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x1550e:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x15588:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x1559c:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x155b0:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x155c4:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x155d8:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x155ec:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x15600:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x15614:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x15628:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x1563c:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x15650:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x15664:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F

dump.pcap Linux_Trojan_Gafg
yt_ea92cca8

unknown unknown 0x1541e:$a: 53 65 6C 66 20 52 65 70 20 46 75 63 6B 69 
6E 67 20 4E 65 54 69 53 20 61 6E 64

Source Rule Description Author Strings

Source Rule Description Author Strings

/tmp/khk19L2S.mips.part JoeSecurity_Mirai_
8

Yara detected 
Mirai

Joe Security

/tmp/khk19L2S.mips.part JoeSecurity_Gafgy
t

Yara detected 
Gafgyt

Joe Security

Dropped Files

Copyright Joe Security LLC 2023 Page 7 of 28



AV Detection

System Summary

Stealing of Sensitive Information

/tmp/khk19L2S.mips.part Linux_Trojan_Gafg
yt_28a2fe0c

unknown unknown 0x128c8:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x128dc:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x128f0:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x12904:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x12918:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x1292c:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x12940:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x12954:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x12968:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x1297c:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x12990:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x129a4:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x129b8:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x129cc:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x129e0:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x129f4:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x12a08:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x12a1c:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x12a30:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x12a44:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F
0x12a58:$a: 2F 78 33 38 2F 78 46 4A 2F 78 39 33 2F 78 
49 44 2F 78 39 41 2F 78 33 38 2F 78 46 4A 2F

/tmp/khk19L2S.mips.part Linux_Trojan_Gafg
yt_ea92cca8

unknown unknown 0x12878:$a: 53 65 6C 66 20 52 65 70 20 46 75 63 6B 69 
6E 67 20 4E 65 54 69 53 20 61 6E 64

/home/saturnino/.cache/mozilla/firefox/a3xevaya.default-rele
ase/cache2/entries/730FA68718E69A9EC1DE4154BF49B2A
37241C7B1

JoeSecurity_Mirai_
8

Yara detected 
Mirai

Joe Security

Click to see the 3 entries

Source Rule Description Author Strings

⊘ No Snort rule has matched

Snort Signatures

Joe Sandbox Signatures

Antivirus / Scanner detection for submitted sample

Malicious sample detected (through community Yara rule)

Yara detected Mirai

Yara detected Gafgyt
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Remote Access Functionality

Initial
Access

Execution Persistence
Privilege
Escalation

Defense
Evasion

Credential
Access

Discovery
Lateral
Movement

Collection Exfiltration
Command
and
Control

Network
Effects

Remote
Service
Effects

Impact

Valid
Accounts

Windows
Manageme
nt
Instrument
ation

Path
Interceptio
n

Path
Interceptio
n

1
Hidden
Files and
Directories

OS
Credential
Dumping

1
Security
Software
Discovery

Remote
Services

Data from
Local
System

Exfiltration
Over Other
Network
Medium

1
Encrypted
Channel

Eavesdrop
on Insecure
Network
Communic
ation

Remotely
Track
Device
Without
Authorizati
on

Modify
System
Partition

Default
Accounts

Scheduled
Task/Job

Boot or
Logon
Initializatio
n Scripts

Boot or
Logon
Initializatio
n Scripts

Rootkit LSASS
Memory

Application
Window
Discovery

Remote
Desktop
Protocol

Data from
Removable
Media

Exfiltration
Over
Bluetooth

3
Non-
Application
Layer
Protocol

Exploit SS7
to Redirect
Phone
Calls/SMS

Remotely
Wipe Data
Without
Authorizati
on

Device
Lockout

Domain
Accounts

At (Linux) Logon
Script
(Windows)

Logon
Script
(Windows)

Obfuscated
Files or
Information

Security
Account
Manager

Query
Registry

SMB/Wind
ows Admin
Shares

Data from
Network
Shared
Drive

Automated
Exfiltration

4
Application
Layer
Protocol

Exploit SS7
to Track
Device
Location

Obtain
Device
Cloud
Backups

Delete
Device
Data

Local
Accounts

At
(Windows)

Logon
Script
(Mac)

Logon
Script
(Mac)

Binary
Padding

NTDS System
Network
Configurati
on
Discovery

Distributed
Component
Object
Model

Input
Capture

Scheduled
Transfer

1
Ingress
Tool
Transfer

SIM Card
Swap

Carrier
Billing
Fraud

⊘ No configs have been found

Yara detected Mirai

Yara detected Gafgyt

Mitre Att&ck Matrix

Malware Configuration

Behavior Graph
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Behavior Graph
ID: 831144

URL: http://31.214.243.29/Demon.mips

Startdate: 21/03/2023
Architecture: LINUX
Score: 72

109.202.202.202, 80
INIT7CH

Switzerland

fennec-catalog-cdn.prod.mozaws.net

34.111.73.144, 39582, 443
GOOGLEUS

United States

26 other IPs or domains

Malicious sample detected
(through community Yara

rule)

Antivirus / Scanner
detection for submitted

sample
Yara detected Gafgyt Yara detected Mirai

exo-open

        started       

exo-open

        started       

exo-open
exo-helper-2

        started       

exo-helper-2
sensible-browser

x-www-browser

firefox

        started       

/tmp/khk19L2S.mips.part, ELF

dropped

/home/saturnino/.c...154BF49B2A37241C7B1, ELF

dropped

firefox
firefox

        started       

firefox
firefox

        started       

firefox
firefox

        started       

7 other processes

firefox

        started       

firefox

        started       

firefox

        started       

firefox

        started       

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Number of created Files

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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Source Detection Scanner Label Link

31.214.243.29/Demon.mips 100% Avira URL Cloud malware

Source Detection Scanner Label Link

/tmp/khk19L2S.mips.part 62% ReversingLabs Linux.Trojan.Mirai

⊘ No Antivirus matches

Source Detection Scanner Label Link

www.billybobbot.com/crawler/) 0% URL Reputation safe

www.billybobbot.com/crawler/) 0% URL Reputation safe

https://trr.dns.nextdns.io/ 0% URL Reputation safe

https://trr.dns.nextdns.io/ 0% URL Reputation safe

pki.goog/repo/certs/gtsr1.der04 0% URL Reputation safe

https://firefox.dns.next 0% URL Reputation safe

x1.c.lencr.org/0 0% URL Reputation safe

x1.i.lencr.org/0 0% URL Reputation safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Domains

URLs
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x1.i.lencr.org/0 0% URL Reputation safe

https://firefox.dns.nextdns.io/ 0% URL Reputation safe

https://mozilla.cloudflare-dns.com/dns-query 0% URL Reputation safe

fast.no/support/crawler.asp) 0% URL Reputation safe

crl.rootca1.amazontrust.com/rootca1.crl0 0% URL Reputation safe

crl.pki.goog/gtsr1/gtsr1.crl0W 0% URL Reputation safe

https://pki.goog/repository/0 0% URL Reputation safe

crt.rootca1.amazontrust.com/rootca1.cer0? 0% URL Reputation safe

crl.pki.goog/gsr2/gsr2.crl0? 0% URL Reputation safe

feedback.redkolibri.com/ 0% URL Reputation safe

31.214.243.29/ 0% Avira URL Cloud safe

31.214.243.29/predictor::seen1 0% Avira URL Cloud safe

ocsp.rootca1.amazontrust.com0: 0% Avira URL Cloud safe

31.214.243.29/Demon.mipsstrongly-framed1request-methodGETresponse-headHTTP/1.1 0% Avira URL Cloud safe

31.214.243.29/ 10% Virustotal Browse

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

star-mini.c10r.facebook.com 157.240.20.35 true false high

fennec-catalog-cdn.prod.mozaws.net 34.111.73.144 true false high

prod.balrog.prod.cloudops.mozgcp.net 35.244.181.201 true false unknown

twitter.com 104.244.42.129 true false high

youtube-ui.l.google.com 142.250.185.142 true false high

autopush.prod.mozaws.net 52.10.254.200 true false high

reddit.map.fastly.net 151.101.65.140 true false unknown

firefox.settings.services.mozilla.com 35.241.9.150 true false high

prod.ingestion-edge.prod.dataops.mozgcp.net 34.120.208.123 true false unknown

dyna.wikimedia.org 91.198.174.192 true false high

www.example.com 93.184.216.34 true false high

prod.content-signature-
chains.prod.webservices.mozgcp.net

34.160.144.191 true false unknown

www.facebook.com unknown unknown false high

www.reddit.com unknown unknown false high

content-signature-2.cdn.mozilla.net unknown unknown false high

push.services.mozilla.com unknown unknown false high

www.youtube.com unknown unknown false high

www.wikipedia.org unknown unknown false high

firefox-settings-attachments.cdn.mozilla.net unknown unknown false high

Name Malicious Antivirus Detection Reputation

https://firefox.settings.services.mozilla.com/v1/ false high

31.214.243.29/Demon.mips true unknown

https://firefox-settings-attachments.cdn.mozilla.net/main-workspace/ms-language-
packs/4f1bcaa0-ddf9-43ef-aca3-8378c4d05582.ftl

false high

https://push.services.mozilla.com/ false high

https://firefox.settings.services.mozilla.com/v1/buckets/main/collections/ms-language-
packs/records/cfr-v1-en-US

false high

https://content-signature-2.cdn.mozilla.net/chains/remote-settings.content-
signature.mozilla.org-2021-09-19-15-17-11.chain

false high

Domains and IPs

Contacted Domains

Contacted URLs

URLs from Memory and Binaries

World Map of Contacted IPs

Copyright Joe Security LLC 2023 Page 12 of 28

https://www.virustotal.com/gui/url/8268e327df729de50485e6321df13af26ab706f93c689ed3dd444338f068a33e/detection/u-8268e327df729de50485e6321df13af26ab706f93c689ed3dd444338f068a33e-1679289628


No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

35.244.181.201 prod.balrog.prod.cloudops
.mozgcp.net

United States 15169 GOOGLEUS false

44.231.103.117 unknown United States 16509 AMAZON-02US false

52.25.208.227 unknown United States 16509 AMAZON-02US false

31.214.243.29 unknown Germany 197071 ACTIVE-SERVERSactive-
serverscomDE

false

34.160.144.191 prod.content-signature-
chains.prod.webservices.
mozgcp.net

United States 2686 ATGS-MMD-ASUS false

109.202.202.202 unknown Switzerland 13030 INIT7CH false

91.189.91.43 unknown United Kingdom 41231 CANONICAL-ASGB false

34.120.208.123 prod.ingestion-
edge.prod.dataops.mozgc
p.net

United States 15169 GOOGLEUS false

34.111.73.144 fennec-catalog-
cdn.prod.mozaws.net

United States 15169 GOOGLEUS false

91.189.91.42 unknown United Kingdom 41231 CANONICAL-ASGB false

35.241.9.150 firefox.settings.services.m
ozilla.com

United States 15169 GOOGLEUS false

⊘ No context

⊘ No context

⊘ No context

Public IPs

Joe Sandbox View / Context

IPs

Domains

ASNs
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⊘ No context

⊘ No context

JA3 Fingerprints

Dropped Files

Created / dropped Files

/home/saturnino/.cache/dconf/user

/home/saturnino/.cache/mozilla/firefox/a3xevaya.default-release/cache2/entries/134714F2DF01B21FA934AB16898B0583114E19B0

/home/saturnino/.cache/mozilla/firefox/a3xevaya.default-release/cache2/entries/254256B27E0C48CF9B80B695F0B3B8CA84610495

/home/saturnino/.cache/mozilla/firefox/a3xevaya.default-release/cache2/entries/5FFD69415953BE9CE9C07B2E9C26DA959ADEA6CB

/home/saturnino/.cache/mozilla/firefox/a3xevaya.default-release/cache2/entries/68B780A709FB903C666EF08F51EF5985A89FE446

/home/saturnino/.cache/mozilla/firefox/a3xevaya.default-release/cache2/entries/730FA68718E69A9EC1DE4154BF49B2A37241C7B1

/home/saturnino/.cache/mozilla/firefox/a3xevaya.default-release/cache2/entries/DED23BB33EA3C88FAD1C0A1CD53916E0D8C424D3

/home/saturnino/.cache/mozilla/firefox/a3xevaya.default-release/cache2/entries/F8CBD54DDA10F4286A41EC6A537240712D6C2308

/home/saturnino/.cache/mozilla/firefox/a3xevaya.default-release/settings/main/ms-language-packs/asrouter.ftl.tmp

/home/saturnino/.cache/mozilla/firefox/a3xevaya.default-release/startupCache/scriptCache-child-new.bin

/home/saturnino/.cache/mozilla/firefox/a3xevaya.default-release/startupCache/scriptCache-new.bin

/home/saturnino/.cache/mozilla/firefox/a3xevaya.default-release/startupCache/urlCache-new.bin

/home/saturnino/.mozilla/firefox/a3xevaya.default-release/addonStartup.json.lz4.tmp

/home/saturnino/.mozilla/firefox/a3xevaya.default-release/broadcast-listeners.json.tmp

/home/saturnino/.mozilla/firefox/a3xevaya.default-release/cert9.db

/home/saturnino/.mozilla/firefox/a3xevaya.default-release/cert9.db-journal

/home/saturnino/.mozilla/firefox/a3xevaya.default-release/crashes/store.json.mozlz4.tmp

/home/saturnino/.mozilla/firefox/a3xevaya.default-release/datareporting/aborted-session-ping.tmp

/home/saturnino/.mozilla/firefox/a3xevaya.default-release/datareporting/glean/db/data.safe.bin

/home/saturnino/.mozilla/firefox/a3xevaya.default-release/datareporting/glean/tmp/7c4c3d68-b8c8-44e6-a714-345a0583faf2

/home/saturnino/.mozilla/firefox/a3xevaya.default-release/datareporting/session-state.json.tmp

/home/saturnino/.mozilla/firefox/a3xevaya.default-release/datareporting/state.json.tmp

/home/saturnino/.mozilla/firefox/a3xevaya.default-release/extensions.json.tmp

/home/saturnino/.mozilla/firefox/a3xevaya.default-release/key4.db

/home/saturnino/.mozilla/firefox/a3xevaya.default-release/key4.db-journal

/home/saturnino/.mozilla/firefox/a3xevaya.default-release/prefs-1.js
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⊘ No static file info

Total Packets: 81

• 53 (DNS)

• 80 (HTTP)

• 443 (HTTPS)

/home/saturnino/.mozilla/firefox/a3xevaya.default-release/search.json.mozlz4

/home/saturnino/.mozilla/firefox/a3xevaya.default-release/sessionCheckpoints.json.tmp

/home/saturnino/.mozilla/firefox/a3xevaya.default-release/sessionstore-backups/recovery.jsonlz4.tmp

/home/saturnino/.mozilla/firefox/a3xevaya.default-release/storage/permanent/chrome/idb/3870112724rsegmnoittet-es.sqlite

/home/saturnino/.mozilla/firefox/a3xevaya.default-release/storage/permanent/chrome/idb/3870112724rsegmnoittet-es.sqlite-wal

/home/saturnino/.mozilla/firefox/a3xevaya.default-release/xulstore.json.tmp

/proc/6304/gid_map

/proc/6304/setgroups

/proc/6304/uid_map

/proc/6340/gid_map

/proc/6340/setgroups

/proc/6340/uid_map

/proc/6383/gid_map

/proc/6383/setgroups

/proc/6383/uid_map

/proc/6434/gid_map

/proc/6434/setgroups

/proc/6434/uid_map

/tmp/khk19L2S.mips.part

Static File Info

Network Behavior

Network Port Distribution
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Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
DNS over
HTTPS

Mar 21, 2023 06:17:23.237967014 
CET

192.168.2.23 1.1.1.1 0x421b Standard query 
(0)

content-si
gnature-2.
cdn.mozilla.net

A (IP address) IN (0x0001) false

Mar 21, 2023 06:17:23.238112926 
CET

192.168.2.23 1.1.1.1 0x1038 Standard query 
(0)

content-si
gnature-2.
cdn.mozilla.net

28 IN (0x0001) false

Mar 21, 2023 06:17:35.165245056 
CET

192.168.2.23 1.1.1.1 0x8a45 Standard query 
(0)

push.servi
ces.mozilla.com

A (IP address) IN (0x0001) false

Mar 21, 2023 06:17:35.165478945 
CET

192.168.2.23 1.1.1.1 0xa879 Standard query 
(0)

push.servi
ces.mozilla.com

28 IN (0x0001) false

Mar 21, 2023 06:17:35.183821917 
CET

192.168.2.23 1.1.1.1 0x21c4 Standard query 
(0)

autopush.p
rod.mozaws.net

28 IN (0x0001) false

Mar 21, 2023 06:17:35.679447889 
CET

192.168.2.23 1.1.1.1 0x1992 Standard query 
(0)

autopush.p
rod.mozaws.net

28 IN (0x0001) false

Mar 21, 2023 06:17:35.824021101 
CET

192.168.2.23 1.1.1.1 0x3fa3 Standard query 
(0)

autopush.p
rod.mozaws.net

28 IN (0x0001) false

Mar 21, 2023 06:17:38.104825974 
CET

192.168.2.23 1.1.1.1 0x5462 Standard query 
(0)

prod.ingestion-
edge.prod.datao
ps.mozgcp.net

28 IN (0x0001) false

Mar 21, 2023 06:17:39.018667936 
CET

192.168.2.23 1.1.1.1 0x1ce4 Standard query 
(0)

firefox.se
ttings.ser
vices.mozi
lla.com

A (IP address) IN (0x0001) false

Mar 21, 2023 06:17:39.018774986 
CET

192.168.2.23 1.1.1.1 0xa38c Standard query 
(0)

firefox.se
ttings.ser
vices.mozi
lla.com

28 IN (0x0001) false

Mar 21, 2023 06:17:41.042417049 
CET

192.168.2.23 1.1.1.1 0xcbd4 Standard query 
(0)

firefox-settings-
attachments.c
dn.mozilla.net

A (IP address) IN (0x0001) false

Mar 21, 2023 06:17:41.042736053 
CET

192.168.2.23 1.1.1.1 0xf97e Standard query 
(0)

firefox-settings-
attachments.c
dn.mozilla.net

28 IN (0x0001) false

Mar 21, 2023 06:17:41.061706066 
CET

192.168.2.23 1.1.1.1 0x482d Standard query 
(0)

fennec-catalog-
cdn.p
rod.mozaws.net

28 IN (0x0001) false

Mar 21, 2023 06:17:41.278846979 
CET

192.168.2.23 1.1.1.1 0x1e71 Standard query 
(0)

prod.balro
g.prod.clo
udops.mozg
cp.net

28 IN (0x0001) false

Mar 21, 2023 06:17:44.986042023 
CET

192.168.2.23 1.1.1.1 0xd15f Standard query 
(0)

autopush.p
rod.mozaws.net

28 IN (0x0001) false

Mar 21, 2023 06:17:56.937290907 
CET

192.168.2.23 1.1.1.1 0x1598 Standard query 
(0)

autopush.p
rod.mozaws.net

A (IP address) IN (0x0001) false

Mar 21, 2023 06:17:56.937804937 
CET

192.168.2.23 1.1.1.1 0xa7fe Standard query 
(0)

autopush.p
rod.mozaws.net

28 IN (0x0001) false

TCP Packets

UDP Packets

DNS Queries
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Mar 21, 2023 06:18:10.062733889 
CET

192.168.2.23 1.1.1.1 0x9635 Standard query 
(0)

www.wikipe
dia.org

A (IP address) IN (0x0001) false

Mar 21, 2023 06:18:10.062994957 
CET

192.168.2.23 1.1.1.1 0xd573 Standard query 
(0)

www.wikipe
dia.org

28 IN (0x0001) false

Mar 21, 2023 06:18:10.130449057 
CET

192.168.2.23 1.1.1.1 0x78b6 Standard query 
(0)

www.exampl
e.com

A (IP address) IN (0x0001) false

Mar 21, 2023 06:18:10.130737066 
CET

192.168.2.23 1.1.1.1 0xad48 Standard query 
(0)

www.exampl
e.com

28 IN (0x0001) false

Mar 21, 2023 06:18:10.213614941 
CET

192.168.2.23 1.1.1.1 0x64c7 Standard query 
(0)

www.youtub
e.com

A (IP address) IN (0x0001) false

Mar 21, 2023 06:18:10.213829041 
CET

192.168.2.23 1.1.1.1 0x528b Standard query 
(0)

www.youtub
e.com

28 IN (0x0001) false

Mar 21, 2023 06:18:10.263957024 
CET

192.168.2.23 1.1.1.1 0xa647 Standard query 
(0)

www.facebo
ok.com

A (IP address) IN (0x0001) false

Mar 21, 2023 06:18:10.264198065 
CET

192.168.2.23 1.1.1.1 0x4033 Standard query 
(0)

www.facebo
ok.com

28 IN (0x0001) false

Mar 21, 2023 06:18:10.325733900 
CET

192.168.2.23 1.1.1.1 0x29c3 Standard query 
(0)

www.reddit.com A (IP address) IN (0x0001) false

Mar 21, 2023 06:18:10.325872898 
CET

192.168.2.23 1.1.1.1 0xfcd Standard query 
(0)

www.reddit.com 28 IN (0x0001) false

Mar 21, 2023 06:18:10.344654083 
CET

192.168.2.23 1.1.1.1 0x67d Standard query 
(0)

reddit.map
.fastly.net

28 IN (0x0001) false

Mar 21, 2023 06:18:10.350140095 
CET

192.168.2.23 1.1.1.1 0xe085 Standard query 
(0)

twitter.com A (IP address) IN (0x0001) false

Mar 21, 2023 06:18:10.350322008 
CET

192.168.2.23 1.1.1.1 0xf7d4 Standard query 
(0)

twitter.com 28 IN (0x0001) false

Mar 21, 2023 06:18:17.931102037 
CET

192.168.2.23 1.1.1.1 0xfde5 Standard query 
(0)

autopush.p
rod.mozaws.net

28 IN (0x0001) false

Timestamp Source IP Dest IP Trans ID OP Code Name Type Class
DNS over
HTTPS

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
DNS over
HTTPS

Mar 21, 2023 
06:17:23.255949974 
CET

1.1.1.1 192.168.2.23 0x1038 No error (0) content-si
gnature-2.
cdn.mozilla.net

content-
signature-
chains.prod.au
tograph.servic
es.mozaws.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 21, 2023 
06:17:23.255949974 
CET

1.1.1.1 192.168.2.23 0x1038 No error (0) content-si
gnature-ch
ains.prod.
autograph.
services.m
ozaws.net

prod.content-
signature-
chains.prod.we
bservices.moz
gcp.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 21, 2023 
06:17:23.255949974 
CET

1.1.1.1 192.168.2.23 0x1038 No error (0) prod.content-
signature-
chains.
prod.webse
rvices.moz
gcp.net

28 IN 
(0x0001)

false

Mar 21, 2023 
06:17:23.256042957 
CET

1.1.1.1 192.168.2.23 0x421b No error (0) content-si
gnature-2.
cdn.mozilla.net

content-
signature-
chains.prod.au
tograph.servic
es.mozaws.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 21, 2023 
06:17:23.256042957 
CET

1.1.1.1 192.168.2.23 0x421b No error (0) content-si
gnature-ch
ains.prod.
autograph.
services.m
ozaws.net

prod.content-
signature-
chains.prod.we
bservices.moz
gcp.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 21, 2023 
06:17:23.256042957 
CET

1.1.1.1 192.168.2.23 0x421b No error (0) prod.content-
signature-
chains.
prod.webse
rvices.moz
gcp.net

34.160.144.19
1

A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:17:35.183171034 
CET

1.1.1.1 192.168.2.23 0xa879 No error (0) push.servi
ces.mozill
a.com

autopush.prod.
mozaws.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 21, 2023 
06:17:35.183228016 
CET

1.1.1.1 192.168.2.23 0x8a45 No error (0) push.servi
ces.mozill
a.com

autopush.prod.
mozaws.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

DNS Answers
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Mar 21, 2023 
06:17:35.183228016 
CET

1.1.1.1 192.168.2.23 0x8a45 No error (0) autopush.p
rod.mozaws
.net

52.10.254.200 A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:17:35.183228016 
CET

1.1.1.1 192.168.2.23 0x8a45 No error (0) autopush.p
rod.mozaws
.net

52.39.176.227 A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:17:35.183228016 
CET

1.1.1.1 192.168.2.23 0x8a45 No error (0) autopush.p
rod.mozaws
.net

35.84.57.165 A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:17:35.183228016 
CET

1.1.1.1 192.168.2.23 0x8a45 No error (0) autopush.p
rod.mozaws
.net

35.80.120.72 A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:17:35.183228016 
CET

1.1.1.1 192.168.2.23 0x8a45 No error (0) autopush.p
rod.mozaws
.net

52.89.64.64 A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:17:35.183228016 
CET

1.1.1.1 192.168.2.23 0x8a45 No error (0) autopush.p
rod.mozaws
.net

44.227.71.100 A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:17:35.183228016 
CET

1.1.1.1 192.168.2.23 0x8a45 No error (0) autopush.p
rod.mozaws
.net

35.166.158.20
7

A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:17:35.183228016 
CET

1.1.1.1 192.168.2.23 0x8a45 No error (0) autopush.p
rod.mozaws
.net

52.25.208.227 A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:17:38.104091883 
CET

1.1.1.1 192.168.2.23 0xa01f No error (0) telemetry-
incoming.r53-
2.servi
ces.mozill
a.com

prod.ingestion-
edge.prod.data
ops.mozgcp.ne
t

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 21, 2023 
06:17:38.104146957 
CET

1.1.1.1 192.168.2.23 0x2bf9 No error (0) telemetry-
incoming.r53-
2.servi
ces.mozill
a.com

prod.ingestion-
edge.prod.data
ops.mozgcp.ne
t

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 21, 2023 
06:17:38.104146957 
CET

1.1.1.1 192.168.2.23 0x2bf9 No error (0) prod.ingestion-
edge.
prod.datao
ps.mozgcp.net

34.120.208.12
3

A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:17:39.036520958 
CET

1.1.1.1 192.168.2.23 0x1ce4 No error (0) firefox.se
ttings.ser
vices.mozi
lla.com

35.241.9.150 A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:17:41.060601950 
CET

1.1.1.1 192.168.2.23 0xcbd4 No error (0) firefox-se
ttings-att
achments.c
dn.mozilla.net

fennec-
catalog-
cdn.prod.moza
ws.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 21, 2023 
06:17:41.060601950 
CET

1.1.1.1 192.168.2.23 0xcbd4 No error (0) fennec-cat
alog-cdn.p
rod.mozaws
.net

34.111.73.144 A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:17:41.061301947 
CET

1.1.1.1 192.168.2.23 0xf97e No error (0) firefox-se
ttings-att
achments.c
dn.mozilla.net

fennec-
catalog-
cdn.prod.moza
ws.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 21, 2023 
06:17:41.277940989 
CET

1.1.1.1 192.168.2.23 0x5b3e No error (0) balrog-aus
5.r53-2.se
rvices.moz
illa.com

prod.balrog.pro
d.cloudops.mo
zgcp.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 21, 2023 
06:17:41.277940989 
CET

1.1.1.1 192.168.2.23 0x5b3e No error (0) prod.balro
g.prod.clo
udops.mozg
cp.net

35.244.181.20
1

A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:17:41.278381109 
CET

1.1.1.1 192.168.2.23 0x5555 No error (0) balrog-aus
5.r53-2.se
rvices.moz
illa.com

prod.balrog.pro
d.cloudops.mo
zgcp.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 21, 2023 
06:17:56.955193996 
CET

1.1.1.1 192.168.2.23 0x1598 No error (0) autopush.p
rod.mozaws
.net

52.43.157.124 A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:17:56.955193996 
CET

1.1.1.1 192.168.2.23 0x1598 No error (0) autopush.p
rod.mozaws
.net

35.84.57.165 A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:17:56.955193996 
CET

1.1.1.1 192.168.2.23 0x1598 No error (0) autopush.p
rod.mozaws
.net

35.81.250.50 A (IP address) IN 
(0x0001)

false

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
DNS over
HTTPS
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Mar 21, 2023 
06:17:56.955193996 
CET

1.1.1.1 192.168.2.23 0x1598 No error (0) autopush.p
rod.mozaws
.net

54.149.93.186 A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:17:56.955193996 
CET

1.1.1.1 192.168.2.23 0x1598 No error (0) autopush.p
rod.mozaws
.net

35.164.171.70 A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:17:56.955193996 
CET

1.1.1.1 192.168.2.23 0x1598 No error (0) autopush.p
rod.mozaws
.net

34.216.140.79 A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:17:56.955193996 
CET

1.1.1.1 192.168.2.23 0x1598 No error (0) autopush.p
rod.mozaws
.net

52.88.176.26 A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:17:56.955193996 
CET

1.1.1.1 192.168.2.23 0x1598 No error (0) autopush.p
rod.mozaws
.net

44.231.103.11
7

A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.080677032 
CET

1.1.1.1 192.168.2.23 0xd573 No error (0) www.wikipe
dia.org

dyna.wikimedi
a.org

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.080677032 
CET

1.1.1.1 192.168.2.23 0xd573 No error (0) dyna.wikim
edia.org

28 IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.080779076 
CET

1.1.1.1 192.168.2.23 0x9635 No error (0) www.wikipe
dia.org

dyna.wikimedi
a.org

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.080779076 
CET

1.1.1.1 192.168.2.23 0x9635 No error (0) dyna.wikim
edia.org

91.198.174.19
2

A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.148289919 
CET

1.1.1.1 192.168.2.23 0x78b6 No error (0) www.exampl
e.com

93.184.216.34 A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.148864985 
CET

1.1.1.1 192.168.2.23 0xad48 No error (0) www.exampl
e.com

28 IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.231379032 
CET

1.1.1.1 192.168.2.23 0x528b No error (0) www.youtub
e.com

youtube-
ui.l.google.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.231379032 
CET

1.1.1.1 192.168.2.23 0x528b No error (0) youtube-ui
.l.google.com

28 IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.231379032 
CET

1.1.1.1 192.168.2.23 0x528b No error (0) youtube-ui
.l.google.com

28 IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.231379032 
CET

1.1.1.1 192.168.2.23 0x528b No error (0) youtube-ui
.l.google.com

28 IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.231379032 
CET

1.1.1.1 192.168.2.23 0x528b No error (0) youtube-ui
.l.google.com

28 IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.231416941 
CET

1.1.1.1 192.168.2.23 0x64c7 No error (0) www.youtub
e.com

youtube-
ui.l.google.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.231416941 
CET

1.1.1.1 192.168.2.23 0x64c7 No error (0) youtube-ui
.l.google.com

142.250.185.1
42

A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.231416941 
CET

1.1.1.1 192.168.2.23 0x64c7 No error (0) youtube-ui
.l.google.com

142.250.185.1
10

A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.231416941 
CET

1.1.1.1 192.168.2.23 0x64c7 No error (0) youtube-ui
.l.google.com

142.250.181.2
38

A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.231416941 
CET

1.1.1.1 192.168.2.23 0x64c7 No error (0) youtube-ui
.l.google.com

172.217.23.11
0

A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.231416941 
CET

1.1.1.1 192.168.2.23 0x64c7 No error (0) youtube-ui
.l.google.com

172.217.16.14
2

A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.231416941 
CET

1.1.1.1 192.168.2.23 0x64c7 No error (0) youtube-ui
.l.google.com

172.217.18.14 A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.231416941 
CET

1.1.1.1 192.168.2.23 0x64c7 No error (0) youtube-ui
.l.google.com

172.217.18.11
0

A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.231416941 
CET

1.1.1.1 192.168.2.23 0x64c7 No error (0) youtube-ui
.l.google.com

142.250.186.1
74

A (IP address) IN 
(0x0001)

false

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
DNS over
HTTPS

Copyright Joe Security LLC 2023 Page 19 of 28



Mar 21, 2023 
06:18:10.231416941 
CET

1.1.1.1 192.168.2.23 0x64c7 No error (0) youtube-ui
.l.google.com

142.250.185.7
8

A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.231416941 
CET

1.1.1.1 192.168.2.23 0x64c7 No error (0) youtube-ui
.l.google.com

216.58.212.17
4

A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.231416941 
CET

1.1.1.1 192.168.2.23 0x64c7 No error (0) youtube-ui
.l.google.com

142.250.184.2
38

A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.231416941 
CET

1.1.1.1 192.168.2.23 0x64c7 No error (0) youtube-ui
.l.google.com

142.250.74.20
6

A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.231416941 
CET

1.1.1.1 192.168.2.23 0x64c7 No error (0) youtube-ui
.l.google.com

172.217.16.20
6

A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.231416941 
CET

1.1.1.1 192.168.2.23 0x64c7 No error (0) youtube-ui
.l.google.com

142.250.184.2
06

A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.231416941 
CET

1.1.1.1 192.168.2.23 0x64c7 No error (0) youtube-ui
.l.google.com

142.250.186.1
10

A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.231416941 
CET

1.1.1.1 192.168.2.23 0x64c7 No error (0) youtube-ui
.l.google.com

142.250.186.7
8

A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.281903028 
CET

1.1.1.1 192.168.2.23 0xa647 No error (0) www.facebo
ok.com

star-
mini.c10r.faceb
ook.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.281903028 
CET

1.1.1.1 192.168.2.23 0xa647 No error (0) star-mini.
c10r.faceb
ook.com

157.240.20.35 A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.281965017 
CET

1.1.1.1 192.168.2.23 0x4033 No error (0) www.facebo
ok.com

star-
mini.c10r.faceb
ook.com

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.281965017 
CET

1.1.1.1 192.168.2.23 0x4033 No error (0) star-mini.
c10r.faceb
ook.com

28 IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.343791962 
CET

1.1.1.1 192.168.2.23 0x29c3 No error (0) www.reddit
.com

reddit.map.fast
ly.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.343791962 
CET

1.1.1.1 192.168.2.23 0x29c3 No error (0) reddit.map
.fastly.net

151.101.65.14
0

A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.343791962 
CET

1.1.1.1 192.168.2.23 0x29c3 No error (0) reddit.map
.fastly.net

151.101.1.140 A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.343791962 
CET

1.1.1.1 192.168.2.23 0x29c3 No error (0) reddit.map
.fastly.net

151.101.129.1
40

A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.343791962 
CET

1.1.1.1 192.168.2.23 0x29c3 No error (0) reddit.map
.fastly.net

151.101.193.1
40

A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.344152927 
CET

1.1.1.1 192.168.2.23 0xfcd No error (0) www.reddit
.com

reddit.map.fast
ly.net

CNAME 
(Canonical 
name)

IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.367979050 
CET

1.1.1.1 192.168.2.23 0xe085 No error (0) twitter.com 104.244.42.12
9

A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.367979050 
CET

1.1.1.1 192.168.2.23 0xe085 No error (0) twitter.com 104.244.42.65 A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.367979050 
CET

1.1.1.1 192.168.2.23 0xe085 No error (0) twitter.com 104.244.42.1 A (IP address) IN 
(0x0001)

false

Mar 21, 2023 
06:18:10.367979050 
CET

1.1.1.1 192.168.2.23 0xe085 No error (0) twitter.com 104.244.42.19
3

A (IP address) IN 
(0x0001)

false

Timestamp Source IP Dest IP Trans ID Reply Code Name CName Address Type Class
DNS over
HTTPS
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System Behavior

            
content-signature-2.cdn.mozilla.net

            
push.services.mozilla.com

            
incoming.telemetry.mozilla.org

            
firefox.settings.services.mozilla.com

            
firefox-settings-attachments.cdn.mozilla.net

            
aus5.mozilla.org

            
31.214.243.29

         

Start time: 06:16:50

Start date: 21/03/2023

Path: /usr/bin/exo-open

Arguments: exo-open http://31.214.243.29/Demon.mips

File size: 27264 bytes

MD5 hash: 60a307a6a6325e2034eb5cc56bff1abd

Start time: 06:16:51

Start date: 21/03/2023

Path: /usr/bin/exo-open

Arguments: n/a

File size: 27264 bytes

MD5 hash: 60a307a6a6325e2034eb5cc56bff1abd

Start time: 06:16:51

Start date: 21/03/2023

Path: /usr/bin/exo-open

Arguments: n/a

File size: 27264 bytes

MD5 hash: 60a307a6a6325e2034eb5cc56bff1abd

Analysis Process: exo-open PID: 6242, Parent PID: 6229

General

File Activities

File Read

Directory Enumerated

Directory Created

Analysis Process: exo-open PID: 6243, Parent PID: 6242

General

Analysis Process: exo-open PID: 6244, Parent PID: 6243

General

File Activities

Directory Enumerated
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Start time: 06:16:51

Start date: 21/03/2023

Path: /usr/lib/x86_64-linux-gnu/xfce4/exo-2/exo-helper-2

Arguments: /usr/lib/x86_64-linux-gnu/xfce4/exo-2/exo-helper-2 --launch WebBrowser http://31.214.243.29/Demon.mips

File size: 80256 bytes

MD5 hash: ab59c8990baa7254463cdf800a83b9e3

Start time: 06:16:52

Start date: 21/03/2023

Path: /usr/lib/x86_64-linux-gnu/xfce4/exo-2/exo-helper-2

Arguments: n/a

File size: 80256 bytes

MD5 hash: ab59c8990baa7254463cdf800a83b9e3

Start time: 06:16:52

Start date: 21/03/2023

Path: /usr/bin/sensible-browser

Arguments: /usr/bin/sensible-browser http://31.214.243.29/Demon.mips

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 06:16:52

Start date: 21/03/2023

Path: /usr/bin/sensible-browser

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 06:16:52

Start date: 21/03/2023

Path: /usr/bin/which

Arguments: which sensible-browser

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Analysis Process: exo-helper-2 PID: 6244, Parent PID: 1860

General

File Activities

File Read

Directory Created

Analysis Process: exo-helper-2 PID: 6247, Parent PID: 6244

General

File Activities

Directory Enumerated

Analysis Process: sensible-browser PID: 6247, Parent PID: 6244

General

File Activities

File Read

Analysis Process: sensible-browser PID: 6248, Parent PID: 6247

General

Analysis Process: which PID: 6248, Parent PID: 6247

General
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Start time: 06:16:52

Start date: 21/03/2023

Path: /usr/bin/x-www-browser

Arguments: /usr/bin/x-www-browser http://31.214.243.29/Demon.mips

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 06:16:52

Start date: 21/03/2023

Path: /usr/bin/x-www-browser

Arguments: n/a

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 06:16:52

Start date: 21/03/2023

Path: /usr/bin/which

Arguments: which /usr/bin/x-www-browser

File size: 129816 bytes

MD5 hash: 1e6b1c887c59a315edb7eb9a315fc84c

Start time: 06:16:52

Start date: 21/03/2023

Path: /usr/lib/firefox/firefox

Arguments: /usr/lib/firefox/firefox http://31.214.243.29/Demon.mips

File size: 736648 bytes

MD5 hash: bf9680bcd223dba6b6e38b63bc4f73d7

File Activities

File Read

Analysis Process: x-www-browser PID: 6247, Parent PID: 6244

General

File Activities

File Read

Analysis Process: x-www-browser PID: 6249, Parent PID: 6247

General

Analysis Process: which PID: 6249, Parent PID: 6247

General

File Activities

File Read

Analysis Process: firefox PID: 6247, Parent PID: 6244

General

File Activities

File Deleted

File Read

File Written

File Moved

Directory Enumerated

Directory Created

Directory Deleted

Symbolic Link Created
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Start time: 06:16:52

Start date: 21/03/2023

Path: /usr/lib/firefox/firefox

Arguments: n/a

File size: 736648 bytes

MD5 hash: bf9680bcd223dba6b6e38b63bc4f73d7

Start time: 06:16:53

Start date: 21/03/2023

Path: /usr/lib/firefox/firefox

Arguments: n/a

File size: 736648 bytes

MD5 hash: bf9680bcd223dba6b6e38b63bc4f73d7

Start time: 06:16:57

Start date: 21/03/2023

Path: /usr/lib/firefox/firefox

Arguments: n/a

File size: 736648 bytes

MD5 hash: bf9680bcd223dba6b6e38b63bc4f73d7

Start time: 06:16:57

Start date: 21/03/2023

Path: /usr/bin/lsb_release

Arguments: /usr/bin/lsb_release -idrc

File size: 5490352 bytes

MD5 hash: 69f442c3e33b5f9a66b722c29ad89435

Start time: 06:17:02

Start date: 21/03/2023

Path: /usr/lib/firefox/firefox

Arguments: n/a

File size: 736648 bytes

Analysis Process: firefox PID: 6251, Parent PID: 6247

General

Analysis Process: firefox PID: 6252, Parent PID: 6247

General

File Activities

File Read

Directory Enumerated

Analysis Process: firefox PID: 6270, Parent PID: 6247

General

File Activities

Directory Enumerated

Analysis Process: lsb_release PID: 6270, Parent PID: 6247

General

File Activities

File Read

Directory Enumerated

Analysis Process: firefox PID: 6295, Parent PID: 6247

General
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MD5 hash: bf9680bcd223dba6b6e38b63bc4f73d7

Start time: 06:17:02

Start date: 21/03/2023

Path: /usr/bin/dbus-launch

Arguments: dbus-launch --autolaunch=ee49dfd4fa47433baee88884e2d7de7c --binary-syntax --close-stderr

File size: 34960 bytes

MD5 hash: 0b22a45154a51c6121bb1d208d8ab203

Start time: 06:17:03

Start date: 21/03/2023

Path: /usr/lib/firefox/firefox

Arguments: n/a

File size: 736648 bytes

MD5 hash: bf9680bcd223dba6b6e38b63bc4f73d7

Start time: 06:17:03

Start date: 21/03/2023

Path: /usr/lib/firefox/firefox

Arguments: n/a

File size: 736648 bytes

MD5 hash: bf9680bcd223dba6b6e38b63bc4f73d7

Start time: 06:17:03

Start date: 21/03/2023

Path: /usr/lib/firefox/firefox

Arguments: /usr/lib/firefox/firefox -contentproc -parentBuildID 20210816143654 -prefsLen 1 -prefMapSize 238647 -appdir 
/usr/lib/firefox/browser 6247 true socket

File size: 736648 bytes

MD5 hash: bf9680bcd223dba6b6e38b63bc4f73d7

File Activities

Directory Enumerated

Analysis Process: dbus-launch PID: 6295, Parent PID: 6247

General

File Activities

File Read

Analysis Process: firefox PID: 6304, Parent PID: 6247

General

File Activities

File Written

Directory Enumerated

Analysis Process: firefox PID: 6306, Parent PID: 6304

General

File Activities

Directory Enumerated

Analysis Process: firefox PID: 6304, Parent PID: 6247

General

File Activities

File Read
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Start time: 06:17:07

Start date: 21/03/2023

Path: /usr/lib/firefox/firefox

Arguments: n/a

File size: 736648 bytes

MD5 hash: bf9680bcd223dba6b6e38b63bc4f73d7

Start time: 06:17:07

Start date: 21/03/2023

Path: /usr/lib/firefox/firefox

Arguments: n/a

File size: 736648 bytes

MD5 hash: bf9680bcd223dba6b6e38b63bc4f73d7

Start time: 06:17:07

Start date: 21/03/2023

Path: /usr/lib/firefox/firefox

Arguments: /usr/lib/firefox/firefox -contentproc -childID 1 -isForBrowser -prefsLen 188 -prefMapSize 238647 -jsInit 285716 -parentBuildID 
20210816143654 -appdir /usr/lib/firefox/browser 6247 true tab

File size: 736648 bytes

MD5 hash: bf9680bcd223dba6b6e38b63bc4f73d7

Start time: 06:17:24

Start date: 21/03/2023

Path: /usr/lib/firefox/firefox

Arguments: n/a

File size: 736648 bytes

MD5 hash: bf9680bcd223dba6b6e38b63bc4f73d7

Start time: 06:17:24

Analysis Process: firefox PID: 6340, Parent PID: 6247

General

File Activities

File Written

Directory Enumerated

Analysis Process: firefox PID: 6342, Parent PID: 6340

General

File Activities

Directory Enumerated

Analysis Process: firefox PID: 6340, Parent PID: 6247

General

File Activities

File Read

Directory Enumerated

Analysis Process: firefox PID: 6383, Parent PID: 6247

General

File Activities

File Written

Directory Enumerated

Analysis Process: firefox PID: 6385, Parent PID: 6383

General
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Start date: 21/03/2023

Path: /usr/lib/firefox/firefox

Arguments: n/a

File size: 736648 bytes

MD5 hash: bf9680bcd223dba6b6e38b63bc4f73d7

Start time: 06:17:24

Start date: 21/03/2023

Path: /usr/lib/firefox/firefox

Arguments: /usr/lib/firefox/firefox -contentproc -childID 2 -isForBrowser -prefsLen 5911 -prefMapSize 238647 -jsInit 285716 -parentBuildID 
20210816143654 -appdir /usr/lib/firefox/browser 6247 true tab

File size: 736648 bytes

MD5 hash: bf9680bcd223dba6b6e38b63bc4f73d7

Start time: 06:17:46

Start date: 21/03/2023

Path: /usr/lib/firefox/firefox

Arguments: n/a

File size: 736648 bytes

MD5 hash: bf9680bcd223dba6b6e38b63bc4f73d7

Start time: 06:17:46

Start date: 21/03/2023

Path: /usr/lib/firefox/firefox

Arguments: n/a

File size: 736648 bytes

MD5 hash: bf9680bcd223dba6b6e38b63bc4f73d7

Start time: 06:17:46

Start date: 21/03/2023

Path: /usr/lib/firefox/firefox

Arguments: /usr/lib/firefox/firefox -contentproc -childID 3 -isForBrowser -prefsLen 6099 -prefMapSize 238647 -jsInit 285716 -parentBuildID 
20210816143654 -appdir /usr/lib/firefox/browser 6247 true tab

File size: 736648 bytes

File Activities

Directory Enumerated

Analysis Process: firefox PID: 6383, Parent PID: 6247

General

File Activities

File Read

Directory Enumerated

Analysis Process: firefox PID: 6434, Parent PID: 6247

General

File Activities

File Written

Directory Enumerated

Analysis Process: firefox PID: 6436, Parent PID: 6434

General

File Activities

Directory Enumerated

Analysis Process: firefox PID: 6434, Parent PID: 6247

General
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MD5 hash: bf9680bcd223dba6b6e38b63bc4f73d7

File Activities

File Read

Directory Enumerated
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