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Windows Analysis Report

WinSockClientVault.dll

Overview

General Information

Sample Name:  WinSockClientVault.dll

Analysis ID: 831173

MD5: e17bfe7da3ea0..
SHA1: b337eae3d506..
SHA256: db9e433dd3f0c..
Infos: a6

i {1

Process Tree

= System is w10x64

o [B7 loaddli32.exe (PID: 6004 cmdline: loaddli32.exe "C:\Users\user\Desktop\WinSockClientVault.dll" MD5: 1F562FBF37040EC6C43C8D5EF619EA39)
. conhost.exe (PID: 6088 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496)
. cmd.exe (PID: 6116 cmdline: cmd.exe /C rundll32.exe "C:\Users\user\Desktop\WinSockClientVault.dll",#1 MD5: F3BDBE3BB6F734E357235F4D5898582D)
. D rundli32.exe (PID: 6100 cmdline: rundli32.exe "C:\Users\user\Desktop\WinSockClientVault.dll",#1 MD5: D7CA562B0DB4F4DDOF03A89A1FDAD63D)

= cleanup

Malware Configuration

@ No configs have been found

Yara Signatures

@ No yara matches

Sigma Signatures

@ No Sigma rule has matched
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Detection

Score:
Range:
Whitelisted:

Confidence:

1

0-100
false

80%

Classification

Sample execution stops while proce...
Program does not show much activi...

Creates a process in suspended mo...
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Snort Signatures

@ No Snort rule has matched

Joe Sandbox Signatures

There are no malicious signatures, click here to show all signatures

Mitre Att&ck Matrix
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Screenshots

Thumbnails

ID:
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Architecture:
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This section contains all screenshots as thumbnails, including those not shown in the slideshow.
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Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Source Detection Scanner Label Link
WinSockClientVault.dll 0% ReversingLabs

WinSockClientVault.dll 1% Virustotal Browse
Dropped Files

@ No Antivirus matches

Unpacked PE Files

@ No Antivirus matches

Domains

@ No Antivirus matches

URLs

@ No Antivirus matches
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https://www.virustotal.com/gui/file/db9e433dd3f0cf8150a8a61f46e49a6480e373eb09dc68b477f21ea934058e6b/detection/f-db9e433dd3f0cf8150a8a61f46e49a6480e373eb09dc68b477f21ea934058e6b-1679296045

Domains and IPs

Contacted Domains

@ No contacted domains info

World Map of Contacted IPs

@ No contacted IP infos

General Information

Joe Sandbox Version: 37.0.0 Beryl

Analysis ID: 831173

Start date and time: 2023-03-21 07:59:06 +01:00
Joe Sandbox Product: CloudBasic

Overall analysis duration: Oh 2m 18s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: default.jos

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 104, IE 11, Adobe Reader DC 19, Java 8 Update 211
Number of analysed new started processes 4

analysed:

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: « HCA enabled

« EGA enabled
« HDC enabled
« AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Sample file name: WinSockClientVault.dll
Detection: CLEAN

Classification: clean1.winDLL@6/0@0/0
EGA Information: Failed

HDC Information: Failed

HCA Information: « Successful, ratio: 100%

« Number of executed functions: 0
« Number of non-executed functions: 0

Cookbook Comments: « Found application associated with file extension: .dll
« Stop behavior analysis, all processes terminated

Warnings

« Excluded domains from analysis (whitelisted): fs.microsoft.com, ctldl.windowsupdate.com
« Not all processes where analyzed, report is missing behavior information

Simulations

Behavior and APIs

Time Type Description

07:59:59 API Interceptor 1x Sleep call for process: loadd|I32.exe modified
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Joe Sandbox View / Context

IPs

@ No context

Domains

@ No context

ASNs

@ No context

JA3 Fingerprints

@ No context

Dropped Files

@ No context

Created / dropped Files

@ No created / dropped files found

Static File Info
General
File type: PE32 executable (DLL) (console) Intel 80386 Mono/.Net assembly, for MS Windows

Entropy (8bit):  4.781445197251568

TriD: « Win32 Dynamic Link Library (generic) Net Framework (1011504/3) 50.14%
« Win32 Dynamic Link Library (generic) (1002004/3) 49.67%
« Generic Win/DOS Executable (2004/3) 0.10%
« DOS Executable Generic (2002/1) 0.10%
« Autodesk FLIC Image File (extensions: flc, fli, cel) (7/3) 0.00%

File name: WinSockClientVault.dll

File size: 9728

MD5: e17bfe7da3ealadcf634826f3d5caleb

SHA1: b337eae3d50622bc681b46f0177f239a9ebf0c9

SHA256: db9e433dd3f0cf8150a8a61f46e49a6480e373eb09dc68b477f21ea934058e6b

SHA512: 1d2db377af67ca0891f5970306bd 1eec397db06d4336f73b138044d63755cad 14873880e5f8094cd9c5c2e597b7dba5357768551c56552c6a4802ef16d5151e9
SSDEEP: 192:0YcZsugKcP+AW+Y78RIMuhqTvpJagi9yhPHD5h:E10+AW+Y7UyuhqTvxi9yx9h

TLSH: 9412E702CFE8A52ADABF1B38ACB3570145F1F62949A3D71E185C64AC7C3676C4A72731

File Content MZ..oooiiiine @ o I..L.IThis program cannot be run in DOS mode....$....... PE..L...i..d....c..... "0 Booo ood @.......
RrEVIEW TN Fen——— crrrrororr T

Filelcon

Icon Hash: 74f0edecccdcele4
Static PE Info

General

Entrypoint: 0x10003c96

Copyright Joe Security LLC 2023
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Entrypoint Section: text

Digitally signed: false

Imagebase: 0x10000000

Subsystem: windows cui

Image File Characteristics: EXECUTABLE_IMAGE, LARGE_ADDRESS_AWARE, DLL

DLL Characteristics: HIGH_ENTROPY_VA, DYNAMIC_BASE, NX_COMPAT, NO_SEH, TERMINAL_SERVER_AWARE
Time Stamp: 0x64141669 [Fri Mar 17 07:27:37 2023 UTC]

TLS Callbacks:
CLR (.Net) Version:
OS Version Major:
OS Version Minor:
File Version Major:
File Version Minor:

Subsystem Version Major:

o & O ~ O »

Subsystem Version Minor:

Import Hash: dae02f32a21e03ce65412f6e56942daa

Entrypoint Preview
Instruction

jmp dword ptr [10002000h]
dec ecx

jbe 00007FCB84DF7673h
outsb

and byte ptr [ebp+65h], cl
jbe 00007FCB84DF7678h
jbe 00007FCB84DF7614h
add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al

add byte ptr [eax], al
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Instruction

add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al
add byte ptr [eax], al

Data Directories
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Name

IMAGE_DIRECTORY_ENTRY_EXPORT
IMAGE_DIRECTORY_ENTRY_IMPORT
IMAGE_DIRECTORY_ENTRY_RESOURCE
IMAGE_DIRECTORY_ENTRY_EXCEPTION
IMAGE_DIRECTORY_ENTRY_SECURITY
IMAGE_DIRECTORY_ENTRY_BASERELOC
IMAGE_DIRECTORY_ENTRY_DEBUG
IMAGE_DIRECTORY_ENTRY_COPYRIGHT
IMAGE_DIRECTORY_ENTRY_GLOBALPTR
IMAGE_DIRECTORY_ENTRY_TLS
IMAGE_DIRECTORY_ENTRY_LOAD_CONFIG
IMAGE_DIRECTORY_ENTRY_BOUND_IMPORT
IMAGE_DIRECTORY_ENTRY_IAT
IMAGE_DIRECTORY_ENTRY_DELAY_IMPORT
IMAGE_DIRECTORY_ENTRY_COM_DESCRIPTOR
IMAGE_DIRECTORY_ENTRY_RESERVED

Sections

Name Virtual Address Virtual Size Raw Size
text 0x2000 Ox1cac 0x1e00
.rsrc 0x4000 0x3c8 0x400
.reloc 0x6000 Oxc 0x200
Resources

Name RVA
RT_VERSION 0x4058
Imports

DLL

mscoree.dll

Network Behavior

Virtual Address

0x0

0x3c44

0x4000

0x0
0x0

0x6000

0x3b0c

0x0
0x0
0x0
0x0
0x0

0x2000

0x0

0x2008

0x0

Xored PE

False

False

False

ZLIB Complexity

0.44609375 data

0.3720703125 data

0.044921875 data

File Type

Size

0x36¢

Type

data

Import

_CorDlIMain

Virtual Size
0x0
0x4f
0x3c8
0x0
0x0
Oxc
Ox1c
0x0
0x0
0x0
0x0
0x0
0x8
0x0
0x48
0x0

Entropy

5.2595806085918575

3.0013843866325085

0.08153941234324169

Language

Report size exceeds maximum size, go to the download page of this report and download PCAP to see all network behavior.

Statistics

Behavior

Copyright Joe Security LLC 2023

@ loaddll32.exe
@ conhost.exe

@ cmd.exe

o rundll32.exe

Is in Section

text

.rsrc

.reloc

text

text

text

Characteristics

IMAGE_SCN_CNT_CODE,
IMAGE_SCN_MEM_EXECUTE,
IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED

_DATA,

IMAGE_SCN_MEM_READ

IMAGE_SCN_CNT_INITIALIZED

_DATA,

IMAGE_SCN_MEM_DISCARDA
BLE, IMAGE_SCN_MEM_READ

Country
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Click to jump to process

System Behavior

Analysis Process: loaddll32.exe PID: 6004, Parent PID: 3452

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

Reputation:

File Activities

0

07:59:59

21/03/2023

C:\Windows\System32\loaddll32.exe

true

loaddlI32.exe "C:\Users\user\Desktop\WinSockClientVault.dll"
0x1360000

116736 bytes

1F562FBF37040EC6C43C8D5EF619EA39

true

true

C, C++ or other language

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path

Access Attributes

Analysis Process: conhost.exe PID: 6088, Parent PID: 6004

General
Target ID:
Start time:
Start date:
Path:

Wow64 process (32bit):

Commandline:
Imagebase:
File size:

MD5 hash:

Has elevated privileges:

Has administrator
privileges:

Programmed in:

1
07:59:59

21/03/2023

C:\Windows\System32\conhost.exe

false

C:\Windows\system32\conhost.exe 0xffffffff -ForceV1
0x7ff745070000

625664 bytes
EA777DEEA782E8B4D7C7C33BBF8A4496

true

true

C, C++ or other language

Copyright Joe Security LLC 2023

Options

Completion

Count Source Address

Symbol
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Reputation:

high

Analysis Process: cmd.exe PID: 6116, Parent PID: 6004

General

Target ID: 2

Start time: 07:59:59

Start date: 21/03/2023

Path: C:\Windows\SysWOW64\cmd.exe

Wow64 process (32bit):

Commandline:

true

cmd.exe /C rundlI32.exe "C:\Users\user\Desktop\WinSockClientVault.dll" #1

Imagebase: 0xb0000

File size: 232960 bytes

MD5 hash: F3BDBE3BB6F734E357235F4D5898582D
Has elevated privileges: true

Has administrator true

privileges:
Programmed in:

Reputation:

File Activities

C, C++ or other language

high

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Access Attributes Options Completion
Analysis Process: rundll32.exe PID: 6100, Parent PID: 6116

General

Target ID: 3

Start time: 07:59:59

Start date: 21/03/2023

Path: C:\Windows\SysWOW64\rundlI32.exe

Wow64 process (32bit): true

Commandline: rundll32.exe "C:\Users\user\Desktop\WinSockClientVault.dll",#1
Imagebase: 0x1110000

File size: 61952 bytes

MD5 hash: D7CA562B0DB4F4DDOF03A89A1FDAD63D

Has elevated privileges: true

Has administrator true

privileges:

Programmed in: C, C++ or other language

Reputation: high

File Activities

There is hidden Windows Behavior. Click on Show Windows Behavior to show it.

File Path Offset Length Completion
Disassembly

@ No disassembly

Copyright Joe Security LLC 2023

Count Source Address

Count

Source Address

Symbol

Symbol
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