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Windows Analysis Report 
https://onestack.notion.site/Onestack-Core-Banking-Services-0964c4703aa0476e99af38481d41468f

Overview

General Information
Sample URL:

https://onestack.notion.
site/Onestack-Core-
Banking-Services-
0964c4703aa0476e99af
38481d41468f

Analysis ID: 876173

Infos:

Detection

Score: 1

Range: 0 - 100

Whitelisted: false

Confidence: 80%

Signatures

HTML body contains password inpu…

Invalid 'forgot password' link found

Classification

Ransomware

Spreading

Phishing

Banker

Trojan / Bot

Adware

Spyware

Exploiter

Evader

Miner

clean

clean

clean

clean

clean

clean

clean

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

suspicious

malicious

malicious

malicious

malicious

malicious

malicious

malicious

System is w10x64

chrome.exe (PID: 3044 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" --start-maximized "about:blank MD5: 0FEC2748F363150DC54C1CAFFB1A9408)
chrome.exe (PID: 2224 cmdline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-US --

service-sandbox-type=none --mojo-platform-channel-handle=1964 --field-trial-handle=1768,i,10079328889654334589,15383258308119680875,131072 --disable-feature
s=OptimizationGuideModelDownloading,OptimizationHints,OptimizationTargetPrediction /prefetch:8 MD5: 0FEC2748F363150DC54C1CAFFB1A9408)
chrome.exe (PID: 6428 cmdline: C:\Program Files\Google\Chrome\Application\chrome.exe" "https://onestack.notion.site/Onestack-Core-Banking-Services-0964c4703aa047

6e99af38481d41468f MD5: 0FEC2748F363150DC54C1CAFFB1A9408)
cleanup

⊘ No configs have been found

⊘ No yara matches

⊘ No Sigma rule has matched

Process Tree

Malware Configuration

Yara Signatures

Sigma Signatures
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There are no malicious signatures, There are no malicious signatures, click here to show all signaturesclick here to show all signatures ..

⊘ No Snort rule has matched
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Behavior Graph
ID: 876173

URL: https://onestack.notion.sit...

Startdate: 26/05/2023

Architecture: WINDOWS

Score: 1

chrome.exe

1

        started       

chrome.exe

        started       

192.168.2.1

unknown

unknown

239.255.255.250

unknown

Reserved

chrome.exe

        started       

www.google.com

142.250.203.100

GOOGLEUS

United States

accounts.google.com

142.250.203.109

GOOGLEUS

United States

12 other IPs or domains

Legend:

Process

Signature

Created File

DNS/IP Info

Is Dropped

Is Windows Process

Number of created Registry Values

Number of created Files

Visual Basic

Delphi

Java

.Net C# or VB.NET

C, C++ or other language

Is malicious

Internet

Hide Legend

This section contains all screenshots as thumbnails, including those not shown in the slideshow.

Screenshots

Thumbnails
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Source Detection Scanner Label Link

https://onestack.notion.site/Onestack-Core-Banking-Services-
0964c4703aa0476e99af38481d41468f

0% Virustotal Browse

https://onestack.notion.site/Onestack-Core-Banking-Services-
0964c4703aa0476e99af38481d41468f

0% Avira URL Cloud safe

⊘ No Antivirus matches

⊘ No Antivirus matches

⊘ No Antivirus matches

Source Detection Scanner Label Link

https://whimsical.com/ 0% URL Reputation safe

Antivirus, Machine Learning and Genetic Malware Detection

Initial Sample

Dropped Files

Unpacked PE Files

Domains

URLs

Copyright Joe Security LLC 2023 Page 7 of 37
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https://onestack.notion.site/third-party-scripts-83146e514c74c20dae42.js 0% Avira URL Cloud safe

https://onestack.notion.site/inter-ui-medium-95b8a98959d1af9ab432d7ffe295ef94.woff 0% Avira URL Cloud safe

https://extracurricular.myschool.edu/programmingclub 0% Avira URL Cloud safe

https://onestack.notion.site/favicon.ico 0% Avira URL Cloud safe

https://onestack.notion.site/api/v3/getExternalIntegrations 0% Avira URL Cloud safe

https://docs.statsig.com/segments#:~:text=%E2%80%8B 0% Avira URL Cloud safe

https://hex.tech/ 0% Avira URL Cloud safe

https://activities.examplehighschool.edu/hikingclub 0% Avira URL Cloud safe

https://onestack.notion.site/6733-e3cd7bb7686d6f55423e.js 0% Avira URL Cloud safe

https://onestack.notion.site/app-e5a2e67479a84a5d7ffc.js 0% Avira URL Cloud safe

https://onestack.notion.site/api/v3/loadCachedPageChunk 0% Avira URL Cloud safe

https://onestack.notion.site/transport-support-0b602a85195aad344c9a.js 0% Avira URL Cloud safe

https://onestack.notion.site/api/v3/getPublicPageData 0% Avira URL Cloud safe

https://onestack.notion.site/images/page-cover/solid_yellow.png 0% Avira URL Cloud safe

https://onestack.notion.site/api/v3/queryCollection?src=reset 0% Avira URL Cloud safe

https://onestack.notion.site/prism-93ab68949944cb337ac5.js 0% Avira URL Cloud safe

https://excalidraw.com/ 0% Avira URL Cloud safe

https://onestack.notion.site/f/refresh 0% Avira URL Cloud safe

dabblet.com) 0% Avira URL Cloud safe

https://onestack.notion.site/app-887dcfc69182d303a3d7.css 0% Avira URL Cloud safe

https://onestack.notion.site/api/v3/getUserAnalyticsSettings 0% Avira URL Cloud safe

https://onestack.notion.site/api/v3/getPublicSpaceData 0% Avira URL Cloud safe

https://youthroboticsteam.com/sign-up 0% Avira URL Cloud safe

https://replit.com/ 0% Avira URL Cloud safe

https://forms.gle/extracurricularsignups 0% Avira URL Cloud safe

https://onestack.notion.site/946-52d32320ce6b5f47f64f.js 0% Avira URL Cloud safe

https://onestack.notion.site/6395-99fc3d238935c8b5d26d.js 0% Avira URL Cloud safe

https://onestack.notion.site/1552-ab939dd3e5562f90d5c6.js 0% Avira URL Cloud safe

https://onestack.notion.site/api/v3/getAssetsJsonV2 0% Avira URL Cloud safe

https://onestack.notion.site/api/v3/getBacklinksForBlock 0% Avira URL Cloud safe

https://onestack.notion.site/api/v3/loadCachedPageChunks 0% Avira URL Cloud safe

https://onestack.notion.site/api/v3/ping 0% Avira URL Cloud safe

https://onestack.notion.site/images/emoji/twitter-emoji-spritesheet-64.d3a69865.png 0% Avira URL Cloud safe

https://onestack.notion.site/8622-9b22838c1164e6a8bd83.js 0% Avira URL Cloud safe

https://onestack.notion.site/emoji-english-2d7f5f1e243399f20f10.js 0% Avira URL Cloud safe

Source Detection Scanner Label Link

Name IP Active Malicious Antivirus Detection Reputation

accounts.google.com 142.250.203.109 true false high

onestack.notion.site 104.18.33.232 true false unknown

o324374.ingest.sentry.io 34.120.195.249 true false high

exp.notion.so 104.18.6.183 true false high

s3-r-w.us-west-2.amazonaws.com 52.92.193.74 true false high

www.notion.so 104.18.6.183 true false high

www.google.com 142.250.203.100 true false high

clients.l.google.com 216.58.215.238 true false high

notion-indexers-916662305.us-east-
1.elb.amazonaws.com

3.225.61.46 true false high

http-inputs-notion.splunkcloud.com unknown unknown false high

clients2.google.com unknown unknown false high

notion-emojis.s3-us-west-2.amazonaws.com unknown unknown false high

Domains and IPs

Contacted Domains

Contacted URLs
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Name Malicious Antivirus Detection Reputation

https://onestack.notion.site/Loan-Account-
75e9bc2deefd45fb82acd2ead11fee86https://onestack.notion.site/Agent-Assist-Model-Console-
d4904d288af24bdb9202deb60a168cdehttps://onestack.notion.site/Pin-Management-
83829b6b4b80472298cd52362a660630https://onestack.notion.site/Branch-ATM-Locator-
8285ab8f8a8c4366bb1a7c4b97001de8https://onestack.notion.site/Heartbeat-
12694f40d5394483ade2f184be9b90c0asp.net/

false unknown

https://o324374.ingest.sentry.io/api/5741876/envelope/?
sentry_key=704fe3b1898d4ccda1d05fe1ee79a1f7&sentry_version=7&sentry_client=sentry.javascrip
t.react%2F7.51.2

false high

https://onestack.notion.site/inter-ui-medium-95b8a98959d1af9ab432d7ffe295ef94.woff false Avira URL Cloud: safe unknown

https://onestack.notion.site/third-party-scripts-83146e514c74c20dae42.js false Avira URL Cloud: safe unknown

https://onestack.notion.site/favicon.ico false Avira URL Cloud: safe unknown

https://www.notion.so/inter-ui-medium-95b8a98959d1af9ab432d7ffe295ef94.woff false high

https://onestack.notion.site/api/v3/getExternalIntegrations false Avira URL Cloud: safe unknown

https://onestack.notion.site/Loan-Account-
75e9bc2deefd45fb82acd2ead11fee86https://onestack.notion.site/Agent-Assist-Model-Console-
d4904d288af24bdb9202deb60a168cdehttps://onestack.notion.site/Pin-Management-
83829b6b4b80472298cd52362a660630https://onestack.notion.site/Branch-ATM-Locator-
8285ab8f8a8c4366bb1a7c4b97001de8https://onestack.notion.site/Heartbeat-
12694f40d5394483ade2f184be9b90c0asp.net/

false unknown

https://onestack.notion.site/On-boarding-
72cc2c703c394540bac60c6ac1777e85https://onestack.notion.site/Tokenization-
fb18698ccdce456c80b5f0c85f53f7b6

false unknown

https://accounts.google.com/gsi/style false high

https://www.notion.so/f/refresh false high

https://onestack.notion.site/6733-e3cd7bb7686d6f55423e.js false Avira URL Cloud: safe unknown

https://www.notion.so/images/favicon.ico false high

https://www.notion.so/api/v3/teV1 false high

https://accounts.google.com/gsi/client false high

https://onestack.notion.site/app-e5a2e67479a84a5d7ffc.js false Avira URL Cloud: safe unknown

https://onestack.notion.site/api/v3/loadCachedPageChunk false Avira URL Cloud: safe unknown

https://onestack.notion.site/On-boarding-
72cc2c703c394540bac60c6ac1777e85https://onestack.notion.site/Tokenization-
fb18698ccdce456c80b5f0c85f53f7b6

false unknown

https://onestack.notion.site/transport-support-0b602a85195aad344c9a.js false Avira URL Cloud: safe unknown

https://onestack.notion.site/api/v3/getPublicPageData false Avira URL Cloud: safe unknown

https://onestack.notion.site/images/page-cover/solid_yellow.png false Avira URL Cloud: safe unknown

https://www.notion.so/app-887dcfc69182d303a3d7.css false high

https://onestack.notion.site/Deposits-
ba4bd3345812423e8eddbf4d8de354cahttps://onestack.notion.site/Loan-Account-
75e9bc2deefd45fb82acd2ead11fee86https://onestack.notion.site/Agent-Assist-Model-Console-
d4904d288af24bdb9202deb60a168cdehttps://onestack.notion.site/Pin-Management-
83829b6b4b80472298cd52362a660630https://onestack.notion.site/Branch-ATM-Locator-
8285ab8f8a8c4366bb1a7c4b97001de8https://onestack.notion.site/Heartbeat-
12694f40d5394483ade2f184be9b90c0asp.net/https://www.notion.so/Cookie-Notice-
bc186044eed5488a8387a9e94b14e58c

false unknown

https://onestack.notion.site/Communication-Standard-Protocols-
b3a28c8156984e6b8b3afd62be1b5a75https://onestack.notion.site/Index-
22af60cfbbac4c84b26aecf51b760429https://onestack.notion.site/Customers-Data-Sync-Bank-Wise-
42bc17bb39dd46b080c3fddf0fbdafb6

false unknown

https://onestack.notion.site/prism-93ab68949944cb337ac5.js false Avira URL Cloud: safe unknown

https://onestack.notion.site/api/v3/queryCollection?src=reset false Avira URL Cloud: safe unknown

https://onestack.notion.site/f/refresh false Avira URL Cloud: safe unknown

https://onestack.notion.site/Customer-Details-KYC-b9b9a296869e47b08c3cc3a362a0cff5 false unknown

https://onestack.notion.site/Onestack-Core-Banking-Services-
0964c4703aa0476e99af38481d41468f

false unknown

https://onestack.notion.site/Customers-Data-Sync-Bank-Wise-
42bc17bb39dd46b080c3fddf0fbdafb6https://onestack.notion.site/On-boarding-
72cc2c703c394540bac60c6ac1777e85https://onestack.notion.site/Tokenization-
fb18698ccdce456c80b5f0c85f53f7b6https://onestack.notion.site/Customer-Details-KYC-
b9b9a296869e47b08c3cc3a362a0cff5https://onestack.notion.site/Customer-Account-
5f95cb669ac24879be21dc6306bd5cd4https://onestack.notion.site/UPI-Bharat-QR-Generation-
1a8d33e0156f47b683c5aa0eccb0cad6

false unknown

https://onestack.notion.site/app-887dcfc69182d303a3d7.css false Avira URL Cloud: safe unknown

https://www.notion.so/transport-support-0b602a85195aad344c9a.js false high

https://onestack.notion.site/api/v3/getUserAnalyticsSettings false Avira URL Cloud: safe unknown

https://onestack.notion.site/api/v3/getPublicSpaceData false Avira URL Cloud: safe unknown

https://onestack.notion.site/Customer-Details-KYC-b9b9a296869e47b08c3cc3a362a0cff5 false unknown
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https://onestack.notion.site/Communication-Standard-Protocols-
b3a28c8156984e6b8b3afd62be1b5a75https://onestack.notion.site/Index-
22af60cfbbac4c84b26aecf51b760429https://onestack.notion.site/Customers-Data-Sync-Bank-Wise-
42bc17bb39dd46b080c3fddf0fbdafb6

false unknown

https://www.notion.so/onestack false high

https://onestack.notion.site/CBS-Core-Banking-Solutions-API-Stack-OneStack-
3994c9476ea44ca4b9f44926325d39c4

false unknown

https://www.notion.so/print.5c792172.css false high

https://onestack.notion.site/Deposits-
ba4bd3345812423e8eddbf4d8de354cahttps://onestack.notion.site/Loan-Account-
75e9bc2deefd45fb82acd2ead11fee86https://onestack.notion.site/Agent-Assist-Model-Console-
d4904d288af24bdb9202deb60a168cdehttps://onestack.notion.site/Pin-Management-
83829b6b4b80472298cd52362a660630https://onestack.notion.site/Branch-ATM-Locator-
8285ab8f8a8c4366bb1a7c4b97001de8https://onestack.notion.site/Heartbeat-
12694f40d5394483ade2f184be9b90c0asp.net/https://www.notion.so/Cookie-Notice-
bc186044eed5488a8387a9e94b14e58c

false unknown

https://clients2.google.com/service/update2/crx?
os=win&arch=x64&os_arch=x86_64&nacl_arch=x86-
64&prod=chromecrx&prodchannel=&prodversion=104.0.5112.81&lang=en-
US&acceptformat=crx3&x=id%3Dnmmhkkegccagdldgiimedpiccmgmieda%26v%3D0.0.0.0%26install
edby%3Dother%26uc%26ping%3Dr%253D-1%2526e%253D1

false high

https://onestack.notion.site/946-52d32320ce6b5f47f64f.js false Avira URL Cloud: safe unknown

https://onestack.notion.site/6395-99fc3d238935c8b5d26d.js false Avira URL Cloud: safe unknown

https://www.notion.so/third-party-scripts-83146e514c74c20dae42.js false high

https://onestack.notion.site/1552-ab939dd3e5562f90d5c6.js false Avira URL Cloud: safe unknown

https://onestack.notion.site/api/v3/getAssetsJsonV2 false Avira URL Cloud: safe unknown

https://www.notion.so/app-e5a2e67479a84a5d7ffc.js false high

https://onestack.notion.site/api/v3/getBacklinksForBlock false Avira URL Cloud: safe unknown

https://www.notion.so/api/v3/getUserAnalyticsSettings false high

https://www.notion.so/onestack false high

https://onestack.notion.site/api/v3/loadCachedPageChunks false Avira URL Cloud: safe unknown

https://onestack.notion.site/api/v3/ping false Avira URL Cloud: safe unknown

https://notion-emojis.s3-us-west-2.amazonaws.com/prod/svg-twitter/1f3e6.svg false high

https://accounts.google.com/gsi/status?client_id=905154081809-
858sm3f0qnalqd9d44d9gecjtrdji9tf.apps.googleusercontent.com&as=5t7R4GW5Qbo32mV8ac3iXQ

false high

https://www.notion.so/api/v3/getPublicSpaceData false high

https://onestack.notion.site/CBS-Net-Sample-Code-45507c5e47914d2289aa24b44f35b182 false unknown

https://onestack.notion.site/UPI-Inward-Initiation-
3fd493610133409888791982c6fcc8f4https://onestack.notion.site/UPI-Real-Time-Settlement-
b25eee12ea674407801b0a9b7a015f13https://onestack.notion.site/UPI-T-1-Settlement-
3f5871e0c37e4ff0a854733570ff2016https://onestack.notion.site/UPI-Outward-
7912d4e83c5947f99def21c95ada324dhttps://onestack.notion.site/Payee-Management-OneStack-
OTP-da6e4076e8a04897b5de56d95a44dfcehttps://onestack.notion.site/Fund-Transfer-Onestack-
OTP-a85918afcc3848019ff83f0d4daeb509https://onestack.notion.site/IIMPS-MMID-
f6049e43d2a448f0aaa004708b3a9beehttps://onestack.notion.site/Cheque-Book-
520ddefd08154e9bb74c885ff045156chttps://onestack.notion.site/Card-Management-
89140db811f04754bce85c43782396b8https://onestack.notion.site/Deposits-
ba4bd3345812423e8eddbf4d8de354ca

false unknown

https://onestack.notion.site/CBS-Net-Sample-Code-45507c5e47914d2289aa24b44f35b182 false unknown

https://onestack.notion.site/images/emoji/twitter-emoji-spritesheet-64.d3a69865.png false Avira URL Cloud: safe unknown

https://onestack.notion.site/Customers-Data-Sync-Bank-Wise-
42bc17bb39dd46b080c3fddf0fbdafb6https://onestack.notion.site/On-boarding-
72cc2c703c394540bac60c6ac1777e85https://onestack.notion.site/Tokenization-
fb18698ccdce456c80b5f0c85f53f7b6https://onestack.notion.site/Customer-Details-KYC-
b9b9a296869e47b08c3cc3a362a0cff5https://onestack.notion.site/Customer-Account-
5f95cb669ac24879be21dc6306bd5cd4https://onestack.notion.site/UPI-Bharat-QR-Generation-
1a8d33e0156f47b683c5aa0eccb0cad6

false unknown

https://onestack.notion.site/8622-9b22838c1164e6a8bd83.js false Avira URL Cloud: safe unknown

https://onestack.notion.site/emoji-english-2d7f5f1e243399f20f10.js false Avira URL Cloud: safe unknown

https://onestack.notion.site/UPI-Inward-Initiation-
3fd493610133409888791982c6fcc8f4https://onestack.notion.site/UPI-Real-Time-Settlement-
b25eee12ea674407801b0a9b7a015f13https://onestack.notion.site/UPI-T-1-Settlement-
3f5871e0c37e4ff0a854733570ff2016https://onestack.notion.site/UPI-Outward-
7912d4e83c5947f99def21c95ada324dhttps://onestack.notion.site/Payee-Management-OneStack-
OTP-da6e4076e8a04897b5de56d95a44dfcehttps://onestack.notion.site/Fund-Transfer-Onestack-
OTP-a85918afcc3848019ff83f0d4daeb509https://onestack.notion.site/IIMPS-MMID-
f6049e43d2a448f0aaa004708b3a9beehttps://onestack.notion.site/Cheque-Book-
520ddefd08154e9bb74c885ff045156chttps://onestack.notion.site/Card-Management-
89140db811f04754bce85c43782396b8https://onestack.notion.site/Deposits-
ba4bd3345812423e8eddbf4d8de354ca

false unknown

https://www.notion.so/inter-ui-regular-3ae6a7d3890c33d857fc00bd2e4c4820.woff false high

Name Malicious Antivirus Detection Reputation
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Name Source Malicious Antivirus Detection Reputation

https://docs.statsig.com/segments#:~:text=%E2%80%
8B

chromecache_233.1.dr, chromecache_221.1.dr false Avira URL Cloud: safe unknown

https://framer.com/ chromecache_233.1.dr, chromecache_221.1.dr false high

https://extracurricular.myschool.edu/programmingclub
chromecache_233.1.dr, chromecache_221.1.dr false Avira URL Cloud: safe unknown

https://www.notion.so/help/notion-
academy/course/getting-started-projects

chromecache_233.1.dr, chromecache_221.1.dr false high

bit.ly/debateclubsignup chromecache_233.1.dr, chromecache_221.1.dr false high

https://hex.tech/ chromecache_233.1.dr, chromecache_221.1.dr false Avira URL Cloud: safe unknown

https://activities.examplehighschool.edu/hikingclub
chromecache_233.1.dr, chromecache_221.1.dr false Avira URL Cloud: safe unknown

https://accounts.google.com/gsi/log chromecache_220.1.dr false high

https://github.com/makenotion/notion-
next/pull/28176)

chromecache_221.1.dr false high

https://excalidraw.com/ chromecache_233.1.dr, chromecache_221.1.dr false Avira URL Cloud: safe unknown

https://www.notion.so/help/guides/accomplish-
more-with-connected-project-management

chromecache_233.1.dr, chromecache_221.1.dr false high

https://figma.com/... chromecache_233.1.dr, chromecache_221.1.dr false high

dabblet.com) chromecache_202.1.dr, chromecache_219.1.dr false Avira URL Cloud: safe low

https://accounts.google.com/gsi/select chromecache_217.1.dr, chromecache_220.1.dr false high

https://www.notion.so chromecache_204.1.dr false high

https://firefox-storage-test.glitch.me/ chromecache_233.1.dr, chromecache_221.1.dr false high

https://www.google.com/maps chromecache_233.1.dr, chromecache_221.1.dr false high

https://www.activityhero.com/p/sfusd-robotics-
club

chromecache_233.1.dr, chromecache_221.1.dr false high

https://youthroboticsteam.com/sign-up chromecache_233.1.dr, chromecache_221.1.dr false Avira URL Cloud: safe unknown

https://gist.github.com/ chromecache_233.1.dr, chromecache_221.1.dr false high

https://replit.com/ chromecache_233.1.dr, chromecache_221.1.dr false Avira URL Cloud: safe unknown

https://accounts.google.com/gsi/ chromecache_217.1.dr, chromecache_220.1.dr false high

https://forms.gle/extracurricularsignups chromecache_233.1.dr, chromecache_221.1.dr false Avira URL Cloud: safe unknown

https://accounts.google.com/gsi/iframe/select chromecache_217.1.dr, chromecache_220.1.dr false high

https://www.notion.so/help/guides/when-to-use-
each-type-of-database-view

chromecache_233.1.dr, chromecache_221.1.dr false high

https://dev.notion.so/notion/Recovery-Accounts-
Workspaces-Pages-Content-
de4ef68179e441f4a720eb345c72

chromecache_233.1.dr, chromecache_221.1.dr false high

https://accounts.google.com/gsi/status chromecache_217.1.dr, chromecache_220.1.dr false high

https://www.notion.so/notion/Human-resources-
5-bdfc23d160984392bdeea37255d7f95d

chromecache_221.1.dr false high

https://accounts.google.com/gsi/button chromecache_217.1.dr, chromecache_220.1.dr false high

https://accounts.google.com/o/oauth2/iframe chromecache_217.1.dr, chromecache_220.1.dr false high

https://accounts.google.com/gsi/revoke chromecache_217.1.dr, chromecache_220.1.dr false high

https://www.notion.so/images/meta/default.png chromecache_176.1.dr, chromecache_216.1.dr, 
chromecache_206.1.dr, chromecache_231.1.dr, ch
romecache_197.1.dr, chromecache_184.1.dr, 
chromecache_205.1.dr, chromecache_192.1.dr, chro
mecache_190.1.dr, chromecache_211.1.dr, 
chromecache_204.1.dr

false high

https://github.com/arqex/react-datetime chromecache_202.1.dr, chromecache_219.1.dr false high

https://www.notion.so/Cookie-Notice-
bc186044eed5488a8387a9e94b14e58c

chromecache_233.1.dr, chromecache_221.1.dr false high

https://whimsical.com/ chromecache_233.1.dr, chromecache_221.1.dr false URL Reputation: safe unknown

https://accounts.google.com/gsi/fedcm.json chromecache_217.1.dr, chromecache_220.1.dr false high

URLs from Memory and Binaries

World Map of Contacted IPs
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No. of IPs < 25%

25% < No. of IPs < 50%

50% < No. of IPs < 75%

75% < No. of IPs

IP Domain Country Flag ASN ASN Name Malicious

216.58.215.238 clients.l.google.com United States 15169 GOOGLEUS false

142.250.203.100 www.google.com United States 15169 GOOGLEUS false

172.217.168.45 unknown United States 15169 GOOGLEUS false

3.225.61.46 notion-indexers-
916662305.us-east-
1.elb.amazonaws.com

United States 14618 AMAZON-AESUS false

239.255.255.250 unknown Reserved unknown unknown false

52.92.193.74 s3-r-w.us-west-
2.amazonaws.com

United States 16509 AMAZON-02US false

52.70.102.124 unknown United States 14618 AMAZON-AESUS false

104.18.6.183 exp.notion.so United States 13335 CLOUDFLARENETUS false

34.120.195.249 o324374.ingest.sentry.io United States 15169 GOOGLEUS false

104.18.33.232 onestack.notion.site United States 13335 CLOUDFLARENETUS false

142.250.203.109 accounts.google.com United States 15169 GOOGLEUS false

IP

192.168.2.1

Joe Sandbox Version: 37.1.0 Beryl

Analysis ID: 876173

Start date and time: 2023-05-26 12:20:49 +02:00

Joe Sandbox Product: CloudBasic

Overall analysis duration: 0h 5m 40s

Hypervisor based Inspection enabled: false

Report type: light

Cookbook file name: browseurl.jbs

Sample URL: https://onestack.notion.site/Onestack-Core-Banking-Services-0964c4703aa0476e99af38481d41468f

Analysis system description: Windows 10 64 bit v1803 with Office Professional Plus 2016, Chrome 104, IE 11, Adobe Reader DC 19, Java 8 Update 211

Public IPs

Private

General Information
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Number of analysed new started processes 
analysed:

5

Number of new started drivers analysed: 0

Number of existing processes analysed: 0

Number of existing drivers analysed: 0

Number of injected processes analysed: 0

Technologies: HCA enabled
EGA enabled
HDC enabled
AMSI enabled

Analysis Mode: default

Analysis stop reason: Timeout

Detection: CLEAN

Classification: clean1.win@41/58@16/12

EGA Information: Failed

HDC Information: Failed

HCA Information: Successful, ratio: 100%
Number of executed functions: 0
Number of non-executed functions: 0

Cookbook Comments: Browse: https://onestack.notion.site/CBS-Core-Banking-Solutions-API-Stack-OneStack-3994c9476ea44ca4b9f44926325d39c4
Browse: https://onestack.notion.site/Communication-Standard-Protocols-b3a28c8156984e6b8b3afd62be1b5a75
Browse: https://onestack.notion.site/Index-22af60cfbbac4c84b26aecf51b760429
Browse: https://onestack.notion.site/Customers-Data-Sync-Bank-Wise-42bc17bb39dd46b080c3fddf0fbdafb6
Browse: https://onestack.notion.site/On-boarding-72cc2c703c394540bac60c6ac1777e85
Browse: https://onestack.notion.site/Tokenization-fb18698ccdce456c80b5f0c85f53f7b6
Browse: https://onestack.notion.site/Customer-Details-KYC-b9b9a296869e47b08c3cc3a362a0cff5
Browse: https://onestack.notion.site/Customer-Account-5f95cb669ac24879be21dc6306bd5cd4
Browse: https://onestack.notion.site/UPI-Bharat-QR-Generation-1a8d33e0156f47b683c5aa0eccb0cad6
Browse: https://onestack.notion.site/UPI-Inward-Initiation-3fd493610133409888791982c6fcc8f4
Browse: https://onestack.notion.site/UPI-Real-Time-Settlement-b25eee12ea674407801b0a9b7a015f13
Browse: https://onestack.notion.site/UPI-T-1-Settlement-3f5871e0c37e4ff0a854733570ff2016
Browse: https://onestack.notion.site/UPI-Outward-7912d4e83c5947f99def21c95ada324d
Browse: https://onestack.notion.site/Payee-Management-OneStack-OTP-da6e4076e8a04897b5de56d95a44dfce
Browse: https://onestack.notion.site/Fund-Transfer-Onestack-OTP-a85918afcc3848019ff83f0d4daeb509
Browse: https://onestack.notion.site/IIMPS-MMID-f6049e43d2a448f0aaa004708b3a9bee
Browse: https://onestack.notion.site/Cheque-Book-520ddefd08154e9bb74c885ff045156c
Browse: https://onestack.notion.site/Card-Management-89140db811f04754bce85c43782396b8
Browse: https://onestack.notion.site/Deposits-ba4bd3345812423e8eddbf4d8de354ca
Browse: https://onestack.notion.site/Loan-Account-75e9bc2deefd45fb82acd2ead11fee86
Browse: https://onestack.notion.site/Agent-Assist-Model-Console-d4904d288af24bdb9202deb60a168cde
Browse: https://onestack.notion.site/Pin-Management-83829b6b4b80472298cd52362a660630
Browse: https://onestack.notion.site/Branch-ATM-Locator-8285ab8f8a8c4366bb1a7c4b97001de8
Browse: https://onestack.notion.site/Heartbeat-12694f40d5394483ade2f184be9b90c0
Browse: http://asp.net/
Browse: https://onestack.notion.site/CBS-Core-Banking-Solutions-API-Stack-OneStack-3994c9476ea44ca4b9f44926325d39c4
Browse: https://onestack.notion.site/Communication-Standard-Protocols-b3a28c8156984e6b8b3afd62be1b5a75
Browse: https://onestack.notion.site/Index-22af60cfbbac4c84b26aecf51b760429
Browse: https://onestack.notion.site/Customers-Data-Sync-Bank-Wise-42bc17bb39dd46b080c3fddf0fbdafb6
Browse: https://onestack.notion.site/On-boarding-72cc2c703c394540bac60c6ac1777e85
Browse: https://onestack.notion.site/Tokenization-fb18698ccdce456c80b5f0c85f53f7b6
Browse: https://onestack.notion.site/Customer-Details-KYC-b9b9a296869e47b08c3cc3a362a0cff5
Browse: https://onestack.notion.site/Customer-Account-5f95cb669ac24879be21dc6306bd5cd4
Browse: https://onestack.notion.site/UPI-Bharat-QR-Generation-1a8d33e0156f47b683c5aa0eccb0cad6
Browse: https://onestack.notion.site/UPI-Inward-Initiation-3fd493610133409888791982c6fcc8f4
Browse: https://onestack.notion.site/UPI-Real-Time-Settlement-b25eee12ea674407801b0a9b7a015f13
Browse: https://onestack.notion.site/UPI-T-1-Settlement-3f5871e0c37e4ff0a854733570ff2016
Browse: https://onestack.notion.site/UPI-Outward-7912d4e83c5947f99def21c95ada324d
Browse: https://onestack.notion.site/Payee-Management-OneStack-OTP-da6e4076e8a04897b5de56d95a44dfce
Browse: https://onestack.notion.site/Fund-Transfer-Onestack-OTP-a85918afcc3848019ff83f0d4daeb509
Browse: https://onestack.notion.site/IIMPS-MMID-f6049e43d2a448f0aaa004708b3a9bee
Browse: https://onestack.notion.site/Cheque-Book-520ddefd08154e9bb74c885ff045156c
Browse: https://onestack.notion.site/Card-Management-89140db811f04754bce85c43782396b8
Browse: https://onestack.notion.site/Deposits-ba4bd3345812423e8eddbf4d8de354ca
Browse: https://onestack.notion.site/Loan-Account-75e9bc2deefd45fb82acd2ead11fee86
Browse: https://onestack.notion.site/Agent-Assist-Model-Console-d4904d288af24bdb9202deb60a168cde
Browse: https://onestack.notion.site/Pin-Management-83829b6b4b80472298cd52362a660630
Browse: https://onestack.notion.site/Branch-ATM-Locator-8285ab8f8a8c4366bb1a7c4b97001de8
Browse: https://onestack.notion.site/Heartbeat-12694f40d5394483ade2f184be9b90c0
Browse: http://asp.net/
Browse: https://www.notion.so/Cookie-Notice-bc186044eed5488a8387a9e94b14e58c
Browse: https://onestack.notion.site/CBS-Net-Sample-Code-45507c5e47914d2289aa24b44f35b182

Exclude process from analysis (whitelisted): MpCmdRun.exe, conhost.exe
Excluded IPs from analysis (wh itelisted): 172.217.168.3, 34.104.35.123, 172.217.168.42, 172.217.168.74, 142.250.203.106, 172.217.168.10
Excluded domains from analysis (whitelisted): edgedl.me.gvt1.com, content-autofill.googleapis.com, update.googleapis.com, ctldl.windowsupdate.com, clientservices.googleapis.com
Not all processes where analyzed, report is missing behavior  information
Report size exceeded maximum capacity and may have missing n etwork information.

Warnings
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⊘ No simulations

⊘ No context

⊘ No context

⊘ No context

⊘ No context

⊘ No context

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text, with very long lines (34252), with no line terminators

Category: downloaded

Size (bytes): 34255

Entropy (8bit): 5.28559030850272

Encrypted: false

SSDEEP: 768:yC/jAhtv3tRoG/0Qt0dXpnK5rdg2baHSnRteGHwhLMbxVQ2ddWVyZ96:yrRPP8I7gwlHY2ddWVyZ8

MD5: 7DFBB30F7286CBE94CB9B0E9DFA8CAB3

SHA1: BDF80D9C36007858093613A5DAC7A503859A4614

SHA-256: 822BD735DF57041776D488A66121BECA21CCEF233DCADEC9BF0E5F045B1E8049

SHA-512: B2B9230723C5FACFE0A738D6028F914D9808DA568E4344D0826745E13B2AC9683D9E0295A8FC961713A823F3CE66D4AB943810D71EE12E232C11598F02BDBF4F

Malicious: false

Reputation: low

URL: https://onestack.notion.site/6395-99fc3d238935c8b5d26d.js

Preview: "use strict";(self.webpackChunknotion_next=self.webpackChunknotion_next||[]).push([[6395],{47478:(e,i,t)=>{t.d(i,{ZP:()=>G,UV:()=>q,f4:()=>j});var n=t(97464),o=
t.n(n),a=t(77094),r=t.n(a),s=t(67294),d=t(24405),l=t(3779),c=t(5366),m=t(97880),u=t(47307),g=t(40394),f=t(42922),p=t(52275),v=t(53695),h=t(64369),y=t(480),w=t(8
1954),b=t(50906),S=t(54642),M=t(52507),x=t(22346),k=t(13991),D=t(82990),C=t(74194),F=t(68785),I=t(63296);const T=(0,c.defineMessages)({samlConfigSubtitle:{id:"v
erifyDomainModal.addNewDomain.samlConfig.subtitle",defaultMessage:"Users with a verified domain can log in {br}using SAML SSO.",description:"Modal subtitle indi
cating the content is about adding a new domain."},integrationSubtitle:{id:"verifyDomainModal.addNewDomain.integration.subtitle",defaultMessage:"Link preview in
tegrations must verify {br}domains before they are published.",description:"Modal title indicating the content is about adding a new domain."}});const Z=function(e){let{h
andleAddNewDomain:i,loading:t,

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, Unicode text, UTF-8 text, with very long lines (16294), with no line terminators

Simulations

Behavior and APIs

Joe Sandbox View / Context

IPs

Domains

ASNs

JA3 Fingerprints

Dropped Files

Created / dropped Files

Chrome Cache Entry: 175

Chrome Cache Entry: 176

Copyright Joe Security LLC 2023 Page 14 of 37



Category: downloaded

Size (bytes): 16300

Entropy (8bit): 5.425419983538958

Encrypted: false

SSDEEP: 384:SCPVcNiQpLnLzu1GGGqqUHoFBBEaEYhUvypVHIm:SCPeikLK1GGGqqUHoFBBEaEYCm

MD5: 62D904F8D137E2AF519B36719B699855

SHA1: 23E6AB5368029969ACC964A2A5E646CAA43697B4

SHA-256: 62D408D4740B3559D6787D6DB909B7168BE0F545F1B141B795F23E16D6B3B153

SHA-512: 39C5F5BEDCA8BDE911ECA994D3773CC4DBA1BF712B8B8E953BC053E41FCE1357C72A43681C18AAF5AC8D4F173CBE4C77D5F3493843D4B8CAB02EF932423A2
5F7

Malicious: false

Reputation: low

URL: https://onestack.notion.site/Customers-Data-Sync-Bank-Wise-42bc17bb39dd46b080c3fddf0fbdafb6https://onestack.notion.site/On-boarding-
72cc2c703c394540bac60c6ac1777e85https://onestack.notion.site/Tokenization-fb18698ccdce456c80b5f0c85f53f7b6https://onestack.notion.site/Customer-Details-KYC-
b9b9a296869e47b08c3cc3a362a0cff5https://onestack.notion.site/Customer-Account-5f95cb669ac24879be21dc6306bd5cd4https://onestack.notion.site/UPI-Bharat-QR-
Generation-1a8d33e0156f47b683c5aa0eccb0cad6

Preview: <!doctype html><html class="notion-html"><head lang="en"><meta charset="utf-8"><meta name="viewport" content="width=device-width,height=device-height,initial-sc
ale=1,maximum-scale=1,user-scalable=no,viewport-fit=cover"><title>Notion . The all-in-one workspace for your notes, tasks, wikis, and databases.</title><meta na
me="description" content="A new tool that blends your everyday work apps into one. It's the all-in-one workspace for you and your team"><script>window.__webStar
tTime=performance.now(),window.__webStartTimeLegacy=Date.now()</script><meta name="twitter:card" content="summary_large_image"><meta name="twitter:site" 
content="@NotionHQ"><meta name="twitter:title" content="Notion . The all-in-one workspace for your notes, tasks, wikis, and databases."><meta name="twitter:d
escription" content="A new tool that blends your everyday work apps into one. It's the all-in-one workspace for you and your team"><meta name="twitter:url" cont
ent="https://www.notion.so"><meta name="twitte

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text, with very long lines (65526), with no line terminators

Category: downloaded

Size (bytes): 73946

Entropy (8bit): 5.522360668850807

Encrypted: false

SSDEEP: 1536:/c9+DW28h1uTYpC4xl6R3aPWBDko/uHnDcWzQPpEUrv3bR7:CB28hMci3MWBQo6KJ

MD5: 5213F59B82C1A8320090F78CE25BB566

SHA1: 0B0F2846A9EEB04B6FB5F1778C9CF291F6B51808

SHA-256: D64BEE455E75C5F10ECBB03176BF6EC25FD04AA033518FF398AAA4D8DA8C84C3

SHA-512: 274ADD703305343C8F2FD2056BAF23222C15314FC3400FE84B8013E08F07B766447A58A934612A06ECF4D0514A8AC464C7DF9FA76203EE62B34B22E331C2B056

Malicious: false

Reputation: low

URL: https://www.notion.so/transport-support-0b602a85195aad344c9a.js

Preview: (self.webpackChunknotion_next=self.webpackChunknotion_next||[]).push([[9543],{16791:function(e,t,n){e.exports=function(){"use strict";function e(t){return(e="function"==t
ypeof Symbol&&"symbol"==typeof Symbol.iterator?function(e){return typeof e}:function(e){return e&&"function"==typeof Symbol&&e.constructor===Symbol&&e
!==Symbol.prototype?"symbol":typeof e})(t)}function t(e,t){if(!(e instanceof t))throw new TypeError("Cannot call a class as a function")}function i(e,t){for(var n=0;n<t.l
ength;n++){var i=t[n];i.enumerable=i.enumerable||!1,i.configurable=!0,"value"in i&&(i.writable=!0),Object.defineProperty(e,i.key,i)}}function r(e,t,n){return t&&i(e.proto
type,t),n&&i(e,n),e}function o(e,t,n){return t in e?Object.defineProperty(e,t,{value:n,enumerable:!0,configurable:!0,writable:!0}):e[t]=n,e}function s(e){for(var t=1;t<ar
guments.length;t++){var n=null!=arguments[t]?arguments[t]:{},i=Object.keys(n);"function"==typeof Object.getOwnPropertySymbols&&(i=i.concat(Object.getOwnProperty
Symbols(n)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text, with very long lines (64000), with no line terminators

Category: downloaded

Size (bytes): 188700

Entropy (8bit): 5.851883418272399

Encrypted: false

SSDEEP: 3072:J6TuT+X1LCdsJazvIqjfVHWxS4/PMrGKvI1PegP:TT+lWdsJsA6tHWxSuMnhK

MD5: E87DFA534BFE16FBC6C454F4632DACD3

SHA1: 6F318975ED9C946B2B183D091140463EE61FD67E

SHA-256: 7FAA8B86603D844B3D514C7184AFE2AE52A6219E5243A17F466F885DE58971B5

SHA-512: 22070C2D0A7AFC5AE78033340BF67A488FCA49D6D4769B2EFD3AD699A4489747B3B98E08EB186B2D45D5020865B1AA16B90B639E4C18810877EC40B96D10E549

Malicious: false

Reputation: low

URL: https://onestack.notion.site/prism-93ab68949944cb337ac5.js

Chrome Cache Entry: 177

Chrome Cache Entry: 178
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Preview: (self.webpackChunknotion_next=self.webpackChunknotion_next||[]).push([[2846],{86405:()=>{Prism.languages.abap={comment:/^\*.*/m,string:/(`|')(?:\\.|(?!\1)[^\\\r\n])*\1/,"
string-template":{pattern:/([|}])(?:\\.|[^\\|{\r\n])*(?=[|{])/,lookbehind:!0,alias:"string"},"eol-comment":{pattern:/(^|\s)".*/m,lookbehind:!0,alias:"comment"},keyword:{pattern:/(\
s|\.|^)(?:\*-INPUT|\?TO|ABAP-SOURCE|ABBREVIATED|ABS|ABSTRACT|ACCEPT|ACCEPTING|ACCESSPOLICY|ACCORDING|ACOS|ACTIVATION|ACTUAL|ADD|AD
D-CORRESPONDING|ADJACENT|AFTER|ALIAS|ALIASES|ALIGN|ALL|ALLOCATE|ALPHA|ANALYSIS|ANALYZER|AND|ANY|APPEND|APPENDAGE|APPENDI
NG|APPLICATION|ARCHIVE|AREA|ARITHMETIC|AS|ASCENDING|ASIN|ASPECT|ASSERT|ASSIGN|ASSIGNED|ASSIGNING|ASSOCIATION|ASYNCHRONOU
S|AT|ATAN|ATTRIBUTES|AUTHORITY|AUTHORITY-CHECK|AVG|BACK|BACKGROUND|BACKUP|BACKWARD|BADI|BASE|BEFORE|BEGIN|BETWEEN|BIG|BI
NARY|BINDING|BIT|BIT-AND|BIT-NOT|BIT-OR|BIT-XOR|BLACK|BLANK|BLANKS|BLOB|BLOCK|BLOCKS|BLUE|BOUND|BOUNDARIES|BOUNDS|BOXED|BREAK-
POINT|BT|BUFFER|BY|BYPASSING|BYTE|

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 5 icons, 16x16, 32 bits/pixel, 24x24, 32 bits/pixel

Category: dropped

Size (bytes): 34494

Entropy (8bit): 3.2455282720898593

Encrypted: false

SSDEEP: 192:CUdIfL/uNI+Wku3TikkRUkn/oCb1E+3MeubbOjPLggNjpUuGHcDu:lIT/g5/RUGpUXcu

MD5: BF85A63DB2CE172322EB539A121EF81C

SHA1: DCCC27CD71CFFD705BCFBA1C87DC3DBDCC9708F5

SHA-256: 2DBED3D813F388AC99DAAC4C15D103AA56DA5066EFF4EDBA6EECA778B6DC6AD4

SHA-512: F94AAEBBBF13D72FC767FF26D2779B7B5D5DE45E5A1DCAC362117AC85EE60A45F42A3DB855D5C30B3A70C24CD05D37E9D89FB11DE653794D815E17F313A627
00

Malicious: false

Reputation: low

Preview: ............ .h...V......... .........  .... .....F...00.... ..%......@@.... .(B...D..(....... ..... ................................................................................t...d................EEE.....................{{{.
mmm.^^^.OOO.AAA.....................ooo....................................................H........ooo.............ggg.........???.................................ooo.............................................................oo
o.............................................................ooo.................OOO.....[[[.III.............................ooo.............ooo.............III.............................ooo.............................III.........................
....ooo.................RRR.........<<<.............................ooo.............................rrr.iii.........................GGG.................................................................   .....................###.22
2.AAA.PPP.333.............aaa...............................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 878

Entropy (8bit): 5.034164927404174

Encrypted: false

SSDEEP: 24:t414f9jwvaeUZaLE7Y5T9jracGZQ/6M4mDakb4BtFbBtF5gg:CQkyKLEc/ycw66M4mevBLB5

MD5: 3CC9F57B6443EEBA3FFB69B93629E3CF

SHA1: EC0D6B9CBC617211D13EA2DAF0622343749BFFD1

SHA-256: 9EC90D90C8875865EC465BEA304F4C5CAED1B1EAC2D4BA1B3F1B710288738935

SHA-512: D3776A12AF2FD7F5C2DF90B238F7837F3E1F7AD2872D96D9F04A96FC398F3622E686361EDB90EAE1E5B1E2C4A3EA7FE0068F4BBC1856150FE896EA2BEBAFE1
86

Malicious: false

Reputation: low

URL: https://notion-emojis.s3-us-west-2.amazonaws.com/prod/svg-twitter/1f3e6.svg

Preview: <svg xmlns="http://www.w3.org/2000/svg" viewBox="0 0 36 36"><path fill="#66757F" d="M3 16h30v18H3z"/><path fill="#CCD6DD" d="M2 34h32c1.104 0 2 .896 2 
2H0c0-1.104.896-2 2-2z"/><path fill="#292F33" d="M18 23c-1.657 0-3 1.343-3 3v6h6v-6c0-1.657-1.343-3-3-3z"/><path fill="#CCD6DD" d="M3 21h4v11H3zm6 0h
4v11H9zm20 0h4v11h-4zm-6 0h4v11h-4z"/><path fill="#AAB8C2" d="M2 32h32v2H2z"/><path fill="#66757F" d="M36 11L18 0 0 11z"/><path fill="#CCD6DD" d="M18 
2.4L2 12v4h32v-4z"/><path fill="#8899A6" d="M3 19h4v2H3zm6 0h4v2H9zm14 0h4v2h-4zm6 0h4v2h-4z"/><path fill="#CCD6DD" d="M1 12h34v5H1z"/><path fill="#AA
B8C2" d="M36 12c0 .552-.447 1-1 1H1c-.552 0-1-.448-1-1v-1c0-.552.448-1 1-1h34c.553 0 1 .448 1 1v1zm0 6c0 .552-.447 1-1 1H1c-.552 0-1-.448-1-1v-1c0-.552.448-1 1-
1h34c.553 0 1 .448 1 1v1z"/><path fill="#E1E8ED" d="M13 32h10v2H13z"/><path fill="#F5F8FA" d="M11 34h14v2H11z"/></svg>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Web Open Font Format, TrueType, length 142836, version 0.0

Category: downloaded

Size (bytes): 142836

Entropy (8bit): 7.9942793323572205

Encrypted: true

SSDEEP: 3072:xuZjmICHWcTGlNh5g8efSt+IUTa1/UG86YPkTne4D:oZjmIC5CXh5g8efSt+RTatUG86HrbD

MD5: 95B8A98959D1AF9AB432D7FFE295EF94

SHA1: D8864D38F443C2A08695CD41863690D6EED77D79

SHA-256: F500BBB919A0133D307A302666DA33F68569DCC037394840A01E95CCAA46CF01

Chrome Cache Entry: 179

Chrome Cache Entry: 180

Chrome Cache Entry: 181
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SHA-512: 2CA6DDE0288973C88E76DE22D397733FED65398D4197CBED64B2B9434EF97A293115FC87B8F264133CC3A1A96B36C1820B92F595B95DECEEFDD50754EACC768
6

Malicious: false

Reputation: low

URL: https://www.notion.so/inter-ui-medium-95b8a98959d1af9ab432d7ffe295ef94.woff

Preview: wOFF......-........p........................GDEF...0.........u..GPOS......C....>....GSUB..F...&...R..ze.OS/2..m ...V...`+..icmap..mx..,...t|..nLglyf...@..&y.... M..head.......2...6(.D.hhea....... 
...$....hmtx..........'..?..loca......k....q\.,maxp........... ....name...4.......D....post......F*..... ..x.%....[.@.......W.'...3Am.m3...m..Mm..k%......9.+.U2X%.U..J#Vi.*.Ye6..g...r.U^.j.1...X
JKaU.....IMb.f.`...u4....@...]......xA/.5..o.-~.O...+..\.Lw......\;....d7.....n#.t;.;.'......}w........I..l...}}l..`_....1../..~5...p..'.I...-....{...o....?..#j..F.a!+.....rX.*`.........6v..8.F.....m>n.-..v...{
m/..Cx..q;.g.,^..x.n.-....>....)qJ.wR.F%..X1.....:j.m...>j....^Q...............4^.......D>.K...... >hP,..c...[...!..a&..[pw.{.>.p ....8....L8.O.S..J...x......U...33...k..].v...,...E.M.Ri....@.t..E."..
..@@)....a..*%X.w..c...V..y...3gf..;s.|...+4!D..#..z.;...!IOv{^...L.....Z....6......,.3W.z[WW....t..E.`.........8.(....L.aL...!.j.....F=..v.Xj,.~7..h..r...P

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text, with very long lines (35228), with no line terminators

Category: downloaded

Size (bytes): 35234

Entropy (8bit): 5.244883861038272

Encrypted: false

SSDEEP: 768:6eUeaxtPNdYpCfFDFWrXrRxtc6m0LSDw/za6U9XDwINHptWJ1UuWdR3GYVqUWUfq:VOStTow/3U9XsINH3TuCVxc/TDN+u

MD5: C4C5959BEBAC81B4410A52CBC389BC92

SHA1: 0A543DFF6EA5C5F0BB7D938A90794D93E8F684F6

SHA-256: E63E3949EBA4C1E6C795FAA7844058366529D9EA90BCD08D10E5A13D445798C5

SHA-512: 0E59D771AEDE64539F06971D3D33A15BBB48C87B8F74C82A3AB8CC77B8E9516454D865FA4D8A77CC4D6F72940BA0A989C93CC71077D7D649242C33154EB5B52
9

Malicious: false

Reputation: low

URL: https://onestack.notion.site/2222-4f8b1ffcf1b36b845553.js

Preview: "use strict";(self.webpackChunknotion_next=self.webpackChunknotion_next||[]).push([[2222],{51582:(e,t,n)=>{n.d(t,{w:()=>v});var i=n(80984),o=n(64002),s=n(5366),
a=n(50906),c=n(47307),r=n(95477),l=n(68821),d=n(71935),u=n(46190),g=n(47593),p=n(54642),h=n(92625),m=n(15356);const f=(0,s.defineMessages)({authentica
tingWithAsana:{id:"asanaActions.authenticatingWithAsana.loadingMessage",defaultMessage:"Authenticating with Asana."},titleMessage:{defaultMessage:"Asana login",
id:"asanaActions.loginWithAsanaPopupModal.title"}});async function v(e){const{environment:t,requestStore:n}=e,s=(0,d.eC)(t);let v=(0,i.s1)(r.Z.domainBaseUrl,{au
thType:s,userId:t.currentUser.id});v=s.redirectToAuth?v:await(0,d.HU)(t,v);const S=await m.M(t,{width:580,height:800,url:v,titleMessage:f.titleMessage});if(!S)return;const 
y=o.Qc(S);if(!y.query.code||!y.query.state)return;h.j({message:f.authenticatingWithAsana});const b=await p.authWithAsana(t,{code:y.query.code,encryptedState:y
.query.state});"failed"===b.type?(cons

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 1551

Entropy (8bit): 4.7492682852753

Encrypted: false

SSDEEP: 48:eHfsg3ZVKk6F4sgC1iXkIsDnAI7n9AZChh+ign:e/Z3ZVKLF4Z00kFn57+8hEiu

MD5: 5C79217269C1DD9E0828FF4D7C196334

SHA1: BE0A7309CC81109569BF0B08FB855DDBE2225D3C

SHA-256: 2281A950C3EFF4F9E3C2535C8168EF4CB4772967422601B6AE930207EAFAF7A7

SHA-512: 300FE2315D5DC373363A409004D677B0BF0957274FFD20F1A775AF7DCAB15E889E8FB85FE49F1D16AB71D2BE638D09E0DA60A68B484E8C1D6A3512F6AEFAA7
B4

Malicious: false

Reputation: low

URL: https://www.notion.so/print.5c792172.css

Preview: html,.body,.#notion-app {..height: auto !important;..overflow: auto !important;..font-size: 14px !important;..-webkit-print-color-adjust: exact;..padding: 0 !important;..margin: 0 
!important;.}...notion-help-button,..notion-print-ignore,..notion-overlay-container,..notion-sidebar-container,..notion-presence-container,..notion-topbar,..notion-topbar-
export-popup,..notion-selectable-halo,..notion-help-button,..notion-page-controls {..display: none !important;.}...notion-frame {..width: 100% !important;..height: auto 
!important;..border: none !important;..padding: 0 !important;..margin: 0 !important;..-webkit-print-color-adjust: exact;.}...notion-scroller {..height: auto !important;..width: 100
% !important;..max-height: none !important;..max-width: none !important;..overflow: visible !important;..padding: 0 !important;..margin: 0 !important;.../* Remove the extra 
padding when the screen is wide. */..display: block !important;.}..html {..height: auto !important;..overflow: auto !important;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, Unicode text, UTF-8 text, with very long lines (16294), with no line terminators

Category: downloaded

Size (bytes): 16300

Entropy (8bit): 5.425419983538958

Chrome Cache Entry: 182

Chrome Cache Entry: 183

Chrome Cache Entry: 184
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Encrypted: false

SSDEEP: 384:SCPVcNiQpLnLzu1GGGqqUHoFBBEaEYhUvypVHIm:SCPeikLK1GGGqqUHoFBBEaEYCm

MD5: 62D904F8D137E2AF519B36719B699855

SHA1: 23E6AB5368029969ACC964A2A5E646CAA43697B4

SHA-256: 62D408D4740B3559D6787D6DB909B7168BE0F545F1B141B795F23E16D6B3B153

SHA-512: 39C5F5BEDCA8BDE911ECA994D3773CC4DBA1BF712B8B8E953BC053E41FCE1357C72A43681C18AAF5AC8D4F173CBE4C77D5F3493843D4B8CAB02EF932423A2
5F7

Malicious: false

Reputation: low

URL: https://onestack.notion.site/CBS-Net-Sample-Code-45507c5e47914d2289aa24b44f35b182

Preview: <!doctype html><html class="notion-html"><head lang="en"><meta charset="utf-8"><meta name="viewport" content="width=device-width,height=device-height,initial-sc
ale=1,maximum-scale=1,user-scalable=no,viewport-fit=cover"><title>Notion . The all-in-one workspace for your notes, tasks, wikis, and databases.</title><meta na
me="description" content="A new tool that blends your everyday work apps into one. It's the all-in-one workspace for you and your team"><script>window.__webStar
tTime=performance.now(),window.__webStartTimeLegacy=Date.now()</script><meta name="twitter:card" content="summary_large_image"><meta name="twitter:site" 
content="@NotionHQ"><meta name="twitter:title" content="Notion . The all-in-one workspace for your notes, tasks, wikis, and databases."><meta name="twitter:d
escription" content="A new tool that blends your everyday work apps into one. It's the all-in-one workspace for you and your team"><meta name="twitter:url" cont
ent="https://www.notion.so"><meta name="twitte

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SVG Scalable Vector Graphics image

Category: downloaded

Size (bytes): 548

Entropy (8bit): 4.674381778135056

Encrypted: false

SSDEEP: 12:t41WffOSlmHLW2Ye6jt0kZjJqji0LGBn7BTGOQitQOQi2:t414fOSzle6j1Dqji1u

MD5: 617C1718E07AD475BACECB7E5E401DD3

SHA1: A93761DE567DF5156731DBAABB5EF27B17FF2CBE

SHA-256: 2A7A5EC4C9338FB81C3EA9026463B56C4EFDA965B915D30341944691F0023370

SHA-512: DA0ABC94224D7CFFDB7204AC5047FBDD9E62D80B2E6FE0BCB24BAAC23A6AE1DAA59248851285E49E2714E13D68C6BB79508964430A47CBEFA18D89998D167
AFC

Malicious: false

Reputation: low

URL: https://notion-emojis.s3-us-west-2.amazonaws.com/prod/svg-twitter/23f3.svg

Preview: <svg xmlns="http://www.w3.org/2000/svg" viewBox="0 0 36 36"><path fill="#FFE8B6" d="M21 18c0-2.001 3.246-3.369 5-6 2-3 2-10 2-10H8s0 7 2 10c1.754 2.631 5 3.999 
5 6s-3.246 3.369-5 6c-2 3-2 10-2 10h20s0-7-2-10c-1.754-2.631-5-3.999-5-6z"/><path fill="#FFAC33" d="M18 2h-8s0 4 1 7c1.304 3.912 6 4.999 6 9s0 13 1 13 1-9 1-13 
4.697-5.088 6-9c1-3 1-7 1-7h-8z"/><path fill="#3B88C3" d="M30 34c0 1.104-.896 2-2 2H8c-1.104 0-2-.896-2-2s.896-2 2-2h20c1.104 0 2 .896 2 2zm0-32c0 1.104-.896 2-2 
2H8c-1.104 0-2-.896-2-2s.896-2 2-2h20c1.104 0 2 .896 2 2z"/></svg>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 5 icons, 16x16, 32 bits/pixel, 24x24, 32 bits/pixel

Category: dropped

Size (bytes): 34494

Entropy (8bit): 3.2455282720898593

Encrypted: false

SSDEEP: 192:CUdIfL/uNI+Wku3TikkRUkn/oCb1E+3MeubbOjPLggNjpUuGHcDu:lIT/g5/RUGpUXcu

MD5: BF85A63DB2CE172322EB539A121EF81C

SHA1: DCCC27CD71CFFD705BCFBA1C87DC3DBDCC9708F5

SHA-256: 2DBED3D813F388AC99DAAC4C15D103AA56DA5066EFF4EDBA6EECA778B6DC6AD4

SHA-512: F94AAEBBBF13D72FC767FF26D2779B7B5D5DE45E5A1DCAC362117AC85EE60A45F42A3DB855D5C30B3A70C24CD05D37E9D89FB11DE653794D815E17F313A627
00

Malicious: false

Reputation: low

Preview: ............ .h...V......... .........  .... .....F...00.... ..%......@@.... .(B...D..(....... ..... ................................................................................t...d................EEE.....................{{{.
mmm.^^^.OOO.AAA.....................ooo....................................................H........ooo.............ggg.........???.................................ooo.............................................................oo
o.............................................................ooo.................OOO.....[[[.III.............................ooo.............ooo.............III.............................ooo.............................III.........................
....ooo.................RRR.........<<<.............................ooo.............................rrr.iii.........................GGG.................................................................   .....................###.22
2.AAA.PPP.333.............aaa...............................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SVG Scalable Vector Graphics image

Category: dropped

Chrome Cache Entry: 185

Chrome Cache Entry: 186

Chrome Cache Entry: 187
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Size (bytes): 878

Entropy (8bit): 5.034164927404174

Encrypted: false

SSDEEP: 24:t414f9jwvaeUZaLE7Y5T9jracGZQ/6M4mDakb4BtFbBtF5gg:CQkyKLEc/ycw66M4mevBLB5

MD5: 3CC9F57B6443EEBA3FFB69B93629E3CF

SHA1: EC0D6B9CBC617211D13EA2DAF0622343749BFFD1

SHA-256: 9EC90D90C8875865EC465BEA304F4C5CAED1B1EAC2D4BA1B3F1B710288738935

SHA-512: D3776A12AF2FD7F5C2DF90B238F7837F3E1F7AD2872D96D9F04A96FC398F3622E686361EDB90EAE1E5B1E2C4A3EA7FE0068F4BBC1856150FE896EA2BEBAFE1
86

Malicious: false

Reputation: low

Preview: <svg xmlns="http://www.w3.org/2000/svg" viewBox="0 0 36 36"><path fill="#66757F" d="M3 16h30v18H3z"/><path fill="#CCD6DD" d="M2 34h32c1.104 0 2 .896 2 
2H0c0-1.104.896-2 2-2z"/><path fill="#292F33" d="M18 23c-1.657 0-3 1.343-3 3v6h6v-6c0-1.657-1.343-3-3-3z"/><path fill="#CCD6DD" d="M3 21h4v11H3zm6 0h
4v11H9zm20 0h4v11h-4zm-6 0h4v11h-4z"/><path fill="#AAB8C2" d="M2 32h32v2H2z"/><path fill="#66757F" d="M36 11L18 0 0 11z"/><path fill="#CCD6DD" d="M18 
2.4L2 12v4h32v-4z"/><path fill="#8899A6" d="M3 19h4v2H3zm6 0h4v2H9zm14 0h4v2h-4zm6 0h4v2h-4z"/><path fill="#CCD6DD" d="M1 12h34v5H1z"/><path fill="#AA
B8C2" d="M36 12c0 .552-.447 1-1 1H1c-.552 0-1-.448-1-1v-1c0-.552.448-1 1-1h34c.553 0 1 .448 1 1v1zm0 6c0 .552-.447 1-1 1H1c-.552 0-1-.448-1-1v-1c0-.552.448-1 1-
1h34c.553 0 1 .448 1 1v1z"/><path fill="#E1E8ED" d="M13 32h10v2H13z"/><path fill="#F5F8FA" d="M11 34h14v2H11z"/></svg>

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text, with very long lines (65441), with no line terminators

Category: downloaded

Size (bytes): 99727

Entropy (8bit): 5.711911169699949

Encrypted: false

SSDEEP: 1536:lD558BzUzTXWDHnxF1gXFsxkSmjMY+vo1XPuGxq:lDXKjfaik3t+voESq

MD5: 9A9B7854FF8C0454CB8838F4DA94B6D4

SHA1: 306D906A1674D20F34B59253DF51C32788315963

SHA-256: B88301213B20F34FD8E07769474567C3E7B8DAF4114E36D01735DD5FFE853D7D

SHA-512: 9A422A6CABDD39505F9016269B3D30BB28B17C729C88D8EC4E37F0A2C8C37C507D019C74F0FA5D57D63A535E249BE8DBBFB3404253ABFE9AFB2A0787B0032F
7E

Malicious: false

Reputation: low

URL: https://onestack.notion.site/markdown-linkify-it-40f534699cf5659b91ed.js

Preview: (self.webpackChunknotion_next=self.webpackChunknotion_next||[]).push([[1189],{68337:(e,t,r)=>{"use strict";function n(e){var t=Array.prototype.slice.call(arguments,1);ret
urn t.forEach((function(t){t&&Object.keys(t).forEach((function(r){e[r]=t[r]}))})),e}function s(e){return Object.prototype.toString.call(e)}function o(e){return"[object Function]"==
=s(e)}function i(e){return e.replace(/[.?*+^$[\]\\(){}|-]/g,"\\$&")}var a={fuzzyLink:!0,fuzzyEmail:!0,fuzzyIP:!1};var c={"http:":{validate:function(e,t,r){var n=e.slice(t);return r
.re.http||(r.re.http=new RegExp("^\\/\\/"+r.re.src_auth+r.re.src_host_port_strict+r.re.src_path,"i")),r.re.http.test(n)?n.match(r.re.http)[0].length:0}},"https:":"http:","ftp:":"ht
tp:","//":{validate:function(e,t,r){var n=e.slice(t);return r.re.no_http||(r.re.no_http=new RegExp("^"+r.re.src_auth+"(?:localhost|(?:(?:"+r.re.src_domain+")\\.)+"+r.re.s
rc_domain_root+")"+r.re.src_port+r.re.src_host_terminator+r.re.src_path,"i")),r.re.no_http.test(n)?t>=3&&":"===e[t-3]||t

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Web Open Font Format, TrueType, length 134652, version 0.0

Category: downloaded

Size (bytes): 134652

Entropy (8bit): 7.992246326696357

Encrypted: true

SSDEEP: 3072:/Zj3G6dHWcT/lNhUq3zWVmNt34y4VhOMNPza+v0qiTUy:Rj3Gm5TXhU3VmNt34yKO4LaE0NTUy

MD5: 3AE6A7D3890C33D857FC00BD2E4C4820

SHA1: B8D33969832D68317E3EE7870A400292E7E240D6

SHA-256: B825F1BC25DEE8A67CF5A2C461410C2C755BCA29B9297C8F930FE4486BA35DD3

SHA-512: 42D65A04CC30715B202AD33CAFDD1A1AF285FA5C756A067D4083D22B797961C1B51A7A320AEAF2C4449DCCE4E51D0E6E3ACB1C3CB99DC29BA8697E1B59B25
11F

Malicious: false

Reputation: low

URL: https://www.notion.so/inter-ui-regular-3ae6a7d3890c33d857fc00bd2e4c4820.woff

Preview: wOFF...............|........................GDEF...0.........u..GPOS......=.....U~.AGSUB..@...&...R..ze.OS/2..gH...W...`-._cmap..g...,...t|..nLglyf...h.......863..head...8...2...6(ED.hhea...l... 
...$....hmtx.......1..'...K.loca.......l.....A@maxp...,....... ....name...H......."...Qpost......F*........x.%....[.@.......W.'...3Am.m3...m..Mm..k%......9.+.U2X%.U..J#Vi.*.Ye6..g...r.U
^.j.1...XJKaU.....IMb.f.`...u4....@...]......xA/.5..o.-~.O...+..\.Lw......\;....d7.....n#.t;.;.'......}w........I..l...}}l..`_....1../..~5...p..'.I...-....{...o....?..#j..F.a!+.....rX.*`.........6v..8.F.....m>n.-
..v...{m/..Cx..q;.g.,^..x.n.-....>....)qJ.wR.F%..X1.....:j.m...>j....^Q...............4^.......D>.K...... >hP,..c...[...!..a&..[pw.{.>.p ....8....L8.O.S..J...x..........33....k....,..,.`...I..+@....C...Vl[E..
... I@....V....Ei..2..],d...k..9..3.9.33......_.....Q..mD.S....!. .a..A.(.....[.....-t!x.....-........1..L.....B.`.E~.. ......%h..F=...f.4Vk...e.v\.R..Xs.

Chrome Cache Entry: 188

Chrome Cache Entry: 189

Chrome Cache Entry: 190
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, Unicode text, UTF-8 text, with very long lines (16294), with no line terminators

Category: downloaded

Size (bytes): 16300

Entropy (8bit): 5.425419983538958

Encrypted: false

SSDEEP: 384:SCPVcNiQpLnLzu1GGGqqUHoFBBEaEYhUvypVHIm:SCPeikLK1GGGqqUHoFBBEaEYCm

MD5: 62D904F8D137E2AF519B36719B699855

SHA1: 23E6AB5368029969ACC964A2A5E646CAA43697B4

SHA-256: 62D408D4740B3559D6787D6DB909B7168BE0F545F1B141B795F23E16D6B3B153

SHA-512: 39C5F5BEDCA8BDE911ECA994D3773CC4DBA1BF712B8B8E953BC053E41FCE1357C72A43681C18AAF5AC8D4F173CBE4C77D5F3493843D4B8CAB02EF932423A2
5F7

Malicious: false

Reputation: low

URL: https://onestack.notion.site/Customer-Details-KYC-b9b9a296869e47b08c3cc3a362a0cff5

Preview: <!doctype html><html class="notion-html"><head lang="en"><meta charset="utf-8"><meta name="viewport" content="width=device-width,height=device-height,initial-sc
ale=1,maximum-scale=1,user-scalable=no,viewport-fit=cover"><title>Notion . The all-in-one workspace for your notes, tasks, wikis, and databases.</title><meta na
me="description" content="A new tool that blends your everyday work apps into one. It's the all-in-one workspace for you and your team"><script>window.__webStar
tTime=performance.now(),window.__webStartTimeLegacy=Date.now()</script><meta name="twitter:card" content="summary_large_image"><meta name="twitter:site" 
content="@NotionHQ"><meta name="twitter:title" content="Notion . The all-in-one workspace for your notes, tasks, wikis, and databases."><meta name="twitter:d
escription" content="A new tool that blends your everyday work apps into one. It's the all-in-one workspace for you and your team"><meta name="twitter:url" cont
ent="https://www.notion.so"><meta name="twitte

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (11123), with no line terminators

Category: downloaded

Size (bytes): 11123

Entropy (8bit): 5.288248052399828

Encrypted: false

SSDEEP: 192:DdBbDS9O01E0X6rOJcJG1a+cvBXihOUK/5H8uVJwgMBm:DDa9S0OO3iBX0fK/W6wgAm

MD5: CC1EB85327EBD1AD0029DD8C1EBC7249

SHA1: 128AD97993A180C3C49CA6D1C6B34B1B6D0EDF97

SHA-256: 9DA859866B233C846FBB0B92A4AF64AE6FD66CCC28A66DA674EC54650FBFAC52

SHA-512: 1C24DF1E20A8AF4E947F2137A6A161813E57EAE913C341C4DA4AD4A71F897CA78399B956BEA6EA3E4684028DE30DCB338BF6C663F4021BE313794FA0D11B644
7

Malicious: false

Reputation: low

URL: https://onestack.notion.site/6733-e3cd7bb7686d6f55423e.js

Preview: "use strict";(self.webpackChunknotion_next=self.webpackChunknotion_next||[]).push([[6733],{69666:(e,t,o)=>{o.d(t,{J:()=>T});var a=o(77094),d=o.n(a),n=o(67294),r
=o(81954),i=o(97880),s=o(62216),l=o(86664);function u(e){window.__c={n:"AddressElementWrapper"};const{address:t,updateAddress:o}=e,a=(0,n.useCallback)((e=>
{const{name:t,address:a}=e.value;o({name:t,addressLine1:a.line1,addressLine2:a.line2??void 0,city:a.city,state:a.state,zipCode:a.postal_code,country:a.country})}),[o
]);return d()(l.AddressElement,{options:{mode:"billing",defaultValues:{name:null==t?void 0:t.name,address:{line1:null==t?void 0:t.addressLine1,line2:null==t?void 0:t.addr
essLine2,city:null==t?void 0:t.city,state:null==t?void 0:t.state,postal_code:null==t?void 0:t.zipCode,country:null==t?void 0:t.country}}},onChange:a})}var p=o(480),c=o(24
405),m=o(5366),y=o(50906),g=o(80366),b=o(74194),v=o(97464),f=o.n(v),h=o(31942),C=o(60709),S=o(52275),w=o(78140),M=o(9342),A=o(44532),Z=o(72495);function 
F(e){window.__c={n:"Checkou

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, Unicode text, UTF-8 text, with very long lines (16294), with no line terminators

Category: downloaded

Size (bytes): 16300

Entropy (8bit): 5.425419983538958

Encrypted: false

SSDEEP: 384:SCPVcNiQpLnLzu1GGGqqUHoFBBEaEYhUvypVHIm:SCPeikLK1GGGqqUHoFBBEaEYCm

MD5: 62D904F8D137E2AF519B36719B699855

SHA1: 23E6AB5368029969ACC964A2A5E646CAA43697B4

SHA-256: 62D408D4740B3559D6787D6DB909B7168BE0F545F1B141B795F23E16D6B3B153

SHA-512: 39C5F5BEDCA8BDE911ECA994D3773CC4DBA1BF712B8B8E953BC053E41FCE1357C72A43681C18AAF5AC8D4F173CBE4C77D5F3493843D4B8CAB02EF932423A2
5F7

Malicious: false

Reputation: low

URL: https://onestack.notion.site/On-boarding-72cc2c703c394540bac60c6ac1777e85https://onestack.notion.site/Tokenization-fb18698ccdce456c80b5f0c85f53f7b6

Chrome Cache Entry: 191

Chrome Cache Entry: 192
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Preview: <!doctype html><html class="notion-html"><head lang="en"><meta charset="utf-8"><meta name="viewport" content="width=device-width,height=device-height,initial-sc
ale=1,maximum-scale=1,user-scalable=no,viewport-fit=cover"><title>Notion . The all-in-one workspace for your notes, tasks, wikis, and databases.</title><meta na
me="description" content="A new tool that blends your everyday work apps into one. It's the all-in-one workspace for you and your team"><script>window.__webStar
tTime=performance.now(),window.__webStartTimeLegacy=Date.now()</script><meta name="twitter:card" content="summary_large_image"><meta name="twitter:site" 
content="@NotionHQ"><meta name="twitter:title" content="Notion . The all-in-one workspace for your notes, tasks, wikis, and databases."><meta name="twitter:d
escription" content="A new tool that blends your everyday work apps into one. It's the all-in-one workspace for you and your team"><meta name="twitter:url" cont
ent="https://www.notion.so"><meta name="twitte

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text

Category: downloaded

Size (bytes): 1551

Entropy (8bit): 4.7492682852753

Encrypted: false

SSDEEP: 48:eHfsg3ZVKk6F4sgC1iXkIsDnAI7n9AZChh+ign:e/Z3ZVKLF4Z00kFn57+8hEiu

MD5: 5C79217269C1DD9E0828FF4D7C196334

SHA1: BE0A7309CC81109569BF0B08FB855DDBE2225D3C

SHA-256: 2281A950C3EFF4F9E3C2535C8168EF4CB4772967422601B6AE930207EAFAF7A7

SHA-512: 300FE2315D5DC373363A409004D677B0BF0957274FFD20F1A775AF7DCAB15E889E8FB85FE49F1D16AB71D2BE638D09E0DA60A68B484E8C1D6A3512F6AEFAA7
B4

Malicious: false

Reputation: low

URL: https://onestack.notion.site/print.5c792172.css

Preview: html,.body,.#notion-app {..height: auto !important;..overflow: auto !important;..font-size: 14px !important;..-webkit-print-color-adjust: exact;..padding: 0 !important;..margin: 0 
!important;.}...notion-help-button,..notion-print-ignore,..notion-overlay-container,..notion-sidebar-container,..notion-presence-container,..notion-topbar,..notion-topbar-
export-popup,..notion-selectable-halo,..notion-help-button,..notion-page-controls {..display: none !important;.}...notion-frame {..width: 100% !important;..height: auto 
!important;..border: none !important;..padding: 0 !important;..margin: 0 !important;..-webkit-print-color-adjust: exact;.}...notion-scroller {..height: auto !important;..width: 100
% !important;..max-height: none !important;..max-width: none !important;..overflow: visible !important;..padding: 0 !important;..margin: 0 !important;.../* Remove the extra 
padding when the screen is wide. */..display: block !important;.}..html {..height: auto !important;..overflow: auto !important;

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 90 x 45, 8-bit/color RGBA, non-interlaced

Category: dropped

Size (bytes): 199

Entropy (8bit): 5.601113035013931

Encrypted: false

SSDEEP: 6:6v/lhPyhE/6TsR/zE1ZmRYzTiFihbbU8up:6v/7ahE/6Ts/o1Zzz2F8bU9

MD5: 6DB58059D5597BA22E201A77284269C1

SHA1: 96BD16627A7F59FC10EE48C83AE56306F3D597E3

SHA-256: 9E9277B7DE908A16BC83BAA1DC01435C79F255E07B6D182A5872438115234442

SHA-512: D1953F5B13B59ED7B44F40CB68ACA7DFE53B567CAABFDD337CC365BC180C997663B38B96BC87A25EBFB31761423DCB20253D6D7483D0375ED1BF38B6439FE8
EB

Malicious: false

Reputation: low

Preview: .PNG........IHDR...Z...-.......|{....pHYs.................sRGB.........gAMA......a....\IDATx.....0..0n.....`@x..9..|.i..@..-...4h..-.A.4h...Z.A.4h...Z.A..h.....@..h....@.>R.h..3.Q.0....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text, with very long lines (65534), with no line terminators

Category: downloaded

Size (bytes): 75925

Entropy (8bit): 4.999908569121696

Encrypted: false

SSDEEP: 768:CTe8+vd7wVWXaozuDil/wmiC5kQuBjlPDcqHnJ62v:z8m0VWqjD4+cqp6O

MD5: 033178BA913B47127A8B24CACA66670B

SHA1: 93ECB4842FEFAF16DBD7AF4214C9B9FA1FE85B57

SHA-256: 052A15765DBCA355456A1A689CF13413B0C00F5301DE8821C7FCE47704D6678C

SHA-512: BB9B40A5458A9A6B4576B3F04F7428182B46496170DF7E48B2B7B05C81024A6F4F1D4D4468EA94B0BAA23A630AFD482CDD416D0AB00BCC93C3A894F65F65CF6
3

Malicious: false

Reputation: low

Chrome Cache Entry: 193

Chrome Cache Entry: 194

Chrome Cache Entry: 195
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URL: https://onestack.notion.site/1552-ab939dd3e5562f90d5c6.js

Preview: "use strict";(self.webpackChunknotion_next=self.webpackChunknotion_next||[]).push([[1552],{29572:(a,e,i)=>{i.d(e,{Z:()=>S});var s=i(97464),r=i.n(s),o=i(77094),l=i.n(o),t=
i(17126),n=i(67294),m=i(480),c=i(81954),u=i(8421),d=i(31942);const A=["Africa/Abidjan","Africa/Accra","Africa/Addis_Ababa","Africa/Algiers","Africa/Asmara","Afr
ica/Asmera","Africa/Bamako","Africa/Bangui","Africa/Banjul","Africa/Bissau","Africa/Blantyre","Africa/Brazzaville","Africa/Bujumbura","Africa/Cairo","Africa/Casablanca","
Africa/Ceuta","Africa/Conakry","Africa/Dakar","Africa/Dar_es_Salaam","Africa/Djibouti","Africa/Douala","Africa/El_Aaiun","Africa/Freetown","Africa/Gaborone","Africa/Harar
e","Africa/Johannesburg","Africa/Juba","Africa/Kampala","Africa/Khartoum","Africa/Kigali","Africa/Kinshasa","Africa/Lagos","Africa/Libreville","Africa/Lome","Africa/Luand
a","Africa/Lubumbashi","Africa/Lusaka","Africa/Malabo","Africa/Maputo","Africa/Maseru","Africa/Mbabane","Africa/Mogadishu","Africa/Monrovia","Africa/Nairobi","A

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text, with very long lines (65526), with no line terminators

Category: downloaded

Size (bytes): 73946

Entropy (8bit): 5.522360668850807

Encrypted: false

SSDEEP: 1536:/c9+DW28h1uTYpC4xl6R3aPWBDko/uHnDcWzQPpEUrv3bR7:CB28hMci3MWBQo6KJ

MD5: 5213F59B82C1A8320090F78CE25BB566

SHA1: 0B0F2846A9EEB04B6FB5F1778C9CF291F6B51808

SHA-256: D64BEE455E75C5F10ECBB03176BF6EC25FD04AA033518FF398AAA4D8DA8C84C3

SHA-512: 274ADD703305343C8F2FD2056BAF23222C15314FC3400FE84B8013E08F07B766447A58A934612A06ECF4D0514A8AC464C7DF9FA76203EE62B34B22E331C2B056

Malicious: false

Reputation: low

URL: https://onestack.notion.site/transport-support-0b602a85195aad344c9a.js

Preview: (self.webpackChunknotion_next=self.webpackChunknotion_next||[]).push([[9543],{16791:function(e,t,n){e.exports=function(){"use strict";function e(t){return(e="function"==t
ypeof Symbol&&"symbol"==typeof Symbol.iterator?function(e){return typeof e}:function(e){return e&&"function"==typeof Symbol&&e.constructor===Symbol&&e
!==Symbol.prototype?"symbol":typeof e})(t)}function t(e,t){if(!(e instanceof t))throw new TypeError("Cannot call a class as a function")}function i(e,t){for(var n=0;n<t.l
ength;n++){var i=t[n];i.enumerable=i.enumerable||!1,i.configurable=!0,"value"in i&&(i.writable=!0),Object.defineProperty(e,i.key,i)}}function r(e,t,n){return t&&i(e.proto
type,t),n&&i(e,n),e}function o(e,t,n){return t in e?Object.defineProperty(e,t,{value:n,enumerable:!0,configurable:!0,writable:!0}):e[t]=n,e}function s(e){for(var t=1;t<ar
guments.length;t++){var n=null!=arguments[t]?arguments[t]:{},i=Object.keys(n);"function"==typeof Object.getOwnPropertySymbols&&(i=i.concat(Object.getOwnProperty
Symbols(n)

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, Unicode text, UTF-8 text, with very long lines (16294), with no line terminators

Category: downloaded

Size (bytes): 16300

Entropy (8bit): 5.425419983538958

Encrypted: false

SSDEEP: 384:SCPVcNiQpLnLzu1GGGqqUHoFBBEaEYhUvypVHIm:SCPeikLK1GGGqqUHoFBBEaEYCm

MD5: 62D904F8D137E2AF519B36719B699855

SHA1: 23E6AB5368029969ACC964A2A5E646CAA43697B4

SHA-256: 62D408D4740B3559D6787D6DB909B7168BE0F545F1B141B795F23E16D6B3B153

SHA-512: 39C5F5BEDCA8BDE911ECA994D3773CC4DBA1BF712B8B8E953BC053E41FCE1357C72A43681C18AAF5AC8D4F173CBE4C77D5F3493843D4B8CAB02EF932423A2
5F7

Malicious: false

Reputation: low

URL: https://onestack.notion.site/Customer-Account-5f95cb669ac24879be21dc6306bd5cd4https://onestack.notion.site/UPI-Bharat-QR-Generation-
1a8d33e0156f47b683c5aa0eccb0cad6https://onestack.notion.site/UPI-Inward-Initiation-3fd493610133409888791982c6fcc8f4https://onestack.notion.site/UPI-Real-Time-
Settlement-b25eee12ea674407801b0a9b7a015f13https://onestack.notion.site/UPI-T-1-Settlement-3f5871e0c37e4ff0a854733570ff2016https://onestack.notion.site/UPI-
Outward-7912d4e83c5947f99def21c95ada324dhttps://onestack.notion.site/Payee-Management-OneStack-OTP-
da6e4076e8a04897b5de56d95a44dfcehttps://onestack.notion.site/Fund-Transfer-Onestack-OTP-a85918afcc3848019ff83f0d4daeb509https://onestack.notion.site/IIMPS-
MMID-f6049e43d2a448f0aaa004708b3a9beehttps://onestack.notion.site/Cheque-Book-520ddefd08154e9bb74c885ff045156chttps://onestack.notion.site/Card-
Management-89140db811f04754bce85c43782396b8

Preview: <!doctype html><html class="notion-html"><head lang="en"><meta charset="utf-8"><meta name="viewport" content="width=device-width,height=device-height,initial-sc
ale=1,maximum-scale=1,user-scalable=no,viewport-fit=cover"><title>Notion . The all-in-one workspace for your notes, tasks, wikis, and databases.</title><meta na
me="description" content="A new tool that blends your everyday work apps into one. It's the all-in-one workspace for you and your team"><script>window.__webStar
tTime=performance.now(),window.__webStartTimeLegacy=Date.now()</script><meta name="twitter:card" content="summary_large_image"><meta name="twitter:site" 
content="@NotionHQ"><meta name="twitter:title" content="Notion . The all-in-one workspace for your notes, tasks, wikis, and databases."><meta name="twitter:d
escription" content="A new tool that blends your everyday work apps into one. It's the all-in-one workspace for you and your team"><meta name="twitter:url" cont
ent="https://www.notion.so"><meta name="twitte

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text, with very long lines (65524), with no line terminators

Category: downloaded

Size (bytes): 1702354

Chrome Cache Entry: 196

Chrome Cache Entry: 197

Chrome Cache Entry: 198
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Entropy (8bit): 5.2474882340388875

Encrypted: false

SSDEEP: 24576:+GdZ/HHRgl9diuHjJZV/S3ZAzegF/3vjGvg6yhkMcRhx3OlOb5uhktI:FZ/nSjdiuHjLWgDFhkMYL3OlOb5uhkW

MD5: 59F79ED0EAECBF3C0E7A3258870AEBCB

SHA1: 5651C3B3352865F5B728C1BDE623310364B4A831

SHA-256: 4C267BE16657944DF91457CCB400F3B44B5C234C3E33BFAD023E09D915A9B749

SHA-512: 886993F5FDC1914EFF12FBAAB302F9A57A7EF6E8ED8D073DB363104A0A5A18CBD9A36A1AA78CCCC66BD911E2DC19100104AF40B407938874866CB9F6CF51B2
A4

Malicious: false

Reputation: low

URL: https://onestack.notion.site/postRender-ce4acacc21375900ef05.js

Preview: "use strict";(self.webpackChunknotion_next=self.webpackChunknotion_next||[]).push([[8586],{41311:(e,t,i)=>{i.d(t,{w1:()=>_,XP:()=>I,y2:()=>x,bA:()=>Z,T_:()=>P,B3:
()=>F,h7:()=>A});var n=i(65917),a=i(4615),o=i(98459),s=i(80984),r=i(64002),l=i(5366),d=i(95477),c=i(77373),u=i(93959),p=i(70538),m=i(71935),g=i(27832),h=i(227
56),f=i(67940),v=i(50906),y=i(54642),b=i(51127),S=i(47307),w=i(84908),M=i(30738),C=i(15356),k=i(30149);const T=(0,l.defineMessages)({authenticatingWithAsana:{id
:"asanaActions.authenticatingWithAsana.loadingMessage",defaultMessage:"Authenticating with Asana."},titleMessage:{id:"asanaActions.loginWithAsanaPopupModal.titl
e",defaultMessage:"Asana login"}});async function _(e){const{environment:t,flowId:i}=e;await y.disconnectAsana(t,{});const n=(0,m.eC)(t);let a=(0,s.s1)(d.Z.doma
inBaseUrl,{authType:n,userId:t.currentUser.id});if(a=n.redirectToAuth?a:await(0,m.HU)(t,a),t.device.isElectron)return h.Z.setState({...h.Z.state,isAccountLinkingInProgres
s:!0}),void w.openExternalUr

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 3960 x 3960, 8-bit colormap, non-interlaced

Category: downloaded

Size (bytes): 2711809

Entropy (8bit): 7.936960399249648

Encrypted: false

SSDEEP: 49152:MngXb+wefc+QT+VGtVHJS/6JfJ5rTrQgkA9uJSLXjWSjeanjw1wHju55l:kSb+weGBtVICJjfUxSLTjeajw1uu5T

MD5: D3A698652C9A916F82AB0264C42AC954

SHA1: C952C1F9754424930658400B4B0F898CFB899441

SHA-256: 70709FA61E0FAE66603EF4345B507A56BBFB35C87A037EB855D464A5210C4C9B

SHA-512: 2CE42E6E57820B1179E7F225316A732E3A593FFCC0FCA038C95A1C7D03C96FA5FD0661E7159232C90339B4E33B58C254670C6661F8886DAFC5185A8F81B0500C

Malicious: false

Reputation: low

URL: https://onestack.notion.site/images/emoji/twitter-emoji-spritesheet-64.d3a69865.png

Preview: .PNG........IHDR...x...x.....k.B.....PLTEGpL..rl..@..B..;...JB.,>..D.................teS[A^h.SA.^f.Zn.i.h.f...T......M?.wT.~W.}W.vV.hO.iO.X..A..C../..3..4../..@..D-+-............*.0=3/./C./?
..L......K..O?3|@/a1&b0$`5*,26*04)/3..&.;!..M..^..M...........L6........vR.|+..@..........a..V..,16.._..\....?o.O..`..fu.ht}...Y........IS.....n.Mw.Vw.U.\Q?..d..u..O........rgt~.ie....M5...W
..U............]C....o..P._>.)<?DE.}_.zfC2._)...|2(g".`....Y..:x,......_q../?.....~...s;.9.p}..oN..eQ.0?s..\.;|S>fkq....~....X\`17<..k..E.Ph.H<'.....f.....rL9...J6.)..%8..0....{.........|S>....%$*)...
.39}C.........M6+.................IY....c.t>../.\..1.~.].tO.X6.FO[.c.gF..]w....#0......m........'~...pT2.[...(g...8}...:gE.X..3w.$f. \.x..E.Mc...G.*..N.;...'f.a$....b.....o..,..H.H....tRNS..?...J...&b
..B..%g.....|\.).....3i....K......yX.....<....................i.Z...................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (65536), with no line terminators

Category: downloaded

Size (bytes): 1817794

Entropy (8bit): 5.619051295418711

Encrypted: false

SSDEEP: 24576:aF8iadY3oAKBg8bxCLuJ/VRPk1ZYyupfj7ghjo49LM0VK:bDY3oAKBgqxCLOEPYHj7ghjo49LM0VK

MD5: D1425C9F41259871BB7AD870E4810DE8

SHA1: 517342277B81C379770200B148315CDE193988BA

SHA-256: E0729499877C9F8F007C69C00383756D38E39C57ED4F596DA573523FF4E74404

SHA-512: 334CBF8EE760B4726094559DA6B5D88AE2FD0A66AEC616483A00A2A96DD4D26B5CFFBC759BAEC16C2D65B0B963991AF1C0C5FD6B2F4C13A7162AFF4EB726B
522

Malicious: false

Reputation: low

URL: https://onestack.notion.site/8622-9b22838c1164e6a8bd83.js

Preview: (self.webpackChunknotion_next=self.webpackChunknotion_next||[]).push([[8622],{95957:(e,t,n)=>{"use strict";function r(e,t){var n=t&&t.cache?t.cache:c,r=t&&t.serializer?t.
serializer:u;return(t&&t.strategy?t.strategy:s)(e,{cache:n,serializer:r})}function i(e,t,n,r){var i,o=null==(i=r)||"number"==typeof i||"boolean"==typeof i?r:n(r),a=t.get(o);return 
void 0===a&&(a=e.call(this,r),t.set(o,a)),a}function o(e,t,n){var r=Array.prototype.slice.call(arguments,3),i=n(r),o=t.get(i);return void 0===o&&(o=e.apply(this,r),t.set(
i,o)),o}function a(e,t,n,r,i){return n.bind(t,e,r,i)}function s(e,t){return a(e,this,1===e.length?i:o,t.cache.create(),t.serializer)}n.d(t,{Z:()=>r,A:()=>f});var u=function(){return 
JSON.stringify(arguments)};function l(){this.cache=Object.create(null)}l.prototype.get=function(e){return this.cache[e]},l.prototype.set=function(e,t){this.cache[e]=t};var c=
{create:function(){return new l}},f={variadic:function(e,t){return a(e,this,o,t.cache.create(),t.serializer)},monadic:functi

Chrome Cache Entry: 199

Chrome Cache Entry: 200

Chrome Cache Entry: 202
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text

Category: downloaded

Size (bytes): 41356

Entropy (8bit): 5.1434356388849

Encrypted: false

SSDEEP: 768:OpBunGf2yNU/oPiWuUdwv+rpcTVU0pzSTcyxn+7mrk1/mbYk3rlR:OpBunGf2IU/oPi3p+rpcTVU0pzSTcyxN

MD5: 535E876CD0EB7A86D766E778068A9325

SHA1: AD18167812B3CBB2DA4C68CB44B83E9FC7E07A51

SHA-256: AA2F78CB02F8A7BAB962E0BBF3DB237FF7FEE2BE33EA62E56AD6BD7AD9C2F600

SHA-512: C16B94BB81DCADB058FD16176488320FFAC128C18359E648DA491733029F311DD7ACCA1C3FD03017111E5771450C9698ECD4003EAB9DB471E8AADA7D4D95863
A

Malicious: false

Reputation: low

URL: https://onestack.notion.site/app-887dcfc69182d303a3d7.css

Preview: /*!****************************************************************************!*\.  !*** css ./node_modules/css-loader/dist/cjs.js!./src/client/css/fonts.css ***!.  \***********************
*****************************************************/.@font-face {..font-family: "Lyon-Text";..src: url(/lyon-text-regular-3be84b20b1d9ff1e3456b0a220ae449b.woff) format(
"woff");..font-style: normal;..font-weight: 400;.}..@font-face {..font-family: "Lyon-Text";..src: url(/lyon-text-regular-italic-437d32a42fc5b8268bb4a1e0cc8b363f.woff) for
mat("woff");..font-style: italic;..font-weight: 400;.}..@font-face {..font-family: "Lyon-Text";..src: url(/lyon-text-semibold-acb7f110189034ff6a1afa4b730be0ed.woff) forma
t("woff");..font-style: normal;..font-weight: 600;.}..@font-face {..font-family: "Lyon-Text";..src: url(/lyon-text-semibold-italic-1f81a2f93060f05edd7f078ac91f25e6.woff) 
format("woff");..font-style: italic;..font-weight: 600;.}..@font-face {..font-family: "iawriter-mono";..src: url(/iawriter-mono-re

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 5 icons, 16x16, 32 bits/pixel, 24x24, 32 bits/pixel

Category: downloaded

Size (bytes): 34494

Entropy (8bit): 3.2455282720898593

Encrypted: false

SSDEEP: 192:CUdIfL/uNI+Wku3TikkRUkn/oCb1E+3MeubbOjPLggNjpUuGHcDu:lIT/g5/RUGpUXcu

MD5: BF85A63DB2CE172322EB539A121EF81C

SHA1: DCCC27CD71CFFD705BCFBA1C87DC3DBDCC9708F5

SHA-256: 2DBED3D813F388AC99DAAC4C15D103AA56DA5066EFF4EDBA6EECA778B6DC6AD4

SHA-512: F94AAEBBBF13D72FC767FF26D2779B7B5D5DE45E5A1DCAC362117AC85EE60A45F42A3DB855D5C30B3A70C24CD05D37E9D89FB11DE653794D815E17F313A627
00

Malicious: false

Reputation: low

URL: https://onestack.notion.site/images/favicon.ico

Preview: ............ .h...V......... .........  .... .....F...00.... ..%......@@.... .(B...D..(....... ..... ................................................................................t...d................EEE.....................{{{.
mmm.^^^.OOO.AAA.....................ooo....................................................H........ooo.............ggg.........???.................................ooo.............................................................oo
o.............................................................ooo.................OOO.....[[[.III.............................ooo.............ooo.............III.............................ooo.............................III.........................
....ooo.................RRR.........<<<.............................ooo.............................rrr.iii.........................GGG.................................................................   .....................###.22
2.AAA.PPP.333.............aaa...............................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, Unicode text, UTF-8 text, with very long lines (16294), with no line terminators

Category: downloaded

Size (bytes): 16300

Entropy (8bit): 5.425419983538958

Encrypted: false

SSDEEP: 384:SCPVcNiQpLnLzu1GGGqqUHoFBBEaEYhUvypVHIm:SCPeikLK1GGGqqUHoFBBEaEYCm

MD5: 62D904F8D137E2AF519B36719B699855

SHA1: 23E6AB5368029969ACC964A2A5E646CAA43697B4

SHA-256: 62D408D4740B3559D6787D6DB909B7168BE0F545F1B141B795F23E16D6B3B153

SHA-512: 39C5F5BEDCA8BDE911ECA994D3773CC4DBA1BF712B8B8E953BC053E41FCE1357C72A43681C18AAF5AC8D4F173CBE4C77D5F3493843D4B8CAB02EF932423A2
5F7

Malicious: false

Reputation: low

URL: https://onestack.notion.site/Onestack-Core-Banking-Services-0964c4703aa0476e99af38481d41468f

Chrome Cache Entry: 203

Chrome Cache Entry: 204
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Preview: <!doctype html><html class="notion-html"><head lang="en"><meta charset="utf-8"><meta name="viewport" content="width=device-width,height=device-height,initial-sc
ale=1,maximum-scale=1,user-scalable=no,viewport-fit=cover"><title>Notion . The all-in-one workspace for your notes, tasks, wikis, and databases.</title><meta na
me="description" content="A new tool that blends your everyday work apps into one. It's the all-in-one workspace for you and your team"><script>window.__webStar
tTime=performance.now(),window.__webStartTimeLegacy=Date.now()</script><meta name="twitter:card" content="summary_large_image"><meta name="twitter:site" 
content="@NotionHQ"><meta name="twitter:title" content="Notion . The all-in-one workspace for your notes, tasks, wikis, and databases."><meta name="twitter:d
escription" content="A new tool that blends your everyday work apps into one. It's the all-in-one workspace for you and your team"><meta name="twitter:url" cont
ent="https://www.notion.so"><meta name="twitte

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, Unicode text, UTF-8 text, with very long lines (16294), with no line terminators

Category: downloaded

Size (bytes): 16300

Entropy (8bit): 5.425419983538958

Encrypted: false

SSDEEP: 384:SCPVcNiQpLnLzu1GGGqqUHoFBBEaEYhUvypVHIm:SCPeikLK1GGGqqUHoFBBEaEYCm

MD5: 62D904F8D137E2AF519B36719B699855

SHA1: 23E6AB5368029969ACC964A2A5E646CAA43697B4

SHA-256: 62D408D4740B3559D6787D6DB909B7168BE0F545F1B141B795F23E16D6B3B153

SHA-512: 39C5F5BEDCA8BDE911ECA994D3773CC4DBA1BF712B8B8E953BC053E41FCE1357C72A43681C18AAF5AC8D4F173CBE4C77D5F3493843D4B8CAB02EF932423A2
5F7

Malicious: false

Reputation: low

URL: https://onestack.notion.site/CBS-Core-Banking-Solutions-API-Stack-OneStack-3994c9476ea44ca4b9f44926325d39c4

Preview: <!doctype html><html class="notion-html"><head lang="en"><meta charset="utf-8"><meta name="viewport" content="width=device-width,height=device-height,initial-sc
ale=1,maximum-scale=1,user-scalable=no,viewport-fit=cover"><title>Notion . The all-in-one workspace for your notes, tasks, wikis, and databases.</title><meta na
me="description" content="A new tool that blends your everyday work apps into one. It's the all-in-one workspace for you and your team"><script>window.__webStar
tTime=performance.now(),window.__webStartTimeLegacy=Date.now()</script><meta name="twitter:card" content="summary_large_image"><meta name="twitter:site" 
content="@NotionHQ"><meta name="twitter:title" content="Notion . The all-in-one workspace for your notes, tasks, wikis, and databases."><meta name="twitter:d
escription" content="A new tool that blends your everyday work apps into one. It's the all-in-one workspace for you and your team"><meta name="twitter:url" cont
ent="https://www.notion.so"><meta name="twitte

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, Unicode text, UTF-8 text, with very long lines (16294), with no line terminators

Category: downloaded

Size (bytes): 16300

Entropy (8bit): 5.425419983538958

Encrypted: false

SSDEEP: 384:SCPVcNiQpLnLzu1GGGqqUHoFBBEaEYhUvypVHIm:SCPeikLK1GGGqqUHoFBBEaEYCm

MD5: 62D904F8D137E2AF519B36719B699855

SHA1: 23E6AB5368029969ACC964A2A5E646CAA43697B4

SHA-256: 62D408D4740B3559D6787D6DB909B7168BE0F545F1B141B795F23E16D6B3B153

SHA-512: 39C5F5BEDCA8BDE911ECA994D3773CC4DBA1BF712B8B8E953BC053E41FCE1357C72A43681C18AAF5AC8D4F173CBE4C77D5F3493843D4B8CAB02EF932423A2
5F7

Malicious: false

Reputation: low

URL: https://onestack.notion.site/Communication-Standard-Protocols-b3a28c8156984e6b8b3afd62be1b5a75https://onestack.notion.site/Index-
22af60cfbbac4c84b26aecf51b760429

Preview: <!doctype html><html class="notion-html"><head lang="en"><meta charset="utf-8"><meta name="viewport" content="width=device-width,height=device-height,initial-sc
ale=1,maximum-scale=1,user-scalable=no,viewport-fit=cover"><title>Notion . The all-in-one workspace for your notes, tasks, wikis, and databases.</title><meta na
me="description" content="A new tool that blends your everyday work apps into one. It's the all-in-one workspace for you and your team"><script>window.__webStar
tTime=performance.now(),window.__webStartTimeLegacy=Date.now()</script><meta name="twitter:card" content="summary_large_image"><meta name="twitter:site" 
content="@NotionHQ"><meta name="twitter:title" content="Notion . The all-in-one workspace for your notes, tasks, wikis, and databases."><meta name="twitter:d
escription" content="A new tool that blends your everyday work apps into one. It's the all-in-one workspace for you and your team"><meta name="twitter:url" cont
ent="https://www.notion.so"><meta name="twitte

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 90 x 45, 8-bit/color RGBA, non-interlaced

Category: downloaded

Size (bytes): 199

Entropy (8bit): 5.601113035013931

Encrypted: false

SSDEEP: 6:6v/lhPyhE/6TsR/zE1ZmRYzTiFihbbU8up:6v/7ahE/6Ts/o1Zzz2F8bU9

Chrome Cache Entry: 205

Chrome Cache Entry: 206

Chrome Cache Entry: 207
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MD5: 6DB58059D5597BA22E201A77284269C1

SHA1: 96BD16627A7F59FC10EE48C83AE56306F3D597E3

SHA-256: 9E9277B7DE908A16BC83BAA1DC01435C79F255E07B6D182A5872438115234442

SHA-512: D1953F5B13B59ED7B44F40CB68ACA7DFE53B567CAABFDD337CC365BC180C997663B38B96BC87A25EBFB31761423DCB20253D6D7483D0375ED1BF38B6439FE8
EB

Malicious: false

Reputation: low

URL: https://onestack.notion.site/images/page-cover/solid_yellow.png

Preview: .PNG........IHDR...Z...-.......|{....pHYs.................sRGB.........gAMA......a....\IDATx.....0..0n.....`@x..9..|.i..@..-...4h..-.A.4h...Z.A.4h...Z.A..h.....@..h....@.>R.h..3.Q.0....IEND.B`.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (9654), with no line terminators

Category: downloaded

Size (bytes): 9654

Entropy (8bit): 5.376946193581037

Encrypted: false

SSDEEP: 192:4BByPCkAHYpdD4bGNZCsTgRo7mLWnDwEI2MSC3evurVPD6:yZkAHY6GNZkC69EfCYYVPD6

MD5: B8D7DBA80E588BACAEDE2837D1B762E1

SHA1: 4BAA6EF1C5EF7FCC52BFF026CDB95E4467659712

SHA-256: 5FF4A2EBF013EC99E7C574688AAB620FDD01A45594E8624EFC7C003C1853B450

SHA-512: 06366414BC4174A74F32DDDF52306540451375A1489009A34E669504FD728D306E8BC381E9C723E3B60C040BEE8BBAF10AABD2B1CB65C82C3303FCF8BF868329

Malicious: false

Reputation: low

URL: https://onestack.notion.site/4436-5b78d6b71625daee4ace.js

Preview: "use strict";(self.webpackChunknotion_next=self.webpackChunknotion_next||[]).push([[4436],{40394:(t,e,o)=>{o.d(e,{b:()=>m,D:()=>g});var i=o(77094),n=o.n(i),l=o(
67294),r=o(24405),d=o(3779),a=o(82990),c=o(12534),s=o(75024),h=o(12508),u=o(84787),w=o(89728);function m(t){let{columnRenderInfo:e,theme:o,containerMa
rginTop:i}=t;return{container:{marginTop:i??17,tableLayout:"fixed",borderCollapse:"collapse",width:"100%",minWidth:e.reduce(((t,e)=>t+x(e.widthData)+b),0)},tabl
eHeaderRow:{},paddingRowCell:{height:8},firstColumn:{}}}function g(t){let{columnRenderInfo:e,sortState:o,onSortStateChanged:i,showRowBorders:d,hideHea
derRowPadding:a,renderRowChild:c,rows:s,onRowClick:h,renderNoRowsComponent:w,styles:m,getStyleForRow:g,multiselect:C,onScrollBottom:f,allowHorizontalS
croll:b,maxHeight:v,setStickyHeaderRow:x}=t;window.__c={n:"BaseTable"};const S=(0,r.yK)((t=>({horizontalScrollContainer:{position:"relative",width:"100%",displa
y:"grid",overflow:"auto"},scrollableContainer:{maxHeight:v,position:"r

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (65536), with no line terminators

Category: downloaded

Size (bytes): 1817794

Entropy (8bit): 5.619051295418711

Encrypted: false

SSDEEP: 24576:aF8iadY3oAKBg8bxCLuJ/VRPk1ZYyupfj7ghjo49LM0VK:bDY3oAKBgqxCLOEPYHj7ghjo49LM0VK

MD5: D1425C9F41259871BB7AD870E4810DE8

SHA1: 517342277B81C379770200B148315CDE193988BA

SHA-256: E0729499877C9F8F007C69C00383756D38E39C57ED4F596DA573523FF4E74404

SHA-512: 334CBF8EE760B4726094559DA6B5D88AE2FD0A66AEC616483A00A2A96DD4D26B5CFFBC759BAEC16C2D65B0B963991AF1C0C5FD6B2F4C13A7162AFF4EB726B
522

Malicious: false

Reputation: low

URL: https://www.notion.so/8622-9b22838c1164e6a8bd83.js

Preview: (self.webpackChunknotion_next=self.webpackChunknotion_next||[]).push([[8622],{95957:(e,t,n)=>{"use strict";function r(e,t){var n=t&&t.cache?t.cache:c,r=t&&t.serializer?t.
serializer:u;return(t&&t.strategy?t.strategy:s)(e,{cache:n,serializer:r})}function i(e,t,n,r){var i,o=null==(i=r)||"number"==typeof i||"boolean"==typeof i?r:n(r),a=t.get(o);return 
void 0===a&&(a=e.call(this,r),t.set(o,a)),a}function o(e,t,n){var r=Array.prototype.slice.call(arguments,3),i=n(r),o=t.get(i);return void 0===o&&(o=e.apply(this,r),t.set(
i,o)),o}function a(e,t,n,r,i){return n.bind(t,e,r,i)}function s(e,t){return a(e,this,1===e.length?i:o,t.cache.create(),t.serializer)}n.d(t,{Z:()=>r,A:()=>f});var u=function(){return 
JSON.stringify(arguments)};function l(){this.cache=Object.create(null)}l.prototype.get=function(e){return this.cache[e]},l.prototype.set=function(e,t){this.cache[e]=t};var c=
{create:function(){return new l}},f={variadic:function(e,t){return a(e,this,o,t.cache.create(),t.serializer)},monadic:functi

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (3467), with no line terminators

Category: downloaded

Size (bytes): 3467

Entropy (8bit): 5.41662986604728

Encrypted: false

Chrome Cache Entry: 208

Chrome Cache Entry: 209

Chrome Cache Entry: 210
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SSDEEP: 96:6MU5nuRaS5uFAkSk1GkD1oKECfrI9emSQJ1/JduF:xwsMpVmSQJlqF

MD5: 82642A108FC004586E1A72F2B0011E45

SHA1: 56F25127BD5A4EE72195EDE54C1873FE88595AB0

SHA-256: 9DB1888FE6C4F09DFCA6356251BD31B99AFDB890131BE40D1690230B3A371150

SHA-512: A925E3E8727784A54401F432321190ADBD97C8946DCC085F3BEDAC016FEAAC5AA23E6CF270B0A42EC8B19C413416F32C707A4C01128F4A181C54EF27784298C0

Malicious: false

Reputation: low

URL: https://onestack.notion.site/third-party-scripts-83146e514c74c20dae42.js

Preview: "use strict";(self.webpackChunknotion_next=self.webpackChunknotion_next||[]).push([[9765],{78910:(e,s,i)=>{i.r(s),i.d(s,{InjectThirdPartyScripts:()=>P,useThirdPartyScript
s:()=>C});var a=i(96486),t=i.n(a),n=i(67294),r=i(13991),o=i(480),d=i(81954),c=i(29450),u=i(66673),p=i(65454),l=i(4615);const g="a2a8e2144b2bbbb4074a",m="901895b8-
45c7-40c8-ba91-626cfc6739b3";function f(){var e,s,i;if(!window._cio)for(window._cio=[],e=function(e){return function(){window._cio.push([e].concat(Array.prototype.slice
.call(arguments,0)))}},s=["load","identify","sidentify","track","page","on","off","reset"],i=0;i<s.length;i++)window._cio[s[i]]=e(s[i])}var S=i(7250),y=i(62291),b=i(49902),I=i(5090
6),w=i(95477),E=i(15010),_=i(58455),k=i(27832),h=i(61893),v=i(74055),Z=i(10161),D=i(3418),K=i(69454),V=i(7339);function C(){const e=(0,o.O7)(),s=(0,o.Fy)(),{cur
rentUser:i}=e,{isEnabled:a,spaceId:C,userEmail:P,userDaysSinceSignup:L,userDomainType:M,isSpaceAdmin:R}=(0,d.VK)((()=>{const e=_.default.state.isSprig
Enabled&&h

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, Unicode text, UTF-8 text, with very long lines (16294), with no line terminators

Category: downloaded

Size (bytes): 16300

Entropy (8bit): 5.425419983538958

Encrypted: false

SSDEEP: 384:SCPVcNiQpLnLzu1GGGqqUHoFBBEaEYhUvypVHIm:SCPeikLK1GGGqqUHoFBBEaEYCm

MD5: 62D904F8D137E2AF519B36719B699855

SHA1: 23E6AB5368029969ACC964A2A5E646CAA43697B4

SHA-256: 62D408D4740B3559D6787D6DB909B7168BE0F545F1B141B795F23E16D6B3B153

SHA-512: 39C5F5BEDCA8BDE911ECA994D3773CC4DBA1BF712B8B8E953BC053E41FCE1357C72A43681C18AAF5AC8D4F173CBE4C77D5F3493843D4B8CAB02EF932423A2
5F7

Malicious: false

Reputation: low

URL: https://onestack.notion.site/Deposits-ba4bd3345812423e8eddbf4d8de354cahttps://onestack.notion.site/Loan-Account-
75e9bc2deefd45fb82acd2ead11fee86https://onestack.notion.site/Agent-Assist-Model-Console-d4904d288af24bdb9202deb60a168cdehttps://onestack.notion.site/Pin-
Management-83829b6b4b80472298cd52362a660630https://onestack.notion.site/Branch-ATM-Locator-
8285ab8f8a8c4366bb1a7c4b97001de8https://onestack.notion.site/Heartbeat-12694f40d5394483ade2f184be9b90c0asp.net/https://www.notion.so/Cookie-Notice-
bc186044eed5488a8387a9e94b14e58c

Preview: <!doctype html><html class="notion-html"><head lang="en"><meta charset="utf-8"><meta name="viewport" content="width=device-width,height=device-height,initial-sc
ale=1,maximum-scale=1,user-scalable=no,viewport-fit=cover"><title>Notion . The all-in-one workspace for your notes, tasks, wikis, and databases.</title><meta na
me="description" content="A new tool that blends your everyday work apps into one. It's the all-in-one workspace for you and your team"><script>window.__webStar
tTime=performance.now(),window.__webStartTimeLegacy=Date.now()</script><meta name="twitter:card" content="summary_large_image"><meta name="twitter:site" 
content="@NotionHQ"><meta name="twitter:title" content="Notion . The all-in-one workspace for your notes, tasks, wikis, and databases."><meta name="twitter:d
escription" content="A new tool that blends your everyday work apps into one. It's the all-in-one workspace for you and your team"><meta name="twitter:url" cont
ent="https://www.notion.so"><meta name="twitte

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text, with very long lines (49312), with no line terminators

Category: downloaded

Size (bytes): 49361

Entropy (8bit): 5.385868427430037

Encrypted: false

SSDEEP: 1536:YxeJFguWJV4OEcTiHa8dtk/x1rve71bfCojJ0Xhbbb7HV32rms9AUOAAElyGRMFw:EHXFV3TzSjYq

MD5: 13D9094BECE0FB04A9C8E05ACE5DAF27

SHA1: 797D388F8A5154E12893412D8204908AAC01CC09

SHA-256: 3C8A1C4F694F5F7EBAD52E5B0087683EB23B33B737B5ECD92F738ECD2270156C

SHA-512: 15ABD32926074B6DE273A678E014A1BE6C968469160097F62F294FE0F49ECF3AF2729E7B1AAE8792F27635187112D8B40B81F933EA51121728F40D14C86F45A6

Malicious: false

Reputation: low

URL: https://onestack.notion.site/tinymce-word-paste-filter-ff147c0fa9e583346507.js

Preview: (self.webpackChunknotion_next=self.webpackChunknotion_next||[]).push([[1109],{48490:function(e){var t,n,r;e.exports=(function(e){function i(e,t){return w.call(e,t)}function 
a(e,t){var n,r,i,a,o,l,s,u,c,d,f,p=t&&t.split("/"),m=b.map,h=m&&m["*"]||{};if(e&&"."===e.charAt(0))if(t){for(p=p.slice(0,p.length-1),o=(e=e.split("/")).length-1,b.nodeIdCompat&&
_.test(e[o])&&(e[o]=e[o].replace(_,"")),e=p.concat(e),c=0;c<e.length;c+=1)if("."===(f=e[c]))e.splice(c,1),c-=1;else if(".."===f){if(1===c&&(".."===e[2]||".."===e[0]))brea
k;c>0&&(e.splice(c-1,2),c-=2)}e=e.join("/")}else 0===e.indexOf("./")&&(e=e.substring(2));if((p||h)&&m){for(c=(n=e.split("/")).length;c>0;c-=1){if(r=n.slice(0,c).join("/")
,p)for(d=p.length;d>0;d-=1)if((i=m[p.slice(0,d).join("/")])&&(i=i[r])){a=i,l=c;break}if(a)break;!s&&h&&h[r]&&(s=h[r],u=c)}!a&&s&&(a=s,l=u),a&&(n.splice(0,l,a),e=n.join("/
"))}return e}function o(t,n){return function(){return p.apply(e,x.call(arguments,0).concat([t,n]))}}function l(e){return function(t){return 

Chrome Cache Entry: 211

Chrome Cache Entry: 212
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: PNG image data, 3960 x 3960, 8-bit colormap, non-interlaced

Category: dropped

Size (bytes): 2711809

Entropy (8bit): 7.936960399249648

Encrypted: false

SSDEEP: 49152:MngXb+wefc+QT+VGtVHJS/6JfJ5rTrQgkA9uJSLXjWSjeanjw1wHju55l:kSb+weGBtVICJjfUxSLTjeajw1uu5T

MD5: D3A698652C9A916F82AB0264C42AC954

SHA1: C952C1F9754424930658400B4B0F898CFB899441

SHA-256: 70709FA61E0FAE66603EF4345B507A56BBFB35C87A037EB855D464A5210C4C9B

SHA-512: 2CE42E6E57820B1179E7F225316A732E3A593FFCC0FCA038C95A1C7D03C96FA5FD0661E7159232C90339B4E33B58C254670C6661F8886DAFC5185A8F81B0500C

Malicious: false

Reputation: low

Preview: .PNG........IHDR...x...x.....k.B.....PLTEGpL..rl..@..B..;...JB.,>..D.................teS[A^h.SA.^f.Zn.i.h.f...T......M?.wT.~W.}W.vV.hO.iO.X..A..C../..3..4../..@..D-+-............*.0=3/./C./?
..L......K..O?3|@/a1&b0$`5*,26*04)/3..&.;!..M..^..M...........L6........vR.|+..@..........a..V..,16.._..\....?o.O..`..fu.ht}...Y........IS.....n.Mw.Vw.U.\Q?..d..u..O........rgt~.ie....M5...W
..U............]C....o..P._>.)<?DE.}_.zfC2._)...|2(g".`....Y..:x,......_q../?.....~...s;.9.p}..oN..eQ.0?s..\.;|S>fkq....~....X\`17<..k..E.Ph.H<'.....f.....rL9...J6.)..%8..0....{.........|S>....%$*)...
.39}C.........M6+.................IY....c.t>../.\..1.~.].tO.X6.FO[.c.gF..]w....#0......m........'~...pT2.[...(g...8}...:gE.X..3w.$f. \.x..E.Mc...G.*..N.;...'f.a$....b.....o..,..H.H....tRNS..?...J...&b
..B..%g.....|\.).....3i....K......yX.....<....................i.Z...................................................................................................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text, with very long lines (65524), with no line terminators

Category: downloaded

Size (bytes): 132846

Entropy (8bit): 5.251275633808988

Encrypted: false

SSDEEP: 1536:jiY8qRge9ij6oT0vU1icylVzYMGc/6Cw0/cRSyqAe5hkg0iD3WJeQAl3bLg1zDPG:WYlN2QDGCwpv9e5mg0iD3EnpPKn53H

MD5: 7DB4E40A44D2596042F7DB24C5625257

SHA1: 39AC863684C63CF2E2EFF434B73B8CF4A7EF4783

SHA-256: F02985DAABA27E68E2E2ED72A1DEDF095512C1B38932B5B952A434E7465FB12F

SHA-512: 771448ED0ABC5D11172489FF24DD61C34ABEDEE7B907D0D60B26F4914312D2141565635AAB048935877A645746E2E20ED876465751CAC06D79DB42EBB1EB424F

Malicious: false

Reputation: low

URL: https://onestack.notion.site/946-52d32320ce6b5f47f64f.js

Preview: "use strict";(self.webpackChunknotion_next=self.webpackChunknotion_next||[]).push([[946],{48298:(e,t,s)=>{s.d(t,{kn:()=>p,kj:()=>g,Tr:()=>h});var i=s(58129),r=s
(90468),o=s(19889),n=s(50906),a=s(54642),l=s(10279),d=s(9953),u=s(30149),m=s(85057),c=s(98905);const p=async e=>{const{environment:t,store:s,accessReq
uestStore:i,forActor:r,status:a,from:m}=e,c=t.currentUser.id;if("approved"===a){const e={type:"existingUser",value:r,spaceRole:"read_and_write"};if(!(await l.n_({environm
ent:t,store:s,inviteTargets:[e],inviteRole:"read_and_write",isOnboarding:!1,invite:{inviteOrigin:"membership_request"}})).success)return}u.createAndCommit({user
Action:"GrantAccessActivityAction.handleGrantAccess",environment:t,perform:e=>{d.sW({store:i,transaction:e,data:{granted_time:Date.now(),granted_by_table:o.KJ,g
ranted_by_id:c,resolved_time:Date.now(),resolved_by_table:o.KJ,resolved_by_id:c,status:a}})}}),n.O8I(t,{status:a,request_id:i.id,from:m,for_actor_id:r.id,space_role:s.get
Role()})};async function g(e){

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 48

Entropy (8bit): 4.246653522439334

Encrypted: false

SSDEEP: 3:b9yHmZNDrPUbql:boCjUbql

MD5: F7CA1C100A393ADF7E49471537BC5DFF

SHA1: 40BCF4955695A2DA4208D036D22E514E2B78BF49

SHA-256: 717DBB6E9C38C2D5DB63352BAF5243BACEE90BC196FF5B0B4F0B6D80626C44FA

SHA-512: 7A6C71C7D52860A6153A164474D309AD81E57E3A966DAA108D1B28E3B712D15E05117A45740AA5AD07E678C9FEEEAD55256534CCBB054A801BD50401EEF8D0A
0

Malicious: false

Reputation: low

URL: https://content-autofill.googleapis.com/v1/pages/ChRDaHJvbWUvMTA0LjAuNTExMi44MRIXCezOuS4J2ukEEgUNl4X1FBIFDTWGVBw=?alt=proto

Preview: CiIKEw2XhfUUGgQICRgBGgQIVhgCIAEKCw01hlQcGgQISxgC

Chrome Cache Entry: 213

Chrome Cache Entry: 214

Chrome Cache Entry: 215
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, Unicode text, UTF-8 text, with very long lines (16294), with no line terminators

Category: downloaded

Size (bytes): 16300

Entropy (8bit): 5.425419983538958

Encrypted: false

SSDEEP: 384:SCPVcNiQpLnLzu1GGGqqUHoFBBEaEYhUvypVHIm:SCPeikLK1GGGqqUHoFBBEaEYCm

MD5: 62D904F8D137E2AF519B36719B699855

SHA1: 23E6AB5368029969ACC964A2A5E646CAA43697B4

SHA-256: 62D408D4740B3559D6787D6DB909B7168BE0F545F1B141B795F23E16D6B3B153

SHA-512: 39C5F5BEDCA8BDE911ECA994D3773CC4DBA1BF712B8B8E953BC053E41FCE1357C72A43681C18AAF5AC8D4F173CBE4C77D5F3493843D4B8CAB02EF932423A2
5F7

Malicious: false

Reputation: low

URL: https://onestack.notion.site/Communication-Standard-Protocols-b3a28c8156984e6b8b3afd62be1b5a75https://onestack.notion.site/Index-
22af60cfbbac4c84b26aecf51b760429https://onestack.notion.site/Customers-Data-Sync-Bank-Wise-42bc17bb39dd46b080c3fddf0fbdafb6

Preview: <!doctype html><html class="notion-html"><head lang="en"><meta charset="utf-8"><meta name="viewport" content="width=device-width,height=device-height,initial-sc
ale=1,maximum-scale=1,user-scalable=no,viewport-fit=cover"><title>Notion . The all-in-one workspace for your notes, tasks, wikis, and databases.</title><meta na
me="description" content="A new tool that blends your everyday work apps into one. It's the all-in-one workspace for you and your team"><script>window.__webStar
tTime=performance.now(),window.__webStartTimeLegacy=Date.now()</script><meta name="twitter:card" content="summary_large_image"><meta name="twitter:site" 
content="@NotionHQ"><meta name="twitter:title" content="Notion . The all-in-one workspace for your notes, tasks, wikis, and databases."><meta name="twitter:d
escription" content="A new tool that blends your everyday work apps into one. It's the all-in-one workspace for you and your team"><meta name="twitter:url" cont
ent="https://www.notion.so"><meta name="twitte

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (3001)

Category: downloaded

Size (bytes): 194318

Entropy (8bit): 5.529759871278292

Encrypted: false

SSDEEP: 3072:668kyJzxAttyRfH2ryyQbSXDy/UWXMiqPPaG2plA+CxRgrDdwS2x:wJzxDpayyQbS0fciCPaG24+CvgrJv2x

MD5: E6AB816A26ACEA1A70F0F0F763DFD56B

SHA1: 93720BB2B59B250EA7F098C76039B905A334C7A9

SHA-256: 90F7745906BFD345898DDB18E1650410AD8E4275EBACAB4EDA1D287E31403367

SHA-512: 8774F5012100A721E43C2392C276D4D6C54E87C876B22135AB10882473949D4193C52A673399C8ADC7E9438430056343F6F8E6CA7CC4C754AE5A8626D12F3742

Malicious: false

Reputation: low

URL: https://accounts.google.com/gsi/client

Preview: "use strict";this.default_gsi=this.default_gsi||{};(function(_){var window=this;.try{.var aa,ba,ca,da,p,ea,ha,ia,ka;aa=function(a){var b=0;return function(){return b<a.length?
{done:!1,value:a[b++]}:{done:!0}}};ba="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)return 
a;a[b]=c.value;return a};.ca=function(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof glo
bal&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("a");};da=ca(this);p=function(a,b){if(b)a:{var c=da;a=a.split(".");for(var d=0
;d<a.length-1;d++){var e=a[d];if(!(e in c))break a;c=c[e]}a=a[a.length-1];d=c[a];b=b(d);b!=d&&null!=b&&ba(c,a,{configurable:!0,writable:!0,value:b})}};.p("Symbol",functio
n(a){if(a)return a;var b=function(f,h){this.g=f;ba(this,"description",{configurable:!0,writable:!0,value:h})};b.prototype.toString=function(){return t

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (3467), with no line terminators

Category: downloaded

Size (bytes): 3467

Entropy (8bit): 5.41662986604728

Encrypted: false

SSDEEP: 96:6MU5nuRaS5uFAkSk1GkD1oKECfrI9emSQJ1/JduF:xwsMpVmSQJlqF

MD5: 82642A108FC004586E1A72F2B0011E45

SHA1: 56F25127BD5A4EE72195EDE54C1873FE88595AB0

SHA-256: 9DB1888FE6C4F09DFCA6356251BD31B99AFDB890131BE40D1690230B3A371150

SHA-512: A925E3E8727784A54401F432321190ADBD97C8946DCC085F3BEDAC016FEAAC5AA23E6CF270B0A42EC8B19C413416F32C707A4C01128F4A181C54EF27784298C0

Malicious: false

Reputation: low

URL: https://www.notion.so/third-party-scripts-83146e514c74c20dae42.js

Chrome Cache Entry: 216

Chrome Cache Entry: 217

Chrome Cache Entry: 218
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Preview: "use strict";(self.webpackChunknotion_next=self.webpackChunknotion_next||[]).push([[9765],{78910:(e,s,i)=>{i.r(s),i.d(s,{InjectThirdPartyScripts:()=>P,useThirdPartyScript
s:()=>C});var a=i(96486),t=i.n(a),n=i(67294),r=i(13991),o=i(480),d=i(81954),c=i(29450),u=i(66673),p=i(65454),l=i(4615);const g="a2a8e2144b2bbbb4074a",m="901895b8-
45c7-40c8-ba91-626cfc6739b3";function f(){var e,s,i;if(!window._cio)for(window._cio=[],e=function(e){return function(){window._cio.push([e].concat(Array.prototype.slice
.call(arguments,0)))}},s=["load","identify","sidentify","track","page","on","off","reset"],i=0;i<s.length;i++)window._cio[s[i]]=e(s[i])}var S=i(7250),y=i(62291),b=i(49902),I=i(5090
6),w=i(95477),E=i(15010),_=i(58455),k=i(27832),h=i(61893),v=i(74055),Z=i(10161),D=i(3418),K=i(69454),V=i(7339);function C(){const e=(0,o.O7)(),s=(0,o.Fy)(),{cur
rentUser:i}=e,{isEnabled:a,spaceId:C,userEmail:P,userDaysSinceSignup:L,userDomainType:M,isSpaceAdmin:R}=(0,d.VK)((()=>{const e=_.default.state.isSprig
Enabled&&h

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text

Category: downloaded

Size (bytes): 41356

Entropy (8bit): 5.1434356388849

Encrypted: false

SSDEEP: 768:OpBunGf2yNU/oPiWuUdwv+rpcTVU0pzSTcyxn+7mrk1/mbYk3rlR:OpBunGf2IU/oPi3p+rpcTVU0pzSTcyxN

MD5: 535E876CD0EB7A86D766E778068A9325

SHA1: AD18167812B3CBB2DA4C68CB44B83E9FC7E07A51

SHA-256: AA2F78CB02F8A7BAB962E0BBF3DB237FF7FEE2BE33EA62E56AD6BD7AD9C2F600

SHA-512: C16B94BB81DCADB058FD16176488320FFAC128C18359E648DA491733029F311DD7ACCA1C3FD03017111E5771450C9698ECD4003EAB9DB471E8AADA7D4D95863
A

Malicious: false

Reputation: low

URL: https://www.notion.so/app-887dcfc69182d303a3d7.css

Preview: /*!****************************************************************************!*\.  !*** css ./node_modules/css-loader/dist/cjs.js!./src/client/css/fonts.css ***!.  \***********************
*****************************************************/.@font-face {..font-family: "Lyon-Text";..src: url(/lyon-text-regular-3be84b20b1d9ff1e3456b0a220ae449b.woff) format(
"woff");..font-style: normal;..font-weight: 400;.}..@font-face {..font-family: "Lyon-Text";..src: url(/lyon-text-regular-italic-437d32a42fc5b8268bb4a1e0cc8b363f.woff) for
mat("woff");..font-style: italic;..font-weight: 400;.}..@font-face {..font-family: "Lyon-Text";..src: url(/lyon-text-semibold-acb7f110189034ff6a1afa4b730be0ed.woff) forma
t("woff");..font-style: normal;..font-weight: 600;.}..@font-face {..font-family: "Lyon-Text";..src: url(/lyon-text-semibold-italic-1f81a2f93060f05edd7f078ac91f25e6.woff) 
format("woff");..font-style: italic;..font-weight: 600;.}..@font-face {..font-family: "iawriter-mono";..src: url(/iawriter-mono-re

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with very long lines (3001)

Category: downloaded

Size (bytes): 194318

Entropy (8bit): 5.529759871278292

Encrypted: false

SSDEEP: 3072:668kyJzxAttyRfH2ryyQbSXDy/UWXMiqPPaG2plA+CxRgrDdwS2x:wJzxDpayyQbS0fciCPaG24+CvgrJv2x

MD5: E6AB816A26ACEA1A70F0F0F763DFD56B

SHA1: 93720BB2B59B250EA7F098C76039B905A334C7A9

SHA-256: 90F7745906BFD345898DDB18E1650410AD8E4275EBACAB4EDA1D287E31403367

SHA-512: 8774F5012100A721E43C2392C276D4D6C54E87C876B22135AB10882473949D4193C52A673399C8ADC7E9438430056343F6F8E6CA7CC4C754AE5A8626D12F3742

Malicious: false

Reputation: low

URL: https://accounts.google.com/gsi/client

Preview: "use strict";this.default_gsi=this.default_gsi||{};(function(_){var window=this;.try{.var aa,ba,ca,da,p,ea,ha,ia,ka;aa=function(a){var b=0;return function(){return b<a.length?
{done:!1,value:a[b++]}:{done:!0}}};ba="function"==typeof Object.defineProperties?Object.defineProperty:function(a,b,c){if(a==Array.prototype||a==Object.prototype)return 
a;a[b]=c.value;return a};.ca=function(a){a=["object"==typeof globalThis&&globalThis,a,"object"==typeof window&&window,"object"==typeof self&&self,"object"==typeof glo
bal&&global];for(var b=0;b<a.length;++b){var c=a[b];if(c&&c.Math==Math)return c}throw Error("a");};da=ca(this);p=function(a,b){if(b)a:{var c=da;a=a.split(".");for(var d=0
;d<a.length-1;d++){var e=a[d];if(!(e in c))break a;c=c[e]}a=a[a.length-1];d=c[a];b=b(d);b!=d&&null!=b&&ba(c,a,{configurable:!0,writable:!0,value:b})}};.p("Symbol",functio
n(a){if(a)return a;var b=function(f,h){this.g=f;ba(this,"description",{configurable:!0,writable:!0,value:h})};b.prototype.toString=function(){return t

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text, with very long lines (65526), with no line terminators

Category: downloaded

Size (bytes): 9908429

Entropy (8bit): 5.496815503117961

Encrypted: false

SSDEEP: 49152:9Bo1k/dVWmOafIqF4SfiKfDljrrznmBCnIpXyuGSKtY+17Lkju5ihwDGo9e30fMG:JLzbBR4/c6lY/3Z/7KsIof

MD5: F0CD11EF020C745E8F2D5999CD573359

SHA1: 5ADD502333C5E575138503E18D6B735465CEBA84

SHA-256: D0E34869C2133D68FBBECB2E89BDA8B846C11AD89EB8EA2CA013DC3CE9C0967F

Chrome Cache Entry: 219

Chrome Cache Entry: 220

Chrome Cache Entry: 221
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SHA-512: 238941D539C157782E6A97B13325A53C8BD32E645FE9BA27950A38907C54A93264B465CDBB61BC0FB92C18C5AF1B3EC9E17F27D9DF3B7C738CD46AD45F4FB33
9

Malicious: false

Reputation: low

URL: https://onestack.notion.site/app-e5a2e67479a84a5d7ffc.js

Preview: (()=>{"use strict";var e,t,o,i,n,r,a,s={83355:(e,t,o)=>{o.d(t,{w:()=>y,Z:()=>S});var i=o(96486),n=o.n(i),r=o(67294),a=o(62518),s=o(8848),l=o(62965),d=o(60177),c=o(34958),
p=o(82540),u=o(18466),m=o(45060),g=o(62328),h=o(1302),f=o(14577);const y={...c.environmentLegacyContextTypes,...p.rk,...d.ZZ};class v extends r.Component{create
ComputedStore(e,t,o){const i=new f.Z(e,{useDeepEqual:Boolean(t),debugName:o?`${this.getComponentName()}.${o}`:this.makeUniqueDebugNameForComputedStore
()});return this.computedStores.push(i),i}makeUniqueDebugNameForComputedStore(){this.latestComputedStoreId=this.latestComputedStoreId+1;return`${this.
getComponentName()}.createComputedStore_${this.latestComputedStoreId}`}get registries(){return[]}constructor(e,t){super(e,t),this.debug=!1,this.profile=!1,this.
storeTypes=void 0,this.stores={},this.componentIsMounted=!1,this.componentIsUpdating=!1,this.autoListener=void 0,this.computedStores=[],this.onUnmountCallbacks=
new Set,this.latestComputedStoreId=0,this.enqueueF

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: MS Windows icon resource - 5 icons, 16x16, 32 bits/pixel, 24x24, 32 bits/pixel

Category: downloaded

Size (bytes): 34494

Entropy (8bit): 3.2455282720898593

Encrypted: false

SSDEEP: 192:CUdIfL/uNI+Wku3TikkRUkn/oCb1E+3MeubbOjPLggNjpUuGHcDu:lIT/g5/RUGpUXcu

MD5: BF85A63DB2CE172322EB539A121EF81C

SHA1: DCCC27CD71CFFD705BCFBA1C87DC3DBDCC9708F5

SHA-256: 2DBED3D813F388AC99DAAC4C15D103AA56DA5066EFF4EDBA6EECA778B6DC6AD4

SHA-512: F94AAEBBBF13D72FC767FF26D2779B7B5D5DE45E5A1DCAC362117AC85EE60A45F42A3DB855D5C30B3A70C24CD05D37E9D89FB11DE653794D815E17F313A627
00

Malicious: false

Reputation: low

URL: https://www.notion.so/images/favicon.ico

Preview: ............ .h...V......... .........  .... .....F...00.... ..%......@@.... .(B...D..(....... ..... ................................................................................t...d................EEE.....................{{{.
mmm.^^^.OOO.AAA.....................ooo....................................................H........ooo.............ggg.........???.................................ooo.............................................................oo
o.............................................................ooo.................OOO.....[[[.III.............................ooo.............ooo.............III.............................ooo.............................III.........................
....ooo.................RRR.........<<<.............................ooo.............................rrr.iii.........................GGG.................................................................   .....................###.22
2.AAA.PPP.333.............aaa...............................

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Web Open Font Format, TrueType, length 143708, version 0.0

Category: downloaded

Size (bytes): 143708

Entropy (8bit): 7.994482730867897

Encrypted: true

SSDEEP: 3072:GQC7YEMtQaHWcTtlNhQBeV0s/ls1BHTfWTgRzm7TNWTrWP:gXMtQa55XhmO06svzfW8QoiP

MD5: 001893789F7F342B520F29AC8AF7D6CA

SHA1: FFF9B6C468B1422132ED53AA9F0E8ED3589E3B8D

SHA-256: 2B828BEFBF5899D0EE81A815751E7EDA534A304EC9057CFCF4D585175FC2FF12

SHA-512: 01A1E7215EB82FB8691AC9AE191D5F5A4FF0009AEB00DFC2C8C3D59CCCE9B75759BD473558A6464B96E688EE16E2A88ADAF6CE5E7696252EA122D30DD3B679
5F

Malicious: false

Reputation: low

URL: https://www.notion.so/inter-ui-bold-001893789f7f342b520f29ac8af7d6ca.woff

Preview: wOFF......1\................................GDEF...0.........u..GPOS......C......^.ZGSUB..F...&...R..ze.OS/2..mh...V...`+.cmap..m...,...t|..nLglyf......).....l..head.......4...6'.E?hhea...<... ...$.
[.Rhmtx...\......'..W#.loca... ...p.....-.hmaxp.......... ....name..............post...4..F(.....3..x.%....[.@.......W.'...3Am.m3...m..Mm..k%......9.+.U2X%.U..J#Vi.*.Ye6..g...r.U^.j.
1...XJKaU.....IMb.f.`...u4....@...]......xA/.5..o.-~.O...+..\.Lw......\;....d7.....n#.t;.;.'......}w........I..l...}}l..`_....1../..~5...p..'.I...-....{...o....?..#j..F.a!+.....rX.*`.........6v..8.F.....m>n.-..v...
{m/..Cx..q;.g.,^..x.n.-....>....)qJ.wR.F%..X1.....:j.m...>j....^Q...............4^.......D>.K...... >hP,..c...[...!..a&..[pw.{.>.p ....8....L8.O.S..J...x......U...33...k.Zk-vY....X..j...m...K..nR.
h.............P.......cl....Vx...v^.3..{...=3s.]..!|E].........l..D.(H~.0.i.*B.<.P..-.z....%t!x.....K.tz..K"X.....0E{..N..%.E...0....;b.6@K..6.....c..B...*.T.K....

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: ASCII text, with no line terminators

Category: downloaded

Size (bytes): 28

Entropy (8bit): 4.137537511266051

Encrypted: false

Chrome Cache Entry: 228

Chrome Cache Entry: 229

Chrome Cache Entry: 230
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SSDEEP: 3:3sXojNhn:Aoxh

MD5: EDC0F92EBC514727869394BA478B40B3

SHA1: 2DA70415EC02219C62D5615B01A027710F8C651D

SHA-256: 057939224484665C54551FC4349A787DD136BFFA4C2AD35B0CAA2009FF9082E2

SHA-512: 235AC45EA50CFF69E74F81138E746975EB82876FC5DA0E16933C8117F37BEE2877B72C3319F33E25FDE3DD7B07159C4671E743CE73F06C57F312F1F5EA0E7985

Malicious: false

Reputation: low

URL: https://content-autofill.googleapis.com/v1/pages/ChRDaHJvbWUvMTA0LjAuNTExMi44MRIXCdSAgrMdf9bSEgUNl4X1FBIFDTWGVBw=?alt=proto

Preview: ChIKBw2XhfUUGgAKBw01hlQcGgA=

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: HTML document, Unicode text, UTF-8 text, with very long lines (16294), with no line terminators

Category: downloaded

Size (bytes): 16300

Entropy (8bit): 5.425419983538958

Encrypted: false

SSDEEP: 384:SCPVcNiQpLnLzu1GGGqqUHoFBBEaEYhUvypVHIm:SCPeikLK1GGGqqUHoFBBEaEYCm

MD5: 62D904F8D137E2AF519B36719B699855

SHA1: 23E6AB5368029969ACC964A2A5E646CAA43697B4

SHA-256: 62D408D4740B3559D6787D6DB909B7168BE0F545F1B141B795F23E16D6B3B153

SHA-512: 39C5F5BEDCA8BDE911ECA994D3773CC4DBA1BF712B8B8E953BC053E41FCE1357C72A43681C18AAF5AC8D4F173CBE4C77D5F3493843D4B8CAB02EF932423A2
5F7

Malicious: false

Reputation: low

URL: https://onestack.notion.site/UPI-Inward-Initiation-3fd493610133409888791982c6fcc8f4https://onestack.notion.site/UPI-Real-Time-Settlement-
b25eee12ea674407801b0a9b7a015f13https://onestack.notion.site/UPI-T-1-Settlement-3f5871e0c37e4ff0a854733570ff2016https://onestack.notion.site/UPI-Outward-
7912d4e83c5947f99def21c95ada324dhttps://onestack.notion.site/Payee-Management-OneStack-OTP-
da6e4076e8a04897b5de56d95a44dfcehttps://onestack.notion.site/Fund-Transfer-Onestack-OTP-a85918afcc3848019ff83f0d4daeb509https://onestack.notion.site/IIMPS-
MMID-f6049e43d2a448f0aaa004708b3a9beehttps://onestack.notion.site/Cheque-Book-520ddefd08154e9bb74c885ff045156chttps://onestack.notion.site/Card-
Management-89140db811f04754bce85c43782396b8https://onestack.notion.site/Deposits-ba4bd3345812423e8eddbf4d8de354ca

Preview: <!doctype html><html class="notion-html"><head lang="en"><meta charset="utf-8"><meta name="viewport" content="width=device-width,height=device-height,initial-sc
ale=1,maximum-scale=1,user-scalable=no,viewport-fit=cover"><title>Notion . The all-in-one workspace for your notes, tasks, wikis, and databases.</title><meta na
me="description" content="A new tool that blends your everyday work apps into one. It's the all-in-one workspace for you and your team"><script>window.__webStar
tTime=performance.now(),window.__webStartTimeLegacy=Date.now()</script><meta name="twitter:card" content="summary_large_image"><meta name="twitter:site" 
content="@NotionHQ"><meta name="twitter:title" content="Notion . The all-in-one workspace for your notes, tasks, wikis, and databases."><meta name="twitter:d
escription" content="A new tool that blends your everyday work apps into one. It's the all-in-one workspace for you and your team"><meta name="twitter:url" cont
ent="https://www.notion.so"><meta name="twitte

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JSON data

Category: downloaded

Size (bytes): 28

Entropy (8bit): 4.066108939837481

Encrypted: false

SSDEEP: 3:YIzDIwexY:YI3IwexY

MD5: 51E5E1C1DE8270ED97825FCB1C860A21

SHA1: AEC7BEA085966632454B8CE8E79691F104C2B1D8

SHA-256: 42AB2C45AB6F9DC749C112B7BB3DCACC8A2464F661E28FC8D9006D8E31593F32

SHA-512: 14B6A068423D537F75D8D947BBCDDF9BB59F33037F62EBA69D16C99FA35A24111E884EC90912F3E2902813B6EC4A0F31DB05D67A34491FC297DDC4A912E6D43
6

Malicious: false

Reputation: low

URL: https://onestack.notion.site/favicon.ico

Preview: {"message":"File not found"}

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text, with very long lines (65526), with no line terminators

Category: downloaded

Size (bytes): 9908429

Entropy (8bit): 5.496815503117961

Chrome Cache Entry: 231

Chrome Cache Entry: 232

Chrome Cache Entry: 233
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Encrypted: false

SSDEEP: 49152:9Bo1k/dVWmOafIqF4SfiKfDljrrznmBCnIpXyuGSKtY+17Lkju5ihwDGo9e30fMG:JLzbBR4/c6lY/3Z/7KsIof

MD5: F0CD11EF020C745E8F2D5999CD573359

SHA1: 5ADD502333C5E575138503E18D6B735465CEBA84

SHA-256: D0E34869C2133D68FBBECB2E89BDA8B846C11AD89EB8EA2CA013DC3CE9C0967F

SHA-512: 238941D539C157782E6A97B13325A53C8BD32E645FE9BA27950A38907C54A93264B465CDBB61BC0FB92C18C5AF1B3EC9E17F27D9DF3B7C738CD46AD45F4FB33
9

Malicious: false

Reputation: low

URL: https://www.notion.so/app-e5a2e67479a84a5d7ffc.js

Preview: (()=>{"use strict";var e,t,o,i,n,r,a,s={83355:(e,t,o)=>{o.d(t,{w:()=>y,Z:()=>S});var i=o(96486),n=o.n(i),r=o(67294),a=o(62518),s=o(8848),l=o(62965),d=o(60177),c=o(34958),
p=o(82540),u=o(18466),m=o(45060),g=o(62328),h=o(1302),f=o(14577);const y={...c.environmentLegacyContextTypes,...p.rk,...d.ZZ};class v extends r.Component{create
ComputedStore(e,t,o){const i=new f.Z(e,{useDeepEqual:Boolean(t),debugName:o?`${this.getComponentName()}.${o}`:this.makeUniqueDebugNameForComputedStore
()});return this.computedStores.push(i),i}makeUniqueDebugNameForComputedStore(){this.latestComputedStoreId=this.latestComputedStoreId+1;return`${this.
getComponentName()}.createComputedStore_${this.latestComputedStoreId}`}get registries(){return[]}constructor(e,t){super(e,t),this.debug=!1,this.profile=!1,this.
storeTypes=void 0,this.stores={},this.componentIsMounted=!1,this.componentIsUpdating=!1,this.autoListener=void 0,this.computedStores=[],this.onUnmountCallbacks=
new Set,this.latestComputedStoreId=0,this.enqueueF

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Unicode text, UTF-8 text, with very long lines (61837), with no line terminators

Category: downloaded

Size (bytes): 172980

Entropy (8bit): 4.76157049331909

Encrypted: false

SSDEEP: 1536:2//paWDsV/S/ALy+/JgIBR3XNx9KOSxiDF/FWm4oUWdKRV4ejdzXgJDp3Bd3:6Rayshw+zJFyBFXjtcB

MD5: 4E8DFEF2A89FAE00778F496F70C94619

SHA1: FC98AD33C49FE576BF5AFC542BB4CD5581EEF6F1

SHA-256: ECD6E304AF33715D798AF6B077ED7ECD68CE5EA3BEF04B8A8101EC321616F41F

SHA-512: 7191D145E1EC6FCB3302934E21ABEC129DA47E67A3C685A78613288B015EE244636296728BB0F63E7D16C4625B49238535AEF818DDFC44DCC0DA2BE2053433E
E

Malicious: false

Reputation: low

URL: https://onestack.notion.site/emoji-english-2d7f5f1e243399f20f10.js

Preview: "use strict";(self.webpackChunknotion_next=self.webpackChunknotion_next||[]).push([[3552],{62706:(a,e,n)=>{n.r(e),n.d(e,{emojiLocaleKeywords:()=>o,emojiByName:(
)=>i});const o=JSON.parse('{"..":["grinning face","grinning","face","grin",":d","smile","happy","joy"],"..":["smiling face with open mouth","smiley","grinning face with big eyes","
face","mouth","open","smile","happy","joy","haha",":d",":)","funny"],"..":["smiling face with open mouth and smiling eyes","smile","grinning face with smiling eyes","eye"
,"face","mouth","open","happy","joy","funny","haha","laugh","like",":d",":)"],"..":["grinning face with smiling eyes","grin","beaming face with smiling eyes","eye","face","smile","
happy","joy","kawaii"],"..":["smiling face with open mouth and tightly closed eyes","laughing","satisfied","grinning squinting face","face","laugh","mouth","smile","xd","
rofl","lmao","lol","happy","joy","haha","glad"],"..":["smiling face with open mouth and cold sweat","sweat smile","grinning face

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Web Open Font Format, TrueType, length 143708, version 0.0

Category: downloaded

Size (bytes): 143708

Entropy (8bit): 7.994482730867897

Encrypted: true

SSDEEP: 3072:GQC7YEMtQaHWcTtlNhQBeV0s/ls1BHTfWTgRzm7TNWTrWP:gXMtQa55XhmO06svzfW8QoiP

MD5: 001893789F7F342B520F29AC8AF7D6CA

SHA1: FFF9B6C468B1422132ED53AA9F0E8ED3589E3B8D

SHA-256: 2B828BEFBF5899D0EE81A815751E7EDA534A304EC9057CFCF4D585175FC2FF12

SHA-512: 01A1E7215EB82FB8691AC9AE191D5F5A4FF0009AEB00DFC2C8C3D59CCCE9B75759BD473558A6464B96E688EE16E2A88ADAF6CE5E7696252EA122D30DD3B679
5F

Malicious: false

Reputation: low

URL: https://onestack.notion.site/inter-ui-bold-001893789f7f342b520f29ac8af7d6ca.woff

Preview: wOFF......1\................................GDEF...0.........u..GPOS......C......^.ZGSUB..F...&...R..ze.OS/2..mh...V...`+.cmap..m...,...t|..nLglyf......).....l..head.......4...6'.E?hhea...<... ...$.
[.Rhmtx...\......'..W#.loca... ...p.....-.hmaxp.......... ....name..............post...4..F(.....3..x.%....[.@.......W.'...3Am.m3...m..Mm..k%......9.+.U2X%.U..J#Vi.*.Ye6..g...r.U^.j.
1...XJKaU.....IMb.f.`...u4....@...]......xA/.5..o.-~.O...+..\.Lw......\;....d7.....n#.t;.;.'......}w........I..l...}}l..`_....1../..~5...p..'.I...-....{...o....?..#j..F.a!+.....rX.*`.........6v..8.F.....m>n.-..v...
{m/..Cx..q;.g.,^..x.n.-....>....)qJ.wR.F%..X1.....:j.m...>j....^Q...............4^.......D>.K...... >hP,..c...[...!..a&..[pw.{.>.p ....8....L8.O.S..J...x......U...33...k.Zk-vY....X..j...m...K..nR.
h.............P.......cl....Vx...v^.3..{...=3s.]..!|E].........l..D.(H~.0.i.*B.<.P..-.z....%t!x.....K.tz..K"X.....0E{..N..%.E...0....;b.6@K..6.....c..B...*.T.K....

Chrome Cache Entry: 234

Chrome Cache Entry: 235

Chrome Cache Entry: 236
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Web Open Font Format, TrueType, length 142836, version 0.0

Category: downloaded

Size (bytes): 142836

Entropy (8bit): 7.9942793323572205

Encrypted: true

SSDEEP: 3072:xuZjmICHWcTGlNh5g8efSt+IUTa1/UG86YPkTne4D:oZjmIC5CXh5g8efSt+RTatUG86HrbD

MD5: 95B8A98959D1AF9AB432D7FFE295EF94

SHA1: D8864D38F443C2A08695CD41863690D6EED77D79

SHA-256: F500BBB919A0133D307A302666DA33F68569DCC037394840A01E95CCAA46CF01

SHA-512: 2CA6DDE0288973C88E76DE22D397733FED65398D4197CBED64B2B9434EF97A293115FC87B8F264133CC3A1A96B36C1820B92F595B95DECEEFDD50754EACC768
6

Malicious: false

Reputation: low

URL: https://onestack.notion.site/inter-ui-medium-95b8a98959d1af9ab432d7ffe295ef94.woff

Preview: wOFF......-........p........................GDEF...0.........u..GPOS......C....>....GSUB..F...&...R..ze.OS/2..m ...V...`+..icmap..mx..,...t|..nLglyf...@..&y.... M..head.......2...6(.D.hhea....... 
...$....hmtx..........'..?..loca......k....q\.,maxp........... ....name...4.......D....post......F*..... ..x.%....[.@.......W.'...3Am.m3...m..Mm..k%......9.+.U2X%.U..J#Vi.*.Ye6..g...r.U^.j.1...X
JKaU.....IMb.f.`...u4....@...]......xA/.5..o.-~.O...+..\.Lw......\;....d7.....n#.t;.;.'......}w........I..l...}}l..`_....1../..~5...p..'.I...-....{...o....?..#j..F.a!+.....rX.*`.........6v..8.F.....m>n.-..v...{
m/..Cx..q;.g.,^..x.n.-....>....)qJ.wR.F%..X1.....:j.m...>j....^Q...............4^.......D>.K...... >hP,..c...[...!..a&..[pw.{.>.p ....8....L8.O.S..J...x......U...33...k..].v...,...E.M.Ri....@.t..E."..
..@@)....a..*%X.w..c...V..y...3gf..;s.|...+4!D..#..z.;...!IOv{^...L.....Z....6......,.3W.z[WW....t..E.`.........8.(....L.aL...!.j.....F=..v.Xj,.~7..h..r...P

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: Web Open Font Format, TrueType, length 134652, version 0.0

Category: downloaded

Size (bytes): 134652

Entropy (8bit): 7.992246326696357

Encrypted: true

SSDEEP: 3072:/Zj3G6dHWcT/lNhUq3zWVmNt34y4VhOMNPza+v0qiTUy:Rj3Gm5TXhU3VmNt34yKO4LaE0NTUy

MD5: 3AE6A7D3890C33D857FC00BD2E4C4820

SHA1: B8D33969832D68317E3EE7870A400292E7E240D6

SHA-256: B825F1BC25DEE8A67CF5A2C461410C2C755BCA29B9297C8F930FE4486BA35DD3

SHA-512: 42D65A04CC30715B202AD33CAFDD1A1AF285FA5C756A067D4083D22B797961C1B51A7A320AEAF2C4449DCCE4E51D0E6E3ACB1C3CB99DC29BA8697E1B59B25
11F

Malicious: false

Reputation: low

URL: https://onestack.notion.site/inter-ui-regular-3ae6a7d3890c33d857fc00bd2e4c4820.woff

Preview: wOFF...............|........................GDEF...0.........u..GPOS......=.....U~.AGSUB..@...&...R..ze.OS/2..gH...W...`-._cmap..g...,...t|..nLglyf...h.......863..head...8...2...6(ED.hhea...l... 
...$....hmtx.......1..'...K.loca.......l.....A@maxp...,....... ....name...H......."...Qpost......F*........x.%....[.@.......W.'...3Am.m3...m..Mm..k%......9.+.U2X%.U..J#Vi.*.Ye6..g...r.U
^.j.1...XJKaU.....IMb.f.`...u4....@...]......xA/.5..o.-~.O...+..\.Lw......\;....d7.....n#.t;.;.'......}w........I..l...}}l..`_....1../..~5...p..'.I...-....{...o....?..#j..F.a!+.....rX.*`.........6v..8.F.....m>n.-
..v...{m/..Cx..q;.g.,^..x.n.-....>....)qJ.wR.F%..X1.....:j.m...>j....^Q...............4^.......D>.K...... >hP,..c...[...!..a&..[pw.{.>.p ....8....L8.O.S..J...x..........33....k....,..,.`...I..+@....C...Vl[E..
... I@....V....Ei..2..],d...k..9..3.9.33......_.....Q..mD.S....!. .a..A.(.....[.....-t!x.....-........1..L.....B.`.E~.. ......%h..F=...f.4Vk...e.v\.R..Xs.

Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: JSON data

Category: downloaded

Size (bytes): 28

Entropy (8bit): 4.066108939837481

Encrypted: false

SSDEEP: 3:YIzDIwexY:YI3IwexY

MD5: 51E5E1C1DE8270ED97825FCB1C860A21

SHA1: AEC7BEA085966632454B8CE8E79691F104C2B1D8

SHA-256: 42AB2C45AB6F9DC749C112B7BB3DCACC8A2464F661E28FC8D9006D8E31593F32

SHA-512: 14B6A068423D537F75D8D947BBCDDF9BB59F33037F62EBA69D16C99FA35A24111E884EC90912F3E2902813B6EC4A0F31DB05D67A34491FC297DDC4A912E6D43
6

Malicious: false

Reputation: low

URL: https://onestack.notion.site/Loan-Account-75e9bc2deefd45fb82acd2ead11fee86https://onestack.notion.site/Agent-Assist-Model-Console-
d4904d288af24bdb9202deb60a168cdehttps://onestack.notion.site/Pin-Management-83829b6b4b80472298cd52362a660630https://onestack.notion.site/Branch-ATM-
Locator-8285ab8f8a8c4366bb1a7c4b97001de8https://onestack.notion.site/Heartbeat-12694f40d5394483ade2f184be9b90c0asp.net/

Preview: {"message":"File not found"}

Chrome Cache Entry: 237

Chrome Cache Entry: 238
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Process: C:\Program Files\Google\Chrome\Application\chrome.exe

File Type: SVG Scalable Vector Graphics image

Category: dropped

Size (bytes): 548

Entropy (8bit): 4.674381778135056

Encrypted: false

SSDEEP: 12:t41WffOSlmHLW2Ye6jt0kZjJqji0LGBn7BTGOQitQOQi2:t414fOSzle6j1Dqji1u

MD5: 617C1718E07AD475BACECB7E5E401DD3

SHA1: A93761DE567DF5156731DBAABB5EF27B17FF2CBE

SHA-256: 2A7A5EC4C9338FB81C3EA9026463B56C4EFDA965B915D30341944691F0023370

SHA-512: DA0ABC94224D7CFFDB7204AC5047FBDD9E62D80B2E6FE0BCB24BAAC23A6AE1DAA59248851285E49E2714E13D68C6BB79508964430A47CBEFA18D89998D167
AFC

Malicious: false

Reputation: low

Preview: <svg xmlns="http://www.w3.org/2000/svg" viewBox="0 0 36 36"><path fill="#FFE8B6" d="M21 18c0-2.001 3.246-3.369 5-6 2-3 2-10 2-10H8s0 7 2 10c1.754 2.631 5 3.999 
5 6s-3.246 3.369-5 6c-2 3-2 10-2 10h20s0-7-2-10c-1.754-2.631-5-3.999-5-6z"/><path fill="#FFAC33" d="M18 2h-8s0 4 1 7c1.304 3.912 6 4.999 6 9s0 13 1 13 1-9 1-13 
4.697-5.088 6-9c1-3 1-7 1-7h-8z"/><path fill="#3B88C3" d="M30 34c0 1.104-.896 2-2 2H8c-1.104 0-2-.896-2-2s.896-2 2-2h20c1.104 0 2 .896 2 2zm0-32c0 1.104-.896 2-2 
2H8c-1.104 0-2-.896-2-2s.896-2 2-2h20c1.104 0 2 .896 2 2z"/></svg>

⊘ No static file info

Report size exceeds maximum size, go to the download page of this report and download PCAP to see all network behavior.

• chrome.exe

• chrome.exe

• chrome.exe

Click to jump to process

Chrome Cache Entry: 239

Static File Info

Network Behavior

Statistics

Behavior

System Behavior

Analysis Process: chrome.exe PID: 3044, Parent PID: 5400
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Target ID: 0

Start time: 12:21:37

Start date: 26/05/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe"  --start-maximized  "about:blank

Imagebase: 0x7ff614650000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Access Attributes Options Completion Count Source Address Symbol

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Target ID: 1

Start time: 12:21:37

Start date: 26/05/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: "C:\Program Files\Google\Chrome\Application\chrome.exe" --type=utility --utility-sub-type=network.mojom.NetworkService --lang=en-US --service-sandbox-
type=none --mojo-platform-channel-handle=1964 --field-trial-handle=1768,i,10079328889654334589,15383258308119680875,131072 --disable-feature
s=OptimizationGuideModelDownloading,OptimizationHints,OptimizationTargetPrediction /prefetch:8

Imagebase: 0x7ff614650000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

There is hidden Windows Behavior. Click on Show Windows Behavior  to show it.

File Path Completion Count Source Address Symbol

Old File Path New File Path Completion Count Source Address Symbol

File Path Offset Length Value Ascii Completion Count Source Address Symbol

Target ID: 2

General

File Activities

Analysis Process: chrome.exe PID: 2224, Parent PID: 3044

General

File Activities

Analysis Process: chrome.exe PID: 6428, Parent PID: 5400

General
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Start time: 12:21:40

Start date: 26/05/2023

Path: C:\Program Files\Google\Chrome\Application\chrome.exe

Wow64 process (32bit): false

Commandline: C:\Program Files\Google\Chrome\Application\chrome.exe" "https://onestack.notion.site/Onestack-Core-Banking-Services-0964c4703aa0476e99af38481d41468f

Imagebase: 0x7ff614650000

File size: 2851656 bytes

MD5 hash: 0FEC2748F363150DC54C1CAFFB1A9408

Has elevated privileges: true

Has administrator 
privileges:

true

Programmed in: C, C++ or other language

Reputation: low

⊘ No disassembly

Disassembly
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